METHODS AND SYSTEMS FOR DYNAM CALLY CONFI GURI NGAND MANAG NGCOVMUNI CATI ON
NETWORK NODES AT THE MAC SUBLAYER Techni cal Field [0001] The present

di scl osurwonedatsexegeneral |y to the managenent and oper aUuiras2ab/oosEns ces
connected by a conputer network and, nore particularly, to the dynam c
configuration of such devices. Background [0002] Network devices enpl oy
prot ocol stacks that organi ze comruni cati on software in hierarchical

| ayers. For instance, the Open System I nterconnection (COSI) Mdel defines
seven-layers, including four upper layers, which are directed to software
applications, and METHOD®ANB SYSTRMSFOR DYNAMICALRANI i ng data

Payer, 2 IQESFEWaNm%%‘égWWM@%W@EO UMCATIEa T or
i nclude a net wor k Iﬁ&é}rv@ 6&}?&& ’;&fﬁiaf[ I}g %Bia‘?‘%er_ yers

devi ce managenent is typically inplenented at the upper |ayers of the
network and, to a |limted extent, at the physical |ayer. [0003] The data

i nk | ayer (fecknical lB¢)R¥ 2), i S responsible for ensuring node-tonode
validity and 1ntegrity of transm ssions. The data |ink |ayer (DLL) includes
two subl ayel@01] ogi Eld presenk disslesvis|relotes @neraldy et manegenent@sd opetatipnng) .
The MAC sub . Rravi i f the Ll b I d. the
physi cal | a%g%{?\rl%e%(fg%:{%%ﬁdo S 30cgétggﬁ%“{gﬁéeg{%cﬁﬁqrggﬁltc}%gfllghgogté?8?4]?%%1 iumin
a devi ce. Miéhfigiubdtioneof shelndéviessal ity is typically built into a device's
network interface card (NNC). Each NIC has a unique MAC identification
nunber allow ng delivery of data packets to a specific destination within a
net wor k. [Oggé*%l}%%hi n sone network conmunication protocols, a

type- | engt h= LV) elenent may be encoded in a data packet to

communi t@t e [M9R] onaNetwoiloderdtéscampldh protogad stacksnitibcapesizé bemkiunétatbnf i el d

that the "value" represents, the "length" indicates the size of. the
"val ue", anﬁO#‘V%fF e ey SIHC%&?Y%T’JI Eors‘flgé‘&ces the Qﬁenofxsm Tntérconnection

(OSI) Model defines seven-layers, including four upper layers, which are directed to

software applications, and three lower layers, which are directed to handling data
packets. The upper layers include an application layer, a presentation layer, a

15  session layer, and a transport layer. The three lower layers include a network layer, a
data link layer and a physical layer. Network device management is typically
implemented at the upper layers of the network and, to a limited extent, at the
physical layer.

[0003] The data link layer (i.e., Layer 2), is responsible for ensuring node-to-

20 node validity and integrity of transmissions. The data link layer (DLL) includes two
sublayers: Logical Link Control (LLC) and Media Access Control (MAC). The
MAC sublayer provides an interface between the LLC sublayer and the physical
layer, and controls access to the physical transmission medium in a device. MAC
sublayer functionality 1s typically built into a device’s network interface card (NIC).

25  Each NIC has a unique MAC identification number allowing delivery of data
packets to a specific destination within a network.

[0004] Within some network communication protocols, a type-length-value
(TLV) element may be encoded in a data packet to communicate optional
information. The "type" indicates the kind of field that the "value" represents, the

30  "length" indicates the size of the "value", and "value" is a vaﬁable sized set of octets

that contains the element's payload information. Header information is added at the



that contains the elenent's payload i nformation. Header information is
added at thebegi nning of a data packet in order to construct a packet ready
for transwDesewoisizséer the network. [0005] Comuni cati onpPpratseaolos3sfinr t he
MAC subl ayer have typically provided a fixed-frame format in which a
predefined set of fields that occur in a predeterm ned order. To

communi cate, the devices in a network nust adhere to the sane,
pre-specified MAC frame format. That is, a network node cannot send
commands, settings or data unless such information transm ssions conply

Wi th previ obsgiyningofiatdatacacket|in erdsi to benshaa o paxiret rebibyvior dransibissimnaet hese
MAC subl ayebgeprg‘%o ols require fixed franmes, the protocols have limted the
ways networ configured and operated. Further, such fixed-frane
archi tect ur ego3f e NObmhRAati¥n %t@mg hirehe 15,80 &%mﬁéwhw&t}fpﬁ@n? pfr@@aw es
requires significant changes to the inplenentation. Summary o

| nventi on [ @40D6{- @m@mﬁmsﬂmchépc@@ﬂnﬁbﬁépﬁﬁa@e thateceuadn subl ayer to

erhaal nont L PRAsTaag ot TORLREpulERP b AR ER TR aE S5 o

variation Ofsarﬁeq5#é-b1§661ﬁaﬂlf/ﬂﬁ®ﬁﬁﬁie%nnﬁyq&€h@ Suétivohit ﬁ@délfanﬁé\tcheﬁdl nterface
operation, interoperability between nodes with different MAC-I| ayer

capabi | i t i eSomBandy, settifes piodaid uvlﬁ&sucbru@foem%tmsmwor@fcoméy W& subl ayer
t ocol & k
El erents. [ BEOHUPHOERERRL AU bt e MAT IR, R Bl Bl WA T o g

a comuni cakuldayen @tmocds pdquite fied srableaythe prcsocnﬂ@haxdaeldtherWybod i ncl udes
generatl(gg a data packetwg a sendi ng node of the network that conforns to
&)

a nedi al%ccBs¥ogisiandie ¢ reflé‘%Ppﬁ@EﬁdoEthTo%uchéi%rﬁ@%ﬁﬁWﬁcé‘Hﬁ ons. The
dat a packet i vdeayaxMAGHRE 3edindh ATRE fkali€ast sone
of the data In sg%g ga’%{a segnent 1n§ %M@dﬁ%@ga ty%)sere}mﬁ Qf\l}ahdé el enent
and t he val deangentoathaetdplemestationel enent i dentifies a value for an operating
paranmeter of the network. The data packet is transmtted fromthe sending
node to a receiving node. At the receiving node, the data packet is

processed akuhiifarlV s thb PhedtRion0f network protocols to
15  [0006] Embodiments disclosed herein use the MAC sublayer to dynamically

switch network modes, conditions and operations. The disclosed embodiments
enable dynamic self-reconfiguration of network nodes, dynamic Variafion of security
configuration, dynamic switching of radio interface operation, interoperability
between nodes with different MAC-layer capabilities, other functionalities, and

20  extensibility of the MAC sublayer protocol, without pre-configuring firmware or
software in the network elements.
[0007] In some embodiments, a method for dynamically configuring a
communication network at a MAC sublayer is provided. The method includes
generating a data packet at a sending node of the network that conforms to a media

25  access control (MAC) layer protocol for network communications. The data packet
includes a MAC header and a data segment, wherein at least some of the data in said
data segment is encoded as a type-length-value element, and the value contained in
said element identifies a value for an operating parameter of the network. The data
packet is transmitted from the sending node to a receiving node. At the receiving

30 node, the data packet is processed at the MAC sublayer of network protocols to

retrieve said element and determine the value for the operating parameter.



retrieve said elenment and determ ne the value for the operating

paraneter. Qperating paraneters within the receiving node are adjusted to
conf or m twoth@/deteer m ned val ue of the operating paranePer/Usp@o08j443t is to
be understood that both the foregoing general description and the foll ow ng
detail ed description are exenplary and expl anatory only, and are not
restrictive of the invention, as clainmed. Brief Description of the Draw ngs
[0009] FIG 1 is a block diagramillustrating a network consistent with
exenpl ary enbodi ments di scl osed herein; [0010] FIG 2 is a block diagram

i |1 ustrati n@partiag @aysimaters svathin feakesiviog nsdsarentdjustadio erefepnde yheenbodi ment s

di scl osed hﬁrtgli'rﬁ]ihe gglulf%gélléo Fl ﬁr‘;]-; 3.1s g flow chart illustrating a nethod
of dynam ca ?y configuri PG PR 8ns net work node consistent with

exenpl ary e[ioogj ment: $s @ivkalndsRebodahaibdth ﬁl@Qéi%goilﬁb(éené‘rai Gesblipidn shd@eam

illustrati ngft; an exenpl arg enbodi nent di scl osed herein. Detalled Description
[0013] FI G Iollowgng defadedcdesceptiemarne|exermpleny anhexphanaiersonty, 8d aredtwor k100,
whi ch inglu . a ol | .0 o) 20 connected by conmuni cations |inks
140, whith %géq%evgv???}ged,m?‘}t‘(%fé‘dgs\mg%z?eéss, or nobile wireless |inks. In
network 100, nessages can be divided and transmtted as data packets, such

as data packet 130, ~according to packet-sw tching protocols, such as

Transact i onwmwiﬁm;ﬂi I nternet Protocol (IP), X 25, and

Frame Rel aypgo¥ef i ousie{hedi t fmn : COpNeRLed to anot her
O orp TR EER Gubu ittty A00eia psponts

networ k, contalh one or nore o0 or a subnet wor k
wi t hi n anot breampietyvembodiiBents disclosedbetement s di scl osed herein are applicable

to wire| ess rks, . f.ar anpl.e, networks using 802.15 or 802.16
standarL‘i, RSO RCRe 556 ditrag pitraine i Grempiery SAABageh SRR s,
net wor k 100§ e%eiﬂ'gfa?i{@ﬁ%oéiﬁ?ernis'cﬁgélgseﬁ%%;'ﬁnhhat_ monitors and controls a
variety of nodes 120 that are devices for generating, distributing,

moni t ori ng HWdAbr nlEGagiing flow eagiallnstoaingponethod ef dyemicadlhesmigering es
communications network node consistent with exemplary embodiments disclosed
herein.

15 [0012] FIG. 4 is block diagram illustrating an exemplary embodiment disclosed

herein.

Detailed Description

[0013] FIG. 1 is a block diagram illustrating an example of a network 100,

20  which includes a plurality of nodes 120 connected by communications links 140,
which may be wired, fixed wireless, or mobile wireless links. In network 100,
messages can be divided and transmitted as data packets, such as data packet 130,
according to packet-switching protocols, such as Transaction Control Protocol
(TCP) / Internet Protocol (IP), X.25, and Frame Relay. Various embodiments of

25 network 100 can be connected to another network, contain one or more other
subnetworks, and/or be a subnetwork within another network. Several embodiments
disclosed herein are applicable to wireless networks; for example, networks using
802.15 or 802.16 standards, and WCDMA/CDMA 2000 3G standard.

[0014] In some embodiments, network 100 is a wireless smart-grid network that

30  monitors and controls a variety of nodes 120 that are devices for generating,
distributing, monitoring and/or managing an electrical power service. These devices

can connect customer meters and utility grid origination/ distribution points with a



can connect custoner neters and utility grid origination/ distribution
points with a _ _group of network nanagenent servers (e.g., control

cent ers) wpaoworsieaat i on of wirel ess networks, Access PeCHIUS2¢00/003443

gat eways) and/or wi de area networks (WANs). [0015] As illustrated in FIG

1, node 120A can generate data packet 130 and transmt it to node 120B over
communi cati on channel 140A. Nodes 120 can be any intelligent device
connected to a network 100 having hardware and software for transmtting
and receiving data packets, and having a correspondi ng Medi a Access Control
(MAC) i dent Bfoup &f nefiwork maaagerment sevarsied;, candelscentzos)vahcoyabinaenef al pur pose

, : k devi . Q. | ,
ourery . o vngfrt ndvRBte Bk PTG o) S A FLpehBRET Tt o

renote sens@WANsNodes 120 can further include an el ectronic data processing
system or processor (nhot shown%g}executi ng conputer instructions stored in a

conput er - r eH93B] e Apillygsatedin BEG.(le ngde 120 eheaneeaie datawapks) 130 @adi- onl y
menory, £la i ol i i O

cof tvar ¢ modarREt Py ndEO bibrTRERI ISl oRRhIGR) LIETNhe BA0 YAINEHT. o
packet s bet imehgdntdavic¢ oozl telad aset?dik 186 haviagmhatrdwdré énd doftwaredocan

i ncl ude resgect i.ve cor(’ifi guration nodul es 125 (a.k.a. "control nodul es")

that manage TRHEUHBERd reEhvins datanasks.iand haying aicomgepondyie Medigaheasss
configurati : . - [r , j rs for
igu '@Bnt?&ctﬂli.??)éﬁi?ﬁtﬁg@dtﬁﬁﬂ GRS Féﬁgfaﬁlﬁ?é}?oﬁgst 120Pc45 Heaf gér;]agﬁa?

controlling and con e conmuni cati o unctionality
capabi | i t i epurpbsenmaepuidOdervdrma adidrk davice Gnd.i gatewsy,switthoepeatd2 boutergn st or e

and receive infarmation opt . ot her nodes. jn network 100. Based gn.the
cormun Lt 1 BPRLFARE B De iR B Ea PP LR EHUP. FEYSSF TR oWt her
node 120 shexy ¢hn RAHEShcIuBE 8h BREIOMCIdaRProdisihg @%@rﬁ,orgfodé%@t(ﬁot' ts
configuration. Via configuration nodul e 125A, node 120A can also trigger

ot her nodesshoXoB exeriting Gompytep énstchonsphared ot & oempetecteadeblagwaageng t heir
respective re and/or firnmare Al t hough.configuration nodul e

f. . 0017
155" 5. desct it B ares S BRI b baty by o arrsry ltenfll 125 nay
be i npl enenieghodpofopiRaliemMerdEdt ¢&ioud software modules related to controlling

15 nodes 120 and transmitting data packets between them.
[0016] Nodes 120, as shown in FIG. 1, also can include respective configuration
modules 125 (a.k.a. “control modules”) that manage the nodes' communications in
network 100. For instance, configuration module 125A can process, store and
retrieve parameters for controlling and configuring the communication, functionality

20  and capabilities of node 120A. In addition, configuration module 125A can store
and receive information about other nodes in network 100. Based on the
communication parameters, configuration module 125A may determine whether a
node 120 should request information from other nodes, or update its configuration.
Via configuration module 125A, node 120A can also trigger other nodes 120B and

25  120C to perform some action, such as updating their respective software and/or
firmware.
[0017] Although configuration module 125 is described as a single software
module, configuration module 125 may be implemented as a hardware device, a
combination of hardware and software, or as a plurality of software modules to

30 provide the above-described functionality of configuration module 125. Moreover,

as described in greater detail below, such configuration-related information can be



conbi nati on of hardware and software, or as a plurality of software nodul es
to provide the above-described functionality of configuration nodule 125.
Mor eover ,wao@eseicbbed i n greater detail bel ow, such comCirgiseewiooss4s el at ed
information can be _ A _exchanged between nodes using type-I|ength-val ue
(TLV) elenments at the MAC sublayer. [0018] Enpl oying variable- |length TLV
packets in the MAC subl ayer provides several benefits. First,

vari abl e-1 ength TLV packets allow flexibility for dynam cally and

sel ectively adding new features to the protocol to inplenent new or

nmodi fi ed neexahargddiretveanagdes using typeglengthrialusc@IL VOxelemeity pt the MACAddI t i onal
conmand typg 1orerfeatures that may not be initially included in a protocol
can be adde dp’any time in a backwards-conpati ble way. For exanple, a

networ k nodgouBpt kKmapkymgouiiabReeh@h ItV phckelsiRehsRIADstBlayeripretideted i1 n
the data packet will_process the TLVs respective payload. O her nodes that
do not recotftierd bepafitseEirgnvariabla-lepathstli Y paelegts %lbb’b\éémbﬂéﬂf@ngt h field and
skip ovey t i . , 0, t ot her T i acket .
TLVe wi th r desbREA 8Ty g8 R RER R BTl e bt BE
ski pped. [ 06d@bdiied metwarkifamdt@nhktigt(b.gT lpYotpasikatensidilitg)yy Additiohsl conmmands
that are no | onger used, .to be deprecated (i.e., obsol esced and/ qr renoved)
from nodes 9pmayg fypes of feagues thaiypay geike njtiallyincladedinpmroiacst cadie

| Dl enent at b at by ArkSAL B8 SaBohBAIAL WS For harheNPherRBAShEe 1O

sinply renmove the bits or nessage are us to specify the
f eat ur e i nf tratkaovenabolihihe latsstiHC g dalfinitioodiasludedincthatagpaekettvallpr oper | y

construgct frames fo -ansnm ssion an code franes upon reception,
G o aPRPESARs TEM SRSty S REYSE fale neds Hoge Rk AgEs e R £ ame
structure URQiodkISPE Sl O4h ddcB8e HRNOEIh TREFanY diip SRl tl@@uxﬁr@&c?%ntii%ddec ode the

frame until it"is réconfigured to be conpatible with the newtrame
structure. AEVsuwH progessthardlzar @ INEGnghdpacket. Ta Gt with kedogpizedrtypesticons,

nodes cannot i nt eégﬁggrﬁlte wWth.a ﬁhan ed fra format. However, in the MAC
subl ayer pr BESEBPARS hoWugeosmZd 1yPes Ao iBR%t ed TLV definition can be
easily re”D[(Rﬂ9]ind/zQIso,UMi&bE:dlen%¥hqu pecetith]bMordYd EsnmedAbethrdhbh a new

TLV with the sane or different functional
15  longer used, to be deprecated (i.e., obsolesced and/or removed) from nodes 120.

With a fixed frame format in standard MAC protocol implementations, if a feature is
no longer used, it is not possible to simply remove the bits or message fields that are
used to specify the feature information. This is because all nodes are configured to
properly construct frames for transmission and decode frames upon reception,

20  utilizing a pre-established frame format. If a node changes the frame structure upon
transmission, the target node will not be able to decode the frame until it is
reconfigured to be compatible with the new frame structure. As such, in standard
MAC sublayer protocol implementations, nodes cannot interoperate with a changed
frame format. However, in the MAC sublayer protocol disclosed herein, a

25  deprecated TLV definition can be easily removed and/or updated. A deprecated
TLV may be replaced with a new TLV with the same or different functional
characteristics.

[0020] Moreover, a variable-length TLV packet provides a way to exchange
configuration information between nodes 120. For example, node 120A can send

30 TLVsin data packet 130 that signals node 120B to perform a firmware and/or
software upgrade. The TLVs can also be used as a mechanism to distribute the

description of the upgrade in network 100 at the MAC sublayer. For example, by



characteristics. [0020] Moreover, a variable-length TLV packet provides a
way to exchange configuration information between nodes 120. For exanple,
node 120Avoanisenite TLVS in data packet 130 that signal sPoodsS2003083445
performa firmvare and/ or software upgrade. The TLVs can al so be used as a
mechanismto distribute the description of the upgrade in network 100 at
the MAC subl ayer. For exanple, byaltering a set of MAC TLVs, nodes 120 in
network 100 can be changed from a pseudo-802.16 frane fornmat to a 802. 15.4
frame format, and achi eve the desired network environment and

functi onal i elfermmasetjof MAGIgYs, metlem}20 inoetwerki 100wsn batchenged fringa 1 as a

et wor k. and bRt SRRE TR FTRECmg B AR B Podtuitiot nent

di scl osed heewidik efr@iforinié&it afe undhiohayiyk 100 may be a cabl e tel evision
network, satellite communications network, sensor network, and an ad-hoc

wirel ess nel¥diks. Adhough mtweerko16q is yldustrateddn 1 has asmenlifisd exg@wis. ary dat a
ket 130 i ; i 4t i [ i 130 i
packet 130 goay s%h?éﬁﬁne‘é‘dﬁé@u?é@ﬁ?g'tﬁgitoz 3%2ﬁ§)h§e§.%§é¢g%§h$}"ﬂ?ﬁ§%ﬁ I'S

conprised of several portions inc ayer Header 210,
data |ink caonelligent(od€) mag berefitdrin embddiMiaitRtietlosd heR¥ih aFbhinkstaqddDU) 230.
The DLC header he DU t oget her constitute_a MAC- subl ayer data packet.
Thi s packet nF‘é’“\%ﬁB{%&H‘yi %?q:tﬁlmwetwa&é%tew syamygIcRHRNPIYaikader 210

at the begi B&{sBPnetdoll 3NB 25 R8HSE s €.9., a 32-bit cyclic
r edundancy ché?ckr,leig éppe%ﬁegq{tsg tﬁétegég?\ﬁt‘%ofdr the packet. [0023] In PHY

header 210, [@022] pr eBlthI2c]lostrgtes & dingrmnbofar gxesgpdargriam mickét 139 dohsisteanabl es a

receivi node, such as node 120B,.tq detecgt .a signal, gnd achi eve frequency
ond Ui g SRR e AT Rarksd0e SImB A SEYTERRES dat a
packet 130, iﬂcﬁﬁﬁhgﬁgh§s}i@wm¥9%ﬁ?hM€z1@%& 1ask ORES] 30 hdddes 220,
synchroni zation freld is followed by a start word, which is conprised of a

known bi nar gnd e Reetoes] Date Snit{MPDUM230.sToe BE£T hdadyr atelctbd @PDUr i gger node

120B to dec d ke at fallo ng ot her features, e
start word g"%gbhuegé@mg} ;ﬁlﬁ%gﬁ\dﬁégselﬁ% a%'%éﬁ? Bﬂ(\ﬁ%&t fgﬁ})%glfﬁﬁ I%B’falpﬁe‘i ygoa PHY
aut ocor r el atdyeinpiukepigy 4ddisg the FEPYIjhd#ddr 200 alhebelidfing. A frame check

15 sequence 240, e.g., a 32-bit cyclic redundancy check, is appended to the end of the

packet.
[0023] In PHY header 210, the preamble comprises a binary sequence of bits
that enables a receiving node, such as node 120B, to detect a signal and achieve
frequency and timing synchronization with the remainder of a packet, such as data

20  packet 130, received from a source node, such as node 120A. This synchronization
field is followed by a start word, which is comprised of a known binary sequence of
bits that, when successfully decoded, trigger node 120B to decode data packet 130
that follows. Among other features, the start word provides symbol-level
synchronization, and optimizes autocorrelation properties in conjunction with the

25  preamble sequence of alternating bits that preceded it. Where network 100 is a
network that employs frequency hopping, a Channel ID (CHID) indicates the
particular channel, (i.e., frequency band) on which packet 130 is being transmitted.
A length field (LEN) indicates the length of the remaining portion of packet 130 the
follows the field.

30 [0024] DLC header 220 is the header of the MAC data packet and includes a
Frame Control Field (FCTRL). As shown in FIG. 2, DLC header 220 can include a
Destination MAC Address (DEST MAC), a Source MAC Address (SRC MAC), and



preanbl e sequence of alternating bits that preceded it. Were network 100
is a network that enploys frequency hopping, a Channel ID (CH D) indicates
t he partiwola0/shwanel , (i.e., frequency band) on whi chppaaisetosnhB43 s bei ng
transmtted. Alength field (LEN) indicates the |length of the remaining
portion of packet 130 the follows the field. [0024] DLC header 220 is the
header of the MAC data packet and includes a Frane Control Field (FCTRL).
As shown in FIG 2, DLC header 220 can include a Destination MAC Address
(DEST MAC), a Source MAC Address (SRC MAC), andDLL TLVs. Destination MAC
Addr ess ( DEDEIMBEY si DestirationiMAE MidtessdMESEMAC) is¢hammignaMAC addrsss node

for the pac ch node OB. Source C_Add SRC i s the
uni que MAC ggE reeuzl%silmstfqurggée)%? e#ér. élgkeétfé‘ﬁﬁﬂg§ nﬁ‘g"dgﬁﬁio&‘?‘frﬁ%% ‘Aﬂs_dfes‘f’LVs
are used to(SROWINO) Y the ihique MM dlidFesd of @ BBRdMERASdeO Bikchl dsode apdAar e
processed b){Qt he DLL during the communication I1nk. A comrunication |ink

bet ween any [Q83S] nodRELIEgYs arsasad pEanapy sdemnationgyithin grcompayptasions he

exchangez of A.can first poll. .node 120B to inform
Tt that hoaln Bt A BrRaRteby mdBEE S e Rrlieofdt Ao ae 1208 i <

avai | abl e t comenmiocation liek Batwaen lahy 006l @oded0BOASaraVIEROBAd NG onbikt 6ffdtr NS an
acknow edgenent packet to node 120A. In a network that enploys frequency

hoppi ng, t h&EXBRIGARE sugfieae obfoys dalapagketn obeda befl cen Festaph ngde 1388 tur rent
frequency chgBifh thit fode 3pYR Hab8adah dend t%}iﬂg&e@gae WHRARE dad P2dBIR Next

channel in 1ts sequence at the allotte on recerving t
acknow edgmewdi]ableaideececdd/ths datds [Ainakixt K2 Ofais laehilabild, lit fehendat a | nt ended f or

node 120B. |f node, 120B is.able to cessfully receive a decode t he
ket 10, PSS eRLRIE) gl aDRs 05 ASHYOrs OB e e packet 130

can have a ¥ahiRknObcibloidiaions 435 oRRERL: BN o1aRAly GRikedSELRE 2

communi cation link information V, a Sequence Control TLV, and a
Dat a Li nk Lé&geuencpichynngy tdl tieceiiRe thendiém cath@ithak h¢GR@Q) tofbv neFochannaltimitse, one

0L amor® S oS RS RN R SRR SORIE Rl B ATELSER,
spect rum ( Fkieds anRta/scket wifle tHéHaRdinsehabd freibte 33081 T fifeaANdB is able to
synchroni zation. The DLL CLI

15 successfully receive and decode the packet, it returns an acknowledgement to node
120A.

[0026] Data packet 130 can have a variety of DLL TLVs, for example a protocol
may define a communication link information (CLI) TLV, a Sequence Control TLV,
and a Data Link Layer (DLL) Cyclic Redundancy Check (CRC) TLV. For instance,

20  one or more CLI TLVs may be used to convey channel control parameters. One
example may involve channel parameters of a frequency hopping spread spectrum
(FHSS) network, including such items as timing and synchronization. The DLL CLI
TLV can be by used by node 120A to convey timing synchronization information to
neighboring nodes 120B & 120C.

25 [0027] The DLL CLI TLV may also be used to convey timing and priority
information inside the communications link. For example, the CLI DLL TLV can
communicate ‘tx priority’ and ‘tx time’ fields that are the priority and transmit time
of the next packet to be transmitted in a communications link. ‘Rx priority’ and ‘Rx
time’ fields that are used to define the allowed priority and length of the response to

30 the packet that contains this TLV. The presence of this TLV also means that a
response to the packet that contains this TLV is expected inside the communications

link. If no DLL CLI TLYV is present in a packet sent within a communications link,



TLV can be
i nformati on

by used by node 120A to convey tim ng synchronization
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packet. This TLV is added if the packet data is a fragment of a MAC packet since

the DLL needs to see a MAC TLV to stop processing DLL TLVs in a received
packet.

[0031] There are several applications above the MAC sublayer that hand down
packets for it to transmit. Example applications include: network layer or IPv6,
MLME, IMU (for example gas or water meter devices in utility networks), rf ping
protocol, and others. These applications do not interact and they send their packets
to the MAC asynchronously. The MAC sublayer protocol described herein can
combine the packets from these applications into a single packet on the transmit
side, and then de-multiplex it again on the receive side. By combining these smaller
packets into one PHY layer data frame, the overhead of targeting the node for each
packet (poll-ack message), as well as the additional octets added by the MAC and
data-link layer TLV’s, is avoided.

[0032] There are two mechanisms that help achieve packet combination. The
first is the use of TLV’s to encode the start and end of each payload. This allows the
MAC sublayer to demultiplex the payload at the receive side. In the case where a
larger packet is fragmented, a particular application’s payload can be handed up as

soon as it is received in its entirety, even if the rest of the packet has not yet been

ers. One exanple may



protocol, and others. These applications do not interact and they send
their packets to the MAC asynchronously. The MAC subl ayer protocol

descri bedwban@/131san conbi ne t he packets fromthese applpcratscana®oismi o a
singl e packet on the transmt side, and then de-nultiplex it again on the
receive side. By conbining these smaller packets into one PHY | ayer data
frame, the overhead of targeting the node for each packet (poll-ack
nmessage), as well as the additional octets added by the MAC and data-link
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si nply appeR® 2d4itigng aythsaticatignionerheadto sambjpingiietiple paylaags Fesutety TLV,
and then cogpi&itpsidigppsecurity TLV. Therefore there is no additional
aut henti cation overhead to conbining nultiple payloads fromthe different
appl i cat i onf103BP033 hefharawameedhanisnBs el hieprahidvapadiatt porabmadur. Phecket

conbinatjion,. The first.is the use of TLVs to encode the start and end of
each pa§/ oalirstHihe sy RV tsfa cpesestip piagicand ead gL pbagpiaad: (s FIRoE at

th i i t J §,f
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particul ar application's payloa ed up as soon as it 1s received

In its enti legy padwers frignénted, egtartidularipppaioats gryioadatn pethabdsiupy &cei ved.
(aut hont 1 cab g | BREEeT e 1 AMGREL Ve thhf Brne PERATE! PHEOELDTH o t he
packet as aretkiVed. TMBe S626Hd hiethatish REtHwheY HeddM(Ydde8lh&sec@ntycomputing a
cryptographi ¢ function over the node's certificate and the packet's
cont ent &3 | fautheatigation),dhe eaquirad security information is inserted into the packet as a
TLV. The security at the MAC typically relies on computing a cryptographic
function over the node’s certificate and the packet’s contents. If the MAC is handed
more payload for a packet, it can simply append this payload to the end, remove the
existing security TLV, and then compute the new security TLV. Therefore there is
20 no additional authentication overhead to combining multiple payloads from the
different applications.
[0034] Another aspect of the MAC TLVs is that they can be used to configure
nodes for a particular type of operation. Network parameters can be dynamically
adjusted via TLVs in the MAC packet sent from a source node requesting the
25  change to a target node that will process the TLVs to implement the requested or
suggested change.
[0035] In one example, the TLVs can be used to request a change in modulation.
The modulation parameter may be identified as TYPE 17, for instance. Known
modulation techniques can be encoded as follows: 1 FSK - with number symbols to
30  designate individual implementations of frequency and shift frequency, such as
BPSK, QPSK, 8PSK, 16PSK, etc.; 2 ASK; 3 OFDM; and 4 QAM. In this instance,
the TLV to change to QPSK would be: Type =17, Length=2, Value=1, 4. In



nore payl oad for a packet, it can sinply append this payload to the end,
renmove the existing security TLV, and then conpute the new security TLV.
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mul ti pl e payl oads fromthe different applications. [0034] Another aspect of
the MAC TLVs is that they can be used to configure nodes for a particul ar
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change coul ehd@e operating parameters designated by the TLVs according to the value
15  contained therein, and operate with the new configuration. The change could be
instantaneous, or another TLV in the packet could be used to specify a particular
time at which the change in configuration is to take place so that all nodes 120 are
reconfigured in synchronism.
[0037] In yet another example, the MAC TLVs can be used to auto-discover
20  neighboring nodes' capabilities and/or updated MAC format. As such, variable-
length TLV's disclosed herein may enable nodes 120 to adapt at the MAC sublayer
to the capabilities of their neighbors. For example, node 120A can send a MAC
message to a neighbor node 120B with a TLV called "TLV Info Req", with the
purpose of eliciting a response including information on the functional capabilities
25  of'the node 120B and the TLVs that node 120B is able to process. Upon receipt of
this message by the node 120B, the node responds by transmitting a MAC message
to node 120A with a TLV called “TLV Info Rsp” with information on all the TLVs
that node 120B currently is able to process. Thus, neighbor nodes 120A and 120B
can dynamically exchange information on each other’s capabilities and/or discover
30  common functionality. This enables a “configuration dialogue” between nodes, in
which nodes request and assist in reconfiguration of other nodes in the network to

achieve additional processing and functional capabilities, compatibility,
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I nst ant aneous, or another TLV in the packet could be used to specify a
particular tinme at which the change in configuration is to take place so
that all woadew/i52®care reconfigured in synchroni sm [ 00®¢i/useomgmbs4anot her
exanpl e, the MAC TLVs can be used to auto-di scover nei ghboring nodes’
capabilities and/or updated MAC format. As such, variabl el ength TLVs

di scl osed herein may enabl e nodes 120 to adapt at the MAC sublayer to the
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req

i npl enentati on of new routing algorithm and (d uests fromthe back
of fi ce servH038b r dostitliagather exrminpleposet obonccarhaier T Ypasthe M AGiatketiofig or

twork inf tign. Sim.d t h Vs, b hani sm t
S onal (to. TesRS el nebiier 200 banls Ssed oo pormmartu P e are gr ades and
al so as a negdadd sdft 60the NACI fPath&td diaid B TateRE 2. WonldaHplsastenat the MAC

subl ayer . [0038t] In_still another exanple, a set of one or nore TLVs in the
MAC pack%t optest code” may be: new security policy, new channel optimization scheme, power

adjustments, routing algorithm, localized data processing software, and others.
System software/firmware upgrades are routine in communications networks and are
currently implemented via lengthy and resource-consuming processes.
[0039] As noted above, a configurable “policy engine,” such as configuration

20  module 125, may be included in each node 120. Configuration module 125 may
indicate a threshold at which a node must determine where and how to obtain new or
unknown TLV definitions. For instance, based on information received from
neighboring nodes, such as nodes 120B and 120C, node 120A can determine
whether a predetermined threshold has been exceeded. The threshold can be, for

25  instance, a combination of the percentage of neighbors that use the TLV and/or the
number of times the node has received the new TLV. Once a node has determined
to obtain information about an unknown TLYV, there are two places from which the
node can fetch the information. First, the node may obtain such information from a
general server at the application layer (Layer-7). Second, at the MAC sublayer

30  (Layer-2), the node can request the definition from a neighboring node using the
“TLV info req” TLV. This TLV causes neighboring nodes to respond with all TLVs

it knows about or has available, but when received with a numerical argument, e.g.
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nodes 120 in network 100 can be used to signal to nodes 120 that they need
to upgrade part of the MAC franme to obtain the | atest code. Sone exanpl es
of the "IwbDeasw/sosbe” nay be: new security policy, new clramnskooopois zati on
schenme, power adjustments, routing algorithm |localized data processing
software, and others. System software/firmvare upgrades are routine in
communi cations networks and are currently inplenented via | engthy and
resour ce-consum ng processes. [0039] As noted above, a configurable "policy
engi ne,"” such as configuration nodule 125, may be included in each node
120. Confi gdPdBi Urselrfdﬁcﬂm)él\/llzﬁkm@gscnmbm@ﬁthe datalvostireddn AL VWHPdB backade nust
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such information froma general server at the application Izli:y ; (Layer-7).
118

Second, at PAk nml%Qa%F%ry@rtawhgzémgsary eorle inome of severad grayst ngd¢ i nition
froma nei gh?@é cAf e H:‘?tl)”oﬂggsttﬂltﬂf dl-glfyo.#t%;l gxtre 1 rekbirc Tgﬁlcﬁ adkV causes

nei ghbori ng nodes t res noms about or has avail abl e,
but when r eaeighbating mddee(e ay rTEOCh;aSecmmgmmietlzoa gay Ebrk@uct the sedelsy an

XM.-1i ke.description.qof the dat ned in TLV ID- 18 back.in t "TLV
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det erm nes m@et her it possesses the designated code. If not, node 120A can
obtain the NECEYYEM code in one of several ways. First, node 120A can

explicitly repgst C&ﬁigiﬁﬂﬁmfﬁl@d%léﬂ2?&&6@%ﬂh&%§t@&tec§%t ?
nei ghboring node (e.g., 120C). Second, node 120A may construct the code by

appl yi nd5 spaetivfork-widé pelicysasip wheeh padeh 12Q.evaamandriow ¢ash ofwaded B0 mayt he

formof a receive information on TLVs, new TLVs themselves, and achieve new configuration

environment. Further, this policy may be implemented on a network-wide basis,
where nodes 120 are reconfigured with a new functional capability or network
mode.

20 [0042] FIG. 3 is a flow chart illustrating an exemplary method of dynamically
configuring a communications network. At a sending node of the network, such as
node 120A, a data packet 130 is generated that conforms to a media access control
(MAC) layer protocol for network communications, including a MAC header and a
data segment. (Step 305.) At least some of the data in the data segment is encoded

25 asaTLV element. In addition, the value contained in the element identifies a value
for an operating parameter of the network. The data packet from the sending node
120A is transmitted to a receiving node, such as node 120B. (Step 310.) At the
receiving node, the data packet is processed at the MAC sublayer of network
protocols to retrieve the element and determine the value for the operating

30 parameter. (Step 315.) Using information received in the data packet, the operating
parameter within the receiving node 120B is adjusted to conform to the determined

value. (Step 320.) Based on the operating parameters, configuration module 125B
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TLV, to a generic code tenplate, and conpiling the result. Third, node 120A
can dynam cally generate the code based upon functional specifications
provi ded wotzhowiseseeomand. [ 0041] Configurati on nodul e Peb/usagobessiizir t her
constructed to set up a network-w de policy as to which nodes 120, when and
how each of nodes 120 may receive information on TLVS, new TLVs thensel ves,
and achi eve new configuration environnent. Further, this policy nay be

i npl enented on a network-wi de basis, where nodes 120 are reconfigured with
a new functlonal c abi I|t or network node. 50042] FIG 3 is a flow chart
i | lustratind? Bpdek aY yp @n@@loromommaidééa B'sashr o apersging
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parameter within the receiving node 120B'is adjusted to conformto the
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420. Both networks 410 and 420 errpl oy a TLVbased MAC Trane format
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f t de 4 11
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has hybrid can v
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exanpl e15 as fOUOrIIES] nodgt some time, an event may cause node 411 to join network 420. For
instance, node 411 may periodically check for new networks, node 411 may look for
new network after failing to communicate with network 410 for a predetermined
period, and/or gateway 412 or server 430 may instruct node 411 to join another
network under special circumstances (e.g., failures, security compromises, changes

20  innode assignments, etc.). Because node 411 and gateway 422 have hybrid
capabilities, they can communicate, as indicated by the solid line between them.
However, according to this example, node 411 is not initially configured to
interoperate in network 420 and, as such, it cannot yet interoperate with nodes 423
and 424 in network 420, as indicated by the dashed lines.

25 [0046] To join network 420, node 411 sends an “Info Request” TLV to gateway
422, requesting network 420 operating parameters. In response from gateway 422,
node 411 receives a “Info Response” message from 422 with the needed TLVs.
Node 411 processes the information received from gateway 422 using, for instance,
configuration module 125 to implement the changes to, for instance, nodes 411's

30  network operating parameters and TLV definitions. Once the implementation is

complete, node 411 conducts discovery, registration, next (uplink) neighbor
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4 11 is a nenber of network 410 and is configured to interoperate with its
nei ghbors 413 & 414, and with a server 430 using a gateway 412 as its
egress powot200yBssd] As shown in FIG 4, network 420 al poTiuseéogmesi4n
gateway 422. |If gateway 422 has conplete hybrid capability, nodes in both
network 410 and network 420 can interoperate with gateway 422, including,
for exanple, registering, obtaining IP prefix, and regressing their
respective networks to central server 430. [0045] At sone tinme, an event
may cause node 4 11 to join network 420. For instance, node 4 11 may
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o al 1 o anpRNEHESienBlEPail B P ablrinoEt AL BB APufe bl slifle, ooy
yet i nter opaetatoek;iit tdntinnee® cpeiatendthii’is tapabiditien. ResdR4ht lack dfrdipoasew by t he
dashed lines. | 046t1 To join network 420, node 4 11 sends. an_ "Info Request”
TLV to gat eMS’nfgéﬁ? 10TLEFGBSY Mvchhis gk prdeastpodhersy be amignplisttsigab Fasthgi 1 esponse
f rom gat eway, ' p . rom422 with
t he needed fLﬁggerthgfe#ﬂZﬁ&%é%%ggggg“ﬁ1??%\@8&%@?%%%%@?3@%%‘% om gat eway
422 usi ng, purtodoisirameededaonnliis gageatb ihandlabehabe ndd@ds. t In thisphament Tk Vie changes

to, for_instange, nodes 411 's twor k operating paraneters and TLV
det i i t 1one PR LAR R e s Afior soBergIceehd pagooNDy SoeiE s
di scovery, h&gdsShiakivePnodt@XhtrddtRbd (kitall&) ﬁmg%% A80bH Wﬁ&ﬁ%e{:iﬁih routing,

and ot her operations. Fromthis point on, node 11 becones a y
oper at i onal cemrdmation.net wor k 420. [0047] Wth the TLV based MAC

i mpl ement at | escy i bed. herein onfiqguration requests,whicgh are, not
suppor t ed bl/(ﬁgﬁg p% gﬁlﬁraﬁgagmﬁp@ngﬁﬁoﬁﬁ{lq P qelbaﬁ'&b«?ﬁr,‘ 88%?8‘%?‘?1% do not
i mpact the BgreingttieRopd of the it oMiddlides bhf aR®hvembodintentPhMvikies to
operate within its capabilities. Resultant |ack of response to a

confi gutat i esnivderteiemenis.apodifcatipns, oraissions sambiritipes targ.i afpispedts agpgmal to

the various embodiments), adaptations and/or alterations as would be appreciated by
those in the art based on the present disclosure. The limitations in the claims are to
be interpreted broadly based on the language employed in the claims and not limited
to examples described in the present specification or during the prosecution of the

20  application, which examples are to be construed as nonexclusive.
[0049] While certain features and embodiments of the invention have been
described, other embodiments of the invention will be apparent to those skilled in
the art from consideration of the specification and practice of the embodiments of
the invention disclosed herein. Although exemplary embodiments have been

25  described with regard to certain networks, the present invention may be equally
applicable to other network environments having configurable, intelligent nodes. It
is therefore intended that the specification and examples be considered as exemplary

only, with a true scope and spirit of the invention being indicated by the following

claims.
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requester that the node capabilities will not support the request. No
specific protocols are needed in this case to handle | egacy nodes. In this
manner, TWU 2b@gsdseAC | npl enent ation all ows for coexi st @nTASad/003443
interoperability of |egacy nodes and newer nodes introduced (installed)
into the network w thout specific coordination. [0048] Wile illustrative
enbodi nents of the invention have been described herein, the scope of the
i nvention includes any and all enbodi ments havi ng equival ent el enents,

nodi fications, om ssions, conbinations (e.g., of aspects across various
enbodi nents), adaptations and/ or alter@aimsis as woul d be appreci ated by
those in th%%l_zlart tia.se .on the present disclosure. The limtations in the
claims are tO'BHE § pfet ed broadly based on the |anguage enpl oyed in the
clainms and not limted to exanpl es described in the present specification
or during the prosecution of the application, which exanples are to be
construed a$. nonéxweiheodfer dynemigilly\Weinfigudeg & apmnfusitatioesneiwdrlerbodi ment s of
the i nve§1ti ggmBavie been descri bed, other enbodi nents of the invention wll
be apparent tTo tHO%e skilled in the art from consideration of the

speci fication andt psedingi®delof tienawbadigtRsthtingdd ditaPatiey €kt comothS & Hsed
herein. Al though exenpl ary enbodi nents have been described with regard to
certai n net MsdisAcease CopalMALCH st eyes pretagolfar rajwark soramsnicati®iise to ot her
net wor k envi gmg}; i [Felllg i O i
therefore i ?lr{cen e%£ ;R/Rg?\ﬁf ﬁ%rgg@%id? féc%gln glrllt’ g‘}r?ll%?éééggn%%g%g%%tﬁéga erﬁled as
exenpl ary osdig datsiskfimenttis aecogled pea aype-lepgthivialef (TN dléman] ameinhbenlug

i ndi cat by the foll ow ng clains. LG ains What, is clained is: 1. A

net hod ﬁgr HVHQIH'F%&H}’? tﬂ@%@?@gfﬁ% ée@éﬁ%‘ﬁﬁ‘ilea?f%ﬁ%l’ﬁéw or @8npri si ng: at
a sendi ng nqge,pf: the network, generating a data packet that conforns to a
Medi a Access Control (MAC) subl ayer protocol for network communications,

i ncluding a VAC hesshaittirgnstidadata paclkse froenthe seiBngnodeto d reesivingowdeof t he
data in

at the receiving node, processing said data packet using the MAC sublayer
protocol to retrieve said TLV element and determine the parameter; and
15 adjusting said operating parameter within said receiving node to conform to

the determined value.

2. The method of claim 1, wherein adjusting operating parameters includes
requesting configuration information from another node.
20
3. The method of claim 2, including:
generating new software or firmware at the receiving node utilizing the

configuration information from the other node.

25 4. The method of claim 2, wherein the configuration information is a

functional capability that is new to the receiving node.

5. The method of claim 2, wherein requesting configuration from another node
includes:
30 searching the network for a TLV definition corresponding to the adjusted

operating parameter in the receiving node.
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said data segnent is encoded as a type-length-value (TLV) elenent, and the
val ue contained in the type-length-value elenent is an operating paraneter
for the rwowoskisidesansm tting said data packet fromthePsenseoig/omsde to a
recei ving node; at the receiving node, processing said data packet using

t he MAC subl ayer protocol to retrieve said TLV el enent and determ ne the
paraneter; and adjusting said operating paraneter within said receiving
node to conformto the determ ned value. 2. The nethod of claim1, wherein
adj usting operating paraneters includes requesting configuration

i nf or mat i on6f r omTaamedtlead ofod@m B . wikeinnet hod of clai m 2, including:

generating new sgftware i rmavare at .t he ei vi,ng. npde uti.lizing the
configuration i n_ﬁ&?rr ‘3!V8§[r]]‘fr\}o%e?1ﬁ'ét_ 18&?1‘_8?5 %Bfigctyﬂ? {hﬁﬂb" %‘Bf%&%dp?‘ndcl aim 2,
wherein the conf hgjuktad ®8 ob&faﬁﬁgﬁhﬂaﬁﬂ:tdrSncﬁudd&ﬁé&b@iﬁ@'th&é&%ﬁtibm bythehat is
new to the receiving node. 5. The nethod of claim2, wherein requesting

confi gur at i Beprecated Bhutives frawdhe M Csubleyerqwatoshl atghe teseivergmade. for a TLV
definition corresponding to the adjusted operating paranmeter in the
receiving node. 16. The method of claiml, wherein: the retrieved TLV

el ement i ncudes Tae Methddygfeldiat, wiseréle praeadieg thealath patkesintuded:he oper ati ng
paraneter includes renoving the definition of the deprecated TLV type from
t he MAC subl ayer SEpBing@sy segmemneof tedilyy glgmentithat do nqtromaly Math the cl ai m 1,

wherein pro i LGl . skipping an egments of the
| ot VERG £ Ueabd BroRER b e o DT prot ocol At §

TLV el ement t t conply w ubl ayer protocol at the
recei ving node. 8. The nethod of claim1l, wherein the operating paraneters

define tim an rigrity. info tiaon for a comrunicati | i bet ween t he
sendi ng{¢1 0 dg.g and(h'lg %ﬂmd{fé‘ cllﬁqaae{_,nvzlahergn the operat?ng parameters c?e?’me tlnrrifmg angve
priority information for a communication link between the sending node and

receiving node.

9. The method of claim 1, wherein the operating parameters define a

15  modulation frequency for the network.

10. The method of claim 1, wherein the operating parameters define timing and

synchronization for the sending node.

20 11. The method of claim 1, wherein the operating parameters define a

Frequency-Hopping Spread-Spectrum hopping sequence parameter.

12. A method for dynamically configuring a node in a communications network,
comprising:

25 receiving a data packet transmitted from another node over the network, the
data packet including information encoded as a type-length-value (TLV) element,
and

determining whether element includes a header corresponding to a Medium
Access Control (MAC) protocol;
30 extracting the information from the packet based on the MAC protocol; and

adjusting a configuration of the node based on the extracted information.
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9. The nethod of claim1l, wherein the operating paraneters define a

nodul ation frequency for the network. 10. The nethod of claim1l, wherein

t he oper avongoypEiwaet ers define timng and synchroni zat ipam/usesodtobs4sendi ng
node. 11. The nethod of claim 1, wherein the operating paraneters define a
Frequency- Hoppi ng Spread- Spectrum hoppi ng sequence paraneter. 12. A nethod
for dynamcally configuring a node in a comruni cati ons network, conprising:
receiving a data packet transmtted from anot her node over the network, the
dat a packet including information encoded as a type-|ength-value (TLV)

el ement, and3.det dheinreithayl ofivddivel2, ettenaint i ncl udes a header corresponding to
a Medi um Access ntrol ((MAC), protocol cti the informati gn fromthe
packet based on &?Femf\%ab?%'?%}&%t?‘f ﬁ?f& t@ﬁ?ﬁgﬁ} elgq’&gH‘?‘?sgau?yBF ivalf’fegl?attl%e node
based on thgndfincaat @€ odé amarti on. 113. The nmethod of claim 12, wherein:
the information extracted fromthe TLV el ement includes a type val ue that

i s undefined at ediastngide comfigwaiiensef thg noédeingbwdes:gur ati on of the node

i ncl udes; receiving a_defi.niti.on f.or .t t f r om anat her de in the
et wor ko5 and. addi ng ¢ Reoutef bERh fin e S, (¥R Ert SRADTEREI RS \nc
protocol at the pew&rk;léhd The nmet hod of claim 12, wherein adjusting the
configuration of the node includes: requesting configuration information

from anot her node in PAdNAawsERvedhdefinytomr fosthey LN dvpe tsf thada Carrofacehwar e

at the node util%ﬁhggoége configuration informati on received fromthe other
node. 15. The method of claim 14, wherein adjusting the configuration of
t he node

10 14, The method of claim 12, wherein adjusting the configuration of the node
includes:
requesting configuration information from another node in the network; and
generating new software or firmware at the node utilizing the configuration

information received from the other node.

15
15. The method of claim 14, wherein adjusting the configuration of the node
includes:
searching the network for a TLV definition corresponding to the adjusted
configuration of the node. V
20
16.  The method of claim 14, wherein the configuration information is a
functional capability that is new to the node.
17. The method of claim 12, wherein:
25 the information extracted from the TLV element includes a TLV type that is
deprecated; and
adjusting the configuration of the node includes removing the definition of
the TLV type from the MAC protocol at the node.
30 18.  The method of claim 12, wherein extracting information from the packet

includes:

17



i ncl udes: searching the network for a TLV definition corresponding to the
adj usted configuration of the node. 16. The nethod of claim 14, wherein the
confi gur avoanowisisssmati on is a functional capability thacTius2008i034a3 t he
node. 17. The nethod of claim 12, wherein: the information extracted from
the TLV el enent includes a TLV type that is deprecated; and adjusting the
configuration of the node includes renoving the definition of the TLV type
fromthe MAC protocol at the node. 18. The nethod of claim 12, wherein
extracting information fromthe packet includes:skipping any segnments of
the TLV nessage skiapinganycegroentpbfthe TV nivssdgedhasdotnot odmaly wie theode. 19.
The net hod ﬁ §| z%itr(p ]12,ttvxlnerei n the information extracted fromthe TLV

el enent inc u‘l(si Y \?\}heIITPélei ndi cating timng and priority information for
a communi cation link. 20. The nethod of claim 12, wherein the information

extracted fromthe TLV el enment includes a TLV value indicating a _cyclic
redundancy éReck Thgmgshodaf claifel yethesein dhe infermetion extipesed framt the TLY or mat i on
extracted f i hcy - .ue i.ndi ! nodul ati on
Frequoncy fSPnebmsRieke fuEVE0hul DERIRRR il g Bibifo RR LA orth

i nf or mat i oncextruaiiagon finkm t he TLV el enent includes a TLV val ue indicating
an epoch tick paraneter. 23. The nethod of claim 12, wherein the
information extracted fromthe TLV el enent includes a TLV val ue indicating

a frequencyofoPPiilg 3 &AGk FRRCTS, %HeEélﬂ %J‘ﬁfoﬁﬁﬂﬁ?ﬂ %ﬁﬁr&’&é@g?hl%e Y A

met hod for comunicating 1n a networ aving a pluralrty nodes, said

net wor k havelegeat jpcludas a T Vofale@imiicatiagticyolid sdendancpchend veduea nedi a access
control _ (MAC) l|ayer that interfaces with a physical |ayer and one or nore
other | X ers, said nmethod conprising:

21. The method of claim 12, wherein the information extracted from the TLV

element includes a TLV value indicating a modulation frequency for the network.

22. The method of claim 12, wherein the information extracted from the TLV

15 element includes a TLV value indicating an epoch tick parameter.

23. The method of claim 12, wherein the information extracted from the TLV
element includes a TLV value indicating a frequency-hopping spread-spectrum
hopping sequence parameter.

20
24. A method for communicating in a network having a plurality of nodes, said
network having a plurality of communication layers including a media access
control (MAC) layer that interfaces with a physical layer and one or more other
layers, said method comprising:

25 receiving a TLV message at a node in the network, the TLV message being
received at the MAC layer; and

parsing the TLV message into a plurality of segments, wherein the parsed

segments comply with a predetermined message format policy at the node.

30 25.  The method of claim 24, wherein parsing includes skipping any segments of
the TLV message that do not comply with the message format policy.
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receiving a TLV nessage at a node in the network, the TLV nessage being
received at the MAC | ayer; and parsing the TLV nessage into a plurality of
segnent s,woherismseshe parsed segnents conply with a preserasmmabmessage
format policy at the node. 25. The nethod of claim 24, wherein parsing

i ncl udes ski pping any segnents of the TLV nessage that do not conply with
the nmessage format policy. 1 d26. The nethod of claim 24, wherein the
plurality of nodes include a TLV processing engine at the MAC | ayer. 27.
The nethod of claim 24, wherein different ones of the pl uralitI\; of nodes

have differéft nmibempshadpireaimpd, ivdiessin tirgplumlipefuadles orcledsnarlihVcating in a
network inc I L.uralit nodes, said network having a plurality of
comuni cat i E#gkg%éa%[%l%cﬁﬁ%%oélﬁﬁl a access control (MAC) | ayer that
interfaces with a physical |ayer and one or nore other |ayers, said nmethod
conprising: transmtting a first TLV nessage at the MAC | ayer; receiVving,

in response2f.o t A8ematkad oficlaimesdds adwrein diffaenidurs of thepdugh yaaf noes MAC
orer, < oA A RgeaR Bt 10 confouration [ nfor ety on of e
on the configuration information. 1 Q
28. A method for communicating in a network including a plurality of nodes,
said network having a plurality of communication layers including a media access
control (MAC) layer that interfaces with a physical layer and one or more other
10 layers, said method comprising:
transmitting a first TLV message at the MAC layer;
receiving, in response to the first TLV message, a second TLV message at
the MAC layer, said second TLV message including configuration information of a
node in the network; and

15 changing the configuration of a second node based on the configuration

information.
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