SPEECH TRANSACTION PROCESSING

CROSS-REFERENCES TO RELATED APPLICATIOND

{0001} The present application claims priority to U.S. Non-

Provisional Application No. 14/304,681, entitled “SPEECH TRANSACTION
PROCESSING, filed on JUNE 13, 2014 {(Alforney Docket No.: 79800-508869),
which claims benefit to 1o U.S. Provisional Application No. 81/835,8862, entitled
“SPEECH TRANSACTION PROCESSING”, filed on JUNE 17, 2013 (Atlorney
Docket No.: 78800-876103), the entire contents of which are herein incorporated by

reference for all purposes.

BACKGROUND

{0002} Embodiments of the invention are direcled {0 systems and methods
that allow for user verification at poini-of-sale (POS) terminals. A number of
instances exist where a user may wish {0 compiete a transaction with their mobile
device at a2 point-of-sale terminal. in some cases, verification of the user may be
accomplished by, e.¢., the use of a personal identification number {PIN) assigned fo
the user. However, PiNs are often comprised. As such, the sffectiveness of PINs as
a security safeguard and for user verification is greatly reduced. Additionally the

user's trust and comfort with the verification system may be diminished as a result.

fG003) Embodiments of the invention address this and ather problems, both

individually and collectively.

SUMMARY

[G004] Embodiments of the invention are directed {o syslems and methods for
authenticaling a user for a transaction. More specifically, embodiments of the
invention relate o sysiems and methods for determining when a user is within a
specified location and obtaining a reference for accessing a voice model associaied

with the user from a database. The reference 1o the voice model may then be used
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to authenticate the user by comparing a received voice segment to the voice modsl.
Because a user's voice and speech pallerns can be uniqus 1o the user, it would bs
difficult for a fraudster to mimic someone else’s voics to fraudulently conduct a
fransaction. As such, utiizing a user's voice 1o authenticatle the user for a
fransaction can provide belter security than other authentication technigues such as

PiNs that can easily be compromised.

{0005} Some aspects of the invention relate to techniques for increasing
efficiency in searching databases. In some embodiments, these databases may
siors voice models for a plurality of users that can be used for voice authentication
during initiation of a transaction. These databases can include thousands or millions
of entries, which may take a significant amount of time to search. Upon the
ococurrence of an event, .g. a user enlering a merchant location, a reference to the
voice model associated with the user that is stored within the database can be
obtained. The reference can be a pointer {0 a {ocation of the voice model within the
database. The user can be identified based on atlributes associated with his/her
communication device (e.q., serial number, International Mobile Equipment Identity
(IMED number, Subscriber ldentity Moduie (8IM) card number, phone number,
primary account number or ioken associated with a digital wallet application, gic.).
The user may provide a voice segment (2.g., voice sample) at the time of initiating a
fransaction via the communication device. The provided voice segment may then be
compared against the voice model associated with the user stored within the
database, using the oblained reference. These technigues may eliminate or reduce
the need or the time ii takes 1o search the entire database(s) for the user’s voice
model at the point of transaction, as a reference {o the voice model may have
already been obiained at the ocourrence of the event (2.g., the user entering the

merchant focation).

{0006} Some embodiments are directad {0 a method for authenticating a user
for a transaction. The method includes receiving, at a server computer, a
communication indicative of a location of a communication device associated with
the user. The method also includes, in response 1o receiving the communication,
retrigving, via the server computer, a reference for accessing a voice model
associated with the user, wherein the voice model is stored in a database. The

method further includes receiving, at the server computer, a voice segmaent from the
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user. The method additionally includes, using the reference to access the voice
model stored in the database. The method also includes comparing the received
voice segment o the voice model. The method further includes delermining whether
the user is authenticated for the transaction based at lgast in part on comparing the

raeceived voice segment (o the voice model.

{00671 Some embodiments of the invention are directed to a server computer
comprising a processor, and a computer readable medium coupled o the processor.
The computer readable medium comprises code, executable by the processor, for

implementing the above-described method.

BRIEF DESCRIPTION OF THE DRAWINGS

{6008} FiG. 1 is a block diagram of a payment system, according fo some

embodimenis.

{00651 FIG. 2 is a biock diagram of communication device, according o some

embodiments.

(00107 FIG. 3 is a block diagram of server compuler, according o some

embodiments.

{00113 FIG. 4 illustrales an exemplary environment including a merchant

location, according o some embodiments.

{0012} FIG. § illustrates a block diagram of accessing voice mode! within a

voice database using reference, according o some embodiments.

f6013] FIG. 6 shows an exemplary voice database including a voice model,

according 1o some embodiments.

{00141 FIG. 7 illustrates a flow diagram of an exemplary method for

authenticating a user for a transaction, according to some embodiments.

[6015] FIG. 8 shows z block diagram of an exemplary computer apparaius,

according o some embodiments.
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DETAILED DESCRIPTION

[6016] Prior {0 discussing the specific embodiments of the invention, a further
description of some terms can be provided for a betler understanding of

embodiments of the invention.

{00171 A “payment device” may include any suilable device capabls of making
a payment transaction. For example, a payment device can include a card such as a
credit card, debit card, charge card, gift card, or any combination thereof. As
another sxample, a payment device can be a communication device that is used to

conduct a payment transaction.

{0018} A “payment processing network” (e.g., VisalNet™) may include data
processing subsystems, networks, and operations used to support and deliver
payment related services (g.g., authentication services, authorization services,
exception file services, and clearing and settlement services, etc.). An exemplary
payment processing network may include VisaNet™. Payment processing networks
such as VisaNet™ are able 1o process credit card transactions, debit card
fransactions, and other types of commercial fransactions. VisaNet™ in particular,
includes a VIP system {Visa Integrated Payments sysiem) which processes
authorization regquests and a Base H system which performs clearing and setflement

services,

[6019) A “server computer” can be a powerful computer or a cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,
the server computer may be a database server coupled to a Web server, and may

include or be coupled 1o a database.

{60201 An “access device” can be any suitable device configured 1o process
payment transactions. For example, an access device (2.g., a point-of-sale (POS)
ferminal, etc.) can be used to process payment transactions such as credit card or
debit card transactions, or glectronic seitlement transactions, and may have optical,
electrical, or magnetic readers for reading data from other portable communication
devices such as smart cards, keychain device, celi phones, payment cards, security

cards, access cards, and the like.
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{00211 An “acquirer” can be a business entity {2.g., a commercial bank) that
typicaily has a business relationship with a merchant. An acquirer may receive some

or all of the transactions from that merchant.

{60223 An “issuer” can be a business entity which issues a payment account
that can be used to conduct transactions. Typically, an issuer is a financial

institution.

{00231 An “account holder” can be a user who is authorized o conduct
fransactions with a payment account. The account holder can be, Tor exampls, the
account owner of the account associated with a payment device, or an individual
who is authorized {0 use the account on behalf of the account owner. The terms
“account holder” and “user” may be used inlerchangeably in the following

description.

{00243 A “communication device,” as described herein, can be any eleclronic
communication device that can executs and/or support electronic communications
including, but not limited o, payment transactions. Some examples include a
personal digital assistant (PDA), a smart phone, tablet compuier, notebook

compuiar, and the like.

[0025] An “authorization request message” may be an slectronic message
that is sent 1o request authorization for a transaction. An authorization request
message can be senti, for example, (0 a payment processing network and/or an
issuer of a payment device. An authorization request message according {o some
embodimentis may comply with (International Crganization of Standardization) 1ISO
8583, which is a standard for systems that exchange elecironic transaction
information assodiated with a payment made by a consumer using a payment device
or payment account. The authorization request message may include an issuer
account identifier that may be associated with a payment device or payment
account. An authorization request message may also comprise additional data
elements corresponding to “identification information” including, by way of example
only: a service code, a CVV {(card verification value}, a dCVV (dynamic card
verification valug), an expiration date, elc.. An authorization requast message may
also comprise “transaction information,” such as any information associated with a

current tfransaction, such as the transaction amount, merchant identifier, merchant
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location, etc., as well as any other information that may be utilized in determining

whether to identify and/or authorize a transaction.

{6026} An “authorization response message” may be an slectronic messags
reply to an authorization request message. An authorization response message can
be generated by an issuing financial institution or a payment processing network.
The authorization response message may include, by way of example only, one or
more of the following status indicators: Approval - fransaction was approved,;
Decline - transaction was not approved; or Gall Center - response pending more
information, merchant must call the toll-free authorization phone number. The
authorization responss message may also include an authorization code, which may
be a code that a issuer bank returns in response 1o an authorization regquest
message in an elestronic message {either directly or through the payment
processing network) 1o the merchant's access device (8.9. POS eguipment) that
indicates approval of the fransaction. The code may serve as proof of authorization.
As noted above, in some embodiments, a payment processing network may

generaie or forward the authorization response message 1o the merchant.

{00271 As used herein, a “communications channel” may refer o any suitable
path for communication between two or more entilies. Suitable communications
channels may be present directly between two entities such as a payment
processing network and a merchant or issuer computer, or may include a number of
different entities. Any suitable communications protocols may be used for
generating a communications channel. A communication channel may in some
instance comprise a “secure communication channsl,” which may be established in
any known manner, including the use of mutual authentication and a session key
and establishment of a secure socket layer {(8SL) session. However, any method of
creating a secure channel may be used. By establishing a secure channel, sensitive
information related o a payment device (such as account numbers, CVV valuss,
expiration dates, elc.) may be securely fransmitied between the two or more entities

to facililate a fransaction.

{0028] A “digital wallet provider” may include any suitable entity that provides
a digital wallel service. A digital wallet provider may provide software applications
that store account numbers, account numbaers including unigue identifiers, or

representations of the account numbers (e.g., tokens), on behaif of an account

o
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holder to facilitate paymenis at more than one unrelated merchant, perform person-

to-person payments, or load finandial value into the digital wallet.

{8029] “‘Biometric data” includes data that can be used to uniquely identify an
individual based upon one or more intrinsic physical or behavioral traits. For
example, biomsiric data may include fingerprint data and relinal scan data. Further
examples of biometric data include digital photographic data (e.q., facial recognition
data), deoxyribonudleic acid (DNA) data, palm print data, hand geometry data, and
iris recognition dala. In the context of the present disclosure, biometric data may

include voice data.

10638] “Gpeaker recognition” is the identification of a user basad on
characteristics of their voice (voice biomelrics). Speaker recognition uses the
acoustic features of spasach that have been found 1o differ between individuals,
These acoustic patterns reflect both analomy (e.g., size and shape of the throat and

mouth} and learned behavioral patterns {e.g., voice pilch, speaking style).

{06831] “Speech recognition” is the translation of spoken words into fext
understandable by a computer system. Speech recognition combined with speaker
recognition may simplify the task of translating speech in systems that are used to

authenticale or verify the identity of a speaker as part of a securily procass.

0032] “Woice recognition” may be used to describe both “speaker

raecogniiion” and “spesch recognition”.

{0833] A “volos model,” as describad hereln, can be a modsl of the user’s
voice constructed from prior voice samples received from the user. The voice model
can be used {o determing a risk factor associated with a user. The voice model may
contain information about current and prior user authentications with a verification
systern. For example, the voice model may contain the time, location, voice dala,
and match score assoclated with each particular voice authentication with the
verification system by the user. The combination of information within the voice
model about pricr authentications may be used o determine the risk facior

associaled with the user,

[0034] A “prompl,” as described herein, can be a combination of a number of

words arranged in a particular order. A user may be requested 1o repeal a prompt

]
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for authentication purposes. The terms “prompt” and “word string” may be used

interchangeably in the following description.

{06835] A “voice sampie,” as described herein, can be caplured audio data of a
gser's voice. For example, a voice sample may be a caplured audio signal of a
user's voice who wishes to authenticate with a transaction system. The user may be
requesied (o repeat a certain prompt. The microphong may capture the prompt
repeated by the user and pass the audic data to ancther moduls for speaker
verification. The terms “volce sampls,” “volce data,” “voice segmenti,” and “audio

segment” may be used interchangeably in the following description.

10438] A “match score,” as described herein, can be a relationship between
received input data and stored data. In the context of the present disclosure, the
received input data can be a captured voics sample. The stored data canbe a
previously captured and stored voice sample or the voice model. The malch score
may express the degree of confidence that the received input daia and the stored
data correlates with each other {e.q., originated from the same individual}. The
maich score may be passed to other parts of a risk scoring mechanism, such that
the match score contributes along with other risk parameters to an overall decision
that may be used, for example, for approving or declining a transaction. An
appropriate threshold can be set to ensure an accepiable level of accuracy. This
concept can be applied o other biometric data apart from voice samples (e.g., retinal

scans, facial recognition data, etc.).

[. Exemplary Sysiems

{08371 FIG. 1 is a block diagram of a payment system 100, according o some
embodiments. The system 100 includes a communication device 110, an access
device 120, a merchant 125, an acquirer 130, a payment processing network 140, an
issuer 150, interconnsacted network 160, and a server computer 300. The acquirer
130 may further inciude an acquirer computer {not shown). The payment processing
network 140 may include an authorization and settlement server and/or additionat
servers {not shown) {0 carry out the various transactions described hersin. In some
embodiments, the server computer 300 may reside within the payment processing

network 140 or issuer 150,
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{0038} In some embodiments, the communication device 110 may be in
electronic communication with the access device 120, The communication device
110 can be a personatl digital assistant (PDA), a smart phone, tablel computer,
notebook computer, or the like, that can execute and/or support payment
fransactions with a payment systermn 100. A communication device 110 can be used
in conjunction with a payment device, such as a credit card, debit card, charge card,
gift card, or other pavment device and/or any combination therecf, The combination
of a payment device (2.¢., credit card} and the communication device 110 {e.g.,
smart phone) can be referred {0 as the communication device 110 for illustrative
purposes. In some embodiments, the communication device 110 may be used in
conjunction with transactions of gurrency or points {e.g., points accumulated in a
particular software application}. In some embodiments, the communication device
110 may be a wireless device, a contactiess device, a magnetic device, or other type
of payment device. In some embodiments, the communication device 110 includes
software {e.q., application) and/or hardware to perform the varicus payment

transactions and caplure user voice data as further described below.

{00391 The access device 120 may be configured 1o be in elecironic
communication with the acquirer 130 via a merchant 125, In one embodiment, the
access device 120 may be a point-of-service (POS) device. Allernatively, the access
device 120 can be any suitable device configured 1o process payment transactions
such as credit card or debit card transactions, or slectronic settlement fransactions,
and may have optical, elecirical, or magnetic readers for reading data from portable
electronic communication devices such as smart cards, keychain device, cell
phones, payment cards, securily cards, access cards, and the like. In some
embodiments, the access device 120 may be located at and controlled by a
merchant. For example, the access device 120 can be a POS device al a grocery
store checkout ling. in some embodiments, the access device 120 can be a client
computer or a mobile phone in the event that the user is conducting a remots

transaction.

{60401 The acquirer 130 {(e.g., acquirer bank) may include an acquirer
computer {(not shown). The acquirer computer can be configured {o transfer data
{e.¢., bank identification number (BIN), etc.) and financial information to the payment

processing network 140, In some embodiments, the acquirer 130 does not need {o
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be present in the system 100 for the communication device 110 to transfer the
financial and user data to the payment processing network 140. In one non-limiting
example, the acquiring bank 130 can additionally check the credentials of the user

against a watch list in order {o prevent fraud and money laundering schemes.

{00413 In some embodiments, the payment processing neiwork 140 is
VisaNet™ where Visa internal processing (VIP) performs the various payment
processing network 140 or multi-lateral switch functions described herein. The
payment processing network 140 can include an authorization and seftlement server
(not shown). The authorization and settlermnent server ("authorization server”)
performs payment authorization functions. The authorization server is further
configured {o send and receive authorization data to the issuer 150, Furthermore,
the payment processing network 140 can receive a voice sample by the user (e.q.,
from the payment device 110, access device 120, or acquirer 130} fo determine a

risk factor associated with a transaction, as further described below.

{6042} In some embaodiments, the issuer 150 is a business entily which issues
a card to a card holder. Typically, an issuer is a financial institulion. The issuer 150
is configured o receive the authorization data from the payment processing network
140 (2.g., the authorization server), The issuer 150 receives authentication data
from the authorization server and determines if the user is authorized {o perform a
given financial transaction {e.g., cash deposit/withdrawal, money transfer, balance

inguiry} based on whether the user was authenticated by an identification system.

[6043) In some embodiments, the communication device 110 may be
conneacted to and communicate with the payment processor network 140 via an
interconnected network 1680, One example of an interconnecied network 160 is the
Internet. The payment processor nefwork 140 may inform the communication device
110 when a payment has been successiully processed. In some embodiments, the
payment processor network 140 may be connecled to and communicate with the
access device 120 via the interconnectad network 160. The payment processor
network 140 may inform the access device 120 when a payment has been
successiully processed. In turn, the access device 120 may complete the

fransaction with the communication device 110.

10
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{0044} A server computer 300G is also shown in FIG. 1, and is in operative
communication with the inlerconnected network 1680, The server computer 300 may
include a voice dalabase {described below) that includes stored voice model(s) of a
user for authentication purposes. The voice model may be created for the user at
the time of enrcliment with the authentication system. The voice model may
subssquently be updated over time as additional voice samples are caplured during
subsequent user authentications performed with the authentication system. In some
embodiments, the voice database within the server compuler 300 may include voice
models for a large number of users. That s, the voice dalabase may include
thousands or millions of voice models. Further details regarding the voice database

are provided below.

{0045] The interconnecied nebwork 160 may comprise one or more of a local
area network, a wide area network, a melropolitan arga network (MAN), an intranet,
the Internetl, a Public Land Mobile Network {(PLMN), 2 telephone network, such as
the Public Switched Telephone Network (PSTN) or a celiular telephone network
{&.9., wirgless Global System for Mobile Communications (GSM), wireless Code
Division Multiple Access (CDMA), elc.), a VolIP network with mobile and/or fixed

{ogations, a wireline network, or a combination of networks.

{00481 In a typical payment transaction in some embodiments, a user may
interact with the access device 120 (e.g., with a payment device such as a payment
card, communication device, or by entering payment information) to conduct a
transaction with the merchant 125, The merchant 125 may operate a merchant
computer, which may route an authorization reques! message to the acquirer 134,

and sventually to the issuer 150 via the payment processing network 140,

{00471 The issuer 140 will then delermine if the transaction is authorized (e.q.,
by checking for fraud and/or sufficient funds or credit). The issuer will then transmit
an authorization response message o the terminal 120 via the payment processing

natwork 140 and the acquirer 130.

[00483 The transaction is cleared and sellled betwesen the acquirer 130 and
the issuer 150 by the payment processing network 1440, for example, at the end of

the day.

11
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{00491 The description below provides descriptions of other components in the
systermn as well as authentication methods using authenticating a user for a
transachon based on a received voice sample. The authentication methods can be

performed al any suitable point during the above-described transaction flow,

{00507 FIG. 2 is a block diagram of a communication device 110, according to
some embodiments. Communication device 110 includes a processor 210, a
location sensor 220, a display 230, an input device 240, a speaker 250, a8 memory

260, and a compuisr-readabls medium 270.

{6051} Processor 210 may be any suitable processor operable to carry out
instructions on the communication device 110, The procsssor 210 is coupled to
other units of the communication device 110 including location sensor 220, display
230, input device 240, spaaker 250, memory 260, and computer-readable medium
270.

{0052} Location sensor 220 may be any sensor capable of obtaining location
data associated with the communication device 110. The location sensor 220 may
communicale with a mobile network associated with the communication device 110
or a Global Positioning System (GPS) {or other similar system) to obtain location
data for the communication device 110. For example, location sensor 220 canbe a
GRS receiver, or a wireless communication antenna {e.g., celiular, Wik, elc.) that
can be used o triangulate the location of communication device 110, The location
sensor may also be compatible with location-based services that make use of the

obtained location data to conirgl features and information services.

{00531 Display 230 may be any device that displays information to a user.

Examples may include an LCD screen, CRT monitor, or seven-segment display.

{00547 Input device 240 may be any device that accepts input from a user.
Examples may include a keyboard, keypad, mouse, or microphone. In the case of a
microphone, the microphone may be any device that converts sound to an electric
signal. In some embodiments, the microphone may be used 10 capture voice data

from a user.

{00557 Speaker 250 may be any device thatl oulpuls sound to a user.

Examples may include a built-in speaker or any other device that produces sound in

12
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response o an slectrical audio signal. In some embodiments, speaker 250 may be

used to request the user for a voice sample for purposes of authentication.

{0056] Memory 260 may be any magnetic, slectronic, or optical memory.
Memaory 260 includes two memory modules, module 1 262 and module 2 264, |t can
be appreciated that memory 260 may include any number of memory modules. An

example of memory 280 may be dynamic random access memory (DRAM).

{00571 Compuler-readable medium 270 may be any magnelic, electronic,
optical, or other computer-readable storage medium. Computer-readable storage
medium 270 inciudes voics dala capture module 272 and voice data transmission
module 274, Compuler-readable storage medium 270 may comprise any
combination of volalile and/or non-volatile memory such as, for example, buffer
memory, RAM, DRAM, ROM, flash, or any other suitable memory device, alone orin

combination with other data storage devices.

{6058) Voice data capture module 272 is configured {0 caplure voice data, via
input device 24G, from a user for voice authentication purposes. Insome
embodiments, voice data caplure module 272 may caplure voice data by the user for
purposes of initially registering a user for the first time for subsegquent voice
authentication. In some embodiments, voice data capture module 272 may caplure
voice data, via input device 240, for purposes of authenticating a user in order o
complete a fransaction. For example, communication device 110 may request a
user o register or authenticale his/her voice data by displaving a prompt, on display
230, to repeat {by speaking into the microphong) a specific prompt. In some
embodiments, the prompl can aise be outputied on speaker 250. Upon capluring
the user's voice data via the microphons, the voice dala corresponding 1o the
prompied prompt may be transmiited 0 a server computer via voice data
transmission module 274 for purposes of storing the voice data for fulure user
authentication or for authenticating the user based on a stored voice model,

described below. In some embodiments, the captured voice data can be digitized.

14059 Voice data transmission module 274 is configured o transmif captured
voice data to a server compuier. In some embodiments, the captured voice data
may be voice data captured during user regisiration and/or authentication by voice

data capture module 272, described above. In some embodiments, the caplured
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voice data may be voice data captured during subsequent authentications using

yoice data received from the user, described in further detail below.

[G0O60] FiG. 3 is a block diagram of a server computer 300, according 1o some
embodiments of the present invention. Server computer 300 includes an
input/ouiput interface 310, a memory 320, a processor 330, a voice database 350,
and a computer-readable medium 360. In some embodiments, the server computer
300 may reside within the interconnected network 160 (FIG. 1), In some
embodiments, the server computer 300 may reside within the payment processor
network 140 (FIG. 1},

{0061} The input/cutput (HO) interface 310 is configured to receive and
fransmit data. For example, the VO interface 310 may receive an authorization
request message from the acquirer 130 (FIG. 1), The VO interface 310 may also be
used for direct interaction with the server computer 300, The VO interface 210 may
accept input from an input device such as, bul not imited 1o, a kevboard, keypad, or
mouse. Further, the VO interface 310 may display output on a display device. The
VO interface 310 may also receive communications from the communication device

110 (FIG. 1}, such as a voice sampie from the user.

{00621 Memory 320 may be any magnelic, glectronic, or optical memory. i
can be appreciated that memory 320 may include any number of memory modules,
that may comprise any suitable volatile or non-volatile memory devices. An example

of memory 320 may be dynamic random access memory {DRAM).

fG063] Processor 330 may be any suilable processor operable to carry out
insiructions on the server computer 300. The processor 330 is coupled to other unils
of the server computer 300 including inputoutput interface 310, memory 320, voice

database 350, and computsr-readable medium 380,

{6064} The voice database 350 is configured o store voice model(s) of users.
The voice model{s) of the users may be constructed from one or more prior voice
samples received from the corresponding user. As subsequent voice samples are
received from the user, the voice model may improve over time and the voice model
data may more accurately represent the user's voice. The voice model{s) may also
include attributes such as, but not limited o, time of the authentication / payment

transaction, the user or payment cardholder’s name, the voice dala associated with
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the payment transaction, the sutcome of payment cardholder
verification/authentication, and a maich score for the audio data. These atiributes of

the payment user's fraud profile are described in detall in FIG. 6.

{0065} Computer-readable medium 380 may be any magnetic, elecironic,
oplical, or other compuier-readable storage medium. Computer-readable slorage
medium 380 includes address pointer generalion module 362, voice model retrieval
module 384, and match score module 386. Computerreadable storage medium 360
may comprise any combination of volatile and/or non-volatile memory such as, for
example, buffer memory, RAM, DRAM, ROM, flash, or any cther suilable memory

device, alone or in gombination with other data storage devices.

{0066} Address pointer generation module 382 may be configured to generate
a reference {0 a voice model stored within the voice database 350 upon an indication
that the communication device 110 is within a cerlain location. In some
embodiments, the location may be a merchant location. A virlual perimeter {a.g.,
geofence) may be established arcund the merchant iocation. Upon the
communication device 110 entering the virtual perimeter, the server computer 300
may receive an indication and the address pointer generation module 362 may
generatle a reference 1o the voice model(s) associated with the user of the
communication device 110 that is stored within the voice database 350. In some
embaodiments, the reference may be a pointer to the memory location where the
voice model is stored within the voice database 350. In some embodiments, the

reference may be a user id associated with the user, etc.

fG06T Voice model retrieval module 364 may be configured o use the
reference generated by the address pointer generation module 362 to retrieve the
voice model from the voice database 350, In some embodiments, relrieval of the
voice model may include accessing the voice database 350 using the reference. In
some embodiments, retrieval of the voice model may further include of copying the
voice model from the voice database 350 to another lncation {(described in further

detail below).

{60681 Malch score module 366 is configuraed 1o calculats a match score
associated with captured voice data for each user voice autheniication attempt using

a provided voice sample. The mailch score may be based on a numeric score (e.g.,
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between 0 and 100}, where the score expresses a degree of confidence that the
capiured voice sample malches with previously capiured and siored voice samples
from the user, and ultimately that the user being authenticaled is the genuine user.
This score can be passed on (o other parts of a risk scoring mechanism, such that
the score, along with other risk paramelers, contributes to the overall decision of

approving or dedlining the transaction.

{00691 It can be appreciated that in some embodiments the server computer
200 may reside within the payment processing network 140 (FIG. 1) or issuer 150
(FIG. 1).

{0070} FiG. 4 illustrates an examplary environment 400 including a plurality of
users and a merchant location, according fo some embodiments, The environment
also includes a merchant store 430. The merchant store 430 may be any physical
location of a merchant. For example, merchant store 430 may be a grocery store,
shoe store, flower store, restaurant, coffee shop, etc. The plurality of users may
include users 420 within the boundaries of merchant store 230 and users 410
outside the boundaries of merchant store 430, Each user 410, 420 may be carrying
a communication device. The boundaries of the merchant store 430 may defined by
a virtual perimeter 440, such as a geofence. In some embodiments, the virtual
perimeter 440 may be esiablished with the use of location-based hardware instailed
at merchant store 430, In some embodiments, the virtual perimeter 440 may be
established via server-side implementation, e.g. by monitoring locations of the
various communication devices and sensing when the communication device is

within the virtual perimeter 440.

{60711 The techniques described herein provide speaker verification for
authentication purposes through the communication device. More specifically,
embodiments of the present invention pertain to transactions conducted with the use
of a communication device, such as g mobile phone or personal computer, for in-
person transactions at the merchant store 430. The speaker verification may be
accomplished using any voice biomstric techniquss, for example, prompted fext

independent speaker verification.

(0072} The systems and methods described hersin allow for location-

awareness of the communication devices, and in turn the users 420, within merchant
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store 430. The location-awarengss may be accomplished using techniquses such as
geofencing, where a virtual perimeter is created arcund the merchant store 430.
When the location-aware communication device of a location-based service {(LBS)
user enters or gxits a geo-fence, the communication device can recsive a location
notification (also referred 1o herein as a “geo-fence notice”). This location notification
may contain information about the localion of the device. The geo-fence notice can
be sent {0 the payment processor network 140 (FIG. 1) or issuer 180 (FIG. 1). In
some embodiments, the communication device may take an active role in the
location-awareness and send a notification {o the payment processor network 140
(FI1G. 1) or issuer 150 (FIG. 1) when the communication device senses that it has

entered or exiled the virtual perimeter 440 arcund the merchant siore 430.

{00731 Once the payment procassor network 140 (FIG. 1) or issuer 150 (FIG.
1) receives the geo-fence notice, a reference o a voice model associated with the
user within the boundaries of merchant stors 430 may be retrieved. The voice model
may be stored within voice database 350 (FIG. 3). The reference may be a
reference pointer to the location of the user's voice model within the voice database
350 (FIG. 3). In some embodiments, searching through a large database of
thousands or millions of voice modeis for the user’s particular voice model may be
time consuming, process intensive, and inefficient. The user's experience with the
authentication system may be diminished as a resull.  As such, the geo-fencing
techniques can greatly reduce the set of voice models that need o be searched to
only users 420 that are within the virtual perimieter of the merchant store 430.
Furthermore, by retrieving a reference (o the the voice models for the users within
420 the boundarigs of the merchant store 430 as soon as the user enters the virtual
perimetsr, the voice model of the user ¢an be retrived while the user is still shopping
o improve the checkoul ime at the POS.. The reference {6 the voice model may be
obtained when the user enters the merchant store 430 and the geo-fence notice is
sent {o the payment processor network 140 (FIG. 1) or the issuer 150 (FIG. 1). In
some embodiments, the reference may be obtained on-the-fly at the time when the
transaciion is initiated by the user, or when the user enters the checkout area

indicating the user is about to initate the transaction.

{00741 For example, when user John Doe enteres the merchant store 430 with

his location-aware communication device, a geo-fence notice may be sent o the
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payment processor network 140 (FIG. 1) or issuer 150 (FIG. 1). Once the payment
processor network 140 {FIG. 1) or issuer 180 (FIG. 1) verifies that John Doeis a
user sl up for voice authentication, a reference to John Doe’s voice model within
the voice database 350 (FIG. 3) may be retrieved. When John Dog is ready {o
initiate a transaction, he may interact with his communication device and respond to
speaker verification prompis provided by the communication device. For example,
John Dos may speak "My name is John,” in response to a prompt dispalyed by the
communicalion device. At this point, a reference to John Dog’s voice modsl and the
other users 420 within the merchant store 430 volce models may already be
retrisved. As such, comparisons of John Dog’s received voice input to the voice
modal in the voice database 350 (FIG. 3) may be compleied effeciently as there may
not be a large amount of voice models to search for and compare against. In some
embodiments, the reference may be pointer {o storage address within the voice
database 350 (FIG. 3) where the voice modei(s) are stored. In some embodiments,
the voice model may be copled from the voice database 350 (FIG. 3) to a second

database, as describad in further detail below,

{6075} FIG. 5 illustrates a block diagram of accessing voicg model within a
voice database 350 using a reference, according 1o some embodiments. The
ilustration in FIG. & depicis a communication device 110, server computer 200, and
merchant 125. The communication device 110, server computer 200, and merchant
125 are inferconnecied via interconnected network 1680, In some embodiments, the
interconnected network 160 may be the Internel. As described above, the
communication device 110 may be associated with a user and include location
awareness functionalities. When the communication device 110 comes within the
virtual perimeter 440 (FIG. 4}, a notification may be sent to the server computer 350.
The notification may be include user identifying data thal may allow the server
computer 200 to identify the user of the communication device 110. In some
embaodiments, the user identifying data may be sent via a digital wallet application

associaled with a digital wallet provider that runs on the communication device 110.

{6076} Upon receiving the notification, the server computer 200 may relrieve a
reference fo the voice model for the user stored within the voice database 350, In
some embodiments, the reference may be a poinier to the storage location of the

voice model within the voice database 350, For example, the voice model may be
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stored at address 2FEA within the voice database 350, and the reference may be a
painter to address 2F8A. In some embodiments, identification associaled with the
user (e.g., serlal number, International Mobile Equipment dentity (IMED number,
Subscriber {dentity Module (SIM) card number, phone number, primary account
number or token associated with a digital wallet application, elc.) may be mapped o
the reference. The identification can then be used to relrieve the reference that
points to the memory location {e.g., address 2FBA) within the voice database 350,
Accordingly, the pointer may point to address 2F8A, which contains the voice model

for the user within the voice database 350,

{60771 When the user initiates a transaction using communication device 110,
the server computer 200 may have already relrieved the reference (o the user's
voice model stored within the volce database 350 {(e.q., al the time the user entered
the virtual perimeter 440 (FIG. 4)). Once the user provides a voice sample via the
communication device 110, the communication device 110 may transmit the voice
sample (o the server computer 200 via the interconnected neitwork 160, The server
computer 200 may then authorize the user by comparing the received voice sampie
to the retrieved voice modsl of the user. Since the reference to the voice model may
have already been retrieved, the server computer 200 may be able to quickly access
the voice model and compare the received voice sample from the user. This may be
in contrast to the server computer 200 having to search thousands or millions of
entries in the voice database 350 to find the corresponding voice model associated
with the user at the time of a fransaction after the user has inilialed the transaction.
These techniques may resull in increased authentication efficiency and improved

user experience (2.g., reduce fransaction processing at the POS8).

{0078} in some embodiments, the server computer 200 may copy the user’s
voice model from the voice database 350 {0 a second database or queus. The
second database or queus may be reside locally within or be assodiated with the
merchant 125. For example, in FIG. §, the temporary voice maodel gueue 340
resides within the location of merchant 125, Upon receiving the notification that the
communication device 110 is within the virfual perimeter 440 {FIG. 4), as described
above, and after refrieving the reference to the user's voice mods! stored within the
voice database 350, the server computer 200 may copy the voice model {using the

retrieved reference) {o the temporary voice model queue 340. This process may be
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done for gach user's communication device 110 that is within the virtual perimeter
440 (FIG. 4). Accordingly, the temporary voice modei queue 340 may confain copies
of voice maodels for each user within the merchant store 430 (FIG. 4) at a given time.
Al the time the user is ready for checkout at the merchant store 430 (FIG. 4), the
voice model for the user may already be available within the temporary voice model
queue 340 local to the merchant 125, Accordingly, the access device 120 (FIG. 1)
may have faster access to the voice model for the user within the temporary voics
model queue 340. This may provide an efficient method to the authenticate the user

at the time of the transaction.

{6079} In some embodiments, the voice database 350 may be associated with
an entity outside of the payment processing network. For example, the voice
database 350 may be associated with a mobile network operator. In such cases, the
voice model assodciated with the user can be copied from the voice database 350
residing within the mobile network operator to a temporary voice model queues 340
residing within the payment processing network. This may aliow for faster
transaction authentication and authorization by copying the voice model io a

database within the payment processor network.

{00807 FIG. 6 shows an exemplary voice database 350 inciuding a voice
model 520 created from a plurality of voice samples, according 1o some
embaodiments of the present invention. The voice database 350 may inciude a voice
model 520 with voice samples for each user. The voice samples may be slored
previous voice inpuis from the user during the course of a transaction authentication.
The voice model 520 may includs attributes such as, but not limited {o, date of the
payment transaction, time of the payment transaction, the payment user's name, the
capiured voice data used for verification and associated with the payment
fransaction, the outcome of payment user verification/authentication, and a variable
match score for the user. The voice model 520 may represent a “signature” of the
user's voice made up from prior received (and authenticated) voice samples. As
more voice samples are received from the user, the voice model 520 may improve in

ACoUracy.

{0081} The voice model 520 shows data sels relating to nine different payment

authorization requests for a user named “John Doe.” Each of the nine payment
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authorization reguest data sets includes the atiribute information mentioned above.

The combination of the nine dala sets forms the voice maodel for John Doe.

[G082) The date atiribute of the voice model 520 indicales the date at which a
user initiated a payment transaction using the communication device. In this
example, the first recorded date (1/4/2012) indicates the first payment transaction
initiated by the user after enroliment with the system. Each subsequent date

represents a subssguent payment transaction initiated by the user.

{60831 The time atiribute of the voice model 520 indicates the time of day on

the date at which the user initiated the particular payment transaction.

{00841 The user atiribuie of the voice model 520 indicates the registered name
for the genuine user. In this example, the registered name, “John Dog” is the same
for every payment authorization request. 1t can be appreciated that the voice model
520 stores the recorded payment authorization requests for each user in a unique
storage location within the databass. Other storage locations within the voice model

520, not shown in this example, may contain fraud profilss.

{00851 The voice sample data of the voice model 520 can be the caplured
digital representation of the voice signal by the communication device upon voice
authentication of the user that is then sent {o the voice biometric matching server.
As mentionad above, in some embodiments, the voice data for each individual
payment transaction request initiated by the user may be unique as well as the
requested prompt {e.g., the sequence of words used in a particular authentication}.
In some embodiments, one or more specific prompt can be used more than oncs for

authentication,

{00886} The voice model 520 shows nine different caplured voice dala
representations for each of the nine payment transactions initiated by the user “John
Doe.” As shown, each of the voice dala representations is unique. Since it may be
unlikely that each received voice data representation from the user will be identical
svery time, the voice dala representations may be unigue for each transaction. For
example, it may be unlikely that a user speaks in the same tong for the voice

biometric every time or that the requested voice prompt is the same svery time.

{00871 In this example, a first voice data representation {stored on 1/4/2012) is

generated upon a user performing their first payment authorization request after
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registering with the communication device. A second voice data representation is
generated on a subsequent payment authorization request.  If a received voice data
representation is significantly different than previously received and stored voice
data represeniations in the voice model 520, the received voice data representation
may be assigned a relatively low match score and the payment transaction request
may be denied for the possibility of a fraudsier wishing fo iniliate the payment

transaction reguest.

{0088} As more voice datla representations are received and siored, more
comparison points for subsequently received voice data representations are
available. For example, the ninth received voice data representation {12/24/2012)
may be compared against the previous sight stored voice data representations (or
against a model generated from the collection of those sight voice data recordings)
in order to determineg its match score. Also, the volce data repressentations are used
to create a voice mode! for the user. Each subsequeant voice data representation

recelvad improves the user's voice model.

[G08%]) The risk score attribute of the voice model 520 indicates a risk score
associated with the particular authentication request by the user. In this example,
the risk score may be on a scale from 0-100, with 100 being the highest {(most risk).
The malch scores may dacrease over time as the user authenticates with the

authentication system more and becomes more “trusted” over time.

{6090} As demonstrated in FIG. 8, the risk score varies for sach subseguent
payment transaction reguest initiated by user “John Doe.” In some embodiments, &
first fransaction request may not have a risk score because it is the first received
voice dala representation used for initial enroliment by the user. Each subsequent
received and validated voice data representation resulls may result in a lower risk
score, as described above. The determination of the risk score may be determined
based on a predetermined formula. The risk score may be an indication of how risky

approving the payment fransaction may be.

{3081} FiG. 7 is a flow diagram 700 of an exemplary method authenticating a
user for a transaction, according o some embaodiments of the present invention. In
block 710, a communication indicative of a location of a communicative associated

with the user is recelved. The location of the communication device may have been
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determined using iocation based services in combination with geo-fencing, as

described above.

{6092} In block 720, a reference for accessing a voice modsl assoclated with
the user is refrieved. The voice model may be stored in a database (8.g., a remote
databasg). Forexample, if 3 user is delermined o be within a store, based on the

geo-fencing, a reference 1o the user’s voice modsl! stored within the voice database

may be retrieved.

{60931 In block 730, a voice segment is received from the user. The voice
segment may be received by the user's communication device via an intermnal or
external microphone input. The voice segment may be in response o a prompled

text speaker verification prompt.

[0094] In block 740, the reference is used o access the voice modsl stored in

the database. The reference may be a peinter to the voice model.

{0095] in block 750, the received voice segment is compared o the voice
model. For example, the received voice segment may be compared to the user's
voice model within voice database by using the reference poinier to the location of
the voice model within the database. This may allow for more efficient comparisons

to be made.

[G096] In block 750, a determination is made whether the useris
authenticated for the transaction based at least in part on the comparing step. if the
received voice segment from the user matches the voice model in the voice

database, the user may be authenticated to complete the fransaction.

{00971 Referring now to FIG. 8, an exempilary computer system 800 according
to one embodiment of the present invention is lllusirated. The system 800 may be
used o implement any of the computer systems described above (e.g., client
computer, a server computer at the card association, a sarver computer at the
issuer, a compuler apparatus at the merchant, etc.). The computer systerm 800 is
shown comprising hardware elements that may be electrically coupled via a bus 824.
The hardware elements may include one or more central processing units (CPUs)
802, ocne or more input devices 804 {e.g., a mouse, a keyboard, efc.}, and ong or
more oulput devices 806 {(e.g., a display device, a printer, sic.). The computer

systerm 800 may aiso include one or more storage devices 808. By way of example,
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the storage device(s) 808 can include devices such as disk drives, optical storage
devices, solid-state storage device such as a random access memory {"RAM”}
and/or a read-only memory ("ROM”), which can be programmable, flash-updateable

and/or the like.

{60981 The computer system 800 may additionally include a compuler-
readable storage media reader 812, a8 communications system 814 and working
memory 818, which may include RAM and ROM devices as described above. The
communications systems can include, for exampie, a modem, a nelwork card
(wireless or wired}, an infra-red communication device, etc. In some embodiments,
the computer system 800 can also include a processing acceleration unit 816, such

as a digital signal processor (DE5P), a spedial-purpose processor, and/or the like.

{00951 The computer-readable storage media readsr 812 can further be
connected {0 a computer-readable storage medium 810, together {and, optionally, in
combination with storage device(s) 808) comprehensively representing remole, local,
fixed, and/or removable storage devices plus siorage media for temporarily and/or
more permanently containing, storing, ransmitting, and refrieving computer-readable
information. The communications system 814 can permit data {o be exchanged with
the network and/or any other computer described above with respect o the system
800.

{01007 The computer system 800 may also comprise software elements,
shown to be located within a working memory 818, including an operating system
820 and/or application programs 822 comprising code, such as a client application,
Web browser, mid-lier application, RDBMS, elc. it should be appreciated that
alternate embodiments of a computer system 800 can have numerous variations
from that described above. For example, customized hardware might also be used
and/or particuiar elements might be implemented in hardware, software (including
portable soflware, such as applets), or both. Further, connaction to other computing

devices such as nefwork input/output devices may be employed.

{81061} Storage media and computer-readable media for containing code, or
portions of code, can include any appropriaie media known or used in the art,
including storage media and communication media, such as but not limited o volatile

and non-volatile, removable and nonremovable media implemented in any method
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or technology for storage and/or fransmission of information such as computer-
readable instructions, data structures, program modules, or other data, including
RAM, ROM, EEPROM, flash memory or other memory fechnology, CD-ROM, digital
versatile disk (DVD} or other optical storage, magnstic casseties, magnetic tape,
magnetic disk storage or other magnetic storage devices, data signals, data
transmissions, or any other medium which can be used {o slore or transmif the
desired information and which can be accessed by the computer. Based on the
disclosure and teachings provided hergin, a person of ordinary skill in the art will

appreciate other ways and/or methods to implement the varicus embodiments.

6102} The above description is Hllustrative and is not restrictive. Many
variations of the invention may become apparent 1o those skilled in the art upon
review of the disclosure. The scope of the invention may, therefore, be delermined
not with reference to the above description, but instead may be determined with

reference 1o the pending claims along with their full scope or equivalents.

{0103} It may be undersiood that the present invention as described above
can be implemented in the form of controd logic using computer software ina
modular or integrated manner. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art may know and appreciate other ways
and/or methods o implement the present invention using hardware and a

combination of hardware and sofhware.

{0104} Any of the software components or functions described in this
application, may be implementad as software code 1o be executed by a processor
using any suilable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented technigues. The software code
may be stored as a serigs of instructions, or commands on a computer readable
medium, such as a random access memory {(RAM), a read only memory (ROM}, a
rnagnetic medium such as a hard-drive or a floppy disk, or an oplical medium such
as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.
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{0105} One or more featuras from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[G106] A recitation of "a", "an” or "the" is intended to mean "one or morg”

uniess specifically indicaled to the contrary.

{01677 Suitable speaker verification technigues that can be used in
embodiments of the invention can also be found in U.S. Patent Application No.
13/889,486, filed on May 21, 2013 and 13/889,470, filed on May 21, 2013, which are

incorporated by reference in their entirety for all purposss.
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WHAT IS CLAIMED IS:

1. A method of authenticating a user for a transaction, the method comprising:

receiving, at a server computer, a communication indicative of a communication device
associated with the user entering a location within a virtual perimeter;

in response to receiving the communication and prior to receiving biometric data from
the user, retrieving, via the server computer, a reference for accessing a biometric data model
associated with the user, wherein the biometric data model is stored in a first database;

using the reference, retrieving the biometric data model stored in the first database and
copying the biometric data model from the first database to a second database associated with
the virtual perimeter;

receiving, at the server computer, the biometric data from the user;

retrieving the biometric data model from the second database;

comparing the received biometric data to the biometric data model; and

determining whether the user is authenticated for the transaction based at least in part
on comparing the received biometric data to the biometric data model.

2. The method of claim 1, wherein the comparing step further comprises
determining a match score based at least in part on the comparison.

3. The method of claim 1, wherein the virtual perimeter is established around a

merchant location.

4. The method of claim 1, wherein the reference is a pointer to a storage address

within the first database.

5. The method of claim 1, further comprising updating the biometric data model with

the received biometric data.

6. The method of claim 1, wherein the communication originates from the

communication device.
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7. The method of claim 1, wherein the biometric data model is based on a plurality
of biometric data previously received from the user.

8. The method of claim 1, further comprising:

calculating a match score based at least in part on comparing the received biometric
data to the biometric data model; and

approving or declining the transaction based on the match score.

9. The method of claim 1, wherein the biometric data includes one or more of

fingerprint data, facial recognition data, or voice data.

10. A server computer comprising:
a processor; and
a non-transitory computer-readable storage medium, comprising code executable by the
processor for implementing a method for authenticating a user for a transaction, the method
comprising:
receiving, at the server computer, a communication indicative of a
communication device associated the user entering a location within a virtual perimeter;
in response to receiving the communication and prior to receiving biometric data
from the user, retrieving, via the server computer, a reference for accessing a biometric
data model associated with the user, wherein the biometric data model is stored in a first
database;
using the reference, retrieving the biometric data model stored in the first
database and copying the biometric data model from the first database to a second
database associated with the virtual perimeter;
receiving, at the server computer, the biometric data from the user;
retrieving the biometric data model from the second database;
comparing the received biometric data to the biometric data model; and
determining whether the user is authenticated for the transaction based at least
in part on comparing the received biometric data to the biometric data model.

11. The server computer of claim 10, wherein the comparing step further comprises
determining a match score based at least in part on the comparison.
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12. The server computer of claim 10, wherein the virtual perimeter is established
around a merchant location.

13. The server computer of claim 10, wherein the reference is a pointer to a storage
address within the first database.

14. The server computer of claim 10, further comprising updating the biometric data
model with the received biometric data.

15. The server computer of claim 10, wherein the communication from the

communication device.

16. The server computer of claim 10, wherein the biometric data model is based on a
plurality of biometric data previously received from the user.

17. The server computer of claim 10, further comprising:

calculating a match score based at least in part on comparing the received biometric
data to the biometric data model; and

approving or declining the transaction based on the match score.

18. The server computer of claim 10, wherein the biometric data includes one or
more of fingerprint data, facial recognition data, or voice data.
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