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Modern manufacturing facilities rely on highly automated tools to

I npl ement the manufacturing process. For exanple, sem conductor fabrication

("fab") facili i0rosS REFERENCETO REIATED APPRICATIONS sets for the
processi ng of sem conductor waf ers. Process control and nonitoring is

medi ated through a gt of, soft ds_whi ch i nvoked to
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TECHNICAL FIELD

The present invention relates to manufactuting processing, and more
particularly to providing a mechanism to control manufacturing equipment in a

multi-protocol environment.
15 BACKGROUND INFORMATION

Modern manufacturing facilities rely on highly automated tools to

implement the manufacturing process. For example, semiconductor fabrication

("fab") facilities incorporate highly automated tool sets for the processing of
semiconductor wafers. Process control and monitoring is mediated through a set

20 of software methods which may be invoked to implement the processes and
monitoring to be performed. The control and monitoring software run on a tool

server which may be coupled to the tools via a plurality of ports, each of which
interfaces the tool server with a particular tool, in point-to-point fashion.
Alternatively, the tools in the tool server may reside on a Local Area Network

25 (LAN). To control the manufacturing process, a user must be able to
communicate with the tool server, either via a user system resident on the LAN, or



otherwi se in communication with the toot server. In particular, renote
access to the tool server for control and nonitoring of the status of a
tool, to tTORMIt that it exists at all, requires thePCRUBIREBMENt of
speci al i zed code inplemented on each platformfor which renmote access is
to be provided. However, nodem data 5 processing systens typically offer a
multiplicity of preexisting software applications such as browsers and
spreadsheet software which include facilities for object oriented

i nterapplication or interprocess conmunication. These facilities

i Nt erprocess cotimwiseciatcommuaitatiorswith the esot Bérver. dibfpartizalar) béhste bdceite
environnents. Thuys., there is.a. need in.the.:art for syste and t hods for
10 adapting i n%ﬁ?ﬂ@%&@ﬁﬁﬁ@ﬁﬂ%ﬁo%m%\%ﬁ%e Wﬂf?rﬁ’éﬁ&é e gxigmhthatp) j city
of object- ori érkist at all, aequies tederdopinent cfapecidlized dde G@pRmbsted Hfeach _
manuf act uri ng egﬂjg%}ng‘nt. . ﬁ\ddi tionally, Sﬁ%hmiy%eﬁrfad ng system and net hods
shoul d accommo# FWhich refgpte AGeass 4y tobey P or Heweveh phodemn: deAs as wel |
as enforcng spmoésksing Byten® epically IR 240 BRAGHRGT/ dSPiceRMALS soffARY The

probl ens outlined above nmay at |east_in part "be solved in sone enbodi nents

by facilitati ngPREGRERS sehedsshrewsmis, padcsprsadvhest sofware whick inchnde figilifies or s and
sof tware envir @RneBjbt-oriehtd itefipphidaléd Or! Mitehrotdds SColunRinic@aRéed These

i nterprocess conmmuni cati on protocols to the manufacturing equipnent. In one
embodi ment, a fAcHities; dnterprocass earERYNiRgtion, @erossy differant platforms andspftware t he st ep

of a user UuSi NgnABnARRL. CrHub,Ofe8BY ailfe%&'%%@%%ﬂﬁg{site%s ARCAELASRCH W th an
I i I ot ocol

obj ect oriented_ inter apgl lcation communication pr , or equi val ently

obj ect - t f obj eddarting ing epplicaticssefware whichipay vsevdwltipidipf obje@t- JavaTM

(CoREm | Si mp 2%%%%@%?%@?@8@“ Gl Bl °

protocol , suchAdditiensllygush rintestacing systeheand Pnethasts shoylémTcoRimodate legazpr i ety of
manners, e.g., W AN I BlER yg . . The
message nmay bemy%gﬁg%?%%%égﬁm a nﬁé’%%@&f ar acti %ér@%og#@bext ract

particul ar




15 information froma tool, setting a variable or paranmeter associated with
an object of a tool to a particular value. An object associated with a
tool may defwowisésd state of a tool. The nessage nay bePpcewmsenzsisby a
correspondi ng application interface wunit. An application interface unit
may be configured to interface between an 20 equi pnent nodel, e.g., OBEM
and the user. The application interface unit may further be configured to
extract the content of the received nessage which may conprise data
required by the requested action. Included in the nessage nay be a pointer
to the object i|gumMsARai pnent nodel representing the tool on which the
action is to be perfornmed. The application interface unit may invoke .a

nmet hod of 25 the obj pet pieBiehis Gfitlined Riove@ap @t THaSt M paie bd)GolfddSEmAGeANd pass
the data constitufing the nessage content to the pethod. The_nethod may

then provide refgbedimggtechy fpelk visteEmosess, commpipication astRst cdiffBinost i s
and repair. A VgiiemEBind BoFwdE RViRmieRs dRingt Q%ﬁ?%cg:?’%ft ofjRfletientdaer e the

value is associated wth the requested action an a in"the nmessage.

That is, the vainkeproggs pappmucation prefogels # the manyfesturing gEPLENf or nat i on
requested in the nme 3 t . B r st at us,
or a notification in géif% ?1‘89%%‘9“ sg%?cﬁ%t E’énﬁ%%ﬁd@ﬁ%@%@'%ﬁ&l/ 21318
event, e.g., al compriyocbe stepook arysen] usiffg) ancapplicationt mypp destte papessaganidf er t he
val ue totheaggwg'aﬁ,ﬁ m?? ] S SR QM q% he. user's
application. Thg oredgfm nguigfs’]eoh ’?‘ﬁ@@ﬁ%’?ﬁ‘g&ﬁr% HQ%?&% ea?‘%’r%s and
techni cal advafsgeiyalsntlyf oljérd-tpotgent protocel) eng.j Componentr ObjecttMadel (B@Met ai | ed
descripti of |_ny.ept | .fo e t t ood.

Addi ti onald f eat E‘J‘S’grsm g‘ﬁlé‘maéd%eﬁ]ggg%g&%?‘mt Wvdg’%ﬁ@no\?&%%ﬁ ﬁ%“e“g%g%cr? Moed

her ei naf t er whi aAfchitesture t (DORBA)] Siriple dbjdch Accésai Protocdl (SOAP),nerendtwode. 4 WO
021 05043 PCT/ USQLL 21310 coPRA G BETTRLAIA i BB, o varicty of

manners, e.g., Wide Area Network (WAN), Local Area Network (LAN). The
message may be a request to perform a particular action, e.g., extract particular

15 information from a tool, setting a variable or parameter associated with an object
of a tool to a particular value. An object associated with a tool may define the
state of a tool.

The message may be received by a corresponding application interface
unit. Amn application interface unit may be configured to interface between an

20 equipment model, e.g., OBEM, and the user. The application interface unit may
further be configured to extract the content of the received message which may
comprise data required by the requested action. Included in the message may be a
pointer to the object in the equipment mode! representing the tool on which the
action is to be performed. The application interface unit may invoke a method of

25 the object pointed to by the pointers in the message and pass the data constituting
the message content to the method. The method may then provide remote object
access which may allow for remote diagnostics and repair.

A value may then be procured by the equipment model where the value is
associated with the requested action and data in the message. That is, the value

30 may be associated with particular information requested in the message about a

tool, e.g., temperature, pressure, status, or a notification informing the user that an
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A better understanding of the present invention can be obtained when the
follow ng detailed description is considered in conjunction with the
fol | owi ng WAAH¥Igs, in which: 5 FIGURE 1 illustrates aRCERBHBIHENt of a
system configured in accordance wth the present invention; FlIGJRE 2
illustrates an enbodi nent of the present invention of a tool server;

FIGURE 3 illustrates an enbodi nent of a software architecture of the 10
program of the present invention configured to provide automated tool
managenent in a nmulti-protocol environment; FIGURE 4 illustrates a Unified’

Mbdel.i ng Langusere, dgMldrmuogoasjoffocaired n The eguippmmhmodel dely tansférithrivabak | n
accordance w th.the present jnvention. FIGURE 5 illustrates.a G aphical
User Interfacéofb@ﬂ’?rgﬂifﬁef%%e ?n%ﬁ%ygggg?ﬂ%&tbeg% ?ﬁhoﬂ*odel
configured i n accomdarforegsing thas loatlined sether broudint the features GhlRHedhnick] ust r at es
a portion of another exenplary .GU . confiqur Ln, accordance wi.th the
present i nventaiEHagey %WF@’HV?P%\H] @&éﬁﬂ&‘ﬁﬁ?ﬁﬁ%}? BOf MR ng

i nformat on gﬁlﬁveag%n imqongqgg;eﬁayi Bflﬂeﬂﬁlﬁlﬁﬁ{gﬁsﬁfoﬁommﬂh ogﬂf f@tu?est[ﬂﬂ via an
equi pnment nodel,; FI GJRE is a.flo rt.of, a_neth or, tog] access
control; and PAvaEaEeHO m%&%@%g%@aéww o debiertyent i on of
a security WwWorBRlaims 65tht Botidiog. S WO 02/ 05043 PCT/ US01/ 21318 DETAI LED
DESCRI PTION I n the foll ow ng description, nunerous specific details are set
forth to provide a thorough understanding of the present invention. For
exanple, particular nessage formats and interapplicati on conmuni cation
protocols nmay be 5 referred to, however, it would be recognized by those of

ordinary skill in the art that the present invention may be practiced
wi t hout such specific details. In other




i nstances, well-known circuits have been shown in block diagramformin
order not to obscure the present invention in unnecessary detail. Refer
now to the woawsngs wherein depicted el enents are not neRGHEEBWIR138 10 shown
to scale and wherein like or simlar elenents are designated by the sane
reference nuneral through the several views. FIGURE 1 illustrates an

enbodi nent of the present invention of a system 100 configured to provide
a mechanismfor allow ng one or nore users 101A-C to conmunicate with one
of nore tools 103A-C via a tool server 102. Users 101A -C 15 may

collectively o%%@?ggﬂmmommwgg users 101 or user 101,

respectively. may col lectively or individually be referred to

as tools 103 or too pdBundeABREIRE bF BleYresbrt Mventival @6l bb bbfained #hetht 00 nay
i nclude any nunber of users 101 and tools 103 and that, FIGURE 1 is

illustrative. |follpwing detafled despintion is ioamsidered ingtonmaetion Wi oWEErs 101
and t ool serverdl%.ggjg P 20 connecti on between tool server 102 and tools
103 nmay be any nedi %%?Viggﬁ e.g., Wwreless, wired. It is further noted
that user 5101 nay b&FIGUREd illustratasian enghodingemt ofpesystenn condiggred inpacendanss

Personal Digital. i ﬁ@é}, cell phone, personal conputer system
wor kst ati on, | ral{“grfﬁlg??etg%gh"gance, configured with the capability of

connecting to tool JYGURE 2l {ibsteatsd anoenstedinemt bf thepmesendi inventiony ofi tieolt ool s
103. 25 Tool server 102 nay be configured gored. to extract particular

i nformation, e.sgf":er’ tenperature, fromtools 103. Information may be

obt ai ned by sendi ng,FIGUREt héllusivadds ars embalimerd of eqsefwmrenaslsiegtoret of thet ool , and

the inforpation_returned,by the tool . via 0 V, i eply
nmessage. lﬁgdi t | GREFMY ,°?ath? OQ}'Fseﬁ%)}nvsegﬂ%}l n°8fl§§$e§datt‘i9 m&iﬁ%sﬁ;%dé%ést%h 3?‘% t he t ool
server, to the magigeméldin 4 maldiprascobasdragaantyay, for 30 exanple, alert the
user that a presele ondi tion in, L0l has oc . Message
content may be for nﬁéﬂﬁﬁﬁ‘dﬂ%@?ﬁ ﬂ?nﬁlt%g%[‘f‘ﬁﬁ’?ﬁ i m?%ﬁ‘}%‘isfséﬁt ion 6
WD 02/ 05043 PCTéquipflehPrhedeBconBf@tdmaiccorfnite withilp pfesent vatishe onduct or
fabrication tools, such co ni catign r.oj.ocql t he, SEM
Cormmuni cati on St andéﬁ@%é@%ﬁ‘?ﬂmﬁ %&?Pﬁ?‘li @seg&@g%\e’ (8%-[) Eepm%lgn of an
15 - exemplary equipment model configured in accordance with the present invention;
FIGURE 6 illustrates a portion of another exemplary GUI configured in
accordance with the present invention;
FIGURE 7 is a flowchart of a method for retrieving information and/or
issuing service requests from and/or to a tool via an equipment model;
20 FIGURE 8 is a flowchart of a method for tool access control; and
FIGURE 9 illustrates an embodiment of the present invention of a security

wrapper architecture.



I1,. (SECS is pronul gated by the SEM Equi prent standards pronul gated by
Sem conductor Equi pnent and Materials International (SEM)). (Those of 5
ordi nary sHQ ¢ | d appreciate that the present inventiRET/USHRG8 |inited
to the sem conductor fabrication industry, and the principles of the
present invention nay be applied to tool autonmation systens in other areas
of manufacturing, for exanple the autonobile industry, and such

enbodi ments would fall within the spirit and scope of the present
invention..) In_accordance with the principles of 10 the present invention,-
descri bed furt RETAJLERDESCRIIION ay be able to control tools 103 and
extract particular 'n%gr ti,on frgmtools 103 by, issuing a nessage froma
miltiplicity of applitedeipydns description, sumerous, snesific etails arg pefforhdo or t ool

control | egacyprpidei £ Wdrbuizh bifdeftindhgOby Bt ' @%&ﬁu t pg}lah@ fion

conmmuni cati on %rqt Qcol, e. 9 Co girilignétm_%fgj l(3,\1?{1&|nél\a/b e %ﬂ](i(;x& av Renot e

15 Met hod Invo%%%%?,%%ﬁ%@@@@@hﬁdﬂ@nbeure

(CORBA) , 5Si npl 198 thoRehe Si t ;

brotocol > saci e b noflohe 3 wihR' i aBbosnilbl ) moll o iR AU Bt (., e,

102. (Not e t hathat the pregest ingention may e prasticbdhwithottomeh specific detads. \nolliet | i n t he
t, h t X I ' A QAP defi

"t er appl i cat i il s e Havd e ooy 16 bloB BN HER 0B 00"

i nterapplication nessaging protocol an XM
docunent that naltq ehseire thepradent invantinriv amweessary tiétail. ne HTTP.) The nmessage nmay

be a request to ethiét\é}tnoQat[)ttﬂecﬂija@fn\gis%@%@%&e%&ﬁeﬁg&{ﬁg t egper at ur e,

status, pressure, Or request a service, t ool
operati df, froshowndo scaleandevhernin dikd OB simianelements arp designatesictsy the same

sem conduct or ﬁg% i ' Jities.,For exanple, a user 101 nay issue a
nmessage 25 req%'es |%gﬁ*ﬁg ﬂ%‘eg%elt#l%feﬁrflé‘wlﬁw% particul ar chanber where the
particul ar chanber FIGUREdsilinstmtea ah @aibodifidnti of thicyeseniitbeition bf #gysREOCESS,
e.g., sem cond eIy el ss.., A note.detailed di scussion of ers 101
procuring inf o#fr?at ] oﬁ“éohntéplo%fdga Lﬂlﬁnklr TVIDE PRASE MQF9 ugeLs Hﬁéx'ﬁe&bd in
FI GURE 5. A detoainnmitathiveith mms ioomortosls 003 46-Crviset todlerved 02D isdodadgel ow. 30
Refer n to Fl GURE.2 .which il]lustrates an enbodi nent of the present
i nvent i gﬁl of t%aéf %gE%erc\t}é\é?y i’ﬁz‘.nd]l}?ﬁ%lhi ﬁgm?eﬁreglt&ﬁEusffs 1851 9% 8L 01902 ay

respectively. Tools 103A-C may collectively or individually be referred to as

tools 103 or tool 103, respectii'ely. It is noted that system 100 may include any

number of users 101 and tools 103 and that FIGURE 1 is illustrative. It is further

noted that the commection between users 101 and tool server 102 and the

20 connection between tool server 102 and tools 103 may be any medium type, e.g.,
wireless, wired. It is further noted that user 101 may be a user of any type of
device, e.g., wireless, Personal Digital Assistant (PDA), cell phone, personal
computer system, workstation, Internet appliance, conﬁgure& with the capability
of connecting to tool server 102 and consequently communicating with tools 103.

25 Tool server 102 may be configured to extract particular information, e.g.,
temperature, from tools 103. Information may be obtained by sending, via the tool
server, a request message to a tool, and the information returned by the tool, via
the tool server, in a reply message. Additionally, a tool may send notification
messages, via the tool server, to the user. Notification messages may, for

30 example, alert the user that a preselected condition in the tool has occurred.

Message content may be formatted in accordance with a particular communication
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7 WO 02/ 05043 PCT/USO01/21318 conprise a central processing unit (CPU 210
coupled to various other conponents by system bus 212. An operating system
240 runs orwGCifthsa40 and provides control and coordi nat ectisel/2mct i on of

t he various conponents of FIGURE 2. Application 250, e.g., programfor
communi cating control and data 5 manages with one or nore tools 103 as
described in FIGURE 5, programfor providing security in users 101
accessing tool server 102 as described in FIGURE 7, runs in conjunction

wi th operating system 240 whi ch inplenents the various functions to be

perfor ed by anglisat gy e M GO, R chimmiytih ed 1o
system bus lepgkd I ncl udes le’ggg%é%nput/out%t S stem( BIOS that 10

control s cert aiprotoend impytbg fhe FEME Commuuiotion Stapdard (SECS)RpstewarydBRESs menory

R e o e S e

operating systSmmi@®abuciordEquiprhént aandonaifiels dnterdationhd (SEMI)). RAMOE&A;fV\/ni chis

comput or Syt ordtaminy b Pala TRty o 3 BBl Bl AR BRI T L i

units 220, e.g.senﬂﬁoﬁducwrifa&icaﬁdntinamomdm&I@ﬁhciplbeobﬂwgprmmmduenpresent

invention that retrieves, information from.,on 103, as
descri bed FI GURE®S ems%ﬁ’n@ﬁoﬁ‘am&‘ﬁnaﬂ?{%‘ﬁ. ﬁ ‘g‘t“?'t“e'@ef?rt her ef r om
and | oaded i nt cexiAfplelibve siémeétilRriadhisag, m&hafrbmﬁmmemmwbmatmﬂw@mm%herw se

required. It is fur d t hat the t he resent 0 |nvent|on
that provides ss@%r“P‘PVW%P é’i‘?@d‘f’%?&%gé‘ ‘F‘E?S‘F‘ ?&B
descri bedoFl GURke észseﬂﬁiﬁv&ﬁmﬁt&&&ﬂue& Mbﬁkelwmseraam aﬁs}be%reltewdmt her efrom

and | oaded into

Mbytheoeratln stemwhenlnltlated or ot herw se
required. CommiRple 4¢3 Bidextrast E@F"IE‘S‘RI%F‘H%/ drommtopls 0B by isSHing §itgessagh out si de

net wor k enabl i Nk @Qhml of 5%%% @pﬂ%d&lib @tﬁl@ﬁse‘fél%i‘to%lls'f ens V' a
a 25 Local Area Net V\thﬁfci(f WO ., Et hergﬁf Tok etet RCnet or
Wde Area Net iorikol(\iegdcy eapgl °auP¥Ft epfieg . aﬁnrﬂbéq?e%@?qdoniﬁ liggtioR nyent | on

i ncl ude i npl emegpahh@RfondRotBedl ¥P UEGhponent Object Model (COM), Java™ Remote
15 Method Tuvocation (RMI), Common Object Request Broker Architecture
(CORBA), Simple Object Access Protocol (SOAP), or network transfer protocol,
such as the Hypertext Transfer Protocol (HTTP), to tool server 102. (Note that, as
would be understood by those of ordinary skill in the art, such protocols may be
layered in that, for example, SOAP defines an interapplication messaging protocol
20 for wrapping the message in an XML document that is transferred in accordance
with the HTTP.) The message may be a request to extract particular information,
for example, temperature, status, pressure, or request a service, for example,
start/stop a tool operation, from one or more tools 103, e.g., equipment used in
semiconductor fabrication facilities. For example, a user 101 may issue a message
25 requesting the temperature in a particular chamber where the particular chamber
represents a tool 103 in the manufacturing process, e.g., semiconductor process.
A more detailed discussion of users 101 procuring information on tools 103 via
tool server 102 is provided in FIGURE 5. A detailed discussion of tool server 102

is provided below.
30 Refer now to FIGURE 2 which illustrates an embodiment of the present
invention of tool server 102. Referring to FIGURE 2, tool server 102 may

7



system prograrrrred to execute the nethod or nmethods described herein, and as
a corrputer g’gram product. According to the conputer system

i mpl ement al¥ 30 sets of instructions for executing tPHEHIRES or

nmet hods are resident in the random access nenory 214 of one or nore
conput er systens configured 8 WD 02105043 PCT/ USOL1121318 generally as
descri bed above. Until required by tool server 102, the set of

instructions may be stored as a conputer program product in another device,
for exanple, in disk drive 220 (which may include a renovable menory such -
as an optical cethpriseon ¢entyphypratiessingf unit PR U210 uwupled tdi variods | ather220) .

comuter and t PomuERP Ry s bASET AL 8pkitng S0l A0l B AP0 "

network or by proviies epniadl andt cumrdinatssuthle fasctioneofl theevaniohs c@aporeits|dfed i n t he

art woul d appr eg t hat .t he sical sto of the sets.of .instructions
physical l'y chaﬁgj"@iﬁﬁe élf{’}rﬂ h® ﬁhp{?ﬁmﬂf"fgowgﬂlg %‘H dldﬂt@ medi um

carri es cihnput emanagesdkith enei axf moreatoble 103 b deschibat én FICEUHE)S g €drr i cal ,
magneti c, cheni cal,.or so ot her si cal, gha rates an
erbod ment Cof | PROCHESSRE i rg 00 Akaret et SEge (s hﬂ%@!‘gﬁ%‘%oo of

t he program of 7f s B Gsifuiictisnweth o) &amyﬁﬂeﬁtmebvmeh infiféhér/ e vafigis Bt | on
fromone or nore tool s. 103 .as scrlbed in ge?g Softvvare architecture
300 rmay conpri SECHMS 1) be BEf ‘Emﬁgg pRRlcating 20t E@YEFFW @OMpIl% e, an

equi pnrent mdebo@mtoaysfbwmzmaﬁ@mmmbabﬁwu giﬂi@ée )hat
Appl i cat i(?n | nt erf ce unl 1A-C col | ecti vel i ndi vi dual l'y be

ref erred q’“& tool; seevend P2, | eSS IRCHY er f ace

uni t 301, reSp&AM?Ei%MW&'Z@ﬁ%&@%Mﬁ&S%@%@BW lebpfidd ggel v or
individually be re erred to as_tool _interface units 303 or tool interface

unit 303, resp@@f% rit%ﬂﬁbﬁé@edﬁatsm@tsap@m@nmsoo may
conprise any n n&asﬁmaer&aé@ﬁ%mﬂmmhmﬂe&@ merNt € face

units 303 and t FIGURE is illustrative Ication interface units
301 may be .conm%mmwmfas@ afdopler 248 imay beyggmallzemputer sysens 101.

Equi prenys nodejmeifide MBESPS adapith tatEdnHminfoall Pith WskAmits 220, e.g., disk drive.
It is noted that the program of the present invention that retrieves information
from one or more tools 103, as described FIGURE 5, may be stored in disk unit
220 and retrieved therefrom and loaded into RAM by the operating system when
initiated or otherwise required. It is further noted that the program of the present

20 invention that provides security for users 101 accessing tool server 102, as
described FIGURE 7, may be stored in disk unit 220 and retrieved therefrom and
loaded into RAM by the operating system when initiated or otherwise required.

Communications adapter 234 interconmects bus 212 with an outside
network enabling tool server 102 to communicate with other such systems via a

25 . Local Area Network (LAN), e.g., Ethernet, Token Ring, ARCnet, or a Wide Area
Network (WAN), e.g., Internet. _

Implementations of the invention include implementations as a computer
system programmed to execute the method or methods described herein, and as a
computer program product. According to the computer system implementations,

30 sets of instructions for executing the method or methods are resident in the
random access memory 214 of one or more computer systems configured

8



| ogi cal representation of tools 103 thereby allow ng users 101 to

comuni cate 25 with tools 103. That is, equipnment nodel 302 may provide a

| ogi cal mapWPHew#3 tools 103 the physical equi pnent w trCTAHIURI3IHe t ool s
are conposed. A tool supplier may deconpose the equi pnent into the objects
of the equi pnent nodel to map the physical equipnment into the
characteristics of the objects of the equipnent nodel, such as equi pnent
nodel 302. One such equi prrent nodel is 30 the Object Based Equi pnent Model
('OBEM promul gated by SEM as SEM Provisional Specification SEW EE8- 1000,

her eby i ncor por ghedliy s Qestrib¥d a6bv¥0 Ortfl Ge@ftdd AT (dedB e 11058 the! &frt] Q{fﬁgce-

Not e that other_ equipnent nodels may be uSed in conjunction wt

present invent i BHUCEeS mayche sbrpdes HeompytoptagtRnbErodval én snolfstidesyce: fwse of
R T

i nvention. A description J ema Whi C
i nstanti ate equiptingldiskmasdioppisdiglo for exentmabusede disk drive 220 Farthetmorexthepl ar y

equi pnent. gmodel %'P*’*Efﬁﬁgﬂﬁsﬂ a’ | | ' | El E 5 | GURE 4
i1 lustrat es'rsma I’?I I e eld ng&f%ﬁggggég%ﬁ,@fﬁg%%ﬁgﬁg ﬂtﬁe ment
nmodel schema 40ghenivesitedrtaythdusers edtkstatidn dihe nptwesic ot by v extéresl metwdtkjui prent
obj ect nodel sgc be an .obj ect - oriented nodel L,ch,10 includes a
plurality of obgja%.élg%ﬁﬁé%%or 5“‘8@%‘?}38’81“&%“?“98?3@@%@%@@&%?

archi tectures, stirpgestf shersats off instractipmphsisicilly shingby the nedinmhipoh whith i isher i t
attributes and d t he..super.obj ects. Equi t nodel . schema 402

i ncl udes an aggs?%%d;% @ﬁpﬁﬁee‘f‘%‘%mﬁﬁé%g“ W%Wﬁ%%nh‘b? gt e

hi er ar chyl0406. m@iteetscRichlimagptic,@hdmiod) ohdotieadtiedn phybft4l dhasgebe concrete

obj ects whil e objec .4 nheritanc | erar 5% 406 nmpy be abstract

obj ect which defi ne%f(ﬁ[gﬁ%t]f#‘ﬁﬁftﬁssa%ﬁﬁ&%ﬁhﬁ fPregeRt t% B8®j ect s. -
(I'n an i npl enenbfivice Ardbitedtire 300 O i tproghate BE HRprédent ih%ﬁdxamgﬁ@a@&ramﬁ ng
| anguage, abstract o es in inheritance hierarchy 406 maybe

bj_ects t
interfaces.) A 8\?a'?‘Jf?3Waﬂ?‘b R argmore fels 483 a5 Jesorbed BLFIGIIRE géqui pment
obj ect _ Software architecture 300 may comptise one ar more application interface units

15 301A-C, an equipment model 302, and one or more tool interface tmits 303A-C.

Application interface units 301A-C may collectively or individually be referred to

as application interface units 301 or application interface unit 301, respectively.

Tool interface units 303 A-C may collectively or individually be referred to as tool

interface umits 303 or tool interface unit 303, respectively. It is noted that

20 sofiware architecture 300 may comprise any number of application interface units
301 and tool interface units 303 and that FIGURE 3 is illustrative.

Application interface units 301 may be configured to interface application

model 302 to users 101. Equipment model 302 may be configured to provide a

logical representation of fools 103 thereby allowing users 101 to communicate

25 with tools 103. That is, equipment model 302 rizay provide a logical mapping of

tools 103 the physical equipment with which the tools are composed. A tool

supplier may decompose the equipment into the objects of the equipment model to

map the physical equipment into the characteristics of the objects of the

equipment model, such as equipment model 302. One such equipment model is

30 the Object-Based Equipment Model (OBEM) promulgated by SEMI as SEMI

Provisional Specification SEMI E98-1000, hereby incorporated herein by
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20 410 may contain (denoted by open dianond) zero or nore equi pment nodul e
obj ects 412 (denoted by circle). Additionally, equipnent object 410 may
contain z¥QM@Mipre equi prent subsystem objects 414, RRIEHIRWFent 1/0
devi ce objects 416. Equi prment nodul e object 412 itself nmay contain zero or.
nore equi pnment nodul e objects 412, equi pnment subsystem objects 414 and
equi pnent 1/0O devices 25 416. Simlarly, equi pnment subsystem object 414 may
contain zero or nore equipnent subsystem objects 414 and zero or nore

equi pment /O objects 416. Aggregation hierarchy 406 nay represent a
decreasi ng conﬁf&ﬂ&yhbteﬁﬁjo&mte@@mmntho&kﬁaybtmdhmcdmmbmmﬂe

hi erarchy. Refer wto Fl GU |IIu ra ra S I nterface
(GQUI) 30 depi ’ﬂﬁE@?{% ﬁv:eg I%’H‘gg@?“ 0 Si:l?'i’ﬁc,‘lfordance

with the SCheGﬁnﬁi'y ahmiali”anlwmﬂidﬂ)le Sscopd Of the giréseést verdioncali pnent
nodel whi ch V\D 02/ 5043 / USO, 131 y be used thh t he present
i nventi on, and &made %."r Q’IQVI%F“;%W fstantigte eqrim B‘lrieci ate

that a mglel ofozs pkaededrmmd;mwmeamawwwsnMe déa&i&at S

corresponding to an enbodiment of a manutacturing facility. Mdel 502 is
presented in hinoRPRia Wit JOMRE S, Gul 500, and i ncl udes a 5 root node

504. Equi pnent obj eﬁmtﬁ@4ﬂﬁmﬁ&a%ﬁﬁsﬂﬁoneli&%h?ﬁ tiBa@Yreh.  Pane
508 of GUI 500 illustrates a set of attributes 510 and correspondl ng val ues

512 associ at edeqyipment qpedsh schems 402 Fhichomay st used with the) present dipvsption.i n set
508 is obj Typob&?ﬂﬁéﬂ%lé) od8 bhod&ISschéifia M0 Way elm Bﬂﬁ&%ﬁeﬁé&@ o \Rhicher

attribute is h has the value " lanter” (520). Pane 508

i | lustrallng alﬂlc b‘UPePl‘_mh@e?f @l@tsandn\ﬂam}'é@%mﬂhﬁl}le%@ﬂ@%wa aei n

GUl - 500 by. sel q n %Gﬁlﬁ! o N ght i ng”
of the object | ent Labib:aﬁp%lgnter" ouel (gaﬁm%g] § ?!ﬁ]e Qﬁgflectlorﬁ of
objects in a G@Jlnbl#@ral@xmﬁ%ﬁlpés o/ thqmmbmﬂct%klﬁqglpmentl moileloschema 492t i sans of

' ?:)ﬁl P?r{)%laﬁrlelrl aﬁg 'S %g?gﬁq e?%a%j ect EC]UI p?r'éhlr_%ﬁ O%j eer%“%ggg9§l >0z an

attribute |i st Ohjedtsdn ageglegation hismdrchys404 may be concrete objects while objects of
15 inheritance hierarchy 406 may be abstract object which define the attributes and

methods of the concrete objects. (In an implementation of the present invention in
the Java™ programming language, abstract objects types in inheritance hierarchy
406 may be interfaces.)

Aggregation hierarchy 404 includes user object 408.. Equipment object
20 410 may contain (denoted by open diamond) zero or more equipment module
objects 412 (denoted by circle). Additionally, equipment object 410 may contain
zero or more equipment subsystem objects 414, and equipment I/O device objects
416. Equipment module object 412 itself may contain zero or more equipment
module objects 412, equipment subsystem objects 414 and equipment I/O devices
25 416. Similarly, equipment subsystem object 414 may contain zero or more
equipment subsystem objects 414 and zero or more equipment I/O objects 416.
Aggregation hierarchy 406 may represent a decreasing complexity of object type

from the top to bottom of the hierarchy.
Refer now to FIGURE 5 illustrating a graphical user interface (GUI)
30 depiction 500 of an exemplary equipment model 502 in accordance with the
. schema of FIGURE 4. Model 502 is illustrative of an equipment model which
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corresponding to attributes of equi pnent nodul e object (not shown in Fl GURE
5) may be displayed by selecting equipment nodul e object 522 in the sane
fashi on aswdiasosessed above in conjunction with equi pmreneCigiee316H606. O her
obj ects in nodel 502 include susbsytem object 524 and equi pnent 20 1/0,

obj ect 526. Subsytem object 524, an endstation, is a child object of the
ion inplanter, equipnent nodul e object 522, and |/ O object 526, a Faraday
cup, is a child object of subsystem object 524. In accordance with

obj ect-oriented software principles, the objects of an equi pnent nodel,

such as nodel 5ﬁ3ybeﬁsedwitﬁ esentGhivantias 986 an\iticd of oedinhe sidi irfthe 28 and
nmet hods that operate on _the data.  (The set of attributes di scusse

her ei nabove are% mrggatgfhagﬁmdgﬁfén)toeﬂﬁw haye, othgy ayrpbersand BSOSt r uct ur e
that includes dgfigs do ﬁ%pﬁﬂlﬁ%tﬁ%eﬁﬁ&ﬁﬁ&ﬂt@ﬂaﬁﬂndfmgtfmm&n particular,
nt “node

obj ects of an eqw pne recal g |s a I%gl cal represent atlon

of a manufacturing fMedel 5@is prasentedia hieranchieal fomm, taqlydeg aobj ect s

model "an expl ore e %n%égﬂ‘ﬁﬁ‘ﬁﬁfﬁ?&??g@#’%ﬁ%fﬁm%%m% B o he
hi erarchy of nobase 569 of GIUh 560 ﬂhlst@tesmasyhoﬁnﬁrﬂ)deﬂﬂq mdmgnawmmmalm 02/ 05043
PCT/ UsO1/ 21319 szharsgotéﬁde%& %ﬁg;ﬁ%ﬁ%’ob%ct 9b4. eﬁﬁférﬁzﬁ?{x@%ﬁ&%&% kgl iar to

those of ordinary s a“processing a I's way, the

user's client aghpTyreat(5idh veixhihas abe pdunt"Eqmpm ' (Slbﬁbct‘&soth&r stirbutenidel . These
may then be us R i stothe
tool, or conpon%ﬁygsggg’%ﬁ@ehaf&egﬂg%ueﬁ %ﬁ% @)a%égsbgrlgl ces rom t he tool
through tloe inteet 580l et vahres 12 triesy b fispltyyed cin rGER5000bN selécting lequipogit c al
representatlon [ .CO pf .he.to h aging wll
be discussed h&? @E@e&%"wﬂ%ﬁﬁj W@@ﬂ‘w’? Iﬁbtgﬂ%]gen}’%ueﬁlﬂgﬁﬁts qn
illustrates a m&mpmofmbﬁmlmaﬂ%&ﬁﬁlpld‘b}cchhchmg,ﬂsed in an

enbodi nment of th rese 1{11 00 may be used in 10 conjunction
withauser'scﬁs 6‘&{5 Cel | sets 602A -C include the

set of attributes f (B‘qu@ﬁlentrmd@[&ﬁecﬁmtm ngdabﬂ 50804 ioCiglafeoadiing val ues
are 15 child object of equipment object 506. An attribute list and associated valuss
corresponding to atiributes of equipment module object (not shown in FIGURE 5)
may be displayed by selecting equipment module object 522 in the same fashion
as discussed above in conjunction with equipment object 506.
Other objects in model 502 include susbsytem object 524 and equipment
20 I/0 object 526. Subsytem object 524, an endstation, is a child object of the ion
implanter, equipment module object 522, and I/O object 526, a Faraday cup, is a
child object of subsystem object 524.
In accordance with object-oriented software principles, the objects of an
equipment model, such as model 502, are instances of classes which include data
25 and methods that operate on the data, (The set of attributes discussed hereinabove
are examples of such data) Thus, an object is a data structure that includes data
and code for operating on the data. In particular, objects of an equipment model,
which, recall, is a logical represemtation of a mamufacturing facility, include
methods for returning child objects of a patticular object. In other.words, a user
30 accessing an equipment model can explore the model, by for example "drilling
down” through the hierarchy of model 502, in similar fashion to drilling down
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di splayed in cell sets 606A C. Note that the value of attribute CbjType,
showmn in cell set 602A, has the value "equipnent," displayed in cell set
606A and aMIM8 nj 1D has the value "inplanter” cor rESHBHHRIE t o

equi prent obj ect 506, FIGURE 15 5. Note that the set of attributes in cell
sets 602A-C and values in cell sets 606A- Creflect the attributes in
attribute set 510 and value set 512 FIGURE 5. Additionally, GJ 600

i ncludes control button 608. Selection of control button 608, such as by a
"nmouse-click”™ or other simlar operation by the user, nmay initiate a :
request messagdhrbughra hitrerchyp of ditederies and files,clamilian td those éfvrdiaugRillen 20 a

sel ected attri val ue. fr e to V|ar the e i yent obj ect. nodel ,
whi ch message ﬁgﬁ é’f?)"&!sé%mf?“t‘ﬁéwé hr?BH@% f@ﬁ(’ BUER: i ned
obj ect ori ent exobjstsafitiecnateh mwayﬂﬁib@&eawmbfs cliedtlappiiRatich P! €.
Refer now to FlI RE? ] iq?tl in fl rt for arrethod 700 for
conmuni cat i ng %@ 1Y P°%Eﬂ‘°§°€5?ﬂ’§q‘leé dateppgervicssi o an 25
equi pments rmdel.&oml?aé t%b[ﬁfiﬂgﬁﬂ!%hﬂeﬁﬁdﬁh@ﬁﬁh@’ob;@&%ﬂr&ﬁ&ﬂcﬂ& to MeAbgiane unit
301 may be nf| ured totggmglim cate nessages between one of users 101 and

t ool s 103. Fiation of; t @r ospeneh iof Mpotipoks Puehemewaging wik det o

receive mssagaﬁmggﬁmemwmwﬁ&uanmmchat i on commnl cating in one
or nore object oriented 30_interapplication protocols, e. RM ,

CORBA, SOAP, HTTP ofIGURE:G illustrates,a partionefanather exemplanaGUL 6 chrms'age
Fur t hernore, eashseaﬁﬂlah%uoaﬂmﬂw&é%&ent%éﬁ@oﬁﬂcﬁﬁ%%1‘3&? ikl ig 1318

unit 301 may be conflgured to receive nmessages fromusers 101 in a

particul 8 ~ mapeniuction yith a yges clionfspreadshest appligationnCellents G024 insfude
application inkgr e ages from
2PP1 | 021 on, | MBIl 8 MmN BTN G VAP RIS
Application i nﬂ’éPlﬂEéénﬁﬁll &e’fsfﬁogbﬁ Nate that theoralviewl agibutaObiTyps, showmen sages
fromusers 101 e %#]ﬁﬁ n Sind r ot ocol
such as SECS O%:eﬁr’eSG tor ¥val§?e e#v)\‘o?l %g%@@ﬁgdﬁmma@g tgn Link.
Application i npélm&e%theﬁﬂlle mwﬁmspondmgto equipment object 506, FIGURE

15 5. Note that the set of attributes in cell sets 602A-C and values in cell sets 606A~ -
C reflect the attributes in attribute set 510 and value set 512 FIGURE 5.
Additionally, GUI 600 includes control button 608. Selection of control
button 608, such as by a "mouse-click" or other similar operation by the user,
may initiate a request message from the spreadsheet application for, for example,
20 a selected attribute value, from the tool via the equipment object model, which
message may be passed to the equipment model using a predetermined object-
oriented interprocess communication protocol, COM, for example.
Refer now to FIGURE 7, illustrating in flowchart form, a method 700 for
communicating messages between tools, such a tools 103, FIGURE 1 via an
25 equipment model.
Referring again to FIGURE 3, application interface unit 301 may be
configured to communicate messages between one of users 101 and tools 103.
Each application interface umit 301 may be configured to receive messages from
user 101 via a user application communicating in one or more object-oriented
30 interapplication protocols, e.g., COM, RMI, CORBA, SOAP, HTTP or a legacy
native message, such as a SECS message. Furthermore, each application interface
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configured to conmuni cate nessages fromusers 101C in a protocol such as
HTTP request over a WAN or the Internet, and receive nessages wapped in a
10 docunentwouwefsesas an HTML or XM docunent. A detail ed »E@soi/psion of

nmet hods and apparatus which may be used in such an application interface
unit may be found in the co pending commonly-owned U. S. Patent Application
Serial No. 09/496,009 entitled "Apparatus and Method for Wb based Tool
Managenent” which is hereby incorporated inits entirety herein. 15 Fl GURE
7-illustrates a flowhart of one enbodi nent of the present invention of a

met hod 700 for {uﬁfﬁmeﬁﬁhygeb&tﬁgﬁfea%%m@n&s dsORRR Ry 6) inPd BR4HL.  and/or

i ssuing service requests, control nessage, to one or nore tools 103

via an equi pnemnnmm, VEAN, EANgfaotomm Foxexamele, poplicgti ippinterfagdite,

software in a f%g §q1¥ Sehod qlgﬁg r
constituting an equ?‘%ﬁ%en é'%d éﬁg%%ﬁ) ﬁn@;iﬁ ment gg | ogi cal
gggresent at i (iglm‘C@M’?]RMI, GﬁRBA;)S@APaMMmen A@ﬂwmcﬁunitn step

a usef uc of . users ge to a
parti cul ar appl ?%@[ 8k A n?ﬁ%%de ﬁecf’w%%’fsgagéscﬁ? app |ca i on m?&gf ace
unh} 30%2\ requqﬂlcmn;mfmlamstmgpmto@hmahsms queresficlory, systemt 3/5 t
and/ or i ssuing a,seryvjce reques ssa romand/or to
a particular tob °t¥0?:."° °W§§?§@%d%bmg§%@ P@?‘\ﬁn@ﬂ%h@%glr i cul ar
user %8411 byha t&ﬁﬁg&edmoaonmﬂnb fohtt atdssages ﬁd&mrns&slmmﬁsaspf@ocehm?chmsrrent I'n
step t he e may be respondi ng one o
application i n{%ﬁﬁg RANES o e ‘38@53 %tlg\%@g‘ aggﬁsg FOAPREY Becess
particul agp 30 ddhﬁinbﬁaéubﬁ&slﬁtmw&Mio&ﬁﬂmﬂswgleﬁﬂecaﬂ@bmﬂﬁﬁldfn whi ch

comuni cat es nessages i.n accordapnce w.th . obj.ect orjented
i nterapplicati OWS%B%?&&W%W%%%?F & ARRYS AR pateace Wit ool | or

(equival ently Oﬁhfﬁéf&lﬁdﬁpﬂns%-pﬂfdﬁig%ﬂbb -&med@@/lPaBMAﬁrm&SenﬁmR HTTP

etc., in a variety of manners, LAN. For, exa

| t
interface unit No1/0%96.082 é@ﬁkﬁguﬁm agd e Medhade doty g §b‘%’?36&p£%‘g?2 on

Management" which is hereby incorporated in its entirety herein.

15 FIGURE 7 illustrates a flowchart of one embodiment of the present
invention of a method 700 for retrieving information, e.g., temperature, pressure,
and/or issuing service requests, e.g., control message, to one or more tools 103 via
an equipment model 302, e.g., OBEM™, As discussed hereinabove, software in a
tool server 102 may embody a software architecture constituting an equipment

20 model, e.g., OBEM, that implements a logical representation of a tool or tools,
such as tools 103, FIGURE 1.

In step 702, a user 101, such as one of users 101-101C, may issue a
message to a particular application interface unit 301, e.g., application interface

unit 301A, requesting information, e.g., temperature, pressure, status, and/or

25 issuing a service request, e.g,, control message, from and/or to a particular tool

103. The message may be associated with the part;'cular vser 101 by a thread in a
multitasking or multiprocessing environment. .

In step 704, the message may be received by a corresponding one of

" application interface units 301. As stated above, users 101 may access particular

30 application interface units 301 using an application which communicates

messages in accordance with an object-oriented interapplication communication
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101A in a protocol such as COM RM, CORBA, SOAP and HTTP over a LAN. 5

Application interface unit 301B nay be configured to receive nessages from
users 101BWOXPH3; i ve prot ocol such as SECS over a factREHUSIEIN net wor K.
Application interface unit 301C nmay be configured to receive nessages from
users | OLC using protocol such as HTTP over a WAN or the Internet. As )
previously described, to facilitate comruni cati ons between a tool and a 10
user across different data processing platforns using a multiplicity of

applications nessages between a tool and a user, nediated by the equi pnent
model , rressagegmf%gg %ée%‘k%ﬂlﬁébe‘?ﬁt&%lﬁcm@é?l) 88> GAMdRMI; EOBBdsess
conmmuni cati on, SOAPIMTAP &S AR SRrey U Miners K BTRVAN, LAN, UG RM,  CoM
and SCAP. Additionally, an application may uSe a native conmunrcation
protocol such #eplication inferiaveynit BHLA may be ed to-1ETeive pessasss from WdedsHT ML

page. In step ; L caitd | it | e nessage
in step 704 nja@@l{axt_rag?gghﬁﬁnﬁﬁﬁgﬁﬁ?ﬁghﬁggﬁ\%%a?e@ogg? g2"(°3‘ﬁ\’k'1exarrpl e
data requi red Applicatien interfass ol 39EBimay. baconfiguraldtoalsoaies meisagesadment of t he
recei ved nmessage.d f heul.ar i.nformation, e.g.,

t enperature, pres‘ggqig,bﬁls g?%@%&ra%orlnsg‘%e&g?ﬁgg%ﬁraef oY & WBPgmy
request to setApplisation inftrface uait 30EC angy be gonfigaredotot leadives Ribssage®ifidm  OF Ay

request notifi i . - cﬁfﬁge LN ue.of a paraneter.
Included in t h‘g%?ggg%mggm Caiﬂc’|8108futrgli§%sr ? amé’fﬂ’f’ﬁf‘tﬁﬂ *equi pment nodel
representing the tobdpredsyshydescaribeshdo fcilitits eormmimicationd bebbech A2oclahd #N IS t0O
be perfgymed, . i,cul ar vari e or.paraneter affected. 25 If the
request f|Us nei ! Eer rélég(rale%%ée"tstfhtfgmﬁ%quﬁﬁﬁ OT5pS WS Ay l?h%t"fﬁ\’ni‘ﬁ?t’rmfcat i on -
request, stepsmdskiges bétiveemal to6bahd hissr; udiatkdfbyrthd@fuigafhnOiodd ahéssddas ough
t heir " No" brﬁgfges gé\?g gt.hod 00 &rgo sses the request, for exanple, a
service reques B FCREEt YA AR sk Tp¢FSs corpmumcationy erydatey g
t hrough the apgpchaugeap@tdcold| Eiaitiphss meRde 1GOREAD %050 EOMNPGhLAL 6@ 2] 3] 8
QO herwi se, if AR& .rn%ﬂuest i s, ogne of a request to get data, set data or a
: o , an application may use a native communication protocol such as
15 - SECS or the message in a HTTP request or XML/HTML page.
In step 706, application interface unit 301 that received the message in step
704 may extract the content of the received message, for example data required by
the requested action. As stated above, the content of the received message may be
a request for particular information, e.g., temperature, pressure, status, from one or
20 - more tools 103 ; or may request to set a particular parameter, e.g., a control set-
point; or may request notification of, e.g., the change in value of a parameter.
Included in the message is a pointer to the object in the equipment model
representing the tool 103, or component thereof on which the action is to be
performed, and the particular variable or parameter affected.
25 If the request is neither a request to get data or set data, nor a notification
request, steps 710, 741 and 763, discussed further below, fall through their "No"
branches and method 700 processes the request, for example, a service request
suck as starting or stopping the tool, in step 708, through the appropriate tool
interface.
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notification request, the operations perfornmed may depend on the
characteristics of the tool 103, or conponent thereof. A tool 103 nay be
char act er i ZW@ 0285043 synchr onous source, a nutable 5 syncRITwsoys13sour ce,
and/ or an asynchronous source of the data requested in step 706 as

descri bed bel ow. A synchronous source may refer to a tool that supplies a
value to the user's 101 request for particular information, e.g.,
tenperature, pressure, status. A nutable synchronous source nay refer to a
tool 103 setting that nmay be set by user 101. Setting may refer to user
101 setting a parti ©theiiisd Cif ¥ tegiisisCineE AFRHAT 1 56 QUatad kG bha @
particul ar tool 183 to a particular value. Al asynchronous source may

refer to a par t9oBfeation reqyestithe opgrations perfrmed may depeod on fhecshamsetedstiont occur s,

e.g., value chaF@Rleol 103, orcthfnb@@Rrdsi ts.303 may be configured to
continuously nonitor its associated tools 103 for when an event occurs.

When the event occurstool H83 tmesy) be ehaeacterized amp tsymbenausy sowrej aymelehle prent 15
nmodel 302 st hat Sﬂmﬁnﬁl\‘ & C a%gﬂirmp RS0 08
configured tOsI nvo eﬁé; onu‘%t%h%{{gyot?gnn trty usgor%dﬁlflb%&o%% er Zlgft&based on

poi nter(s) to t76gwedescibed(bslowl G4 synthromone pouFckapayarefietoor olthitisupplisey be nade
by the nethod t e A e gbject determned in step
708 has an asyncu%g[ﬁ\(l)\@g Jégrl‘?r %:dg %@%@%&gﬁ%“g&ﬁ@&’é‘%@%ﬁﬁ’e TRRratite,
asynchronous s ssue,istatusur A enttabld Synthtenops saumet way teffertiti @ t0dlj108 setfis an

asynchronous s e t u uppl i by the asynchronqus source is
current, then ?%é?‘% \lﬁér%eﬁwg%régi‘i Seﬁﬁ&eqﬁ%g%r%mlpﬁ {'}Bﬁalp"%’ﬁ}ﬂ@%t, step
713 and tlPansf emtidble troparimetamssooiated atith aplicula o103 16 £ phrticRar vahie! ep 728.
In step 730, the ropriate application interf nit.301 may,. then be
configured to %*ﬁ'@%@ﬁ@%ﬁ%ﬁgﬁ ‘uﬁmt‘vﬁ@e&?ﬂﬂ’@% Vsﬁfi?ln nmessage
to user 101 i nwhanaareemcercinst fig) Retud ke | Toal iRfedhCalits 308 mdyer 732, the
nessage may be ferred to.t i ate user. 101 based on an address

tr h
previously pr oW’Eﬁﬁfp OREmIqUsly u@“@‘ﬁ%ﬁgg%ﬁﬁﬂ togle; 107 formhen, 34 g¥ent o st ep

710, if the pabe&mlwmﬁmebveh@&cdﬁ,emewatmﬁ_@éuhiﬁm&}xﬁ.ﬁﬁr&m s source
wth currlgntlyna/oﬁlellg’%2 ata, then a determ nation mazy be made

at the event occurred. Equipment model 302 may then be configured

to invoke a method to notify user(s) 101 of interest based on pointer(s) to those
user(s) 101.

In step 712, a determination may be made by the method as to whether the

parameter of the object determined in step 708 has an asynchronous source where

20 the value supplied by the asynchronous source is current. If the parameter of the
object has an asynchronous source where the value supplied by the asynchronous
source is current, then that current value is retrieved from the Jocal object, step
713 and transferred to the appropriate application intetface in step 728. In step
730, the appropriate application interface unit 301 may then be configured to

25 incorporate the received data value into a return message to user 101 in
accordance with the appropriate protocol. In step 732, the message may be
transferred to the appropriate user 101 based on an address previously provided by
the user's client application.

Referring to step 710, if the particular tool 103 does not supply an

30 asynchronous source with currently valid data, then a determination may be made
as to whether the particular tool 103 supplies synchronous source in step 734. If
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as to whether the particular tool 103 supplies synchronous source in step
734. If 15 WD 02/ 05043 PCT/USOL/ 21318 the particular tool 103 supplies a
synchr onou¥&BEFM¥2  then the appropriate tool interfacf 23S nay
retrieve the data value from the particular tool 103 in step 736. The
appropriate tool interface unit 303 nay be enabled to retrieve the data

val ue by a nethod of equi pnent nodel 302 in accordance with a native 5
comuni cation protocol of equipnment nodel 302, e.g., SECS. The appropriate
tool interface unit 303 may then transfer the data val ue to equi pment nodel-
302 in step 78 pafficelay tdolid0Fvapplies & symchnohonstsouree,ctherhthe appropriate $aokp 728 as

di scussed hergj f i Iy onuous
source, then aﬁ]he?%p‘ge te?d%IHL ion m?%%gg%g%&@gmﬁg%?ﬁoaépp ticular

t ool 103 suppl 736 Te appmopriete tand imderface unit 3@3 may be enablddi to rettibverthe datacurrent | y
no valid data,_sgtep 737. Jf o, .the reqgues ails step 739, and a failing
fesponse i o reTANEN ¢ e of Geupfibar BN 00 B sBoctarble Sl 5 S
described O hegnuhaticatioh dPotdddl o equipmesis ndyielt 302, €.l SEDS ArThetappmopsigre 740 t 0
communi cat od 5o et 73 ey dhen nareibe o bplte o SORAR AL,

Ret uni ng to st ggp 738), Thé villtemayp bieCsiimitiéated toabe!aset if fép W28 &, disciesed i n step

741 is a deteym.nation is nade whether the request is a request to nodify
a data el ement® %%, the operations perfornmed again depend on the

characteristics of frhheZfartioidr 1doB. 103N iSRP o Synchlorfbs sHhrbt tien 4S nade
whet her the tooqgl supplies a nutable syncbronuous sugqpé))?rt for .the paraneter

af f ect edl0 as pReeminaion rayshe madeyas fo whether the partipnlar toof J03 yupnliss ahet er
through the appfAfrériofis sdufle bubfod whith Sherd ROrertB MY wilidHital S 7IOEEAL | ON,

step 755 notifiés all users who have requested _notification when the

af fected par anta the reanesidpils sigp 739, and ;g dailing respanseyis setumnpdie theuserstepsient |y i n

conj unction W §38 94 hs fhbrAously diGivegauest is then returned to the wuser in

steps 728-732 as described previ OUSIX{ - .
Otherwise, step 737 proceeds by the "No" brand to step 740 to retrieve the

15 data value from the local object. The value may be communicated to the user in
step 728-732 as discussed hereinabove.

Returning to step 710, if the request not a request for data, then in step 741
is a determination is made whether the request is a request to modify a data
element. If so, the operations performed again depend on the characteristics of the

20 tool 103. In step 751, a determination is made whether the tool supplies a mutable
synchronuous support for the parameter affected, as previously discussed. If so,
step 753 sets the parameter through the appropriate tool interface. Upon
completing this operation, step 755 notifies all users who have requested
notification when the affected parameter is set, as will be further described

25 subsequently in conjunction with step 765. "The request is then returned to the
user in steps 728-732 as described previously.

Returning to step 751, if the determination is made that the tool does not
supply a mutable synchronuous source for the property in question, a
determination is made in step 757 whether the tool supplies synchronuous or

30 asynchronuous support for that property. If so, step 759, request fails, and this
status is returned to the user in steps 728-732 as described previously.
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Returning to step 751, if the determnation is nade that the tool does not
supply a nutabl e synchronuous source for the property in question, a

det er m nat i wo d2@seamde in step 757 whet her the tool suppl pemuspnctiisonuous or
30 asynchronuous support for that property. If so, step 759, request fails,
and this status is returned to the user in steps 728-732 as descri bed
previously. 16 WO 02/ 05043 PCT/USO /21318 Returning to step 757 , if the
determ nation is made that the tool does not supply syncbronuous or
asyncbronuous support for the property in question, then step 761 sets the

property in the '00%&%&%&@%@%&%&&%@%@ﬁ&etﬁét%zéﬁioesmtify

users of the property c , subsequent steps, are then executed, as
5 described pr esdpplysygchrongousron asygchronuouegnppart for ithe nroperiyde giastiomthean i s made

that the requesf.l Sz LREN
determ nation iésheﬂrrz6 e?ettssF‘gﬁﬁwﬂmﬁtgﬁﬂ%ﬁwﬁg%&%q#@%&% a ’rset gg?’ to be
notified when amoiifyesers efithé pmperty ¢ghanges and/ subsaeit isipps, avcihen exected,sas, t hen

step 765 stores reference to the user naking the request, 10 together
with the §bj ectd%ﬂ@eéﬁﬂﬁgﬁ%r pertaining thereto. An acknow edgnent of the

request is then ret Rehafing to tdpFAldEtheidateinkigation dvhaieshay fhaireqnestdenbt at eps
728-732. FIGQURE 8 jJlustrates a flowghart aof a nefhad f.o, tool access
control in acc %c'é@ %?f’ﬁgtﬁﬁ%&?fﬁ%%’i s}ﬁg?a?r%rfa%%és 'BP%S@PR §$32\7‘8’ﬁf‘%ﬁ‘5 That is,
WBLhod 8g0 Wayreli&suﬁad:eqwmarﬁerﬁ&ﬁlﬁa@tv}hemlamavmeﬁch @gaogfopa@ dnglfgr s ey
take with respect to.,a 15 particular togl. In ste A _request nessage

i s received frofeus Y, a%%i&%ﬂ&@%ﬁ“&@ﬁfb%%&@q. The
nmessage n@y I ecidgesther fathdhd/\dbjddt sl pRREdetct Portaliftng thGkto. A sdkrvedgnRiofof t he

tool, or request a service fromthe toagl, which massagee t hus__ accesses the

tool or conpondff requestisthen reiyasd fo tenser ip the prevepusly dispyspedatons 72%82%vet hod 800

may create an obj eClFIGEREE iithstelh dwichdt oftBhbth6d 80V fol fBI ackbsh coftrdl- . USET
101A. as illustrated_ by user object 950, FIGURE 9. Cb;'hft(;t 950 may contain
is,

an identifier ORecsElansewith & esbadirasnt of e presenhivetione method 80

may be used to control actions a user, or class of users may take with respect to a
15 particular tool.
Tn step 802 a request message is received from a user, for example one of
users 101A-C, FIGURE 1. The message may request data with respect to the tool
or a component of the tool, or request a service from the tool, which message thus

accesses the tool or component, as previously described.
20 In step 803, the method 800 may create an object associated with the
particular user 101, e.g., user 101A. as illustrated by user object 950, FIGURE 9.
Object 950 may contain an identifier of the associated user, for example user
101A.
FIGURE 9 illustrates a security wrapper architecture 900 in accordance
25 with the principles of the present invention. Software architecture 900 may
further comprise one or more security wrapper objects 911-915A in a wrapper
layer 901 that are associated with root object 912A, equipment object 912B,
module object 912C, subsystem object 912D and I/O object 912E, respectively,
which logically represent tool elements as previously described. Security wrapper
30 objects 911 A-E may collectively or individually be referred to as security wrapper
object 911 or security wrapper object 911, respectively. A detailed discussion of
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101A. FIGURE 9 illustrates a security wapper architecture 900 in
accordance 25 with the principles of the present invention. Software

archi tect W@¥®43my further conprise one or nore secuPCTPSHZMIer objects
911-915A in a wapper |layer 901 that are associated with root object 912A,
equi pment obj ect 912B, nodule object 912C, subsystem object 912D and 1/0O
obj ect 912E, respectively, which logically represent tool elenents as
previ ously described. Security wapper 30 objects 91 I A-E may col lectively
or individually be referred to as security wapper object 911 or security’
wr apper obj ect sefurity vn'emchll/és provided efirethéreloblaty.s clisig inptedothat saftwae 02/ 05043

PCT/ US01/ 21318 ' r v f [

not ed t hat sofqmvé %%gﬁﬁ%re %é’l %&P.o Wr%ﬁsn%ﬁfw*%curl ty
wr appers 911 andlnphadecmmlvmmes EHcmaytby assmnMrmtEhi:ﬂmpiq objecmamoazl at ed
with nultiple obje on,a ch meng eI 302.
For exanpl e, M‘W&FB‘ @Pﬁ"ﬁf TF‘ @G{B(ﬁa? ﬁ’é“l?ﬁﬁ!%ﬁ it
securitysw appmoan@ﬂclmmﬁ@@fumhwmmpaﬂmmwfmmmlmmwabj ects
912B. FIGURE 8 wll b r i,be on ti,on wi,th, FIGURE 9.
Retur ni ng Lo FiomRsstovice a8, FREIRE s Soll ne Afieropeiben oY eotiimion ity

I ncl ude accesspmm;ggql I nformation is accessed. In particular, the
configuration file_ 10 nay iLpcl.ude access_control, i nforggtsl op_with respect

to a group of user RePPRpg VRE $si8stepo3de apeandavmation, i ghichinay: 950,
FIGURE 9, or ah&lﬁdé‘@hésh’%ﬂﬁol m&:ﬁeumaccessaail MipdHRulay, theWdfifirataldly, a tool

itself, or a corrponent thereof nmay be viewed as a user, and user object

950 may 1or r esHaRBclude acgess cantra) formpation wifh sesrect tap gi9pe of useryipsluding | F| GURE
9 may be genergb @gbr bbirds SPEREANE wb@ mﬁmtw&m&%&ﬁé&%dl ng to
user

the user associated wt ] ec 950. A securlty wr apper | ayer, such as

wr apper | ayer ndividugllysddditipnally, 36@11%81?%&%?099‘1 Hhsrent gnag e viewed agps

806-816. In st %ﬁﬁu&%ﬂ@oe&g%h M&fe%%smhawdioﬁ&hﬂmmbwrsﬁﬁww vely
gener at ed. The secur | tﬁf Ber obj ect’s created
layer 901, FIGURE 9 may be generated in response to access information

15 corresponding to the user associated with user object 950.

A security wrapper layer, such as wrapper layer 901, FIGURE 9 may be
generated by method 800 in steps 806-816. In steps 806-816, security wrapper
layer 901 may be recursively generated. The security wrapper objects created,
which parallel comresponding ones of equipment model objects, depend on the

20 depth in the equipment modei hierarchy of the equipment object being accessed.
In other words, secunty wrappers are created as needed in accordance with the
request message from the user. Tn step 806 a wrapper object, for example, one of
security wrapper objects 911A-E is created. In step 808, a pointer to the
corresponding equipment model object, for example, one of objects 912A-912E,

25 is stored in the security wrapper object created in step 806. Additionally, in step
810, corresponding to the particular user, and the tool, or tool component being
accessed by the tool object model, are stored in the security wrapper object. In
step 812, it is determined if the current equipment model object corresponds fo the
object for which the excess request is being made. Ifnot, in step 814, process 800

30 proceeds to the child of the cutrent equipment model object, and retums to step

806 16 create the security wrapper object for the child. In other words, step 806~
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whi ch parallel correspondi ng ones of equi pment nodel objects, depend on the
20 depth in the equi prent nodel hierarchy of the equi pnent object being
accessed. Iwoairsess wor ds, security wappers are created PEg/USeRzige® i n
accordance with the request nmessage fromthe user. In step 806, a wrapper
object, for exanple, one of security wapper objects 911A -B is created.
In step 808, a pointer to the correspondi ng equi pnent nodel object, for
exanpl e, one of objects 912A 912E, 25 is stored in-the security w apper
object created in step 806. Additionally, in step 810, corresponding to

the particul ar amnmmgwe@ heﬁt%ﬂdeﬂﬁ&ﬁ@ﬁﬁﬂﬂ%kt@ﬂﬂﬁﬁ&&ﬁ&@d by the
tool object nodel, are stored in the security wadpper object. In" step 812,

it is determ nedfOI'W phﬂle@meﬁmﬂueeuabmmdmmhqébﬂ@étepé raé'm@t o the
bj ect f whi 814,
obj ect for whi chy, eei%tﬁgﬁtvf]xgﬁéﬁﬁﬁeéﬁ ﬁﬁﬁg&nﬂaﬁﬁ thfuséi‘Oﬁmt i r\:héh%?f

process 800 30 proce e current e grrent obj ect,
and returns to sqhapapgm@homﬁvmemmtheeaos@sacquomgamg v IoltapcB18f Brist he

child. In Qther s / y 4 drill
down t hr ough the eq "bdﬁs%&)or?%gfm%‘ger ar%ﬁijeg tﬁgf’ﬁggslt@toéem%%q’?ﬁ%bj ect
for which the amsﬂaedq(u&stequestlﬂns sagwcmbﬁeslmndmgmdmebsagsteeqavﬁlﬁf a
repointer to the cgorres dj per C r et d to the
user, that is, th R 1 SL5P 5%1’ {:hieeﬁet"u% 383?’] el?';le‘itr H?‘%ﬁn%l &e@% request
originated. |n sdapspGdding idquipment dm:ler robjeetd t@ap@ﬁmnﬂiehactammemﬂ es

stored in the object.step 810, Iﬁ‘iz %g ser can access the data or request
this service cor ?‘B@ﬁ’cﬁ"%@s? PR S ge received. If so, in step 820,

the secur imydvvlr apB_erRedan@igt' tol s?epom r11ﬁ11he sémhhpdrapfer' tfbﬁtéleCQﬁipﬂsh aneteng

equl pITEI’lt noae ect, to performthe actjgn regueste er.w acCcess
i s denied, step ‘%’gﬁtg ﬁé‘l%fﬂ’ﬁ 6"§{e%pg°go"‘51’°’ F%@%M?’tﬁm?ﬁ?a’tﬁper f or
t he equi prent mstained,aha&psteﬂosnm&e%ﬁ@&wﬂm@ 81@@&%@&18&31;@%9@ nter to

the wrapper obj ect returned, and in step ointer tq.the
security wrapper BEJT‘?E‘P o perfoEmy aptiphwithaRsprsttor the FrATmSPHebIgeE
particul ar acti gamaitéd) TheEpeReb, it R dei&ﬁniﬁéﬂﬂf@é@ékhs?%ﬁédmrm&eeﬂith In step
820, it is _detennined if access is permtted in accordance with
15 the access confrol information stored in this corresponding security wrapper
object. If access is pemmitted for the particular action, the corresponding method

of the equipment model object is invoked, step 822 otherwise, access is denijed,

—

step 824.
In this way, the security wrapper objects, such as security wrapper objects
20 911A-911E in FIGURE 9, operate as “filters” fo control access to a tool,

component thereof. Note that additional security wrapper layers, such as layer
901, FIGURE 9, may be built in accordance with control information in the
configuration list to provide additional "filtering”. It would be recognized by
those of ordinary skill in the art, that a second security wrapper layer built in this
25 way would be include security wrapper objects analogous to objects 911A-911E,
FIGURE 9, in which pointers to the corresponding security wrapper objects in the
first layer would be stored. In this way, an access request to a particular
equipment model object would be serially filtered in that the access request would
pass the pointer to the security wrapper object in the second layer to the method,
30 as described in conjunction with step 820, which method would then pass the
pointer contained in the corresponding security wrapper object in the first security
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15 the access control information stored in this correspondi ng security
wrapper object. If access is permtted for the particular action, the
corresponWO/s48hod of the equi pment nodel object is PCRGOMESEt ep 822
othmwv i se, access is denied, step 824. In this way, the security w apper
obj ects, such as security wapper objects 20 911A 911E in FI GURE 9, '
operate as "filters" to control access to a tool, conponent thereof. Note
that additional security wapper |layers, such as layer 901, FIGURE 9, nmay
be built in accordance with control information in the configuration |ist-

to provide adddriﬂpeﬂaiyer,fi:ﬂdre\ﬁﬂﬂgg mldccm%rdmbdetd&rﬁﬂm&mddxmsseﬂhmse of
ordinary skill i,n t sec securl built in
this 25 way wSeHERdY %‘I%ﬁ?eﬁge?f "B‘H{%E‘i‘?gﬁ E{fﬁﬁé‘e‘fo obj ect s
911A- 911E, FhﬂuBEﬁr&,layd@prﬂcﬂhothé ﬁélﬁtei pasbh@thmhétﬁwm&aﬁ&l weaMrity

wr apper objects_in the irs er mgqlis(géfﬂ%e@ﬁmed I n th vvay, an access

request to a PKe acHRCHALY WIM

#Mop fi|tered
in that §he aceffifed BEAS Fﬂm m%&essﬂal poirér td e iMRCAREGE ey W apper
object in the second Ia er to thod, 30 as described in conjunction
with step 820t°°kﬁf@ﬁe‘#§1’m%°w en pass the pointer contained in the

correspondi ng secupithyughiiiaGhod BérRfiter plodhctlan® St 4rf destIhedO 021 05043
PCTI US01/ 21318 vvrappergwi’ayer af ter r@kl ng an access gr ant ﬁerm nation

as di scussed nmcmmeﬁ}omrmth several ﬁlﬁbmwfﬂzbls T dntended to hehnnfe@ftq wpondi ng

security wap ié@e’ I 1,&&9 gt er pass
in the nethod nvocatl on V\t?)]‘lﬁ tontgéégclfjn“ t%/ gl‘rgg[rlﬁ eterm natl on based
on the a@cess abiematives, moddifinationsiand eguivalnisian cth beweesonably inlndedwithinant of

access, pass 'tﬁe}P?ﬁoug %@%@@%@KRE@&&B&@&BE@@&&&% .ﬁ,ftﬂﬁm ui prrent

obj ect met hod , conputer uct and system are
descri bed i ntbthederdings aré vsed only doradrgasivistictiahpyrpeses and rot meant t¢ hméinded t o be

limted to th rth herein, but on the contrary, it is
She 52 df&ﬁeldﬁé ﬁgx}ﬁrecﬁ rein, | (

intended to cover Ives, nodifications and equivalents, as
can be reasonably included within o

20




the spirit and scope of the invention as defined by the appended clains. It
Is noted that the headings are used only for organi zati onal purposes and
not neant tawooamsi4s t he scope of the description or clai wme1/U8€/213183\\O
02105043 PCT/US01/ 21318 CLAIMS: 1 1. A process for autonated tool
menagenent conprising the steps of. .2 issuing a nessage in a selected
protocol by a user, wherein said nessage 3 conprises a request to perform
a selected action on said tool, wherein said 4 nessage conpri ses one or
nore of data and a pointer pointing to an object in an 5 equipnment nodel
of said tool, wgrsamMssai d equi pnent nodel conprises a logical 6
representation of said tool; 7 receiving said nessage via an
object-oriented interprocess; 8 invoking a nethod of said object in
response td sai d. poi Atprocesafdr adomited3oc] alapagemdntacaniprising thesteps of: i f sai d
nmessage i ngl udes data, .then passin | t 10 i haod: and 1 i
transferrifig a val ue1s§\8n%g,lfn&9§3§ee ,a%%gpﬁ%@W%ﬁﬁeﬁﬁgéaeg*%% wth
said 12 rgquesicosiphss i 0reqasst t¢ perfortiad acledied actioheonredit acolasvhereini sabdl i n
claim1l further conprising the step o extracting,one, or re.of said
data and sfid pg?eﬁ%g? "‘8@%&? Wer%wg‘?/%{)d“%aaa“ﬁ@s@é’&g.l’%?%gg t"l’ﬂé&g?“g&a@s as -
recited inscl ai gydipmuiteicdelof shid S6ul,dvtictdn said eqifpripy Mods] eadprises 2logldl ce and

i f said value associ at ed \%ﬁt,h sgi d requested action is current, then the 3
met hod furPher EERFRRR@ REdOOENs of . 4 transferring said value to an
application interfacfceing s meRhgé varkit ddpRPériented ieklocesgher ei n sai d
application interface unit interfaces sald _user w said, 6 equi ppent

t
model ; 7 i Bcor por at | Wyoking & methedeof §9id) olyjeqt dn IpsRoRREfe £F1d RAIRtT I $8ikr ;. and

9 selected action, wherein if said message includes data, then passing said data to
10 said method; and
11 transferring a value to said user, wherein said value is associated with said
12 requeéted action and said data,

2. The method as recited in claim 1 further comprising the step of:

2 extracting one or more of said data and said pointer of said received
message.

1 3. The process as recited in claim 1, wherein if said tool is an asynchronous

2 source and if said value associated with said requested action is current, then the

3 method further comprises the steps of:

4 transferring said value to an application interface unit by said equipment

5 model, wherein said application interface unit interfaces said user with said

6 equipment model;

7 " incorporating said value into a return message fo said user; and

8 transferring said return message via said object-oriented interprocess

9 " communication to said user in response to an address provided by said user.

D
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8 transferring said return nessage via said object-oriented interprocess 9
comuni cation to said user in response to an address provi ded by said user.
4 Ms 21WNPP39485043 PCT/ USCt/ 21318 1 4. The process BRVVWRBEH in claim
1, wherein if said tool is a synchronous 2 source, then the nethod further
conprises the steps of:' 3 retrieving said value fromsaid tool by a too
interface unit, wherein said 4 tool interface unit interfaces said tool

wi th said equi pnent nodel; and 5 transferring said value to said equi pnent
nodel. 1 5. The process as recited in claim4 further conprising the steps
of- 2 incorporating said value _into a return nessage to said user, and 3
transferking 4aid proeessres testied inoclaim Bwnilfﬁﬁl‘g?sbﬁsésmh@mladdress 4

provi ded, by sai m E%ﬁrﬁsﬁs iged in claiml1, wherein if
said tool is ﬁ% ééﬁ%?(t)tfe]%%od asePnc onoﬂ%s@gﬁcj&r%e and a_synchronous source
or if sad tool i srelievingsaidivalye sgd ool by @ tedl dntedfere amnitowhaeipsidd a current
val ue asgoci a .\ ' ' JS) thod further
conpri se‘g thekog’?leﬂéér%ape:&ghgte r%ggﬂi%g)gggﬁhaggmmﬁérﬁg%ogaﬁa]%abase of said

equi prenf nodel . 1trahsfefiiing saidoalne $o mid egaipniestimodel.cl ai m 6 further conpri sing
the steps of 2 incorporating said value into a return nessage to said

user; a 3 t kansf | I.d.: %ﬁﬁg .SAl | N response to an
addressnp4 pr§Vi de %@%gf%n%ﬂée?fﬂ’é{ﬂg e %ﬁ%@ﬁ%@e%%ﬁed in claiml,
wher ei n Zai d i nt er pcopersting faidoeneuntp o actimmessagp fo satuser; padt ocol sel ect ed
fromth foIIoanW ' | GC@Q 5@{7? d

| nvocat ie3on( RNIT), ol rrpfe’(ta‘ﬁ.f)%éesgzt%E %&?cess 'Ot 0CO &?‘5%@ SECS,

GEM Hypker Texprdvided bp sdidnggnage (HTM.), 5 Extensi ble Markup Language (XM).
1 9. The nethod as recited in claiml1, wherein said nmethod of said object

s 1 6. The process as recited in claim 1, wherein if said tool is not one of an
2 asynchronous source and a synchronous source or if said tool is an asynchronous
3 source that does not supply a current value associated with said requested action
4 then the method further comprises the step of:
5 retrieving said value from a database of said equipment model.
1 7. The process as recited in claim 6 further comprising the steps oft
2 incorporating said value into a return message to said user; and
3 transferring said return message to said user in response to an address
4 provided by said user.

1 8. The method as recited in claim 1, wherein said interprocess
2 communication comprises a protocol selected from the following: Component
3 Object Model (COM), Remote Method Invocation(RMI), CORBA, Simple Object
4 Access Protocol (SOAP), SECS, GEM, HyperText Markup Language (HTML),
5 Extensible Markup Language (XML).

b

9. The method as recited in claim 1, wherein said method of said object is
invoked to remotely access and electronically diagnose said tool.
1 10.  The method as recited in claim 1, wherein said data in said message is
2 notification data.

2 R AR
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2 invoked to renotely access and el ectronically diagnose said tool. 1 10.
The nmethod as recited in claim1l, wherein said data in said nessage is 2
notificati owodatswas 22 111111huH QII VITITI11111 p C L SPACHISMRGHN 05043
PCT/ 0S01/21318 | It. A conputer program product having a conputer readable
medi um having 2 conputer programlogic recorded thereon for automated tool
managenent, 3 conprising 4 programm ng operable for issuing a nessage in a
sel ected protocol by a 5 user, wherein said nessage conprises a request to
performa selected action on 6 said tool, wherein said message conprises
one or nore of data and a pointer 7 pointing to an object in an equi pnent
nodel of gaid tepl, Abefsitdt pecpidin pgdwmnga&mwlmad&ipmemmmgl cal
repr esent atlon of said tool; a oper e, f eg sai d
nessage viza an SRV HPgré‘Ht@gw Tﬁg’ ?ﬁ?ﬁﬁ%&:@ “?"d‘?ﬁ%‘iﬁ‘ﬁ. Cath %ﬁ&r%%t’
programm g opeigihRingOr i nvoking a method of said object in response to

12 said pointer and said selected actjon, wherein if %a%eg ﬁﬂf I ncl udes
data, ther 13 passimiegrammisgppemable Jorisfung A wes5aE° I A feks ,p%%

operabl e for trans vﬁ{&éﬂ'&@m&é&é@o&@ﬁ'ﬁe&&&fm la'%eﬁétb&iactibﬁ dnal ue is
associ ated with sdid requested action and said data. The corrputer
pr ogr am préoduct said tqobcwherain s¥d @nessage COMPRFC KBS OF BIOFY P%@@a aﬁdﬁrﬂ%ﬂt i ng
operabl e for e ﬁd@@g’ t 0dd ofl Pt @Wh&@incbmd%ﬁ piter of
sai d rece|7\?ed n%ssaétggﬁgggct ng&t er p?o?ﬂoar% product as rgiéllted in
claim 11, Meremddfcmssisabsicalrzﬂ#@nfa@naﬁyﬁ bnous source and if said

val ue a55qpi at od W o ghflaf SRR, 6 ABHIAP axd nichnf i objéchBnlle

conput er program pr conpri ses
10 interprocess cornmumication;
11 . programming operable for invoking a method of said object in response to
12 said pointer and said selected action, wherein if said message includes data, then
13 passing said data to said method; and
14 programming operable for transferring a value to said user, wherein said
15 value is associated with said requested action and said data.

12.  The computer program product as recited in claim 11 further comprises:
2 programming operable for extracting one or more of said data and said

pointer of said received message.

13.  The computer program product as recited in claim 11, wherein if said tool
is an asynchronous source and if said value associated with said requested action
is current, then the computer program product further comprises:

programming operable for transferring said value to an application
interface unit by said equipment model, wherein said application interface unit
interfaces said user with said equipment model;

programming operable for incorporating said value into a return message
to said user; and

programming operable for transferring said return message via said object-
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oriented interprocess communication to said user in response to an address
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provided by said user.



4 progranm ng operable for transferring said value to an application 5
Interface unit by said equi pment nodel, wherein said application interface
unit 6 i WeP¥BEBs said user with said equi pnent nodel ; POTEREGIHERMI ng
operable for incorporating said value into a return nessage 8 to said )
user; and 9 programm ng operable for transferring said return nessage via
said object- 10 oriented interprocess comunication to said user in
response to an address 11 provided by said user. | Vol 11111111 1111111111
23 ¢ WD 02/05043 PCT/USO1/21318 1 14. The conputer program product as '
recited in claim1l, wherein if said tool 2 is a synchronous source, then
the nmet hdd f urldher The npmputerprogram prodpet as fecBedinaipimrirti whereindf sid ook or

retrievigg said _value fromsai.d t.00l al ipterface unit, wherein
sai d too? I nt é??%@ﬁrﬁﬂﬂs?‘ﬁfegm&%esm%@%ﬁf%%FWé {:511 i%{fps%f?equi prent nodel ;
and 6 pr8gramming eetaairhiag foperatile forstetrieving gaid aiabhe\fron eaid doot dych tealii pnent
nodel . 15. .The, conput er progr.am product Jecited i.n clai.m 14 further
conpr i seé 2 ﬁ%ﬁ?‘irﬁ‘?”ﬂf g%pgtoylo}n?qrﬁ% r'ﬁ'ﬁ%@s ssaﬁddtoggmtglmo a
return ngssagesquipmiest ibddel] abser ; and 4 progranm ng operable for transferring
said retyrn nessage to said user in, 5 _response tq an. address prqvi ded by
said useP. 1 16, TRIPECUNHEPOPHeF HAFTR R Bl B SRt maich 11,
wherein if said tool 2 is not one of an asynchronous source and a

synchr onaus solt ce The coripuseripebgiramo product asrecifedds ylaimin 1 Hfuvther compriges: t hat does
not supply a current val ue as fed action then

saci ated w th. sai 4 r.eques
The compdter progr HerETe PPaRiin rdtsoiboislind 3e el 50 gy eb b rEshes
retrieviBg saitdss@hseg abdom a dat abase of said 6 equipnent nodel. 1 17. The
coMput er jPr ogr am Praduct, 83 op st £ durGhill T ol iSlpe SOIRY bikeS:

5 response to an address provided by said user.

16.  The computer program product as recited in claim 11, wherein if said tool
is not one of an asynchronous source and a synchronous source or if said tool is an
asynchronous source that does not supply a current value associated with said
requested action then the computer program further compxises:

programming operable for retrieving said value from a database of said

A L A WN

equipment model.

17.  The computer program product as recited in claim 16 further comprises:
programming operable for incorporating said value into a return message

to said user; and
programming operable for transferring said return message to said user in

B B W N ==

response to an address provided by said user.

18. The computer program product as recited in claim 11, wherein said
interprocess communication comprises a protocol selected from the following:
Compoment Object Model (COM), Remote Method Invocation(RMI), CORBA,
Simple Object Access Protocol (SOAP), SECS, GEM, HyperText Markup

Langunage (HTML), Extensible Markup Language (XML).
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2 programm ng operable for incorporating said value into a return nessage
3 to said user; and 4 progranmm ng operable for transferring said return
message to waloshodes£r in 5 response to an address provi decr/ispr/sdisad user. 1
18. The conputer program product as recited in claim1l, wherein said 2

i nt erprocess comuni cati on conprises a protocol selected fromthe

follow ng: 3 Conponent (bject Mddel (COM, Renote Method I nvocation(RM),
CORBA, 4 Sinple bject Access Protocol (SOAP), SECS, CGEM Hyper Text Markup
5. Language (HTM.), Extensible Markup Language (XM.).
trrerererrerererrHrerrrr . 24 CL Ms W 02/ 05043 PCT/USO /21318 1
19. The cqmput etq pr Frﬁﬁp&&ﬁ' i iR ciRinh 111, WiRkedi Raidai d 2
met hod onlsai d g%j e%%&g@(& to ren%% gﬁd#‘sﬁﬁgs@%d el ectronically

di agnose B sai thethodbf said chjectlivinyoled de comateli aecars dsinghenically dingpesey i n
claim1l, wherein,said data in 2 said nessage is notification data.
Litillij ﬁllllf’allq'?? 1 1# 1 11 L S 25 W 02/05043 PCT/TJSO1/ 21318 1 21.
A system conprising: 2 a processor; 3 a nenory unit stori_ng,&aconputer
progr am oper abl 20.f orThstcompwter programpadaet as zecitedd claim & havherisadsiatagdt onat ed

t ool managenent; .and 5 t coupling the processor to the nenory,
wherein t co @Fssa%%%lgoglg%@ﬁiidgmoper able for performng the follow ng
programm ng steps 7 issuing a nessage in a selected protocol by a user,
wherein said 8 nessage conprises a request to performa selected action on
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9 said nessage conprises one or nore of data and a pointer pointing to an
object in_10 an equi pnent nodel of said tool, wherein said equi pnment nodel
conpri ses WO OYSM3| ogi cal representation of said tool; 1DCHEIM ng sai d
message via an. object oriented interprocess; 13 invoking a nethod of said
object in response to said pointer and 14 said selected action, wherein if
sai d nessage includes data, then passing said data 15 to said nethod; and
16 transferring a value to said user, wherein said value is associated 17
with said requested action and said data. 1 22. The systemas recited in
claim 21, wherein the conputer programis 2 further operable for
perform hg t helf ol |Acsysteny, gngyismgiri ng step: 3 extracting one or nore of said
data and,said pointer of said received 4 message. 1 23. The system as
recited Fn claim 23 PIORFEPRai n if said tool is an asynchronous 2 source and
i f said gal ue assoangirdily wit storiigiadompataeibgamapeiable forstottap b edputésnen the 3
conputer ,programis furtlhfr gtgert?ﬂ?e for glgrfpr I ng the foll ow ng
programmfrng AT gperable for sutbmpted ool management, and; " a1 application interface
unit by said equi paBid sysfem Goilpling tHEroEdsbr 36 tHd nadditiry, GiHiehediMthe Béapft@ce uni t
interfaces said user wth said 7 equipnment nodel; 8 incorporating said
val ue infPo a m%%‘%m&@%m@%&%@%‘gwsﬂ RERRR
1111170 1 5Ji 1111111111%4c3nifg & mesHiEd B4 8618t fotdchiShl & Ddez 1 Rher@intsa@@nsf erri ng
said return nessage via said object-ogriented inteyprocess 10 communication
to said fser iDESFASE SORIBHSE & Taqpestda Pedap Selechedagiipn on; sgid foely whereln)  The
system a§ r ecCighidGndsihg borhphiséd one/¥ReoRé 6 data #@iaDol& poinfind tood UbPROUS 2
source, then the conputer programis further operable for performng the

1 an equipment model of said tool, wherein said equipment model comprises a

11 logical representation of said tool;
12 receiving said message via an object-oriented interprocess;
13 invoking a method of said object in response to said pointer and
14  said selected action, wherein if said message includes data, then passing said data
15 to said method; and _
16 transferring a value to said user, wherein said value is associated
17 with said requested action and said data.
1 22. The system as recited in claim 21, wherein the computer program is
2 further operable for performing the following programming step: '
3 extracting one or more of said data and said pointer of said received
4 message.
1 23.  The system as recited in claim 21, wherein if said tool is an asynchronous
2 source and if said value associated with said requested action is current, then the
3 computer program is further operable for performing the following programming
‘ 4 steps: '
5 transferring said value to an application interface unit by said equipment
6 model, wherein said application interface unit interfaces said user with said
7 equipment model;
8 incorporating said value into a return message to said user; and
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3 follow ng progranm ng steps: 4 retrieving said value fromsaid tool by a
tool interface unit, wherein said 5 tool interface unit interfaces said
tool with savdoegsuwispnent nodel; and 6 transferring sai d vaimusot/zissai d

equi prent nodel. 1 25. The systemas recited in claim?24, wherein the
conputer programis 2 further operable for performng the foll ow ng _
prograanani ng steps: 3 incorporating said value into a return nessage to
said user; and 4 transferring said return nmessage to said user in response
to an address 5 provided by said user. 1 26. The systemas recited in
claim 21, erein if 0Ql: 41 0 o] rce and
a synchrongﬂs source %%ﬁaph%§+%1%%%1EF%anqgggﬂgﬁﬁgﬁgﬁgﬁﬂaiB&&?g %hat does
not suppl y0a curcommunicationdo saiduser intresgonse tdansditlsspropidesltbydaidoser.on 4 t hen
the conputer programis further operable for performng the follomﬁng 5

progr amm n ste 6 f ﬁgf qui prment
nodel . 1 Th?sys?ﬁémsla?ﬂr%grf%%gqn\éﬁwgllnﬁg M erern ?he corrpu ;
program i 52 2 fmoﬂrbaarﬂmapeﬁhabbmplﬁarpmgtaﬁonsnﬁu@et r@erhbiblhmpeg'oqnnngrt?mnn ng

st eps corp l.hg said value into a return nessage to said user; and 4
transferrlﬂg sa%&ﬁ“@? g‘ﬁ%?%“rggsgep?’o said user in response to an address 5
provi ded bg sai d usefetridvitg)d&iil lralue %?nk&ﬂ%l%ﬂﬂ@lﬁﬁ&fah&ﬁﬂit&m&said 28. The
system as pecited,i ai wher, sai d.j nterproc conmuni cat i on
conprises & pro @&ﬁ“@@?‘é‘gﬁ’ﬂ%ﬂ?‘feﬁ?ﬁuf Y@WAOW ?f%faﬁ@qz\t 3 bj ect

Model (COM;, Renote mmgswmbtaa{d%thpmnm Sinple Object 4 Access
Protocol (SOAP), SECS, GEM HypexText Markup Language (HTM.), 5 Extensible

Mar kup Lan uageggi(lc\i/L%B&] é@gﬁg} a;”r]eec:tgﬁl?ﬁ S %r %’e}md | ncm(i’!p p?o]gt vvherel n

sai d nmet ho
2 further operable for performing the following programming steps:

3 incorporating said value imto a return message to said user; and
4 transferring said return message to said user in response to an address
5

provided by said user.

26.  The system as recited in claim 21, wherein if said tool is not one of an
asynchronous source and a synchronous source or if said tool is an asynchronous
source that does not supply a current value associated with said requested action
then the computer program is further operable for performing the following
programming step:

retrieving said value from a database of said equipment model.

A N B W N e

27. The system as recited in claim 26, wherein the computer program is
further operable for performing the following programming steps:
incorporating said value into a return message to said user; and
transferring said return message to said user in response to an address

provided by said user. —_—
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2 invoked to renotely access and el ectronically diagnose said tool. 1 30.
The systemas recited in claim?2l, wherein said data in said nessage is 2
notificat MSWOZPAR4A. (101100 onrin T 12121 110 1111 REVUSSE3ES 02/ 05043
PCT/USO1121318 1 31. A nethod for tool access control conprising the steps
of 2 receiving a nessage sent by a user via an object-oriented )

i nterprocess, 3 wherein said nessage conprises a request to performa

sel ected action on a tool, 4 wherein said nessage conprises a pointer
pointing to an object in an equipment 5 nodel of said tool, d generating-a
security wapper layer, wherein said, security wapper |layer 7 provides a

| ayer ofl prot é8ti ohtt ovetamd 2 qifcReenie AAB| 2lanwhesein, said| fjerarosessurity

wr apper 0bj eChohfhusishtidn TofmpfitesYa ProRIRBE beldctiCrom WHE F6ll vink: Chnijfoh&iter to a
correspondi ng _equi prent _nodel object is stored in said securit 10 wr apper

obj ect. 31 32. Obitet Mods) 0M3, Remoitq Mathod Invoeation@MD), FRRBA SimpleQhject

correspgndi ng It dUSE d bg ' m@&h%d%&h ?iﬂﬁﬂﬁing to

sai d regﬂest fﬁ%ﬁggﬂioinpgyﬁggs?ggkalgig%?respon |H§i§%%%$% y wrapper

obj ect i% tralstensible pdangnages@¥MLY 33. The nethod as recited in claim32
farther conprising the step of 2 determning if said selected action on
said toof canshe PeRd Ghhs riited of ERRPRE Syefbif AP RbiHol of Said bbbl 1 SaI d -
correspondi ng_security w apper o ject._f 34. The Uethog as recited in claim
33, wher%i n i fnvekgdio samately acgessand electennicgly diagnpse s toelan be perforned then
the nethod farther conprises the step of: 3 invoking a nethod by said

cor respondi ng36.eCUThd sstémaddnecited th RMeim 129, wilerbia!shidl ditSRl idRbkR action. 1
11iil 1121111 11111 11111 11 1111 CL H 29 WO 02/05043 PCT/ USOL/ 21318

notification data.
* [4 L ] S *
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1 35. A conputer program product having a conputer readabl e nedi um havi ng
2 conputer program|l ogic recorded thereon for tool access control

conpri si ng: wo pdegzanm ng operabl e for receiving a nessagerTagpizibyg a user
via an 4 object-oriented interprocess, wherein said nessage conprises a
request to perform 5 a selected action on a tool, wherein said nessage
conprises a pointer pointing to 6 an object in an equi pnent nodel of said
tool; 7 program m ng operable. for generating a security w apper |ayer,
wherein 8 said security wapper |ayer provides a |ayer of protection to
sai d equi pyent 33 mOAGhemEH Yor thOY debGbdntiel dmpRGHS inb¥teld GOPEr Obj ect in said
security wapper layer, wherein a 11 pointer to a_correspondi ng equi pment
nodel objedt is stor tageiving samessagecient by 2 U vig apbjcchericated intempaegressThe
conput er pkrogra G = recl i .B%iﬁm 11k i 2
Correspondlgng e%ﬁ%ﬁ%%ﬁ%ﬁe% {éxgétéairgqv.%gtﬁg 0 jeca\tm%g%gos%%n ?dn‘gdfo said
request 34t hen whepbi sidmedsegesainprises ar piiareintige Seauobjecs imamppuipmenbj ect i s
transferred to i Msek. 1 37. The conputer program product as recited
in claim3b fur ?ﬁdﬁoﬁﬁgﬁ%’es: 2 progranmm ng operable for determning if
sai d sel ecbed acti ongenerating d staueity wihppariayee, wlerdio said deanrity wepperdayet 0 access
rules storgd in _sald correspondi.ng, secur .t 4 wrapper object. 1 38. The
conputer p ograr?foﬁ’?‘%ﬁﬁ&yﬁa%%f"é%’m"g@ eﬂ?‘ﬁ%?ﬁt?f’\,%lvﬁ@r einif said 2

sel ected agtion on séakeslitgQatcuitywiapped ebjketin®dd dchaity tvitappeardayen tveierdi #9r am
product 3. further cqnprises: 4 progranmmn perabl e for .invqking.a nmethod
by said cofr espd’l‘ﬂﬁ'ﬁ‘ﬁgo %WPM Mmﬂﬁ?@ﬁe@&g sﬁ@?éd‘?ﬁ?‘@aﬁeﬂ%}%quest ed
action. thol Il virhgpetothdck N 1111 1 111l * CLMS 30 E~:

32. The method as recited in claim 31, wherein if said corresponding
equipment model object is said object corresponding to said request then a pointer
to said corresponding security wrapper object is transferred to said user.

1 33.  Themethod as recited in claim 32 forther comprising the step of:
determining if said selected action on said tool can be performed in

3 response to access rules stored in said corresponding security wrapper object.

1 34. The method as recited in claim 33, wherein if said selected action on said
2 tool can be performed then the method further comprises the step of:

3 invoking a method by said corresponding security wrapper object to
4 perform said selected action.
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WO 02/ 05043 PCT/LTSO1/ 21318 1 39. A system conprising: 2 a processor, 3 a
menory unit storing a conputer program operable for storin conputer 4
program oY @UM3f or t ool access control; and 5 a bus s‘i%'l’&?i’é@!ﬁbl ing the
processor to the nenory, wherein the conputer 6 programis operable for
perform ng the followi ng progranmm ng steps: 7 receiving a nessage sent by ‘a
user via an object-oriented 8 interprocess, wherein said nessage conprises
a request to performa selected 9 action on a tool, wherein said nessage
conprises a pointer pointing to an object in 10 an equi prent nodel of said

tool; 11igenenating @n@mupmwmmmehadmtcommrmdablsm@uﬁﬁMgt y Wrapper

12 Iayer provi des a | ayer r ot.e ui nt mpdel; and 13
creating®a se(‘,’?m?'ftﬁr qu ?dct&‘ e%‘hﬁt"ﬂmg g t‘%ﬁm CORESIEL ver 14

wherein @ pointer fn@gﬁnﬁﬂﬁg &Qlﬁlélf&grdéél r@ﬁiesdi@é@éntﬂiy 8 Giser! ¥ia dnOr ed i n
said 15 securlty wr tgger Obj ect. 40 The systemas recited in claim 39,

wherein #f saPbicEtmricaten BRerpIngess. Ivherrin S mpssAgsAOMPEETE aTeqde 1 BeriPTy; ect
cor r espogdi ng glsPlestad Sktiofl SH@Ibol! Whdteid sﬂalﬂ&ﬁec&ﬁ&éaT&n&e pbiRfRPRdI Ng
security wrapper object is transferred to said user 41 The system as
recited $n cl &Pﬁbmmmmﬂéme@ﬁlﬁﬁﬁa&m@sogram is further 2 operable for
perform4pg the fol %gégg&m 3 SRy BOlabdr SRbinSe! ected
action on said tool can be rfor !ﬁgg rgsponse t aggess rul es stored
in said %orres‘?}érﬁﬂﬂi@ymﬂv aolﬁy@'c?f protegtion Y gaideeguipments reci t ed
in clain4l, ‘Mbﬁﬁleh{h'f said selected action on said 2 tool can be
perfornmed the e conputer programis further operable for 3 perform ng
the fol 1w ng progmmmmpwwmﬁkﬁmgmésmmmb?dbluwberﬁm@spond| ng
security;w appes.0hi ec E?pqn%F@ EcfufiodEh S ti.0 | I
T IX} e p q+IEdI E(ir} 51 £ Blolei @Jj&?@%@&l O8hid Lcc{lgy

.12 wrapper object.

36. The computer program product as recited in claim 35, wherein if said
corresponding equipment mode] object is said object corresponding to said request
then a pointer to said corresponding security wrapper object is transferred to said

W N =

user.

37.  The computer program product as recited in claim 36 further comprises:

programming operable for determining if said selected action on said tool
can be performed in response to access rules stored in said corresponding security
wrapper object.

AW N =

38. The computer program product as recited in claim 37, wherein if said
selected action on said tool can be performed then the computer program product
further comprises:

programming operable for invbking a method by said corresponding

* c L ] s *
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security wrapper object to perform said requested action.
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WO 02/05043 ‘ PCT/US01/21318
1 39, A system, comprising:
2 4 Processor;
3 a memory umnit storing 2 computer program operable for storing a computer
4 program operable for tool access control; and
5 a bus system coupling the processor to the memory, whetein the computer
6 program is operable for performing the following progtamming steps:
7 receiving a message sent by a user via an object-oriented
8 interprocess, wherein said message comprises a request to perform a selected
9 action on a tool, wherein said message comprises a pointer pointing to an object in
10 an equipment model of said tool; |
11 generating a secutity wrapper layer, wherein said security wrapper
12 - layer provides a layer of protection to said equipment model; and
13 creating a security wrapper object.in said security wrapper layer,
14 wherein a pointer to a corresponding equipment model object is stored in said
15 security wrapper object.
40. The system as recited in claim 39, wherein if said corresponding
2 equipment model object is said object corresponding to said request then a pointer
to said corresponding security wrapper object is transferred to said user.
1 41.  The system as recited in claim 40, where the computer program is further
2 opetable for performing the following programming step:
3 determining if said selected action on said tool can be performed in
4 response to access rules stored in said corresponding security wrapper object.
1 42.  The method as recited in claim 41, wherein if said selected action on said
2 tool can be performed then the computer program is further operable for
3 performing the following programming step:
4 invoking a method by said corresponding secnrity wrapper object to
5 perform said selected action.
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