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rel ates to network packet classification by a
| ogarithmc tine range-based nultifield- correlation

packet classifier. BA K J
Loded wihe wﬁaﬂ%@ﬁ%ﬁﬁ?ﬁg@% B ERUER e
fl owing through t hemCLRFELEHF IS oer f or med may vary
with the kind of data traffic flow ng through the
device and on the policies set up at the device. For
exanpl e, the device can have a policy for marking al
traffic froma particular subnet with high priority,

send 15 specific fl opsctiktonghraeperti cul ar MPLS

(Multi-protocol Label Switch) tunnel or VPN (Virtua

Pr fhasedilethorkye selateel &6t NEEFOFKoRASKET stics for

accounting/billing purposes.. Packet classifiers are .
cladseditatdenebyi ae loherpahindyg tapel readey besedhauiddfield-

device. The policies applied to the 20 packet may be

cordeterbnetadker exampligickiom a search of the fields
in the packet header. The packet classifiers (also
known as "filters") for the policies may be searched
for matches with the packet header field each tine a
packet arrives at the DUND

Network devices may be used to perform actions on the
packets of data flowing through them. The actions performed
may vary with the kind of data traffic flowing through the
device and on the policies set up at the device. For
example, the device can have a policy for marking all
traffic from a particular subnet with high priority, send
specific flows through a particular MPLS (Multi-protocol
Label Switch) tunnel or VPN (Virtual Private Network), or
collect per-flow statistics for accounting/billing purposes.

packet classifiers are used to determine the policy
applied by the network device. The policies applied to the
packet may be détermined, for example, from a search of the
fields in the packet header. The packet classifiers (also
known as “filters”) for the policies may be gsearched for
matches with the packet header field each time a packet

arrives at the device.
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WD 2004/ 015937 PCT/ US2003/ 024346 BRI EF DESCRI PTI ON OF
THE DRAWNGS FIG 1 is an exanple of a network for

Wo e@nsni9st i ng and receiving data packets. Fl GPCRUB030R4346
illustrative table of policies and 5 associ ated
dat a- packet header field filters. FIG 3 is a source

dd fi '
FIGas o Beber nSepORPRRRRGEF  TREPAANLECE oy am for
t hergabh e of 2fil Gxadpld0cFl & Betworks@vrcerpasmititlingr and

tree diagramfor the table of FIG 2. FIG 6 is a
recéhmmnghdataopanSFéeess to determne the policies

g% | aped w hi%lﬁ@%%ﬁ% O@aggﬁlg'%kdpoﬁﬁ@ieé Ia%a

¢h r%so a process etermning t
assgéﬁatﬁac&atacba&ketlhebdem fEEGd Eillseast.abl e

illustrating filter-identifi FIG 9 ..l ust
t h8IfaBl dSof FPBTCE éggtféc?sb$li?5 et FeFDdI ﬁigués"""ﬁt"?‘s the
tabi||é§t%§bes ~the table of FIG 8 sorted by data- 20

et clasSifier field entries. FIG 11 illustrates
the;‘IGalaI dsob BeGtitetion eddmesst ifiideen preg diagran for

chesseblR o GA0h Rode of a filter tree oD

FIG 5 is a source-port-filter tree diagram for the
table of FIG. 2.

FIG. 6 is a flow chart of a process to determine the
policies associated with a packet header field.

FIG. 7 is a flow chart of a process for determining the
data-packet classification.

FIG. 8 is a table illustrating filter-identifiers.

FIG. 9 illustrates the table of FIG. 8 sorted by
filter-1ID;

FIG. 10 illustrates the table of FIG. 8 sorted by data-
packet classifier field entries.

FIG. 11 illustrates the table of FIG. 10 sorted by
filter-ID.

FIG. 12 is a flow chart of a process to associate two
policy-ID sets with each node of a filter tree.

FIG. 13 is a source-port filﬁer tree diagram for the
table of FIG. 2 having two policy-ID sets associated with

each tree node.

DETAILED DESCRIPTION
FIG. 1 illustrates a network 10 that may be employed to
relay packets of information betweens nodes 12, 14 and 16.

Although only three nodes are shown, the network 10 may
2
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the table of FIG 2 having two policy-ID sets
waz®eoimsed with each tree node. DETAI LED DESERI/BI100M24346

30 FIG 1 illustrates a network 10 that nmay be

enpl oyed to relay packets of information betweens

nodes 12, 1 d 16. hough _anl
R
deviggéggégggggéééﬁgQ,C3%@%%§gg%§}gggegﬁﬁﬁg§$§:ﬂf&ué%&éygﬁ,

respectively. Node 16 illustrates, by way of exanple,

by tiaat of eodepdleso LHERE iend19%Ge 2d Sor FEFsddiclusie fProcessor
menory 26. Network device 22 nay be used in 5

24 GOW WReidren 24 .t h Nettrqpriocessior 22 ary msnpiseR6in o
provide network services on the packets of

corRfrRitiRld QR UL agiev @ cife s stad @ 41 GndDateanpac kaed s-arayrdpel de
transferred between nodes on the network. A

- t i 3 3 '
netpa%%%?§%§§g§E§QﬁiVﬁ%ékﬁéékéﬂ%“bﬂnﬂhﬂdﬂﬁéﬂkbﬁiﬁEﬁétvé&)at

2 r field to indicate one or nore

racteristics I heagles

nOdCr?aa 'nd?Drfattae paa‘nckegcfdsdtrnge‘ljl sq?aetrg%a\’/:ﬂh%réfree the kgeat-ivg%%écket on
was sent, an address where the data-packet is to be

thes gyt wosk operation to be performed on all or part of
the data, etc. 15 Network nodes have poljcies
asdoclattaedasket trrInivesh B A RRIS 1 WRRTHE 18 IR
managenent of a network so

packet header field to indicate one or more characteristics

of the data. For example, the header may indicate an
address from where the data-packet was sent, an address
where the data—packet.is to be sent, an operation to be
performed on all or part of the data, etc.

Network nodes have policies associated with them.
Policy-based networking is the management of a network so
that various kinds of traffic - data, voice and video, for
example - receive the priority of availability and bandwidth
needed to serve the network's users effectively.

The policies may be stored in a policy repository such
as memory 26. The network device can communicate the data-
packet header field entries to a processor 24. Processor 24
operates on the entries to classify the data-packet in terms
of the policies that are applicable to the data-packet. The

applicable policies may be retrieved by the processor from

3
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that various kinds of traffic - data, voice and video,

for exanple - receive the priority of availability
waea4bosreivM dt h  needed to serve the network's PSEDS2003/024346

effectively. 20 The policies nay be stored in a policy

repository such as nenory 26. The network device can

co ni cate the data- pa der field entries to a
theppggggnge? S1 P&gé§§0r%ﬁ§%&6%§?ates on the entries to

cl assify _the data-packet in_ter f the l.i ci-es ~
{Thea b SR SBPE 38 RPRICAERG & PRE P ilar data

applicable policies may be retrieved by the processor
packetmmay Wo ZEU4M0ISEIY tucT GER0CHEAEMED (Hie sREapacket

repository in nenory 26. The policies that are .
headlen! ifdatlldes .t 0 2a pedritdyc ulaar hdatepp Jgaskdte neyn fe particular
determned fromthe entries in the data-packet header
exalipleds £ A 10l idat avadre P pidicahl idg) argard icadtzain 5

exanple, to all data-packets originating froma

soutld @cﬂix% £e AgresH1 iy e} id asdBy-hsed. “Range-

range- based. "Range- "based" policies are policies that
appl y.t.o dat a-packet-s. {. Y, fial g '
' £ eaégﬁ &6 fd gl EdES that

bas‘teﬁgt %’rogﬂ(:lvﬁst t#)r% forlzlnctglgea%f val u .%/gor exanpl%,ma

policy may_ a QLy to all data-packet 10 orjigi nating
haﬁﬁwﬂﬁ%ggﬂnﬁ%éi zﬁﬂqﬁf%ﬁ1éhﬁﬁ%ﬁggiMWi%q%%ﬂ%é%géygd#P'

addresses. The policies, in the partjcular %%yle, ket
valhese &%lﬁw@@r@w@ﬂ%ﬁwﬁpwr%@t §FTRRTRCLS

the data- packets and determne to which packets a
oripnlianyimppites.a Guureplawimatdwaddrase widkat a range

cl assification enploys
of addresses. The policies, in the particular example, have
a source address or range of addresses to filter the data-
packets and determine to which packets a policy applies.

One implementation of the packet classification employs

a red-black balanced binary tree created for each filter
element type corresponding to a particular data-packet
header field. FIG. 2 illustrates a particular
implementation having a set of policies, policy-ID (policy-
identifier) 202, associated with a 3-tuple packet
clasgification of source address 204, destination address
206 and source port 208. FIGS. 3, 4 and 5 illustrate, in
tree form, the source address, destination address and
source port filters, respectively, of the policies

illustrated in FIG. 2. The number of packet header fields

employed in the classification is not limited to the

4
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15 a red-black bal anced binary tree created for each
filter elenent type corresponding to a particul ar
waelawanpasket header field. FIG 2 illustratesP@r/us2003/024346
particular inplenmentation having a set of policies,
policy-ID (policy- identifier) 202, associated with a

3-tuple. ket 20 cl assi,fi cati on of source address
Spe%?%;?dgégiﬁﬁtﬁﬁﬁuﬁgﬁ? §€8* 206 and source port 208.
. 3, 4 and 5 illustrate, in treg.for he_source
ie8 nBF

adbiFed38 eHBEPLRAPF oRNGdBFESSCRREETES ‘folters,

respectively, of the policies illustrated in FIG 2.
illTberataber sbupackaddheadcErerePll 25 ERFI 68PN t he

classification is not limted to the 4 WO 2004/015937
addPEFLES2003/ A24346atepewithctheebdd icd®er 308d0LASIGn 2 -

exanple of the tree construction, FIG 3 illustrates

EacB Seugge- addressnbaes, 3800oB20heisounceddaddsessen 204
associated with the policy-1Ds 202 of FIG 2. 5 Each

souggetgadkgg%%% nedess #%@-330, Fsikeradddess sfoombhare
source addresses 204 of FIG 2. Filter nodes 310-320

are .arranged_in_order_o ir I 51
arebi et i B BB LD 18 e Say sy e
ascendi ng aorder of their .address val.ue fraom.| ef :
ther f4hEeTHOREPEr 2TENBTEPPEER ABJESECEH Bg%ngéﬁ%g%%ﬁ¥
ot her hierarchical orders. The policies associated
addwesk vadmeoffrone IRt &0 #E8S -316°¥8YFre Th] st gpdes
in reference policy boxes 322-332.
may be arranged in other hierarchical orders. The policies

associated with each of the filter nodes 310-320 are
illustrated in reference policy boxes 322-332.

Each of the reference policy boxes 322-332 holds a
reference to the list of policies that match the filter
node. For example, referring to FIG. 2, a packet -header
source address of 7.8.9.10 falls within the range of source
addresses that implicate the policies identified by policy-
IDs P1, P2, P3 and P5. These policy-IDs are illustrated in
FIG. 3 reference policy box 326. The remaining reference
policy boxes 322, 324 and 328-332 are similarly determined.
The reference policy boxes 410-420 for the destination-
address tree 400 of FIG. 4 and the reference policy boxes
510-516 for the source-port tree 500 of FIG. 5 may be
determined in an analogous manner.

The policy having the policy-ID of P3 in FIG. 2 is
5
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Each of the reference policy boxes 322-332 holds a
reference to the list of policies that match the

wo poou®159315 node. For exanple, referring to FlECT/BS2083/024346
packet - header source address of 7.8.9.10 falls within
t he range of source addresses that inplicate the

appfllﬁlglggltg)gp 23 den flt%% b Q/%l LGY £ g%opwll'gg’j?erégﬁéén‘%.fﬁzhe

are ustrate reference

poI iC 326 he rena n f
g?ﬁf{ 1324 &Ed 33§§U§|§§ reserﬁrﬁ%lfly d aenﬁ% ned

The reference policy boxes 410-420 foer t he
addgeseratiton laddreds T 60 -460 16 196 (% ghdPefeination
reference policy boxes 510-516 for the source-port
Addreses 500 tdfe RlaBges afaypdseresgererfmared 4 fl2anl Bl dgous
manner. 25 The policy having the policy-1D of P3 in
11 .AbG132 505, mINQR0A/IHARAT HRECH US2(BIBYM24346 appl i ed

to packets that have the follow ng entries in the

3%: fd %1%st(xla)te&g %plﬁf&:e%wr&sﬁéﬂbﬁméaﬂg@ wlicies
resses from 1. .4 to 10.10. 10 10 (2) a

Destl d f
OOO eﬁ%?&?%?ﬁ&lzqﬁéﬁg (f) a Source F]%ér){n of
illustrates a e tod t
petted aa%?ocﬁ“?ﬁ%?ﬁ%???c'&pa}gk 1’i’ﬁea(})er é%ee%r oCedsing
may be inplenmented as a program execut abl e ,ll_;ﬁ/

Otl’fﬁ%é@s}@ﬁ%ltw u iFeotifersisinid BF W4y eelliy selected

sel ected at 602. The selected 10 tree i s searched for
trache v ademrated hionw the waluse natqlhiag the value in the

packet header at 604. If a filter node having a value
matching the value in the packet header is found at 606, the
reference policies associated with the found filter node are
ascertained at 608 and the program proceeds to 614.

If a match for the packet header value is not found at
606, both the filter node with a value just less and the
filter node with a value just greater than the packet header
value are selected at 610. A non-existent node to'either
higher or lower is considered a null set. The list of matches
for this packet header value is the set intersection of the
list of policies associated with these filter nodes and is
determined at 612.

Blocks 602-612 are repeated until the policy lists from
each tree are obtained at 614. A set intersection of all the

obtained lists provides the set of policies that match the
6
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packet header at 604. I|f a filter node having a val ue
mat chi ng the value in the packet header is found at
W@B4/013987 reference policies associ ated w th PEEUSIONER4346
filter node are ascertained at 608 and the program
pr?ceeds to 6%4. 35 If a match for the packet header
value is not _found at 606, both the filter node wth
daty Ratketj#st51%ss and the filter node with a val ue

just greater than the packet header valu [
selmcardi Biusipat Aveopxaypke entRaoESED: Sgtﬁegs hPghePa™ ©©

or lower is considered a null set. The list of matches
use@Ofdordétésmipatket theadet v&lpelicienetBat match a packet

intersection of the 1list of policies associated with

haviﬁgss Ebhtes nedessang.es7.det @estihrdtabn6addrBeecks
602-612 are repeated until the policy lists from each

11.%%??36‘%@ %H&%Bﬁgcét?é%é afoget intersection of all

tained lists provides the set of policies

t ?gfgg%ﬁggtps gigp %00%581?§§}cgggag§ggg3&9gé3ﬁgs a filter

h anillTustrative exanple, the
trees of FI GS

n°d§e§18ft56F|&?e§ Pﬁﬁ?ﬁngPah SgggéeFtd ggghgnggggﬁgeaddress

address 5.6.7.8, destination_ address, 1 12 3. d
5.6sBuBce Ebﬁtsegoef R@ﬁépﬁﬁﬁgOPEanéé P% %%}an

source-address tree has a filter node 312 that is a
illoBtehtEdr ihheefackacehpadécysbarcé24ddress 5.6.7. 8.
The set of policies obtained is {Pl, P3, P5} as
Referring to FIG. 4, the destination-address tree does

not have a filter node that is a match for the packet-header
destination address 11.12.13.40. The filter node having a
value just below this address is filter node 406 which has the
value 11.12.13.10. The set of policies obtained for filter
node 406 is {P1, P3} as illustrated in reference policy box
414. The filter node having a value just above the packet-
header destination address is filter node 408 which has the
value 11.12.13.50. The set of policies obtained for filter
node 408 is {P3} as illustrated in reference policy box 416.
The intersection of the two obtained policy sets is:

{p1, P3} n {P3} = {P3}
This is the set of policies associated with the destination
address 11.12.13.40 of this example.

Referring to FIG. 5, the source-port tree has a filter

node 508 that is a match for the packet header source port
7
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illustrated in reference policy box 324. 10 Referring

to FIG 4, the destination-address tree does not have
w@2Goslo1®B87 node that is a match for the packet - PERUS2003/024346

destination address 11.12.13.40. The filter node

having a value just below this address is filter node

06 [ has..t v - : set , P4, P5) as
add%o B0t S S Be g st Bike lfgéﬁilssse{ﬂf P3) )
..-as illustrated in reference |icy-box 414. The
1159 5ret St de? %ﬁ%ge%%é?{}elﬁiﬁg%o}%bsolv% t he packet -
header destination address is filter node 4(%8 whi C 1 of th
hagheheety e TP o8 Hp PoRHE i&t PEHPI§Eigem all of the
obtained for filter node 408 is {P3} as illustrated
trdasxreference policy box 416. 20 The intersection of
the two obtained policy sets is: {Pl, P3) n {P3} =
{ PYp1Thiss | odhensebs pfmpgbbgi @3 ,agsiciat{ed jwi th the
destination address 11.12.13.40 of this exanple.

Referring tq Fl G t reerRArtodr se&-fihigr
25 edg%ﬂ}ﬁt Hat ﬁ%}a %t%ﬁgf@%% pacnsﬁctaﬁeader
source port 7 WO 2004/ 015937 PCT/ US2003/ 024346

pPaciRiress 3000. The set of policies obtained is {P3, P4,
P5} as illustrated in reference policy box 514. The
setIn mrertdey i Bl a i ¥y It ned IR EFIteF Fhe
trees: 5 {P1, P3, P5} n {P3} n {P3, P4, P5} = {P3} The

proess t8d® fdB8}crsatt ey pol irsge |Mhews cHhe okntergection sets

for the trees may be computed when the policies are
installed in the tree rather than at run-time, when the
packet arrives. In this implementation, two sets of policy-
IDs may be associated with each node value of a tree as
described below. A table of policies associated with ;
packet-header classifier-field is selected at 802. A filter
node for each policy endpoint is entered into the tree at
804. A first set of policy-IDs is associated with each node
at 806. The first set is a set of policy-IDs from the table
that may be applicable to packets having pécket—header
classifier-field values exactly matching the node value.

The first set may be called the exact-match set. A second
set of policy-IDs is associated with each node at 808. The
second set includes the policy-IDs from the table that may
be applied to packeté having packet-header classifier-field

values between the node value and the next higher node value
8
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packet. I n another inplenmentation, FIG 12 illustrates
a process 800 for creating a tree where the

WO niog/0sw6T i on sets 10 for the trees may be coPEUUSIH03/024346
when the policies are installed in the tree rather
than at run-tinme, when the packet arrives. In this

. 1pplenmentatjon, t f i ov-
in §80EFaFeq BThoBACHINGAE VAP uB ol 2k T b g onge-baaed

descri bed bel ow. A table of lici ' i
B o AR R R T e S A

A filter node for each Eolicy endpoi nt i;s entered

accbmpdishedt Fee archgpackatthestegerlapspdirey: il
associ ated with each node at 806. The first set is a
setraf pol ityukBratesnet bouraktporthét livey bede tree 300
applicable to packets having packet-header 20

of Eh@sgb&'i% -thehd wal wes.eradbhingabohiergctheatate policy-
value. The first set may be called the exact-match

iD %%E'aﬁdsgcggggggﬁgsgﬁ pOiiey~BS st agseeiaied Wilth each

eafh no?gsat 8. The “second set includes the
..policy- tromthe bl b RRIGeed 4t
fllp’i&IEk élPétTh av%ﬁ&ﬁgpé)?'k é‘ﬁ“%h efg‘&télr&f: o 9% ?é):sf{ e an
val ues between the node val he t. _hi e
addggisge fr@%@o@&’%@?ﬁ’r&cﬂ%ﬁ 3 024%%telt}ln9ﬁ?iee§ i
tree. The second set may be called the range-based
908setre Bhirangssodimarsieoloh wheddt ¥adfiSol i1dy S5 be

acconpl i shed for each packet-header classifier-field.
111Brakdd,| |tist rifleem rsoles ensorarfargast b de I9RE 0

order of their value from left to right. However, the
filter nodes may be arranged in other hierarchical orders.
The policies associated with each of the filter nodes 902-
908 are illustrated in reference policy boxes 910-916.

Each node is associated with two policy-ID sets: an
exact-match policy-ID set 910-916 and a range-based policy-
ID set 918-924. The exact-match policy-ID set is a set of
policies that match the filter node. For example, referring
to FIG. 2, a packet-header source port of 1000 falls within
the range of source addresses that implicate the policies
identified by policy-IDs P1, P2 and P5. These policy-IDs
are illustrated in FIG. 13 exact-match set 910. The
remaining exact-match sets 912, 914 and 916 are similarly
determined.

The exact-match set associated with a node is applied
9
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5 of the policy table of FIG 2 having an exact-match

policy- I D set and a range-based policy-ID set
waz®eoimsed with each filter node. Each of theCt/Uk1063/024346

nodes, 902-908, is an address fromthe source port of

FIG 2. Filter nodes 902- 908 are arranged in order of

their valye .ln the t j , [14eLr
co odeeitt, iy o) BAER Hhddes SRAIE it Jatg oty
fromleft to yight. However, the filter nodes may be
matghingy s engfra]ﬁ’reer archical orders. The policies
associated with each of the filter nodes 902- 908 are
i | The memae hesest @AY P iS8F ok s Tl @Ok keg Fhat
node is associated with two policy-1D sets: an .
mayetec tapmatichl pal iacypadiede theono B6 mavker therehaapsifier-
policy- ID set 918-924. The exact-match policy-1D set
Ffidl®l arSete afhatpald qis arhatxant cattdie fod termodelevaFoe. The
exanple, referring to FIG 2, a packet-header source

raR¥ bed WA fal lghaiddt nAddviagoafwsdirg£mode and the
addresses that inplicate the policies identified by

olii.cy- | P d RS,.. T I icys :
neft? i s PR s TRt R o dadig g see 918 is

renai ni exact - mat ¢ ets, 91 914 and r _
as%‘iﬁ%‘?ﬁ$3“ trbcfar‘%ar?ed(}. %%Vlﬂ%zte Gact _crﬁgg%l? Set 910 = {P1,

associated with a node is applied WO 2004/ 015937 h
P2 ,p@H US2 00T 0Trs4 1198 IRk et® A Mg Fackat - iagkrmate

source port value exactly matching the node val ue. ,
set 912 = {P2, P4, P5}. The intersection of the two obtained

policy sets is:

{p1, P2, P5} n {P2, P4, P5} = {P2, P5}

The set {P2, PS} is the range-based set 918 associated
with node 902.

An exact-match set of a non-existing node is defined as
the null set. Node 908 has an exact-match set {P5}. Because
there is no next higher node after node 908, the next higher
node exact-match set is the null set. The intersection set
is:

{p5} N {null} = {null}

The null set {null} is the range-based set 924 associated
with node 908.

Range-based nodes 920, 922 associated with nodes 904,
906, respectively, may determined in a manner similar to that

described above.
10
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The range-based policy-1D set is a set of policies
that may be applied to a packet having a
w@aoketsobeader classifier- 5 field val ue that PGI/N81003024346
exact match for a node value. The range-based set is
the set intersection between a node and the next

@%}{j@a F %ﬁ@i& . 18et s
assoclated'y']'g3 ngﬁgﬁgﬁ |n§¥{he exact™- n&?%%eget
Pl P The n her ode|

bR T HA IS AIRY A 0 ST €oBeie Svi che

i ntersection of the two obtai iC ts |s
bRy (PA L pAcPR Pt pey R S (paesieg Fae

the range-based set 918 aSSOC|ated Wi th node 902 15
inthrseciciommets dmveofalrernty HeeR | Ryl HotREed. dehppklyer

as the null set. Node 908 has an exact-match set
advRijagBerauseme t hreplemantat mxs ¢ ghisat note afterseodeon

908, the next higher node exact-match set is the nul

setSeed Mot NBLI SEESHONR S@tfot SSubeddBe NafhiNd] s =of
{nuII} The nul | set {nuII} i s the range-based set 924

S oni at%%\nvﬁ% nodes 904 298 Fanger f’?éz.e-dffé’ﬁ@§ P2Pin§2éalues

_ 906, respectively, my

th%ﬁé%em 15 o bt it Fug et 8 08¢

As an example, assume that a packet has a packet-header
gsource field of 2000. Referring to FIG. 13, the source port
value has an exact-match with the value associated with node
902. The exact-match set of policy-IDs 912 is {P2, P4, P5}.
If the source port value is.2500, there is no node in the
tree having an exact match for that value. The range-based
policy-IDs of the set associated with the node value just
below the packet value are applicable to the paeket. In
this example, node 904 with a value of 2000 is the node just
below the packet-header source port value of 2500. " The
policies relevant to this example packet is the range-based
set {P4, P5}.

In a similar manner the policies relevant to other
packet-header classifier-fields of the packet may be
determined from trees having an exact-match policy-ID set
and a range-based policy-ID set associated with each node.

The method associates filter-IDs with policies. The
11
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Sone i npl enent ati ons conputing the range-based set

before run-tine may have an advantage of inproving the
w@eeohotivance of the search nmethod at run-ti nme PEDHSNE3/024346

the intersection sets have already been cal cul at ed.

Anot her 5 advantage of sone inplenentations is that

_the int ti . t f
ot SBLerseelhon, ael regd bty scomuat ey
orfdoa e heShds v ng val es Lhak P 1ot e

assunme that a packet has a packet-header 10 source
thef pelld céfe20aPpl iRaftder iteg & Packet Y, FRiad d&'Sort
val ue has an exact-match with the val ue associ at ed
£ 1 Iwleldh T@d 6 nte0 ornFhim texasetictizioc Isedet a0fd potdasyitidDd e 2
is {P2, P4, P5}. If the source port value is 2500,

setl@® icadiP faded Rlhent Led Rpwmg ar decnasd ch
for that value. The range-based 15 policy-1Ds of the

bin%ezgzk%%%%ci atipd M th thgdtads vale d ysdssislowd he
pa

et value are applicable to the packet. In this

Shéﬁﬁgﬂﬂ4§§ o%%%hgggé%%%%h ﬁ@ﬂéﬁ% %LN?Q&ﬁEéfééJ§iéﬁxk%

eader source port val ue of

2500. The policies relevant to this ex | e pack LS
apRYRA G RYe-hded T agh {fg?tkt%}?lei‘?]ergc srgﬁ?‘? d ean%%]ee#'

the policies relevant to other packet-header 1
Thied aesy fresult sl deadmifie KeMePRHIRX R e 1o nky(1og

fromtrees having an exact-match policy-ID set and a
n) rasgerhased npol diting O isldte s *at Bdhav numtesie o hofel ter

25 The nethod associates filter-IDs with policies. The
element types searched].

The filter-IDs are logically divided to remove the
randomness that could cause O((log n)*n) worst case
performance. Logically non-applicable filter-IDs may be
skipped using the technique described below in
association with FIGS. 8 and 9.

In one implementation, the filter-ID may be preceded
by a bit mask descriptor. Each bit in the bit mask
represents a particular filter-type element. If the bit
is set, then that particular filter-type element
represents a range. If the bit is not set, then the
filter element is an exact value (not a multi-value
range) .

Referring to FIG. 2, suppose the filter-ID has eight

bits with the highest order three bits representing the
12
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11 WO 2004/ 015937 PCT/ US2003/ 024346 filter-I1Ds can
provi de an opportunity to group the policies in a

wo oiosi93Tanner. The nethod may identify the Ppol/U81083024346

applicable to a packet by grouping the filter-IDs
i nto non- intersecting sets and ordering the 5 sets for

each,fid ter el eaEn ther hal argade 'J}?fé’ s,
bity F‘@ S ng htehl S rre &%%Ia%ﬁs pc?ssr bﬁ eto ort eSn
the time to determ ne the set g:tershectt HQn order)

destimeddrt GAGETH SEXETS HY yp

searched. This result in a sear Chl n
Themppfrldmarmlas)/ fay |%tgi RO iissokip
filter-1D [the nunber of f||ter elenent types
detsgariclee]las:The filter-1Ds are logically divided to
renmove the randomess that could cause Q((log n)*n)
wor st case performance. Logically non-applicable
fiIter-I Ds may be 15 ski pped using the technique

1. beq) helow iy o association with FIGS. 8 and 9. In
one |rrpl ementatlon the filter-1D nmay be preceded by

? descyiptpr, Each bit in the bit mask
re resents a partlcul ar filter-type elenent. If the

bit 20 s set Ih that particular filter-type
el drentt ]reoprdesen 21 range If the bit is not set,
then the filter elenment is an exact value (not a

mulR4 = allet ¢ dhgle)? O

P5: 11100101

For policy P1, the illustrated case has the lower 5
bits identifying Pl as 00001. In this case 5 bits were
allocated for a policy number although this is not a
limitation of the disclosure. The highest order 3 bits
are the bit mask. The highest order bit is set to 1 to
indicate that the source address filter for Pl is range-
based. The next two bits are set to 0 to indicate that
the destination address and source port filters are exact
values. The combination of the binary bit mask 100 and
Pl identifier of 00001 results in a filter-ID of decimal
129. Policies P2-P5 are determined in a similar manner
for this example. The table may be sorted by filter-ID,
logically grouping the filter-IDs based on the bit mask.

FIG. 7 illustrates a method of computing the set
13
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Referring to FIG 2, suppose the filter-1D has eight

25 bits with the highest order three bits representing
W0 b@4/01230 2004/ 015937 PCT/ US2003/ 024346  bi t PaEBR2002024346

the three filter elenments (source address,

destination address and source port, in that order).

Then filteg-1Ds _for _t LC) t

lnt%i’é?%?‘?ﬁr‘ﬁ%d£5%m ghpysbis B%L%f%si 535 S5t §R51885%5
0O P3: 1100001 8 194P2

heaQGH figld- 1 B 17Fer %oFFE?eﬁll t H3Yi g?u%?ra ad cgselth

has the lower 5 bits identif Pl as 00001 kn this
eachapel 5cpiIB iwere P@FF@Ea?Eth%@eafBBIF@9 nBREEE

al though this is not a 15 limtation of the
hea@b8Ck0sUteas Theshrghedt abpder 3Thet poliey thelpit may

mask. The highest order bit is set to 1 to indicate

thehPBt Lbersqupgeraddeessof bkten2for Pi is range- based.
The next two bits are set to O to indicate that the

degt Lpat LensagddeesspandppoyuEeB1BoLL bhlhetstal-paekast
20 vaPues Ee conblnatP%n of the binary bit n%?k 100

e e s
at %Egllaktn%ggethe lowest filter-ID is selected as a
search-ID from a set of filter-IDs that is comprised of
the largest filter-ID from each data-packet header set.
The remaining data-packet sets are searched for a match
for the search-ID at 720.

If a match for the search-ID is found at 722 the
filter-ID corresponding to the search-ID is added to the
result intersection set at 724. A test 722 is performed
for a match of the search-ID. If the search-ID is not
found at 722, a test 726 is performed to determine if the

end of any data-packet set has been reached. If the end

of a data-packet set is not determined at 726, the next

" largest filter-ID is selected that does not exceed the

search-ID to be a new search-ID at 730. The processor
then loops back to 720 where the other data-packet sets
are again searched for a match. Blocks 720-730 are
repeated until the end of a data-packet set is determined

at 726 and the process stops at 728.
14
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for this exanple. The table nmay be sorted by

filter-1D, logically grouping the filter-1Ds based on
wo b@4boit3mask. 25 FIG 7 illustrates a net hod BET/US2003/024346

conputing the set 13 WO 2004/ 015937 PCT/ US2003/ 024346

intersection fromthe sets obtained for each

dat a- pack header fi \ f.id ters
2o 8 PRy 0 R T en Searead 5% 2 el rop g Tt
for each packet header field as _described above, Th
haviSE Eper AB1E6 Ty TS Ao fen 58 AR LR b (O TR
712. A set of filter-1Ds applicable to each
porgat andasietl veh@eddicyr SAtaFiass bé SBita e MINRE ni ng
the sorted order at 714. At 718 the lowest filter-1D
preifd xeel ¢ot ed pad iay sewber B fdesnribsst agfovd Ihervigdd a
that is conprised of 10 the largest filter-1D from

biteaehrdaleartpacke! dirndersudetant THd teardimiffiy each
dat a- packet sets are searched for a match for the

b Rt o1AQ . | frr rbgl fply thers e doddd oy
pOI?'(;%La{:]gmat 722at he filter-1D cor ryespondi ng to the

.-search-1.D i t-Q .t uld intersection set
fllzcterfgﬁj. R élesﬁalqg%glel gcag;eireef éjgfr'srel:r f'orgt'a mat ch of the
search-1D. If the search-1D.is not .ound a
et Pt S R (1T T har
dat a- packet set has been reached. Olaftf t he en of %
a peketpdeREnSa SAINRR Rfteshitiad o 280 (IRP gt

"largest filter-1Dis selected that does not exceed
potthentry of 1300 and source address of 8300 arrives at

the network device. Referring to FIG. 9, the set of
policy-IDs and associated filter-IDs obtained for each

packet header field addresses is:

Source Port : {P7, P8, P9, P10, P11, P12, P4} = {71,
72, 73, 74, 75, 76, 132}

Destination Port: {P9, Pl, P2, P3, P4, P5, P6} =
{73, 129, 130, 131, 132, 133, 134}

Source Address: {P8, P9, P11, Pl, P4, P6} = {72, 73,

75, 129, 132, 134}

The set of largest filter-IDs obtained from each set
is {source port, destination port, source addressg} =
{132, 134, 134}. The lowest of these filter-IDs, 132, is

selected as the search-ID.

15
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search-1D to be a new search-I1D at 730. The processor
then | oops back to 720 where the other data-packet

W@ ei03/0138E agai n searched for a match. Bl ocks FRDUSR03/024346
are repeated until the end of a data-packet set is
determned 25 at 726 and the process stops at 728. 14

WD_2004/ 015937 PCT/ US2003/ i |
exanGl ESTRLBINE FSTE 56F 5’%%?%%’1%‘1 AR08 iR ¥hat

e having

el ement s, destination_port and.sourc ort nd
mateResy EhgoFrey contPi-es TPA MG 1 Eﬁ%ﬁﬁgeﬁgeﬁﬁﬂ§i?xe&hfb
a policy nunmber as described above to yield a 5 bi
destdpesdon ROrsn aaGd SoEF@e FFCTESS SELEDAST Seaydrhe
policy in the table. The table may then be sorted by
frohi Ither hliBhies ty et ridse thebllowsstFIfG1 ter I andtifer
illustrative exanple, it is assumed that a packet
sed@W-NG,a 130Ur 68 Fefindentd widf HR0Gendastimatdeas ail is
port entry of 1300 and source address of 8300 arrives

add%;d dhe et wor k deviice ndefRiddirg to FIG 9, the set

pollcyleshand associ ated filter-1Ds obtained for
ea ac i S:
i e A e B

.75, 76, 1321 Destination Part: {P Rl., P2, P3, P4,
in paiy SEt. t%x{e7:§1,exf’2 argapt %ﬁte%%”%]j et Pfﬁsgéb% ce

Address: {P8, P9, P11, P1, P4, P6} = {72, 73,
exceed the search-ID is gselected from the sets. This

filter-ID is used as the new search-ID. In the
illustrated example, the filter-IDs that have not been
searched in the sets are source port = {71, 72, 73, 74,
75, 76}, destination port = {73, 129, 130, 131} and
source address = {72, 73, 75, 129}. The set of largest
filter-IDs is {76, 131, 129}. The lowest of these,
filter-ID = 76, is selected as the new search—ID.

The remaining sets are searched for a filter-ID that
matches the new search-ID. The destination port and
source address sets of filter-IDs below the previous
search-ID are searched towards the lowest filter-ID for a
match to the new search-ID. In this example, the search-
ID, 76, is not found in all the remaining sets and is not
added to the result set intersection.

Because the method still has not exhausted the

filter-IDs in any set, the next largest filter-ID that
16
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20 75, 129, 132, 134} The set of largest filter-IDs
obt ai ned fromeach set is {source port, destination

wWeort/019eur ce address} = {132, 134, 134}. ThePCDUA03/024346
of these filter-I1Ds, 132, is 25 selected as the
search-1D. 15 WO 2004/ 015937 PCT/ US2003/ 024346 The
remai ni ng sets are searched, f or filteg- t
costaiEhes NS T 1710 17 SRt rATERP R et e
~destination port and source address sets are_searched
Th1$riﬂﬂtﬁé-hDgE%S@S¢@m®$d%h?h%eWo%%§¥chT¥Per-fﬁ.t e 5
search-1D, 132, is found in all the remaining sets and
i1listrada@detamphe, resel fikeert APer shati bavepeRhubESThe
met hod has not exhausted the filter-1Ds in any set,

seatBBedexh tnegestsfhttesotfrehpbrdoes{ibt 7@xc@ad PHe
search-1Dis selected fromthe sets. This 10 filter-ID

75}isdg§an§§%BHep8§$/§e ﬁ@?'hﬁﬂ Lautbe ailikustrat ¢d2,
exanple, the filter-I hat have not been searched

1003 B8 SRR ey 8g g s gy 0

source address =_{72, _13, , 1291, et of -la t
lowgsttpFt EREPBs ﬁ%}%?é:lﬁsi,zgzgfé FratpSaiches BEhese,

fllter;ID = 76, is selected as the new search-1D. The
searehailRi.-ng sets are searched for a filter-1D that

mat ches the new search-1D. The destination_port _and
The remaining sets are searched for a filter-ID that

matches the search-ID. In the illustrated example, the
destination port and source port sets are searched from
the highest towards the lowest filter-ID. In this
example, the search-ID, 73, ig found in the all the
remaining sets and is added to the result intersection
set.

The method has reached the lowest value filter-ID of
the source port set and the method is completed. The
result set intersection is {P4(132), P9(73)}.

In another implementation, a hierarchical order of
the data-packet classifier fields may be used as a
filter-ID to order the filters. For example, a filter
specifying a source port field entry of 10, destination
port field entry of 20 and source address of 30 may have
a filter-ID of (10, 20, 30). 1In this example, the order

of significance is, for sorting purposes, source port

17
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hierarchical order of the fi

source address sets of filter-1Ds bel ow the previous

20 search-1D are searched towards the |owest filter-1D
wo e4@1598mt ch to the new search-1D. In this exeempUg003/024346

the search- ID, 76, is not found in all the remaining

sets and is not added to the result set intersection.

: cau h t. ) t
fi e§6 fe Zolyt 4%-;5382)/&%312)]&1 EJ e neXttq ar ge?t 6?93[ ter 'rlg%%uhra(ie
7 P U 3/ 46 d )
addpgessd L by se&-e[’& éi-z&q-f(% Zﬁlﬁgagetas S Oe o_eé(_tcﬁﬁéjd
filter-1D is used as the new search-ID.

fran [ther PRackeE texdfdick et 5 t & 13 eti‘??éﬂlplr%vet t been
searched in the sets are source port = {71, 72, 73,

£11ber-SI7SRY desdnmidomqus tof= tﬁ%}cleﬁﬁf%@ﬁ%éﬂa%m ess
= {72, 731. The set of largest filter-1Ds is {75, 783,

val®e diREdddussta aforidtess;, fdd tagerdded %3 irs &) ect ed
as the new search-1D. The renmmining sets are searched

ma rﬁr & Hdd tﬂoch{&éshaé 1 dt chesudhel ispasheHd. £1Tcdhe

ustrated exanple, the destination port and source

IDSIDSC\;I‘SHSeetSSCTI?f qs%ar[%éfﬁglégl e Aighest; tauargscitde

f ' exanpl e, the search-1D, 73,
£ S, BRI PTG, SRS, g addec
reached the Iomest val ue fiééé”'ﬂé)Of

FIG. 10 illustrates the filter-IDs derived from the
filter table of FIG. 8 using the source port field entry,
destination port field entry and source address field
entry, as described above, as the filter-ID.

FIG. 11 is the policy table of FIG. 10 sorted by
filter-ID, from lowest to highest. The order of policies
is determined by comparing the source port field, then
the destination port field and then the source address
field of the filter ID to determine the hierarchical
order of the filter-IDs.

Continuing with the illustrative example, it is
assumed that a packet having a source port entry of 4300,
destination port entry of 1300 and source address entry
of 8300 arrives at the network device. Referring to FIG.

11, the set obtained of policy-IDs and associated filter-

IDs for each packet header field addresses is:

18
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the source port set and the nethod is conpleted. The

result set intersection is {P4(132), P9(73)1. In
wa@emtler931 npl enent ati on, a hierarchical order PET/URI03/024346

t he dat a- packet classifier fields may be used as a

filter-IDto order the filters. For exanple, a filter

specifying a source port field entry of 10,

destination port field entry of 20 and source address

of 30 may have filter- (1 ), t
ex8RPFES PﬁétordZP 74408 $| OPV §%8§9IS%% Pogdrgﬁﬁg
pur poses, source port 17 WO 2004/ 015937

830PCT/ BS200906243486, B0 eRLPY 20885t iHA80i 08498 fi el d
entry and then source address field entry. The

p11f(ilober, - LBowRy 831090 ,b@1adrioved 2008m ©F@ Opac Bt (4304 .d
entries. As an exanple, the filter-ID nay be one or

100G0r @30h)tthe classifier field 5 values divided by a
constant, or operated on in any nmanner that produces
a Iogical sequencing of the filter- IDs. The sorting
characteristics of the filter packet fields are not

o Egteﬁt’? lﬂal%tlg?f,p%s‘i‘?"er {r_{Pé‘p(Qlfé)%nd 10dd ergoxi calo @ItRy,

i'l l'ustrates the

er-1Ds derived fra r I
130[93| ﬁé”otoﬁe FEUAL Yyortd mlgjoé)ﬁv ;5393 (g8 nlgjt‘qd;’n% d%) !
field entry and source address field ntr
P4 (90 BO® BbARI0)as Ao 4301 490D, S0 1 P4 4R
policy table of FIG 10 sorted by
1000, 8300)}

Source address: {{P1(4000, 1000, 8300), P8(4000,
1200, 8300), P9 (4000, 1300, 8300), P11(4000, 1500, 8300),

P4 (4300, 1000, 8300), P6(4500, 1000, 8300) }

The set of largest filter-IDs from each set obtained
is {P4(4300, 1000, 8300), P6(4500, 1000, 8300), P6(4500,
1000, 8300)}. The lowest of thege filter-IDs, P4 (4300,
1000, 8300), is selected as the search-ID.

The remaining sets are searched for a filter-ID that
matches the search-ID. In the illustrated example, the
destination port and the source address sets are searched
from the highest towards the lowest filter-ID. The
search-ID, (4300, 1000, 8300), is found in all the

remaining sets and is added to the result intersection
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15 filter-1D, fromlowest to highest. The order of
policies is determ ned by conparing the source port

wo p@kdlsoshen the destination port field and tPEnUS1ve3/024346

source address field of the filter ID to determ ne

the hierarchical order of the filter-1Ds. 20

Continuing with the illustrative exanple, it is
setassumed that a packet having a source port entry of

4300, destination port entry of 1300 and I Ce. _
adBesaysentihy "eEresodag FAled St etx%@%é:tev?lsb %ed :fvll 1&s*
Ref [ to FIG 11, th t [ j Cy-

eferring to , e set obtained of r%:ol | C :n%%

IDsand aswoesestedhe meat 1srpests &l ldsady Ifh
field addresses is: 18 WO 2004/ 015937 _
excBCH WHR0GRAA2A34® iSowedeqpedt fropy tAg0metsli100his
8100), P8(4000, 1200, 8300), P9(4000, 1300, 8300),

£11REH 4900 & 14Q0%, 8400 nefil HedG@Mh-IT600,I1r8300) ,
P12(4000, 2000, 9500), P4(4300, 5 1000, 8300) }

ill%gg{a%%%%sfaq%%hgg@l %g%grg_}g%? :tl'%gt?%a%e%:’%lcg&ég%en

8200 . P4( 4300 Q . 8300), P5(4400, 1000, 8400),
Sea%c?‘fzsi()&,n %%1%6:&3:31 ) } Source address: {{P1(4000,
1000, 8300), P8(4000, 1200, 8300), P9(4000, 1300,

8300), P11(4000, 1500, 8300), P4(4300, 1000, 8300),

P6(4500, 1000, 8300 15 .
%Ource port = {P984000 , 1100, 8100), P8(4000, 1200,

8300), P9(4000, 1300, 8300), P10(4000 ,1400, 8400),

P11(4000, 1500, 8300), P12(4000, 2000, 9500) }

Destination port: {{P1(4000, 1000, 8300), P9(4000,

1300, 8300), P2(4100, 1000, 81QO), P3 (4200, 1000, 8200)}

Source address: {{P1(4000, 1000, 8300), P8(4000,

1200, 8300), P9(4000, 1300, 8300), P11 (4000, 1500, 8300)}

The set of largest filter-IDs is {P12 (4000, 2000,
9500), P3(4200, 1000, 8200), P11(4000, 1500, 8300)}. The
lowest of these, filter-ID = P11(4000, 1500, 8300), is
selected as the new search-ID.

The remaining sets are searched for a filter-ID that
matches the new search-ID. The source port set of

filter-IDs below the previous search-ID is searched
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The set of largest filter-1Ds fromeach set obtained
is {P4 (4300, 1000, 8300), P6(4500, 1000, 8300),

wes(450037 1000, 8300)}. The | owest of these PCT/US2003/024346

filter-1Ds, P4(4300, 1000, 8300), is selected as the
sear ch- ID 20 The remai ning sets are searched for a

tOV\fI l& et rae xarrp If‘é’%e)ﬁ fﬁ]gféxeaz{ Crnaﬂcgi t!@ Elli‘@ new

estination port and t he

ce add e sets are searched , from
Seaﬁﬁﬁbr% t t°3951 et_fh 5T fs]garl%:ﬂff%d)&?ﬂs%%oo
1000, 8300), |s found in all the 25 remainin ets and
83QQ) addedalo TG ey 31} rfthe SRR UH D F T 2%%3/ 15837
PCT/ US2003/ 024346 set. Because the nmethod has not yet
addedhaustigte tresdlt timtereciipargeset, the next |argest
filter-1D that does not exceed the search-IDis
selmedaged ritme theclsed shadhist Srdt | dxdawsred usedfhbter-

the new search-1D. In the illustrated exanple, the
1pd 114 &fny et hé\ih@&\/@xtﬂolaf@@é’t SERE€herh i fhibedses snot
are: Source port = {P7(4000 1100, 8100), P8(4000,

10 9( 40 P10¢ 400

ex%‘%og o%%iaa‘p&;bﬁ% ooggllesoo 83%%?%%?2%%%%0 05%%)%
9500))_ Dest | t; {{Pl(4000 100

£i Jﬁsﬂﬁ ] ‘é’%%ﬁl%%o e 2%%?9% f1)IE?)0?§‘QP3(4200

1000, 8200 ,
illustrated example, the filter-IDs that have not been

searched in the sets are:

Source port = {P7(4000 , 1100, 8100), P8(4000, 1200,

8300), P9(4000, 1300, 8300), P10(4000 ,1400, 8400) }

Destination port: {{P1(4000, 1000, 8300), P9(4000,

1300, 8300)}

Source address: {{P1(4000, 1000, 8300), P8(4000,

1200, 8300), P9 (4000, 1300, 8300)}

The set of largest filter-IDs is {P10(4000 ,1400,
8400), P9(4000, 1300, 8300), P9(4000, 1300, 8300)}. The
lowest of these, filter-ID = P9(4000, 1300, 8300), is
selected as the new search-ID.

The remaining sets are searched for a filter-ID that
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Sour ce address: {{P1(4000, 1000, 8300), P8(4000,
1200, 8300), P9(4000, 1300, 8300), P11(4000, 1500,

wW@3®a)p)593The set of largest filter-1Ds is {P12P@0D082003/024346

2000, 20 9500), P3(4200, 1000, 8200), P11(4000, 1500,
8300)). The Iowest of these, filter-1D = P11(4000,

1500 300), i | ected,as it ear.ch- T
ma éhﬁﬁrﬁﬁﬁ;%ﬁﬁ%éhﬁé?ﬁsegﬁéﬁgﬁef%ifﬁég?%ﬁééaé%ééé%ﬁ’r%he
mat ches t he new sear.ch-1D. The urce port set of 2
deghinadlarDP P GRS HEHrvHR %fi%?%?% |%f"1% as’”eear%%ae‘acshed
20 WD 2004/ 015937 PCT/ US2003/ 024346 _ towards the
framids Highest |tDWasds the drviert Hel Heaw - Rar cRR¢D. In
this case, the search-I1D, P11(4000, 1500, 8300), is
seayath fiyncbd (e aid, tIB0¢ et 0ng setHownd in abt thelded
to the result intersection set. 5 Because the nethod
re@n iy S@is exdmusd eiddd® do |dles -rd sl nimnyrsettishe
next largest filter-1D that does not exceed the
earch-ID is selected fromthe sets. This filter-1D
I's used as the new search-1D. In the illustrated

ex le, t filter- e _

O R e Ohd eddlcd Bad Hte WS AamEaly 10n8 B B05F

P8( 4000, 1200, , 8300), P9(4000, 00 0 P10( 4000
IDs 1 RUBAR ) 5@%}%‘% ng‘?é%??tpofrfft?%'ﬁ 4'3)6%‘? O}%%%,not

8300), P9(4000, 1300, 8300) )
exceed the search-ID is selectéd from the sets. This
filter-ID is used as the new search-ID. In the

illustrated example, the filter-IDs that have not been

searched in the sets are:

Source port = {P7(4000 , 1100, 8100), P8(4000, 1200,
8300) }

Destination port: {{P1(4000, 1000, 8300)}

Source address: {{P1(4000, 1000, 8300), P8(4000,

1200, 8300)}

The set of largest filter-IDs is {P8(4000, 1200,
8300), {Pl(4000, 1000, 8300), P8(4000, 1200, 8300)}. The
lowest of these, filter-ID = P1(4000, 1000, 8300), is
selected as the new search-ID.

The remaining sets are searched for a filter-ID that

matches the new search-ID. The source port set of
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Sour ce address: {{P1(4000, 1000, 8300), P8(4000,
1200, 8300), P9(4000, 1300, 8300)} 20 The set of

wo 200ges93filter-1Ds is {P10(4000 , 1400, 8400)PCT/US2003/024346
P9(4000, 1300, 8300), P9(4000, 1300, 8300)}. The

| onest of these, filter-1D = P9(4000, 1300, 8300), is
sel ect ed

, as the, new search-LD. e.repaLnl set
fll‘éﬁ;ﬁ}/‘ %’é% Eﬁ;iawf bPealF FT’%‘é‘r‘El Be?ﬁéﬁ'@ll%og%égﬁ%fsgs?
3/ 024346 _matches _the search-ID. . In th
towprfgsthat égweRhnpiétetrndl gggtﬁnﬁﬁFSE b8rF£§nEe%he
source address sets are searched fromthe highest
searohaifbs tfibel enesthf Py ePlI(BO0PRel088ar SROLD, PH( AEFO,
1300, 8300), is found in all the 5 remaining sets and
fouha addellt ehtheemasntihg seessenti 08 nott adBedadse tiise
met hod has not yet exhausted the filter- Main any set,
reshiie Bextrkacdesh tekter-1D that does not exceed the
search-1Dis selected fromthe sets. This 10 filter-ID

iSTﬂge%eépﬁghﬁpn%Wbs?%g%?bhgg LRatbBee hhalsusidariR@d the

exanﬁle, I ter- hat "have not been searched

in the sets, re:_g ur Mo P7% [ | )
LowpREadab 1 380 o T3 500 UE BRECRAPLen et e T

%{P1(4000, 1000, 8300)} . . :
method is completed. The result intersection set 1s
{P4 (4300, 1000, 8300), P9(4000, 1300, 8300) }.

Various features of the system can be implemented in

hardware, software, or a combination of hardware and

software. For example, some aspects of the system can be

implemented in computer programs executing on programmable

- computers. Each program can be implemented in a high level

procedural or object-oriented programming language to
communicate with a computer system.

Furthermore, each such computer program can be stored
on a storage medium, such as read-only-memory (ROM) ,
readable by a general or special purpose programmable
computer, for configuring and operating the computer when
the storage medium is read by the computer to perform the
functions described above.

Other implementations are within the scope of the

following claims.
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Source address: {{Pl (4000, 1000, 8300), P8(4000,
1200, 8300) } 20 The set of largest filter-IDs is
w@ R@ga0087 1200, 8300), {P1(4000, 1000, 8300)PCT/US2003/024346
P8(4000, 1200, 8300)). The |I|owest of these, filter-1D
= P1(4000, 1000, 8300), is selected as the new

Wﬁﬁ%kﬂ‘%l\{{%ﬂaﬁégmi ning sets are searched for a

25 mat ches the new search-1D. The
source port set of 22 WD 2004/015937 PCT/ US2003/ 024346
it bel ow.t he previous search-1D is searched

- 1.Ds
1'%0W§$b§dtﬁgmp&h§§pﬁﬁIter-ID for a match to the new
search-1D, The search-|D, P1(4000, 1000, 8300) ,&s not
f oURRIESFEI NG HESFRARE HY RS SkE Ohnan® sOhhoRadEY F6T -
the 5 result intersection set. The nethod in the
idewr bEoé g, exaripl eehassseatdieed tWbth| awesspoarjge data-
filter-1D of the source port set, and the nethod is
paclonpl| €l eelsi Ther reseld; i ambé@r section set is {P4(4300,
1000, 8300), P9(4000, 1300, 8300)}. 10 Various

f eadar B9i0f 4 heeSYBE e €adf beil vptei@ehedridrs based on an
har dware, software, or a conbi nati on of hardware and

inéé?éé@% on FOF NPl freSOMBASPEELS Qfcihe system can

I mpl enmented I n conmputer prograns executi-ng on
progranmabl e conputers. Each program can be
i mpl enmented in a high | evel 15 procedural, or

obj ect -oriented_pr.ogrannm ng | angua t,0
2. Th% method of cl%ingl @@re%er conmp %81ng:

associating each filter-identifier with a policy-
identifier that identifies a policy applicable to data
packets having specified entries in the data-packet

clagsifier fields.

3. The method of claim 2 wherein associating a filter-
identifier with a policy-identifier comprises:
characterizing the specified entries in the data-packet
classifier fields as either a range-based value or an exact
value;
developing a bit mask from said characterizing; and

combining the bit mask with the policy-identifier.

4. The method of claim 2 wherein associating a filter-

identifier with a policy-identifier comprises:
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communi cate with a conputer system Furthernore, each
such conputer programcan be stored on a storage
wore@ion93such as read-only-nenory (ROM, readedl/ESivg3/ee4346
general or special purpose programmabl e 20 conputer,
for configuring and operating the conputer when the
st or age edi um i s 1 1 her-sompus ety d ogpes f graxthe
fun%% o%lgﬁg%s%]r]%l%%ldgg%ag%? rC]()t%ﬂer i rrple%?réen(tjlat%ogs are
within the s e of _the following clainms. 23 WO
C1aR5H] B oRYe BT (RBD03] 024346  WAT | S CLAINED | S: 1.
A met hod conprising: determning respective sets_of
onec IO HBERT {7 | Yekue | QR YT b oM el dat22B36EPht ed
with a respective data- 5 packet classifier field; and
classifieg Hiekdslwisktaapolisyetdengenhfierers based on
an intersection of the filter-identifier sets. 2. The
nmet hod of claim1 further conprising: associating
each filter-identifier with a policy- 10 identifier
5. hal rdedeld i1 iRPhl GhedieAln GrREie iRy ddied Rankel-Sset
havi ng specified entries in the data-packet
cor la.fg'égi,er fields. 3. The nethod of claim2 wherein
sociating a filter- identifier with a
po'égyéégfgélglSgrggggiééefilter—identifier from one of
the data-packet classifier field sets as a search-
identifier;
searching the other packet classifier field sets for a
match of the search-identifier; and
adding the search-identifier to a result set if the

search-identifier is found in all of the other sets.

6. The method of claim 5 further comprising iteratively
repeating the selecting, searching and adding with respect
to at least one subsequent filter-identifier until a last

filter-identifier in any set is reached.
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15 characterizing the specified entries in the
dat a- packet classifier fields as either a range-based
WO 2004013987 an exact val ue; devel oping a bit nmeERBKI/USN3/024346
said characterizing; and conbining the bit mask with
the policy-identifier. 20 4. The nmethod of claim?2
erej soci at it ' [ L& with a
B e T R o Y
PCT/.US2003/ 024346 = assi gni.ng..a hi erarchical_order_io .
{h& R Akt L et o T Fp . 0rdeT
val ue derived fromthe data-packet <classifier fields
andpith a policy-identifier. 5 5. The nmethod of claim1
wherein deriving the result-set conprises: selecting
a perdficohiarg fsdidreeaeriting efrdm om ohcef-id¢rtifier with
dat a- packet classifier field sets as a search-
a Hidgidd iveilud searddinc 1lhenthientpatiet widssaflewest
field sets for a match of the search-identifier; and
vaBding dle searLhafdentifier to a result set if the
search-identifier i's found in all of the other sets.
6. The nethod of claim5 further conprising
iteratively 15 repeating the sel ecting, searching and

o FUEL BB PR 7 Ptk BT RE AP R v

filter-identifier comprises:

selecting an initial filter-identifier from each data-
packet classifier field set, said initial filter-identifier
having a highest value among the filter-identifiers in that
data-packet classifier field set; and

selecting one of the initial filter-identifiers as the
particular filter-identifier, said one of the initial
filter-identifiers having a lowest value among the initial

filter-identifiers.
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filter-identifier in any set is reached. 25 WO

2004/ 015937 PCT/ US2003/ 024346 7. The method of claim
W®2doa01398T conpri sing: placing the filter-idene¢T/U82083/024346

in a hierarchical order; and performng said

searching froma filter-identifier wwth 5 a highest

| ue rds a-.fi.lter-identifi.er _w.t £ e
0. Fhet et AR GFchy=1s Sribdanod ot R
selecting a partjcular_, filter-identifier conprises:
Su@ﬁﬁ%&ﬁ@?mfﬁh#%?ﬁ% FIEFFITRrCPHRNTEY br fron1ggch dat a-

10 packet classifier field set, said initia
filsekeqtdardidi Bkl temvi depal FigheStonataeh afdhy-PReket
filter-identifiers in that data-packet classifier
cldéel iesetfiabhd setecstaid Dhktef-identhfie¢nlhaving a
filter-identifiers as the particular
hi%ééterva}lpl@@télﬁdneg ,tBai fii Dher of dédvei fhetsainlbhat data-
ilter-identifiers having a | owest val ue anong the

paé%%%iéﬂaséifié%'ff@i@iéé@r§ha@6ig[189@ﬂ(@ﬁ59§iue than the
UsS2003/ 024346 9. The method of claim8 wherein

iteratiVv i ng. ubsequent filter-identifier
Se&on ?}%%§¢¥§£$%§§%%%gha??ﬁter-identifier from each
dat a- packet classifjer

£i 15t HERT i PR O hathg %fégr§féén€§£9ers as the
iterative particular filter-identifier, said one of the
iterative filter-identifiers having a lowest value among the

iterative filter-identifiers.

10. A method comprising:

entering node values in a tree for each endpoint value
ascociated with at least one policy-identifier;

associating a first set of policy-identifiers with a
particular one of the node values wherein the first set of
policy-identifiers is applied to data-packets having packet-
header classifier fields matching the particular one of the
node values; and

associating a second set of policy-identifiers with the
particular node value wherein the second set of policy-
identifiers is applied to data-packets having packet-header
classifier fields with a value between the particular one of

the node values and a next higher node value.
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5 hi ghest value anong the filter-identifiers in that

dat a- packet classifier field set that is lower in
w20040196mn the search-identifier val ue; and BEI/E810031024346

one of the filter-identifiers as the iterative

particular filter-identifier, said one of the 10

iterative filter-identifiers having a | owest val ue

anong the iterative filter-identifiers. 10. A nethod

conprising: entering node valuyes in _a tree foy each
11 -engpﬁéi ﬁlet%éﬂ%é’f ég'?gﬂ a]toetijﬁt#’f?rath"ggs]tm&% dexf¥fihg the
policy-identifier; 15 associating a first set of,
secould Gpti @énEFliiens ibant i igns (L A0 JidHSeHe Hofiet ©f
val ues wherein the first set of policy-identifiers is
theaffldsed et aet ppacketisidarpiifigyrackest 2 Hdagyy set of
classifier fields matching the particul ar one of the
poliede VRintaFicand R Rsisaeidatiith alsecmnt setglefr node
policy-identifiers with the particular node val ue
Wherein the second set of policy- identifiers is
appl i ed to data-packets havi ng packet - header
classifier fields with a val ue between the particul ar
one of the node values and a next hi gher node val ue.
27 WD 2004/.015937 PCT/ US2003/ 024346 11., -The et hod .
12 .c| &M U] PRSP afeHiiG ng aebl%encl:eg%l se?i%rlng
of policy-identifiers froman intersection set_of the

mactims - eacwialpdt i At aEimerdan et i3RI 6 @
machine cause the machine to:

determine respective sets of one or more filter-
identifiefs associated with respective data-packet
classifier fields; and

derive a result-set of filter-identifiers that is based

on an intersection of the filter-identifier sets.

13. The article of claim 12 further comprising machine-
executable instructions for causing the machine to associate
each fil£er~identifier with a policy-identifier that
identifies a policy applicable to data packets having

specified entries in the data-packet classifier fields.
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policy-identifiers associated wth the next higher
node 5 value. 12. An article conprising a

wore@hion®3T eadabl e nedi um storing nmachi ne- exeCRPCHDE®03/024346
i nstructions that when applied to a nachine cause the
machi ne to: determ ne respective sets of one or nore

14f | &RE- aéelb%nb'ff 'c?c%%ma?t.%o%&%&%@nwatsl%o%%%%%b‘ Y filter-

dat a- pac classifier fiel derive a

ul.t - set .- | dent s tha ase
HaPRELFLREL MORoR PRALFYI CaPrrABAErs (arPEarss 1getRiigtions
article of claim12 further conpr|5|ng machi ne 15
Eoéxecutabl e instructions for causi ng the nmachine to
associate each filter-identifier with a
pol pegipdent hirsarchacali gsAerf tes thepdpitey raghietcabl e
to data packets having specified entries in the

.cldasafparkétietBassahder fields. 28 WD 2004/ 015937

PCT/ US2003/ 024346 14. The article of claim 13 wherein

asseemBihBJaavhilliketerigent Fibar thet Ba8a-packet classifier
policy-identifier conprises instructions to: assignh a

flensgamehcal pen%gf &aehh_@zf@a&a packet 5 classifier
fields; and nbi he a val ue derived fromthe

dat a- packet cIaSS|f|er fields with a
policy-identifier. 15. The article of claim 13

15?0n¥£ésggglcfe g?Ch&alm 13 comprising the machlne—
executable instructions to cause the machine to:

select a particular filter-identifier from one of the
data-packet classifier field sets as a search-identifier;

search the other packet classifier field sets for a
match of the search-identifier;

add the search-identifier to a result set if the
search-identifier is found in all of the other sets; and

iteratively repeat the selection, search and addition
with respect to at least one subsequent filter-identifier

until a last filter-identifier in any set is reached.
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executable instructions to cause the machine to: 10
select a particular filter-identifier fromone of the
waelawasopsket classifier field sets as a PCT/US2003/024346
search-identifier; search the other packet classifier
field sets for a mtch of the search-identifier; add
the ar Nti-f i 0 I S [ :
ﬁ% a% % EE c& Bll e he %EFh%j%$%§%%BChlne

searc |er oun In a sets;

and eratl eat. t he sel.ection, sear.ch and
exs&a.tﬁloiﬁ Bt 5 505 SpUrdag, "Oe " Suan

fllter-ldentlfler untll a | ast fllter-ldentlfler in

anypééﬁel§hﬁe§éﬁéﬁr 29lenpiiderp0ingg7 hierarchical order;

PCT/ US2003/ 024346 16. The article of claim 15 further
andonpri si ng machi ne- executabl e instructions for

causing the machine to: place the filter-identifiers

i N achirehafebimcal falder;-idandi%ieeawdhhf moMmiagghest value

filter-identifier with a highest value towards a
to@b&ﬁ%ra'@QQEEELQGéWtﬁﬁléﬂ Quest avalbwedtn e in the

hi erarchy. 17. The article of claim 16 wherein the

hidBehipg- executable instructions to select a

particalar filter-identifier 10 further conprise

instructions to cause the nmachine to: select an

initial filter-identifier fromeach data- packet

classifier field set, said initial filter-identifier
17haviThg arkilGhes Ly SladTakonyhereiry (ther MegkassesytRble

t hat
instructions to select a particular filter-identifier

further comprise instructions to cause the machine to:

gselect an initial filter-identifier from each data-
packet classifier field set, said initial filter-identifier
having a highest value among the filter-identifiers in that
data-packet classifier field set; and

select one of the initial filter-identifiers as the
particular filter-identifier, said one of the initial
filter-identifiers having a lowest value among the initial

filter-identifiers.
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dat a- packet classifier field set; and 15 sel ect one of
the initial filter-identifiers as the particular

wo pdoers9sdentifier, said one of the initial PCT/US2003/024346
filter-identifiers having a-| owest val ue anong the
initial filter-identifiers. 30 WO 2004/ 015937

185CTIHR2008: 034308 A8inThe 2ULLALS BbnElAldlnb! diY Wifhine-

conprising the machi ne- executabl e instructions

causi t he chine to.. select .a filter-identifier
exPrBRPELEn L ATGEARED COTASEIFLDe FREl IoSHE R &
filter-identifier having.a 5 highest value anong.the
fi| eeLerdent CALEPE -LASARAL 185t AT OPaCREL CRASsPRCEET
field set that is lower in value than the
clgeaifheirdéneilfi sctvakadd fadtsetadensadietr haying a
filter-identifiers as the iterative particular
highkser vadant afnoay, thai didherofideheiftierat ive that data-
filter-identifiers having a | owest val ue anong the

pabtketati¥8sifhberiedanteti ehsts 18. 18wekt iiel €alue than the
conprising a machi ne-readabl e nmedi um storing

sefBGH1 BgeRYCEULADLELBSt Guati ons that when applied to a
macni

ne cause the machine to: 15 enter node values in

a tree for _each_e oi-nt . val u $s$oci at i th.at .

oacfTshE oBRr Br e e LR aenBTRRELE B8 W Ferarive

pol.icy-identifiers with a partL%uIar o%e %f t.he node
PaySL6BL e AFRTTABPELSE cZer Sfd one Of the iferative

filter-identifiers having a lowest value among the iterative

filter-identifiers.

19. A article comprising a machine-readable medium storing
machine-executable instructions that when applied to a
machine cause the machine to:

enter node values in a tree for each endpoint wvalue
associated with at least one policy-identifier;

asgociate a first set of policy-identifiers with a
particular one of the node values wherein the first set of
policy-identifiers is applied to data-packets having packet-
header classifier fields matching the particular one of the

node values; and
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policy-identifiers is applied to data-packets having

packet- 20 header classifier fields matching the
w@2ootiocwsar one of the node val ues; and 31 WPCT/US2003/024346

2004/ 015937 PCT/ US2003/ 024346 associ ate a second set

of policy-identifiers with the particular one of the

node yald %%eW??r@d%nhh%e&egﬁn%dTﬁiyjlden fle s with the

policy-identifiers is applied'to ta- pac ets avi ng

header cI SSifi r f| | d th.a ue bet ween
palRehapr carart &P Breetf v s, ViR St Bee of
node value he artlcle of claim 9 further
pogéfgf'éf 1] ﬁ?trlsu&tsl -Elteﬁl G&r A7 3 R ckstshdiasdingppacket -
pol i cy- |dent|f|ers froman intersection set of the
hepdest cdessafipsl ifdplidgemiith &r yadn¢ betiigest ther psfrticular
policy-identifiers associated with the next 10 higher
ongodé€ takueodel vaAueappadatunexaniriiohieny nogen etalarak
interface adapter; first circuitry comunicatively
coupled to the network interface adapter to determ ne
respective sets of one or 15 nore filter-identifiers

oassg%aa@félmteh OFeeRBG Y9 ¢ak@nRacksl ﬁ'ﬁ%@ f'n%rtr ctions
fields; and second circuitry comuni catively couple

ol BT BB BN N Ry

tersection of the filter- 20 |d nt| |er ets.
in grsec gon seg o% %he first set of policy- identlflers and

a first set of policy-identifiers associated with the next

higher node value.

21. An apparatus comprising:

a network interface adapter;

first circuitry communicatively coupled to the network
interface adapter to determine respective setg of one or
more filter-identifiers associated with respective data-
packet classifier fields; and

second circuitry communicatively coupled to the network
interface adapter to derive a result-set of filter-
identifiers that is based on an intergsection of the filter-

identifier sets.
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32 WD 2004/ 015937 PCT/ US2003/ 024346 22. The appar at us

of claim2l1l further conprising third circuitry
wemnnsat i vel y couple to the network interfaP€r/us2003/024346

adapter to associate each filter-identifier with a

policy- identifier that identifies a policy applicable

zt 0 gfkagy gp%%lﬁ@ﬂss %a\éuagmsaqc'fw%@he%nw@% i d&hird
dat a- pac classifier fields. 23. The apparatus of

m% amg;zcoge a%%%%i' by ug1d kL Itﬁlre ne%%trkf H%Ee‘%‘f%*?:e

|er rls S four Circ

nlcatlvel couple he n i nterf
adaag%?eFot S P N SR Waﬁe%% & policy-
dat a- packet cIaSS|f|er fields; and conmbi ne a val ue
idgstifeers £batt hecastiipacRePOLEYs PPPAA Cabilel do Wath a
policy-identifier. 15 24. The apparatus of claim 23
patigethehavanpr penrd fiefit entriesuitr yheo dmiai-patdked! vy
coupled to the network interface adapter to: select a

clpaktiféul-arikibker-identifier fromone of the
dat a- packet classifier field sets as a
search-identifier; 20 search the other packet
classifier field sets for a match of the

SR R R
1dent1?§e%tgg Set%ollcg identifier comprises fourth
circuitry communicatively coupled to the network interface
adapter to:

assign a hierarchical order to the data-packet
classifier fields; and

combine a value derived from the data-packet classifier

fields with a policy-identifier.

24. The apparatus of claim 23 further comprising fifth
circuitry communicatively coupled to the network interface
adapter to:

select a particular filter-identifier from one of the
data-packet classifier field sets as a search-identifier;

search the other packet claggifier field sets for a
match of the search-identifier;

add the search-identifier to a result set if the

search-identifier is found in all of the other sets; and
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33 WD 2004/ 015937 PCT/ US2003/ 024346 iteratively
repeat the selection, search and addition with respect

W@ 200a01998ASt one subsequent filter-identifier PCMUB1003024346
last filter-identifier in any set is reached. 25. The
apparatus of claim 24 further conprising sixth 5

t t] o
AP ETS v Eda e o T SRR e e g hen
with Pegidcert o S o}'%‘?@%%ﬁq%tﬁé” e tier

filter-identifier with a | owest value in the
unttiileearletnr. f24.teThd deppdriaiads 16t ENAISRRS S Feafed-
conprising seventh «circuitry comrunicatively coupl ed
to the network interface adapter to: 15 select an
initial filter-identifier fromeach data- packet
25 Cl assd fdiaddldd oretal s @4 rivdtterf iddrgred ciiond i disxerh
havi ng a hi ghest value anong the filter-identifiers in

c111cJ1 ttthg}jactcﬁ‘nnﬁﬁfll%eattﬁ}&%ﬁ'éd@lé‘d el ot anélﬂﬁbﬁ@' Bie®fece

i nit Iter-identifiers as the
da?rtl ular filter-identifier, said one of the initial
2daq4§% XS dent i fi ers having a | owest val ue anong t he

"“gféﬂe gﬂgt 1féé¥”¥éeﬁé¥§iers in a hierarchical order;

and
search from a filter-identifier with a highest value
towards a filter-identifier with a lowest value in the

hierarchy.

26. The apparatus of claim 25 further comprising seventh
circuitry communicatively coupled to the network interface
adapter to:

select an initial filter-identifier from each data-
packet classifier field set, said initial filter-identifier
having a highest value among the filter-identifiers in that
data-packet classifier field set; and

select one of the initial filter-identifiers as the
particular filter-identifier, said one of the initial
filter-identifiers having a lowest value among the initial

filter-identifiers.
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WO 2004/ 015937 PCT/ US2003/ 024346 27. The appar at us of

claim26 further conprising eighth circuitry
weemunsat i vel y coupl ed to the network interfBCBEUS2003/024346

adapter to: select a filter-identifier from each

dat a- packet 5 classifier field set, said

15 RS, s g besk B g e
et tha

. th
cizghi RV RN PLER VAP OE csﬁafsée bt Lhrcrap wpRE intertace

filter-identifiers as the iterative 10 particul ar
adgptegrtPdentifier, said one of the iterative

f||ter-|dent|f|ers having a | owest val ue anong the

i tepaleve af Eileeriddantfifées. £2em paspsdemr-packet

conprising: a network; and 15 a network device
clasﬁmﬁmé@atﬁéeﬂyseeupbaddtﬁiﬂher—demdeiemhha&émgce

including a processor and instructions executabl e by

nifhesPr 9686880EmbAgCaUse rileerPiaeassaicle: idetaal data-
respective sets of one or nore filter- 20 identifiers

pa??é?;b?gggé%%gg E§§E805é¥etﬂ§Ea @aﬁg%Er gha%éHEbeEhan the

erive aresult-set of filter-identifiers
in |ntersect|on of the

sepifhat degEatiFropa

gelect one of the filter-identifiers as the iterative
particular filter-identifier, said one of the iterative
filter-identifiers having a lowest value among the iterative

filter-identifiers.

28. A system comprising:

a network; and
a network device communicatively coupled to the
network, the device including a processor and
instructions executable by the processor to cause the
processor to:

determine respective sets of one or more filter-
identifiers associated with respective data-packet
classifier fields; and

derive a result-set of filter-identifiers that is

based on an intersection of the filter-identifier sets.
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WD 2004/ 015937 PCT/ US2003/ 024346 29. The system of
claim28 further conprising instructions to cause the
WEe@eOs®IT to associate each filter-identifierPCTUSI003024346
policy-identifier that identifies a policy applicable

to data packets having specified entries in the
29,g|at. y %grksft o flassif sl Edreélf%sr o1 2y Ste Alctions

her conmpri'sing I nstructirons t0O cause t he

processor to: select a particular filter-jdentifier. .
to iR AIRE SRt o DV oA Tert 1 o Ler T Lter

a search-identifier; 10 search the_othercgﬁpket .
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30. The system of claim 29 further comprising instructions
to cause the processor to:

select a particular filter-identifier from one of the
data-packet classifier field sets as a search-identifier;

search the other packet classifier field sets for a
match of the search-identifier;

add the search-identifier to a result set if the
cearch-identifier is found in all of the other sets; and

iteratively repeat the selection, search and addition
with respect to at least one subsequent filter-identifier

until a last filter-identifier in any set is reached.
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