; €3e>>48%) Z6T<I 0 System and Method (or Detecting and Managi ng Frfuzdp}m 2002
Cross-Reference to bel ated Application This patent application is felated

to'the fol i,.hg commonly owned, co pending U S. utility p; .

appl i céY‘?gé{%g "Network Information Concentrator,” Seri é?q”m/é?"”

08/ 42G, 256, At Nunber 11643/ 0012, incorporated herein by

ref erence. Bac%@[ﬂﬂlﬂl”@ﬁ@ﬂlﬂihe Inventiort Field of the Invention The present
invention rela sing event records, such as, for 20 exanple,

t el econmuni cat i ons *is8¢hor k event records. -2 Related Art As the

t el econmuni cat | i rapidly grows, telecomrunications fraud al so
grows. In the I‘WWWMWWE al one, telecomunication fraud is estimated to
have cost $3 b 95. Tel ecomuni cations service providers 5 have
experienced difficlfl®*in keeping up with new methods of fraud. As soon as
service proyiders i ement new systens to detect current nethods of fraud,
crimnals iSMMé“&E\&M#&hQ@(@T a/ﬁtpehngn%tld&%amgmgdhmé targeted at
all types of services. Such services and correspondi ng fraud include use of
calling cards, credit cards, 10 custoner prem se equi pnent (CPE), including
private branch exchanges (PBX), dial 1+, 800 inbound, and cellular calls.
In addition, international dialing is a frequent target of fraud because of
its high price of service. Subscription fraud, where a custoner subscribes
to a service, such as 800 or Dial 1) and then never pays, is also a
frequent target of fraud. 15 ' Existing nethods of detecting fraud are
based primarily on setting predeterm ned thresholds and then nonitoring
service records to det ?ck en a thrl%s{hol ?/&?s .bean exceeded. Paraneters
for such threshol d&TSH{igéekaics 10 PlieIIgnsy a day, nunber of
calls less than one mnute in duration, nunber of calls nore than 1 hour in
dur ati on, cal |'Bhit patspepblitatiohes spheade thy fbléssing 20neadidlg otvdedpeei fi C

countri espengmgl@_so{,jig[iyr}mdnmgp};l[@f;bﬁ;peci fic tel ephone nunbers, etc. Many
paraneters can be used to tailor a particular threshol ding systemfor

fertain cust Omﬁ\ﬁﬁw%k Sﬁgé’rlr&%% HGeéhps08 hldp ﬁ%%ep%%%é y
wh | . d . Sbreover, th
D g no ey @@ﬁ@ﬁ%%&lﬁqg@@?%é%g%%owﬁs%d’%gﬁ?b&‘ﬂ Hchaocd upon o

enpirical data. In addition, manually programed threshol ds

Background of the Invention

Field of the Invention

) The present invention relates to processing event records, such as, for

20 example, telecommunications network event records.



.are static and thus do not adjust to changing patterns of fraud. Th?j&ﬂ\rReZUUZ
therefore easy for crimnals to detect and circunmvent. Al so, si nce1 \

t hr eshol dsy@y§izspe -3set conservatively in order to detgst,8R%bofo aud, -
they are frequently exceeded by non-fraudulent calls, contributing to high
rates of false alarnms. Wien a threshold is exceeded, an alarmis triggered
and presented to an anal yst, who nust then analyze the alarmto determ ne
if it properly reflects fraud. 5 The adal yst nust query many sources of
data, such as custoner paynent history and service provisioning data, to
assess the probability of fraud. The anal yst nust al so assess several
different alarns and correlate themto determne if a case of fraud is
spanni ng acr @edgi ces. This manual process of analyzing and correlating
is time consum ng, |abor intensive, highly subjective and prone to 10
error. Wien ii is determ ned that fraud has occurred, the analyst nust then
sel ect an appr oprAathe tele¢cdnanuginatidrizendustry tragitlly grows,Salzbomohingrasonan i ncl ude
deactivating.a calling card or hl ocking an ANl (Automatic, Nupber .

| denti fier) ?Ltﬁinf‘a]éPiE’cng%till’?g&éa pided Silesoplange!s PF%‘E“‘%‘%}%OE‘eﬂgu‘{)straud
managemnent gl gegxel; i R I . ice

provi ders o?gs?xr?%:gttﬁ@s}f%new rlgﬁogg? ]?Sggﬁgéﬁ?}‘s@‘ﬁ?%aﬁ‘f pﬁgéesr,gl {cgﬁﬁf\?ﬁ%s hol ds
must5 const aritdvy ekperfencqt digfiamydd kedfiag up svihansenieiwdaof frafd.gas atde syst em
met hod and conputer pr.ogram product for detecting and automatically acting
upon new andRSSTOISEIREGVIAGE fraplsEenoneyy &y terag tocdefecheurerp mesthofsef fravda vari ety
of applicati : : r | e, tel ecommunications fraud, credit card
and debit caér}gﬁl rﬁgaﬂ?&égtrg&vmmﬁﬁﬁg? etc. Summary of the Invention The
present inventionCuge myhbéof flahieee angetedapill @ypddr abscavicey. oSuet f or
processing event records. The present invention includes a detection |ayer
for 25 det eciervigescand gpmespppdias drauslcinclude yuse sfctplling cards, ergditysaeds,

t hreshol ds and ofiles, for . N | ar refr anal yzi ng
Vel T ecor daTIBIS RS e BpmER (PR, A ag Tl BEER EURARE (R0pEC
includes an @aply,s860 Imdvehd, a8 cepmantdidatinnddaionl berhfichat dRéifg igd expert
systens | ayer for automatically acting upon certain cases and a

pr esent at i onfrequeet tafget offraskbrcawsy afasdsght pridenfearvigse rSibsersptiomdrdust;
permtting hupan operator to [nitiate additiongl. actions. 5 The present

P ovent | on coRBPR At iomer SuPIFPALI A R YIRe SUFt 38 ST IO, bt ThepBeeE poct f i .,

or domai n-spggicfi i J es. The core infrastructure is
generically E%’Sl 33%88 ﬁ%@%ﬁf‘%ﬁe‘tgffrﬁ% actual type of network being
moni§ored. The  doRRisting prethdds of ripteetirg tfedud oare i tased qrintkerdy vart lsettingr

specific data and thus provides configurability to the system 10 The
domai n- speci Picdetermmeddiesholdsrandhen MOnLiefentsedes [eCaFsi tg deisst wheme abase for

storing domajn; N a - fd b a4 ncl ude
one or nore gg%sgaggoggféé ;%Fl%‘ E&eﬁg&ﬁf g’?’%’%@ﬁ%%@?‘?’?@?%@ g%ﬁ'é%as teajs , obj ect
oni ent ed dat abdbasef clsahi DOgY, mhaithasealielas thiseone adhugunahiratiahat a can
i ncl ude conversjion formats for normalizing records, and di spatch data for
speci fyi ng numberof calls more than 1 hour in duration, calls 1o specific telephone numbers,
20 calls to specific countries, calls originating from specific telephone numbers, etc.
Many parameters can be used to tailor a particular thresholding system for certain
customers or services.
These thresholds must be manually programmed, which is labor intensive
and time consuming. Moreover, these thresholds are generally subjective and not
25 directly based upon empirical data. In addition, manually programmed thresholds

are static and thus do not adjust to changing patterns of fraud. They are therefore

easy for criminals to detect and circumvent. Also, since such thresholds must be



. 15 which fields of normalized network event records are to be sent {
different processing engines. In one enbodi nent, the present invent gnMAR 2002
i npl enepted ;as,a tel ecomruni cations fraud detection systequiusvshivgh t he
detection | ayer receives network event records froma tel econmuni cati ons
network and detects possible 20 fraudul ent use of the tel ecomrunications
network. I n another enbodi nent, the present invention is inplenented in a
credit card and/or debit card fraud-tetection system In yet another

enbodi nent, the present invention is inplemented in a data mning system or

a market analysis system Regardless of the inplenentation-specific

enbodi nent ,, event cords, c a vari et f sou Thus,
ovent 1 ecoitaa et R PRt B e R et sk A LBl B B act i g upon
them Nor E’fﬁbe%@dul@x\{ted%ﬂlsr&%&[lﬂﬁemgﬁ@lﬁbhsrﬂﬁets%h@disetﬂax%ke or rmre processing
engines in the detection |ayer, endi ng upon the L specific enbodi nment
enpl oyed. The Y¥hened Illz¢5hgldaﬁd>~@he§p£taomilm if tmggeareshand mcmmdtaaowe

i nfrastruct ndac [

The. det ecerdvi ThEradROuiles e ethare Gy BE TlbGeb e TR PAL  such as.
fgr exanpimge adalyinAENQhE) R 98k ofdald, Aldhl dsREstBRGt PA/ A hﬁstmt tern
recogni tion engine. One or nore of the det ecti on engl nes can enhance event
records ptﬁhd)ﬁert’léc povismapingdate, ﬁmmssgrrﬁwnb@rbmof&ahd i Fled andlysemusissi ng

ext er nal es for itional .info at ed ..o a network event
Focord. FaPoasassfeyetl e A e R Prla B Bnfear R sheelffet o
enhanceﬁeﬂfiaudaﬂsaspﬁ&ﬁin{;%Edlsgeser\fx@és e X hfnubl FﬁocBﬁYbﬂQnil¥§h§r%ddat a for a
pa ticular caller hreshol di ng engi ne constantly nonitors normalized

nt rec@pdslating is datecniuninghiahon imtenshs) uehhas@@@en apg pearbeld.  \Wien a
1:6r eshold is exceeded) 10 an alarmis generated. In a tel econmunications
faud det &&Pfon i npl ementation) threshol ding can be based on pre-conpletion
cal | data, as wehlp @R deQRURREOR &huPRRlccE@rdd, dRladalydiifud iHeR$ABMdI Ng engi ne
includes a core infrastructure and a configurable, dorral n-specific
i mpl ement amlappropﬁhte acomeandmhmmmnmnurSa:chrmchmdeLsmemﬂﬁdegdHaamengS det ection

al gorithns he domai p- speci fic | atio es user-specific

t hr eshol di&f§ IC%réior%’l?é}S"r“ﬁlaéWéﬁ 9é§ Lp?be[rgql ?‘E’Eﬁ o9t ORHBUINE ¢ uses and
can be aut gﬂgatl cally updat ed, preferably with updates generated by a
pattern recognition engine. 'thus, the domain-specific inplenentation of
tise threshol di @c&mlcﬂﬁcﬂ%pst&ﬁﬁbﬂﬁa@d)ﬂﬂiﬁ]hz%éniehtfﬁsh@idhlﬂggehuhﬂfsnbdﬁat conpar e
and aggregate various data and zO network event records. The underlying
core i nfr @enfigirebledopoger deryicscprioaisiers eryindystring reonfulguaigarghms,

domai n-specific i tation [ I|n ngi constantly nonitors
nor mal i zed® ‘é\ﬂfﬁ’ta’ggth‘fﬁs dg Bmdb‘foélrs?‘?gﬂe S\Iﬁ%ﬂ%& ﬁgﬁ‘ﬁgt ure froma standard
profile has ocowngdnedfigss &0&&9%%?@&% B Parl Qlhdiferl foglghect ed, a
corresponding alarmis generate 25 tel econmuni cations fraud

de)t ect i on proglce fiemieadctiop ang aotoiratiog)] amingaipoaned amd qyobsingpgitests on cal |

data, as well as conventional post-call data. The profiling engi ne includes
2lore i nfanddhalisan bedmplrmeniadoinra yariesppbapplications such as, for example,

telecommunications fraud, credit card and debit card fraud, data mining, etc.

Summary of the Invention

The present invention is a system, method and computer program product
for processing event records. The present invention includes a detection layer for
25 detecting certain types of activity, such as, for example, thresholds and profiles,

for generating alarms therefrom and for analyzing event records for new patterns.



, domai n-specific inplenentation. The domai n-specific inplenentatio M%‘ \R J682
user-specific profiles. The profiles can be easily tailored for sgeC| I'c
uses and gan -6- be automatically updated, preferably ?kﬁ NpAahes that
are generateg By a pattern recognition engine. The core infrastructure

provi des scalability to the configurable domain-specific inplenentation. A
pattern recognition engine preferably enploys artificial intelligence to 5
noni tor event records and to determ ne4whether any interesting or unusual
patterns develop. In a tel econmunications fraud detection inplenmentation,
interesting or unusual patterns can indicate fraudul ent or non-fraudul ent

use of the tel ecomruni cations network. The pattern reléglzml t'%gn engl ne uses
ACPHPESH

the new 1 ' TRARTEFACIDYEPIQPAEAiRcNdes 2ppppAYss lByeHo A& FRPRS Y or
parametric thgcasholdl e?xgsy}{ém%rl%f& o ﬁﬁddﬁ:&ﬂp%? {;&{ cdtlaflf &ds€s ARpd ysis. The
pattern recogni fl on ‘engi'ne 1 nc es a core rastructure and a

conf i gur abl epreskmmaion-1syperdbf presemtipigecusest tat lhiuoman dpeatoer #nd folr ipashittingg ur e

i ncl udes an Al pattern anal ysi rocessor for analyzing records and a call

Si s
history, dat OReGROGIO P "éjdﬁ?"s’t“ 351988 prior records. The actual
contgnts of the capd %n‘a!;e?&%bén&&u?@rh %&cﬁe@nﬂ%ﬁcﬁﬂ@%ﬁﬁc‘aﬁhg&fa%' Use of
the system and axe, thus, part o e domai n-spcci Fc i npl enent ati on.

i npl enent i nguséi- s;feorﬁcpeutdcemaan-rsmn@mmpkamentdmneshkeb d¥hareredyfinastmuctuasnd can be
adjusted in accord i atterns of_ fraud, Patterns and

th changin
t hr eshol ds ar 8¥AS }\;\f%%fl re’Bi“ 8@&? aﬁ%lapeﬁwqrﬂaslﬂﬁm%?f%l dat a
derived 20 ff t data is
e Lo the SRRk IO GRS dh 8 AP Rlct SR IAEO0MNA e
represent nopmidcanchﬁgumlﬂhﬂyanuhe:@dstmng patterns. Vary| ng departur es from

these profiles WI|L trigger an.alarm In a tel ecomuni catlor}s
det &2t i on i npl enehbPadPBIRIN-gPeSHIHHBPIEMEYtatipn ©aAR jpclide aMserFen é’d‘@ ? each
alarm 25 Thg gf‘a?!:¥(§J§0A@§’Jm£1ﬁ%§cé’ﬁ?dgtlaarm SELB A4S 8&51'?289 cgﬁyer and

performs sever anal unc enerate cas raud detection

i mpl enent at i pRjudt bge &%bb@%a&ﬂa@éﬁ@ﬁcl@&ﬁg Qbﬁé)@ﬁ'l atlraﬂﬁlegeaﬁbaéeecbb“éo@m conmon
network incidents, | builds cases of suspecte fraud from i ndi VI dual al arns

and prioriti Qle@t@a%@aa@cmldegl daabase; atc.ptetradsinfigugabisf data eandinglyde hat t her e

are likely to he fewer fal MaR 20 sitive t he tap of the
i ority |1 sEORREOHIoTHE Bousmeiang ey ard Szpieh THE FUCREc BBy e

i nfRgstruct UuRi@NHeRs %@@xfohﬂh'l'i&@r?etwgﬁn@eﬂt ?&%Fdsfér@ th 5| REENY afifepéht The
anal ysis |layer enploys a fraud case builder to correlate multiple 5 alarms

that are genpragtssthgogngomes. or nore detection | ayer engines. For exanple, a
<1 il £ aneous! y vi Ui dbienGTERGIBRER e TP 1 PO &b ITPRPSIG 78 Ban be
consol i dat edtél&%&n?xm? aﬂghseﬁ{addadé%cﬁaﬁas‘f@h ?#\?{hlcﬁttﬁe 8aERioH 19 AT Qfyes The fraud

case bui |l der can also correlate over 11 ne. us, an event ‘subseduent to the

nt |i st ednabovieeveanrebérds from 4 edlédoatniirdcatvnk nertwak and detetiopossiblapl e, a
8hone call that is charged to a particular credit card can violate a
thr@ hol d r ufréugident gssefiile teleqomunpripaitions sEtWprkaln anothes spodinasit, B8 | whi ch

is charged t e credit r i.ol t t her

t hr eshol di ngBreE&gssm%s{%13#?‘!"5?“’%%“??5 C%rg%égllgu é%?%géwc&c%té)ce' gt e all
such calls Igys@era i getchnbthes @m®otimsbing ahé ag:saiﬂm@émitoms ihpledh@Bsn associ at ed
with the credit card. Dependi ng on t he i npl enentation |ayer analysis rules,

the fraud cad@tammmwswmrzﬁ morkgbanalysisesystedi.t i onal fraud cases based upon
the calling nunbe'i{egargﬁ:ss gfl tlme 1mpqgnqgr(1at£\uon?spemﬁc embodiment, event records can
25 come from a variety of sources. Thus, event records are preferably normalized
event records prior to acting upon them, Normalized event records are dispatched
to one or more processing engines in the detection layer, depending upon the
specific embodiment employed. The normalizing and dispatching functions(

include a core infrastructure and a configurable, domain-specific implementation.



The domai n-specific inplementation of the analysis |ayer includes 20
configurable informant for retrieving data from external systens 1fngAR;eQUBg/
an enhancg\rl A configuration database indicates the data,negsssany for
enhancelBit >t eferably, the configuration database is a user-configurable
dat abase includi ng one or nore databases such as, for exanple, flat files
dat abases, object oriented databases, rel ational database, etc. The

domai n-specific inplenentation also-85 includes rules for analyzing al arns.
The rul es are user specific and can be tailored as necessary. The expert
system | ayer receives cases fromthe analysis |layer, perfornms t autonated
anal ysis of cases and automates decision support functions. The expert
system | ayer i nEhadiestian favienedndmmpley f plurplity s idetegtipryerginess sudhiash as fraud

2 -8- cas [ X I and an inforyant faor retrjeyin .t 1onal data
rom ext era P b TresSaight o, R RITTR o bGP B B o a1
formats nadngie:. t Qnk e ntot of thzl desatibe Bhgind@anenpade espst @Bodidaysbr i nf or mant
is simlar to.,the informants that are enployed, by the detection and the
anal ysi s |'8yetRg unopitagmq Enbigncemant c@nm%@oﬁo@casgt% exierpaldatabagesfeed i n

deg er m ni N AMGEN fobf Uk A8P & 'a%e?Q%rﬁb eQHRechitat FRHL 1|:,Cinaé3t! on, such
as term nating an account, 1Ts warranted. Theé expert system ["ayer includes
an enf or ceklecomnmuni@tibasiragd détbdiioxdysienaknlaaicemontsdasd €iEinclnge, fexanple, in a
fraud detection inplenentation, when the . prioritizes determ nes that

aut omat i ¢ KPP bﬁ?pmq&ilrseqaw@atasf@b@paﬂwlanenﬂeént 10 activity, the enforcer
sends necessary t r CL which w ||

i npl enent the a’tc\ts\t ﬁ%ﬁﬁ&gﬁlg e&ﬁ?@%(?@%‘%%ﬁgfe%gaﬁaggﬁ "ezgdues/ggf’)eé,g&gg?n%i n-specific
i npl ement addt@mihdaheri thedshiclds haneetiees RREIctied: Whieg aftRekigd s olceeddds f or
interfacing with external action systens in formats native to_ the external
siBt ens. 18 AHE B gsaeratedy bt eiplgcapurunicasipuisauddegentioniimplegntaiittur e and a
configurab, af | gur i - LGy il tion,

Goni b spelyhERM i BEeq BRTRLEARERbL L LR STRAL A AR eI e by (e
prioritizegost-0sll pataoriti zi ng cases. These rules are generally user-specific
and are typically based on prior experience. The donai n-specific

i npl enent ati on E%@W%hehdmga@vn@ es aGorenBastiugturg s Heondigarable, ori ti zes to
determ ne .acti.en.to take .on d e he. n i ayer

recel ves o AUBUn AR BT ubBk et ShEH IR L LSRR ERE RO ARG e
opgrat or s gakktioRiatgofitien & ClHeUdrattl GRJITRE Ml e en@itivn dedlhdes usdttsppafic cal | y
initiated by the expert systemlayer. The presentation |ayer includes a

cor e i nfr adresheldingrudesd Thegoles cgubabdsdy taltnred forspeaifi¢ neeszBdicapbenent at i on.
The present .invention.is scalaple,. confjgurable, distributed .and redundant
and can be®f'HBFRT AN CREAEH pé%JFrlaa}lé'r"%’}h ‘I’R@Lﬁ?\/&?’éﬁratﬁ%ma\/g?t&m5‘?°°§W§?/°Iéonbi nati on
thereof. TheiRd eSRBIhE AMARKNhIPEBERhAYScMatiod bGhaihrdshbRlidd G@Reab Al ) and
Expert ' Systemtechnologies within a |ayered |ogical systenms architecture.
Thus, ~ empaR ceopiex th@shalding inges thbi danpareodndiepeghiconrions tapiangd

portability to multiple enterprises,and ability to detect new. nethods of
PO . Yo el ek gt i e s e o o

anal ysis a QY4 er feal: - advant ages of the present

i nvention, {Ogtgg\%gﬁ)(tlﬁgggblfﬁgﬂ@n]s%prcﬁc ur é)%g]r]\%n%bcg]r' ation of various enbodi nents

of the present npsifliimgnengdiie cgesattiypa@dnitorsdsdraializée komtetdrds aber ence to
the followi ng drawi ngs. Brief Description of the Figures 1
determine when a departure from a standard profile has occurred. When a

departure from a profile is detected, a corresponding alarm is 'éenerated. Ina

25 telecommunications fraud detection implementation, profiling can be based on
pre-completion call data, as well as conventional post-call data.

The profiling engine includes a core infrastructure and a configurable,

domain-specific implementation. The domain-specific implementation provides

user-specific profiles. The profiles can be easily tailored for specific uses and can



the specification, illustrate the present invention and, together

10 description, further serve to explain the principles of the invention
and to er¥@P¥1H2person skilled in the pertinent art to makBCHEMFUYEH he
invention. The present invention is described with reference to the
acconpanyi ng Figures, wherein: ' FIG 1 is a block diagramof a mufti-I|ayer
event record detection and 15 processijg system including a detection

| ayer, an analysis |layer, an expert system |l ayer and a presentation |ayer,
i npl emented as a tel econmuni cations fraud detection system FIG 2 is a

| ugh-1 evel process flowhart illustrating a nethod for detecting and acting
upon fraud ibe atdrebteabyapddited praierablyysitlenpdals theat @&e @nemted Uyl opHtedi agr am of
a distributed arghitecture f,g{ i mpl e,mienti ng t he present iqventi OF; FIG 4
is a processCFPHWLAArREN andih FADHTISEETIE 4PIOVIGeEs GSealability| RS j ng a
rul es- based Mﬂﬁ%ﬁﬁ@l@d&ﬂaiﬂ%ﬁ@&ﬁ§imﬁleﬂ[}eﬁfa'tibh.ng process and a pattern
recognition process; 25 Fl 5A I's" a bl ock diagramof a rul es-based

t hr eshol di ng engi Agattératreagnitionlzagine e fenablytendeysetificial intalbgenct 1¢ he
presgnt invention; -10 g@je 5B is a Ei %h-level bl ock di agram of a
featlre vect@PP{9fafvBhReI9Eds 80, @ Gereapines WHENFo &RY) IUETeF4RG LT #EWaN t h dat a
records; Fl [ et al | ' : r

1 ustr at ed TR B ecllgiptrl e Rl deRubEAMORRI. Ve
enbodi nent ofmtdréstingdremubad peftdrhs emhimditiategiranigiene odemi-thedhlem Wse & 5A; FI G
6 is a block, di algram of, a profili ngrﬁngi ne that c¢an be used in the

det ecti on | alperciEgommENISANS R WRRKe nkERHLIC R TEEOBRIHQN EPBINGYSES HISGR™Am of an
artificial i [ - [ ilﬁﬁ“? j ..gan be
used in the %@yg&g@%@%@@%&dﬁg%‘?ﬁgr@% gﬁ%@%@g@ oé\}ghgﬁteél{aﬁlﬁ trating a
prot@ss for andd yofigdabisasatorgrofieainalysiBy t he rul es-based threshol di ng
process and the profiling process of FIG 4 and for generating cases
therefrom FIG 9Thg PRtioEcognitign fneste Hclidgha gaesinfragtactye da 1: 15
FIG 10 is a ri:ellk I Larktizing fraud
casks and fo?a{ﬁ% I E)Ee, gé%?@g%f alp g”jz’ajgﬁﬂcr)eﬁ‘aﬁlgg'n%ggﬁg’%ﬁgfr%ﬁ&tcﬂ%sg{cg)l}rcicgri tized

2 raud cases; afrAGpatieln bfalfsiOprokssehi g by g federde uikea talblisiopyriatalse of FI G

, The acconpanyi ng draw ngs, which are incorporated herein and form aﬂazt
i 4 1AM 002

for storing a history of prior records. The actual contents of the call history

15 database are developed from actual use of the system and are, thus, part of the
domnain-specific implementation.

By implementing Al for pattern recognition, thresholds are dynamic and
can be adjusted in accordance with changing patterns of fraud. Patterns and
) thresholds are based on real-time event data, as well as historical data derived

20 from external sources. In addition, pattern recognition data is fed to the profiling
engine, which can then establish profiles that represent normal and fraudulent
calling patterns. Varying departures from these profiles will trigger an alarm. In
a telecommunications fraud detection implementation, a probability of fraud is
calculated for each alarm.

25 The analysis layer receives alarms from the detection layer and performs
several analysis functions to generate cases. In a fraud detection implementation,
the analysis layer correlates alarms generated from common network incidents, (
builds cases of suspected fraud {rom individual alarms and prioritizes cases

according to their probability of fraud so that there are likely to be fewer false



" FIG, 12 is a block diagramof the presentation |layer of FIG 1; a1ngi ﬁg Féﬁ%z
13 is a block diagramillustrating a rel ationship between a core R 20

i nfrast and a user-specific, or donmin-specific, j i on of
t he pr e‘g‘gﬁ/%%\/entl on. The present invention will now be‘ gﬁ@?%ﬁ%‘é?w h
reference to the acconpanying drawings. In the draw ngs, |ike reference
nunbers typically 25 indicate identical or functionally simlar elenents.
Additionally, the left-nost digits) -Gf a reference nunber typically
identifies the drawing in which the reference nunber first appears.
Det ai |l ed Description of the Preferred Enbodi nents Table of Contents |I.
Overview Il. Exanple Environment 5 |I|. Processing Event Records A
Det ect i on Ragities Bt tlmmmf‘tbammnt)aha tiohrs plathe Hioigr. Thepealy Bataydr
Threshol di.n Pr of | 0.4, Patte n _Recogni Anal Layer C.
Exper t Sysf‘glr’ﬁgﬁ ygr clﬂre P?’?—}rl HEER O 2 étyé' lgt'f?h?gel ugl"&‘}ﬁé“ fée ts Over vi ew
The preseninpieM@nbsi@n is a configurable system met hod and corrputer pr ogram
product for ‘detecting and automatically acting upon new and evol vi ng
patterns in, fofheapapbie layteslcoqdoysuniimad icosesbiildgndo detrelotei wmitipdat a ni ni ng,

ket I t st tial t d to detect
o sﬁm?”%éﬁms'fte%gge apepSed BPRES or Btz aelop ihet oo foR AP RBip e
muf ti-1 ayeg qulese%ma&hewolserﬁdewrﬁ@e Qhregio?&f]{; wéewxlﬂequﬂme&m syst em
chat can be inplemented in software, firmware, hardware or any ‘conbi nation

t her eof . malapmesmntorlrnvremrpﬁhn@atﬁesbeT h«:rplaenenmebe aongolideteddblioea sof t war e

det ect i ng VAMEdHBGeE ST e <ait difeny bt B o b G BT 1

al &r s, ancaRMy sve thxﬁyerhﬁsoaneoa{mabdaqu@dt%frﬁeaeﬂ Ifsodd aneehd Bat i ng al arms
into cases, an expert system/layer for acting upon cases and a presentation

| Ber for fstuekistdarlierensns to hunman users Referrl ng to PI G 13, the
invention inclugdes a core. infr astr tur t hat 5 each layer to
be i npl ement ed Eore’é‘amgfl %Wepc??"%% \S\lff‘ﬁaﬁ’tcu frg fargﬁan The

i nvention gbhged msdsuéle%ule peARMhing4s ﬂ@l@ngtlﬁ of £84] b@ﬂﬁ%sechlﬁeﬁf cadP@gLR i ¢, or
domai n-specific, inplementation 1312 that permts each |ayer to be tailored
for speci fischangpd toct.hhusamecre]dlmnhcm\e@letenhe sanvermol eeorentheartthrosholdd® permits

;le o T oResrroar. F8r Nayd fasn ool eh o8 GRaRieall susnSals B ToRSUi ¢ car d
apg debit ca q'némufg anﬂ@fttﬂem&atgtgyfza%o%m ﬁhkq&f&@m stw 0.3@1 mg and

domsu n- speci |c [ ment ati on can ment e
firmware, buanbimmmelemenmmysnclayml m&ﬂjmmw\serte@fﬁaudxn"aee |bnﬂdasd:amlmllsmr e 1310

i ncl udes el enents, t hat re require ess e act
e SEFRTME Ak B Copeaset s Fedhe el i
etc.

The domain-specific implementation of the analysis layer includes a

20 configurable informant for retrieving data from external systems for use by an

enhancer. A configuration database indicates the data necessary for enhancement.

Preferably, the configuration database is a user-configurable database including

one or more databases such as, for example, flat files databases, object oriented

databases, relational database, etc. The domain-specific implementation also

25 includes rules for analyzing alarms. The rules are user specific and can be
tailored as necessary.

The expert system layer receives cases from the analysis layer, performs

automated analysis of cases and automates decision support functions. The

expert system layer includes a prioritizer for prioritizing cases, such as fraud



1310, i ncl udes user-specific data and functions such as threshol ding rules,
profiles, pattern recognition rules, alarmcorrelation and reduction r kezsn .
fraud casgopshspyti zati on and action rules, presentation patmg;mg‘j@mg 02
external systeminteracting paraneters. Core infrastructure 1310 can be
used in a variety of 20 applications, wthout redesign. Donmain-specific
i npl ementation 1312 permts substanti tailoring of the systemto
user-specific situations. Domain-specific inplenentation 1312 includes
configurable rules to provide flexibility. Configurable rules include event
recognition rules, event nornalization rules, enhancenent rules, detection
rul es, anal ysi LhLOLd L i j , and
i spa chi g Eegeler eFanplE polah ok R KhtBufedl:EaRiE ARk BRI EE BTG
speci fy how systeme.cOinfemancionariigescwiinéaernklvesients in dorimitd ZAivieas theul es
specify how to normalize the events. Provisioning rules specify howto map
sets of det &R syysms The apen sysiem lpygr wfornyagt issitaiay ta theyipformants
- 13cust oner I necl Ve new
i nformation L?z{rtoz!rpné/gx gg}iégltgyitﬁgg?ﬂangﬁ%%d @Héﬁagglgﬁ%;ﬁfr%{o%é@egg%gyuct
i deisti fi cat ippovidle dam drat icag berused iederiminigl ehtthena frahdsass pesi dhyvitwaw t o
generate alarns in reaction to events of 5 suspected fraud. Detection rules
can i ncl ude h#PEEME A oR Vel 2 ifEMBlaling ple aceomnt dewapeitedt | on rul es al so
specify alarm prigr.itl |ar ner j i | ayer, based
on the type of ru & e&?%?%isg%’??a gé’lw;éllglggs ar%uel%tggrg‘fljufra{ ﬁgesfagﬁ‘?gﬁ ‘iggz]%mgll arnms and
speci fy howdcfiog eyfiéhat Fotlerdmiple] it # hh@ddice8SE SmpRhieatatibhZ@he®ha Ul es
specify how to prioritize cases for 10 automatic actions. Presentation
rubes speci fRJIEBIZCE deigrmaiseayhat pusmelic anionoisysarised 3 siont & Miadulend es, which
i nclude provj sj.aning. rdul es re used for provisiaoning data t .rul e set,
par 0:Jti oni ngacd‘él'?)g ﬂ?an%mu{acgf %ﬁnﬁan% i 8?1’81"%88%{8 L&Y ngoa{f gx{ég}a??ﬁro&xs can be
created or ngetems ochi@ndill iakfersédt @etachbn.| Thé BIFfofs iRNdes a cURfgEble WiEN a
rule is created or nodified) it will be applied to new events that 15
arrive at t HomaRspaeificGaieagngtionthatdacledes uaetspagipr intarfeang peojols| y
recei ved ev?égt Sat l\_s/then a .{ul’gl LS dql eted, its del etti o?vdgeﬁbcnott r%f ect
val ues or enff{?g a‘f‘ﬂ%tw‘v{b? e’é‘@h@? PR SRR REM AL RUVELR x%’frf)l , deleting
an alarmtypgs@afsi nition rule does not affect existing al arns.
Domai n-speci fic inplenmentation 1312 al so i ncludes configurable values. 20
Thek® can i ncl udeThderperrsgsterotlayer imclugds & oore dmfzasgucturer andafconfiguwiablel owi ng
val ues. A dat ahase Eima-out vari.abl e specifies a i mum anount .of time to
e 5 o §

wait for a re9bSHED!S  SAMAIRAPCRAS o IMp “BIEA0B! e, R Spech ¢ data is
sent to an &l %rg tafied f}}?&ﬁ@esl #H%‘iﬁ%@ibﬁ%\ﬁsl ForV\ade! b?nﬂ[hg }%rgcf{iﬁ{é? {bt ME- out

period. Confidu e rules w eterm ne what even e upon failure
to receive apri@iizings@ases. tThiese rafes tatecpenemtly asdr-spesifioand A0 typigaibtiaded ol ume of
data from a data managenent | ad\;er variabl e specifies the nunber of nessages
W ch can be0T BUi@ axpgrianag. e dompain-sracifirdingrlemenipiiemalse inpbudes aatiomi s
expast ed nunl‘% ds f‘o)}c usréPbSySl%g%ﬁbritizer to determine what action to take on fraud cases.
The presentation layer receives cases for presentation to and analysis by
human operators. Human operators can initiate action independent of any action
automatically initiated by the expert system layer. The presentation layer
includes a core infrastructure and a configurable, domain-specific
25 implementation.
The present invention is scalable, configurable, distributed and redundant
and can be implemented in software, firmware, hardware, or any combination
{

thereof. The present invention employs Artificial Intelligence (AI) and Expert

System technologies within a layered logical systems architecture. Thus,
!



«-14 A tinme-out wait period for data froma data managenent |ayer variable
specifies the maxinumtine to wait for a nessage fromthe data nan&g?ew 2002
| ayer b&foy¥ldgndi ng a network alarm A maxi num age for axivugoagy@vent s
vari abl e specifies the maximumtinme 5 between event creation and event
arrival froma data managenent | ayer. This variable can be used to
increment a counter of old events. A _nmaxi mum nunber of old events variable
speci fies the nunber of events ol der“%han the maxi mum age for arriving
events. Typically, a network managenent nessage i s generated whenever this
vari able is exceeded. 10 A mexi num nunber of invalid events variable

specifies b er of invalid. eyvents. which can b eived froma
dat a mnagé@ﬁ%&%&%@%o e‘fPFe)’f',a’ %Wé’ﬂb%y%mh‘ﬁ%%%‘ﬁ%’ﬁf‘s%g&é@ s generat ed
whenever t{ getdthdvablethdds o ERRRPHE Al efhmREE -1Riadhitidh] @nainyc thivsRsiael d vari abl e
specifies a priority |evel above 15 which cases are nonitored if they go

unpr ocesseghd atpmatiedumlysis erampvidedssed time vari abl e specifies the maxi mum

time that a cas ove the case-high priorit hreshol d can go, unprocessed
bef or e bei ng. r ofBRPFELER S FOwsEhHs B Hkresonb ASGR U e YIS B6r | od

vapi abl e spegdthicomddodekdTBnRE V2R uf LalboMM&Hs bEIRSHB&NE HVERAGSE aMk| | be
measured. This variable is typically 20 used for reporting purposes. A

vari ety of desgriged ini detail/balowbVigsrefqyendefity thd foblopéng drdwidgsr storing a variety
of data itens. Data itens can include invalid events, valid and nornali zed
events, alarns, cases determned to be fraudul ent, cases determ ned to be

ot her than fraudul ent angl.. { . Exanpl e Envi ronnent
Thg present invention cﬁl%%%%?f[%’z}?gg)ﬁ%e ?g/g}r'%%ty of applications, such

as; for exanple, teleconmunications fraud detection, credit card and debit
card fraud detection, data m ning, marketing analysis, etc. The present
invention is 5 désecdobgdnyiap diwdsgs, whichreninedpaated herlireainformpaat i ons fraud

det ection Sﬁstem T{:ue exanmpl es that are descrj bed hereigl are provided to
assi st in PhePYSERETIGHIOBN PFstralseths, Reesi INVRIGIGD; ¥, PERtheroWIhPE ¢ he

7O ypes. of Loy o Bier SATRLGRN SR ARG PRy R 0K, 2ot Tone
net wor ks awn@erson skilled in the pertinent art to make and use the invention.
The present invention is described with reference to the accompanying
Figures, wherein:
" FIG. 1 is a block diagram of a multi-layer event record detection and
15 processing system, including a detection layer, an analysis layer, an expert system
layer and a presentation layer, implemented as a telecommunications fraud
) detection system;
FIG. 2 is a high-level process flowchart illustrating a method for detecting
and acting upon fraud in a telecommunications system;
20 FIG. 3 is a block diagram of a distributed architecture for implementing
the present invention;
FIG. 4 is a process flowchart expanding upon step 214 of FIG. 2,
illustrating a rules-based thresholding process, a profiling process and a pattern
recognition process;

25 FIG. 5A is a block diagram of a rules-based thresholding engine that can

be used in the detection layer of the present invention;



10 depicted in network layer 101 of FIG 1. Network |layer 101 can :213! gd €2
A obal /I nter-Exchange Carrier (IXC) public switch tel ephone netvv0|:I ﬁﬂ .
102 whi chwoawiisael ude conventional | XC networks with donesrce/usashigbobal
coverage, such as those of M Tel econmunications and British Tel ecom (BT).
A variety of services can be supported by such networks. Network |ayer 101
can 15 al'so include cellular and w rel ess networks 104, which offer
conventional analog and digital cell utr services. Local exchange networ ks
(LEC) 106, such as those operated by Regional 13ell Operating Conpanies
(RBCCs), independent |ocal telephone conpanies, arid Conpetitive Access
Providers (CAl'S) al so. i uded. 20 A service control .l ayer 107

of fers and nanagerﬁ‘ggPi‘Bﬁg’ﬁ%{@hﬂfgrﬂq%?rpSEQ?%Y’SWE%‘?@ﬁ{faer%é%{%i service
records whi gh 50Bicat RatlRt LaskS&R4ES R dith RAGHIsI NnStance .of a particul ar
service offering. For exanple, service control layer |07 can support

d obal / | nt er - Exchidlityes Cara denilddHlbck 02gwint of thepleatuiad veogoraflustwated res | 08 f or
i ssui ng Cal IF Betc,’gi_l Records (CDR) for each voice 25 and data call it
processes. 1FCaaff ¢ | on, a plurality of service control points (SCP) 110 can
be ed to provi : i | } uch as
Virtaal network or oD sl rorsuaerey Ll Pnai BREERRal ¥l B

t ransact i on babel/thresholdirgenpimcdepictednddEG. 5éGords arc referred to herein as

Application Data Eield. ( ), rrecords, Intelligent networks (I.N) 112 can be
provi ded for ity §&A@P9§d@sm Shroidingeigins et saore Wb s
Conponent s f&%ibma)ﬁggf%‘%&)&égﬁ vEffoat ds, 5 commonly referred to as

BiLling Detail Recor Inteflligent services bad billed nunber
(BBN) records, fofFlGuths aeblocice@sagram @dah titidivial ciambligeheetbhdddopeteat or

assisted calls can be senth froma n&ta\g%rk i nformatjon concentrator (NLC) as
enhdficed opdPeRENYEFREIRGALAGRELISE F PGSR CRVEM O™ de an | SN BDR which is

matched with a sw f.Qr CRhart i j j: P) 114
can be enpl oyed r%lﬁ@!;ﬁ IS% |negsg ﬁet mﬂgﬂsﬁhet% Bfé{c?%sfg{saansaqs)?i‘n lglwor S, which
use these sigpnatat¢d ay sfealqadiantdthfShb)dinlglgrobess qudabe psifilgpgagabeessiofinal i ng
nmessages. STPs. 114 issue nessages, such as, for exanple, Initial Address
Messages, whiKh 4 far gensztngrasesdheieigMi o a call being carried by the I XC

network. 15 Servi tr 107 . el lular service
control corrponentgﬁ:ﬁ%ﬂfaobﬁu)(fﬂs"?é&?ﬁ“@;1 &t&%%@ﬂxi@x@%@ﬁdg, for cellular calls
hangf ed by cel | ul BIG.n@tiveploctEdlovwrdiamiiheuacnt i elethal/RF pAbritifiag flagg! ude LEC
service control conponents 118 of a LEC network 106 for issuing AVA records

for |ocal catdses andfariekingappropristeaastien apon eemaidicfitheseeprivaitized rRRd A si ngl e
call can traverse nultiple networks and generate multiple call records.
ADPs, BDRs affi®$AMs can be issued prior to a call conpleting. CDRs, EOSRs

and AMAs are i sSUpG; afit 8% HodkadihgrafBTHiRE EpertsydRhANBNGORIEN, | ayer 119
collects the various service records firomthé service control conponents

A abT oty or syotam . Procassing of data to producs actwork event records
can%3 ncl ﬁde pa)r/t i ﬁ@m}:&f ﬂﬁ%ﬂca‘%ﬁﬂﬁn\/ghsgﬁ‘gnﬁiagﬂap W&%WSE&WE,
For t hesame LA T o R e e Tt
data from eptesannaivenyish.ens.
The present invention will now be described with reference to the
accompanying drawings. In the drawings, like reference numbers typically
25 indicate identical or functionally similar elements. Additionally, the left-most

digit(s) of a reference number typically identifies the drawing in which the

reference number first appears.



- 17Dat a managenent |ayer 119 can be inplenented in a variety of manners and
can' include a data partitioning, reduction and enhancenent coqponﬁgtpaﬁowmz
Pr ef er aBYY " dtiponent 120 is a Network Information Concenfi't’dtdr {N"C ag
specified and clainmed in co-pending U S. application, Serial Nunber

08/ 426, 256, 5 incorporated herein by reference in its entirety. NIC 120 can
utilize one or mare reference databasds 122 to provide external data for
enhancenment. External reference data can include customer identification
codes, service type codes and network el enent codes. Typically, each of the
t el econmuni cati ons networks within network |ayer 10 101 can handl e or
process any of aDeadiled Dedcripen of tisePreferedd Embeollimpgisard calls,
credit card calls, customer prem se equipnent (CPE) calls, dial 1+ calls,
toll free 800 calls and cellular calls. They can al so include credit card
and debit card transactions. Each of these types of calls are subjected to
fraudul ent use. Thus, each of tH@bletTdedHEBHi cati ons networks within
network | ayer 101 are affected 15 by fraud. I1l1. Processing Eves:t Records
The present inve@tion rovides a multi-layered system nethod and conputer
progran1prJduct B?Vﬁﬁfecting and acting upon data patterns and threshol ds.
When i npl enmented as a tel ecommuni cations fraud detection system 20 for
detecting ahd acEkamplefonirbnment i n one or nore tel econmuni cations networKks,
the present invention detects fraud by conparing network event records with
t hrgshol di ngl.r ul PscessthgEwint Reserdyi ol ations result in the generation of
alarms. Multiple alarns are correlated into fraud cases based on common
asgects of the akarnBDe&gggnigggcing the amount of analysis which nust be

performed on 25 suspegte %ﬂﬁﬁg'ﬂﬁ%x%deﬁ?%ﬂﬂﬁJhe system automatically acts
upon certain cases of ,det e&%g% Igr a%!lc} Pol rléj uce & osses stenmi ng therefrom
In addition, |ive anafysts -Based iThresholding 18" aqditional actions. In a
paral | el operation, cadilin “ﬁaﬂﬂhrns_are anal yzed via network event records
t 0l@i scern new net hod$. or PpateraResopfitibnaud. From these new y det ect ed
met hods of fraud, new thresholds aid profiles are automatically generated
for protecting tBe teleansizumyeati ons system 5 Referring to FIG 1, the
present invention is illustrated as inplenmented as a fraud detection system
169. The present qi nvegt,| i a detection |ayer 123, an analysis
| ayer 133, an exgért §§E§E§§QFQ§%§%&39 and a presentation layer 1 143. In
FIG 2, a high-Ievel pracess flowchart illustrates a nethod of detecting
and handling fratid i n® £SERPEY i cati ons system such as that shown in
FIG 10 1. The process can be performed with software) firmware, hardware,
or any conblYiati Ganelkgipedf. The process begins at step 210, where service
records are generated by service control layer 107 for calls handl ed by the
t el econmuni cati ons systens in network |ayer 101. Service record formats and
t hesdat a copt ai ngdetagpein vary 15 according to the type of call and the
nef work equi pnent which handle a particular call, as described above.
Because a single call can traverse multiple networks, a single call can
generate nultiplﬁ,call records. |n sagp 212, service records are processed
2 hoar

by data nanagement®|PASAERt HYENHQY Hiehed § SetaMenethed apd sPERIeT hj s
processi ng bgldSidaaf o LB a&ﬁmm%&i@aﬂg%egxg%mcvawé\;owhgd.
processors, reducing data by elTmnating redundancy and consol 1 dati ng

mul ti pl e repatess ihgfor ¢xaenda nee@mbrhhinienibne fraad ddtenyiod adata dnynisg) graekdti ng
records with Bentinent dat a fronlextern%: systens. In step 214, network
event recor 84S (Whaldy 5P sHeng PeiesHa) systomars and dp ‘15%%5 CANBMT aud. Step

214pi s furthglnd8hal ' e r; ol gy iz 5 i bed
bel ow. Eete?t?&n§b§§%§gEggcggeg§#ﬁ@%ggﬁhvgﬁgghgggﬁ?gé¥§§¥%’ﬁ%@%@%
fraudul ent aseEipirablet datributaly end t€dundaitviygrem tieteatbeoimplayenteddsd i s part

of the infrastructure and is scalable and disfributed with a configurable
conponent t BOIIQV'T‘ISVﬁ’TTBY”E’J‘s‘f‘gﬁﬁIE T ARRCIMPIBR s BeRNe 1ﬁ]etﬂ‘ieSf‘:’l’é‘mﬂ)’f‘“’fi”é’&ﬂi renents.

Preferably, GepeHidiANek@Y & a portable software suite. The multiple layer architecture |

includes a detection layer for detecting thresholds, profiles and patterns for



+-19123 includes three classes of processing engines, which are three

di stinct but related software processes, operating on simlar hatdwdpAR 2002
conponentwo 9fmBLer ably, these three classes of engi nes i ncPGEASA8/19039

rul es-based threshol ding engine 124, a profiling engine 128 and a pattern
recognition engine 132. These 5 scal able and distributed engi nes can be run
together or separately and provide thg.systemw th unprecedented
flexibility, A normalizing and dispatchi ng conponent 124 can be enpl oyed to
normal i ze network event records and to dispatch the normalized records to
the 7 various processing engines. Normalization is a process or processes
for 10 conveidnbmginy AldrRdSdnyarda®fsiihy &doniaikg SMEAS andfeP cdfsolidhong
standardi zed formats for processing within detection |ayer |23. Preferably,
t he nor mal i Alagspriocases, dnexgern vt layer faecinguponsAthsand adseseyphen s can be
vari ed accoqding to t$ﬁwneedstog t he user. Dispatching is a process which
enpl oys par t'FY5 ORI AGEFUPESHE paYeH R BiE™15 subset of the normalized network
event records to Raekingub RIG.PAL M idfenfibipirdiuded £6dré Rifradidetrh@aB 0 gt Thus,
where a particul ar processing engine requires only a subset of the

avaid abl e i rifcomitatdagh laydrnte bhémpleswaredeln arerieynekepplirabgns evithony only t he
necessary infornati e, . Rul es- hased, t.hreshal di ng engine 24 constantly reads
real -time ne %gxgn28ﬁ%wﬁ{m%§59laxglustO% 'tg\'i%atb%’ Fﬂ%d?%?’iugﬁr'scpgﬁlﬁht rat or
120 and conmsidetalgeeiflcCmiliteltichel 32 ed ptiiie<hel B &do bEkAdred!fbr @ record
exceeds a thresholding rule, the event is presuned fraudul ent and an al arm
i s gener at ecspedific@pplodagionsy al arns are sent to analysis |ayer 133.

Profili i 28 tant | d i t wor k .event rds 25
T ot aor ki nf dREeometi ealerenRon Bl Ziemits HamtRe S heabnis 6 nar a

soujges whi chyngaiydde P8k f ined inri&tPeo}” M EERNAT LR ey €sr Wmﬁﬁféb user
architecture. Profiling engine 128 then coOonpares event data wt

appropri at e telesbinfromidations frapd,ofredie celalt aladedbitl®dd fiabdadateweinings esr esents a
departure frQm an_appropri rofile, a probability of f d is, cal cul ated
based on the885?t ‘é‘ﬁlz‘? c‘F’ﬁe%@pg‘?‘fﬁpg‘am'?p&‘ 1°26“81ﬁH‘C\H/W“8Fa i @Bfer at ed.
The profilin L SR i & sent to an
anal ysi s Iayg?ﬁlxgé&%rag?&e@gﬁy, i nﬁgtlg%g\?%,&rz}a\?\gﬁg{néggﬂt rriogords are al so
anal yzed in real Coreinfigsiaucraetl3l0 gnohbdes rleshdnthacae begirdpripheiass
recognition eng{ne 132. This Al 5 analysis will detect new fraud profiles
so that t hr eshBiectyal dmplameniation; srvdropmentyp Bemein-sRasiis Haplepepdtienr r espond
to the lates - of fraud. PRattern_.recognifj.0 i 132 mts

det ection Iaé%ﬁp%gggﬁﬁ ﬁ%{g@%ﬂ%%ﬁ?ﬁewﬁgégﬂ%$9$PéﬁaQgﬁ S@agélapgg%he fraud
det ecti ng engiofies, patisth WelopditRAGURESaldrttscanélad@Bandddiciienndléy, éabgl d rul es
and profiles, respectively, as they are 10 devel oped. In order to detect
new met hods efse Priguiideaging andagjwmgnies cprasomtation pareolatiers and epteotal bystempat t er n

recognition engine 132 operates on_.all network event records including data
Fr o net wor KAFORReR B E et Rte Brarudge, b D Teraseddt Tl of Ot he
syspem to disaRkilo) MMRLAURIERE. PBkbRI-§rcitldlifipl GRS THIGRIIKEe Of
fraud. 15 Pattern recognition engine 132 collects and stores ‘vol unes of
event recor dsubswntiglrtallgrimgof thakystdris¢ osdrepecifik situaziong arti fi ci al

intelligence (Al)_technol ogy, ,pattern r ecogni_ti on engi ne 132 anal yzes cal |
histories to | earPOH@FW“%& fraplgmegipbion didd ¢ ipslades condigairalie iTigs W@pnor mal
patterns ene . HsUch | i t ern
Facogni ti on B Gy B RUABRIR nABd Sl pEeARLRR fs B TLE, o
fraudul ent. Adrnigichtied ogyesal drdidBcdpdint efules; eéQeiiohi @lesNGhAEsis32ulkq
identify, using, . B .
25 prioritization rules, presentation rules, and dispatching rules, including
provisioning rules.
Event recognition rules specify how to recognize incoming events. Event
{
normalization rules specify how to normalize the events. Provisioning rules

specify how to map sets of detection rules to events, such as, for example, by



‘hi stdrical data, types of patterns to | ook for as fraudulent. Pattgmn
recognition engine |32 al so uses external data frombilling and ac 6uﬁmg 2002
recei vatbe’(IAR) systens 136 as references to current accunuiuabi/ons’ and
paynent histories. 'These 25 references can be applied to the pattern
recognition anal ysis process as indicators to possible fraud patterns. Once
pattern recognition engine 132 has epf.ablished normal and | fraudul ent
patterns, it uses these results to nodify thrcsholding rules within the

t hreshol di ng engi ne 226, For exanple) pattern recognition 132 can determ ne
-2 1 that credit card calls to a specific country, which exceed SO m nutes

i n | engt h,cugfogndrr autyl satud0YEphatdegent Fales Rptdigr mone e @etivé gegwengi ne 132
can then nodify a thresholding rule within threshol ding engine | 26 which

wi || generipfasmghion| fipm exisigennferamations suele elsy BawWnie cderivef Peadust t hat

parti cul ar, ;patt er. hus, . dynanmically 5 nodifying threshold rules, the
systemis lg rﬁééct%%&lﬁ(gépm ?Jﬁpm\?m&%]hry ew and ener gi ng net hods of fraud, thereby

providing a keyDadv@adt Ades ey BOWME peh@BR! alisdneédction th @b Nng syst ens
for fraud detection. Simlarly, once nornmal and fraudul ent patterns have
bekn est abiuspdsead figudi Petectianrutescogmaudetheasholdingirales apémrd{)lns ekcogni tion
engi ne 132 updates..the 1 rofiles within,th ofi |l e dat abase 130. This
al ows pr ot glgetf"(‘)“%le“&ﬁn%ﬁc?é%ﬁcf@ "‘i%m P’i'%rdlmtsdgkg ﬁﬁewri’tﬁgﬁ’é *and ener gi ng
met hods ofdgtgc@gg.l?}e@’ s&PoR e 1yAd % RbBudd | tered and correl ated by

anal ysis layer 133. For exanple, suppose a threshold rule generates an
alarmif nore thAaaysismusedithercpriarital dlamhandyepedfy kowitogbeeteedi t card

are made wiithin a gne hour tine _ frane. 15 Suppose al so,that anot her
threshol d Flams @&@ﬁ‘é@ gaSes PHPRYAALIOR THiSE SPEHAIOBHE Rfsﬂrmzpscaiqﬁg%ed to a

pag ticul ar S} ﬂ[fg ' f.1 - : I d wthin one
hgqu usi nga#%rgggcaaﬁggéﬁqr%%sgkgﬁggl c%%g,ﬁ/ %Ar%tot(ﬁﬂjlé}?lﬁ%mgp%gt%%ﬁh calls were
made si mul Dapsohisi\tules Wwohidhfifdudnprovilidn s rilsd, ag dded fonpvizioniid card
nunber) then two al arns woul d be generated at the same tinme. One alarmfor
20 exceedi #4? tehnuapstspasttioning datamad daedmgrviigh erginnilp wnd daRIlP per card at
a time. A correpaflon, sehenk.d of msc}éﬁfﬁ)eqz%r?d {Hkg'lgfe&o{mhg%é gﬁstéﬁ?%’ e two
alarnms into a S|ngfe Priaud-case’ i'hdi ca I'ng chat a particul-ar credit card
has exceedg@giningO Wihdnf L0k ceate@oh lddifidd, RSwill lbd apsitHdtib @Bw evéntatipat t ern
recognition engine is enployed, a new threshold rule can be generated to
chlise an atraivenat shdeygemerGanethllyn ralhe azbna\epptiedto preyiduglyureeeised enpt ed use

f the identifi dit, d., A i ch ted .. he detecti
o e LSenbulL Sl Sttt (BB, ML L SEREL e B dotct o
al arm dat aw@x%gggﬁ&%{eﬁ lﬁ%tn’?élg%lg PBPéO)ﬁ%n%I héﬁ%ti%ﬁé@rﬁﬁﬁf)ﬁg Qefaliah ffe from the

sane or relat events an cons ates t Into fraud cases.
Thi s r educésesmedaffearikisang alarms.

) Domain-specific implementation 1312 also includes configurable values.
20 These can include, but are not limited to, one or more of the following values.
A database time-out variable specifies a maximum amount of time to wait
for a responsc from a database. For example, if a request for data is sent to an
external database, the system will wait only for the time-out period. Configurable
rules will determine what event to take upon failure to receive a response within
25 the time-out period.
An expected volume of data from a data management layer variable
specifies the number of messages which can be received and the time period over

which to measure this expected number of messages.



,, a. =-22cunul ative data and permts fraud cases to represent related fraud
occurring in multiple services. For exanple, different alarns can pe - .
received\$8?wgg§§ibly fraudul ent use of calling cards and pefhsbdisosibR 02
The correlation process within analysis |ayer 133 can determ ne chat
fraudul ent use of a credit card over 5 a cellular phone is occurring. An
al arm dat abase 138 stores alarns received fromthe detection |ayer for
correlation. Analysis layer 133 priorildzes the fraud cases according to
their probability of fraud so that there are likely to be fewer false
positives at the top of the priority list than at the bottom Thus, fraud
cases which are generated due 10 an occasi onal exceedin f a th[eshold by

0
an aut hori zed useh tigrc-out it p@singr fendata frqm ﬁgﬁ’akﬁa@f‘%ﬁ‘fmﬁ??&ﬁc%%ﬂr% § zed user,
such as callj c t ' i Vi ypi cal ly
assigned a |S§€v‘g£‘% g{rz: r?@ﬂﬁ%neﬁ}g@ a% &mé)kglrﬁ%f%ﬁs ggﬁﬁﬁigéﬁeﬁ%ﬂ%%ﬁ%ﬁti ficial

i nt el | i gencedaydr poforé bermlifgod nqawvork aling.at i on. Al ternatively, detection |ayer
123 rul es can be custom zed to prevent such alarng_15 in the first place.
In a preferred enb&HeWn agaiaéyiag Pyt varigblejspeqifigpalic maxERyRdine conponent
134 awhich p 150] | ' : |.af i i g functions.
Sof thar o comsoneife RATIOA L Qeb PRy ECEER AU o B T AR

syst ens 136 viadablbeacb¢ neldasd inzheradid arcedniet oOsldpivesies demaxiRiued anabkyy, al arm
20 dat abase 138 resides on the same hardware as software component 134. In
step 218, conell vgnseariatlespeciiss the nymbes aigvents oldgs dian thgWARMUMIRS 139 for
automati cal | i n [ re I e .n fypes of
fraud cases.%ﬁ'ﬁég\%é r?oig'ﬁge)' gf;g}?ﬁ@ %B(%@@Fﬁé]{ﬁ 8%%? ?rgqggstslg%cn&céf%gl}aﬁ% ude

noti fyi ng t hghdnes@ankiakigbleheehideedar d conpany of the suspected fraud so
that they can | ake 25 fraud-preventive action. In addition, any pending
cal1& can be ter \mad@dupnt ngubdr dfunvalidovahistwaripblespppbes B¢ maximng net wor k.

Preferably, expert_.systemlayer. 139 includes a fraud anal ysis expert 1
cyat om 140, UATEh oLV E S e ghich i bEFecs A Bk AR PR DR AUSIRS
appropri at e pelitARS a ntwdk mdnBEe ORI csS2RE hertYAEEWHEAN P14 SAGhble
Preferably, however, a 12 R 2002 -23custom zed expert systemis

enpl oyed andsiescqededyr anmed usi ng a rul es-based | anguage appropriate for
expert systens, such as, for exanple, CLIPS. Typjcally, .algorithnms for step
218 are desi gned foaserbiah prority thrgshpl¢ yarable spésyidsser PEeripIgYRl a\tkéﬁ‘f’"ch are so
egregi ous t : i . r i bﬁl, se

al gggithms E\ghxcgpésg% “g"e’gﬁg’%ggé‘g gggmﬁﬁ%rﬁgefigﬁ% a??ré’!ﬁ‘g IC F%?ﬁ%ﬁﬁéogg&@ ere, for
exanpl e, thetimsyptaleshetifiabitheinfaxit@limind thagt @it abdvenhd cdsedighgirnity al | y
expensi ve or where certain mtigating circunstances exist, such as, for
exanpl e, a hihsesbeld @n geiumpragessae brlpre Peingreperablee | at er accounted for or

honored by the cust r. 0 Expert system 140 |. d terf to
several cxternal g‘y@{%r?grf%g?aqcﬁémﬁﬁ Wg@mbrf]eﬁgrrl&g&%l%ge% ?%cﬁ%qgréffi ons in
response to giglog@vetwhichesles JdRERag@ Wil HeSuRds Thisamriaké i §picaBpui ng
duhning Letters, a system 14G for issuing deactivation notifications and a
syst@em 148 fuesediforstepontimgpyrset. ch- based ANl bl ocks. Expert system 140 can

include an interface to service provisioning 15 system 142 for retrieving
data relating to gé’ra{?F‘é’ég PRrEs imfedriplensheg ¥H%§rpeae¥%f£0f gjpring a vanety

of data items. Data items can include invalid events, valid and normalized events,
alarms, cases determined to be fraudulent, cases determined to be other than

fraudulent and actions taken.



. initiating actions to be taken on a customer's service. Expert s ﬁmg@m
can enploy artificial intelligence for controlling execution of dt

or semvwauwomat’ed actions. Regardl ess of whether automatie:responises are
generated, ii is inportant 20 to provide all cases of suspected fraud to
live operators so that they can take sone action for which the automated
systemis not capable. Thus, in step;220, all fraud cases, included those
whi ch caused autonatic responses in step 218 and those which did not are
sent to a presentation |ayer 143 for presentation to human anal ysts. 25
Presentation |ayer 143 preferably includes a plurality of workstations
152a- 152n gonneg&kespleolkVif@aan ot her and to expert system 140 via a | ocal
area network LAN 150, a wide area network (WAN), or via any other suitably
| interfacing system Thus, throughout the remainder of this docunent,

where LAN 150 Ty, gLert 60 Ly, b 800U A, BERURISES! 080 S0AL.2 AN or any

ot her suitable I'nterfacing systemcan be S ute rkstations
152a- 152n ghforlxxafPlyy lédopitahinipAIcH fralid @erplibe lcfedivhrd &l Qier ik as clients
having specific software which provides a graphical user interface (GJ) to
t he syst enfrag detgcten, damaininga snapkasingeoklysist eid. dhe ppasontdpvendionyis t he

def ection, ,ana is 5 10 and expert stem ] ayers c t hus be presented to

nutmn. anal §SPEo S P REel Ses DR A A Fo0d dgeciPeS St | on | ayer

143 al so alrh@wRarh@ks tHAMERYR dRER|D4athSrePPBleFrdNded (PR MPIKEE BbdcARBod 522- 152N to
initiate actions to be taken in response to detected fraud. Such actions

are execut efithepressghinivertiont notes linut thampreast iextréional systens. Presentation

| ayer 143 can i ude a custom zed, flexiple scripting |apguage . which fornms
1% R VALY AE DS

patt of the inf ?’B&‘ch@%%ﬂ@ﬁ’é’?ﬁ cagk inghide apx of e e r‘?'_BI e above,

| f the aut pElathsYeliRs A%kt SivetA96Eh AlcdRnatidkbARtWoridGEEon, a live
operator could, nevertheless, contact the credit card issuer or owner to

i A0or m t hedepihet inhetworkdiayerc B ldof §FlGel nNarserk tayemdRe cemvingudaubt aneous

eLetL, F2 SRR ) SR oS RSP o
that the cab}s,ALe cathardaed AN Lhat YR, oL Lipdaghliichaaogsed. o

further ac I'VE Operator can even inp ta into the
system so thadragd, Suchtaghodd 6f MATR$dr0mehunitagsn®indB AfisH Beecne (BT).ered for
this particular credit card so that simlar use of the card in the future
wi |l not geéneriteofdenviens cap\be suppatted/by suchwisbyaks. iidetwvogdlayercldY kahssuer or
ownper indicates.that the calls 25 are n ayt.hori.zed, the l.ive operator can
CaRe acti oA St uRERy i SeSmeBit s, MieheSieF Eoyra gl bR
progress a ufo: [os r foangt b IbY.

Furt her m)rgi,;i d 'P {%é&r(%\l/lgp,ggirrglgtg%r%gﬁcﬁ%)@é%gg{%ﬁ? %@tlﬁg’ g@dg?lg%kds% that, in
step 214, aparanxkl by Region®dddl Spyragep oatpadies f(RBOKTs)aindepapkdentclatd]l i s
attenpted to be billed to that credit card. The |live gperator can al so

i nput data‘?lﬁ}?}kpnﬁW@”Mteé,n??oCE’WQFl,l“‘i%Ag‘ieéf)PM‘BQCTMWQLSEF%PB“'@%%’& ated by
that credit. Jie% C generate an i mredi ate automati c response i ncl uding

term nati ndn e attenpted -zs_call. Alternatively, the operator can

i poti at e deactivatisepief thardlardy&o 1dAt offetd SalBseshnagest heard@rsd are

bl ocked before any substantial analysis is performed. Referring to PIG 3,
a pref err edelptgrainpaicagershserdeeuned ofeates saryictereserdsonhish soaipin @ataj s a
client/server based system whi.ch operates. on.a.LAN. WAN ok ot her system
Whi oh can BETERRIEE SN TBYEIE PLA P TS RE T RiGF BURr B b O 5 R ke L i p
detection |3ygp] ﬂagévl@”@‘ﬂnys%hﬁorll @r@aavmér-@mmﬁg@eaﬁiesmmézawﬁh al39 operate
on one or snore sérvers such as servers 310a-310n. These | ogi cal conponents
pref er abl y plaaliuydel awitdhes $0% fis-eshutriyr @dhDEwil Recerdyi (RBR)X6r eaxhproodei | i ng

engi ne 128, profjl e database 130, a pattern recogniti.on.engi 132, an
algrm 10 c&’?géifl}“(f&l]i“dﬁ?c‘-’éﬁﬁsr %qlq‘%w’éﬁg”?lg&ﬁ’ f‘?rﬁlﬁcgﬂ’i“f"lf‘@ws §1&§I arm

dat abase 1 Dk Yl @t RE N oeRdeStor BhiAled Nayives kuavant records
314 are prgl\%iogje%g bt%ggécgﬁb errgslzal?))fi él-saélwn P&%m dat a nanggenelnt | ayer 119 which
pr ef er abl y vinadlwdasork be8Qr e routhgy $ERissubectonds fapedchitrinsactmnitiosy
concentrator 120. External systens 316 can provide data for 15 enhancenent
of internal processes and data in the system External systens 316 can
include a billing and accounts receivabl e conponent 136 and vari ous ot her
systens utilized by the detection |ayer. Fraud anal yst workstations

152a- 152n provide an interface between fraud detection system 160 and human
anal ysts.



+A. Detection Layer 20 Referring to FIG 4, a process flowhart ilr]u:stmmt 9802
various processes that can be perforned by detection |ayer 123. These
processeswiowliaes a rul es- based threshol di ng process (stepsPcii2s®an)y a
profiling process (steps 422-428 and 420) and a pattern recognition process
(steps 430-438). Systens for inplenenting the processes of FIG 4 are
provided in FIGS. 5A, 5D, 6, and 7. In1 ne preferred 25 enbodi nent, the
systemis inplenented in a distributed (g'r ocessing architecture. For

exanpl e, the systemcan be inplenented on a plurality of server conponents
310a- 310n. -2G 1. Normalization and Dispatching Normalization is a
process for It r [ . f i . .

St andar di zed Ty et hegh Ao BB RSy N Ao R Dt s of
fraud det ecttesordand | earning. Preferably, the normalization 5 process is

dynamic in that the standardi zed formats can be varied according to the

i npl erent ati on. Di"stﬁlé’pgé?ﬁ neWsksa(Iyp ddeseans Be Pf‘&fi%ﬂ' ﬁqrn@ﬂ%fi%ﬁ?"l’é& net wor k
event recor dﬁfféﬂ]gggquBﬁg%%E%ﬁfstﬁgﬁce‘ﬁf %@gﬂerﬂﬁrﬁﬁtm‘gﬂ 19@%{5 1sgmgerrg&nd395,' n

detection | ayer rnclu provi si oni ng

part§ti oni ngcomimesly refemrét 36 aBiling Dle$l Rétoetit @DR ) endihitelligéntlserviéets or
detection nethod within detection | Fa{yer 123 will receive data. Partitioning
p

rul es bal anckad biHed nwmberg BRIt repprds.dppsuchserdcess & aditon.compleipdNet or

det ecti on n’eé&gé{gr Refalr é@sgﬁaége'ééﬁrqn?@ne@%gﬁol Spggc x?c%ﬁggtlot é}’;{r and

di spatcher 1 provi normali zin ching ne event

records 501, as&nddd@perhiordatvaccedbage(BOBR)| a3ikh iddl@de MNEISMOBRRewWRIth recor ds
i nél ude t hose created when a call conpletes, such as a CDR, EOSR and AVA

and those cr eanetgheslivithg swichiformat (PSR ved by the Data Managenment Layer
119 i t ti th h I BDR,,. BBN ADF.
el on of nor ntaLEuRi PRI ENA P S et br S ine e F T B ence 1 o
the flowchar tef@fedibGs S47 néfvdris, SiHidh &Q@hes@@%oﬁ&rd‘anﬁfféﬁﬁéinf apsis1 @k arc

recei ved by bormalizer and di spatcher 124. nmal i zer and di Spatcher 124
preferably i pocashisg aalt eigralimd messapest (18 s1BH0isamd messeges,- b dsf far or

domai n-specific inmplenmentation 1312. A nornali ées 502 _convertﬁég,etwor k
event recor d§*apRles gl AddreyaMesages ik CONEEN §3a PeRAIRINGHA dGaHORI8l ayer

into standarg' b T red by the detection 25 layer. In step 410,
normal i zes 5 5&%@3 q@%?é‘ﬁra }('on data 504 to convert the network event

recgsds 501 into r5ervied icaetlolelesst 108 CcandslsdGonploprdellglar adervite dahol504 i s
user - dependent and thus is part of domai n-specific inplenmentation 1312.

- 27Nor nal i zedompenantk! Kvienissving steadarg @dVidr iscerde forseHular galds hppdlediyr 508
whi ch | - ific.dispatchi l.es_ t L i zed, networ k
event T obor BB RV 0k SPhTE HERRRy 7 2o PellRE LEC BRSNS 15,

In one enmbodicBRBbnerd SRASCIEECHRBvakA06465isOARTAMAGECAI8E PNbcab¥ANY T ecords
506a, which are’ sent

) and the local exchange of long-distance calls.
20 A single call can traverse multiple networks and generate multiple call
records. ADFs, BDRs and IAMs can be issued prior to a call completing. CDRs,
EOSRs and AMAs are issued afier a call completes.
A data management layer 119 collects the various service records from the
service control components and processes them to produce network event records
25 that can be used by a variety of systems. Processing of data to produce network
event records can include partitioning data among various distributed processors,
reducing data by eliminating redundancy and consolidating multiple records for‘
the same call, and enhancing data by augmenting records with pertinent data from

external systems.



5 to'rul es-based threshol di ng engi ne 126, normalized network event records
506b, which are sent to profiling engine 128, and nornalized netwprk event
recor dsRP86.s Wi ch are sent to pattern recognition engiqqA%§%w,JognMﬁRzam2
502 al so stores network event records in an event database 125 for use by
one or nore engines within detection |ayer 123. Events are 10 preferably
stored for a period of tinme that can,be designated by the user. A storage
period can, for exanple, be set to fwenty four hours. Dispatcher 508 all ows
t he fundanental process being perfornmed by normalizer S02 to be configured
for any enterprise by progranm ng data specific to the requirenents of the
enterprise inf he di spat cher rrmal | zer, 50 15 copnfiguration data
504 and di spat g’ﬁé‘f‘ gg 1esn§ kﬁlgF ?rf)?gcz’d‘m%‘f%”’ één'ﬁgne%cgi/nzﬁ\ﬁadjaettyegp% & made to the
nor mal i Zera:ﬂk@ﬁ@rﬁudﬂtﬁd@ﬁhiﬁ&dh%ir@@ddﬁ@ﬂ%nﬂQnﬂ@%ﬁ%ﬁt%mﬂﬂéﬁmjoon processes
are made. 2: Rul es-Based Thresholding 20 Thresholding is a Process wher eby
net wor k evRigferaidp.orammpaneat E¥irar SEtwerk: Infersrasion ¢encestratph (MIC), as

t el ecommun] ' i tem r K t,d.ecords
reprosent e oe BB ARV TR TS Bl e A B s eshol

ruf es to detepoiand hebeh befeftlafcdiativenkredy ENIC 1 2C odrtistilizephe 9eordossi bl e
fraudul ent use of a tel ecomunications network. 25 Referring to the process
fl owchart ferpnas dajabasesehd? fo prayidy exipimek dpfe far enhansemerie dExtBMakhol di ng

process. |n.Fl .details of rules-.based threshol di.ng engine,126 are

o ovi ded 1 BrTRs cahsl Pl e oL AR ERRG R ESBR TR RS T "800
I n, descri bhydi@otih@ec@kfi®@ats and process of threshol ding engine 126, the

fol I owi ng terns are used: An event, represented by a normalized event
record 506a, gehgpiaalts eachfofshatelecommuhicesdsl nghwerkenithinenctw®@k lFeat ures are

defi ned below. In S tel ecommunj cation fraud detection inpl enmentation, an
Tt o T e e SRRSOt roricty gbivars el sRCUERe: sltag el oot | ha

caused a f@akWr&dit rdEBEARIRIE PrerfisOENISHALANAPEY £, dif LYRLSASN Y the nDst
recent event of a series of events that are neasured to calculate a feature

val ue. 10 fex8(icallband ngludarenlls. i Eheyrvapubnindlindet credineard bud debit ardy f eat ur e,
but did not cause the feature to be generated. VWil eﬁ feature can consi st
of a si ngl Basoens. Fack Qfghﬁ%‘ﬂ}’@ﬁs&fﬁé 5416 sgPicpisd tQ Sauduentyge-e VR and

several Coggcfl'o?#{e' t&gcﬁ%ﬂﬁi\%ﬁti&vsﬁe\/wgr\@Withﬁ#ﬂ%ﬂoﬁ 4 %Fid’le%e'aﬁ'eﬁ'édf' rst a
generating event, Tn at en’it 1s received, 1 enerates the calculation
ofisa featupgfradle event can then becone a 15 contributing event for

cal cul ation of other features. A key is an event field, such as AN,
calling card nunber, call destination, etc. A key is used to identify an
event type [Af ature ii,inf)grmation that is used by the threshol d detector
520 to det Bfm nbTOAFETRB EVENA BEHIEE of fraud exists. A feature can incl ude,
for exanple, 20 the nunber of calls nmade with a certain calling card nunber
ig a two hour period. A feature can also be, for exanple, an NPA of a call.
Feat ures arc callbelptedt yeatibaneevidS i0mihi-kyeeddysen, wnéthodérmhdncenent
rules 512, and with data from one or nore events.

computer program product for detecting and acting upon data pattems and

thresholds. When implemented as a telecommunications fraud detection system
20 for detecting and acting upon fraud in one or more telecommunications networks,

the present invention detects fraud by comparing network event records with

thresholding rules and profiles. Violations result in the generation of alarms.

Multiple alarms are correlated into fraud cases based on common aspects of the

alarms, thus reducing the amount of analysis which must be performed on
25 suspected incidents of fraud.

The system automatically acts upon certain cases of detected fraud to

reduce losses stemming therefrom, In addition, live analysts can initiate



'There are generally two types of features, single event features ?ngd 25
multiple event features. Single event features are derived froma rﬁARaZﬂﬂZ _
gener ati ngy®ygplzAnd i nclude no contributing events. For exanml&s, 83 Ndl e
event feature can be a call made froma hot ANI. Miltiple event Peatures

are derived froma generating event and zero or nore contributing events.

Mul tiple event features are the result of neasurenents perfornmed on a key

for a period of tine -29such as) forl&xanple, a nmeasurenent of the nunber
of calls made with certain calling card nunber within a period of |ine.
Referring to FIG 513, futures can be represented by feature vectors such

as, for exarrpl(;a,, feature vector 518. A feature vector, such as feature
vector 518, B89ifienaldstopnelnp paslis! pgiatipe cAdbRg Patapher analged ¥a,  53G,

537, etc., f j iyl i r.es. ) d
orbods mont - SeieHERleLitsBfsto SR eMbal SHalERR o8 MSHRILET,
t hreshol d dehewelyaieted2d. metRbdy ofifigd] nevi-tifteshSlds and prafiies arecueshaitialignt  of

feature vector 518 is provided where each feature vector segment 532- S36

preferably i ARIGRIBSTOL Protgetingetng (elerammpnigatipns SYSikBy feature fiel d) 538-542,
respectivel y) fOr pkAgiid (1001 AnPBIELE RGP il BREHMGSs ihBlnfiARL e, @ Key
feature field mght 1 nafcate a particular calling card nunber, an AN, a

credit card admoddticotivibsysiena 168 Thagresentligventioh énclidksha dedationdayegct or
segnent 532-536 includes a key value field 544-S5S48, respectively, for

provi di ng a V&l @b andysiadayeel b, an ckpert sistcrasalaiert 38| aad aggesepiation i&yeror
exanple, if tur mefieiﬁd 538 identifi a particul |1i.ng card
nuber as  hFkel) Figh2ur digielsyegineea iy rub iy ReRiLe miih e ifireliss,
feature val usnahﬂdﬁnggéumxg fcl&'bﬁm‘fhﬂﬁcatti'%‘ﬁs Tsulh ?gngal shd¥afls mig.hin the
past two hours wth at calling card. Sim1larly, 1 eature nanme field 540
i dedfi fi es alpdFlid process oahllhe peefrrmice widl seftvWare) firndédfrerhgidivapsy, eviade t he
nunber of calls yade within the past 20 two hours fromthat AN . GCenerating
event fiel dsc88bingtan (hegsnlify a generating event for each feature vector
segnment 532-544. I : i veny: .| aused a
feature to be gen??lg?)é%?e%g%%ﬁse%}?gngwé\%ﬁ& %lféplcggsﬁg%%&%gétb?recent

event whi ch is&viveusies layer 20V fdrealld haldikd Hy4hStReonaiunioadopd Sistentddne val ue
field 25 544 specifies that four calls were nmade in the past two hours with

a particul ar ng@aydrk deyec 4P, Servécerrseard femesis ans the Hotpecontimedcthietesn varyt he
generating event .fo eat ur 2. ntributing event .fields 55G $60 and
255355 r opr SOl DRtiar ci GishEF Pvioated S S B et o 522
and S36, respeflkWedcyibedahdle. BRBause 4 sihpdARIIZER ZTaver3O R IPhetvakRY @, Wwhere
value field 544 specifics four calls wthin the past two hours and where

gener ating evingie dallalad pbGarcapuigipkerdalltrbeorfisurt h one of those call s,
contributing evenES fi eégé 556- 560 reg_r esent ége Eri or three cal lﬁ Not e
that feature vect & SERGherFrasAcods §a PO oL BXAPRIIANAREMEVEAYS Peat ur e

vector Segm@%gﬁxﬁ}ate ehb&r'eéx}éifrec&%@“?ﬁﬁ 5c siﬁ%%%l&dﬁvﬁ%ﬁi%gﬁ%g g _such as,

for exanple, ANl call though gerterating evens -554 can

i de20i fy di f heoegvargmielistibingd exeeisdrs, rehicinpalaveint dimhagng dund@dity536 ar e,
nevert hel ess rel ated through one or nmore common aspects of their generating
events and/ oRn¢ sABsoligating giutplatrecordy forethg spme call, pedenhancingcddn b¥egnent

32 can 1 0" S3E0L iR 0R: G96chEAkUS B0 AIRFB AT He Past two hours with

a particular c a generatin
In step 214, network event records are analyzed by detection layer 123 for

possible fraud. Step 214 is further detailed in the flowchart of Figure 4, as
25 described below.
Detection layer 123 specifics and executes tests to detect fraudulent use
of network layer 101 services. Detcction layer 123 is part of the infrastructure‘
and is scalable and distributed with a configurable component to allow for

customization in accordance with user requirements. Preferably, detection layer



'event’ 550 and contributing events 556-560 represent calls made wi tﬂgn, for
exanpl e, the past two hours with that calling card. In addition) f tMAR 2002
vect or &eytiEnt<'534 can represent a hot ANl and generati ng ‘event *552 can
identify a single instance of a call nade fromthe hot ANI. Feature vector
segnents 532 15 and 534 are said to be related if one or nore of generating
event 550 and contributing events 58B>-S60 identify a call that is nade with
the calling card represented by feature 532, fromthe hot ANl represented
by generating event 552. Referring back to FIG SA, threshol di ng engi ne 126
preferably enploys 20 a core infrastructure 1310 and a donai n-specific

i npl enent at33omchge threp elassasfof Psecessing cagings ovhigle predibsecadistinmdntcr  and

t hreshol d d ti t 509 f | yi i bl t
notwor k. evEReE cefPate TR PO dPa T RU Tl SRt Se evant ¢ hat
one or NDIBeRPABDS thebY Bltke LRSS AT &EHRsVhaLad @ rang-tked Bir&shoRiMhd gur abl e

rul es. 25 Enhancer and threshol d detection conponent 509 includes at |east
one enhanc@gingd?fonprailBeenging 128 and agutiomeeengnitinmeengineekiol heget ect or

coyrponent 52 Enhancer c onent 510 recejves _network event. records 506a
an%pgener aCBEPle apggfsg‘?e%m?fg%%?esf’%?g?ﬂlé'ntf’g? TR 5% %ﬁgt\%?’ aﬂgpreov 8% eat ur es
associ at edsylehhwaK @RbrdceMAB16Q6Hy Key features can include, for exanple,
ANl , credit card -31nunber, calling nunber, etc. A network event record

that triggers géneermalingmand dispatching caopaneni $24 sherbeeemployed ta gener ati ng
event. Domai n-specific inplenmentation 1310 .incl udes. enhancenent rul es and
cont | gur at TBITET pauEe evans Fammogond Pty BEPEERRIAe FtEe Batabase 522, 5
Dat abases {fakbugngtodesdingnehpides. r Wi@snatiRatort 3 abgroceRabegrocdsdestod or

modi fi ed according to evolving needs of a user. Changes to threshol ding
rifes 522 ewnwermgyapeusy &gmaged peivosk event sagerdsintostandaidized fonwan a

thesholding rule is creat r di fi.e it .|l be applied to.new events
that "ar 1 vEr RO GUBR EieoRon B e e etapNee roim BPing Bidgtsd 5

nor mal i zedd@uaiié irf BEONE $1ar@8aized RoriltsIca 8k VatkdNecoritaeahe fQRQAENt 510

wi thin threshol ding engi ne 12G Each event, when it is received, is treated
as a generdkiuser.event, in that it generates the calculation of a feature
vector. Threshold enhancer conponent S 10 augnents nornalized event records
506a to produceDiwatanirg isacpropess svhich ERpIgKE BAEHONINEG MRS KRASE SYMEhe fi el ds

oPoui deo. aatiEroRbr ae R eatdlh S erhfosohn A METaEredos ¥l appr " °"

appropri at gettdiiopsinalichrAiah € Thing Whietd Larti ENAPICREBN endihefeqaires eanf i gur ati on
data 512 specifies data which is required for enhancenent, where to find
thi s data, agubisdiof the aadable informaten, time and sesopieasstie| @nsrgvechhancer
configuratign.da 12, apalogous t.o normalizer configuration data 504,
provides 2 8@11)" (%ng i?ffeyn%cgssta‘%%g‘gl?}aé%nf or both ease of configurability and
portability to Rupdthadel @edsholdingfenginRan4@phaiamy 288s redifige hehwbrrnhaneer
conponent 510, based on instructions from enhancenent rules and

c@f i gur at et detoad Som maworkemfiestationlvancatretor 138taad fcoowprees thestor mant 514,

| nformant 514 provi des a co nication. interface to 25 one.or nore exteni al
syst ems 51 OIS mSEIERH taigaba p AN cal b r@@%@%@ﬁ%@@ﬁﬁ&%ﬂ%m can be
retrieved. I o] r Ly systens
LT notwolte NERIELSURL P Rodieieaifh WS Wiftnb R0 Thle RO £BEY V' O
recei ves f amnsehtwoeshBists leydranger conponent 510, informant 514 sends a query

to an appropriate external sgstem -32516, using a comuni cat i ons
protocol of thePexilenmengisyd2@rostanly teadoreshimesEAverkcerenkbEcptds r equest ed

data and s lies i,t. to enhancer 510.. ] nfarmant 514 thus, provides

madul ar ty RSP IR RRIP A SRR A 9] TR POESPRRDIA S ams 51 6 by
si nply modifhiéean bE S5dcAERBinthE finBlehlthef BRNAye? by ldch ThESaBldhig engi ne 126
can thus be interfaced to a variety of external ™' systens 516 acid can be
easi |y rec®ndfilingrangicol2 & thanidomlpsres tvem datasvidnappodpratthprofidestfeormpri ses. When

enhanccr S_10. recejves g& ent record 506a,, enhancer 510 determ nes the
type of eveMIpseRgagn !k ia“ EYFNL SRRIRTANES 2 [PPATHES &Kpah AN 2BPIOPEAK i hg 10

card call, fgoi}ﬁg,g gr%@)agﬁit)% gfgggde{sicggzggagfdbﬁgﬂﬁ'{hefé)&‘érg o?fthet&%aﬁ\\i'x%nt record.

Enhancer 5 up a on provisioning, 1n-enhancenent
rul es



, and .configuration data 512, for that event type. A rule set incluf S iﬂe ﬁH
nore rules for specifying howto calculate features for an event ?pM 2002
generatlngmg%ﬁg¥ scan trigger the calculation of one 15 or mRMHe;dBAMLES. A

rule defines a teature and requests that feature be cal culated using a
certain neasurenent type. The resulting value of the feature is placed in a
feature vector 518. Multiple neasurenent types can be perfornmed by enhancer
510, in accordance with specifications 20n the enhancenent rul es and
configuration data 20 512. Each neasurenent type includes an al gorithm used
to calculate the value of a feature. For exanple, neasurenent types can

i nclude, but are not lLimted

e fol |l types: 1
) sinple coufftC an gigpp ds %‘?}E?Fﬁ“’sJ Fheap’éiﬁv‘é‘ﬂ Q’Weanﬁletff: GEF ghe é’m 321‘1]1% & of calls
in the past de BRUES) 1o a%%gg,m%ll .f1gpunt: counts events that nmeet a

criteria for certalin value’o n event field (i.e.) nunber of calls with

ANl = 202-555- |2341?)eferabl§zl,’lhmmlllﬁh@tvl'mﬁk!%ru@ecfdr@d gteiafsoemelyzed If reblhe field
value = a a_J -33 specified value, then Enhancer 510 adds the event to

a list that tmebysa aé@%mlelatellzgcng@bas:eémattemcre@nansuQ:mmuse 1RatThiedd a

criteria for at an _event has
a va?ue t hat m?asl%gg r‘?’glrlr‘g‘é,ﬁ%cgn%‘* ?rgugé)f()felg% S%@?aw Slbmé ﬂc%%%ﬁm tCr ul e),

t hen enhancegpduléd ¢mantisallyne c@M@s&fonﬁ'le aae,latremh@moagoicﬁédds originating in
Texas, New |\/EXI co, Arizona, or ifornia); 4) sum suns a certain field

fromone or nore 8@’éqmseqogmaorgcwneﬂ32merp1et15|d9t¢c(i¢n layer Edhntotdetectinewit i on of
all calls nade,i t urs); 10.5 i mul t aneous ount cal | wth
certain cri tgfeft}f? Bﬁ%ﬂucﬁ%’?g W%fi%e té ﬁ§?§ CIEGURE CREBFT HE& CﬁS}g ?ﬁ&ﬁﬁ’%ﬁ%{scm I
duration oveph@p 28! viBX nBWMhdsHBIdS AR&S ahl Oﬁ}oﬁleserespgaway atgslt}fégl hg nmade

wi sh calling card nhunber = nnn) that overlap by at [east '2 seconds or that

are lfmde wt hevr:ld;ﬁbdsed:mrmdd;crab dhgcatrieon nadfthain adfhfaud ahd topgbaemtd hed5 sane

calling card nu geographi.c vel ocity: sinultaneous calls over
a di stance. ng"\ﬁslqndri’rrw eﬁié’age% TREQEMY e ﬁ'iﬂg“ﬂfe pryseEnenAll 6’&“?’%‘?‘ based on

thSi cal di SE@&ﬁ?ec%ﬁfs“ﬁcﬁ@degH{ﬂ%?rom nét gl-k ﬁ’.fd N8h bentRbr BRI 1T 2
call ) nade w a certaln car |rst city 1s place Iess t han
20 4 hours afatleﬁhc&rlatdteﬁfmalsystﬂad&) &vsctdnntah@nslatrf,\cmabhttdms wafdﬁ dan k@ second
city, and the second city is nore than 4 hours in traveling tine fromthe

first city, inpHeAtyg ®Tb@b® events to list that will be counted. To count

everss, using. 20y Gl Lieas, IRASULEIRIC) Y RaR: ANPGRS ShfngD of'B68S cach

event in a list, the even g°sequénce rule specifies a

time period lrébo\t\dm Gbr tafalyfiah Uchdl Blestics. f QUiildine astfi €A Mtellifende (ADy m a
count, enhancer 510 begins with the nost recent event (the generating

event) t in t¢rbnplogy,patiem resgnitionengine 4 32 analyres calshispaick Waleatninermplre, unti |

the time period is
P patierns and determine if interesting, abnormal patterns emerge. When such an
)

abnormal pattern is detected, pattern recognition engine 132 determines if this
20 pattern is to be considered fraudulent.

Al technology allows pattern recognition engine 132 to identify, using
historical data, types of patterns to look for as fraudulent. Pattern recognition
engine 132 also uses external data from billing and accounts receivable (AR)
systems 136 as references to current accumulations and payment histories. These

25 references can be applied to the pattern recognition analysis process as indicators
to possible fraud patterns.

Once pattern recognition engine 132 has established normal zmd(
fraudulent patterns, it uses these results to modify thresholding rules within the

thresholding engine 226. For example, pattern recognition 132 can determine



» -34covered. As a new generating event is received, enhancer 510 begins its
count later in the list. This represents a sliding tine w ndow. f'Fc)rM R
exanpl ey suppese a rule specifies a field count) such as ¢ oouti Va1 % ezrqp%
in the past two hours in which the ANl equals a certain value." Wen a 5
first event neeting the ANl criteria is received, it is a generating event,
and causes enhancer 510 to retrievesthis parti cuI ar rule from enhancenent
rul es and configuration data 512, usSing the ANl as a key. Enhancer 510
pl aces this event in a |list of events that neet the same ) criteria.
Enhancer 510 then counts all events in this |ist going back two hours 10 fi
om the gengf a&klinga8\eaM oz '%)B@}ﬁc BNEESwhlch eQéHéHrSUt?hﬁhhﬂaglrﬁl\éﬁ hsare! f anot her
event nmeeting the same criteria is received, with a tine stanp 5 m nutes
| at er thafraudtdemtl&o% OéUerttmetPi@n:rn mcsvgslel@omdglevelﬁﬂ caedmmsmzkf)gener ating

t. t t. k t h
¥ om t hi s TOCUBPETEn b TP TalLRE ot | Bt sl celteR RBihigTovent to ¢ he
second eveqty afings feUQvaaYKick ifRcrk Tavbadloasididis Tf}fﬁﬁ"\ﬁ'rd}n%willg‘ nutes. The

si x nmeasurenent types that are desc\r%bed above have e 'tollow ng commn
f Gnct i ons modlifyinghéyesbaldhujsg thosystem rsmhk:uoknanmpﬁvnhnawsqnémgr@ngey (i.e.,
calling c 5-1234).; each anal yze all events mhlch

nb
have the g{fcéi’bqrzflg Flfwgaﬁ}&e IWO‘é{ﬂmézl @érqytﬁ AIAREL QKT GINMENUPRA n t he gi ven

time periograbichge Srddbch Ogtgylggnyglfgpig%d dddctidney each return a feature val ue
for the given tinme perio representing a tinme window (the tinme windowis

set by the nostSipBarpeent newehind fmdiujor patvackarecbeen cstebiishbd b t here) ; and

4) they are all persi stent -35 Conti.nui n t he, process of FIG
4, enhanc@FUEDrep T o HENBINfeladu PANERL FCEPEMNQL 1&&‘3& ’éRfB‘EFF n accor dance

Woth a ru E%ﬁlg@éwmx tHé‘fS@{gJ d%ﬂ{ Wk €36 Shik ARbws ér&fﬁé‘éjtoft{e E@ﬂge”‘i‘”t rul es

and configuration generating event caus 510 to
apply a rwmceliSat to leepupevidetew mod erdenpihpanethbdoof firrde r ul es The results of
a nmeasur enent |s a feature. Recall that a feature inc]udes rreasur ed

feature val ue a%&ﬁé%&@mg 288 fagred anthcoresiaepy ﬁ’é?rlésl%@ﬁﬁrr}@ut ifg events.
For perf or,0g u‘f)gm nsﬁue‘iﬂ&ﬁ' nﬂl‘??ﬁer t@sﬁx’il?!%r Hirork %&?HS@@?%&Q by an event

identifi er to an a even ecor I'n even at abase 125. A

10 single c@B@@hﬁﬁécﬂQ) e\sitiple Erediteatt hrel Mady@ithin A0HE hbaatieeam&nhancer 510
creates a feature vector, and places each feature in the feature vector.

Tife f ol | oWiURBOSserhat ansthsr er@s@ehi udg generalgseangiere H reers than oeallexanpl e: | f
cal | ing caf ?hé‘g%’% apg%l g?ec?c%g;a té‘%[‘m%rs%pe§ %eeah“{eﬁ cX Enl% Jladea cal cul ate

si npl e coun our's AHacSet count:
nunber of gighih®nkmem ﬁﬂlhgilueehnmmg@m@@néwdsanmemtn aﬁ@&tmt?cmur s,

cal cul ate sinmultaneous: nunber of calls nmade within 10 seconds
were made simultaneously (two different callers using the same credit card
) number) then two alarms would be generated at the same time. One alarm for
20 exceeding ten calls per hour and one for exceeding one call per card at a time.
A correlation scheme for step 216 might combine the above two alarms
into a single fraud case indicating that a particular credit card has exceeded two
different threshold rules. In addition, if a pattern recognition engine is employed,
a new threshold rule can be generated to cause an alarm to be generated in the
25 event of any future attempted use of the identified credit card.
Alarms which are generated by the detection layer 123 are sent to the
analysis layer 133. Analysis layer 133 analyzes alarm data and correlates

different alarms which were generated {from the same or related events and

consolidates these alarms into fraud cases. This reduces redundant and



+of another call, in past 2 hours; 20 Suppose that enhancer 5/ 0 receives an

event 506a representing a call nmade with calling card nunber = 12BQSW(R92M§ :
g as
rat

This is apugpnenals ng event. Gnhancer S 10 uses the calling r&alr/GSg?HgB
key, and retrieves the above rule from enhancenent rules and confi gu ion

data 512. Enhancer 510 then perforns the rule by creating a feature vector
518. r 25 Enhancer 510 then reads a |list of all events fromevent DB 125.
Beginning with ' the generating event;22nhancer 5/ 0 goes back two hours and
counts all events -36 representing calls nade with that calling card
nunber. This is the sinple count. Enhancer 510 goes back two hours and
counts all calls nmade with that calling card nunber froma pay phone ANl .
This is the aulaibimdata padpernits, frandrrasesde represqne relgedfrand ©@cedrming ilaneous

count. The resu f_.each.count I i £.h iLdentifiers for h event
t hat was cou’ﬁ? g’cﬁ'?c %)eé_v lg?fdep ra%"agmflegacﬁﬁ?rgmcg seczi”neg? ur eeR'\?ég o Osg% . Now

enhancer S510rAaiuldit 3Qe oNChNAS doRds AiR1 QR4 EhovES: t The RofrBIa€BA PrébekOr a
feature. Thresholds are included if called for by an enhancenent rule, and

are provi dedwiijin aplysie Eyent33r eanedetermdnectbat frapduiant use ofaa eredit pardmyey are

placed in 10 the, feature vector as a feature..For ex l e, feature S34 can
Feprosent a 4 firaieh SRS pUEENE A5 afem BRPHF 1ah Sou P Reos RIE® o
nmeasur enent i detectiomlay&dbl &drrQkhtich. st at ement of truth (i.e., if ANl =
202-555-1234). A statenent of truth is equivalent to a default value of 1

(i.e., if 1 call fHhalsisNiayer 202- paeritiz84the fabd atagese adessdingoto itheif ude a
threshold for jtself. . 1t . is sinply a neasured.15 | ue. . A threshold for a
fehture can BEPTREV e tidehe Rakef Beet o exer redsieshBR 0%l 1. *But
it is not negmasahrid Mt @UEEMhE 684 Sth € Thes, RAVE cael WhRRNRE desdidkedu@s anot her
feature. Enhancer 510 does not performany conparisons, It sinply perforns

t hel@reasur enentsanomhl cxeadieg of hehfeslatldibyg av@othorizeddasepar by en abfiorfnaht ur e

values with thresholds, to determne if a threshgld has been exceeded, is
20 por f or med HUnE PRISERBY A" ARDOBES Usspauch s clfige Temcb e CBMBL BIE ai ned

from t hr eshobgl dghes k8], Sﬁaluf%%g z{%ﬁgﬁ&?a tlcgw gy @?éf&%% aRdlfsisas part

of the process of determ'nin eshol as been exceéded. "This is
descri bed wi layer ef38r enooyo atifpiall lihteligérme. algorsiiep fik4 priohnitiestivol. d r ul es
arc applied events to deternm ne whether fraud 25 exists. Ig&%h preferred
enbodi nent, PEsFaNEInCetestion By kddules s betrsiynizsst odrsycat é@%\ﬁ 520 for
appkkcation r |.d rules. Threshold detector 520 is responsible for
det é?m ni ng ?{‘mé?/ﬁlr%g)%g of fraud, exists in a feature vector. Threshol d

detector 520 enpl ys phr@sddobsbeehast, Malysis layer 133 includes a software
component 134 which performs the consolidation, correlation, and reduction
functions. Software component 134 makes use of external data from billing and
AR systems 136 in the correlation and reduction processes. Preferably, alarm
20 database 138 resides on the same hardware as software component 134,

In step 218, consolidated fraud cases are sent to expert system layer 139
for automatically executing one or more tasks in response to certain types of fraud
cases. Thus, in the example above, automatic action can include notifying the
responsible credit card company of the suspected fraud so that they can take

25 fraud-preventive action. In addition, any pending calls can be terminated if such
functionality is supported by the network.

Preferably, expert system layer 139 includes a fraud analysis expert
system 140, which applies expert rules to determine priorities and appropriate

actions. An off-the shelf expert system can be used. Preferably, however, a



v-37 ~rules 522 to perform conparisons of feature val ues agai nst thresholds.
Threshol d detection rules 522 specify how conpari sons are to be mefie. MAR 2002
t hreshohd sbos+:a feature can be included as anot her featunelvusysi@ideat ure
vector, or can be obtained fromthe threshold detection rules 522. A
threshold is S generally a value for a nmeasurenment) which can be unity for
default. A unity valued threshold i@guseful for true/falsc statenents of a
feature. For exanple, if an ANl has been designated as a source of
fraudulent calls, any call fromthat ANl is considered evidence of fraud. A
threshol d conparison is sinply made by identifying a single event that
cont ai ns TcﬂéltbnMd-ex%@rt%?ﬁ@mfi?@fﬂrjbﬂ@eﬁ%ﬂ% RReFRNkd 934 a3dfks-bagdy and 537 s
a feature, and each contains a feature vaFue. Threshofgd detection rules
speci fy t danguege hpraspridic fatetxpert oyst&as showey, donpemmplenCidifari sons to
determne if evjidence of fraud.e, xi . _Threshol d. det.ection rules cm
i ncl ude, for e@rﬂﬁai],y ’ %ﬁ@”'f"é‘?sl %ﬁ\fﬁ@iﬁgﬁfé’s eStenedifuidentiyy cgrtginagses o o at o
evidence (Jrhagphabd fAl Anich Are/3bUGORbA MRH ARomalif AR AsE&shRl d Detection
Rul es 522); 2) if A > B, create evidence (threshold for ‘A 1s another
f dat ure i mppropriaggat tHeverest beje algpritimsAcan BlspalmaddeBgnedClo ovitdipkl evi dence
(can be conpl ex. statements%fand 201 ﬁi} if D, grea e evi dence {threshol dis
uni ty; us@PMatGresPoRsHs Where 1o SXamPInthe SPsRected GipdR 1uatisp Aig8wat &F nurmber) . I f
an expli cifot Y&d %@teﬁfpéuﬁeﬁaahﬁs@e} dheR ORhidhY@ihtink cilcBnRBSEEELi§0 be unity.
Referring to Fl SD, 'in a preferred enmbodi ment, enhancer and threshol d
de)t ect or cudlpanéotexsdgle, mbistade of simdlasattiyitpfvlaecthwasdrtecancconhteddbol d det ect or
25 pairs 579 anddg)\g’?et Ong%{gai r, which can be pair 570, can be dedicated to
anal yzi ng EiPREPEIRYERE YIUPEr es whil e the other pair 572 can be dedi cat ed
tp anal yzi ng mub{depl Gsemenh ihQadddhiferfaces 16 sveral ckRARM @3'{41&%5 fhlmancers 510
general ly perform conpl ex cal cul ati ons, as needed for the various
measur enmerpurpospe$ pendiniieg vimi@asholidndetresptonse 2R tqpeatefrald. yTlpse £or s si npl e
conparisons., Thus, for I%gdfgfrji erformance, as illustrated_ in enhancer and

7

t hr eshol d ‘B‘élflg%tao?ysﬁf’é?r I igngs AUBRIRG 14TF S h Y W40 fBESURY) can 5 be
provi ded wi.thi:d, : n > :an; > vides a

nor e adeq\lljaae%gl%ln nfﬁ]oln o%%lﬁ%ugﬁ%%?rﬁﬁg 8d§? g&t%}ﬁﬁgﬁg{egﬁagc ign rul es 522
can be credbed. afxhendisfene d40yaamchalel an, intedfacedd atservice poivistonity eshol di ng
eg}gi ne |26 is executing. Preferably, rules can be nodified in two ways,

cbt r espondiyRi§Mal 42Hor 1irgyditedas refadingde services prowidled 1ma eystemer agltfoyener al

format) a .ryl.e he e al _statement and c ref erenc cific val ues
o ot b dnEpEaRufts @ SRR e X AR sPR I TP SRR T4 TR s 17 om pay
phone ANl cmplap.arGfiGalt @tNEFROTE conltid MY Shciidh bE adoRRdU & sehfl- & specific
value in a table. Rules inthis format can be dynam cally nodified or

creat ed byautwddtegaeigorsr creating the specific values in the table. 15 In a
sicond gener al rul.e can be hard coded with sleci fic values. For
e fiﬁinj

ornat ,

anple, a rul eﬁfé%?ﬁ FEQ Therer aftpmATIGHRSPORSES i eRereiedm S iMAHERE AN > 10,
csgate evig d i ' ; heal i.fled or
created by Wf@?l%gsgsr%ﬂéps 5??“%5‘5%?% f%@é??ﬂﬁgﬁ%ggh%}agpg%{&ectl on rul es
S22 can vaacyioadarovittinte taotoitaecdesybtemas hotecapdble Py inge 289, alh Gand .
Preferably, threshold rules stored in database 522 can beﬁgznam cally
nodi fi ed vidtoiRcledad these which $gpsed aptamaticresPonaeseifdeRI2 Heartthosh rul es 522
can be aut i call r . ifi . ext er nal
ot tornr ooReidil oY afd FAL Y a3 E<ERELh 150 1% Jo R HGRAGT I bty T 1
enbodi mentanaiyigr e rules are automatically generated by pattern recognition
25 engine 132, threshold detection rules database 522 is updated
atd omat i cal | y bprepentatéamlayec dffhipralemblynigriudest 3 pluralityephworkssitiops wher e rul es
B O oY oISl S D MR b o SR UL BoRRgh Real B eSOl

det ection ]
network LAN 150, a wide area network (WAN), or via any other suitably

. . : . {
interfacing system. Thus, throughout the remainder of this document, where

LAN 150 is referred to, it should be understood that a WAN or any other suitable



+ manual |y by human analysts. In this alternative enbodi ment, pattern
recognition -39 engine 132 is used to detect new patterns of lr2aMAR 3087 -

i nstead %o@?ﬁ&{ﬁti cally creating a threshold detection ruleg idhspakhfies a
human anal yst "and suggests a new rul e. The human anal al yst can t%en ent er

the suggested rule or create a newrule. A variety of types of rules can be
inpl emented in threshold detection rules S 522. For exanple, threshold
detection rules 522 can include, but a#% not linited to, rules for
generating one or nore of the follow ng types of alarns. A |long duration
(LD) alarmis generated if a single conpleted call's duration exceeds a
duration threshold, X LD thresholds, capn bg,set by p u faor call type
categori es SUERELE: ¥ YEL et E’Fe?‘f‘]’éﬁ‘f%ﬁgl ,%/rf’dfﬁs-t?té%eﬁgga'ﬁﬁ%rcﬁﬁt onal " and
10 domesti C.cop@nfodhl pbiBRal CtnQIREY dnd SRt &icrdad difeaid hdvend BpRimat i onal

i ndi cator on the normalized event. An originating, term nating conbination
durati on (OBCOyvapd whivhipsoydercs atapbicaf usar derface (€t xw@lthe systgnnat i ng from X
and termnating to Y,has a duration, that exceeds.Z .The duration.threshold
Z for a conbinat i AY %ﬁﬂm _]Q:Sé)ﬁell%or]E@ggéflgm?cﬁﬁ%dd%w g’flﬁ‘éllod’i' f“éﬁ?Wésti on X and
terrg nation grdcagpde syRem }‘1&;{%@% @an Nis X prd¥Be @1 1oC QUimbh Yaraikes vidiere is no

hi erarchy required for applying the nost Specific threshold.” Users coul d,
however, i npvenketations hdler Hi2niwia LANdSDr duese@atorVayet 1¢Anlsgalowatfer nore t han
one OICD al

rm An originatin termnatin onpi nat.ion atte OTCA)
o armis 1 s tah ok LR Br POPHLGRT o x and
termnates t@gehinlphndl 181dBR AR08 S RYioR £8UedcutedBroh Hidtdickon X and
tefnmination Y can be specified as NPA-NXX, NPA or country code. There is no

hi er archy f dio apishyiengrahsystoss. Rgsaitdtion leydrgi4datandncladela tcestainnzed| on

conpi nation. _ One event can generate_norc than ang OTCA alarm 25 A hot

or ."Eé nati ng %‘%ﬂl@ﬁﬁ‘fr‘lt‘i“ﬂl%%&ga&fiéﬁlﬂ?h Eo”éléﬁé?‘éi‘? ré]lf wﬁaﬁr%t%‘awmgw%ﬁf

ori gi nates fﬂhgrg%,s){em:l'he origination X is contained in a |list of pre-defined

nunbers. A hot termnating attenpt (I-1TA) alarmis generated when a call
attenpt term nat el tle Xxariple abere) ifathe crutomated cpsitmi ded not t@igpesan of

bt AN WL O e
Conkalned, | ool 05 6 58 BUTORIP s bl L 0RG AOQ 1 1
teriddnati on mudtacsmus afedidandicallsand kbt thé crpdieeaé hanisdn used to make more
than ten calls within one hour. If the credit card issuer or owner indicates that the
calls are authorized and that the billing will be honored, no further action can be
taken. The live operator can even input data into the system so that, in step 214,
) threshold rules or profiles are altered for this particular credit card so that similar
20 use of the card in the future will not generate alarms.
Alternatively, where the credit card issuer or owner indicates that the calls
are not authorized, the live operator can take action to immediately disconnect the
calls, if they are still in progress and if the monitored network supports such
functionality. Furthermore, the live operator can input data into the system so
25 that, in step 214, alarms are immediately generated if even a single call is
attempted to be billed to that credit card. The live operator can also input data
into the system so that, in step 218, any alarms generated by that credit card

{
generate an immediate automatic response including terminating the attempted



"nunbérs. A deactivation hot originating attenpt (DHOA) alarmis genﬁr atﬁd
when a call attenpt originates froma nunber fromwhich a recently1 MAR 2002
deacti wavedis@rd had origi nated. The neasure of how recentiysthmusard nust
have been deactivated 10 is a tinme paranmeter T. A deactivation hot

term nation attenpt (DHTA) alarmis generated when a call attenpt

termnates to a nunber to which a rggently deacti vated card had term nat ed.
The measure of how recently the card“nust have been deactivated is a tine
paraneter T. 15 A deactivation hot originating conpletion (DI-10C) alarmis
generated when a conpleted call originates froma nunber fromwhich a

recently deactjvated card had origi.nated. ‘The measure of how recently the
card mJ_stcﬁg\/éh%gﬁthv"gfegl&?Rfé‘g%racaf]gmﬁa&cid%ﬁu v&ﬁﬁ'ﬁ@? gxrc c‘l‘fcpﬁ tl(ﬂ‘ét(;lccat“lsvati on hot
tem nati oBaeamRltRE EAA atdblobldd bedblaRY isGb @Al AlLpki2R paeinéd.conpl eted cal |
termnates to a number to which a recently deactivated card had term nated.
The neasure of Reburingteht®y3,tatpgeicamed physical lazahétetimenofdfeaust desestiod is tine T.

A pi n hackin ri,qi nat.ion (P | arm i s, .gener at ed n er of

St Pemt o promm et aakedBebiehed s¥d PR OGRS G o SN e 7. The
25 nunber oafer 3p&ERPHEICK dafl LRGB! PeLAGERS treAbhickl MinyinkAdted product s
based on infodigit. Call attenpts with infodigits indicating pay phones are
screened outkeafp ddectmauayer 1R 3phanalhss kiyeg 1B3 lahé dxpartrbystery PhiBN)138l arm i s
generated when X nunber of attenpts,  on the sa:@ Biél ed numfer_ fail PIN

val i dat i oRPHhPR Qe RoTerpgrvers: such s) Jegyers dibaee 1Y% cHiieet' 286 by dr oppi ng
the | ast i-Q i L NG LeHdABl N The
nufrber of fcgﬁ) gﬁ%lt% sﬁf(felf%@é}tg%ﬁlgygsdb%%?gggghgﬁhi’%l\%g%ﬁ%dgr gj(f; h[;] oducts based
on i nf odi ghgine@aB| a atdfBedhiabasiet II30] apeoukirgirt®gnnbncapineg! 32ayn plrones are
screened out of the count. 5 A sinultaneous international éSI) alarmis
d€ner at ed CARNARtioR FRBRIaHPN @RAFTRICHEN P dPhaAn VAR database 138i2A6 2t he sane

aut hcode [-BT : i i at least 2 mnutes within a sliding w ndow
of time T.fghllﬁléﬂg{ﬁ%@ %érrp%%dﬁt]%q'nati onal calls is specified by product. The
slidi ng wi ndowNdtwbiknevert netdris Bl dvuieghoddedidotseneird Y1 (as3 idhdekedaman not
exceed the purge tine for normalized 10 events. An internatignal call is
det er ni nednanagemenielayer &1 havhish Aireferaisc dnchudes the Huevierstnl deseibedvent . A

si mul t anequs. domestic. (SD) al arm i ener nupbher conpl et ed
domestic eﬁfvrqsrgfr}g‘lg%&‘[ ! ‘goégﬁgaggb%@o%gﬁﬂ%ggtgrp aggfgnggr?{r;rr@gg?/‘gg Tl east 2
nisnut es WehRarftemefUTahteRiAl proféssé @ daRNEH Ald dY8teBY SMterndNg stenivauger of 15
donestic calls is specified by product. The duration T, within which

si nul t aneicay indudshebikiat archaccoatts excevebletchmponend 3biand vhopunetheal i zed
events. A donestigc call ' is deternlined fromthe internatjo i ndi cat or
in the norsbfﬁtlcf“féﬂ’?‘ée‘glﬁ' }l‘cAd"éf%S’I“ﬁ%XFéo j£aug| analyslaworksiations zgigqeﬂ@r"‘at ed when X
number of GOBL 8 SflePle! oSl 1R QBB <At 480 8HT MuliRbhAPskn 11 MR by at

| gast two ‘m nutes wthi uration of the generating évent. The X
nunber of calls is specified by product. The duration 'f within which
sinmultaneity is checked can not exceed the purge tinme for nornalized
events. This aldrt iHelegdsLah i nternational and donestic calls. A
geograpluc velocity check is a check for a pair of calls using the sane 25
aut hcode-pl us-PIN BT' N originating froml ocations between which it would be

i7possi bl e for Refenb®6 FIQ. 4,23 8esENbWE i NEstialisRaYiBhs PRt¥ReNthhhe calls.
Geogr aphic velocity check alarns can be cal cul ated either by specifying
tinme for cwentepatfomms f daedtigh teyer s Hrede pracassaaincbnls aouldsybaspkci fyi ng a
thresholding process (steps 412-420), a profiling process (steps 422-428 and 420)
and a pattern recognition process (steps 430-438). Systems for implementing the
processes of FIG. 4 are provided in FIGS. 5A, 5D, 6, and 7. In one preferred
25 embodiment, the system is implemented in a distributed processing architecture.

For example, the system can be implemented on a plurality of server components

310a-310n.



. 2~~2 -42 latitude/longitude for each country or NPA and a maxi rrum1t?aMAaR 2002
speed and performng a tine calculation. A geographic velocity check .
internati 1) alarmis generated when, for X nunber

internati %QI”/(Q:%'F conpl etions using the same 5 authcode- pl géT@EI@R?J each
pair occurs within a tine interval Tl , each pair is not sinmultaneous and
each pair occurs within a sliding w nd of time T2. The X nunber of pairs
of calls is specified by product. The iferval T1 for a pair of calls is

determ ned by the pair's conbination of the originating ANl's NPAs and/ or
country codes. Determning whether the 10 calls are made within a given

interval is calculated jromﬁp,e;nmzfa;,gh%r}g , ,mg the termnating tinme of

the first call and the originating tine e se ond call. The sliding

wi ndow of tinme T2 Wlthl n whi ch the geographl c velocity check is perfor med
cannot exceed the ? tiime for normalized events. An internat] | call
is determined fro ?‘]‘?éa AU i RIASHSS | IREICRRYEIPE RCPHEK (fyCRRFC? event .

Simlarly, a.gRe0f 3phifs Yc?ls%li&rﬁléb%hnéj@mtdrg e e 8t qﬁenerat ed
when X nunber of pairs of donestic call conpletions, usi ng t he sane

aut hcode- pl usmFlnNBTmthmﬂfrdumd@tectheemd lepodreg. bPEeﬁfreblyatlm myghalieaidner to
make._ A geographic, vel ocijt k all i S nerat ed en X nunber of
ot 3 20701 RPIESTIs gt S Al PP aR 4SS Grinais il BF SR AHYRRAD fonal
classificati qppidisdiiflidnhe same auI hcodc- pl us- PI N BTN, woul d have been

i npossi bl e for a single caller to make. For certain types of calls, such as
toll free or pay tlblSphtahngalalpsocfessrfoeﬁcawptdeng soxinib pedoiebubok evemt re@rdonf | gur ed

to) bl ock such call.s.to a,set. of untrl es here 25 are instanc however,
where a count'PyPBHLR BANS °§v3|$ ?‘§FtI‘Q§‘ aﬁ{hlgargmgaﬂ %fc%tlﬂihiaryﬁr S?B‘Ck ( FCB)

al arm can be Igﬁgﬁélﬁﬁ§glclufde@prﬁalsioxﬁn% rnﬁglgné;sm&m&%\hné‘shpw&oﬁn hgek in

pl ace to a bl ocked country his type of alarm nakes use of dafta r
i ndikhting, Hetgmine whichente et catdetsation etiisidoakbiat datentionylayesd@s. will -43 A

cal s on an dEPHEUAE pleabipg B e 0o e thar ercerregaraged T
Threshol ds cag 4 Q%ilj_ﬁr Mi& ogtﬂ]é’fﬁod:al | m nutes, conpleted call counts and
currul ati ve dol I ars res S can be based on targeted international, non
5 targeted internaReferratg RNEIGRISASISD; 6Cahd 7] yEenatiatiegal digsatcieallR4 iy pe

category is determned froman international indicator on the naormalized
event. CCl al I@P’c’lé‘e%&ﬁ nofpplirdes i dispPateHng Nelaork BYRMFeesrds 14, et fom  FVB

cei ly9g and i ﬂ'{eﬁ{ H?erll@ N?\Qirg(]et@ﬁm"\@@ d%ﬂ{ ?3%%% ﬁ:?c%a%: Qher20

receives a fe ure rea roug Ion rules
522 and appl Izeéallaﬂmﬁl&iéﬁmﬁfa@b GDRe, BeSh gitbAROA fat those created during a call

and received by the Data Management Layer 119 prior to completion of the call,
) such as an IAM, BDR, BBN and ADF. Operation of normalizer and dispatcher
124 is described with reference to the flowchart of FIG. 4.

20 In step 408, network event records 501 are received by normalizer and
dispatcher 124. Normalizer and dispatcher 124 preferably includes a core
infrastructure 1310 and a user-specific or domain-specific implementation 1312.
A normalizer 502 converts network event records 501 from the various formats
of the data management layer into standardized formats required by the detection

25 layer.

In step 410, normalizer 502 uses configuration data 504 to convert the
network event records 501 into normalized event records 506, Configuration datd

504 1s user-dependent and thus is part of domain-specific implementation 1312,



+any 'features included in the feature vector. For exanple, in FIG SC if a
feature vector S 18 includes features such as, for exanple, featﬁQeMAR3&m2
540 and:544;.-threshol d detector 520 will apply any rul e tbatsisdchudes
conparisons for those features. 15 If the network event record does not
exceed the threshold, no further action is necessary and the process stops
at step 418. If, however, the netwogk event record exceeds or violates the
threshold rule, evidence, or an indication of possible fraud, is generated.
An indication, or evidence, of fraud preferably includes at |east a record
20 containing a priority indicator, account nane) and a suspicious event

set. Act URormfiZedMciweik QendRRERISH0B zﬁ@fﬂﬁdl?)e%npi/o HigpAtSE Ho8tweieh of the

infrastructure. Suspicious event sets include a union of all events from
t he event employs userfsperifie dispatdiang st pasd nonnaizedaeivierioveht igaerds | n st ep 420,

if an indi ion, or. evjdenc of fra i e t.ed, threshold detector
520" genar S0t BropPae S EO™ fixerineinet 12e U 2 S50E1A 18 e HRP&AREYE, 155

pr ef er abl Wispatther 508 pRi 8 MeAnalBRE RetwdrRabedIrbcR¥LHIGR, WHRh a8¢ Sentecei ved by
normal i zer 502 are preferably stored in event DB 125 for a period of tine

t Rat can berulpsdiageibiheshdldingiengions 426, narvalined petwerkicyentgeeords H6texanpl e, be
set to twepty a1;rousr hlgursﬁ.l n addé ﬁ%ﬁn even;tlls ghaiwarli(eevi dternti fdi ed in a
suspi ci ous even _Srétt RE\D lb%g ?&gd? 689 nng Cit IIS? Y 2 I(:/_ﬁ@f 5002. -44
pur poses. 566 NHIOAS semas hattGanedd@niifodleagdinenigvent DB 125 with in

i ndi cation of suspicion or can be stored in a separate database, so that
th)gy are not piNogedlizgrt R aldsestorgpinetarork everdgecqsds inoxh event fatabdsti ng 5
Profiling,i ogcess wher eby normal.i,ze i spat che etwork event records
are corrparlg% [&o?%’rg_ iof‘%sorrné%F QT rw{m%%ﬁgefgg%gayﬂ gagul%‘\%flgu%rg of one or
mor e t el epedTERdBIYCRbcANSr RGIBE 6T -tink¥ Bfat khinge GREIphABA LY ’hd1LisdrorA cal net work
event records to help determ ne whether a current network event record,
fits a preforage psfiof caudoat enmplsdestt la tvehwdonmmirgat i ons network. 10
Referring to FI.G 4, steps 422-428 and 420 represent a preferred process of
profiling, In FEager JOEIEE o patomeiy Bbrscodss Palammih b ded 1 or

| npl ement B d1Her S520h 1k IcBRGRIAE &7 SnP EntSlFBS bt pronftdsin i HathdPecifige Process
begins in step 422, where nornalized event records 506b are sent to

profi | i ngtetigi mguitdBerandf teenteepedeviath thy dimpafchén 5. eNbmredizer 52%. Profiling
15 enhancer 624 provides addjtional_ data for the profiling, processor 634

that will CERABI R AR S m@a@éspawh@fs%@m&m&t%“%%ﬂiqa& H%q 'Pon rul es
636. Prof iyl ﬂgdefw.‘mzc%rnﬁﬁﬁepﬁﬁ%g%e\%h%hw& qlgocgﬁ?%tf%?%@odo% gegfhancer 508

except that pro i ng enhance can use erent configuration data
conponent deRQisi peecdbd dremeddle. t ypes of data can be needed to create an

enhanced event record 632 for 20 profiling. Preferably, enhancer conponent
S 10 and 625 have simlar fundanental structures, yet operate differently

t hrough the use of specif} > onf | Jon: data 626 and 51 2. Configuration
data 626 specifies \ihich %’glfgwgélggé%}*}r'g@f'%here to find it and how to add

it to event records. Enchancer 624) based on instructions from
configuration data 626, then requests this data froman informant 628. 25
128 or mant 628 pF or¢shpdding iscopracask sdieredy nchvearkfeaert reeprdsngm cempatdder al |

Wit Do r PGS Wipor M s er fP #5% ArBERar B oP Rt 14 1o
used to r&fefw&¥Cevent records represent telephone calls, network event records are

compared to threshold rules to determine whether the network event records

represent possible fraudulent use of a telecommunications network.
25 Referring to the process flowchart of FIG. 4, steps 412-420 represent a

rules-based thresholding process. In F1G. 5A, details of rules-based thresholding

engine 126 are provided for implementing the thresholding process of steps 412-



+ -45required data from external systens 630, Again, the use of nodul ar ,
configuration data 626 and i nformant 628 conponents provi des thel QuMARNE002
i nventi onw\g%gm%se of configurability and portability. Basgd,@fgdofsgquest
it receives fromthe enhancer 624, informant 628 sends a query to the
appropriate external system 630 5 using the comuni cations protocol of the
external system 630. Informant 628 receives the requested data and supplies
it to enhancer 624. Enhancer 624 augmed®s normalized event records 606b
using data received frominformant 628, and thus creates an enhanced event
record 632. In step 424, a profiling processor 634 receives enhanced event
records 632 10 for applying agai nst ope or no rofj.l es. .Usi ertain
par anet er s ff}gq)nlt“h‘éesé’f‘m‘éﬁégﬁ cg“\%‘ﬂ’ﬂsf‘ BFQTC%?S?,SFE%‘O B FPEIRG lggo ss 634
selects an a i fi.lie detection rule G36, several of which are
kept in a daf?cg[?g@éé Sg?seo%gfg' determ ne which profile fromthe profile

dat abase 130 the eueenengheptedeined b auprmalizdbe Rmotedoeds S6@m gbrerateeat ed i n
any of a number of ways. Profiles can be created as sedé IDroduxc{lt,

geogr aphi cal feagiregino HHesholdipg | engineprdfy | Fealiifesh e dehier Reloge o 8bj ect

dat agase. a 98lccfilmhARAfh ﬁ%ut?%etc%tioﬁ &I LSS Sh, TEPERSENE I1PGiciR) ght i ng
factors for a neural network (as is used in Al téchnol ogy), or ot her
various formselefPoat ealabl y, profiles representing both normal and fraudul ent
20 patterns are stored. |n a preferred enbodi nent, profjile devel oRrrent and
profile matching énBFwyRINGraVeR] isiagIevertbay Gaysssonlcamirs ¢ Reasrae . AAl t hough

| Al .St f.0L: | t
) i ves st abrarring SsBlis Shic By el R Pevek R RS AN cess

vol unes of kmngasurkd auchib e adBstuRbvdadey, mal patterns received by pattern
recolgni tion engine 132 in order to build fraudul ent and normal profiles.
Preflrably, an Al ‘begudbWingfaveRtis apevas dwpeomphuigr 492 deatirasbytdidnst ¢ o
formul ate praofi | Igwﬁit et S files and
det ect depar % Etrdecgh{ ir%gﬁ?loo?@rfcaé&%?% 1 es, fe&t?rfg?a}' %Qgﬁgtp&f}é[’q %rQ% |t’l i ng

conponent 634t y@idallf\URnsis FPFHORNeRdiRgRveht! gl féveral tdaatrfbutihy lcwestat abase
130, and conpares the event with the profile. If an event falls within the

sel ect ed proffivesy overpribéti isesceivassis atdirst apsnenating eyet2® that whgsviever, a
departure fromthe selected profile.is detecte rofjli C gnent 634 5
generates an rﬁ‘?%“fcﬁ? éﬁén?rﬁ‘_eﬁl%pc_aﬁfé’é‘?t'oﬁroéﬂfae'fegﬂf ',drlé{"p‘f)VFBL%f’tB‘iqﬁ?r{ @er%f“far aud is
cal cyy at ed baggdifink REerttifGNdAd daAN o rMErdeA0RE. Of departure and is
expressed as a percentage or weighting factor. Preferably, at |east step

426 is perfornmed whkby ishe eaerd fiefd, AndhiakiAdNatallimg edrdl ngmbergcallleptinagiohnol ogy.
Alarm 638 is then sent tqo ,1 analysis layer 133. 10 4. Pattern
Recogrriti or relPaA sy is ¥ee g atibnan eveat BiPScess wher eby network event

records are anal yzgdelge. £ahfbrdifiof St LIS ¥y Y R BRCIBLLENEARI] ¥

fraudul ent patterns o% usé nications ne erring to

F/G 4, st epsdeferRink38hdtieRcoORRAle f MiuafeRistsed\ PHat@essn fretudeafor ekamplecogni tion
and for updating threshold rules and 15 profiles. In FIG 7, detalls of

pat t%} n r ecoght niwoberef gallsemadowish & certapv calbog ¢aod nimbewimariwi hgut prsiogat t er n
recognition p/{ ?&%frg cz?r}c alsFoI l%, fg'f ex@pﬁee,wl\{ﬁc 89;? icztxlil.Olgeatures arc calculated by
enhancer 510 in accordance with enhancement rules 512, and with data from one
or more events.
There are generally two types of features, single event features and
25 multiple event features. Single event features are derived from a single
generating event and include no contributing events. For example, a single event
feature can be a call made from a hot ANI. Multiple event features are derived,
from a generating event and zero or more contributing events. Multiple evcn£

features are the result of measurements performed on a key for a period of time



'engi he 132 can receive feedback fromother |ayers and can enpl oy conponents
which self teach fraudul ent and non-fraudulent patterns from sucH 7 agb2082
I n step.420,,.00rmal i zed event records 506c are sent to pattard.kecognition
20 engine 132 where they are received by a pattern recognition enhancer
740. Pattern recognition enhancer 740 operates in nuch the same manner as
the threshol ding and profiling enhangers 510 and 624, respectively, except
t hat enhaneer 740 enploys a differef” configuration data conponent 742.
Also simlar to the thresholding and profiling processes, enhancer 740 uses
an 25 informant 744 for data retrieval fromexternal systens 746. This data
is used ta,l rmalized Nt~ £ ecor 66.t0 . create enhanced event
ecords 7aueh B PGSR BicA 0o SURT I RRRRE A efs igF 0B Seil e "cent 1o
an updat e @MthgSdadd fueBEPORIEAt peBidd oMiheh Maintains a call history database
752. Update and store conponent 7SO enters each record 748 into the cal

hi st ory dat abasRefgsng tchIG. Hi.deaspngs cant apesagz pofsearavcoyos ends of cal |
data that ga I pat IS S B4, In step
434 part dinn ATy RRR ERE B s BRI Rk X P RS ST, 0
history dainahdse ofd2r imorddkstuis vetwh@ighrhtsarf32) B3Ers%, 509, prRl, tfer ns ener ge.
Interesting patterns include patterns which can be fraudul ent and patterns

whi ch can 19ENHOINE 4 seltpstienof faases.r budaredercdpenbadimsnt sebapsrt $h i s
| mport ant %&:eﬂa%s%élhf@\?egm% SfEa %b‘%ﬁ%fthéma eyl gl nigrmation 1T an
ni1s detected, a

interesting patter ern analysrs processor 754 determ nes

ant her it is aRéfeaithHoeFIG. GIC, AGkefefrad dbeBimdmdbf Geafure Wec@ESO8M i sh this,
pattern anal y_sig gr ocessor 754 uses artificial intelligence technology to
P

train itsepPVvidad piengepehylepyyref vegiod soarent PG preferably mahidoya fegtuveol umes  of

eygnts from 15 11 history.752 | - based, pattern.anal ysi.s ,processor 754
flyﬁst det e’?]%%cn%egg’noérkﬁ% eapuzi%lp 81?3%3%%@{% %aﬁvggkg)rf%fln%’é% %ié%lﬁ%l hat can be
i denti fi edk@sfedthadidir@REmplel %5 Featurd BéldihRht el Spateiar &gliat t erns of
such deviations and identifies themas fraudul ent patterns. There are

vari ous Al cas§ spaher, ay ANlabrrediteardasepunt nynbsodecallpeampntess, 10 i ncl ude
tree-based al gogi t hat. obt ai n_ di t t put s, | ks, and
Stati ot cal - basERrURRuHe Ehiel Soambdh SAESIELELAE, BRI HER s Relisi ny To

esti mte PRLAIRLEESfor HEMIARYSH iR R Gsile iRl reBadhlAE fBRKSBpIapecogn tion.

By utilizing an Al system pattern analysis 754, both normal and

f t&udul ent Foathmphs i fdeanuoamainddirlid §38aderdtifmmatpaiculal vatbsg odrdaatrdest ored in
the call histo at abase 752, 25 In step 436, ttern analysi s, processor
754 uoes t Ff kB RLTOR PGS e Py e R e QI Ll s 820
vi a threshodgdmniig bRRvelSRE BurkB&- oBY11§ SELOWEEINE e bhawil helts WAk AL NS, certain
threshol ding rules can be updated to reflect the nost recent patterns of

fraud. Forcakagpid, Pantabn ibfealyspsmpiiskbssbidentifieva pamicylar &N, a

f naudul ent ttern ihg.with callin ard.call s de .0 _49_
ekends tBcggurgé’?k”ﬁ?ﬁ‘%g%&‘%}hﬂ%vﬁ%k’ﬁ“ﬁf’ eé?%’faglg r?arf{g?"wgh’@?@. P4% "can then
updat e a twerhat dorpthaUARIt 0 generate an al arm 526 whenever such a call is
made. In step 438, pattern anal ysis processor 754 uses the results of step
434 to nodi fy pfehelagsg icmenridldd 65864 bdeseifyl A0gonemtipg afvieht foy dach er f ace 758.
Pattern 5 anal ysis processor 754 feeds known fraudul ent and normal patterns

to profili %@ture vector segment 532-544. Recall that a generating event 1s an event that
caused a feature 1o be generated. A generating event is typically the most recent
event which is counted in a value field 544-548. For example, where value field
25 544 specifies that four calls were made in the past two hours with a particular
calling card, the most recent of those four calls is the generating event for feature
532.
Contributing event fields 556-560 and 562-566 represent events which ¢

contributed to features vector segments 532 and 536, respectively. Using the



< processor G34. Using Al technology) profiling processor 634 processes these
patterns to build profiles that are identified as fraudul ent or} ﬂoMAﬁIZﬂDZ
Thus, threoghisge of Al -based pattern recognition, the inveatrjusas/adobows for
fraud detection to keep pace with the nost current schenmes of fraud. 10 The
processes of threshold detection, profiling and pattern recognition are
described as being performed substantiglly in parallel primarily to reduce
the processing tine. The processes can, however, be performed one after
anot her or as sonme conbi nation of parallel and non-parallel processing. B.
Anal ysis Layer 15 Referring to FIG 8, a a process flowhart is provided
for a prefergahpd abiieaRdeysSiAuPherRess ifdciies Ghuradafls WSS IR SsEfvé N st ep
420 are anal yzed by analysis layer 133 to consolidate and correl ate the

al arms i nt o Houssmhdoslses gerigpting cusrd Hickds¥iiropresant thisdourduénteiad thasé callsnew al ar m
to a case, a case priority | | cul ated or r.ecal cul at ed. S riority is
cal cul ated % Sk%’b‘ﬁgiewgéﬁldéﬁﬁfg%éﬁir‘m’%sﬁ?ti18?1p??ﬂ ef@?st ﬁg‘iteggﬁ&ﬁg‘\{‘é use of
any field of Wl AR i d tsa4here are
el y 1o be'Foner Ty S8t Lk SOL Rl e es R R e R0 SR el a3
Pridiitized thasfseaepepmnesesihgld cventabatarepseich as st erngrie aflmt ANlwabn anal yst .
Referring to FIG E detail s of ana‘%sis | ayer 133 are_provided for

i npl ement i ng t he Hitbousheepgratingevant igldy 350r P4 cay ieny i flergatAcnerating al ar s

by 25 exam nig;V 5&@&%&&%&@{1&&3 S’i%-??&%ﬁaﬁe%mué% rEfa(crd%x%tulr;H%nEB se that

are possibly c related to t same fraudul ent activity. Anafysis |ayer 133
consol i dat esmogroniradedspeb@rofisheiogdngtdtichg eoane afid/of cdmabuting dvestsr educi ng t he

total nunber of data tha st -49be further exam ned,. A case_of fraud
coﬁsi sts of alar *?W’Bkngg“ﬁgﬁe YERIQTSEEMEY pae CaR r@éqsf?’i“ccégl,“gl%’[a‘ﬁ @Hf ch are

posghbly rel f'i‘xta&dwhﬂinttﬂ? Ipﬁﬁ%o%‘éﬁ&t@it% tp?z@fcb% gaxgﬁg%&%rs%mm @ﬁgﬁaﬁﬁé s layer

133 1ncludes a core Infrastructure por n-an Ser speci
i mpl ement at i evenpS50iand. contrthaing @vetsCEiGH60 datredni tdly madevitdgoodi Nng t o
anal ysis rules, or case types. Cases include alarns t{hat have sonme aspect

p . ! 4
in common. APXARRIC.CIAR PRY therwars Wihdbaticatlinesaed. oin afshiteons feature y8peRdi ng on

h | ysi . . f
al arm is or ] AT SR rafednch RRCh Bhy EhRRGL G SR ZBE RFECT i1 "

be added to tiAgledASance@fhiallirsRic florneNe HA ANE EF dature veabeseghtntd §82al arm In
step 810, alarns 526 fromthreshol di ng engine 126 and al arns 638 from
profldling enanhé34zse snid tocheralatdd bi onn oalraenn efngensedingon2nt AbGand 526 and

638 represent instances of i bl e fraud and .designate fraud seryice type
Such ab. col | CRROUEIR FYe SH 500 MeBUDA Ghikahiiad Tl g v kg G e 196
are 15 pref erabloy, A8 ¢9RaN}E Il Ay EiRd Dy defledlifif g, these
alarns are en anscré%. Xlr?gr meen 22%%’2‘? ﬂggg&i S sfc%;ﬁsalr toyt eee%étggt%%n | ayer
enhancers 51652,624 and 740. Enhancer 902 augments al arns 526 and G38 to
produce enhanced al arns 910. Configuration data 904 specifies
) Referring back to FIG. 5A, thresholding engine 126 preferably employs
20 a core infrastructure 1310 and a domain-specific implementation 1312, Core
infrastructure 1310 includes an enhancer and threshold detection component 509
for applying configurable rules to network event records 506a and for generating
alarms 526 in the event that one or more network event records 506a violate one
or more configurable rules.
25 Enhancer and threshold detection component 509 includes at least one

enhancer component 510 and at least one or more threshold detector component

520. Enhancer component 510 receives network event records 506a and
{
generates a feature vector for identifying one or more key features associated with

event records 506a. Key features can include, for example, ANI, credit card



*1 additional information which can be needed and how that infor mat1iprMAR 2002
shoul d be y 20 added, based on the type of alarmreceived. Additional

i nformat~on+ean be retrieved frombilling, accounts receivableyiorder

entry, or various other external systens 908. For exanple, informant 906
can access an accounts receivable systemto determne that "this ANl has a
past due account of $1000". Simlarly,. informant 906 can access an order
entry systemto determne that "this calling 25 card nunber was deacti vated
two nonths ago”. Informant 906 comuni cates with various external systens
908 to retrieve the requested information. Al arm enhancer 902 then adds

thi s i nf orfi@tbedtatihgaiudibes 22 G\ abthRR8van tedprPHdERFgeRRAGaFRbAr M8 91 0.
-50 In steg 814, enh_anced alarns 910 are sent to a fraud case builder 912
f or corr elaichivge verdorde nefoiredit dsggangrativgsveltar ns i nto rel ated fraud cases.
This correl ati I S. based. an conmon.as ts of alarns. An exanple of such a
common aspect i °m§f%?Reg%ﬁdmlﬁﬁ“?rﬁét‘%”aE:gl%c‘élF]I”F?Fger@’&Pf)e“ﬁ%‘gFS' ‘%)CL

Correl at i aibnfigufWar AAshRY ANALYSIS 1ibdiRdd AbfectidhirGiks C@taAge Bpogr amed and
kept in a rul és database. Rules 914 can use the probability of fraud which

was assi gnidatabasep 502 iahd 15§2 pnduds sules 634 cas bacpated métleted oFawodéfiechpl e, a rul e
can state "only build cases from al ar havi n reat.er than 50% probability
of fraud aHfdOUHREIP %Yoé"@%ﬁé?‘&t‘éfg‘] PLF- 1@!*&%&%%33&*&9%9& .mlﬂ)g?%cg(i)_er ation,
fraud Casee\}&H'Bedgiecgﬁca_&ﬂ%lh‘ées}séﬂn ?g‘ﬂﬁﬂﬁ@q_ @Jh\%_@} ﬁ&&h@ﬂﬁ‘ﬂn&éﬂﬁh@w nes

c in ich top

whet her there 1's an existing se or case e the alarm
Fraud casecrbated demo@ifizdl Dokl beappfiediouiessewhtsahatidigvabtahes@aimhave in
cogmon with exi %},i ng .cases, _usi ng anal ?/si s rules 914. If no existing case

i s’ appropri at e, WilaGErenes &0 Bif 149 8 sten 91 % neanalized evesvireepsds 3092 he alert. 15

FigUd casen ity hinal BIMbILG I SURN L ABLLSA LaR,Ologases Fraud case

bur | der al so revent corrup s, whic t herw se

m ght occugvedteviien itibeecdivad ris budtedlapd gércaning eferithia thavemhbaws thor exanpl e)
in this parallel processing environnent, multiple instances of the same
process, stAleblagonphiafsatye yeetase Theeshold gabancer eompeneahal § segmete att enpti ng
to update ! i ther | i t | nt dat a,
case buil dé&%ﬁ%ggte? %ﬁngf éoqg%kée%sﬁr%rgﬁ ‘}ll%?tt%g trq}eé g%léoerg?el? 1 cei:{:nthgh%ﬁ?dat aif the

data arc dhdidsaspetity thamdidatiieeioirs tb Be RBsUbRItddaforthdntd aal Mipe@6sl, are not
created if both data arc identical. Fraud case builder 912 can enploy a
cade- | ocki AYSHERRHPR <3N RreVvide cddipirnalifatavhichsasble hrpshokhdeied®yj ¥l i ve of the
anal ysi s | i c . of ta n alyst nust
exani ne. Tﬁyug‘?pgftahgﬁgﬁg%nﬂ%%?}ﬁa %#leggi i %' m%#ggﬁcrgn?@r gﬁ% case,

overal | redsitfiguediionfdadtas 12 spacifiss bhth viatclaghtpied foFehag¥augnt evhezd al arm f or
a calling card call can designate both the card nunber and the ANI. The
alert t caif fiRédhiseda, apddovhtogadd itde evepigeesrds odbushaldingeriipeiclis based on

g common Cﬁénqig%lrjaq%%rdmaaﬁbgarim?og%u§ ocr(l)orx]'xqmﬁgesr%ox?ttngu(%z?tposnoclaitad?(}lt?gro%}aaeg ms based on
)COITTT’DI’] ANI".
20 modularity to the system for both ease of configurability and portability to fraud
detection of other enterprises.
Threshold enhancer component 510, based on instructions from
enhancement rules and configuration data 512, can request enhancement data
from an informant 514. Informant 514 provides a communication interface to
25 one or more cxternal systems 516 from which additional data needed by the
enhancer 510 can be retrieved. External systems 516 can include customer order
entry systems and network engineering systems.

Based on a request that informant 514 receives from threshold enhancer !

component 510, informant 514 sends a query to an appropriate external system



. -51However, overall reduction of alerts will generally be achieved as the
nunber of alarnms that are consolidated exceeds the nunber of alert gtMaAtR 2002

are pl ace\qoigg“g;%e than one case. In step 816, fraud case tg,@rllgcggg,l;h;

outputs fraud cases 916 to expert 5 system|ayer 139 for further analysis

and action. C. Expert System Layer Referring to FIG 10, a process

flowhart is provided for analyzing fraud cases and for automatically

acting upon certain cases. The process”anal yzes cases by prioritizing them

adding additional information relevant to each case and 10 perform ng

automated actions for sone cases. Since sone actions are perforned

automati cal | the action rul.es which trigger autonmati clions e applied
only to casegf%élfl%aﬁo\?‘é}%‘?‘cﬁ}‘%‘ﬁ P86 Birlt]?ctegl%‘f‘ﬁﬂ(%‘{% Ségi g’t‘é“’&‘?“t\ﬁﬁ%re t he
potential cogle; [ Lk il ' ldjp details of expert
system | ayer1%%%18&%@%%%8\%/?%2%@%? Sﬁﬁégfeg#éﬁteﬁlr]\%mtehe process of FIG 10. 15
In step 1010, fralidom@ses]LOthas progideeniodhlanty thatdlpsisadiimgend 1GBovng recei ved

by a prioritizes 1102. Prioritizer 1102 enhances fraud cases 916, assigns
priority to YaEWMSEXErRRsEsemRAaso Ry simply nedifyieg indsréaces pithip domandmat i cal | y

executed. In e .fraud c 9 [ ) a ases,

pri o$i tizes %I'1?B%Qﬁél)éhsngc‘aﬂl}eggzr%;%noﬁgag? gm%lr}g%tactgga ?’ﬁ%’? ﬁgﬁ{&%%f& and
external sysggmnslsi@Gnd camnbé ensilatrécvnfidadea farlﬂﬁudsmsdtfoh\%zstaﬂm ofi@diet i onal

i nformati on which can be needed for fraud cases 91 G ere to find the
data and howentgrpsiges.t he data to a fraud case. Informant 1106, serves as a
conmmuni cation intgrface to ex nal .systens 1108, farmant. 1 | sends a
gquery to air apprg{)}}ﬁnafléhaé%reﬁﬁ%lre%?‘é efft fger]flfﬁgoﬁdsi%rqga’a‘a@b rnlg(?:%ti ons

pr ot ocol of HEEmEXEAhO Blpe DY S¥cRbakd8n a kBY. WIFRRAMPIEOR tHeesRME 8 chllifg r equest ed
data and supplies it to prioritizes 1102. Prioritizes 1 -52 1102 then
addd0t he i nf eardetallor® key sarf baube cabing eardamimhgr dielé riahe eyentr rgdrdcase 1114.
In step 1014 nhan fraud cases, are prioritized. .To assign prjority to
cases. pr i of FEDBE $005okRHR 85ae et Griet TP BRIPHIEs o CHPEROIPUTRISS: a2 par
of s confi gupgd b&HT RRdiRnkhPds 1P QRAddvEallan rul es are based on experienced
anal ysts' rules for determning and prioritizing fraud cases. These rul es
are programed i ntordenti guhdes one daterd ddeasorl spgeifyhg dlogoto tdlerdate
Prioritizatiagn rules can also enploy paranmeters _retrieved from external

syst ens such fggures fopan YR HIREs AcSRICEBE c¥eTh 43R trigars thiecahadation of pug

i.0j gl G f d
Cased whi oh PLTPREedures” 4 A Dk Rinkt oy Rollh £Ubl R GORL el =

prioritized usiapd c6AGR meAsGemBR!tyFe dTIRNEsLRMY RIID dfliRe &aatir® splace iapeci fi ed
based on action rules. In determning whether to initiate action on a case,

prioritizer afemuigsiestonéid.on rules which are kept as part of configuration

data 1104. An actingfyh, BLS3OR0NGybE BRSSP0 bER Y] ANdatOvElySR o

) accordance with specifications in the enhancement rules and configuration data
20 512. Each measurcment type includes an algorithm used to calculate the value
of a feature. For example, measurement types can include, but are not limited to,

any of the following measurement types:

1) simple count: counts events in a given time period (i.e., number

of calls in the past two hours);
25 2) field count: counts events that mect a criteria for a certain value
of an event field (i.e., number of calls with ANI = 202-555-1234).

Enhancer 510 looks up field in event. If the field value = a



‘i s system Exanples of actions include card deactivation or activation of
use-range privilege nodifications. Actions are categorized as aut1om$']%,2wz
sem - aut'ontiti*c, user initiated, mail initiated or nmanual' - AdtOhdti'c 'a
sem -automatic actions are initiated by an expert system follow ng
pre-defined rules. O her actions are typically initiated by human anal ysts.
20 Sem -automatic actions are initia¥xd by an expert system under pre
specified conditions. For exanple, under a pre-specified condition of
excessi ve back-1o0gs, the expert systemcan autonmatically deactivate
hi gh-priority fraud cases. User initiated actions are perfornmed upon user
requests. Actions caspe2ificdnaliuedeheaCEnhaaterdiis aldd tiskeadht wah liomthaof accounts
such as tel ephone accounts, credit card account and debit card accounts.

El ectronic nail initWHteCesdbn are performed upon a request received t

fromexternal groupsy, SUGh. a5 GHSKQTR! SELUHES 6PN B deERUORE e ect roni ¢

mai | -53 scripts. I'oONS can i e activations™a eactivations of
accounts such as tel gpblEine thagfuficld i heeVdnt bay &lvalae dianis amdmtepi t card

accounts. Manual actions are initiated by users external to the system and
execut ed i ndependent 0loF saties dgfinedry antpabancesmentiulels en eahancedst that t he

systemrecord 5 that th ction, was perfor . Action.rul es e based on
experi enced anal ystsco%%tggeyg}l (’sfbe’&‘?rf’%rr?érgglgst?rﬁgat{r@ PAEE*HBN DY fraud case.

Actions can include featdl Katbig oft Cafifdrhiagy card nunber, placing a switch
bl ock on an ANl or sending out a notice to a custoner. Action rules can be
programmed as | éyi cabuml sporsiadersindivdd fram wons noee ewntshn 3@iyartamet ers as

priority (i.e., "for an ase over pri.ori | evel N,, deactjvate account"”
an%l type of service P?r.“é. G'CGéFJF‘dﬁ%fl'g"aEa’P P%%‘bcggrrﬁ?d\ledf‘é’la“ howRR% i on rul es
cag include datg r et GihfiEHeds UBURXERE Pl SRR ERBorid)ihdiQllrt WaE of O m part of

i npl ementation | ayer. Action rules manual dctions can reference
speci al handl i ng i nstamettimes défmedadlyi naninpon il dusytieat everfapaod on certain

cust omer accounts. For exanple) special, instruciions nmght indicate to
contact a custoner fFé}ﬁﬂn‘i‘rﬁ\‘/’&eﬁc@?ﬁ‘%ﬁtﬁviWUP@L@SISFPPE?Q’&‘%‘E"EEW ng card
hol der whose card is d.of fir kLA i | es are
programed i nto conf F%gra ?‘%ﬁ ngpa{hﬁg%isaﬁ{i)gga?géaakt %1%%’8?% ’Jntgﬂlta(rr)ybe appl i ed
to enhanced cases. Thege withihQ0Ssceaiushe dirsRth @handthapichldmidde Withe. , "for
any case over priority level N, deactivate account"), type of service
(Lde., cellular. cal b#mgcalingcardiramber)y andr enhanced data retrieved from

e T e

specified in a _ i"ous ernal”action systens
1112. External acti oprSN$&d£MBnimum time needed between calls, based on physical

distance between points of call origination. For example, if a call

made with a certain calling card in a first city is placed less than

g.O 4 hours after another call made with the same calling card in a
second city, and the second city is more than 4 hours in traveling
time from the first city, then add both events to list that will be
counted.

To count events using any of thesc measurement types, enhancer 510

25 places each event in a list, the events being sequenced in time. Each rule

specifies a time period in which to include events for 2 measurement. To perform
a count, enhancer 510 begins with the most recent event (the generating event)

in the list, and counts events in the list backward in time, until the time period is



25 can include switch interface systens for switch-based ANl bl ocks, order
entry systens for account deactivations) network control systens {ar MAR 2002
calling chngllggzgti vations, electronic mail systemfor e-ngidyHkhees to

custoners or‘internal ~ personnel, custoner service centers) print centers
for mailing dunning letters and , various other systens. Enforcer 1110
preferably resides on servers 310a ... 310n. -54 I n operation,

enforcer 1110 receives a request for aéfion fromprioritizer 1102 and
interfaces with an appropriate external action system 1112 to execute the
action. External action systenms 1112 can include switch interface systens
for switch-based ANl bl ocks, order entry systens for account, deactivations,

network S coRYWEd-sHS RN BOFrAHAE EVERY it ErcaivadFahaResr PohSesigs BEFPWHi ¢ mi |
system Por Crimih diohd 95 BoRU ONBE R PlindeWiBEBRL  Personnel, cust oner
service centers, prin cer?te?s or ma|1 ng dunnrng letters, or various

other systens. Si Fefekdifsle, ApbosNs nilkeparfidsod el aiingrmth aal'tgunt khe action
rules that tri qger themare preferably applied only to cases where a high
probabi | ity BYCTRS Hiffe Pastawp dpursdp wirigh el ¢iabsrt featainyalpe-of WhaRaf raud i s
si gnisfi cant. 1 QL LZEE 2 I WL TR E ri.af pid .0, I and
acti gn rul esﬁﬁ%f? egltr}é]% o &’gs’“?gﬁﬁfbgﬁ‘wa{?%%%?a?‘ ailsg‘{ F%flf% ﬁ%]lér%g?{r{nagg an

expert syst egausaP@ilitheg 520 RE Fdtriewd B fadidddrauledtan dahdmrenieheidsnadwhat
actions to perform An off the-shelf expert system can be used. However, it
i s preferabl eonfigysatingrdaig 41% wsing e ANl @gp&ey. system using a | ogi c 1S based

| anguage appropri for pert .St ens,. su CL] PS.. Cases in which an
auS omated action i%té’gﬁ'b‘ierv?gﬁ rpz?f_teﬁ(sﬁmﬁreé%telﬁta ﬁ% ngeevs?ght'gf“i B ‘zkflé'f"”‘hs for
further exanbﬂee&ibpmrﬁaﬂcdeth@rmsenaéoua?stdxpéwehfsqmtaashmr?am@nﬁtw% h&h30 sent as

part of an enhanced case 414 to presentation |ayer I43 are data not useful

to tlife aut oméitostithe gpearstingeyemtimQthgreavents are conwibuting tecnts. bamghadsed 20 to a
case by a human_.anal yst warking at. workstat.ion 1 12a-.152nn. D, Presentation
Layer Fraud GHSHGE BEEAme CHisrds TGS Fibod Tuh Y, kPR AARIGE Bisten B¢ on i n
the expert 53{?&9&@6}1{3‘3&?&% thid%eaoh LA Be i Qp&ﬁe%ﬁgle%ﬁ. ?%%E& 510

presentation |ayer 143 for ‘'exam nation an otentl act y a human

anal yst at weblust atlicoasts 1ib e 18Bgdim@rback tWweheunnsifrign tids sédGnd ERentdélilei | s of a
presentation | ayer 143 are proyided for interfacing the detectign |ayer 123
and anal ysi s IFsF¥FNt PIGOmES 4 RHRINNG G3F1F 49 We second exER ey odiovhdPest at i ons

15235 - - 152r€vi}‘1‘@5\9Qlié’é@efomﬁa%gserﬂir{u?esw'\' 150. Preferably, fraud cases 1114

i ncl ude data generated i n upp ayers such as probability of fraud)
information retri éledi memuesthartngbessysitaenddscabell abyvedate drfodbwagdy t aken.

Presentation |ayer 143 preferably allows human anal ysts to
common functions:

) 1) they each perform a measurement for a specific key (i.e., calling
card number 202-555-1234);

20 2) they each analyze all events which have the specific key and apply
an algorithm to each event within the given time period (the
sliding time window);

3) they each return a feature value for the given time period,
representing a time window (the time window is set by the most

25 recent event, and goes backward in time from there); and

4) they are all persistent. |



5 retrieve and add additional data and to performactions simlar to those
performed by the expert system|ayer 139. Enhanced fraud cases 113A2 fmcig]
expert syst-emsd ayer 139 are received by case enhancer 1202./ 8vmjvar- t AR
enhancers of the upper |ayers, case enhancer 1202 uses configuration data
1204, an informant 1206, and external systens 1208 10 to augnent enhanced
fraud cases 1 | 14 with additional ig{ormation relevant for presentation to
an analyst. A presentation interface 1210 servers as an interface to

wor kst ations 152a ... 152n, providing data for graphical presentation to
the anal yst. Fraud cases are presented according to presentation rules

1212, which ar ecemg&iﬁgmsﬁh IBe 5ot a8 GAFI@! @OTchhdiEBr isND Opifdimiabase and are
configurable. Presentation interface 1210 enploys an infornmant 1214 and

ext ernal systsmnEndR 06 afgonarating evest, adutcoideme| witlnd ollewhtt iopart bbawder, this is
not automatic, as in the upper |ayers. Rasher i nformgnt 14 retrieves data
from ext er $fAIthal is; ead 102116“*8%5(98“3 hrdgtmahFenksuaiah4p -aB3brk stations

152a ... 1 Eqar ' cide that a
cust orer* sEARER eV AR ent B AR I H St F S IR 0RO S
anfl yst, voemaremid¢st ati on 152a ... 152n, sends a command to presentation
interface 1210 requesting this data. Presentation interface 1210 then

i nstructs infordharesals df a weassrement és 2 fatrgaRacalk bat aafeatixe mehdles account s
recei vabl e I . 25 Presentation in face 1210 uses.enforcer 1218
for perfor i SRpifGre e oCEalb Web bhi pAEys e JEEHEMEC Chpert
syst em | ayevenlsIF oRpdrieman&fe@i i) cabl ke f0feARraktre Masenpasefa®n commands
from anal ysts. For exanple, an anal yst can decide that a switch block on an
AN? i s neeévst 1dpRBhiemwhigb poins 1@ aa agbiekeveat Teoprdis 2yent databgen25sends a

o nd to_presentation interface 1210 12. MAR 2 -SG fequesting a
oAl oh- bas SHE RN U veB GEaRRLC SRE PRl aRe o FobRER | hEEPGRL s ent or cer
1218 to exggis@etvabiof ARARMEes ERhIEABKe ih HSfchit@vdcdgres W th an external
action, switch interface system 1220 to inplenent the ANl swi tch bl ock.
O her external action systens 1220 can be simlar to those enpl oyed by

expert system S, | a 239. 1V. Concl.ysjons il e various enbodjnents of the
.present inventi gjﬁe?@{;gw%g}?nagg&nrg@ c‘i\%@\‘?é‘} ejvhighhean ke BY SXABBISSt ood t hat

t hey have been presented by way of exanple 10 only, and not limtation.
Thus, the breadth and scope of the present invention should not be [imted

by any of the abpyughglesed hbedeexep 789 anrbodi ments, but shoul d be defined
only in accordance with the following clains and their equivalents.

CLAI M5 1. A system f creapy sewssverdorevent records, conprising: a scal able

cqre infrastructure that cart be inplenented in nore than one application;
aﬁa a eonfigurable, &Bﬁﬁl%%@ ?q“ggmﬁ”ﬁ’&rr& galls ci‘ﬂBPﬁ@il’}?Q’rﬁzonfi gur abl e

rutes. 2. The systemagaaralenghif sihef fealld R8RS Gl phOREANR)r ast T uct ure

is inplenmented as part of a tel ecommunications frau ection system and
sai d configurabl e, donamiennppe Hdues;i npl enent ati on conprises: threshol di ng
rdl es for testing tel econmuni cati ons network event records;

calculate simultaneous: number of calls made within 10 seconds

of another call, in past 2 hours;

20 Suppose that enhancer 510 receives an event 506a representing a call
made with calling card number = 123456789. This is a generating event.
Enhancer 510 uses the calling card number as a key, and retrieves the above rule
from enhancement rules and configuration data 512,
Enhancer 510 then performs the rule by creating a feature vector 518.
25 Enhancer 510 then reads a list of all events from evént DB 125. Beginning with

the generating event, enhancer 510 goes back two hours and counts all events



<~and-profiles for conparison to tel ecommunication network event refgr ds. 3.
The system according to claiml1, wherein said core infrastructureli sMAR 2002
i npl enent g¢h @gapart of . a credit card fraud detection syst gmashssadd
configurabl e, domain-specific inplenmentation conprises: thresholding rules
for testing credit card event records; arid profiles for conparison to
credit card event records. 4. . The systemaccording to claiml1l, wherein
said corn infrastructure is inplenment ethbas part of a data mning system and
sai d configurable, domain-specific inplenmentation conprises: thresholding
rules for besting data m ning event records; and profiles for conparison to

data m ning event records. .The system accordi ng.to, c|lai.m , _Wherein
sai d core i nfYRISEPURE EAlE P em&@ﬁ’eﬁf‘w% pam Cfo?“aS tsd %&Hﬁ“}g fthehasi ng
pattern anal Eﬂuﬁn&X%Flngo%E‘gﬁéﬁi\% FQRE b ERR S J11 AATPIRSORE\ th& calling

i npl ementation conprises: thresholding rules for testing consuner

pur chasi ng evemtnundearfcsn agag ppoed ANEs Thiris densacdasnnLikewisensuimprer

pur chasi ng event records. ti. The system_according tQ claim21, further
conpri si ng: 31 Hereelormsrins aeilianagis fRvtet earﬁaﬂhegﬁ%ﬂ?ﬁ%@t’eq}@?ﬁ Wcor ds,
di spat ches eyganidebCR d8ch QVéB?ﬁla?Rvag‘a[n%?lg&ti?ﬁ&a&lnasef NfS 1pid 19ANRr at es

al arms when an went record neets a condition; an analysis |later that
recei ves al avestof 6b8n sai d detection | ayer and that consolidates the
received alarnms into case based upon common traits of the alarns; and an

expert system | ay@¥o¥ gabancerl G e dspsisslude snihsdraiurgngeipsiadhiealidd feind t hat
acts upon Ceratigﬂlprepaﬁl?essholds are.'iﬁgkudgd if-ggﬁeds%?tw%% Bicgl'nrég% hufe %gllm[p 6, said
u Aprising: nmeans for°generating

detection | ayer rther co ene eaf'ure vectors
f

of representgroddediby bila@c@aentriRp asd corifigtinatyedata § ERt Thes. ar@plalé®insyst em
according to claim1, further conprising: a presentation |ayer that
receilves casdhbe fepg vastorge e deatirent praramplep featisn b 34 eanacpresaay y Bdesballes to

human anal yst recej 0 ds from human_anal ysts .and,sen

i nstructions f?%fcglx eeégr?g?‘ ‘i%ﬁr%@ @ e @r?'élp‘feo Of W%S%%Tfrgﬁé‘e'basecéﬂg)p(gpa the
commands fromdiefen anauis(Se., & ANICOTROISESS. PRaYr am fitesldst of @R isSi ng a
conput er useabl e medi um having conputer program|ogic stored therein, said
conput er progqaivalenyica fiefauk valvkiofid (e.cidripatlerits pall R A265 57-08¥ds event

records, wherein said conputer .programl ogic. co i.Ses.. ans for enabling
the computer to t RiCANERDEs Bl dnaat s ibeesBokidpr Bitb i g R LRRBUTE to
genefsate al arymURothr&Rbi@toPa FERIE arf AL fuieNFr thERARRe LGoeRa chfnge t he
conputer to correlate the alarnms into cases based on commobn aspects of the

al arns; and nearsslff &ut énialmot necekdaey fomyatyefeatuoe teelsperadthtashaldrstaedhaof t he

cases. -10. The conputer progr am&roduct according to claim9, further
conprising: rAPRHET figAtugn g Zﬁ’@?rtﬁ é%‘ﬁﬁ?ﬁté?crfloﬁnp"ﬁ“éscé’ﬁwaﬂﬁ‘émeé‘sﬁg’ﬂyo live
operators, af}ﬁ%rf&ﬁﬁgﬁlefﬂas&%%hés 84 EJ&E&eSf?{éW%t&fe v‘é&ope(fgﬂlﬁar%?ﬁ‘ oki_ﬁ:\ﬁﬁlré)per ators
to manual ly i'nitiate responses to certain of the cases. . e conput er

program pr odueiiuedCwithdihrghb s C laidBieSmireUiTt AehreSIVIVHaS| igh ¢ieeEdedond i gur abl e
ans for enabling the conputer to process user-specific types of event

recotls; and Rrestosmedfhyabraesheldudaseateradf). f Threshelds cary alshecanpoedfromo process
event recor dsth;es ho1d d}:/t%cr:tiioex{[ Xxle%fﬂtl%?etﬁe t%];'esg(\)/lg%%te[:leo(r: gﬁ(gj,sas part of the process
of determining if a threshold has been excecded. This is described with reference
to step 414, below,
In step 414, threshold rules are applied events to determine whether fraud
25 exists. In the preferred embodiment, feature vectors 518 are received by
threshold detector 520 for application of threshold rules.
Threshold detector 520 is responsible for determining if evidence of fraud

exists in a featurc vector. Threshold detector 520 employs threshold detection



“12. | A data processing system conprising: -59 normalizing nmeans for
accepting data in various formats and converting it into a predet e‘fﬁingﬁ 2002
f or mat swang/fsifst ering it; data enhancing neans accepting fhaugata.in a =
predeterm ned format fromthe normalizing neans and based upon information
included in the data or extended data, deriving additional attributes to
create enhanced data; neans, accepti gg t he enhanced dais fromthe data
enhanci ng neans, for identifying particular patterns in the enhanced data;
correl ati on neans, accepting the altered enhanced data fromthe filtering
means) for correlating and consolidating the filtered enhanced data based
upon pr edetEINEY Lefbl bAoAl OB BA NG RUGL LR DRbsHONOTRRLLAR rom
external sources o generat% aggr egat ed struc ures; and prioritizing neans,
accepti ng dbectegregai2Rdpstifubsw cemphitisims bfetodermaleat i on neans, for
ordering the aggregated structures for subsequent processing. 13. The data
processi ng syst éﬁ@%@ﬁcfph@f%”%f;%ﬂ}?ﬁ‘ﬂQ‘Pd?Wq@éﬂle&&ﬁ‘ﬁF?!ﬂ‘ﬁﬁ HE8ent ati on
means for REGSERL L0 uRLARIAIAARLAORLRISMI HALLERS 4 iR anal ysts,

fl oe presentation neans accepting e ordered aggregated structures from
thé priori tgedérally aBans. fol 4 mehberethzha Wwhidlc€mshenghiSyfor defaaRc o ahing to claim
12, further conprising expert system neans for automatically taking the
appr opri at &abied ﬂﬁﬁShBKg’édlsﬁfﬁbfPrt‘Wé/félﬁﬁ@P@ﬂ’e&wf@g@@%- dtarggempkesil t he expert

system meang AGPER! LAY d0EaRASL SloR00TR9R S S LS LS pamAde
prioritizing neans. o ata processing netho cor¥pr| sihg: converting
data in varAus chesidmébevidénee lafﬂdﬁ.eAmregﬂld@Ummmomcénﬁm?tn%b it;
creating enhanced data by deriving additional attributes fromthe data in a
pr edet er m néentifpingatsingi¢ et thagcotaineftaand®d data to identify particul ar
patterns in the enhanced dale; correl.ati nd solLdating,the filtered
e?#?anced dat a bzg“ég?‘i?g‘ﬂﬁ VBT RIRE BRI ﬁ@dg%{’]l%?graingggﬂbs %%f’é'i“h?ﬁ ®%ddi t i onal

i nformati onohiapld £¥iRiRalalKOUTERSHEIA BeREbALEIRAGEABATF theSthiddabMr €S; and
prioritizing the aggregated structures for subsequernt processing. 16. _ .
The dat a prdetess SAGhome tdpafamconglianisprs to ddteaimmelif Syidénnetofi frudonps.i si ng
presenting the prioritized aggregated structures o human anal ysts. - 60
The data pr”d%%leldrfgﬂfﬁéph6&6%&?3}1%?Qrcsrxa,qnal%Wp“@wmgﬁwsffﬁﬁﬁlﬁf:si ng
automatically taking the appropriate action based upon the prioritised
aggregated structures. 1 g, A nethod for detecting fraud and automatically
generating al arnp basigh snsr egbatt eiRefeeMireSA @ fdrnA 3 4 ShiRe QBTAKMICat i ons
system by using artificial intelligence, conprising the steps of (1)

coldbi ni ng cor e’ i nf r astromcEhgeshold Pricctont Rylgs 882)e user-specific

i mpl ementation ryules and automatically acti upan evol vi ng f.raud patterns;
(2) perforning a?gpl ur‘zp‘i? ’Walffﬁé@”%%l(“w%‘ﬂgpﬁé?‘e’éFf"%}ﬁertfjg%fg? ’Bﬂ"enetwork
event records by norngljzi 0gid e network event records froma variety of
formats into standardized fornéts; (3) dispatching normalized network event
rgcords to at |edst oifeAf raBd#arifeBt PnG, enginevidenca &unnbe aopiplaxal ity of
fraud detection engines; (4) parallel processing the dispatched portions in
the plurality of frauH@®easkiaRg engi nes by enhancing the nornal i zed

di gpat ched net wogk ev [ecaor 0r Lo, i, fr i generating
fr%ﬁd al arns upo{‘? det g(ﬁ’fﬁeﬁ&oefvgd}aé%@%te ség?ﬁs%ﬁ%ﬁgﬁ%e@%orgg g’? ﬂée% rﬁ?étud
detection tests; (6) aNlbehatdidrgcdlingg édréndmdbarms into fraud cases based on

common aspects of the fraud alarns; and (7} automatically responding to
certain of the fraud cases. 19. A nethod for detecting fraud and

automatically generating al ar ased. on real -ti.ne event, data in a
t el ecomuni cat i m@%@f NasF %gf‘ﬂae {d ipingt givenrit ’élals?‘tj’é"r‘ijct@%cdwtﬁpri sing the
steps of: Referring to FIG. 5D, in a preferred embodiment, enhancer and threshold

detector component 509 includes two sets of enhancer and threshold detector
25 pairs 570 and 572. One pair, which can be pair 570, can be dedicated to
analyzing single-event features while the other pair 572 can be dedicated to

analyzing multiple event features.



canalyzing a history of network event records to identify normal and _
fraudul ent patterns; determ ning whether a network event record in)ImRa%@z
sel ected r l.d cute by conparing said network event re i

sel ected ‘B?&??P@? wherein said threshold rule and said sel gg?@%@%bfa?l e

i nclude a scal able core infrastructure and a user-configurable,

domai n-specific inplenentation within a | ayered | ogical systens
architecture; determ ning whet her the -38twork event record deviates froma
sel ected profile; generating an al armwhen the network event record
violates the selected threshold rule; and generating an al arm when the
network event record deviates fromthe selected profile. -62 20. The

met hod of cl ai m 1&jenarsdlyerrhaseerp Y19)scoerplyipssformneonaplep salsplatigns, 8| ecting a
threshold rule fram |urality of threshal. I | eshol d
rul e dat abas@?"dgﬁg‘”(lﬁ(j J9‘}5'é’t”¢§3fnm LP%rBCWé%cﬁ’e‘gm% ur’n’cLaé? @oggé&g\g}gﬂ#d:%%gﬁag vi ol at es
the sel ected Eﬂféﬁﬁé‘lﬁh%lé UdBparbns.. Thig fBEhddRd ifoeands, 49 illustrateddn

conpri si ng tﬁe step of (c) updating the threshold rul e database during
run-tittle, gphantenpadthesol dstecsorariipl/Oyvanesoemerathegshold)detesiopy 2080t he st eps
of : ¢i) anal yzing. wor k _event, recor, | dent | s of
fraué; N é%{"%ﬁg”ﬁéww&%%fﬁh 9510, Shr 8 é}%ﬁ%g FYRRIAOES O 1 of

fraud; and (hidrd adR@ateang uniterh fesfIghf of 41 dat abase with the new
threshold rules. 23. The method of clain2l,wherein step éc) conprises the

steps of (i) anal yihirasholdidetentioroés B2aman be enatadsandonodiénd dynamieallyyet hods of
fraud using artificial intel]igence;. (ii).generati ew t hreshol d rul es
fohr det ecti n¢f* ’Eeﬁiit‘%vb"’lh‘lq‘hffégdgpgfcl“&@é lééi‘sﬁ'@‘c%ﬂtﬁgf irg)g‘f%amynﬁgﬁ 8dfce; and
(ihi) updati : d i neshol d rul es.
24. The net hgrg) dgﬁgdcﬁgﬁws’%ersg?%g %ﬁ?g&g&@ﬁ%ﬁﬁggwftﬁ@ lgf'eps of : (a)
sel @fting a profille & fipsn @npdalifadmadtya ehilepranfhd @peatial athtdniend aadadfan e

dat abase; and@( b) determ ning whether a network event record violates the
profile; whef@&risnes gscifig)valigniys whle. Forexampls, arulgsar topk I "Ahnwnbsim end a

probability he e t e t ' et wor k
event recor d%gfélﬁﬁg?q}%ﬁgﬂﬁﬁggﬁlg '%””ﬁe?‘[%ﬂgcr‘r‘% hgg&@?g hé#@ﬁﬁbi)o?' lgér}t her
conpri si ng t he ashednfiovalubin & RAN. IRifcs iR8hRTEIMd: @akl Bt abaasically hiddifladnt i ne.
26. The nethod of clai n25, wherein step (d) conprises the steps of (i)

anal yzi ng t hereeatedrty revdififing ec creaisng theisgenifi¢c f3luesin thetabbads of fraud;
Fratd and (1 11) UPGSETaRY EEHEUHIOBPRS 8 PSR P IR e B aNeFos, 27,
R g e e e e e A P R AR
conpri ses t hersteqvidence!) Roidsan tHis foirmgt daheée fdy aardicelhs pwdifrdiondreateddya
probability %Ojig?ggoﬁgrgzﬂfggai%ggul\(/:\liitgglf.each of the fraud cases. '
) Threshold detection rules 522 can vary according to the enterprise
20 employing the engine. Preferably, threshold rules stored in database 522 can be
dynamically modified without taking the engine off-line. Threshold detection
rules 522 can be automatically created and modified both automatically by
external pattern recognition engine 132 and manually by human analysts. In one
embodiment, where rules are automatically generated by pattern recognition
25 engine 132, threshold detection rules database 522 is updated automatically by
pattern recognition engine 132.
Alernatively, where rules are automatically generated by pattern
recognition engine 132, threshold detection rules database 522 is updated

manually by human analysts. In this alternative embodiment, pattern recognition



*29. The nmethod of claim28, wherein stop (a) conprises the step of
enchancing the fraud alarns with data prior to correlating. 30. 1|'t2eM§Rt

of clai m28,.wmherein step (a) conprises the steps of: (i)<rebréexing data
froman external system and (ii) enhancing the fraud alarns with the
retrieved data prior to correlating. 31. The nethod of claim 18, further
conprising the steps of: (8) presentihgg the fraud cases to |ive operators;
and (9) manually responding to certain of the fraud cases. 32. . A

mul ti-layer fraud detection systemfor a tel ecomunications system the

t el econmuni cati on system conprising a network |ayer having at |east one

t el ecommuniegginke QNS iNQMA6 Ketedt @V YitleenCoMTidual bhiauead SFaviEAaNg t he
network Jayer and for generating service records containing data

repr esent i igaling & dnesbolddetactibe odemiumitifizs  bnman analys amksuggesdts hager, and a
dat a rranagerr]entr Lg}}éer for] receiving. the servitc(f necor ds fromvarious
conponent s "&fd [BF SEEMeR galyst cap dhenanigr the gepyd ryle 9rerealf @ o8 ™S duci ng dat a
by elimnating reduepeaypadnienealbt dapleRgntdt it thidsBoll @6REGH fulds0 net wor k
event records, the multi.-layer fraud detection systemconprising: a

detdect i on |58} eFor examplwitveshost durdionveas S22earidelufie,.dmt ateenod litiledanagement

| ayer) to tlest lth net work event recgrdj {lorgﬁossi ble fraud and to generate
si enna i ndi'@af'Hyf GRS OIS SLECAl P VGdYPos A RSy si s | ayer to
receive al arnms genes@te:iby éLD?a HER A cRBratcdyBla ARglel@nfAnE®Ichgrat e the
alarms into fraud cases; an 64 an exgg(rgt system | ayer to receive fraud

cases fromduraionsxaeards & dyraljen thegsholdoXabD thyssholéseandiesetdty praduct forud cases.

33, , The nuliti -l ayer .fraud detecti.on system of claim 32, wherei,n said
detecti on 1y SpsdiBhn e Rt el Rt S iR G EB B B ne havi ng
a @or e i nf rRpikle! ThecANgpa cAeftry WiddhEne ARARIRe fRaahddial inifkaggrent at i on.
34. The nufti-layer fraud detection systemof claim33, wherein said

det ecti on |cytbe nbunalized evonpri ses: a network event normalizer to convert

network event records.fromany.of. a plurality of for i nf o st andar di zed
formats for pro %ﬁr%“%’;?gsé‘fr\é“r’aqt“‘lgeg%ub‘{iiﬁ‘bo’{P%OH@@bﬁ}a&lﬁ‘gfsne; and a
di spat cher b Sipat.c J . S fmpé l.] r t, records to
said at | e%e? e%'rt]egi ?raagbﬁ@é%g%tg ﬁﬁgfgé‘??gﬁ'"ge. g@ a%i&nﬁﬁﬁtﬁ@l tI(g’y'iezr raaud

det ecti on sisitmmthdt egteridsi?. 3The dinatien hreshold Zafor h easibinatien Kraad Y cket ect i on

engi ne conprises a rul es-based threshol ding engine. 36. ( The nulti-I|ayer
friud det echd #t byyrrpduatofThel erigingmn Jnaddermigation Xt canekes spesHEEd #saud

det ect i i i ses: fi bl e enh t.h t t

ecords v CRPAHORTS Ditat ocatty &Rt a HRA o PUBRES oot LT 4P ncer face

sai d enhanc@k rhéstape&ht ehdalol8YSieieand, B@\vé\%tr,rjngii@m@xﬂdzl hiceadhy gt a from
e

the external system 37. ' The nold-layer fraud tection systemof claim
36, furt herdestoaprOns avgnt capapeserhtsrmprettbarf ersd @GCadlami.nf or mant with the
external systemin a.forpat native to the external s nd a rul es

dat abase conpri sf*Rg T HEM ket POME RS CBP@HB’%’QP Ryt @fmé‘g&@\/&t recor ds
toyglet ect f &Eﬁted%ﬁraghge%%ﬁgfd RS il AU RLAAL AR F%SHEM OTCHl ai m 37,
wherein: said at | east One fr ud etgectl on engi ne | ncludes a rul es-based

t hr eshol di ndasmgtaebe aedbys dradiuctll The deipaladse X anpnéradasatiow ¥sdwl bk rul es for
use by said rul es-based threshol dng engi ne. -65- , 39. The nulti-Ilayer
fraud det ecticeificd gshBATISKXe NEW @ ounihetasi nTheraishodhienneshy dorsmpplingaud

det ecti on engi ne ti ncl {jdes .8 Dr of i I(ij engi ne; and ﬁai d~rul es dat abase
conpri ses plBr TPus e Suliggian agd Jamriqny ceRBaich 4BnE AER G ERT - | ayer
fraud detecidemiSotEeMRbnEAICRA 3RmWherei n sai d detection layer further
conprises a pattern recognition engline that teans new patterns of fraud and
t hal gener at es updat esgiaingsaiechpa(HD@g starmne génaatdd svdice atdabattemgi ne.

originates from X. The origination X is contained in a list of pre-defined
numbers.
A hot terminating attempt (HTA) alarm is generated when a call attempt ‘

terminates to X. The termination X is contained in a list of pre-defined numbers.



41., The multi-layer fraud detection systemof claim32, wherein $g ‘MAR 2002
anal ysis |layer conprises a core infrastructure and a configurable, '
domai nspewdfopgas2npl enmentation. 42. The multi-layer fraud deCEAIVYVZYstem
of claim4l, wherein said analysis |layer further, conprises: s configurable
al arm enhancer to augnent fraud alarns with data; , a configurable
informant to interface said al armenhanpger to an external systemand to
retrieve additional data fromthe external system and a configurable fraud
case builder to consolidate fraud alarns that are gererated by said
detection layer. 43. The nulti-layer fraud detection system of claim42,
wherein said user SpaGrbidatihfPORIEHSHAHOO) IAYels geheridd Q«h@ﬂ@'cb!ﬁxﬁﬁ:tddayer
further conprises: neans for interfacing said informant with the external
systemin a fcoll weigimatesifventd The osginetioalX sycontmmedand ldat ofipag-definedr ul es

dat abase conprising instructions for said fraud case builder for filtering
and correl at i“H@‘%FFSaud alarnms into fraud cases according to at | east one

common attri bute. [N - i ai m 43,
Sherain sal d at i daordifindile chibRUSH (T CHA AR eI BERh B Bblefid
attrisbutes: 724l terimifite Qi Kt | THe Ssmitfion X 166omaied tn adisd ofipabdaefinddNl S

destination country; originating geographic area; originating area code;
and cal | i ng &yubgient type. 45. The multilayer fraud detection system of

claim 32, includi n,.expert tem | I | - cific inpl ntation
whi ch conpri ses: 29 8%&%1?%80&%[gxgmgtﬂgoaﬁéﬁp%grgﬁ@‘qgtﬁeg_g}llérggﬁ %ré[génvﬁg%ced fraud
cases) priorigtdaf@seinpEofpinaRs ednf & AUAbEAPAS vich dlrdceailp daftivaed cad ext er nal
action systens for certain of the prioritized, enhanced fraud cases; a
confi gur abl e hadpognaied. Thamecasresilnvoscely dhedaad mustiiaanbesn degcivptasixt er nal
systemand that .retrieves the additional data fromthe externmal system and
a confi gur abl'e® BAFdPEERC!that interfaces said prioritizer to an external

action system and 4 Rafcidhidalor 1@%GaMbA aflefft (BHTANSaklVis! feiXdBORRG action
syst em based upon commands that are generated by the prioritizer. 46. The

mufti -1l ayer faclicattbaipetintnatey st @numberabavineilb reachy deactivated aaskhadspeci fic
i npl enentation layer of said expert systeml aﬁer i hcl ydes a confi guration
dat abase, and®hHBeS nlRamngassE el o mesroly tiasap axist hayshern deactivatedss 1 or

i nterfacing (o r with the external systemin a format native to
t he external Sagtl;llxg%g?r{a%é:%%ri oritizing rules for use by the prioritizer. 47.

The maul ti-layer frauddasielagichhonosyinheR 6mpleBbM(BROC)MIAMels EARRNESI N: a
presentation |ayer that receives prioritized fraud cases fromsaid expert
system | ayer ‘hgh sheampletedeenlk origenatesr fromi i edbdrr famh oddas at tecknthe

operators, wherein said presentati | ayer ipcludes ore infrastructure
and a config e&%fvé’fe%cf&?gaﬁls%lg&a?‘idcc}?’ﬁﬂ? éﬁl’gﬁ8f g?”?’é?‘f.em?yél ,‘3c.ardl’l‘mést Y&i-1ayer
fraud detectiwen ¥sti@Meafis & liglcPafafneiBr €i n sai d domai n-specific

i npl ementation of said presentation |ayer conprises: a configurable case

enhancer that enhahdlesctprationihpl wedinfatiaydomaktionWDET Gddatm ongdnertd. ;

) 20 when a completed call terminates to a number to which a recently deactivated
card had terminated. The measure of how recently the card must have been

deactivated is time T.
A pin hacking origination (PHO) alarm is generated when X number of
attempts from the same origination fail PIN validation within time T, The
25 number of attempts X is accumulated across all PIN validated products based on
infodigit. Call attempts with infodigits indicating pay phones are screened out of

the count.
I

A pin hacking billed number (PHBN) alarm is generated when X number ‘

of attempts on the same billed number fail PIN validation within time T. The



«-67 -a configurable presentation interface drat distributes the enhanced,
prioritized fraud cases to one or nore workstations and that sends] 3ct4il\an20{]2
comands.gensi.ated at the workstations to an external actiLomssyswen a
configurable first informant that interfaces said case enhancer to a first
external systemand that retrieves data fromthe first external system a
configurabl e second informant that i_m_erfaces said presentation interface
to a second external systemand that retrieves data fromthe second

external systen) based upon comrands generated at the workstations; and a
configurable enforcer that interfaces the workstations, via said

presentati gifjcy %%B‘eﬁ?sec)aléu?atwﬁy{ @M@Fr{ﬁhw Ak kAR cﬁ%i%st ﬁ%qgﬁBmﬁ.eg' rects
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determined {frdm an international indicator on the normalized event. CCI alerts
can include detection rules comparable to current FMS ceiling and interval
alarms.

In step 416, when threshold detector 520 receives a feature vector, it reads
through threshold detection rules 522 and applies any rules that are designated for
any features included in the feature vector. For example, in FIG. 5C, if a feature
vector 518 includes features such as, for example, features 538, 540 and 544,
threshold detector 520 will apply any rule that includes comparisons for those
features.

If the network event record does not exceed the threshold, no further
action is necessary and the process stops at step 418. If, however, the network
cvent record exceeds or violates the threshold rule, evidence, or an indication of
possible fraud, is generated.

An indication, or evidence, of fraud preferably includes at least a record
containing a priority indicator, account name, and a suspicious event set. Actual
contents of evidence are defined by implementation of the infrastructure.
Suspicious event sets include a union of all events from the event sets of features
that resulted in evidence of fraud. In step 420, if an indication, or evidence, of
fraud is generated, threshold detector 520 generates an alarm 526, which is passed
to analysis layer 133, preferably with the evidence.

Recall that all events that are received by normalizer 502 are preferably
stored in event DB 125 for a period of time that can be designated by the user.
A storage period can, for example, be set to twenty four hours. In addition,

events that are identified in a suspicious event set can be kept longer for analysis

()-
MLOY&' () - ?,
t VaB @
pdE @1

&3100/&' ()-y/ 109%& () -

109%h& () -
-y

0Tl YOt B o o A L sl Whroos & () - v



“10% & ()-1y10% & ()-1:10% & ()-L\H dEVK@ | :
%10%&'(%) ?#LlO%g')()-l#lo%(&')() 910% & ()- F ss10% & () - |T10%k2(§'1AR 2002.

=gl E @@510%&'()-|L MLO% t & ()-m - MLO% t & () - m+10%c&f9o8/19039
1l (, #10%: t \6? §910% & () - >###$] $k$! $nBn$xnbCL' Y10% & ()- 10t 10t

10t 9 10% & ()- 7MLO% & ()- &6s10% & ()-148&10% & ()-n$s$ % 98AE&aBNbC

- 10% & ()-F"10% & ()-fs10% & ()-,10% & ()-!110% ()-!10% & ()- & &&
"= aBnbCL10% & () -yss10% & () - 10% &'-65}- &Y#10% & ()- !t &Y#10% / & ()-" 10% &
()-"$(t(((-)y)dENMDC& MLO% & ()-% 10% & ()-#10% & ()- "-#10% & ()-
910% & ()-910% & ()-y))"*. +z++, a?nbCl #k* 6$10% /| / & () - 4AMLO% & () - 3S#10% & (
)-,, MLO% & ()-s*@10% & () : e

| (3109 / & () PayAeses; Suspigiops eveniseop ke peraciigay et OB Baajhgsirdicaton afy, 10/
10/ 9" 10% & (

| N' 6$109%/ 5/ ﬁ"s(pic‘%? or e b toped in sehaggic daiabase, o hatdhey are oot parped aller, o bomb
& () - 6- #10% &dtypRal SofkkOYerid. () - 01A23331434a2{\ =! &6, 10%22& () -
&6, 10% & ()-4-10% & () - 2S#10% & () -, MLO% & () - ! (T#10% t & () - 34} 4444444+5_>
y&10% | & ()-1A y&L0%&' ()-Y10%: ()-° 10t 10t 10t OMLO% & () -

7°10% & () +5] 5561 6664 & ()-1109& ()-"10%&' ()- SOMLOY& ()-f -

10%&' ()-f: 109%& () - 6l 7578 g@?fg?’"g

$I\/[L0%&' ()-I | @10%& ()-vV: 10%&' ()-53- #10%& () - ! Xy#10%&! () - f$L0% ()-9: M
;@B > 0910% () -/ MO9Y& ()--: 10%& ()-f+ 10% ()-! Y(#10%& ()- & L0%& ()

' 9<<== =I =/ =xnb @ 'Profiicesae’ p(rycesa@vlwbyogmmb dispateiedgnetpopk event

4 109&' ( f2810 [ =>>272] 27 1 Q%VE, Ve
ST0ME: ()1 ) TN R PR Va1 S e A g el RAGHBE (-
YO#109VE: () - %3 90MEdel deombAfAELibMs ndiwoAQOMEo g c:hﬂ%@mfc) higtbe ¥ &etwork

* At AAABUBI BaBnb @ f / @ O0%VE () - - @F10%VE () -, 109%vE (
L* " 1094v& () - le¢erioogordy 1rhelp @iegormne- wlmmaemmcasﬂwoxbssserms@rd fits a

Loss aestonssg () seSiomas (LN (L2 o )

10 Referring to FIG. 4, steps 422-428 and 420 represent a preferred process
of profiling. In FIG. 6, details of profiling engine 128 are provided for
implementing the profiling process of steps 422-428 and 420.

The process begins in step 422, where normalized event records 506b are
sent to profiling engine 128 and are received by profiling enhancer 624. Profiling

15 enhancer 624 provides additional data for the profiling processor 634 that will
enable the application of appropriate profile detection rules 636. Profiling
enhancer 624 operates similar to thresholding enhancer 508 except that profiling
enhancer 624 can use a different configuration data component 626 since
different types of data can be needed to create an enhanced event record 632 for

20 profiling. Preferably, enhancer component 510 and 625 have similar fundamental
structures, yet operate differently through the use of specific configuration data
626 and 512. Configuration data 626 specifies which data is required, where to
find it and how 1o add it to event records. Enhancer 624, based on instructions
from configuration data 626, then requests this data from an informant 628.

25 Informant 628 provides a communication interface to each of several
external systems 630 from which additional data needed by the enhancer 624 will

be retrieved. Informant 628, similar to threshold informant 514, is used to retrieve
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In step 424, a profiling processor 634 receives enhanced event records 632
10 for applying against one or more profiles. Using certain parameters from the
enhanced event record 632, the profiling process 634 selects an appropriate
profile detection rule 636, several of which are kept in a database. Rules 636
determine which profile from the profile database 130 the event should match up
to.
15 Profiles can be created in any of a number of ways. Profiles can be
created as user, product, geographical, or global profiles. Profile database 130
can be an object database, a set of tables, a set of real numbers representing

weighting factors for a neural network (as is used in Al technology), or other

various forms. Preferably, profiles representing both normal and {raudulent

2)0 patterns are stored.

In a preferred embodiment, profile development and profile matching
employs Artificial Intelligence (Al) technology. Although several Al systems
exist for such a purpose, the preferred embodiment utilizes statistical-based
algorithms (rather than rules-based) to process volumes of known fraudulent and

25 normal patterns received by pattern recognition engine 132 in order to build

fraudulent and normal profiles. Preferably, an Al-based profiling processor 634
also trains itself to formulate profile rules 636 that allows it to match events to

profiles and detect departurcs from normal profiles.
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10 4. Pattern Recognition

Pattern recognition is a process whereby network event records are
analyzed to learn and to identify normal and potentially fraudulent patterns of use
in a telecommunications network. Referring to FIG. 4, steps 430-438 represent
a ptfeferred process for pattern recognition and for updating threshold rules and

15 profiles. In F1G.7, details of pattern recognition engine 132 are provided for

implementing the pattern recognition process of FIG. 4. Pattern recognition

) engine 132 can receive feedback from other Jayers and can employ components
which self-teach fraudulent and non-fraudulent patterns from such feedback.

In step 420, normalized event records 506¢ are sent to pattern recognition

20 engine 132 where they are received by a pattern recognition enhancer 740.
Pattern recognition enhancer 740 operates in much the same manner as the
thresholding and profiling enhancers 510 and 624, respectively, except that
enhancer 740 employs a different configuration data component 742. Also
similar to the thresholding and profiling processes, enhancer 740 uses an

25 informant 744 for data retrieval from cxternal systems 746. This data is used to

(
enhance normalized event records 506¢ to create enhanced event records 748.
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aBnmbC r§ database 752 contams volumes of call data that can be anal I:y
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call history database 752 to determine whether any interesting patterns emerge.
Interesting patterns include patterns which can be fraudulent and patterns which
can be non-fraudulent. Non-fraudulent patterns recognition is important to
10 minimize processing of non-fraudulent information. {

If an interesting pattern is detected, pattern analysis processor 754
determines whether it is a fraudulent or non-fraudulent pattern. To accomplish
this, pattern analysis processor 754 uses artificial intelligence technology to train
itself in identifying fraudulent patterns. By analyzing volumes of events from

15 call history 752, an Al-based pattern analysis processor 754 first determines
normal patterns and then Jooks for deviations that can be identified as fraudulent.
Processor 754 then detects emerging patterns of such deviations and identifies
them as fraudulent patterns.

There are various Al systems available for such a purpose. Examples

)20 include tree-based algorithms that obtain discrete outputs, neural networks, and
statistical-based algorithms that use iterative numerical processing to estimate
parameters. Such systems are widely used for pattern recognition. By utilizing
an Al system for patiern analysis 754, both normal and fraudulent patterns can be
identified from the volumes of data stored in the call history database 752.

25 In step 436, pattern analysis processor 754 uses the results of step 434 to

modify threshold detection rules 522 via thresholding interface 756. By
recognizing fraudulent patterns, certain thresholding rules can be updated to
reflect the most recent patterns of fraud. For example, patiern analysis processor !

754 can detect a fraudulent pattern emerging with calling card calls made on
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In step 438, pattern analysis processor 754 uscs the results of step 434 to
modify profiles in profile database 130 via profiling interface 758. Pattern
5 analysis processor 754 feeds known fraudulent and normal patterns to profiling
processor 634. Using Al technology, profiling processor 634 processes these
patterns to build profiles that are identified as fraudulent or normal. Thus,
through use of Al-bascd pattern recognition, the invention allows for fraud
detection to keep pace with the most current schemes of fraud.
10 The processes of threshold detection, profiling and pattern recognition are
described as being performed substantially in parallel primarily to reduce the
processing time. The processes can, however, be performed one after another or

as some combination of parallel and non-parallel processing.
B. Analysis Layer

15 Referring to FIG. 8, a a process flowchart is provided for a preferred
alarm analysis process in which alarms generated in step 420 are analyzed by
) analysis layer 133 to consolidate and correlate the alarms into fraud cases. Upon
case creation or the addition of a new alarm to a case, a case priority is calculated
or recalculated. Case priority is calculated from configurable prioritization rules
20 that can make use of any field of the case. Prioritization rules order cases so that
there are likely to be fewer false positives at the top of the priority list. Prioritized
cases are presented to an expert system and to a human analyst.
Referring to FIG. 9, details of analysis layer 133 are provided for
implementing the process of FIG.8. Analysis layer 133 consolidates alarms by
25 examining various features of each alarm and correlating those that are possibly (
related to the same fraudulent activity. Analysis layer 133 consolidates correlated

alarms to build "cases" of fraud, thus reducing the total number of data that must
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types of services, but which are possibly related to the same events or callers.
Preferably analysis layer 133 includes a core infrastructure portion and a user-
specific implementation portion.

5 Alarms are consolidated into cases according to analysis rules, or case
types. Cases include alarms that have some aspect in common. Alarms can be
consolidated into one or more cases depending on the analysis rules used. Each
alarm must belong to at least one case. If an alarm is created that matches an

) existing non-closed case, the alarm will be added to the case. Otherwise, a new

10 case is created for the alarm.

In step 810, alarms 526 from thresholding engine 126 and alarms 638
from profiling engine 128 are received by an alarm enhancer 902. Alarms 526
and 638 rcpresent instances of possible fraud and designate fraud service type
such as cellular, calling card, etc. Alarms 638 from profiling engine 128 are

15 preferably accompanied by probability of fraud.
. Instep 812, these alarms are enhanced. Alarm enhancer 902 is similar to
the detection layer enhancers 510, 624 and 740. Enhancer 902 augments alarms
526 and 638 1o produce enhanced alarms 910. Configuration data 904 specifies

additional information which can be needed and how that information should be

[r—

20 added, based on the type of alarm received. Additional information can be
retrieved from billing, accounts receivable, order entry, or various other external
systems 908. For example, informant 906 can access an accounts receivable
system to determine that "this ANI has a past due account of $1000". Similarly,
informant 906 can access an order entry system to determine that "this calling

25 card number was dcactivated two months ago". Informant 906 communicates
with various external systems 908 to retricve the requested information. Alarm
enhancer 902 then adds this information to alarms 526 and 638 and produces

enhanced alarms 910. L
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5 Correlation is governed by analysis rules 914, which can be programmed
and kept in a rules database. Rules 914 can use the probability of fraud which
was assigned by profiling processor 634 as a parameter. For example, a rule can
state "only build cases from alarms having greater than 50% probability of fraud
and which are generated for the same account".

10 In operation, fraud case builder 912 receives an enhanced alarm 910 and
determines whether there is an existing case or cases in which to place the alarm.
Fraud case builder 912 looks for features which the alarm can have in common
with existing cases, using analysis rules 914. If no existing case is appropriate,
fraud case builder 912 creates a new case for the alert.

15 Fraud case builder 912 attempts to prevent duplication of cases. Fraud
case builder 912 also attempts to prevent corruption of cases, which otherwise
might occur due to the distributed platform of the invention. For example, in this
parallel processing environment, multiple instances of the same process, such as

) updating a case, can occur. If two analysts are attempting to update the same case

20 with either identical data or different data, case builder 912 attempts to ensure
that the case reflects both data if the data are different, and attempts to ensure that
duplicate cases are not created if both data are identical. Fraud case builder 912
can employ a case-locking mechanism to accomplish this goal.
A primary objective of the analysis layer is to reduce the amount of data
25 that an analyst must cxamine. Thus, although an alarm can go into more than one
fraud case, overall reduction of data can still be achieved. For example, an alarm
for a calling card call can designate both the card number and the ANI. The alert |
can then be placed in a first case of consolidated alarms based on a common card

number, and in a second case of consolidated alarms based on a common ANI.
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¢ #10%& O- y&gl%{/&;'emng chj I\:‘llvébi( 210J Ta:process flowchart is provided for analyzing fraud
cases and for automatically acting upon certain cases. The process analyzes cases
by prioritizing them, adding additional information relevant to each case and
10 performing automated actions for some cases. Since some actions are performed
automatically, the action rules which trigger automatic actions are applied only
to cases where a very high probability of fraud exists or where the potential cost
of fraud is significant. In Fig. 11, details of expert system layer 139 are provided
for implementing the process of FIG. 10.
15 In step 1010, fraud cases 916 are sent from analysis layer 133 and
received by a prioritizer 1102. Prioritizer 1102 enhances fraud cases 916, assigns
) priority to them and determines whether any actions should be automatically
executed.
In step 1012, fraud cases 916 are enhanced. To enhance cases, prioritizer
20 1102 uses configuration data 1104, an informant 1106, and external systems
1108. Configuration data 1104 specifies any additional information which can
be needed for fraud cases 916, where to find the data and how to add the data to
a fraud case. Informant 1106, serves as a communication interface to external
systems 1108. Informant 1106 sends a query to an appropriate external system

25 1108 using a communications protocol of the external system 1108. Informant

1106 receives the requested data and supplies it to prioritizer 1102, Prioritizer
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5 configuration data 1104. Prioritization rules are based on experienced analysts'
rules for determining and prioritizing fraud cases. These rules are programmed

into configuration data 404 as logical algorithms. Prioritization rules can also

employ parameters retrieved from external systems such as, "how much has

) customer's past revenue been." Such parameters are useful for determining the

10 potential cost of a fraud case, which is influential in determining priority.

In step 1016, prioritized fraud cases are analyzed and appropriate actions
are specified based on action rules. In determining whether to initiate action on
a case, prioritizer 1102 uses action rules which are kept as part of configuration
data 1104. An action is a response to suspected fraud and involves an external

15 system. Examples of actions include card deactivation or activation ot use-range
privilege modifications. Actions are categorized as automatic, semi-automatic,
user initiated, mail initiated or manual. Automatic and semi-automatic actions
are initiated by an expert system, following pre-defined rules. Other actions are
typically initiated by human analysts.

20 Semi-automatic actions are initiated by an expert system under pre-
specified conditions. For example, under a pre-specified condition of excessive
back-logs, the expert system can automatically deactivate high-priority fraud
cases.

User initiated actions are performed upon user requests. Actions can

25 include activations and deactivations of accounts such as telephone accounts,
credit card account and debit card accounts.

Electronic mail initiated action are performed upon a request received

from external groups, such as a customer service group, through electronic mail
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TaB~_ @ Manual actions are initiated by users external to the system and executed

independent of the system. The external user can request that the system record
5 that the action was performed.

Action rules are based on experienced analysts' rules for specifying
actions to take on a fraud case. Actions can include deactivating a calling card
number, placing a switch block on an ANT or sending out a notice to a customer.
Action rules can be programmed as logical algorithms and can consider such

10 parameters as priority (i.e., "for any case over priority level N, deactivate
account”) and type of service (i.e., cellular, calling card, dial 1). Action rules can
include data retrieved from external systems.

Action rules form part of the implementation layer. Action rules for
manual actions can reference special handling instructions for acting upon

15 suspected fraud on certain customer accounts. For example, special instructions
might indicate to contact a customer fraud investigation unit rather than
contacting card holder whose card is suspected of fraudulent activity.

Action rules are programmed into configuration data 404 as logical

) algorithms to be applied to enhanced cases. These actions can be based on
20 priority (i.e., "for any case over priority level N, deactivate account"), type of
service (i.c., cellular. calling card, dial 1), or enhanced data retrieved from

external systems 1108.

In step 1018, an enforcer 1110 executes actions specified in a step 1016

interfacing with various external action systems 1112. Exiernal action systems

25 can include switch interface systems for switch-based ANI blocks, order entry
systems for account deactivations, network control systems for calling card
deactivations, electronic mail system for e-mail notices to customers or internal :

personnel, customer service centers, print centers for mailing dunning letters and

various other systems. Enforcer 1110 preferably resides on servers 310a ... 310n.
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raB_@ 10 the action. External action systems 1112 can include switch interface systems for

switch-based ANI blocks, order entry sysléms for account deactivations, network

5 control systems for calling card deactivations, electronic mail system for e-mail

notices to customers or internal personnel, customer service centers, print centers
for mailing dunning letters, or various other systems.

Since these actions are performed automatically, the action rules that
trigger them are preferably applied only to cases where a high probability of fraud
10 exists or where the potential cost of the fraud is significant. Prioritizer 1102,

along with the prioritization rules and action rules that are kept as configuration
data 1104, perform as an expert system, applying expert rules to data records to
determine what actions to perform. An off-the-shelf expert system can be used.
However, it is preferable to program a customized expert system using a logic-
15 based language appropriate for expert systems, such as CLIPS.
- Cases in which an automated action is not warranted are sent to
presentation layer 143 for further examination and potential action from a human

analyst. Also sent as part of an enhanced case 414 to presentation layer 143 are

j data not useful to the automated expert system layer 139, such as text notes added
20 to a case by a human analyst working at workstation 152a-152n.
D. Presentation Layer

Fraud cases 1114, including those which warrant automatic action in the
expert system layer 139 and those which do not, are sent to presentation layer 143
for examination and potential action by a human analyst at workstations 152a-
25 152n,
Referring to FIG. 12, details of a presentation layer 143 are provided for

interfacing the detection layer 123 and analysis layer 123 with human analysts
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ek ¥akd édd additidia{ data andB Perform actions similar to those performed
by the expert system layer 139.

Enhanced fraud cases 1114 from expert system layer 139 are received by
case enhancer 1202. Similar to data enhancers of the upper layers, case enhancer
1202 uses configuration data 1204, an informant 1206, and external systems 1208
to augment enhanced fraud cases 1114 with additional information relevant for
presentation to an analyst.

A presentation interface 1210 serves as an interface to workstations
152a ... 152n, providing data for graphical presentation to the analyst. Fraud
cases are presented according to presentation rules 1212, which are programmed
as logical algorithms into a database and are configurable. Presentation interface
1210 employs an informant 1214 and external systems 1216 to retrieve additional
information. However, this is not automatic, as in the upper layers. Rather
informant 1214 retrieves data from external systems 1216 based on commands
from analysts at work stations 152a ... 152n. For example, an analyst can view
a case and decide that a customer's payment history is needed prior to taking any
action. The analyst, via a workstation 152a ... 152n, sends a command to
presentation interface 1210 requesting this data. Presentation interface 1210 then
instructs  informant 1214 to retrieve this data from an cxternal accounts

receivable system 1216.

Presentation interface 1210 uses enforcer 1218 for performing actions. .

This is not automatic, as it was in the expert system layer 139, Rather, enforcer

1218 performs actions based on commands from analysts. For example, an
analyst can decide that a switch block on an ANI is needed. The analyst, via a

workstation 152a ... 152n, sends a command to presentation interface 1210
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external action systems 1220 can be similar to those employed by expert system
5 layer 239,

IV, Conclusions

) While various embodiments of the present invention have been described
above, it should be understood that they have been presented by way of example
10 only, and not limitation. Thus, the breadth and scope of the present invention

should not be limited by any of the above-described exemplary embodiments, but

should be defined only in accordance with the following claims and their

equivalents.
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profiles for comparison to telecommunications network cvent secords.

3. The system according to claim 1, wherein said core infrastructure is implemented as part
of a credit card fraud detection system and said configurable, domain-specific
implementation comprises:

thresholding rulcs for testing credit card event records; and

profiles for comparison to credit card event records.

4. . The system according to claim 1, wherein said core infrastructure is implemented as part
of a dats mining system and said configurable, domain-specific implementation
comprises:

thresholding rules for testing data mining event records; and
profiles for comparison to data mining event records.

" 5. The system according to claim 1, , wherein said core infrastructure is implemented as part
of a consumer purchasing pattern analysis system and said configurable, domain-
' specific implementation comprises:
thresholding rules for testing consumer purchasing event records; and

profiles for comparison to consumer purchasing event records.

6. The system according to claim 1, further comprising:
a detection layer that detects and pormalizes event records, dispatches event records to
one or more detection engines and generates alarms when an event record meets
a condition;
an analysis later that receives alarms from said detection layer and that consolidates the
received alarms into case based upon common traits of the alarms; and
an expert system layer that receives cases from said analysis layer and that acts upon

certain cases.
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8. The system according to claim 1, further comprising:
a presentation layer that receives cases from the detcction Jayer, presents the received
cases to human analysts, receives commands from human anelysts and sends
instructions to external action systems to take actions based upon the commands

from human analysts.

9. A computer program product comprising a computer useable medium having computer
program logic stored therein, said computer program logic for enabling 2
computer system to process event records, wherein sald computer program fogic
comprises:

means for enabling the computer to test event records:

means for enabling the computer to generate alarms upon certain tested conditions;

means for enabling the computer to correlate the alarms into cases based on common
aspects of the alarms; and

means for enabling the computer to respond to certain of the cases.

"10.  The computer program product according to claim 9, further comprising:
means for enabling the computer to present the cases to live operztors;
and
means for enabling the computer to permit the live operators to manually initiate

responses to certain of the cases.

11.  The computer program product according to claim 9, further comprising:
user configurable means for enabling the computer to process user-specific types of event
records; and
core infrastructure means for enabling the computer to process event records for a variety

of types of event records.

12. , A data processing system comprising:



“10%VE' () -&310%E' ()-_: " " OaaadEbC 10 X

10! SMLOY%VE: () -, #: 10%V&' () -! - #10%v& ()39' 109V’ () - & 109V’ () -: 10%v&! () HARDZIIR
eCePeQeaVK@ 10 10! 10M 10M el .

10MBNLO%VE:' () - & 10%V&' () - +MLO%AVE' () -! 3(-.&109 & ()- .

109K () - Qe(s)eee%gﬁaﬁqiw@%g for accepting(d)nm in various fc@#aps/}and éc)nvéln%lg itintoa

10f " 109 & L) ~ % & : 1QA & ()-f 10% & ()-!1*@&L0%\ & ()-!, &10%\ & () -
100 LIS ks & 011008 01 @10 18 () 0
10MLO% & () - L: 10¢at&eftanciadveans fooeptivg the duts & A predptemmingddommat framéva & () - h-i 2ii i

5" cr e meamand baed rorinumate oyt S PR £ 0 & () -
j *KkKI bAditiodki@ttibuted 1480 Hrifinged da®; 109 &' () -

E}f‘;%&lgyg (g 9;?‘.’4); 'sg ;é%ﬁ%@%ﬁf&%eafaéhg%ﬁ datacrbdnbiRpTneg g\ ¢ 10
10\ 9! 1 BRAEYin phrtiodldGHBAB i8'tic)cahGiialh®, () - i nj nnnVbdE~\: 10

VLOYE & () L0V PP IS sEAp Aok b RS bllareh e fom thy gripe mens,
T 10% &fofr porBeldditip @nd sonsdlidaaidme filjerddvhRite4l data-based nprwptidetditribed ctitria and
LK Sgghpi%mgaﬁgiﬁ(%m e i ok tor ) Shices to generate agpregated structures; and
prioritizing means, aceepting the aggregated structures from the correlation
means, for ordering the agpregated structures for subsequent processing.

13. ° . The data processing system according 1o claim 12, further comprising
preséntaﬁon means for presenting the ordered aggregated structures to human analysts, the
présentation means accepting the ordered aggregated strictures from the prioritizing means.

14. " The data processing system according to claim 12, further comprising
expert system imeans for automatically taking the appropriate action based upon the ordered
aggregated structures, the expert system means accepting the ordered aggregated structures from
the prioritizing means.

15. . A data processing method comprising:
converting data i various formats into predetermined formats and filtering it;
creating enhanced data by deriving additional attributes from the data in a
predetermined format;
filtering the enhanced data to identify particular patterns in the enhanced data;
correlating and consolidating the filtered enhanced data based upon predetermined
criteria and obtaining additional information from external sources to generate aggregated
structures; and

prioritizing the aggregated structures for subsequent processing.

16. . .The data processing method according to claim 15, further comprising
presenting the prioritized aggregated structures to human analysts.
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rules and automatically acting upon evolving fraud patterns;

2 performing a plurality of types of fraud detection tests on network event records
by normalizing the network event records from a variety of formats into
standardized formats;

3) dispatching normalized network event records to at least one fraud detecting
engine from among a plurality of fraud detection engines;

G parallel processing the dispatched portions in the plurality of fraud detecting
engines by enhancing the normalized dispatched network event records prior fo
testing for fraud;

) generating fraud alarms upon detection of suspected fraud by any of the fraud

detection tests;

©) correlating the fraud alamms into fraud cases based on common aspects of the

fraud alarms;
and

(N automatically responding to certain of the fraud cases,

19. A method for detecting fraud and automatically generating alarms based on real-time
event data in a telecommunications system by using artificial intelligence, comprising the

steps of:



Z940% L10%¢& ()- L10%& ()-y 10%& ()-F

109%& ()-! #10%b& () - MLO%& () - P@dCr Z94.0% Y($10% & () - RMLO%DZ MAR 2002
UMLOYDE () - SEMLOYDE () -! - #10%& ()- MO%& () - gLSaBr QO .

794092 S#10%& () - 0s10%& ()- f/ @0%E& ()-- MLO%& () - +MLOYE& () -

| Y($10%b& ()-__ @ Z940F"'10% & ()- ! &10%& ()-F 10b 10b 10b7MLO%& () -
63109%& ()- YF410%E& ()-1dE @ 2940, 10% & ()-f&10% & ()- @

L10% & ()-S9° 10% & ()-f &10% & ()-10% & ()-15aB_@ ;
794010% & (1) & PoslysEng 3 higtooyef Retyprkierent @o@dy tp ideptity pogmal nd Srandudest &' () - PSJE @
Z94.08L.10% & () - F%%Q%) & ()-#810% & ()-! #10% & () - @

10% & ()-y 10% & () BcaB @

Z94.00' 109% & ()-S/ MLO% & () --10% & () -+ 10% & () - & @10% & () -

| (&$10%CCE(2)) - Ycieter@ining Mipthpria0ngndirk gventr@ordnjolatesr ssrbesidmestm@ mie by

610% & ()-14:10%.& ()} -2 %.& L) - . 0 ; SH0U<& ()-Y
o100 ()1 pi TooRBpE S pEHefk S SRR asfiEhBtgh O Sulbin 9 22 1) Y
3 10%& ()- - 10%mesho)d BEead&id ssleged RoGIEinclude 2 Ssable Cyre dfinstmoty and

a user-configurable, domain-specific implementation within a layered logical

systems architecture;
3 determining whether the network event record deviates from a selected profile;

4) generating an alarm when the network event record violates the selected
threshold rule; and

() generating an alarm when the network event secord deviates from the selected
profile.
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22.  'The method of claim2]1,wherein step (c) comprises the steps of:
(O] analyzing the network event records to identify new methods of fraud;
(i) generating new threshold rules for detecting the new methods of fraud; and

(iii) updating the threshold rule database with the new threshold rules.

23. The method of clzim21,wherein step (c) comprises the steps of:
(i) analyzing the network event records to ideatify new methods of frand using
artificial intelligence;
(ii) generating new threshold rules for detecting the new methods of fraud using
artificial intelligence; and

(iii) updating the threshold rule database with the new threshold rules.

24.  The method of claim 18, wherein step (2) comprises the steps of:
() selecting a profile from a plurality of profiles stored in & profile database; and
(b) determining whether a nctwork event record violates the profile;
wherein step (4) comprises the step of generating an alarm and a probability of fraud
based upon the extent of the departure if a network event record violates the
profile.

* 25. The method of claim24,further comprising the step of:
)] updating the profile database during runtime.

26. The method of claim25, wherein step (d) comprises the steps of:

Q)] analyzing the network event records to identify new methods of fraud;
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28. The method of claim 18, wherein the step (5) comprises the step of:
(@) prioritizing the fraud cases 1o indicate a probability of fraud associated with each
of the fraud cases.

29.  The method of claim 28, wherain stop (a) comprises the step of enhancing the fraud

alarms with data prior to correlating.

30. . The method of claim 28, wherein step (3) comprises the steps of:
Q) retrieving data from an external systein, and

(i) enhancing the fraud alarms with the retrieved data prior to correlating.

31. The method of claim18, further comprising the steps of:
® presenting the fraud cases to live operators; and
® manually responding to certain of the fraud cases,

32.. A nlwlti-layer fraud detection system for a telecommunications system,
the telccommunication system comprising a network layer having at least one
telecommunications network, a service control layer for managing the network
Jayer and for generating service records containing data representing instances of
telecommunications in the network layer, and a data management layer for
receiving the service records from various components and processes of the
service control layer and for reducing data by eliminating redundancy and
consolidating multiple records into network event records, the multi-layer fraud
detection system comprising:

a detection |ayer to receive network event records from the data management layer, to
test the network event records for possible fraud and to generate alarms
indicating incidences of suspected fraud;

an analysis layer to receive alarms generated by the detection layer and to consolidite the
alarms into fraud cases; and
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34,  The multi-layer fraud detection system of claim 33, wherein said detection layer further
coimnprises:

a network event normalizer to convert network event records from any of a plurality of
formats inta standardized formats for processing by said at least one fraud
detection engine; and

a dispatcher to dispatch portions of said normalized network event records to said at jeast

one fraud detection engine.

35.  The multi-layer fraud detection system of claim 33, wherein said at least one fraud

detection engine comprises a rules-based thresholding engine.

36. . The multi-layer fraud detection system of claim 33, wherein said at least one fraud
detection engine comprises:
a configurable enhancer that augments event records with additional data;
and
a configurable inforinant to interface said enhancer to an external system and to retrieve
additional data from the external system.

37.° The multi-layer fraud detection system of claim 36, further comprising:
tneaps for interfacing said informant with the external system in a format native to the
external system; and
a rules database comprising instructions for processing the enhanced event records to
detect fraud.

38. The multi-layer fraud detection system of claim 37, wherein:
said at lcast one fraud detection engine includes a rules-based thresholding engine; and
said rules databasc compriscs threshald rules for use by said rules-based thresholding

engine.
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41, The multi-layer fraud detection system of claim 32, wherein said analysis layer
comprises 2 core infrastructure and a configurable, domain-specific
implementation.

+ 42. The multi-Jayer fraud detection system of claim 41, wherein said analysis layer further,

comprises:

2 configurable alarm enhancer to augment fraud alarms with data;

a configurable informant to interface said alarm enhancer to an external system and to
retrieve additional data from the external system;
and

a configurable fraud case builder to consolidate fraud alarms that are generated by said
detection layer.

43.  The multi-layer fraud detection system of claim 42, wherein said user-specific
implementation layer of sald analysis layer further comprises:
means for interfacing said informant with the cxternsl system in a format native to the
external system; and
an analysis rules database comprising instructions for said fraud case builder for filtering
and correlating fraud alarms into fraud cases according to at least one common
attribute,

44.  The multi-layer fraud detection system of claim 43, wherein said at least one common
attribute is one of the following attributes:
ANT;
originating switch;



10 10 10  F410
10bLGLO% & () -
L10% V& ()-f1
10b10% & () -9

10%& ()- #S1
10zL510% & ()
10b! S10%&' ()
10b!' I 109&' () -

10b*109%&' () -f
10b*10%&' () -f
"Headi ng 13]c
"Headi ng 63]c
Par agr aph Fon
"$&(*, .02468:

E P} ZeMoxd5x9{ Jke

%& ()-2z FA100%& ()-z! YI10% ()- X1dE~_@ 10
*sS1002& ()- S10%& ()- 9 10%& ()-GL10%& () -
TFdE~_ @ 10 6-

12 MAR 2002

L10%& ()-g @0%& ()-9 '10%& ()- @0%& ()-9z10%& ()-7dB~_@
10 10b!y’ ) 10%giedit edri it () - &10% & () - 9Y%

Bﬁ§‘ ()-L!'10%& ()-S z{|}dYNC 10 10b! 10z 10z
0

% & ()-m310%{& ()-3210%& ()-9,10%& ()-}VCIEYNC 10
dasi.e%n(c)uunug;w&' ()- @OY%& ()-9910%& ()- |10%& ()-C! GABYNC 10

2100/&'"% é%a 109&' ()-g910%& ()-L10%& ()-g4l FaBYNC 10
prEagh )&“5&1 Y- % 10%&' ()-#109%& ()-!"1109%& ()-F=>aBYNC 10
):ﬁgii*(&mg)area&m&d()-l @10%& ()-y! ,/10%& ()-z-10%& ()- Nornal”
" ing 23] c" "Heading 33]c" "Heading 43]c" "Heading 53]c"
call %%&!PFH'F&"‘?‘Z{ " "Headi ng 83]c" "Heading 93]c"A "Default

tlI!')1 : @G KMS[ Dahp xPh> W w$+2: BJZRYPbTJ )rzrx-$z| >

i_>%{ﬂDFI—ULNPRTVXZ\" bdf hj | nprtvtgl[\(lsll,bc\ ] %B%EQ‘F g;}\%l & g

domain-specific implementation which comprises:

46.

47.

48,

a configurable prioritizer that generates enhanced fraud cases, prioritizes the enhanced
fraud cases and directs actions on extemal action systems for certain of the
prioritized, enhanced fraud cases;

a configurable informant that interfaces said alanm enhencer to an external system and
that retrieves the additional data from the external system; and

a configurable enforcer that interfaces said prioritizer to an external action system and
that directs execution of actions by the external actlon system based upon

commands that are generated by the prioritizer.

The multi-layer fraud detection system of claim 45, wherein said user-specific
implementation layer of said expert system layer includes a configuration
database, and wherein said configuration database comprises:

means for interfacing said informant with the externa) system in a format natjve to the
external system; and

prioritizing rules for use by the prioritizer.

The multi-layer fraud detection system of claim 32, further comprising:

a presentation layer that receives prioritized fraud cases from said expert system layer
and that presents the prioritized fraud cases to live operators, wherein said
presentation [ayer includes a core infrastructurs and a configurable, domain-

specific implementation.

. The multi-layer fraud detection system of claim 47, wherein said domain-specific

implementation of said presentation layer comprises:

a configurable case enhancer that enhances prioritized fraud cases with additiona) data;



phgwiL >#n$&' y), b- 134+569; / =?* Al BC' DE7GH

JNIK*NO RRUOVMAI YA[: ] Jb$dcdethBI n}).;;) rsw{L| (~R2wc7 @3(2cV\|k| <- 1)@\4”@2002
| aD0, T- d@"#& ' 0)*=,

. W 25=7B9: * <=>VADDEFHIMUN PRTbUWGY[ \ *_aQef h~j Ul nmVopr ) uuwwy]j {}~| GBgcxaM guE<
Wev| 8X+ 1} CF>l mopgr st uvwxyz{| } ~ " #$UR' ()*+,-./0123456789:

<=>?@A\BCDEFGHI JKLMNOPQRSTUVWKYZ[\ ]~ _"abcdef ghi j kI mmopqr st uvwxyz{| 6Ti mes New
RomanAri al Courier New'h Root Ent r yWor dDocunent

" #$UR' ()*+,-./0123456789:

<= >”@\B gf g@g"\%ﬁgﬁ%@u\ah UistrBRECRE SHPab s FRORAESELY Mg { |} ~

| " HSUR (
<=>7 @\BCDEFGHI B 16h & DGRBS RASKNE ebd that seruls detiog briindn groepatsd abtbecy 2 { | } ~
| HSYR () *+, -

./ 0123456789:
<=>7 @G\BCDEFGH ¥ %WQZQS‘PW?“\“‘%’BM& ghi j kI mopgr st uvwyz{ |} ~

2 configurable first informant that interfaces said case enhancer to a first external system
and that retrieves data from the first external system; .

a configurable second informant that interfaces sgid presentation interface to a second
extemal system and that retrieves data from the second external system, based
upon commands generated at the workstations; and

a configurable enforcer that intetfaces the workstations, via said presentation interface, to
the external action system and thet directs execution of actions by the external

action system based upon commands generated at the workstations.

49. . The multi-layer fraud detection system of claim 48, wherein the first and second external
systems are each a part of the same eternal system.

50. - The multi-layer fraud detection system of claim 48, wherein said user-specific
implementation layer of said presentation layer further comprises:
means for interfacing said informant with the first external system in an interfacing
format that is native to the first external system; and
configurable presentation rules to direct presentation of enhanced, prioritized fraud cases
at the workstations.

51. The method of claim 19, further comprising the step of:
(5) performing steps (2) and (3) in parallel.

52. The method of claim 19, further comprising the step of:
€)) generating at least one of the following types of updates when a fraudulent
pattern of use is identified:
updates for a threshold rules database; and
updates for a profile database.



