VETHOD AND APPARATUS FOR PROTECTI NG A CORE NETWORK
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nore particularly, to a nmethod and apparatus for
protecting a core network by checking nobile
identities of nobile stations yWithin unlicensed nobile
access networks. Background Art The unlicensed nobile
access (UMA) specifications recomend that the
unlicensed network controller (UNC) and the unlicensed
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equivalent to the UNC in the UMA spemﬁcatlons. Similarly, the generic access network
controller secure gateway (GANC-SEGW) in the 3GPP specifications is equivalent to the
UNC-SGW in the UMA specifications.

For example, a MS could use multiple Temporary Mobile Subscriber Identities
(TMSI) or Packet Temporary Mobile Subscriber Identities (P-TMSI) to emulate multiple
MSs, such as a personal computer (PC) with a SIM-card reader and a UMA client.
Moreover, a hostile MS could send Location Updates or IMSI Detach messages towards
the core network causing a type of denial-of-service (DoS) attack on the MS-level
(terminating calls would fail, etc.). Accordingly, there is a need for a method and
apparatus that protects the core network by checking the mobile identities (IMSI, TMSI

and/or P-TMSI) used by mobile stations when they communicate with the core network.
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In addition, the present invention provides an apparatus that includes a data storage
25 device communicably coupled to a processor. The data storage device stores associations
of mobile identities to MSs. The processor receives a message containing a mobile
identity of a MS and drops the message whenever the received mobile identity does not
match a stored mobile identity associated with the MS. The apparatus is typically an
unlicensed network controller (UNC) within an unlicensed mobile access network
30 (UMAN) or a generic access network controller (GANC) within a generic access network

(GAN) that is in communication with the core network.
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While the making and using of various embodiments of the present invention are
discussed in detail below, it should be appreciated that the present invention provides
many applicable inventive concepts that can be embodied in a wide variety of specific
contexts. The specific embodiments discussed herein are merely illustrative of specific
ways to make and use the invention and do not delimit the scope of the invention.

To facilitate the understanding of this invention, a number of terms are defined
below. Terms defined herein have meanings as commonly understood by a person of
ordinary skill in the areas relevant to the present invention. Terms such as “a”, “an” and
“the” are not intended to refer to only a singular entity, but include the general class of
which a specific example may be used for illustration. The terminology herein is used to
describe specific embodiments of the invention, but their usage does not delimit the

invention, except as outlined in the claims.
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Note that the TMSI and P-TMSI are not reported to the UNC or GANC 116 when
registering 118. The TMSI and P-TMSI have significance only within a location area.
Outside the location area, the TMSI and P-TMSI have to be combined with the Location
Area Identifier (LAI) to provide for an unambiguous identity. Usually the TMSI or P-
TMSI reallocations are performed at least at each change of a location area. Such choices
are left to the network operator.

Mobile identity is used in the following Mobility Management (MM) messages
between the MS 104 and the MSC/Visiting Location Register (VLR) 112.
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or GANC 116 then determines whether the received mobile identity is correct by
comparing it to a stored mobile identity that is associated with the MS 104 in block 204.
If the received mobile identity is correct, as determined in decision block 206, the received
message is processed (e.g., forwarded, etc.) in block 208. If, however, the received mobile
20  identity is not correct, as determined in decision block 206, the received message is
dropped in block 210. The mobile identity can be an IMSI, TMSI or a P-TMSI. The
received message can be an uplink message or a downlink message, such as a Mobility
Management (MM) message, a General Packet Radio Service (GPRS) Mobility
Management (GMM) message, or a UMA or Unlicensed Radio Resources (URR) message

25  (only used between the MS 104 and UNC 116).

The UNC or GANC 116 determines whether the mobile identity of the MS 104 is
correct by performing a layer violation, i.e., sneaking into the upper layer messages sent
by the MS 104 towards the core network 102 to see if the MS 104 is using the same IMSI
as it used for registering with the UNC or GANC 116. Since the TMSI value is assigned

30 by the MSC/VLR 112 and the P-TMSI is assigned by the SGSN, the UNC or GANC 116

can check that the MS 104 is using the value assigned by the MSC 112. This can again be

performed by checking the upper layer downlink messages sent by the core network 102,



Referring nowto FIGURE 2, a flow chart depicting a
nmet hod 200 of protecting a core network 102 in

waewendamre with the present invention i s showCT/H205/000103

UNC or GANC 116 receives a message containing a nobile
identity of a M5 104 in block 202. The UNC or GANC 116
then determ nes whether the regeived nobile identity
is correct by conparing it to a stored nobile identity
that is associated with the M5 104 in bl ock 204. |f
the received nobile identity is correct, as determ ned

I NtgiRe WhidhMTNIS IOk 2P ﬁ*Tl\FI@levaﬁﬁqgésgggecﬂB§ qgg éB@ andI tpen by checking

processed (e.qg., forward )
holfis\Hpper lpyse up'@é‘eﬁn%@geﬁﬁm he M% &b IStryallstsnwatthmasngem TMSI value
asoplmgpvgle,g i n decision block 206, the received
nmessage is dropped in block 210. The nobile identity
can be &l nremspt invapEpn ean bg implEvented Fhan apeareuuv,edclrmiﬁﬂ@ er GANC

scam @Qha{{‘ rhc'ﬂf?]'eé DladBRS n%g%egikﬁv?ommuby(cons%e 95 glroségssor The data

as a Tty Manage messa
Paé‘R@ge ﬁ@’d@e&t%@qaﬁﬁQ‘fﬁ@tl(’M@Obﬂb ixlentitiep td/MSad 94te’ﬁll1e fr I receives

M3 $HdSag e%F 2obdihi Ib“g?%ﬁﬁg’@:’lg% Rﬁlgonﬂﬁk&re iél}e m)essage 210

message “(onl y used “bet ween
Thehes@erghe @N@Cﬂ.mﬁblttefdmtm dees nohmwatolen stohel matilel identity associated

' d@,ﬂfl ItﬁeyM f1 OII h %hg/Fro%QsAslor Gn b Hg)?ec‘tarﬁf%scﬁ'ﬁélteﬁ F% 8&1%{ %r)()(éeissmg device

| ayer Vi o , snea

10 new#higdle @pmhtuhyThd‘datd\@)rQMet’mwm d hemayy cﬂsmﬁt\?éﬂ’(akd drive, etc.

102 to S us the sa NYS)
used f oIT:r ‘?é‘aﬂf”sr r%cl) ?{gm éﬁﬁhﬂ tahseg SHUEK ‘if%p“’tﬁgn%% use of one
t henﬂ'd\iﬁhem af the presera dsegtivadvitiyrespaet td/Bflinklosdakds 302ds tHyvn. When

c an Méh\e ekl ?'E‘ 'i{cg Fﬁd re%é'ei ] ufﬁi@?%ﬁet g%%f?‘ﬂé‘gé’s‘g?tﬂﬁéﬁemltya the

byUNEeorMSENCL 216 almcss eamttag.abmebﬂemyf af eRduflink message 302 is a

hecki t he er ssages sent t he
15 ¢ Bt narResBEEL 5 et &ts AP nhe R Bor RS Hopmigine the eceived
V anuitsilel 1ﬁeraﬁ)‘5hlg:h&§bc]i£@e tthathMire 1841 @Ngnd ﬂ@&spl/hec‘rg&%ﬂ Mkssage (i.e.,
i nk messages that the MS 104 is

| a
¢ PR s 7 FHionD L i Bhrok B Ul e Groeped bl iienty docs o
ThrﬁatBlli Qe BorddNiEhitel RIBNtERAhsRiatdd Pl RETRIKE 845 364 ANthe message 302 is
aratus, such as UNC or GANC 116, that includes
rﬁp%efior Sd)@waw the cherkmfinasss v t%tﬂﬁ?‘é@ﬁ mebile ldentlty matches the

20 p r 96re$ mabile iliBRitH AdsdeifbOWAR &e‘i@ﬁ' 64 f A€ BRbAS Reficd s MdSectable,

25

30

of nmobile identities to MSs 104. The processor
r b {UNs on GRS & e progessesdifie aepiagey 382 (remi foswarde message 836). The

a MbbikOterditgl nthyORS uf REcIBRSAIRR LG the GMM-messages GPRS Mobility
Management (GMM) messages between the MS 104 and the SGSN because they can be
sent ciphered on LLC-layer and the UNC or GANC 116 cannot easily sneak into these
messages. For example, the ROUTING AREA UPDATE REQUEST message is normally
sent unciphered and the UNC or GANC 116 can perform checks on this message.

More specifically, if the uplink message 302 contains an IMSI, then the UNC or
GANC 116 checks that this IMSI is the same as the one provided by the MS 104 during
registration. If it is the same, then the message 306 is forwarded to the core network. If it
is different, the message is dropped. The UNC or GANC 116 may also deregister the MS
104 and black list temporarily the IP address used by the MS 104. Other actions may

include notifying the operator with an alarm and logging the event.
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116 processesS the nessage orwar
10 30embodpnentrafishg prebase fntvientjonnwigh baspech e tieved 1kl messages @0®is shown.

of ement
o S8 AT SE RN TR, o ol PCRERARC b, Mg o mobie
caffiehiety sha/NEI grH&ANG 106 chdcks 4(dythe mabitk itibreifNE tier doGANEK message
11 I ] a to t hese For,
PRl SRS R R o A e TR B2 s 404, the UNC
nopmBANE 1d émtill stoc thdreeceidedanabilelidentifyGnd assCANE ithdlith BaMS 104, and
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i stration.

ded the M5 104 du
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VESRO% R ab‘featfka%%‘ﬁA ﬁﬁfoﬁoa}ﬁqy 155 theydownlink message4 Qs ed
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ﬁbgﬁgmn n al arm and Igg g the event.If the
apr PR e s lonio a1 s hossienpd TS velielinheMS 104
U’\@n&&t @W@llﬂﬂe@le’ﬁ m& re‘é&@éoe&ll Bsiglihg éHnng:'tl-gmat fsQsociated with
this M5 104, the T P-TMSI is stored
the MS 104 context The stormg of the TMSI to the MS 104 context could also be delayed
until a TMSI REALLOCATION COMPLETE message is received from the MS 104.
25  Likewise, if the downlink message 402 is a LOCATION UPDATING ACCEPT and a new
TMSI is assigned to the MS 104, then the UNC or GANC 116 stores the assigned TMSI
value in the MS 104 context. The storing of the TMSI to the MS 104 context could also
be delayed until a TMSI REALLOCATION COMPLETE message is received from the
MS 104. The process for a P-TMSI REALLOCATION COMMAND is handled the same
30 way.
Now referring to FIGURE 35, a flow chart depicting a method 500 in accordance

with one embodiment of the present invention with respect to uplink messages is shown.



the M5 104 context. If, however, the UNC or GANC 116
has already stored a TMSI or PTMSI for this M 104,
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val ues are the sane. If they are sane, the nessage 306
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r ebletky 8tH, ttheamessage Bt drppmadkmdﬂd)cdid@lés Dlic TOICPLEGANC €6 may also

SN0y ORI S RAE Vg
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del2&yat thsrfrqspasy ismvatesset ApInedtix e UQCIC@QDIJE'F‘EWM%EMSI gr P-TMSI
I a8 a M@y bEBtdrB® for the MS, as determined in decision block 526, and the received

TMSI or P-TMSI matches the stored TMSI or P-TMSI associated with the MS, as
determined in decision block 530, the message is processed normally in block 506. If,
25  however, the received TMSI or P-TMSI does not match the stored TMSI or P-TMSI
associated with the MS, as determined in decision block 530, the message is dropped in
block 516. The UNC or GANC 116 may also perform any or all of the following actions:
deregister the MS in block 518; black list the IP address associated with the MS for a
period of time in block 520; notify a system operator of the dropped message and
30 deregistration of the mobile station in block 522; or log information about the dropped

message and deregistration of the mobile station in block 524.



M5 104. The process for a P-TMSI REALLOCATI ON COVIVAND
is handled the sane way. Now referring to FIGURE 5, a
wo baeothaart depicting a nmethod 500 i n accor daneer/vB2065/000103
one enbodi nent of the present invention with respect
to uplink nessages is shown. A uplink nessage is
received in block 502. If the rgeceived nessage does
not contain a nobile identity of the M5 (or is
undet ectabl e), as determ ned in decision block 504,
the uplink nessage is processed in block 506 (e.g.
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does not match the store assoc
10 s THSL oF R8I isrneeas détermitsldoipidesigian bidek 6ﬁ&sthag”MSIsor P-TMSI is
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perforn1any or oW Ng ac
deblegk &6er t he NB in bl ock 518; black Ilst the IP

h
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508, and a
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asetdtet éfi iiowecbr,i the dewnmmmehhgbckonfai’rﬁ a tFMSI"\E/JgSI TMEll forkthe MS, as
t d in bloc

'v?md1 © ﬁrzd%\résgoé]a %cqﬁ S p? ggiwr?{)?nﬁ\dg&/‘slnﬁt BAvpEje-> the UNC or

20 SGBANthas hmy etoredaand bisbciated R-witishe MY, Al deRadMed 8L cision block
he M5, as determ ned i.n decision bl ock

S 208 R ot Mk St AP PRASTeC G SPGB s RS ver he TMSI o
stR}ﬂ“Rﬁ;I ToMiely, ay deftrrhiviell irddee RfnRE 708 ke TSI MP-TRSI is held in block

710 and the message is processed normally in block 712. The TMSI or P-TMSI is held
until an uplink message is received that accepts, acknowledges or completes the received
25  downlink message containing the held TMSI or P-TMSI in block 714. Thereafter, the
held TMSI or P-TMSI is stored and associated with the MS in block 716 and the uplink
message is processed normally in block 718.
Note that any of the above-described methods can be implemented as a computer
program embodied on a computer readable medium wherein the various method steps are
30  implemented by one or more code segments.
Although the present invention and its advantages have been described in detail, it

should be understood that various changes, substitutions and alterations can be made



determ ned in decision block 530, the nessage is
processed normally in block 506. If, however, the

WO emeiovad TMSI or P-TMVSI does not match the stecEB20088100103
or P-TMSI associated with the M5, as determned in
deci si on bl ock 530, the nessage is dropped in bl ock
516. The UNC or GANC 116 may algso perform any or al
of the followi ng actions: deregister the M5 in block
518; black list the I P address associated with the M5
for a period of time in block 520; notify a system
opﬁerraﬁ %mfaﬁt &&%nﬂgmﬁ%&ﬁﬁﬁ% QBpk Qﬂlﬁ%%n'h@ﬁ 'a9raeﬂéied by the
the nobile station in block 522; or |og informat
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| ow chart depicting a in accordance W t

0 n‘?sf RatiSH arieaRsy methpds and spppsaé@ﬁmbed nw thaspesifioafiarh buteosipett the claims.

s to downlink nessages is shown. A downlink nessage is
received in block 602. If the downlink nmessage does
not contain a TMSI or P-TMSI for the MsS (or is
undet ect abl e), as determ ned in decision block 604,
t he downlink nmessage is processed in block 606 (e.g.,
forwarded, executed, etc.). If, however, the downlink
nmessage contains a TMSI or P-TMSI for the Ms, as
determ ned in decision block 604, and the TMSI or
P-TMSI is not new (i.e., the UNC or GANC 116 has
al ready stored and associated it wwth the M5), as
determ ned in decision block 608, the downlink nessage
is processed normally in block 606. |If, however, the
TVMBI or P-TMSI is new, as determ ned in decision block
608, the TMSI or P-TMSI is stored and associated with
the M5 in block 610 and the nessage is processed
normal ly in block 606. Now referring to FIGURE 7, a
flow chart depicting a nmethod 700 in accordance wth
anot her enbodi ment of the present invention with
respect to downlink nmessages is shown. A downlink
nessage is received in block 702. |If the downlink
nmessage does not contain a TMSI or P-TMSI for the M
(or is undetectable), as determ ned in decision block
704, the downlink nessage is processed in block 706
(e.g., forwarded, executed, etc.). If, however, the
downl i nk nessage contains a TMSI or P-TMSI for the M5,
as determ ned in decision block 704, and the TWMmSI or
P-TMSI is not new (i.e., the UNC or



GANC has already stored and associated it with the
M5), as determ ned in decision block 708, the downlink

wore®sagE4d s processed normally in block 706. [PCT/IB2005/000103

however, the TMSI or P-TMSI is new, as determined in

deci sion block 708, the TWMsl or P-TMSI is held in

bl ock 710 and the nessage is prldcessed nornmally in

bl ock 712. The TMSI or P-TMSI is held until an uplink

nessage is received that accepts, acknow edges or
quetes t he received downlink nmessage containing the

hel or P-TMSI in block 714. Thereafter, the held

TMSI or P-TMSI is stored and associated with the M5 in

block 716 and the uplink nessage is processed normally

i n Il ock matBod fup protecting a mn?/neﬁvoikt(daoabompﬁsi@mé Istb@.‘bf

met hods (GaRinke? uter
enbodi ed 0 mlge( t)ir?‘gut er %eegj(?gb ﬂ’ﬁ’?%é‘?c’g’ R ‘?eﬂgty of a mobile
5vaﬁ@6@%ﬂﬁékﬁwﬁ steps are |nplenented by one or nore

code se i nvention and jts

advant agggﬁhgv ﬁé){ehgg%gggé Fﬁ% %O%? E‘betv i tﬁe recqivedpeRily idgatity does
indet Beigbastptedmobile idoursty edsacigied with teshobile sia0as (107
alterations can be madeherein w thout departing from

the spirit and scope of the invention as defined by

t hé. appEhrimethed as clamed/ir daivet,, fuithee c@rﬁﬂﬁ%?gqlﬁe 8@ of processmg (208)
to.be limted to

d
10 pr gégg%stséaggﬁ:!%? Qéﬁ W In%gﬂ]f r|8$eti\§: é’ﬂe ilg é@ggty matehss e, stored mobile

rrardsvﬁmtaaaoelated mtpmlsa mhobik setioi@toder, means, nethods and
steps described in the specification, but only by the
claims. CLAIM5S 1. A nethod for protecting a core

neB wor le(ellﬁahoch‘annmﬂ ROclbiRe1,SVIRRSN Bfe: mdtRIE ‘?dle‘ﬁhﬂ&s Qg?r@matlona]
%ﬁ eb% 12, 8Q)(IM§Et aining a nobile identrty
mo SHOSEIesR 1gep ] P’BB‘HPWdWPlZmub@%@ehﬁsstag ¢TMSI) or a

15 (3%ket%3)pom}emﬁﬂd'5dﬂ§&lﬁeﬂa%ht ¢-TRfYj. e identity does

not match a stored nobile identity associated with the
nobil e station (102). 2. The nethod as clained in

claim 11?hef11d6th(5119£s SR i bR/ U h@hé&ﬁg?é’h%g&@% ) is an uplink

(20 % g%ﬁessage (302, 402) whenev
moBFISREci (G Er 8 Jowplinkirasssagré02)-or ed nobi | e i dentity
associated with the nobile station (104). 3. The

2Omé%hod as clainmed in claim1, wherein the nobile

25

30

nt i threineethd asiplaimedin Jeim 4, \Wtsrdiee thRUIpiok inpesmge (302) is received

: m :a:rgobgl_l?_wwgtéhlrég?cegws% Y1 1'¥P Bl b @emRSSLLR Radio Service (GPRS)
support node (SGSN)

6. The method as claimed in claim 1, further comprising the step of storing (512) the
received mobile identity and processing the received message (302, 402) whenever the

received message (302, 402) is a registration request.

7. The method as claimed in claim 1, further comprising the step of storing (610) the
received mobile identity and processing (608) the received message (302, 402) whenever
the received message (302, 402) is a downlink message (402) and the received mobile

identity will assign or change the mobile identity of the mobile station (104).



Packet Tenporary Mbile Subscriber Identity (P-TMSI).
4. The method as clained in claim1, wherein the
wore@saga4d 302, 402) is an uplink nmessage (302)POT/1B2005/000103
downl i nk nmessage (402). 5. The nethod as clained in
claim4, wherein the uplink nmessage (302) is received
froma nobile switching center 1IgMSC) (116) or a
General Packet Radio Service (GPRS) support node
(SGSN). 6. The nmethod as clained in claim1l, further
co&ori sing the step of storing (512) the received
mobt | e iT@emsthod asrddaiped deskimg, whereirethei reileteBstalgddentity is not
( 3QreAPA) ngyveg: & h ej.ved.nes e, (302, 402) is
a regi st@]?1 a% p@lﬁl ?‘e%’é@‘t I.%e{;séé Serg%%‘f o@?‘gsthé'i AChRYY gcfnowledges or
cl &Pmpletes therdomatinkcmassaged#9R). t he step of storing (610)
the received nobile identity and processing (608) the
recei ved nessage (302, 402) whenever the received
medsage Thaopthod gz claimediingdeint 1.nkhareis siegeer 402jopping (210€516) the
r ecsd s gala) | i N i or.change the
nogﬁeg%?dent%@o%’% %?i]fgmr{reﬁ\g:m{ng“%? g}}ei%ge sf’ﬁ.LO4) . 8. The
met hod geregistering(@18)thecthebilmsttiomher ei n t he recei ved

nobi |l e j ! ISyt . St or 7 until an uplink
nessag ebllggmrlg&'éi @2(8 a(‘ﬁlfie)mett ﬁ)g?tg%?i gé) ﬂtajaafjreésc%ﬁ?ﬁ}&e@dﬁ’ég the mobile
or steterp(lé4)dfer 4 pariodofitimenk nmessage (402). 9. The met hod
| ai | ' wherein the st f d i
100516, TR IPRETP L Bbn eadiad e Soed oot i dreseraration of the

compbilsgatianher st eps of : deregi stering (518) the nobile

stationg i.sting (520 n Internet Protocol (IP)

addr essloggégzgza‘\‘b é‘bttowl@ﬁg taﬁ% LBhidrapred Hessgae andydgregigratign of the
pemiobide sitioni(h@a). noti fyi ng (522) a system operator of

the dropped nessage and deregi stration of the nobile
station; or logging (524) information about the

15 dr oppedTHEERSHGE aditthifes @ULKin at Wharef tﬂegx%cefm*ai Jn?ssagf is Mobility
alm-,

st&tﬁi Onélo&%lo' The method as clainmed in cl
wh&PBIETMENe (MMDe Mrstpese &5 Sgrerals PRekist | Radjo MenvieretBRRS) Mobility
( MManapemsad (GMM)CRRShA, drag ket1AR_H I GhRElLd CI@adgoGDR%@urces (URR)

Mobility
message.
20 11.  The method as claimed in claim 1, wherein the message (302, 402) is received at

an unlicensed network controller (UNC) (116) within an unlicensed mobile access
network (UMAN) (100) or a generic access network controller (GANC) (116) within a

generic access network (GAN) (100) in communication with the core network (102).

25 12. A computer program embodied on a computer readable medium for protecting a
core network (102) comprising:
a code segment for receiving (202) a message (302, 402) containing a mobile
identity of a mobile station (104); and
a code segment for dropping (210) the message (302, 402) whenever the received
30  mobile identity does not match a stored mobile identity associated with the mobile station
(104).



Managenent (GWW) nessage, or a UMA or Unlicensed Radio

Resources (URR) nessage. 11. The nethod as clained in
wa@b@bor7H49 wherei n t he nmessage (302, 402) is reper/1B2d0500103

an unlicensed network controller (UNC) ( 116) within

an unlicensed nobile access network (UMAN) (100) or a

generic access network control ligr (GANC) (116) within

a generic access network (GAN) (100) in communi cation

with the core network (102). 12. A conputer program

enbodi ed on a conputer readable nediumfor protecting

a ddre fibe vwnputer PoRram espleingid g claitn ¢Hderti%e 9o pHisifeOd code segment

recei vi (20 a, nmessage 2,..40 cont ai ning a e
m)g(l?r: éﬂo?%élgﬁ%i (?éS)oﬁhe Jnessaue, éﬁgt %(pl) O\?Zﬁge(liﬁgf)tﬁe &orGivad dpehile identity
s egrahes the stockd opgiila deafry @3sotined Weth SiRORoK RQRtiod B1D)).

whenever the received nobile identity does not natch a
stored nobile identity associated with the nobile

5st a#i onTheli)puled profren aOeTpitied lin FIRROI B Murdier ChADIRE 4 dhde segment
a _code segnent for

claim12 ther conprisjn , ,

pr S esé"sﬂnﬁég t%%) fefwéedrm%‘g%ggencl%%d RIOSSFS i bR svcsived message (302,
I eded)weinenebitl eeceiied ineésyedBOZ R63) it B eeohtafiGirtelmbi | €

identity associated with the nobile station (104). 14.

The conputer programas clained in claim12, further

cotfr i STiegeompu@d erogRGNE Vlaimed irSéI8k 1Y flrtbdon B Ring a code segment
y .and processing the recelveg

recei ved (e identit 1d p )

10, <8 slpeing 2@12{5 thegsgeivdanehierdantiy and psvcsesingnté9®abe rqcaived message
40@)2] zﬂ)zawhaﬁwéttﬁ@kba%drnﬁ&%%%30215023 LIS [REsage (402) and the
programas claimed in claim12, further conpr|5|n6
cotfeeivedymapite mgntitg il japrign @1dipngentge mabd idsdtityodsi the mobile station
idgmnity and processing (608) the received nessage
(302, 402) whenever the received nessage (302, 402) is
a downl i nk nessage (402) and the received nobile

151 degit i tphend i r..C thg nobil e jdentity of :
the nobile dsﬁ%‘?‘? 2‘?{8 Tgﬁs. H?@.&gfheaglgpngﬁt gpérg{flo{élF a“ryﬁeévs?d mobile
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conpl etes the downlink nessage (402).

17.  An apparatus comprising:
20 a data storage device that stores associations of mobile identities to mobile
stations; and
a processor communicably coupled to the data storage device that receives (202) a
message (302, 402) containing a mobile identity of a mobile station (104) and drops (210)
the message (302, 402) whenever the received mobile identity does not match a stored

25  mobile identity associated with the mobile station (104).

18.  The apparatus as claimed in claim 17, wherein the apparatus is an unlicensed

network controller (UNC) (116) or a generic access network controller (GANCO).

30 19.  The apparatus as claimed in claim 17, wherein the processor processes (208) the
message (302, 402) whenever the received mobile identity matches the stored mobile

identity associated with the mobile station (104).
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that stores associations of nobile identities to
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to the data storage device that receives (202) a

message (302, 402) containing a nobile identity of a

nmobi l e station (104) and drops 14210) the nessage (302,

402) whenever the received nobile identity does not

mat ch a stored nobile identity associated with the

nobil e station (104). 18. The apparatus as clained in

claim 17, wherein the apparatus is an unlicensed
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