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Techni cal 'e&d Tpe present invention relates to a distribution system
realized b@oa KI88%t ce for distributi ng copyrighted digital |BCTRRGOSER such
as Electronic Music Distribution (EMD), a sem conductor nenory card, a
recei ving apparatus, a conputerreadabl e recordi ng nmedium and a receiving
nmet hod. Background Art 5 A distri byt i ncludes a distribution
server, a device for purchasing CO%%%%#%?*;#@”; pl ayback apparatus for

pl ayi ng back contents, and gives people living around the world the
opportunity to purchase copyrighted nmaterial via various gl obal networks.
If a personal conputer owned by a user is used as the purchasing device,

cont ent BISTBIBOMICHS Sl $ TEM ) eS ERITCONDUT TOR/ MEMUR Y/ SGARDPERBERTViRE Per sonal
conputer, and transmts a purchase request to the distribution 1 20

Febr uar 0 5 r iyiLng._the
pur chaszelpggﬁég??,' the ﬁl stir)i %uélgg%eﬁpﬁﬁﬁﬁéﬁaﬁhcgﬁgﬁNG
trgnsnnﬁéﬁége copyrighted digital material. The personal conputer operated
by~ t he Peceives the transnitted copyrighted material, and wites it 5
onto the hard disk (HD). If witing is perforned correctly, the purchase of
the copyrighted material is conpleted. The purchasi ng device perforns
processing call ed check-out and check-in. Check-out refers to the process
of recg&@ﬂgggggﬁxgggﬁkpd material (a first-generation ctopy) onto a portable
10 recordi ng nedium such as a sem conductor nenory card or a mni disc. The
nunber of &jnes check-out is_perforned by the purchasing device can al so be
limted to & prRRRIe?hi heleRhABEr Feg§5ﬁsa§°t Rr £d S&F sdrion fswsdpmR i ght ed
material is :
realized by a service for distributing copyrighted digital

10 material such as Electronic Music Distribution ({EMD), a
semiconductor memory card, a receiving apparatus, a computer-

readable recording medium and a receiving method.

Background Art

S A distribution system includes a distribution sefver, a
\device for purchasing contents, and a playback apparatus for
playing back contents, and gives people living around the
world the opportunity to purchase copyrighted material via
various global networks. If a personal computer owned by a

' user is used as the purchasing device, contents arelpurchased

in the following way. The user operates the personal

computer, and transmits a purchase request to the distribution




recorded onto a portable recording nmedi um using check-out, 15 this
copyrighted material can be played back using the playbackyaRBalAl %504
However, once check-out has been performed the predetern ned nunber of
times, the copyrighted material can be set in a state in whiggh,phgedssput i.s
not perm tWORVIGAHck-in, on the other hand, is the process of 20 returning
copyrighted material recorded on a portable recording nediumto the
personal conputer. |If check-in is perforned on a copyrighted material that

has been set so t C - i Sh&0bu PER AL Et edquebeckthet difstiribution
copyri ghtad=2 - Egﬁfé6$§%%§aé$%4 VIf%%/lGBZl PCT/ JP00/ 05852 mat eri al

becones possible once nore. Check-out and: £kN e kglg es for
copyrigﬁerﬁﬁétééﬂﬂéh[twﬁn%%ﬁiwe%%%tgh?%dﬁﬁ%ggﬁEF% F % €§%§E?gﬁt owner's

profits. The following is a brief explanation of how c right.is 5
prot ect gdgihan etweksiml . arthe eeksem2 hreOBRYRET pePFSP%E\é. lbg( ifrﬁ‘f*qd‘eser
identifier, called a Media-ID, is recorded in an area of the recording

medi um opLo s WhiCh 1A copyn &hi ¢ hed copyyi dedd nreeerabli sand w&itecorided, the
area being one that cannot be read by a normal user operation. Wen

check-out is perforned,. 1 { ent $¢ af £5 €08& Y PEededsbRiebheoredica Lyl) uni que
t 0% he PBESr & d%*sghﬁﬁs)éveﬁfifgén i I-in?entioned user copi es

contents that have been checked out. onto one _recoidi i ont o anot her
recordingenamnmha&ﬂnpfmﬁﬁ%x¢?P¥ﬁl$%%e$éﬁ%€ﬁfﬁ En%giggpg&gg% ji ch the

contents are copied differs 5 0 fromthe nmedia 1D that seg Lo _encrypt
t he content shet iredisind dédvide perfprms Hrg@ygs;ggacggiﬁ ¢ 85%f§%*|on
cannot be properly perfornmed, and copyright is protected.
and check-in. Check-out refers to the process of recording
copyrighted material (a first—generatioﬁ copy) onto a portable
10 recording medium such as a semiconductor memory. ;ard or a.min;
~disc. The number of times check-out is performed by the
purchasing device can also be limited to a predetermined
number, such as three or four. If copyrighted material is
‘recorded onto a portable recordiqg mediﬁm using che;k—out,
15 ﬁhis copyrighted material can be played back using the
playback apparatus. However, once check-out has been
performed the predetermined number of times, the copyrighted
material can be set in a state in which check—qut is not
permitted. Check-in, on the other hand, is the process of
20 returning copyrighted material recorded on a portable

recording medium to the personal computer. If check-in is

performed on a copyrighted material that has been set so that

check-out is not permitted, check-out of the copyrighted
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Di scl osure of the Invention The object of the invention is to provide a

di stribution systemthat provides a high |evel of convenlgag% Sy bty user,
while protecting copyright, when a device nmanages the recor ng<9
copyrighted material using check-out, check-in 3 20 February 2004 and
the Iike. CHPO&AE82di stri bution systens pose vari ous obstacle§136“ﬂ@@$°’
conveni ence. Such distribution systens include the user's personal
conputer, as well as devices used as KIOSK terminals S in conveni ence

stores, rﬂgggfgaftﬁ{aggme%ngﬂ aa}.tt!lcér'sonée{‘| J}gegﬁvéﬁgcgiﬁﬂt' 3nd Ié'h% =10 the

t er ni nal copyri I’S” purcha oW ng
KICSK term nal pronpts the user to provide-a portable recordlng nedlunlon
whi ch th%r%OQQ?FQHPéGlﬁﬁﬁeQQQ GG P RETLono YiéRhaprgvents

sem conductor nenory card or a mni disc. Once this portable recording
medi um hesdbeeihor obnethed copytriigrhil Cettetres nbnafitand t he necessary charge
paid, the copyrighted material is downl oaded fromthe distribution server

and recordedrrpéltpoib@wpﬁgt 2kl ¢ pesQrdicng 1ARAIUEn SENSo@f Kb PBKGRD 1
termnals can thus easil ach|re their favorite nusic mhlle ShOppIng or on

way to work or schoo p ed,material .is. recorded onto a
seﬁ-ﬁ con@FRTre e "“fr\}e%af &g 8“% & élsﬁlknéH aﬁmlrngapﬁég?ﬁlgegt hef than
the KIGSK terminal is not allowed to check-in the copyrighted 20 nateri al
recor dedrgratus titentehf EonducediederoMpdéard Dy isheaqasied ekmi aal 2rgae
reason for this is as follows. Were check-in to be perforned by another
devi ce, ofheheomedaid By naéel uaml oﬁaov\/nhﬁ;bhchec:bplyn dadeetoperignited coul d
be checked 4 20 February 2004
: material is to be recorded, the area being one that cannot be
read by a normal user operation. When check-out is performed,
10 contents are encrypted using the media ID unique to the
recording ﬁedium. Thus, even if an ill-intentioned user
copies contents that have been checked out onto one recording
medium 6nto another recording medium, the media ID of the
recording medium onto which the contents are copied differs.
5 from the media ID that was used to encrypt the contents (the

'media ID of the original disc). As a result, decryption

cannot be properly performed, and copyright is protected.

e n tio
0 The object of the invention is to provide a distribution
system that provides a high level of convenience for the user,
while protecting copyright, when a device manages the

recording of copyrighted material using check-out, check-in
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out three or four nore tines. If check-in by another device and check- out
by the sane device were to be repeated, a | arge nunber of ,fi gﬁﬂﬁ;ation
copi es woul d be nade, and copyright protection nade ineffgéf%éé@ u;;
check-in by other devices 5 is conpletely prohibited in order to prevent
this kind ¢fo pi/skf eration of first generation copies. As a PEBAUIPE0/05852user:
who has purchased copyrighted nmaterial froma KIOSK termnal will not be
able to enjoy the ability to perform check-out and check-in at hone using a
0 personal conputer. The fact that a user who has paid the required charge
is not a&sidke tthe pek¥@r m check-out and check-in shows a | ack of consideration
of the user and may reduce their desire to use KIOSK termnals. In order to
overcone the ahowerd ol eoBipudianhseseetse pobsaborer iohjecthstdwlénveat or s
of the present invention suggest that a Usage Rule, showing the right to

manage B@%r[ gﬁ%%ﬂgerﬁéecpghgﬁ 8}%&&%&?%&@@9@9&6@53 al nchedaomesl. usarishe

Secure gi Sic Inrtiafive is Usage Rule is called Digital

Ri ght s Managenent | nformation ( ). . Managenent of th e .
generatﬁ&%§9ﬂﬂirﬂﬂﬂﬁﬁt%F't?ﬁeggiggﬁésgggﬁgﬁé ek cﬁﬁﬁﬂgﬂgﬁé%%ﬁﬁhﬁgg%d
copying is performed based on this Usage Rule. A distribution systemthat
nmoes t e UemyerRidrse tHeoedy, achcevidngtonesabével ddiaeion$ncludes a 5 20
February 2004 WO 01/16821 PCT/ JP00/ 05852 distribution server for

distributing asCemLrevide auseWoska RDISKI eetrmamd isecumd/ riegeied ng
apparatuses for receiving the content via the network, and records a copy

of the content .onto I n Lug@.i s der supgl ghteek to a
5 pl ayb%‘&e&ﬁﬁ&r aﬁsusp.q“{é?%g{i hgnp?gét %%(Q:g?\%lﬁﬁg Wteiilglpar g?u%/m;na&?)éi:ncl ude a
first receiving unit and a recording unit. The first receiving unit

recei ve§erjiaadh®nmRiot KEhe Wata EgthﬁgFﬂﬁiﬁgpPﬁ 3P FRCAH tnt r o
information controlling copying of the content onto the recording nmedi um
and hol i@dium on which the copyrighted material is to be recorded,

10 such as a semiconductor memory card or'a‘mini disc. Once this
portable recording medium has been connected t§ the KIOSK
terminal, and the necessary charge paid, the copyrighted
material is downloaded from the distributioﬁ server and
recorded onto the portable recording medium. Users of KIOSK

15 terminals can thus easily acquire their favorite ﬁusic while
shopping or on the way to work or school.

If copyrighted material is recorded onto a semiconductor
memory card by a KIOSK terminal, however, a device other than
the KIOSK terminal is not allowed to check-in the copy;ighted

20 material recorded onto the semiconductor memory card by the
KIOSK terminal. The reason for this is as follows. Were
check-in to be performed by anoﬁher device, the copyrighted

material on which check-in had been performed could be checked
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10 the received data set. The recording unit generates authorization

i nformati on show ng whether noving the data set to anot heEOrF%BRjaY)jﬂﬂM
apparatus is permtted. Then the recording unit records the content onto a
di stribution nmediumtogether with correspondi ng usage rule information

i ncludi'ng MO §fk)sésehe aut horization information, and (2) the eemupedosss:2
information included in the data set. Here, the second receiving apparatus
may i nclude a second receiving unit, a data set noving unit, and a
check-out unit. The second receiving unit_ receives the data set fromthe

di stri b@UorF PP AT ef OV amPRE RéMES Kk, TdnFhRFEin Hey reeerhen davacset .

The data set noving unit reads authorization information fromthe
di st ri bahidorchesdkttoat ang théysamendekd cecadt muttwrbe atépeated pr anl hegeshows
that noving the data set is permtted, (a) 6 20 February 2004 v WO

01/ 16824 REL/I R0/ OHBS2 HBNESat DEndabpisq! Wdaa e wied i bug i egpg;E?&HE“ to

the inside of the second recelving apparatus, and (b) hol ds the data-set.
The check-out unit performnms_check- out en the data set is held by, one of
The secBia PECdRR MFdn 1herErEhE Bar 2l B08 5 Cho Mgt Sl it SFS
performed based on the control information in the held data set by

gefler at LAgcampdgredfy thrcleidnieed LncPuded te Drevesitd tdeits kiotd andl

recordi ng the copy onto the recording nmedium the copy recorded onto the

recor di pgoledewatieimne S upiptstedyéne t i phaybadlesapparatus. 10 w A single
devi ce noves a content and a corresponding Usage Rule to two receiving

devi ces, <o L8t scoasale ofs naar digg ol apnenbateaapdocoesandi ng Usage

Rul e recorded onto”a sem’conductor nenory ecel vi ng
appar at us %i n ﬁih%-above exanpl e the OsK ;errri nal ) can be perfornmed by a 5
second PRERF VR hg TR AR inder €oh IHEBnEﬁt é‘i’)l.e Rec 51diNg ¥ copi es
of copyrighted materials recorded by the KIOSK termi nal can be perfornmed by
t he peradhbityorpuprerfosm shes-auto dnd phedktha apphopei aséngharge to
pur chase a .
0 personal computer. The fact that a user who has paid the
required charge 1is not able to perform check-out and check-in
shows a lack of consideration of the user and may reduce their
desire to use KIOSK terminals.
In order to overcome the above problems and achieve the
5 above object, the inventors of the present invention suggest
‘that a Usage Rule, showing the right to manage the recording
of copies of copyrighted material, be moved. 1In the Secure
Digital Music Initiative (SDMI), this Usage Rule is called
Digital Rights Management Information (DRMI). Management of
) the number of copy generations and number of times copies can
be made during check-out and copying is performed based on

this Usage Rule. A distribution system that moves the Usage .

Rule, thereby achieving the above object, includes a

5




copyrighted material fromthe KIOSK term nal can performJ check-out and
check-in of the copyrighted material on their own persona Her e,
the control information may indicate a nunber of renainingogﬁggﬁbggrgl The
check-out unit may include a 7 20 February 2004 WO 01/16821 . '
PCT/ JPO0O/ 0B8321/t8ahect i ng unit for connecting to a recordi nd TEHNRFEAnd. -
recording a copy of the content included in the data set held by the data
set noving unit onto the recordi ng medi um when a copy of the held content
is not aJready recorded on the S connected_recordin j.um nunber
of rewmQﬁ%&f%ﬁﬁ%kO%uf%rgﬂBmEOByd%ﬁgr&§H§%8ﬁ an@?ﬁ%ﬁgg%h%eﬁ;ﬂ%%éég?bf t he
second receiving unit and the data set noving unit is at |east, one.

Fur t her morce £ ithet sendnslecendi veagliappar abes raty sescifode r2ceddRd Fhmit and
an updating unit. Wien a copy of the 10 content is already recorded on the

connect e@teGa i 1w tReli et wd PR, chrakreBoudist adebelyes £t ltdec mntat he
content recorded on the connected recordi ng nediun) The updating unit

updates the control_i r i ti the r ii ng
check. of b St SRR Py 9B Ee, g e e o T he
recordi ng nmedium and increnenting the gunber of remaining_check-outs when
thé copPlewbask RARREDFEENnt FeTYel BRBJTHFIM FRECH-ELBPIRREAMEGETM™ A% thi s
di stribution system check-out performed by the second receiving apparatus
can onl ynka upter faorfiecs € areddriev imgrbenibf andnesrehowAibyg vhét20 & r ol
information, so that check-out cannot be perforned beyond the |imt set by
the copysi-ght Qmerviddisnensteesivda) vhe pref heswotk)he aapyprisght owner
will not be unfairly reduced. 8 20 February 2004

| including the content and control information controlling

copying of the content onto the recording medium, and holds
10 the received data set. The recording unit generates
authorization information showing whether movihg the data set
to another receiving apparatus is permitted. Then the
recording unit records the content onto a distribution medium
together with corresponding usage rule information including
15 (1) the éuthorization infor@ation, and (2) the control
| information included in the data set. Here, the second
receiving apparatus may include a second receiving unit, a
data set moving unit, and a check-out unit. The second
receiving unit receives the data éet from the distribution
20 server‘via the network, and holds the received data set. The
data set moving unit reads authorization information from the
distribution medium, and only when the read authorization

information shows that moving the data set is permitted, (a)
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WO 01/ 16821 PCT/JP0O0/ 05852 Here, the recording nmedium may have an assi gned
uni que identifier. The check-out unit may include an allogg éBRwHPﬁézﬁnd a
storage unit. The allocation unit allocates a unique identifier to J%e hel d
content. The unique identifier is 5 recorded onto the recording nmediumwth
t He cont enW@BEm3heck-out is perforned. The storage unit reB@EJPWASEI que
identifier for the recordi ng nmedium connected to the connecting unit from

the recording nmedium and stores the read recording nediumidentifier as a

pair with the allocated |0 conte identifjer.- Furthernore, the, check-in
ni { o iRd e ESLaGeth FEOH EbRparPhG-RREEONa A D o ri St R0 Hhen a
copy of the content has al ready been recorded on a recordi ng nedi um

connect &f ttdha Eecwrheretayvungt appacatead andt (Peadrelidse the drta- set.
identifiers for the connected recording S nmedium and the content. The

conpar i mgeUriHe o+ asnihepParorné tHedk+bLEr sheaadhlky ddta raad wnit with
the pair of identifiers stored by the storage unit to determ ne whether the

copy regqrde t he C c L ng: i p i duced by
The” seobadr DRl Sans ot EEoh SRk eh MPHIE LI (BT ERY B S iced by
t he second,recordingngﬁfaratus, the holding unit reads the copy fromthe

cornect BaVi8&odittg SR~ PIOF oSS tRRE FRAF L opySedAn8nt hB% FOEEEE t he copy

fromthe recording nmedium Wen the second, receiving 9 20 February 2004
WO 01/ 1682 rRETADPOG/M3IBE? mpbardd s set thy sgehetrat bogi enceopst @f pdrd or ns
check-in, it determ nes whether the copy to be checked-in is one that was

previ ougbyteRecked 1@deddYid 19l fhe RY LA dNGEidOrfabEaifl k@@NHdJders,
each including a recording nediumidentifier and content identifier. The

second rding_apparatus _onl.y. perf.or K-1n.] he c has been
previ ouéﬁglgcﬁégkg&%%&tﬁﬁ’ﬁ in}esée L}R,P’ stohet hr?éorp?ﬁge%é’oﬁ%%gé?ggf ?'B%e principle
that "“a device should not check-in a copy that has been checked out by
anot her F¥€9Fe&ngbBeAd Wykeiag supplied to the playback apparatus.

.0 : A single device moves a content and a corresponding Usage
Rule to th receiving devices, so that control of recording of
a content and corresponding Usage Rule recorded onto a
semiconductor memory card by a first receiving apparatus (in
the above example the KIOSK terminal) can be performed by a
5 second receiving apparatus (here, a personal computer).
}Recording of copies of copyrighted materials recorded by the
KIOSK terminal can be performed by the personal computer, so a
user who has paid the appropriate charge to purchase a.-
copyrighted material from the KIOSK terminal can perform
) check-out and check-in of the copyrighted material on their
own personal computer.
Here, the control informafion may indicate a number of

remaining check-outs. The check-out unit may include a

7




Brief Description of theDrawings Fig. 1 shows a data structure of a
copyrighted material; Fig. 2A shows a situation, (1) in “Qb%%bﬂm ﬂ&highted
15 material is recorded onto a recordi ng medi um w t hout afl accomnpanyl ng

encryption key and Usage Rule information: Fig. 2B shows a §j | 2) in
whi ch a coPy4iges%edd material is recorded onto a recording négﬁﬂﬁiaﬁgﬁéut‘f
Usage Rule information; 20 Fig. 2C shows a situation (3) in which a
copyrighted material is recorded onto a recordi ng mediumtogether with

10 20 BRPRERPSR000 e T/ TR T JE00f obBes Fl g 35 chans ) o

hi erarchi cal structure of an SD nenpry card.100; Fig,,3C | cal
st ruct uFecerding SDQﬁEﬁN%Fc%ﬂ?lqf%ﬁe%tF?B?lﬂgéghbﬁstg%siaan%§% ?%%' i ch

an inconpatible device is connected to the SD nenory card 100 whose
prot ect B¢ aheadatar aetomagviarny emstypehon kkg; recergingBresdns #han #ation
in which a conpatible device is connected to the SD nenory card 100 whose

protect ed ar g2 1QeShHa 18 YHded £HCHYPtaDRekeY; rEtgrdéd showhea situation
in which g conpati bl e device is connected to the SD nenory card 100 whose

protected ar egeaggﬁiarﬂlﬁ%%%?{&ﬁn gr?% and gutsagecRukemalig ndsagrdrul e

i n&l udi ARG Ton authorizing data transfer; Fig. 4D shows
a situation in which a conpatible device is conn gted to th %B&nenory card
100 whoswetpr shewnedyartde AV hnl RHRFIHETOR Q%g and 8“838§e l e, the
permtted nunber of noves included in the Usage Rule being O;

second receiving unit and the data set moving unit 1is at least

' one. Furthermore, the second receiving apparatus may include

a check-in unit and an updating unit. .When a copy of the

10 content is already recorded on the connécted'recording medium,
the check-in unit deletes the copy of the content recorded on
the connected recording medium. The updating unit updates the
control information by decrementing the number of reméining
check-outs when a copy of the hgld confent is newly recorde@

15 on the recording medium, and incrementing the number of
remaining check-outs when the copy of the hgld content is
deleted from the recording medium. In this distribution
system, check-out performed by the second receiving apparatus
can only be performed for the number of times shown by the

20 control information, so that check-out cannot be performed
beyond the limit set by the copyright owner. This ensures

that the profits of the copyright owner will not be unfairly

reduced. .



Fig. 5 shows a situation where a KIOSK terminal is O installed in a station

or store; Fig. 6A shows a situation in which encrypted dabgg %BthQQXMhe
copyrighted material, plain text data, an encryption key, age
are witten into the SD nenory card 100 by a 11 20 February 2004 drgrtal

term nal 1Q9pthbhatsahs a nobil e phone; Fig. 6B shows a situati %Tr,%ufg\msgp
encrypted data, plain text data, an encryption key, and a Usa

form ng the copyrighted material are witten into the SD nmenory card 100 S
by a digital termnal 110 that is an STB; Fig. 7A shows a variety of

cust oner devi désre Fi ghe7Beshowsny werd oty mdy Sixveidan pbayened Bindqu@A
shows a server conputer 103 and custoner devices belonging to a plurality

of user si dieF SONGY-. COMRBL ehg lilb o Lﬂrﬁtljtr@%cﬂ%‘ﬁ@cﬁédaﬁoa@l@@a\eqrf unit —
Figs. 8B and 8C show a situation |n whi ch t'he personal conputer Z
perfor ows a distribution

eck-out_and ch ck e tines
server '%C{]lﬂjesot?ﬁ Aot PRLk: ?B“ﬁ‘ t?d‘t St Sy é‘rﬁlrgl%f‘la‘ac?ﬁe?hé BRtGYenent s,
a plurality of 15 devices, and a playback apparatus; Fig. 10 shows a data

st r uct udslegftitfiige mdtlpackaéé fcontesyr i @lheedlrdequae wheendi§iekbdsion is
performed; Fig. 11 shows a hierarchical data structure of a Default Ofer;

24 5Fi 9. rlezoxtes Jritestradrécbediog eediumed tho diRcEsheedet ansgt for a
copyrighted material; Fig. 13 shows a hierarchical structure of an ACB

file; Fig 53)(4 3% iy %@@@fﬁraaont BRLS S84 R2Gh iACR ANk AR 121 o2

February 2
identifier for the recording medium connected to the

cqnnectiné unit from the reco:ding medium, and stores the read
recording medium identifier as a pair with the allocated

Lo content identifier. - Furthermore, the check-in unit may
include a read unit, a comparing unit, and a holding unit.
When a copy of the content has already been recorded on a
recording medium connected to the connecting unit, the read
unit reads the unique identifiers for the connected recording

medium and the content. The comparing unit compares the pair

[$)]

;of identifiers fead by the read unit with the pair of
identifiers stored by the storage unit to determine whether
the copy recorded on the connected recording medium was
previously produced by the second recording apparatus. When

) the copy was previously produced by the second recording
apparatus, the holding unit reads the copy from the connected
recording medium, holds the read copy, and then deletes the

copy from the recording medium. When the second receiving




PCT/ JPOO/ 0~852 bl ock recorded in an AOCB file is played back in sequence
Fig. 15 shows eight AOB files stored in atitle (nusic'alagg¥ 4n Fig.
14; Fig. 16A shows a detailed hierarchical structure of a rac nager ;
Fig. 16B shows a detailed structure of a TK@; Fig. 17 shows the nutua

rel ati onshiyp dagksmen TKIs and the AOB files and AOBs shown PR TEPHO/0582

Figs. 18A and 18B show the setting of TKIs when two |0 tracks are

conbi ned-into one; Figs. 19A and 19B envi sage a situation when one track is
divided into two: Fig. 20 shows, clusters 007 to o] inian A@ forned
from ACBPERENENFS 11 thd stAL s it AN s%%\%er&npigggriﬁg %EECECéQSRPQSetU ngs
for tracks TK#1l to TK#4 included in the Track Manager, é shows the
mut ual getathenssi phizatheeertEefeedy - ¢¢a§¢|%¢e¢h$6rhﬁtF6n°“?KF ataHdsSaos
files; Figs. 23A and 23B envisage a situation in which track order is

changed QS URe duMt asyal £ S41 Ity ecohpa BTHY * twoSPTLirsFiod. 25
shows c%ﬁglég%%gﬁces bet ween ACB#1, AOB#2, ACB#3, POBOOL. SAL, and

POB002. SA1 incl.uded in dlr . 200 OFA £6823hd
PCT/JPOB¢93§5§1§55AU5I e%ﬁég%éjgSEnggﬁagéggé%tﬁﬁ gﬁgggTKIOOB SDT

included in a directory 'sD ADEXT,; Fig. 26 shows a struEtEYSngg
AOBSAL. tURMeftgidents corfh LB IR 3K ACBSAl URM
and AOB files, when the SD AUDI O directory contains eight files, ght

corres plggglfagmgn@méalki—am Kiefy st Yo ecamy cnalechbéen ATBSALOREYY SRACEE ﬁlhtout
correspondi ng usage rule entries are recorded i n AOBSALl. URM
by itself, so there is no danger of the principle that ‘a

| device should not check-in a copy that has been checked out by

another device' being ignored.

10
e i 1 e awi
Fig. 1 shows a data structure of a copyrighted
material;
Fig. 2A shows a situation (1) in which a copyrighted |
15 material is recorded onto a recording medium without an
accompanying encryption key and Usage Rule information;
Fig. 2B shows a situation (2) in which a copyrighted
material is recorded onto a recording medium without Usage
Rule information;
26 Fig. 2C shows a situation (3) in which a copyrighted

material is recorded onto a recording medium together with

Usage Rule information;
Fig. 3A shows an external view of an SD memory card:;

10




Fi gs. 28A and 28B show correspondences between 10 ACHSAl. KEY, AOBSAl. URM
and ACB filesa Fig. 29 shows an internal structure of a Th Ingllﬁ%gymry;
Figs. 30A and 30B envisage a case in which all audio objects In user data
area of the SD nenory card 100 are noved to the customer device; 15 Figs.
31A and 3l Bvehamsgzhe files arranged in the user data area of pChrapr@dssenory
card 100 when only three of the eight audio objects in the user data area °
are noved; Fig. 32 shows how AOB files, POB files, and STKI files are noved
fromthe SD nenory card 100 to_ | ocal storage; ?0 Fig. 33 shows a structure
of a digital tBFd ndP; SEPYS 34R1&KGRSNE Sl RGAHE WC LRt ot rMeBOF Ke;

Fig. 34B shows a structure of SD-Audio players 122 tp 124; 14 20 February
2004 WO dxkid 6820; PCT/ . TPOO/ 05852 Fig. 35 shows an internal structure of a
secure processing unit 26 in a digital termnal; Fig. 36 shows an internal
structure of & §eCus@ PHYEESS gayarilbtaﬁ%t'rﬁc%u%st@&rhed% GRmSr i Gard7? 1S
a flowhart show ng the proceduré perforned by a sales service control unit
27, Fig.l 8 is a flowhart showi ng the procedure performed by > a sales
servi ce X08trol unit 27; Figs. 39 to 41 are flowharts show ng the
procedure O performed by a libr-ary control unit 37, Fig. 42 shows a

di Bectory str ftitaw etdfshops ot esibdatiien andwhden @at dngoawatdibdiedieviee
second enbodi nent; Fig. 43 shows a data structure of Extended Title Key
Entry ingl udethddt &4 ABSHEe KEY; m&mbirg. cd4di 308 Whosehairiotdmddiga tde
content of processing perfornmed by the library control unit 37 when

preVieWE@%%é?“%Jﬂﬂ-a§5e§99¥6tfoﬁikH?FiOn in which a copyrighted materi al
} ‘ Fig; 4B shows a situation in which a compatible device is

connected to the SD memory card 100 whose protected area

10 stores only an encryption key:;

Fié. 4C shows a situation in which a compatible device is
connected . to the SD memory card 100 whose protected area
storesvan encryption key and a Usage Rule, the Usage Rule
including Move Control Information authorizing data transfer;

5 Fig. 4D shows a situation in which a compatible device is
kconnected to the SD memory card 100 whose protected area
stores an encryption key and a Usage Rule, the permitted
number of moves included in the Usage Rule being 0;
.Fig. 5 shows a situation wheré a KIOSK terminal is
0 installed in a station or store;

Fig. 6A shows a situation in which encrypted data forming

the copyrighted material, plain text data, an encryption key,

and a Usage Rule are written into the SD memory card 100 by a

11




is noved the permtted nunber of noves, Wen the permtted nunber of noves
is set at six. Bes t Made for Carrvinsr Qut the Inven ti OW ng
enbodi ment describes a distribution system operated in acggfgg@?re)f%*h t he
SDM, SD Audio Verl.O 15 20 February 2004 WO 01/16821 PCT/ @8&69?@;;
standard, WRP1868Audi o Verl .| standard. Note that devices cgﬁb FARC M th
the SDM, the SD- Audio Verl.O standard, and the SD-Audio Verl.| standard
are known as conpati bl e devi ces, and devices not conpliant with any one of

these standar Zﬁta%&%ﬁarlg%r%térg&g P§V.£Cr‘3§b:airge $nAudi o Verl. O standard

enablesdégﬁ A e recorded onto a recordi ng nmedi um so that

speci al playback and editing of songs can.be perforned. | ontrast,, .t he
SD- Audi o Ver | .Fligstéﬁdémwénéblsést%’g’ﬁ’i‘gme‘ﬂhﬁ‘ﬁ?e??ﬁfy?gege%ﬁﬁ\?éd P o
previewed. 10 Fig. 1 shows a data structure o.f a copyrighted materiel. The
copyri ghted amter,i an smmayptidrecey awkng ¢SU$M%8UE¢oﬁP§ﬁ‘éP§5pF§W dat a,
plain text data, an encryption key used~,to encrypt the data, and a Usage

Rule fo WRG o 6CRediing Qfrd her cOBYH | ot &de Rt SDI REmoEyarplres 1600
encrypté Hggﬁghggg %%QﬁPéG-AAé'(Nbving Picture Experts G oup-Advanced Audio

Codi ng) . data,, ,and JPEG (Joi nt .Rhot.aogr.aphic ts Goup) still picture
daPa, aRY éndéﬁ&ﬁﬁﬁetﬁF nﬁﬁnlﬂggﬁggaﬁar%saﬁgﬁféétion data controlling the
reproducti on of MPEG stream data and JPEG still picture data. Furthernore,
the Usage Rul Eigncladesows ehdadRt arhotiTeeTeoh FRFHTRALI on showing the
nunber of tinmes that check-out is permtted, Mwve Control I|Information

showi ng t he ngrger 7ef shiowas at vatr inveneftSDfAudio q@pyyéyhted material is
permitted, and copy control information. Alternative 16 20 February 2004

Fig. 8A shows a server computer 103 and customer devices
belonging to a plurality of users (personal computers 111 to
10 116) connectedAto a network;
Figs. 8B and 8C show a situation in which the perscnal
computer 111 performs check-out and check—in three times;
Fig. 9 shows a distribution server included in a track
distribution system related to:the embodiments, a plurality of
15 devices, and a playback apparatus;
Fig. 10 shows a data structure of title and package for
copyrighted data when distribution is éerformed;
Fig. 11 shows a hierarchical data structure of a Default

Offer;

20 Fig. 12 shows files'and directories formed to record a

data set for a copyrighted material;

Fig. 13 shows a hierarchical structure of an AOB file;

Fig. 14 shows playback contents when each gOB and AOB

12




wo onbsm PcTi . rPOQO osssz situations occurring when the data set formng the
copyrighted material is recorded onto a recordi ng nedi um iy Fi gs.
2A to 2C. Fig. 2A shows a situation (1) in which the copy?PSﬁPE@m@m%gieria
is recorded on the recording nmediumw thout the Usage Rule. In this
situation () e1/iBe1 encryption key is not present, so the enceygplreshaia
cannot be decrypted, nmaking it inpossible to play back the copyrighted
material. Fig. 2B shows a situation (2) in which the copyrighted O
r~aterial is recorded on the recording, mediumw thout the Usage Rule. In

si tuat | ®19CK reasemdache et yiPBoAikeylanBlENEde RACKtiT TRAVSRFR/ present,
so this recordi ng nedi um possesses the rights to play back the copyrighted
mat eri al . Howgier., 1thahdsage fythe AOB fihbagi agoredorid g 4 st ot (puesent, so
the 5 encryption key and encrypted data of this copyrighted material cannot
be recor, n ot:herpirec ing nmedium Note that in this specification
t he encﬁggggg ngg%aﬁg gﬁéﬁyg{?bn key pairing that nmake up the body of the
copyrighted naterial are also referred to. as a content. Wien the encryption
key and encrypt8d Eét”‘as PE S & %re‘?iljg%dah’r%"é?ﬁ ﬁﬁﬁaﬁe&itﬁﬁﬁc%“}ﬁ% qéfaf‘l us is
referred to as 'playback rights recorded'. Fig. 2C shows a situation (3),

i ndwhi chrackodgniagktred material including a Usage Rule is recorded on a
recording 17 20 February 2004 WO 01/16821 PCT/ JP00/ 05852 medi um The
rights for mapagi ngsnesabeisn@ @fetidiel &Pyt bt e NBEeri &keexi st both on the
recording mediumand in a connected device. In situation (3), the situation
shown in Fig. C e d other.J € i i er.faorm ng
check S out, %ﬁgbk??npgﬁ gtﬁé i (aéﬁ}(éﬁ%ﬁqb t%ﬂiﬁg?gﬁggggtq%ﬁgag& ionto

pl ayback., Next, a_distribution nediumthat can store copyrighted
: the AOB files and AOBs shown in Fig. 14;

Figs. 18A and 18B show the setting of TKIs when two
10 tracks are combined-inté one;
Figg. 19A and 19B envisage a situation when one track is
divided into two;
fig. 20 shows clusters 007 to OOE stored in an AOB formed
from AOB_ELEMENTs #1 to #4;
5 Fig. 21 shows an example TKI POB_SRP settings for tracks
?TK#l to TK#4 included in the Track Manager:;
Fig. 22 shows the mutual relationship between
Default Playlist information, TKls, and AOB files:;
Figs. 23A and 23B envisage a situation in which track
] order is changed;
Fig. 24 shows the internal structure of ‘STKI***.SDT’;
Fig. 25 shows correspondences between AOB#1, ACB#2,

AOB#3, POB001.SAl, and POB002.SAl included in a\directory
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materials securely is explained. In the enbodi nents, an exanple of such a
distribution nediumis a sem conductor 10 nenory card (he rred
to as a Secure Digital (SDI nenory card?. An SD nenory'ca?g%%Bﬁ&QL%&ﬁ'in
Fig. 2C has the external structure shown in Fig. 3A being nﬂH)L g, .
24.0 mm wi P AH¥E3! 1 nm thick: about the size of a postage gﬁgﬁp, gﬁggswaﬂ
enough for a user to hold on the tip of one finger. 15 The SD nenory card
100 has nine connectors far connecting to a device, and a wite protect

switch 101 .o f1e a?&&'esﬂg&‘b%ﬁé@, bgTREDODY SDIC USRS STKIDEITIDIr prohi bit
overwritimg of recorded data. Fig. 3B shows a hierarchical structure of the

SD nmenory 20 card 100. /As shown | i,agram the hierarchical structure
of the Sﬁqﬁﬂﬁﬁﬁl%ﬁu?i¢fﬁﬁ?§°f%r%@dﬁgﬁéﬂfa physical |ayer that securely

stores the data set formng the copyrighted material, a file system|ayer
that is accesFeg .b@fedsirwa &iserugturegofehPBaAY -D8H4 © WO 01/ 16821
PCT/ JPO0/ 058~2 Al |l ocation Table (FAT, 1SOIEC 9293), with a cluster being

the smallest ynid. of7 aneass, coree Spord@hteat bonwkayeROBEALI. Y, encr ypt ed
data, an encryption key, plain text and a Usage Rule form ng the

Copyrig jal__ Fi 3 ughu ] ical |ayer of
The” SD ASRSA APk F R LTt h hg. Che SRyersal Fazee sF¥ihe SO memory
card 100. includes a systemarea 1, a hidden gt ea 2, a protected agﬁ%:i
AKE pr o6e8seagsufitant bhkes, @l J&t feRF JpPPag antt eE‘Fré{BR%%’n FYpting uni t
7, and a user data O area 8. The systemarea 1 is a read-only area storing
a medi arkeyrhlear i n| MKEBSRNKEY methid ¢ DyhTheorkBsRAGYHBEI HSRPSsE&E®d in this
area cannot be overwitten. Suppose that the SD nenory card 100 is

connect e L9<a dew GRcdybd hen Mihsmrl. urdi a |D 5 read by that device. If

t he connected device correctly perforns a specified cal culation using a

device key Kng%Eq 28A and 28B show correspondences between

10 AQBSAl.KEY, AOBSAl.URM, and AOB files;'
Fig. 29 shows an internal structure of a Titlg Key Entry:;
Figs. 30A and 30B envisage a case in which all audio
objects in a user data area of the SD memory card 100 are
moved to the customer device; |
15 Figs. 31A and 31B show the files arranged in the user
' data a;ea of the SD memory card 100 when only three of the
eight audio objects in the user data area are moved;
| Fig. 32 shows how AOB files, POB files, and STKI files
are moved from the SD memory card 100 to local storage;
20 Fig. 33 shows a structure of a digital terminal;
Fig. 34A shows a structure of a customer device;

Fig. 34B shows a structure of SD-Audio players 122 tp

124;
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internally, it can obtain a correct encryption key Kmu. The hidden area 2

stores the encryption key Kmu having the correct value, i ;rgﬁ t he
encryption key Knmu that 7 should be obtained if the connegpg%gﬁé cé9§

perfornms correct calculation using the correct device key Kd. The protected
area 3 st oM@ O0HI8dhcryption key and a Usage Rule. 19 20 FeRET/drap/03834 WO
01/ 16821 PCT/JP00/ 058~2 The AKE (authentication and key exchange)
processing units 4 and 5 perform nutual authentication between a .
connect ed device aqﬂhuag SD nenor¥ car? Igo usi ng the chal |l enge-response
met hod, verif ¥ 4%re HUtTRAYT R By BFCFRB 5S6pH6SHRT Qévitc ECHTF i f the
opposi ng device is invalid, stop processing. If the opposing device is
valid, bowcessing wnict ypeibn &eglgsbsdi sprRéypaks) is shared by the device
and 'the SD nenory card 100. Authentication performed by the device

connected to tghey .SBgTeyAdws Caxd didOdrhas sheeetphases. alsekbret, in a first
chal | enge phase, the device generates a , 5 0 random nunber, encrypts the

random ﬁgggg%s;i%{Qﬁ%{t%g ﬁpqrysé ié)@s&%agnaevgegét ransmts the encrypted

random nenory card as a chall enge value A. Then, in a

first response phase, the SD nenory card 100 uses the encryptiaon key Knmu
stored interndiBy 8d decd/fil v ahal $ReGEnTaF e RrogRauFraRemicS stk by
decrypted value to the connected device as a response value B. Foll ow ng

this, ia salesstsereriidey quretsml tureitodhect ed devi ce decrypts the chall enge
value A held internally using its encryption key Knu, and conpares the

decrypted val ge M B tRe J epERSH Mal B a@§@1§£85eéﬁ981%Q%f%@m@%ﬂ%&y
card 100. Authentication performed by the menory card 100 al so has three

phases. , FlL sty 10,9:30000, 5 | gge phpse. the SD

Figs. 39 to 41 are flowcharts showing the procedure
0 pe?formed by a library control unit 37;
Fié. 42 shows a directory structure of a protected area
and user data area related to a second embodiment;
-Fig. 43 shows a data structure of Extended Title Key
Entry included in P_AOBSAl.KEY;
S Fig. 44 is a flowchart showing the content of processing
iperformed by the library control unit 37 when previewing; and
Fig. 45 shows a situation in which a copyrighted material
is moved the permitted‘number of moves, when the permitted

number of moves 1is set at six.

Best Mo [=] Ln he ve
The following embodiment describes a distribution system

operated in accordance with the SDMI, SD-Audio Verl.O
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20 20 February 2004 WO 01/16821 PCT/ JPO0O/ 0~852 nmenory card 100 gener ates

a random nunber, encrypts the random nunber using the_encgygﬁbgagh&b4Knu,

and transmts the encrypted random nunber to the connected devic€ as a _
chal l enge value C.Then, in a second response phase, the cofnpgg gevi ce.
uses the eWOHFth key Kmu stored internally to decrypt the ch%ﬁ /3%6561 N
value C, and transmts the decrypted value to the SD nenory card 100 as a
response value D. Following this, in a second verify phase, the SD nenory

card 10Q.degryni s 4he shaldengevyal ue G behdrint enoalel Yhat upuiiceslO

-encryption key Krmu, and conpares the decrypted value with the response

value D transmtted fromt nnect ed.. deyvi : t he d i uses
an i mpr GRBPLEAGYY stith %hw{ o %r?%F%X%gugkgéuphes%%%c%%%n,aqﬁia enge
val ue A and response value B in the first verify phase_and chal | enge val ue
5 C andSPedpdise Verdlud Btandard seconknqerni 2§ pRREETPLE FEYiie&Fed ¢ be.
non- mat chi ng val ues, and nutual authentication wll be stopped. |If the

aut hent jgit ¥eaf nidte cppasidt demilcesny sonerbfi eHesbowereda rtise aAKE
processing units 4 and 5 cal cul ate an exclusive OR of chall enge value A and

chal| 6”9&%‘3‘53'&%&% and, Qi Ai n fihie $E581 @6 keyr Ksobyrdaapyat baasihe

k
usi ve using the encryption key Knu. The Ks decrypting unit 6 uses

t he session key Ks to decrypt an encryption key and_Usage.Rul e i.ch _has
al r eadyCQELlezétPélbF‘%%Fl?dOAFC\A%%l’ﬁ%gﬂe%’cﬁ?g?’O@/ Eggggg.ln erenr"?\glell}llg“r 37°'ngt ed
by session key Ks and output fromthe connected device. The encryption key
and UsageaRuspecatitdi mdd e dkhiandieatipindrofreongft €8R PRt BErROTPrR6t-ect ed
area 3. The Ks encrypting unit 7 receives a command from anot hér

" In contrast, the SD-Audio Verl.l standard enables copyrighted

material to be moved and previewed.

10 Fig. 1 shows a data structure of a copyrighted material.
The copyrighted material shown in the drawing is formed from
encrypted data, plain text data, an encryption key used to
encrypt the data, and a Usagé Rule for managing recording of
the copyrighted material. Examples of encrypted data are

15 MPEG-AAC (Moving Picture Experts Grgup—Advanced Audio Coding)

| data, and JPEG (Joint Photographic Experts Group) still
picture data, and an example of plain text data is navigation
data controlling the reproduction of MPEG stream data and JPEG
still picture data. Furthermore, the Usage Rule includes

20 checkout authorization information showing the number of times
that check-out is permitted, Move Control Information showing
the number of times that movement of the copyrighted material

is permitted, andAcopy control information. Alt?rnative
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3 device connected to the SD nenory card 100 instructing it to read the

encryption key and the Usage Rule, encrypts the encryptipgo%ggngﬂgzm%ﬁd

Usage Rule stored in the protected area 3 using the session key
then outputs the encrypted encryption key and the Usage Rule to the device
that i ssueWAY/1582! command. The user data area 8 can be acceBSE#HPI§{P5E?2 ‘
connected devi ce regardl ess of whether that the authenticity of that device
has been verified, and stores encrypted data and plain text data. If the
encrypti key. read m t he te d a_l h rrect val ue he
enorypt 88 AR s it ng H08h°EhEaaFE o5t  do R B s P YER I Sheda.
Readi ng of data fromthe protected area 3.is perforned together wth

decr ypt Mt epdeflodfed a5PE¢RA KeNE_CcRY BEFAFILRLT MEddNT & VEIIWh - r f or med
by the Ks encrypting unit 7. Therefore, the protected area 3 20 can usually
only berageesgad thy 2 .connect ed devi ce when that device has successfully
performed AKE processing. The following is an expl anati on of data obtained
by a devi ce cgnpecbed C { ; ; 2 20
Febr uary S00a N o1 8521 %%%?P%% o%%%zgilgoﬁﬁgw%gﬁfgg?g é’thfsﬁ’;t%dz
copstitutes a copyrighted terial. Fig. 4A showg.a first exanple, in which
o nCORBEEFRPS. Gy FRE St ibciil TRORHELED TERBEP Mabioro CAmakass
protected are 3 stores only an encryption key. In this case, the 5
encryptBdldat alanghplsaisd tuattiatat 6L st ofeel ¢mcryetugnr kdyt 4saned 8 can be
read, but, since the protected area 3 cannot be accessed, the encryption
key canppésbetpbtai aae. eHrSfiddiatd o dsndsterte cabctPpsetiahaking it Even
t hough the device is connected to the SD nenory card 100, it cannot O

~obt ai'n; rrgh t o ' j cannot. be
repﬁod&%&ygﬁﬁgesggohgagggﬁp es om%#%%%g@gé%g%éti bl e device is

connected to the SD nenory card 100, whose protected area 3 .
Fig. 2B shows a situation (2) in which the copyrighted

0 mafe:ial‘is recorded on the recording medium without the Usage
Rule. Ih situation (2), both the encryption key and the
encrypted data are present, so this recording medium possesses
the rights to play.back the copyrighted-material. However, the

Usage Rule for managing recording is not present, so the

Ot

encryption key and encrypted data of this copyrighted material
cannot be recorded onto another recording medium. Note that
in this specification the encrypted data and encryption key
pairing that make up the body of the copyrighted material are
.also referred to as a content. When the encryption key and
) encrypted data are reéorded on a recording medium, this status
is referred to as ‘playback rights recorded'.
Fig. 2C shows a situation (3), in which a copyrighted

material including a Usage Rule is recorded on a\recording
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stores only an encryption key. This device can read the 5 encryption key

stored in the protected area 3, together with the encrypt | ai n
text data stored in the user data area 8. This neans that%ﬁﬁ%%h%ﬁgggygle

devi ce can obtain playback rights, and play back the copyri %ht ed material .
However, aMGsBIé8Rule is not stored in the protected area 3X 0 &8%PHs* .

devi ce cannot read a Usage Rule fromthe SD nenory card 100 and is unable
to obtain the right to nmanage recordi ng of the copyrighted material. In a

third exanpl e sh in Fig. [ Lee 23 2 U e 2004 W
O 01/ 16%?%/\]% (ﬁﬁﬁ séoc%nnﬁ%ﬁ%?ﬁ%op%ﬁgg%%r $%C§P§ %OOF V\A‘IL%’!;E
protected area 3 stores a Usage Rule and an encrxgtion keﬁ. The Usa %Kﬁule

i ncl udesamewd aGoreddit [ertdy @it i e STRP FGLERaleghE™B08 F& FertTd S0

t he connected device can read a copyrighted 5 material corresponding to the

Usage Rdle&ifdeqm trie sSRusvimrmy CHrd 0 sbduatbes Fhosn an Fhder 78 iSA8Y
recordi ng medium Wen the Usage Rule is recorded on the internalized

recordi g USANM Bl RAMAAUL Geddit £apNieaNRODIBDEE EOLrexigsLhdaOth on he
i nternal recording nmedium and on the menory card 100 10 and rights al so

Thé cop§iFanCes ket FAE FASmITRE S5 (TR Y Sas 6 1000 TheeSdel et on o

conpl etes the transfer of both managenent rights and the copyrighted

mat er i akdHiaionhéoSPlampeck.card 100 to the connected device. 15 In a
fourth exanple shown in. Fig. 4D, a conpatible device is connected to the
SD nenory car g§ek@0gawiese ribetrdeire theadinan X st Dresn astsagecPulyeighd egh
encryption key. The Usage Rul e includes Move Control Information show ng

that the purhen of RELTN o4 WBS ided, sthihee UsAssaRibaeanael be moved,
evrc o

and ?0 connécte e cannot obtain managenent rights. In this case,

st of SxaAR O SHERL CRd SRRET 01 TRVEG 47 of +emlEEALECES 2

10 memory card (hereafter referred to as a Secure Digi;al‘(SDl
memory card). An SD memory card 100 shown in Fig. 2C has the
external structure shown in Fig. 3A, being 32.0 mm long, 24.0
mm wide and 2.1 mm thick: about the size of a postage stamp,
and small enough for a user tq hold én the tip of one finge;.

15 The SD memory card 100 has nine connectors for connecting to a
device, and a write protect switch 101 on one side, which can

be set by the user to permit or prohibit overwriting of

recorded data.

Fig. 3B shows a hierarchical structure of the SD memory

20 card 100. As shown in the diagram, the hierarchical structure
of the SD memory card 100 is formed frqm a physical layer that
securely stores the data set forming the copyrighted material,

a file system layer that is accessed based on a ?ile

18



this indicates that the permtted nunber of noves was 24 20 February 2004
wo omssm PCT/ JPO0/ 058~2 originally 1 or nore, but that thgogggxﬁ%ﬁgpdxj
materi al has been noved to a device one or nore timnes, the n er of
perm tted noves decrenented, until it has reached 0. This conpletes_the
expl anat i oHOG1/1682¢ structure of the SD 5 nemory card 100. TIRQURK? ce
used in EMD is explained. Such devices may be divided into four types:
distribution servers, digital termnals (first receiving apparatuses);

cust orteg, deud £es, (368900 (racel ity AP IR USES)1 800201 AUdL: BleAVSY e

(pl ayback appar at uses td 124, These types of 0 device are explained in
turn., A representati~te distributiopn servgg.and.digiga termnals for this
a%i@ fv

|
enbodi nERtl bRt sHBWR PA BICGESSH S AHF BT AL ¢G5t SeF Y4&Vi ces are

shown in Fig. 7A, and representative playback apparatuses are shown in Fig.
7B. A déstrybuedodase;ven gdRrnyptHiaqn Kewt @lesin dexh sae poPsagef Rovea
plurality of copyrighted materials. If the purchase of any one of the

copyri gfgﬁgir{'@t@qé aégpp§i@gq%@§mmaq,di gitah term nal or custoner
device, the requested Copyrighted material is transmtted to the rel evant

digital 1 term nal,or_custoper i i_a o4 t rgien 104
tdgllo in Fi sﬁgfi3§Afh3Ha gﬁeaggxgggﬁ%kééﬂ%9§%¥3%ﬁ%%%¢%*efégé?cgktﬁgg
obtains a data set formng a copyrighted material by Eéggsger via_a_petwork

from 255D mEmqEehrea¥y 2004 WBNO ThEGSRYREE-) PO (HRYLS R¥EFi Bt FBR

server 103, which is operated by a record conpany. The network may be a
W red regwiEtospcaad 1 SONintLodegr at ey sSenviaarsn O gi @ ahiddenoakyaock, PSTN
(Public Swtched
a protected area 3, AKE processing units 4 and 5, a Ks
decrypting unit 6, a Ks encrypfing unit 7, and a user data
0 aréa 8. -

Thé system area 1 is a read-only area storing a media key
block (MKB) and a media ID. The MKB and media ID stored in
this area cannot be overwritten. Suppose that the SD memory
card 100 is connected to a device, and the MKB and media ID‘

5 read by that device. If the connected device correctly
?performs a specified calculation using a device key Kd held
internally, it can obtain a correct encryption key Kmu.

The hidden area 2 stores the encryption key Kmu having
the correct Qalue, in other words the encryption key Kmu that

) should be obtained if the connected device performs correct

calculation using the correct device key Kd.

The protected area 3 stores an encryption key and a Usage

Rule.
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Tel ephone Network), a satellite broadcast |line, or one of the 5 various

types of wireless networks, such as a cellular system Th i
termnals 104 to 110 can be divided into KICSK term nal s ?ng?%&%g§P%which

are installed in stations, airports, nusic stores, convenie ores and .
the |ike, WhYHPE phone 109 that communicates via a wirel eg?ré%b?/ﬁﬂsé% 10."
system and a set top box ~STB). 11d used for receiving satellite
broadcasts. Fig. 5 shows a situation in which KICSK ternmnals 104 to 108

are installedrhg skal |(QNE NSIQSn At 184y SheBadgs) LyRbee8singwhi ch a
data set formng a copyrighted material is witten onto the SD nenory card

100 by 15.a digital termnal, in this case the npbil 09. Fig. 6B
shows auE?Fﬁaﬁiéﬁgiﬁ @ﬁﬁﬁ%%y(ﬂﬁgf ta¥§§?ﬁ?1°%F%%%y§?§Q§§§ %aterral i's

witten onto the SD nenory card 100 by a digita | termnal, in this case
the STBcanBeckedSHevécs walds thoy I MO & Cahnkl} edstBIthRedi stribution
server 103 using a 20 dedicated fiber-optic line, and obtain the data set

via t'highdedifatedekbbaseThetndd, erqphioche (109 abtiémsi¢hey daf atset via a
wi rel ess base station and tel ephone exchange, and the STB 110 obtains it

via a c icati atel Lj t. | her 20, Febr 2004+

017 168290857 +18) HRRTcRe, ﬁ&%%ﬁﬁ‘.%ﬁz Rgvick FPIHNALIN%ecolD

drawi ngs access the distribution server 103 to present a.glurality of
copyrig%%%%eﬁﬁﬁéﬁial§stBFe&p§W§&”ﬁbéﬁ?ﬁfﬁb’ﬁ%d? n RPEYRSt r#Bution 5
server 103 to a user, and receive a purchase request for one of the

copyri ginedypeieni key flsemstba kear KsOnds shanachdae theuietisorarfe of the
copyrighted materials has been made by the user, a signal requesting

transmigsd ofip Ohehbeydab@adsebof. or Mukt ditiisatdpy it frknied &y alhé s .
transmtted to the ~0 distribution server 103. The digital term nal f
receives INe tLaNSOLLLgd ot ReSEh fRMEN0 LR G HAEh JBLRHd sds from the
0. First, in a first challenge phase, the'device generates a
random number, encrypts the random number using the encryption
key Kmu, and transmits the encrypted random number to the SD.
memory card 100 as a challenge value A. Then, in a first
response phase, the SD memoryvcard 160 uses the encryption key
5 Kmu stored internally to decrypt the challenge value A, and
Etransmits the decrypted value to the connected device as a
response value B. Following this, in a first verify phase,
the connected device decrypts the challenge value A held
internally using its encryption key Kmu, and compares the
0 decrypted value with the response value B transmitted from the
SD memory card 100.
Authentication performed by the SD memory card 100 also
has three phases. First, in é second challenge ?hase, the SD
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di stribution server 103, and saves it, before recording it on the SD nenDry
card 100. Custoner devices 111 to 121 have_an internalizegokgbﬁlgpgdy
medi um known as | ocal storage, and nanage a hone nusic |i rary 3 from
copyrighted nmaterials obtained via a network route and an SD nenory route
(a route t 4R 0HI33Ins copyrighted materials via the SD nenorJCEHAPWHB) a as
wel | as perform ng playback and check-out of copyrighted naterials O
recorded on the SD menory card 100 or |ocal storage. Fig. 7A shows various

types of us 0 e far anpl conm o] and
audi o syt (a7t 50 23pneRas e g Fa A O I b (e e At

pl ayers used to play 27 20 February 2004 WO Ul /16821 PCT/ JPUU 058~2

back coftemes ‘Jﬂﬂlln%ft?ﬁeeﬂéﬂ@ééo%ﬁﬁﬁ AR @nd7 A 93RAR L5+ &yl i Zzed | ocal
storage and nanage a hone nusic library. Local storage includes a protected
area anénesemtisd aramdan aontdbes aor ebher dongemtdidimevhiate e etha Slanegs
data sets 5 fornmed of copyrighted nmaterials, as shown in the exanpl es of

Fig. 4. Ihel o 0% i'si@nzexplkanat ey eBstehehfa%ct ites RIditEg by such

consuner deV|ces akihg a personal conputer as an exanpl e. Flrst t he

whi ch cust r devices ob ain 10 c i ght usi ng the
nerork%%X&F§|§§§5q#hﬁrﬁﬁFr¥?§l CBA %Ko&gutﬁggg gtﬁpgﬁfpgh §er er 103, and
cust oner devi ces belonging to lurality of users (personal ~conputers 111

to 116) ,dearrwp@omm:tce‘dalberageev k. Couandntragemise the deiqrypiad git al
termnal, can access the distribution server |15 103 via the net wor k, and

obtai n ¢aguer taDthefsm s Ay | ¢yr®f L0OPysi ghtedponker vallae @accumnul ati ng
t he obtai ned copyrighted materials in |ocal storage. A hone nusic library

can be SP%WW%%"%@W 2 Slorage by-1epeghedly eRbakhi REMERRY Idaghy ed

nateria S via
100 decrypts the challenge value C held internally using its

10 -eecryption key Kmu, and compares the decrypted wvalue with the
response value D transmitted from the connected device.
If the cohhected device uses an improper encryption key
Kmu to perform mutual authentication, challenge value A and
response value B in the first verify phase and challenge va;ue
.5 C and response value D in the second verify phase will be
judged to be non-matching values, and mutual authentication
will be stopped. If the authenticity ef the opposing devices
is verified, however, the AKE processing units 4 and 5
calculate an exelusive OR of challenge Qalue A and challenge
0 valﬁe C and obtain the session key Ks by decrypting the
exclusive OR using the encryptioe key Kmu.
The Ks decrypting unit 6 uses the session key Ks to
decrypt an encryption key and Usage Rule which hes already

21




:0 and check-out and check-in of each copyrighted material can be managed
based on the correspondi ng Usage Rule. Figs. 8B and 8C sh I {on in
whi ch the custoner device 111 can perform check-out and c%gg%Pﬁ%*%%6QO
three tines. In other 28 20 February 2004 WO 01/16821 P 286,088 2 ;
wor ds, theWM3HG&3Hul e shows that check-out is permtted, aﬁ}/cﬁxf an- upper -
limt is s',~et on the nunber of check-outs, check out can be perforned
until this limt is reached. This process is perforned as foll ows. The SD

nmenory card 100 is .5 & L 40 Ed6 RySiRAehuEpUtCErdml thanddnneacted
check-ogjteeinns?tnrcugcfatoen&i%;nisgéssﬁ%d%' en%ﬁypt ed data gnd plain text data are

itt into th dat 8~ t he. SD : . ti
ey cor KBdBRl nd 1% THEXR RECHAITAr ReLk SREGMErL S S Ve "

protected area 3. Then a nunber of ~.0 check-outs is decrenmen~ed. Tf the
dat a setdetatymitigt here opyirt et ed tat Ere BDroteceedr @a8820At0 three SD menory
cards 100, thereby causing tY~e nunber of check-outs to be decrenented to

0, the customgyden e/ dbbtsels drhie enareps iess keycommengptedmdana,t e
plain text data stored inlocal 5 storage in a state thab does not permt

check-out, ,as shown in Fig. ' r rf LN h Rablies ta dat a
sef forﬁ?ﬁécﬁ E@ﬁ%ﬁcgthe[{cf%nntt%e%rigﬁ rtt?%mc@? r%%%édgggoﬁﬁ%ﬁgugggngmry card
100, thereby enabling a conpatible device to p%a% back thet%ogxgighted

mat er i alreabe fheommestRt i ey SO e VW I2FT 190% bGtShef “to Copy it to
anot her recordi ng nedium The reason for this is that the conpati bl e device

does noknhkayetd ddsagsy Rl thend soye i $@<aﬁe¢ihéne'ﬁ6?yBFP6ﬁCPE§§d BrY5A t he
SD nenory 29 20 February 2004 WO 01/16821 PCT/ JP0410~8~2 card Z00 and
record kt ,Qahg ihS QULdUELRR) iKed dReoieMgoutputs the encrypted
encryption key and the Usage Rule to the device that issued
10 the command.

The user data area 8 can be accessed by a connected
device regardless of whether that the authenticity of that
device has been verified, and stores encrypted data and plain
text data. If the encryption key read from the protected area

15 3 has a correct value, the encrypted data stored in the user
| data area 8 can be correctly decrypted. Reading of data from
the protected area 3 is performed together with decryption
performed by the Ks decrypting unit 6 and encryption performed
by the Ks encrypting unit 7. Therefore, the protected area 3
20 can usually only be accessed by a connected device when that
device has successfully performed AKE processing.
The following is an explanation of data obtained by a

device connected to the SD memory card 100, the ?D memory card
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medi um or anot her recording nmedium |f an inconpatible device attenpts to
read and riecord a data set fromthe SD nenory card LOO, i
cannot access the protected area 3 (see 5 Fig. 4A), and 525?%bﬁﬁ®§#¥ﬁfo
obtain the encryption key and the Usage Rule. Therefore, in actual fact,
t he copyri ga@disdat eri al recorded on the SD nenory card 100 BEHIBA0/05852
recorded onto anot her recordi ng nmedium wi thout the Usage Rule. This neans
that a first generation copy fromthe custoner device 10 onto the SD nmenory
card 10Q is~permtted, but a second genenation copy fromthe SD nenmpry card
100 ont 0-%8h&ATENT et HafihgSHedFifti SCRSE LHLEES: e .OWI&%%%’P%EE%E%M
generation copies, unlimted copying is prohibited. Next, the nethod' by
whi ch cust oneFidevidideshutaia Abrsopgxaghlied nat ehiigh dra itheorgta idmbe y
card route i's explained. Fig. 9 shows a distribution server 103 included in
a track gdiSill QW i siaM Sl @hé Nept Rehbiy BRI witdkk GoRbtsatédy of
devi ces and pl ayback apparatuses, when the custoner device 111 o~atains the
copyrighted_material via the 20 SD nenory card.ro .. Processi per f or med
by the SBEm8nSPTEL #7100 &b BT R-t AR ié%gpyriIEh'tétélgsnéJtaesrel’aléskp?s as
foll ows. Wen, as shown by arrow nvl, the Usage Rul e of the copyrighted
met er i afnsrypsgdonatize 290 mafory ek 4abai REPEREs LRbFEMseRFHdehr uary
2004 WO O1/168?1 PCT/ JP00/058~2 Control Information showi ng that at |east
one novarks peednt bedredit Gustoneincevike ptdteeads theadd ametotf dean ng
the copyrighted material fromthe SD nenory card 100 as shown by the arrow
nv2, an S I i i } bhaker ngldized | oca
storagegcégﬁgééfngﬂghfgggPﬁgﬂﬁg%ga%§33€%é§$ngétﬁgtgégsgfgh?ggéﬁateriaI is
deleted fromthe $SD nenory card 100._ By fetchipg the copyright mat eri al
from t B SERFLRBNBAy 1egRg: éﬁjﬁ*ﬁﬁgkkﬁ%tfhg'itgvﬁﬁe gﬁﬁ%ﬁ: tions are
created within the custoner device 111 as when the copyrighted 'O nateri al
was obtd¢wiedebyst hennecwerdk tcotthe SAMemoxHi 6argdhe0fusidmeand@A ce can
per f or m.check-out based on information in

.0 -obtain playback rights and so the copyrighted material cannot

be reproduced.
In a secondAexample shown in Fig. 4B, a compatible device
is connected to the SD memory card 100, whose protected area 3

stores only an encryption key. This device can read the

w

encryption key stored in the protected area 3, together with
| ithe encrypted data and plain text data stored in the user data
area 8. This means that the compatible device can obtain
playback rights, and play back the copyrighted material.
However, a Usage Rule is not stored in the protected area 3,
0 so the device cannoct read a Usage Rule from the SD memory card
100 and is unable to obtain the right to manage recording of
the copyrighted material.
In a third example shown in Fig. 4C, a comPatible device
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the Usage Rule. On the other hand, if the Usage Rule of the copyrighted

mat erial recorded on the SD nenory card 100 as shown by t

i ncl udes Move Control Information 5 show ng that noves ca26625%%¥¥%y%%d 0
tinmes, the custoner device 111 cannot read the data set for:?'n JPE)Q{? 52
copyri ght eWORit€#31al fromthe SD nmenory card 100. The SD ne ‘?‘3 #2100
can be inserted directly into SD- Audi o players 122, 123 or 124 bypassing

t he custoner device, as shown by the arrow nsl, and pl ayed back.

Copyri ghy eQ&%gﬁ%ﬁﬁM@ A5Ree, Rubes t0noLnbeempred smedbarsed ¢ at a

| ower price. e permtted nunber of noves in the Move Contr ol

I nformation has been set at 1 by the_ distributi se r 3 20
Febr uar 5+2888 A0V68AF6434 PEH Pﬁb/%%%gépﬁﬁoﬁi §g99 ?ﬁ% Hisggee € s moved

bet ween recording nmedia with the permtted nunber of noves in the Mve
Cont r ol ihol odeat Moreb&lan: rald Uoeip Fma t hen f shPyhidg thay. ORét BBFR LS. --> SD
Menory Card 5 Permtted Nunmber Permtted Nunber of Moves = 1 OF Mwves =0

Wien t hgs pef At Ehed sBUIRY fndBvtesd | dethee Mosr €eatr al cbplyoightedn has been
set at by the distribution server 103, the Usage Rule is noved between

recordi ng nedia w.th_the rJg t r kRet nt r ol

| nf or nat %rba?n§°F58&Q§H&gﬁﬁfﬁgaH%ﬁ?OMAn gmggiegg¥§§rﬁa?-?g g%#%éggry Card
---> Local Storage Permtted Number Pernittgd haner Egnnitteg.h%nber of
Moves =2réflfiBvasd=staze Ndve&d 2 Y-S Rgeh? 8 chSEBrEr "delFca"Ont ai ns,
via a network, a Usage Rule with a permtted nunber of noves set at 2 by
the di sinébuthenUsegeeRulG3 is eeddsedrd Rt ethe hbveanpéireenreeestdndg
media (SD nmenory card 100, |ocal storage) with the permtted nunber of

moves i 4 Nem Moy et FRNUEeRli ddif amaatd sy 2geédgmaeduted enithe bothownng
way. Network ---> Local Storage ---> SD Menory Card Perm tted Nunber

o . DR TS MRl e 2o phokgRory Lcatebes - C
10 and rights also exist in duplicate;.éo the .connected device
performs processing to delete the copyrighted material from
the SD memory card 100. This deletion cqmpletes the transfer
of both management rights and the copyrighted mate;ial from
‘the SD memory card 100 to thg conneéted device.
15 In a‘fourth_example shown in . Fig. 4D, a compatible device
' is connected to the SD memory card 100, whose protected area 3
stores a Usage Rule and an encryption ﬁey. The Usage Rule
includes Move Control Information showing that the number of
permitted moves is 0, so the Usage Rule cannot be moved, and
20 the connected device cannot obtain management rights. In this
case, the copyrighted material on the SD memory card 100 is_
treated as a ‘master'. When the permitted number of moves is 0,

this indicates that the permitted number of moves was
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20 February 2004 wo oinsszl PcTi.rPOO osss2 nunber of permtted noves set
at 3, the Usage Rule can be noved fromthe custoner devic oca
storage. Copyrighted material can be noved via the SD neng?yggg%gﬁ§%%, but
note that noving copyrighted material directly fromone 5 | ocal storage

| ocation twooiotéser is not permtted. Network ---> Perm ttededyusdvenssst
Moves = 3 Local Storage Permtted Nunber of Moves = 2 0 -->Local Storage
---> Permtted Nunber of Moves = 1 SD Menory Card Permtted Nunmber of Moves
= 0 SD-Audi o players 122 to 124 perform check-out to play back, using an
encr ypt P IRER L lohck YR deP R abwgcéha‘édtaﬁ §oPRYEdEhdsce MedEsridilndiatedi um
SD- Audi o pl ayer 122 is a set of headphones, SD-Audio player 123 is a

port abl eedavimoeedan FDAlEk Dcpl ayerot2dors aimeisst havad tthevintebeldsers can
use such devices to play back the encrypted data on the way to work or
SChool . pkBn9REcEX AR Idedddhedted] @ntRia;echaborihiged eopyright ed

material is noved to the custoner device 111, the customer device 111
checks out thg encrypted data.and encryptjon key based on _the details
witten in th@hEEaﬁé%ﬁﬁﬁﬁeﬁiih?(ﬁx ?%9“tﬂfe&gﬁofgﬁﬁFEuFECSEthﬁ redi a.
If the encrypted data and encryption key is checked out to three 33 20

Febr uarperooy werd1/106821 NeG JROCIOE8SR word abh eEMBcdpdergladded.in this
way, the SD-Audio players 122 to 124 can reproduce. the data that has been

checkedsadh . ddhi segorpletrs diRel dxp| aied | fsuof L §hes dedi sesivgedohn MD.
Next, the data set farm ng the copyrighted material will be explained in

detail . Fi t 1 i.n swhj ’ i ; i f d
rom tieshiehs | BFarRaTt e BN CORe U e RS bt L R T T he
hted materjial at distribution, is

data structure of the copyri% )
; Customer devices (Second receiving apparatuses) and SD-Audio

players (playback apparatuses) 122 to 124. These types of

0 device are explained in turn. A representatiVe.distribution
server and digital terminals for this embodiment are shown in
Figs. 5 and 6,  representative customer devices are shown in
Fig. 7A, and representative playback apparatuses afe shown in
Fig. 7B.

A distribution server 103 in Fig. 5 stores a data set

(9]

zformed from a plurality of copyrighted materials. If the
puréhase of any one of the copyrighted materials is requested
by a diéital terminal or customer device, the requested
copyrighted material is transmitted to the relevant digital
) terminal or customer device via a network.
Digital terminals 104 to 110 in Figs. 5, 6A, and 6B are
examples of a compatible device that obtains a data set

forming a copyrighted material by transfer via a network from
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expl ai ned. Copyrighted materials in units such as songs are O distributed
in Units called packages, and collections of copyrighted ?@%ggh@ godch as
music albunms in units called titles. The data structure of packages and
titles is explained with reference to the exanple shown in Fig. 10. |In the
drawi ng, a WPtR@sé§2d formed from one or nore packages #1 to 5P§N.‘IP(I§§)6§PQ‘_ S
package is a distributable file, and includes a header, a Navigation
Structure, a plurality of Content Elenments (CEL#1, #2, #3 and so on) and a

Cor o L aThenlRYEATLLa0H 163 IR 1k 431 3oRia oo Bea hayback

control proceéedure, 1 ndicating how each Content enent is to O be played
back. In the exanple in Fig. 10, the Navi.gation _Strycture indi s that
the pi cteREPaBY ect TBE BREYSTKsTEY RE Bi§b&§9e8%ﬁmﬁ#kjﬁﬁé?i%spfgggd back
Content Elenments (CELs) are information elenments which 34 20 February
2004 wo (ImtsedrPedir Seovdsssz Digitrih¥etwpyki ghre® ST efBullial $wikekedi n
ternms of nedia type. In this case the copyrighted nmaterial is a song, and

i ncl Udesl‘@i"@ﬂ)l?@né‘ PEOUBLLKPN B ghueg1tbat birsatieabe diiswd,ayed swerof hehsong
is played back and the Like. A package stores 5 such data as different CELs

di [ di Th hird ' | h I :
CELh | SRS AR o BAES BBE ol REHORY Eneoand T e Saumir o1 & Certai n

song, CEL#2 is a tine search table showi ng data interzgts in t CE%FEG-AAC

st ream Fhecmligivmbnterainal fedffi §0attlssal 88 ShyiGeeddHd i vals, and
CEL#3 is JPEG still picture data to be displayed as a background i mage when
CEL#1 i = grdmiretl Haoks Thus0s8jtwbanhbarsednsthalednfior saritarerfor each nedi a
type relating to a song is stored as an individual CEL inside a package. O

this data dhe MG si1eagtdaLa, aBdntbeishib! sBopkst UnA daled Jane encrypt ed
to obtain copyright protection, and stored in the package as encrypted

ot e S AL, AT ORATEN PP IPIAND GESURREAdETENt S o

10 system, aﬂd a set top box (STB). 110 used for receiving
satellite broadcasts. Fig. 5 shows a situation in which KIOSK
terminals 104 to 108 are installed in stations or stores.
Fig. 6A shows a situation in which a data set forming a
copyrighted material is written onto the SD meﬁory card 100 by

15 a digital terminal, in this case the mobile phone 109. Fig.
6B shows a situation in which a data set forming a copyrighted
material is written onto the SD memory card 100 by a digital
terminal, in this case the STB 110. KIOSK terminals 104 to
108 are connected to the distribution server 103 using a

20 dedicated fiber-optic line, and obtain the data set via this
dedicated line. The mobile phone 109 obtains the data set via
a wireless base station and telephone exchange, and the STB

110 obtains it via a communications satellite and a fiber-
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sold, and includes a retail price and an encryption key for decrypting

encrypted data included in the copyrighted material. Fig. e
hi erarchi cal data structure of the Default Offer. In the 593&?&%, mﬁﬂ
Default O fer includes a.n 35 20 February 2004 WO 01/16821 PCT/ JP0O0/ 0~852
"Off er” Heasao 01/16821 CEL Keychain', and a 'Digital R ght ManagR@EBHRU0/OSERN), . -
which is a Usage Rule indicating the rights to control recording of the
copyrighted material. .The internal structure of the CEL Keychain is shown
wi thin the broken Ilnes Dil, and 5 includes a CEL Keychain Header (CKH), an
attri but®ter 1 CEL Keychain CK ATR, and CEL Keys (CKs) #1, #2, #3, #4 to
#n, each used to decrypt CELs included in a sanme package. The |nterna
structure of e B@ﬁﬁtﬁlﬂtmwmwmalﬁnshhenbiokenaidn&wﬂ@g§ afwe 3SRM el udes
"Move Control Information' 10 (MVCNTh) , ' Check-Qut Control Information'

(CGZNTI )dlstrpgdﬂﬂér?dstﬂ@é’rpafd@ D}éreé?ﬁt@%ﬁhra@ﬂ@ UY Sy i ghEddut er
| Ds PDDRM to Move Control Information indicates

whet her e fro nenDr rd 100 to I qQcal_,stqgy. e tted
when th& 58 oy AlghtS g‘c?rrf'aq et & ’Tese/%? %ﬁﬁymfglwcg‘r%dé: % % %er]'gﬁ)lt%eorrrr{;y card
100. The Check-Qut Control Information indicates the nunber of tines

chéck- o§erEe It AO X kst chetsatoviand i Lo gRE ViRt BeBURKERSENE SEyRFS fiftePTifat eri al
is noved to | ocal storage. The Permitted Playback Count indicates the

condi ti efstke wadeir wWhudd plarydrmickl of fidre thpynisght edOmateera gurichase
permtted. The detailed setting of the Move Control Information is shown

bet weenrgagggg ?gge log '%h%etctdad&&ﬂﬁh@% hodbeakes hhat pacmwRdd Yy the

SD nenory “car ocal stor 20 February 2004

the user, a signal requesting transmission of the data set
forming this copyrighted material is transmitted to the
10 distribution server 103. The digital terminal‘receiVes the
transmitted data set forming the copyrighted materiai from the
distribution server 103, and saves it, before recording it on
the SD memory card 100.
Customer devices 111 to 121 have an internalized
(5 recording medium known as local storage, and manage a home
music library formed from copyrighted materials obtained via a
network route and an SD memory route (a route that obtains
copyrighted materials via the SD memory card 100), as well as
performing playback and check-out of copyrighted materials
0 recofded on the SD memory card 100 or local storage. Fig. 7A
shows various types of customer devices, for example personal
computers (111 to 116) and audio systems (117 to 121), and
Fig. 7B shows various types of SD-Audio players gsed to play
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5 WO 01/ 16821 PCT/ JP00/ 05852 not permtted, while a setting of 0lh

i ndi cates that one nove fromthe SD nenory card 100 to | oggal IS
permtted. The digital termnal that received the packageﬁgggﬁgﬁgﬁggmfhe
nunber of permtted noves shown by the Mowve Control Information by 1, and .
t hen recorw® ainesziecr emented i nfornati on on the SD nenory caf/RIGOBH2t he * -
digital termnal. The detailed setting of the Check-Qut Contro

In~formatien 10 5 3 is shown between the broken |ines py2: A setting of 001

i ndi cat t hat check- out t i ghted teri,al d. ' |
(1o onl Pa6ko oAty bl Ut GSCHEPRBSoP B3 00 Ctae T R Lheck. out -

of the copyrighted material is permtted twice (to two recordi ng nedi a),
and set thhgsnafl izeghdlacd hditaragehandcRasRoBud NOMFeFfWStied ¥F 2t ee and
four recording nedia respectively. The detailed setting of PB COUNT is

shown bebwaen sicbe Ryokiaiclides PYprobBcCeiNdreackhndesse rPldatzack <l e
i ndi cating the nunber of seconds counted during one playback of the

copyriggéﬁg&gatgfegte%'dr ggq %{c{x%&?a&ﬁa@ygaﬂewdgﬁa&g@gdtak&% ygrher of tines

that pla € CO material 1s permtted. Next, the data
structure into which the data set forpmng_ the cogynighked nﬁterialﬁ%g

coPver t EATTREN OfhERIFATREMFREF 5P | 25 r BR8P Hedoff's FRETEDSTefdry card
100 is explained. 3? 20 February 2004 1VO 01/16821 PCT/ JP0O0O/ 0OS852 When

t he copyigghted Mateerficdlldwsingcios dan expbanaeisD Aaéndhy ERNELLOMS units
such as songs are converted to a track format. A track includes an audio
obj ect (ADB) houed QA FUHMBAEE devices, taking a personal computer

:as an exgmple.
First, the method by which customer devices obtain
10 copyrighteﬁ materials using the network route is explained.
Fig. 8A shows tﬁe distribution server 103, and customer
devices belonging to a plurality of uéers (personal- computers
111 to 1l1l6), éll connected to a neﬁwork. Customer device 111,
like a digital terminal, can access the distribution server
L5 103 via the network, and obtain one or more of a plurality of
| copyrighted materials, accumulating the obtained copyrighted
materials in local storage..
A home music library can be constructed in local storage
by repeatedly obtaining copyrighted materials via the network,
0 and check-out and check-in of each copyrighted material can be
managed based on the corresponding Usage Rule. Figs. 8B and
8C show a situation in which the customer device 111 can
perform check-out and check-in up to three times: In other
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audi o data, a picture object (POB) formed fromencrypted 5 picture data,
and Track Information (TKI) for controlling track playbaCEGFéﬁ&mﬂF(iM
formng the copyrighted material is managed in track units, regardless of
type. Collections of copyrighted materials such as nusic al buns are
converted W@ 81/868br mat known as a track sequence when 10 r e8OTHRW/0S58320' t he -
SD nmenory Eard 100. A track sequence includes a plurality of tracks and a
Playlist defining the order in which the tracks are to-be played. A data
structure for nagi.ng th opyti ght terigl on the SD neppry card 100
as trackwso%?%i g&f‘? geéigggqgﬁﬁge\éﬁg%%%&ﬁ?r&ﬁ%_ﬂ% LE %?r@%ggﬁgs% files
and directories formed in order to record the data set formng the

copyri ghtfednmairpeml Limhtt he deiwong ther mMawdbesRFOE Ikt ogt sat @heck-
correspondences between each piece of data included in a package and a file

in the appl ica vy payesrma@ theidsehidandrdred 3 rdndtigd. 12rgpat ai ns three
directories: Root, SD AUDI O, and SD ADEXT. The SD AUDI O directory stores

data co i_ant. wi ugdio st ar. e !

di rect orr’%Q/JO&%%as #nslt (}uéegf%%@ %’lf) §§ﬁ£¥g'Fe§r@%arS§;) é‘%g%gy\@ﬁgcilﬁl%;f

PCT/ JPO0O/ 058~2 Audio Verl.|l standard. As a_result, devices conpliant with
thd SD- AR3F&Hed to Jthfdarst CBRT afB¥ st Ré 18D2RIDIE & rRQDFPUhut not t he
SD ADEXT directory, while devices conpliant with the SD Audi o Verl .|

st andar dnsamuatdess iotisSuede SDcAYPES&daddt8DaABEXT adirr ect:0r idesta Notee t hat
the asterisks in the drawi ng represent integers between 001 and 999. The

fol | owi pg; exBhanalticon Heseddbesa €2chreh Bhenf thas sonrche S0 AW Qo rect ory
inturn. As shown in Fig. 12, the "0 SD AUDI O directory includes five types

of filey. ' *Rx SAL,, ' T PQOBFr* Spl' . . SD DLO. . TK "SD:-AUDI.Q., PLM ,
and + POBBOB CRA Lo RSB REITH OSE AR | RPYFE SRACTS (et 451 r om
the plurality of cells included in a package as AOBs. The extension 'SA is
an abbr3¥Fat FeAtEENSdahe MRNIRE Ot eAGRERRed - 5 THER Eh8useseRfs of a
file require copyright protection. The follow ng is an explanation of the

it er nathstkdotiise isf dacrkRritide. FL f.tH8 shovassathferaicki tak data
structure of an AOB file. In the drawing, the first [evel shows an ACB
file, andbihegaeeantiakevslaishonvs i AR dieo tPhtde! 8¥ehemory cards
100, thereby causing the number of check-outs to be
decremented to 0, the customer device 111 sets the encryption
key, encrypted data, and plain text data stored in local
5 storage in a state that does not permit check-out, as shown in

Fig. 8C.

Here, performing check-out enables a data set forming a

copyrighted material to be recorded on the SD memory card 100,
thereby enabling a compatible device to play back the

) copyrighted material when connected to the SD memory card 100,
but not to copy it to apother recording medium. The reason
for this is that the compatible device does not have a Usage
Rule, and so cannot read the encryption key from\the SD memory
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0 shows an AOB BLOCK, the fourth |level shows an AOB ELEVMENT, and the fifth
| evel shows an ACB FRAME. The 'ACB FRAME' in the fifth le‘é@'FePifuag} 800413 1S
the smallest unit making up the AOB, and is a piece of variable 39 20 o
February 2004 WO 01116821 PCT/JP00/0~852 |l ength data with a r%’ﬁ ﬁ")ﬁskssﬁi me .

of approxi W @1/4682D mi | | i seconds. The ~AOB ELEMENT' in the fourth Level is
a piece of variable-length data with a playback tine of approximately 2 5

seconds, whose length is shown in the tine search table. The ' AOB BLOCK in

the third leve] is the valid.da f;the ; |3 NG saNY-ddvsad iirty ar eas
whi ch m&¢c&xiL40 a&n‘%hﬁeg?ﬁ?tlgnégéﬁd%g ?ﬁgB /"&%é?‘g‘%éqi s specifi eldribby BIT in

the TKI. The AOB in the second level is a .pie of data_w.t 1 ack
time' of medimoy @1 hemoBhar nFegorFhedr BEEOH™ or Esl At TGS eat[)llbg'yebgjc%]??gr)m of

an AOBto 8.4 nmns is that the tinme search table is restricted to a size of
No nor e khampadd tytesaddardt oetbedf actathasethfremitée 60 ROBEE
included in an AOBis |imted. The follow ng describes in 15 detail why

limting,hhe bl gybac o Strhetsskhensi peoctkcthe birea Searsde tabl e.
When a glogybg’g‘k&gp%a%%‘?géépg?éﬁrm a forward gr backward search, the

pl ayback apparatus skips the readi ng of S n -0 &arind then
pl &ys bAdR 248 )i 137<e %nﬂ%.uﬁﬁbgﬁeﬂosEF%%?Rg%ﬁ%ogggggﬁ g%% %ﬁgzx the read

addresses of data at two second intervals can be witten into.the tine

search takl @szgel Relerrctheveboreneipl agher 2pGarat \ﬁﬁé’ﬁrd‘gfhgcr rd or

backward search is requested. The data size of 40 20 February 2004
material recorded on the SD memory card 100 cannot be recorded

| onto another reéordingjmedium without the Usage Rule. This
means that a first generation copy from the customer device
10 onto the éDlmembry card 100 is permitted, but a second
generation copy‘from the SD memory card 100 onto another
recording medium is not permitted. By preventing second
generation cbpies, unlimited copying is prohibited.
Next, the method by which customer devices obtain

15 copyrighted matérial via the SD memory card route is
explained. Fig. 9 shows a distribution server 103 included in
a track distribution system relating to this embodiment, and a
plurality of devices and playback apparatuses, when the
customer device 111 obtains the copyrighted material via the

20 SD memory card route. Processing performed by the SD memory
card 100 to obtain the copyrighted materials is as follows.
When, as shown by arrow mvl, the Usage Rule of the copyrighted

material stored on the SD memory card 100 includ?s Move

30




wo ont8m PCTI JP00/ 05852 audio data with a playback tinme of two seconds
depends on the bitrate used when playi ng back the audio d ed
above, a bitrate in the range of 16 kbps to 144 kbps is ugggfbégnf(gg t he
anount, of data played back in two seconds will be 5 between 4 KB (= 16 kbps
X 2/ 8)r andw®c01KBs 1= 144 kbps X 2/8). Since the anount of datRCTsRAg@IBsBack -
in two seconds will be between 4 KB and 36 KB, the data | ength of each
entry in the time search table far recording the data | ength of audi o data.

needs to be two bytes (= 16 bhits). This is bicause a 16 10 hit value is
capabl eC8RtEREr defiaFFat IRmpEiowtnhetirbn?® KkB25hd°B% RBYS01S he ot her

hand, if the total data size of the tinme search table needs to be
restri cpedmiat®edd kytescydtumsebealangicdel 51 zeeafist hbeTHENBRE ette Sornnbety
| ater), for exanple, the maxi mum nunber of entries in the~tinme search table

can be prgalgphatgttay MV im R From € D RBLbYyl 8aRHOYAEE se\e Ay WO
seconds, the playback tinme corresponding to this nmaxi mum of 252 entries is

504 seconds, (= _2s x 252), or, in other_words, .8 m d_24 secqnds (=
5.4 m i ethe AR AVAH SPeh AT et Moo S BBy DAER: Bar a4 Far ar Thcs
BLOCK at 8.4 minutes limts the data size of the time search table to 504
by? es. Fiernalireds losa lpisdpirade -cofiankowing this AOBBeafdtAOBEBLOCKS in
the ACB file are successively read_ The first 41 20 February 2004 WO

01/ 1682 R d PEAEOEBpY rligwtled maftiexiadld ishadeléthed ef gt ARB EDI memonryt he
user data area 8, while the second | evel shows the eight AOBs recorded in

these ACHJi{gs. T hikd ;b6 eheshops i lahia A0 BLOBKS: pebuded in

these. th Tevel” shows made up of five packages. The
L1ve PORSH Shot DRl hd RRARC AT S B S eTRLE Brponte o
AOB- BLOCKS and the parts into which
created within the customer device 111 as when the copyrighted
0 material was obtained by the network route. 'After this, the
customer device cén perform check-out based on inforﬁation in
the Usage Rule. On the other hand, if the Usage Rule of the
copyrighted material recorded on the SD memory cafd 100 as
shown by the arrow mv3 includes Move Control Informétion
5 showing that moves can be performed 0 times, the customer
‘device 111 cannot read the data set forming the copyrighted
material from the SD memory card 100. The SD memory card 100
can be inserted directly into SD-Audio players 122, 123 or 124
bypassing the customer device, as shown by the arrow msl, and
) ~played back. Copyrighted materials whose Usage Rules cannbt
be moved may be sold at a lower price.
When the permitted number of moves in the Move Control

Information has been set at 1 by the distribution server 103
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the albumis divided, so that the fourth level in Fig. 24 10 shows the
units used to -divide the al bum shown on the fifth |evel.

pl ayback tinme of 8.4 mnutes and is the first (or ‘head')zggﬁﬁﬂg???ﬂgtSong
D that has a playback time of 30.6; mnutes. The AOB BLOCKs included in :
AOB#5 and A@RMé/m8z 15 nmiddl e parts of the Song D and al so haRfel/BroaPp®ék
periods of 8.4 mnutes. The AOB BLOCK included in AOB#7 is the end part of
the Song D and has a playback period of 5.4 minutes. In this way, a song
that has a tqtalsg]ayback period_of ' 30.6 ngn#t S IS diVide-i”HQeéﬁ 4 + 8.4
+ 8.4 + Sim-FiGutDd) Hhe tésagetRuteals BRYRY REFHSER T XU IILrERt " AcB. As
can be seen fromFig. 14, the AOB included in each AOB file is subjected to
a maxi num ipdraydac et ttedfn8mdeni afit movesi ¢n thesMoke Irnteight AOB files
stored in the title (albun) shown in Fig. 42 20. February 2004 WD 01/16821
14. PCT/J égyéﬁﬁ?ﬁé'\Qﬁﬁﬁﬁf-ré&ﬁéeéngn'BﬁB*TBllSBlhgamegtiles storing still
pi cture data. e é}fference between the two types of file lies in the area
of copyright protection. Wile a file 5 ROH:* ipply stores stil
picture data in YSEEYToi nt PHBTB@r%phics %ﬁﬁg£§%§%g%) format, a file
POB***.  SP1 stores data that is encrypted to protect tEe copyright of the
stild picture (tRermmitdes JHmEm@r st ands fRETSSRRFS PBi®PUFe, i ndi cating that
copyright prot ectbiforgkjvgg equyi red). 0 The df IMov& -AUPI O. TKM cont ai ns
data~that has inherited the content of the package,hea er, Navigatio
Structure, andWhieme theamernidpied RAWAPeRCPHIBSVES TRk ﬁhmﬁfﬁzé%ﬂ%fo 6A
shows a detailed hierarchical structure of the Track Manager. In other

wor ds, | agifeamafrargmmtie Pasddn osed an 3 bfietheghissirddusiiarheaives ng® Thow
the structure of logical formats positioned to their left in the drawing in

fror e the Usage Rule is moved between recording media with the
10 permitted number of moves in the Move Control Information

'being reduced in the foliowing way.

Network -—> SD Memory Card ---> Local Storage
Permitted Number Permitted Number Permitted Number
of Moves = 2 of Moves =1 of Moves = 0
15 .. When a customer device obtains, via a network, a Usage

Rule with a permitted number of moves set at 2 by the
distribution server 103, the Usage Rule is moved between
recording media (SD memory card 100, local storage) with the

permitted number of moves in the Move Control Information

20 being reduced in the following way.
Network -—=> Local Storage ---> SD Memory Card
Permitted Number Permitted Number Permitted Number
of Moves = 2 of Moves =1 of Moves = 0

When a Usage Rule is obtained via a network with the
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detail. Broken lines are used to indicate clearly which part of t he Iogi cal
format on the left side is shown in nore detail by the Io %ﬁg

the right side. If the structure of 7 the Track Manager represeﬁ% In this
way in Fig. 16Ais referred to; it can be seen that it is forned fromn

pi eces: of Woemkisdnf ormati on (abbreviated to TKI), #1 to #n, msr/stomsssby t he
broken lines hl. TKIs are information used to nanage AOBs 43 20 February
2004 WO 01/1682,1 PCT/JP0O0O/ 05852 . recorded in AOB files as tracks, and one
TKI corresponds to each AOH file. Referring to Fig. 16A, it can be seen
that eadMTPRE, ofs RETaVHE 1A teves okeh 2Fnds Bhe URaped@ulm &30 Gemeral 5
Information (TKG ), and a Track Text Information Data Area (TKTXTI _DA)
recor di mgvkexif rioff @hEatduEt i f|Uude¢ Dcéd heo Tt hesulbcas st oxidgest nanme, an

al bum nane, -an arranger nane, and ~a producer nane; and a Track Ti me_Search

Tabl e - ol [ S S tes.

IO FIG (%g WE{\%\EB (I)n%e}?lalllm s in %q%&%%r%%érgégo% t%ﬁ?’#&%ﬁf m@;’ and
AOBs in _FIG 14. The boxes on the first level jn FI 17 .show a sequence of
tracks- FRECRORSt 5h#Ea@PVE NG [RORVE LSS SRt eFtdhe %EEGH&YI &vem & t he
Track Manager, while the third and fourth |levels show the eight AOB files
gi ¥en iho@5lF$Ger§e Thcatiignt tAORrfattesr riex orat therei ghedAOBs shown in '
FIG 1'6, and forma mnusic albumincluding Track A, Track B, Track C, Track
D, and Track E.ndbgosecond | evel-_shows the Rightstdd$Sze The nunbers "1', to
'8 assigned to each TKI are the serial nunbers used to identify each TKI,
with each TKI o] to the AOB f ty een given the sane
serial nunber, 2%%§8££228 Hgmgg on. VVthC?ﬁﬁg%%$%§ﬁu§E§%Pcan be seen from
FIG 17 that TKI#dfcMovespenas to the fil ecEAUBOGE. =SAL', that TKI#2
corresponds to the file ' AOB0O2 . SAl', 44

.0 -->Local Storage -—— SD Memory Card
Permitted Number Permitted Number
of Moves = 1 of Moves = 0

SD-Audio players 122 to 124 perform check-out to play

back, using an encryption key, encrypted data reﬁorded on a

5 portable recording medium. SD-Audio player 122 is a set of_
headphones, SD-Audio player 123 is a portable device, and SD-
}Audio player 124 is a wristband device. Users can use such
devices to play back the encrypted daté on the way to work or
school. 1In one example in Fig. 9, if a data set forming a

) copyrighted material is moved to the customer device 111, the
customer device 111 checks out the encrypted data and
encryption key based on»the details written in the Usage Rule,

to, for example, three portable recording media. If the

encrypted data and encryption key is checked out to three
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20. February 2004 ' WO O/ 168~1 PCT/JP00/ 0~852 TKI#3 corresponds to the
file " AOB003. SA1l', and TKI#4 corresponds to the file ~AOB : !
correspondence between TKIs and AOB files is shown by theggﬁF§@én%ﬂﬁnfo TAS
in FIG 17. In this way, each TKI corresponds to a different AOB recqrded
in an AOBWOb#®1é83d gi ves detailed information that applies Bﬁ?éﬁﬁ%ﬁﬁﬁe -
correspondi ng AOCB. The detailed structure of a TK@ is shown in Fig. 16B.
As shown in the drawing, a TK@ includes 'TKI _ID, . TKIN, 'TKI BLK ATR
"TKI LNK PTR ., "TKI _SZ'., 'TKI-PB.TM,, . JK - : TRy2 ' TKI
TI1 ATRCT T eTFECﬂfé”L?’g‘ RRALAVERT A S ‘43@%’@% T?(l%%gzér’]ﬁg,% T ?‘2, and
"TKI _POB SRP'. An ID fromwhich the TKI can -be instantly distipguished is
Wi tTentd nl2dKktanDrepiradure . SMsodat@ntthathda heen %l%%%dc%g"m- ) . 5
TKI nunbers-in a range between 1 and 999 are witten in "TKIN . An
attribute forpthe dkhpletesi then eixpl'afidlt iBinK oATR he Haviess owsad descri bes
the settings of the TKI _B.LK ATR for each TKI in the exanple shown in FIG

17. By erring t TKL B R pf ightded aa ber S€ENwi hat
e i NF<8s £nd hHEs) %&05‘16_:@}590%@%%5%00%_ SAL, TKI #3/ AOB0O3. SAI,
and TKI #8/ AOB008. SA1 each correspand. to separate tracks,. t;ne TKI BLK ATR of
each ofPerig#mlaipedoinggdetassd -roffitislty f@}fﬁ%%ﬁ%&?‘m JPUQ 05832 .
TKI #3, and TKI#8 is set as 'Track'. The TLK BLK ATR of TKI#4. is set at
' Head afopiyackhtetheatekiBLK ATR ofranafernes dgiomithe g of1995ER™ and
the TLK BLK ATR of TKI#S and TKI#6 is set at

server 103 to a digital terminal, in other words the data

;structure of the copyrighted material at distribution, is
explained. Copyrighted materiéls in units such as songs are
Q distributéd in units called packages, and collections of
copyrighted matérials such as music albums in units cal;ed
titles. The data structure of packages and titles is
explained with reference to the example shown in Fig. 10. In
‘the drawing, a title is formed from cne or more packages #1Ato
S #N. Each package is a distributable file, and includes a
‘header, a Navigation Structure, a plurality of Content
Elements (CEL#1, #2, #3 and so on) and a Default Offer.
The Navigation Structure is data showing the playback
control procedure, indicating how each Content Elemen# is to
.0 be plaved back. In the example in Fig. 10, the Navigation
Structure indicates that the picture object of CEL#3 is to be

displayed when CEL#l is played back.

Content Elements (CELs) are information elements which
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"M dpoint of Track'. This means that the AOH file ' AOBOO4. SA1'" 5
corresponding to TKI#4 is the start of a track, the AOB fbhesp APPSR SAL
" and ' AOB006. SAl' corresponding to TKI#S and TKI#6 are Epdpo{ngg of the
track, and the AOB file ' AOBOO7. SA1l' corresponding~to TKI#7 is the end of a

track. TKI wBL&/fBR can be set so that conbine editing, in whpctdd/oasse two -

of a~plurality of tracks are conbined to forma single track, and divide
editing, in which one track is divided into a plurality of new tracks, can
be easily performed. The follow ng explains the change in TKI when two
tracks &PEMcéMS Py nEarred maBaraad. 18B1oRgkekbvnt He g Larmeed when
two tracks are conbined to produce a new track. The exanple in FIG 18A
shows atgase wien tiHies usese pehéocopyanghdeti mg tepdradt iien 4 saanbiared Track C
and Track Einto a single track. In this case, the AOBs that correspond to

Track C;. 20 sTragk } il OBQ03;
Aogos Bduds A & S%ﬁ%fc?rg&%%%b gﬁgbg}ﬁﬁgg?fts IS ED A o

TKI #3 and TKI#8 are rewitfen.  .FIG,K6 18B,shows_the TKIL. BLK ATR of these TKls
after ré& Pt%ﬁ&.sﬂ?QH%§ RpvedPackeapdy Bﬁr}lg604 ROPGERPES, pLores
PCT/JP00/ 03853 the TKI BLK ATRs of TKI#3 and TKI#8 are witten as ' Track',
bub in Fuch dgBat he THIf RireMTREEs Ta¢eArdingetwi neddaasyodead Tofe Tr ack'
and the TKI BLK ATR of TKI#8 is rewitten as End_of Track'. By rewiting

t he TKItBLKIATBS el inhirs gvaylo tdieows Aaipl €scAOB003cEA% 1and ARBAOAATAL
whi ch correspond to TKI#3 and TKI#8 end up being treated as parts of a

i ngl . T | 1 i i.qn_of
change RS HASa Bl by DfecdlAA0 4308 S0 RRadI oSt ¢ i1
10 which a single track is divided to produce two pnew tracks. -lIn ' the

drani nd-Ekte tSef FéMEsSERFFR SRR T iRTedPt® tareFrgls in the

MPEG-AAC stream of CEL#1 when that stream is accessed at two-
0 second intervals, and CEL#3 is JPEG still picéure data to be
displayed as a background image when CEL#1 is playea back.
Thus, it can be séen that information for each media type
relating to a song is stored as an individual CEL inside a
package. Of this data, the AAC stream data aﬁd the still
5 picture data are encrypted to obtaiﬁ copyright protection, and
‘stored in the package as encrypted data.

The ‘Default Offer' is information showing commercial
requirements to be applied when the copyrighted material is
sold, and includes a retail price and an encryption key for

) decrypting encrypted data included in the copyrighted
material.

Fig. 11 shows the hierarchical data structure of the
Default Offer. 1In the drawing, the Défault Offe; includes an
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operation that divides Track Cinto two new tracks, Track C and Track F.
When Track Cis to be divided into a wew Track C and Trac file
' AOB002. SA1' is generated 5 corresponding to Track F. FIG?OEEiﬁ%ﬁ%ggﬁthat
TKI#2 is set as '"Unused', with this TKI#2 being assigned to the newly .
gener at ed WOBFi6821 ' AOBO02. SA1' . ' TKI LNK_PTR contains TKI |\?‘%76¥P°8{9P§%ﬁk ‘
target TKI. As shown by arrows TL4, TLS, and TL6 in Fig. 17, the TKI

LNK- PTR J for each of TKI#4, TKI#S, TKI#6, and TKI#7 corresponding to the

four AOB files fornmng Track D are_set tQ; Lhdiga n d¥K
PTR " TRITERE HORTaTnS A HocbakBeraeaor THo S Pe ae Fean ) oo
February 2004 WO 01/ 16821 PCT/JP0O0/ 03852 byte units. ZT%I-P%FINI gangins
the pl aybask ,t iWwEaf ihe tVsekefRehedindbaf BhnAOBR PN A4S 19 19110
corresponding to the TKI. “~TKI AOB ATR contains encodi ng requirenments that

must be bebhoned, Wi ABi SglgeaernaeeridheseThaclotenied Staarse at
whi ch the AOB réecorded in the AOB corresponding to the TKI shoul d be

sampl edy .t g biciate At WL Ch, | n5hoUL Sk Oen  £RESHebked, 120 EIUHR O

channel § contains fields in which the POB node 10
sequenti al ' node, random node, shuffle , P08_di .
ghé\?\,i ng lgérKRes t%@%q%CQ%l’beH%?ﬂ%ﬁrga?g%ﬂ Wtﬁg#%gl&& ?ir(‘%}eachrg)(i%L

corresponding to the TKI (slide show node, browsable node). are set. ' TKI
TI 1 ATRKegataiTKICKTIATBATRING HOBL tKeys y peks bf # 1 ext215#2nf &k IRt GBE
di spl ayed together with the copyrighted material, for exanple |S0646,

J1 SX0201 5 .4SQ8858. | o findl Sdéd apana | ssst paakageandar d) characters
and the Fike). "TKI "TMSRT SA'" contains the~start address of TMSRT. ' | SRC

contai'ns the | 8RC,(Internatonale §andarchRasesdiadsRwiodechiel thee Tl
bfoken lines Df2. The DRM includes ‘Move Control Information
10 (MVCNTT), ‘Check-Out Control Information’' (COCNTI), ‘Permitted
Playback Count;(PB_COUNT), and contents distributer IDs
‘PDDRM_FR_ID1' to ‘PDDRM_FR_ID4'. Move Control Information
indicates wﬁether a move from the SD memory card 100 to local
storage is permitted when the copyrighted material is alreédy
15 recorded on the SD memory card 100. The Check-Out Control
| Information indicates the number of times check-out by the
customer device is permitted when the ébpyrighted material is
moved to local storage.
The Permitted Playback Count indicates the conditions
20 under which playback of the copyrighted material is permitted.
The detailed setting of the Move Control Information is
shown between broken lines pyl. A setting of 00h indicates
that a move from the SD memory card 100 to local‘storage is
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"TKI APP ATR contains the genre of the application stored on the SD nenory

card 100. This may be, for exanple, a nusic type, karaoke .
presentation data. 48 20 February 2004 wo oin6an1PcT~.rg§g%%§%&f2%ﬁg

bl ock information table (' BTT') manages AOB BLOCKs. The right side of Fig.
16B shows avoet/asseed structure of'the BIT. As shown in the dpawip@yossire H T .
i ncludes a DATA O fset field, an SZ DATA field, a Fns 1st TMSRTE field, a 5
Fns Last TMSRTE field, a Fns M ddl e TMSRTE field, and a TIME LENGTH fi el d.
Each of these fields is described in detail below The relative address of
t he st amobfpermioBed, OPkiteom shbthognddr W Wetivebicatestehat i gnarimbven in
the 'DATA O fset' as 0 a value given in byte units. This expresses the~size

of an i ritadn i esp beémeey 8arAOBoandot hecA@B BldXdye ASs Gherkxerple, when a
user records a radi o broadcast on the SD nenory card 100 as AOBs and wi shes

to dele an,. nt p ' Kk g i a spo Lt he DATA
O f set ?Iﬁet hraelggﬁ{lgg g%%mg%age%?g ﬁgégg%’%ﬁé f%?lgcl?%%ﬁed Cgeaétggr\f}\?rt”{’]%uf The
part including the DIJ's voice. 'SZ DATA' contains the data | ength of an
AOB_BLOZKRT&&T 3k RE TR BYRE TATeS. SBYWBUBYr 286 M§VE @& Pr oduced by
addi ng the SZ, DATA to the DATA Ofset fromthe file size (an integer
mubt i pl éndb rivas icdrudherl siae] ,thdre sezerds the decalendrareeh itrhdiriiot 1 oms
the AOB BLOCK can be found. In other words, when a section which does not

need toohe Rleayesl gk £XiS1S 100 the bt 8 PRkt b ke -ACE, the SZ, DATA
can be adjusted to 49 20 February 2004 WO 01/16821 PCT/ JPO0O/ 0S852
The detailed setting of the Check-Out Control Informaticn
is shown between the broken lines py2. A setting of 001
indicates that check-out of the copyrighted material is
Lo permitted only once (to only one recording medium); a setting
of 002 indicates that check-out of the copyrighted material is
permitted twice (to two recording media), and settings of 3
and 4 indicate that check-out is permitted to three and four
recording media respectively.
5 The detailed setting of PB_COUNT is shown between the
':broken lines py3. PB_COUNT includes a Playback Time
indicating the number of seconds cdunted during one playback
of the copyrighted material, and a Playback Counter indicating
the number of times that playback of the copyrighted material
) is permitted.
Next, the data structure into which the data set forming

the copyrighted material is converted when the copyrighted

material is recorded onto the SD memory card 100 is explained.
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prevent this invalid section from being played back. Thus, sections at the
start and end of the AOB can be del eted by operating DATA §¥$ﬁ5r€g

SZ- DATA. "Fns J.st TMSRTE contains the nunber of AOB FRA PhaLded 5 in
t he AOBM"ELEMENT positioned at the start of a present AOB BLOQ& (E%Eﬁéast
TVBRTE  com@bmsssthe nunber of AOB FRAMES 10 included in the” (- :
positioned at the end of the present AOB BLOCK. - Fns M ddl e TVMSRTE
cont ai ns the nunber of ACB FRANES included in each AOB- ELEMENT apart from

those at the start and, the nd re , i say
ACB ELEMENFS the t RePHF ddnEegs M SrA o%%g"ﬁ?ga 185%’;!! LtEH\NQGTgHﬂ's ’Fuélé‘%gy
contai ns the playback period of an 15 20 ACB ELEMENT is witte gorre t to
t he neareatd modj sesbhd. sThb 23| FECENGRAS GANISF §&C 1t6°b?tgri%gg.°-9ﬂ% “t he
encodi ng nmet hod used is MPEG ACC or MPEG Layer3, the playback period of an
ACB ELE'\E'\E&ééktwc%aeBdsn sadibabbleetvalAsB) 200oted sExpm t eRArYRtefe
"TIME LENGTH field. FIG 20 shows the clusters 007 to OOE that store the

AOB conpos d o OB ELE _ Bl NE Emeldher £ 6t | vt Agpeleacr i bes the
settingf4 T hBh angécéggéggtgred as shown in FIG 20. The ACB

ELEMENTs #1 to #4 occupy the regl 20 F ar 821
PCH JPOWieB852e bda ween2AE0TFACK & QF“@(H @35# fyoﬁz %,}%&1;{&?
regions is indicated by the SZ DATA in the H T, as shown' by arrow in

FIG 20.trHux DAT#yKEERet Bliedatn floarBID JihfeCAME 1BHRH B SR 3 o&ﬁupled
region ud0, which is to say, a

managed in track units, regardless of type.
Collections of copyrighted materials such as music albums
are converted into a format known as a track sequence when
10 recordea onto the SD memory card 100.' A track seqguence
includes a plﬁrality of tracks and a Playlist defining the
order in which the tracks are to be played. A data structure
for managiﬁg the copyrighted material on the SD memory card
100 as tracks and a track sequence is shown in Fig. 12.. Fig.
19 12 shows files and directories formed in order to record the

data set forming the'copyrighted material. In the drawing,

arrows PFl1 to PF7 indicate correspondences between each piece
of data included in a package and a file in the application
layer.

20 The user data area 8 in Fig. 12 contains three
directories: Root, SD_AUDIO, and SD_ADEXT. The SD_AUDIO
directory stores data compliant with the SD-Audio Verl.O

standard, and the SD_ADEXT directory data unique\to the SD-
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5 position value for the start of the AOB ELEMENT#1 rel ative to the start

of cluster 007. Thus, it can be seen that the BI T manages
bet ween the cluster boundary and the AOB ELEMENT. The fieﬁgm%?ﬁ%%g%%ngP

i ndicates the POB to be di splayed LO during the playback period of a - .

speci f.i c~A@Bo1a¢Phayback ' period being one of the time perimrisronissy )
whi ch playback is perforned according to a playback order specified in the
Playlist information. In other words, the Track Manager can indicate the
POB to be displayed for each tracks by setting 5 the TKI POB SRP. Fig. 2l
shows ahugkanpeelefl stedand. ofATIG@ PEBLLRPsAEYLCER) £PMRY TBA% A Il uded

in the Track Manager. The first |evel shows the Track Manager, and the

second {g¥espihngeoPOR i lesst dhea 7d ackn Manages ohet I5® AUDIO | evel incl udes
eight TKIs, and arrows indicate which of the TKI POB SRPs in TKIs reference

t he POBsg, Accordin o.the | af i-ps Lmdi : he arrows,
the TKI éb@g@ﬁg'i %USI:KIHQ%, #%%ﬁ—rgﬁsfﬁKﬁﬁg?%Fgat gﬂ%&ggtg%?’l%ssgoz, and
PO8003 respectively. The data in 51 20 Febr uar, 5004 WO 01/16%2%h

PCTLI PORPRESBEan PoEDSE tHepdduTstdi© Yok t%taﬁlﬁ%ﬁ BaNcaCqrd Sp°°

respectively. Since it would be neaningless if at | east one POB were not to
bes r eprogkicenl AbpnOeack STAGOERXT pliayesck drabks - t EOYR|l thel- She in the TKIs
ensure that the POBs are set so as to be 5 reproduced during the entire

time th@étéﬂ?ﬂ& agkstake dilaayaty bagkce s torpyetesbtiieeenplianatingn of the
TKG . Next, the "remaining files shown in Fig. 12 will.be explained. The

file ~ UDI O PLM contains information defining the O playback order of a
pl ural i of tracks, and includes Default Playlist Track_Search-Pointers
("DPLITK-SRP") #1 to #rn. Fig. 22 shows correspondences ?et-geeg,?f aul t
Pl ayl i st | nf Gitatf@hloTkng, exmd ares iqn sies TPLEFRING | hPPPELTRSSRP #1
to #8 in the Default Playlist Information indicate TKIs #1

the SD AUDIO directory in turn. As shown in Fig. 12, the

.0 SD_AUDIO directory includes five types of fiie:'AdBf**.SAlU
‘POB*** , SP1’, ‘SD_AUDIO.TKM', ‘SD_AUDIO.PLM’, and 'POBdOO.POM'.

‘AOB***.SAlf are files storing the AAC stream data from
the plurality of cells included in a package as‘AOBs. The
exténsion‘SA’is an abbreviation of Secure Audio, and indicates

9 that the contents of a file require copyright protection.

The following is an explanation of the internal structure
of an AOB file. Fig. 13 shows a hierarchical data structure
of an AOB file. In the drawing, the first level shows an ACB
file, and the second level shows an AOB. The thizxd leyel

0 shows an AOB_BLOCK, the fourth level shows an AOB_ELEMENT, and
the fifth level shows an AOB_FRAME.

The ‘AOB_FRAME' in the fifth level of Fig. 13 is the

smallest unit making up the AROB, and is a piece 9f variable-
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5 to #8 respectively; so that each AOB file is played back as shown by the

arrows (1) to (8). The follow ng explains how an editing j
change the pl ayback order of tracks is perforned by chang?ﬁgggﬁ%#QEQEg of

DPL TK SRPs in the Default Playlist. Figs. 23A and 23B illustrate a S
situation iwomwigk2l. 0 track order has been changed. The sett P&F/JIEPO/OBE2 TK -
SRPs and TKIs in Fig. 23A is the sane as that in Fig. 22. The playback
order in Fig. 23Ais Track A Track B, Track C, Track D, and Track E. In

the Default Playlist Information in Fig. 23B, 52 20 February 2004 ' WD
01/ 16821EWF5‘P6!@F658’3'2‘:%M/1&Y&’5(%]% e ﬂéB @Eﬁ?xtﬁg%iy SBP¥3 and DPL TK
SRP#8 have been interchanged, so the playback order is Track A Track B,

Track E,milhtkebendsd Track .C. Interchanging the order of DPL TKINS in the
Default Playlist Information in this way 5 enables the track playback order

to be easily chpageds HEediNe iROBREOSBOM:hCoRhRIING sCeNtyidcd doOr mati on
for each POB, such as Whether a POH is indicated by TK@, and if it is

i ndi cate t he.number _of Jindications. .- | S s t ; i on of
Lo A BRTRRG B dRid W R &rafba@!xtsc,ﬁ‘?%e‘? ol b FaPLIpes ol 0
ADEXT directory are explained. The directory name 'SD ADEXT' stands for-
SD- AUDI G AERSt ONhOFRdILERGIERy 18h &hoMiRe 1 &y SeRTEXtei®dn that has
been added for data conpliant with the SD Audio Verl.| standard. The file

" STKI ***, SDT' Tioat‘abm\s B3&IK eifdr tinék thiodnbhéveh wst hhanviedtier maltastafuct ure
as shown in Fig. 24. Fromthe drawing, it can be seen that the STKI

i ncl udes o bn byt £5c Pha BRGULRY ThAGK 1GaNakah S| athrdmwa%n L8 SKE crand a
256- byte Secure Track Text Information Data Area (S TKTXTI DA). Conpari son

T s Roean cnred Shorbtidol, SIS SHECAENS Fom g he AT the
TKI and the STKI reveals that the TKI TMSRT SA, and BIT present in the TKI,
53 The AOB in the second level is a piece of data with a
10 playback time’ of no more‘than 8.4 mins. The reason for
limiting the playback time of an AOB to 8.4 mins is that the
time search table is restricted to a size of no more than 504
bytés,‘due.to the fact that the number of AOB_ELEMENTs
‘included in an AOB is limited. The following describes in |
15 detail why limiting the playback period restricts the size of
 the time search table.

When a playback apparatus performs a forward or backward
search, the playback apparatus skips the reading of two
seconds of audio data and then plays back 240 milliseconds.

20 When skipping two seconds of data, the read addresses of data
at twé second intervals can be written into the time search

table, and referred to by the playback apparatus when a

forward or backward search is requested. The data size of
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20 February 2004 WO 01/16821 PCT/ JP00O/ 0~852 have been replaced by Free ID

areas 1 to 4 (STKI_FRID1to 4). STKI FRID 1 to 4 are ki I ich
IDinformati on such as I Ds for individual Kl OSK terninals?béﬁ%ﬂﬁ%nﬁg?yﬂn

formats and individual users are witten. 5 The foll ow ng explains the

di fferencesyvpetneen the TKI and STKI. Unlike the TKI, the STKbriyBogaxded
together with the AOB fromthe SD nenory card 1Q0 to | ocal storage when the
Usage Rule for the copyrighted material is noved fromthe SD nenory card
100 to | ocal storage. The STKI contains ;0 S -TKI ~FRID 1 to 4, and since
t hese redistib |d»taovithdevpdasbakkOosimeeofi talcs satiwtds bdepends oonatse and
i ndi vidual users, the STKI is used as a kind of proof of purchase for

di stri bitiadk ponteses. wihedKp1hi/ing BaekAGRef idrE A ones to-opedl S
correspondence, files with the same three nunbers in the file name being

corresp i fjl 10.:25 o] e_relkati hi t n ACGB file
ACBOOL. %%%J%oé%)dgf%%{waﬁé 'A%Eoggf’égl?%@ KER3S t%og%? 15 dised,
POB002. SP1 i ncluded in the SD AUDI O directory on the one hand, and STK
files ?6°sHAABOLSHERMEIKE 002, Gpfra BAAYSTEKPEGH. SDT tiveeSRFERNIS "kl Spe ADEXT
directory on the other hand. AOBs and STKIs with matching serial nunbers
coRr espoertiwesn shdih by I6ekbps ons2 AB)L, adS236aK8 AS314ROBL a0y esfond to
STKI as indicated by 54 20 February 2004 ° WO 01/16821 PCT/JP00/ 038~2

the arrows PS%; ' td i N t +hed ;
S_SKI - POB- SRP ifne The s_at#glﬁﬁ Faptaang hmépaeggdrirpllg%ggf %?‘3?%5%5?‘% "B sre

n the {11 g STKL00 ST Indicates ROBOQL, SET, agd, S,TKL P8 SRR the file
| the time search table for recording the data lengtﬁ of audio
data needs to be two bytes (= 16 bits). This is because a 16-
10 bit wvalue is capable of expressing a number of between 0 KB -
and 64 KB. On the other hand, if the total data size of the
time search table needs to be restricted to 504 bytes (this
being the size of the TKTMSRT described latér),.for example,
the maximum number of entries in the time search table can be
5 calculated as 504/2 = 252. Since an entry is provided every
?two seconds, the playback time corresponding to this maximum
of 252 entries is 504 seconds (= 2s x 252), or, in other
words, 8 minutes and 24 seconds (= 8.4 minutes). BAs a result,
setting the maximum playback period for an AOB_BLOCK at 8.4
) minutes limits the data size of the time search table to 504
bytes.

Fig. 14 shows the playback content when the AOBs and

AOB_BLOCKs in the AOB file are successively read. The first
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This conpletes the explanation of files contained in the user data area 8.
Next, the files contained in the protected area 3 are~explygi 4
protected area 3 in Fig. 12 has an SD AUDI O directory conE@ﬁ%%ﬂﬁ”g?@%s
TAOBSAl . KEY' and 0 " POBSP1. KEY', and an Sfl ADEXT directoryp%qﬁEag&kgg
files ' AOB®ADY/18RM and " POBSP1. URM. The file ' AOBSAL. KEY" "i'S A
encryption key storage file recording encryption keys (Title Keys) for
decrypting AOBs. These encryption keys each correspond to one of the
plurality i _of CEL Keys included in the u f anea Qf A Jeagkage:
The fiIéeVPtBsplfkaY'XﬂssgﬁwEh t?%ﬁliggégt%%%g% ?ﬁle recor di ng
encryption keys (Title Keys) for decrypting POBs. These cryptian keys :
each cosrespepdwhalenehef seloons lﬂr%ﬂﬁf yS%@WEEEhRe%gﬁﬁcﬁ@%&d%ieﬁrﬁee faul t
O fer area of a package. The file 'AOBSAL.URM is a usage rule storage file
recording g?ggﬁ Rokegigakr.espolitigitd baedl AOBoWEi he26ighdws t he
structure of the file AOBSAL. URM In the drawing, the file AOBSAL. URM
i ncl udes_' Usage Rul.e aager. | tA®fs, 55 WO 01116821 20 February
2004 Pc%??LEP§Q§§~lPﬁzEQFg énhgggéggsect?an recording i nformation such as
I D information, version. nunber, and file size. an a 3ckAbLies #1
tos#n (in theTUeaﬁﬁﬁghniSYﬁlTﬁ@qwqe?‘?*i%ﬁﬂ?%ﬂﬁﬂu?ség gggggbﬁﬁﬁégsforage
file 5 recording Usage Rul es corresponding to each POB on a o%e to _one
basis. The eewceppeRrdigeg datea tite FOBse reemes $AAE AOBSONFuE t T Fat
structure is the sane as that of the file AOBSAL. URM Fig. 27 shows the
correSD%glg?nﬁesahet ‘ﬁ%‘ﬁ% AOBSA©L KBY; o k&h ADBSAL . ARM tandSA0BhbW dédenwhen t he
SD" AUDI reétory has“eight AOB files, eight encryption keys correspondi ng
to these files are recorded in e KEoeRS ghghthbspgetBuli@so which :
: (@) :
cor r esp8RBFRFPPHLRESe Flﬁ@?ﬂbféggeporg%% ?ﬁ AOBSAL. U The encrypted AOB
files, the encryption key storage file, 5 gnd tﬂelggggeiﬁu%qggtqqage file

correspond adbomdiisgdiyided, so that the rourt
10 shows the units used to divide the album shown on the fifth
level.

AOB#4 has a playback time of 8.4 minutes and is the first .
(or‘headw-part of the Song D that has a playback time of 30.6.
.minutes. The AOB_BLOCKs included in AOB#5 and AOB#6 are
15 middle parts of the Song D andvalso have playback periods of
8.4 minutes. The AOB_BLOCK included in AOB#7 is the end part
of the Song D and has a playback period of 5.4 minutes. In
this way, a song that has a total playback period of 30.6

minutes is divided into (8.4 + 8.4 + 8.4 + 5.4-minute) parts

20 that are each included in a different AOB. As can be seen
from Fig. 14, the AOB included in each AOB file is subjected
to a maximum playback period of 8.4 minutes. Fig. 15 shows

the eight AOB files stored in the title (album) shown in Fig.
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"predetermned rules (1), (2), and (3) described bel ow (1) The encryption
key storage file and the Usage Rule storage file are arrap hﬁﬁf Go4
directory with the sane directory nane as the directory |n mhlc %
encrypted file i.s -0 stored. In FIG 27, AOB files are arranged into the
SD AUDI O dhne@pﬂmylin the user data area 8. The encryption kegrabewmgse file
is also arranged into the SD AUDIO directory. The usage rule storage file
is arranged into a directory SD ADEXT that 56 20 February 2004 WO
01/16821 PCT/JP0O0/038~2 is a sub-directory of the SD AUDI O directory. (2)
The encripti on key storage file and usage rule ' storage file are given a
fil ename produced by conbining the first three letters of the fil enane of
the AOB fil estpgpthe, date 4001 ‘enpwi) sone ofet hel predebenrignedill -KEY' or
‘. URM extensions. Figs. 28A and 28B show t he correspondence bet ween

ACBSAL. URNl nd A h f|| a ileis
'ACBOOl§§£} %A encri% T ofi™ Porab@@%g é ﬁ? gf@gﬁmﬁﬂg ?'?%ﬁ%%%é

" AOBSAL. KEY' produced by addlng t he flrst 0 three characters ACB TSAL
and t he 1d26eAdi 6he angdy of agoBKEWANEYPERESELAGs kDGR kBl ehe usage
rule storage file~is given the fil enane~" AOHSAL. URM produced by addi ng the
fiBbst tBoBereharactsdl AR oreSAdtilanditherextdensi dm JPRIRM Joiast shown by
the arrows nk3 and nk4. i (3) The fiIenanes of AOB files are assigned the

serial @HH@%%apﬂ%g Exdrns @P3up) ' B9%matand $Q1@n.poEhow N1t he pasd tion

of the Title Key and thé Usage Rule correspondrng to each audro object in

t he seque f _encryption ke s |ven in_theca encr e flle
and ¢ he R R qhRREe Lo COIHOR e oSO PRRREFR FRE GORGSL PNt o AR e Hile, | As
resul t, the Titl e Key and t he Lb e Rule that were used to encrypt each ACB
file mnPleerpré§eﬁteﬁﬁaﬂﬂicmﬁ$? Kegndnt £9r 8AGuLBe Pigdage Rul e Entry’
with the sane serial nunber. In FIG 27, the arrows 57

indicating that copyright protection is required).

.0 The file ‘SD_AUDIO.TKM' contains data that has inherited
the content of the package header, Navigation Structure, and
time search table, and includes a Track Manager.

Fig. 16A shows a detailed hierafchical stcucture of the
Track Manager. In other words, logical formats positioned on
5 the right side of the drawing show the structure of logical
tformats positioned to their left in the drawing in more
detail. Broken lines are used to indicate clearly which part
of the logical format on the left side is shown in more detail
by the logical format on the right side.‘ If the structure of

p) the Track Manager represented in this way in Fig. 16A is
referred to, it oan be seen that it is formed from n pieces of
Track Information (abbreviated to TKI), #1 to #n, as shown by

the broken lines hl. TKIs are information used to manage AOBs
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20 February 2004 CvO 01/16321 P CT/JP0O0O/0~8~2 Akl, Ak2, Ak3, and Ak4 show

the correspondence between AOB files, Title Keys, and Usa%g F%BI' 2@1@
following is an explanation of the internal structure of Title Ee{/ ntries,

with reference to Fig. 29. In the 5 drawing, a Title Key Emﬁ%ﬂ/ﬂ?@l{#gﬁaa .

7- byt e encHy@iLd¢Blkey ' EKEY', an “Availability Flag', and a

The "Availability Flag' is set at 1 when a copyrighted material exists on
the SD nmenory card 100, and the corresponding Title Key Entry contains a
valid e | YaogO at, 50 e GORMHd aEdamtespahds steoved
fromt he@%%é%rr%&yp'%%r 5§?g8 ttacs) It\gggksgt%r age. The ' Contentpl D is

i nformation assigned uniquely to each content. The Availability Flag is
used in LHDIMEB I bhlSith the Content 1D in the following way. The ‘Cont ent
ID for an 15 enpty Title Key Entry is 0, and the Content ID for_a Title Key
Entry that is Refeeniny, tohBigislbhe thaCtaRa®ea SEETY &dddn@ard AL i?8, is
set at between 1 and 999. Wen a track and TKIs (AOBs) exist in a one to
many corg]f\osvgprgyn% bhskeantentsl B2,i AnidledBst ITeraéky Gemtanals corr espondi ng
to the AOBs all have 20 the sanme val ue. Meanwhile, when the track and TKI -

have a Qne.to ong co nd e_t inlaahi It irS xfla Adrds and
wheh t he T ahy? Tﬁﬁﬁggé §H§n8 ?gaﬁn\kan;reggnfg%gnﬁggﬁgf'thea'AvI;ai lability

Flag for one of the plurality of Title Key, 58 20 February 2 '

01/ 16821 TXIHTRORR D582 FAL PHes SRS %8%0 Féf,logndmtlﬁéf‘te S ttxheeOI&éelIr{ai ér/ﬁp%%
Title Key Entries at 0. If the Content IDis not O, and the Availability

Fl ag setasatar),aptjdtirmdmeéy ah akbsm( ASHS) halviaﬁgatnﬁérsme@orﬂ%tal D exi st,
so all Title Key Entries having the 5 sane Content ID are detected. This
means t %t ddcd s POsS] bledt 8 PeLERN MiAeSGabekhS Tetilky (TKTMIRN ality of
TKIs (A s% correspondi ng to one Content” I D. Next, Usage Rules are

Rul es. Ti

expl ai neg. Jhe 1y gl £ of (£L0: 20 LLLUBLEAl &5, ha Sy of the Usage

€ corresponding to each AOB i s shown

here. This includes a 'C HASH field' , 'Check-Qut ntrol | nformtiaqn
“Msve Control- BIff orliht$Rews BowTEnggEKIR €1, Fgé“ tEﬁtrrIelﬁpf’l?idreTl%c‘f’ the

AOB files and AOBs in FIG. 14. The boxes qn’the first level
in FIG. 17 show a sequence of tracks Track A to Track E, the
large.frame on the second level shows the Track Manager, whi;e
~ the tgird and fourth levels show the eight AOB files given ?n
15 FIG. 14. The eight AOB files recqrd the eight AOBs shown in
FIG. 16, and form a music album including Track A, Track B,
Track C, Track D, and Track E. The Second level shows the
- eight TKIs. The numbers 'l to ‘8’ assigned to each TKI are the
serial numbers used to identify each TKI, with each TKI
20 corresponding to ﬁhe AOB file that has been given the same
serial number, 001,002, and so on. Wwith this in mind, it can
be seen from FIG. 17 that TKI#1l corresponds to the file

‘AOB001.SAl’, that TKI#2 corresponds to the file ‘AOB002.SAl’,
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an 'Availability Flag', and an “STI Key'. As shown by the "}' synbol in the
drawi ng, the structure of the encryption key 5 EKEY shown b'ifeg 2&)4} S
identical, also including a Content ID, an Availability FFag,

encryption key. The |lower 64 bits of a calculation result obtai ned by

appl yi ng aveowtssztash Al gorithm (SHA-1) to a concatenated (Ppcukea)osss?2
Enc- STKI, Enc-STlI KEY, Enc AOB ('Enc' indicates that the data has been
encrypted) is witten in "C HASH field' . A hash function is a one-way
function, characterized by the fact that changi ng even one part of the

i nput vAKId T aerrespendst pat thal §éleoAB3Q3 - $Akkednd THihernore, it is
extrenely 59 20 February 2004 WO 01/16821 PCT/JPOO OSS~2 ' difficult to
deduce the resguidyatsethBaghlealAg80ds.BR1'he Thputoralespontenasml ue
witten in the C HASH field is used when the customer device accesses the

SD nmenog, avéiqu té’né{e bbY X‘%@EhQ EHSwE”BySE'ﬁ'e AN er AT« Ko g and

t he Enc een rep ace y ot data. "I n ot her vvords when the SD

nenor card 100 .i.s connected to the cus devi ce, cust devi ce
conca?er’r&t <G -hd Bnc-SrKFhLENE2 8T e@@ﬂ %%ﬁEcﬂééeﬁé’ é‘tdﬁ‘ df%ﬁ%%tt he

SHA-1 algorithmto obtain a 64-bit C HASH Ref val ue, as .bel ow. The 10
C- BIASH- ROB valcoedett iheaC MBH itet 2ra ghveledetAAddS ilaifd mfa timm Usage
Rul e are conpared. If the Enc-STKI, the Enc STI KEY, and the Enc AOB are

the sanghas wWhen ilced 8 the é&ﬁ@grpdsudgagdm@o the C HASH Ref val ue
will be the sane as the value witten in the Usage Rule, but if the

Enc- STKI, the e r
repl aced by o{r%‘ a%.-E_%{Es %?ﬁ%|€§g§a cuPhéagp\%lhl I%l 680

mar kedl fromthe C HASH in the Usage Rule. The C HASH fiel d is |ncI uded in
the Usali® ROPENWiFh Hhife Hpeetdofd h'&\‘ﬁ%g“f-%%u@%térﬁérr_rd%vr & Ider f orm such a
check. The " Check- Qut Control I nformation' shows the nunber of recording
medi a OTKINIBIK tARR'pai TR OB BTR, TITHE &y ‘TKI_PB_TM', 'TKI_AOB_ATR',

10 ‘TKI_POB_ATR', '‘TKI_TI1_ATR', ‘TKI_TI2_ATR', 'TKI_TMSRT_SA’, 'ISREC,

‘TKI_APP_ATR’, ‘BIT’, and ‘TKI_POB_SRP'.

An ID from which the TKI can be instantly distinguished
is written in ‘TKI_ID' (in the embodiments the iD is a 2-byte
'code‘A4W.

5 TKI numbers in a range between 1 and 999 are written in
| ‘TKIN’'.

An attribute for the TKI is written in '‘TKI_BLK_ATR'.

The following describes the settings of the TKI_BLK_ATR
for each TKI in the example shown in FIG. 17. By referring to

0 the TKI_BLK_ATR of each TKI, it can be seen that since the
four pairs TKI#1/AOB001.SAl, TKI#2/A0B002.SAl,
TKI#3/A0B003.SAl, and TKI#8/A0B008.SAl each correspond to

separate tracks, the TKI_BLK ATR of each of TKI#l, TKI#2,
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corresponding to a Usage Rul e may be recorded, when the SD nenory card 100
is connected to a custoner device and the 60 20 Februar§ %Qgﬁzﬂgz Y4 6571
PCT/ JP0O0O/ 05852 Usage Rul e noved fromthe SD nenory card 1 8 0 To a

storage. The 'Move Control Information” shows whether the ‘éﬁ%ﬂé/o%‘cszthe"«

right to cW®Ha68¥ecording fromthe SD nenory card 100 to | $&A1TES orage is
permtted. If 1 is set, only one nove is 5 permtted, while if 0 is set,
t he novenent of rights is not permtted. The number of permtted noves

shown i Move rol. I nf i L decripenteds by ATRY oFhe xaysat ager
devi ce 25#%@& &5d m#r?e l§Dnsr‘regc‘rrr[)r?EEtS/ gg?‘é%looc{\avi ng The UsageoRuI e.

Following this, the decrenented nunber is stared.i al _~ tqrage by the
cust onerse@e@itcéﬁeéﬁ_cﬁﬁe'rrﬂi‘ggéPeBiTtLK4BsLS}§-}tIQ%t°%,%€£n%ﬁt 98? rgirtg‘ht s can
be judged by referring to the Muve. Control Information alone, while if it

is set &ndl ofomensd, ahdrichet TLKs BLKIPRR L rEEEhY i 3 t BKOFRel Si 8F6r At i on
t ogether with The Move Control 5 Infornmation. The Trigger Bit is provided

in orden it o prepare § 00Ut ung jkeaiddrs IRANSINATE ke UsapotRUISAL'I n
ot her \Agrlcf%&jrﬁtpd'ggenent %f whet ﬁer a copyrighted material can be noved nmay

need to be perforned in re .y referri t ondi tai i
cofbi nafPEReRPCRILRS &%é§ﬁtﬁ§¥3qﬁc§%%.ld%£ % ? éggéhgggrggﬁifg%;%

exists, the Trigger Bit is set at 1, and the cqpyrigh teri be
nmoved pROEUE. $Alat’ ehd FORAQGE oHSL aFRISESPOCdd % E’Iﬁgyt haenﬁl/ba#éf%nt r ol
Information is set at 1. 61 20 February 2004 WO 01/16821 PCT/ JPO0/ 05852
Thi s cogpbehgspbiatexplfanale wraufk,t endippie BB ofiiley@OB007.SAL

corresponding to TKI#7 is the end of a track.

TKI_BLK_ATR can be set so that combine editing, ip which
10 any twé of a-plurality of tracks are combined to form a singlel
track, and divide editing, in which one track is divided into
a plurality of new tracks, can be easily performed. The
following.explains ﬁhe change in TKI when two tracks are
combined.
15 FIGS. 18A and 18B show how the TKIs are set when two
| tracks are combined to produce a new track. The example in
FIG. 18A‘shows a case when the user performs an editing
operation to combine Track C and Track E into a single track.
In this casé, the AOBs that correspond to Track C and
20 Traék E are recorded in the ROB files AOB003.SAl and
AOBOO8.SA1 which correspond to TKI#3 and TKI#8, so that the
TKI_BLK_ATRs of TKI#3 and TKI#8 are rewritten. FIG. 18B shows

the TKI BLK ATR of these TKIs after rewriting. ;n FIG. 183,
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of the data. The foll ow ng expl anation focuses on how each of the files
described above is noved when a copyrighted material is myyedphipmade SD
menory card 100 to | ocal storage. 5 Figs. 30A and 30B show how a data set
formng a copyrighted material is noved fromthe SD nenory card 100 to

| ocal sStorYE.01M82ehe files arranged in the user data area 8,PCAWPAOBSSS2I e,
a POB file, and an STKI file are fetched into the user data area in |ocal
storage, as shown by the arrows Myl, 10 My2 and MY3. Followi ng this, the

ACB file, th [ , and the S TKl file on the SD nmenory card 100 are
e et ed- tNEaThe LKL AZRE: Pds Tidiioz VEKPERSATS KETL CROBSAS, (FIRC SindBut
POBSP1. URM in the protected area 3 of the SD nmenory card 100 are fetched to
the prot&etBHGarkBBi hheotTHI_SLdr AR o Db 15 hgwrhetanr ass M4, MYS

MY6 and My7. Figs. 30A and 30B are based on the assunption that all the

audi o objestisoifNTiAe kUSSid dehd 2KEaBBKORMTRN® S KMBPI ¥s CAEHr 10PeAr §snMoOVed
to |l ocal storagé. Figs. 31A and 31B, however, show how files are arranged

when onl. hr ee he ej ght . l.acal . stgrage. In Fig.
31A, A ng-ly?ﬁ'rgé,c;(ﬂ tlzée)ylé%%ﬁﬁlﬁ s@é% ?%@%L%aﬁ%%aﬂg ‘%&ﬂ%~‘l§ﬁ¥ figﬂgg#l
to #3 are deleted fromthe user data area 8 and protected area 3 on the SD
merory &SR fHoes AP T aPREd2nAsAEBG 0Bn SAde WikiGh sporrospepér tar JK2604 WO
01/ 16821 PCTI, JP00/ 0~852 data area and protected area in | ocal storage, as
shown i @nd JKI#BlAerahdiBlheifggtrddteboas lpawtAOR S id esind(B tiher, and
STKI files shown in Fig. 25 are noved fromthe SD nenory card 100 to 5

| ocal shekaae.;dkn d.he drawi ng, AOBOOL. SA1, A08002. SA1, AOB003. SAl,

POBOA . SP1, POB002. SP1, STKI OOL. SDT, STKI 002. SDT, and. STKI 003. SDT are

del eted~fro éhe Og&remnr card 100, .and_these files are insleﬁg rranged
in local sto Sefs i 23 TRRTARPFARG: Obn tHF HENgS Ut %i%ﬁhe“
directories and O files in'the application |layer. In local storage,
di rect ofti E52R&vé St Bé vdsiad st rligsir e1 38 andt AE@BSBhermary ec@mp OO N but dat a
may be converted to a distribution format; that is the format
10 which a single track is divided to produce two new tracks. - In
the drawing, the user is assumed to have performed an editing
operation that divides Track C into two new tracks, Track C
and Track F. When Track C is to be divided into a - new Track C
and Track F, the AOB file ‘AOB002.SAl' is generated
5 corresponding to Track F. FIG. 19A shows that TKI#2 is set as
‘Unused’, with this TKI#2 being assigned to the newly generated
AOB file 'AOB002.SAl'. ]
‘TKI_LNK_PTR' contains TKIN for a link target TKI. As
shown by arrows TL4, TL5, and TL6 in Fig. 17, the TKI_LNK_PTR
) for each of TKI#4, TKI#5, TKI#6, and TKI#7 corresponding to
the four AOB files forming Track D are set so as to indicate a

next TKI_LNK PTR.

‘TKI_SZ' contains the data size of the TKI is written in
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consisting of titles and packages shown in Fig. 10, and stored. The

followng is an explanation of the structure of a 5 digit rdrabes Fi O

33 shows the structure of a KIOSK type digital termnal. 2?Fi dﬂﬁp?n t he

drawi ng, the KIOSK term nal includes a rel eased contents br OP@%{’%&#S& r
al-

viewi ng a No@81/4efSilc |library conposed of copyrighted materia éa}ve- :

been rel eased by a record conpany, a touch panel 22 for receiving search
requests and purchase requests for copyrighted materials, a comrunication
unit 23 connected to a dedicated Iine such as a fiber-optic cable for
transni Y5y W83 20 February 2004 WO 01/168Z1 PCTI JPO01058~2 recei vi ng
copyrighted materials, a card connector, 24-for nperform i.nput, from and
out put to theT8D_FBuitY @@PHaEOE;t§ebPﬂﬂﬂﬂié%ﬂ4iQﬁ5?{ngﬁﬁqugﬁfLé ?%g-y
recei ving cash paynent using a coin vender or online paynent using a cash
card or #/Gd £LArAoBaiaeadr ROPr didssiony nedporgbinprtexekatThy- any required
encryption and decryption when accessing the protected area 3 of the 5D

menory card | SnE8EMECenESRlin jirdherduy et austngoe
conbi ned cont regF—oi?)%s;ﬁigg %zrrlvi ces i Fll thel I &ﬁ? termnal. O Fig. 34A shows

the structure of ~. custo device, in this ; gonmputer. The
cust onerf dehq“ad | WReldes g‘séoﬁ'ﬁl g?f‘grrggq"eec?{z for feeg%rgﬁﬁ&gwgé%one musi ¢

l'ibrary conposed of copyrighted materials that the user has $urch sed from
the Kl OSkeqrenacpl atowhdentbadB@ByFe a0k &S PR P et 5 P out e,

a communi cation unit ‘33 connected to a public line for transmtting and
recei vi ng, Gopyrieht sdolBtiepkakampaeecar dheorimsctare 3 wiekeh al tPGVRALA
(Personal Conputer Menory. Card International Association) card adapter,

misi ¢ 08 Bray Be ket IR SR PR S e sl ¢ 11 brary, an i npu
e g L 30 ol i Chh D8, 85 ®F: QRELAL O R Iy F0s G O unit 37
10 (sequéntial’mode, random mode, shuffle mode), POB qisplay, and
a mode showing whether the POB is to be synchronized with the
AOB file corresponding to the TKI (slide show mode, browsable
mode). aré set.
‘TKI_TI1_ATR’ and ‘TKI_TI2_ATR' show the types of text
15 information to be displayed together with the copyrighted
material, for example IS0646, JISX0201, IS08859, Music Shift
JIS (Japan Industrial Standard) characters and the like).
‘TKI_TMSRT_SA' contains the start address of TMSRT.-
‘ISRC’ contains the ISRC (International Standard Recording
20 Code) of the TKI.
‘TKI_APP_ATR' contains the genre of the application stored
on the SD memory card 100. This may be, for example, a music

type, karaoke software, or presentation data.
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operations, processing for adding a new copyrighted material 64 20
February 2004 WO 01/16821 PCTJJPO0O/ 058~ 2 to the hone nusbgﬁé%y&wzodp t he
| ocal storage 32, and checking-out copyrighted materials included in the

| ocal stor 6\%} 32 to another recording medium and a secure processing unit
38 for ‘exec |‘]r166§ﬁcrypti on and decryption 5 required when adsEgHmngsIBhe

protected area 3 of the SD nenory card 100. Next, the internal structure of’

the SD- Audi o players 122 ~to 124 is~ explained with reference to Fig. 34B.
In Fig. 34B eagh gf S Audi o) bl [ 1,% 9,124 is a ] A card O
adapter,'incIuggng.gkggﬁgﬁionﬁggV%}q%gaf%r% é&%brﬂ?ﬂﬁg?ﬁpgéBLéLQﬁésoutput
fromthe,SD nenpry card 100, a descranbler 61 for decrypting AOB files
using a 1% IE-KaYy, SiAeARE dhdier dBdowD 3 letietbeingt ACBthirkes ft @hebt ai n
PCM data, a D/ A converter 63 for converting the PCMdata fromdigital to

anal og, Bl oipushowg tihe thenverdwdthglattthd (BEPepkel sd¥kaa apheadphkengt
termnal, and a control unit 64 for perform ng conbi ned control ~of

processifiglid) tdre $P ANGROrRLaAVEr S I tlgg%sﬂﬁ‘dé%ggdig players 122 to

| 24 play back tracks recorded on the SPE nenmory car by~ a cust oner

deui ce ysi.ng .check: r _tracks recorded on the SD nenory card 100
togethe?ﬁﬁé%?%%iikéﬁ&%m?éegﬂataiﬁﬁ?egﬁggiﬂmﬁﬂﬁﬁTﬁnﬁﬁ?%Fdsa%%rﬁitted.
Here, playback of cggyri hted materials is explained as being performed by
the SD-AdtfFolpNafét £a9bdt o Bagh pht thheecddedaksr 166 deRer eht uaty 2004 WO

01/ 16821 PCT/ JP0O0/ 05852 device may be given the sane internal structure as
t hat shdenaiid Bieg.owd4B and perform pl ayback of copyrighted materials:

The relative address of the start of an AOB_BLOCK from

the boundary between clusters is written in the;DATA_Offset'as
0 a value given in byte units. This expressés fhe'size of an-

invalid area between an AOB and the AOB_BLOCK. As one

example, when a user records a radio bfoadcast on the SD

memory card 100 as AOBs and wishes to delete aﬁ intro part of

a track over which a DJ has spoken, the DATA Offset in the BIT
) can be set to have the tfack played back without the part

iincluding the DJ's voice.

‘SZ_DATA' contains the data length of an AOB_BLOCK
expressed in byte units. By subtracting a value produced by
adding the SZ_DATA to the DATA Offset from the file size (an
integer multiple of the cluster size), the size of the invalid
area that follows the AOB_BLOCK can be found. 1In other words,
when a section which does not need to be played back exists in

the latter part of the AOB, the SZ_DATA can be adjusted to
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itself. Furthernore, user operations may be received by a digital 5
term nal or custoner device by using, instead of a touch boar d,
a trackball, a trackpad, or any conbi nation of these. Cbn?gE?ERﬁQQﬁgg _
vi ewed on &&f r%l ased contents browser 21 and the hone nusimc1/ifoo/asss2 .-
browser 35 %V‘P exanpl e, a CRT (cathode ray tube), a plasma display, or’
an LCD 10 (liquid crystal display). The follow ng is an expl anation of the
secure processing unit 26 inside the digital termnal. As shown in Fig. 35,
the secure RIACRISING aphtidbskaekodegram bBngr péeysidngpagkt Fhusn ID
processing unit 42, an AKE processing unit 43, a Knmu 15 encrypting unit 44,
an STl encrypting .unit 45 d Ks..angkyphkn Nchndbe Haa MY ywcessi ng
unit 41 SF&&&?%%&%% o?%%ggnasﬁeégésggmﬁgﬁego% of the SD nenory y(?ard 100,
and a device key Kd attached by the nytacturer of the digital term nal,
and ?0 opﬁmaﬁinﬂfﬁ?ﬂﬁiO%%%?Qp?PSnsﬁgﬁA& *by performing a specific

cal cul ation using the MKB and the device key Kd, then outputs the
encryption keyn&m so THERTE prowesshagthei numper (PEAPRCEROMES thgtuded
encryption key Kmfromthe MKB 66 20 February 2004 WO 01/16S' _1

PCT/ JP0Q/.058 ' j htidionkReakDtpeoseastngfuni pré&sardads a
wggia-|%“figﬁffﬁ%g§§§?g%?5$@%§iéif the SD nenory card 100, and perforns a
specific calculation to obtain a 64-bit calculation result, the |ower

56- bi t sPEB_ R -are output to the AKE processing 5 unit 43 and the Kmu
encrypting unit 44 as the encryption key Kmu . The r i.ng unit 43
per f or ms AKE'ﬁngbsstﬂﬁMﬁgﬂﬁb‘?0@%%l%ﬁc¥96t?Bﬁbﬁﬁyoéﬁgbgaggéﬁgfed by the ID
processing unit 42, and the encryption key Kmu on the SD nmenory card 100.
The 0 AKERQRGE26SiMNGHEi A0B hEDEMENPUpsstihiéosedbat §BSsPAR Iedy

present AOB_BLOCK.

10 ffns_Middle_TMSRTE'contains the number of AOB_FRAMES
included in.each AOB_ELEMENT apart from those at the start and
the end of the present AOB_BLOCK, which is to say AOB_ELEMENTs

in the middle of the AOB_BLOCK.

The 'TIME LENGTH' field contains the playback period of an

15 AOB ELEMENT is written correct to the nearest millisecond.
The ‘TIME LENGTH' field is 16 bits long. When the encoding

method used is MPEG-ACC or MPEG-Layer3, the playback period of

an AOB ELEMENT is two seconds, SO that the value ‘2000’ is
written in the ‘TIME_LENGTH' field.
20 FIG. 20 shows the clusters 007 to 00E that store the AOB

composed of AOB_ELEMENT#1 to AOB_ELEMENT#4. The following

describes the settings in the BIT when an AOB is stored as

shown in FIG. 20. The AOB_ELEMENTs #1 to #4 occupy the ;egion
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resulting fromthis calculation to the Ks encrypting unit 46. The Knu
encrypting unit 44 randonmy selects an STI KEY (in the draa }

i ndi cated), encrypts this STI-KEY using the encryption ke?wkﬁ%ngﬁqga?éfron1
the I D processing unit 42, and outputs it to the Ks encrypting unit 46. The
Krru enc’:rypt‘i"ﬁﬁ“&g’izﬂ 44 al so concatenates the Enc-STKI, the ERETSPRY/0IRE2, :
and the Enc AOB and cal cul ates a C HASH val ue by applying the algorithm
SHA- 1. Upon obtaining the encrypted STI KEY and C HASH val ue, the Knu

encrypti unit 44 .wites t .the SH val ue in a Usag |l e,,encrypts this
Usage Fmﬁgtﬁg?%gméﬁelgngiﬁ&ﬁ%ﬁ1qéi?%@nﬁéﬂuﬁ?né%ﬁﬁgeft89§ythghk§ encrypting
unit 46. The STl encrypting unit 45 encrypts an STKlI using the 67 20

Febr uar y* 9N §\0L 8| 116828 tRATRIWPGEI®0 SR keheRBBhi sashshenerPpt ed

STKI to the SD nenory card 100 and wites it in the user data area 8. The
Ks encryqtfaow siiltiAGFEGCr POLS & heaiDATR SHdseandyidkagei iutiee UBINggikes
56-bit session key Ks output fromthe AKE 5 processing unit 43, outputs the

encr ypt i i LeS,hi~l : .ect atg . 3.+ N conpl etes
the. oxpl arari oront SheoErrhbrsigioR Bl Bt et e <A MR The
digital term.nal. The fglloang explangﬁi n deals with the structure of the
secure RPHroUE s tint PE38Pn SERE te st dmsr AQEWLREME iTREdhAyYe to
structure of the secure processing unit 38, as shown in Fig. - 36, includes
an MKB pecedwinty ahiclBstean00D. pr fbessi ng gaint bs2 semn AKR tprocesBITg unit
53, a Ks decrypting unit 54, a Knu decrypting unit 55, and an STI

decrypt magagdid thfe JdbrsPeepbbReeHSEARBE1HEYEEbbRINGRMLGE R i t he SD
menory card 100, the MKB processing unit 51 reads an MKB fromthe system
area I,A%%d ehfzqif® a specific calculation on the read NMKB using a device
key Kd, thereby obtaining a 56-byte encryption key Km

The field ‘TKI_POB_SRP' indicates the POB to be displayed
10 during the playback period of a specifiC'AbB, a playback
period being one of the time periods during which playback is
performed according to a playback order specified in the
Playlist information. 1In other words, thg Tréck Manager can
indicate the POB to be displayed for each tracks by setting
5 the TKI_POB_SRP.
Fig. 21 shows an example of a setting of TKI_POB_SRPs for
TKI#2 to TKI#4 included in the Track Manager. The first level
shows the Track Manager, and the second level three POB files.
The Track Manager on the first level includes eight TKIs, and
) arrows indicate which of the TKI_POB_SRPs in TKIs reference
the POBs. According to the reference relationships indicated
by the arrows, the TKI_POB_SRPs in TKI#2, TKI#3, and TKI#4

indicate POBUOQl, POB002, and POBOQ3 respectively. The data in
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20 The I D processing unit 52 reads a Media-1D fromthe systemarea 1 of the
connected SD nenory card 100, perfornms a specific calcul at N e
encryption key Km cal cul ated by the MKB processing unit S?bQQﬁH%t%QQ%Qd

Medi a- | D, %02%12%39 a 68 20 February 2004 WD 01/ 16821 PCTlpdRPdés3s2 :
64-bit cal ron result, the lower 56 bits of which it outputs to the AKE
processing unit 53 and the Knu decrypting unit 55 as an encryption key Kmu.
The AKE processing unit 53 perfornms AKE processing with p the AKE

processipagodi £o4308hothe sSR iFedd tEarxk di0d, B ust nganteDemesppritdivelday Knu
output fromthe Ks decrypting unit 54, and outputs the 56-bit cal cul ation

result to_the.Ks decrypti it ; SPd kv ke KBorThErKS nd@cryypt i ng
uni t 54%?35851§nw8HcFy%Fe Saﬁpgggéﬁgé#§@%$k? and Eng-LBage~RuIe stored in

the protected,area 3 of the SD nenory card 100, .and, de p t enRcrypt ed
pai r usPAgTEREC8BCBAt WEESseGFhk dF A& dut a¥??ﬁﬁ?ﬁ§’Aﬁégpﬁgéeggpﬁ§%€%it
53. Then the Ks decrypting unit 54 outputs the decryption result to the Kmu

decrypt iLAgtHei TKES. efberkmthdec et iBQPurdte 5 pes orfstdeBPypti ng using
the 56-bit encryption key Kmu cal cul ated by the I D processing unit 52,

t her eby QBEQ&G%%Q anr$hK! taedHrage Rulne paids e SFacHecaypt phgyenit 56
reads the Enc-STI KEY fromthe user data area and decrypts the read
Enc- STK| uEing the STI KEY, thereby obtaining an STKI. The encryption and

decryptPdh*performed by the secure processing units 26 and 38 is perforned

in Converted Ci pher Block Chaining Mde (C CBC node uppgse, that the
encrypted 69Thig completes the e;%lanatéon of {Eg %KG?.ppﬁext, %he

' remaining files shown in Fig. 12 will .be explained.
-The file ‘SD_AUDIO.PLM contains information defining the

.0 playbaék order of a plurality of tracks, and includes
Default_?layiist_Track_Search_Pointe;s (‘DPL_TK_SRP') #1 to #m.
Fig. 22 shows correspondences between Default Playlist -
Information, TKIs, and AOB files. The DPL_TKINs in DPL_.TK_SRP
#1 té #8 in the Default Playlist Information indicate TKIs #1

5 to #8 respectively, so that each AOB file is played back as
shown by the arrows (1) to (8). The following explains how an
editing operation to change the playback order of tracks is
performed by changing the order of DPL_TK_SRPs in the Default
Playlist. Figs. 23A and 23B illustrate a situation in which

0 track order has been changed. The setting of DPL _TK SRPs and
TKIs in Fig. 23A is the same as that in Fig. 22. The playback
order in Fig. 23A is Track A, Track B, Track C, Track D, and

Track E. In the Default Playlist Information in;Fig. 23B,
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20 February 2004 WO 01/16821 PCT/JP00/0~852 data is 512 bytes. In C CBC

node, each 8-byte section of this data is treated as one e
first 8-byte block is decrypted using a 7-byte enéryptiongbg%hﬁﬁﬁpﬁﬁ%h
8-byte calculation result is held as a section key, and used to 5 decrypt

t he next 8W®ARIE6BIIock, and so on. The 512 bytes of data is decr/ypoedsszn
8-byte units in this way. Furthernore, the processing sequence in which the
session key Ks is shared via the AKE processing, encrypted data read from

the SD 1Q0 ted data d ted using 10 th i on k
Kor and BRBHEFor Ehe: e oAl SR HaF LhbXcaERY ot DY IR AL AP ALY 1o

as a secure read. This processing sequence is perfornmed when a specified

read coRf@RdinthRecsenges,r ead thommlal)backi esded e ThackDAyemuackea,d 100
by a connected device. I5 In addition, the processing sequence in which

data i sTesek yp} edruekn®,t Reenerad’ ion keyr KhehaR§dnbheReeREHYRt &¢ again
using the session key Ks obtained via the AKE procCesSing, and the encrypted

data tr@msm ! fers t a .secur ite..This_processi ng sequence
i's per#%%%Eﬁ%ﬁgniéoEges&§§%¥gﬁ%aﬁ¥%§%ﬁnéh#%rT?Béoge&Brgg&FiWéyconnand)
is.issued to the SD nenory card 100 by a connected device. This conpletes -
the exfi@RiGOACRE Fﬁéc§eé&ﬁé’bﬁﬁé‘c@§§\% tmike @sshhy @Banged. 20 February

2004 WO 011 16821 PCT/ JP00/ 03852 The followi ng is an explanation of the
sal es servi dhé ille 5’FOBO00. POM' contains control information for each

POB, such as whether a POB is indicated by TKGI, and if it is
}indicated, the number of indications.

This completes the explanation of files included in the

p) SD_AUDIO directory. Next, files iﬁcluded in the SD ADEXT

directory are explained. The directory ﬂame ‘SD_ADEXT' stands
for SD-AUDIO EXTENSION, indicating that the directory is an
eXtension that has been added for_daté compliant with the SD-
Audio Verl.l standard.

The file ‘STKI***.SDT' contains Secure Track Information
Qith an internal structure as shown in Fig. 24. From the
drawing, it can be seen that the STKI includes 256 bytes of
Secure Track General Information (S_TKGI), and a 256-byte
Secure Track Text Information Data Area (S_TKTXTI_DA).
Comparison of the STKI***.SDT file with TKI reveals that the
TKTMSRT present in the TKI is not present in the STKI. 1In
addition, comparison of the TKGI in the TKI and the STKI

reveals that the TKI_TMSRT_SA, and BIT present in the TKI,
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cqp‘?rol unit 27 and-the library control unit 37, which ar'e control units
perform ng conbi ned processing control for the digital teryn e
~custoner device respectively. The sal es service control urﬁ@&uﬁg%‘ges
ROM (read-only nenory) storing an executable programwitten so as to -
perforn1cqg§%a§gnqontrol of the digital termnal, RAM (rand8RTHRYSES: -+
menory), and a CPU (central processing unit). The flowharts of Figs. 37
and 38 show the procedure perforned by this executable program The control
content of the sales service control unit 27 is expl ai iLth_ reference to
these fhewshpets. répeacelde by dsssi Ty @Ee%ﬁelfF‘Bméhégt-gﬁg—%g% 3 g
initiated, at step 51, the sales service control unit 27 has a |ist,

i ntrodugj ng gopyki ght €% MRty idlard hbde haweibheenichl 88séufpyneRéopecord
conpany,’ di spt-ayetd orr the screen of the released contents browser 21, and

t hen noves to t | Qop. pro Sj i AAls S3di At rsbepiSR, the sal es
servi ceS¢oht #8I Ii|ﬁﬁi 3057 & lgﬁnqdr%gls%v%i%ﬁgﬁeégtggr has made a purchase
request for a copyrighted material and, at_step S3, determ nes whether a
user hafommdtsaasdaibRivdgivedt Y3 %%y'?”f’g’ﬁtf%a' material. If a search
request has been made, step S3 is Yes, and processing noves to s gE S4. At
step S4, thergal €s13emiinge ecaritaiols e QYL FeEenyes eR‘té?ﬁBth?n% such as
an 71 - 20 February 2004 WD 01116821 PCT/JP00J058~2 arti st name or song
title fr&? Lherusepyisad had aueh, panel sPRI Badmatedt epgSBheseditheshkor

i nf or neT On regarding _ copyrighted materials relating to the keyword from

the distribution server 103 by accessi h L st g QUL HENwEBAVERe103 Vi a
the cor®Ri EAEMoRNENPL T enc,aracf g?@gt%G?O?%e sal es@servi ce control unit

27 has a view ng screen show ng the copyrighted materials uL{Lngpf rom.
t he searshgdi Rpllayédrbymﬁé:qwre‘efgé%e%dﬁﬁ%%’fl%foﬁeﬁno‘f[‘,j g%éﬁt ké% rgetur ns
to the | oop processing of steps S2 and S3. 10 If a purchase request is nade

by the HsRbrySE@RAS20i0S to local storage. The STKI contains
0 S -TKI FR ID 1 to 4, and since these record IDs fgr individual

KIOSK terminals, distribution formats, and individual users,

the STKI is used as a kind of proof of purchase for

distributed contents.
S TKI files and AOB files have a one-to-one

L5 correspondence, files with the same three numbers in the file

name being corresponding files. Fig. 25 shows the

relationship between AOB files AOBOO1.SAl, AOB002.SAl, and

AOBRO03.SAl, POB files POB001.SP1, and POB002.SP1 included in

the SD AUDIO directory on the one hand, and STKI files

20 STKIOO01l.SDT, STKI002.SDT, and STKI003.SDT included in the

SD_ADEXT directory on the other hand. AOBs and STKIs with ]

matching serial numbers correspond, as shown by the arrows

AS1l, AS2, and AS3. POBs correspond to STKI as ipdicated by
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Yes, and processing noves to step S7, where the sales service control unit

27 waits for cash paynent t.o be made to the billing unit23$@bé&nnﬂ?ﬁy IS
inserted into the coin vender, the sales service control Unit ,at step

S8, has a 15 transmi ssion request for a package corresponding to a sel ected
copyri ght eWa@t/#82ial transnitted by the communi cation unit 2BCT/RINIO58At '
step S9, the sales service control unit 27 waits for the package to be
received, and at step S10, determ nes whether the package has been properly
receive | f the 20 ckage_has not bee r.oper |, ecei ved, processin

oves T 08 B T Bl (M SATee BBL0! 6 LEDHORan ihnPELDs s Jeined BY
communi cation unit 23 issue another transm ssion request. If the

comuni ¢&tel &n SKI_tPOB SRR eivesacheSpABRadelpropdnl $het bxample 20f Fdbg uary
2004 WO 01/16821 PCT/ JP0O0/ G 852 sal es service control unit 27, at step Sl1

convert gsthg packaes tsrplatp €oapPEiaat sokthobhepBDiAddicar¥er |l . | standard
and records it on thé SD nenory card 100. At step S12, the sal es service

control hh-2%¢det erm r ta_has.b 5 I ecorded on the
D ooy 0838 SEO0, i A ot 5 958 Ancaah Feranatkapoar E8TEIa 11 data
has been properly recorded, the sales service control unit 27, at step S13,

hag t helBftFR&R§SURPBOES fSHal i ze payment. Then processing moves to step Si,
the sales service control unit 27 has an initial 'O screen displayed by the
rel eased conThahsscbhbmpistre?t hearekpbaestiontdf fdbps pconessnad dh sheps S2

and S3. The followng is a detailed explanation of how data is converted

into daggepogRthantew gh 1@ 3D AUl O VEdd  dostaN0as di Rl t§beprSticrwt h
reference to the flowhart in #lg. 5 38. Wen recording a copyrighted

materi‘al _ontg the ‘SD menory, card 100, the sales service.contrgl unit 27
e cess A TheSShr R BRBIGREH ory N RARE TS BSE ot b 57 1 he. BBSnehor y
card 100, reads the ACB***.SAl files, and performs a search to determne
whet herSRAURTCediFerEonynsontadirsing f¥1endAOBSAL. KEY' and

0 ‘POBSP1.KEY’, and an SD_ADEXT directory containing files
‘AOBSAl.UR@ and ‘POBSP1l.URM'.

The file'AOBSAl.KEY'is an encryption key storage file
recprdiﬁg encryption keys (Title Keys) for decrypting AOBs.
These encryption keys each correspond to one of the plurality
of CEL Keys included in the Default Offer area of a package.

The file 'POBSP1.KEY' is an encryption key storage file

recording encryption keys (Title Keys) for decrypting POBs.

These encryption keys each correspond to one of the plurality
of CEL Keys included in the Default Offer area of a package.
The file'AOBSAl;URM’is a usage rule storage file
recording Usage Rules corresponding to each AOB. Fig. 26
shows the structure of the file AOBSAl.URM. In the drawing,

the file AOBSAl1.URM includes ‘Usage Rule Manager Information
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AOB***, SAl1 files already exist, the sales service control unit 27 displays
a nessage indicating that no nore contents can be recorde r si ng
ends. If the nunber of AOB***.SAl files is |less than 999,qpﬁggq§ﬁ%gﬁ§€rvice
control unit 27, at 73 20 February 2004 WO 01/168_"1 PCT/ %pqg,%§€§.§%~ :
step S21, WOW1HE82IAAC stream data included in the CELs of th& (a8

a plurality of AOB files, and records the AOB files in the SD AUDI O
directory. Next,. at step S22, the sales service control unit 27 opens the

Track nager stored jn the 5 us . are y1gard 100
and gen %geésTRI 8814’?&56&?&"@5 %%ﬁ%%ﬁ%%%ﬁ?ﬁgs%ggggﬁanager. At
step S23, the sales service control unit 27 sets data g ed _on t@e header
and Navimforoat $onucvers Lo NWFS@ H/n 30tk Hhkkafe?tn th ag?ﬁgglﬁPyeof TKl s
inside the Track Manager. Next, at step 10 S24; it converts still picture

dat a i ntor POBsf khesocaneh giROWHe Ideawdmdy rreeby ds t hese converted files onto
the SD nenory card 100. At step S25, the sales service control unit 27

di vi des up LMe.seak I and geliSade a8t thdddRTE Die correspondi ng
TKI's, and aﬁé%gglgg&gdl%té%lgt[?%m,TK~SRP§tei n 15 the Playlist based on the

Navi gation Structure. This conpletes the settin t be
ar?agge’beq:%r@ﬁégsﬁ)sﬂgﬁl & FFe%&Ffsipﬁntcﬁlen%s%ér %}i@g %@%a (é;f éﬁﬁeE%D nmenor y

card 100. Next, the sales service control unit 27 noves to_step 6% S90, and
det er niores bhieiher The corbespondiagnidatadl BB HRMEH ERRIMVESCont r ol
Information of the DRMis 0. If the nunber is 0, the processing of steps

S27 t01533 @pd S9tai stekicped, iandhiehe anecessilvat nofeshe ofslep S35. If the
nunber 74 20 February 2004 ' WD 01/16821 PCTJJP00/ 05852

' AOBSA1.URM.

.Fig. 27 shows the correspondencesAbetween AOBSAl.KEY,

0 AOBSAL.URM, and AOB files when the SD_AUDIO directory has
eight AOB files, eight encryption keys corresponding to these
files are recorded in AOBSAl.KEY and eight Usage Rules
corresponding to these files are.recorded in AOBSAl.URM.

The encrypted AOB files, thg encrfption key storage fi;e,

.5 and the Usage Rule storage file correspond according to the

predetermined rules (1), (2), and (3) described below.

(1) The encryption key storage file and the Usage Rule
storage file are arranged into a directory with the same
directory name as the directory in which the encrypted file is

m stored. In FIG. 27, AOB files are arranged into the SD_AUDIO
directory in the user data area 8. The encryption key storage
file is also arranged into the SD_AUDIO directory. The usage

rule storage file is arranged into a directory SP_ADEXT that
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is 1 or nore; processing noves to step S27. Next, at step S27, the sal es
service control unit 27 generates a plurality of STKIs ba§g§: N800
plurality of TKIs generated in the Track Manager. At step 8, e sa
service control unit 27 5 generates a plurality of STI-KEYS and uses the
gener at ed Weym/ts821encrypt each STKI, storing the encrypted FIKI/EPMAIYERe SD -
ADEXT directory. At step S29, the sales service control unit 27 perforns a
secure read of the Usage Rul e Manager fromthe SD nenory card 100, and at
step S30, generates a Usage O Rul e corresponding to each AOB in the Usage
Rul e. Mafagefub Aﬁl§ﬁﬁ59§¥l°ﬁrﬁ?%n§Q5A%%F8 éregﬁPFBI unit 27 decrenents
the nunber of permtted noves, and at step S31, sets the decrenented
nunber, of perit Tee mmwmypuﬂdd1kdmaiﬂmmkgéhfitbnandluBaﬁeranaNL'in each
Usage Rule. At step S32, the 5 sales service control unit 27 sets the ST
KEYS US@@'oLQg@”‘qut trlaegsw@rﬁ d ¥ iSleAthrd 2o+ 8t B8d BY- KEbem@In@ ehd he
Usage Rul es. step S33,” it perforns a secure wite of the Usage Rul e
Nhnager onto the SD | O The STKI | ¢, Manager
are recor Bﬁr?ﬁelg%3$§%pF%£$§§tﬁil%ﬂ?m%a?gdg?g.AQS %§ B% %hthe

SD- Audi 0 VErI standard is set on the SD menory card 100. hb at step
S35, t el mgsenvweéhc@nﬂ off Ghiet DXPdRIBRIRCA 'S&&EYr ©F eaHRB‘? the Title
Key Manager fromthe SD 75 20 February 2004 WO 01/16821 PCT/ JP00/ 0~852
menory exafshd0Onsandragsst egaS36d WS8R ehdGEL: ieysot nespordennet bet@kBken
Keychain of the Default Ofer in the Title Key Entry corresponding to each
AOB inp@g§§ﬁ. 7, e Vi I rforns
a secure %@?’ ﬁé §A$ e Kg§gwﬁﬁgggﬁjﬁﬁitoqﬁﬁ%gﬂéﬁﬁefggfﬁﬁéésB%ave
been WW|tten o the, SD nmeno rd 100. Thi | etes the e anatlon
of the XRALE s%%i‘?césc@rqaro 1 Lﬁ#&t 7tc1'f‘?1 Ther §pP ?‘Pﬁl Ee&r ﬁ?ﬁ&la.ge tlrFe

library control unit 37 in the custoner device is explained in detal
glven the filename ‘AOBSAl.KEY' produced by a dlng the first

0 three characters ‘AOB!, ‘SAl', and the extension ‘.KEY', as shown
by the arrews nkl and nk2. The usage rule storage file is
given the filename “AOBSAl.URM' produced by adding the first
thrée cﬁaracters'AOBU ‘sal’, and the extension ‘.URM’, as shown
by the arrows nk3 and nkd.

) (3) The filenames of AOB files are assigned the serial
}numbers ‘001’, ‘002', ‘003’, ‘004', and so on, showing the position
of the Title Key and the Usage Rule corresponding to each
audio object in the sequence of encryption keys given in the-
encryption key storage file, and the.sequence of Usage Rules
given in the usage rule storage file. As a result, the Title
Key and the Usage Rule that were used to encrypt each AOB file
will be present in the 'Title Key Entry' and the ‘Usage Rule

Entry’ with the same serial number. In FIG. 27, Fhe arrows
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10 The library control unit 37 includes ROM (read-only nenory) storing an
execut abl e programwitten so as to perform conbi ned contQ@Féﬁuéggogigita
term nal, RAM (random access nenory) and a CPU (central processing unit).
The flowharts of Figs. 39 to 41 show the procedure perfornmed by this L5 .
execut abl ew ogrede1 The control content of the library contr%‘FT/#ﬂOf‘b@% is.'
explained with reference to these flowharts. Wen the processing of the
flowmchart in Fig. 39 is initiated, at step S41, the library control unit 37

displays a list of tracks stored. in the | ocal st L - Rog hen
noves t dklhe Aodp %’F%ce@%@nﬁﬁéf sgf’é’p§h§4§°§r¥§s%f§{ %Ece:fbe%@xg%ezn the |ibr ary
control unit 37 determ nes whether a track nove has been requested, and, at

step S4Fildmt hpithetKeyk, cAndkUsageh&siligSen requested. At step S44, the
library 76 - 20 February 2004 WO Ul/16821 PCT/JP00/ 05832 control unit 37

determ nes whgthefo i biagk ¢hesk- erphanaiden odyudst editarmakts brept 45
whet her a purchase of copyrighted material froma server conputer has been

reQUesteq%égﬂﬁgiﬁf ug %t%?%gygﬁ.@?er%ggi%h ht ed matpriad, fromdéhe server 5

conput er® S Yes and processing noves to step S$46.

At step S46, the library control unit 37 has a.dowl oad r st t smtted
to % he comnimaata ohithe tKeg, ERREYadnSLyFess? \X/a:%’tmﬁgc% oer}cersg%%leé% % kage.

| f the package is received, the same processing as the processing~of the |0
fl owchargkot’,Fizgh ‘BFaprabolieg Byaghe aingia dCondemtndiD't s perforned, and at
step S48, the library control unit 37 stores the received package in the

| ocal storage32.PLaGes3nng i tammgmoyesske stepswiéd at @oydighitieca request
to nove a trggégf?oﬁlthe SD %;noriﬂgard 100 5 to the local storage 32 is

made, 'step S42 is Yes, processi en na’ 1 Whd n Fig. 41, and
the lib r&cﬁﬁr%’fl%ﬁto%?gﬁgrggr %}4%% e%&?g .rﬁé)?d cﬁ?nfhe Usage Rul e

Manager fromthe SD nmenory card 100. In the foll ow xpl anat.i.on
? corresponding Titfe Key Entry contains a VJE{JE ncryption ﬁ%y,

10 and at 0 when the copyrighted material is moved from the SD .

memory card 100 to local storage.

The ‘Content ID' is information assigned uniquely to each
content. The Availability Flag is usgd in'combination with
the Content ID in the following way. The Content ID for an
empty Title Key Entry is 0, and the Content ID for a Title Key
Entry that is not empty, that is one that has a corresponding
AOB file, is set at between 1 and 999. When a track and TKIs
(AOBs) exist in a one to many correspondeﬁce, the Content IDs
in the Title Key Entries corresponding to the AOBs all have
the same value. Meanwhile, when the track and TKI have a one
to one correspondence the Availability Flag is set at 1, and
when the track and TKI have a one to many correspondence, the

Availability Flag for one of the plurality of Title Key
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plurality of tracks stored on the SD nenory card 100 are each O indi cated
by a variable #x. At step S72, the library control unit 3%g WQbhﬁﬁy

initial value into #x, and at step S73, checks the Trigger Bit of UBage

Rul e#x. Lf the Trigger Hit is 1, processing is noved to the next track by
moving' to SY@PI/EM3I177 20 February 2004 WO 01/16821 PCT/ JPOBCTEB®MS$52and
incrementing the variable #x. Then processing noves to step S73. |If the

Tri gger Bit is 0, at step S74, the library control unit 37 checks the Mve
Cont r ol formatjon of Usage | f. the nunber of, permtted noves shown
in the & X oont rBF 1 fAifo mataf‘gntll’?to Lot Rl TS8R ot tHRY SD menory
card 100 to local storage 32 is prohibited, so that processing is noved to
t he nexEntrdels Bt vi n§ft bhet Epnszatadd ilisc marterd rand Hdhevari abl € #x.

Then, processing noves to step S73. If the Move Control Information is 1,

processhr@ imawas ity tP1s§epeS78t 0Al aSbepriit fﬁlmmsarmosy)t vyt 37
concat enat es Enc- STKI #x, Enc- STl KEY#x, Enc and obt ai ns C HASH- Ref

A
val ue #x, T \ : i Qr.a n t erm.nes et her
t he val )étele#i%%glfet Oeétt(,eerlgﬁ\gﬁl?%%blgg |§én%1 a? % C),)tlgb&%ﬁ#%% RAGSETS
Rule#x. If the two are not identical, processing noves to step S79, but if
thdy ar 82P8eROFEANt D 3k EBOSCERE- | | BRAPYTESRS Shainit 37 @essdmdm s t he
nunber of permitted noves shown in the Move Control Information of the
Usage Rubeprrfomth at stapctS8dhepefyingsaap20raddtiye ofir TKE sof(avBe )Usage
Rul e#x including the decrenented nunber of permtted noves, and the

Check- Cy@rgggbbghﬂda(Hangdéntéﬁtéﬁ@ tgcal storage 32. hbxt at step S77,
the library control unit 37 perforns a secure wite of 0 into the 78 20

February‘200§ext’ Usage Rules are explained. The right half of Fig.

26 illustrates the structure of the Usade Rules. The format

0 of'éhe Usage Rule corresponding to each AOB is shown here.
This inclﬁdes a ‘C_HASH field', ‘Check-Out Control Information’,
‘Move Control Inférmatioﬁ, a 'Trigger Bit', a ‘Content ID Field,
aanyailability Flag’', and an ‘STI Key'. As shown by the '}’

symbol in the drawing, the structure of the encryption key

i

EKEY shown in Fig. 29 is identical, also including a Content
bID, an Availability Flag, and an encryption key.

The lower 64 bits of a calculation result obtained by
applying a Secure Hash Algorithm (SHA-l).to a concatenated
(linkéd) Enc-STKI, Enc-STI_KEY, Enc_AOB (‘Enc’ indicates that
the data has been encrypted) is written in ‘C_HASH field'. A
hash function is a one-way function, characterized by the fact
that changing even one-part of the input value causes the

output value to differ markedly. Furthermore, it is extremely

99




1r0 01/16821 PCT/, 1POO OS8~2 , Availability Flag in Usage Rul e#x on the SD
menory card 100 and into the Content ID, and perforns a s |- f
random nunbers into the other fields of the Usage Rul e#x,%ﬁ%ﬁ%n%éb@
STI - KEY, th reF%Eﬁel eting Usage Rul e#x fromthe SD nenory caicd/podfd3s21n
addition, YR P ary control unit 37 makes the TKI#x in the SD AUDI O TKM®
file invalid, and deletes all infornmation relating to TKI#x fromthe
default Playlist in the SD AUDIO. PLMfile. Then, the library control unit

37 subt gg%#icg:lftr Y ¥R idre rafwfenceatweni{rashneblided ifmomhé&h® file
POBOOO. referenced by TKI#x. If the reference counter is O when data is

noved, the library control _unit 37 t P i ol kowis@ t hi s,
at . st ep*3BEL Wﬁg‘%'br% cvdﬂt eolwgulntldtteérgﬁeggg gﬂ@i%%#gggrﬁg an STKI #x
formng a track#x fromthe user 5 data areaﬁ_éB gB the SD ne rgoﬁarqoloo,
and recehds the cesdaman davidfe aRESIRT aEaF ed o SPREY| 58AF st'orage 32. At
step S83, the library control unit 37 perforns a secure read of a Title Key
Entry f@grAGBHHaom: heep e Tl ,artee End-$HE_KEY meadfly tbar 8nc0dORnd
then perforns a secure wite of the read 1 Title Key Entry into the

pr ot ectﬁgggr ﬁ%e?mf geﬁ)tq_oa[ﬁgglbyst&g}@ﬁ BéeaThus, the data set formng the

t r Ack#x stored’l I"ocal storage 32. Following this, at step S78,
the library control unit 37 7 Zt[q}{e%ﬁua 0 O%ﬁé/%g:gggmnected
PCT/ JP00/ 05852 @éth@rrm‘"f‘fé%ds\mé‘f?‘r?éf arnllél%?geg#éa% e l'ast number in the
Usage Rul e Manager,.and if it is not the last nupber, at step_S79 o
i ncremenbstie. clseonEneEssiosy MVeSFYTIeh @@?C%E%n?ﬁ'ﬁgng’ﬁ&?eg’i ng has
been repeated for all of the 5 Usage Rules in the Usage Rul e Manager, the
| i brar ypgensielr , URidc-37 1S, @ik GfoR heodetanks, oandhapsbiaenthe &8Ad 1 00
for which a nove is pernitted to the local storage 32. A large nunber of
copyr! gé‘iggrr{% o 't%l %bad’a%na%CWt?ﬁtect_'bﬂkéﬁ‘%éPC%lue, as below. The
10 ~ C HASH-Ref value and the C_HASH written in the C_HASH field of
the Usage Rule are compared. If the Enc~STKI, the Enc-
STI_KEY, and the Enc_AOB are the same as when recorded on the
SD memory card 100, the C_HASH-Ref value will be the same as .
‘the value written in the Usage Rule, but if the Enc-STKI, the
15 Enc-STI KEY, and Enc_AOB have been tampered with, or replaced
by other data, the C_HASH-Ref value calculated will differ
markedly from the C_HASH in the Usage Rule. The C_HASH field
is included in the Usage Rule with the object of having the
customer device perform such a check.
20 The ‘Check-Out Control Information’ shows the number of
recording media on which the paired AOB and Title Key

corresponding to a Usage Rule may be recorded, when the SD

memory card 100 is connected to a customer devicg and the
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storage 32 in the custoner device when the user purchases 10. copyrighted
materials fromthe distribution server |03 or noves copyri ials
fromthe SD nmenory card 100. These accunul at ed copyrightegaﬁgﬁgPﬁE?Qyﬁ<arnla
honme music library. If a track check-out is requested, step S43 is Yes;, and
15 processwigomsses to step S66 in Fig. 40. At step S66, thePCTHPI0FS8S2 i
control unit 37 waits for the user to select a track to be recorded onto a
recordi ng medi um ot her than the SD nenory card 100. Once a track is
selected (the selected track is called track #x), at step 5100, the library
control Useige 3mlzomasett Hremigie RBdmamepyf £t HEOSH IetRF3L b eraos-
connected to the custoner device, searches for an unused Content ID, which
it then assi ghe tMoveecenntent Iafd raavies’t SikowsdivhekBeand HéomtoardmdrX f or
the Title Key Entry as a pair as check-out 80 20 February 2004 WO

01/ 1682] PCT/J 5 i | 0 h hybrary
contr ol g)l]ani 9359%% ﬁsﬁaﬁgé%rggég%ﬁ? tgﬁgauggg?e%tlgu%ﬁ%ﬁggcﬁ%%&é\%i ng
to the track#x, At step S50, the library_control unit 37 determ nes whet her
t he nunbér 18fati §§§r&9€ckl%£e¥’§l'b%?%tt£g ?tﬁé Rafe P oY Gt EDLR sI° shown
in the Check-Qut Information of the Usage Rule#x is 0. If the nunber is 0,
thé |i bparmitoetl; owhidig i¥7 Gkipssethe procesyemngnsf oft epghd®l ito 1887, and
noves to the steps S42 to S45. If the nunber is not 0, however, at step
S51, thgekibt8EYd .CORNDInURBEY to BT & ARDE E6d thevEat 8hoehn fier riheg Mde track
#x (apart fromthe Usage Rule) onto another recording nmedi um Wen

check-out | s pecfarned, .data fr i r defil e shdeture shawn in
Fi g. 12888%??a?1f’9\7\’/irpﬁ 176 gﬂ&g%el%g]ffeﬂé%q}g ¥e§gr5e§ %n aoportaC% e
recording nmedium in other words the files 'AOB*** SAl' 'POB*** _ SP1' , 'SD
AUDI O, TReRnectedAtDl bhepSi memsasnoer PO natERA| thekBypage, Ry bepopsps .
KEY'. Atrack is recorded by this process, allow ng track editing, such as
conbi ni hgldoWing this, the decremented number is stored in local
.0 storage by the customer ‘device.
If the 'Trigger Bit’' is set at 0, movement of rights can be
judged by referring to the Move Control Information alone,

while if it is set at 1, movement of rights is judged by

referring to other information together with the Move Control

5 Information. The Trigger Bit is provided in order to prepare
Vfor future feature expansions of the Usage Rule. In other
words, judgement of whether a copyrighted material can be

moved may need to be performed in future by referring to other
conditions in combination with the Move Control Information.

0 If such a requirement exists, the Trigger Bit is set at 1, and
the copyrighted material can be moved provided that the

conditions are satisfied and that the Move Control Information

is set at 1. N
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di viding, and forward and backward searches to be performed. Next, the
library control unit 37 decrenents the nunber of check-out ’Fe%ﬂﬁjarfﬁo@i ep
S53, determ nes whether the nunber of check-outs is O or or nore. If the

nunber of ggs%lé/hgaqts is 0, the library control unit 37, at St"%ggﬁ%@?{ ?]e :

the track ¢%- out not permtted and then noves to step
81 20 February 2004 WO 0l /16821 PCT~' JPO0O/ 03852 nunber of check-outs is 1
or nore, the library control unit 37, at step 555, perforns a secure wite

of the decrermppied pppheh Af (HhedsOlmad R d5agreRubpliBathenl Qegler
storage 32. ?ﬁﬂe% gt tepe 56, the L:Ipl;.!%)rary control unlbtg 37 verifies the 5

nunber of check-outs ip.,th age Rul e nd_at st deternin her
the numtf B?ecﬂ%ER:ouEthiéﬁlégfqﬁ(ﬁﬁﬁﬁapiﬁ%?ﬁeﬁgfﬁggﬁeghbégg %%thgkf

t he nunber of check-outs has been properly witten, processing noves to the
| oop pr otessfihbesf desepibsdr aboyesds mayed Whrn (3 efCP¥ELeREedcRatR AL
step S44 is Yes, and at step S101, the library control unit 37 reads a

Medi a- | Q $Inhépied t oréfet 8P BBMaeyhoasr ¢ak@D, 1Ghdt@ Toodknstbdbagaique to a
track fromthe SD nenory card 100, tracks already having been recorded on

t heg SD meror yE‘;ﬁ?é gdéﬁl&tﬁaﬁ\al Ebgggﬁég\tz’howea Id BT yed SeSORLAQI auni t 37

conpares the pafr ntent 1D, and the Medi a-1 D and Cont ent
IDin the Check-Qut history_informtio and .at “step S103 deternpe

whet her FIRYE¥aRKed  BabRELAL0A St AOVES %é:r?ﬁ‘} &rbear%s 1'8?)'“%‘?% ?ﬁﬁ%t?@gl E‘f’o
tracks that have 'al ready been checked out. If a track is identical, "0 in

ot her wiratsal hetsnageas Qft thek fiiats kasapaad dieciedl wIgr Prbredseag8 noves
to step S58, but if the track is not identical, in other words not the sane

as a tragk Admtrhps, bgepoghecked aud anheTKIbIfFIYe cord ridteted Bitooves to
steps 82 :
user data area in local storage, as shown by the arrows MY1,
10 MY2 and MY3. Following this, the AOB file, the POB file, and
the STKI file on the SD memory card 100 are deleted.
Meanwhile the files AOBSAl.KEY, POBSAl.KEY, AOBSAl.URM, and
POBSP1.URM in the protected area 3 of the SD memory card 100
are fetched to the protected area in local storage, as showg
15 by the arrows MY4, MY5, MY6 and MY7.

Figs. 30A and 30B are based on the assumption that all
the audio objects in the user data areé 8 of the SD memory
card 100 are moved to local storage. Figs. 31A and 31B,
however, show how files are arranged when only three of the

20 eight AOBs are moved to local storage. In Fig. 31A, AOBs #1
to #3, Title Key Entries #1 to #3, and Usage Rule Entries #l

to #3 are deleted from the user data area 8 and protected area

3 on the SD memory card 100, and arranged instead in the user
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20 February 2004 V O 01/16821 PCT/JP0O0/ O-SS2 S42 to S45 without perform ng
check-in processing. As step S58, the library control wuni f a
secure read of a Usage Rule fromthe protected area of th?oﬁéggﬁﬁ%?ggﬁge
32, and, at step S59, determ nes whether the 5 nunber of check-outs in the
Usage Rul e W8 0016828 t he nunber of check-outs is 0, at step S@®Qr/JPbros8I2rary
control unit 37 reads the data set formng the track, apart fromthe Usage
Rule, to a recording mediumto performcheck-in, and, once the data set has
been accynul ated in the | ocal storage 32, noves '.0 to step S92. |f the
nunber df2thetkedueRd |Er?t8Ftﬁ€réreﬁrdéb GR nBRRERTRr sRepSkOn AR step
S92, the library control unit 37 deletes the data set formng the track
fromt héigsher3Ikcandi 3Baedi um As step S61, the library control -unit 37

i ncrenents the nunber of check-outs, and at step S62, 5 determ nes whet her

the nunber ofn%;eckz ogtéwgaﬁoaeﬁ@ﬁe@ﬂe@ax'y@ﬁﬂﬂq@%er . stztxtﬁgdgy”ber ?f

check-outs is X, processing noves to f he oop of steps S42
erfo secure

the nu check-ou i S_hot ep

wite gg?‘t ]rgbfﬁih%’é‘f( Bars aﬁaom ?i"?té %&‘O ercia\"i%slq(ﬁet?lunber of
check-outs. At step 565, the library control unit 37 determ nes whether the"
sedure WorFed SftarRgSUNDER ‘ohe chreN1bndr sARBS 0dr-§Pér | WARF20rSfd, and if so
noves to the processing | oop of steps S42 to S45. 83 20 February 2004

V4' O Ol ADB82B .BAT MKIOr-8321 ) nPoBe0Li 551, eslradioren ST RBAGETRIR. ST,
recordi ng of copies of copyrighted materials recorded in a Kl OSK ternina

can be f i r ng% 0 e S@na ai d_the
correctggﬁa?gggg%Hiurc 3§§§<§copy?€gﬁPH% %%?e?Pané X&Q%ﬁ%%gQ te%ﬁ nhal can

erform check-qut and check-in of the c hted material using their own
Bersong}hgaﬁpaggﬁs are'}nstead arrangeng ocal storage. Thi%

completes the explanation of the structure of directories and

0 fiies in the application layer. In local stdrage, directories
have the.same structure as on the SD memory card 100, but data
may be converted to a distribution format, that is the format
cqnsisfing of titles and packages shown in Fig. 10, and
stored. The following is an explanation of the structure of a

5 digital terminal.

Fig. 33 shows the structure of a KIOSK type digital
terminal. As shown in the drawing, the KIOSK terminal
includes a released contents browser 21 for viewing a home
music library composed of copyrighted materials that have been

) released by a record company, a touch panel 22 for receiving
search requests and purchase requests for copyrighted
materials, a communication unit 23 connected to a dedicated

line such as a fiber-optic cable for transmitting and
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Second ~' nbodi nent A second enbodi nent relates to an inprovenent in the SD
10 nmenory card 100 that securely stores copyrighted mater iglgp 4N shos! | ows
copyrighted naterials to be previewed. Fig. 42 shows the struc?%?% of
directorieg, protected area 3 and user data area 8 rel atgAgphQoidde
second enb%l&(ﬂ'éﬁ?‘.l When conpared to the directory structure in Fig. 12, the
new matter 15 introduced in Fig. 42 is that the SD AUDIO directory in both
the protected area 3 and the user data area 8 has a sub directory SD ADPRV.

Files ' sD-APPRMg RdMyri R ADRRM KM 1s, Fa ASBES* cSAhectard 24P for
POB***. JPGE SP1' "used to perform preview are arranged in the SD ADPRV

directory_in_the user data area 20 L , : ' gD
ADPRV. T %ﬁé%“gn Hné’é% g daa’%dg Os"&r%%_{lﬁtfge %@étﬁg%%gy : EE%U%P% P%M and
"SD AUDIO. TKM in the SD-Audio standard, and differ only ip that they are
arrangeeiihingdinidr & Ay &dtldidyng THee T 1% B%CElﬁbnﬁe§Pa§r9a2@SEtmo

01/ 16821 PCT/JP0O0/ 05852 'P AOB***.SAl1' and 'P_POB***.JPE SP1' are arranged
in a dit§engnt dbiechendeandrusmlard fdagmett emsiygt &onakbyctod emcAEpti on
fromcorresponding files in the SD-Audi o standard, but are otherw se :
i dentic 5 FEi R < 1KY ] Yngahgyvaréangedd n the
di Tect o%r%b gollggz\é/ufr? ?%%%%gtlelﬂg e ;grj 28R sl g gy ateante

includes a plurality of Extended Title Key Entrie T t ure of
{hose. ERRGRURHL 71 FOCKEFEHERIED MHShAaraTe BIg Chs FiabCEed hShars
structure in the drawing is the sane as that for Title Key Entries gut ~. 1
di f f er of nthavsRgmenoaddiceirenal00pr aévice? S . SFHVIFR FRREEPLFBRIENR
Extended Title Key Entries shown in Fig.~43, these preview fields include

" Tri ggefoBipé rfo Phevige Worbinker contkicdviodiv sHires o xivi candin Chize KK VaBKe
Field . The "Trigger Bit' field is a flag having the same purpose as the
Tri gger, B iﬁ lthe Usage Rules. Wen this flag is set at 0, this indicates
t hat judgement~ of whether to preview a

0 Fig. 34A shows the structure of aicustomer device,'in
this case a personal computer. The customer device includes a
local storage 32 for recording a home music library composed
of copyrighted materials that the user has purchased from the
KIOSK terminal, or downloaded Yia avnétwork,using the network

route, a communication unit 33 connected to a public line for

wm

}transmitting and receiving copyrighted materials, a card
connecter 34, here a PCMCIA (Personal Computer Memory.Card
International Association) card adapter, for»performing input
from and output to the SD memory card lod,.a home music

0 library browsér 35 for browsing the home music library, an
input receiving unit 36 for receiving user operations, a
library control unit 37 for performing, according to user

operations, processing for adding a new copyrighged material
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copyrighted material should be perfornmed by referring to the pair of
Previ ew Counter and Preview Threshold, while if the flag i this
i ndi cates that judgenent should be performed by referringbﬁg%gbﬁ€$26b4
information in addition to the pair of Preview Counter and Preview '

Thr eshol d. WoHd/168%1evi ew Counter' field shows a number of perRATIFE0F32 20 -
February 2004 WO 01/ 1@&821 PCT/ JPOQ 05852 previews in a range of between 1
and 255, and is set based on the Playback Counter in DRM of the Default

O fer sho in_ Fig. 11. The 'Preview Threshold _field iLpdicates that a _
nunber g?mghﬁr§9ﬁgw§gﬂﬁﬁn%f AT %ctBakiy géc%ioﬁggr?ﬁg égpygﬁghted mat eri al
has been pl ayed back for a certain nunber .of seconds, and is set based on

t he Pl aghacklmgmeuitn comy ORMtEd tihet @i alst iopiededhéfnthf Eeg§2l11. The

" Check-Value Field records a character string pattern 10 15 for checki ng.

| f decrypbifgeoB2t he Bxcandad ddddediey fadtums asdpaopethyeobtained in C
CBC node, the device can obtain the character string pattern properly from

(s Thelobul okl e BN et oL ey Ko Bk paesolinyeabagRy pEBered W th

whil e encr ice cannot obta aracter string ‘
pattern fromthe field. The reason for this is described €E| . The

detr ypti i pesd oV hen ?ﬁC639&§9nﬁi§iEF?ﬁﬁ??ﬁ#mﬁF?ﬂ ?g b ?egﬁ%W?goﬁging a
7-byte Media-1D and a section key: Here, suppose an ill-intentioned user

t anper sawd h1@de Previ ew Counter and Preview Threshold while they are still

encrypted, changing themto a different value. In this case, the section
key obtai nedydyt UstRE thReese@h ot ket e tde thdidDbh@gko players 122

]tp 124 is explained with reference to Fig. 34B. 1In Fig. 34B
each of the SD-Audio players 122 to 124 is a PCMCIA card

0 adépter,'including a card connecter 60 for performing input to
and outpﬁt from the SD memory card 100, a descrambler 61 for
decrypting AOB files using a Title Key, an AAC data decoder 62
for décoding AOB file; to obtain PCM data, a D/A converter 63
for ¢onverting the PCM data from digital to analog, and

3 outputting the converted data to speakers via a headphone
;terminal, and a control unit 64 for performing combined
control of processing in the SD-Audio players 122 to 124. The
SD-Audio players 122 to 124 play back tracks recorded on the
SD memory card 100 by a customer device using check-out, or
tracks recorded on the SD memory card 100 together with a
Usage Rule that indicates whether moving is permitted. Here,
playback of copyrighted materials is explained as being

performed by the SD-Audio players 122 to 124, bu? the customer
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including the Preview Counter and Preview Threshold wll 86 20 February
2004 wo oviss2i differ markedly fromthat which should be
PCT/ JPO0O/ 0~852 If decryption of a follow ng block is perfgnggnﬁg¥%gfﬁlﬂ S

section kexyéobggﬁfalculation result finally obtained by decpypirpdagsidre
bl ock i ncl uding e character string pattern differs markedly from5 the °

character string pattern descri bed above. In this way, a proper character
string pattern can only be decrypted when the encrypted Preview Counter and
Previ ew Jhyasholsly ape fhvannensikaskatatrekhatihe tneieve Gosintlest asioPnevi ew
Threshol d have been tanpered with, a tanpered ACB file will~be received, 0O

and the character,string n_i ecl.- i i d 4

conpl et ellril R :‘1{46%?“ hﬁggkéﬁé Erl%g?/%gtg‘e‘??gt ?gﬁa‘iﬁrﬁeﬁﬁg&aﬁlﬁ%} ring
pattern can be used to check whether the Preview Counter and Preview

Thr esholit-sfbe been tanpered with. Next, the processing perfornmed by

SD- Audi o players 122 to i 124 in the second enbodi nent is explained. The

fl owchart of mifrhedmshewsusbe ppecasiong peyl bens@dsivat o rdlgimmt 64
in the SD-Audio players 122 to 124 when a copyrighted material is previ ewed

using an b+ A1 d ke KRYrERLEYc8hBYNusinkil Jindteathe f o [tMdlg s an

expl anat1ion of the processing perforned by the control unit 64 in the

54 dot RS i HEToTHE b RERBFySbar 02100 cadinBa ot & e a1
connecter 34 and, 87
of these. Contents may be viewed on the released contents
browser 21 and the home music library browser 35 via, for
example, a CRT (cathode ray tube), a.plasma display, or an LCD
10 (liquid crystal display).
The following is an explanation of the secure processing
unit 26 inside the digital terminal. As shown in Fig. 35, the
secure processing unit 26 includes an MKB processing unit 41,
an ID processing unit 42, an AKE proéessing unit 43, a Kmu

15 encrypting unit 44, an STI encrypting unit 45, and a Ks

encrypting unit 46.

The MKB processing unit 41 reads an MKB stored in the
system area 1 of the SD memory card 100, and a device key Kd
attached by the manufacturer of the digital terminal, and

20 obtains a S56-bit encryption key Km by performing a specific
calculation using the MKB and the device key Kd, then outputs
the encryption key Km to the ID processing unit 42.

Upon receiving the encryption key Km from the MKB
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20 February 2004 WO 01116821 PCT/ JPO0O/ 0~852 if the answer is Yes, at step
S82, displays a list of the tracks in the SD ADPRV direct Oh¥ ‘Bfu NsoP
menory card 100. At step S83, the control unit 64 waits for the user to
select-a track to be previewed. Here, the track selected by the user 5is a
track #x, HM@0IAG8%k ep S84, the control unit 64 perforns a seRGFEWPAEH20f an -
Extended Title Key Entry#x for the track #x fromthe protected area 3.
Following this, the control unit 64, at step S85, checks Trigger Bit#x, and

if Trigger Bit#x is 1, ends processing wthout perfaormng ste S86 to S96.
It 10 CREoRERsga Btk T e T8 np0eRss  beuBan g1 TFRAS oh VAR T a
character string pattern by performng C CBC node decryption on the

Ext endedrTimt toeKey Eam abea A of eph&8FD mawosyncrskd dAd, ehdaerivins

whet her the character string pattern is normal. If it is abnormal,

processiangpeRd¥i Palidulbriidn it nsbt@in At 68-BPLS881 cuha taont r@lsuini,t 64
det erm nes whether the Preview Counter is 0. If the Preview Counter is O,

processj nd t it d o) rpl . unif 64.-a 9, sets
the Ti thgKgf/w%F ?lﬁebéﬁser? e%’r{}i%q eé%y&%“rlg#ygi %E?hg‘ng?gr%té%%lsgr%%l of
the SD nenory card 100. Following 24 this, the control unit 64, at step
S99, pl¥ystphAdkantadiex Ky eacaypdoing 4t eoht rdf GRPt eBETWRTESUAEY t he
pl ayback tinme has reached the tinme shown by the Preview Threshol d#x, and

once themti me has been reached, at step S92, decrenents the 88 20
February 2004 WO 01/16821 PCT/JP00/ 05852 Preview Counter. Next, at step

S93, the contpal akBl brbsedst ayMunas WS rd hes Hﬂ@yiﬁ%@egaisg L& ihgor
nore, or Q If it 1s 1 or noré, the control unit 64, at step S94, perforns

a secure wite of the Preview Couynter, apd then tep S95. 5 verifies
Che’ Pr T evPREERPELOR, Kef kRl Sl Tandl Y % M 8EE8e 2 TpocplE tson. " ne
control unit 64 deletes 'the Extended Title Key Entry, and at step S97,
sets t 2 Aidabhei epcFyR§ian ey Kmu on the SD memory card 100. The

0 AKE processing unit then outputs the 56-bit session key Ks
resultiné from this calculation to the Ks encrypting unit 46.
The Kmu encrypting unit 44 randomly selects an STI_KEY
(in tﬁe drawing KSTI is indicated), encrypts this STI_KEY
using the encryption key Kmu output from the ID processing
3 unit 42, and outpﬁts it to the Ks encrypting unit 46. The Kmu
zencrypting unit 44 also concatenates the Enc-STKI, the Enc-
STKI_KEY, and the Enc_AOB and calculates a C_HASH value by
applying the algorithm SHA-1. Upon obtaining the encrypted
STI_KEY and C_HASH value, the Kmu encrypting unit 44 writes
) the C_HASH value in a Usage Rule, encrypts this Usage Rule
using the encryption key Kmu and outputs it to the Ks
encrypting unit 46.

The STI encrypting unit 45 éncrypts an STKI using the
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In the second enbodi nent, the Preview Counter. and Preview O Threshold are
recorded in the protected area 3, making it difficult to | 4 hem
This allows users to preview copyrighted naterial s, mhile&gﬁgﬁpfﬁ%ﬁ@%at

t hose sane copyrighted materials remain properly protected. o<
embodi ment VAEHEE3Zbe t he nmaxi num effects that can 5 be expecggzﬁgﬁyggﬁ
current conditions, but the invention need not be limted to the structure
descri bed herein. The following alternatives are al so possible. (a) The SD

o S8 e e B, RSR s e, o agiotl pesiensy o

a protec ot belimted to this, and the
entire menory area of the SD nenory card 100 y be a protected area. The
SD menorand HEiues i§ iBedhgs USSFeCHTH r?g':??eoér'ﬁm but the recording medi um
need not be limted to sem conductor nmenory 89 20 February 2004 WO

01/ 16821 PCT/ 90K 858502 rgpth nas unliits 4 Gareheoypips i capadfed, SO ognehe i ke
may be used provided that it has a protected area. (b) In the first and

second q{%g ' u8ighkNghe 8@RYigRied B atd Bl K€ 0l ESPONEioh Ot RepARRage
and a col gg%ﬁ%%ig %?légpgrightedlnaterials such as an al bum corresponds to

title, but a collectjon,of i.ght ed ' b Lt
S gl o PASGRISRE) STHE F3r| BUCRY oy e TEATHCS T Okl S anen ¢

previewi ng tracks: date (preview can be performed until a 10 certain date),
nunber dh prievipnvdegtedpdatite®redn e performed for a certain tine or a
certain nunber of days), preview range (preview can be perforned on a

speci fied section @mphetesaekk, explamptdenbiaftilon sfrudeusdovt. titd) The
data descri bed as being recorded and played back 15 in the~first and second

embodi Mt I LISLLedihg THFEC 28N dnS el gl thitindll STich
ppry. € , .
following explanation deals with the structure of the secure
10 processing unit 38 in the customer dg&ice. - The internal

structure of the secure processing unit 38, as shown in Fig.
36, includes an MKB processing unit 51, an ID processing unit
52, an AKE processing uni£ 53, a Ks decrypting unit 54, a Kmu
decrypting unit 55, and an STI decrypting unit Sé.

15 Once the customer device is connected to the SD memory
card 100, the MKB processing unit 51 reads an MKB from the
system area 1, and performs a specific calculation on the read
MKB using a device key Kd, thereby obtaining a 56-byte
encryption key Km.

20 The ID processing unit 52 reads a Media-ID from the
system area 1 of the connected SD memory card 100, performs a

specific calculation using the encryption key Km calculated by

the MKB processing unit 51 and the read Media-ID, obtaining a
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data may be any kind of reproduceable digital data, such as noving picture

data, text data or any conbination of the two. (e) The di gj adyal in
the first enbodinment refers 20 to the Move Contr ol Inforngpit%rbrqaﬁg?%dehaDRM

and.sets the Move Control Information in the Usage Rule based on the DRM
but the diyot®I168¥rmnal may refer to other information, and®@&éPWASApve
Control Information in the Usage Rule according to 90 20 February 2004
WO 01/16821 PCT/JP00/058~2 other criteria. For exanple, the Move Control

I nformation may be set by consideri i pformagjon.such_as the hit chart
r anki ng 6Tb€:Bp9Pi{I§H§-é‘&1ﬁ%’[ S SHLL, \Aﬂg‘? hg?w?ﬁegéogﬁlggﬁtfeéfhﬁﬁﬁe?'ital is a new
rel ease, -and the sales figures for the 5 coggrighted material. (f) The

encrypt edtgata, tpl &he A&R ornces g yweibnd kegndahbeUKAYe dRGFEPRFSt en i n
| ocal storage may be read, and determ nation of whether the nunber of

permi ttgdi AOYESakNahhendsags iRH &dy Bmuor 1 or nore performed, and if the
nunber of 10 permtted noves is 1 or nore, the data may be stored on the SD

nenory card 100. t he~fj i e tii -t hes mtted
nunbe?/ of rm%%? %gﬁg% Rke:ggﬁr_;%e]#é yncm ?ﬁsogg%u%r%% %58%39%%% e‘rﬂﬁﬁﬁor 0,

but other settings are also possible. If the 5 erm'ttea nﬁﬁber of noves in
the MovVENEOWEE oPIPREEFAREI Gl Lts %to%ttfﬁebﬁ/ot’h%[i%%t??ﬁ t t8R7 sBFVBF 103,

the permtted nunber of noves shown in the Move Control Information is
changedtlendeideybsior Rele Kim roovtgoh theff nwse rt leadhs oflechepréoor dinhly hédi a, as
shown in Fig. 45. 91 20 February 2004 WO 01/1@&321 PCT/ JPO0O/ 0~852

! SSdUStJr{&'oxf&?&iﬁa@Bé! 5%-The idaventian dis Msad whes the Bal @edfypting
copyrighted materitals is performed between the distribution server |03
unit 54 as a session key Ks.
The Ks decrypting unit 54 reads an encrypted pair of
0 Eﬂc_STKI and Enc-Usage Rule stored in the protected area 3 of
the SD ﬁemory card 100, and decrypts the encrypted pair using
the 56-bit session key Ks output from the AKE processing uhit
53. Then the Ks decrypting unit 54 outputs the decryption
result to the Kmu decrypting unit 55.
3. The Kmu decrypting unit 55 performs decrypting using the
56-bit encryption key Kmu calculated by the ID processing unit
52, thereby obtaining an STKI and Usage Ruig pair.
The STI decrypting unit 56 reads the Enc-STI_KEY from the
user data area and decrypts the read Enc-STKI using the
) STI_KEY, thereby obtaining an STKI.
The encryption and decryption performed by the secure

processing units 26 and 38 is performed in Converted Cipher

Block Chaining Mode (C_CBC mode). Suppose that Fhe encrypted
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5 operated by a record conpany, and vendi ng nmachi nes, nobile phones and
STBs, enabling distribution costs and stock managenent regyi he
sal e of copyrighted materials to be.greatly reduced. A usgéri Fr\%ﬁﬂjabgéeosd"'not
own a personal caopputer can purchase copyrighted material s ugj jle 7.
| O phone orWQT%/Wnﬁhout.needi ng to go all the way to the stor%g?grgﬁﬂd/égg?iher v
benefits such as a reduction in prices can be expected, thereby greatly
i mprovi ng~on exi sting distribution channels. The distribution system
recei vi ng,2ppalkatys, ARt SemM GONEUSEOImsBRiTDr&/a Sl 899t & heepeesanbLi mhdist i on
t hus denonstrate a high degree ofTindustrial applicability. 92 20
February 2004 ,93 CLAI NS 1. A di,stribut]on t i nch udi L.t Eibution
server fBRC& 46 itHGE zfsccﬁﬂeerﬁsf?ﬁlg’ aAnncpettayoefk,ﬂ%én% #iulsgtegagégg&‘%ﬁd
recei ving apparatuses for receiving the content via the nefwork, the
di st ri budeonypyete msiedordi TPyt & L BIPRIRR Jot M- ont 08 aBTB¥ERdI ng nedi um
and supplying the content to a playback apparatus, the first receiving -
appar at usa tepeiSbRg realit Sis ekl A g wedt ioperkdy £ andresedveovi a t he
network a data set including the content and control information
congrol ] yi f. the _eqnt 0 di dregli pinp 848 Bel d t he
recgéi vedaggfggge{tggaﬁgxtg %ecg)}fnggl%'t %Apggrgécﬁfdg[tongéner ate Bz;ut hori zati on
i nformati on show ng whet her, ving the data s th.to anot her receiving
appar at U3a3Fa pér ARCEFYBESand Pt F (e Csor?trbﬁ:t Bht'0° % di stribution medi um
toget her with corresponding usage rule information including (1) the,
aut hori zat i onFurntbemabiren, tied rDCasd N MaPICNGH crfheih R | He uBRESEAt he
data set: and the second receiving apparatus conprising: a second receiving
unit opegapl gst 0sr 868Ired Wha daed AxE frowesiding)i sindhypiten deraereada the .
network, and hold the received data set; a data set noving unit operable to -
read autthorl zgﬁéogphﬁgg_k t!c%'}df oy t Gl PN SR HRe@nds{Ry nove

e dirstri

the data 53F t+om ution nediumto the inside of the second

recei ving apparatus, and_(b) hold the data set, onl en 1he read

author i e ¢ oReFAEBRNEEYOKSshERS Than r%\fitr%&rt ﬁf?c(féip\é:e\;ggtuﬁlsn%eE%gt ted; and
a check-out unit operation to perform check-out when the data set is held
by one afnd¢hepseonnieye&aiiisg refier radd toh@sdat Sesarrendi8ad: um 23S check- out
perfornmed based on the control information in the held data set by- :
gener at igigsde §9P} g 05 elflieneent eNipeld T rtded whent lae spelad fixd setd amgfumand .
recordi ng the copy onto the recording nedium the copy recorded onto the
recordi ng ,edj u [ u ' tO 5 b p ory 2L Rebto@ry .
2004 94 %%.S%%P% hes iggh%ngﬂggntltgggggg%}eg,%%Eg?%e?ugﬁégﬁthye distribution
medi um t oget her with. correspondi ng usage rule information, the usage rule

i nf or mat?rd bePREeEbREaFR¥ACPN a rul e nmanagenent file that is provided in
the distribution nedium at |east one of the plurality of content is

cort ai ned in Ihsaeditiety itheopxosiesgiagobeasente dn ddt Ja&Rtidne of
the plurality of contents is divided to be contained in a plurality of

obj ect fddes p@@&hugbhgcthﬁi kachaptdrnakelyy e , s @nidalt heumissrctytedini quel y
identifies t%e object file, the rule managenent file contains a plurality
of rule entrije t e.l - £.Qx n cenw taks he obj ect
files, eaagc%“lr‘u sei{g}gtFgghgégggggnggggr%%aﬁgﬁéﬁgg ggaa serial nunber of a
correspondi ng object file, a rule entr hat _corre j file
cont ai nRRPEPESENGi rang bhet RBCESRESS \éiaﬁiél %58&586%&%3%33%&%%%3%?% e
information and a content identifier for the content, each of a urality
of rul e aentai escuhatwroteespBhds P&OsRSEbRECESANEECCoAtaRRHE TFArt I} t he
content~i ncludes a content identifier for the content, and one of the

plaer al i ty Hethei syl @reper teambne ydee secuespenditeg cosagmdiulis issued
information, the distribution nmedium has recorded thereon pieces of track

information .that.are in _oNe-10y@ReRCOoLl e gkt et he ofgect files,
the trac {Lrﬁ%?%%trfl%ﬁo?%fqgﬁéslg@t}) asgg’?g%g'?ggl g\é/f[vtﬁg{e sh(;l\c/%/sQJ a plurality
of read addresses specifying data | gcated in a correspondin obé'secé file at
pr edet ecemRbete st RAt BKPARR2LARE Sdc P FaffCyf St RECK VISP CBHtent %as such
a length that a corresponding tine search table includes at nost a

pr edet eamdesls hunber of read addresses. 2. The distribution systemof Caim
1, wherein: the control information indicates a nunber of remaining
check- out s; 170




20 February 2004 95 the check-out unit includes a connecting unit operable
to connect to a recording medium and is operable to recobdFaprRRY26U4 t he
content included in the data set held by the data set noving unit onto the
recordi ng medi um when a copy of the held content is not already recorded on
t he connectvedor/eéatdi ng nedi um and the nunmber of renaining EAEIROINFER
shown by the control information held by one of the second receiving unit
and the data set noving unit is at |east one; and the second receiving
apparatus further conprises: a check-in unit operable to delete, when a
copy of the Uit efPLiowingeadyarebsPdedasiahecdriciates e3oF ARG nedi um
the copy of .the content recorded on the connected recording nmedium and an
updat i ngarmidoopenabl 27t andpdate libeacenicoolt nalf armit | Dh, ofhidle aged
content by decrenenting the nunber of remaining_ check-outs when a copy of
the hel d Gt ntux‘lftrzrge ¥rherondedofBihbe peeiel dithdRiniroBRNEbr the

i ncrenmenting the nunber of remaining check-outs when the copy of the held
content j.s .deleted fromthe recording nmedium .3. The distribution system of
d ai m 2 3igH&Adi e TRER? &cordi Béenﬁaﬁgﬂ?ﬁésgﬁﬁl&%irﬁe"&% que’ 1 denti fier;
the check-out unit includes: an allocation unit operable to allocate a ‘
unidque i dent Thieersabes heeheide coanbrel vhéturi/qd@aliwas AR tesadrerkyr ded
onto the recording nediumw th the content when checkout is perforned; and
a storagemdiivl) ResAbhe 40 égadutielenpgugritentriiftiten fsar ddheco guar thhng
medi um connected to the connecting unit fromthe recordi ng nedium and

store t gl L S AENEL LT 2 A 1DARAN (bl Ald el ed
contentg?@%ﬁ?ﬁ%%g%g{gﬁggtﬁgd%ﬁgligggéﬁai? fncPu&es: a #ea unit operable to
read, 'when a copy of the content has al ready been.,recorged aon a recording
medi um BERAEYY ed A t%&%%nh%ﬁ??@fﬁ??e?ﬁgnﬁnPE&E i'de&?‘ief if;pé”cfrlﬁrQ%e
connected recordi ng nedium and the content; 20 February 2004 96 a
conpari nf @nigts .ot abid 31 surwatke theopadvref peddnriveide by tddd by t he read
unit with the pair of identifiers stored by the storage unit to determ ne

whet her ek8eueapY & Y on tHe eainest ecofieentdbiig tiedisulesas guvadeousl y
produced by the second recording apparatus; a holding unit operable to

read, wogh.L0e cARX AP DL Al DU Je proAlC el BYr LRGeS @BO0RHASLRCON di Ng

appar at Us, he copy fromthe “‘connected recording nedium hold the read
copy, and then delete the copy fromthe re ording medjium 4. ghe

di st ri b PBRNEFESem Hhan £18 PIFRTIHM UhePEhELQHERBFFz4R 6/ 9i-nfdr mat i on
recorded on the distribution nmedium shows that noving a correspondi ng data
set is hotipétiatedd, atheteradhg the tsdlehoseppirabrentgoleadith@cont ent
and the usage rule information, and the playback apparatus plays back ~ the
.correspeagi ageerient fidRRid g rauptiggrtied mdtiét 081 sedham hawkebekhe .
aut hori zation information indicates that noving a corresponding data set is

n per m 5 m t ﬂﬁﬁpry- d,as di LUt g0 di um
i (r)f'1 a di%%%%??oﬁy?fglt%enﬁ%%&%& 1 bt idol(r:lsaésgas*%?n ?ﬁcFﬁai %Skébai %;fr :Eg)ll%fl on
server for distributing a_content via a petwork, a fiyst_receiving

appar ati?slﬁ%?eﬁjeEQP\Fieﬁ%St R QSR k! vidl Y H STetTRY RS a{fa Féﬁoiaf’ﬁg t he
content onto a distribution nedium a second receiving apparatus for

recei vinmpedestogt erft stepst I8 dinst 1Sdout iAdn A= UPE anthe ceat 8@Fngeavéspy of
the content onto a recording nedium and a playback apparatus for receiving

the copbrirdheugont et ddtailiedseaticdineg nedises angs phagéng backhtbe
recei ved content, the sem conductor nenory card conprising: a volune area,

i n whi cont n rule i.nf.qr-nati are. r d rule
infor%%%é%??ﬁc?ggi%ggf%ﬁ?ggpt%ﬁ$g?%5ﬁ%§}(éﬁ%?() iﬁggéo%gfnggg?yﬁﬁggs
recorded content onto the recording medi um and ﬁﬂéhorization ggfgrnation
sRowi ngRatdieer 2 nBerAg haife MeGRt PolSSAFCor FRIWT GntPt 2 SOMYEhT " T5%t he
second receiving apparatus is permtted, 20 February 2004 97 wherein a
pl ur al matexfizbnt edifs aasearetordetestt tratshéesanimateiucs vep n"Bfot§ ¥afd
together with correspondi ng usage rule information, the usage rule

| nf or malon, 15 0gs¢aB! Aloded 8 Byl amanagermlp f3d £ dialsapeprovided in
the sem conductor nenory card, at [east one of the plurality of content is

contained in its entirety.in a single qbject file, east _gne of

t he pIﬁﬁﬁW%ﬁPcﬁoﬁgﬁP nPélFsEgigﬁﬁg&%Fg 6e5§¥%%ﬁ¢uﬁpé¥¥t§%ﬁ%r%$i?§ of
object files, each object file has an assigned serial nunber that uniquely
identifies the object file, the rule nanagenent file contains a plurality
of rule entries that are in one-to-one correspondence wth the object

files, each rule entry has a sane serial nunber as a serial nunber of a
correspondi ng object file, arule entry that corresponds to the object file
containing the entirety of the content includes correspondi ng usage rule

o a . a - o r o




each part of the divided content has such a length that a correspondi ng
tinme search table includes at nost a predeterm ned nunber zgf eéﬁ% 2004
addresses. 6. The sem conductor nenory card of Claimb5, (5: ebruary 2004
98 wherein each content includes encrypted audio data and a /fﬁﬁﬁfyggi ng .
encrypti onwikedl/1¢88d to encrypt the encrypted audio data, an e voelume - +
area includes: a user data area that stores (1) the object file containing
entirety of encrypted audio data included in a correspondi ng content and

(2) the plurality of object fil t ai-nl ; ucHaqded audi o
data, tRECPELtE S rSAtEd At |o§g§{aagﬁgggts%§rqg%%ngﬁe{ﬁ entCFi;rety of
encrypted audi o data included in a correspondi ng _content, and that can be
accessed2byaaddeti (Séietmrﬁw‘iect%%ia%%hﬁﬁefgémlegﬁa' CHPTERFAF SV r egar di ess
of whether the authenticity of the device has been recognized; and a

prot ect @dpareanichat reftaiesaldere Lieingnagenbrt Keiywersorfitami™§ t he usage
rule information and the encryption keys and that can only be accessed by a
devi ce. ,connect 0. ' c 88HREY th@r diwhteri e anltdeentdci ty of
the devP&2 R ugggkl rsteéc}%ogén]?rzﬂe%?ng%dé%gr ei n@t he track information shows an
attribute_indicating whether the encrypted audio data . rr ondi ng
objlect £PBevéandtis RFEUIH St +TR ‘f?y\ék,ﬁgé sllfrlg??"p?rtt sg]?-ng Sft%(r)'aggz,%oa m ddl e
part of a track, or an end part of a track. 7. The sem conduct or, carqqof

Cl ai m 5sabker eervike adatiorekatibh 2 Af BRfadi JASYRORS SHFEE g-ng the
correspondi ng content and control information is permtted by indicating a

nunmber @f,pes Ahiled aasials fesultingefepmi theapearatusiispla sty buti on
system tﬁe (Jii stribution systemincluding a distribution server for

distribyting g _content v LK, 28, f hRat theeeirdthgnapRay alhes Farp
receivi ﬁéet %Sic?@ﬁteéﬁtéovr} aearpﬁe&ﬁ%‘%\gv\or k, and recording the content onto a

di stribution nmedium_a second receiyiLng apparatus for receiving the content
vi a t hepgpsessbag @f fERRM ShP? c%#di ng a copy of the content onto a
recording medium and a playback apparatus for receiving the cgpy. of the
captent via {ife ar groratiawe mekiees ands pragengybaée uS?G'FéEﬁ?ars%DZ"(?M 99 the
received content, and the first receiving apparatus conprising: a first
recei Vi gsUniyh ORRIGH £ 10y resebyetyi stepeshet waekea tdat @adets isesiWdisng t he
content and control information controlling copying of the content onto the
recordin di,um_.an ol d. 1t he-recel ved etro ®edmadecadd dheg unit

oper abl ‘égflggé’&néﬂnét edzaJ]ut‘ﬁ%Fééz]a%ﬁE%ngéﬁgo?rgm%iégﬁ tsthowi ng whet her noving the
data set to another receiving apparatus_is_perm.tted,,and J;

cont ent bbhldng dirstty it | o%fn‘%%ﬁf‘) 13 gLPREF "Wt ﬁ%}-:t(;%r ’rtggpg:r?r %ﬁlg;eglsf%}g' rul e
information including (1) the authorization informatjon, and (2) the

cont r ol thef ealets credvicteidedntrot henitt a7seft StERer&in"@Spifurality of
contents are recorded onto the distribution mediumtogether with

cqgr espepdhag iUSAGs: il guéof Of Rt A Opackhgeusage espondimgortatd GeURGIRA
contained 1n a rule managenent file ~that~ is provided in the distribution
medi um _at | east ope i Nkgel dommt@riicaitied iuniit 23.
entiret §°PXF&g§‘tsela1né‘facegeo ?%%&#%?ge{nigﬁgaatggl east one of the plurality of
contents is divided to_be contaiped in_a.plurali of ' Iiles, ch
obj ect FekE has ﬁeé’sssf%rneﬂhie??g snﬁﬁﬁg%gfehact%nt}tﬁ?éc%uéﬁngq% ?gtltv{alfllt?: %ﬁ
object file, the rule managenent file contains a Iur@ﬁit aof rule entries
that arehenparkadge dre borrespovedncandi ef £EPo et FFILFSEEh rul e
entry has a sane serial nunber as a serial nunber of a correspondi ng object
file, ayhbbgegNtdHE IRtk E@E T REPODEENt proberdly) eecefivest cortfaitiitg the
entirety of the content includes corresponding usage rule information and a
content identifier for.t o] a ivadd! wralddssiefg mdweseitaies
t%ﬁt co??ggﬁl@r?dg‘atso na‘gnt o%?%lgta%??%r%gntggic%{lng a blprart of tr?e cont ent
includes a content identifier for the cantent, o] lurality of
the rul 8tert S8s qfkﬂzl%55%%??e§ﬁ6ﬁa|:ﬁgc8§l§§81r ur}lceltl A ogn%% ir}%lnef) .20
February 2004 100 the distribution nedium has recorded thereon piec of
track i abftiicyt idatumie 2B DABUROADAENEST FESPGTISTIO W IFTHGRT objeé%t
files, the track information includes a tinme search table that shows a

pl ural ip{ O]Z:or{rﬁﬂﬂx £55€8n$pegBf yingidatka thec glaarkdge @ mwadsportdiag

obj ect i'Tea predetermned tine intervals, and each part of the divided
content has such a length that a corres&gndi ng tinme search table includes
at nost a predeterm ned nunber of read dresses. 9. A receiving apparatus -
for receiving contents froma distribution server via the network, as well
as receiving contents via a distribution nedium and recording copies of a
recei ved content onto a recording nmedium the distribution nmediumstoring
contents and correspondi ng usage rule information, and the usage rule




the receiving apparatus conprising: a receiving unit operable to receive
the data set fromthe distribution server via the network o%‘éﬂJ&%}?o 4he
received data set; a data set noving unit operable to reag AGthGH $ati on
information fromthe distribution nmedium and (a) nove the data set from
the distri bd®oniaseti umto the inside of the second receivi ngPEFFRAGOIES2 and
(b) hold the data set, only when the read authorization infornmation shows
that noving the data set is permtted; and a check-out operable to perform
check-out when the data set is held by one of the cond receivi unit and
the data SteHoWEHY: ohi EONERBLK VBT rﬁ(ﬁ?ﬁiF%%s%ﬁ onc?HEeEBﬁthg
information in the held data set by generating a copy of the content

i ncl uded patkawe hed ddatas acemplandtr eddrhditige t32-Aepio Vol Fébsbanga2@04 101
onto the recording nmedium the copy recorded onto the recordi ng nmedi um

bei ng supRld et dordde; Pl aybark apPalealoss, elieigpa pAaratébysod, cepkents
are recorded onto the distribution nmediumtogether with correspondi ng usage
rul e information, the usage rule i.nfgrmation hein ont.ai ned_in rule
managenent’ ﬁ(?%?ﬁﬁc?sc%SBE?geﬂn?ﬁ ?Hgaﬁgﬁﬁqﬁﬁﬁé%ﬁ$%k§%{négéf ﬁ%gs#eSHe
of the plurality of content is contained in its entirety into a single

obj éct f Prépesiy setezdedope bhet RO praealY Gt It étd 15 BPLi dedves be
contained in a plurality of object files, each object file has an assigned
serial nankesh kaifutd,quet ysteensilfi. es Iftheaaly ects fddeey pgilwperile nanagenent
file contains a plurality of rule entries that are in one-to-one

correspoRdencey,t Qﬁéﬂ%@ﬂg&&bi@@ csaggo&ub%iecntzw has & S $erhal

nunber as a serial nunber of a corresponding object file, a rule entry that
corresponds tqQ.the object filg containing the entjirety of the content

i ncl udesthr %’é& df r’IJgj'”lfsan% f’tfl’%ff‘ﬁ?oP FBﬁ’anth e SRS I HERTIVEE for
the content, each of a plurality of rule entries that corresponds to an

obj ect ftPestemt &ilni fidica Tkes cFeENieCeoRPBARECLNENGdeS 7a heégnt@ahtinidedl fi er
for the content, and one of the plurality of the rule entries includes
cor.besposdregnusidge liayler] iy cthatt®heasbe dbatenhst baowsedi @b, hand ecor ded
t hereon pieces of track information that are.in one-to-one correspondence
with th Lect fi s,gﬁ§a j r Qat | Lhgbu time search table

t hat shgﬂgpggpﬁﬁrg %t% 0 f%g ad%?%gsgg ggggng?ngﬁga?g'located in a
correspondi ng, pbj ect .fil.e at, predeterm ned ti intervals, and _each part of
the divi ded cgﬁﬁe%fﬁﬁ%'%ﬁ‘g 3 e‘ﬁ%‘f%ﬂ‘ﬁgteﬁpggf)?géﬁf}naifnaoﬁ r?@%sae '
tabl e includes at nost a predetern ned nunber of read addresses. 20

Febr uar ycouvarted i0toAdadeoradiniyl ek und Fecbhei AB-AudéppYeet-deadabl e
program for having a conputer perform processing as a first receiving

appar at ustamdardi atr ishep @lilsystiih tdfexestei battha Syswehmirnclindifig .a
distribution server for distributing a content via a network, a first

[ el Vi gl APPRABHUS LB dlifGRlaY I L1000 GRA 1 ¥k 8§ NEn BT ¥AEK saNdlehBEy/ di ng
the content onto a 8lstr|b tion Ium a second receiving apparatus for
receiving the ntent via the distribution di um and_recordi ng,a copy of

t he conﬂ%ﬁﬁgo%ﬁﬁ'aggﬁcﬁPgFﬁgsﬁ&ﬁﬁﬁﬁ Eﬂﬂffﬁig%ﬁ&&.gﬂpﬁ?ﬁ?ﬁgefo?hﬁeceiving
the copy of the content via the recordi ng nedi um and Pla i ng back the

recei veFRANRED, dindctheypAogtdn (R TR a%ed | § selrekei YPngesesy of
receiving via the network a data set including the content and control

i nf or matdenrd cDOO | okkhdg €hpy ROB*of .t3rel chiltees)t axd opé hformesoadsagrakdicom
and hol ding the received data set; and . a recording step of generating

aut hor | £ &l ALOLABLREY SHOWERG hathel JTMldly diies €t @ setabg anot her

recei ving apparatfus s perm recording the content onto a

di stribytion mediumtogether with carrespqndi ng usage rule information

| ncl udi ASET)” FAL At ABRI BAEPBAYI PGt ITOIE SHAFT ST TS ORPPBFOL Bnit
information included in the data set, wherein a plurality of contents are
r ecor ded Jortissphay i at mebaagenimeddicaningydthadr e to o reepentis ngadshge
rule information, the usage rule information being contained in a rule
nmanagengeicdid&df hatdi srokevsdad endshe difstiHdUiinte sl umopat«| sast one
of the plurality of content is contained in its entirety into a single
obj ect file, and at least o of _the plurality .of co i s. diyided . to be
cont ai ng(lll’lieﬁs al%lﬁ?% iﬁs)agf ngf eg‘ f iSI%el;é,s esaecrﬁ’lo ej eccc{Ht}ellt%‘lZ %%%ga%# énggned
serial number that uniquely identifies the object file, the rul e nmanagenent
file contains a plurality of rule entri® that are in one-to-one
correspondence with the object files, 20 February 2004 103 each rule
entry has a sanme serial nunber as a serial nunmber of a correspondi ng object
file, arule entry that corresponds to the object file containing the
entirety of the content includes corresponding usage rule information and a

g N e - N o o B 5 . S




the distribution nedium has recorded thereon pieces of track information
that are in one-to-one correspondence with the object fil §§’Febn%r§ﬁ(‘ﬁﬁk
information includes a tine search table that shows a plurality of read
addresses specifying data |located in a correspondi ng object fi oz
predeterninéﬂoﬂﬂﬁéxgntervals, and each part of the-divided coﬁ#ﬁﬁﬁ%%%§°z
a length that a corresponding tine search table includes at nost a
predet er mi ned nunber of read addresses. 11. A recording nmediumrecording a

computer- (£20a852 PEOGSANS AN UL R SOMPULRILREES 0L BRECESSSNG AT IR

recei vi ng-appara of recerving contents froma distribution server via
the network, as well as receiving contents.vja a distribution di and
recor di ngPeepres snty Pe@é“ﬁ%}%ﬁynQ#h34§u§% £3ecd? iﬁ%cﬁﬁafuﬁggthég

di stribution nmedium storing contents and correspondi ng usage rul e

i nf or mat i ohleshénushge SDUREDIO crimedtorry ncINaithg &ontEeP PAfer HBEi 64lesS
controlling copying of a recorded content onto the recording nmedium and
aut hor i zag o LB @EARLLAN LBhEWITY SMethatha itk Maledgesestbnedudhngha
pai red content and control information to the receiving apparatus is
perm.tted, and.,the receiyin ar, ri.sing el v} p
recePvi ng"the ‘&3?3 8EF%f Po %t ﬁgl%disz# ?’%bnﬁ%%réa}le({lgleor@v%ﬁ&t %h%g?%rgk?ggnd
hol di ng the received data set: 20 February 2004 %84 data set vin
step of reeEtagPADEhdEi 28t REFT AOS HASIGT f T5ae isb?‘??%%?f on ﬁggisﬁﬁg and
(a) nmoving the data set fromthe distribution mediumto the inside of the
second resZ3yi tige appaeat servace (dontldiung tt R dmtes stata opeyedhen £he
read at horization informati on shows that noving the data set is permtted;

and a chegks QUi $t8PNoYiBaLEBANISRE Ltetle Quc whRn tite tded apsekags hel dhby
one of the second receiving unit and the data set noving unit, check-out

perfornmed pased. on the_gontrol_ .infaor j j | d A sgt by

gener at | %F%gb§yo? tﬁgggoﬁpgﬁgei%@Eﬁgg%%%;%%i§§é§21 ata set and ©
recording the copy onto the recording nedium .the cg ecorded, ont he

r ec® di ngS2rkdi Litn BRRVBr5EppLidd Péqth%epldéfﬁa&?té’p%é%t*{ﬁe%%%i 5 Bok
plurality of contents are recorded onto the distribution nmedi umtogether

W th corresponding teagedsukaeisel comveirded tfhe ass e e | P gre@R¥HN bei ng
contained in "a rule managenent file that is provided in the distribution
medi um  at, lgaghoonenef stBe BbYY akiney s@fl e@ORleati des crnidnashin 27s
entirety into a single object file, and at 1east one of the plurality of

obj cct 1195748 P R SRS RRPED CREMSar THar o el | ont 1§ et har

numbér that uniquely identifi.es the

object file, the rule managenent file contains . a pluralily e entries
that are G9Fr oPereRdbRG EEFPesﬁBﬁdéﬁcétﬁPtﬁ%@hel5m%§§sfqéﬁﬁégféééfrﬁ?e

entry has a sane serial nunmber as a serial nunber of a corresponding obj ect
fils a riHe Bhiyyishabasedr espthes Nayigasioh Strudtiuee-ont™¥¥ ng t he
entirety of the content includes corresponding usage rule information and a

cont ent ié@%ﬁiéé@é fo& tbereapt eft cheachtef satpher ald tarmingead elentire es
that corresponds to an object file containing a part of the content

i ncl udes t identifier f t (o] t nd g0 pty of
t he ruIeS%ﬁ?ﬁﬁéﬁgi%%¥%ﬁégr¥o%Pegégn %ﬁ% géggeafgﬁesin o?%%ﬁ?%?{ﬁéﬁéﬁy
February 2004 105 the distribution nmedium has recorded thereon pieces of
track i nfcaamiti®h- that are in one-to-one correspondence with the object
files, the track information includes a tine search table that shows a
plurality of rnesg addnessesespeeirfniiceg coataolovaidd 27n MRS ried ptrfdh ng
object file at predetermined tinme intervals, and each part of the divided

conggent @ﬁﬁbsg£#dadé@@ﬂ%bnéga&hétﬁ@&rQﬁéoﬂdhﬁ@rtbEEp%ﬁmﬂﬂtdqﬂm&yémcludes
at nost a predeterm ned nunber of read addresses. 12. A receiving nethod

applied by a first, receiving appara I Al St~y hut i VsStem e
di st ri buSifGF syt e n@?‘ﬂai ganggaﬁ'st&ﬁr’%&fﬁfgﬁggeéééﬂ or di :}ts'rsi(g'ut i]%]f]ge%h
content via a network, a first receiving apparatus for__receiyi t he
content vivakdwe hetGorkhangrpeessdndgothetesst 8kt 6@t§%§(ﬁ¥ﬁr#§#n%%n

medi um a second receiving apparatus. for receiving the content via the

di stri busiapged] wa@nghe epebdesgiagcapyesf tbhetepntSdst. oritfo the evurking
medi um. and a pl ayback apparatus for receiving the copy of the content via
t he recordi ng medi um and pl ayi ng back thg recei ved content, and the

recei ving nmethod conprising: a first rec %ving step of receiving via the
network a data set including the content and control information

control ling copying of the content onto the recordi ng medi um and hol di ng
the received data sets and a recording step of generating authorization

i nformati on show ng whet her noving the data set to another receiving

T e . . -

such:
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each object file has an assigned serial nunber that uniquely identifies the
object file, the rule nmanagenent file contains a pluralit tries
that are in one-to-one correspondence with the object fil gg%ggdéhﬁ%ﬁle _
entry has a sane serial nunber as a serial nunber of a correspondi ng object
file, a rul Wkewrsg2t hat corresponds to the object file contai MHEFPNNESS2
entirety of the content includes corresponding usage rule information and a
content identifier for the content, each of a plurality of rule entries

t hat cor r.esgonds to an object file contajni ng a Egr]t oth e caotnts nt

i ncl udes*8 cofMfeMCheMIFTETS Y TRESRohPeRt®Pand ‘one "6 vhé pItrH ity of
the rule entries includes correspondi ng usage rule infornmation, the

di stribufkdn mbei sales sevoraedeomerebnupi bcdd eeneradles & aliatalonty hat
are in one-to-one correspondence with the object files, the track

i nf or mat bensirRalsUdRsed dnt e thrd Dt dharKshogenarpleraliint ymf Teask
addresses specifying data |located in a correspondi ng object file at

pr edet er (i i me,i_nteryval a r . the.divided tent has such
a | engt hﬂ%ﬁggeg'coﬁfegggﬁdi%gg "t in%eeegsg%lrég% %%’g{%élgn%%ggggat&%@s?wa ;
predet erm ned nunber of read addresses. 13. A receivi nmet hod f or

rec8r di ngSRSEB/ESt & Plédddtity HHogrbmFhrs randi VFag Eg%t SRPETREGR Levs
distribution server via the network, as well as receiving contents via a
di st ri buto oannegpume azind SITEIor ci oy ioopitBse cfnaryeted v8BKEsntenthento a
recordi ng medium the distribution nmedium storing contents and

correspoggi APEPage reehe i onatdp 5290 diedramrys 2004v10€ tbatusage rule
information including control information controlling copying of a recorded
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At step S75, the library control unit 37 concatenates
Enc-STKI#x, Enc-STI_KEY#Xx, Enc_AOB#x,.and obtains C_HASH-Ref
value #x. Then, at step S76, the library control unit 37
determines whether the value #x of the C_HASH-Ref is identi;al
to C HASH#x in the Usage Rule#x. If the two are not
identical, progessing moves to step S7%, but if they are
identical, at step S80, the library control unit 37 decrements
the number of permitted moves shown in the Move Cont;ol
Information of the Usage Rule#x, and at step S81, performs a
secure write of the Usage Rule#x including the decremented
number of permitted moves, and the Check-Out Control
Information to the local storage 32. Next, at step S77, the

library control unit 37 performs a secure write of 0 into the

78




10t f910% o0& ()-37 10% 0& ()-y510% o0& () - &3$10% o0& ()- 0T
10% o0& ()-.10% o0& () - 8&8&8&&&. ' | ' bC 10t L #10%&' ()-'y 20 February 2004
10%&' ()-8&$10%s& ()-"10%& ()- 10'o0 10' 0 10' 0S<”10% o0& ()-1"""" ?'[”(a((dEbc
10t (10%&' () - 3#10%&' ()-& 10%&' ()-syS&L0%& ()-99

109&' ()-9" 109011682} T))) *| *dELC 10t % 109%&’' () - SHG' 109&' () - 3&! #ROVEPP0/15852
#109&' () - &10%&' ()-f 109&' ()-1****4+0++aBbC

10t f 2$10%&' ()-0 1 10%&' ()-1.#10%& ()-,, @

1098 ()-1).).L.20% () F L1009, () -++$, - ./ 10..1, 2, C.xnbC 10t 3" 10% 0& (): .10 10
To, L1 PR CY §9d0oR Db Ry GG D Rehdpg &5l 100

10t & ! 10% 0&' () - s&#10% o0& ()-9 10% o0& ()-LF _ )
"10% o0& @PIzIintgx1gug ' @optertyA#PovEsEoReEFOIMy & SR @rite of random
10t1110% 0& ()-M 10% o0& ()-S"10% 0& ()-& 10% 0& ()-!

%40%08&" OLMEHO& (o /thé 0POhe0aBIeCAS0bFY thE0 Ysade( RuIKI%,0& {d uding
"10% 0& ()-3! O (&10%00& ()-: @ #10% 0& ()-$ "10% o0& ()-0011nl11111dYNC 10t

F D005 e SFEERAS e Lot 14 0536k hud st EoTo e, SRy IS g e

() - "109%R' () -" R ()- OR ()-"10%R () -
ié?ogyé?%P_loa%gﬁéig%ééégfgé%?’l%%gé§y(%on%gé§ %%i%3§%|%% %%Bﬁm% TKI#x
109 () -#109& ()-!"10%H& () - 33-474nmd44dBYNC 10t! " y) _

1098 () - {n10%@ ©P- AR THM #£1DeRinyalidS109@ (ple8e6v@l]l) La45R5EESSHEYNC

185/:&'7(2) -£610E0HE () ALY dn - OLOYBe £3u1 6! BOYGI(BtLYn10%&' () - 5! 6569686 68
6D6S6bC 10t ! #S-10% & ()- S10% & ()-3"10% & ()- 10
SD_AUDIO.PLM file. Then, the library control unit 37
subtracts 1 from a POB file reference counter included in the
.0 file POB000.POM referenced by TKI#x. If the reference counter
is 0 when data is moved, the librarylcontrol unit 37 deletes
the POB file.
Following this, at . step S82, ?he library control unit 37
reads an AOB#x and an STKI#x forming a t?ack#x from the user
5 data area 8 on the SD memory card 100, and records the read
‘data in the user data area of the local storage 32. At step
S83, the'library control unit 37 performs a secure read of a
Title Key Entry for ROB#x from the protected area 3 of the SD
memory card 100, and then performs a secure write of the read
) Title Key Entry into the protected area of the local storage
32. Thus, the data set forming the track#x is stored into the
local storage 32.

Following this, at step S78, the library control unit 37
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"10% & (WHIR EnEsaB\ie@permitted to the’ local storage 32. A large

number of copyrighted materials are accumulated in the local
storage 32 in the customer device when the user purchases
10 copyrighted materials from the distribution server 103 or
hoves copyrighted materials from the SD memory card 100.
These accumulated copyrighted materials form a home music
library.
If a track check-out is requested, step S43 is Yes, and
15 processing moves to step S66 in Fig. 40. At step S66, the
library control unit 37 waits for the user to select a track
to be recorded onto a recording medium other than the SD
memory card 100. Once a track is selected (the selected track
is called track #x), at step S100, the library control unit 37
20 reads a unique Media-ID-from the SD memory card IOO connected
to the customer device, searches for an unused Content ID,
which it then assigns to the content and stores the Media-ID

and Content ID for the Title Key Entry as a pair_as check-out
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) unit 37 records the data set forming the track #x (apart from
the Usage Rule) onto another recording medium. When check-out
is performed, data from the directory and file structure shown
in Fig. 12 compliant with the SD—Au@io Verl.0 is recorded on a
portable recording medium, in other words‘the files 'AQB*** _ SAl’

) , ‘POB*** SpPl', ‘SD_AUDIO.TKM, ‘SD_AUDIO.PLM, ‘POB000.POM,
‘AOBSA1.KEY', and ‘POBSP1.KEY'. A track is recorded by this
process, allowing track editing, such as combining and
dividing, and forward and backward searches to be perfarmed.

Next, the library control unit 37 decrements the number
of check-outs, and at step S53, determines whether thé number
of check-outs is 0, or 1 or more. If the number of check-outs
is 0, the library contrel unit 37, at step S54 sets the track

as ‘check-out not permitted and then moves to step S53. If the
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10: ! 3" 10% & t{en 1L 4l Usage Rule. If the number of check-outs has

been properly written, processing moves to the loop processing
of steps S42 to S45.

If the user requests check-in, step S44 is Yes, and at
étep S101, the library control unit 37 reads a Media-ID unique
to the SD memory card 100, and a Content ID unique to a track
from ;he SD memory card 100, tracks already having been
recofded on the SD memory cara 100. At step S102, the library
control unit 37 compares the paired Media-ID and Content ID;
and the Media-ID and Content ID in the Check-Out history
information, and at step S103 determines whether the tracks
recorded on the SD memory card 100 are identical to tracks
that have already been checked out. If a track is identical,
in other words the same as a track that has been checked out,
processing moves to step $58, but if the track is not
identical, in other words not the same as a track that has

been checked out, the library contrel unit 37 moves to steps
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data set has been accumulated in the local storage 32, moves

.0 - to step 892. If the number of check-outs is 1 or more,
processing moves to step S92. At steé S92, the library
control unit 37 deletes the data set forming the tfack from
the other recording medium. As stép S61, the library control
unit 37 increments the number of check—oﬁts, and at step 562,

5 determines whether the number of check-outs has reached a
‘maximum number Max. If the number of check-outs is Max,
processing moves to the loop of steps S42 to S45, but if the
number of check-outs is not Max, at step S63, it performs a
secure write of the number of check-outs and, at step S64,

| verifies the nﬁmber of check-outs. At step S65, the library
control unit 37 determines whether the secure write of the

number of check-outs was properly performed, and if so moves

to the processing loop of steps S42 to S45.
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| Second Embodimen£
A second embodiment relates to an improvement in the SD

10 memory card 100 that securely stores copyrighted materials,

which allows copyrighted materials to be previewed. Fig. 42

shows the structure of directories in a protected area 3 and

user data area 8 relating to the second embodiment. When

compared to the directory structure in Fig. 12, the new matter

15 introduced in Fig. 42 is that the SD_AUDIO directory in both

the protected area 3 and the user data area 8 has a sub-
directory SD_ADPRV. Files‘SD_ADPRV.PLMU ‘SD_ADPRV.TKMU
‘P_AOB***.SAl’, and ‘P_POB***, JPG/SP1' used to perform preview
are‘arranged in the SD_ADPRV directory in the user data area

20 8. The files ‘SD_ADPRV.PI&T and‘SD_ADPRV.TKM’have an
identical data structure to the files ‘SD_AUDIO.PLM' and
‘SD_AUDIO.TKM' in the sp-Audio standard, and differ only in that

they are arranged in a different directory. The files
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‘P_AOBSAl.KEY’ includes a plurality of Extended Title Key
Entries. The data structure of these Extended Title Key
Entries is shown in Fig. 43. Part of the data structure in
J the drawing is the same as that for Title Key Entries, but it
differs in having an additional previeh fields. 1In the format
for the Extended Title Key Entries shown in Fig.- 43, these
"preview fields incluqe‘T;igger Biﬂ; ‘Preview Counter’, ‘Preview
Thresholdﬁ and 'Check-Value Field'.
i The 'Trigger Bit' field is a flag having the same purpose
as the Trigger Bit in the Usage Rulés. When this flag is set
at 0, this indicates that judgement of whether to preview a
copyrighted material should be performed by referring to the
pair of Preview Counter and Preview Threshold, while if the
flag is set at 1, this indicates that judgement should be
performed by referring to other information in addition to the
pair of Preview Counter and Preview Threshold.

The ‘Preview Counter' field shows a number of permitted
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The ‘Check-Value Field' records a character string pattern
10 for checking. If decryption of ?he Extended Title Key Entries
ié properly obtained in C_CBC mode, the device can obtain the
character string pattern properly from this field, but if the
Extended Title Key Entries have been tampered with while still
encrypted, the device cannot obtain the character striné
15 pattern from the field. The reason for this is described
below.

The decryption performed in C_CBC’mode is performed in 8-
byte units using a 7-byte Media-ID and a section key. Here,
suppose an ill-intentioned user tampers with the Preview

20 Counter and Preview Threshold while they are still encrypted,
changing them to a different value. In this case; the section
key obtained by using the section key of the 8-bit block

including the Preview Counter and Preview Threshold will
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of a following block is performed'using this section key,” the
calculation result finally obtained by decrypting the block
including the character string pattern differs markedly from

5 the character stfing pattern described above. 1In this way, a

proper character string pattern can only be decrypted when the

encrypted Preview Counter and Preview Threshold are in a

normal state. If the Preview Counter and Preview Threshold

have been tampered with, a tampered AOB file will ‘-be received,
0 and the character string pattern in the Check-Value Field will

be completely different. Thus, the characteristics of the

character string pattern can be used to check whether the
Preview Counter and Preview Threshold have been tampered with.

Next, the processing performed by SD-Audio players 122 to

) 124 in the second embodiment is explained. The flowchart of

Fig. 44 shows the processing performed by the control unit 64
in the SD-Audio players 122 to 124 when a copyrighted material
is previewed using an Extended Title Key Entry shown in Fig.

43. The following is an explanation of the processing

performed by the control unit 64 in the second embodiment,

with reference to Fig. 44.

At step S81, the control unit 64 determines whether the
SD memory card 100 is connected to the card connecter 34 and,
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1098 ()-$,109M & () - @O%&' ()-3"10%v& ()- 10 10
1, ends processing without performing steps S86 to S96. If
10 the Trigger Bit#x is 0, at step S86, the control unit 64
obtains a character string pattern by performing C_CBC mode
decryption on the Extended Title Key Entry#x. At step S87,
| the coptrol unit 64 determines whether the character string
pattérn is normal. If it is abnormal, processing ends, but if
15 it is normal, at step S88, the control unit 64 determines

whether the Preview Counter is 0. If the Preview Counter is

0, processing ends, but if it is not, the control unit 64, at

in the descrambler 61 of the SD memory card 100. Following
this, the control unit €4, at step $90, plays back track#x.
At step S92, the control unit 64 waits until the playback time
has reached the time shown by the Preview Threshold#x, and

once the time has been reached, at step §92, decrements the

88




10@109%& ()-F~dEbC 10:!t 9FM 109%W&' ()- 109V ()-"109%& ()- ' Y"10%& ()-F
10908 ()-" 109%VE& ()--gaBbC 10:!t # 109V& ()-"!"109%& () - Y&q February 2004
Z" 109K ()-"10%v&' ()-MLO%E ()-!c ' 10%JU& ()-SXaBbC 10:!t i

0! 109k ()-.10%v& ()-y, 10%v& ()-!,*m 10%&' ()- (&LO%VE' ()-%.! 10%VE& () -
GIKLMIYNC 1B:Q 1/163DM 10|v| 10MK109%VE: ()- 9M 10%VE&' () - PCT/JPOO/°58°2
71098 () -f5! 109 () - &3&10%VE' () - M\gv+dEYNC 10: 1t & #10%& ()-9@

10%&' () - L@10%& () - #le%&' () flo%&' ) Y' 109%& () - +i ZaBYNC 10: !t

#10%: () » ) - " 109! 10 3%4QY&" YNC
)10 i g:v( BYNC? OgartE, ) g’%@y ar:flé?lf/ip %@9 e %O%J'C%(%&Qﬁ leE(Eé:%%\/p|v|o&'(
- ~5<ga

10: ll810%‘5(3)“85@@0/&”(%‘@1%13Fﬁ/ﬂ%)mv%?wyﬁﬁp‘l‘ﬁ%l &p- J1 Rfooe e~ B O If
109% ()-gbC 10:!!1s! 10% ()- 0l 940%& ()-"10% ()- 10 10

10<109&' (}- i¥ 11OMMOred b ANt +6& udDeRSE) - 8G' 508 G4, performs a

SUA0%& ()-LsZ10%&' ()-  10%& ()-" "10%&' ()-_YdEbC
10: ! ! #5109, )e el tlsO%ﬁf (dne LAASEL &3 SYARPRY () ah0UBh) - &+E&LA% (99F0aBDC
10: 110" 109& " 1OV ()-'0)$10°e&' ()-' Y09 ()- %S

10% 10 10y- <109 (

711 %&;(Yé ygéég“%%-#ﬁﬁﬁ%%@ S %%&N §1€%§'§}ev1ew Counter is O,

110% & ()-@O0% & ()-#f10% & ()- Y10% & ()-y1l0% & S -F'10% & () - PaBYNC
10: 111009 @wey rg at step S96, the control unit 6 deletes t e Extended

10%66&f()-"10@6&f() &S#10% & ()-L: $10% & ()-910% & () - InRAEYNC
Title Key Entry, and at step S97, sets the Availability Flag

at 0.
In the second embodiment, the Preview Counter and Preview
0 Threshold are recorded in the protected area 3, making it
difficult to tamper with them. This ailows ueers to preview
copyrighted materials, while ensuring that those same
copyrighted materials'remain proper;y protected.
These embodiments describe the maximﬁm effects that can
5 be expected under current conditions, but the invention need
not be limited to the structure deseribed herein. The
following alternatives are also possible.
(a) The SD memory card in the first and second
embodiments has a user data area 8 and a protected area 3, but
) the invention need not be limited to fhis, and the entire
memory area of the SD memory card 100 may be a protected area.
The SD memory card 100 is used as a recording medium, but the

recording medium need not be limited to semiconductor memory




10: 110 $10% & ()-m & #10% & () - &#10% & () -!

10% & ()-"10% & ()-9%0% & ()- YRC-aBYNC 10:!!y5#10% & () -

S3#10% & ()- F1@10% & ()-/#10% & () -, . #10% & ()-1) 1 1090ne?] o8 19%
10: 1! @O%E ()-"100& ()- 10: 10: 10: S<10% & ()-yF: #10% & ()

y8@10% & (VO HEEDbC 10: 11 f $10%VE () - &10%VR' () - 109V&' () - FPCTITPO0/D3352
1098V () - f ! 109V ()-$, 109v& () - cMaBbC

10: 11 & 109VE () - &&109%VE ()-Lf 109%v& ()-!0@ 1096 & () -

10%VE () sz#h0WWB ) sB8EHRCan optical disc, HD or the like may be used

éo@#;lloou 10%\/&9I Zn) 1098vE! ()F G %0%VE! () 0/#10%\/& () -

n ¥ y

10:%&«&( &%%6 é%&l DR 2510 () D100 () - Y $10%v& ()-bC
10:11910% & () - #310% & ()-yf 10% & ()-3"10% & ()

10M&<10%VE' () {BIbABbEheo - fiirgt1 A% %%Cori%%%b?%‘ *F‘e?pgﬁ lﬁﬂi&% & () &l

"10% & ()-& !'10% c& ()-b*SaBbC 10:!!#n 10% & D! 10% & Y '

: , 10%

(10% & th i@%h&e@)mamaglamyMbqgeipgnﬂ;jxplé)package an()a cofﬁ%c ion
1#10% & () - & 10@6&f() & 10% & ()-'0),10% (& ()-ZF(%40% & ()-&10% & () -2l dYN

C 1Q:!! 09
0%%&' ()Q’g f%goyél hes %%Q oﬁgr) gf'anes- UdEYilaé i%ﬁY%l?ﬁoay(r?sP? ncgils 185&'61()

AT MRS A RS A s o -«

transmitted as a single package.
(c) The following may be used as requirements when

previewing tracks: date (preview can be performed until a

10 certain date), number of preview days (preview can be
pefformed for a certain time or a certain number of days),

preview range (preview can be performed on a specified section
of the track) or any combination of the above.
(d) The data described as being recorded and played back

15 in the .first and second embodiments is l1imited to music and

still picture data, but such limitations need not apply. The

data may be any kind of reproduceable digital data, such as

moving picture data, text data or any combination of the two.

(e) The digital terminal in the first embodiment refers

20 to the Move Control Information in the DRM and .sets the Move
Control Information in the Usage Rule based on the DRM, but
and set

the digital terminal may refer to other information,

the Move Control Information in the Usage Rule according to
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determination of whether the number of permitted moves in the
Usage Rule is 0, or 1 or more performed, and if the numbervof
10 permitted moves is 1 or more, the data may be stored on the SD
memory card 100.
(g) In the-first embodiment, the setting of the permitted
number of moves on the SD memory card 100 is assumed to be
either 1 or 0, but other settings are also possible. If the

5 permitted number of moves in the Move Control Information is

set at 6 by the distribution server 103, the permitted number

of moves shown in the Move Control Information is changed and

the Usage Rule is moved between each of the recording media,

as shown in Fig. 45.
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materials is perf

ormed between the dlstrlbutlon server 103

5 operated by a record company, and vending machines, mobile

phones and STBs, enabling distribution costs and stock

management required for the sale of copyrighted materials to

be greatly reduced. A user who does not own a personal -

computer can purchase copyrighted materials using a mobile

10 phone or STB without needing to go all the way to the store,

and other benefits such as a reduction in prices can be

expected, thereby greatly improving-on existing distribution

channels. The distribution system, receiving apparatus, and

semiconductor memory card of the present invention thus

demonstrate a high degree of industrial applicability.
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recording medium and supplying the content to a playback
apparatus,

the first receiving apparatus comprising:

a first receiving unit operable to receive via the network
a data set including the content and control information
controlling copying of the content onto the recording medium,
and hold the received data set; and

a recording ‘unit operable to generate authorization
information showing whether moving the data set to another
receiving apparatus.is permitted, and record the content onto a
distribution medium together with cérresponding usage rule
information including (1) the authorization information, and (2)
the control information included in the data set; and

the second receiving apparatus comprising:

a second receiving unit operable to receive the data set
from the distribution server via the network, and hold the
received data set;

a data set moving unit operable to read authorization
information from the distribution medium, and (a) move the data
set from the distribution medium to the inside of the second
receiving apparatus, and (b) hold the data set, only when the
read authorization information shows that moving the data set is
permitted; and

a check-out unit operation to perform check-out when the
data set is held by one of the second receiving unit and the
data set moving unit, check-out performed based on the control
information in: - the held data set by generating a copy of the
content included in the held data set and recording the copy
onto the recording medium, the copy recorded onto the recording

medium being supplied to the playback apparatus,
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uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file, ' '

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

2. The distribution system of Claim 1, wherein:

the control information indicates a number of remaining

check-outs;
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content is already recorded on the connected recording medium,
the copy of the content recorded on the connected recording
medium; and
an updating unit operable to update the control
information of the held content by decrementing the number of
remaining check-outs when a.copy of the held content is newly
recorded on the recording medium, and incrementing the number of

remaining check-outs when the copy of the held content is

deleted from the recording medium.

3. ' The distribution system of Claim 2, wherein:

the recording medium has an assigned unique identifier;

the check-out unit includes:

an allocation wunit operable to allocate a wunique
identifier to the held content, the unique identifier being
recorded onto the recording medium with the content when check-
out is performed; and

a storage unit operable to read the unique identifier for
the recording medium connected to the connecting unit from the
recording medium, and store the read recording medium identifier
as a pair with the allocated content identifier, and

the check-in unit includes:

a read unit operable to read, when a copy of the content
has already been recorded on a recording medium connected to the
connecting unit, the wunique identifiers for the connected

recording medium and the content;
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. rule information, and .

the playback apparatus plays back the cérresponding'

content directly from the distribution medium,' when the

authorization information indicates that moving a corresponding

data set is not permitted.

5. A semiconductor memory card used as a distribution medium
in a distribution system, the distribution system including a
distribution server for distributing a content via a network, a
first receiving apparatus for receiving the content via the
network and recording the content onto a distribution medium, a
second receiving apparatus for receiving the content via the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the
copy of the content via the recording medium and playing back
the received content, the semiconductor memory card comprising:
a volume area, in which a content and usage rule
information are recorded, the usage rule information including
control information controlling copying of the recorded content
onto the recording medium, and authorization information showing

whether moving the control information and the content to the

second receiving apparatus is permitted,
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each rule entry has a same serial number as a serial
number of a Eorresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the semiconductor memory card has recorded thereon pieces
of track information that are in one-to-one correspondence with
the object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

The semiconductor memory card of Claim 5,
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audio data included in a corresponding content, and that can be
accessed by a device connected to the semiconductor memory card
regardless of whether the authenticity of the device has been
recognized; and .

a protected area that stores the rule management file
containing the usage rule information and the encryption keys
and that can only be accessed by a device. connected to the
semiconductor memory card when the authenticity of the device
has been recognized, and .

wherein the track information  shows an attribute
indicating whether the encrypted audio data in a corresponding
object file constitutes an entire track, a start part of a

track, a middle part of a track, or an end part of a track.

7. The semiconductor card of Claim 5, wherein the
authorization information shows that moving a corresponding
content and control information is permitted by indicating a

number of permitted moves.

8. A first receiving apparatus in a distribution system, the
distribution system including a distribution server for
distributing a content via a network, a fifst receiving
apparatus for receiving the <content via the network and
recording the content onto a distribution medium, a second
receiving apparatus for receiving the content via the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the

copy of the content via the recording medium and playing back
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rule management file ‘that 1is provided in the distribution
medium, .

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content

identifier for the content, and one of the plurality of the rule

entries includes corresponding usage rule information,
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9. A receiving apparatus for receiving contents from a
distribution server via the network, as well as receiving
contents via a distribution medium, and recording copies of a
received content onto a recording medium,

the distribution medium storing contents and corresponding
usage rule information, and ' .

the usage rule information including control information
controlling copying of a recorded content onto the recording
medium, and authorization information showing whether moving a
data set including a paired content and control information to
the receiving apparatus is permitted, and

the receiving apparatus comprising:

a receiving unit operable to receive the data set from the
distribution server via the network, and hold the received data
set;

a data set moving unit operable to read authorization
information from the distribution medium, and (a) move the data
set from the distribution medium to the inside of the second
receiving apparatus and (b) hold the data set, only when the
read authorization information shows that moving the data set is
permitted; and

a check-out operable to perform check-out when the data
set is held by one of the second receiving unit and the data set
moving unit, check-out performed based on the control
information in the held data set by generating a copy of the

content included in the held data set and recording the copy
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its entirety into a 51ngle object file, and at least one of the

plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one-to-one correspondence with the object
files, ' '

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a

corresponding time search table includes at most a predetermined

number of read addresses.
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back the received content, and the program comprising:

a first receiving step of receiving via the network a data
set including the content and control information controlling
copying of the content onto the recording medium, and holding
the received data set; and

a recording step of generating authbrizatioﬁ information
showing whether moving the data set to another receiving
apparatus is permitted, and recording the content onto a
distribution medium together with corresponding usage rule
information including (1) the authorization information, and (2)
the control information included in the data set,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a
rule management file that is provided in the distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule

entries that are in one-to-one correspondence with the object

files,
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one of the ity

tﬂﬁqg@ﬁEerléor the content, &
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
correspondlng object file at predetermined time intervals, and

each part of the d1v1ded content has such a length that a
correspondlng time search table includes at most a predetermined

number of read addresses.

11. A recording medium recording a computer-readable program
for having a computer perform processing as a receiving
apparatus for receiving contents from a distribution server via
the network, as well as receiving contents via a distribution
medium, and recording copies of a received content onto a
recording medium,

the distribution medium storing contents and corresponding
usage rule information,

the usage rule information including control information
controlling copying of a recorded content onto the recording
medium, and authorization information showing whether moving a
data set including a paired content and control information to
the receiving apparatus is permitted, and

the receiving apparatus comprising:

a receiving step of receiving the data set from the
distribution server via the network, and holding the received

data set;
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medium being supplied to the playback apparatus,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being cohtained in "a
rule management file that 1is provided in the "distribution
medium,

at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,

each object file has an assigned serial number that
uniquely identifies the object file,

the rule management file contains a plurality of rule
entries that are in one?to-one correspondence with the object
files,

each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that «corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule

entries includes corresponding usage rule information,
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first receiving apparatus for receiving the content via the
network anq recording the content onto a distribution medium, a
second receiving appaiatus. for receiving the content via the
distribution medium and recording a copy of the content onto a
recording medium, and a playback apparatus for receiving the
copy of the content via the recording medium and playing back
the received content, and the receiving method comprising:
- a first receiving step of receiving via the network a data
set including the content and control information controlling
copying of the content onto the recording medium, and holding

the received data set; and

a recording step of generating authorization information
showing whether moving the data set to another receiving
apparatus is permitted, and recording the content onto a
distribution medium together with corresponding usage rule
information including (1) the authorization information, and (2)
the control information included in the data set,

wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a

rule management file that is provided in the distribution

medium,
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entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files,

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a length that a
corresponding time search table includes at most a predetermined

number of read addresses.

13. A receiving method for recording a computer-readable
program for receiving contents from a distribution server via
the network, as well as receiving contents via a distribution
medium, and recording copies of a received content onto a

recording medium,

the distribution medium storing contents and corresponding

usage rule information,




10 10
10! Ly! 109&' ()-'!Ly! 10%& ()-'=00Pi Q RRWUr S1' ! &3" 109%&’ () - ! &3;, "109&
() - l &3"109&' ()-!&3"10%& ()-!&3"10%& ()- Nornal" " Headi ng%@%@u%aﬁﬁng
23] ¢" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading 63]c" "Headi ng
73] c¢" "Heading 83]c" "Heading 93] c"Asgpefaul t Paragraph
Font Mod#1) . &37w<@KElI COTY 4di oDtyC Ul *L>*97>| 1 7" |
2wW7<JBvGL>RDWhaf kegys| &MmeatlonA&mlaKGHm@\ eobdfdy | bpfemmetiion "$&(*1 0
&, 3: 8f >Chl O\/\9bhon Ldu4$* 39?pFNMI?2Z@ f | er% DR% 1J_ {|\4

vl $%&|c??q5q§ 1ng1 SOPIERG 79 9‘3 recorded content o~ thel "fecording
&—f >r ?7? GAESIRGAHT Q) @%@P}E&'deiﬂaﬁlbaabu&i@meﬂhemmmnZs?u’?vwayz%

[1349) C31 <TET | gor 21 2(0) AL 000 F RSB e LBAEESMY, ted it b 80P

r}>~’|;?f\;0?|}if@$eﬁg&%§ﬁﬁmﬁsgywvp@rﬁﬁ;t[tb’d?_aad-bcdke{fgh| j 3l t MmoopSr st uwxyz{
! ~ 0 0

i ase )(/) Lo t?%)l%)c ér-}gg—metl'h{)d_ds%%\r{lp;%;%ﬁé:w dom! 9%, ! 1379@BI9FHMEOR

<=>7 GABCDEFGHA J KMNERERETMBKYZD £ | “xecabudied ghtinek | dmoparsstuvirgyre{ [che
!1#$%&Ic%%§gﬁ1/ 123456789; netyor olc):iq;mq the recéitzd
<=>?@\B &%%Wzﬂ‘ﬂ W g?'nj kT rmopdgr st uvvixyz{| } ~6Ti mes
!\leLv$(I;§Lm(id)mﬂa aale(Eourl er New'h Root EntryWrdDocunent M

THSUE () ¢+ -/ 012345678

<=>? @\BCDEFGH? Wa T §$U\/\}%}’2["\g] Stcdet Ghi FRITHS qrgltlﬁr\l/?/\]/:xlyzza{tﬁin
'"#$%&f(jﬁﬂqrmak&&ﬂ34&6ﬁ8&mﬁ distribution medium, and (a) moving the

<77 GEKDEEGH I UNCPORSTUNNCL Lo ADGYRL G kK| ThpaL 3 sz { b

ffgé%ﬁ@ﬁﬁ@ by mgimanaé\@[s»] andalibdehghdjnd e faftauafky z PR ¥
<= @Bt IR HORRFS 07 » SRR SR | R0t Byge [
data set is permitted; and
' a chéck—out step of ﬁerforming check-out when the data set
is held by one of the second receiving unit and the data set
moving unit, check-out performed based on the control
information in the held data set by generating a copy of the
content included in the held data set and recording the copy
onto the recording medium, the copy recorded onto the recording
medium being supplied to the playback apparatus,
wherein a plurality of contents are recorded onto the
distribution medium together with corresponding usage rule
information, the usage rule information being contained in a
rule management file that 1is provided in the distribution
medium,
at least one of the plurality of content is contained in
its entirety into a single object file, and at least one of the
plurality of contents is divided to be contained in a plurality
of object files,
each object file has an assigned serial number that
uniquely identifies the object file,
the rule management file contains a plurality of rule

entries that are in one-to-one correspondence with the object

files,
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each rule entry has a same serial number as a serial
number of a corresponding object file,

a rule entry that corresponds to the object file
containing the entirety of the content includes corresponding
usage rule information and a content identifier for the content,

each of a plurality of rule entries that corresponds to an
object file containing a part of the content includes a content
identifier for the content, and one of the plurality of the rule
entries includes corresponding usage rule information,

the distribution medium has recorded thereon pieces of
track information that are in one-to-one correspondence with the
object files, .

the track information includes a time search table that
shows a plurality of read addresses specifying data located in a
corresponding object file at predetermined time intervals, and

each part of the divided content has such a.length that a

corresponding time search table includes at most a'predetermined

number of read addresses.




