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CONTROL APPARATUS, POSITION VERIFICATION SYSTEM, COMPUTER
PROGRAM, AND POSITION VERIFICATION METHOD

BACKGROUND

(1) Technical Field

[0001] The present invention relates to a control apparatus, a position verification
system, a computer program, and a position verification method.

(ii) Related Art

[0002] JP-A-2000-348296 discloses a vehicle dispatch system that assigns
dispatch information to a vehicle to perform loading of luggage at a collection and
delivery place. The vehicle dispatch system is configured to include an in-vehicle
apparatus including a display processing unit which is provided on a vehicle and
displays the dispatch information which is received through a communication satellite
or a mobile phone line; a position detection processing unit that detects the position of
the vehicle and generates position information; and a transmission processing unit
that transmits the position information which is obtained by the position detection
processing unit through the communication satellite or the mobile phone line; and a
management apparatus including an instruction processing unit that generates
dispatch infermation for the vehicle, based on dispatch plan data, and sends and
displays the dispatch information to the in-vehicle device of the vehicle, through the
communication satellite or the mobile phone line; a prediction processing unit that
predicts a time when the vehicle arrives at the collection and delivery place, based on
the position information of the vehicle which is transmitted from the in-vehicle device
through the communication satellite or the mobile phone line; and a loading
instruction processing unit that instructs the collection and delivery place side to

prepare for loading so as to meet the predicted arrival time of the vehicle which is
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obtained by the prediction processing unit.

[0003] JP-A-2009-159336 discloses an action range recognition method for
recognizing an action range by using radio waves that a ubiquitous wireless device
transimits, and the action range recognition method is configured to include receiving
radio waves that the ubiquitous wireless device transmits in a position where an action
range recognition subject is present, and detecting features of the position from the
received radio waves; storing the features of the position which is detected in the
detecting, as history data; and estimating a topology of an action path of the action

range recognition subject from the history data which is stored in the storing,

SUMMARY
[0004] A system which detects the position of a user by using a terminal apparatus
and uses the position information is developed, and, for example, a navigation system
using a GPS is widely spread. It is possible to extract information by
communicating with the terminal apparatus that is carried by the user, not only in a
place where the radio waves of GPS reaches, but also by using a beacon which is a
wireless station provided indoors, Bluetooth, or Wi-Fi.
[0005] However, in detecting the position of the user, there is a problem that a
beacon is carried away without the authentication and used in a separate place, or that
a beacon identifier is falsely used and position information is forged, and there is a
problem how to guarantee the authenticity as to whether or not the position estimated
from the beacon information is correct.
[0006] An object of the present invention is to provide a control apparatus, a
position verification system, and a computer program, each of which detects the
position of a user, while guaranteeing the authenticity of position information.
[0007] A control apparatus according to a first aspect of the present invention
includes: a detection unit that detects a position of a terminal apparatus, based on
position information which is acquired from plural radio beacons by the terminal

apparatus; a memory that stores a history of the position of the terminal apparatus as
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route information, based on the position detected by the detection unit; and a
determination unit that determines whether or not a current position, at which the
terminal apparatus is detected, is correct, based on route information of plural
terminal apparatuses stored in the memory.

[0008] In a second aspect of the present invention, the control apparatus according
to the first aspect further includes a schedule information detection unit that detects
schedule information including time period information, position information, and
terminal information, and the determination unit determines whether or not the
current position, at which the terminal apparatus is detected, is correct, based on the
route information of plural terminal apparatuses stored in the memory and schedule
information which is detected by the schedule information detection unit.

[0009] In a third aspect of the present invention, the route information is set by
dividing a route to a destination into plural sections, and the memory not only
continuously stores continuous sections, but also continuously stores the same section,
or discontinuously stores continuous sections, as appropriate route information.

[0010] In a fourth aspect of the present invention, in a case where the
determination unit is not able to determine whether or not the position, at which the
terminal apparatus is detected, is correct, based on the route information of plural
terminal apparatuses stored in the memory, the determination unit notifies an
administrator of this fact.

[0011] In a fifth aspect of the present invention, in a case where the route
information of the terminal apparatus stored in the memory indicates an abnormal
value, the determination unit notifies an administrator of this fact.

[0012] In a sixth aspect of the present invention, the control apparatus according
the first to fifth aspect includes a permission unit that permits a transmission of data,
in a case where the determination unit determines that the current position of the
terminal apparatus is correct.

[0013] In a seventh aspect of the present invention, the control apparatus
according the second aspect includes a permission unit that permits a transmission of

data, in a case where the determination unit determines that an access time of the



10

15

20

25

30

terminal apparatus, of which the current position is determined as correct, matches
time period information of the schedule information.

[0014] In a eighth aspect of the present invention, the permission unit permits the
transmission of a decryption key to decrypt a encrypted data, and permits a viewing of
data having viewing restriction.

[0015] A position verification system according to a ninth aspect of the present
invention includes: plural radio beacons; a terminal apparatus which acquire position
information from the plural radio beacons; and a control apparatus including a
detection unit that detects a position of the terminal apparatus, based on position
information acquired from the terminal apparatus, a memory that stores a history of
the position of the terminal apparatus as route information, based on the position
detected by the detection unit, and a determination unit that determines whether or not
a current position, at which the terminal apparatus is detected, is correct, based on
route information of plural terminal apparatuses stored in the memory.

[0016] A computer program according to a tenth aspect of the present invention
causes a computer to execute a process including: detecting a position of a terminal
apparatus, based on position information acquired from plural radio beacons by the
terminal apparatus; storing a history of the position of the terminal apparatus as route
information, based on the detected position; and determining whether or not a current
position, at which the terminal apparatus is detected, is correct, based on route
information of plural terminal apparatuses which are stored.

[0015] A position verification method according to an eleventh aspect of the
present invention includes: detecting a position of a terminal apparatus, based on
position information which is acquired from plural radio beacons by the terminal
apparatus; storing a history of the position of the terminal apparatus as route
information, based on the position detected by the detecting; and determining whether
or not a current position, at which the terminal apparatus is detected, is correct, based
on route information of plural terminal apparatuses.

[0017] According to the first aspect, it is possible to provide a control apparatus

which detects the position of a user, while guaranteeing the authenticity of position
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information.
[0018] According to the second aspect, it is possible to enhance the authenticity of
position information, as compared with a case of not using the schedule information.
[0019] According to the third aspect, it is possible to detect the position of a user,
while guaranteeing the authenticity of position information, even if the condition of
radio waves is not good.
[0020] According to the fourth aspect, even if it is not possible to detect the
position of the user, the administrator is notified of the fact, and thus it is possible to
remove the cause that makes the determination difficult.[0021]  According to the
fifth aspect, even if it is not possible to detect the position of the user, the
administrator is notified of the fact, and thus it is possible to remove the cause that
makes the determination difficult.
[0022] According to the sixth to ecighth aspects, it is possible to permit a
transmission of data by the permission unit based on the determination.[0023]
According to the ninth aspect, it is possible to provide a position
verification system which detects the position of a user, while guaranteeing the
authenticity of position information.
[0024] According to the tenth aspect, it is possible to provide a program for
detecting the position of a user, while guaranteeing the authenticity of position
information.
[0025] According to the eleventh aspect, it is possible to provide a position
verification method which detects the position of a user, while guaranteeing the

authenticity of position information.

BRIEF DESCRIPTION OF THE DRAWINGS

[0G026] The foregoing and additional features and characteristics of this disclosure
will become more apparent from the following detailed descriptions considered with

the reference to the accompanying drawings, wherein:
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[0027] FIG. 1 is a system diagram illustrating an entire configuration of a position
verification system according to an exemplary embodiment of the present invention;
[0028] FIG. 2 is a block diagram illustrating a hardware configuration of a
terminal apparatus according to the exemplary embodiment of the present invention;
[0029] FIG. 3 is a block diagram illustrating a functional configuration of the
terminal apparatus according to the exemplary embodiment of the present invention;
[0030] FIG. 4 is a block diagram illustrating a functional configuration of a server
apparatus according to the exemplary embodiment of the present invention;

[0031] FIG. 5 is a block diagram illustrating a functional configuration of a
schedule server apparatus according to the exemplary embodiment of the present
invention;

[0032] FIG. 6 is a diagram illustrating a position verification system according to
the exemplary embodiment of the present invention, which illustrates the installation
positions of beacons and sections for route information.

[0033] FIG. 7 is a diagram illustrating an example of information which is stored
in a position information storage unit of the server apparatus according to the
exemplary embodiment of the present invention;

[0034] FIG. 8 is a diagram illustrating an example of information which is stored
in a route information storage unit of the server apparatus according to the exemplary
embodiment of the present invention;

[G035] FIG. 9 is a diagram illustrating an example of information which is stored
in a schedule information storage unit of the schedule server apparatus according to
the exemplary embodiment of the present invention;

[0036] F1G. 10 is a flowchart illustrating an operation of the server apparatus
according to the exemplary embodiment of the present invention;

[0037] FIG. 11 is a diagram illustrating an example of a history of beacon
information that the server apparatus according to the exemplary embodiment of the
present invention acquires from the terminal apparatus;

[0038] FIG. 12 is a diagram illustrating a history of a position that is stored based

on the beacon information of FIG. 11;
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[0039] FIG. 13 is a diagram illustrating a position verification system according
to another exemplary embodiment of the present invention, which illustrates the
installation positions of beacons and sections for route information;

[0040] FIG. 14 is a diagram illustrating an example of information which is stored
in a position information storage unit of a server apparatus according to another
exemplary embodiment of the present invention; and

{0041] FIG. 15 is a diagram illustrating an example of information which is stored
in a route information storage unit of the server apparatus according to another

exemplary embodiment of the present invention.

DETAILED DESCRIPTION

[0042] Hereinafter, exemplary embodiments of the present invention will be
described in detail with reference to the drawings.

[0043] FIG. 1 is a system diagram illustrating a position verification system 1
according to an exemplary embodiment of the present invention.

[0044] The position verification system ! according to the exemplary embodiment
of the present invention, as illustrated in FIG. 1, includes a portable terminal
apparatus 10 such as a personal computer, a smart phone, and a tablet terminal
apparatus, a server apparatus 12a which is a control apparatus, a schedule server
apparatus 12b which provides schedule information, and plural beacons 14 which is a
radio beacon.

[0045] Any terminal apparatus is applicable to the present invention, as long as
the terminal apparatus 10 can be connected to the server apparatus 12a through a
communication network.

[0046] The terminal apparatus 10 and the server apparatus 12a are connected
through a wireless LAN terminal such as a Wi-Fi router or the Internet communication
network, and transmit and receive information.

[0047)] The beacon 14 includes a device of generating radio waves such as
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Bluetooth and is provided in a place of which position information is desired to be
acquired. The beacon 14 is provided, for example, indoors such as in a conference
room and a corridor, and always transmits radio waves (beacon information) about an
ID for identifying the beacon.

[0048] The terminal apparatus 10 acquires radio waves (beacon information) from
which the beacon 14 transmits, in the proximity of an area in which the beacon 14 is
provided. The identifier and the received signal strength as beacon information are
transmitted to the server apparatus 12a. The terminal apparatus 10 acquires the
beacon information periodically, or in a case such as when the beacon infermation
changes more than a predetermined threshold, when it is determined that the terminal
apparatus 10 is moved based on the information from an acceleration sensor, or the
like, and the terminal apparatus 10 transmits the beacon information to the server
apparatus 12a. The terminal apparatus 10 receives data or a decryption key to
decrypt encrypted data, from the server apparatus 12a.

[0049] The server apparatus 12a is used as a control apparatus that controls plural
terminal apparatuses 10, and is configured to detect the position of the user who
carries the terminal apparatus 10, based on the beacon information which is the
position information acquired by the terminal apparatus 10, and store the position.
Specifically, the server apparatus 12a detects the position of the user who carries the
terminal apparatus 10, by acquiring the output value of the beacon information (the
identifier and the received signal strength) which is received from the terminal
apparatus 10, and specifying the position of the terminal apparatus 10 based on the
values of plural pieces of beacon information at divided positions, and stores the
history of the position in time series. Further, the server apparatus 12a determines
whether or not the current position of the terminal apparatus 10 is correct based on
route information which is stored in time series. The server apparatus 12a acquires
schedule information from the schedule server apparatus 12b, and determines whether
or not the current position of the terminal apparatus 10 is correct. Further, the server
apparatus 12a transmits data to the terminal apparatus 10, encrypts and transmits data,

limits the viewing of data by setting a disclosure period of data, or controls the
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decryption of data and the disclosure of data in the terminal apparatus 10.

[0050] The schedule server apparatus 12b stores plural pieces of schedule
information, and extracts the schedule information in response to a request from the
server apparatus 12a so as to transmit the extracted schedule information to the server
apparatus 12a.

[0051] In the position verification system 1 according to the present exemplary
embodiment, the terminal apparatus 10 acquires the radio waves of the beacon 14
which is provided indoors, and the terminal apparatus 10 transmits a beacon output
value (the identifier and the received signal strength) which is beacon information, to
the server apparatus 12a. The server apparatus 12a detects the position of the user
(terminal apparatus 10) by specifying the position of the terminal apparatus 10 based
on the values of plural pieces of beacon information at the divided positions, with
reference to the acquired beacon output values, and stores the information in time
series.

[0052] As illustrated in FIG. 2, the terminal apparatus 10 includes a CPU 16, a
memory 17 capable of temporarily storing data, a storage device 18 such as a flash
memory, a wireless LAN interface (IF) 19 that performs wireless communication with
a wireless LAN terminal to transmit and receive data, an input device 20 such as a
touch senscr, a display device 21, and an acceleration sensor 22.  Those components
are interconnected through a control bus 30.

[0053] The terminal apparatus 10 according to the present exemplary embodiment
is provided with a touch panel in which a touch sensor for detecting the position
touched on the display device 21 is provided as the input device 20, and display is
performed and input is performed by the user, by using the touch panel.

[0054] The CPU 16 controls the operation of the terminal apparatus 10 by
executing a predetermined process based on the control program stored in the memory
17 or the storage device 18. Further, the control program can be obtained by being
downloaded through the Internet communication network or a mobile telephone
network and provided to the CPU 16, or the control program can be provided to the

CPU 16 by being stored in a recording medium such as a CD-ROM.
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[0055] The acceleration sensor 22 measures the acceleration (the rate of a change
in velocity) of the terminal apparatus 10. It is determined that the terminal apparatus
10 is moved, based on the information of the acceleration sensor 22.

[0056] The terminal apparatus 10 according to the present exemplary embodiment
performs an operation as described below in response to the execution of the control
program, such that the authenticity of the detected position information of the
terminal apparatus is guaranteed, and thus the terminal apparatus of which
authenticity i1s guaranteed is allowed to receive, for example, data required for a
conference, and to view data.

[0057] FIG. 3 is a block diagram illustrating a functional configuration of the
terminal apparatus 10 which is implemented by the execution of the control program.
[0058] As illustrated in FIG. 3, the terminal apparatus 10 according to the
exemplary embodiment includes a position information acquisition unit 32, a
controller 36, a memory 38, a display 40, and a communication unit 42.

[0059] The position information acquisition unit 32 acquires beacon information
of the beacon 14 which is provided in the proximity of the terminal apparatus 10.
[0060] The memory 38 stores various types of data which are received from the
server apparatus 12a.

[0061] The display 40 performs display of various types of data, based on the
control by the controller 36.

[0062] The communication unit 42 performs communication with the server
apparatus 12a which is an external device.

[0063] The controller 36 transmits the beacon information which is acquired by
the position information acquisition unit 32 to the server apparatus 12a through the
communication unit 42. Further, the controller 36 performs control so as to acquire
the beacon information periodically, in a case such as when the beacon information
changes more than a predetermined threshold or when it is determined that the
terminal apparatus 10 is moved based on the information from the acceleration sensor
22, and then transmits the acquired beacon information to the server apparatus 12a.

[0064] Further, the controller 36 performs control so as to display the position

10
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information which is acquired, on the display 40.

[0065] Next, the functional configuration of the server apparatus 12a in the
position verification system according to the present exemplary embodiment will be
described with reference to the block diagram of FIG. 4,

[0066] As illustrated in FIG. 4, the server apparatus 12a according to the present
exemplary embodiment includes a communication unit 44, a controller 46, a position
information storage unit 48, a route information storage unit 50, a detection unit 52, a
memory 54, a determination unit 55, and a permission unit 56.

[0067] The position information storage unit 48 stores beacon information which
is position information, and ID and information about the output values (received
signal strengths) of plural beacons 14.

[0068] The route information storage unit 50 stores plural pieces of route
information, and stores route information from a specific position to a destination.
[0069] The detection unit 52 detects the position (location) of the terminal
apparatus 10 from the values of plural pieces of beacon information in divided
positions, with reference to the beacon output values (the received signal strength) the
terminal apparatus 10 acquires. Further, the detection unit 52 accesses the schedule
server apparatus 12b and extracts schedule information which is stored in the schedule
information storage unit 64, from date and time when the terminal apparatus 10
accesses the server apparatus 12a,

[0070] The memory 54 stores the history of the position of the terminal apparatus
10 which is detected by the detection unit 52 as route information in time series.
[0071] The determination unit 55 determines whether or not the present position
of the terminal apparatus 10 is correct, based on the plural pieces of route information
stored in the memory 54 and the information stored in the route information storage
unit 50. The determination unit 55 acquires schedule information from the schedule
server apparatus 12b which will be described later, and determines whether or not the
current position of the terminal apparatus 10 is correct.

[0072] The permission unit 56 permits the transmission of data, in a case where

the determination unit 55 determines that the cwrrent position of the terminal
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apparatus 10 is correct, or determines that the access time of the terminal apparatus,
of which the current position is determined as correct, matches time period
information of the schedule information. The permission unit 56 permits the
transmission of a decryption key to decrypt the encrypted data, and permits the
viewing of data having viewing restriction.

[0073] In a case where the position information is acquired from the terminal
apparatus 10, the controller 46 performs control so as to detect the position of the
terminal apparatus 10 and store the history, based on the plural pieces of data which
are stored in the position information storage unit 48, or so as to determine whether or
not the position information is correct, based on the route information or the schedule
information. Further, the controller 46 controls the permission unit 56 so as to
permit the transmission of data, and performs control so as to transmit data to the
terminal apparatus 10 through the communication unit 44, transmit a decryption key
of the encrypted data, or release the viewing limit of data to enable the viewing of the
data.

[0074] Next, the functional configuration of the schedule server apparatus 12b in
the position verification system according to the exemplary embodiment will be
described with reference to the block diagram of FIG. 5.

[0075] As illustrated in FIG. 5, the schedule server apparatus 12b according to the
exemplary embodiment includes a communication unit 60, a controller 62, and a
schedule information storage unit 64.

[0076] The schedule information storage unit 64 stores, for example, plural pieces
of schedule information such as dates and times, locations, participants, and
mandatory participants. The dates and times are stored as time period information,
the locations are stored as position information, the participants are stored as terminal
information of the terminal apparatus 10 that the participants use.

[0077] In a case where there is a transmission request of schedule information
from the server apparatus 12a, the controller 62 performs control so as to extract
information which satisfies the request, from among plural pieces of data which are

stored in the schedule information storage unit 64, and transmit the extracted
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information to the server apparatus 12a through the communication unit 60.

[0078] In addition, although the case is described in which the schedule server
apparatus 12b is separately provided from the server apparatus 12a in the exemplary
embodiment, without being limited thereto, the schedule information storage unit 64
may be provided in the server apparatus 12a.

[0079] Next, the specific example of the position verification system 1 according
to the exemplary embodiment of the present invention will be described with
reference to FIG. 6 to FIG. 12.

[0080] FIG. 6 is a diagram illustrating the installation positions of beacons 14 and
sections for route information. As illustrated in FIG. 6, a conference room A, a
conference room B, a conference room C, and a conference room D are provided in
order from the elevator side between the elevator side and the stair side on the same
floor, having the corridor interposed therebetween. The corridor from the elevator
side to the stair side is divided into seven sections: a section (1), a section (2), a
section (3), a section (4), a section (5), a section (6), and a section (7) in order from
the elevator side. In addition, the conference room A is assumed to a section (8), the
conference room B is assumed to a section (9), the conference room C is assumed to a
section (10), and the conference room D is assumed to a section (11).

{0081} A beacon 14a is provided in the conference room A. Here, the beacon ID
of the beacon 14a is assumed to BI. A beacon 14b is provided in the conference
room B. Here, the beacon ID of the beacon 14b is assumed to B2. A beacon 14c¢ is
provided in the conference room C. Here, the beacon ID of the beacon l4c is
assumed to B3. A beacon 14d is provided in the conference room D. Here, the
beacon ID of the beacon 14d is assumed to B4,

[0082] FIG. 7 is a diagram illustrating the installation position of the beacon 14,
illustrated in FIG. 6, which is stored in the position information storage unit 48 of the
server apparatus 12a and the received signal strength of the beacon 14.

[0083] The received signal strengths of the respective beacons 14a, 14b, 14¢, and
14d, which are detected, in a case where the terminal apparatus 10 passes through the

sections (1) to (7) illustrated in FIG. 6, or is located in the sections (8) to (11) are
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indicated by the values of 0 to 40,

[0084] FIG. 8 is a diagram illustrating an example of information which is stored
in the route information storage unit 50 of the server apparatus 12a. In other words,
there are two routes through which the user who carries the terminal apparatus 10
goes to the conference room A which is a destination: a route passing through the
section (1) and the section (8) starting from the elevator, and a route passing through
the section (7), the section (6), the section (5), the section (4), the section (3), the
section (2), the section (1) and the section (8) starting from the stairs, as illustrated in
FIG. 6. Similarly, the route information for cach of the conference room B, the
conference room C, and the conference room D is stored in the route information
storage unit 50.

[0085] FIG. 9 is a diagram illustrating an example of information which is stored
in the schedule information storage unit 64 of the schedule server apparatus 12b.
[0086] FIG. 10 is a flowchart illustrating an operation of the server apparatus 12a.
In the present exemplary embodiment, an operation based on schedule information in
which date and time is 2015/12/24 15:00 — 16:00, location is the conference room C,
the participants are a user 1, a user 2, a user 3, and a user 4, and the mandatory
participants are the user 1 and the user 2, among the schedule information in FIG. 9
will be described as an example. The user 1, the user 2, the user 3, and the user 4 are
respectively associated with the terminal apparatuses 10a, 10b, 10c, and 10d which
are carried by the respective users.

[0087] In step 100 (S100), the detection unit 52 calculates the position
information and detects the positions of the terminal apparatuses 10a to 104, based on
the beacon information which is received from the terminal apparatuses 10a, 10b, 10c,
and 10d. Schedule information is extracted and received from a time when the
terminal apparatuses 10a to 10d access the server apparatus 12a, based on the time
period information (2015/12/24 15:00 — 16:00 in the present exemplary embodiment)
stored in the schedule information storage unit 64 of the schedule server apparatus
12b of FIG. 9. A time taken to arrive at the conference room is considered and

extracted as the time when the server apparatus 12a is accessed.
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[0088] Next, in step 101 (S101), the history (route information) of the positions of
the terminal apparatuses 10a to 10d which are detected in step 100 is stored in the
memaory 54.

[0089] FIG. 11 is a diagram illustrating a change of time and the received signal
strengths of the beacon 14a (B1), the beacon 14b (B2), the beacon 14¢ (B3), and the
beacon 14d (B4), which are acquired by the terminal apparatus 10a. FIG. 12 is a
diagram illustrating the history of position which is stored based on the beacon
information of FIG. 11.

[0090] At first, at a time t1, the received signal strength of the beacon 14a (B1) is
10, the received signal strength of the beacon 14b (B2) is 5, and radio waves cannot
be detected from the beacon 14¢ (B3) and the beacon 14d (B4). The server apparatus
12a determines that the current position of the terminal apparatus 10a is the section
(1) from the beacon information illustrated in FIG. 7, and stores the position as route
information.

[0091] Next, at a time t2, the received signal strength of the beacon 14a (B1) is 3,
the received signal strength of the beacon 14b (B2) is 5, and radio waves are hardly
detected from the beacon 14¢ (B3) and the beacon 14d (B4). The server apparatus
12a determines that the current position of the terminal apparatus 10a is the section
(2) from the beacon information illustrated in FIG. 7, and stores the position as route
information.

[0092] Next, at a time t3, the received signal strength of the beacon 14a (B1) is 2,
the received signal strength of the beacon 14b (B2) is 10, the received signal strength
of the beacon 14c¢ (B3) is 3, and the received signal strength of the beacon 14d (B4) is
a value close to 0.

[G093] The server apparatus 12a determines that the current position of the
terminal apparatus 10a is the section (3) from the beacon information illustrated in
FIG. 7, and stores the position as route information.

[0094] Next, at a time t4, the received signal strength of the beacon 14a (B1) is a
value close to 0, the received signal strength of the beacon 14b (B2) is 5, the received

signal strength of the beacon 14c (B3) is 5, and the received signal strength of the
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beacon 14d (B4) is a value close to 0.

[0095] The server apparatus 12a determines that the current position of the
terminal apparatus 10a is the section (4) from the beacon information illustrated in
FIG. 7, and stores the position as route information.

[0096] Next, at a time t53, the received signal strength of the beacon 14a (Bl) is a
value close to 0, the received signal strength of the beacon 14b (B2) is 2, the received
signal strength of the beacon 14¢ (B3) is 10, and the received signal strength of the
beacon I4d (B4) is 3.

[0097] The server apparatus 12a determines that the current position of the
terminal apparatus 10a is the section (5) from the beacon information illustrated in
FIG. 7, and stores the position as route information.

[0098] Next, at a time t6, the received signal strength of the beacon 14a (Bl) is a
value close to 0, the received signal strength of the beacon 14b (B2) is 2, the received
signal strength of the beacon 14c¢ (B3) is 25, and the received signal strength of the
beacon 14d (B4) is 2.

[0099] The server apparatus 12a determines that the current position of the
terminal apparatus 10a is the section (10), from the beacon information illustrated in
FIG. 7, stores the position as route information, and determines that the terminal
apparatus 10 is located in the conference room C.

[0100] Next, at a time t7, radio waves cannot be detected from the beacon 14a
(B1), the received signal strength of the beacon 14b (B2) is 1, the received signal
strength of the beacon 14c (B3) is 35, and the received signal strength of the beacon
14d (B4) is 3.

[0101] The server apparatus 12a determines that the current position of the
terminal apparatus 10a is the section (10) from the beacon information illustrated in
FIG. 7, and determines that the terminal apparatus 10a is located in the conference
room C from the stored route information.

[0102] In other words, in a case where the section (10) is detected at the time t6, it
is determined that the terminal apparatus 10a is located in the conference room C, and

it is determined that a route to the conference room C is correct based on the stored
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route information (the history of the position information) in FIG. 12, and the route
information which is stored in the route information storage unit 50 in FIG. 8.

[0103] In other words, the position of the user 1 who carries the terminal
apparatus 10a is detected based on the route information. The positions of the users
2, 3, and 4 who carry the terminal apparatuses 10b, 10c, and 10d in a similar way to
the user 1.

[0104] Next, in step 102 (5102), it is determined whether or not the current
positions of the terminal apparatuses 10a to 10d, which are respectively detected,
match the respective pieces of position information (in the present exemplary
embodiment, the conference room C) of the extracted and received schedule
information. In addition to the case where the current position of each of the
terminal apparatuses 10a to 10d of all participants matches the position information of
the schedule information, it may be determined whether or not the current position of
each of the terminal apparatus 10a and the terminal apparatus 10b of the users 1 and 2
who are mandatory participants matches the position information of the schedule
information. Alternatively, a determination as to the start time (15:00 in the present
exemplary embodiment) of the extracted and received schedule information is made.
In a case where the current position and the start time respectively do not match the
schedule information, the process returns to step 100. In a case where either the
current position or the start time matches the schedule information, the process
proceeds to the next step 103 (8103). It should be noted that the start time is set to
be earlier, with consideration of a time to arrive at the conference room.

[0105] Then, in step 103 (5103), the server apparatus 12a calculates the reliability
of the route information from the history of the positions of the terminal apparatuses
10a to 10d, which are stored in the memory 34,

[0106] In step 104 (S104), the authenticity of the position information is
calculated from the probabilities of the user 1 to user 4 who are all participants in the
schedule information.

[0107] Here, as a method for determining the authenticity, when the number of

target people is N and the reliability of the route of the n-th person is Cn, the
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reliability C can be calculated as follows.

C=1—ﬁ(1—-€n)

n=

[0108] The range of values of reliability C is 0 to 1.0.

[0109] In other words, reliability C = 0 indicates that there is no data. Further,
reliability C = 1.0 indicates that the detected position information is 100% reliable.
[0110] In the present exemplary embodiment, for example, if it is assumed that
the reliability of the user 1 is 0.8, the reliability of the user 2 is 0.7, the reliability of
the user 3 is 0.6, and the reliability of the user 4 is 0.5, in which the users 1 to 4
gather in the conference room C through a regular route, the entire reliability C is
closer to 1 as the number of people increases, in such a manner that the reliability is
0.8, if the number of users is 1 (the user 1); the reliability is 0.94, if the number of
users is 2 (the user 1 and the user 2); the reliability is 0.976, if the number of users is
3 (the user 1 to the user 3); and the reliability is 0.988, if the number of users is 4 (the
user | to the user 4). The average value of data pieces which are collected from the
past is used for the reliability of each user. Further, the probability is calculated in
consideration of the case where some of the route information is missing, or another
position is applied.

[0111] Therefore, the authenticity of the position information is improved by
using the information or the like in the case of a conference or the like in which plural
people participate.

[0112] In step 105 (81035), it is determined whether or not the authenticity of the
position information is continuously below a constant value. In a case where the
authenticity is continuously below a constant value, the process proceeds to step 106
(8106), and the administrator is notified that the authenticity of the beacon is low.
Further, in a case where the value in the route indicates an abnormal value, the
administrator is notified of this fact. If the authenticity of the position information
is not continuously below the constant value, the process returns to step 100.

[0113] In other words, the server apparatus 12a acquires the beacon information
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of the terminal apparatuses 10a, 10b, 10c, and 10d that are carried by the users 1, 2, 3,
and 4 who participate in the conference in the conference room C, and the schedule
information about a conference or the like, and it is checked if the position
information that is acquired from the beacon 14 is correct, based on the history of the
positions and the route information of the terminal apparatuses 10a, 10b, 10c, and 10d
that are carried by the users 1, 2, 3, and 4 who are participants in the schedule
information. In other words, the authenticity of the position information is
guaranteed.

[0114] In a case where the authenticity of the position information is guaranteed,
the transmission of data to the terminal apparatus 10, of which authenticity is
guaranteed, is permitted. Incidentally, in addition to the case of permitting the
transmission of data, a decoding key to decrypt the encrypted data, which is already
transmitted, may be transmitted, or the viewing restriction of the data in the server
apparatus 12a may be released.

[0115] Next, a position verification system | according to another exemplary
embodiment of the present invention will be described with reference to FIG. 13 to
FIG. 15.

[0116] FIG. 13 is a diagram illustrating the installation positions of beacons 14
and sections for route information. As illustrated in FIG. 13, a conference room A
and a conference room B are provided in order from the elevator side between the
elevator side and the stair side on the same floor, while the corridor is interposed
therebetween. The corridor from the elevator side to the stair side is divided into
seven sections, that is, a section a, a section b, a section ¢, a section d, a section e, a
section f, and a section g from the elevator side. In addition, a route from the
position of each user to the elevator or the stairs will be described, in which the user 1
is located in the conference room A, the user 2 is located in the conference room B.
f0117] A beacon l4e is provided between the section b and the section ¢, in the
corridor, and a beacon 14f is provided between the section e and the section f. Here,
the beacon ID of the beacon 14e is assumed to Ba. Further, the beacon ID of the

beacon 14f is assumed to Bb.
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[0118] FIG. 14 is a diagram illustrating the installation positions (section) of the
beacons 14, illustrated in FIG. 13, and the received signal strength of the beacon 14,
which are stored in the beacon information storage unit 48 of the server apparatus 12a,
and the received signal strengths of the beacon 14e {Ba) and the beacon 14f(Bb)
which are detected when the terminal apparatus 10 which each user carries passes
through the sections a to g illustrated in FIG. 13 are indicated by the values of 0 to 20.
[0119] FIG. 15 is a diagram illustrating an example of information which is stored
in the route information storage unit 50 of the server apparatus 12a. In other words,
in a case where the user 1 leaves the conference room A and moves to a destination,
there are a route passing through the section a using the elevator, and a route passing
through the sections a, b, ¢, d, e, f, and g using the stairs. Further, in a case where
the user 2 leaves the conference room B and moves to a destination, there are a route
passing through the sections e, d, ¢, b, and a using the elevator, and a route passing
through the sections e, f, and g using the stairs.

[G120] In other words, the position of the terminal apparatus is detected by using
the radio waves from plural beacons, the history of the detected position is stored, and
the route information and schedule information related to plural routes are estimated,
such that it is possible to increase the reliability of the position of the user, and
transmit data using a limited privileges in the position.

[0121] It should be noted that the present invention is not limited to the above
exemplary embodiment, and various modifications are possible.

[0122] The foregoing description of the exemplary embodiments of the present
invention has been provided for the purposes of illustration and description. It is not
intended to be exhaustive or to limit the invention to the precise forms disclosed.
Obviously, many modifications and variations will be apparent to practitioners skilled
in the art. The embodiments were chosen and described in order to best explain the
principles of the invention and its practical applications, thereby enabling others
skilled in the art to understand the invention for various embodiments and with the
various modifications as are suited to the particular use contemplated. It is intended

that the scope of the invention be defined by the following claims and their
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What is claimed is:

1. A control apparatus comprising:

a detection unit that detects a position of a terminal
apparatus, based on position information which is
acquired from plural radio beacons by the terminal
apparatus;

a memory that stores a history of the position of the
terminal apparatus as route information, based on the
position detected by the detection unit: and

a determination unit that determines whether or not a
current position, at which the terminal apparatus is
detected, is correct, based on route information of
plural terminal apparatuses stored in the memory,

wherein at least one hardware processor is configured to
implement the detection unit and the determination
unit.

2. The control apparatus according to claim 1, further

comprising:

a schedule information detection unit that detects sched-
ule information including time period information,
position information. and terminal information,

wherein the determination unit determines whether or not
the current position, at which the terminal apparatus is
detected, is correct, based on the route information of

plural terminal apparatuses stored in the memory and
schedule information which is detected by the schedule
information detection unit.

3. The control apparatus according to claim 2, further

comprising:

a permission unit that permits a transmission of data,
when the determination unit determines that an access
time of the terminal apparatus, of which the current
position is determined as correct, matches time period
information of the schedule information.
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4. The control apparatus according to claim 1,

wherein the route information is set by dividing a route to
a destination into plural sections, and

wherein the memory not only continuously stores con-
tinuous sections, but also continuously stores the same
section, or discontinuously stores continuous sections.
as appropriate route information.

5. The control apparatus according to claim 1,

wherein when the determination unit is not able to deter-
mine whether or not the position, at which the terminal
apparatus is detected, is correct, based on the route
information of plural terminal apparatuses stored in the
memory, the determination unit notifies an administra-
tor of this fact.

6. The control apparatus according to claim 1,

wherein when the route information of the terminal appa-
ratus stored in the memory indicates an abnormal
value, the determination unit notifies an administrator
of this fact.

7. The control apparatus according to claim 1, further

comprising;

a permission unit that permits a transmission of data,
when the determination unit determines that the current
position of the terminal apparatus is correct,

wherein the at least one hardware processor is configured
to implement the permission unit.

8. The control apparatus according to claim 7,

wherein the permission unit permits the transmission of a
decryption key to decrypt a encrypted data, and permits
a viewing of data having viewing restriction.

9. The control apparatus according to claim 7,

wherein the permission unit permits the transmission of a
decryption key to decrypt a encrypted data, and permits
a viewing of data having viewing restriction.
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10. A position verification system comprising:

a control apparatus according to claim 1:

plural radio beacons; and

a terminal apparatus which acquire position information

from the plural radio beacons.

11. A non-transitory computer readable medium storing a
program causing a computer to execute a process. the
process comprising:

detecting a position of a terminal apparatus, based on

position information acquired from plural radio bea-
cons by the terminal apparatus:

storing a history of the position of the terminal apparatus

as route information, based on the detected position;
and

determining whether or not a current position, at which

the terminal apparatus is detected, is correct, based on
route information of plural terminal apparatuses which
are stored.

12. A position verification method, comprising:

detecting a position of a terminal apparatus, based on

position information which is acquired from plural
radio beacons by the terminal apparatus;

storing a history of the position of the terminal apparatus

as route information, based on the position detected by
the detecting: and

determining whether or not a current position, at which

the terminal apparatus is detected, is correct, based on
route information of plural terminal apparatuses.
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