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METHOD AND APPARATUS FOR DETECTING TRAFFIC

TECHNICAL FIELD

[0001] Embodiments of the present disclosure relate to the
field of computer technology, and specifically to a method and

apparatus for detecting traffic.

BACKGROUND

[0002] With the development of society and the gradual
popularization of network applications, the development of
networks has brought great convenience to people, but also
brought more security risks. Therefore, it is particularly
important to detect network anomalies accurately and timely,
identify and clean attacks, and ensure the reliability of

service usage.

[0003] The recognition of abnormal traffic is the premise
of detecting an attack. Only when the abnormal traffic is
identified, whether the attack is a real attack is required to

be further analyzed.

[0004] In some related technologies, whether the current
traffic is abnormal is usually detected by matching the
extracted traffic feature value with a pre-established feature

library.

SUMMARY

[0005] Embodiments of the present disclosure provide a

method and apparatus for detecting traffic.

[0006] In a first aspect, an embodiment of the present
disclosure provides a method for detecting traffic, including:
acquiring traffic information of at least two dimensions of a

target IP; determining whether the traffic information of the
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at least two dimensions contains traffic information exceeding
an abnormal traffic threshold of a corresponding dimension of
the target IP; and in response to determining that the traffic
information of the at least two dimensions contains the traffic
information exceeding the abnormal traffic threshold of the
corresponding dimension, determining that the traffic of the

target IP is abnormal.

[0007] In some embodiments, the traffic information of the
at least two dimensions includes at least two of the following:
bits transmitted per unit time, packets transmitted per unit

time, requests per unit time, or connections per unit time.

[0008] In some embodiments, before determining whether the
traffic information of the at least two dimensions contains the
traffic information exceeding the abnormal traffic threshold
of the corresponding dimension of the target IP, the method
further includes: periodically acquiring traffic information
of the target IP; removing abnormal traffic information

exceeding a preset value range from the acquired traffic

information; and determining an abnormal traffic threshold of
the target IP based on the traffic information after removing

the abnormal traffic information.

[0009] In some embodiments, the periodically acquiring
traffic information of the target IP includes: performing
traffic acquisition on the target IP at a preset frequency; and
determining, for sample data acquired each time, an interval
in which the sample data is included, and determining a preset
value within the interval as the traffic information acquired

that time.

[0010] In some embodiments, the removing abnormal traffic
information exceeding a preset value range from the acquired
traffic information includes: removing abnormal traffic

information exceeding a first value range from the acquired
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traffic information to obtain preliminarily screened traffic
information; determining a second value range based on the

preliminarily screened traffic information, the second value
range being smaller than the first value range; and removing
abnormal traffic information exceeding the second value range

from the preliminarily screened traffic information.

[0011] In some embodiments, the determining an abnormal
traffic threshold of the target IP based on the traffic
information after removing the abnormal traffic information
includes: acquiring a set of traffic information obtained in
a current period after removing the abnormal traffic
information; determining an interval in which a preset
proportion of traffic information in the set is included, an
upper limit of the interval being used as a reference threshold;
and amplifying the reference threshold by a preset multiple to
obtain the abnormal traffic threshold of the target IP.

[0012] In some embodiments, the determining an abnormal
traffic threshold of the target IP based on the traffic
information after removing the abnormal traffic information
includes: acquiring a set of traffic information obtained in
a plurality of periods after removing the abnormal traffic
information, the plurality of periods including a current
period and a plurality of historical periods; determining, for
the set of traffic information obtained in each period, an
interval in which a preset proportion of traffic information
in the set is included, an upper limit of the determined interval
being used as a reference threshold corresponding to the period;
determining a final threshold based on the reference thresholds
corresponding to the plurality of periods and corresponding
weights; and amplifying the final threshold by a preset multiple
to obtain the abnormal traffic threshold of the target IP.

[0013] In some embodiments, the weights of the plurality of
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periods are determined by one of the following approaches: the
weight of each period is the same; the weight of the period close
to the current period is greater than that of the period far
from the current period; or the weight of each period is

determined based on the stability of the traffic information.

[0014] In a second aspect, an embodiment of the present
disclosure provides an apparatus for detecting traffic,
including: an information acquisition unit, configured to
acquire traffic information of at least two dimensions of a
target IP; a judgment unit, configured to determine whether the
traffic information of the at least two dimensions contains
traffic information exceeding an abnormal traffic threshold of
a corresponding dimension of the target IP; and an abnormality
determination unit, configured to determine that the traffic
of the target IP is abnormal in response to determining that
the traffic information of the at least two dimensions contains
the traffic information exceeding the abnormal traffic

threshold of the corresponding dimension.

[0015] In some embodiments, the traffic information of the
at least two dimensions includes at least two of the following:
bits transmitted per unit time, packets transmitted per unit

time, requests per unit time, or connections per unit time.

[0016] In some embodiments, the apparatus further includes:
an information acquisition unit, configured to periodically
acquire traffic information of the target IP; a removal unit,
configured to remove abnormal traffic information exceeding a
preset value range from the acquired traffic information; and
a threshold determination unit, configured to determine an

abnormal traffic threshold of the target IP based on the traffic

information after removing the abnormal traffic information.

[0017] In some embodiments, the information acquisition

unit includes: an information acquisition module, configured
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to perform traffic acquisition on the target IP at a preset
frequency; and an information determination module, configured
to determine, for sample data acquired each time, an interval
in which the sample data is included, and determine a preset
value within the interval as the traffic information acquired

that time.

[0018] In some embodiments, the removal unit includes: a
first removal module, configured to remove abnormal traffic
information exceeding a first value range from the acquired
traffic information to obtain preliminarily screened traffic
information; a range determination module, configured to
determine a second value range based on the preliminarily
screened traffic information, the second value range being
smaller than the first value range; and a second removal module,
configured to remove abnormal traffic information exceeding the
second value range from the preliminarily screened traffic

information.

[0019] In some embodiments, the threshold determination
unit includes: a set acquisition module, configured to acquire
a set of traffic information obtained in a current period after
removing the abnormal traffic information; a range
determination module, configured to determine an interval in
which a preset proportion of traffic information in the set is
included, an upper limit of the interval being used as a
reference threshold; and a threshold determination module,
configured to amplify the reference threshold by a preset
multiple to obtain the abnormal traffic threshold of the target
IP.

[0020] In some embodiments, the threshold determination
unit includes: a set acquisition module, configured to acquire
a set of traffic information obtained in a plurality of periods

after removing the abnormal traffic information, the plurality
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of periods including a current period and a plurality of
historical periods; a range determination module, configured
to determine, for the set of traffic information obtained in
each period, an interval in which a preset proportion of traffic
information in the set is included, an upper limit of the
determined interval being used as a reference threshold
corresponding to the period; a correction module, configured
to determine a final threshold based on the reference thresholds
corresponding to the plurality of periods and corresponding
weights; and a threshold determination module, configured to
amplify the final threshold by a preset multiple to obtain the
abnormal traffic threshold of the target IP.

[0021] In some embodiments, the weights of the plurality of
periods are determined by one of the following approaches: the
weight of each period is the same; the weight of the period close
to the current period is greater than that of the period far
from the current period; or the weight of each period is

determined based on the stability of the traffic information.

[0022] In a third aspect, an embodiment of the present

disclosure provides an electronic device, including: one or
more processors; and a storage apparatus storing one or more
programs; where the one or more programs, when executed by the
one oOr more processors, cause the one or more processors to
implement the method described in any implementation of the

first aspect.

[0023] In a fourth aspect, an embodiment of the present
disclosure provides a computer readable medium storing a
computer program, where when the computer program is executed
by a processor, the method as described in any implementation

of the first aspect is implemented.

[0024] In the method and apparatus for detecting traffic

according to some embodiments of the present disclosure,
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traffic information of at least two dimensions of a target IP
is acquired, then whether the traffic information of the at
least two dimensions contains traffic information exceeding a
threshold of a corresponding dimension is determined, and

abnormal traffic is determined when the traffic information of
the at least two dimensions contains the traffic information
exceeding the threshold of the corresponding dimension, so that

the detection rate of the abnormal traffic is improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] After reading detailed descriptions of non-limiting
embodiments with reference to the following accompanying
drawings, other features, objectives and advantages of the

present disclosure will become more apparent.

[0026] Fig. 1 is a diagram of an example system architecture
in which an embodiment of the present disclosure may be

implemented;

[0027] Fig. 2 is a flowchart of a method for detecting

traffic according to an embodiment of the present disclosure;

[0028] Fig. 3 is a flowchart of the method for detecting
traffic according to another embodiment of the present

disclosure;

[0029] Fig. 4 is a schematic structural diagram of an
apparatus for detecting traffic according to an embodiment of

the present disclosure;

[0030] Fig. 5 is a schematic structural diagram of the
apparatus for detecting traffic according to another embodiment

of the present disclosure; and

[0031] Fig. 6 is a schematic structural diagram of an

electronic device adapted to implement some embodiments of the
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present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0032] Embodiments of present disclosure will be described
below in detail with reference to the accompanying drawings.
It should be appreciated that the specific embodiments
described herein are merely used for explaining the relevant
disclosure, rather than limiting the disclosure. In addition,
it should be noted that, for the ease of description, only the
parts related to the relevant disclosure are shown in the

accompanying drawings.

[0033] It should also be noted that some embodiments in the
present disclosure and some features in the disclosure may be
combined with each other on a non-conflict basis. Features of
the present disclosure will be described below in detail with
reference to the accompanying drawings and in combination with

embodiments.

[0034] Fig. 1 shows an example system architecture 100 in
which a method for detecting traffic or an apparatus for
detecting traffic according to embodiments of the present

disclosure may be implemented.

[0035] As shown in Fig. 1, the system architecture 100 may
include an electronic device 101, 102 or 103, a network 104,
and a server 105. The network 104 serves as a medium providing
a communication link between the electronic device 101, 102 or
103 and the server 105. The network 104 may include various types
of connections, such as wired or wireless communication links,

or optical fiber cables.

[0036] The electronic device 101, 102 or 103 may be a server
(for example, a server that is deployed at a cloud and is capable
of providing specific services), or a terminal device (for

example, a smart phone, a laptop portable computer, a desktop
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computer, etc. connected to the network). Each electronic

device may represent an IP (Internet Protocol).

[0037] The server 105 may be a server providing various
services, for example, a backend server for detecting the
abnormity of network traffic of the electronic device 101, 102
or 103. The backend server may analyze the received data such
as traffic information to determine whether the electronic

device 101, 102 or 103 has abnormal traffic.

[0038] It should be noted that the method for detecting
traffic according to some embodiments of the present disclosure
is generally executed by the server 105. Accordingly, the
apparatus for detecting traffic is generally provided in the

server 105.

[0039] It should be understood that the numbers of the
electronic devices, the network and the server in Fig. 1 are
merely illustrative. Any number of electronic devices, networks

and servers may be provided based on actual requirements.

[0040] Further referring to Fig. 2, a flow 200 of a method
for detecting traffic according to an embodiment of the present
disclosure is shown. The method for detecting traffic may

include the following steps.

[0041] Step 201: acquiring traffic information of at least

two dimensions of a target IP.

[0042] In some embodiments, an executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may acquire the traffic information of at
least two dimensions of the target IP (for example, the

electronic device 101, 102 or 103 in Fig. 1). The target IP may
be one of the IPs managed by the executing body. The traffic
information may be information capable of characterizing the

network state of the target IP, for example, bits per second,

9
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packets per second, etc.

[0043] In some optional implementations of some
embodiments, the traffic information of the at least two
dimensions may include at least two of the following: bits
transmitted per unit time (e.g., bits per second), packets
transmitted per unit time (e.g., packets per second), requests
per unit time (e.g., requests per second), or connections per

unit time (e.g., connections per second).

[0044] It should be noted that the traffic information of
one dimension is described as bits transmitted per unit time
in the foregoing implementation, but some embodiments is not
limited thereto. It should be understood that bytes transmitted
per unit time may also be used as the traffic information of

the dimension by those skilled in the art.

[0045] Here, the traffic information of at least two
dimensions may be acquired simultaneously during a detection
period. For example, bits transmitted, packets transmitted,
requests and connections for the target IP are simultaneously
acquired to obtain the traffic information of the target IP on

the four dimensions.

[0046] Step 202: determining whether the traffic
information of the at least two dimensions contains traffic
information exceeding an abnormal traffic threshold of a

corresponding dimension of the target IP.

[0047] In some embodiments, the executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may compare the traffic information of the
at least two dimensions with the abnormal traffic thresholds
of the corresponding dimensions respectively to determine

whether the traffic information of the at least two dimensions

contains traffic information exceeding the abnormal traffic
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threshold of the corresponding dimension. Here, the abnormal
traffic threshold corresponding to a certain dimension may be
used to judge whether the traffic information of the dimension
is within a normal range of the dimension, and may be a preset

value, for example, 100 Mbps.

[0048] Step 203: in response to determining that the traffic
information of the at least two dimensions contains the traffic
information exceeding the abnormal traffic threshold of the
corresponding dimension, determining that the traffic of the

target IP is abnormal.

[0049] In some embodiments, if it is determined in step 202
that the traffic information of the at least two dimensions
contains the traffic information exceeding the abnormal traffic
threshold of the corresponding dimension, the executing body
(for example, the server 105 in Fig. 1) on which the method for
detecting traffic is performed may determine that the traffic
of the target IP is abnormal (i.e., the target IP is attacked

or may be attacked).

[0050] As an example, the traffic information of the target
IP on a bit dimension and a packet dimension, i.e., 200 megabits
per second and 700 packets per second, is first acquired, and
then the traffic information of the two dimensions is
respectively compared with the abnormal traffic thresholds
corresponding to the respective dimensions (for example, the
abnormal traffic threshold corresponding to the bit dimension
is 300 megabits per second, and the abnormal traffic threshold
corresponding to the packet dimension is 500 packets per
second) . Because the traffic information (i.e., 700 packets per
second) on the packet dimension exceeds the abnormal traffic
threshold (i.e., 500 packets per second) corresponding to the
packet dimension, it can be determined that the traffic of the

target IP is abnormal.
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[0051] It can be found through the above example that, if
the traffic of the target IP is detected only from the bit
dimension, the traffic of the target IP is considered to be
normal. The traffic of the target IP is detected from at least
two dimensions in some embodiments of the present disclosure.
As long as the traffic information on one dimension exceeds the
abnormal traffic threshold, the traffic of the target IP 1is
considered to be abnormal, thereby greatly improving the

detection rate of the abnormal traffic.

[0052] In the method for detecting traffic according to some
embodiments of the present disclosure, traffic information of
at least two dimensions of a target IP is acquired, then whether
the traffic information of the at least two dimensions contains
traffic information exceeding a threshold of corresponding

dimension is determined, and abnormal traffic is determined
when the traffic information of the at least two dimensions
contain the traffic information exceeding the threshold of the
corresponding dimension, so that the detection rate of the

abnormal traffic is improved.

[0053] Further referring to Fig. 3, a flow 300 of the method
for detecting traffic according to another embodiment of the
present disclosure is shown. The method for detecting traffic

may include the following steps.

[0054] Step 301: periodically acquiring traffic information
of a target IP.

[0055] In some embodiments, an executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may periodically acquire the traffic
information of the target IP. Here, the target IP may be one
of the IPs managed by the executing body. The traffic
information may be information capable of characterizing the

network state of the target IP, for example, bits per second,
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packets per second, etc.

[0056] As an example, the executing body may perform traffic
acquisition on the target IP at a fixed frequency, and use the
acquired sample data as the traffic information of the target

IP.

[0057] In some optional implementations of some
embodiments, step 301 specifically may include the following
steps: first, performing traffic acquisition on the target IP
at a preset frequency (for example, once per second); and then,
for sample data acquired each time, determining an interval in
which the sample data is included, and determining a preset
value within the interval as the traffic information acquired
that time. For example, if the sample data acquired is 158
packets per second, the sample data may be approximated to an
interval [100, 200] (this interval may be empirically set
without affecting the detection result), and then, the sample
data is rounded up to obtain 200 packets per second as the
traffic information acquired this time. By approximating and
rounding the acquired sample data, the storage overhead can be

effectively saved without affecting the determination result.

[0058] Although the above example describes determining the
traffic information acquired each time by rounding up, the
present disclosure is not limited thereto. It can be understood
by those skilled in the art that the traffic information
acquired each time may also be determined by other ways, for
example, rounding down, taking an intermediate value of the

interval (e.g., 150), etc.

[0059] In addition, it should be noted that, when the traffic
information of the target IP includes traffic information of
at least two dimensions, the traffic information of the at least
two dimensions may be acquired at the same time or in sequence,

which is not limited here.
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[0060] Step 302: removing abnormal traffic information
exceeding a preset value range from the acquired traffic

information.

[0061] In some embodiments, the executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may remove the abnormal traffic
information exceeding the preset value range from the traffic
information acquired in step 301. Because the traffic
information acquired in step 301 may contain abnormal traffic
information (that is, traffic information exceeding the preset
value range), the abnormal traffic information needs to be
removed. Here, the preset value range may be a value preset based
on an empirical value, or a value determined based on the

acquired data during execution.

[0062] In some optional implementations of some

embodiments, the preset value range may include a first value
range and a second value range. The first value range may be
a fixed threshold set based on experience, the second value
range may be a value determined during execution of the method,

and the first value range is greater than the second value range.

[0063] Corresponding to the implementation, step 302 may
specifically include the following steps.

[0064] Step 1: removing abnormal traffic information
exceeding a first value range (for example, greater than a fixed
threshold) from the traffic information acquired in step 301
to obtain preliminarily screened traffic information. Through
preliminary screening, the obviously abnormal traffic

information can be removed.

[0065] Step 2: determining a second value range based on the
preliminarily screened traffic information. As an example, a

standard variance o and a mean u are determined using the
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preliminarily screened traffic information as sample points,
and the second value range may be determined as (u-3o0, u+30).
According to the principle of 30, the probability that the value
is distributed within the (u-3o0, u+30) is 0.9974. Therefore,
the sample point not in the range may be considered as an

abnormal point.

[0066] Step 3: removing abnormal traffic information
exceeding the second value range from the preliminarily
screened traffic information. For example, the traffic

information not within (u-3o0, u+30) is removed.

[0067] Although the above example describes determining the
second value range using the principle of 30, the present

disclosure is not limited thereto. It can be appreciated by
those skilled in the art that the second value range may also

be determined by other suitable ways.

[0068] Step 303: determining an abnormal traffic threshold
of the target IP based on the traffic information after removing

the abnormal traffic information.

[0069] In some embodiments, the executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may determine the abnormal traffic
threshold of the target IP by using the traffic information
obtained in step 302. Here, the abnormal traffic threshold of
the target IP may include abnormal traffic thresholds of at
least two dimensions. The abnormal traffic threshold
corresponding to a certain dimension may be used to judge
whether the traffic information of the dimension is within a

normal range of the dimension.

[0070] In some optional implementations of some
embodiments, step 303 may specifically include the following
steps.
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[0071] Step 1: acquiring a set of traffic information
obtained in the current period after removing the abnormal

traffic information.

[0072] Step 2: determining an interval in which a preset
proportion of traffic information in the set is included, the
upper limit of the interval being used as a reference threshold.
The preset proportion may be a value preset based on experience,

for example, 90%, 95%, etc.

[0073] Step 3: amplifying the reference threshold by a
preset multiple to obtain the abnormal traffic threshold of the
target IP. The preset multiple may be a value preset based on

experience, for example, 2, 3, etc.

[0074] As an example, 100 samples of bits acquired on that
day after removing the abnormal bits exceeding the first value
range and the second value range are acquired first; then, the
samples of bits are numerically sequenced from small to large,
a histogram of sample distribution is drawn, an abscissa (i.e.,
the upper limit of an interval of 95% samples of bits)

corresponding to 95% samples of bits (i.e., 95 samples of bits)
is found, and the value of the abscissa is used as a reference
threshold; and finally, the reference threshold is amplified
by 2 times to obtain an abnormal traffic threshold for

subsequent traffic detection of the target IP.

[0075] In addition, considering that a single period may be
affected by the factors such as service peak and long-term
attack, the value of single-period estimation has certain
uncertainty, and multi-period data may be used for correction,
so that the estimated abnormal traffic threshold is more

accurate.

[0076] In some optional implementations of some

embodiments, step 303 may specifically include the following
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steps.

[0077] Step 1: acquiring a set of traffic information
obtained in a plurality of periods after removing the abnormal
traffic information. The plurality of periods include a current

period and a plurality of historical periods.

[0078] Step 2: for each period, determining an interval in
which a preset proportion of traffic information in the set
corresponding to the period is included, the upper limit of the
determined interval being used as a reference threshold

corresponding to the period.

[0079] Step 3: determining a final threshold based on the
reference thresholds corresponding to the plurality of periods

and corresponding weights.

[0080] Step 4: amplifying the final threshold by a preset
multiple to obtain the abnormal traffic threshold of the target

IP.
[0081] An example is given below.
[0082] First, 3000 samples of bits acquired in a plurality

of days (e.g., 30 days) including the current day after removing
the abnormal bits exceeding the first value range and the second
value range may be acquired (assuming 100 samples of bits every

day) .

[0083] Thereafter, the samples of bits every day are
processed to obtain a reference threshold corresponding to
every day. Specifically, the samples of bits every day are
numerically sequenced from small to large, a histogram of sample
distribution is drawn, an abscissa (i.e., the upper limit of
an interval of 95% samples of bits) corresponding to 95% samples
of bits (i.e., 95 samples of bits) is found, and the value of

the abscissa is used as a reference threshold corresponding to
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every day.

[0084] Then, the reference thresholds corresponding to the
plurality of days are weighted and averaged to obtain a final
threshold. Here, the weight of every day may be preset, for

example, 1/n (n is the number of days).

[0085] Finally, the final threshold is amplified by 2 times
to obtain an abnormal traffic threshold for subsequent traffic

detection of the target IP.

[0086] In some optional implementations of some
embodiments, the weights of the plurality of periods may be

determined by one of the following approaches.

[0087] Approach 1: the weight of each period is the same,

for example, 1/n (n is the number of days of each period);

[0088] Approach 2: the weight of the period close to the
current period is large, for example, the ratio of the i-th

period is 1/i (i is a natural number);

[0089] Approach 3: the weight of the period with stable

traffic information is large, for example, when the traffic
information of the i-th period is stable (the variance o of the
traffic information of the i-th period is 0), the weight of the
i-th period is ni (ni is the number of days of the i-th period);
when the traffic information of the i—-th period is unstable (the
variance o of the traffic information of the i—-th period is more

than 0), the weight of the i-th period is ni/c?.

[0090] It should be noted that the plurality of periods may
be values preset as needed, for example, 5 days, 10 days, 2

months, etc.

[0091] In addition, when the number of periods covered by

the historical data is smaller than a preset number of periods,
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the acquiring the set of traffic information in the preset
number of periods may be regarded as acquiring a set of traffic
information in the historical data of the target IP. For
example, 1f the preset number of periods is 10 days, and the
historical data produced by the target IP includes only the
traffic information acquired in the last 2 days, the acquiring
the set of traffic information in the 10 days may be regarded
as acquiring a set of traffic information in the historical data
(i.e., the historical data acquired in the last 2 days) of the
target IP, which is not necessarily to acquire when the number
of periods covered by the historical data is greater than or

equal to the preset number of periods.

[0092] Step 304: acquiring traffic information of at least

two dimensions of the target IP.

[0093] In some embodiments, the executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may acquire the traffic information of at

least two dimensions of the target IP.

[0094] Step 305: determining whether the traffic
information of the at least two dimensions contains traffic
information exceeding an abnormal traffic threshold of a

corresponding dimension of the target IP.

[0095] In some embodiments, the executing body (for example,
the server 105 in Fig. 1) on which the method for detecting
traffic is performed may compare the traffic information of the
at least two dimensions acquired in step 304 with the abnormal
traffic thresholds (the abnormal traffic thresholds determined
in step 303) of the corresponding dimensions respectively to
determine whether the traffic information of the at least two
dimensions contains traffic information exceeding the abnormal

traffic threshold of the corresponding dimension.
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[0096] Step 306: in response to determining that the traffic
information of the at least two dimensions contains the traffic
information exceeding the abnormal traffic threshold of the
corresponding dimension, determining that the traffic of the

target IP is abnormal.

[0097] In some embodiments, if it is determined in step 305
that the traffic information of the at least two dimensions
contains the traffic information exceeding the abnormal traffic
threshold of the corresponding dimension, the executing body
(for example, the server 105 in Fig. 1) on which the method for
detecting traffic is performed may determine that the traffic
of the target IP is abnormal (i.e., the target IP is attacked

or may be attacked).

[0098] It can be seen from Fig. 3 that, compared with the
corresponding embodiment of Fig. 2, the flow 300 of the method
for detecting traffic in the present embodiment highlights the
step of determining the abnormal traffic threshold. Therefore,
the solution described in the present embodiment can
dynamically adjust the abnormal traffic threshold of the target
IP, thereby detecting the abnormal traffic more accurately. In
addition, the abnormal traffic thresholds of different IPs are
determined by using historical traffic information of the
different IPs, and the traffic anomalies of the different IPs
are treated differently, thereby reducing the missing report

rate and false report rate of the abnormal traffic.

[0099] Further referring to Fig. 4, as an implementation of
the method shown in Fig. 2, an embodiment of the present
disclosure provides an apparatus for detecting traffic. An
embodiment of the apparatus may correspond to the embodiment
of the method shown in Fig. 2, and the apparatus may be applied

to a server.

[0100] As shown in Fig. 4, the apparatus 400 for detecting
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traffic according to some embodiments may include an
information acquisition unit 401, a judgment unit 402, and an
abnormality determination unit 403. The information
acquisition unit 401 may be configured to acquire traffic
information of at least two dimensions of a target IP. The
judgment unit 402 may be configured to determine whether the
traffic information of the at least two dimensions contains
traffic information exceeding an abnormal traffic threshold of
a corresponding dimension of the target IP. The abnormality
determination unit 403 may be configured to determine that the
traffic of the target IP is abnormal in response to determining
that the traffic information of the at least two dimensions
contains the traffic information exceeding the abnormal traffic

threshold of the corresponding dimension.

[0101] In the present embodiment, the acquisition unit 401
of the apparatus 400 for detecting traffic may acquire the

traffic information of at least two dimensions of the target
IP (for example, the electronic device 101, 102 or 103 in Fig.
1). The target IP may be one of the IPs managed by the executing
body. The traffic information may be information capable of
characterizing the network state of the target IP, for example,

bits per second, packets per second, etc.

[0102] In some optional implementations of the present
embodiment, the traffic information of the at least two
dimensions may include at least two of the following: bits
transmitted per unit time (e.g., bits per second), packets
transmitted per unit time (e.g., packets per second), requests
per unit time (e.g., requests per second), or connections per

unit time (e.g., connections per second).

[0103] In the present embodiment, the judgment unit 402 may
compare the traffic information of the at least two dimensions

with the abnormal traffic thresholds of the corresponding
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dimensions respectively to determine whether the traffic
information of the at least two dimensions contains traffic
information exceeding the abnormal traffic threshold of the
corresponding dimension. Here, the abnormal traffic threshold
corresponding to a certain dimension may be used to judge
whether the traffic information of the dimension is within a
normal range of the dimension, and the abnormal traffic

threshold may be a preset value, for example, 100 Mbps.

[0104] In the present embodiment, in response to determining
that the traffic information of the at least two dimensions
contains the traffic information exceeding the abnormal traffic
threshold of the corresponding dimension, the abnormality

determination unit 403 may determine that the traffic of the
target IP is abnormal (i.e., the target IP is attacked or may

be attacked).

[0105] In the apparatus for detecting traffic according to
some embodiments of the present disclosure, traffic information
of at least two dimensions of a target IP is acquired, then
whether the traffic information of the at least two dimensions
contains traffic information exceeding a threshold of a
corresponding dimension is determined, and abnormal traffic is
determined when the traffic information of the at least two
dimensions contains the traffic information exceeding the
threshold of the corresponding dimension, so that the detection

rate of the abnormal traffic is improved.

[0106] Further referring to Fig. 5, as an implementation of
the method shown in Fig. 3, an embodiment of the present
disclosure provides an apparatus for detecting traffic. An
embodiment of the apparatus may correspond to the embodiment
of the method shown in Fig. 3, and the apparatus may be applied

to a server.

[0107] As shown in Fig. 5, the apparatus 500 for detecting
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traffic according to some embodiments may include an
information acquisition unit 501, a removal unit 502, a
threshold determination unit 503, an information acquisition
unit 504, a judgment unit 505, and an abnormality determination
unit 506. The information acquisition unit 501 may be configured
to periodically acquire traffic information of a target IP. The
removal unit 502 may be configured to remove abnormal traffic
information exceeding a preset value range from the acquired
traffic information. The threshold determination unit 503 may
be configured to determine an abnormal traffic threshold of the
target IP based on the traffic information after removing the
abnormal traffic information. The information acquisition unit
504 may be configured to acquire traffic information of at least
two dimensions of the target IP. The judgment unit 505 may be
configured to determine whether the traffic information of the
at least two dimensions contains traffic information exceeding
an abnormal traffic threshold of a corresponding dimension of
the target IP. The abnormality determination unit 506 may be
configured to determine that the traffic of the target IP is
abnormal in response to determining that the traffic
information of the at least two dimensions contains the traffic
information exceeding the abnormal traffic threshold of the

corresponding dimension.

[0108] In the present embodiment, the information
acquisition unit 501 of the apparatus 500 for detecting traffic
according to some embodiments may periodically acquire the
traffic information of the target IP. Here, the target IP may
be one of the IPs managed by the executing body. The traffic
information may be information capable of characterizing the
network state of the target IP, for example, bits per second,

packets per second, etc.

[0109] In some optional implementations of the present

embodiment, the information acquisition unit may include an
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information acquisition module and an information

determination module. The information acquisition module may
be configured to perform traffic acquisition on the target IP
at a preset frequency. The information determination module may
be configured to determine, for sample data acquired each time,
an interval in which the sample data is included, and determine
a preset value within the interval as the traffic information

acquired that time.

[0110] In the present embodiment, the removal unit 502
removes the abnormal traffic information exceeding the preset
value range from the traffic information acquired by the
information acquisition unit 501. Because the traffic
information acquired by the information acquisition unit 501
may contain abnormal traffic information (that is, traffic
information exceeding the preset value range), the abnormal
traffic information needs to be removed. Here, the preset value
range may be a value preset based on an empirical value, or a

value determined based on the acquired data during execution.

[0111] In some optional implementations of the present

embodiment, the preset value range may include a first wvalue
range and a second value range. The first value range may be
a fixed threshold set based on experience, the second value
range may be a value determined during execution of the method,

and the first value range is greater than the second value range.

[0112] Corresponding to the implementation, the removal
unit 502 may include a first removal module, a range
determination module, and a second removal module. The first
removal module may be configured to remove abnormal traffic
information exceeding a first value range from the acquired
traffic information to obtain preliminarily screened traffic
information. The range determination module may be configured

to determine a second value range based on the preliminarily
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screened traffic information, the second value range being
smaller than the first value range. The second removal module
may be configured to remove abnormal traffic information
exceeding the second value range from the preliminarily

screened traffic information.

[0113] In the present embodiment, the threshold
determination unit 503 may determine the abnormal traffic
threshold of the target IP by using the traffic information
obtained by the removal unit 502. Here, the abnormal traffic
threshold of the target IP may include abnormal traffic
thresholds of at least two dimensions. The abnormal traffic
threshold corresponding to a certain dimension may be used to
judge whether the traffic information of the dimension is within

a normal range of the dimension.

[0114] In some optional implementations of the present
embodiment, the threshold determination unit 503 may include
a set acquisition module, a range determination module, and a
threshold determination module. The set acquisition module may
be configured to acquire a set of traffic information obtained
in a current period after removing the abnormal traffic
information. The range determination module may be configured
to determine an interval in which a preset proportion of traffic
information in the set is included, an upper limit of the
interval being used as a reference threshold. The threshold
determination module may be configured to amplify the reference
threshold by a preset multiple to obtain the abnormal traffic
threshold of the target IP.

[0115] In some optional implementations of the present
embodiment, the threshold determination unit 503 may include
a set acquisition module, a range determination module, a
correction module, and a threshold determination module. The

set acquisition module may be configured to acquire a set of
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traffic information obtained in a plurality of periods after
removing the abnormal traffic information, the plurality of
periods including a current period and a plurality of historical
periods. The range determination module may be configured to
determine, for the set of traffic information obtained in each
period, an interval in which a preset proportion of traffic
information in the set is included, an upper limit of the
determined interval being used as a reference threshold
corresponding to the period. The correction module may be
configured to determine a final threshold based on the reference
thresholds corresponding to the plurality of periods and
corresponding weights. The threshold determination module may
be configured to amplify the final threshold by a preset
multiple to obtain the abnormal traffic threshold of the target
IP.

[0116] In some optional implementations of the present
embodiment, the weights of the plurality of periods may be
determined by one of the following approaches: the weight of
each period is the same, the weight of the period close to the
current period is greater than that of the period far from the
current period, or the weight of each period is determined based

on the stability of the traffic information.

[0117] In the present embodiment, the acquisition unit 504
may acquire traffic information of at least two dimensions of

the target IP.

[0118] In the present embodiment, the judgment unit 505 may
compare the traffic information of the at least two dimensions
acquired by the acquisition unit 504 with the abnormal traffic
thresholds of the corresponding dimensions respectively to

determine whether the traffic information of the at least two
dimensions contains traffic information exceeding the abnormal

traffic threshold of the corresponding dimension.
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[0119] In the present embodiment, in response to determining
that the traffic information of the at least two dimensions
contains the traffic information exceeding the abnormal traffic
threshold of the corresponding dimension, the abnormality

determination unit 506 may determine that the traffic of the
target IP is abnormal (i.e., the target IP is attacked or may

be attacked).

[0120] It can be seen from Fig. 5 that, compared with the
corresponding embodiment of Fig. 4, the apparatus 500 for
detecting traffic in the present embodiment highlights the
units for determining the abnormal traffic thresholds.
Therefore, the solution described in the present embodiment can
dynamically adjust the abnormal traffic thresholds of the
target IP, thereby detecting the abnormal traffic more
accurately. In addition, the abnormal traffic thresholds of
different IPs are determined by using historical traffic
information of the different IPs, and the traffic anomalies of
the different IPs are treated differently, thereby reducing the
missing report rate and false report rate of the abnormal

traffic.

[0121] Hereinafter, referring to Fig. 6, a schematic
structural diagram of an electronic device (e.g., the
electronic device 101, 102 or 103 in Fig. 1) 600 adapted to
implement some embodiments of the present disclosure is shown.
The electronic device shown in Fig. 6 is just an example, which
does not impose any restrictions on the functions and scope of

application of embodiments of the present disclosure.

[0122] As shown in Fig. 6, the electronic device 600 may
include a processing apparatus (e.g., a central processing

unit, a Graphics Processing Unit, etc.) 601, which may execute
various appropriate operations and processes according to a

program stored in a read-only memory (ROM) 602 or a program
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loaded into a random access memory (RAM) 603 from a storage
apparatus 608. The RAM 603 also stores various programs and data
required by the operations of the system 600. The processing
apparatus 601, the ROM 602, and the RAM 603 are connected to
each other through a bus 604. An input/output (I/0O) interface
605 is also connected to the bus 604.

[0123] Generally, the following apparatuses may be
connected to the I/0O interface 605: an input apparatus 606
including, for example, a keyboard, a mouse, etc.; an output
apparatus 607 including, for example, a liquid crystal display
(LCD), a speaker, etc.; a storage apparatus 608 including, for
example, a magnetic tape, a hard disk, etc.; and a communication
apparatus 609. The communication apparatus 609 may allow
wireless or wired communication between the computer system 600
and other device to exchange data. Although Fig. 6 illustrates
the computer system 600 having various apparatuses, it should
be understood that all the illustrated apparatuses are not
required to be implemented or included. More or less apparatuses
may be alternatively implemented or included. Each block shown
in Fig. 6 may represent one apparatus or a plurality of

apparatuses as required.

[0124] In particular, according to some embodiments of the
present disclosure, the process described above with reference
to the flowchart may be implemented in a computer software
program. For example, an embodiment of the present disclosure
includes a computer program product including a computer
program loaded to a computer readable medium, the computer
program including a program code for executing the method shown
in the flowchart. In such an embodiment, the computer program
may be downloaded and installed from a network wvia the
communication apparatus 609, or installed from the storage
apparatus 608, or installed from the ROM 602. The computer

program, when executed by the processing apparatus 601,
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implements the above functions defined in the methods of some
embodiments of the present disclosure. It should be noted that
the computer readable medium according to some embodiments of
the present disclosure may be a computer readable signal medium
or a computer readable storage medium or a combination of the
two. An example of the computer readable storage medium may be,
but is not limited to: electric, magnetic, optical,
electromagnetic, infrared, or semiconductor systems,
apparatuses, elements, or any combination of the above. A more
specific example of the computer readable storage medium may
include but is not limited to: an electrical connection with
one or more wires, a portable computer disk, a hard disk, a
random access memory (RAM), a read only memory (ROM), an
erasable programmable read only memory (EPROM or flash memory),
a fiber, a portable compact disk read only memory (CD-ROM), an
optical memory, a magnet memory, or any suitable combination
of the above. In some embodiments of the present disclosure,
the computer readable storage medium may be any tangible medium
containing or storing programs which may be used by an
instruction execution system, apparatus or device or
incorporated thereto. In some embodiments of the present
disclosure, the computer readable signal medium may include
data signals in base bands or propagated as part of carriers,
in which computer readable program codes are carried. The
propagated data signals may be in various forms, including but
not limited to: electromagnetic signals, optical signals or any
suitable combination of the above. The computer readable signal
medium may also be any computer readable medium beyond the
computer readable storage medium. The computer readable medium
is capable of sending, propagating or transmitting a program
used by an instruction execution system, apparatus or device
or a combination of them. The program codes included in the
computer readable medium may be transmitted by any appropriate

medium, including but not limited to a wire, an optical cable,
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RF (Radio Frequency), etc., or any appropriate combination of

them.

[0125] The computer readable medium may be included in the
above apparatus, or exists alone and is not assembled into the
apparatus. The computer readable medium carries one or more
programs, and when the one or more programs are executed by the
apparatus, the apparatus is caused to: acquire traffic
information of at least two dimensions of a target IP; determine
whether the traffic information of the at least two dimensions
contains traffic information exceeding an abnormal traffic
threshold of a corresponding dimension of the target IP; and
in response to determining that the traffic information of the
at least two dimensions contains the traffic information
exceeding the abnormal traffic threshold of the corresponding
dimension, determine that the traffic of the target IP is

abnormal.

[0126] Computer program codes for executing operations in
some embodiments of the present disclosure may be compiled using
one or more programming languages or combinations thereof. The
programming languages include object-oriented programming
languages, such as Java, Smalltalk or C++, and also include
conventional procedural programming languages, such as "C"
language or similar programming languages. The program codes
may be completely executed on a user's computer, partially
executed on a user's computer, executed as a separate software
package, partially executed on a user's computer and partially
executed on a remote computer, or completely executed on a
remote computer or a server. In the circumstance involving a
remote computer, the remote computer may be connected to a
user's computer through any network, including a local area
network (LAN) or a wide area network (WAN), or connected to an
external computer (for example, connected through Internet

using an Internet service provider).
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[0127] The flowcharts and block diagrams in the drawings
illustrate system architectures, functions and operations that
may be implemented according to the systems, methods and
computer program products of various embodiments of the present
disclosure. In this regard, each box in the flowcharts or block
diagrams may represent a module, a program segment, or a part
of a code, which includes one or more executable instructions
for implementing the specified logical functions. It should be
noted that, in some alternative implementations, the functions
marked in the boxes may also be implemented in an order different
from that marked in the drawing. For example, two consecutive
boxes substantially may be executed in parallel, or sometimes
executed in a reverse order, depending on the involved
functions. It should also be noted that, each box in the block
diagrams and/or flowcharts, and a combination of boxes in the
block diagrams and/or flowcharts may be implemented by a
dedicated hardware-based system for executing specified
functions or operations, or implemented by a combination of

dedicated hardware and computer instructions.

[0128] The units described in some embodiments of the

present disclosure may be implemented by software or hardware.
The units described may also be set in a processor, for example,
described as a processor includes an information acquisition
unit, a judgment unit, and an abnormality determination unit.
The names of these units do not constitute limitations to the
units themselves in some cases. For example, the information
acquisition unit may also be described as “a unit for acquiring

traffic information of at least two dimensions of a target IP”.

[0129] The above description only provides an explanation
of embodiments of the present disclosure and the technical

principles used. It should be appreciated by those skilled in
the art that the inventive scope of some embodiments of the

present disclosure is not limited to the technical solutions
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formed by the particular combinations of the above-described
technical features. The inventive scope should also cover other
technical solutions formed by any combinations of the
above—-described technical features or equivalent features
thereof without departing from the concept of the disclosure.
Technical schemes formed by the above-described features being
interchanged with, but not limited to, technical features with
similar functions disclosed in the present disclosure are

examples.
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WHAT IS CLAIMED IS:

1.

A method for detecting traffic, comprising:

acquiring traffic information of at least two

dimensions of a target IP;

determining whether the traffic information of the at
least two dimensions contains traffic information exceeding
an abnormal traffic threshold of a corresponding dimension

of the target IP; and

in response to determining that the traffic information
of the at least two dimensions contains the traffic
information exceeding the abnormal traffic threshold of the
corresponding dimension, determining that the traffic of

the target IP is abnormal.

The method according to claim 1, wherein the traffic
information of the at least two dimensions comprises at

least two of the following:

bits transmitted per unit time, packets transmitted per
unit time, requests per unit time, or connections per unit

time.

3. The method according to claim 1, wherein before determining

whether the traffic information of the at least two
dimensions contains the traffic information exceeding the
abnormal traffic threshold of the corresponding dimension

of the target IP, the method further comprises:

periodically acquiring traffic information of the

target IP;

removing abnormal traffic information exceeding a

preset value range from the acquired traffic information;
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and

determining an abnormal traffic threshold of the target
IP based on the traffic information after removing the

abnormal traffic information.

The method according to claim 3, wherein the periodically

acquiring traffic information of the target IP comprises:

performing traffic acquisition on the target IP at a

preset frequency; and

determining, for sample data acquired each time, an
interval in which the sample data is included, and
determining a preset value within the interval as the

traffic information acquired that time.

The method according to claim 3, wherein the removing
abnormal traffic information exceeding a preset value range

from the acquired traffic information comprises:

removing abnormal traffic information exceeding a first
value range from the acquired traffic information to obtain

preliminarily screened traffic information;

determining a second value range based on the
preliminarily screened traffic information, the second

value range being smaller than the first value range; and

removing abnormal traffic information exceeding the
second value range from the preliminarily screened traffic

information.

The method according to claim 3, wherein the determining an
abnormal traffic threshold of the target IP based on the
traffic information after removing the abnormal traffic

information comprises:
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acquiring a set of traffic information obtained in a
current period after removing the abnormal traffic

information;

determining an interval in which a preset proportion of
traffic information in the set is included, an upper limit

of the interval being used as a reference threshold; and

amplifying the reference threshold by a preset multiple
to obtain the abnormal traffic threshold of the target IP.

The method according to claim 3, wherein the determining an
abnormal traffic threshold of the target IP based on the
traffic information after removing the abnormal traffic

information comprises:

acquiring a set of traffic information obtained in a
plurality of periods after removing the abnormal traffic
information, the plurality of periods comprising a current

period and a plurality of historical periods;

determining, for the set of traffic information
obtained in each period, an interval in which a preset
proportion of traffic information in the set is included,
an upper limit of the determined interval being used as a

reference threshold corresponding to the period;

determining a final threshold based on the reference
thresholds corresponding to the plurality of periods and

corresponding weights; and

amplifying the final threshold by a preset multiple to
obtain the abnormal traffic threshold of the target IP.

The method according to claim 7, wherein the weights of the
plurality of periods are determined by one of the following

approaches:
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9.

10.

11.

the weight of each period is the same;

the weight of the period close to the current period is
greater than that of the period far from the current period;

or

the weight of each period is determined based on the

stability of the traffic information.
An apparatus for detecting traffic, comprising:

an information acquisition unit, configured to acquire
traffic information of at least two dimensions of a target

1P;

a judgment unit, configured to determine whether the
traffic information of the at least two dimensions contains
traffic information exceeding an abnormal traffic threshold

of a corresponding dimension of the target IP; and

an abnormality determination unit, configured to
determine that the traffic of the target IP is abnormal in
response to determining that the traffic information of the
at least two dimensions contains the traffic information
exceeding the abnormal traffic threshold of the

corresponding dimension.
An electronic device, comprising:
one Or more processors; and
a storage apparatus storing one or more programs;

wherein the one or more programs, when executed by the
one or more processors, cause the one or more processors to

implement the method according to any one of claims 1-8.

A computer readable medium storing a computer program,
wherein when the program is executed by a processor, the
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method according to any one of claims 1-8 is implemented.
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