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DESCRIPTION 

 

APPARATUS, METHOD AND PROGRAM FOR TRANSMITTING AND 

RECEIVING DATA TO AND FROM IOT DEVICE 

 

Technical Field 

[0001] 

 The present invention relates to an apparatus, a 

method, and a program for transmitting and receiving data 

to and from an IoT device. 

 

Background Art 

[0002] 

 With advances in sensing and communication 

technologies, the number of devices connected to computer 

networks has increased, and the idea of the Internet of 

Things, in which everything is networked, has become 

widespread. Hereinafter, a networked device, not limited to 

the Internet, is referred to as an "IoT device". 

[0003] 

 IoT devices can connect to a network to transmit 

collected data to a server, storage, etc., or receive data 

distribution from a server, but in order to do so, a secure 

connection must be established between the server. One 

method is to provide both the server and the device with 
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the same or corresponding authentication information in 

advance for communication using a predetermined 

communication protocol, and for example, the software 

running when the device is turned on may use the 

authentication information to establish a connection 

between the server and the device. 

[0004] 

 When an IoT device in which a SIM card is inserted 

turns on, the IoT device is attached to a cellular network 

through authentication of the IMSI written in the SIM card 

by an HLR/HSS. After being attached to the cellular 

network, an additional GTP connection is made when data 

communication through packet switching is performed, and 

data can be transmitted and received through IP 

communication with the server. 

 

Summary of Invention 

Technical Problem 

 [0005] 

 However, the above-mentioned communication protocol 

generates a large overhead for the data to be transmitted 

or received. As an example, if we consider transmitting 11 

octets of log data from an IoT device capable of GPS 

tracking to a server, as shown in Figure 1, we need to 

process hundreds of octets of data for establishing a GTP 
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connection, establishing a TCP socket, making an HTTP POST 

request, receiving an HTTP POST response, disconnecting a 

TCP socket, and then disconnecting the GTP connection. This 

overhead is directly related to power consumption in the 

IoT device and has a significant impact on continuous 

uptime. 

[0006] 

 The present invention was made in view of such a 

problem, and the objective of the invention is to reduce 

the overhead in an apparatus, method, and program for 

transmitting or receiving data to or from an IoT device in 

order to accelerate the spread of the IoT. 

 

Solution to Problem 

 [0007] 

 To achieve the objective, the first aspect of the 

present invention is an apparatus for transmitting or 

receiving data with an IoT device, comprising a first 

server for receiving SMS data including a message from the 

IoT device, and a second server for identifying a 

destination for the message or corresponding data based on 

the SMS data, wherein the second server communicates with 

the destination over an IP network. 

[0008] 

 In the second aspect of the present invention 
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according to the first aspect, the destination is 

identified by referring to a correspondence between 

destination identifiers includable in the SMS data and 

destinations. 

[0009] 

 In a third aspect of the present invention according 

to the second aspect, the destination identifier is 

included in the SMS data as a part of a message. 

[0010] 

 In the fourth aspect of the invention according to 

the third aspect, the destination identifier is a numeral 

or a symbol with predetermined digits or digits less than 

the predetermined digits. 

[0011] 

 In the fifth aspect of the invention according to 

any of the first to fourth aspects, the message is in 

binary format. 

[0012] 

 In the sixth aspect of the present invention 

according to the fifth aspect, the second server 

decompresses the SMS message into text format before 

transmitting it to the destination. 

[0013] 

 In the seventh aspect of the present invention 

according to any of the first to sixth aspects, the second 
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server receives from an external server data in which an 

instruction to the IoT device is expressed by communication 

over an IP network, and provides the data to the first 

server, wherein the first server transmits an SMS data 

including the data or corresponding data in a message to 

the IoT device, and wherein the first server has not 

received data from the IoT device for a predetermined time 

or more when transmitting the SMS data. 

[0014] 

 The eighth aspect of the present invention is an 

apparatus for transmitting or receiving data to or from an 

IoT device, comprising a first server for receiving 

signaling data including a message from the IoT device by 

signaling over a cellular network, and a second server for 

identifying a destination of the message or data 

corresponding thereto based on the signaling data, wherein 

the second server communicates with the destination over an 

IP network. 

[0015] 

 The ninth aspect of the present invention is a 

method for transmitting or receiving data to or from an IoT 

device, comprising steps of receiving signaling data 

including a message from the IoT device by signaling over a 

cellular network, and identifying a destination of the 

message or data corresponding thereto based on the 
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signaling data, wherein the transmission to the destination 

is performed over an IP network. 

[0016] 

 The tenth aspect of the present invention is a 

program for having a computer to execute a method for 

transmitting or receiving data to or from an IoT device, 

wherein the method includes steps of receiving signaling 

data including a message from the IoT device by signaling 

over a cellular network, and identifying a destination of 

the message or corresponding data based on the signaling 

data, wherein the transmission to the destination is 

performed over an IP network. 

 

Advantageous Effect of the Invention 

[0017] 

 To achieve the objective, according to one aspect of 

the present invention, when SMS which has limitation in its 

capacity is used for communication between an IoT device 

and an external server, instead of describing the 

destination such as the URL of the external server as it is 

in the SMS data, a numeral or a symbol with a predetermined 

digits or digits less than the predetermined digits is 

introduced as a destination identifier. By converting the 

identifier into a destination at the receiving end of the 

SMS data, significant reduction in overhead is achieved 
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without compromising the collaboration with various 

external services. 

 

Brief Description of Drawings 

[0018] 

 Figure 1 is a figure showing an example of a log 

data by GPS tracking. 

 Figure 2 is a diagram showing an apparatus according 

to the first embodiment of the present invention. 

 Figure 3 is a diagram showing a flow of data 

transmission from an IoT device to an external server 

according to the first embodiment of the present invention. 

 Figure ４ is a diagram showing a sequence of 

instruction transmission from an external server to an IoT 

device according to a second embodiment of the present 

invention. 

 

Description of Embodiments 

[0019] 

 The embodiments of the present invention will be 

described in detail with reference to the drawings below. 

[0020] 

 (First embodiment) 

 Fig. 2 shows an apparatus according to the first 

embodiment of the present invention.  When a SIM card 111 
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is inserted in the IoT device 110, the inventors have found 

that SMS, rather than IP communication which has a large 

overhead, can be used to significantly reduce an overhead 

while performing complex processing as IP communication. 

[0021] 

 The device 100 comprises a first server 101 that 

receives SMS data from the IoT device 110 in which the SIM 

card 111 is inserted, and a second server 102 that 

identifies a destination of a message included in the SMS 

data or data corresponding to the message or data based on 

the SMS data. The destination can be an external server 

that provides a variety of services, making it possible to 

realize complex processing. In Fig. 2, the first external 

server 121, the second external server 122, and the third 

external server 123 are shown. The communication between 

the IoT device 110 and the apparatus 100 can be performed 

by SMS in a cellular network, while the communication 

between the apparatus 100 and the external server can be an 

IP communication. 

[0022] 

 The apparatus 100 can be a communication apparatus 

of a mobile network operator (MNO), or it can be a 

communication apparatus of a mobile virtual network 

operator (MVNO) that is connected to the communication 

infrastructure of the MNO to provide wireless communication 
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services. Between the MNO and the MVNO, a mobile virtual 

network enabler (MVNE) that provides support services for 

the MVNO to conduct its business smoothly may intervene, 

and the MVNE may have a communication infrastructure for 

connecting to the communication infrastructure of the MNO 

to provide wireless communication services. In this case, 

the apparatus 100 can be a communication apparatus of the 

MVNE. Also, the first server 101 and the second server 102 

of the apparatus 100 may be communication infrastructures  

of different operators, the first server 101 being a 

communication apparatus of an MNO and the second server 102 

being a communication apparatus of an MVNE or MVNO for 

example. 

[0023] 

 The first server 101 is called the SMS center (SMSC) 

and is a server for transmitting or receiving an SMS 

message, and the second server 102 receives SMS data 

including a message as body data from the first server 101, 

processes the message as necessary, and transmits the data 

to an appropriate recipient. The first server 101 and the 

second server 102 may be one or more instances on a public 

cloud or a private cloud, respectively, and it may be 

particularly appropriate to design the second server 102 to 

be divided into multiple instances according to their 

functions. It is also conceivable that some or all of the 
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functions of the second server 102 may be performed by the 

first server 101. 

[0024] 

 As used herein, the term "cloud" refers to a system 

that can dynamically provision and provide computing 

resources such as CPU, memory, storage, network bandwidth, 

and the like over a network on demand. For example, you can 

use the cloud with AWS. The term "public cloud" refers to a 

cloud that can be used by multiple tenants. 

[0025] 

 The IoT device 110 can be any device having the 

required communication function, and may have an 

identification number, such as an IMSI, for connecting to a 

cellular network. A connection to a packet switching 

network (PS) is required for IP communication in a cellular 

network, but a connection to a circuit switching network 

(CS) is sufficient for SMS communication. Therefore, a 

simplified device without the functions required for 

connection to the PS can be adopted. 

[0026] 

 In the present description, we will mainly use an 

example in which a SIM card is inserted into an IoT device 

110, but the identification number, such as an IMSI, can be 

stored differently than being stored in the physical SIM 

card 111., One or more IMSI can be stored in a 
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semiconductor chip (also referred to as an "eSIM") embedded 

in the IoT device 110 or can be stored in a software loaded 

in the secure area of a module of the IoT device 110. There 

are various possible ways in which the IoT device 110 may 

directly or indirectly retain an identification number. In 

addition to the identification number such as an IMSI, the 

IoT device 110 stores a telephone number such as its own 

MSISDN and a telephone number such as the MSISDN of the 

first server 101, which is an SMSC, in addition to the 

identification number such as an IMSI. 

[0027] 

 The first external server 121, the second external 

server 122, and the third external server 123 may be for 

various purposes, respectively. For example, it may be used 

to transmit data via HTTP to the own server of the company 

operating the IoT device 110, to securely store data via 

HTTP over SSL/TLS, or to transfer data to an instance or 

server on the same cloud or a different cloud when the 

second server 102 is an instance or server on a cloud. The 

apparatus 100 may retain configuration information such as 

destination servers, credentials, protocols to be used, and 

the like for each SIM card, and a mechanism for forwarding 

data sent by SMS according to the configuration information 

may be constructed. 

[0028] 



12 

 Each device described herein is not limited to a 

single physical device but may be a plurality of mutually 

accessible devices. As shown in the figure, the second 

server 102 comprises a communication unit 102-1 such as a 

communication interface, a processing unit 102-2 such as a 

processor and a CPU, and a storage unit 102-3 including a 

storage apparatus or a storage medium such as a memory or a 

hard disk, and each function can be realized by executing a 

program for performing each processing stored in the memory 

unit 102-3 or a memory apparatus or a storage medium 

accessible from the second server 102 by the processing 

unit 102-2. Other devices can be realized with the similar 

hardware. The above program may include one or more 

programs and may be stored in a computer-readable storage 

medium to form a non-transitory program product. 

[0029] 

 Fig. 3 shows a sequence of data transmission from an 

IoT device to an external server according to the first 

embodiment of the present invention. First, a kind of an 

event occurs in the IoT device 110 (S301). For example, the 

timer may be triggered to transmit the information acquired 

by the sensor of the IoT device 110 to the third external 

server 123. 

[0030] 

 The IoT device 110 generates a message describing 
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the acquired information and transmits it by SMS to the 

telephone number of the first server 101 stored in the IoT 

device 110 in advance (S302). The message includes a 

destination identifier to identify a third external server 

123 that is that destination for at least part of the 

message or data corresponding to the message. The 

destination identifier can be a four-digit numeral such as 

1001, 1002, 1003, 2000, etc., or more generally, a numeral 

or symbol with predetermined digits or digits less than the 

predetermined digits. Since the capacity of a message that 

can be sent by SMS is very limited, such as 140 octets, it 

is preferable to use binary format. 

[0031] 

 The first server 101 notifies the IoT terminal 110 

as necessary that it has received the SMS data including 

the message (S303), and then passes the SMS data to the 

second server 102 (S304). In this case, the identification 

number stored in the IoT terminal 110 or the telephone 

number of the IoT terminal 110 which is a sender that can 

be determined based on the identification number may be 

included in the SMS data. 

[0032] 

 The second server 102 identifies the destination by 

referring to the correspondence between destination 

identifiers includable in an SMS data and destinations 
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based on the destination identifier included in the message 

of the SMS data (S305). The destination can be a URL on an 

IP network, which is often several tens of octets. If the 

message is in binary format, the second server 102 may 

decompress the message into text-based format, such as 

JSON, XML, etc., which is generally used on the server 

side, so that it can be easily handled by the destination 

third server 123 (S306). 

[0033] 

 The second server 102 transmits the part of the 

message excluding the destination identifier or the entire 

message including the destination identifier to the third 

external server 123 (S307). As an example, at least part of 

the message or the corresponding data can be sent by an 

HTTP POST request in JSON format or the like. 

[0034] 

 Each apparatus may be inactive when it receives a 

result for a transmission that it has made, or when a 

transmission is made, as shown by the dotted line in Fig. 

3. The period during which each apparatus is active is 

shown as a vertical rectangle. 

[0035] 

 It is unrealistic to use SMS, which is limited in 

capacity, for communication between IoT devices and an 

external server because the destination, such as the URL of 
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the external server, takes up a large percentage of the 

capacity. By introducing a numerical or symbolic with 

predetermined digits or digits less than the predetermined 

digits as a destination identifier and converting the 

identifier into a destination on the receiving side of SMS 

data, SMS communication can be realistically realized, and 

a significant reduction in an overhead can be achieved 

without compromising collaboration with various external 

services. Also, when the server side is open to the public, 

it is generally necessary to request a credential for 

authentication from the client for security reasons, and 

there is an overhead when this information is also 

transmitted via SMS. In this embodiment, this information 

can be removed by retaining it on the server side and 

applying it appropriately. For this purpose, a 

correspondence between destination or destination 

identifiers and credentials may be retained at the 

apparatus 100. 

[0036] 

 In the above explanation, the identification of a 

destination is based on the destination identifier; 

however, in addition to or in lieu of the destination 

identifier, the identification of a destination may be 

based on the telephone number of the sender included or 

added in or to the SMS data or at least part of the message 
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in the SMS data. 

[0037] 

 Moreover, in the present embodiment, data 

transmission from the IoT device 110 to the apparatus 100 

or the first server 101 is performed by SMS over the 

cellular network, but this does not necessarily limit the 

spirit of the present invention to SMS only, and signaling 

over the cellular network other than SMS may be employed. 

In this case, the data received by the first server 101 is 

called "signaling data," and more specifically, it can be 

defined as data that can be transmitted from the client and 

can uniquely and securely identify the identification 

number used for the transmission on the receiving server 

side. For example, the signaling data may include a message 

using USSD. 

[0038] 

 It is to be noted that if the term "only" is not 

written, such as in "only based  on x", "in response to x 

only", or "in the case of x only", in the present 

specification, it is assumed that additional information 

may also be considered. 

[0039] 

 In addition, as a reminder, even if there are 

aspects of a method, program, terminal, apparatus, server 

or system (hereinafter referred to as "method, etc.") that 
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perform operations different from those described herein, 

each aspect of the invention is intended to perform the 

same operation as one of the operations described herein, 

and the existence of an operation different from those 

described herein does not mean that the method, etc. is 

outside the scope of each aspect of the invention. 

[0040] 

 (Second embodiment) 

 In the second embodiment, for example, as a premise 

for transmitting the sensor data exemplified in the first 

embodiment, an instruction to obtain data, etc., is made 

from an external server. The data resulting from the 

operation in accordance with the instruction can be 

transmitted to an external server in the sequence described 

in the first embodiment. 

[0041] 

 Fig. 4 shows a sequence of transmitting an 

instruction from an external server to an IoT device 

according to the second embodiment of the present 

invention. First, a kind of an event occurs at the second 

external server 122 (S401). For example, an administrator 

of the IoT device 110 may be concerned about the situation 

on the terminal side and presses a button to have the IoT 

device 110 execute a process to obtain sensor data. 

[0042] 
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 The second external server 122 provides an 

instruction for the IoT device 110 to the Web API (S402), 

using the device identifier that identifies the IoT device 

110 as a parameter and the above instruction as body data. 

The device identifier may be a telephone number of the IoT 

device 110, or it may be an identification number such as 

an IMSI, a device name, or the like. 

[0043] 

 If the instruction received is in text format, the 

Web API may convert it to binary format if necessary 

(S403). Then, if the device identifier is not a telephone 

number, the Web API identifies the telephone number of the 

IoT device 110 by referring to the correspondence between 

device identifiers and telephone numbers, and passes the 

telephone number of the IoT device 110 and the instruction 

to the IoT device 110 or the corresponding data to the 

second server 102 (S404). Although the server or instance 

providing the Web API is not shown in Fig. 2, it may be 

provided separately from the second server 102 or it may be 

provided by the second server 102. Alternatively, it may be 

considered a second server 102, including a Web API on a 

separate server or instance. 

[0044] 

 The second server 102 transmits a request to the 

first server 101 to transmit SMS data which uses the 
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telephone number of the IoT device 110 as a destination and 

received instruction or the corresponding data as a message 

(S405). In this case, since the source of the SMS data is a 

telephone number assigned to the first server 101, which is 

a SMSC, the message may include an external source or an 

identifier representing the external source that identifies 

the second external server 122 that made the instruction or 

the administrator who made the instruction from the second 

external server 122. 

[0045] 

 The first server 101 transmits SMS data including 

data representing the above-mentioned instruction or 

corresponding data to the IoT device 110 (S406), and the 

IoT device 110 returns an acknowledgement of receipt if 

necessary (S407) and executes processes according to the 

instruction (S408). 

[0046] 

 In the method of the present embodiment, one feature 

is that the IoT device is not required to be always online 

to receive an instruction which may be sent at any time; in 

the case of IP communication rather than SMS communication, 

there is generally an intervening device such as a NAT 

between the server and the IoT device so that the IoT 

device cannot be accessed directly from the server, and 

each time a TCP/UDP session is established, state 



20 

information is created and retained at the server and each 

device on the path, such as a firewall or NAT, to enable 

access from the server. And since state information is 

generally implemented as soft state and has an expiration 

date, a technique called keepalive is often used which 

maintains the state information by transmitting empty data 

from the device before the expiration date. the need for 

keepalive has been a huge overhead. 

[0047] 

 In contrast, in communication by SMS, paging can 

wake-up a modem in dormant mode to signal an incoming 

message, so that the first server 101 of the present 

embodiment can transmit SMS data at an arbitrary time to 

execute instruction without causing the IoT device 110 to 

periodically or intermittently transmit data. From the 

perspective of the first server 101, since keepalive is not 

required, SMS data can be sent even if data from the IoT 

device 110 has not been received for more than a 

predetermined duration. For example, in IP communication, 

it is often difficult to access from the server at an 

arbitrary time without performing keepalive for more than a 

few minutes or tens of minutes, but according to the 

present embodiment, the IoT device 110 does not need to 

transmit data for such a long duration of time. 

[0048] 
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 More concretely, the data transmission frequency for 

keepalive is dependent on each expiration date of the state 

information at each device on the network path, so it 

cannot be categorically decided. However, it is necessary 

to set it to the shortest device in order to maintain 

stable communication, because the setting may change in the 

network that is not managed by the user. In particular, 

UDP, which is often used in IoT, often has a shorter timer 

for maintaining a state than TCP, which is often used in 

applications with long-lasting sessions, and needs to 

perform keepalive at a high frequency between tens of 

seconds and minutes. 

[0049] 

 As an example, let's consider the case of 

transmitting a Registration Update request as a keepalive 

to a server every minute so that data acquisition command 

from the server can be executed at an arbitrary timing 

using OMA LWM2M. 

[0050] 

 Assuming a request size of 80 octets and a response 

size of 80 octets, the daily communication volume for 

keepalive would be 230,040 octets, or about 7 MB in a 

month, which is not a negligible cost for a large number of 

devices. 

[0051] 
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 In addition, if the device is battery-powered, the 

device and modem must be always active for this 

communication to take place, significantly shortening the 

battery life time. There is a difference of tens or 

hundreds of times between SMS communication, which is 

waiting for an instruction in sleep mode and becomes active 

for data transmission and consumes power when there is an 

instruction and, and IP communication, which is always 

active and has to keep transmitting data at high frequency 

for performing  keepalive. 

 

Reference Signs List 

[0052] 

100 apparatus 

101 first server 

102 second server 

102-1 communication unit 

102-2 processing unit 

102-3 storage unit 

110 IoT device 

111 SIM card 

121 first external server 

122 second external server 

123 third external server 
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CLAIMS 

 

1. An apparatus for transmitting or receiving data to or 

from an IoT device, comprising: 

   a first server receiving SMS data including a message from 

the IoT device, 

   a second server identifying a destination of the message 

or data corresponding to the message based on the SMS data, 

   wherein the second server communicates with the 

destination over an IP network. 

 

2. The apparatus according to claim 1, wherein the 

destination is specified with reference to a correspondence 

between destination identifiers includable in the SMS data 

and destinations. 

 

3. The apparatus according to claim 2, wherein the 

destination identifier is included in the SMS data as a 

part of a message. 

 

4. The apparatus according to claim 3, wherein the 

destination identifier is a numeral or a symbol with 

predetermined digits or digits less than the predetermined 

digits. 
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5. The apparatus according to any one of claims 1 to 4, 

wherein the message is in binary format. 

 

6. The apparatus according to claim 5, wherein the second 

server transmits the message to the destination after 

decompressing the message into text format. 

 

7. The apparatus according to any one of claims 1 to 6, 

   wherein the second server receives data in which an 

instruction from an external server to the IoT device is 

expressed to provide the data to the first server, 

   wherein the first server transmits SMS data including 

the data or corresponding data as a message toward the IoT 

device, and 

   wherein the first server has not received data from the 

IoT device for a predetermined duration or a duration 

longer than the predetermined duration when transmitting 

the SMS data. 

 

8. An Apparatus for transmitting or receiving to or from an 

IoT device, comprising: 

   a first server receiving signaling data including a 

message by signaling over a cellular network from the IoT 

device, 

   a second server identifying a destination of the message 
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or data corresponding to the message based on the signaling 

data, 

   wherein the second server communicates with the 

destination over an IP network. 

 

9. An apparatus for transmitting or receiving to or from an 

IoT device, comprising the steps of: 

   receiving signaling data including a message by signaling 

over a cellular network from the IoT device, and 

   identifying a destination of the message or data 

corresponding to the message based on the signaling data, 

   wherein transmission to the destination is made over an 

IP network. 

 

10. A program for causing a computer to perform a method 

for transmitting or receiving to or from an IoT device, the 

method comprising the steps of: 

   receiving signaling data including a message by signaling 

over a cellular network from the IoT device, and 

   identifying a destination of the message or data 

corresponding to the message based on the signaling data, 

   wherein transmission to the destination is made over an 

IP network. 

  


