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TECHNIQUES FOR TOKEN PROXIMITY TRANSACTIONS
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This international application claims priority to U.S. Patent Application No.
62/742,818, filed on October 8, 2018, U.S. Patent Application No. 62/813,686, filed
March 4, 2019, and U.S. Patent Application No. 62/816,752, filed March 11, 2019, the
disclosures of which are herein incorporated by reference in their entirety for all

purposes.
BACKGROUND

[0002] A user can utilize a user device such as a mobile phone to perform
transactions. A user device is used to perform a token provisioning process that enables
a token to be stored at the user device. The user may cause the user device to interact
with an access device, and may pass the token to the access device to conduct a
transaction. During the transaction, a real credential associated with the user may
replace the token during an authorization process. Separately, to perform a transaction
using the user device, the user needs to authenticate himself or herself. The user may
authenticate himself or herself with a personal identification number or other
authentication data. Consequently, performing a transaction with a user device can

involve a number of steps with is cumbersome.

[0003] In addition, physical user devices are often needed to conduct
transactions at access devices. The need to have a physical user device to access a
resource at an access device is also cumbersome. For example, a user may not be in
possession of a physical user device when the user wants to conduct a transaction, yet

may wish to conduct a transaction nonetheless.

[0004] Still further, existing physical access devices may be legacy access
devices, that may not be capable of conducting transactions using tokens or credentials
that originate from a source other than a user device. As such, legacy access devices
may be incapable of running certain types of transactions that would otherwise be

desirable to conduct.

[0005] Embodiments of this disclosure address these and other problems,

individually and collectively.
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SUMMARY

[0006] One embodiment of the invention is directed to a method. The method
may comprise receiving, by an auxiliary device in communication with an access device,
authentication data from a user. The method may further comprise initiating, by the
auxiliary device, verifying the authentication data. The method may further comprise
requesting, by the auxiliary device, a token from a secure server computer. The method
may further comprise receiving, by the auxiliary device, the token and a transaction
authentication verification value. The method may further comprise providing, by the
auxiliary device, the token and the transaction authentication verification value to the

access device, wherein the access device generates an authorization request message.

[0007] Another embodiment of the invention is directed to an auxiliary device.
The auxiliary device may be in communication with An access device. The auxiliary may
comprise a processor and a computer readable medium coupled to the processor, the
computer readable medium comprising code executable by the processor to cause the
auxiliary device to perform operations. The operations may comprise receiving
authentication data associated with a user. The operations may further comprise
verifying the authentication data. The operations may further comprise requesting a
token from a secure server computer. The operations may further comprise receiving
the token from the secure server computer. The operations may further comprise
obtaining a verification value for the token. The operations may further comprise
providing the token and the verification value to the access device, wherein the access

device generates an authorization request message.

[0008] Another embodiment of the invention is directed to another method. The
method may comprise receiving, by a processing network computer from an access
device, an authorization request message comprising data in a first transaction data
format. The method may further comprise converting, by the processing network
computer, the data in the first transaction data format to a second transaction data
format. The method may further comprise transmitting, by the processing network
computer, an authorization request message including data in the second transaction

data format to an authorizing entity computer for authorization.

[0009] Another embodiment of the invention is directed to a processing network
computer comprising a processor and a computer readable medium coupled to the

processor, the computer readable medium comprising code executable by the
2
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processor to cause the processing network computer to perform operations. The
operations may comprise receiving an authorization request message comprising data
in a first transaction data format. The operations may comprise converting the data in
the first transaction data format to a second transaction data format. The operations
may comprise transmitting an authorization request message including data in the

second transaction data format to an authorizing entity computer for authorization.

[0010] Another embodiment of the invention is directed to another method. The
method may comprise generating, by a first computer, a request for a plurality of
cryptograms for transactions involving tokens. The method may comprise transmitting
the request to a second computer. The method may comprise receiving, by the first
computer from the second computer, the plurality of cryptograms. The method may
comprise storing, by the first computer, the plurality of cryptograms for subsequent use.
In some embodiments, the first computer is a token provider computer and the second

computer is a secure server computer.

[0011] Another embodiment of the invention is directed to a token provider
computer comprising a processor and a computer readable medium coupled to the
processor, the computer readable medium comprising code executable by the
processor to cause the token provider computer to perform operations. The operations
may comprise receiving, from a token requestor computer, a request for a token. The
operations may comprise generating the token. The operations may comprise receiving,
from the token requestor computer, a cryptogram request for a number of cryptograms
associated with the token. The operations may comprise obtaining profile data for a
token requestor corresponding to the token requestor computer. The operations may
comprise determining that the token requestor associated with the token requestor
computer is authorized to pre-fetch multiple cryptograms in a single request. The
operations may comprise transmitting a response with a plurality of cryptograms to the

token requestor computer.

[0012] Another embodiment of the invention is directed to another method. The
method may comprise receiving, by a device in communication with an access device, a
token and a single use value associated with a credential of a user. The method may
comprise receiving, by the device from the access device, access device data
comprising at least an unpredictable value. The method may comprise generating, by

the device, an authorization request cryptogram. The method may comprise
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transmitting, by the device, the token and the authorization request cryptogram to the
access device. In some embodiments, the access device generates an authorization
request message and transmits the authorization request message to an authorizing
computer for authorization. In some embodiments, the device may be an auxiliary
device.

[0013] Another embodiment of the invention is directed to a device comprising

a processor and a computer readable medium coupled to the processor, the computer
readable medium comprising code executable by the processor to cause the device to
perform operations. In some embodiments, the device is in communication with an
access device. The operations may comprise receiving a single use value and a token
associated with a credential of a user. The operations may comprise receiving access
device data comprising at least an unpredictable value. The operations may comprise
generating an authorization request cryptogram. The operations may comprise
transmitting the token and the authorization request cryptogram to an access device in
communication with the device. In some embodiments, the access device generates an
authorization request message and transmits the authorization request message to an
authorizing computer for authorization. In some embodiments, the device is an auxiliary
device or a secure element device.

[0014] Another embodiment of the invention is directed to another method. The
method may comprise receiving, by a secure element device in communication with an
auxiliary device and an access device, a token and a cryptographic key associated with
a credential of a user. In some embodiments, the token and cryptographic key may be
received from the auxiliary device. The method may further comprise receiving, by the
secure element device from the access device, access device data comprising at least
an unpredictable value. The method may further comprise generating, by the secure
element device, an interaction cryptogram. The method may further comprise
transmitting, by the secure element device, the token and the interaction cryptogram to
the access device. In some embodiments, the access device generates an authorization
request message and transmits the authorization request message to an authorizing

computer for authorization.

[0015] Another embodiment of the invention is directed to a secure element
device comprising a secure memory space, a processor, and a computer readable

medium coupled to the processor, the computer readable medium comprising code
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executable by the processor to cause the secure element device to perform operations.
In some embodiments, the secure element device may be in communication with an
access device and an auxiliary device. The operations may comprise receiving, from the
auxiliary device, a token and cryptographic key associated with a credential of a user.
The operations may comprise storing the token and the cryptographic key in the secure
memory space. The operations may comprise receiveing access device data
comprising at least an unpredictable value. The operations may comprise generating an
interaction cryptogram. The operations may comprise transmitting the token and the
interaction cryptogram to an access device in communication with the secure element
device. In some embodiments, the access device generates an authorization request
message and transmits the authorization request message to an authorizing computer
for authorization.

[0016] Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIG. 1 shows an exemplary system and a process flow diagram, in

accordance with at least one embodiment.

[0018] FIG. 2 shows an exemplary system and a process flow diagram illustrating
a token and/or cryptogram provisioning process, in accordance with at least one
embodiment.

[0019] FIGS. 3-6 shows exemplary methods for authenticating a user, in

accordance with at least one embodiment.

[0020] FIG. 7 shows an process flow diagram for an exemplary process for

generating multiple cryptograms, in accordance with at least one embodiment.

[0021] FIG. 8 shows an exemplary process flow diagram for performing a

biometric enrollment process, in accordance with at least one embodiment.

[0022] FIG. 9 shows an exemplary system and process flow diagram for
performing a biometric enroliment process during a transaction, in accordance with at
least one embodiment.



WO 2020/076854 PCT/US2019/055233

[0023] FIG. 10 shows an exemplary process flow diagram for performing a
transaction utilizing biometric data associated with a user, in accordance with at least

one embodiments.

[0024] FIG. 11 shows an exemplary system and process flow diagram illustrating

a limited-use key provisioning process, according to some embodiments.

[0025] FIG. 12 shows an exemplary system and process flow diagram illustrating
use case in which an auxiliary device is used to emulate a user device, according to

some embodiments.

[0026] FIG. 13 shows an exemplary process flow diagram illustrating a use case
in which secure element device is used to perform a transaction, according to some

embodiments.

[0027] FIG. 14 shows an exemplary process flow diagram for utilizing a single

use value for generating a cryptogram, according to at least on embodiment.

[0028] FIG. 15 shows an exemplary process flow diagram for utilizing a single

use value for generating a cryptogram, according to at least on embodiment.

[0029] FIG. 16 shows an exemplary auxiliary device, in accordance with at least

one embodiment.

[0030] FIG. 17 shows an exemplary secure server computer, in accordance with

at least one embodiment.

[0031] FIG. 18 shows an exemplary secure element, in accordance with at least

one embodiment.
DETAILED DESCRIPTION

[0032] Prior to discussing embodiments of the invention, some terms can be

described in further detail.

[0033] A “user’ may include an individual or a computing device. In some
embodiments, a user may be associated with one or more personal accounts and/or
mobile devices. In some embodiments, the user may be a cardholder, account holder,

or consumer.
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[0034] A “computing device” may be any suitable electronic device that can
process and communicate information to other electronic devices. The computing
device may include a processor and a computer readable medium coupled to the
processor, the computer readable medium comprising code, executable by the
processor. The computing device may also each include an external communication
interface for communicating with each other and other entities. Examples of computing
devices may include user devices, access devices, mobile devices, auxiliary devices,
server computers, resource provider computers, processing network computers,
authorizing entity computers, transport computers, token provider computers, and the
like.

[0035] A “user device” may be any suitable device operated by a user. User
devices may be in any suitable form. Some examples of user devices include cellular
phones, smartphones, mobile phones, payment cards, smartcards, PDAs, personal
computers (PCs), tablet computers, and the like. In some embodiments, where a user
device is a mobile device, the mobile device may include a display, a memory, a

processor, a computer-readable medium, and any other suitable component.

[0036] A “‘mobile device” may comprise any suitable electronic device that may
be transported and operated by a user, which may also provide remote communication
capabilities to a network. A mobile device such as a mobile communication device may
communicate using a mobile phone (wireless) network, wireless data network (e.g. 3G,
4G or similar networks), Wi-Fi, Bluetooth, Bluetooth Low Energy (BLE), Wi-Max, or any
other communication medium that may provide access to a network such as the Internet
or a private network. Examples of mobile devices include mobile phones (e.g. cellular
phones), PDAs, tablet computers, net books, laptop computers, wearable devices (e.qg.,
watches), vehicles such as automobiles and motorcycles, personal music players,
hand-held specialized readers, etc. A mobile device may comprise any suitable
hardware and software for performing such functions, and may also include multiple
devices or components (e.g. when a device has remote access to a network by
tethering to another device - j.e. using the other device as a modem — both devices

taken together may be considered a single mobile device).

[0037] An “access device” may be any suitable device for providing access to an
external computer system. An access device may be in any suitable form. Some

examples of access devices include point of sale (POS) devices, cellular phones, PDAS,
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personal computers (PCs), tablet PCs, hand-held specialized readers, set-top boxes,
electronic cash registers (ECRs), automated teller machines (ATMs), virtual cash
registers (VCRSs), kiosks, security systems, access systems, Websites, and the like. An
access device may use any suitable contact or contactless mode of operation to send or
receive data from, or associated with, a mobile device. In some embodiments, where an
access device may comprise a POS terminal, any suitable POS terminal may be used
and may include a reader, a processor, and a computer-readable medium. A reader
may include any suitable contact or contactless mode of operation. For example,
exemplary card readers can include radio frequency (RF) antennas, optical scanners,

bar code readers, or magnetic stripe readers to interact with a mobile device.

[0038] An “auxiliary device” may include any suitable computing device that
provides supporting functionality to a process. By way of example, an auxiliary device

may provide supporting functionality to a payment process.

[0039] A “secure element device” may include any suitable computing device that
includes a secure element such as secure memory. “Secure memory” refers to any
suitable memory of the computing device that is protected such that processes and/or
entities not allocated to the secure memory may not access the secure memory. An
example of secure memory may include an enclave (e.g., memory that is encrypted and
managed by a chipset of the computing device). In some embodiments, information

stored in secure memory may be encrypted.

[0040] An "application" may be a computer program that is used for a specific
purpose.
[0041] "Authentication data" may include any data suitable for authenticating a

user or device. Authentication data may be obtained from a user or a device that is
operated by the user. Examples of authentication data obtained from a user may
include PINs (personal identification numbers), biometric data (e.g., fingerprint, facial
scan, retina scan, etc.), passwords, etc. Examples of authentication data that may be
obtained from a device may be include device serial numbers, hardware secure element

identifiers, device fingerprints, phone numbers, IMEI numbers, etc.

[0042] "Access data" may include any suitable data that can be used to access a
resource or create data that can access a resource. In some embodiments, access data

may be account information for a payment account. Account information may include a
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PAN (primary account number), payment token, expiration date, verification values
(e.g., CVV, CW2, dCVV, dCVV2), etc. In other embodiments, access data may be data
that can be used to activate account data. For example, in some cases, account
information may be stored on a mobile device, but may not be activated until specific
information is received by the mobile device. In other embodiments, access data could
include data that can be used to access a location. Such access data may be ticket
information for an event, data to access a building, transit ticket information, etc. In yet
other embodiments, access data may include data used to obtain access to sensitive
data. Examples of access data may include codes or other data that are needed by a

server computer to grant access to the sensitive data.

[0043] An “access request’ may include a request for access to a resource. The
resource may be a physical resource (e.g., good), digital resources (e.g., electronic
document, electronic data, etc.), or services. In some cases, an access request may be
submitted by transmission of an access request message that includes access request
data. Typically a device associated with a requestor may transmit the access request

message to a device associated with a resource provider.

[0044] “Access request data” may include any information surrounding or related
to an access request. Access request data may include access data. Access request
data may include information useful for processing and/or verifying the access request.
For example, access request data may include details associated with entities (e.g.,
resource provider computer, processor server computer, authorization computer, etc.)
involved in processing the access request, such as entity identifiers (e.g., name, etc.),
location information associated with the entities, and information indicating the type of
entity (e.q., category code). Exemplary access request data may include information
indicating an access request amount, an access request location, resources received
(e.g., products, documents, etc.), information about the resources received (e.g., size,
amount, type, etc.), resource providing entity data (e.g., resource provider data,
document owner data, etc.), user data, date and time of an access request, a method
utilized for conducting the access request (e.g., contact, contactless, etc.), and other
relevant information. Access request data may also be known as access request

information, transaction data, transaction information, or the like.

[0045] A “digital wallet” can include an electronic device that allows an individual
to conduct electronic commerce transactions. A digital wallet may store user profile

information, credentials, bank account information, one or more digital wallet identifiers
9
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and/or the like and can be used in a variety of transactions, such as, but not limited to,
e-commerce transactions, social network transactions, money transfer/ personal
payment transactions, mobile commerce transactions, proximity payment transactions,
gaming transactions, etc. A digital wallet may be designed to streamline the purchase
and payment process. A digital wallet may allow the user to load one or more payment
cards onto the digital wallet so as to make a payment without having to enter an
account number or present a physical card. A provider (e.g., an entity that hosts the

digital wallet) may be referred to as a “digital wallet provider.”

[0046] A “biometric” may be any human characteristic that is unique to an
individual. For example, a biometric may be a person’s fingerprint, voice sample, face,
DNA, retina, etc.

[0047] A “biometric reader” may include a device for capturing data from an
individual’s biometric sample. Examples of biometric readers may include fingerprint

readers, front-facing cameras, microphones, and iris scanners.

[0048] A “biometric sample” may include data obtained by a biometric reader.
The data may be either an analog or digital representation of the user's biometric,
generated prior to determining distinct features needed for matching. For example, a
biometric sample of a user’s face may be image data. In another example, a biometric

sample of a user’s voice may be audio data.

[0049] A “biometric template” or "biometric sample template" may include a file
containing distinct characteristics extracted from a biometric sample that may be used
during a biometric authentication process. For example, a biometric template may be a
binary mathematical file representing the unique features of an individual’s fingerprint,

eye, hand or voice needed for performing accurate authentication of the individual.

[0050] “Biometric data” includes data that can be used to uniquely identify an
individual based upon one or more intrinsic physical or behavioral traits. For example,
biometric data may include fingerprint data and retinal scan (e.g. eye scan) data.
Further examples of biometric data include digital photographic data (e.g., facial
recognition data), deoxyribonucleic acid (DNA) data, palm print data, hand geometry

data, and iris recognition data.

[0051] A “credential” may be any suitable information that serves as reliable

evidence of worth, ownership, identity, or authority. A credential may be a string of
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numbers, letters, or any other suitable characters, as well as any object or document
that can serve as confirmation. Examples of credentials include value credentials,
identification cards, certified documents, access cards, passcodes and other login
information, etc. Other examples of credentials include PANs (primary account
numbers), Pll (personal identifiable information) such as name, address, and phone

number, and the like.

[0052] “Payment credentials” may include any suitable information associated
with an account (e.g. a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived
from information related to the account. Examples of account information may include a
PAN (primary account number or “account number”), user name, expiration date, CVV
(card verification value), dCVV (dynamic card verification value), CVV2 (card verification
value 2), CVC3 card verification values, etc. CVV2 is generally understood to be a static
verification value associated with a payment device. CVV2 values are generally visible
to a user (e.g., a consumer), whereas CVV and dCVV values are typically embedded in
memory or authorization request messages and are not readily known to the user
(although they are known to the issuer and payment processors). Payment credentials
may be any information that identifies or is associated with a payment account.
Payment credentials may be provided in order to make a payment from a payment
account. Payment credentials can also include a user name, an expiration date, a gift

card number or code, and any other suitable information.

[0053] An *authorizing entity” may be an entity that authorizes a request, typically
using an authorizing computer to do so. An authorizing entity may be an issuer, a
governmental agency, a document repository, an access administrator, etc. An “issuer”
may typically include a business entity (e.g., a bank) that maintains an account for a
user. An issuer may also issue payment credentials stored on a user device, such as a
cellular telephone, smart card, tablet, or laptop to the user. A computing device
operated by or on behalf of an authorizing entity may be referred to as an “authorizing

entity computer.”

[0054] A “resource provider’ can be any suitable entity that provides resources
(e.g., goods, services, access to secure data, access to locations, or the like). For
example, a resource providing entity can be a merchant, a payment processor, a digital
wallet provider, a venue operator, a building owner, a governmental entity, etc. A

“‘merchant” may typically be an entity that engages in transactions and can sell goods or
11
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services, or provide access to goods or services. A computing device operated by or on

behalf of a resource provider may be referred to as a “resource provider computer.”

[0055] A “partner” can be an entity such as a resource provider such as a
merchant (or computers operated by such entities). A “partner device” can be any

suitable computing device operating by or on behalf of a partner.

[0056] A “secure server computer” can be a server computer that securely stores
data. As a non-limiting example, a secure server computer can be part of a partner’s
cloud-computing environment. A “cloud-computing environment” may include a network
of one or more server computers hosted on a network (e.g., the Internet) that are

utilized to store, manage, and process data.

[0057] An "acquirer" may typically be a business entity (e.g., a commercial bank)
that has a business relationship with a resource provider. Some entities can perform
both issuer and acquirer functions. Some embodiments may encompass such single
entity issuer-acquirers. A computing device operated by or on behalf of a resource

provider may be referred to as a “transport computer.”

[0058] A “token provider computer” can include an electronic device that services
payment tokens and/or cryptograms. In some embodiments, a token provider computer
can facilitate requesting, determining (e.q., generating) and/or issuing (provisioning,
transmitting, etc.) tokens and/or cryptograms, as well as maintaining an established
mapping of tokens to primary account numbers (PANS) (e.g., real account identifiers)
and/or cryptograms in a repository. In some embodiments, the token provider computer
may establish a token assurance level for a given token to indicate the confidence level
of the token to PAN binding. The token provider computer may include or be in
communication with a token data store wherein the generated tokens/cryptograms are
stored. The token provider computer may support token processing of payment
transactions submitted using tokens by de-tokenizing the token to obtain the actual
PAN. In some embodiments, a token provider computer may include a tokenization
computer alone, or in combination with other computers such as a transaction
processing computer. Various entities of a tokenization ecosystem may assume the
roles of the token provider computer. For example, payment networks and issuers or
their agents may become the token provider computer by implementing the token

services according to embodiments of the present invention.
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[0059] A “processing network computer’ may include a server computer used for
processing transactions from a network. In some embodiments, the processing network
computer may be coupled to a database and may include any hardware, software, other
logic, or combination of the preceding for servicing the requests from one or more client
computers or user devices. The processing network computer may comprise one or
more computational apparatuses and may use any of a variety of computing structures,
arrangements, and compilations for servicing the requests from one or more client
computers or user devices. In some embodiments, the processing network computer
may operate multiple server computers. In such embodiments, each server computer
may be configured to process a transaction for a given region or handles transactions of

a specific type based on transaction data.

[0060] The processing network computer may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and settlement services. An exemplary
processing network computer may include VisaNet™. Networks that include VisaNet™
are able to process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™  in particular, includes an integrated payments
system (Integrated Payments system) which processes authorization requests and a
Base Il system, which performs clearing and settlement services. The processing

network computer may use any suitable wired or wireless network including the Internet.

[0061] The processing network computer may process transaction-related
messages (e.g., authorization request messages and authorization response
messages) and determine the appropriate destination computer (e.g., issuer
computer/authorizing entity computer) for the transaction-related messages. In some
embodiments, the processing network computer may authorization transactions on
behalf of an issuer. The processing network computer may also handle and/or facilitate

the clearing and settlement of financial transactions.

[0062] A “cryptographic key” (also referred to as a “key”) may include a piece of
information that is used in a cryptographic algorithm to transform data into another
representation. A cryptographic algorithm can be an encryption algorithm that
transforms original data into an alternate representation, or a decryption algorithm that
transforms encrypted information back to the original data. Examples of cryptographic
algorithms may include triple data encryption standard (TDES), data encryption
standard (DES), advanced encryption standard (AES), etc.

13
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[0063] A “limited use key” may include a cryptographic key for which use is
limited. By way of example, a limited use key may be a cryptographic key associated
with a limited use threshold. A limited-use threshold may be exceeded or exhausted
when an underlying condition is met. For example, a limited-use threshold may include
a time-to-live that indicates an amount of time for which a piece of information (e.g., a
limited use key) is valid, and once that amount of time has elapsed, the limited-use
threshold is exceeded or exhausted, and the piece of information (e.g., the limited use
key) may become invalid and may no longer be used. As another example, a limited-
use threshold may include a number of times that a piece of information (e.g., the
limited use key) can be used, and once the piece of information (e.g., the limited use
key) has been used for that number of times, the limited-use threshold is exceeded or
exhausted, and the piece of information (e.g., the limited use key) may become invalid
and may no longer be used. A limited use key may be derived from account data of a
user, and may be provided to a user device operated by a user. It may alternatively be

generated by the user device.

[0064] A “cryptogram” may include an encrypted representation of some
information. A cryptogram may include a token authentication verification value (TAVV)
associated with a token. A cryptogram can be used by a recipient to determine if the
generator of the cryptogram is in possession of a proper key, for example, by encrypting
the underlying information with a valid key, and comparing the result to the received
cryptogram. A cryptogram may include encrypted characters. Cryptograms can be of
any suitable length and may be formed using any suitable data transformation process.
Exemplary data transformation processes include encryption, and encryption processes
such as DES, triple DES, AES, and ECC may be used. Keys used with such encryption
process can be of any appropriate length and may have any suitable characteristics. In
some embodiments, a cryptogram may include encrypted token data associated with a
token (e.g., a token domain, a token expiry date, etc.). In some embodiments, a
cryptogram may be used to validate the token. For example, a cryptogram may be used
to validate that the token is being used within a token domain and/or by a token expiry
date associated with the token. In some embodiments, a cryptogram may be used in a
payment process, and may be generated by a card or device with the unique derivation
key (UDK) or a limited-use key (LUK) and additional information (e.g., a primary account
number, token, and/or information from a chip and point-of-sale (POS)). Different types

of payment cryptograms can be used in different settings.
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[0065] An “interaction cryptogram” may include a cryptogram that is generated in
response to an interaction between entities. In some embodiments, an interaction
cryptogram may be generated using a limited-use key, an encryption algorithm, and
inputs. An “ARQC” (also referred to as an authorization request cryptogram” may
include a cryptogram that is generated utilizing a single use value. A “single use value”
may be a value that may be used only once. In some embodiments, a single use value

may be a counter, an unpredictable number, etc.

[0066] A “token domain” may indicate an area and/or circumstance in which a
token can be used. Examples of the token domain may include, but are not limited to,
payment channels (e.g., e-commerce, physical point of sale (POS), etc.), POS entry
modes (e.g., contactless, magnetic stripe, etc.), and resource provider identifiers (e.qg.,
merchant identifiers) to uniquely identify where the token can be used. A set of
parameters (i.e. token domain restriction controls) may be established as part of token
issuance by the token service provider that may allow for enforcing appropriate usage of
the token in transactions. For example, the token domain restriction controls may
restrict the use of the token with particular presentment modes, such as contactless or
e-commerce presentment modes. In some embodiments, the token domain restriction
controls may restrict the use of the token at a particular resource provider (e.g., a
merchant) that can be uniquely identified. Some exemplary token domain restriction
controls may require the verification of the presence of a token cryptogram that is
unique to a given transaction. In some embodiments, a token domain can be associated

with a token requestor.

[0067] “Token expiry date” may include the expiration date/time of the token. The
token expiration date may be a numeric value (e.g. a 4-digit numeric value). In some
embodiments, the token expiry date can be expressed as a time duration as measured

from the time of issuance.

[0068] A "digital signature" may include the result of applying an algorithm based
on a public/private key pair, which allows a signing party to manifest, and/or a verifying
party to verify, the authenticity and/or integrity of a document. The signing party acts by
means of the private key and the verifying party acts by means of the public key. This
process certifies the authenticity of the sender, the integrity of the signed document and
the so-called principle of nonrepudiation, which does not allow disowning what has been

signed. A certificate or other data that includes a digital signature by a signing party is
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said to be “signed” by the signing party. In some embodiments, the digital signature may
be performed in accordance with RSA public key cryptography.

[0069] A “master derivation key” (MDK) can be a key used to generate other
keys. An MDK may be managed by an issuer of an account. MDKs may be managed on
a per bank identification number (BIN) basis. The MDK may be used for card
production, payment processing, etc. In some embodiments, an MDK may be managed
by a processor computer that performs token management functions. Such an MDK

may be used for token management and validation.

[0070] A “cryptogram generation key,” (e.g., a unique derivation key (UDK)), can
be a key for generating cryptograms. A cryptogram generation key may generated from
an MDK, directly or by way of another key. In some embodiments, a cryptogram
generation key is a per-card key. The cryptogram generation key may be stored on a

chip on a card or a device (e.g. mobile phone).

[0071] A "real account identifier" may include an original account identifier
associated with a payment account. For example, a real account identifier may be a
primary account number (PAN) issued by an issuer for a card account (e.g., credit card,
debit card, etc.). For instance, in some embodiments, a real account identifier may
include a sixteen digit numerical value such as "4147 0900 0000 1234." The first six
digits of the real account identifier (e.g., "414709"), may represent a real issuer identifier

(BIN) that may identify an issuer associated with the real account identifier.

[0072] A “token” may be a substitute value for a credential. A token may be a
string of numbers, letters, or any other suitable characters. Examples of tokens include
payment tokens, access tokens (e.g., for accessing a location), personal identification

tokens, etc.

[0073] A "payment token” may include an identifier for a payment account that is
a substitute for an account identifier, such as a primary account number (PAN). For
example, a token may include a series of alphanumeric characters that may be used as
a substitute for an original account identifier. For example, a token “4900 0000 0000
0001” may be used in place of a PAN “4147 0900 0000 1234.” In some embodiments,
a token may be “format preserving” and may have a numeric format that conforms to
the account identifiers used in existing transaction processing networks (e.g., ISO 8583
financial transaction message format). In some embodiments, a token may be used in

place of a PAN to initiate, authorize, settle or resolve a payment transaction or
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represent the original credential in other systems where the original credential would
typically be provided. In some embodiments, a token value may be generated such that
the recovery of the original PAN or other account identifier from the token value may not
be computationally derived. Further, in some embodiments, the token format may be
configured to allow the entity receiving the token to identify it as a token and recognize

the entity that issued the token.

[0074] A “token request message” may be an electronic message for requesting
a token. A token request message may include information usable for identifying a
payment account (e.g., a real account identifier) or a service provider account (e.g., a
digital wallet account), and/or information for generating a token (e.g., a payment token)

and/or a unique cryptogram (e.g., a TAVV).

[0075] A “token response message” may be a message that responds to a token
request message. A token response message may include an indication that a token
request was approved or denied. A token response message may also include a token
(e.g., a payment token), a cryptogram (e.g., a TAVV), and/or any other suitable
information.

[0076] A “cryptogram request message” may be an electronic message for
requesting a cryptogram. A cryptogram request message may include information
usable for identifying a payment account (e.g., a real account identifier) or a service
provider account (e.g., a digital wallet account), and/or information for generating a
cryptogram. A cryptogram request message may be in the same or a different format

than a token request message.

[0077] A “cryptogram response message” may be a message that responds to a
cryptogram request message. A cryptogram response message may include an
indication that a cryptogram request was approved or denied. A cryptogram response
message may include a cryptogram (e.g., a TAVV), and/or any other suitable
information. A cryptogram response message may be in the same or a different format

than a token response message.

[0078] An “enrollment request message” may be an electronic message for
requesting enroliment. An enroliment request message may be in any suitable form and

may include any suitable data.
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[0079] An “enrollment response message” may be a message that responds to
an enroliment request message. A enrollment response message may include an
indication that enroliment was successful or unsuccessful. An enroliment response

message may be in any suitable form and may include any suitable data.

[0080] An “encryption key request message” may be an electronic message for
requesting an encryption key. An encryption key request message may be in any

suitable form and may include any suitable data.

[0081] An “encryption key response message” may be a message that responds
to an encryption key request message. A enroliment response message may include an
indication that enroliment was successful or unsuccessful. An enroliment response

message may be in any suitable form and may include any suitable data.

[0082] The term "authentication" and its derivatives may include a process by
which the credential of an endpoint (including but not limited to applications, people,
devices, processes, and systems) can be verified to ensure that the endpoint is who

they are declared to be.

[0083] The term "verification" and its derivatives may include a process that
utilizes information to determine whether an underlying subject is valid under a given set
of circumstances. Verification may include any comparison of information to ensure

some data or information is correct, valid, accurate, legitimate, and/or in good standing.

[0084] An “authorization request message” may be an electronic message that is
sent to a payment processing network and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional data
elements corresponding to “identification information” including, by way of example only:
a service code, a CVV (card verification value), a dCVV (dynamic card verification
value), an expiration date, etc. An authorization request message may also comprise
“transaction information,” such as any information associated with a current transaction,

such as the transaction amount, merchant identifier, merchant location, etc., as well as
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any other information that may be utilized in determining whether to identify and/or

authorize a transaction.

[0085] An “authorization response message” may be an electronic message reply
to an authorization request message generated by an issuing financial institution or a
payment processing network. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval --
transaction was approved; Decline -- transaction was not approved; or Call Center --
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorization request message in an electronic message (either directly or through the
payment processing network) to the merchant's access device (e.g., POS equipment)
that indicates approval of the transaction. The code may serve as proof of authorization.
As noted above, in some embodiments, a payment processing network may generate or

forward the authorization response message to the merchant.

[0086] A “transaction data format” may include a data format utilized for a
transaction. By way of example, a transaction data format may include a format utilized
for an authorization request message and/or authorization response message. In some
embodiments, the transaction data format may comply with ISO 8583. Some example
transaction data formats may depend on a type of transaction. By way of example, a
card-on-file transaction may have the same or different data format as a card-not-
present. That is a card-on-file transaction may include the same or a different set of

data fields in a same or different order as a card-not-present transaction.

[0087] A “server computer” is typically a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the

server computer may be a database server coupled to a Web server.

[0088] A “processor’ may include any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together to
accomplish a desired function. The processor may include CPU comprises at least one
high-speed data processor adequate to execute program components for executing
user and/or system-generated requests. The CPU may be a microprocessor such as
AMD's Athlon, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's and
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Sony's Cell processor; Intel's Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or

the like processor(s).

[0089] A “memory” may be any suitable device or devices that can store
electronic data. A suitable memory may comprise a non-transitory computer readable
medium that stores instructions that can be executed by a processor to implement a
desired method. Examples of memories may comprise one or more memory chips, disk
drives, etc. Such memories may operate using any suitable electrical, optical, and/or

magnetic mode of operation.

[0090] Embodiments can improve partner systems by providing rapid integration
with a token service computer. They can provide token service integration options for
partners that allow them to leverage in-store access devices such as NFC (near field
communication) point of sale terminals to initiate transactions that use credentials
stored in the cloud, rather than credentials stored on portable user devices.
Transactions conducted using credentials stored in the cloud may be characterized as
CNP (card not present) transactions in some instances. This can be an integration
option with a token service system to simplify purchase solutions provided by the
partners. In some embodiments, a partner may initiate token transactions such as a
card-on-file transaction (e.g., in a first transaction data format) at point of sale terminals
in stores. These transaction can be converted to card-not-present transactions (e.g., in
a second transaction data format) before sending them to the issuers for payment
transaction processing. Embodiments increase the number different types of
transactions that can be conducted at merchant access devices (e.g., card not present
and card present) without modifying existing legacy access devices or building new
access devices.

[0091] Embodiments provide the flexibility to the merchant partners to send card
present NFC contactless transactions (e.g., payWave transactions) using card-on-file
tokens (e.g., tokens that have been previously associated with a card on file) to a
payment processing network such as VisaNet™ and convert them to card-not-present
token transactions before sending them to the issuer/issuer processor. This can help
particular merchants and allow them to send the COF token transactions as if they are
card present transactions to reduce the level of integration changes between the

merchant and the partner.
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[0092] In some embodiments, a user (e.g., a consumer) may walk into a partner's
physical store. The partner may provide/operate an auxiliary device in the store that
enables the consumer to use an existing card-on-file (e.g., payment credential
previously provided via a partner's website, credentials stored at a secure server
computer, etc.) to use for payments in store. In some embodiments, the user may
provide biometric data via the auxiliary device (e.g., via a biometric reader connected to
or include in the auxiliary device). The user may be authenticated (e.q., at the auxiliary
device, at the secure server computer, etc.) utilizing the biometric data. If verified, the
partner can make a request for a card-on-file (COF) token and/or a cryptogram
associated with the user/token. The token and/or cryptogram may be associated with a
credential of the user (e.q., a payment credential such as a real account identifier). In
some embodiments, the secure server computer can request and store more than one
cryptogram associated with the user/token at a time. In some embodiments, the
auxiliary device may retrieve all cryptograms associated with the user/token from the
secure server computer. The auxiliary device may provide the COF token and a
cryptogram to another computer device (e.g., an access device). According to various
embodiments, the COF token and the pre-fetched cryptograms may not be stored (or
stored permanently) locally on the auxiliary device. In some embodiments, such

information may only be stored on the secure server computer.

[0093] In some embodiments, the access device (or another resource provider
computer) sends an authorization request message for a card present (CP) transaction
to a processing network computer via a transport computer associated with an acquirer.
The payment processing network may convert the authorization request message from
a first transaction data format (e.g., a CP transaction format) to a second transaction
data format (e.g., a card-not-present (CNP) transaction format). The authorization
request message may be then sent to an authorizing entity computer (e.g., operated by
or on behalf of an issuer associated with the credential). According to various
embodiments, the processing network computer may include a transaction-by-identity
identifier (e.g. flag) to the authorization request message. Upon receiving a transaction
authorization response message from the issuer for the CNP transaction, the
processing network computer may convert the authorization response message from
the second transaction data format to the first transaction data format before sending
the response to the resource provider (e.g., the access device) via the transport

computer.
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[0094] In some embodiments, a secure element device may be disposed
between an auxiliary device and an access device. The auxiliary device may provide the
token and/or or any suitable data for generating a cryptogram to the secure element
device. By way of example, a limited-use key may be retrieved from a token provider
computer by a secure server computer and provided to an auxiliary device. In some
embodiments, the limited-use key may be provided by the auxiliary device to a secure
element device where it may be stored (at least for a time). The limited-use key and the
token may not be stored at the auxiliary device. In some embodiments, the auxiliary
device may further provide the secure element device transaction information. The
secure element device may receive additional access device data. According to various
embodiments, the cryptograms may be associated with security features such as they
can be limited to one-time use or a limited time use (associated with an expiration
date/time). There may also be sequence limits/restrictions on how the cryptograms may
be fetched.

[0095] As provided above, according to various embodiments, a secure server
computer may retrieve from a token provider computer, a COF token and one or more
cryptograms stored in connection with a credential of a user (e.q., a consumer). The
token provider computer may store multiple cryptograms associated with a credential
(e.q., a real account identifier) of the user. The secure server computer may retrieve
and cache the pre-fetched cryptogram(s) to ensure that the token and cryptogram(s) are
on hand (e.g., accessible without transmitting another request to the token provider
computer) when a customer is standing at the checkout counter at the time of a

transaction.

[0096] Embodiments may provide a new API to enable a token requestor (e.g. a
partner device such as a secure server computer operated by or on behalf of a partner)
to obtain a list of cryptograms. In some embodiments, only transaction authentication
verification value (TAVV) cryptograms may be supported. In some embodiments, no
token or payment instrument information is returned to the partner device. Embodiments
may determine and incorporate an attribute to the partner profile at the payment
processing network to indicate a maximum number of cryptograms that the partner

device can retrieve per APl call (e.g. 3, 5, 10, etc.).

[0097] FIG. 1 shows an exemplary system 100 and a process flow diagram, in
accordance with at least one embodiment. The system 100 includes a user 102

operating a user device (not depicted), an auxiliary device 104, a secure server
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computer 108, a token provider computer 110, an access device 112, a transport
computer 114, a processing network computer 116, and an authorizing entity computer
118. In some embodiments, the access device 112 may be coupled to the auxiliary
device 104 or otherwise in communication with the auxiliary device. The secure server
computer 108 can communicate with the user device (not depicted), the auxiliary device
104, and the token provider computer 110. In some embodiments, the auxiliary device
104 may have an API that allows it to communicate with the secure server computer
108. The access device 112 may be in communication with a processing network
computer 116 and an authorizing entity computer 118 via a transport computer 114
(e.g., a computer operated on behalf of the acquirer of a merchant/provider of the

access device 112).

[0098] The auxiliary device 104 and the access device 112 may be operatively
coupled to each other in any suitable manner. For example, the auxiliary device 104 can

be coupled to the access device 112 through a wired or wireless connection.

[0099] One method that can be performed by the system in FIG. 1 may include
receiving, by an auxiliary device 104 in communication with an access device,
authentication data from a user. In some embodiments, the auxiliary device 104 may
request a token from the secure server computer 108 and may receive from the secure
server computer 108 the token and a cryptogram (e.g., a transaction authentication
verification value (TAVV) generated by the token provider computer 110 in response to
its request. The auxiliary device 104 may provide the token and the TAVV to the access
device 112, where the access device 112 can generate an authorization request
message that may be transmitted to the authorizing entity computer 118 via the

transport computer 114 and the processing network computer 116.

[0100] In some embodiments, the user 102 may walk into a partner’s store and
initiate a transaction. For example, the user 102 may select a number of items and an
agent of the partner may scan the items to obtain a total amount owed by the user 102
to the partner. The total amount may include a total price for the items plus any suitable
taxes and/or fees. The process flow described in connection with FIG. 1 may be utilized

by the user 102 to provide payment for the transaction.

[0101] An exemplary process is illustrated in FIG. 1. At step 1, a credential (e.g.,
a real account identifier which has been tokenized) can be stored at the secure server

computer 108. As an example, the user 102 may utilize a user device (not depicted) to
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access a website and/or an application hosted by a partner to provide the credential as
part of an enrollment process performed by the user. As an example, the user may
associate a payment credential (e.g., a credit card, a debit card, a banking account
number, etc.) with their user account associated with the partner’'s website. The
payment credential can be stored at the secure server computer 108 (e.g., the partners

or another entity’s cloud-computing environment) for subsequent use.

[0102] At step 2, the user 102 can then conduct an authentication process with
the auxiliary device 104. By way of example, the user 102 can enter (e.g., via a
keyboard, touchpad, biometric reader, etc.) a username and password, a PIN, biometric
data, or any suitable data with which the user can be authenticated (e.g., any suitable
data that can be compared to previous data stored at the secure server computer 108

and associated with the user 102).

[0103] At step 3, the auxiliary device 104 may initiate verification of the
authentication data. In some embodiments, the auxiliary device 104 may store
authentication data in local memory and may verify the authentication data at the
auxiliary device 104. In the example depicted, the auxiliary device 104 initiates
verification by requesting verification be conducted by the secure server computer 108.
In some embodiments, the auxiliary device 104 may request verification by requesting
verification when requesting a token and/or a cryptogram from the secure server
computer 108. Advantageously, a single message may be sent from the auxiliary device
104 to the secure server 108 to perform two functions including authenticating the user
102 and requesting the token. This advantageously reduces the number of steps

relative to conventional transaction processing.

[0104] Verifying the authentication data received at the auxiliary device 104 may
include comparing the received authentication data to previously stored authentication
data associated with the user. As an example, the user 102 may provide a username
and password, a PIN, biometric data, or the like at the auxiliary device 104 and the
provided data transmitted to the secure server computer 108 and is compared to data
stored at the secure server computer 108. If the received data matches the previously
stored data, the user may be authenticated and the process may continue to step 4. If
the received data does not match the previously stored data, the user 102 may not be
authenticated and access to the token and/or cryptogram may be denied (e.g., a

message may be transmitted from the secure server computer 108 to the auxiliary
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device 104 indicating authentication failed and an indication may be presented at the

auxiliary device 104).

[0105] At step 4, the secure server computer 108 may request a token (e.g., a
payment token corresponding to a credential stored at the secure server computer 108
and associated with the recently authenticated user 102) and/or a cryptogram (e.g., a
transaction authentication verification value) from the token provider computer 110. A
TAVV cryptogram can be one that accompanies a payment token in an authorization
request message. In some embodiments, the TAVV may only be valid for a particular
type of transaction channel (e.g., only e-commerce or only physical point of sale
transactions). If the token is received during a transaction and the correct TAVV does
not accompany the token, then the transaction may be denied (e.g., by the processing

network computer 116 operated by or on behalf of a processing network).

[0106] The token provider computer 110 can generate a token and a TAVV using
issuer provided cryptographic keys, an encryption algorithm, and input data such as
data associated with a real credential or token. It should be appreciated that the secure
server computer 108 may transmit a request for the token in a separate message (e.g.,
a token request message) and then transmit a request for the cryptogram (e.g., a
cryptogram request message). In some embodiments, the secure server computer 108
can request multiple cryptograms (e.g., multiple TAVVs) for the same token. Each
cryptogram may be individually be utilized in a subsequent transactions. A cryptogram
request for multiple cryptograms may utilize a same or different message than a token
request message and/or cryptogram request message. Methods for requesting multiple

cryptograms may be discussed further with respect to FIG. 7.

[0107] At step 5, the token provider computer 110 can transmit the generated
token and cryptogram(s) to the secure server computer 108. The secure server
computer 108 can store the token and cryptogram(s) in memory at the secure server
computer 108 (and/or at another storage location accessible to the secure server
computer 108).

[0108] At step 6, the secure server computer 108 may transmit the token and a
cryptogram (e.q., a TAVV) to the auxiliary device 104.

[0109] At step 7, the auxiliary device 104 can generate (e.g., via an application
operating at the auxiliary device 104) a near field communications (NFC) payload

incorporating the token and the cryptogram and can initiate an NFC transaction with the
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access device 112. It should be appreciated that the auxiliary device 104 can utilize any
suitable data communication not necessarily NFC to transmit the token and the
cryptogram to the access device 112. In some embodiments, the auxiliary device 104
may emulate a payment card (e.g., a smartcard) and may exchange data with the
access device 112. Card emulation may be discussed in more detail with respect to
FIG. 11. Still alternatively, the auxiliary device 104 may be hardwired or connected via a

cable connector to the access device 112 in other embodiments.

[0110] At step 8, the access device 112 may send an authorization request
message (e.g., an authorization request message indicating a card present transaction)
to the transport computer 114 operated by an acquirer. The authorization request
message can include data in a first transaction data format such as a card present
contactless transaction data format.

[0111] At step 9, the transport computer 114 may transmit the authorization
request message to the processing network computer 116. The processing network
computer 116 can extract the cryptogram (e.g., the TAVV) and can validate the TAVV
cryptogram. The TAVV can be validated by obtaining cryptogram inputs (e.g., a token,
counter, etc.) from the authorization request message, and then the inputs may be
encrypted using a cryptographic key corresponding to the cryptographic key used to
form the TAVV. The generated TAVV can then be compared to the TAVV in the
authorization request message. If they match, the TAVV is validated and the transaction
may continue to proceed. If they do not match, then the transaction may be declined. In
other embodiments, the TAVV can be validated by decrypting the TAVV in the
authorization request message using a corresponding cryptographic key to obtain the
inputs to the TAVV. The recovered inputs may be compared with the inputs in the

authorization request message to validate the TAVV.

[0112] At step 10, the processing network computer 116 may detokenize the
token to obtain a real account identifier (e.g., a personal account number (PAN)
associated with the token. In this regard, the processing network computer 116 may
communicate with the token provider computer 110. For example, the processing
network computer 116 may provide the token and the cryptogram to the token provider
computer 110. The token provider computer 110 may verify that the token and the
cryptogram are associated with one another. If so, the token provider computer 110

may respond with the real account identifier associated with the token and cryptogram.
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At step 11, the processing network computer 116 may convert the

authorization request message to a second transaction data format (e.g., a card not

present or e-commerce transaction data format). In some embodiments, the second

transaction data format may include an indicator (e.g., an e-commerce (EC) 17

indicator). As an example, the processing network computer 116 may be configured to

utilize the following table for performing conversions between a first and second

transaction data format.

1st transaction data format
(card present)

2nd transaction data format
(card-not-present)

Field 22: POS Entry Mode Code = 07

Field 22 — POS Entry Mode Code = 01

Field 35 — Track 2 Data No field 35
Field 44.5 — CVV/ICVV Results Code No field 44.5
Field 45 — Track 1 Data No field 45
Field 55 — Cryptogram Chip Data No field 55

No filed 44.13

Filed 44.13 — CAVV Results Code

Field 60.8 — Electronic Commerce
Indicator =5

Field 60 — Electronic Commerce Indicator
=7

TLV Field 123, Usage 2, Dataset ID 66 —
AVS Data

TLV Field 123, Usage 2, Dataset ID 66 —
AVS Data

TLV Field 123, Usage 2, Dataset ID 68 —
AVS Data

TLV Field 123, Usage 2, Dataset ID 68 —
AVS Data

No field 126.9 Field 126.9, Usage 3, Position 7, 3-D
Secure CAVV, Revised Format (e.qg.,
moved from field 55 of 1st transaction data
format)

[0114] At step 12, the processing network computer 116 may transmit the

converted authorization request message to the authorizing entity computer 118. The

authorizing entity computer 118 receives the authorization request message with the
PAN, the TAVV, and an EC17 indicator. An EC17 indicator may be an indicator that the

TAVV and/or the authorization request message was validated.

[0115]

At step 13, the authorizing entity computer 118 can approve or decline the

authorization request message and can transmit an authorization response message
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back to processing network computer 116. The authorization response message may

be in any suitable format (e.g., the second transaction data format).

[0116] At step 14, the processing network computer 116 may transmit the
authorization response message to the transport computer 114. It should be
appreciated that, in some embodiments, the processing network computer 116 may
convert the authorization response message from a second transaction data format to a

first transaction data format prior to the transmission.

[0117] At step 15, the transport computer 114 may transmit the authorization

response message to the access device 112.

[0118] At step 16, the auxiliary device 104 can then delete the token and/or
cryptogram from memory. It should be appreciated that this deletion can occur at any
suitable time after performance of the operations of step 7. In some embodiments, the
access device 112 can transmit an indication that the authorization response message
of step 15 was received, which can cause the auxiliary device 104 to delete the token
and cryptogram from memory. Deletion of the data in the auxiliary device 104 can occur
manually (e.g., in response to a user selecting a button on the auxiliary device 104) or
automatically (e.g., in response to receiving an authorization response message for the

transaction or after a predetermined period of time (e.g., 10 minutes).

[0119] At a subsequent time, a clearing and settlement process can be
conducted between the transport computer 114, the processing network computer 116,

and the authorizing entity computer 118.

[0120] FIG. 2 shows an exemplary system 200 and a process flow diagram
illustrating a token and/or cryptogram provisioning process, in accordance with at least
one embodiment. In some embodiments, some parts the process illustrated in FIG. 2
(e.g., steps 1-7, steps 1-10, etc.) may be performed prior to the process depicted in FIG.
1.

[0121] At step 1, a user 102 may utilize an enroliment device 202 to input
payment card data (e.g., a credit card number, a debit card number, an expiration date,
a cardholder name, a CVV, etc.). In some embodiments, the enrollment device 202 may
be an example of the auxiliary device 104 of FIG. 1 and the enrollment device 202 may
be located in a physical store (e.g., a merchant’s store). The enroliment device 202

may, in that use case, be provided by a partner (e.g., a merchant) for interfacing with
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the partner’'s backend system (e.g., the secure server computer 108). As another
example, the enrollment device 202 may be a user device of the user 102 and the
enroliment device 202 may be utilized to access the partner's website (e.q., hosted by
the secure server computer 108 or another suitable system) in order to provide the

payment card data.

[0122] In either scenario, at step 2, the enroliment device 202 may be utilized to
provide the payment card data to the secure server computer 108. The payment card
data may be stored at the secure server computer 108 and associated with the user 102
(e.q., via a user account associated with the user 102 and managed by the secure

server computer 108).

[0123] At step 3, the secure server computer 108 may submit a token request to
a token provider computer 110 for a token (e.g., for a card on file token). The token

request may be in any suitable form (e.g., a token request message).

[0124] At step 4, the token provider computer 110 may perform an eligibility
check. By way of example, the token provider computer 110 may transmit a message
(e.q., a token request message or any suitable message) to the authorizing entity
computer 118 to check for the issuer's participation and/or to request tokenization. In
some embodiments, the token provider computer 110 may request approval to generate
the token from the authorizing entity computer 118 without performing identification
and/or verification of the user 102. Accordingly, in some embodiments, the token
provider computer 110 may rely on authentication efforts and/or an assertion that the

user 102 has been authentication as provided by the secure server computer 108.

[0125] At step 5, the authorizing entity computer 118 may use the data received
at step 4 to determine whether to approve or decline the request. The authorizing entity
computer 118 may transmit a response (e.g., a token response message or any suitable
message) to the token provider computer 110 indicating the request has been approved
or declined.

[0126] At step 6, based on receiving an indication that the request was approved,
the token provider computer 110 may generate a token for the payment data and
maintain an association (e.q., a mapping) between the token and the payment card data
in memory. In some embodiments, the token provider computer 110 may be configured
to generate one or more cryptograms for the newly generated token. If so, the

cryptogram(s) (e.g., multiple TAVVs) may also be associated with (e.g., mapped to) the
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token and the payment card data in memory. In some embodiments, the token provider
computer 110 may generate one or more cryptograms as part of a separate request

(e.q., in response to receiving a cryptogram request message).

[0127] At step 7, the token provider computer 110 may provide the token (and if
cryptogram(s) were generated, the cryptogram(s)) to the secure server computer 108

(e.q., via a token response message).

[0128] In some embodiments, the secure server computer 108 can request one
or more cryptograms via a separate request. For example, at step 8, the secure server
computer 108 can transmit a cryptogram request message to the token provider
computer 110. The cryptogram request message may be in any suitable form. In some
embodiments, the cryptogram request message may utilize a particular predefined API
specifically for requesting a list of cryptograms. In some embodiments, the cryptogram
request message may include a token identifier for the token and/or a number of
cryptograms requested. In some embodiments, if a number is not provided, the token
provider computer 110 may default the request to one cryptogram being requested. The
cryptogram request message may include a transaction type (e.g., an e-commerce
transaction type to be used for transaction initiated online via a website, a recurring

payment transaction type, a point-of-sale transaction type, etc.).

[0129] At step 9, the token provider computer may perform a process for
generating one or more cryptograms (e.g., TAVVs). This process may be discussed

further below in connection with FIG. 7.

[0130] At step 10, the token provider computer 110 may provide the one or more
cryptograms to the secure server computer 108 via a cryptogram response message. In
some embodiments, the cryptogram response message may include the token
identifier, the token, a list of the one or more cryptograms, an e-commerce indicator, an
error code, or any suitable combination of the above. In some embodiments, the token
provider computer 110 may provide a cryptogram response message that includes an
error code rather than the one or more cryptograms requested. By way of example, the
token provider computer 110 may provide a cryptogram response message that indicate
the token requestor (e.q., the secure server computer 108) is not authorized to use the
particular API for requesting multiple cryptograms. As another example, the token
provider computer 110 may provide a cryptogram response message that includes an

error code that indicates the requested action is not allowed.
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[0131] FIGS. 3-6 shows exemplary methods for authenticating a user, in

accordance with at least one embodiment.

[0132] FIG. 3 shows an exemplary method 300 for authenticating a user with a
one-time password after the process described in FIG. 2 has been completed, in
accordance with at least one embodiment. In some embodiments, the user 102 may be
authenticated using a one-time password after enroliment has occurred and a token has

been generated (e.g., by the token provider computer 110).

[0133] At step 1, the token provider computer 110 may generate a one-time
password. The one-time password may be associated with the user 102 (e.g., via a
mapping maintained by the token provider computer 110 including, for example, an
identifier for the user 102, the credential of the user (e.g., payment card data), the token
generated for the credential, and the one-time password). The token provider computer
110 may be configured to maintain a record that indicates that the token is active (e.q.,
available for use) or inactive (e.g., unavailable for use) based on whether the user has
been verified with a one-time password. If the user 102 has not been verified with a
one-time password, the token may be inactive. If the user 102 has been verified with a

one-time password, the token may be recorded as being active.

[0134] At step 2, the token provider computer 110 may transmit the one-time
password to the authorizing entity computer 118. The authorizing entity computer 118
may be configured to maintain one or more contact data for the user 102. By way of
example, the authorizing entity computer 118 may include a phone number (e.qg., for

SMS messaging) and/or an email address (e.g., for electronic mail).

[0135] At step 3, the authorizing entity may prompt the user (e.g., via the
enrollment device 202) to indicate a preferred contact method (e.g., email, SMS

messaging, etc.).

[0136] At step 4, the user 102 may select a preferred contact method (e.g., SMS
messaging). As in FIG. 2, the enroliment device may be a user device associated with
the user 102 or the auxiliary device 104 of FIG. 1, but generally the enroliment device
202 may be the device utilized by the user 102 to perform the enrollment process of
FIG. 2.
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[0137] At step 5, the selection may be transmitted back to the authorizing entity

computer 118.

[0138] At step 6, the authorizing entity computer 118 may transmit the one-time
password using the selected preferred contact method (e.g., SMS messaging). The
one-time password may, for example, be transmitted via SMS message to the user
device 302 using a phone number known to the authorizing entity computer 118 and
associated with the user 102. It should be appreciated that, in some embodiments, the

user device 302 may be the same device as the enroliment device 202.

[0139] At step 7, the user may enter the one-time password received at user
device 302 into an interface provided at the enroliment device 202 (e.g., the auxiliary
device 104). The input may be transmitted to the authorizing entity computer 118 at step
8 and forwarded to the token provider computer 110 at step 9. The token provider
computer 110 may be configured to activate the token for use if the one-time password

received at step 9 matches the one-time password generated at step 1.

[0140] FIG. 4 shows an exemplary method 400 for authenticating a user with a
one-time password during a transaction, in accordance with at least one embodiment. In
some embodiments, the user 102 may have performed the enroliment process
described in FIG. 2 but has not yet authenticated himself using a one-time password as
described in FIG. 3. In some embodiments, the user 102 may be prompted during a
transaction for the one-time password. Thus, prior to performing the method 400, the
secure server computer 108 may store a token corresponding to a credential (e.q.,

payment data) associated with the user 102.

[0141] At step 1, the user 102 can then authenticate to the auxiliary device 104.
By way of example, the user 102 can enter (e.q., via a keyboard, touchpad, biometric
reader, etc.) authentication data (e.g., a username and password, a PIN, biometric data,
or any suitable data with which the user can be authenticated) into the auxiliary device
104.

[0142] At step 2, the auxiliary device 104 may initiate verification of the
authentication data. In the example depicted, the auxiliary device 104 initiates
verification by requesting verification be conducted by the secure server computer 108.
In some embodiments, the auxiliary device 104 may request verification of the

authentication data at the same time that the auxiliary device 104 requests a token
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and/or a cryptogram from the secure server computer 108. In some embodiments, the
secure server computer 108 stores the token associated with the credential of the user
102. In some embodiments, the token is inactive. Verifying the authentication data
received at the auxiliary device 104 may include comparing the received authentication
data to previously stored authentication data associated with the user. If the received
authentication data matches the previously stored data, the user may be authenticated
by the secure server computer 108 and the process may continue to step 4. If the
received data does not match the previously stored data, the user 102 may not be
authenticated and access to the token and/or cryptogram may be denied (e.g., a
message may be transmitted from the secure server computer 108 to the auxiliary
device 104 indicating authentication failed and an indication may be presented at the
auxiliary device 104).

[0143] At step 4, the secure server computer 108 may request (e.g., from the
token provider computer 110) a cryptogram corresponding to the token stored at the
secure server computer 108. A TAVV cryptogram can be one that accompanies a
payment token in an authorization request message. In some embodiments, the TAVV
may only be valid for a particular type of transaction channel (e.g., only e-commerce or
only physical point of sale transactions). If the token is received during a transaction and
the correct TAVV does not accompany the token, then the transaction may be denied
(e.q., by the processing network computer 116 operated by or on behalf of a processing

network).

[0144] At step 5, the token provider computer 110 can determine that the token is
in an inactive state and may generate a one-time passcode. The token provider
computer 110 can provide the one-time password to the authorizing entity computer 118
at step 6.

[0145] At step 7, the authorizing entity computer 118 may transmit the one-time
password using a previously selected preferred contact method (e.g., SMS messaging)
or utilizing one or more contact methods (e.g., SMS messaging, email, etc.) based at
least in part on contact data previously provided to the authorizing entity by the user
102. The one-time password may, for example, be transmitted via email message to an
email address known to the authorizing entity computer 118 and associated with the

user 102. The email message may be viewable from the user device 302.
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[0146] At step 8, the user may enter the one-time password received at user
device 302 into an interface provided at the auxiliary device 104. In some embodiments,
the token provider computer 110 may transmit (e.g., in response to receiving the
request at step 4) an indication to the secure server computer 108 that the user 102 has
not been authenticated via a one-time password. In response to receiving this
indication, the secure server computer 108 may cause the auxiliary device 104 to
provide the interface. The input provided via the interface may be transmitted to the
secure server computer 108 at step 9 and forwarded to the token provider computer
110 at step 10. The token provider computer 110 may be configured to activate the
token for use if the one-time password received at step 10 matches the one-time

password generated at step 5.

[0147] If the token is activated, the steps 11-22 may be performed. Steps 11-22
of FIG. 4 may correspond to steps 5-16 of FIG. 1 and will not be repeated here for
brevity.

[0148] FIG. 5 shows an exemplary method 500 for authenticating a user with a

one-time password, in accordance with at least one embodiment. In some
embodiments, the user 102 may have performed the enroliment process described in
FIG. 2, but has not yet authenticated himself using a one-time password. In some
embodiments, a token may be generated as described in connection with FIG. 1.
However, the token may be activated for limited use. By way of example, a number of
limited use thresholds may be associated with the token by the token provider computer
110 such that the token may be activated for a time period or for a certain number of
transactions (e.g., 1, 2, 5, etc.) before it is inactivated if the user has not been

authenticated with a one-time password prior to expiration of the limited use thresholds.

[0149] FIG. 5 depicts a use case in which the one-time password is prompted by
the partner and provided via an interface associated with the partner. The method 500
may be performed as part of the process of FIG. 1 (e.g., after the token is provided to

the secure server computer 108 at step 5).

[0150] At step 1 of method 500, the secure server computer 108 may request a

one-time password from the token provider computer 110.
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[0151] At step 2, the token provider computer 110 may generate a one-time
passcode. The token provider computer 110 can provide the one-time password to the

authorizing entity computer 118 at step 3.

[0152] At step 4, the authorizing entity computer 118 may transmit the one-time
password using a previously selected preferred contact method (e.g., SMS messaging)
or utilizing one or more contact methods (e.g., SMS messaging, email, etc.) based at
least in part on contact data previously provided to the authorizing entity by the user
102. The one-time password may, for example, be transmitted via SMS message to
phone number known to the authorizing entity computer 118 and associated with the

user 102. The SMS message may be viewable from the user device 402.

[01563] At step 6, the user may utilize the user device 402 (or another suitable
computing device) to access an interface provided by the secure server computer 108
(e.g., a webpage interface hosted by the partner via the secure server computer 108 or
another suitable web server computer). The user 102 may enter the one-time password
received at user device 302 into an interface provided by the secure server computer

108. The input may be received by the secure server computer 108 via the interface.

[0154] At step 7, the secure server computer 108 may forward the input to the

token provider computer 110.

[0155] At step 8, the token provider computer 110 may be configured to activate
the token for use if the one-time password received at step 7 matches the one-time

password generated at step 2.

[0156] FIG. 6 shows another exemplary method 600 for authenticating a user via
an issuer application, in accordance with at least one embodiment. In some
embodiments, the user 102 may have performed the enroliment process described in
FIG. 2, but has not yet authenticated himself via an issuer application. In some
embodiments, a token may be generated as described in connection with FIG. 1.
However, the token may be activated for limited use. By way of example, a number of
limited use thresholds may be associated with the token by the token provider computer
110 such that the token may be activate for a time period or for a certain number of
transactions (e.g., 1, 2, 5, etc.) before it is inactivated if the user has not been

authenticated via an issuer application prior to expiration of the limited use thresholds.
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[0157] FIG. 6 depicts a use case in which authentication is prompted by the
issuer and provided via an interface associated with the issuer. The method 600 may be
performed as part of the process of FIG. 2 (e.g., after step 4 when an approval for
generating a token is received by the authorizing entity computer 118) or at any suitable

time.

[0158] At step 1, the authorizing entity computer 118 may transmit instructions to
the user device 602 for performing authentication utilizing a one-time password. The
instructions may be received by the user device 602 via a client application 604

executing on the user device 602 and hosted by the issuer.

[0159] At step 2, the user 102 may review instructions (e.g., from the authorizing
entity computer 118) via an client application 604 associated with the issuer and
operating at the user device 602. By way of example, the user 102 may receive a
hyperlink and instructions to complete an authentication process via an interface of the
client application 604. The instructions may detail that the user 102 is to login to his

account via the client application 604.

[0160] At step 3, the user 102 may attempt to login to an account associated with
the issuer utilizing the client application 604 by providing a credential (e.g., a username

and password, a PIN, biometric data, or the like).

[0161] At step 4, the credential may be transmitted to the authorizing entity
computer 118 (the computer hosting the client application 604). If the credential
matches one stored by the issuer and associated with the user 102, the authorizing
entity computer 118 may determine the user 102 is authenticated and the method 600

may proceed to step 5.

[0162] At step 5, the authorizing entity computer 118 may transmit an indication
that the user 102 has been verified. This indication may be included in the message
transmitted at step 5 of FIG. 2 in some embodiments. The token provider computer 110

may be configured to activate the token upon receiving the indication at step 5.

[0163] FIG. 7 shows an process flow diagram for an exemplary process 700 for
generating multiple cryptograms, in accordance with at least one embodiment. The
process depicted in FIG. 7 may be performed by the token provider computer 110 of
FIG. 2.
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[0164] The process 700 may begin at 702, where a cryptogram request may be
received (e.g., via a cryptogram request message). By way of example, the token
provider computer 110 may receive a cryptogram request message from a token

requestor (e.g., the secure server computer 108 of FIG. 2).

[0165] At 704, the token provider computer 110 may obtain a profile associated
with the token requestor. As a non-limiting example, a token requestor (e.g., a partner
associated with the secure server computer 108) may have previously performed an
enroliment process and/or entered into an agreement with the token provider associated
with the token provider computer 110. The token provider computer 110 may be
configured to store profile data for one or more token requestors that include data
corresponding to that enroliment process and/or agreement. By way of example, the
profile data may include data such as a number of cryptograms that are allowed to be
requested by the token requestor in a given request (or a number of cryptograms
allowed to be requested by the token requestor for a given token). In some
embodiments, the partner may be an electronic wallet provider that provides an
electronic wallet application at the auxiliary device 104 of FIG. 2 that is hosted by the

secure server computer 108.

[0166] At 708, the token provider computer 110 may determine whether the token
requestor may pre-fetch cryptograms (e.g., whether the token requestor is allowed to

request multiple cryptograms for a given token and/or for a given request).

[0167] If the token requestor (e.g., the secure server computer 108) is not
allowed to pre-fetch cryptograms (e.g., as indicated in the profile data associated with
the secure server computer 108/the partner), the flow may proceed to 708, where an

error code indicating the request is not allowed and the process 700 may end.

[0168] Alternatively, if the token requestor (e.g., the secure server computer 108)
is not allowed to pre-fetch cryptograms (e.g., as indicated in the profile data associated
with the secure server computer 108/the partner), the flow may proceed to 710. At 710,
the token provider computer 110 may determine whether a number of requested
cryptograms included in the cryptogram request message is less than a maximum

number of cryptograms allowed for the token requestor (and/or for a single token).

[0169] If the number of cryptograms requested in the request is greater than or
equal to the maximum number of cryptograms allowed for the token requestor (and/or

for a single token) the flow may proceed to 712. At 712, the requested number of
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cryptograms may be set to the maximum number of cryptograms allowed and the flow
may proceed to 714. If the number of cryptograms requested in the request is less than
the maximum number of cryptograms allowed for the token requestor (and/or for a

single token) the flow may proceed directly to 714.

[0170] At 714, the token provider computer 110 may obtain a cryptogram (e.q.,
generate a cryptogram such as a TAVV) using any suitable cryptogram generation
process.

[0171] At 7186, the token provider computer 110 may add the obtained

cryptogram to a list of cryptograms and the flow may proceed to 718.

[0172] At 718, the token provider computer 110 may be configured to determine
whether the requested number of cryptograms have been obtained. If the requested
number of cryptograms has been obtained, the flow may proceed to 720 where a
cryptogram response message may be transmitted to the token requestor (e.g., the
secure server computer 108). The cryptogram response message may include the list of
cryptograms. If the requested number of cryptograms has not been obtained, the flow
may proceed back to 714. Steps 714 through 718 may be repeated any suitable number
of times corresponding to the number of cryptograms requested (or the number of

cryptograms requested after 712).

[0173] FIG. 8 shows an exemplary system 800 (e.g., the system 100 of FIG. 1)
and a process flow diagram for performing a biometric enrollment process, in
accordance with at least one embodiment. In some embodiments, at least some portion
of the process illustrated in FIG. 8 may be performed prior to the process depicted in
FIG. 1.

[0174] At step 1, a user 102 may utilize a computing device 802 to provide
biometric data (e.g., a fingerprint, a retina scan, an facial image, etc.). In some
embodiments, the computing device 802 may be an example of a user device or an
auxiliary device (e.g., the auxiliary device 104 of FIG. 1). The computing device 802
may include one or more input devices configured to receive biometric data. For
example, the computing device 802 may include a biometric reader, a camera, a retina
scanner, and/or the like. The computing device 802 may, in some cases, be provided by
a partner (or a merchant) for interfacing with the partner's backend system (e.g., the
secure server computer 108). As another example, the computing device 802 may be a

user device of the user 102 and the computing device 802 may be utilized to access the
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partner's website (e.g., hosted by the secure server computer 108 or another suitable

system) in order to provide biometric data.

[0175] According to various embodiments, the computing device 802 (e.g., the
auxiliary device 104 of FIG. 1) may be a biometric capable device that meets the
security, functional, and/or biometric capture requirements defined by one or more of a
token provider, a processing network, and/or an issuer. Generally, the computing device
802 can be capable of capturing one or more of the biometric modalities (e.qg.
fingerprint, facial imprint, eye/retina scan, voice sample). The computing device 802
may also protect and transmit the captured biometric data to the secure server
computer 108 (e.g., for storage) and the computing device 802 may protect cardholder
data and payment credentials (PCI and PII). In addition, some embodiments may use
an existing access device (e.g., a POS device) to process payment transaction. For
such embodiments, the computing device 802 may include hardware capable of
interacting with the existing access devices (NFC, QR Code, Magnetic stripe, etc.).
Depending on the biometric modality or modalities, the hardware may also have
additional sensors to detect the proximity of consumers in order to assist in determining

whether, and which, consumer is intending to make a payment.

[0176] Systems discussed in connection with various embodiments may also
include client applications (e.g. application software) developed to run on the computing
device 802. During enrollment, the application may guide a user through the enroliment
process and interact with the necessary biometric credential and payment credential
repositories (e.g., the secure server computer 108). For example, the client application
may instruct the user how to interact in order that sufficient biometric data for a modality
is captured. For example, if using a fingerprint modality, the client application may
instruct the consumer to roll a finger on the sensor or present the same finger multiple
times and at multiple angles. The client application may further be configured to provide
the necessary data to link the biometric to a payment credential. In some embodiments,
the client application may be configured to complete all necessary identification and/or

verification processes to authenticate the user 102.

[0177] At step 2, the computing device 802 may be utilized to provide the
biometric data to the secure server computer 108. In some embodiments, the biometric
data may be provided with a credential (e.g., a username/password, a PIN, etc.)

associated with a previously existing user account. In some embodiments, the
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credential (e.g., payment card data) may be captured from a physical card (e.g., via
NFC, a camera, a chip, a magstripe payment card, etc.) to be linked to the captured

biometric data.

[0178] At step 3, the secure server computer 108 may create a user account (or
access a previously existing user account with the credential provided) in response to
receiving the biometric data. The biometric data may be stored at the secure server
computer 108 and associated with the user 102 (e.g., via the user account managed by

the secure server computer 108).

[0179] At step 4, the computing device 802 may be utilized by the user 102 to
provide a payment data (e.q., an account identifier, a PAN, a credit card number, a debit
card number, etc.) to the secure server computer 108. In some embodiments, the user
account accessed at step 3 may already be associated with payment data. Thus, in
some examples, step 4 would not necessarily be performed. It should also be
appreciated that step 4 may, in some embodiments, be performed before step 2 and
that the user account, if created, may be created response to receiving the credential.

Thus, either the credential or the biometric data may be received first.

[0180] At step 5, the secure server computer 108 may submit a token request to
a token provider computer 110 for a token (e.g., for a card on file token). The token

request may be in any suitable form (e.g., a token request message).

[0181] At step 6, the token provider computer 110 may perform an eligibility
check. By way of example, the token provider computer 110 may transmit a message
(e.q., a token request message or any suitable message) to the authorizing entity
computer 118 to check for the issuer's participation and/or to request tokenization. In
some embodiments, the token provider computer 110 may request approval to generate
the token from the authorizing entity computer 118 without performing identification
and/or verification of the user 102. Accordingly, in some embodiments, the token
provider computer 110 may rely on authentication efforts and/or an assertion that the

user 102 has been authentication as provided by the secure server computer 108.

[0182] At step 7, the authorizing entity computer 118 may use the data received
at step 6 to determine whether to approve or decline the request. The authorizing entity
computer 118 may transmit a response (e.g., a token response message or any suitable
message) to the token provider computer 110 indicating the request has been approved

or declined.
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[0183] At step 8, based on receiving an indication that the request was approved,
the token provider computer 110 may generate a token for the payment data and
maintain an association (e.g., a mapping) between the token, the payment card data,

and the biometric data in memory.

[0184] In some embodiments, the token provider computer 110 may be
configured to generate one or more cryptograms for the newly generated token. If so,
the cryptogram(s) (e.g., multiple TAVVs) may also be associated with (e.g., mapped to0)
the token and the payment card data in memory. In some embodiments, the token
provider computer 110 may generate one or more cryptograms as part of a separate

request (e.g., in response to receiving a cryptogram request message).

[0185] At step 9, the token provider computer 110 may provide the token (and if
cryptogram(s) were generated, the cryptogram(s)) to the secure server computer 108
(e.q., via a token response message). The token (and cryptogram(s)) may be stored at

the secure server computer 108.

[0186] In some embodiments, the secure server computer 108 can request one
or more cryptograms via a separate request. For example, operations corresponding to
steps 8-10 of FIG. 2 may be performed to obtain one or more cryptograms

corresponding to the token.

[0187] FIG. 8 merely shows one example biometric enroliment process. In the
enroliment process described above, sufficient biometric data may be captured to be
able to perform a near real-time identification and match of biometric data. While not
necessarily performed on the same device as used to capture the biometric data, a key
component of enroliment is the ability to verify the identity of the user 102. Thus, in
some embodiments one or more of the secure server computer 108, the token provider
computer 110, or the authorizing entity computer 118 may perform an identification and
verification process with the user 102. Embodiments disclosed herein assure that there
is a strong link between the cardholder, their biometric data, and their chosen

credential(s).

[0188] FIG. 9 shows an exemplary system 900 (e.g., the system 100 of FIG. 1)
and process flow diagram for performing a biometric enrollment process during a
transaction, in accordance with at least one embodiment. In some embodiments, a

partner (e.g., a merchant different from a merchant associated with the access device
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112) may provide a computing device (e.g. auxiliary device 104) for the user 102 to use
in order to utilize an existing payment credential (e.g., a payment credential such as a

payment card previously provided via a website hosted by the partner and stored at the
secure server computer 108) for payments in a physical store (e.g., a store operated by

the merchant associated with the access device 112).

[0189] At step 1, the user 102 may provide a credential associated with a user
account managed by the secure server computer 108. For example, the user 102 may
enter a username and password, a PIN, or any suitable credential associated with the
user account. Additionally, the user 102 may provide biometric data at a biometric
device (e.g., a biometric scanner, a biometric reader, etc.) of the auxiliary device 104
(e.q., or a biometric device in communication with the auxiliary device 104). By way of
example, the user 102 may provider his fingerprint via a fingerprint scanner of the
auxiliary device 104. As another example, the user 102 may utilize a camera of the

auxiliary device 104 to provide an image of his face.

[0190] At step 2, the auxiliary device 104 may transmit an enrollment request
including the credential and the biometric data to the secure server computer 108 for
enroliment. The credential and biometric data may be transmitted via any suitable

message (e.g., an enrollment request message) of any suitable format.

[0191] At step 3, the secure server computer 108 may authenticate the user 102
by comparing the credential to previously stored credentials (e.g., credentials
associated with the user's account and previously provided at a partner website). If the
credentials provided do not match the previously stored credentials, the enroliment
request may be denied and the user 102 may be notified (e.g., via the auxiliary device
104) that the enroliment failed. If the credentials received match the previously stored
credentials, the secure server computer 108 may associate the biometric data with the

user account and/or credentials.

[0192] Steps 4-16 of FIG. 9 substantially match steps 4-16 discussed in

connection with FIG. 1 and will not be repeated here for brevity.

[0193] FIG. 10 shows a system 1000 (e.qg., the system 100 of FIG. 1) and an
exemplary process flow diagram for performing a transaction utilizing biometric data
associated with a user, in accordance with at least one embodiments. In some

embodiments, the user 102 may walk into a partner’s store and initiate a transaction.
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For example, the user 102 may select a number of items and an agent of the partner
may scan the items to obtain a total amount owed by the user 102 to the partner. The
total amount may include a total price for the items plus any suitable taxes and/or fees.
The process flow described in connection with FIG. 10 may be utilized by the user 102

to provide payment for the transaction.

[0194] At step 1, the user 102 may authenticate himself using biometric data
provided at a biometric device (e.g., a biometric scanner, a biometric reader, etc.) of the
auxiliary device 104 (e.g., or a biometric device in communication with the auxiliary
device 104). By way of example, the user 102 may provider his fingerprint via a
fingerprint scanner of the auxiliary device 104. As another example, the user 102 may

utilize a camera of the auxiliary device 104 to provide an image of his face.

[0195] At step 2, the auxiliary device 104 may transmit a token request (e.g., a
token request message) to request a token and a cryptogram (e.g., a TAVV). In some
embodiments, the token request may include the biometric data obtained at step 1. In
some embodiments, the biometric data may be transmitted first to the secure server
computer 108 via another message (e.g., a validation request message) prior to the
transmission of the token request. In some embodiments, the biometric data may be
authenticated prior to token operations. The biometric data may be transmitted via any
suitable message format. In some embodiments, the biometric data may be provided in

a request for a token transmitted to the secure server computer 108.

[0196] Although not depicted, it should be appreciated that, in some
embodiments, the auxiliary device 104 may store biometric data of the user 102
previously provided to the secure server computer 108. If so, the auxiliary device 104
may authenticate the user 102 by comparing the received biometric data to the
biometric data stored at the auxiliary device 104 and associated with the user 102. In

these examples, the biometric data may not be sent to the secure server computer 108.

[0197] At step 3, the secure server computer 108 may authenticate the user 102
by comparing the received biometric data to previously stored biometric data. If the
credentials provided do not match the previously stored credentials, the token request
may be denied and the user 102 may be notified (e.g., via the auxiliary device 104) that
the transaction failed. If the credentials received match the previously stored

credentials, the process may proceed to step 4.
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[0198] At step 4, the secure server computer 108 may transmit the token and a
cryptogram (e.q., a TAVV) to the auxiliary device 104 in response to authenticating the

biometric identity of the user 102.

[0199] Steps 5-14 of FIG. 9 substantially match steps 7-16 discussed in

connection with FIG. 1 and will not be repeated here for brevity.

[0200] FIG. 11 shows an exemplary system 1100 and process flow diagram
illustrating a limited-use key provisioning process, according to some embodiments. The

computers of FIG. 11 may be examples of the corresponding computers of FIG. 1.

[0201] In some embodiments, the user 102 may walk into a partner’s store and
initiate a transaction. For example, the user 102 may select a number of items and an
agent of the partner may scan the items to obtain a total amount owed by the user 102
to the partner. The total amount may include a total price for the items plus any suitable
taxes and/or fees. The process flow described in connection with FIG. 10 may be

utilized by the user 102 to provide payment for the transaction.

[0202] Steps 1-4 of FIG. 11 may correspond to steps 1-4 of FIG. 8. That is, a
process for providing biometric data and a credential may be performed in order to
create a user account and to generate and maintain a mapping between the user 102,

the biometric data and the credential.

[0203] At step 5, the secure server computer 108 may be configured to generate
an authorization request message that includes zero amount. The authorization may be

transmitted to the transport computer 114.

[0204] At step 6, the transport computer 114 may transmit the zero amount

authorization request message to the processing network computer 116.

[0205] At step 7, the processing network computer 116 may transmit the zero
amount authorization request message to the authorizing entity computer 118. Upon
receipt, the authorizing entity computer 118 may determine whether to approve or
decline the authorization request message. In some embodiments, a zero amount
authorization request message may be considered by the authorizing entity computer
118 to be an indication that the user has provided biometric data. The authorizing entity
computer 118 may be configured to perform any suitable authentication of the user 102
based at least in part on the data provided in the authorization request message.
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[0206] At step 8, the authorizing entity computer 118 may generate an
authorization response message indicating that the request was approved or declined.
The authorization response message may also include a zero amount. The authorizing
entity computer 118 may transmit the authorization response message to the

processing network computer 116.

[0207] At step 9, the processing network computer 116 may transmit the zero

amount authorization response message to the transport computer 114.

[0208] At step 10, the transport computer 114 may transmit the zero amount
authorization response message to the secure server computer 108. The secure server
computer 108 may determine that the authorization response message indicates that
the authorization request was authorized (e.g., indicating that the user 102 was
authenticated).

[0209] At step 11, the secure server computer 108 may transmit a token request
(e.q., via a token request message) to the token provider computer 110. In some
embodiments, the token request message may indicate a particular type of data. For
example, the token request message may indicate a request for a cryptographic key

(e.q., a limited-use key).

[0210] At step 12, the token provider computer 110 may perform an eligibility
check. By way of example, the token provider computer 110 may transmit a message
(e.q., a token request message or any suitable message) to the authorizing entity
computer 118 to check for the issuer's participation and/or to request tokenization. In
some embodiments, the token provider computer 110 may request approval to generate
the token (e.g., a cryptographic key such as a limited-use key) from the authorizing
entity computer 118 without performing identification and/or verification of the user 102.
Accordingly, in some embodiments, the token provider computer 110 may rely on
authentication efforts and/or an assertion that the user 102 has been authentication as

provided by the secure server computer 108.

[0211] At step 13, the authorizing entity computer 118 may use the data received
at step 12 to determine whether to approve or decline the token request. The
authorizing entity computer 118 may transmit a response (e.g., a token response
message or any suitable message) to the token provider computer 110 indicating the

request has been approved or declined.
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[0212] If the request is approved, the token provider computer 110 may be
configured to generate a limited-use key (LUK 1104) and a token (e.g., a token for the
credential/payment data) at step 14. By way of example, in some embodiments, the
token provider computer 110 may implement a set of key management functions that
manages issuer master derivation keys (MDKs) from which the limited-use keys (LUKSs)
for cloud-based transactions are derived. In some embodiments, the token provider
computer 110 may use a master derivation key (MDK) associated with issuer (e.qg., the
issuer associated with the authorizing entity computer 118) to generate the LUK 1104.
In some embodiments, authorizing entity computer 118 may provide the token provider
computer 110 with the issuer's MDK if the MDK is maintained or managed by
authorizing entity computer 118, or authorizing entity computer 118 may generate the
LUK 1104 and provide the token provider computer 110 with the LUK 1104. In either
case, the LUK 1104 can be generated based on a key index (e.g., a counter) that acts
as a seed for the generation of the LUK, and the key index can be shared between
token provider computer 110 and the authorizing entity computer 118 to facilitate
processing of transactions using the LUK. The token provider computer 110 (and/or the
authorizing entity computer 118) may maintain and enforce a number of limited-use
threshold that limit usage of the LUK 1104 (e.qg., for a threshold time period, for a
threshold number of transactions, etc.). In some embodiments, once the usage of the
LUK 1104 has exhausted or exceeded the set of one or more limited-use thresholds, a
further transaction conducted using that LUK 1104 will be declined even if the
underlying account is still in good standing. The set of one or more limited-use
thresholds to enforce can be determined, for example, by an issuer of the account (and
provided in the token response message from the authorizing entity computer 118) or

by the token provider computer 110.

[0213] The set of one or more limited-use thresholds may include at least one of
a time-to-live indicating the duration of time for which the LUK 1104 is valid, a
predetermined number of transactions for which the LUK 1104 is valid, and/or a
cumulative transaction amount indicating the total transaction amount summed across
one or more transactions for which the LUK 1104 is valid, or any combination thereof.
For example, the LUK 1104 may be valid for a time-to-live of five days, and a
transaction conducted using that LUK 1104 after five days have elapsed since the LUK
1104 was generated may be declined. As another example, a LUK 1104 may be valid

for a predetermined number of five transactions, and a sixth transaction (and any
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subsequent transaction) conducted using that LUK 1104 may be declined. As a further
example, a LUK 1104 may be valid for a cumulative transaction amount of five hundred
dollars, and a transaction conducted using the LUK 1104 after that LUK 1104 has
already been used for transactions totaling more than five hundred dollars may be

declined.

[0214] It should be understood that the limited usage values described above
are just examples, and that other usage limits can be used. For example, the number of
transactions usage limit can be set to a number in the range of 2 to 10 transactions, or a
number in the range of 5 to 50 transactions, etc., and the cumulative transaction amount
can be set to a value in the range of $100 to $5,000, or a value in the range of $10 to
$1000, etc.

[0215] It should also be noted that in some embodiments, the number of
transactions limited-use threshold can be set to one transaction such each LUK 1104 is
valid for only one transaction. However, in some embodiments, the network bandwidth
available to a portable communication device may be limited, or the portable
communication device may not always have uninterrupted network connectivity. As
such, the number of transactions limited-use threshold can be set to more than one
transaction (e.q., five transactions) in some embodiments, for example, to reduce the
frequency and amount of LUK replenishments over time, and hence reduce the amount

of network traffic used by the portable communication device over time.

[0216] In some embodiments, the set of one or more limited-use thresholds may
also include an international usage threshold and a domestic usage threshold indicating
separate limits for international transactions versus domestic transactions. For example,
the number of transactions that a LUK (e.g., the LUK 1104) may be valid for can be
higher for domestic transactions than for international transactions, if international
transactions are deemed to be more risky. The set of one or more limited-use
thresholds may also include a low value transaction threshold and a high value
transaction threshold indicating separate limits for low value transactions versus high
value transactions. For example, the number of transactions that a LUK may be valid for
can be higher for low value transactions (e.g., LUK valid for ten transactions under $20)
than for high value transactions (e.g., LUK valid for five transactions over $20) such that
low value transactions will trigger replenishment of the LUK less frequently than high

value transactions.
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[0217] In some embodiments, the set of one or more limited-use thresholds
associated with an account may change when the LUK is replenished such that a new
LUK replacing a previous LUK may have one or more different usage limits than the
previous LUK. This may occur, for example, based on changes in the consumer
spending habits, the location of the portable communication device, or the time of the
year, etc. For example, a new LUK may have a higher usage limit if the user has a
recent pattern of conducting many high value transactions, or when it is during the
holiday season when transaction activity is expected to increase. As another example, a
new LUK may have a lower usage limit if the location of the portable communication
device indicates that the user may have traveled to a high risk country where fraud is

prevalent.

[0218] In embodiments in which a LUK (e.g., LUK 1104) is associated with more
than one limited-use thresholds, the usage of the LUK (e.g., LUK 1104) can be
exhausted when any one of the limited-use thresholds is exceeded, or when some
combination of the limited-use thresholds is exceeded. Hence, replenishment of the
LUK may be triggered when any one of the limited-use thresholds is exceeded or is
about to be exceeded, or when some combination of the limited-use thresholds is

exceeded or is about to be exceeded.

[0219] At step 15, the token provider computer 110 may transmit the LUK 1104,
the corresponding key index, and the generated token to the secure server computer
108 where the LUK 1104 and token may be stored. The LUK 1104 may be utilized (e.g.,
by the auxiliary device 104 of FIG. 12 or the secure element device 1302 of FIG. 3)
during a transaction to calculate a transaction cryptogram or limited-use dynamic data
such as a verification value to support transactions that use verification values (e.g.,

dynamic card verification value (dCVV)).

[0220] FIG. 12 shows an exemplary system 1200 and process flow diagram
illustrating use case in which an auxiliary device is used to emulate a user device (e.qg.,
a payment card), according to some embodiments. The computers of FIG. 12 may be

examples of the corresponding computers of FIG. 1.

[0221] Embodiments depicted in FIG. 12 may identify and prevent a skimming
attempts between the auxiliary device 104 and the access device 112. In some
embodiments, the messages exchanged between the auxiliary device 104 and the

access device 112 may be similar to the messages exchanged between a payment card
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and the access device 112, such that the auxiliary device may emulate a payment card.
The auxiliary device 104 may act as an entry point for a transaction (e.g. the auxiliary
device 104 retrieves the LUK 1104 of FIG. 11 from the secure server computer 108,
initiates the transaction with the access device 112, etc.). The pickpocketing/skimming
risk may originate during the transmission of the credentials (e.g. payment data, card
data, account data) from the partner standalone device (e.g. the auxiliary device 104) to
the access device 112 using a skimming device. Embodiments may prohibit out of band
key sharing with the partner (neither Merchant’'s key nor Issuer Key). Embodiments may

also prohibit additional storage of any variable from the processing network side.

[0222] In some embodiments, the user 102 may walk into a partner’s store and
initiate a transaction. For example, the user 102 may select a number of items and an
agent of the partner may scan the items to obtain a total amount owed by the user 102
to the partner. The total amount may include a total price for the items plus any suitable
taxes and/or fees. The process flow described in connection with FIG. 10 may be
utilized by the user 102 to provide payment for the transaction. In some embodiments,
the auxiliary device 104 (or an application operating on the auxiliary device 104) may
communicate with the access device 112 using card emulation APIs of an operating
system of the auxiliary device 104. Thus, a transaction can be carried out without
requiring the use of a secure element (although a secure element can be used as
described in FIG. 13).

[0223] At step 1, the user 102 may authenticate himself using biometric data
provided at a biometric device (e.g., a biometric scanner, a biometric reader, etc.) of the
auxiliary device 104 (e.g., or a biometric device in communication with the auxiliary
device 104). By way of example, the user 102 may provider his fingerprint via a
fingerprint scanner of the auxiliary device 104. As another example, the user 102 may

utilize a camera of the auxiliary device 104 to provide an image of his face.

[0224] At step 2, the auxiliary device 104 may transmit a token request (e.g., a
token request message) to request data such as the token, the LUK 1104, and the key
index associated with the LUK 1104. In some embodiments, the token request may

include the biometric data obtained at step 1.

[0225] At step 3, the secure server computer 108 may authenticate the user 102
by comparing the received biometric data to previously stored biometric data. If the

received biometric data does not match previously provided biometric data, the token
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request may be denied and the user 102 may be notified (e.g., via the auxiliary device
104) that the transaction has failed. If the biometric data matches previously stored

biometric data the process may proceed to step 4.

[0226] At step 4, the secure server computer 108 may transmit the token, the
LUK 1104, and the corresponding key index to the auxiliary device 104 in response to

authenticating the biometric identity of the user 102.

[0227] At step 5, the auxiliary device 104 may utilize the LUK to calculate a
cryptogram (also referred to as an “interaction cryptogram”) or limited-use dynamic data
such as a verification value to support legacy transactions that use verification values

(e.g., dynamic card verification value (dCVV)).

[0228] At step 6, the auxiliary device 104 transmit track-2 equivalent data and the
cryptogram generated with the LUK to the access device 112. In some embodiments,
the track-2 equivalent data may include an account identifier (e.g., the token), an expiry
date, a service code, a PIN verification field, track-2 discretionary data, etc. In some
embodiments, the LUK and the corresponding key index may be embedded in the track-

2 discretionary data included in the authorization request message.

[0229] In some embodiments, the key index associated with the LUK may be the
key index include information pertaining to the generation of the LUK as described
herein. For example, the key index may be a seed that was used to generate the LUK,
and may include time information (e.g., a timestamp) indicating when the LUK was
generated, and/or may include a replenishment counter value indicating the number of
times that the LUK has been renewed or replenished for a particular account, mobile
application, or portable communication device. In some embodiments, the key index
may include an application transaction counter value indicating the number of
transactions that has been previously conducted by a mobile application of the portable
communication device at the time the LUK is generated, or may include a pseudo
random number generated by the token provider computer 110 or by a suitable entity

such as an issuer involved in processing the transaction.

[0230] At step 7, the access device 112 may generate and send an authorization
request message to the transport computer 114 operated by an acquirer. The
authorization request message can include the track-2 equivalent data, the LUK, the

key index, and the token.
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[0231] At step 8, the transport computer 114 may transmit the authorization

request message to the processing network computer 116.

[0232] At step 9, the processing network computer 116 may detokenize the token
to obtain a real account identifier (e.g., a personal account number (PAN) associated
with the token. In this regard, the processing network computer 116 may communicate
with the token provider computer 110. For example, the processing network computer
116 may provide the token and the cryptogram to the token provider computer 110. The
token provider computer 110 may verify that the token and the cryptogram are
associated with one another. If so, the token provider computer 110 may respond with

the real account identifier associated with the token and cryptogram.

[0233] At step 10, the processing network computer 116 may forward the
authorization request message to the authorizing entity computer 118 (an issuer
associated with the real account identifier. After authorizing entity computer 118
receives the authorization request message, the authorization request message may be
parsed, and the information in the authorization request message may be verified. For
example, authorizing entity computer 118 may verify that the transaction cryptogram
was generated by a valid LUK, and that the set of one or more limited-use thresholds
associated with the LUK has not been exceeded. In some embodiments, some or all of
the information in the authorization request message can also be sent to the token
provider computer 110 for verification and processing. For example, if authorizing entity
computer 118 does not have the capability to verify the cryptogram, the processing
network computer 116 and/or the authorizing entity computer 118 may forward the

cryptogram to the token provider computer 110 for verification.

[0234] At step 11, the authorizing entity computer 118 can approve or decline the
authorization request message and can transmit an authorization response message

back to processing network computer 116.

[0235] At step 12, the processing network computer 116 may transmit the

authorization response message to the transport computer 114.

[0236] At step 13, the transport computer 114 may transmit the authorization

response message to the access device 112.

[0237] At step 14, the auxiliary device 104 can delete the token, the LUK 1104,

the key index, and/or cryptogram from memory. It should be appreciated that this
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deletion can occur at any suitable time after performance of the operations of step 6. In
some embodiments, the access device 112 can transmit an indication that the
authorization response message of step 14 was received, which can cause the auxiliary
device 104 to delete the token, the LUK 1104, the key index, and/or cryptogram from

memory.

[0238] FIG. 13 shows an exemplary system 1300 and a process flow diagram
illustrating a use case in which secure element device is used to perform a transaction,
according to some embodiments. In some embodiments, a secure element device 1302
may be disposed between an auxiliary device 104 and an access device 112. In some
embodiments, the secure element device 1302 may be configured to communicate with
the auxiliary device 104 and/or the access device 112 via a short-range wireless
communications protocol (e.g., Bluetooth®). The auxiliary device may provide the token
and/or or any suitable data for generating a cryptogram to the secure element device.
By way of example, a token, the LUK 1104, and a corresponding key index used to
generate the LUK 1104 may be retrieved from the secure server computer 108 and
provided to an auxiliary device 104. In some embodiments, the token, the LUK 1104,
and the corresponding key index used to generate the LUK 1104 may be provided by
the auxiliary device 104 to the secure element device 1302 where they may be stored
(at least for a time). In some embodiments, the auxiliary device may further provide the
secure element device 1302 additional transaction information (e.g., such as track-2
equivalent data). The secure element device 1302 may receive additional access device
data (e.g., a terminal identifier, etc.). The remaining computers of FIG. 13 may be

examples of the corresponding computers of FIG. 1.

[0239] Embodiments depicted in FIG. 13 may identify and prevent a skimming
attempts between the secure element device 1302 and the access device 112. In some
embodiments, the messages exchanged between the secure element device 1302 and
the access device 112 may be similar to the messages exchanged between a payment
card and the access device 112, such that the secure element device 1302 may
emulate a payment card. The pickpocketing/skimming risk may originate during the
transmission of data between the secure element device 1302 and the access device

112 using a skimming device.

[0240] In some embodiments, the user 102 may walk into a partner’s store and

initiate a transaction. For example, the user 102 may select a number of items and an
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agent of the partner may scan the items to obtain a total amount owed by the user 102
to the partner. The total amount may include a total price for the items plus any suitable
taxes and/or fees. The process flow described in connection with FIG. 10 may be

utilized by the user 102 to provide payment for the transaction.

[0241] At step 1, the user 102 may authenticate himself using biometric data
provided at a biometric device (e.g., a biometric scanner, a biometric reader, etc.) of the
auxiliary device 104 (e.g., or a biometric device in communication with the auxiliary
device 104). By way of example, the user 102 may provider his fingerprint via a
fingerprint scanner of the auxiliary device 104. As another example, the user 102 may

utilize a camera of the auxiliary device 104 to provide an image of his face.

[0242] At step 2, the auxiliary device 104 may transmit a token request (e.g., a
token request message) to request data such as the token, the LUK 1104, and the key
index associated with the LUK 1104. In some embodiments, the token request may

include the biometric data obtained at step 1.

[0243] At step 3, the secure server computer 108 may authenticate the user 102
by comparing the received biometric data to previously stored biometric data. If the
received biometric data does not match previously provided biometric data, the token
request may be denied and the user 102 may be notified (e.g., via the auxiliary device
104) that the transaction has failed. If the biometric data matches previously stored

biometric data the process may proceed to step 4.

[0244] At step 4, the secure server computer 108 may transmit the token, the
LUK 1104, and the corresponding key index to the auxiliary device 104 in response to

authenticating the biometric identity of the user 102.

[0245] At step 5, the auxiliary device 104 may transmit the token, the LUK 1104,

and the corresponding key index to the secure element device 1302.

[0246] At step 6, the secure element device 1302 may request and receive
additional transaction data from the access device 112 (e.g., such as a terminal

identifier, transaction data such as a total price, a merchant identifier, etc.).

[0247] At step 7, the secure element device 1302 may utilize the LUK 1104 to
calculate a cryptogram (an interaction cryptogram) or limited-use dynamic data such as
a verification value to support legacy transactions that use verification values (e.g.,

dynamic card verification value (dCVV)). The secure element device 1302 may transmit
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track-2 equivalent data and the cryptogram generated with the LUK 1104 to the access
device 112. In some embodiments, the track-2 equivalent data may include an account
identifier (e.q., the token), an expiry date, a service code, a PIN verification field, track-2
discretionary data, etc. In some embodiments, the LUK and the corresponding key
index may be embedded in the track-2 discretionary data included in the authorization
request message. In some embodiments, the key index associated with the LUK may
be the key index include information pertaining to the generation of the LUK as
described herein. For example, the key index may be a seed that was used to generate
the LUK, and may include time information (e.g., a timestamp) indicating when the LUK
was generated, and/or may include a replenishment counter value indicating the
number of times that the LUK has been renewed or replenished for a particular account,
mobile application, or portable communication device. In some embodiments, the key
index may include an application transaction counter value indicating the number of
transactions that has been previously conducted by a mobile application of the portable
communication device at the time the LUK is generated, or may include a pseudo
random number generated by the token provider computer 110 or by a suitable entity

such as an issuer involved in processing the transaction.

[0248] At step 8, the secure element device 1302 may delete the token, the LUK

1104, and the key index from memory.

[0249] Steps 9-15 of FIG. 13 substantially match steps 7-13 of FIG. 12 and will

not be repeated here for brevity.

[0250] FIG. 14 shows an exemplary system 1400 and process flow diagram for
utilizing a single use value to generate a cryptogram, according to at least on
embodiment. In some embodiments, a single use value (e.g., a cryptographic key that is
derived differently from a limited-use key) may be utilized to generate a cryptogram
(e.g., an authorization request cryptogram, also referred to as an “ARQC”). FIG. 14
depicts a process for generating a cryptogram to prevent a pickpocketing/skimming risk
at the partner level for transaction processing. In the example depicted in FIG. 14, the
user 102 is presumed to have previously performed a biometric (authentication data)
enroliment process that has already linked authentication data (e.g., biometric data) to a
credential (e.g., a payment account identifier) associated with the user 102. Additionally,

the secure server computer 108 is presumed to have previously requested a token for
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the credential from the token provider computer 110. The token may already be stored

at the secure server computer 108 prior to the process depicted in FIG. 14.

[0251] At step 1, a user 102 may utilize the auxiliary device 104 to provide
authentication data (e.g., a username/password, PIN, biometric data such as a
fingerprint, a retina scan, an facial image). In some embodiments, the auxiliary device
104 may include one or more input devices configured to receive the authentication
data. For example, the auxiliary device 104 may include a biometric reader, a camera, a
retina scanner, and/or the like. The auxiliary device 104 may, in some cases, be
provided by a partner (or a merchant) for interfacing with the partner's backend system

(e.q., the secure server computer 108).

[0252] According to various embodiments, the auxiliary device 104 may be a
biometric capable device that meets the security, functional, and/or biometric capture
requirements defined by one or more of a token provider, a processing network, and/or
an issuer. Generally, the auxiliary device 104 can be capable of capturing one or more
of the biometric modalities (e.g. fingerprint, facial imprint, eye/retina scan, voice
sample). The auxiliary device 104 may also protect (e.g., encrypt) and transmit the
captured biometric data to the secure server computer 108 (e.g., for storage) and the
auxiliary device 104 may protect (e.g., encrypt) cardholder data and payment
credentials (PCI and PII data). In addition, some embodiments may use an existing
POS to process payment transaction. For such embodiments, the auxiliary device 104
may include hardware capable of interacting with an access device 112 using any
suitable communications protocol. Depending on the biometric modality or modalities,
the hardware may also have additional sensors to detect the proximity of consumers in
order to assist in determining whether, and which, consumer is intending to make a
payment. Systems discussed in connection with various embodiments may also include
client applications (e.g. application software) developed to run on the auxiliary device
104.

[0253] At step 2, the auxiliary device 104 may be utilized (e.qg., via the client
application) to provide the authentication data (e.g., the biometric data) to the secure
server computer 108. In some embodiments, the authentication data may be encrypted
by the auxiliary device 104 and decrypted by the secure server computer 108 (e.g.,

using a shared secret, etc.).
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[0254] At step 3, the secure server computer 108 compare the received
authentication data (e.g., the biometric data) to previously stored authentication data
(e.q., biometric data associated with the user 102). If the received authentication data
matches previously stored authentication data associated with the user 102, the
process may proceed to step 4. Otherwise, the user 102 may be notified (e.g., via the

auxiliary device 104) that the authentication has failed.

[0255] At step 4, the secure server computer 108 may request payment data by
calling the token provider computer 110 using a dedicated application programming
interface (e.g., a GetPaymentData API). The token provider computer 110 may be
configured to generate a transaction authentication verification value (TAVV) and a
single use value (SUV) (e.g., an encryption key, SUV 1402) based at least in part on
receiving a request via the dedicated API. The token provider computer 110 (or another
suitable component of system 1400) may derive SUV 1402 from a Unique Derivation
Key (UDK) (e.g., associated with an issuer) and a transaction counter. In some
embodiments, the token provider computer 110 may include, or be in communication
with a hardware security module (HSM) (not depicted) within which the SUV may be
derived.

[0256] At step 5, the token server 306 may send a TAVV, a token expiry date
associated with the token (e.qg., the token already stored at the secure server computer
108), and the SUV to the secure server computer 108. The secure server computer 108

may store the TAVV and the SUV in memory for subsequent use.

[0257] At step 6, the secure server computer 108 sends the token, the TAVV, a
token expiry date, and SUV 1402 to the auxiliary device 104.

[0258] At step 7, the auxiliary device 104 may receive at least an unpredictable
number from the access device 112. The unpredictable number may be received in
command data of a particular message such as a GPO (Get Processing Options)

command message.

[0259] At step 8, the auxiliary device 104 may compute a hash value of dynamic
data (e.g., the unpredictable number and the SUV 1402) and transmit some portion of
the hash value to the access device 112. In some embodiments, the auxiliary device
104 may compute the hash value by extracting the unpredictable number (UN) from the
command data (e.g. the last 4 bytes of the command data). Once extracted, the

unpredictable number may be concatenated with the SUV 1402. The concatenated
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value may be utilized as input into a hashing algorithm to generate a hash value. In
some embodiments, the auxiliary device 104 may be configured to utilize only a portion
of the calculated hash value as an authorization request cryptogram (ARQC). By way of
example, the auxiliary device 104 may extract the leading 8 bytes of the hash value and
utilize those 8 bytes as an ARQC. The auxiliary device 104 may transmit any suitable
combination of the token, the transaction counter, the ARQC, the unpredictable number,

and transaction data to the access device 112 at step 8.

[0260] At step 9, the access device 112 may generate an authorization request
message including the token, the transaction counter, the ARQC, the unpredictable
number, and transaction data. The access device 112 may transmit the authorization

request message to the transport computer 114.

[0261] At step 10, the transport computer 114 may transmit the authorization
request message including the ARQC and other information to the processing network
computer 116. According to various embodiments, the token provider computer 110 and
the processing network computer 116 may be managed by or integrated with a same

entity (e.g., a payment processor).

[0262] At step 11, the processing network computer 116 may retrieve the SUV
1402 (e.g., from the token provider computer 110) and may compute the hash value in
the manner described above in connection with step 8. In some embodiments, the
processing network computer 116 may provide the transaction counter to the token
provider computer 110. The token provider computer 110 may increment and store the
counter such that the next single use value may be derived using a different counter
value (thus ensuring uniqueness between single use values). The processing network
computer 116 may compare a portion of the computed hash value (e.g., the computed
ARQC) with the ARQC received in the authorization request message. If the values
match, the process may proceed to step 12. Otherwise, the authorization request
message may be declined. In some embodiments, the processing network computer
116 may perform a conversion from a first transaction data format to a second

transaction data format as discussed above in connection with FIG. 1 prior to step 12.

[0263] At step 12, the processing network computer 116 may transmit the

authorization request message to the authorizing entity computer 118.

[0264] At step 13, the authorizing entity computer 118 can approve or decline the

authorization request message and can transmit an authorization response message
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back to processing network computer 116. The authorization response message may

be in any suitable format (e.g., the second transaction data format).

[0265] At step 14, the processing network computer 116 may transmit the
authorization response message to the transport computer 114. It should be
appreciated that, in some embodiments, the processing network computer 116 may
convert the authorization response message from a second transaction data format to a

first transaction data format prior to the transmission.

[0266] At step 15, the transport computer 114 may transmit the authorization

response message to the access device 112.

[0267] At step 16, the auxiliary device 104 can delete the token, the SUV 1402,
the token expiry date, and/or the ARQC from memory. It should be appreciated that this
deletion can occur at any suitable time after performance of the operations of step 8. In
some embodiments, the access device 112 can transmit an indication that the
authorization response message of step 15 was received, which can cause the auxiliary

device 104 to delete this data from memory.

[0268] By utilizing the single use key and an unpredictable number from the
access device 112 to derive unique ARQCs, the system 1400 can protect against replay

and relay attacks.

[0269] FIG. 15 shows another exemplary system 1500 and process flow diagram
for utilizing a single use value to generate a cryptogram, according to at least on
embodiment. In the example depicted in FIG. 15, the user 102 is presumed to have
previously performed a biometric (authentication data) enroliment process that has
already linked authentication data (e.g., biometric data) to a credential (e.g., a payment
account identifier) associated with the user 102. Additionally, the secure server
computer 108 is presumed to have previously requested a token for the credential from
the token provider computer 110. The token may already be stored at the secure server
computer 108 prior to the process depicted in FIG. 15. Steps 1-3 of FIG. 15 are

substantially similar to steps 1-3 of FIG. 14 and will not be repeated here for brevity.

[0270] At step 4, the secure server computer 108 (e.g. a backend server for the
partner, the token requestor) sends a request (e.g., via a dedicated API, via a specific
message such as an encryption key request message) to the token provider computer

110 requesting an encryption key. The request may include, among other things, the
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token associated with the credential of user 102 and an application transaction counter
(ATC)). According to some embodiments, the secure server computer 108 may track

the ATC as the credential is utilized for transaction over time.

[0271] At step 5, the token provider computer 110 may derive a single use key
(SUK) (e.g., SUK 1502). In some embodiments, the SUK may be derived in a hardware
security module (HSM) of the token provider computer 110 (not depicted). According to
various embodiments, SUK 1502 may be derived from a Unique Derivation Key (UDK)
associated with the issuer and the ATC provided by the secure server computer 108.
The token provider computer 110 may transmit the SUK 1502 to the secure server
computer 108 (e.q., via an encryption key response message). The secure server
computer 108 may store the SUK 1502 for subsequent use. In some embodiments, the
secure server computer 108 can pre-fetch SUKs ahead of time. For example, multiple
SUKs can be obtained and stored at the secure server computer 108. The process for
obtaining multiple SUKs may be substantially similar to the process for obtaining

multiple cryptograms discussed in connection with FIG. 7.

[0272] At step 6, the auxiliary device 104 in communication with the access
device 112 may send a request for payment details to the access device 112. The
access device 112 may respond with an unpredictable number, among other terminal

data (e.g., transaction amount), at step 7.

[0273] At step 8, the auxiliary device 104 may transmit the data received from the
access device 112 to the secure server computer 108 to request a cryptogram from the

secure server computer 108.

[0274] At step 9, the secure server computer 108 may generate a cryptogram
(e.g., an ARQQC), using the SUK 1502, the token, the ATC, and the unpredictable
number in the manner described above in connection with FIG. 14. In some
embodiments, an ARQC may be generated using the SUK 1502, the token, the ATC,
the unpredictable number, and a transaction amount provided by the access device
112. The secure server computer 108 may return the cryptogram to the auxiliary device
104.

[0275] Steps 10-17 of FIG. 15 are substantially similar to steps 9-16 of FIG. 14
and will not be repeated here for brevity.
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[0276] It should be appreciated that, in the examples provided in FIGS. 1-15,
data transmitted between any two components (e.g., any suitable combination of
computers or devices) may be encrypted using a using a transport key (e.g. a
symmetric transport key or an asymmetric transport key). For example, the transmitter
of the data may encrypt the data using a symmetric transport key and the receiver of the
data may utilize the symmetric transport key to decrypt. It should be appreciated that
different transport keys may be utilized between each pair of devices in communication

with one another.

[0277] FIG. 16 shows an exemplary auxiliary device 1600, in accordance with at
least one embodiment. Auxiliary device 1600 may be an example of the auxiliary device
104 of the figures above. The auxiliary device 1600 may comprise a processor 1600A, a
network interface 1600B, a data store 1600C, input/output devices 1600D, and a

computer readable medium 1600E.

[0278] The network interface 1600B may be any suitable interface that enables
the auxiliary device 1600 to communicate with access devices, secure server

computers, secure element devices, and the like.

[0279] In some embodiments, the input/output devices 1600D may include a
keyboard, touchpad, mouse, printer, biometric device(s) (e.g., biometric reader, retina

scanner, fingerprint scanner, etc.).

[0280] The computer readable medium 1600E may comprise a data processing
module 1600F, an enroliment module 1600G, a transaction module 1600H, a
cryptogram generation module 1600I, and an interface module 1600J, and any other
suitable software module. The computer readable medium 1600E may also comprise
code, executable by the processor 1600A for implementing any of functions described

herein with respect to an auxiliary device.

[0281] The data processing module 1600F may comprise code that causes the
processor 1600A to process data. By way of example, the data processing module
1600F may be configured to cause the processor 1600A to receive any suitable data.
By way of example, the data processing module 1600F may be configured to receive
any suitable authentication data (e.g., username/password, biometric data, one-time
passwords, etc.). In some embodiments, the data processing module 1600F may

comprise code that causes the processor 1600A to compare received authentication
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data to stored authentication data (e.g., authentication data store in data store 1600C or
obtained by the data processing module 1600F from another source accessible to the

secure server computer 1700).

[0282] The enroliment module 1600G may comprise code that causes the
processor 1600A to perform any suitable operations associated with an auxiliary device

and discussed above in the enroliment processes of FIG. 2, 8, and 9, for example.

[0283] The transaction module 1600H may comprise code that causes the
processor 1600A to perform transaction. For example, the transaction module 1600H
may contain logic that causes the processor 1600A to request authentication of a user
via authentication data received from user input. The transaction module 1600H may be
able request a token and/or a cryptogram from a remote system (e.g., the secure server
computer 108 of FIG. 1). The transaction module 1600H may include code that, when
executed, causes the processor 1600A to call code associated with the cryptogram
generation module 1600I. The transaction module 1600H may include code that causes
the processor 1600A to transmit data to a secure server computer, an access device, or
a secure element device. In some embodiments, the transaction module 1600H may be
configured to cause the processor 1600A to exchange data with an access device in a
similar manner as a payment card. In some embodiments, the transaction module
1600H may be configured to cause the processor 1600A to transmit and/or receive data

to/from a secure server computer and/or an access device.

[0284] In some embodiments, the cryptogram generation module 16001 may be
configured to cause the processor 1600A to receive a limited-use key and/or a single
key (e.g., from a secure server computer). The cryptogram generation module 1600l
may be configured with code that may cause the processor 1600A to generate one or
more cryptograms (e.g., an interaction cryptogram, an ARQC, etc.) utilizing at least a
limited-use key or a single use key. For example, the cryptogram generation module
16001 may cause the processor 1600A to generate a cryptogram according to the

methods discussed above in connection with FIGS. 12 and 14.

[0285] In some embodiments, the interface module 1600J may comprise code
that causes the processor 1600A to provide one or more interfaces associated with the
functions described above in connection with an auxiliary. By way of example, the
interface module 1600J may provide interfaces for providing authentication data (e.g., a

credential such as payment data, a one-time password, biometric data, or other suitable
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user input for enroliment or authentication purposes). The interface module 1600J may
cause the processor 1600A to provide any suitable interface to enable the processor

1600A to perform the functions described above in connection with the FIGS. 1-15.

[0286] FIG. 17 shows an exemplary secure server computer, in accordance with
at least one embodiment. Secure server computer 1700 may be an example of the
secure server computer 108 of the figures above. The secure server computer 1700
may comprise a processor 1700A, a network interface 1700B, a data store 1700C, and

a computer readable medium 1700E.

[0287] The data store 1700C may be configured to store one or more tokens,
cryptograms, cryptographic keys (e.g., a limited-use key, a single use value, etc.), user
account data, biometric data, authentication data, or any suitable data for performing

the functions described above in connection with FIGS. 1-16.

[0288] The computer readable medium 1700E may comprise a data processing
module 1700F, an enroliment module 1700G, a transaction module 1700H, a
cryptogram generation module 1700l, and an interface module 1700J, and any other
suitable software module. The computer readable medium 1700E may also comprise
code, executable by the processor 1700A for implementing any of functions described

herein with respect to a secure server computer.

[0289] The network interface 1700B may be any suitable interface that enables
the secure server computer 1700 to communicate with auxiliary devices, token provider

computers, and the like.

[0290] The data processing module 1700F may comprise code that causes the
processor 1700A to process data. By way of example, the data processing module
1700F may be configured to cause the processor 1700A to receive any suitable data.
By way of example, the data processing module 1700F may be configured to receive
any suitable authentication data (e.g., username/password, biometric data, one-time
passwords, etc.). In some embodiments, the data processing module 1700F may
comprise code that causes the processor 1700A to compare received authentication
data to stored authentication data (e.g., authentication data store in data store 1700C or
obtained by the data processing module 1700F from another source accessible to the

secure server computer 1700).
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[0291] The enroliment module 1700G may comprise code that causes the
processor 1600A to perform any suitable operations associated with a secure server
computer and discussed above in the enroliment processes of FIG. 2, 8, and 9, for

example.

[0292] The transaction module 1700H may comprise code that causes the
processor 1700A to perform transaction. For example, the transaction module 1700H
may contain logic that causes the processor 1700A to request a token and/or a
cryptogram from a remote system (e.g., the secure server computer 108 of FIG. 1). The
transaction module 1700H may include code that, when executed, causes the
processor 1700A to call code associated with the cryptogram generation module 1700I.
In some embodiments, the transaction module 1700H may be configured to cause the
processor 1700A to transmit and/or receive data to/from an auxiliary device and/or a

token provider computer.

[0293] In some embodiments, the cryptogram generation module 16001 may be
configured to cause the processor 1700A to receive a limited-use key and/or a single
key (e.g., from a secure server computer). The cryptogram generation module 1600l
may be configured with code that may cause the processor 1700A to generate one or
more cryptograms (e.g., an interaction cryptogram, an ARQC, etc.) utilizing at least a
limited-use key or a single use key. For example, the cryptogram generation module
17001 may cause the processor 1700A to generate a cryptogram according to the

methods discussed above in connection with FIGS. 12 and 15.

[0294] In some embodiments, the interface module 1700J may comprise code
that causes the processor 1700A to provide one or more interfaces associated with the
functions described above in connection with a secure server computer. By way of
example, the interface module 1700J may provide interfaces associated with an online
website associated with a partner (e.g., an electronic marketplace provider, a merchant,
etc.). These interfaces may enable the user to enter user account data (e.g.,
authentication data, payment data, etc.). The user account data may be stored in the
data store 1700C for subsequent use (e.g., for authentication purposes, to retrieve

payment data, etc.).

[0295] FIG. 18 shows an exemplary secure element device, in accordance with at
least one embodiment. Secure element device 1800 may be an example of the secure

element device 1302 of FIG. 13. The secure element device 1800 may comprise a
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processor 1800A, a network interface 1800B, a secure data store 1800C, and a

computer readable medium 1800E.

[0296] The secure data store 1800C may be configured to store one or more
tokens, cryptograms, cryptographic keys (e.g., a limited-use key, a single use value,
etc.), transaction data, access device data, or any suitable data for performing the
functions described above in connection with FIG. 13. Generally, any data for
generating any cryptogram discussed above may be stored in the secure data store
1800C. Data stored in the secure data store 1800C may be encrypted or otherwise
protected such that only the processor 1800A and/or the components of the secure

element device 1800 may access the stored data.

[0297] The computer readable medium 1800E may comprise a data processing
module 1800F and a cryptogram generation module 1800G, and any other suitable
software module. The computer readable medium 1800E may also comprise code,
executable by the processor 1800A for implementing any of functions described herein

with respect to a secure element device.

[0298] The network interface 1800B may be any suitable interface that enables
the secure element device 1800 to communicate with auxiliary devices, access devices,
and the like.

[0299] The data processing module 1800F may comprise code that causes the
processor 1800A to process data. By way of example, the data processing module
1800F may be configured to cause the processor 1800A to receive any suitable data
such as transaction data, token data (e.g., a token, a token expiry date, etc.), one or
more cryptographic keys (e.g., a limited-use key, a single use key, etc.). In some
embodiments, the data processing module 1800F may comprise code that causes the

processor 1800A to store the received data in the secure data store 1800C.

[0300] In some embodiments, the cryptogram generation module 1800G may be
configured to cause the processor 1800A to receive a limited-use key and/or a single
key (e.g., from an auxiliary device). The cryptogram generation module 1800G may be
configured with code that may cause the processor 1800A to generate one or more
cryptograms (e.g., an interaction cryptogram, an ARQC, etc.) utilizing at least a limited-
use key or a single use key. For example, the cryptogram generation module 1800G

may cause the processor 1800A to generate a cryptogram according to the methods
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discussed above in connection with FIGS. 12 and 15. In some embodiments, the
generated cryptogram may be transmitted to an auxiliary device and/or an access

device.
TECHNICAL ADVANTAGES

[0301] As provided above, a consumer may conduct a transaction using their
credentials stored on the partner server (e.g., a secure server computer) by merely
presenting their authentication data at a physical location (e.g., via an auxiliary device).
For example, biometrics, and specifically biometrics that are not matched on the
consumer’s device, may provide a mechanism for a true seamless and potentially
frictionless (in the case of modalities that do not require physical contact) interaction at
a point of sale. Payment can occur without any need for a card, phone, wearable, or any
other consumer device as long as the point of interaction is able to recognize the
consumer and retrieve a credential that can be linked to that consumer. Embodiments
discussed herein for match-in-cloud biometric solutions aids device manufacturers,
software developers, payment service providers, merchants, and acquirers in providing

a reliable, convenient, secure payment experience.

[0302] As discussed above, physical user device are often needed to conduct
transaction at access device, but the need to carry a physical user device to access a
resource at an access device can be cumbersome. Utilizing the techniques provided
herein, a transaction may be conducted without the need of a physical user device,

utilizing the systems discussed herein.

[0303] Furthermore, embodiments provide that existing legacy access devices
may be utilized for transactions despite these devices lacking the capability of
conducting transactions using token or credentials that originate from a source other
than a user device. By utilizing the techniques disclosed herein, these legacy access
devices can be used to perform a greater number of different types of transactions than

would otherwise be available.

[0304] The techniques disclosed herein provide for a number of efficiency
advantages. By way of example, traditionally, authentication requests and requests for
tokens may be conducted utilizing processes and initiated using separate messages.
Embodiments provide efficiency benefits by initiating both authentication and token

procurement utilizing a single message. As another efficiency example, the ability to
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pre-fetch a number of cryptograms and stored those cryptograms for subsequent use
enables transactions to be conducted quicker as a separate token request for each
token would no longer be required. By utilizing previously obtained tokens stored at the
secure server computer, each subsequent transaction may be performed in less time by
retrieving the token from the secure server computer rather than requesting a new token

upon each transaction.

[0305] Any of the computing devices described herein may be an example of a
computer system that may be used to implement any of the entities or components
described above. The subsystems of such a computer system may be are
interconnected via a system bus. Additional subsystems include a printer, keyboard,
storage device, and monitor, which is coupled to display adapter. Peripherals and
input/output (1/0O) devices, which couple to I/O controller, can be connected to the
computer system by any number of means known in the art, such as a serial port. For
example, 1/0O port or external interface can be used to connect the computer apparatus
to a wide area network such as the Internet, a mouse input device, or a scanner. The
interconnection via system bus may allow the central processor to communicate with
each subsystem and to control the execution of instructions from system memory or the
storage device, as well as the exchange of information between subsystems. The

system memory and/or the storage device may embody a computer-readable medium.

[0306] As described, the inventive service may involve implementing one or more
functions, processes, operations or method steps. In some embodiments, the functions,
processes, operations or method steps may be implemented as a result of the
execution of a set of instructions or software code by a suitably-programmed computing
device, microprocessor, data processor, or the like. The set of instructions or software
code may be stored in a memory or other form of data storage element which is
accessed by the computing device, microprocessor, etc. In other embodiments, the
functions, processes, operations or method steps may be implemented by firmware or a

dedicated processor, integrated circuit, etc.

[0307] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions, or commands on a computer readable medium, such as a random

access memory (RAM), a read only memory (ROM), a magnetic medium such as a
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hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system or

network.

[0308] The above description is illustrative and is not restrictive. Many variations
of the invention may become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention can, therefore, be determined not with reference
to the above description, but instead can be determined with reference to the pending

claims along with their full scope or equivalents.

[0309] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0310] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

[0311] All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A method, comprising:

receiving, by an auxiliary device coupled to an access device,
authentication data from a user;

initiating, by the auxiliary device, verifying the authentication data by
providing the authentication data to a secure server computer and requesting a token
from the secure server computer, wherein the secure server computer determines that
the authentication data from the auxiliary device matches previously stored
authentication data associated with the user, and requests and receives a token and a
transaction authentication verification value from a token provider computer, wherein
the token is a payment token;

receiving, by the auxiliary device from the secure server computer, the
token and the transaction authentication verification value; and

providing, by the auxiliary device, the token and the transaction
authentication verification value to the access device, wherein the access device
subsequently generates an authorization request message, wherein the authorization
request message is a payment authorization request message, and wherein the method
further comprises:

receiving, by the auxiliary device from the secure server computer, an
indication that the user has yet to be authenticated according to a supplementary
authentication scheme;

prompting, by the auxiliary device, the user for user input;

receiving, by the auxiliary device, subsequent user input; and

transmitting, by the auxiliary device, the subsequent user input to the
secure server computer, wherein the secure server computer transmits the subsequent
user input to the token provider computer, wherein the token provider computer is
programmed to activate the token based at least in part on determining that the user
has been authenticated according to the supplementary authentication scheme, and

wherein the auxiliary device is an in-store auxiliary device and the access

device is an in-store access device.

2. The method of claim 1, wherein the token provider computer
generates a one-time password and provides the one-time password to an authorizing
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entity computer that then provides the one-time password to a client device in response

to the request for the token from the secure server computer.

3. The method of claim 2, wherein the token provider computer
activates the token in response to receiving, from the authorizing entity computer, an

indication the user has been authenticated using the one-time password.

4. The method of claim 2, wherein the token provider computer
activates the token based at least in part on determining that the subsequent user input

matches the one-time password.

5. The method of claim 2, wherein the auxiliary device provides the
token and the transaction authentication verification value to the access device in
response to receiving an indication from the secure server computer that the user has

been authenticated using the one-time password.

6. The method of claim 1, wherein requesting the token from the
secure server computer causes the secure server computer to:

generate a request for a plurality of cryptograms for transactions involving
tokens;

transmit the request to the token provider computer;

receive the plurality of cryptograms; and

store the plurality of cryptograms.

7. The method of claim 1, wherein the authentication data is biometric
data of the user, and wherein verifying the authentication data comprises:

transmitting, by the auxiliary device, the biometric data to the secure
server computer; and

receiving, by the auxiliary device, an indication that the biometric data was
verified by the secure server computer, wherein the access device generates the
authorization request message based at least in part on receiving the indication that the

biometric data was verified by the secure server computer.

8. The method of claim 1, wherein the authorization request message
is generated in a first data format, wherein the access device transmits the authorization

request message to a processing network computer, the processing network computer
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converting the authorization request message from the first data format to a second

data format.

9. The method of claim 1, further comprising:

receiving, by the auxiliary device from the secure server computer, a
single use value, the secure server computer receiving the single use value from the
token provider computer;

receiving, by the auxiliary device, an unpredictable value from the access
device,

generating, by the auxiliary device, an authorization request cryptogram
using the unpredictable value and the single use value, and

transmitting, by the auxiliary device, the authorization request cryptogram
to the access device, wherein the access device generates the authorization request
message to comprise the authorization request cryptogram and transmits the
authorization request message to a payment processing network through an acquirer
computer, wherein the payment processing network obtains the single use value from
the token provider computer, computes a new cryptogram using the unpredictable value
and the single use value, and processes the authorization request message if the new
cryptogram matches the authorization request cryptogram.

10. The method of claim 1, wherein the access device is a POS

system.

11. An auxiliary device coupled to an access device, the auxiliary
device comprising:
a processor; and
a computer readable medium coupled to the processor, the computer
readable medium comprising code executable by the processor to cause the auxiliary
device to:
receive authentication data associated with a user;
verify the authentication data by providing the authentication data to
a secure server computer and requesting a token from the secure server
computer, wherein the secure server computer determines that the
authentication data from the auxiliary device matches previously stored
authentication data associated with the user, and requests and receives a token
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and a transaction authentication verification value from a token provider
computer, wherein the token is a payment token;

receive the token and the transaction authentication verification
value from the secure server computer; and

provide the token and the transaction authentication verification
value to the access device, wherein the access device subsequently generates
an authorization request message, wherein the authorization request message is
a payment authorization request message, and wherein the code executable by
the processor further causes the auxiliary device to:

receive, from the secure server computer, an indication that the
user has yet to be authenticated according to a supplementary authentication
scheme;

prompt the user for user input;

receive subsequent user input; and

transmit the subsequent user input to the secure server computer,
wherein the secure server computer transmits the subsequent user input to the
token provider computer, wherein the token provider computer is programmed to
activate the token based at least in part on determining that the user has been
authenticated according to the supplementary authentication scheme, and

wherein the auxiliary device is an in-store auxiliary device and the

access device is an in-store access device.

12.  The auxiliary device of claim 11, wherein executing the code further
causes the auxiliary device to receive, with the token, a cryptogram of a plurality of
cryptograms stored at the secure server computer, the plurality of cryptograms being
requested and stored at the secure server computer in response to receiving the
request for the token.

13.  The auxiliary device of claim 11, wherein executing the code further
causes the auxiliary device to obtain payment credentials from the secure server
computer, wherein the auxiliary device provides the payment credentials to the access

device with the token and the transaction authentication verification value.

14.  The auxiliary device of claim 11, wherein executing the code further
causes the auxiliary device to:

identify that a one-time password authentication process is required;

71



prompt the user for a one-time password, the one-time password being
communicated to the user utilizing a user device associated with the user; and

authenticate the user based at least in part on the one-time password.

15.  The auxiliary device of claim 14, wherein the token is limited for use
in a threshold number of transactions until the user is authenticated with the one-time

password.

16.  The auxiliary device of claim 11, wherein executing the code further
causes the auxiliary device to:

obtain, from the secure server computer, a cryptographic key;

receive, from the access device, terminal data comprising an amount and
an identifier; and

encrypt, by the auxiliary device, the terminal data utilizing the

cryptographic key to generate an interaction cryptogram.

17.  The auxiliary device of claim 16, wherein the interaction cryptogram

is included in the authorization request message.

18.  The auxiliary device of claim 16, wherein the cryptographic key is a

limited use key.

19. The auxiliary device of claim 16, wherein the authorization request
message is authorized based at least in part on verifying, by a remote server, the

interaction cryptogram.
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