1 SYSTEM AND METHOD FOR PERVASI VE | NFORMATI ON
SYNCHRONI ZATION Field of the Invention [0001] The
present invention generally relates to pervasive
information synchronization. In particular, the
invention relates to a nethod; and system for

pervasi ve synchroni zing of information anong a
plurality of wireless devices and for tracking
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devi ces. Background yXNOerRONEAATPON 0002] Cont act
tracing of individuals who have cone into contact with

one another is crucial in situations where there is

an out break of acutely infectious diseases. An

exanpl e of such a nedical energency occurred in the
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person are generally propelled a short distance
tFrou the air. The virus spreads when the droplets
Bagkgr gd’g theINVeAtioMe nucous menbranes of the nouth,
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al so spread when a person touches a surface or object
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may be defined as having el
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[0003] SARS was caused by a previously unrecognized virus. The primary way
that SARS appeared to have spread was by close person-to-person contact. SARS
was thought to be transmitted most readily by respiratory droplets produced when
an infected person coughs or sneezes. The droplets from the cough or sneeze of an
infected person are generally propelled a short distance through the air. The virus
spreads when the droplets are deposited on the mucous membranes of the mouth,
nose, or eyes of persons who are nearby. The virus may also spread when a person
touches a surface or object contaminated with infectious droplets and then {ouches

his or her own mouth, nose, or eye(s).

[0004] In general, SARS may be described to be spread through close contact
between infected persons. Close contact may be defined as having a high
likelihood of direct contact with respiratory secretions and/or body fluids of the

person known to have SARS. Examples include kissing or embracing, sharing



2 eating or drinking utensils, close conversation

(wthin 3 feet), physical exam nation, and any ot her

di rect physical contact between people. [0005] Wile

such contagi ous viral outbreaks may possibly be

contained within a nedical facility such as a

hospital. The problem arises as in the SARS out break
wheregtihpeof rtﬁ?rfkt}ﬁg REASAN &5&' bh§el§é(t'im{ mEeR! Y 3 fee), physical
several "days later. An I hfecte per son y comne
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famly, colleagues, or passengers in a crowded public
transport. These people may then in turn be infected.
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peoﬁplée%@eh@s PREeRed NN ayawded pylilichranspaey Ehesepaepie may then in
manyal, o €%@@B tracing may nmai nly be based on the
known con acts such as famly nenbers, friends and
col | eagues. The earlier nentioned passengers in the

public transport vvoul d virtually be untraceable. The
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like a hospital. Additional Infrastructure such as RF
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contact tracing ceases to be eff ecti ve.
mentioned passengers in the public transport would virtually be untraceable. The
effectiveness of the contact tracing is also subject to the infected person’s memory,

and the recording may be prone to human error.

[0008] There have been other proposed methods using RFID tags. However, this
method is only effective in a predetermined premise, like a hospital. Additional
Infrastructure such as RF Transponders and RFID tag readers need to be installed
throughout the hospital and every person in the hospital will have to be issued with
an RFID tag. This method however only allows for the tracking of movement
within certain rooms or areas. Furthermore, once the person leaves the

predetermined premise, the contact tracing ceases to be effective.

[0009] Another proposed method involves the use of Short Messaging Service

(SMS) as available in most mobile phones today.



[0009] Another proposed nethod involves the use of

Short Messaging Service (SMS) as available in nost

nobi | e phones today. 3 [0010] Individuals carrying

nobi | e phones may during such outbreaks send SM5 of

their locations to a central server collating and

conpiling the data contained in the SM5. In the event

that an infected person may have been in a particul ar

| ocation, the server is able to identify other
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Summary of the Invention [0012] The present invention

seeks to provide a nethod and system for pervasive
syn¢riehiss sughj theer ivamhi appafenoned fob uradthdy aed syddre f@Sgervasive

devi ceg and. f ar .t racki proximty contact between )
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in i et e . i i . .

sy T R B T s e aTicP syspeges or
i nt deagt albwiapesahé diawpackistof tegeiorattwgstemshe  syst em
conprising: a plurality of contact traceable nobile

devi ces; each of the plurality of contact traceable

Sufthatyeofdhy IsRmtioRi Ng carried by each of the plurality
of individuals, each of the plurality of contact
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proximity contact between the plurality of wireless devices.

[0013] Accordingly, in one aspect, the present embodiment provides a system for
tracking a plurality of individuals coming into close proximity with each other, the
system comprising:

a plurality of contact traceable mobile devices;

each of the plurality of contact traceable mobile devices being carried by each of
the plurality of individuals, each of the plurality of contact traceable mobile devices
adapted for communicating within a personal area network, a wireless local area
network and a wireless wide area network;

a software module residing in each of the contact traceable mobile devices enabling
exchange and storage of a plurality of contact information via the personal area
network when at least one of the plurality of contact traceable mobile devices
comes into close proximity with another of the plurality contact traceable mobile

devices;



a software nodule residing in each of the contact

traceabl e nobi |l e devi ces enabling exchange and

storage of a plurality of contact information via the
personal area network when at | east one of the

plurality of contact traceablge nobile devices cones

into close proximty with another of the plurality
contagdckinpaeaablie @ENihe andQ¥HisLic fhur aﬁtyt (Ff%!ﬁia@gmformauon from
server for receiving and storing the plarality of
conﬁB%PhH%ﬂbPﬁﬁﬁﬂ%%ﬁﬁWEhkIBMEkﬁkuwahlty of contact
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whi cif theprtlﬂmet)pIolﬂﬁﬁﬂﬂvi@ham‘ wieRd iy icThdal o xvaiiey itICb@SE other in a
pr oxi wi th each other in a predeterm ned duration

of tﬂ‘%wr Aprationtdigiond aspect, the present

enbodi rrent provi des, a method conputer inplenent-able

nmet hod execut abl e by a first contact traceabl e nobile
devi[@g4] dn a secamkaspgeta the presdnt eybodin@ih provid’] aetethod computer

traceapl e nopil e deyices into close proximty
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dependi ng on aging criteria,

ar egrovemvip viith tbe ﬁsﬁannﬂacu’tgicéaiﬂe miopilofeide ﬂm membd cym@fising the
ot her _contact traceable nobile devices wthin range

of thB%personal area network; d. exchanging contact
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traceabl e "nobile devices that are within range; e.
st oPi ng eeitatiog pembeal peseinetwirk; nenory of the first
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range of the personal area network;
d. exchanging contact information if the plurality of other contact traceable

mobile devices that are within range;

€. storing contact information in memory of the first contact traceable mobile
device;
f. initiating download protocol if downloading of contact information is

required; and

g. downloading contact information to a tracking server;

wherein the contact information may be processed to determine which of the
plurality of other contact traceable mobile devices came into close proximity with

the first contact traceable mobile device in a predetermined duration of time.

[0015] In a third aspect, the present embodiment provides, a method computer
implement-able method executable by a first compatible entity for performing data
synchronization of a plurality of other compatible entities in close proximity with
the first compatible entity, the comprising the steps:

a. purging outdated data depending on aging criteria;



requi red; and g. downl oadi ng contact information to a
tracki ng server; wherein the contact informtion may
be processed to determ ne which of the plurality of
ot her contact traceabl e nobile devices cane into close
proximty with the first corgact traceable nobile
device in a predeterm ned duration of tinme. [0015] In
a third asfiesing joh@npreeemweabodi ment provi des, a
met hod conputer _inplenent-able nethod executable by a
first corfathmedoranyialyhe phrabis: sfortheregmpatitde entities within
SYNGAERIUARL bl o BLUIGL! Ly OF ot her compat | bl e
s in

entiti ose proximtity with the first conpatible
entidy, tevehapimy iasing deqeisdeeffSat RasPUigioTaheUsdAtRd of other
dat a deoe@di ntg,on aging criteria; 5 b. activating

per SORRPUNE ERTHRSISIRIN NS ear chi ng for any of the

pl ural i t)ﬁeggdiﬁ)% BE & blgqentities within range

of the personal area network; d. exchanging a data

sequence réspoading eatic datsegientheespiativalyi ty of ot her

conmp [ e. decodi ng the

a}ti_blg}?e%ttitiesm W thin ran(?e; ] _
dat & SEQD ERCELA shagence PRsRogreged & davaming which @f disgdurality of
I esRERE c¥BbMibINER : Y, ; v i
processed P 0 d%gtgsnwveégﬁ]i %ﬁE%ﬁ?ﬂg%ﬁ? gﬁ [ ftﬁnk)gﬁcznofmpaﬁbie entity in
ot hermredstpyaied|derationiofities. were in close proximity with
the first conpatible entity in a predeterm ned
duration of time. Brief Description of the Draw ngs
[0016] Enbodi nents of the present invention will now
be nore fully described, by way of exanple, with
Brief fiep eripdion Qﬂyﬂm@l‘@lﬂ’msngs of which: [0017] FIG 1
illustrates a bl ock diagramof a systemfor tracking
proximty contact between a plurality of contact

tr agea)l Entbobinheitdefmhe preseml iREHA0A FAT BoW Belm&iR8ully described, by

way of example, with reference to the drawings of which:

[0017] FIG.1 illustrates a block diagram of a system for tracking proximity contact
between a plurality of contact traceable mobile devices in accordance with the

present embodiment;

[0018] FIG.2 illustrates a flow chart for a method for tracking a plurality of contact
traceable mobile device in close proximity in accordance with the present

embodiment;

[0019] FIG.3 illustrates a flow chart for the initiating download protocol step of
FiG.2;

[0020] FIG.4 illustrates a flow chart illustrating the method for performing data
synchronization of a plurality of compatible entities in close proximity in

accordance with another embodiment; and



present enbodinent; [0018] FIG 2 illustrates a flow
chart for a nethod for tracking a plurality of contact
traceabl e nobile device in close proximty in
accordance with the present enbodiment; [0019] FIG 3
illustrates a flow chart for ghe initiating downl oad
protocol step of FIG 2; [0020] FIG 4 illustrates a

f I owo@RRrrIGH S fikshdtad 4 Ma bR RNk of RhncP @Jiﬁfl'r%'iﬂhegerg%cﬁmem.

synchroni zation of a plurality of conpatible entities
in close proximty in accordance wth another

and 6 [0021] FIGS5 illustrates a data
Deggqueggir)r%%mogccor dance with anot her enbodi nent.

Det ai | ed Description [0022] In the follow ng
descrlptlon details are provided to describe the
pr effd2ebdn theridlamis descoptioneleiaily erm pronidertto slsdribelsbe pleferred
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Somookvert Itiasehdﬂahbd)dlmeﬁﬁyrnﬁ}obe bRicdestvithesk aich!®RRgkN Some of
S0 as nof to obscure the preferred enbodi nent s.

[ oo2gseHstrils B Aet Podlesrribed atideneily 6¢ ag not te absauye dife preferred
con abl e nobile devices to be each carried

by tgﬁl%ﬁ)%%]?@?sgual The contact traceabl e nobil e device

is adapted to be able to exchange contact information
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devi ces which uti'lizes a personal area networ .
exchahgiahly tohexchemteacintaatfioformbiion widt othepeedadteravensd mobile

the ~—exchanged contact_ informafion my
cozg%\' CeRaYBEP Hh% g%ﬁ%ﬂxﬂﬁﬁ%'dtrpbg i§ Popsble; bygwag é’?\?esr‘)ﬂware module
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exchefiigek doneadanging shemoiteet indnmativer Aea pratésseekd dme, the

exchanged contact information may be consolidated and downloaded to a tracking
server which receives and stores the exchanged contact information from each of
the mobile devices. The exchange contact information can later be processed to
determine the individuals coming into close proximity of one another by way of the

contact traceable mobile device’s exchanged contact information.

[0024] Referring to FIG.1, an example of a system of present embodiment
comprises a tracking server 20 and a plurality of contact traceable mobile devices
50. The contact traceable mobile devices 50 are adapted to be able to communicate
with each other via a personal area network. The personal area network may be
implemented by way of using Bluetooth protocol, RFID or I'DA. Some examples
of these contact traceable mobile devices 50 are: mobile phones, PDAs, PDA

phones, laptops and notebooks.

[0025] A software module residing on the contact traceable mobile devices 50

enable the contact traceable mobile devices 50 to automatically exchange contact



determine the individuals comng into close proximty

of one another by way of the contact traceable nobile

devi ce' s exchanged contact information. [0024]

Referring to FIG 1, an exanple of a system of present

enbodi ment  conprises a tracking server 20 and a

plurality of contact traceable nobile devices 50. The
contigRimhtiCRA 8 d&@ﬂl@)ﬂ%@l‘ﬁ'vﬁﬁlsea%g oMcf. BAPiELe E&Ttgﬁﬁ traceable
able to communicate wth each other via a perso

ar eanghalevitsvices SHevqpad Sonativedy e@aidengwﬁmot}mycdnmct tr aceable mobile

i npl n way. of using, Bl uetooth protoc

or " (TR S RMaE s a0t s tpr e ERoBgh ficb N P ienidhe cxchange of
mobiihRrd i ublnas Bt bidnee PRARGS:onBRATacRRR mobile device 50
phones, |aptops and not ebooks. [0025] A software
noddd @ TERES- di ng on the contact traceabl e nobile

devices 50 enable the contact traceable nobile

devices 50 to automatically exchange contact 7
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Each of the contact traceable nobile devices 50 would

be &d@f5abe RroBidadetshel Pehinoip@ersendtasea natvakeay be considered to
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area network change o

aut disgdrice adllywirhiner aﬁ@@bﬁﬁk eehalcired hageab! avibinltBe context of
device 50 |s in range. [10026 Si nce the rang%of the
per SOMAF EC @& fwt %ﬁakcq beloveRiomay ke Fensidarsd ledwtinglose proximity.

tr a%@%k@na‘ﬁ@@d Ic&ngﬁvgfo?mg@ofﬁst t@lﬂ:ﬁ' S{OIP e %Bgtlacta&?ec%able mobile

net work nmay be consi dere ose

Fur tierecerciOdempbmasiéy. proxi mity may be a predeternlned
di stance well within range of the personal area
networ k. Wen in the context of contact tracing, any

di StO@.@f:’leW%leo‘ﬂ‘xez@ké%g@%fcﬁﬁﬁé&eﬁm%jm%a@mﬁeodcﬂrsc 91% at1ca11y and

proxi mty he exchanged contact information Is
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tenpor ari | e of contact,
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ad dbﬂrdr@,@ﬁ' codGhb s HohRm HWie d.ad bMiegUQ*he sbRRaRARLAAL residing on
i nformati on exchanged

the contact fraceable mobile devices 50 may simply prevent the contact information

from being viewed on the contact traceable mobile device 50 display.

[0028] At a predetermined time or when so desired, the stored contact information
in the contact traceable mobile devices 50 may be sent to the tracking server 20 for

further storage. This may be performed via a wireless communication network 10.

[0029] The contact traceable mobile devices 50 may be mobile phones, PDAs or
notebook computers further having wireless network capabilities compatible with
the wireless communication network 10. As such, the stored contact information in
the contact traceable mobile devices 50 may be transmitted to the tracking server
20 via the wireless communication network 10. Examples of the wireless

communication network 10 may be a Wireless Local Area Network, or a Wireless



is rendered unreadable by the individuals. This

mai ntai ns privacy between strangers comng into

contact with each other. The software nodul e residing

on the contact traceable nobile devices 50 may sinply
prevent the contact informatign from being viewed on

the contact traceabl e nobile device 50 display. [0028]

At awpae r 1 td esi . t or.ed ,
Cont e e e ARALI AR & SNER, B AT RER A R or
devi @erbisGionsyf both. sent to the tracking server 20 for

further storage. This may be perfornmed via a wreless
comuni cation network 10. [0029] The contact

t r acleedn) ETHOBOWEloHEME CFSthE Qo ABY: Qﬁox%io!llefoflg?d]'gge i laéi‘uracking
or notebook conputers further having wreless networ
capabiiatdbesayobmpatitipicd hyi the tredkengriseteked8 as and when there is a

conmupi-cat i on wor.k 10. such, the stored contac _

ot o Raf A e ARKife et %) PR Send & orberi e ween Kadhe wireles
50 n@ynmnitdtRASEG6RA 0 © thBRohthackdBEbIS SOk de%ge%’ 58 requesting
the wirel ess communi cati on network 10. Exanples of the

wi r dPedis exehamgemheasdadt drformeativnr Khe teqvest hessagehaebessit via SMS,

Loca)l . . LEel ess. W Area Network , .
suc%/ﬂggg Srrgé’.&ﬁa p{?ggf‘%l?%g a\gﬁlliltéeﬁtarvgﬂgblﬁetf’s\tg? R“B"?esé communication
conmbetvedrkdf, of both. [0030] The downl oadi ng of the

contact information for storage in the tracking

server 20 may be initiated by the tracking server 20

as HaRANRES . Ik Rt ' . The .tracki .
ser 3?3 20 mily seﬁt’j a Sr%ga’lrﬁgegﬂtﬂ bgrlrleﬁgg%%dem Plg ﬂiehce(m\gﬁcp %F‘éeﬁgle mobile
comdaviceatl oay hepraprimi@d te dbwelosd tHeasichdnga @ahe: information at
nobi | devicgs 50 requesting_ for the exchanged
conPHEEETRInGH REFF P! tipptoag iekingsssagh may be sent
via SM5, MV or other nessaging capabilities
avai l able to the wirel ess conmuni cation network 10.
[ 00BPR2IAIN ematitar vehhoditteat,s ofdividualsnodyl ehooesi @i Bgnddifonize or
the ;con wtraceabl.e npbile devices 50 may be .
pr oS“r}‘gﬂ#@@h?%e’i&gmeééa n&aﬁ(.emggz EVENGY é"dﬁ“@o’ﬂ%’dtanon 60 and using the
| nf eslapBdtht@ih 60 dopKIBALHR NG I PREAESscPer Db MExhApll®f the relay
tracki ng server 20.
station 60 may be personal computers having means for connecting to the internet,
The relay stations 60 may further be dedicated stations, booths or kiosks having
communication means to download the stored exchanged information into the

tracking server 20.

[0033] The heart of the present invention lies with the software module residing in
the contact traceable mobile device 50. The software module may be a wireless
application written in C++, Java, or VB.NET and executable on the contact

fraceable mobile device 50.

[0034] Referring to FI1G.2, the method 200 of the software module in accordance
with the present embodiment starts with the step of purging 210 outdated data
depending on aging criteria. The aging criteria is predetermined and any data that

has previously been synchronized and downloaded to the tracking server 20 may be



[0032] In another enbodi ment, individuals nmay choose
to synchronize or downl oad the exchanged cont act
information with a relay station 60 and using the
relay station 60 download the data to the tracking
server 20. Exanples of the rgay station 60 may be
personal conputers having means for connecting to the

i Nt @GARH. Thd BEInk &k @ iaSk %He%%e d ¥a t{l%%hrﬁalg SerPSored longer than a

dedi cated stations, booths or s havin

compiesicteamined dreation oﬁunlmywvbolaiobet tmlsgtemdem lewe atigfed the aging
|nf% tion,into the tracking server 20. [0033] The

hear't e&? a{]ﬁBeBP&Qm invention lies with the software
nodul e residing in the contact traceable nobile

devi ce 50. The software nodule may be a wirel ess
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enbodi nent starts wth the step of purging 210
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cri Uf‘er{e@f)éc%sr@ e]gl%%c%ﬁ P&% d(}% gyag ggg ]gort Hqé: example of

pr evi ous onlze

tr aBIhkel&gatB@liM@bolZ@eW&)e Rgistatipnl ﬁﬁ@delvﬂéed@@w%gy are performed to
criteria i based and data that has been stored

| on8&Vaterfa Sﬁaw]fﬁf%rcﬁé‘%’%‘i“llﬁ siegleddesicton of tine, woul d

be considered to have satisfied the aging criteria

and be purged. [0035] Next, the step of activating 215

t he[opéer}slfnml othrreeomativickatio moibhe de@méz&ﬁ@ aret fo&ﬁ&&hth@n range of

| e devi.ce 50 is for | owi ng whi ch, the
ot el R TEE T Ry onbgh BEHGh RGP CeBRRE Lo PriGuakb deerching 220
nmobitke devices 50 within range of the activated

personal area network is perforned. Depending on the
personal area network used, the respective protocols

and cedur are perfornmed. .For, the exa

a1 BP0 s Sorietdcsrile niobgR derde G Thstitynganee of the

di SEONERN p@fs@nzﬂ%éaoﬁé{ﬁfgrkt e A bVBLBaL SRREGHad Hformation is

simlarly enabled devices.
performed. The contact information exchanged may comprise of data having the
identification details of the contact traceable mobile devices 50 and the identities of
the individuals carrying the respective contact traceable mobile devices 50. In
addition, addresses and other types of information may further be exchanged. The
exchanged information at this stage is unreadable by the individuals receiving the
exchanged contact information. This protects the privacy among strangers but

maintains the gathering of data for contact tracing.

[0038] The exchanged contact information are then stored 235 as data in the

memory of the contact traceable mobile devices 50,

[0039] If downloading 240 of the data to the tracking server 20 is required, the step
of initiating 245 download protocol is performed. The downloading of the data

may be initiated automatically by the contact traceable mobile devices 50 after a



[0036] If no other contact traceable nobile devices 50

are found within range of the personal area network,

the nethod 200 continues to performthe searching 220

step. [0037] If another contact traceable nobile

device 50 is found within range of the activated

personal area network, the step of exchanging 230
contaedetdrifidBidodnfiitne RehAPRBatd B CQHRE Lo the tracking server
i nformati on exchanged may conprise of dat'a having the

i dertGireqesatingfordeq &ivoast the contact traceabl e nobile
devices 50 and the identities of the individuals

carrying the respective contact traceable nobile

devifets] d0onl the inigidiitd 005 oAARr RSAESaBPDINahe UYRCSNBning the
informati on may further be exchanggd. The. exchanged

i nf &FE@%%C%&@ Riigrmagtiogds then davakeades mtpihettaeking server 50. The
i ndivi , d_cont act . .
|t ormieE® BETELHLRG, L Earc F R RGeS E heceria mpbi dovices
but 5Orbatmbegi cusnet Waghigadrtper i ng of data for contact

tracing. [0038] The exchanged contact information are

then stored 235 as data in the nenory of the contact

of e RelRfnk tp dRGLT: 20 T g 2SWRBAL BUGRE vt
st eptartefwithrihe s@p iofi thebbtadomteats d npbiit deoice 58 checking for available
perfornmed. The dawnl oadin 1of t he data,}’1 rraIv:l_be_ L .
i ni tPEEERU Oowlf%%sﬁllﬁ?lssgat%a Bftoak  10r abiagives priority to the
MObivli 1A PEEEiT1 Ak adtehbdrk As 4R dhBSRI HEM &%@aﬁ%g 0k; Qd the cost
time or may be initiated 1n response’to the tratking

ser wwielvedds losvgnest i ng for the downl oad. [0040] Upon

the initiating 245 of the downl oad protocol, the data
contai ning the exchanged contact information is then
dowoazydBidxi, MiOste e EHcakink Mo SRIMEE BHneclidg to AR local area
200 then continues to search 220 for other contact

t r aBRFe 3hpbi paideeicdde ssmdatatfonmyreteosmioonl tileh metwork are for

ran LEin FlG 3, the step of _
Wl ?’?ag%él%g@kg%?gaﬁp’oaé% Strg)ra'oltl%‘col , further starts with
the step of the contact traceable nobile device 50

checki ng for avail abl e ) ) , ,
[0043] gAfterwhwh, the step of checking for available connection to a wireless wide

area network is performed. Some examples of wireless wide area networks are
mobile phone communication networks, GPRS networks, 3G networks and 4G

networks.

[0044] Next, the step of selecting a best connection for downloading of data is

performed.

[0045] While the described embodiment describes the implementation in terms of
contact tracing, it is obvious to one skilled in the art, that the exchange of data may

comprise a variety of other different contents.

[0046] Referring to FIG.4, another embodiment of the present invention may

involve a plurality of compatible entities replacing the contact traceable mobile



connections to a wirel ess personal area network 3 10.

This gives priority to the wreless personal area

network as the downl oad speed is relatively fast and

the cost involved is lower. [0042] Next, the step of

checking for avail able connqulon to a wireless |oca

area network 315 is perforne The standards for

W I ele@fsts bOCahe @!')ﬁﬁat'ﬂcﬂé %’L‘iﬁ%s%‘ite d@es a@?ﬁ&?&ﬁuﬁgﬁ it 1 capabilities

802. 11b, and 802.1 . [0043] terwh e

chedR |0ﬁlq1rrfmcam/@~rell abdnée cfamm&of nciwotks Furtheehas sthw éhe adapted to
erforne es of wrel

o o B e bR <toa P i AR L RS eHcb MG Riose o with similarly

net waaksd céRRBibIeEMAlks, 3G networks and 4G networks.

[0044] Next, the step of selecting a best connection

for downl oading of data is perforned. [0045] Wi | e

| 1ARE iR e Bt WM FRL e?@hbesﬂag{% s of purging

skl |41 @ dhutdatedhiataddpendingtontal (%Q?Sﬁél@ﬂgﬂzeoi oilAd R IR Y Opredeteimmed
npri se gtvairl ety of_ other fferent contents. 46]
8

Rof @GP PRy date that @?541916’.!&%?151 Secibpitnshiontad and d@\n@lome@sre e tracking
I nvVegt koM ?ve a plurality of conpatible
b PRg®

entities rep he contact traceable mobile 11

devi ces 50 The conpatible entities are devices

adapt ed rly w capabilities to comunicate

ovef0048 é =v e 8ty %‘? apaYaiBiEk 415 rhe tiessanst erea meywenkefor the

ad a%ﬁgaﬁtﬂc eﬁ’trl‘r.'lé'gai%' ol RGP gf‘él?o%iﬂg %&H?&i{‘ G a§t§p dgeﬁ’tl%ng 420 for

perform data synchronization w

corrp‘ém obmpetble tandisies FOMAT tanEbef med haﬂva‘ﬁdlﬂpaéortaharea network is
nB i bl e entities starts with the step of purging

410 %%?B’a? ed data depending on aging criteria. The

aging criteriais predetermned and any data that has

previ ous| y been synchroni zed and downl oaded to the

t r alORFH gl neepther c@Opatiye beitipamgethund within range of the personal area

network, the method 400 continues to perform the searching 420 step.

[0050] If another compatible entity is found within range of the activated personal
area network, the step of exchanging 430 a predetermined data sequence is
performed. The data sequence may comprise of data having the identification

details of the contact traceable mobile devices 50.

[0051] Referring to FI1G.5, the data sequence 500 may comprise the following
portions: a START field 510, a LENGTH field 530, a STYPE field 550, a MTYPE
field 570 and a MESSAGE field 590.

[0052] The START field 510 defines a unique 8-bit pattern to identify the start of
the data sequence. LENGTH field 530 specifies length of the MESSAGE field 590
in Bytes, and excludes the first 4 bytes. There is no pre-defined format for the
MESSAGE field 590 except that it should be in byte-array form. This provides

flexibility and scalability in the type of content in the data sequence.



[0048] Next, the step of activating 415 the persona
area network for the conpatible entities is
performed. Followi ng which, the step of searching 420
for other conpatible entities within range of the
activated personal area netwopk is performed. [0049]
If no other conpatible entities are found wi thin range
of the personal area network, the method 400
continues to performthe searching 420 step. [0050] If
anot her conpatible entity is found wthin range of the

act i d ) ar ea_.ne rk, the step, of | .

orcc B ns P55 TR s BeP o EG i A Seibenel sy sending the dta
per f yoatte. STy Pdafidd SOOI LRGN IR CHRARE Latin®k t¥RNich allows for a
having, the identification details of the contact

t r acEAPIE b 0y BRI ICESY BID fieldg 359] CRefeat déstap tpecific@®n defines
t he e 0 i.se the follow ng
port@géﬁgyﬁeg%ﬁ%%s’%?%r %&J@E%’EN@H field 530, a

STYPE field 550, a MIYPE field 570 and a MESSAGE

field SQOMgLYOOSZ] The START field 510 defines a uni que

8- bi P8¢t Yd Y | Beld feftdefipes fype o anassage intthe MBISAGE field 570 in
seq j : | engt h, of , t he . .
VESTARRT P S b0 M T PR PR SRR AR SRBhGU & i 8 pies which

byt edlowkhier @ definidop o€ 2d6ftypedofl BITERE fiRtdst 18, WRRSASE defined
field 590 excegt_ _ t.it should be in byte-array form

Thi SUHPRSA BEES ake &xilbinfpigational weaageithdtowilli be stheedtipghe peer’s
of ; (W a7 . rI@?Q 12 5 1 . :
fi eﬁggggouogpsg%%?iﬁggp%tﬁgét&%gg 0 tiheR(%a%ﬁggégr%%ttﬁquem for
sendiddgionhlgnfhamatiorseuensase. STYPE field 550 is

currently defined as having 8 bits which allows for a
definition of 256 types of STYPE fields 550. Current

desij@ssp Regétingabi 190 definese sfe r(ﬁﬁ\){{%ﬁﬁ@g@?ﬂg%%{)@é’ta sequence is

server, client "and relay. [0054

def ipgEermgpehwsiepos dacmliig43 htheMesSi@Eehdeels dxBRAed.nThe STYPE
t he egquence,.. MIYPE field, 570 is. currently .

def ifﬂei‘%%éé %‘2@?%38@ FOPENGRS 15 ASIEITRiBRR apgy (g rebpective steps are
def ippifbiresy. of 256 types of MIYPE fields 570. Currently
def i ned

[0056] If the STYPE field 530 is a server, the compatible entity receiving the data
sequence will perform the step of responding 445 to a server request in the data

sequence if any. The step of storing 455 the data sequence is then performed if

required.

[0057] If the STYPE field 530 is a client, the compatible entity receiving the data

sequence will perform the step of storing 455 the data sequence if required.

[0058] If the STYPE field 530 is a relay, the compatible entity receiving the data
sequence will perform the step of responding 445 to relay instructions in the data
sequence if any. The step of storing 455 the data sequence is then performed if

required.



nmessage types are: FYl: informational nessage that

W ll be stored in the peer's application's persistent
storage, and REQ 1 - REQ x: a nessage that requests

for additional information or a response. [0055]

Referring to FIG 4, after thesstep of exchanging 430 a

data sequence is perforned, the step of decodi ng 435

t he gassp Be@ﬁuemwﬂ&r@ggféaﬁ@h thEh%uﬁJ Enefdr@ddlimafks Aave been
t he data sequences is determ ned and e respective

st ep%esatrﬂée peddtard.nearious onedfications iﬁ@dgfﬁ\pﬁﬁfemeaksdcﬂﬁbe insmde by a

: enL |
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server request in the data sequence if any. The step
of storing 455 the data sequence is then perforned if
required. [0057] If the STYPE field 530 is a client,
the conpatible entity receiving the data sequence
will performthe step of storing 455 the data sequence
if required. [0058] If the STYPE field 530 is a rel ay,
the conpatible entity receiving the data sequence
will performthe step of responding 445 to rel ay
instructions in the data sequence if any. The step of
storing 455 the data sequence is then perforned if
required. 13 [0059] It wll be further appreciated
t hat al t hough the enbodi nents have been described in
detail, various nodifications and inprovenents can be
made by a person skilled in the art w thout departing
fromthe scope of the present invention. 14 dains |
A systemfor tracking a plurality of individuals
comng into close proximty with each other, the
system conprising: a plurality of contact traceable
nobi | e devi ces, wherein



each of the plurality of contact traceable nobile

devi ces being carried by each of the plurality of

i ndi vi dual s, each of the plurality of contact

traceabl e nobil e devices adapted for conmmunicating

within a wirel ess personal ayea network, a wireless

| ocal area network and a wireless wide area network;

of tware nodul e residing in each of the contact

traceabl e nobil e devices for enabling exchange and

storage of a plurality of contact information via the

per sonal ea network when at. |east one of the o
L pl fi aﬁt?fg}af%f Bagrnd ol e anndi AR o ey e eltse pegdmity wit
cach Bher, 1d QRPN Wirlgy Wi th another of the plurality

contact traceable nobile devices, wherein the

exchngsly enenstoradaatwbils deendenbdreinr eadabl e by

the i.ndjpyidyal ..carrying the contact traceable nobjile

dogeeib ot YRG! e rpesty babls ARSI ey cach of
the tph@alpty UsRIddivd@fls, Ciah agt th: NEIGFIBE bR offa@iMradddBle mobile devices

plurality of contact traceable nobile devices at a

adapyeed fut@nHpwdentingnEitlsn ansriessceryhaal area netiod. ¢ wirglagsnlocal area
. .aceabl ¢ ile device initiates a
lwu%%§ﬁﬁ%§§%%%%fg%%?Sggbﬁgﬂggntact traceabl e nobile

dewi gdtvede ekslulOfesiliad akheh 6DRecditan tteedthe nwibilel RSkes for

ersonal area network, the wireless |ocal area network
enal g %‘Caﬁ:%& AR CROtactif{praelie vy te pegpnal arca
net PR IRRh| 0 TeakCondoMmk ?ﬁgl&lit? he gellt%ial!réc'éé(bl fmqi)(?[@ gd@{?i:iq:es comes into
Information IS processe o determ ne ich of the
closp Ipumainity yvithodnoithed io¥ itetudingliyeroatdcniredeable mpobibei duivicys, wittelein the
each, other in ,a predetern ne uratjon of tinme; .th
exoiGEr I e e ShEnIBEY %eag%}ﬂa b dhe daatsidugiaeiyine the contact
tracSBREAEHINGIQReagi Ng criteria. 2. The systemof claim1,
wherein the software nodul e operable to purge the data

t hattrackiag sprvev fousieyvibeend sonehtherpluetityarfdodewnteamation from
, qlracking server., 3. .The systemof claim1, wherein
the DGLY B PR S E s Bia P oS Rt anprefediafpdy et hen so
desitadacki ng server via the wireless |ocal area network.

15 4. The systemof claim1, wherein the plurality of

conthstain whep theacpsract gaccahle mebifhdevice initiates a download protocol,

the contact traceable mobile device checks for available connection to the wireless
personal area network, the wireless local area network and a wireless wide area network,
and selects a best connection for download;

the plurality of contact information is processed to determine which of the plurality
of individuals were in close proximity with each other in a predetermined duration of time;

the software module operable to purge outdated data depending on aging criteria.

2. The system of claim 1, wherein the software module operable to purge the data that

has previously been synchronized and download to the tracking server,

3. The system of claim 1, wherein the plurality of contact information is sent to the

tracking server via the wireless local area network.



tracking server via the wireless wi de area network. 5.

The systemof claiml, further conprises a relay

station, wherein the plurality of contact informtion

is downl oaded to the relay station before being

rel ayed to the tracking ser§ 6. A conputer

i npl enent - abl e nethod execut bIe by a first contact
4. E)tr ﬁgl?ea Osﬁetnggr {afhé C1 Paiie m%rlfl C [?lulagl Lo ces%%cg ﬁﬁ%‘éxmatlc%ﬁ i3 Sent to the
tracklirgservep Kincherinintlend tvhjctalﬁ@ ddtweitk. contact tr aceabl e

nobi | e device, the nethod conprising the steps: a.

pur gi ng out dated data dependi ng on aging criteria; b.

act I i ng.: T
5 of TREhsfith BFpRARTy TENRE ORRARES: o, S60LF A Mo Aty of
conct@v trd’esnannon hs dowmnlamipd tofthd kéaypeatmanaforabemgneltiyar fo; thel tracking

exchangi ng contact information if the plurality of
%{her contact traceable nobile devices that are

within range; e. storing contact information in nmenory

of the first contact traceable nobile device; f.
6. ini Aicatn'pn@:r dopkeneadatpe otetirol exctutdiawily cafiish gorgct ¢aneabbt mobile

ce i3 I B pBrd RO P g B0 Bt o BEHER R APRERE ino clos

prokinil® With thohBR Aradesidesle nWbHEE abvicd, ke @eMbACbmprising the steps:
information is processed to det er mi ne whi ch of the

a pl Lnt%lmwtttﬁiﬁled@iﬁw&ep@ma@m agipgeseble nobil e devi ces
ca Ly with the first contact

b. trg%gg F% %ﬁ%l Jgéﬁgélﬁn a predeterm ned duration of

c. ti mearching fexaiyarfgiedplandityssbrtke coanot @atabio brbilatedtes 8ithin
render ed Fnreadable by individuals carrying the
corffagd Ot e pREHIb e ABBMCB devi ces wher ei n step f.

d. furdber, rﬁ?ﬁ”&fﬂtzﬁf%ﬁonﬁatﬁ} El%he g:lurai?t efkinG (%Yl?zic g!:eeab!e mobile

connect IO to Wi reless person a network
chebkwngﬁaVanhmﬁhmum@qnect|on to wirel ess Iocal area

cking avai | abl e. connection to wirele

Wi CFED g}gecgnwgt Wg(}rmatl 1t memory of tﬁe Pnst contact traceable mobﬂc’e device,
f. initiating download protocol if downloading of contact information is required; and
& downloading contact information to a tracking server at a predetermined time or

when so desired;

wherein the contact information is processed to determine which of the plurality of
other contact traceable mobile devices came into close proximity with the first contact
traceable mobile device in a predetermined duration of time, the exchanged and stored
contact information is rendered unreadable by individuals carrying the contact traceable
mobile devices

wherein step f. further comprises the steps:

f1, checking available connection to wireless personal area network;
2. checking available connection to wireless local area network;
£3. checking available connection to wireless wide area network; and

f4. selecting best connection for download.



f4. selecting best connection for download. 16 7. The
nmet hod of claim6, wherein the wirel ess personal area
network conprises at |east one of the follow ng
protocol s: Bluetooth protocol, or |IRDA protocol. 8.
The nmet hod of cl aim 6, mherqgn the wireless w de area
netvvork conprises at | east ne of the foll ow ng:
al cati.on, net GPRS net wor 3G
7 ot i R O PR BRI P STt oty woise a
leastBhdiofthe ke wtiap botdiyla Bludtsith priigat,idblRDarbloyolf or
perform ng data synchronization of a plurality of
ot her conpatible entities in close proximty with the
g. Tirgk rﬁfﬂﬂp@{)f pilaﬁ*n %nWhE%m {hleq%lpﬁéslg %389 fcal/d}g c‘éﬁlgriscs at least
steps of: a. out date ata agi ng
onecof ttler ifai;lovlzingau:rtabvlat pmtgleavmdnabﬂcmcﬁomﬁt@ﬁirk@n(}t’ﬁs networks, 3G
wirel e net works including wreless personal area
rmhﬁ%%ﬁﬁ?%é“ﬁfvﬁﬁ%ss | ocal area network and wirel ess wide
area network; c. searching for any of the plurality of
ot her conpatible entities within range of the
9. perA oqaiputer emphanentatit m,dthOCSekmtaibhagbb@sﬁlxtmmnemtibl@mntity for

Qr. copnect i to the lurality o ther co
periptping B0F yhOobRatiel ab & Bt ¥ oS e donpaupr) ks in close
pr o:ﬂ RetyGlitH e f@éuéaaalpbwe @ﬁu@t 108 incEIRIIRAhi sk 1@@51[3155' &S i's
ﬁl n rang . decodi ng the data sequence; and f.
a. oy eéf’fia‘ﬁﬁﬁ’éﬂ pigdated ﬂh*é d@a‘tlﬁh@e@mﬂﬁé@ﬁect ively; and g.

b, St %r 1\%1ng%&§§9%%p§eect158 8. \Luquslé negwm srlﬁaadl{lérvmﬂ%ss personal

IS processe

aieaV)/(e:ltwdilkp\fvutzlh&} Ipbalra&ial eywork 20l ereless digadrebha@werti ti es
were in cl ose proximty with the first conpati bl e

c. entSP%lgthP& o anyy P et WK i heit saspagble qrml;ws pidin range of the

8XQRARIR stored data sequence is rendered
pClSunr egfg1 %I‘g&?o i ndi vidual carrying the conpatible

cl. entselectem best connection for connecting to the plurality of other compatible
entities,
d. exchanging a data sequence if at least one of the plurality of other compatible

entities is within range;

e. decoding the data sequence; and
f. responding to the data sequence respectively; and
g. storing data sequence to a tracking if required;

wherein the data sequence is processed to determine which of the plurality of other
compatible entities were in close proximity with the first compatible entity in a
predetermined duration of time, the exchange and stored data sequence is rendered

unreadable to individual carrying the compatible entities.
106.  The method according to claim 9, the step f. further comprising:
fl. responding to server request in the data sequence if the data sequence is identified

as originating from a server.

11.  The method according to claim 10, the step f. further comprising:



14.

15.

16.

17.

18.

19.

10. The nmethod according to claim9, the step f.
further conprising: fl. responding to server request
in the data sequence if the data sequence is
identified as originating froma server. 11. The
nmet hod according to claim1Q, the step f. further
conprising: 17 f2, respondlng to relay instructions

. ' n &&%ﬁlﬁ@gatos?agye L?s?n {2{101¥Sh§r ql%t Qat e%g@ g lg Ztg{:.ddicb_scquence is

i den as ori omare
Thedmtﬂwdxsaagmadmgwﬂomca Lelaglrmt&st. 10 or 11 further
conprising the step: g. storing the data sequence if
required. 13. The net hod according to claim9, wherein

h , H
ol hEnGEELBREE FAMRE] & 00icud) ALARE bbbl g B
f i edtatinglthe datheeqrendroid rawaod.di ng to claim 13, wherein

the START field defines a unique 8-bit pattern to
identify the start of the data sequence. 15. The

. et hQ:Ciné!ﬁg@éﬂ:bﬁgng Q) @it MydidreiMRRY BitNsel Beh b EDGzPRk st el d

defines a |l ength t he MESSAGE field.” 16. The net hod
accoy B Rd frebd, & @N@l@,ﬁ%@ri@w& heldVESEINCGEE flickl ahdiasMERSAGE
bygewirray form 17. The method according to claim

erein the STYPE field specifies the type of the
conpatible entity sending the data sequence. 18. The
met hod according to claim 17, wherein the STYPE field
t yp@@ pethod peserding Wetlaiay 13, thicenin therdl ART digld definespanique 8-bit

e g6 SR ap&cgaitcdf%gﬁa}gwg@%e' n the MIYPE fiel d

defi nes nessage i n SSAGE field in the
dat a sequence. 18 SYSTENIAND METHOD FOR PERVASI VE

| NE

The metLod according to claim 13, wherein the LENGTH field defines a length of

the MESSAGE field.

The method according to claim 13, wherein the MESSAGE field is in byte-array

form.

The method according to claim 13, wherein the STYPE field specifies the type of

the compatible entity sending the data sequence.

The method according to claim 17, wherein the STYPE field types comprises:

server, client and relay.

The method according to claim 13, wherein the MTYPE field defines type of
message in the MESSAGE field in the data sequence.



SYNCHRONI ZATI ON  Abstract [0060] The present

enbodi nent considers a system and net hod for
implenmenting a plurality of contact traceable nobile
devices to be each carried by an individual. The
contact traceable nobile deviige i s adapted to exchange
contact information wth other contact traceable

nobi | e SAITILHSA NIV ETHODASORIFFIERVASIVE INFGRMSATI(%N

possi ble by way of a spNcateNIRA4ON esi ding on t
contact traceable nobile devices which utilizes a

personal area network for exchangi ng the contact
information. At a predetermned tinme or when so
Albgsiaated, the exchanged contact information may be
consol i dated and downl oaded to a tracki ng server which
recei ves and stores the exchanged contact information

fr 0%&%{ hl"lﬁ:fpzégéﬁ éﬁ?ﬁ’ddz ent%%ﬁ&ﬁ&? 2 é}{lgmgﬁsg NaRES f%? ahéﬁ%}nenting a

i nformation ‘can a er processe ern ne

i ndiplilitd of coomdon gracasubdae mlobﬂe dpvioed 16 Beyeaeh @needalsyomh eddividual.
by Vﬁ% of the conﬁ act traceabl e nobjle deV| ce's

exch

g%)d]ta&t) Hieseable poBilegeyiss s FW topgxchapge contact information
accoppaRiRe dohfcPRatdaBi mobile devices when in close proximity. This is

possible by way of a software module residing on the contact {raceable mobile
devices which utilizes a personal area network for exchanging the contact
information. At a predetermined time or when so desired, the exchanged contact
information may be consolidated and downloaded to a tracking server which
receives and stores the exchanged contact information from each of the mobile
devices. The exchange contact information can later be processed to determine the
individuals coming into close proximity of one another by way of the contact

traceable mobile device’s exchanged contact information.

[0061] FIG.1 accompanies the abstract.



