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Programto 01 Modul e of Mobile Term nal TECHNI CAL FI ELD The present

i nvention relates to a technique for di siﬂr)i buting a program (apg%l cation
or applet) to a storage nodule built or unted in a nobile terdbndl 20050
BACKGROUND ART In recent years, a nobile termnal has been devel oped which
has a program executing environment. An exanple of a nobile term nal of
this type is one which has a Java virtual nachi 33 Tge _usegI ]lcnst?! S ?
rogram 15 in the nobile term nal a desire unction to
Itohegrmbi le termnal. However, e Eﬁﬁlﬁ@m e functions are added to a
nobile termnal, a user is liable to become tired of using the same nobile
termnal after a protracted period. On the other hand, the nobile term nal
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to users, have been successively placed onh th® market. A user nay want to

change his nobile termnal wth Mobiledesntiaal e product pl aced on t he
mar ket._. Once the nobile termnal is replaced, however, the functions that

have hixherto been added to the old nobile terninal c?nnot F\e u?]ed anyf

I I f ] tions are to be used even after the change of a
mc))gigF(ra termmwi‘gé@am t hat have been installed in the old nobile
t I nal have t | | j.n_t ew nobile termnal. This is a
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mobile terminal.
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BACKGROUND ART
In recent years, a mobile terminal has been developed which has a
program executing environment. An example of a mobile terminal of this
type is one which has a Java virtual machine. The user installs a program
15  in the mobile terminal and thus can add a desired function to the mobile
terminal.
However, even if desirable functions are added to a mobile terminal,
a user is liable to become tired of using the same mobile terminal after a
protracted period. On the other hand, the mobile terminal industry suffers
"0 fierce competition and various new products, attractive to users, have been
successively placed on the market. A user may want to change his mobile
terminal with a new desirable product placed on the market. Once the
mobile terminal is replaced, however, the functions that have hitherto been
added to the old mobile terminal cannot be used any longer. If the same
25 functions are to be used even after the changc of a mobile terminal, the
programs that have been installed in the old mobile terminal have to be

installed in the new mobile terminal. This is a troublesome job.

DISCLOSURE OF THE INVENTION



above, andpghhe 9pject thereof is to provide a systemin which even after a
nobile termnal 1s changed, the prograns that could be used before the
change of the nobile termnal, can be coptinuously used after thezghﬂmqm%!S
In order to achieve this object the present inventors have taken notice
of a certain type of a nobile termnal, that is to say, a nobile term na
capabl e of being nounted or having fitted therein a nodule for storing the
subscriber information including the subscriber nunber and the nenory dial
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conme up with the foll ow nﬂgl dea. Specifically, once a 15 programis stored
in this U whange ofithemebile éerminad, ez belapnianiausly usediaftar amhﬁl%m ly

LéﬁCan:e roe of {16 Q6r ToNacRicveL i E?éb{ql%é e Brese Seegtiors b ava?slt%léfém] an
20 Ei

nolimt i SO 6h A RErBHEPeoRY & MPBHent BL B Do an B ot b vt *°

i nherent f yehinal<a gabw%fr%mb a'aérgﬁ r}gﬁttqai éfe?ﬁ'é/rﬁséﬁreogs

intentionally or I gent | Al 'so, e su or mation store

t he U M nagtarirg mhssu!b@cntmﬂslmﬂrhatmfnommhdmm e sebsrritveri memiveneinl the
val ue. Fromthe viewoint 25 of security, t her ef ore, careful consideration
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di stributi simileguaahner s$iplRgby mounting or building into the new mobile
terminal the UIM which he may have. In connection with this, the present
inventors have come up with the following idea. Specifically, once a
15 program 1is stored in this UIM, the program used with the old mobile
termunal can be easily transferred to the new mobile terminal for an
improved operating convenience of the user.
Nevertheless, the problem of security has been an obstacle to
realizing such a novel mobile terminal.
20 First, as long as no limit is set on the operation of writing a program
in the UIM, the inherent functions of the mobile terminal may be
undesirably destroyed intentionally or negligently.
Also, the subscriber information stored in the UIM may include the
personal information or data having monetary value. From the viewpoint
25  of security, therefore, careful consideration is necessary not to cause the
leakage of this information in writing a program in the UIM.
In order to solve this security problem and improve the operating
convenience for the user, according to the present invention, there is

provided a program distribution system comprising a mobile terminal



modul e built in or connected to the nobile termnal, a contents server for
recei vi ngyrphedistri bution request and transmtting a programto be
distributed, and a distribution nanagenent server for receiving tB? ﬂ{%ﬁram
5 fromthe contents server and, as long3as the contents server is 0%
authorized, transmtting the programreceived fromthe contents server to
the storage nodule built in or connected to the nobile term nal,
characterized in that the storage nodul e includes a storage unit, and a
control unit for storing in the storage unit the programreceived fromthe
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the case where the information is the programreceived fromt
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is a block Gragram I guration of a program
Also, accordmo to the present invention, there is provided a
program distmibution system comprising a mobile terminal having means
for transmitting a program distribution request, a storage module built in or
15 connected to the mobile terminal, and a distribution management server for
receiving the distribution request; and in the case where the program to be
distributed is provided by the authorized contents server, acquiring and
transnutting the program to the storage module built in or connected to the
mobile terminal, characterized in that the storage module includes a storage
20 unit, and a control unit for receiving the information through the mobile
ternunal, storing the information in the storage unit only in the case where
the information 3s the program received from the distribution management
server and executing the program stored in the storage unit in response to a
request.
25 With these systems, only a program supplied through the
distribution management server from an authorized contents server is

written in the storage module and therefore, the user can. write a new

program in the storage module with guaranteed security.



di stributi gﬁ®¥§t4ﬁm according to a first enbodi nent of the invention. Fig.
2 shows th rmal appearance of a nobile termnal 5 according to the

sanme enbodinment. Fig. 3 is a block diagram showi ng a configuration ﬂ t he
sane mobile terminal. Fig. 4 is a di agr%m showi ng a confi guration of J4h&05
same nobile termnal and the UMbuilt in or connected to it. 10 Fig. 51is
a sequence di agram show ng the process fromprogram distribution to
activation according to the sanme enbodinment. Fig. 6 is a sequence di agram
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program deactivation in conpli afice W th a request fromthe contents server
'0 according to Fire $arshewbodigreakterfald- agfbdranée S6fugnghobilagiammshaw ng
the process of the program delete operation in conpliance with a request
fromtBe ceenarding tethesamasuobdidimeno t he sane enbodinent. Fig. 11 is a

sequence di agram.show ng the process of _the program_ 25 deactivate
oper ation and t%gpryg‘lsa?n &QC& diagramtshewing @orpnfigucation tof dher sapuest

fromthe djistrihution mmnagenent server according to the sane enbodi nent.
Fig. 12 i Sﬁ@ éfeeaté@lﬁ% aldi agram of the U M exchangi ng the version
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10 Fig. 5 i1s a sequence diagram showing the process from program
distribution to activation according to the same embodiment.

Fig. 6 is a sequence diagram showing the program distribution
operation according to the same embodiment.

Fig. 7 is a diagram showing a display screen of the mobile terminal

15  at the time of program distribution.

Fig. 8 is a sequence diagram showing the program activation
operation according to the same embodiment.

Fig. 9 is a sequence diagram showing the processes of the program
deactivation in compliance with a request from the contents server

"0 according to the same embodiment.

Fig. 10 is a sequence diagram showing the process of the program
delete operation in compliance with a request from the contents server
according to the same embodiment.

Fig. 11 is a sequence diagram showing the process of the program

25  deactivate operation and the program delete operation in compliance with a
request from the distribution management server according to the same
embodiment.

Fig. 12 is a sequence diagram of the UIM exchanging the version

information according to the same embodiment.



Fig. 14 isF@z‘gﬁ%%nce di agram show ng the process ending in a program
distributionfailure due to a nenory error. 5 Fig. 15 is a di agram show ng
a display screen provided to the user the tine of program del et izgn_m 0
Fig. 16 is a diagram showi ng a display sctreen provided to the user at H£5
time of account settlenent for an electronic comercial transaction. Fig.
17 is a diagram showi ng a display screen provided to the user 10 at the
time of commodity purchase in nale order sale. Fig. 18 is a diagram show ng

a display screengfor 15t i ' a ' rogram start. Figs,. 19.and 20
are di agrans shovl?n_ﬁ‘ﬁ'glg %i gp al zl((::?eg}nacga}?_}q ‘t%]%t\? ] PP&‘? RIQ!CF@S ﬁ]@dﬂﬁu{%tq on
pass. 15 Fpeogidin dssiribltienifatlpg dae eonidiflopy eagfhgur ation of a program
di stribution System according to a second entodi nenf of the invention. Fig.

22 is a diagram Fipwl4agisaa jucaueadiztafl sAoWERR’ ¥hd Hrbbess dhMigsc I ng
to the same enbodi ment. Fi ?_@23 I S aal%?ock di ag?gm show ng a corll ?gﬁfr g‘tion
of a di strpmgraghdistobntiondaitent deertoer miktoracenodi ng to the sane
enbodi nent. Fig. 24U]Li,a sgquence _di agram showi ng the process for
regi stPation inFiE-ukeiS # shagiam ishoveing aghsphaiyt screenprozided do Ahearser
sequence dj.agr show ng t he .operation of registering a program
r egi stereaétiatﬁleﬁﬁi]etfg‘é?rolgﬂﬁr@f’ﬁ%' storage unit, in any 25 of the basic
bl ocks of the UMl fi 9% ar e.di agrar howi ng_ t he
operation of r eisﬁl"s't21 e6r ﬁngﬂéa%rz‘é‘gg g%%‘%gg“i %tdzﬁggg'in%r%% Pﬂ?@ﬁ?cﬁ%&hﬁ&‘%
st or age unitttheitimamyf acebuhhsettlesnenttiopaiseREtonse YoMmEl i equence
di agram showi ng the operation of deleting a F0491/314r? 5&31 EI%F(SECQSQS
program regi st erldg. il7 ishe diagam showiagi » disglay ageeemiprobided t@ théQises
sequemﬁe di_agram sh(%wi ;1]? tge Oper%t ion of deleting a
' at the time Of commodity purchase 1n male order sale.
Fig. 18 15 a diagram showing a display screen for setting the
automatic program start.
Figs. 19 and 20 are diagrams showing a display screen at the time
of using a commutation pass.
15 Fig. 21 is a block diagram showing a configuration of a program
distribution system according to a second embodiment of the invention.
Fig. 22 is a diagram showing a configuration of a memory in the
UIM according to the same embodiment.
Fig. 23 is a block diagram showing a configuration of a distribution
"0 management server 16A according to the same embodiment.
Fig. 24 1s 2 sequence diagram showing the process for registration
in a user information storage unit.
Figs. 25 and 26 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
25  of the basic blocks of the UIM 12.
Figs. 27 and 28 are sequence diagrams showing the operation of
registering a program registered in the user information storage unit, in any
of the basic blocks of the UIM.

Fig. 29 is a sequence diagram showing the operation of deleting a



pr ogram re%@ﬁgfﬁ in the basic blocks of the UM Fig. 31 is a sequence
di agr am show ng e deactivation process for 5 the user information

storage unit. Fig. 32 is a sequence di aggam showi ng the deacti vati
process for the basic bl ocks. BEST FOR CARRYI NG QUT THE | NVE I&k‘t {(185
Now, preferred enbodi nents of the invention will be explained wth
reference to the drawi ngs. [1] First enbodi nent [1.1] General configuration
of programdistribution systemFig. | is a block diagram show ng a

conf i gur at P pfm e PIAEEATh :ﬁg&'eﬂﬁf&% h SYFHEELARENT g to @ st

enbodi nment “of "t he invention ro ram Fon 'syStém 10 roughly

conprises a nobi IRg, BBrlmd“%%déncea Afath AR AL ahkO éi%tl(:ﬁ] BW&e‘?%ﬂéﬂg a

station 14, a network nobil communicat 1 on serVice contr unit

di stributi pmgwmngegrmtﬁredsnrtherbﬁﬁ: blakisséfrthelU{on service control unit 17,
an authentication_server 181- 'O a contents server 19 and a public network

20. The nobil e t Eigd hhis aiseguenneidiagramtshowimgothesdeagivation processefanl e,

havi ngéc %I catiqgn functions such as a portable tel ephone or a PHS
( Per soral QITRIYOB $IQIALEI Wlkr ed trade name)). Further, the m)bi | e

termnal 11 has d or built therein | dentification

Vodul ) 12 capabl Bo? & BseRl eubs Hes 3R ShPIEeahecasactvaon RIPECHale
station 13iHz0pRdipiHigties With the nobile termnal 11 through a radio Iink.
The switching station 14 controls the switching operation between the
mobile termnal 11 and a common channel interoffice signal network 20

FO491/3 ] 47 7 2 5 JUL 2005 <constituting a wire network, connected to each
ot her throB§HX MMWB&@ARRY&N@IOUT THEINMENTKONb | e comuni cation

servi t§ cont rol ﬁrtl)lv& I%Pefgxgr%rgl bodiments of the invention will be explamed
with reference to the drawings.
-[1] First embodiment
[1.1] General configuration ofprogram distribution system
Fig. 1 1s a block diagram showing a configuration of a program
15  distribution system according to a first embodiment of the invention.
| A program distribution system 10 roughly comprises a mobile
terminal 11, a radio base station 13, a switching station 14, a network
mobile communication service control unit 15, a distribution management
server 16, a distribution service control unit 17, an authentication server 18,
"0  acontents server 19 and a public network 20.
The mobile terminal 11 is an information processing unit, for
example, having communication functions such as a portable telephone or a
PHS (Personal Handyphone System (registered trade name)). Further, the
mobile terminal 11 has mounted or built therein a UIM (User Identification
25 Module) 12 capable of storing various programs or data.
The radio base station 13 communicates with the mobile terminal
11 through a radio link.
The switching station 14 controls the switching operation between

the mobile terminal 11 and a common channel interoffice signal network 20



the comunication in the case where a programis distributed to the nobile
5term naIFO;j@UtSrﬂapugh the public network 20. The contents server 19

di stributes various contents on the one hand and distributes a program as
requested fromthe nobile termnal 11 omythe other. The distributidb JuL 2505
managenent server 16 relays and nmanages the 10 distribution of a program
fromthe contents server 19 to the UM12. The distribution of a program
to the UM12 and access to a programstored in the UM12 are carried out
al ways through the distribution managenent server 16. This is the nost

significant & .of -1 .hi odi nment distributi on service,control
unit 17 opé:}rnfas'?j géHﬁPl?e“%%é]hgpg%c% %T%%ﬁééﬁﬁtq{ ebi[fémqgihm%ﬁqfﬁ’nla@ﬁmnt
server 16 @b hg public network 20 in the case where a programis

di stributed through the public network 20. The authentication server 18 is

a3 device for LssThacavark hidbiakemneaniitth Loy ipe e st nstul lonid o

the contents server 19. This certificate 1ncludes a avi ng
the funct ithe cofnenpicdtiomdn thercage vitiereepaidtanefis dheri¥uved 20 thBahobie
conte%s server 19 is duly authorized to distribute a programto the UM
12, amd at@immnalddtthepughrhgerahiic setwerk 2@0ubl i ¢ key having the function of

certifying, forl:lj_ga benefit of thf .distribution nmanagenent server 16, that
the contents se CORIETLS SEIHaTaly (istaliesy vauQLs ZomtRatsconttbatanebandr 19,

t he di stri,hyti.on egend rver. 16 _an t he, aut henti cati.on rver 18

accor di nghpg q}gﬁ%@%g%d%ﬁﬁﬁemﬂ%ﬁ@gﬁ@ %Hﬁ mﬁ?ﬁ i Wﬁ@nﬁbjge@ﬂitbél y.
(a) Accordithgg to this enbodi nent, the contents server 19 sends a program
addressed to the UM 12, to the distribution nanagenent server 16, which

F0491 /314 7 8 Theluistpibd%ion managersest rsebuéesi ¢ helayoanamming th 12.
The cantents server 19 never distributes the programdirectly to the UM
12. Eﬁ) TESUgBReR Y a@roaramaransthe bapmnts spregy EntoaheHsIM 1212 Biye

distribution of a program to the UIM 12 and access to a program stored in
the UIM 12 are carried out always through the distribution management
server 16. This is the most significant feature of this embodiment.
The distnibution service control unit 17 operates like an interface
15 between the distribution management server 16 and the public network 20
in the case where a program is distributed through the public network 20.
The authentication server 18 is a device for issuing a certificate
required for program distribution to the contents “server 19.  This
certificate includes a UIM public key having the function of explaining, for
"0 the benefit of the UIM 12, that the contents server 19 is duly authorized to
distribute a program to the UIM 12, and a distribution management server
public key having the function of certifying, for the benefit of the
distribution management server 16, that the contents server 19 is similar]y
authorized. |
25 The contents server 19, the distribution management server 16 and
the authentication server 18 according to this embodiment have the
following functions, respectively.
(a) According to this embodiment, the contents server 19 sends a program

addressed to the UIM 12, to the distribution management server 16, which



encrypted conmuni cation of a public-key type with the distribution 5
managementgpgefMes; 16 as an intermediary. The UM 12 of each user is
equi pped with a PKI (public key infrastructure), and each UM12 has a UM

private key unique to the particular U M12. For distributing a prggrmmzﬂn{,
addressed to a given UM 12, the contents server 19 acquires a U M publi

key paired wwth a UMprivate key for the particular UM 12, 10 whereby
the programis encrypted. (c) According to this invention, onIy an
authorized contents server 19 can distribute a program addressed to the
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managenment server pu l'ic contents server I'pt O

di stri but imver eliveiiutks eRe @emﬁwﬁeé{ﬁ&@&mmﬁﬂmlﬂv further encrypts, by
the distribution managenent s&rver pub key, the program al ready

encrypted (by The WbMeaubl serdey 1@“@1@@'ﬂ11ﬁ§§e@| foxrange id Mhd2,UBod BENES |

to the distribution nmanagenent server 2}]3 Configuration of nobile
termi nal FENgrypteshaemnheniestionnaif apqexablamé{eyoftypbe wihi lteet éisiritadtidd. 20
The nmobile termnal 11 incl udes a display, section 21 and an_operating
secti 22‘“31%&:%1??6% SERvER; O s ayamtermegiasyessling WU 1i2t efrachhasecngen
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pr ogram stored in the UM 12.7 F0491/3147°9 2 5 JUL 2005 Fig I's a bl ock
di agr am sR&WIeplalic detvi parradi withod (A Mopiivetd kewifoal the pamcular UIM 12,
10 whereby the program is encrypted.
(c) According to this invention, only an authorized contents server 19 can
distibute a program addressed to the UIM 12. The authorized contents
server 19 1s assigned a distribution management server public key. The
contents server 19, upon receipt of a distribution request from the mobile
15 termunal 11, further encrypts, by the distribution management server public
key, the program already encrypted by the UIM public key and addressed
to the UIM 12, and sends it to the distribution management server 16.
[1.2] Configuration of mobile terminal '

Fig. 2 shows the external appearance of the mobile terminal 11.

10 The mobile terminal 11 includes a display section 21 and an
operating section 22.

As shown in Fig. 2, various processing menu items, the screen
being browsed, the telephone number screen, etc. are displayed on the
display section 21. '

25 The operating section 22 has a plurality of operating buttons for
imputting various data and displaying menu item screens. One of the
operating buttons of the operating unit 22 is a UIM button 23. The UIM

button 23 js operated by the user for utilizing a program stored in the UIM -
12.



The nobil e t%r}l}i n?I 11 includes a display section 21, an operating section
22, a cont i Ligaf 31, a storage unit 32, an external equipnent 5 interface
(1/F) unit 33, a comunication unit 34, 4 UMinterface (I/F) unit 35 and
an voice input/output unit 36. The cont |90I unit 31 controls the various
parts of the nobile termnal 11 based on the control data and the TP g5
program stored in the storage wunit 32. 10 The storage unit 32 is
configured of a ROM a RAM etc., and has a plurality of storage areas

including a pro m .st.orage, area.for_storing various prograng such.as a
browser for accg}glﬂ' ng lgnaigw{ogj‘na{agéﬁﬂl ﬁ@a‘(‘t’ﬂlg & 8PB§'§:’”§?E§W gf %trapbﬂs

various d o g external equipnent I/F unit 33 is an interface utilized
by the 157°control unit 31 and the UM 12 for exchanging information with

an external devigemdbBe GO CAL H¥Iudes ta afsgu%gggeigggtlzg;éqg)ﬁeﬂaﬁao

I ncluding audio and text nessages to the radi rough the
ant enna 34gkctiond @2, theonerdld rohit 3 1.t hesweate ahnitnd2, 3h eRrtdrhel ermipadt and

receives 'O various data sent to the mobiTe termnal 11 through the antenna
34A on5t henterfaes (MEhonitTha, AchmmBnicatioB Bninpd; 8/BIvpintserfdae  LffNommiand t o
t he contro! uait 31. The UMI/F unit 35 also outputs the output data from
the co aadiagnvIsPANBUYBHIRMATBLB6F nal equi prent OF unit 33 to the UM

12,25 W hout < o B AT PR Bl Oy IRE B B P Bils IO
cont rol i PR o ROl 0 1 TR cont T e B St TRICHARRRE e
external w\guBRment 1/ F 33 or the comunication unit 34 without the

i nt ePmedi ati on F0491/3147 10 25 JUL 2005 :

10 The storage unit 32 is configured of a ROM, a RAM, etc., and has a
plurality of storage areas inc]uding a program storage area for storing
various programs such as a browser for accessing an internet and a data
storage area for storing various data.

The external equipment I/F unit 33 is an interface utilized by the

15 control unit 31 and the UIM 12 for exchanging information with an
external device.

The communication unit 34 transmits various data including audio
and text messages to the radio base station 13 through the antenna 34A
under the control of the control unit 31 on the one hand, and receives

"0 various data sent to the mobile terminal 11 through the antenna 34A on the
other hand.

The UIM I/F umit 35 inputs/outputs data from and to the control
unit 31. The UIM I/F unit 35 also outputs the output data from the
communication unit 34 or the external equipment I/F unit 33 to the UIM 12

25  without the intermediation of the control unit 31.  Also, the output data of
the UIM 12 is output directly to the external equipment I/F unit 33 or the
communication unit 34 directly without the intermediation of the control
unit 31. The reason why the data are input/output from and to the external

equipment I/F 33 or the communication unit 34 without the intermediation



of the conl;&%l Ll% t 31, is in order to prevent an illegal access to the
data on the f\:}\ by the alteration of the control program of the control
unit 31 and thus to maintain securlty lél 3] Configuration of UMS5 Fig. 4
shows a configuration of the UM 12. ig. 4, a part of the conponent

el ements of the nobile termnal 11 are shown together with the corfdosi#nogs
el ements of the UM12 to clarify the relation with the nobile term nal

11.. As shown in Fig. 4, the UM12 includes a nenory 12M which in turn,
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i ncom ng ¢ history”’information data, speech tFne orrra taand a

U M pri vat gnd €yus @mmmlh%etgm%nal 11 15 conmuni cates wi th ot her
comuni cation units using the subscriber nunber data in the system area

12A as a cpl.Bi Apdfiguratidenoi tIM The application area 12B is for storing the
program distributed and the data used at the time of execution of the

program and di viigedt ishosvsaa ganfiguratipnoof BagileIMi ks Ini hig.i, &a@@‘tsﬂfown
in Fig. 4, the a Ilcat on are 0 I s di.vi I ntQ six basji.c bl ock
40-1 to 404¥ ‘WE@%BSEFE%F%B% @elmpiﬁ&o Eﬂ?? Lﬁi@‘%nﬁ%ﬁ%‘éﬂ a 41
and a datg_a h 56 b 0-
stored th@ree%ﬂ?%en-{rgr%&ééa}ﬁgg%?pﬁegggl on gr? na%ml? tt%) H?%E’ g’a Qﬂga@g 42
of each bahelebleplindPif. A5 khewet ﬁ?F]Qaﬂdthé‘@IMt P2 §flchitRiseh Iméhforyat a
used at the 25 tinme of executing the programin the programarea 41 of the
same basi c]12M, ovkickOirkturih eowglsliyc hbd adystetfi-drencl 4Q-ahdoare applieptiodeareaof
each (ibher and are basically so managed that the application or the

t

appl e stojre}a in the programarea 41 of a given basic block 40-j cannot

access the data ppe asy‘slgerﬁoiﬁ%%/ 124 haklstored therein personal information data

unigue to each user such as subscriber number data, outgoing call history
information data, incoming call history information data, speech time
information data and a UIM private key. The mobile terminal 11

15 communicates with other communication units using the subscriber number
data in the system area 12A as a calling line identity.

The application area 12B 1s for storing the program distributed and
the data used at the time of execution of the program, and divided into a
plurality of basic blocks. In the case shown in Fig. 4, the application area

20  12B is divided into six basic blocks 40-1 to 40-6.

The basic blocks 40-1 to 40-6 each include a program area 41 and a
data area 42. The program area 41 of each basic block 40-k has stored
therein a pfogram (an application or an applet). The data area 42 of each
basic block 40-k, on the other hand, has stored therein the data used at the

25 time of executing the program in the program area 41 of the same basic
block 40-k.

The basic blocks 40-1 to 40-6 are independent of each other, and

are basically so managed that the application or the applet stored in the

program area 41 of a given basic block 40-1 cannot access the data area 42



25 JUL 200? ﬁﬂf %gother basic block 40-k (* j). By enploying this

confi gur at 8 ,/ﬁh security of each programis naintained. Even in the case
where data having a nonetary val ue (mh%g is called "a value") are recorded
in the data area 42 of a given basic blfock 40 j, therefore, the particul ar
data is never 5 rewitten, intentionally or incidentally, by a progfamil 2005
stored in another basic block 40-k (* j). The application or the appl et
constituting a programstored in the programarea 41, on the other hand,
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a nmeans_for witing a programfor the basic block of the application area
12B, setti igwoittenespientingalljordocidentaby, by agpragrenesisoadiingnathendastasi c

bl ock or execyti rogramin a designated basic block, in response to a
request gi E@kﬂagﬂgﬁpﬂﬁe nobile termnal 11. 20 Upon arrival of a program
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30 can execut® the programin the basic block. In the process,

i nf or mat i owithegui thedinbgrmhédiapy adrtm distAbueoacmanagensemcspriveed 6.r ofhehe
other party of the communication in the network or fromthe user_ of the
mobi | 44 er ##ldanrer] 42h hovgeyarh €apr baseperatsd dliredhpfhronghhsbe| disteibutionl 11

The control unit 30 . can also.send the .resul.t of pr.ogram executjon to the
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Further, the application area 12 has a storage area for an activation

flag mndicating whether the program in the program area 41 of each of the
15  basic blocks 40-1 to 40-6 can be executed or not.

The control unit 30 1s a means for writing a program for the basic
block of the application area 12B, setting or resetting the activation flag
corresponding to each basic block or executing a program in a designated
basic block, in response to a request given through the mobile terminal 11}.

20  Upon arrival of a program encrypted by the UIM public key from the
distribution management server 16, the control unit 30 decrypts the
program using the UIM private key 1n the system area 12 and writes it in a
basic block. Also, the control unit 30 can execute the program in the
basic block. In the process, the information required by the program in

25 execution is acquired from the other party of the communication in the
network or from the user of the mobile terminal 11 through the browser
executed by the mobile terminal 11. The control unit 30 can also send the
result of program execution to the other party of communication in the

network or send it to the user of the mobile terminal 11 through the browser.



12 2 5 JUL 9@21 so, the control unit 30 can exchange information with
ext er nal Vi % hrough the hardware resources of the nobile termnal 11
wi t hout the internmediary of the browsen n accordance with the programin
the basic block. An exanple of a progrém avai l abl e for this purposg, i n
5 application programfor causing the nobile termnal 11 to functlof‘n5 Aﬁ'- 2005
comut ation pass. In executing this program the control unit 30 can
exchange the pass information with the card reader/witer at the gates of a
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i ncluding the "execution and control of the programin the application area

is stored hnterhitdliays b tharmawiseh inladtordaeicat with die frogiamnirpdhedisidow,
the operation of the first enmbodiment will be explained taking 15 the

di stri buti ddodf. t hdncexantpdei of @apsogmnneavaﬂabfe eboamphis. [Rirposs is an
sequencg di agram showi ng the process of program distri but ion, wite
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witing it int UM12 shown in Fig. 6, the 25 authentication server
18 i ssues ah&extarnabaqmmmntﬂéFcﬁrthermebﬁertemun;ﬂ Her niltheepragra $or thaut e

t he program add esseg to th 12 (step S11) tfgquﬁbqillflcate IS i ssued
to enall e CREUHFEHIQ S deT S RatiONE Pracsises ARQ¥ReCIYdmEr 16
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nmet hod. Sp
the system area 12A.

[1.4]) Operation of first embodiment
Now, the operation of the first embodiment will be explained taking
15 .the distribution of the commutation pass applet as an example.
Fig. 5 is a sequence diagram showing the process of program
distribution, write operation and activation.
As shown in Fig. §, these series of processes are roughly configured
of the step of distnbuting an inactive program (applet) as a memory module
20 to the UIM 12 and writing it in the UIM 12 (step S1), and an activation step
for activating the program written (step S2).
[1.4.1] Issue of certificate to distribution management server
Fig. 6 is a sequence diagram showing the process of distributing a
program and writing it in the UIM 12. As shown in Fig. 6, the
25 authentication server 18 issues a certificate to the contents server 19
permitted to distribute the program addressed to the UIM 12 (step S11).
The certificate 1s issued to enable the contents server 19 and the
distibution management server 16 to perform the encryption

communication based on the public key encryption method. Specifically,



F0491/ 3147 13 2 5 JUL 2005 in order to nmake possible the encryption
communi caghan 4dng a public key, a distribution managenent server private
key and a distribution nanagenent server public key, constituting a pair,
are generated. The distribution nmanageient server private key is stored in
the distribution 5 nmanagenent server 16, while the distribution nmaAdd8biis
server public key is transmtted fromthe authentication server 18 to the
contents server 19 as a certificate identifying a person permtted to
distribute a program The contents server 19, upon receipt of the

di stri but ijgryFepegemE pseyiber thepetiyptioeycOBONBECALION HS PiZep Pt IGREY.or
program di stri buti on. 18 [1.4.2] Programdistribution request The user can
cause t he gcodistobutiont Bkriagem@uutEIVhe Provaier ke ansys ac oI SHGBEEO he
hone page of the contents provider by operating the operating, secti 22
of the nobhdmagemenhakerddar padly KeyuiconshiyRNg ackdds2 E,aged}egng’r ut i*ff menu

screen D1 jindjcating the programdistribution 15 rfaqr y ent s
server 19 dSiriiEIQHNaReECIHERY i GEYER ?rﬁiagf)l]g@édl,s g@eghmhgnd%é?gbﬁgta%on

the display section 21 of e e t 1-nak: 11 i hbiien,

t he usir ﬁ%mgnﬁsﬁ}:‘éﬁ ;ET (\gﬁﬁ?etﬁ)e Q{S@E? ll?éhl & F%quee]g?sﬁ\gér}rnnﬁﬁg nobi | e
term nal tar ' T tBverSEg t8rtheScdyteppesatvarg t he
operati ngg’%e c{gi %ﬁggﬁ@?d?ﬁ%ﬁﬁ%}& Fgl}%ég@n%%ﬁ]grp?lﬁ 20 (step S12). [1.4.3]
Certificatg h§speechefeRst identifyMsThepesphepeamstted do disiribpten arpregrgnlof a
di stribution request from the nobile termnal. 11, sends a certificate .

i ssue req@s contearhe seanerhEnt ipen rofeipe ol dhe 18 s PO IPENagHIENt sFHYE cat e
I ssue request contains 25 . the infor ma%i on for sge Igi%()l the UM 12 of the
nobi | e t ePWDAH K&, SIgHS 1 BRIEPRIGHAD {YRJOSTEN h{] ¢¢ ¥ n order to enable

ey tybe W th2d RESera S SR St Sl ) i 2 order 1o make possible he
encryption comupiCakkPRan cause the control unit 31 to execute the browser and
thus can access the home page of the contents provider by operating the
operating section 22 of the mobile terminal 11.  As a result of this access,
a distribution menu screen D1 indicating the program distribution
15 performed by the contents server 19 of the contents provider is displayed,
as shown in Fig. 7, on the display section 21 of the mobile termunal 11.
Under this condition, the user transmits a program (applet) distribution
request from the mobile terminal 11 through the network to the contents
server 19 by operating the operating section 22 of the mobile terrminal 11
20  (step S12).
[1.4.3] Certificate issue request to UIM
The contents server 19, upon receipt of a distribution request from
the mobile terminal 11, sends a certificate issue request to the
authentication server 18 (step S12). This certificate issue request contains
25  the information for specifying the UIM 12 of the mobile terminal 11.  The
certificate issue is requested in order to enable the contents server 19 to
conduct the encryption communication of public key type with the UIM 12.

More specifically, in order to make possible the encryption communication

of public key type, the UIM private key and the UM public key paired



of public key type, the U Mprivate key and the U M public key paired
F0491/314]Zo439‘} 243 JUL 2005 with the forner are generated in advance, and

t he UIMprlva(e key is stored in the UM12 in advance, while the UM
public key is stored in the authenticgton server '18 in advance. In step
S12, the U Mpublic key stored in the authentication server 18 is75 JUL 2005
requested as a certificate of a 5 person permtted to distribute a program
addressed to the U M12. [1.4.4] Issue of certificate and distribution of
programwi th certificate to U M The authentication server 18, upon receipt

of a certificane {gﬁ%\:‘ﬁaré eauesdtcd iRmdvaBcE oM @The SBYVEivil ke suasoted t he
contents server a UM ~10 public key as a certificate corresponding to

the U M 12, speciiingd]1Ryid heivapae! i\ﬁ]millarthieswé/lrﬁthst ket msp s@red) in Tthe
contents server 19 encrypts the program of which distribution 1is,

request ed autherseatsdn tdeev el M8pim| ddvaney. cdir etaporfdi Agtheo WY pukiio keyrhe
program obt ai ned by the encryption is consjdered a grogram w.t.h a 115
certificastoredr im thegauilvmis apons Servant horisz 6a9¥esigdcas & 1FeNUCRE X1 Phen,

cont ot o ersadh pEGTUra go charte Aigeer o Fitaserine nedDE YBunl i ey
ecelved 1A eSS LIS ok Dot e e i, eI 1o

obt ai ned considered a ‘prégram 20 having attached
thereto b?flﬁ/la certificate showing a legitimte person authorized to
access the 'U'M 12 and a certificate showng a legitimte person authorized
to distribute aTHeoghaRehticatgh dodreedils, riopahi racelphrdgeneantifserigedSsyE.
[1.4.5] Programdistribution 25 The contents server 19 distri bibeséﬁm
progr am obtqiesdTbyn the coatarte sentarolbdSsues Ehehe SOMOEPSSEIVEhd” ¢ e

dist rliObUt ip%g]jréa?(ggegse gt cernbcate clo?rés?)ro%%?r?gtt%ethneetﬁﬂ\rdk1&%5&@%@ by the
particular issue request (step S14).

The contents server 19 encrypts the program of which distribution
is requested, by use of the UIM public key corresponding to the UIM 12.
The program obtained by the encryption is considered a program with a

15  certificate for a legitimate person authorized to access the UIM 12.

Then, the program encrypted by the UIM public key is further
encrypted by the contents server 19 using the distribution management
server public key received from the authentication server 18 in advance.
The program obtained by this encryption can be considered a program

20 having attached thereto both a certificate showing a legitimate person
authorized to access the UIM 12 and a certificate showing a legitimate
person authorized to distribute a program through the distribution
mana gement server 16.

[1.4.5] Program distnbution
25 The contents server 19 distributes the program obtained by the

aforementioned two encryption sessions, to the distribution management

server 16 through the network (s'tep S15).
The distribution management server 16 decrypts the encrypted

program distributed from the contents server 19, using the distribution



The distribution nmanagenent server 16 decrypts the encrypted program

di stributgdg{meeyt he contents server 19, using the distribution FO0491/3147
15 2 5 JUL 2005 nmanagenent server private key. Once this decryption
succeeds, the programencrypted only By the U M public key can be
obtained. In this case, the contents server 19 can be considered g UL

| egitimate person authorized to distribute a program addressed to tFlle @Iﬂ%/l
12. The 5 distribution managenent server 16 transmts the data on the
screen D2 shown in Fig. 7 to the nobile termnal 11, and causes /the data
to be di spirayedhon tseevel snfeyes deti onCrice This GeATYPH a2 S@Cﬁéﬂsnatlbieng an
inquiry at thé user as to whether the program.can be distributed ﬁ}rjt}[}ot.
[1.4.6] Vpiddragn iemcoymerDoaly éry tee Widdrpe £ikeds CRRD S OPEIRCER a 15
perfornms the operation through the operating section 22 f.or L1 1ing the
program dcaseri bue i eaptents nsives 118 Fehike d?glﬁ?lﬁﬁﬁﬁt‘foﬂ f%glgléﬂgﬁ{ gb%rf]sg%

di stribution managenent. server 16. The di st ri i n nisseryer. 16,
upon recedPIIZath el FISEEVIEY At OSAE RS qcf)&rteﬁg%lﬁ}f]l@%t ﬁgﬁgfo%%am obt ai ned
by decryption, i.e. the 15 praqgr c ' | Mhp iserkey Dgtep S
16). Phi sébﬁgrdpyﬂpéld%?%ag?reéﬂ?ﬁtsgg}é |vggeg)é@tgﬁﬁ#)ixgéﬁat?hghcg%rol unit 30 of

the UM1 oughpihe ithe ERFIakrihinalSpecidrid alauges tihe dabd |© be
t erm nal g}i&\g:hnpyﬁgcﬁﬁ'ozi esthtshe umm 12rvvi th the comruni cation functi on.

This oper gid9ay&Y dMeaheobispéay eventioal 211 glhrsancreen he isetar anakpg an
transm ssion to and the secure wite operation into the UM 12. |f the

di stri but imquinpageemstr seteoyheiber $he Pregrran £25 g ST Y IERET B 12 i n
the aforenenti ongd _manne[rj I\/}nt is necessary for the distribution nanagenent
server 1614 -@sWiBtinginliMhk with the UM 12. This in turn requires the

O M 35 connect ed T He P4t BoBF oI KBr Sope T b R e nethot To
achi eve t fji, 3 (hd@pktsn@kebasHiIW for pernitting the program distnbution,
notice to permit distribution is sent to the distribution management server
16. The distribution management server 16, upon receipt of the notice,
distributes to the UIM 12 the program obtained by decryption, 1.e. the

15 program encrypted by the UIM public key (step S16).
This encrypted program is delivered as it is to the contro) unit 30 of

the UIM 12 through the mobile terminal 11. Specifically, the mobile
terminal 11 simply provides the UIM 12 with the communication function.
This operation by the mobile termunal 11 guaraniees the secure
20 transmission to and the secure write operation into the UIM 12.
If the distribution management server 16 is to send a program to the
UIM 12 in the aforementioned manner, it is necessary for the distribution
management server 16 to establish a link with the UIM 12. This 1n turn
requires the acquisition of the telephone number of the mobile termunal 11
25 with the UIM 12 connected thereto or built thereim.
In one conceivable method to achieve this, at the time of issuing a
distribution request from the mobile terminal 11 to the contents server 19,
the telephone number of the mobile terminal 1118 caused to be transmitted

to the contents server 19 which sends this telephone number to the



distribution request fromthe nobile termnal 11 to the contents server 19,
the tel ephpodig/muvber of the nobile termnal 11 is caused to be transmtted
to the contents server 19 which sends this tel ephone nunber to the

F0491/ 3147 16 25 JUL 2005 distributionlfmanagenent server 16. In this way,
the distribution managenent server 16 can access the nobile terni gl 205
using the telephone nunber sent to it, and thus can distribute the program
addressed to the UM 12. 5 Another available nmethod is described bel ow
Specifically, in advance of issuing a distribution request fromthe nobile
term nal Hisributhen contardsesterseanvet9lban ildentlisi evay,s W6t edistHBYLGE ween
the nobile termnal 11 and the distribution managenent. server 16 in, place
of the telmphogementntasvent 1 6heanobeeesst dhti mAdIle tesBupphe 11 hasing the

di stribution managenent 10 server 16 stores the.tel ephone nunber, .and t:he
i dentifi etekEphoMEPHRIDED S ENE &P 1bASthHIHyCEH SREb R Rt el L
11 sends a \%Sm plu]t on request containing the identifier to the contents
server 19!OWAE Mnl%urn attaches the identifier to a program when sendi ng

the program to tégﬁng%%s%G%ﬁ%ieo'}né%%g‘?g‘;@ééspirgdé@fbehéw.Th%@@ﬁthpy{ o

manag nt serv 6 determ nes the ne nunber of "t he nobi

t er i nal indentdidi®ut o dersefren thBirmobdeeefoirahlitierthecal | s
t he nobi | éayfg?%@r?gpgﬁullh"and]di st r]i but ed;!]%t he program addressed to the UM

12. This mehhestshasver b8, advidensfer ihdetarnmneddoetiveces e nealede dermonalkf yi ng
t he tel ephone nunber of the nobile termnal 11 to the contents 1se ver 19.
20 The coddr ehduthier d3ArbltCcHE TUANAZEMMERP BB MEECEP P BIAGE ﬁ’:}o&faﬁ‘? Spt ed

by e U 1 publ ¢ 3, Rt TE RRREk 952, PR FRO S fRRap par b AR o
e SRR Shukd LR g W senitn Abeprtgunioh i
up the oricgifespondonsidesfth attesr s@hedmobibutdronineéd It sexkds ardistmbution
request containing the identifier to the contents server 19, which in turn
attaches the identifier 1o a2 program when sending the program to the
distribution management server 16. The distribution management server
15 16 determines the telephone number of the mobile termunal 11 from the
identifier, and based on this telephone number, calls the mobile terminal 11
and distributes the program addressed to the UIM 12.  This method has
the advantage that the need is eliminated of notifying the telephone number
of the mobile terminal 11 to the contents server 19.
20 The control unit 30 of the UIM 12, upon receipt of a program
encrypted by the UIM public key m the manner described above, decrypts
the program using a UIM private key paired with the particular UIM public
key. Once this decryption ends in success, a program is obtained in the
form of an ordinary text not encrypted. In this case, the contents server 19
25  making up the origin is considered a person duly authorized to distribute a
program to the UIM 12. The UIM 12 writes the program obtained by

decryption, in the appropriate one of the basic blocks 40-1 to 40-6 of the

MEMOory.

During this write operation, the screen D3 shown i Fig. 7 1s



programtoFbm/q#lyl 12. The U M12 wites the program obtai ned by
decryption, i’ theé appropriate one of the basic blocks 40-1 to 40-6 of the
menory. During this wite operation, thq creen D3 shown in Fig. 7 is
F0491/ 3147 17 2 5 JUL 2005 displayed by the nobile term nal 11. []2.54;%]2005
Wite conpletion response At the end of the programwite operation, the
control unit 30 of the UMI12 transmts a wite conpletion notice to the
di stribution managenent 5 server 16 together with the information

speci fyi ng dq%ﬁa?ﬁéibg tlﬁle%ﬁbn%"t.hﬂﬂinélhﬁ particular programwitten therein
n e

(step S17). rocess, the screen D4 indicating that the wite

operation i[$_4_‘¢})mﬁ@t@)rﬁp[@i(51@gé mkion is over) is displayed, as shown in
Fig. 7, on the " display section 21 of the nobile termnal 11. After that,

the screen is 1Gitabeiend of thepteeraim writeheperzeiomphe onor] nit 20801 the
Distribution conpletion notice The distribution nmanagenent server, upon
recei pt of @Mr%ﬁammﬁsia wrdergsimpliasromootice tbrthendisteibuitian tamrasgimert s

the information ecifying the witten programi,n a data . base as .
i nf or med i oREIYSFr 5] \ﬁléhttgetlﬁéomaapﬁaip Yingi thgt bagcieckakawing ock

of the Ul L .0: Whi th articul ar.progr j.S witten. By accessing to
the data %Pﬁ#@%ﬁﬁgf%ml Jﬁ&mﬁé‘a@iﬁ&‘%mﬂ 16 can easily grasp the
program stored i | 1 [ : 40~ 12.
70 The distri butzl[hoﬁ% ﬁg%%%éﬁ?&ggg(g%}? I?L%%ﬁ%?iméiogfartitbgtwglrtléocﬁjearra BS’P (L)Jigslrvlam
into the UtMn];)ZeteS(tthetra?siﬂﬁtilhﬁisgavéf)oiseéfsp@ﬂﬁéd}sds SHewao P S7, Bhoteder
of the contents server 19 fromwhich the programis distributed. The
timng of display sgctine 2haofyehermobile teymmioal | ilni t Adterothdtj she areemyisbe

coi nci,dent wi.th the,tim of activation described |later. 25 The contents
provi d&k a?%aleﬁgfﬁ%%t%giaf ﬁé’t‘L?H’ée¥ OPELHARY i t ens.

{1.4.8] Distnibution completion notice
The distribution management server, upon receipt of a program
write completion notice from the UIM 12, registers the information
specifying the written program in a data base as information corresponding
15  to the information indicating the basic block of the UIM 12 in which the
particular program is written.
By accessing to the data base, the distribution management server
16 can easily grasp the program stored in each of all the basic blocks 40-1
to 40-6 of the UIM 12. |
20 The distribution management server 16, upon distribution of a
program into the UIM 12, starts the charge process against the contents
provider of the contents server 19 from which the program is distributed.
The timing of starting the charge process is not limited to this, but may be
coincident with the timing of activation described later.
25 The contents provider are charged against the following items.
(a) Rental charge for basic blocks in UIM 12
Upon distnbution of a program from the contents server 19 to the
UIM 12, the particular program is stored in one of the basic blocks 40-1 to
40-6 in the UIM 12. The particular basic block can be considered to be



(a) Rental gghayggfor basic blocks in UM12 Upon distribution of a program
fromthe contents server 19 to the UM 12, the particular programis
stored in one of the basic blocks 40-1 yg 40-6 in the UM 12. The
particul ar basic block can be considered to be FO491/ 3147 18 2 5 J4 JROQ®S
rented to the contents provider owning the contents server 19 for storing
the program Thus, a charge corresponding to the rental period, i.e. the
period during which the programis stored in the basic block is made

agai nst t heeGRIA RNtSe RIOPYESST pravider 8Rihg CthR! 86ntehté Rervérnoafds oibrige The

programtransmtted fromthe contents serVer 19 is distributed to theTU M
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factoring lbee. 20cdimdercnigy efce phegproueds sperformah, byheheli distributicm
managenment server 16 notifies the contents server 19 (step S 18). [1.4.9]
Act i vat i onTaTegsIaHasemiest dibhus eehargedhagenvt 1 theargpriesteProvider asad c
bl ock d:an{]ot be.executed by the user before activation.

1 ransaction fee.

The user of the UIM 12 receives the service in terms of the
distribution of a program from the contents server 19, and therefore is
required to pay the charge in consideration of the service. The
distribution management server 16 may collect the service charge from the

15 user on behalf of the contents provider together with the communication
charge for the user, and delivers the collected service charge to the contents
provider in the character of what might be called a "factor”. In this case,
the charge made against the contents provider may contain the factoring
fee.

20 Upon complete program distribution, the distribution management
server 16 notifies the contents server 19 (step S18).

[1.4.9] Activation

The program distributed to the UIM 12 and stored in the basic block
cannot be executed by the user before activation.

25 The user only recerves the distribution but is not permitted to
execute the program distributed to him, in order to enable the contents
provider to control the program execution start time.

The activation 1s effectively utilized, for example, in the case where

the time to start the use of a newly marketed game program is determined.



25 The usgfg 4%5”@%&4{760@ ves the distribution but is not permtted to execute
t he progr rR I'stributed to him in order to enable the contents provider

to control the program execution start Lgma The activation is effectively
utilized, for exanple, in the case wher the time to start the uséhdlL 005
new y marketed game programis determ ned. F0491/3147 19 2 5 JUL 2005 By
use of the activation, the release date (programdistribution date) and the
date to start to use (activation date) can be set separately from each
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case, the activation is utilized to nake the program execu
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for activation will be explained belowwth reference 10 to Fig. 8.
[1.4.9.1] Betivation request to distribution management server Wenever the
activation becones necessary for a given program the contents server 19
sends an acti vatAsethargesample isha epset inbwhioh theapaoggramt faresing the( st ep

S21). This actjvation reguest contains the 15 jnformation s I fylng._a
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request to U M 20 The distribution managenent server 16, upon receipt of an

activation requeBhe opesatgsn dor activatadn avill beuegilained: below Miti2 referehee
nobile_ terminal 11 (step S22). As already described, the information
speci 119i ng}OEIIgegwri tten programis registered in the data base of the
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Whenever the activation becomes necessary for a given program,

the contents server 19 sends an activation request to the distribution

management server 16 (step S21). This activation request contains the

- 15 information specifying a program to be activated. Also: in the case where

ohly the program stored in the UIM 12 of a specific user is activated, the

activation request contains the identifier (the telephone number of the
mobile terminal 11 or an alternative identifier) of the particular user.

[1.4.9.2] Activation request to UIM

20 The distribution management server 16, upon receipt of an

actlvation request, issues an activation request to the UIM 12 of the mobile

terminal 11 (step S22). As already described, the information specifying

the written program is registered in the data base of the distribution

management server 16 as information corresponding to the information

25 indicating the basic block of the UIM 12 in which the program is written.

The distnbution management server 16, upon receipt of the activation

request, refers to the particular data base and determines the UIM 12 to

which the program to be activated is distributed and the basic block in

which the program is written. In the case where the same program stored



25 i ndi cat i;ﬁ@lt/?]%?baSi c block of the UM12 in which the programis
written. e distribution managenent server 16, upon receipt of the
activation request, refers to the partihgul ar data base and determ nes the
UM12 to which the programto be activated is distributed and th&h dblsZg5
block in which the programis witten. In the case where the sanme program
stored F0491/3147 20 2 5 JUL 2005 in a plurality of UM 12 is activated,
as many activation processes as the UM 12 are performed. Each nobile
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responds to a request, if any, to execute the program stored in the basic
block with the activation flag turned ”1”. A request, if any, to execute the
program in the basic block with the activation flag ”0”, however, is
15  rejected.
[1.4.9.3] Activation end response
The UIM 12, upon complete program activation, transmits an
activation end notice to the distribution management server 16 (step $23).
This notice contains the information specifying the program of which the
20 actvation is ended, or more specifically, the information specifying the
basic block storing the particular program. |
[1.4.9.4] Activation completion notice
The distribution management server 16, upon receipt of the
activation completion notice from the UIM 12, determines the basic block
25  of the UIM 12 in which the completely activated program is stored. The
information to the effect that the activation is completed is registered in the
storage area in the data base prepared for the particular basic block.
As the result of this registration, the distribution management server

16 can grasp, by accessing the data base, whether each program in the basic




25 of the khddi}A4hn which the conpletely activated programis stored. The

i nformation to the effect that the activation is conpleted is registered in
- the storage area in the data base prepgrned for the particul ar basic bl ock.
As the result of this registration, the distribution management e Vifr2gp5L6
can grasp, by accessing the data base, whether each programin the basic

F0491/3147 21 2 5 JUL 2005 blocks 40-1 to 40-6 is activated or not for all
the.U Ms 12. Upon registration of activation conpletion for all the UM to

whi ch t he plaaisa00-af odadid haieabl \Gin@Torall fieIipdiare distributed, the
di stribution nmanagenent server 16 notifies the contents server 19 that the

5 program acti valipon iregistraticat eof( atepatdd) comtpistiont tee ationhai BHMBeto

i nformati on specifying the Erogram that has been activated. [1.4.10]
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where a 161SHHBYHEM MEnagaBIeRs erect dpraoiafles the sontentsi serves 19 thatdthe car d
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before thefdnea(fabeactivatin such a case, at the request of the contents
provi der providi'ng such a service, the deactivation of the program for
receiving the pafheqrograsedistabutezhoo hhe SUBVE ¢d. arfdhectigardd viedy gaqpircess
w |l be explained belowwth reference to Fig. 9. ?0 [1.4.10.1)
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speci Tyi NgGheMgTRANY! Gdathe hddriga b il PUrRRLMP M 12. In such a case,
the deactivation is started in response to the request from the user informed
of the loss. Other examples include a case in which the user that has
received a service has failed to pay the service charge before the due date.
15 In such a case, at the request of the contents provider providing such a
service, the deactivation of the program for receiving the particular service
can be started.
The deactivation process will be explained below with reference to
Fig. 9.
20  [1.4.10.1} Deactivation request to distribution management server
The contents server 19, whenever required to deactivate a program
distributed to a UIM 12, sends a deactivation request to the distribution
management server 16 specifying the particular UIM 12 and the program to
be deactivated (step S31).
25 [1.4.10.2] Deactivation request to UIM"
The distnbution management server 16, upon receipt of this
deactivation request, accesses the data base and determines that basic block
in the UIM 12 specified by the deactivation request which stores the

program to be deactivated. Then, the distribution management server 16



be deactivaped {shep S31). 25 [1.4.10.2] Deactivation request to UM The

di stribution nmanagenent server 16, upon receipt of this deactivation
request, accesses the data base and determ nes that basic block izg }Up_? MI M
12 specified by the deactivation request which stores the programto g
deactivated. Then, the distribution nmanagenent server 16 F0491/3147 22 25
JUL 2005 sends a deactivation request to the nobile termnal 11 in which
the. particular UM12 is nounted or built (step S32). This deactivation
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programto be deactivated. 5 The deactivation request 1s sent to the
through theambilae UM nihak #lourfied aet byt i@red | SBO NI eFaie ddaetividtpypasi ¢
bl ock specified by the deactivation request Is reset from"1" to "0" by
the U M 12redvi¢sér comtains théenésmnativanspécifhmgprthgr basicnblduks sparihg citiear
basic block is prohibited. [1.4.10.3] Deactivation end response 10 The U M
12, upon t Prograamitebesieachiy apitbgr am deacti vation, notifies the
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The information to the effect that the deactivation is conplete is
regi st er ed[1-4- thd] Resctiyetigneendorespo@sdat a base 20 prepared for the
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server 19 gfe U&ribafBnehliMgeert "EerI8pctd Y8lp°8365! €ArnisHotice contains
the mnformation specifying the program which has been deactivated, or
specifically, the information specifying the basic block storing the program.
[1.4.10.4] Deactivation completion notice
= 15 The distribution management server 16, upon receipt of a program
deactivation end notice from the UIM 12, determines, based on the notice,
the basic block of the UIM 12 storing the program of which the
deactivation has been completed. The information to the effect that the
deactivation is complete is registered in the storage area of the data base
20  prepared for the particular basic block.

Upon registration of completion of the deactivation, the distribution
management server 16 notifies the contents server 19 of the completion of
the deactivation (step S34).

[1.4.11] Deletion (only when desired by user)

25 A deactivated program wastefully occupies a memory area in the
UIM 12. It is desirable for both the user and the contents provider to
delete such an unnecessary program. The deletion of the program,
however, cannot be left to the user. If the user arbitrarily deletes the

program in the UIM 12, the rent charging process for the UIM would



[1.4.11) Delgtimgps{only when desired by user) 25 A deactivated program
wastefully occupies a nenory area in the UM12. It is desirable for both
the user and the contents provider to dgiete such an unnecessary program
The del etion of the program however, cannot be left to the user. 2|5fJUL%US
user arbitrarily deletes the programin the UM 12, the rent charging
process for the UMwould F0491/3147 23 2 5 JUL 2005 <continue to proceed
in spite of the programdeletion, unless the fact of deletion is notified
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enbodi nment, therefore, whenever the user res : program 't he
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server 16. A deletion, based on a reason on the side of the contents

provider, is bashcabidmgoe tipsrembodimene, thersfuzes edidrieveg tisoupei datires of
the charging process. The operation of deleting a programin response to
t he desir e t6f delde aoprggsamyi the progxpinailhedelbtddbwundarh thefeminele afotli gs.

10 and 15. I4)[é.1...11. 1] Program del etiﬁg request The user accesses a
predet ef m atrfhﬂﬂemb agEmaRd SEbYRleh®s provi der by operating the

operating sectio t ile termnal,11.. A.distribution nenu screen
D11 shown in Fi grh%équgorh!Bgﬁggg’éhgéﬁaﬁ%oﬁéhﬁiséﬁ Qﬁb‘ér‘:@ CTYF RIRYIHTs bt ay
section 21wk [ ' Thi -di; st L ' D11 is
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the programprovéssn the user selects a nenu item neaning the deletion of a

program a screen D12 asking the user whether the deletion can be carried
out is displayed Idi¢ eperatioppiageleting aprogrriplinafesphasetbithe desinei ofithel 1,

pelbeke =L e R RGN T SN G AT
request toril€11.1] Program deletion request

The user accesses a predetermined home page of the contents
provider by operating the operating section 22 of the mobile terminal 11.
A distribution menu screen D11 shown in Fig. 15 is displayed on the

15 display screen of the display section 21 of the mobile terminal 11. This
distribution menu screen D11 is provided by the contents server 19 of the
contents provider distributing the program. When the user selects a menu
item meaning the deletion of a program, a screen D12 asking the user
whether the deletion can be carried out is displayed on the display section

20 21 of the mobile terminal 11, as shown in Fig. 15.

The user performs the operation permitting the deletion. The
mobile terminal 11 transmits a program (applet) deletion request to the
contents server 19 through the network (step S41). This request contains
the information specifying the program to be deleted.

25 With the transmission of a program deletion request, a screen D13
indicating that the deletion is going on, is displayed as shown in Fig. 15 on
the display section 21 of the mobile terminal 11.

[1.4.11.2] Deactivation request to distribution management server

The contents server 19, upon receipt of a program deletion request,



contents S%"OX@M& t hrough the network (step S41). This request contains
t he informatior{ ecifying the programto be deleted. 25 Wth the

transm ssion of a program del etion requeﬁ, a screen D13 indicating that
the deletion is going on, is displayed d shown in Fig. 15 on thqujmpjnﬁ\ﬁy
section 21 of the nobile termnal 11. [1.4.11.2] Deactivation request t0
di stributi on managenent server The contents server 19, upon receipt of a
program del eti on request, F0491/3147 24 2 5 JUL 2005 sends a deactivation
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storing thenformatzon spediéy thecprogfarnto badetdtstr i buti on management
server 16 sends g deactivation request containing the information 10
speci f y? ng [{ el bad Deanturatwasrequssotx UMt he nobile terminal 11 of the user

requesting the p ram del et.ion (step S43). This deactivation request is
sent to the UM ;[%%th‘ﬁ%ﬂa Utfg déﬁml mf:Ei rrﬁwmerlgl.éTHE’Qﬂ Mac§psed, & rom

"1" to "O" ook i | I e t basi.c. bl ock specifjed by
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response The UM 12, at the end of the program deactivation, trafSmfs a
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S44) . O This_notice contains the jnformation specifying the basic bl ock
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requesting the program deletion (step S43).

This deactivation request is sent to the UIM 12 through the mobile
terminal 11. The UIM 12resets, from ”1” to »0” the activation flag
prepared for the basic block specified by the deactivation request. After

15 that, the execution of the programn in the particular basic block 1s
prohibited.
[1.4.11.4] Deactivation end response

The UIM 12, at the end of the program deactivation, transmits a

deactivation end notice 1o the distribution management server 16 (step S44).
20  This notice contains the information specifying the basic block storing the

program deactivated.

[1.4.11.5] Deactivation end notice

| The distnibution management server 16, upon receipt of the

program deactivation end notice from the UIM 12, registers the information
25 to the effect that the deactivation is complete, in the area of the data base

corresponding to the basic block of the UIM 12 specified by the

deactivation end notice.

The distribution management server 16 sends a program

deactivation end notice to the contents server 19 (step S45).



I stri hOR nagenment server 16, upon receipt of the program
gggc?i vat i Eﬁhgﬁalﬁt i ge fromthe UMI12, registers the information 25 to
the effect that the deactivation is conpjete, in the area of the dathlfagse
corresponding to the basic block of the M 12 specified by the
deactivation end notice. The distribution managenent server 16 sends a
program deactivation end notice to the contents server 19 (step $45).
F0491/3147 25 25 JUL 2005 [1.4.11.6] Deletion request t? '?IhSt Eil buz ! ont on
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the program to be deleted.

The program deletion request is sent to the UIM 12 through the
mobile terminal 11. The UIM 12 deletes the program in the basic block
specified by the program deletion request.

15 [1.4.11.8] Deletion end response

The UIM 12, at the end of the program deletion, transmits a
deletion end notice indicating the program deletion to the distribution
management server 16 (step S53). This deletion end notice contains the
information specifying the basic block from which the program is deleted

20  and the program deleted. At the same time, a screen D14 indicating the
end of deletion is displayed, as shown in Fig. 15, on the display section 21
of the mobile terminal 11.
[1.4.11.9] Deletion completion notice
The distribution management server 16, upon receipt of the deletion
25 end notice from the UIM 12, registers the information to the effect that the
program has been deleted in the storage area in the data base corresponding
to the combination of the user requesting the deletion and the program
deleted.

Then, the distribution management server 16 sends to the contents




[1.4.11.9] @)@] 11i42n conpl etion notice The distribution managenent server
16, upon rg |g"t f the deletion 25 end notice fromthe UM 12, registers
the information to the effect that the ogram has been deleted in the
storage area in the data base correspon(%%g to the conbination of zﬁhlmqwsr
requesting the deletion and the program deleted. Then, the distribution
managenent server 16 sends to the contents F0491/ 3147 26 25 JUL 2005
server the notice that the programdeletion is conplete (step S54). In the
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reference’to Fig. 11.
{1.4.12.1} Deactivation request to UIM
If the usable term of a program has expired and the program is
required to be deleted, the distribution management server 16, by accessing

15 the data base, determines all the UIMs 12 to which the program to be
deleted has been distributed and the basic blocks storing the program to be
deleted in each of the UIMs 12, and sends a deactivation request to each of
the UlIMs 12 (step S61). Each deactivation request contains the
information specifying the basic block storing the program to be deleted.

20 The deactivation request is sent to each UIM 12 through the mobile
terminal 11. The UIM 12 resets, from ”1” to "0”, the activation flag
corresponding to the basic block specified by the deactivation request.
After that, the execution of the program in the particular basic block is
prohibited. '

25 [1.4.12.2] Deactivation end response

At the end of the deactivation, the UIM 12 transmits a deactivation
end notice to the distribution management server 16 (step S62).
[1.4.12.3] Deactivation completion notice

The distribution management server 16, upon receipt of the



After that execution of the programin the particular basic block is
by

pr ohi bi tedl.: 4.12.2) Deactivation end response At the end of the

deactivation, the UM12 transmts a deaztivation end notice to the
di stribution managenent server 16 (step”S62). [1.4.12.3] Deactivati,qn

conpl etion notice The distribution managenent server 16, upon receizgtJU&fZﬂﬂﬁ
the F0491/3147 27 25 JUL 2005 deactivation end notice fromthe party to
whi ch the programto be del eted has been distributed, registers the
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The contents server 16, upon receipt of the deactivation conpletion 10

notice froputthenldr progriamt.i on managenent server 16, sends a deactivation
recei pt_notice to the distribution nanagenent server 16 (step S64).
[1.4.15 5] Del et Ibg reéitebetion UNRNABEMENSt rSBUET onl haseHEherd UOLERTING,

upon recei Ht of. the deacgtivation receipt notice, seﬂgs a &ﬁgsam del etion

request t oUEREVRFT EOTHECHRP RORGE DIINCEANTRRE $GTYRE t(lsé‘?is deacti vation
Lot i : ' ti s s .

S71). “the. el ¥ NGFEACHS Roaphiyf8E! | SthbRi Sobiesl desk i e

i nf or mat i opjs3ABGLOYI MbnagdiBens&ebl ock storing the programto be del eted.
The U M 12, upon receipt of the deletion request through '"the 7?0 nobile

term nal 11, del #hecdrtengrsegvemi6nuphe reasipt dfl thekdsqeoidticd coynpledon
requeslto. notice from the distribution management server 16, sends a deactivation
feceipt notice to the distribution management server 16 (step S64).
[1.4.12.5] Deletion request to UIM
The distribution management server 16, upon receipt of the
deactivation receipt notice, sends a program deletion request to the mobile
15 terminal 11 that has transmuitted the deactivation completion notice
corresponding to the deactivation receipt notice (step S71). The deletion
request sent to the mobile terminal 11 contains the information specifying
the basic block storing the program to be deleted.
The UIM 12, upon receipt of the deletion request through ‘the
20 mobile terminal 11, deletes the program in the basic block specified by the
request.
[1.4.12.6] Deletion end response
The UIM 12, at the end of the program deletion, transmits a
deletion end notice to the distribution management server 16 (step S72).
25 This notice contains the information specifying the basic block from which
the program has been deleted.
[1.4.12.7] Deletion completion notice
The distribution management server 16, upon receipt of the deletion

end notice from all the parties to which the program to be deleted has been



[1.4.12. 6] @r@# 9n end response The U M 12, at the end of the program
del eti on, F i%'s a deletion end notice to the distribution managenent
server 16 (step S72). 25 This notice cglrgt ains the information sp%$i jMIﬁ%
t he basic block fromwhich the program™as been deleted. [1.4.12.77]

Del etion conpletion notice The distribution nmanagenent server 16, upon
receipt of the deletion end notice fromall the parties to which the
programto be del eted has been F0491/3147 28 2 5 JUL 2005 distri buted,

regi sters the inf ’ t & ted,
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be del et ed di;st 14 oYl g e ehethSicular
conpl etionjde aﬁgt ilge{]‘{egléﬁfea"ggﬁ{%n?geg{gr \??Ey%asgegtfggﬂ8§3§9rdAt tﬁf)]e same
time, the ﬁ@&fﬂrﬁ%ib@mm{@gemnt server ceases the charging process which
may have hith&rto been nmade against the contents provider for the del eted
program [1.4.12T8le distrebivonmmandgemenesgrvendtt sendvadiedenongonopletion
managenment server 10 The contents server_ 19, upon receipt of the deletion
conpl et$ on notiseitedhe comtents sereer 1D I$EPS Mhagement server 16, sends a
deletion result r

(st ep S74) - | 1. aAiaipenEagRaiisia BTG SRR GeTPot) REE spafes the ®

managenent The.. ver uj A S am
T3 vl unt aFPAEEGuBRES SHER; mal Ji0e RROERR bEEE ddclagulist he coed®d BT,
of the progggmﬁ%rﬂ@dgm@w‘gﬂrgut ed is a case in point. "W In such a
case, the distribution of the programof a new version to the UM 12 of

al | the usé¢t <. 12.8MDelbtivherepalttreceipa moproegoadnstralubenmani gamebusenVeli ves
rise to an inconvenience. This is by reason of th éi]ac 20 that the. nobile
termindls 11 areTde canteis sesMer d7. PR HECCIM Qg ef feletiomn SOMRIENRT i ous

versions. lxl%tiréneyfrg%p ﬁleendisttlhl b 1%%r§1’antaggltne%t server 16, sends a deletion result
receipt notice to the distribution management server 16 (step S74).
[1.4.13] Program distribution process for UIM version management

The contents server 19 may be reqguired to distribute a program

15  voluntarily regardiess of the desire on the part of the user. An upgrade of
the program that has been distributed is a case in point.

In such a case, the distribution of the program of a new version to
the UIMs 12 of all the users to which the particular program has been
distributed gives rise to an inconvenience. This is by reason of the fact

70 that the mobile terminals 11 are of various models, and the UIM
specifications have various versions. It may happen, therefore, that a
program of a new version, if sent to all the UIMs, can be executed normally
only by the UIMs having a version issued at a certain time point or
thereafter. ‘

25 According to this embodiment, at each time of an upgrade of a
program, a version notice request is sent to the UIMs and based on the
response to the request, it is determined whether the program is to be
distributed or not to a given UIM. This operation i1s shown in Fig. 12.

Some of the UIMs 12 support the function of notifying the version thereof




program of _a new version, if sent to all the U M, can be executed normally
only by thBOA3IkE4Havi ng a version issued at a certain time point or
thereafter. 25 According to this enbodi pgnt, at each tinme of an upgr%e Lgf

a program a version notice request is“sent to the U M and based on tI}1 2005
response to the request, it is determ ned whether the programis to be
distributed or not to a given UM This operation is shown in Fig. 12.

Some of the U Ms 12 support the function of notifying the version thereof
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program after upgrade, the contents server 19 sends to the distribution

managenent ssppuring theafyproogmam di stribution 10 request containing the

I nformati on specifying the program and the version information indicating
the versi obl.df13.Aé Qpavationties U suppsating versiomaptire dRBEUBRogr am (st ep
S81). [1.4 ) ] rsion noti.ce.request to M.The distribution
managerent [ 5ar V- HePTagsem ABbabproB reanest (a5 iRRanNaners SHRERb S ¥uest
accesses the dat .. L ] ag@?i ' i.ch

t he program spec?F @Zﬁsb“y‘gﬁ@@’gg’?éﬂ# h%g]}s&?rrl I but idﬁégglﬁe@kﬁgﬁégﬁ}l\@éﬁ

di stribut edy @nfissndfe ditAbation mahaeenictluagVer 16 & hrolehinl Gistabition s 11

thus determned (step S82). [1.4.13.1.3] Version notice 30 The version
not i cd O eqrezptest soataining theachfcsidtich sheofying ilee progidm anst thealersion The
UM L2, Up?nnfoii%%(taiio%t i1(1) ictathlggvt e iv%rr]sirc])%t io(i;ethvs: UIM 12 that cap execute the
particular program (step S81).
[1.4.13.1.2] Version notice request to UIM
The distribution management server 16, upon receipt of the
15 program distribution request, accesses the data base, deterrunes all the
mobile terminals 11 to which the program specified by the program
distribution request has been distributed, and sends a version notice request
to the mobile terminals 11 thus determined (step S82).
[1.4.13.1.3] Version notice
20 The version notice request is sent to each UIM 12 through the
mobile terminal 11. The UIM 12, upon receipt of the version notice
request, notifies the version thereof to the distribution management server
16 (step S83).
[1.4.13.1.4] No program distribution notice
25 The distribution management server 16 receives a version notice
from each UIM 12. In the case where the version notice received from a
given UIM 12 fails to meet the conditions indicated by the version
information from the contents server 19, the contents server 19 is notified

that the program cannot be distributed to the particular UIM 12 (step S84).



request, gg(%gfli/ﬁ??the version thereof to the distribution managenent server
16 (step : .4.13.1.4] No programdistribution notice 25 The

di stribution managenent server 16 recei gss a version notice fromeach UM
12. In the case where the version noticé ' received froma given U'(i\/l.ﬂilzzn%
fails to neet the conditions indicated by the version information fromthe
contents server 19, the contents server 19 is notified that the program
‘cannot be distributed to the particular UM 12 (step S84). F0491/3147 30 2
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managenent server 16 distributes the programto the particu

Thi s oper atbptents servdesty,i dedhalmier Wahld, tleé efisnirution thasagdmand s8rver
[1.4.13.2] Operation for U M not supporting version notice Function
[1.4.13.2. 1p Sstrgbuhes dihet pragranvrior dupueatticwladi BIM bh.i obhmopgearan mser ver
The contents server 19 sends a programdistribution request to the

di st ri but | daserbedyebere Wi referama to Figs. add Sanner as described above 10
t S91 A4 2.2) Vi ' ti t to UM.The distributi

mnagenent [arl b2 Spesgtion Ta LR T ShmoEhe Megsin DOCT FRPERRR 15 of t he
bile t NE 92-) ¢l 1o Th:QRE ' ,

The U 1ol a3 A0 Ma0ERam b ribdkidn Feadedlto USHIbEIH mdnaddinb il el C

nmekes no responsThe Wotendsherdestoi futidson BRgeBitribativer refhe’Pbtipes the
timer, and upon expiry of a predeterm ned tine-out period (step S93),

sends a vaisgiibntioptmharageEmanstengai k6 in thdsabievrizhielr ashdesarttidd abevei nal
11 (stg}p ''.0_S94). Then, the value on the retry counter is incremented by
one. IR a &iteR S¥1)fashion, the distribution managenent server 16

[1.4.13.2.2] Version notice request to UIM

The distribution management server 16 sends a version notice

request to the UIM 12 of the mobile terminal 11 (step S92).
[1.4.13.2.3] Timer count

15 In this case, the UIM 12 does not support the version notice
function, and therefore makes no response.

Thus, the distribution management server 16 monitors the timer,
and upon expiry of a predetermuned time-out penod (step S93), sends a
version notice request again to the UIM 12 of the mobile terminal 11 (step

70 S94). Then, the value on the retry counter is incremented by one.

In a similar fashion, the distnbution management server 16
monitors the timer, and upon expiry of a predetermined time-out period
(step S95), sends a version notice request again to the UIM 12 of the
mobile terminal 11 (step S96). Then, the value of the retry counter is

25 incremented by one.
[1.4.13.2.4] No program distribution notice

Once again, the distribution management server 16 monitors the
timer, and upon expiry of a predetermined time-out period (step S97),

sends a version notice request again to the UIM 12 of the mobile terminal



nonitors ttl]_% éi ner, and upon expiry of a predeterm ned tine-out period
(step S95), g Haé‘ﬂa version notice request again to the UM 12 of the
nobile termnal 11 (step S96) _ Then, the,yalue of the retry counter. |s 25
i ncremented by one. [1.4.13.2.4] No pr o;]am di stribution notice O?ée-‘”édﬁﬂSn
t he distribution managenent server 16 nonitors the tinmer, and upon expiry
of a predeterm ned tinme-out period (step S97), sends a version notice
request again to the UM12 of the nobile term nal F0491/3147 31 2 5 JUL
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distribution notice to the contents sefver step S84). result;

contents sefetermitiescipiat itheserfiah dhehP ddard ¢hils whirmbedtisd cohditions ifér
desired, cannot be distributed. Ll. 4.14] Programdi stribution process based
on Ul M prendhg apaoi notified fromi ttaeicontZhes sérver 9, amdsende avaoeprograpaci ty
of the Ul Mcfi%gﬁ% make .the programdistribution inpgessible, even if

desired by HIEROECE &) Vlag coptentpsepseanks] Step -operation perforned
in such a case is, shown ig Fig, 113. ¢ Thi s oegratiﬁn w | b exgl ai ned
bel ow. 15 [1.4. 1497 EeJ"Rbt {5n CBYIRE S BTh  gnCORIERS pepSmia of

contents seiiieh diSuitiss e dthifed! iridt el GRyiiRgerent server 16, by

attaching the programto be distri , to send a program distribution
request to[lpeld)] \Prb2rast eistHiblRion proecsnfasedt banUIMI aairhogy tdwpdEnpry
state of each UﬂM i ?g 20 registered in the database of the dig’tlr(it?uti?r)l
managelent l¥Brgdeni6. The distribution managenent server 16, upon receipt

of the program rp. jimitation of the memory capacity of the UIM 12 may make the

program distribution impossible, even if desired by the contents server 19.
An example of the operation performed in such a case.is shown in Fig. 13.
This operation will be explained below.
15 [1.4.14.1] Rejection by distribution management server
| The contents server 19 requests the distribution management server
16, by attaching the program to be distributed, to send a program
distribution request to the UIM 12 (step S101).
The information indicating the memory state of each UIM is
20 registered in the database of the distribution management server 16. The
distribution management server 16, upon receipt of the program
distribution request to a given UIM 12, accesses the data base, and
determines whether the basic block for the particular UIM 12 is available
for storage, or if available, is too small in capacity to store the program (the
25  capacity may vaiy from one version to another of UIM) or whether there is
any other stumbling block to the program distribution.
In the case where the program cannot be distributed, the distribution
management server 16 sends a notice to the contents server 19 that the

program cannot be distributed due to the shortage of the memory capacity




distri buti%a Eeﬂ]z%st to a given UM 12, accesses the data base, and
det er m nes %' the basic block for the particular UM12 is avail able

for storage, or if available, is too smalq{ in capacity to store theﬂ@ﬂrﬂ]ﬂg
(the 25 capacity may vary from one versioh to another of Ul M or wh

there is any other stunbling block to the programdistribution. In the
case where the program cannot be distributed, the distribution nanagenent
server 16 sends a notice to the contents server 19 that the program cannot
be distrib éfedg to the shortage of the menory capacity F0491/3147 32 2 5
JUL 1005 tt @p 2). As a result, the contents server 19 confirns that

the program for i chh<d et oUAGR Scval 1%k osmpnety e ik ot dor

[1.4.14.2] Rejection nenory capacl cur'remt “occupancy

state of eaghicH dkubhRifis olisé@r @hridl Bd@istabakape of the distribution
managenment server 16. For sone r'eason or other, however, the actual U M

menory stat[e,mgt_z]dléjéeﬁoﬁrtgm)ﬂm menory state registered in the database
of the distribution nmanagenent server 16. The operation perforned in such

a case ¥s 10 dedbei mmemdral capadity and theecwoentepteu pamoyestateoof eads HIM

anagonent I2cApdeEeredt £y hesdnigbaserl theseiscuBUGn MARRGERER SCEVeAl 610
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server 16 sends a wite requést together with the programto the UM 12
(step Sll2marFenientUsbhiz tiifat Hdme rogpeeatiod teefommdd: inegueht adeasenines
whet her the program attached to the wite request can be stored in any one
of thd0 described below.

First, the contents server 19 sends a program distribution request
together with a program to the distribution management server 16 (step
S111).

| The distribution management server 16 accesses the data base and

15  determines whether the basic block of the destination UIM 12 is available
for storage and has a sufficient capacity.

In the case where the determunation i1s YES, the distribution
management server 16 sends a write request together with the program to
the UIM 12 (step S112).

20 The UIM 12 that has received the write request determines whether
the program attached to the write request can be stored in any one of the
basic blocks or not. In the case where the determination is NO, the UIM
12 sends a no-program distribution notice to the distribution management
server 16 due to lack of memory capacity (step S113).

25 The distribution management server 16, upon receipt of the
no-program distribution notice due to lack of memory capacity, sends it to
the contents server 19 (step S114).

From this notice, the contents server 19 can confirm that the

program cannot be distributed to the UIM to which the distribution is



basi ¢ bl oclgg,8 npi. In the case where the determnation is NO the UM 12
sends a no-programdistribution notice to the distribution mnagenent

server 16 due to lack of nenory capacity;{step S 113). 25 The distribution
managenent server 16, upon receipt of the no-programdistributiq t]

due to lack of nmenory capacity, sends it to the contents server z%Qﬂﬁ-siﬁ S
114). Fromthis notice, the contents server 19 can confirmthat the
program cannot be distributed to the U Mto which the distribution is
F0491/ 3147 £33, JUL 2005 desired. It nmay al so happen that a program
cannot be stored in a basic block due to a wite error in the nmenory of

the U MI12 or thetgdy BRethaspef tHdie provhany cdarbeBe dtdréd i asda338 ®lock
exactly the sane operation as descri bed B above is performed. Fig. 14 shows

such an opehmt icoa.wiite &irgr i dhe shapery {1kt WMSI 224 wher madfuwndidmostleps S
111 to S 114 in Fia?. .13 and represent exactlg the sane operation,
respect i velmpenforyadensge Spbeistich @xasp) exartlvpbe sanmh openatian Asedesdribed
exanpl e_of the opera ion%&\cc - di gg o this . 10 enbodi nent VVilJf'l he

expl ai ned. aﬁ)@.\f&. ISP fOERRE Ut o8 $ shrhiar egeraionm IR Kigi d do)sheps e of
an operati Qn,~4qa t hat rogra I " RAIEVWAY 2 i s stored in the
basi ¢ bl OC@&}- igﬁ%gg{ﬁe&‘%&q‘?hge&ge$?glpé?g%gs% the bpe]’%tq TRIESFBh 22
of the nobi Il N %jg& esses the hone page of the
contents ng(\%FﬂgrtH%Egtn%%ger%gi@f ?fl: ut elc}é?ﬁe "00 RAILWAY" program A

di stributi ¢h.aehipSpecdrnexdidpleast ebovatiom Fig. 16 is displayed on the
di splay screen of the display section 21, This distribution nmenu screen

D21 is provided BYowhea ceprahics exespler ofo the wiperaaneacsopdiog der .thithe
gﬁre(r:hg fgégﬁjﬁwg\{/ﬁthggé&gipéamstelhgct ing an item concerning the
[1.4.15.1] Execution of program stored in UIM
In this example of an operation, assume that a program called ~ O
(O RAILWAY" is stored in the basic block 40-1 of the UIM 12.
The user operates the operating section 22 of the mobile terminal 11
15 and thus accesses the home page of the contents provider that has
distributed the " (OO RAILWAY" program. A distribution menu screen
D21 as shown in Fig. 16 is displayed on the display screen of the display
section 21. This distribution menu screen D21 is provided by the contents
server 19 of the contents provider. The user performs the operation for
20 selecting an item concerning the purchase of a commutation pass from the
menu displayed on the distribution menu screen D21. A purchase request
for the commutation pass 18 transmitted from the mobile terminal 11 to the
contents server 19 through the network.
As a result, a download screen D22 is sent from the contents server
25 19 to the mobile terminal 11 and displayed on the display section 21. The
download screen D22 contains a menu of several value data having the
same monetary value as the commutation pass.
Once the user selects the desired value data, the information

requesting the selected value data is sent to the contents server 19 from the



menu di spl ayed on the distribution nenu screen D21. A purchase request for
t he commtﬁg‘i%v‘ﬁlﬁéss is transnmitted fromthe nobile ternminal |1 to the
contents server 19 through the network. a result, a downl oad screen D22
is sent fromthe contents server 25 190 the nobile term nal 11 Znglf 25
di spl ayed on the display section 21. The downl oad screen D22 contains a
menu of several value data having the sane nonetary value as the

comut ati on pass. Once the user selects the desired value data, the

i nformation _?quest.i ng .t he selected value data is sent to the contents
server 19 fPOMIEAGTEO#O113147 34 2 5 JUL 2005 nobile termnal 11. After
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sel ect operation 1s perfornmed, 12 is notified of the fact. Upon

recei pt5of sklcss NOELECTIRROMNUIM MBENUGf{rohetid el 1teetsiimshe aoréen
nobile termnal 11 the list of the progranms stored in the basic 10 bl ocks

40-1 to 401323, Tamedl surscean Beula the aceount bhiusel ofsthe pragrep aydhe JdIM Ag.

di splay section_21 of the nobiJe termpal.11l. The use cts.a ..

sett| ement YRCGHREAH Y, B1RC thas select OpREAtQn &PEEf%F@gﬁéﬁ’r? iﬁh@xﬁﬂﬁ 28153E4 he
UM 12 therghy t ettle th - LS tied by
executing e%ﬁr ga& am-iiy ﬁgc‘gi)g%md? ?ﬁﬂ%ﬁéﬁ%i&%@@ﬁgﬁggfghgl ‘6@& AjC? 2.
The data arg@irfd 18thd Kot ermiidd 1q1bth@qh<stﬂéft%elrt§rdg?sﬂnsfgbré@m lthe®bashe
account. The contents server 19, upon detection that the account has been
settl efl) séhoksks BB-Vab ukD-Gat &llod stheerc DRUtantainimpnssisi hel 1sddbplayeden

commut ati on pass purchase request_ described above, .to the nobile term nal
20 11. Thi $he adisplayasacident ai nef tthe maladerminaudh- asTBh1SAB8lestS thhe

two settlement program from the list. The selected program is executed by the
UIM 12 thereby to settle the account.
Assume that the account is settled by executing the program in the
15 program area 41 of the basic block 40-2. The data area 42 of the same
basic block 40-2 is used for settling the account.

The contents server 19, upon detection that the account has been
settled, sends the value data of the commutation pass included in the
commutation pass purchase request described above, to the mobile termuinal

20 11. This value data contains the information such as the names of the two
stations involved, the validity term, the name of the user and the age of the
user and are sent from the mobile terminal 11 to the UIM 12. The value
data, which are to be used for the " (O RAILWAY” program, are stored
mn the data area 42 of the basic block 40-1 corresponding to the same data

25 inthe UIM 12.

[1.4.15.2]) Mail order sale using network

In this example of an operation, a program for a mail order sale is

stored in the basic block 40-2 of the UIM 12.

The user accesses the home page of the contents provider by



stations inv Ived7 the validity term the name of the user and the age of
the user HHd1@i&’sent fromthe m)bile termnal 11 to the UM 12. The val ue

data, which are to be used for the " | LWAY" program are store [
the data area 42 of the basic bl ock 40- %ngrrespondl ng to the sane g’aiéur]- 2085
in the UM12. [1.4.15.2] Mil order sale using network In this exanple of
an operation, a programfor a mail order sale is stored in the basic bl ock
40-2 of the UM 12. The user accesses the hone page of the contents

P o e ront PO e osfafing efiiot 2%, APfIE at'&%ﬂ%&aﬁﬁﬁéﬁé#&iﬁ%ﬁ
Fi 17 2

This G st AEABLAUT IR Sifedh TH FXnoBAE §0 279 difFlaTRE of thE ARl 1.
the cont en§&xﬂﬁ?2ﬂ(tﬁ*rﬁ@hﬁibﬂ@térﬁﬁmal f‘a 1Pr O’Yhﬂse&sttﬁﬁuf%h' m‘éhﬁe:fcrééheDG‘lhat

is called "e-commerce"”) service utilizing the network. The user selects

the desireg }mmi@@ﬂ by thWATHEMS s erBEEF SFERHBUKOMAKLs piDader kichninFiun 17)
fromthe commpdities listed in the distribution nenu screen D31 Then, a
pur chade rpopades the maihosddrt sade (Mhatnis belladBiereomenercas) sarvieo ufiliging

?%QE?C%ZE ' Porvatie TQuasE Selictt ribea AeBireSoROMIARIHo VAT SLZAJOAL 0
the i spl o FERcnaR SPKET Ak Sty R T nEIE ol B icr?qbﬁfﬁdff’%ﬂ%g

screen D32;qbRen dR F!iﬁfiﬂu%icﬁﬁ steedipYR3 Bel §¢Hedd 2’ Pir&ONE ec*ﬂl%t is

settl enment program r XX Bank stored i n the basic blbck 40-3 of the UM

12 is st artrggsntédéromoathier wlobild tertinal 1ihe thécdatans sereat 1 Paheongher een
D34 is di Zﬁ)mayed The user inputs the personal identification (I1D) nunber
as seébt| metwerkr mati on. The nobile terminal 11 tries to connect the

-0 settlement AelvVe ntedls Servar 19 That Had® r220VEY SAL' SOrHAsE P fd the
returns a settlement method screen D32 to the mobile terminal 11. As a
result, a select screen D32 is displayed on the display section 21.

From the settlement methods listed in the select screen D32, the
15 user is assumed to have selected XX BANK”. The settlement program
for XX Bank stored in the basic block 40-3 of the UIM 12 is started by the
control unit 30 of the UIM 12 and a settlement screen D34 is displayed.
The wuser inputs the personal identification (ID) number as
settlement information. The mobile termunal 11 tries to connect the
"0 settlement server for XX Bank through a communication unit 34 and the
network, so that the screen D35 being accessed 1s displayed.
Upon complete authentication, a purchase amount confirmation
screen D36 is displayed.
The user confirms the amount to be paid and inputs the
25 confirmation. The mobile terminal 11 displays a payment confirmation
screen D37 of the contents provider, i.e. the mail order house, together with
the delivery date, etc.
[1.4.15.3] Use of commutation pass (check gate passage, manual start)

According to this embodiment, the mobile terminal 11 can be used



net wor k, s[g %ﬁqat t he screen D35 being accessed is displayed. Upon conplete
aut hent i cat? :’3]é17purchase anmount confirmation screen D36 is displayed.
The user confirns the anobunt to be paid,and inputs the 25 confirnation.
The nobile termnal 11 displays a payrreﬁg confirmati on screen % f the
contents provider, i.e. the mail order house, together with the j)ULv@BSI
date, etc. [1.4.15.3] Use of commutation pass (check gate passage, nanual
start) According to this enbodinent, the nobile termnal 11 can be used

F0491/ 3147 _36_ 2 J 2005 _as_ a.comutation pass hy storing.,an riate
br ogr am | n % e CORMPS BIOMRasS By BRI BB eARRIcbalF I OBE B Hhenddl Hlet o
First, the : . : screen D41 shown in Fig.
18 is di spl‘%ﬁlgéégﬁ%ﬁé% [ E%ﬂ%%‘@&%gﬁp%%¥ﬁgﬁger 5 selects " 00
RALLWAY™ Tor wihi Gt e QEEM RDHAReRIP DU 92 ASUEM Gichi: sdrd@nCepy of
unit 30 of the UM 12 executes'the 00 RAILWAY programin the basic block
40-1, so tbhbwa Men¥igcr@ens Ddidplayed sl ahed dplayheection! 2Y. seTheonsed.

When the screen D42 is displayed, the user selects "4, SET 10 APPLI CATI ON
AUTO. STARSelectn albQreRAILIWANT sfor which the soneentatidSpass i sgddiyedhs

t hereby pronpting the user to lect. In the case where t user sel ects
VES .1 headesuliaihe contiol unit 300t e LM LA caHiasothond-liobikAST Wohion i s
"NO', on the. othet nd, 1t u tic.start is not s 15,Th at e of
the tar vl RSy TR Basts Blosk 4ePTh'sh pht Rahebl sthtet Bian s disHared et or o
passing th he user perfornms the follow ng operation.
First, thef}%sjgir%pg p?gitls‘g%z?he U button 23. The U M nenu screen D41 shown

in Fig. 19 is di YWhayetheorctden dD4p! &y drplaywd,2the Theeruselects ”4. SET

10 APPLICATION AUTO. START”. An automatic start set confirm screen
D43 1s displayed thereby prompting the user to select.

In the case where the user selects ”YES”, the automatic start 1s set.
In the case where the user selection is "NO”, on the other hand, the
automatic start is not set.

15 The gate of the rallway company is equipped with a ticket check
reader/writer. Before passing through the gate, the user performs the
following operation.

First, the user depresses the U button 23. The UIM menu screen
D41 shown in Fig. 19 1s displayed on the display section 21. The user

70 thenselects = OO RAILWAY™ for which the pass is used. As a result,
the control unit 30 of the UIM 12 executes the (O RAILWAY program
in the basic block 40-1, and displays the menu screen D42 on the display
section 21. The user selects ~ 1. PASS” . The pass program constituting
a part of the OO RAILWAY program is started by the contro] unit 30.

25 In accordance with this pass program, the control unit 30 begins
communication with the ticket reader/writer for pass check. In the case
where this communication is carried out by the common key cryptosystem,
for example, the pass check process is performed following the steps

described below.




20 then Sehﬁ%@]ﬁl 00 RAILWAY" for which the pass is used. As a result, the
control un of7 the UM 12 executes the 00 RAILWAY program in the basic
bl ock 40-1, and displays the nenu scree@7D42 on the display section 21.
The user selects " 1. PASS' . The pass programconstituting a pag§ }Pﬂﬂ]ﬁ}e
00 RAILWAY programis started by the control unit 30. 25 In accordance wth
this pass program the control unit 30 begins comunication with the
ticket reader/witer for pass check. In the case where this conmunication

is carried stem for exanple, the pass check
process is@ﬁ?ﬁ@?‘#@%@?@}&ﬁ#‘éﬁﬂ%?@@ﬁy descri bed bel g\r/)v. FQ491/2147 37 2
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reader/witer requests the no e termnal 11 to transmt information on

the commut gtdngmipasfermadlonbe thobbhentueitiomphsd.l encrypts the pass
informati on by the common 5 key and transmts it to the ticket check

reader / wr i {8y ThEhmobalesterimhal datémorygis thaypass npfornbBion dydihpicayeniom t he
di splay_section of the nobile termnal 11. (4) The ticket che%
reader /v i K6y @adr yRARSTAHS flecli BE dopkalt ahesk gsader/wittsfnat 1818 BAS, in

the case where the user.is found be legitinate,. th 10 gate is ened
Lo al | ow hIROFIPALRN QPIAE segemDd % irdislgyed S the dispieg, s &f e
gratitude . h$ displayed on the display section 21. The

f or egoi ng %’g%bcl;t?gﬁr@ﬁmdggl S with the conmutation pass. In the case where

the nobi | e(4erHengtkeklchHerkUaadet/AviiteRcdd @Ppas e PEdeited comhthutafibnhgasver,
the data area 42 is updated to indicate the value data corresponding to the

armount af t enfosntat joa tandg 1h theacisaawvhehatiye user s doupd doebes logit{mptebivee.
[1.4.15. 4] Use of conmmutation pass (gate passage: auto. start) Wen the
*scr eenl (b4323KoiRrPRaRCH 1§, allawily I pl ayed, the user can

At the same time, a message screen D54 for expressing gratitude to
the user is displayed on the display section 21.
The foregoing description deals with the commutation pass. In the
case where the mobile terminal 11 is used to function as a private card,
15 however, the data area 42 is updated to indicate the value data
cbrresponding to the amount after subtracting the actua‘i. charge 1n the
process of (4) above.
[1.4.15.4] Use of commutation pass (gate passage: auto. start)
When the screen D43 shown in Fig. 18 is displayed, the user can
20  select ”YES” and the automatic start is set. The following operation 1s
performed. Specifically, when the mobile terminal 11 set to the automatic
start mode approaches the gate of the station, a polling signal transmitted
from the ticket check reader/writer 1s received by the mobile terminal 11.
As a result, the pass program constituting a part of the (OO RAILWAY
25 program is antomatically started by the control unit 30 in the UIM 12, and
the pass check simular to the manual start is carried out.
[1.5] Effect of first embodiment
As described above, according to this embodiment, even in the case

where the storage area of the storage module is divided to store each



20 sel ect I‘;Y S ggd the automatic start is set. The followi ng operation is
per f ornmed. &l cally, when the nobile termnal 11 set to the autonmatic

start node approaches the gate of the st_;)gtion, a polling signal tregrﬁsyljl_tq]gg
fromthe ticket check reader/witer is received by the nobile termnal 11.
As a result, the pass programconstituting a part of the 00 RAILWAY 25
programis automatically started by the control unit 30 in the UM12, and
the pass check simlar to the nanual start is carried out. [1.5] Effect of

the: caco. ArEERms he RMIEInARRY SpREF B Qlics el NanATERLOR Hum SR | 0
each F0491£§1ﬁ1?: $AMD ahdL nd0@RtraPHRGAE jst %p&éﬁl 8nt EierMabilg! fr¥inal.

provi des the communication function to the UM and no extra burden is

i mposed onThagcfmrbi kige tishsiend! funcliver of athe, nididlé nbemem] fsunot iivesfelyhe
nobile termnal is not adversely affected 5 Also, the program storage, the
activati onaffebteddeacti vati on and the deletion are not carried out by the

nobil e term nal, but under the control of the distribution nanagenent
server.5 Thus, thAlseehecprogianesterags, thenacoivaiomithe dracthatiaangd; the

I ntaini ity. 10 [2], S nbodi, ment A ding to.the first
embod mont SN BEPAERECC: Pt BY 3 AMPC R ACtPUtln ot HOdEE S 2oPE T e e
in the basﬂf%b:hfgﬁjfﬁut‘ilgﬁi 1n‘¥aﬁ1a%%i'r§eﬂtn skffer. Sl Mpd nu%é}e L%‘?l%?ﬁ]e?ce '{s
enbodi ment ;" however, "afl | €prograns executed’are not necessarily stored

in the basjgphbeskswhilbat theldani®tithd wiAht A0S seeeAnd enbodiment Fig. 21 is
a bl ock diagram showi ng a configuration of a program distribution system

according to a second enbodi mrent of the invention. A UM 12, contents
servers 19-1 to 19-6 and.19X and a distribution nanagenment server 16A are
shown lith FH%J Seeondrgmbgidsmenut i on 20 management server 16A corresponds to

the distributi O”A%%B?&%EEP& tRE€'fift embodiment described above, the program

executed by the UIM 12 is stored in the basic blocks 40-1 to 40-6 in the
same UIM. In the second embodiment, however, all the programs
executed are not necessarily stored in the basic blocks.
15 [2.1] Configuration of second embodiment
Fig. 21 is a block diagram showing a configuration of a program
distribution system according t¢ a second embodiment of the invention.
A UIM 12, contents servers 19-1 to 19-6 and 19X and a distribution
management server 16A are shown in Fig. 21. The distribution
20 management server 16A corresponds to the distribution management server
16 of the first embodiment plus the functions unique to this embodiment.
The contents servers 19-1 to 19-6 and 19X have similar functions to the
contents server 19 of the first embodiment. The system according to this
embodiment has an authentication server, as in the first embodiment, not
25 shownin Fig. 21.

- The UIM 12 according to this embodiment includes an application
area 12C shown in Fig. 22 in place of the application area 12B of the first
embodiment. The program storage area 12C is divided into seven basic -
blocks 40-1 to 40-7 and one free basic block 40-1.




16 of the {’@J?" eg‘oodi ment plus the functions unique to this enbodi nent.
The cont en gé?l\? rs 19-1 to 19-6 and 19X have simlar functions to the

contents server 19 of the first enbodi n%@t. The system according to this

enbodi nent has an authentication server;7as in the first enbodi n?gt rﬂ@%
25 shown in Fig. 21. The U M 12 according to this enbodi nent inc c”alg
application area 12C shown in Fig. 22 in place of the application area 12B
of the first enbodinment. The program storage area 12C is divided into
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(application or is stored in the program a data area

42, on the agghﬁy is Rendd hpshetppoethrhhaeai 0] t hlgatardiansh 49, dnethe @@ham

stored int program 5 area 41 of the sanme basic block or the free basic
bl ock. 1 n thand, hasetoreehbrsnehbldatk sasdd by the gbgraandtdrkd ihrthe pragiranbl ock
40- FI are independent of each other, and basically, the programstored in

t he proYyrasres 44 of thefsamegbesis Wpekkrdhadme haveddlocke data area 42 of

ot her bl ocks. This js also fhe case w.th e fi enbodi nent. The, 10
program stored i IIiHE %y ﬁéﬁﬁ&s%glﬂc@aﬁﬁ& t%g@bs?‘ﬁ)ﬁﬂ? ggeeopaﬁlé:l lé{hﬁ}(

wi t hout i nt@r l_ar: ' ' ' V, el ta
rca 42, noehbAritdBpehdFnChE Fath b ek ARTRASIENy, REe dRiaehi sik8d P
managenment (1xemnyBerath el 41!Cal oMbtk @Enhot eeeSA ke Wiks Qarthesdreni
money i s downloaded fromthe ATM Thi s point is also simlar to the first
15 enbodi mether Bbadesdi nFhio 16 halsoettmdiasentvith thedifasr idmmbodmefit.t hd'he
prograns stored in the basic blocks 40-1 to 40-7 is controlled by _the

di st rilfut | BFOSTREM HeFfshin dBevBFOZIBM arha Dk FRDASL sbe rdigtrihnted coF [dedetpski ¢
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data area 42, however, can be directly operated through the distribution
management server 16A or a local terminal as in the case where electronic

money is downloaded from the ATM. This point is also similar to the first

15 embodiment.
According to this embodiment, the distribution of the programs

stored in the basic blocks 40-1 to 40-7 is controlled by the distribution

management server 16A. The program stored in the free basic block

40-F1, however, is controlled not by the distnbution management server
20  16A but on the user’s own responsibility.

According to the first embodiment, the program transmitted from
the contents server 19, in accordance with the distribution request from the
mobile terminal 11, is sent to the UIM 12 by the distnbution management
server 16. The distribution management server 16A according to this

25 embodiment, on the other hand, accepts the program distribution request
from the mobile terminal 11, and on acquiring the program by accessing
the contents server as required, distributes 1t to the UIM 12 of the mobile
termunal 11. The distribution management server 16A according to this

embodiment 1s similar to the distribution management server 16 of the first



"0 16A but @A{;A@g?user' S own responsibility. According to the first

enbodi rrentlf ogramtransmtted from the contents server 19, in

accordance with the distribution requesggfromthe nobile term nahljjﬂ i S
sent to the UM12 by the distribution managenent server 16. The L 2005
di stribution managenent server 16A according to this 25 enbodi nent, on the
ot her hand, accepts the programdistribution request fromthe nobile
termnal 11, and on acquiring the program by accessing the contents server

as requiredn i Ah1dRYh 4Rl &eéé’ro%ﬁnpﬂf‘étﬁi%u@ﬁoﬂ ﬁ%nﬂﬂ% l:@ntetngs_f SRRl thlthelhe

di stri buti on managenent serv A according to this enbodinent is simlar

to the di sUNUti RirelRpabanBhasesa®r Thiobpehation sowEOdr, 9s htd thedorly40 25
JUL 2005 enbodinment in that the programdi stribution fromthe contents

server to fingctidh Mfl2he sdiselibygon anthrweayent. s¥hier dpér adcondinmpvienvéhis i s
not the only function of the distribution managenment server 16A according
to this esbddidisrent. SSeectfieally,ythet destaibintramunavegermenly SEEART & drasi6A

has 5 means for storing a programor the pnformati.on.indicati t he
| ocat i oh omeatﬂﬁefs%rﬁgﬂé‘& 3 GOSN AN E1§ #D rm%ogggalcgpn& %?‘%’?‘ﬁ?n &d any

of the prggrans stored jn t.hise c e Iyh t r ugh
the distr tHTBEr%nﬁﬁem?hbeggﬁgeéﬁn @EA%FE ?ﬁﬁg@s ﬁg{efﬁt ﬁgﬁdgg I’IOEU 1'l:%on
managenment X{Y Bhiss ng4y Sicthid b Cagbe tHevwel fher 10
the U M 12?13%1%??%&%3? H%E'éfgf‘e"?ﬁfé‘gp%%%bm cﬁ@su{lri bu?i gqn to the UM 12 and
exhi bi t t hgisttdbatiban rhaksa;eanemc kervanol§A. t hén dilgsr sénae, otheredmsgabanon
server 16A includes a distribution managenent unit 50. The distributjon
management manageseiiseraeusbA exiibitsea foncyonragylaniota sachgdampryghim 15

i nf ormaio smgq unit 52. The programinformation storage unit 52 has
st ored 4 hef grogram proper or a URL corresponding to the programthat

Ca0 D2 ot PPt el e Bobfiy SitRuah oI Uiz,
very exhibit the function like a cache memory, the distribution management
server 16A includes a distribution management unit 50. The distribution
management tnit 50 has a user information storage unit 51 and a program
15 information storage unit 52.

The program information storage unit 52 has stored therein a
program proper or a URL corresponding to the program that can be
distributed to the UIM 12. The URL 1s the information indicating the
address of a specific one of the contents servers 19-1 to 19-6 and the very

70 contents server where a particular program i1s located. Which 15 to be
stored in the program information storage unit 52 for a given program, the
URL information or the program proper, can be determined based on the
storage capacity of the program information storage unit 52, or in the case
where the storage capacity is sufficient, can be selected as desired by the

25  contents provider operating the distribution server.

The chance of storing a new program or the URL thereof in the
program information storage unit 52 1s given, for example, in the case

where the mobile terminal 11 of a given user sends a program distribution

request, and a program or the URL thereof meeting the particular



?20 contentf @equver where a particular programis located. Wich is to be
stored in % b’rléaraminformation storage unit 52 for a given program the
URL information or the program proper, g?n be determ ned based on the
storage capacity of the programinformation storage unit 52, ordp,the case
where the storage capacity is sufficient, can be selected as dgéi-ﬂ-@d?l]ﬂﬁy t he
25 contents provider operating the distribution server. The chance of
storing a new programor the URL thereof in the programinformation

209, oty e, OO e R et .

termnal 1 user” sen pr ogr requést,
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di stribution rTequest is not Stér in the program nformation storage unit

52. In sueBnterg@servérigduaoguares kntionords O ptogage desiredSdy ase aseesint he
contents server and acquires and stores the programdesired by the user, in

conpl i anceceiiplidrive wihubstrefjnesn from thebiribitetarmmalal 11. 5 The user
informati on storage unit 51 includes n (n_>_1) individual. uset i_nf,grr(lzt i on
storage units 53Thetuser3nforanatien SKTAEANMLSA ipehidassni® ~inl L divadagkt em
according to the

[ ntion, i | Lcabl e. h _individ
i.nf or mat i oH3%t H?fglélgl\ég]trﬁlﬁtnlt gtg’ﬁalﬁes H&@gas 5’2‘ak§dﬁ3§$f$%%$8ﬁf\‘%m%fa@ ﬁ;ﬁérgﬁ n$:16 age

unit 54 an [ LSEri | ipfo t3 a -k 55:

feal distr it ol nufelt | sEbide b CIHE LfyRoH 2% apdlicip. 0 Eakhe

i nf or mat i ofhEvahade udet tirfdrinatias Steraed LRGr esR-koohay ef @Al adistribution
corresponding to the program actually di stri buted to the UM12 of the user
k. The poi mferndsion sorage umtiSdatndg aigual destriuteme anformatwnpsooraga 15
information storage unit 52 where the programor the URL thereof is stored.
The av¥l | aBNItiXy of the real distribution information storage unit 54 nakes

L BTt o T T R B TR

the user information storage unit 53-k has stored therein pointer data
corresponding to the program actually distributed to the UIM 12 of the user
k. The pointer data is for indicating a particular area in the program

15 information storage unit 52 where the program or the URL thereof is stored.
The availability of the real distribution information storage unit 54 makes it
possiblé for the distribution management server 16A to immediately
redistribute any program, if erased, in the basic blocks 40-1 to 40-7 of the
UIM 12.

20 The virtual distribution information storage unit 55 of the individual
user information storage unit 53-k, on the other hand, stores the pointer
data corresponding to an available program, though not actually distributed
to the UIM 12 of the user k, that can be immediately distnibuted to the UIM
12 of the user k who 1s desirous of having such a program. The user of

25 the UIM 12 can receive the following services by use of the virtnal
distribution information storage unit 55.

(a} The pointer data of a program of which distribution to the UIM 12 is
desired 1s provisionally stored 1n the virtual distribution information storage

unit 55. The user, whenever the distribution of the program with the




Uumm 12. ZoFdl%g vi4r7tual distribution informati on storage unit 55 of the

I ndi vi dual éar I'nformati on storage unit 53-k, on the other hand, stores
the pointer data corresponding to an ayailable program though not
actual ly distributed to the U M12 of the user k, that can be i mZdillt 2y
distributed to the UM 12 of the user k who is desirous of having such a
program The user of 25 the UM 12 can receive the follow ng services by
use of the virtual distribution information storage unit 55. (a) The

pointer da %i;ﬂeradefié"tﬂgf’éﬁfog.tﬁ‘f@a G el @driuidit ididaion si8paid e
I's provisionally stored 1n e virtua él stribution I nformation storage
uni t 55. TRR;SSTs refenedekehfs adictfesbubihe ditritetion Qﬁhﬁﬁ@éﬁk}ﬁtts&?ver
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F0491/ 3147 42 25 JUL " pointer data thereof stored in the viTttua

di stributi 6A nkigrehé gnobilertegminahild . 55The diswibutesh managermenegaeser t o
the distribution nmanagenment server 16A using the nobile termnal 11. The
di stributi d6Araeadertbat perterrdatacaf rihedsequrstpdi pragragntfzont thee vidgakst ed

program fromthe virtual 5 distribution information.storage,unit 55, and
acqui r es AR EPStioNL RfeETaReN ﬁﬁ%@gﬁrﬁ@be{g,fa AGHVINGS ﬁ‘éﬁ?tdlémlé‘l“eﬁoihﬁ er
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Therefore, fidm ey Vianpéndistabution théoastion bkwekge angitodiupioedthandgesnio
basic block is available for storing the programto be distributed. In
such a casdjsttibatiodiigformationstoragedentid. server 16A reads the pointer data

12, g SfSndfes e o RoarIotks e R BT bt on Thsrsidia fon
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where it igvimableefor Borii thegrogha®c ko 4t Yisteibthtédie Doigictr adedse, othet he

programis witten in the
distribution management server 16A reads the pointer data from the storage
area corresponding to a given basic block 40-X in the UIM 12, from among

15 ‘the storage areas in the real distribution information storage unit 54, and
transfers it to the virtual distribution information storage unit 55.. The
program to be distributed is sent to the UIM 12, where it 1s written in the
basic block 40-X, and the pointer data of the program is written in the
storage area corresponding to the basic block 40-X in the real distribution

20 information storage unit 54. This process makes it possible to acquire a
program by a distnbution request and store it in a basic block even in the
case where the basic blocks are fully occupied. In the process, with
regard to the program driven away from the basic block, a request may be
given again, if required, to the distribution management server 16A and the

25 process described in (a) above can be carried out.

Now, an explanation will be given of the function of the distribution

management server 16A corresponding to the free basic block 40-F1. As
already described, as for the free basic block 40-F1, the distribution

management server 16 does not manage the program distribution. The




st orage ar?@@:l%]rﬁspondi ng to the basic block 40-X in the real distribution
20 information storage unit 54. This process nmakes it possible to acquire a
program by a distribution request and sygre it in a basic block e\zanUierbshe
case where the basic blocks are fully occupied. In the process, with

regard to the programdriven away fromthe basic block, a request may be
given again, if required, to the distribution nanagenent server 16A and the
25 ]process described in (a) above can be carried out. Now, an expl anation
will be gi t IRE ti@n : histat Ut 4 aQNs A
correspond?ﬁ(r%?gr’ﬂgoy td%gr%ﬂrf@‘é t@%s??bé{%giﬁzlg{agln’ggpafﬁ%gdy béegf:rﬁgggt%?f or
the free b@ﬁbgrzﬁhQﬁlghéf@rdé,]bagjb@]g&]@mpmion managenment server 16 does not
manage the program di stribution. The F0491/3147 43 2 5 JUL 2005 wuser, by
operating the nofibeerda¢rdistabutidn inforrhaeen \stomgeuait 54 afetlet endividnabr am
in the free basic block 40-FI. The real distribution information storage
unit 54 of uShe infermAtHURIStOrager unifd3 fsi arsleragegeca SOITESRORAING 16t Hitage

novever apt bioek RuFd of the Db dm Qéﬁég'ge&zfrﬁi}?gv#ﬂaﬁ@ﬁ%cé%&s e
a0-7r or t Aokt sy BPREk: i REDEGTITu et BLRIRE of ARG R 18R et o

|0 the Tre bagiGerdd gk ofOublerel Nrdiil thd NPasia! bikdck NEOIRCLof il IDRgAL 2,
etc.) may be stored in 10 this area. The programin the free basic ock
40-Fl of t efodhidtiby, tiedredf.d [t thbeadehehe®d notlinkestherqd ogthedred bastt i n
t he basic blocks 40-1 to 40-7, remains as it is until registered again by
t he user hbheel #0-Fh theelatasedigasing thedags EFNnll”déasrr 6igs) Braychaustpned he
progrzlra)i n.,.15 the free basic block 40-Fl tenporarily to another program

on thel'bt h8MS 3&hd, such a change can be nade al ways by the user hinsel f
rewwiting it. In S i ' ' gy T EETe oty hge =annot
carry out the chgﬁgﬁl}ggﬁglglc@sgﬁéggg% %E%B%{r’%}grﬁgm@?s stor%ej(ljﬁfrllﬁt %géﬁlradega
basi c be deleted, unlike the programs stored in the basic blocks 40-1 to 40-7,

remains as it is until registered again by the user himself.

In the case where the user is desirous of changing the program in

15 the free basic block 40-F1 temporanly to another program, on the other
hand, such a change can be made always by the user himself rewriting it.

In such a case, the distribution management server 16A cannot
carry out the charging process even if a program 1is stored in the free basic
block 40-F1.

20 The free basic block 40-F1 can be changed so that it can be handled
the same way as the basic blocks 40-1 to 40-7 as desired by the user.
Specifically, before the change, seven basic blocks 40-1 to 40-7 and one
free basic block 40-F1 can be used as eight basic blocks 40-1 to 40-8.

In such a case, the information to the effect that the free basic block

25 40-F1 has been changed to the basic block 40-8 is written by the
distribution management server 16A in the system area 12A (Fig. 4) of the
UIM 12. Also, the area in the real distribution information storage unit 54
that has hitherto been handled as an area corresponding to the free basic

block 40-F1 can be handled by the distribution management server 16A as



bl ock 40-Fl.. 20 The free basic block 40-Fl can be changed so that it can be
handl ed t A84¥d# ¥ may as the basic bl ocks 40-1 to 40-7 as desired by the
user. Specifically, before the change, ,seven basic bl ocks 40-12t50J|ﬂ02ug and
one free basic block 40-FI can be used¥s ei ght basic blocks 40-1 to %-8.
In such a case, the information to the effect that the free basic block 25
40-FI has been changed to the basic block 40-8 is witten by the

di stribution managenent server 16A in the systemarea 12A (Fig. 4) of the

ot e BeShtd ToEah hR L apRE O el
40-F ' ' ' 16A
FOESU 3147 r%%ﬁé}gé%ﬁﬂfé‘sz%%@ o it Bas Bhiddddor T aRaNe st ¢ b ock 40-6,
i i basi 40-1
C0 4057 s ot art Al hRIEBCR (EBIRETHEN chanbdd rotthe DasferBlotio HPes by
bl ock 40- 81y ydeRbnUSed wdy chhSbavayserBd e RS freeeBadie bRRkf 405 Pagfinbl ock

40-FI again. 5 The basic "bl ocks 40-1 to 40-7 cannot be changed to Tree
basi ¢ I ocRhe basigbléoinf 4Qr at 40+ oinnpsbe ichahged todrexgbasintbleckyer A
configuration of the distribution managenent server is shown in Fig. 23.
The di st ri b2tA]dnontgarptrame! distubntiopAnasagemgnt gepdif i gured of a 10
transm ssi on contyrol gnit 61, user .i nformation storage unit .5

t.h r. i 1 ;
described above? CRBISPEYIOHOL 1DErHatiRIen JPARRSGMED! SETVRISIS M Nby e

and a secgtge €9muni cation control unit 62. The transm ssion control unit
61 control S™®hé transm ssi on between the external contents servers 19-1 to

19-6 or between fie AR RIdEMANR dEneRbsdef 1A widgchRecdhBBEFEE S Gh
bet ween the contents servers 19-1 %o 19-6 and the nobiTe term nals 11). The

t r ansni(ssi tansnmssioh aonttol@inialbd o the aser oiforotatidn stosage sinonS bateseeibeidhe

user information storage unit_ 51, the programinformation_storage unit 52
and the seabprecdhenpicErmmomiosmatisin storage unit 32 described above and a

secure communication control unit 62.
The transmission control unit 61 controls the transmission between
the external contents servers 19-1 to 19-6 or between the mobile terminals
15 11 (ncluding the transmission between the contents servers 19-1 to 19-6
and the mobile terminals 11). The transmission control unit 61 also
controls the transmission between the user information storage unit 51, the
program information storage unit 52 and the secure communication control
unit 63 to each other. Further, the transmission control unit 61 controls
0 the distribution management unit 50, the user information storage unit 51,
the program information storage unit 52 and the secure communication
control unit 63 on the one hand, and requests the execution of various
processes in the distribution management unit 50, the user information
storage unit 51, the program information storage unit 52 and the secure
25 communication control unit 63 on the other hand.
The program information storage unit 52 substantially functions as

a portal site for the program permitted to be distributed to the basic blocks
40-1 to 40-7 of the UIM 12.

The secure communication control unit 63 authenticates the




unit 63 toFﬁg,%p p&her. Further, the transm ssion control unit 61 controls
20 the distri u%l on managenent unit 50, the user information storage unit
51, the programinformation storage unijg52 and the secure communication
control unit 63 on the one hand, and requests the execution of various
processes in the distribution managenent unit 50, the user i nfor @§tjjorpgns
storage unit 51, the programinformation storage unit 52 and the secure 25
comuni cation control unit 63 on the other hand. The program information

st orage uni; @%ﬁ t@ant | ' t S| f e am
permtted tlgf(gén I St ri@Euie@&dhbrbé&?ﬂgbgggﬁldag%ﬁﬁgm 1’8&11 lt[}lé)eezfg?f;e%t? ?ﬁre%M
12. The secuy.¢ I@OI@%D'h@fP@é_ﬁﬁb?gblit%ewgbire@?’wﬁw HRNbHOBIECReY MR1FMAPdASH 47
45 2 5 JUL 2005 information (an encrypted program etc.) sent fromthe
contents sdfid sandl fndndeesithebisshel df thbepwblit ileysefopdie edrients tdrevers
private key held by each UM and nmanages the issue of the public keys for
t he contentlé?—ééﬂv]éil-é. 19-1 to 19-6. 5 [2.3] Operation of second enbodi ment

[2.3.1] _Registration in user ipformafion storage unit In the exanple shown
in Fig.521%§t319896ﬁ[@ﬂ§y§ empedimedtio-6 are under the control of the

di stributi rent, . 16A. The. desi f i
(appl ot) storey RACHAUST i dSeofiarmetins S8reas Bhte T equi red o rogi ot er.
the particul ar pﬁﬁ&hér@ﬂa?neélféesﬂb%gé\ ﬁ%g”ﬁ | g cé@t@hﬁgﬁe%é 1@11|‘}]B E%—%

di stributi on managenent server registration process w

expl ai ned het amdirt ther ebarrehas tie MigtribMtiorrihahagéhenusrveendAa rHiest
for a menu list of the progranms that can be registered, to the

di stri but i dsendlesonenet semgena peagramniappet) 1gomediine anyr of nhe Adntem s

requesj.is sent to the ogram information storage unit 52 through the
{rans Qsi SRIEINES SFOUIFY (@ 1CHREHDe AT bR PIRETaR: A HorrBREr HPTBIRLNINA

(step Sl?’1)st0rage unit 51 of the distnbution management server 16A. The
registration process will be explained below with reference to Fig. 24.
First, the user sends a request for a menu list of the programs that
can be registered, to the distribution management server 16A from the
15 mobile terminal 11. This request is sent to the program information
storage unit 52 through the transmission control unit 61 of the distribution
management server 16A (step S131).
The program information storage unit 52 that has received the
request prepares a menu hisi of all the programs that can be registered or,
20 specifically, all the programs of which the program proper or the URL is
stored in the program information storage unit 52, and transmits the menu
list through the transmission control unit 61 to the mobile terminal 11 (step
S132).
This menu list 1s received by the mobile terminal 11 and displayed
25 on the display section 21. Under this condition, the user can acquire, by
operating the operating section 22, a comment on the desired program from
the distnbution management server 16A and display it on the display
section 21.

Once the program of which distribution is requested is determined



The prograth@ﬁgpﬁation storage unit 52 that has received the request
prepares a nenu li1st of all the prograns that can be registered or, 20
specifically, all the prograns of which4ghe program proper or the URL is
stored in the programinformati on storage unit 52, and transmts t@FJQEQWS
l'ist through the transm ssion control unit 61 to the nobile termna

(step S 132). This nmenu list is received by the nobile termnal 11 and

di splayed 25 on the display section 21. Under this condition, the user can

acquire, byor?{ QﬁérﬁérngPéfh‘?nfgp@}ﬁ@td afifiet s@tidR. 22, eeemmabilentdrigindgsited
programfro the di stfibution nanagenefit server 16A and display it on the
di splay seeingnit®’la ré¥isgatibe wpuegsecvataininghei siformatioanspecifpimgesked is
determ ned F0491/3147 46 2 5 JUL 2005 by the user operating the operating
section 22 parheularbpregraen nionshe JrograEnsnifosmatiopgstaragei vnitr Squedt the
contai ning the_information specifyi nﬁithe pgréi cular programto the
progr am i nfdisiFRUtEM BapaggmaniisersT BIAtREp di )4 buti on managemnment server

16A (step S133). The program i nformation stor. upit 52, sed on the
progr an§ regi st ratto®re s]tn?]o’fr%fl@{lé@r@%‘ae ngﬁngﬁ%ecfﬁ@ﬁ gﬁe RF &8s er
in the user i | t It T ' LB, step
S134 wi 1 BeelieiidiEleges B RArs e iverb il Efuekifd by i B0 LT ush:
request i s jhisesti ; i in 10 which the UM 12 of a

gi ven user ”13 S bl]J(IBIF ?@g?@%miﬁstléﬂ %ﬁ@ case, the program i nformation
storage unit 52, Tiesepepatioheinr agprstSEH4 omill eheedescnbatenni deesl.t hdipstogr am

requested by the user, and determ nes the pointer data for _speci,fxi ng the
internal aBesumE thié theopEASHAHIDARGUETNISs1sugdeltom (thesmabilenith 1 hin URL

| PLOLTRD | s T, 155 S5 2R KBRS R Gel, ML RIRETyRY B

user is obtahbedn! thibRn%taY storhge RIAB SN based on the registration request,

identifies the program requested by the user, and determines the pointer

data for specifying the internal area of the program information storage unit

52 in which the URL information indicating the location of the program or

15 the program proper thereof is stored. Once the pointer data of the

program requested by the user i1s obtained in this way, the program

information storage unit 52 accesses the contents stored in each area of the

real distribution information storage unit 54 of the individual user

information storage unit 53-k corresponding to the user k, and thus

20 determines the basic block 40-X (1 = X = 7) available for storage

among the basic blocks of the UIM 12 of the user k. The pointer data of

the program requested by the user is registered in the area of the real

distribution information storage unit 54 corresponding to the basic block

40-X (step S134). It may be that the UIM 12 of the user k has no basic

25 block 40-X (1 = X = 7) available for storage. In such a case, the

program information storage unit 52 registers the pointer data in the virtual

distrtbution information storage unit 55 designated by the user or set
automatically.

In step S141, the menu list may not have any desired program. In



infornatiogqﬁggézgf unit 52 accesses the contents stored in each area of
the real distribution information storage unit 54 of the individual user
information storage unit 53-k correspondifng to the user k, and thus 20
determ nes the basic block 40-X (1 X < 7) available for storage ggqu mﬁe
basi c bl ocks of the UM 12 of the user k. The pointer data of the p & m
requested by the user is registered in the area of the real distribution

i nformati on storage unit 54 corresponding to the basic block 40-X (step

S134) . It _ngy-Hs éé&?}e t}%é‘ﬁsé{' %&%e@ﬁ?%@ggﬁ%fgrﬁnhﬁﬁd? AfS Srrack! Qg - X

(I < X< 7) avalla or storage case, the prografminforngtion

storage unipy apefRihSHR tadiiRe RALINAT 1daiRatdessh® therddted BbatentYENRS.
i nformation storage unit 55 designated by the user or set automatically.

In step Sl4h thibecasenthd ipsogrmy inddrrhavien anyrates unad5 Ay agreamplianE®40ith3147
47 2 5 JUL 1005 such a case, the user can request the programinfornmation
st orage unithesuser rbquesieaeqiimes threpragrianeor ghenlRL thereabfracs ése cootants

desired_contents server In this case, the. programinformtjon storage
unit 547 irﬁ%%lqseéﬁég e Hhe wserusad h@qﬂes& In JbguNESCERIED 1B GR R dPet he

the unocoudo8 LAY S SRELRH ot ToAe RS S e “BAntE, Gap'
couif a8 ! PO S .
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storage uniregisterad ileheaerl dimribetioasirifoemationesioragaaniit §rein abeveaméo
Upon conpl ete registration of the programrequested By the user in this
way, the dirsennbuas the procegomwe mentaoned abévest arts the charge process for

t he us or the ntents ovider that h distributed the part. cul ar.
orograhd Then.  t HAPUB OIS FETPBAVONGPREIE DR7&r281 reguasied D dhe User idn

15 noti ce tg;d Ryt LfsehBubioRHnahheb M YBride1 AR HEOMhARel plcal! |

for the user or the contents provider that has distributed the particular
program.

Then, the user information storage unit 51 sends a registration

15 notice to the mobile terminal 11 through the transmission control unit 61
(step S135).

The mobile terminal 11, upon receipt of the registration notice,
sends a registration acknowledgment to the distribution management server
16A (step S136). _

20 The user information storage unit 51, upon receipt of the
registration acknowledgment through the transmission contro] unit 61 from
the mobile terminal 11 having the UIM 12 of the user k built therein or
connected therewith, determines the contents provider 19 storing the
program of which the pointer data has been registered for the user k, and

25 sends an activation permission request to the contents server 19 (step
S137).

The contents server 19 that has received the activation permission
request, in order to approve a program utilization contract, sends the

activation permission to the user information storage unit 51 (step S138).




(step S135)kpadDg 4obile termnal 11, upon receipt of the registration
notice, sends a registration acknow edgnent to the distribution nmanagenent
server 16A (step S136). 20 The user infggmation storage unit 51, upon
recei pt of the registration acknow edgment through the transm ssZbnil 2005
control unit 61 from the nobile termnal 11 having the UM 12 of the user
k built therein or connected therewith, determ nes the contents provider
19 storing the programof which the pointer data has been registered for

the user k, Agndr@qnlsehesugst adbrvatiopnstoesge ssiioh 1r egnagerd chdthghecast et s
server 19 (step S 137). The contents server 19 that has received the

activati on pemmitedi ofi theeporser data atoeed o thapraree af phogeamdistribuaonon
contract, sends the activation [ﬁer m ssion to the user information storage
unit 51 (stiepognagyn srowrer/ anu A4 ef 2Be Judivadosl vper micsmation sipsagearea

i nf ti it. 51 i d that th [ jtted of th
Ll or L o SO R0E ULt S CATel derS, LA, Lhe NSe S BT 1 of ne

t it 54 t he i ndivi dual,. ' -1 t . B3-
SLoragesunl {4 oyt N ndth Ui ot ALe! THE 0515 ARS8 SheicPalioh
i nf or mat | o hB1AGs Hlike SRS fhah Qb YeEALIAon FOTRL ThBNe Reknifal 11

I ndicating t regrstration®n the no e termnal 11 is conpleted
(step S139)is cBihpletedi(stepabila9) coMuietregistraeiorr eonleabnsnatice ePmaat aon
list providing a list of "'the prograns with the pointer data thereof

regi st er ed registiatians éisti pfavidmg on litopfigbeuprogmms 1withhghe speingein dadaf i rm
the registration |list fromthe display section 21 af _.the nobile term nal
11. [2.3. 1.@]“@3@}]%&%%1? éﬂe wgeynfosmatien BFQT@Ige(qqié5hont ents server

1oL 9 o, 1° RLOSATNEheaieln e SRR Py S R Rt oo
di stribut e 185flthe mobile terminal 11.
[2.3.1.1] Registration of UIM in basic block (the contents server holding
the program)
The user k who has received the registration list can request the
15 -program for which he has requested registration, to be distributed and
written in the UIM 12. With reference to Fig. 25, this operation will be
explained.
The user k performs the operation for selecting a program of which
distribution is desired from the registration list. Then, a distribution
720 request containing the pointer in the registration list, indicating the position
number in the registration list where the particular program is located, 1s
sent to the user information storage unit 51 of the distribution management
server 16A from the distribution terminal 11 (step S141).
The user information storage unit 51, upon receipt of a distribution
25 request from the mobile terminal 11 of the user k, reads the pointer data
specifying the place of storing the program proper or the URL of the
program requiring distribution, from that area of the real distribution
information storage unit 54 of the individual user information storage unit

53-k which cormresponds to the pointer in the registration list contained in




witten in the UM12. Wth reference to Fig. 25, this operation wll be
expl ai nedggddgsuser k perforns the operation for selecting a program of
which distribution is desired fromthe registration list. Then, a

di stribution 20 request containing thetpointer in the registration |ist,
indicating the position nunber in the registration Iist where the7§ 2005
particular programis |located, is sent to the user information storage
unit 51 of the distribution managenent server 16A fromthe distribution
termnal 11 (step S 141). The user information storage unit 51, upon

recei pt ofth@ﬁjﬁkﬁﬂQucﬁiis@ﬁ\bu%nrrequeﬁ f Floendt ste1bnibdnh eeqeest aantaining thee
user k, reads the pointer data specifying the place of storing '@e ?g):ogram
pr oper Orc]ich@téﬁﬂat@fistshat 1o t)og pEm e U fOr MEp Lt IS STATBEEI W] SEr GAEP hetd Bk ea of
the real distribution information storage unit 54 of the indiyvi dualf.uger

i nformation st orBye puagtam5ai il eh SEUREEIPBAAS REFASHES BBF R e? SPRCHAE
registration |ist_contained in F049]I/3gj47 49 2 5 JUL ﬁOO Ihge‘: ar ih%lljéal’

di stri but inthegosser dakeimikg PABLRY!Bh AFGRESO UGS nd™ a%m nt'er data
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[
the URL OfreﬁHg programis stored in thé are& the programdistribution is
request ed from thge cQIHeALsS seprerel 9 19pesi necdipe diRhigsOmprisLARN 1THYESt,
contents server 19, upon receipt of tﬁi s distribution re ues&f, rfi%gueﬁts.
the aut hentigeasisonhseanvdrertiatmn ssusen plble c1%8§¢ fPorP¥RHEC #FE3t uti®n
managenment server (step S144). :0 Ig t he fég%}e where the contents server 18
i s perm ttddtilbunpd rBapFLHENT §FMEL stePh -hentication server 18 issues
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servef~19 (step At's Sserver encrypts the program using
the publicyukgy 1hornkhaudisiddditd ortenapemairuesetver publid diest ridoutles it

as a program
distribution management server to the contents server 19 (step S145).

The contents server 19 encrypts the program using the public key
for the distribution managemént server, and distributes 1t as a program,

15  with a certificate, to the secure communication control unit 62 of the
dlistribmion management server 16A (step $146).

The secure communication control unit 62 has stored therein a
distribution management server private key paired with the distnibution
management server public key, and using this private key, decrypts the

20  program with a certificate. In the case where this decryption is successful,
a program written in a2 common text is obtained.

The secure communication control unit 62 acquires the UIM public
key comresponding to the destination UIM 12 from the authentication server
(refer to the first embodiment), and encrypting the program by the UIM

25  public key, sends it to the UIM 12. In the UIM 12, the program 18
decrypted using the UIM private key paired with the UIM public key.
Once the decryption is successful, a program in a common text 1s obtained.
The UIM 12 writes this program in the basic block 40-X (step S147). The

UIM 12 determines the basic block 40-X by the same algorithm as used by



15 with a gﬁ&}i%ﬁ ate, to the secure communication control unit 62 of the
di stributi dé agenent server 16A (step S146). The secure communi cation
control unit 62 has stored therein a diggtribution nmanagenent server
private key paired with the distribution” managenent server publ?§ jieypgsand
using this private key, decrypts the 20 programw th a certificate. In ghe
case where this decryption is successful, a programwitten in a conmon
text is obtained. The secure comruni cation control unit 62 acquires the UM

Xt is o secur e ation control uni Lhe |
e L A e R M i

UM 25 publsppydieyoasends ksfep SI4E thieldre, | thd fankd Mddc biecler 99rmg s
decrypted using the U Mprivate key paired with the U M public key. Once

the decrypiobemined ascdessfihedaimr sigparBlizd aofc digon24 ext Alerndtieehedthe The
UM12 wites this programin the basic block 40-X (step 5147). The UM 12
det er m nesregistiaionc bbaugkedonX mptidee drarsmatigdr i tthomas theeddisiriboasn 3147
50 25 JUL 2005 the programi] for_mationhét%ag 1%“” ?z in the distribution
managen®ent MaRGILIMENGACTYS sk M4ten neted oPe, Fige ZhnB@yaGANtBIbcRI0- X

i bt ai ned ternined in,step S134 Fi g, 24 tively, t
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step 5147 a0-Xigpecied byahprngtieuidrsindbangdohn the basic block 40-X
specified by the particular information. The UM] 2, at the end of the

program write opdhatWbM 125 ahtin eadeof the pragrememditgooperation, transgril s @e

comTur]J‘ié')(iation control wunit 62 of the distribution rrantggfmant rver .16
(step 48)‘ff1t13hie§dePE1§3eFm SEEUI € STRIFNIEHIOD nEQR iYH Qg € yi ng

t he basic : = X | ' t rogr ' pot t .
commn cat BEROEBAEPoPha R iche el BFC R T | oThis e A BoHR
contains the information for specifying the basic block 40-X in which the

program 1S written.
When the secure communication control unit 62 of the distribution
15 management server 16 receives the write end notice, the user information
storage unit 51 sends an activation request to the contents server 19 in order
to request the permission for execution of the program written in the UIM
12 (step S149).
The contents server 19 that has received this activation request
70 sends an activation permission to the user information storage unit 51 (step
S150).
The user information storage unit 51 that has received the activation
permission sends an activation instruction to the UIM 12 (step S151).
In the UIM 12, upon receipt of the activation instruction, the
25 activation flag corresponding to the basic block 40-X in which the program
1s written turns from ”0” to 1>, after which the execution of the program in
the pafticu]ar basic block becomes possible.
The UIM 12, at the end of the program activation, transmits an -

activation acknowledgment notice indicating the end of the program



15 managenE049iseya’er 16 receives the wite end notice, the user information
storage unit 51 sends an activation request to the contents server 19 in
order to request the permission for exetluition of the programwitten in
the UM 12 (step S 149). The contents server 19 that has received 2% f{j_ 2005
activation request 'O sends an activation perm ssion to the user

I nformati on storage unit 51 (step S 150). The user infornmation storage
unit 51 that has received the activation perm ssion_sends an activation

i nstructi orectivation UM yserepiforsmtion rstorageuiwiL2)  upbntheeghsptbwiionhe
activation instruction, the 25 activation flag corresponding tQ the bpasic
bl ock 40- X MANIERTBANE HEIH#lo tpgethiart e t taendnforeiatieon §REHyIgatther

whi ch the executiop of the programjn the part.i.cul ar, bgsi ¢ _hl,oc S
possi bl o PRBSUITH dST SAUTTRLE: d- Bofma o SPERGS the e dEk AT
activation (gt%$g§¥%grrent notice indicating the end of the program

F0491/ 3147 J. 2005 activation to the user information storage unit

51 of the distrilpyd @gveﬂ??aﬂ%aﬁah &6, uﬁﬁp‘%l,t%fﬁ%&el it 1T theeadedf figmt i on

speci fying the program (for exanple, The Infor I on specifying the basic

bl ock 40- Xackhohded i) ndbicEhous eie UM Ihioif ahe siser &geletaithirek, anpeoa
recei pt of the activation acknow edgnent notice fromthe UM 12 of the
user k, detoérthieneeal ahsarteationfin{orenatean Apragd butti 04 ¢hthe nadividusl asgge
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coexists. As the result of "'this operation, the distribution nmanagenent
server l16Ainformptasptovies kéfect ileatathiel activatromas complete 1s written in such a
form that a given pointer coexists. As the result of this operation, the
distribution management server 16A can grasp whether the activation has
been performed for the basic blocks 40-1 to 40-7 of all the UIMs 12 by

15 accessing each area of the user information storage unit 51.

The user information storage unit 51, at the end of the operation for
writing the information to the effect that the activation is complete, notifies
the mobile terminal 11 that the registration 1s complete as a program list,
and subsequently, notifies that the program can be executed, while at the

70 same time ending the process (step S153).

The distribution management server 16A notifies the contents
server 19 that the activation of the program is completed (step $154).
[2.3.1.2] Registration of in UIM basic block (in the case where the
distribution management server holds the program proper)

25 In the example of operation shown in Fig. 25, the program proper,
of which the distribution is desired by the user, is not stored in the
distribution management server 16A but in the contents server 19. In the
operation example shown in Fig. 26, in contrast, the program proper of

which the distribution 1s desired by the user is stored in the distribution



been perforgesh/Apy7 the basic bl ocks 40-1 to 40-7 of all the UM 12 by 15
accessi ng each area of the user information storage unit 51. The user
informati on storage unit 51, at the end 5 the operation for witing the
information to the effect that the activation is conplete, notifie? S_{Urﬂez
mobile termnal 11 that the registration is conplete as a program ﬁ , 005
and subsequently, notifies that the program can be executed, while at the
20 same time ending the process (step S 153). The distribution managenent
server 16Amghhfément bervepnttont s Theeoperatith thatpldshaet vaFigi2®wiihee
programis corrp:fet ed (step S 154). [2.3.1.2] Registration of in U M basic
bl ock (in texplamed bdleme the distribution managenent server hol ds the

program proper) 25 In the exanple of operatign shown jn Fi 23, the.
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program A distribution request containing the E)Oi nter in the registration
list correshsinitivitpn managepmntisenyern 19AdgiemSilélent fromthe nobile
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the user k, 'tea or specitying t | ace of storage o
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requested, fromthat area
or the program proper of which the distribution is requested, from that area
of the real distribution information storage unit 54 of the individual user
information storage unit 53-k which corresponds to the pointer in the
15 registration list contained in the distribution request. The distribution
request containing this pointer data is sent to the program information
storage unit 52 (step S162).
The program information storage unit 52 accesses the area
designated by the pointer data in the distribution request. In the case
20 where the program proper is stored in the particular area, the secure
communication control unit 62 requests the authentication server 18 to
issue a certificate, i.e. sends a request for the UIM public key required for
encrypting the program proper and sending it to the UIM 12 of the user k
(step S163).
25 In the case where the program corresponding to the distribution
request is a program permitted to write in the UIM 12, the authentication
server 18 sends the UIM public key to the secure comimunication control

unit 62 (step S164).

The secure communication contro] unit 62 recetves this UIM public



of the realFdostingputi on i nformation storage unit 54 of the individual user
I nformati on storage unit 53-k which corresponds to the pointer in the 15
registration list contained in the distrdbution request. The distribution
request containing this pointer data is sent to the program inforp&tJypnggs
storage unit 52 (step S162). The programinformation storage unit 52
accesses the area designated by the pointer data in the distribution
request. In the case 20 where the program proper is stored in the

parti cul ar kewgaantdhaepsecdeccroumationc ahabrtheokeyols ueigitifiite eqresyptd hihe

aut hentication server 18 to issue_a certificate, i.e. sends a request for

the U M pubPiageey o bgudisatbuied, using i LM pieblpe kgyarngr disr gemeraendi ng
it tothe UM12 of .the user k (step S163). 25 In the case where the
progr am corPRSERUMAY ¢ UEK@M% stribution request is a program permtted
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The subsequent operation 1s similar to the corresponding operation
shown in Fig. 25. In Fig. 26, steps S$166 to S171 correspond to steps S148
to S153 in Fig. 25.
[2.3.1.3] Registration in UIM basic block (In the case where the
15  distribution management server holds the program proper, and the secure
communication control unit holds the UIM public key)
It may happen that when the mobile terminal 11 sends a distribution
request to the distribution management server 16A, the secure
. communication control unit 62 of the distribution management server 16A
20 holds the UIM public key of the UIM 12 to which the program is to be
distributed. Such a phenomenon may occur, for example, in the case
where programs are distributed to the same UIM 12 within a short time.
Fig. 27 shows an example of the operation performed in such a case. In
this operation example, when a program proper corresponding to the
25  distribution request is found, the program is encrypted using the UIM
public key held in the secure communication control unit 62 and written in
the UIM 12. The operation shown in Fig. 27 is similar to the operation
shown in Fig. 26, except that the operation corresponding to steps S163 and

S164 for acquiring the UIM public key from the authentication server 18 is




shown in FirgaoR9471n Fig. 26, steps S166 to S171 correspond to steps S148
to S153 in Fig. 25. [2.3.1.3] Registration in U M basic block (In the case
where the 15 distribution managenent sey4aer hol ds the program proper, and
the secure comunication control unit holds the U M public key) 115nty 2005
happen that when the nobile termnal 11 sends a distribution request to

the distribution nanagenent server 16A, the secure comrunication control

unit 62 of the distribution managenent server 16A 20 holds the U M public
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phenonenon may occur, for exanple, in the case where prograns are

di stri but ed ol ,tHd% &S UMb 12 I wrespectiaebnantFigi 26. Fig. 27 shows an
exanpl e of theégﬁeration perforned in such a case. In this operation
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27 correspond tolstihpscasel6her®kbpropifih isoredigibred dapend el Basicnblogk 26.

[2.3.1.4] Registration in U Mfree basic block The user, by operating the
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di stribution request
distributes the requested program to the secure communication control unit
62 of the distribution management server 16A (step §192).
The user performs the operation to permit the distribution to the
15 free basic block 40-F1, and the information indicating the particular
operation 1s sent from the mobile terminal 11 to the distribution
management server 16A. Then, the secure communication control unit 62
distributes the program to the UIM 12 of the mobile terminal 11 (step
S5193). This program may be sent in encrypted form or without
70 encryption. The UIM 12 writes this program in the free basic block
40-F1.
The UIM 12, at the end of the program write operation, transmits a
write end notice to the distribution management server 16 (step S184).
The wuser information storage unit 51 of the distribution
25 management server 16 receives the write end notice from the UIM 12 of
the user k, and updates the information including the number of distribution
sessions stored in the area of the user individual information sto}age unit
53-k corresponding to the free basic block 40-F1 (step S195).

Once this update operation is completed, the user information



di stri but e¥08hB3teLguest ed programto the secure comruni cation control unit
62 of the distribution managenent server 16A (step S 192). The user

performs the operation to pernmit the distYibution to the 15 free basic

bl ock 40-F1, and the information indicating the particular operati o&elﬁ
sent fromthe nmobile termnal 11 to the distribution nmanagenent ser rl L 2005
16A. Then, the secure conmunication control unit 62 distributes the
programto the UM 12 of the nobile termnal 11 (step $193). This program
may be sentstpragenanyiptddsemdsmtor the tHBM 12D asnaciipation. imsisuanon 1orwihe es

this programin the free basic block  40-F1. _The Ul at the end of the
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The user information storage unit 51 notifies, in the form of program list,
the mobile terminal 11 that the registration is complete, thereby terminating
the process (step S198).
15 [2.3.1.5] Program deletion from user information storage unit
| Now, the process for deleting the program registered in the user
information storage unit 51 will be explained with reference to Fig. 29.
The user, by performing a predetermined operation, can display the
registration program list received from the distribution management server
20 16A, on the display unit 21. Under this condition, the user specifies the
desired program and instructs to delete the program in the distribution
management server 16A. A program registration delete request
containing the information for specifying what is to be deleted 1s sent to the
user information storage unit 51 of the distribution management server 16A
25  (step S201). -
In the case where the program to be deleted 1s already deleted from
any one of the basic blocks 40-1 to 40-7 of the UIM 12, the user
information storage unit 51 sends a cancel request indicating the desire of

the user to cancel the utilization of the program, to the contents server 19



inforrratiolet%@tlgrlgge unit 53-k corresponding to the free basic bl ock 40-Fl.
The user information storage unit 51 notifies, in the formof programlist,
the nobile termnal 11 that the registrggion is conplete, thereby 25 Jy. 2005
termnating the process (step S198). 15 [2.3.1.5] Program del etion from
user information storage unit Now, the process for deleting the program
registered in the user information storage unit 51 will be explained with
reference to Fig. 29. The user, by performng a predeterm ned operation,

can di spl afrdrvhichgihet ﬁ&ic@marpgﬂgg@m 'iéﬁiist"rﬁﬁﬁéﬁf(gte? 8nDbhe gh Shel G4k on
managenent server 20 16A, on the display unit 21. Under this condition,
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request chluckisndtig thel0nf of mhei M ol 2 s pacthey iotlierhiand| she opmeedel fared i s
sent to the  user information _storage unit 51 of the distribution
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deletion is requested in step S201, and sends the registered program list
after deletion to the mobile terminal 11 (step S204).
[2.3.16] Program deletion from UIM basic block

15 Now, the process for deleting a program from the basic blocks 40-1
to 40-7 of the UIM 12 will be explained with reference to Fig. 30.

The user, by performing a predetermined operation, can display on
the display unit 21 the registered program list transmitted already to the
mobile terminal 11. Under this condition, assume that the user specifies

"0  the desired program and gives an instruction to delete it. One of the basic
blocks 40-1 to 40-7 of the UIM 12 where the program to be deleted is
stored 1s determuned, and a deletion request containing the information
specifying the particular basic block is transmitted from the mobile
terminal 11 to the user information storage unit 51 of the distribution

25 management server 16A (step S211).

- The user information storage unit 51, upon receipt of the deletion
request, sends a deletion permission notice to the UIM 12 (step S212).

The UIM 12, upon receipt of the deletion permission notice, deletes

the program specified by the user in step S211 from the basic block, and



per m ssi onFGu#l¥xlg, del etes the informati on on the program of which the
deletion is requested in step S201, and sends the registered programli st
after deletion to the nobile terminal 137(step S204). [2.3.16] Program

del etion from U M basic block 15 Now, the process for deleting a pgég}Uarmﬂs
fromthe basic blocks 40-1 to 40-7 of the UM12 will be explained with
reference to Fig. 30. The user, by perform ng a predeterm ned operation,
can.display on the display unit 21 the registered programlist transmtted
al ready toSem@s andbiction endimaicel10 thadesert inforpwbdin swragassnated t Hatept he
user specifies. 0 the desired programand gives an instruction to delete
It. One ofsgﬂg)basi c blocks 40-1 to 40-7 of the U M 12 where the program
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perm ssion notice to the UM12 (step $212) upon recel
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In step S211 fromthe basic bl ock, and F0491/3147 57 2 5 JUL 2005 sends a
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carried out at the same time under the guidance of distribution management
server.

As described above, if the process for deleting a program from the
basic biocks 40-1 to 40-7 is carried out at the same time as the deletion of

15 the program from the user information storage unit 5 under the guidance of
the distnbution management server, the user information storage unit 51 of
the distribution management server sends a deletion instruction to the UIM
by specifying the program of which deletion is requested, in place of the
process of steps S211 and 5212 described above.

"0 [2.3.1.7] The case in which use of user information storage unit is
prohibited.

According to this embodiment, a deactivation process for the user
information storage unit can be executed for preventing the user from using
the user information storage unit 51. This deactivation process for the

25  user information storage unit is carried out, for example, in the case where
the distribution management server 16A stops the service temporarily, or
the service of the distribution management server 16A to the user is
temporarily suspended at the request of the contents provider holding the

contents server 19.  Once this deactivation process for the user
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carried out at the sanme tine under the gU|dance of distribution nmanagenent

server. As described above, if the procd8s for deleting a programfromthe

basic blocks 40-1 to 40-7 is carried out at the same tine as the delbell omgs

of 15 the programfromthe user information storage unit 5 under the

gui dance of the distribution nmanagenent server, the user information

storage unit 51 of the distrjbution nanagenent server sends a deletion
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information storage unit deactivation request, is prohibited from use
(deactivated state), and sends a user information storage unit deactivation
permission notice to the contents server 19 (step S222).

15 Then, the user information storage unit 51 sends to the mobile
terminal 11 a user information storage unit deactivation notice to the effect
that the use of the user information storage unit 52 has been prohibited
(step S223).

As a result, the user of the mobile termanal 11 can confirm that the

20  use of the user information storage unit 51 has been prohibited.

[2.3.1.7.1] The case in which the user information storage unit is
deactivated by distribution management server

In the case where the user information storage unit is deactivated by
the distribution management server 16A by itself, the user information

25 storage unit 51 is prohibited from use (deactivated), and sends a user
information storage unit deactivation notice to the mobile terminal 11
indicating that the use of the user information storage unit 51 is prohibited
(step S223).

{2.3.1.8] The case m which the use of the program stored in UIM basic



deactivati gpstpguest to the user information storage unit 51 of the 10

di stributi on managenent server 16A (step S221). The user information
storage unit 51, upon receipt of the useyg information storage unit25 UL 7
deactivation request, is prohibited fromuse (deactivated state), and! 005
sends a user information storage unit deactivation permssion notice to
the contents server 19 (step S222). 15 Then, the user infornmation storage
unit 51 sends to the nobile termnal Il a user information storage unit
deactivatiQﬁoeﬁﬁggeoh@ﬁ&ﬁp effect that the use of the user infornmation
storage unit 52 has been prohibited (step S223). As a result, the user of
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storage unit 51 has been prohibited. [2.3.1.7.1] The case in which T he user
i nf or mat i o1set oF agerognam storediemdhe vmased tgckis $0x 1 tot 40+7 wrrthgefreatbsge ver
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for deactivating the basic blocks based on the report from the user.

Fig. 32 shows a sequence of the deactivation process for the basic
blocks.

15 First, the user service server 65 sends a basic block deactivation
request to the user information storage unit 51 of the distribution
management server 16A (step S231).

The user information storage unit 51, upon receipt of the basic
block deactivation request, sends a deactivation instruction to the UIM 12

0 (step S232).

As a result, the UIM 12 deactivates the basic blocks meeting the
basic block deactivation request, and gives a basic block deactivation
response indicating that the use of the basic blocks has been prohibited
(step S233).

25 Then, the user information storage unit 51 gives a basic block
deactivation end notice to the user service server 65 indicating that the use
of the basic blocks of the UIM 12 has been prohibited (step $234).

Further, the user information storage unit 51 gives a user

information storage unit list to the mobile terminal 11 indicating that the



i nvol ved. Fhgodesgription that follows deals with the case in which the 10
user service server 65 in charge of user services, taking an appropriate
measure such as when the nobile term nalg(ll is stolen, requests th?SQ&ﬁcess
for deactivating the basic bl ocks based on the report fromthe usef.” #ilgll05
32 shows a sequence of the deactivation process for the basic blocks. 15
First, the user service server 65 sends a basic block deactivation request
to the user information storage unit 51 of the distribution nmanagenent

server 16Auset ep the3bhsicThAoRer (WHIcHI MBAY OThih@Eagee Ynkd IBdsic UBRILIEGET Pt
of the basic block deactivation request,” sends a deactivation I nstruction

to the U Mptahibited, sheeb$22®jingAbeproessy (step [8233)M 12 deactivates the
basi c bl ocks nmeeting the basic bl ock deactivation request, and gives a
basi ¢ bl ock2dddetfesiaafmecondspyohediment cating that the use of the basic
bl ocks has been prohibite (step S233). 25 Then, the user information
storage unit 51 &%@S% akoyg, ecordiggcta the senenshembedisent oprogramer

servi ce: seryen 65 jndicating that the u of the basic bl ocks of t um
15 has ook rsrtish Rl brebRle TP fhe B SERe siostsaarens of Brage
unit 51 gi ' t.] -pi L St t ' | nal
11§ ndi oot | ore 8 AR6ple FUTRP A0 i URERGHE' Sobecitichle (P (R HAT A T o s
(whi ch mayuk@écisuaeniohedf ree basic block) is prohibited, thereby ending the
process (step 5235). [2.4] Effects of second enbodi nent As described above,
accordi ng to theAdseotht enttribiution ,managgment sérean dag dasily itaghade bgyond
the limt of .the nunber of the storage areas of the storage nodule (UM,
and the op8f@y? AGanRldaR Olothe program destribnéed.uand the distsruveon asdso,

the dijg 1l Bl ANV ATRIDACIRN a?SH €2 thé Fogth rtal) 130 %i i bution.
[3] Modifications of embodiments
[3.1] First modification

The foregoing description deals with the case in which a single

_distribution management server is imnvolved. Nevertheless, a plurality of
15 distribution management servers can be provided for distributed
processing.

In such a case, the programs stored in each UIM and the
information on the storage area of each program can be stored in 2 common
database.

20 [3.2] Second modification

Apart from the foregoing description, dealing with the case in
which the distribution management server is connected directly to a line
switching network, the distribution management server can be connected to
the line switching network through an internet making up a packet

25  switching network and an internet gateway.
[3.3] Third modification

Although only the UIM is described above as a storage module, the

mvention is also applicable to various IC card memories with equal effect.

In this case, the storage module can be arranged at a fixed terminal as well



activati onfgdeagtisati on of the programdistributed, and the distribution
and 10 the activation/deactivation of the programready for distribution.
[3] Modifications of enmbodinents [3.1] &jrst nodification The foregoing
description deals with the case in which a single distribution managenent
server is involved. Nevertheless, a plurality of 15 distribution
managenent servers can be provided for distributed processing. |nZ§utth 205
case, the prograns stored in each UMand the information on the storage
area of eachy rogigyilemintigagtored in a coomon database. 10 [3.2] Second
nodi fication Apart fromthe foregoing description, dealing with the case in
whi ch the distribution managenent server is connected directly to a line
swi tching network, the distribution nanagenent server can be connected to
the line switching network through an internet meking up a packet 25

.Swi tching network and an internet gateway. [3.3] Third nodification

Al t hough only the U Mis described above as a storage nodule, the

invention is also applicable to various IC card nenories with equal effect.
In this case, the storage nodul e can be arranged at a fixed term nal as
wel | F0491/3147 61 25 JUL 2005 as at a nobile termnal. 61 CLAIMS 2 5 JUL
2005 1. A nethod of distributing a program the method conpri sing:
receiving a programw th a server, wherein the program has been encrypted
by a first encryption and then a second encryption; 5 decrypting the second
encryption with the server to confirmauthenticity of '



the program and transmtting the programstill encrypted with the first
encryption for receipt by a nobile termnal. 10 2. The nethod of claim1,
wherein the first encryption conprises encryption by a public key of a
user identification nodule and the second encryption conprises encryption
with a public key of the server, wherein the nobile term nal conprises the
user identification nodule. 15 3. The hod of claim 2, wherein decrypting
t he second encryption conprises decrypting with a private key of .the
server. 4. The nmethod of claim 3, \Ah.?%glmgransmni ng the progrdh JUL 2005
conprises transmtting the programthat remains encrypted by the public
key of the usex nhddgsd bf diedibuting spehigran, O nahalgmmisbgast a portion of the
nobile termnal to the user identification nodule. 5. The nethod of, claim
1, wherein the progafiviliar PEOFFRNEHN fefF VS nSRETeB: theaPEes 28h &3 naYEf or e
is not enabled far ex I OR..b ; Johidl ] t hod further
conprising the sgflﬁ:fS'PFet%'Fbynagﬁ%sf %(ll]ghﬁ an agttﬁﬁ/%i?ig%egﬂﬁlggﬁgg?m?g t he nobile
termgal that 25 reagigsis hheeqpndgnaypben withbhestriorto eseimn avthepicithel
mobile termnal. 6. The nmethod of claim5, further conprising storing an
activated status tmpméamp%‘gr amin a database included with the server in
response to receipt . ivatl 1dA0i1Ge tHer Gimtt Bigcripdidn €or
termnal. 30 7. Thetrgn%%rﬁlgn o?lllec g‘%g?nghll &&hmeyrngllt)? recei ving the prgg[r am

conpri ses recei virageiptiey 2nbobileler®@@b 6S program as a function of a

di stribution request by the nobile terminal. S. The nethod of claim1,
wherein receiving the program conprises receiving a voluntarily

di st gbbutfd UPg,a98ethQd 3P ciAant, iviiesn Rhe diranencaydionhigirizes eanSMtids ibyca t he
5 programconprises accessing a database with the server to identify nobile
t er ni nal spiiat khpvef tehasérdédentificationp rghdim 488 d € RTIOPH FRETYRIAD £UHSFDN of
a user identification nmodul i pgl uded | f I i faalige can
execut e tﬁ@rw&"a&%ﬁ BHpu ]crrg‘f)hSQﬁbef §je(lj-\lgj %t Elrlhgﬁﬁ‘ F]% gbgﬁ%g'?g{rhhﬁt (Flcgﬁérh;aét%ﬁod

conpri si NGser I&brgEReAM dgur. first public key and a first private key,
wherein the first public

15 3. The method of claim 2, wherein decrypting the second encryption comprises

decrypting with a private key of the server.

4. The method of claim 3, wherein transmitting the program comprises transmitting
the program that remains encrypied by the public key of the user identification module

20  through at least a portion of the mobile terminal to the user identification module.

5. The method of claim 1, wherein the program that is transmitted is not activated
and therefore s not enabled for execution by the mobile terminal, the method further
comprising the server transmitting an activation request to the mobile terminal that

25  requests the program be enabled for execution by the mobile terminal.

6. The method of claim 5, further comprising storing an activated status of the
program in a database included with the server in response to receipt of an activation

complete notice from the mobile terminal.

30

7. The method of claim 1, wherein receiving the program comprises receiving the



key is paired with the first private key to conprise a pair of encryption
keys; transmtting the public key over a network to a contents server;
receiving fromthe contents server a programthat has been encrypted with
a second public key and then with the first public key; 15 decryptlzrggfuth]gg,
programwith the first private key; %$ransmtt| ng the programstil
encrypted by the second public key for eceipt by a nobile termnal. 10.
The nethod of claim9, wherein receiving the program conprises receiving an
20 identifier o I yj.the first public
key. the Fa&Atl %SI ‘Iie?ﬁm §P£g€ |S\%ﬁ]ﬁ;&% - gﬂ%}rjnﬂ)t% ?1 é%ltggglgflhatl on of the
program 11. The method of claim 10, wherein transmtting the program

conprises -establishing a link with the nobile termnal_ as Lof
the i dent§-fi er Thesnethod Pﬁé"'lar*r’é‘t HOB’E‘BIF”H%EBHHEL%%%%O@E?% COéT%;Pé%S.; EQ&HWRQ

cent it loiflalifle altRRhd & LEEALOR anqe@imﬂeﬁeﬁmgf:a@@samdn@haredatﬂb@ﬁﬂum tie the

i dentifier term ne a tel ephone nunber of 'the nobile terminal fromthe
i dent Bf i girogeh $3mpriks aretdsng odatchase mid, thesever 1o enlify AneRileigrmHElshagr am

corrprlses accessi a_ dat abase that .nc]uydes nmem
i nf or mat i Ayeftbe ldq!pgﬁﬁ@)BN%alpélP i°AAHN “’P’Ggéfla%%veﬁﬁn ﬁg%é&r e%r@?iﬂ%a'ﬁéﬁgbogu %bl e
et y St%El%%Sd?ﬁQQ&'&thé Huobh@té?}ﬁ%l@cén%x@wakhe dpbradene net hod of claim 13,

further conprising storing an actual nmenory storage |ocation in the
dat abase in response to receipt of a wite conpletion notice fromthe 5

nobi | e term nal The. met hod of cl ai ' erating the first

public ke¥ andAtW@%P&lﬁ‘sﬁqt%aé”%ﬂ?n}f?ﬁpr’%@gcgfingplgﬁ the first private

key g be accessi bl geyiafing £EeitpubRE kéend Pfing parart hay, Waseibaba fienpuhlx ed

with the second public key and then with the first 8’ubllc 10 k?%’é 16. The
t

met hod of cl ai keDis pawerivsth berfsstinsivaly kydp CARPTIRE & PUALABAIEPYIY ion of a
Storage, ocal) on i Uhl 05 TR SCAEY DA nthohl e uaaRTerand
receiving from the contents server a program that has been encr ypted with
a second public key and then with the first public key;
15 decrypting the program with the first private key; and
| transmitting the program still encrypted by the second public key for

receipt by a mobile terminal.

10. The method of claim 9, wherein receiving the program comprises receiving an
70  identifier of the mobile terminal encrypted with only the first public key, the identifier

indicative of a transmittal destination of the program.

11. The method of claim 10, wherein transmitiing the program comprises establishing

a link with the mobile terminal as a function of the identifier.

25
12. The method of claim 10, wherein receiving an identifier of the mobile terminal
comprises accessing a database with the identifier to determine a telephone number of the
mobile terminal from the identifier.

30 13, The method of claim 9, wherein transmitting the program comprises accessing a

database that includes memory availability information for the mobile terminal to



17. The method of claim9, further conprising directing deletion of the
programfrom the nobile termnal, and storing information that the program
has been deleted fromthe nobile termnal in a database. 20 18. A program
distribution systemfor distribution of a programto a nobile term nal,

the system conprising: a manaeenent seryer; and an aut henticati onl Sdiilvapsi n
communi cation with the nmanagenent server;, wherein the authentication

server conprises a first public key of the nanagenent server, and the 25
management server. [ . 1 €Lyat : managenment server;
the aut h&THFEHRS %‘ﬁﬂglér\]/%e%?@g%}c{]é%&eagg %xlc[))y ?rtgﬁgﬁﬁ%%leﬁeﬁghﬁlr st public key in
response to a request, the managenent server configured to receive a
program t hat has been encrypted by a second publ.ic key and _then by the
first pubiic KBy nEthagnel eepn tife fﬁﬁ?ﬂg@‘?ﬁﬁ’cs“%?‘{?’é?gia? %%Véiilaﬂpgﬁ' ?%ra(%cr ypt
t he progr,amw th e, fi . i i ! 34t 1R@r gemsihel |
encrypt edo R ’tnhglgsdeafé%)b%gé E)?Jgié%p\éﬂ%i)t/&?%cegﬁ%fgd ?‘tlrJlrfé 1%180 1 g}? igdtsasti nati on.

19. The pheEla@ndingt.ri buti on system of claim 13, wherein the nmanagenent
server is. configured to receive and store a storage | ocation indicative of
where the distributed 5 programis stored in the nobile termnal. 20. The
progr am distr i bl LMy 3 S oCbllefBid Gentib@i LN Tibq AWHICRe 6ad ithe e ver
is configured to transmt the second public key in response to a

certifi carvates ke comgrisast storlfy Hie fifth @ripriegreantodiesaecesibleomonyisednt of thél ai m
18, wherein the mapagenent server.. confi ed t t he: I W th
act i vat | aWomREn HehBES RSP EBHYREH Y a‘(ﬁ”fsef‘?{@ }%"r% lﬁ%ghgng?fn ﬂgmpe?/%]gr?gﬁnlﬁ ft

di st liobut]ieg/n system of claim 18, wherein the nanagenent server conprises a
dat abase configured to store information related to the programand the 15
destination that the programis distributed to. 23. The program

di stributjon systemof, claim 18, rel JBhag a
confi gureLé)'to i@? é’beit?%%oggllainﬁléj’?vi\:nu t e(%tCf%fg{.bdﬁces{s}%i natll%ﬁ{rgsrga éla%f% %Jé/ng{dil%ﬁogf()fan

i denti i efof-pe!1BeRfbn Withth tHeempbidgnaminal of the program, and identification of the

program.

i5
17. The method of claim 9, further comprising di;ecting deletion of the program from
the mobile terminal, and storing information that lhé program has been deleted from the
mobile terminal in a database.

20 18. A program distribution system for distribution of a program to a mobile terminal,

the system comprising:
a management server; and

an authentication server in communication with the management server, wherein
the authentication server comprises a first public key of the management server, and the
25  management server comprises a first private key of the management server,
the authentication server configured to transmit the first public key in response to
a request,
the management server configured to receive a program that has been encrypted
by a second public key and then by the first public key,
30 wherein the management server is configured to decrypt the program with the first

private key and distribute the program still encrypted with the second public key to a



20 24. The programdi stribution system of claim18, wherein the nmanagenent
server is configured to be the only mechanismthat can distribute a
programto a destination and control deletion of a programfromthe
destination. 25 25. The programdi stribution system of claim 18, m@gqg[zn
t he managenent server conprises a usegﬁénfornation storage unit config Péd
to store individual user information a programinformation storage
unit configured to store one of a programand the address of the program
that is djstributable. 30 26. A programdistribution systemfor

di stri butoMd a programto a nobile terminal, the program distribution
systemconprising: 2 5 JUL 2005 66 a managenent server configured to
receive a programthat has been encrypted by a first encryption and then a
second end ypt Temprogkan asikbemsnysest 95?18% r}éﬁ yhee thy pap s,%meng & VE€etond
encryption_t.o onfirm aut henticit : A, h X mant
server co‘i?flhéﬂﬁ'e d Ot S gn“sn?‘i {{Eteh% sporr%%er ;Oﬁqgtsllial{ ?I?J}gér?e re 3{)&? ggleltevmﬁj'tehn&{g ﬁgﬂﬁﬁr st
encrypt i Giof@m fs&ERtPin By notillkinginaler mi nal . 27. The program distribution
system of claim 26, wherein the managenent server is configured to decrypt
the second encryption to determine an identifier of the nobile 10
termnal,,and | i | ' i thau@encdtionaehenisof

t he ident%'ierfﬁ§§&%¥%£dg?%g%ﬁﬁ*%%%?%| ﬂ?@g%&§§§§§ﬁr§?a3?%an27, wherein

t he managenEpireiadansing the prbhdpoelit kay isrespengs logr centificatatssenreanesBr mat i on
in a database in response to receipt of a wite conpletion notice
transmttable fromthe nobile termnal, wherein the program 15 | ocation

i nfongRti on COL ihRSad dTREBLNOS ERIEYSS LREAL 1IN RvHieReih NBe MRAbLEérarseeaks
where the programis to be stored. 29. The programdistripution system of
cl ai m 26, castfgusidtotieshs evlyrit vmorijipadtiyatipran vraam st of Hapredakey of
t he managenent server, and the managenent server is 20 configured to
decrypt the second encryption with a private key of the nanagenent server
30. The psBgr amheipmsgkRUbiseibusinst §eieaf of khim 2B, widremeibe mhvagenogt aenves
transmtted in a non-activated state, and the naqaggneqﬁ server i%iﬂ

conf i gur eebropristisr & dptahese] cenfiggwedyfo store mformation related to the program and ibe

15  destination that the program is distributed to.

23. The program distribution system of claim 18, wherein the management server is
configured to establish a link with the destination as a function of an identifier included

with the program.

20

24, The program distribution system of claim 18, wherein the management server 1s
confi gured to be the only mechanism that can distribute a program to a destination and

control deletion of a program from the destination.

25 25 The program distribution system of claim 18, wherein the management server
comprises a user information storage unit configured to store individual user information
and a program information storage unit configured to store one of a program and the

address of the program that is distributable.

30 26 A program distribution system for distribution of a program to a mobile terminal,

the program distribution system comprising:



the program after receipt of the programby the nobile termnal. 25 31. The
program di stri bution system of claim 30, wherein the managenent server is
configured to access a database to determne a nenory storage Iocazgnﬁﬂ- of
the programin the nobile termnal, and transmit, for receipt by 2005
nobile termnal, an activation request6 t hat i ncludes the nenory storage

| ocation. 30 32. The program di stributi (g’n system of claim 26, wherein the
managenent server is 67 2 5 JUL 2005 configured to direct deactivation of
a previously transmtted pr M - kb Othat afd E5den
transmittable to thd lﬁ%ﬁig%ggﬁgérﬁ%\valk&ﬁvﬁ}gécg?é\q%\gdgfﬁg?%?n deacti vation
request conpri segypégpRiibhi Cadst erroftich amennerya sd¢condgecrypiéet;i on in the nobile
term nal where the programis stored. 5 33. Th% grrro?ram di stri t():ut it%g gystem
of claim 32, wher eifhetanagsmegesene’ seigred Lo degPt dif 3§°PY QERRLLy

dat abase to determne lpgation in the nobile term nal
as a function of cP’&@ﬁ?%&ﬁ%ﬁ%&%ﬁé ?{?ggﬁno’b@lge term nal and the program 10
34. TRe program di sfieihatidgemesysiremoohfigirai o 3ansmitdheprograne s ragoRtas
server is configured to direct, deactivat,i on ofb.a f,qugeVi ously transmtted
programin resporvsth the firstensnptiopforresBhY FHIPHR st transnittable to

t he managenent server, wherein the deactivation request conprises
identification of the nobile term nal and the program 15 35. The program
di stributi®on sysé erogpdmaliaiibutdsh swsteer ef nlaith @ Grahegrandlf maBpgrapent gerver I1s

configured to direct deactivation of a.previ ly t ], 4 i n
response Wflﬁure@epefj?ﬁl?i%‘dﬂ’@o?ﬁp?é]Sﬁ?ryg%&] ?‘F}eﬁge?%%?ea%ﬁg?éﬁtﬁcgﬁf%gqg%éem of

cl ai F1335,  ANELEINA LRSLESE £FMk Wa (RORBbIE Qimirl a28 fiexpion af ienidefitiert er m of
use Of the program 37. The programdistribution system of claim 26,

wherein the managenent server is configured to access a database in

response to regeipt of a.programu i $4 rlyiih ene 5§£gég§tmgmgr is
i ncl udes #dent &SFBﬁgﬁﬂ%bgng&b%oﬁfgﬁ]{&gﬂzgg{e% At a el uded 1 the database
is 25 i ngigatiaeotort heogrilbeationrnfonaktichiata datebase byreaportsado kreeipt of a
distributed to by the nmanagenent server ) i 1 the br

write completion notice transmittable from the mobile terminal, wherein the program

15  location information comprises a memory storage location in the mobile terminal where

the program is to be stored.

29. The program distribution system of claim 26, wherein the second encryption 1s
performed with a public key of the management server, and the management server s

ot the second encryption with a private key of the management server.
20  configured to decrypt the seco ryp p ‘

30. The program distribution system of claim 26, wherein the program is transmitted
in a non-activated state, and the management server is configured to direct activation of

the program after receipt of the program by the mobile terminal.

25
31. The program distribution system of claim 30, wherein the management server is
configured to access a database to determine a memory storage location of the program in
the mobile terminal, and transmit, for receipt by the mobile terminal, an activation
request that includes the memory storage location.

30

32. The program distribution system of claim 26, wherein the management server is



38. The programdistribution systemof claim 37, wherein the management
server is configured to distribute a program upgrade for receipt by the
nobile termnal as a 30 function of at |east one of a user identification

nodul e version of the nobile termnal and the neno [
mobi | e term nal. 61 "y capacity of i?%’. 2005

configured to direct deactivation of a previously transtitted program with a program
deactivation request transmittable to the mobile terminal, wherein the program
deactivation request comprises identification of a memory storage Jocation in the mobile

terminal where the program 1is stored.

33. The program distribution system of claim 32, wherein the management server is
configured to access a database to determine the memory storage Jocation in the mobile

terminal as a function of identification of the mobile terminal and the program.

10 34 The program distribution system of ¢claim 32, wherein the management server is
configured to direct deactivation of a previously transmitted program in response to
receipt of a deactivation request transmittable to the management server, wherein the

deactivation request comprises identification of the mobile terminal and the program.

15 35 The program distribution system of claim 32, wherein the management server is
configured to direct deactivation of a previously transmitted program in response to a

determined condition.

36. The program distribution system of claim 35, wherein the determined condition 18

20  expiration of a term of use of the program.

37. The program distribution system of claim 26, wherein the management server 15

configured to access a database in response to receipt of a program upgrade distribution

request that includes identification of a program, wherein data included in the database is
25  indicative of the mobile terminal that the program has been distributed to by the

management Server.

38. The program distribution system of claim 37, wherein the management SErver 1s
configured to distribute a program upgrade for receipt by the mobile terminal as a
30  function of at least one of a user identification module version of the mobile terminal and

the memory capacity of the mobile terminal.





