; €3e<88983%: . : H2<6h<T< f6Docket No.: 200300034-1 SYSTEMS AND METHODS
CONTROLLI NG TRANSACTI ON DRAI NI NG FOR ERROR RECOVERY CROSS- REFERENCE TO
RELATED APPLI CATIONS [0001 ] The present application is related to
concurrently filed, co-pending and comonly assigned United States patent
applications serial nunber [200300033-1] entitled "Systegland.Mlohes for
Determ ning Transaction Tinme-Qut," serial nunber [200300012-1 ] entitled

" System agﬁ&%‘ﬁéﬁ@%ﬁﬂmm@ﬁéﬂtomm TRANSACGYTIONDRAININGHOR

[ 200300036-1] entitled "System and Met hod For Error Capture and Logging in
Conput er Systems," the di scl os HRRORREGOYERY, e hereby i ncorporated herein
by reference. BACKGROUND [0002] It is not unconmon today for a conputer
systemto be quite CORPSSREFERERCE TURECATEDARHIICAEI@NSCessors configured
to provide parallel and/or distributed processing. For exanple,

nmuf ti-processor conputer systens often_include not only nmultjple main
processi ng uni t[60Q1y/PUky present amhyatmss)reiaﬁ?@ma@cﬁﬁmﬂml@lg?fawlﬁ Bfocessors
or agents, such as . dnkéer 3 |

pr ocessS?Ig‘r,m%g et HSJS'ER%%’ tg{egéagéﬁgé@rc %%ga%%glsﬁ suc h[igg%rr@%?j étmlﬂﬁd ut / out put
devi ces “SyhtenkamiMetbedfor Regmhinmg| Trinsaatigy Thee-Qiis seripl ruaper 29 Hb?JE)] t he
CoMput eF, 33 bll GOHBY Rl GRDKRP ORER BrdiRtheant rlaP b FRR30GT6-19xam! e

a corrputeer sys¥em may conprise a nunber of sub-nodules, referred to herein
as cel | sntitted 8y sten andf¥ethhdFontgrras Capttseand dpegipgindammutes ByHerss,.” ¥6ch as nmain
processi.ng, unit : LS, and buses di sposed
thereon.dlsg&?%fr%sn%%ﬁal%@ll#%%es@%?ﬂ% oa%wn%ég%?gyﬁéﬁﬁ%ke and/ or service requests
to and/or from other systemresources. Such system resources nay be
associated with the same sub- modBACKGROYNDot her sub- nodul es of the system
[ 0003] To service requests frommultiple systemresources in an orderly and

predi ctabl e ma”fl’(}ﬁéz] YR S EhcBRhoh FRLE IR anMﬁrtércwaexﬁlttsbaugﬂqe%ﬁbﬁx,amn _
transacti on queues.” For exanpl e, bus protocols may establish gn order in

whi ch a ipluding hulfiplefracessors sonfigres to proyide paralic} @ad/ar distrbekprocsssing. ionses,
are to b eIeRrs Ry BPREIAE ndl URlyRHAiSIE nRBCHocEE

transact’i %r%ﬁ%’s'ﬁ{lgji é:e%l&gcw e%g%treﬁlégﬁpl etion. Si r%ﬁfar Y, tra%saciti% on queues
may st orumits MPUs)ehut oy also inchds praltiple suppaat prpessdony ortages Seqhi a FPMOrY,- pr ocess”

with respect to rticular systemre i Oz for

exanpl e,p?‘?f‘ﬁ?q%n?f}%ﬁ‘&ﬁ‘eﬁﬁeéﬁv &Rrgﬁ?séor?’%ggv %f@%‘? ?P%IJL? P%@ﬁ%%%g%@@r ® “Docket
No. : 20030003 Anput/blipRaRoicts) Bisp bevss, aad eheilikp magbatistlibuted sthroughperther der by an
associ at ed system resource. _Ac_cordi,ag({%, an ibn-org.er ggle?xeana ttgrack a
nunber cPMPRENYSER; WHSCOMMREILGHOR PrRYIASY BY. NGRS PYSHa S RE XM 2 ST Ght i ncl ude
a reque %Elsta'n g ’coﬁpﬁmgﬁéﬁub-ﬂﬁdulés, keFerfedns Rerpinas eellsSir oell @atdsyhaving 2out of
order quéue or "transaction table, for exanple be |2B‘Iifament ed to track
t r ansactiuperofSyHem SOWRTSe HIChay ma PFRcEHngaa s (M%’ PR AR PHBERPTSSt  an
error | rhﬁBBg e?hfsﬁ&et?{heﬁ:ﬂ% §53ReFfesdtcel Bfa Sy Shedle Msichal@Sandof ferviespect to any
one of the aftorehentioned systemresources, is detected by the system an
error sirgqebts treandive frgmrathensystem resouatesf Suchisystep FRSOWETSIRY baefé‘ioé‘rﬁepé@@ur ces.
Such er rof & M, B8NS 1th3bis mBHGE: Gnd SGkal ed tO the operation of a
singl e syste€mTesour ce and/ or associated Wth a recoverabl e operati on.
However, such errors may he critical |nl, ature, such as reauilrir&g
initialization H003n Exaryiee wggueesis plaple SHRLISST R A FAL Y W% i al i zati on
. {3! N: _Tpr@c{i.,stsmé mdfhibr, sSySEHEMmay lﬁmpléxﬁ%h_t fmlemsrpeammm tiaha:ctt%mnueﬁm%i A bus
initialization error, or sim]lar crijtical. error, in.a nmul.ti-proc r
system c@‘ﬁmp@aﬁlstp@t%%ﬁfeé%h?haﬁm#é}n ‘g]%kha W@réﬁ’ﬁ%@%ﬁ %‘e{eg%gtg’ to the
i nt er depgRARNSY redpohdlS, a¥ePioibe Perfsiined, et perhspsaeamberfibascielearabhanctr espond t o
requests and responses._ Although a si g‘% e _processor system n%y be able to
recover Wansapetian jsue be povidad for sernplpHagy S 1359}’)?5‘3}5@“1“85‘15‘7 SPaNEPY transactions
and f et chFpgadaWwit@bdebGb p@ifisulbradsactiorsid-proesss’ wigh fespeat trafparticplancessor

systembus initialization my result in a ste "Ior-u" r.equi I.i a

"har d" r&sEm FgOUFEsy %@‘B@W%éorf?%?%@?yﬁ%mgnﬁm@g °een§'ﬁf thaggaer%‘}q in
isolating the source of the error. For exanple, a bus initialization error
may caus¥»P#rticul ar systemresources to "hang" awaiting an antici pated
transacti on response when a bus upon ich a systemresource performng the
transaction is initialized due to the systemresources on the initialized
bus ceasing to track their associated queues, and thus ceasing to provide
awai ted responses to systemresources not on the initialized bus.
Accordingly, a bus initialization error, or simlar error, can result in a
cascade failure in




which the entire system deadl ocks. [0006] It should be appreciated that the
above described situation in which a bus initialization error results in a
system | ock-up requiring a hard reset is undesirable in a high availability
(HA) system Moreover, such a result does not provide for a system

"crash-dump” or dunmping all the nenory to disk or other La. cilitate
the operating system (0S) 25253632.1 2 Docket No.: 200%%8‘6@4%0@%%&(}

determ %@&ti&@ﬁhﬁ%@ir@ﬂlaﬁaﬁecﬁﬁ b @fopedtiieriby oh @AcihlRE Hystebrefousoest em
initialrzation I ch does not allow analysis of the state of the system at
the ti nacoofdingly aprin-order @ons/mRY TpaGOmMber Gftrapsaqtions threwghy theyr in-orderPhasiSact i on
drai nin or_e I C Mb S S i trol

o1 gnal 15" B mEh FRLOEE YR ok 3 R RGBT R phR S S et rom
| SSUi NgofM@uériqaeleas transaciayipbledor exampleohayoresmpleanskisd tdyackirapssctianf  or der
gueue, and jssuing transacti.ons not tracked by the out-of order queue.

[ 0008) SeptoRSHIgiTPaREFERTIed it ¥ Hhsact i on draining in a mufti-processor
system the nethod conprising, preventing particular systemresources from
i Ssui ng new r eqogsA| S If Al dnowinipeation of-any deectaf esystemduch # wittoresneett ons

stored therein according to a system protoco r i [NaTy Lops stored
in an offy-q9F obthgafor ?eda‘rﬁjfe’&%‘fsg?rc?%g%ﬁ?%é g}é&’eggsging’giﬁas ds:i%?‘#élgpt he
transacd QRsrakli@s fekify RRrpprdpadtelsystem @sturcet. Sucterroweaydemas-cdticahsech ashe
transactions stored therein, allow ng t stem e SOu ggc%vgrgbl%ssue new

I

[ he .
r equest iolajed dpP operatian of Hsigle SYYFP FEPYCS, d?%é???&%‘[e nodraioning for error

recover ¥, it gﬁé%%f‘ SRNBHbS irag be Briffdal intnatite tueh AR e itiag rtidlizgtiantofkeast a
first error mode state and a second error &)ge séat , V\/r}ere{hnst hee first

state memi hes (referspsee Aprem & @ banmgalizion pf BEYH gprpgyan elgteaY 8 Wé’h_ever a
parti culreas{)mggsrt?&edns asserted, and wherein the first state nmachine is

operabl e"to énter the second error node state after the error is asserted,
the second error node state asserting a control. signal to.hol ystem
resources of f di00@5]pat buscipitializafem ey ‘?rémPﬁ‘éc yeal "é“ﬂ*a‘&ﬁi“h‘{e?“ ?gocgsﬁgrt he second
error mde Staligad thWddbref fAGRIVER syfelOw it fue dod tohimyintegicpe er

readabl e’ medi um havi ng conputer program | ogi c recqrded thereon for
cont r ol IthegribnsnystaratrEsoHICay il gndfs resppnddp ?‘?q@%i/’é’ﬁ)';?s‘pwfgs' c‘%@f?&%? program

product CoMmEASLPsffiGa B S Sl abom FORLABAIAENtor b pligingaltt system
r esour c SRESPIEETRL &F W a particular error from.issuing.new requests,
code f orpefldinppamactionaasidethiogscw magketidnyfy-gafisofiootne B U HIREGE and code
for iss uslyg{gm Hnrxsairr]nstla 1tze{ti%pl %nar}]'%suft GfE és'%gmb‘)fock-up” requiring a “hard” reset or may be

prevented from performing a core dump useful in isolating the source of the error. For example,

a bus initialization error may cause particular system resources to “hang” awaiting an anticipated

transaction response when a bus upon which a system resource performing the transaction is

initialized due to the system resources on the initialized bus ceasing to track their associated

queues, and thus ceasing to provide awaited responses to system resources not on the initialized

bus. Accordingly, a bus initialization error, or similar error, can result in a cascade failure in

which the entire system deadlocks.

[0006] It should be appreciated that the above described situation in which a bus
initialization error results in a system lock-up requiring a hard reset is undesirable in a high
availability (HA) system. Moreover, such a result does not provide for a system “crash-dump”

or dumping all the memory to disk or other media to facilitate the operating system (OS)
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t he out-of order queue. 25253632.1 3 Docket No.: 200300034-1 BRI EF

DESCRI PTI ON OF THE DRAW NGS [0011] FIGURE 1 shows a portion of a

nmuf ti - processor systemin which an enbodi nent of the present invention is

i mpl enented; [0012] FIGURE 2 shows a state machine for inplenenting bus
initialization transaction draining control according to.aehedeseiiss of the
present invention; and [0013J FIGURE 3 shows a state machine for

| Pl enedddrthikpiBie Bus@bf thy errdrobis dsteh@rbqiifediatiiién attaizalidigvlich ésdbaey ments of
the present invention. DETAILED DESCRI PTI ON [ 0014] Enbodi nents of the

pr esentaliopaanlysis Af the sigte 9f theprttanat theimept HeeEomni ch facilitate
initialization of a portion of a system such as systemresources
associated with a particul ar bus, syMMaR® | owi ng renai ni ng portions of the
systemto continue operation. The teachings of the present invention are

particularly useful with respect to nufti-processor systens erein a

| ar ge number oiO({o?hnéé‘&ett]i“?ﬁiré‘Pc?Hﬁ “&Ea‘ﬁﬁ?mgg’%% 5t d%"ﬁ’?(’%meﬁﬁae

SYst em §oRRiding SSseiirRRORatHoILRMAE] t¥ Pravert Sydiess RSourddsssdtiated mithtaqrticilapughout

the system for execution. Operation of ,errbo%iegtﬁnts of present, i nvention

[ h
provi dedTor &omg e neWdraests{EePPIg TapTaREons i3 yfp BE‘n?f{rng%ﬂ“%}ﬁe r nore

queue ag§Rfd tein®ivhsiot ARtkbdiByink bitest-obder glieutO al | ow graceful crashing and/ or
initialization of a portion of the systemwhile renaining portions of the

system conti nue_t 0015]. Enbodi mar(]t s .of. the ji.nvention establish a

hi erarchy in M‘?@ﬁ]? er%%‘leﬁq"g??émﬁ g HNSpGHion Ening A MPIUPTOCERLYEN ot i n

I eSpons@e kit toEpridh), Ex‘evéntﬁg phrtiCulhraksteh rdsberads fioni BBEuing b regBess, bus
initialization error. For exanple, .transactiaqns stgored in an i n-oLder gueue
n

associ adllooving anrn-grdsy; quaug fo Jpintrnsaclions stoprdthesgin JcEOrding Q3 SYFIcT REOLeQ
det ect e&l‘o@g fridsSdtioREstéred VD ut-Of-6HEH qleue] MRY ARF the in-ofdeAqR@Ehds@Rfnddn t he

out -of or queue associated with systemresources not on the bus for
whi ch athb transaetions stored sherem and the putipfordseayeue bascireppgd therapeactiensiiordd to t he
approprjate

érern, allowing the system resources to issue new requests.

[0009] A system for controlling transaction draining for error recovery, the system
comprising, a first state machine having at least a first error mode state and a second error mode
state, wherein the first state machineé is operable to enter the first error mode state whenever a
particular error is asserted, and wherein the first state machine is operable to enter the second
error mode state after the error is asserted, the second error mode state asserting a control signal

to hold system resources off of a particular bus while the state machine is in the second error

mode state.

[0010] A computer program product having a computer readable medium having
computer program logic recorded thereon for controlling transaction draining for error recovery,
the computer program product comprising, code for asserting a control signal to prevent system
resources associated with a particular error from issuing new requests, code for dropping

transactions tracked by an out-of-order queue, and code for issuing transactions not tracked by

the out-of-order queue.

25253632.1



systemresource. Transactions in an out-of order queue associated with
systemresources on the bus for which a bus initialization error has been
detected may be discarded. As transactions are returned from system
resources not on the bus for which a bus initialization error has been
detected, e.g., transactions in process on other systemubuyses hal f of
processors on the bus 25253632.1 4 Docket No.: 2003006%%5“ °'éz>8:dg%)?3|§énci ng a
bus initialization err drEFSERPAGNOE THEDRAWINGSCar ded according to
enbodi ments of the invention. [0016] According to enbodi nents of the

i nvention, systemresources are held off of a bus experiencing a bus
initializati onl@ by FIGl/RE§ showsaportipniof a multisprogessrsuterd owhigh &%y t r ansacti on
dr ai ni SEHP -%Tﬁfg . I3gie@’ state nmachines may be inpl enented
to asser bog&getﬂlg prlgﬁetnﬁmor/ Eﬁ{ﬁﬁ@%ﬂr}la during a time in which transactions
are being drained. An enbodi ment of the invention deasserts a_bus priority
si gnal once al [0012hnEKTYRE A shawsatstate madhinefor implamentinghvs initifliggtiondr ai ned and
all tr ibP Bk R R infh AR IR EN A RnfilnS G ded or

retur nﬁ&%&é@%m&%@@y@%’%ﬁ%es(r)rll” ces on tﬂﬁgt bus may be prevented from

i ssuing requests on the bus during a bus initialization node and allowed to
utilize the buf0013LcRIGERE 3 shqwsiarsfasq mackine dor impjementing bus prierityfrapfaghiqn, ot i on

mode. [ Q0}if) 1S ARSI ntofinRAR of HQHSER MvenfonTUf t i - processor system
experiences a bus initialization érror with respect to a processor bus
thereof. Such a bus initialization_ err rm the result of unpredicted
or unal |l owed bus status, per I C r in which a single
processor has returned invalid data or a particular transaction has fail ed,
suggesting thajodiap BmSodilments 6f the presinhintémioh pevide spstehey ant nettedds ehieh

predi ctabl.e operati.on gﬁcth_res ect to éﬁ%tem resources on tdhaf bus. In such
a sit udpsilitate mitplization et PArHOROL Sy HESUHTAS SYFEM LFAHET W M™%t ore, are
to be disERlH86k WHIVENGVing fethalnify fortichk 6f the bytteRBto@obntirRis Ppeatvm. @xpect ed by
processors di sposed on other buses of the system t&agl&g_rocessors on the bus

bei ng i tadchings pLibe present verfiogfare nartiqulagly yepdul\with respes FPIOEESEE SYRRISAr o

dr ai ne &E"EF . kitOmublelsdtéged are

al | omeg‘wltl%gﬁrél?%%é Co e&g%ﬁ%%g?%? égiaﬁﬁﬁ’é??%sgéﬁaﬁﬁggvmt rgnssggét ions. [0018]

Di r ect i regpuates disposed upan varGuiEsd, are diswibtiied threghoutdlmyystemforsaxeeutiani n whi ch an

enbodi nent_of the, present . invention .S I I 0 rally as
system Wtfo&?tff%.&iufﬁléts ﬂf)@f PEVE) % lél%nct)]}%nw g‘ﬁ%@é@gﬂ}' g%a?]E %n gtgglgi s a part
of may &drpflustingofant bi mpreamessassociated twithy an dentifiedsersor keallowt gradefidkar d r x

series server st em.i npl enenti.n lurality of .Intel T J ocessors.
[0019] SgLMBAPHS RZ4H90 of £ Portiod ot BES ey @T"‘u“ﬁ@f’ﬁ‘&‘é@*&ﬁ“’p ety ty of
pr ocess@ninudt8lferpteocessors 131 and 132, di sposed upon bus 101. Bus 101 may
be utilized in providing conmunication between vari ous system resources,
such as main processin nits (MPUs),.e.q....the.af grenment i Qn . TANI UM
processors, e. é(?o,l%f)rE@g@wgtsgé@eg%ﬂtﬁf?ta%h‘g%r @ygg&%:{hﬁraﬁga&% et No.:
2003000534 drhired @F othBiMEE)dispdstd/of in fedpndei th Betection Of £ parfidutat ctiicdd exsor] flichas t he
illustrated enbodi nent is processor i.nterface 110, .including.processor

| nt o f ot BISTHUBHEEPR SRS SO BREpIe1 Tsarlipns S GRLE S8 P Hde THOS BSLTEER 114,

[ 0020] RIsFee8LeK a b iaitihhAoEon erahdeeen deteedlh@y fidst herpdlowkd tesiraimt ed enbodi nent

conprisgs in-order queue, 111 which is uti.lized, to t I i on phases
to ens uﬁéeria%ﬁb Fé’?ﬁaﬁtﬂmﬁfﬂ thp 8}151506{"001’466 fucug assprated 8 i%s!egj?’ %gérs“ ac ggtfoglﬁfﬁég to an
over ri dbxFoPWhitDE§ blis infialeaties exrortids deh dettaekmayl Ke reumedite the appraptend dat a
processi ng bl ock 143, operable w th out-of order ue or_tran j.on table
144, t 053FY%§HRS°PF°§n3‘é%’F?°8‘ﬂn%‘?éE ﬂ?tl'clf'r?r‘geﬁ P a‘f?ﬁ%”%lg’:ﬁ{ﬁ ST 5RO S S)(rﬁ hﬂéed in any
order. KisABESEIGH a 61K iRittalintich &B6r haobdeh dbttqedmaybe disca(de@ARS trimisactiond 42 and
processor ou%ﬁyt data (POD bIogﬁ 14% of.g{ocesng.oyggut glqgk 114

cooper afeBFo PR FYSHROLESEUSEFS PaAndhe bl Torihich 2 PRS AYRPYZRUILEISF 8%S%ET ng bl ock
143 t o @iédpedi c.8c atactions irabiss oif dlidiaystednbises arclshaldl afyrecessorhort thabssact i ons
on bus 101. [0021] It should be appreciated that system portion 100 rmay
represent only a small portion of a particular system Accordingly, the
syst em &#3%Hi ch system portion 100 cogprises a part of may include
processors, buses, processor interfac€s, and/or other systemresources in
addition to those shown. [0022] In operation according to one enbodi nent,
transactions issued by a processor, such as processors 131 and 132, are
first processed in processor interface in-order queue 112. Accordingly, a
transaction may be processed in-order, such as to include a transaction
request phase, a snoop phase, and a response phase as reflected by states
stored in inorder queue 111. After conpleting the in-order transaction
phases associated with in-order queue 112, transactions may be tracked in
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Docket No.: 200300034-1 accept the returned information and | ook to the
transaction table to determ ne how the information is to be handl ed.
Accordi ngly, a header may be provided to the processor output address
controller to indicate associated data is directed toward a particular
processor identified in the transaction table. Thereafteﬂ

may be
provided to the processor output data block to put that cf’a]fa"ozu0 %@% ' he bus

with thg BpRfiQRfT; AR DAL eFE lamwaansséﬁ%nprreaaawd dcbilingil the read will
get that data. [0024] It should be appreciated that variols errors nmay
occur atmbpdymentnef th¢ myvedipact i ve of the state of conpl eteness with respect
to any particular transaction. Such errors nay be non-critical, e.g.
requiring repegirp akcdtaRBid dritithenlRETR ko' mm@auarﬁ'aremdoffe g
requiring initi ation of one or nore system P SLOUT Cos or exanple, a
bus i ni of aaimzmanom@zrbusimingrlmaemﬁrtordmngveblsymudmmcasmedecmmdthga particul ar
bus, such as. bys.101, ber relﬁ1 tla zed”‘e ever, & etnr]rne n%n M resour ces
of thi str‘ifﬁgcnﬁﬁgmﬂ%“g’el:d’ﬁ g‘&"{/f% s ]f"nans P %nd/ or to

system iseaoumrsqmoﬁtysdamm s@ﬂallﬂuﬁﬂgia rmaé irewdiiet iraRadtiogs dre beiﬁg tnirded.aAhzat i on

error, ializin em resour ces of arti us. may_ not be
dest r aprEbodiion: Bk TveRt e s PR ey GeedulPiokachitp Dot S B s,

i nt er f ag@er @Euélya% griirRa ahd ﬂmral{a&naﬁmuakédbﬁn@.iREf drdemquetiest discirdedwrocessor s
di sposed on buses other than bus 10 agjisn "hun iting a response
associ atesums “ieardinglyn&ystem 1GPuFREs ﬂ‘b‘]f'ﬁ H%Ph? °’5°%\€ PEEGHFELOf  bus
101. Li #@Whesurink Aibhé RitiafiddtiofMdak aktl DALE B Ril2O tHe®is, raﬁamsraqmumﬂuaaaﬁ aces of
system portion 100 may result in such processors receiving responses

associ atftsa theibumingfializaliesmdeon being performed by a systemresource disposed
on a bus other than bus 101 after their initialization, thereby spawning a

subsequent, peng@Epp %édrmﬁgto orRlefi®bdime M) 2 mhltif6r6 6dssbir lﬁteyn expetiates®miss of the
present |nvent| on Ier enent a state machin chi nes, SucC

r.state
t hose sHHRHZatiqn e atisrespestig aprocesspr Rus ereort g‘ﬁ‘é‘ athuaﬁg';@&zrtm HPLIAY H“g f or

error T &g QLRI B udpPedRIRGT GRluhAlbwE 66Y éiiatﬁ@ pérRaRBERA AR Birsr i fwhidhe sHghs ent
invention, when a particular critical error, such as a bus initialization

error; Pproceses des istimed I@raérd datagemparticudas transection has failed. sugsssting tha the bus o
states r. t system
resour cseh§ H%rti) %?ﬁ%& ﬁﬁé%lﬁe‘gﬁ ‘1%&% ﬂkﬁ&%ﬁg'gﬁ% gcst a{r%élarg%ﬁngcrerss on t hat
bus ar eonithali tuedn sucked stlabdny all trawsactjpins emthet hwis ate sgmmdphmbmm to p©026]
Directing attention tqo . FLGIR itLrall i 00, such
s mmy DO RS e et BfEsbilel biickdhy oGl BabBEMISHE S 0
blhock 1141%;:5 ofsheséysml the pRis8632 oh the tiDp béimg inka} ;zedZ@Q)moaOﬂfofﬂ.leAss wm:]d(nom in f
the ar eneral a state S a0y dev at .st.ores the status o
sonet hi Hﬂ"sﬁ “gaqb?‘\?%?fetdfwdaﬁggfé"% glbeeqlg‘feé T th‘f)ﬁ‘fs b[eglgéwgﬁ g fife stat us
and/ or glaged tefetchGhbidihdizaia BE@h berffomingtRwilaaeRtio®r any given change. Bus
initialization state machine 200 of an enbodi nent of the pr esent i nvention

is operable to drai nin nor.e bus i
processors and/ @qlgi)t ﬁ)érrect‘s“3g§f“'er Pé%gﬁﬁ@gg{ d‘fﬁmbq“ #ﬁé“q’BB@ve EIH i g/ﬁtch be
initial hxiﬂﬁbod[xﬂ@ﬂ3ith3pfes¢nlﬂlrivblﬁithﬁianHihditcaﬁfshb’ﬁﬁ eneeal ZRO syfent pationt | ust r at ed

enbodi S and. 2 214, & 1 with a
first gﬁg)f fhfi‘?%ts% g‘?'ﬁlﬁh S}E%‘nl om VR zgt“ra tauﬁgcogl Hm‘%ﬁ%d’%‘%rﬁgl ding a
bus i ni yseeh, xtamrasaHeWIlett Mbaren(deﬁtd:‘s)erve&yamn@lbmwm apleralityodditelt ed with a

second state 1), third state (state 2), fourth state (state 3), and
fifth s PREESHY:

[0019] System portion 100 illustrated in FIGURE 1 includes a plurality of
processors, here processors 131 and 132, disposed upon bus 101. Bus 101 may be utilized in
providing communication between various system resources, such as main processing units
(MPUs), e.g., the aforementioned ITANIUM processors, €.g., processors 131 and 132, memory

25253632.1
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respectively, of bus initialization state nmachi ne 200, providing bus
initialization states (BIINIT_MODE). Descriptions of these states according
to one enbodi nent of the invention are shown in the table bel ow

St at eSi gnal DescriptionO Idle (201 )~BINITIDLE - Bus initialization

statemachine is idlel Bus Initialization-1 (211)BI N TBI NLT. i\{;pgm- NT

i sbei ng asserted on the bus2 Bus Initialization-2 (212) ~ET°‘I(\I TBI O%ﬁil\gDE -
Del ay cyydt ShwvmyCmanraaike. A6 eipkdab 8690103 dpute ilhdtrhted bhBatite isprocessor
(213)~BILINTI TBINIL T_MODE - Del ay cycleto acconnodat e systenpr ot ocol

2525363 ntarfage 11(drdtdingpgocessop giafogim-order qpeps (PIQ)l 12 padprpeessor autpnti4) BINIT |
BINIT (i:kthqg for in-order gueue and transaction table to drain, bus

priorit si'ghal asserted (bus priority state nachi ne operation)

[0028] In normal system operation, bus initialization state machine 200

resi des in idl el082t Prowssor intgsfaes/arordepiqugned 1B akthe Hlustraied emhodimentr ror i s
detecte . . i Ndtsl i, zat j \, . idle
tat o ooypsRY FcenquBhiol i Rlo ifcald eiok Se BT S sto the e mpletiH g

t hat busf {raisadtiahs omthe bps intaades agcpndinegly ah evergdiog pretasal. Hiredessonpitputdlackt i on

and/ or i . ry 49f LRdgtiald i Vi LEes, such
e my DRl Ptler Al (e Rub IR 148 opBldSle Wil ikt Gk R bty .

i nitial itabdet 14dntogtak Fardidtiomeyecotorsen the buswhichimay bprewmed imany adest e nmchi ne,

such as jthat sh d descrj bed in e Leferen i cation
ont 1t L odrotaye A s RGBS ol G OB TRBII LR EPERGEH BN R BRIy °2

i dl e st aloek 14! &f processdr ditputrblovg 194 adoperate vathattansactiddble il a4 add/or header/data
alternatively, .bus initialization. .state 211 may cause processors, such as
pr ocess@F@e%é‘EbEQ‘fg liggo%ﬁ@per&nﬂéptaé@ R Eﬂr@ eg?tg BLAHIBRBys 101
to droppad loit ransacti ons then being processed in preparation for
initialization according to enbodi nents of the present invention. However,

bus initializatj st ate 1 accaordj tg alternatlve enbodinents of the
present inventi @ﬁﬁh)}t ﬂ}o%}@ijbﬁép%fe%ﬁgé {g’gﬁ StyFtS’Pip?Ig‘PPg{’ld @?%T?reg?“égay A& ein no
bus i ni tpbaloh 284 pAfca&!syaem Acéciiggly Qe Hefeal Jf whichRygerh PortioAl 0@ ednpeisesd at e
machi ne 200, if_ desired. [0029] According.to t Il lustrated enbodi nent,
any ti mbasobmay inslude BIopessqrs. GHses RraRessos inkxfacss and/op Ather gystem Fesopres 1n

i nitial i,d@bPd thése Rhd¥n. 200 noves to state 211. Accordingly, if additional

bus initialization errors are asserted when bus initialization state
machine 200 is already at bus initialization state 211, the gtate machi ne

remains i n bus [08?3)i dpicparpiigpceqrding toons empadimenty transagtionsisywed bY A ¢ i al | zat i on

error i $rRessr, bkd as pRdedstrdl 3 BAIIAB2 Sir@RAL prodesta i HOEREor ktérPick flordBus
initialization state machine 200 noves through vari gus ones _of the bus

initial idueneildd Aceardingly] Dansictiop may be prgcasepdurarder, surdyas 18 Beludsdodi nent
system Q{)aﬁstam réq t!l e & !rﬁ)ro? kz%éék,%g 2 04541136 phae & refldcI®H sEbdd Glorédif kS

after a bus initralization e is asserted for system 252S3632.1 9
order queue 111. After completing the in-order transaction phases associated with in-order

queue 112, transactions may be tracked in transaction table 144 until completion of the

transaction.

[0023] For example, when a processor performs a memory read, a memory read
request from that processor may appear on the bus, be processed in the processor interface in-
order queue, and be sent down to the rest of the system for actual retrieval and return of the
requested data. However, while the actual retrieval and return of the requested data is being
accomplished, a transaction entry may be placed in the transaction table to show that a requested
memory read transaction is still pending. Eventually, the requested memory read transaction is

going to be returned to the header/data processing block. Header/data processing block will

25253632.1
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Docket No.: 200300034-1 resources to get off of the bus being initialized.
Accordingly, bus initialization state nmachine 200 includes stall states,
here bus initialization stall states 212 and 213, wherein no bus
initialization action is taken on behalf of bus initialization state

machi ne 200. [0031] After the bus initialization error sig@Rak. h&300034-1
deasserted, bus initialization state machi ne 200 of the illustrate

enbodi naBdeptBY AturhédiftoRmatidn tnt ladkitd fht in@isastioattsbl@tbldetepmided howithd | al i zat i on
st al | st e 212 s, initialj n error i s ai.n asserted, bus

P ar e i e Bl BCo et T JE PoREo A 1 HISPRAPPEOTIE ot at o
211 frorﬁh&‘ééi; coRtrdliedtd 1?1&%&9&5&?1&&1 da¥d B dRecteddowiia WphRiculat roEé&@ort?&b%tlﬁed
initialization error si remai ns deasserted, bus initialization state
machi ne inthe tapsaetionftabien eaﬁm, thealataaayi beprayidetito the pragesoroutpt data block
|n|t|aI| | al rLer. i gai n
asserted &gu@a@flﬁéﬁ t ?tgr on 3%‘ élj‘)peq Bﬁ&élgég%ﬂ%%g%pg%zg%ﬁlt ?‘at (gt&jtsh%

initial |rmmlbrget~thatdeta211 frombus initialization stall state 213. However,
if the bus initialization error signal renmains deasserted, bus
initialization [ﬁbﬂeImﬁldrb%aﬁ&@ctﬁf@d’@nﬁtJah@&@é?ﬂé?sﬂx@&dc&ldt%ﬁ’}‘ﬁxﬂg stall state
213 to bus |n|t|aI|zat|on priority state 214. ‘It should be appreci at ed
t hat t hdrresbesyise gfetd}getn@@f mmd@tameéswabte@m@apenaramégrstaemcmrotSj@b eI whi ch

system ff, of bus
101 \/\herﬁ%gﬁgg?%?{a?a Cﬁuﬁx{ry gfeagégogs% et ect me?%o(%g?a& egﬁpnﬁ?tlga’l i zation
bus pri @rqutqngsnlaalaaﬁqmofiﬁnephmorrel systern respwrdese onekamplet a bes ipitigizatien merwhi ch
bus |n|t ti al i ta 200 is
ncconpl L abroR ) B s Wsbutoed e B pRobiiro shh B wRF 101, Bife RGN0 2% 4
enbodi néfumevef astthesysmnﬁﬁmumes afsthiz rbhsmay berequuesiingy antlior sérginial ttansaptices ent
system r.esour such as ces 131 and 132 from essi n bus 101
duri ng (TOIRABHOY FOHSERAF TGS Siahose oy e Feegercing a dia Ao FBAE s y s  em
r esour cefinfy Ritplieng BfsBsin ters@mes of § patituddrdgs mey fiot.beldediblen goﬂ@&d.ﬁtptep
acconplish a "soft boot, %UI’I ng transactign draini.n @ﬂ%gr di.n

enmbodi né‘IIP%‘IZB‘I'OI’t‘If@“?Cﬁ‘IF@ﬁtaP AT PIPERSSPS It acesl SYenp ROt us
initial Iﬁﬁ&}tregmtbﬂﬁme&set Hfs%fos%&@ﬁ@us%hépﬂyan%s PR Ry wvtathd pl ement ati on
and/ or conpletion of any of a nunber of bus initiallzation actrvrtles such
as nmy Iespensppeso¢ipted with aliransaction ieingpedfgried by prsipttese pisgurcaefibus @hpl e, bus

I
12 AN AR SE kbt B oo BB SRR B oo L, 2
st at e naeshit imesu2ld Procesners nseivimglesponised dshaatadavithontransaction being perfopmad dy a
Addi ti , I 214 of
an ;n%gg?gtelmy Jt'e%urgé &1? rog(%lt dn a:bué ng)h%g%zsutn) {I?“Sl llr(])?l ahrfzr%élro ] Hﬂgga&gb 'tﬂérkl{'}'yspgm b% in 0

si gnal , asulshkquest, pbrhapsshom amod descri bed in the above referenced patent
appl i cati on entitled "System and Method for 25253632.1 10 Docket No.

200300034-1 In- q . I queue 111
has been fully @pal ne‘%ﬁgﬁéﬁéa P&ﬂﬁe tﬂéﬂP%ﬁ%%%g%{%ﬁH%h@ag#ﬁl ty state
214 may npehiseosstddemaghinesy sucly astheteshovaciniFAGURES 2hand §, foheuntrolimgrtrassaction

descri bgg.. I eue
eri n: nggaé‘?gt %We}g&%&ncoggﬁ'pqﬁap& lé)rﬁa%deue&gregn?ﬂ‘?fﬁl\géﬁgtogt gp ?e[s%gé&; fﬁﬁ:cgrjd?ng to
enbodi mevhes a pérticHar quiticalerror, iswehan & businitislizatiom prroraisidgiaeted a stateamechingc hi ne 200
wil | nOtent'gR\ég fi%%hfw& dtdtt b il ¥ gtﬁ)&h P SIer ithed hglhgél%cgsgoﬁfs Lfwgeturn to

idle state unt1l transaction dralning or error recovery 1s conpleted.
For exanﬂteewstemereidurqgsoffaf thd basrivhith addehttl@ilnmmcessrtrammhpmtbatbgta‘ce machi ne
200 re i S ity state 214 until the in-order
gueue rg} raI negﬁ?’e},lﬂcaﬁl rladlégl}svistgpysgn %Q{Ogtogge i n-order queue deasserts the

Pl Q DRAI NI NG signal) and the transaction table is enpty (e.g., header/data
processi ng assej0026]t HireTRANSteTE: tBFFGYRE i2gbusiiditialatioogiate siackise 200t suckach of
states SC

error s?‘glﬁ‘% g?lé"pééé%frﬁed}g‘g‘e“ﬁﬂ%agg roidg)ﬁg%g%? %%’%%Fd( 1 28t Qﬁblb{uaidezaiﬁécﬁﬂne 200
of the illustrated enmbodinent is in bus initialization priority state 214,
bus i ni 8Pt zati on state machi ne 200 again nove to bus initialization
state 211. [0035] The bus priority (B\gRI) signal asserted by bus
initialization bus priority state 214 of the illustrated enbodi nent

provi des bus priority to bus initialization state machine 200 over the

vari ous systemresources, such as processors 131 and 132. For exanple, bus
initialization state machi ne 200 may assert the bus priority signal to hold
the processors off the bus so they do not assert any new transactions while
the bus queues are draining. It should be appreciated that the bus priority
Si gnal of the |IIustrat ed enbodi nment need onIy be asserted dur| ng bus

-, = B .. ~A A Y b1 -, = ..




gueue 111 to drain, causes tracked transactions held in transaction table
144 to be dropped, returns non-tracked transactions held in transaction
tabl e 144, and allows transactions that are el sewhere on the systemto be
returned. Thereafter, bus initialization state nmachine 200 has conpl et ed
controlling transaction draining and returns to an idle $f8kRe.8hdo@WM NY
systemresources back on bus 101 for initializing, e.g., fetc%ing code for
a soft ook kndvdDid the 43, iregdneRala sthtt anthitnis by ddviddiiiat &ored thestin@dif BaMdthiag bus
priority state machine 300 is shown. Busﬁgéiori%&mstate machi ne 300 of an

enbodi mehe PN RS 2Rd eADPETate RPARRY! I Phipage dhrettatt A0dRn eaise AL action OF QHRY 1 i on
state naghigiRe 20%nk SivieR clidge. | BisihiBhlizabd Site Ridshif J000f b erfibiferd bftheand t hus
asserting a bus priority signal to keep systemresources off of bus 101.
Accor di rrggsgnt ipNegtien is @pérele & eontoldaaining of GBET mate Uys qienss whilthadd as a part of
bus initjallzatl j st at or.. syb-states of bus
initial iﬂzr%ltel&ségs %g)sar %‘?‘?%s ft'tg@q'ggtogrt%%&gﬁ%,tﬁﬁnd@?fhr%&b%?ﬁlgg%ﬁ%&Bus priority

state machine 300 of the illustrated enbodi ment includes states 301, 31 I,
and 312. Becaus@02He Businginkizationistaterinaechingifi0 of thejillystrated ambetlimentpnolydent bus
initiali [ the j 2 ' ' VA . ver, it
shoul d Bea0r & PR RMER SRRt b PhA} Sal Bl DYREE BT L1
machi ne statg/maghirie 7§86, proviing p bixglingializatior idlsitaie ED3F). Statenizoldareassquiatéd an
overridi ) hPE] j , i di ng
over i di' SRR ol Gl ()04 ATl pR bk Bl S5l B (RGN, £ "0
and 312 respectivelyoef tas édtializationsstatemanhihe 200 tprovidingbes idiyialzmation $tatesd st ate (state
2), res Vv of, N Qi t ate i ne 300.. provi.din us_queue
drai nin g\?)l‘r{tﬁo .E)DeDse(Q: ri E}B ﬁgoér?{stﬁeg St?t%seéscgors g? (J’eélneaegg)é"rh |eﬁg°tlt ¥ ‘Sg%ngg?rB%di ment
of the ishwemin theitabledelown in the table bel ow. StateSignal DescriptionOBINIT
MODEI gnore errors, issue all non- tracked transactions 25253632.1 12

State Signal Description

0 Idle (201) ~BINIT IDLE - Bus initialization state

machine is idle

1 Bus Initialization-1 (211) BINIT BINIT_MODE - BINIT is
being asserted on the bus

2 Bus Initialization-2 (212) ~BINIT BINIT_MODE - Delay cycle
to accommodate system
protocol

3 Bus Initialization-3 (213) ~BINIT BINIT_MODE - Delay cycle

to accommodate system

protocol

25253632.1



Docket No.: 200300034-1 1PI Q DRAI NINGPOAC. Do not start anyrequests, can
send trackedBINIT MODE -- transactions to PODPOD: Do not start any
trackedtransacti ons2Pl Q DRAI Nl NGPOAC. Drop deferred replywith hard fail
greturn headerBlgB; MODE ¢ redit), send all the restincluding tracked

ransacti onsto PODPOD: Drop all trackedtransactions, sen S, '
return data credi ts [0039] In operation, bus priority st%f’%gﬁ%bzho?dggﬁgoo
pr ovi dt%m[é ez AR 2y AT g gINAE € 301, 1 n Wi CIBERTIO MOBE € Wity 88 @#nd
non-trgcked transacti ons; e.lg., transactions ass¢ciatéd with system
resourceshdisposed on ot her |buses, are issued as |imprgerarensand transacion zat i on
state machine 200 remains in bus initialization : I fla
transaqti on generates an errlor, because the syst #%stogﬁ%ggiﬁ?dﬁﬁ% critical
error rlecovery node it is efpected that such gen¢(BRRI) signal@sssrted (bhs no{ be
as sevgre as the one current|ly being processed and,. therefor they mpy be
i gnored. Moreover, such gendrated errors are |ik P§z‘°‘a‘§§{?%‘t‘° “with, or the
result lof, the critical errgr being processed andopériggngf ore, may be
i gnored as a cascade of errqrs. [0040;] Additionalily, the illustrated
enbodi nent of st ate -301-provi-des—eontrol—sigratsHor—aratntRg—transacti on
tabl e 144. For exanple, irrespective of whether in-order queue 111 has
conpl eted draining, if the bus is in bus initialization node state 301 may
provi de a cont r @o2s]i gindlorha syxeat eperalmh bus ididstiongtatel Bachine:d08|rgsides in

t ti t abl 44 d ). ' kL
neader | dEAHs DLe BEMRY IR s uSagh R £ SRR kPR gh SR Rl

t r ansactgmbdite20d Mbved fi6h edly sthe Q01 tol farbtibag intiiuizativnatitqX1dc dshbuld bof
resources di sposed on buses other than the bus f,(t)}ri, whi ch a bus
I

i L1 al iapatFigwd diet by iniiliaghian stele 2k matbe Ssoiiiuithimplementation and/or

completion of any of a number of bus initialization activities, such as may be compatible with

overriding system protocols. For example, bus initialization state 211 may cause an in-order
queue drain state machine, such as that shown and described in the above referenced patent
application entitled “System and Method for In-Order Queue Draining” to move from an idle
state to a queue draining state or states. Additionally or alternatively, bus initialization state 211
may cause processors, such as processors 131 and 132, and/or other system resources disposed
on bus 101 to drop all transactions then being processed in preparation for initialization
according to embodiments of the present invention. However, bus initialization state 211
according to alternative embodiments of the present invention may provide a bus initiélization

stall state, wherein no bus initialization action is taken on behalf of bus initialization state

machine 200, if desired.

[0029] According to the illusirated embodiment, any time a bus initialization error
is asserted on bus 101, bus initialization machine 200 moves to state 211. Accordingly, if
additional bus initialization errors are asserted when bus initialization state machine 200 is
already at bus initialization state 211, the state machine remains in bus initialization state 211.
However, once a bus initialization error is asserted, and that error signal is no longer asserted,

bus initialization state machine 200 moves through various ones of the bus initialization states.

[0030] According to the illustrated embodiment, system protocols allow several

clock cycles, e.g., three clock cycles, after a bus initialization error is asserted for system

25253632.1
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Docket No.: 200300034-1 [0041] Wthin state 301 of the illustrated

enbodi nent are sub-states 311 and 312 providing control with respect to

drai ning of various tracked transactions. |n-order queue draining state 311

of the illustrated enbodi nent operates to hold all transactions off of bus

101 during the time in which in-order queue 111 is drai nibg%.ﬁ‘gl&)?qo&n-or der
Wi

queue 111 has drained, processor interface in-order queue Gbassert

the Pl QLBNMN NGesb8hPthe BikhelgSniBAlARH ] A¥cordifdle biRmitaNgatidA Qtat hichiRve from

i n-order queue draining state 311 to tracked transaction dropping state
312. Tr 2R ingludessialhetates herd bapipitialjzation stell states 42 and ¢ ayherein WROP TRACKED
TRANS si. I:Ng - i . . ocessing 142 and

pr ocess ARt SR g5 SR Bal bRl BHAGS MG ARLARL 8 1200 e
therewith. Additionally, enmbodinents of tracked transaction dropping state
312 will al | ow [003Hs asftérdimsbustinitislizhtionesrmonsigiab isrdeasstrted oy ifitializatharistate part s
of the i Al | k.n. the above
ref er en%%aghlglg? Eé‘ﬁ?it‘g%g’l“%%ﬁ‘% ﬁ]b%gﬁﬁﬂf#é‘ﬁigﬁ gﬁ%‘%l atﬁ?g‘tss ﬁ%‘%ﬂflﬁg? lb{}fet er m ni ng
Tr ansactinidalizitiorest@lstite 2Ehdf & hesisitinlizatiem erironagasragseded) ppehitialigDidfstatet  shoul d
be appreciate hat in.. rat.i.on. the [ O f .f.r.ac Nsactions go to
or ocessarehtie 408 At sy R bR B 311 fon Bls hiBRSAG, khPRABSIL 03 02

r et ur ns Howkvehif the hos initdalizatichi enot yignadl bearainsrdaassdrted tbua instad izatomsstad machihe

provi de 0 _processor. Quf.put 1 en.a.hus.injtializati error is
Encount SRR R mfion P Bacdt WIES oo el e d: IS ops
tggse tﬁﬁlﬁlkledtiéxf (g‘ﬂﬁ&?s:ighmrﬁslett&?@ﬁs iaiiatizatibn ethtemushipe 2@ mbyes ag#ih & buchi ne 300.
Addi tional.ly, .under _contr of. hus, priorit tate machj ne 300 prqcessor

out put dBigiztien sl 20k @wn_@rl%'e%@ﬁzwaﬁ*g’ie@&%hi ﬁ%wwﬁ{egf the B pbelalen ¢ her et o
whi | e i Rebf agdet bl &Gkrie@Nbud iR RRizBEbnStAd Baching 200 RIS frdth BEESSOr out put
address control /processing 142 of one enbodi nent does have at | east one

t r acked initiglizatien stglhstatp 313 odupindialigaion brerriansy siate 214 dashonld beappresiated ed repl y
wi t h hangh hiidbold RERAES b QAR 0NHRHal0a %‘s%ﬁpﬁﬁ@éol%@vﬂi&ﬁ sTAEA RSSurces are
control /processing 142 may be tracked. Accordingly, processor_ output

addr ess gvsnthret ¢lockoryelss inwhighite geff off efbus 10 Liwhenea bag indtiglizationeemmor ideisetedit | east
this transaction under control of bus priority state machi ne 300. [0044]
Al'l tracked tra ti . > ' : I Sddih f bus
priority state @gﬂl n%ggﬁlga gﬁﬁlﬁw‘{ﬁﬁgg %gta?ﬁzlltg iogﬁg?glt#%g&é?at e éfmr@_ii:sha?ne 200

r emai ns state ipwehighrius iratislizatianaativitydy businiealigation glatermaghine 00 isapeopnplishede

machi ne 1.5l I t AN 1 NG . i poi nt
The. i n- opeanedin e BatERol b8RRRRY AR AN SPBRO AR ciiveribo MIBSALES™ 1,
Docket Nos prigii9 Sig6d 3elprevent systearpessitess, such asgragpssors dB 1 andel 33 ofrom pepskséng, t hose
transacti o i1l .be all oped. th ccor.di t I t he

i nventi (?H.s ?(?IO%EF tfisag Oélu*%n]‘gg?%ﬁgrgre%?%te dc‘ofcﬁ%'fiﬂ glryb%ﬁﬁ%s?% %@ggﬁslg{)ens under
cont r ol podveitad frpmiinitializings &.gt, Etehirghiodeto30ompiigh bEsofidbootipdurinp ¢rdnsaction nunber

of ways., For exanpl e, ocessor .out put. data control 141, processor address
contr ol /%?%‘B%%%cio%“gltﬂfgl%ﬁﬁﬂ’leﬁtf0532‘88@@%’&a processing 143 may del ete the

appropriate transactions. Additionally or alternatively, processor out put
data control 140033 ot simsbibeagpicasted tattus ddifigizattmdsis pgoritst State 2 d iray be

header/ dat a. pr. SS| 14 t t - at. ansacti ons
oo on ARoRiaRa R A ReheAol TR PSRy e Al SRR Bl a1 08
enbodi mentiviti¢s; such as miap hs cdnapahible avithpyeriding wystdnipriotocels.t Farresafipladnis pul at ed

such that..whep these tra tiQn r - 1. rs
Conor o ptiaRaHor BEHRolifyARIEL o Abrdireatbofehiitscl i b grdiERRAFSEROLS L
none of thiogghounhe Sme s which Gdihitializasibmsthtd niachiap00aemaihen tub atitighizationdi ng f or

drai ning of queues in the above descriped order. acconmmdates_ ' spoofing”
conpl et iPERTIBFSEA214, a”rqdﬁwalgb‘?fd‘(iﬁl:@atﬁebm ‘ésc‘{“inﬁlll?é“‘?“ﬁb“é Pugryshate? 1 °§lﬁ“ system

pr ot ocolegmbodiRRat hbFbhivor a?ﬁ%eésﬁr iateftBde iflofiéequent lningtighal) 6thias A€ cor dance
W th system protocols. as described in the

i bove referenced t
appl i CarhEYR e deptribed b phe Heferened REP ABRIPH AP ‘QYEER B8 &ﬁ*ﬂm&?ﬁ- i s
drai ned before various transactions held by the out-of order queue,
all owi ngpé&eticul ar transaction requests to be noved through the system
substantially as in normal operation,lg.g., returni ng responses to system
resources not disposed on the bus experiencing a bus initialization error
to avoid their processing "hanging”. Accordingly, a bus initialization
state machi ne of enbodi nents of the present invention coordi nates when
particular actions are to take place, in part determ ned by system
protocols, to provide for orderly transaction draining for graceful system
crashing and/or error recovery. [0047] If inplenented in software or
m crocode, the elenents of the present invention are essentially the code

e . Y T N N - o - e



15 Docket No.: 200300034-1 frequency (RF) link, etc. The conputer data
signal may include any signal that can propagate over a transm ssion nedi um
such as el ectronic network channels, optical fibers, air, electronmagnetic,
RF links, etc. The code segnents nay be downl oaded via conputer networks
such as the Internet, Internet, etc. 25253632.1 16 Docket, ..
200300034-1 CLAIM5S What is clained is: 1. A nethod for contro

t r ansacih-orded Qb D@irdisy,” B deffmine GA¥EnYord&Auehe M1 R bee® AllIyidRdingl, asserting
a control signal to _prevent systemresources (131, 132) assocjiated with a

parti culThere firobust%HZP%ogmqﬁgn%wsw&cﬁjéﬂay Ca‘th aﬁbtr prprity stats rachispsusly acked
by ‘an O%nﬁtshem%ds&eaﬁed(h%ﬂ&)m %}bﬁé‘lﬂ g %f&fe'fm?a urtﬁrqraedeed by

sai d out-of order queue (30
conpr i sidragningsthto e ﬁgomJ@f-prdeoq@gcdqumgestate; dr a| n all transactions stored
therein during assertion of said control signal (311).

[0034] According to embodiments of the present invention, bus initialization state

.:-260308034_1

machine 200 will not move from bus initialization bus priority state 214 to return to idle state
201 until transaction draining for error recovery is completed. For example, the illustrated
embodiment of bus initialization state machine 200 remains in bus initialization bus pri;)rity state
214 until the in-order queue is drained (e.g., processor interface in-order queue deasserts the

PIQ DRAINING signal) and the transaction table is empty (e.g., header/data processing asserts
the TRANS TAB_EMPTY signal). Of course, as with each of states 201, 211, 212, and 213
discussed above, if a bus initialization error signal is again asserted while bus initialization state
machine 200 of the illustrated embodiment is in bus initialization priority state 214, bus

initialization state machine 200 will again move to bus initialization state 211.

[0035] The bus priority (BPRI) signal asserted by bus initialization bus priority
state 214 of the illustrated embodiment provides bus priority to bus initialization state machine
200 over the various system resources, such as processors 131 and 132. For example, bus
initialization state machine 200 may assert the bus priority signal to hold the processors off the
bus so they do not assert any new transactions while the bus queues are draining. It should be
appreciated that the bus priority signal of the illustrated embodiment need only be asserted ‘
during bus initialization priority state 214 of the bus initialization mode of state machine 200
because the bus protocol prevents system resources from asserting new transactions on the bus
for 3 clock cycles, while system resources are allowed to get off of the bus. Of course, variations
of bus initialization state machine 200 may be implemented, such as where system protocols are

different than those described.

[0036] In operation according to the illustrated embodiment, a bus initialization
error is detected and bus initialization state machine 200 allows 3 clock cycles (states 211-213)
for system resources to get off of bus 101, as is consistent with system protocols. Thereafter, a
bus priority signal is asserted by bus initialization state machine 200 to prevent system resources
from asserting new transactions on bus 101. Bus initialization state machine 200 allows in-order

25253632.1
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3. The method of claim2, wherein said dropping transactions and said

I ssuing transactions are perforned after said in-order queue has drained
all said transactions stored therein. 4. The nmethod of claim 3, wherein
sai d dropping transactions and said issuing said transactions are perforned
by at |east one of a processor output address bl ock (142 _ essor
output data block (141). 5. The nmethod of claim 1, furthé?eg%ﬁgpﬁégnb
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claim1,” further conprising: noring errors generated in aSSOCIatIOH W th

sai d traﬁmetwroﬁsckemramn@lonéhﬁ ulttﬁnsa@thl tablp 144, and dllowsdangacticsis tlapt are

| mpl ementi serting
R R e e e e R
200300038mpletdd cént&ﬂﬁrtgamnf;a@noxcdmimnglahd returhy tans adi¢ state, atlowingi sysierh cesowrcesor
recover said s Ising: a firs t.e chine (200) having at

| east a%P‘F]ﬁ"g‘t “érlgb%“h‘%égg’fga‘f%’ %?T‘I‘g)w 8r%s°§ebé’8g§ error node state (214),
wherein said first state machine is operable to enter said first error node
state whenever @opyr t[ihedrthﬁgat&hﬁmrtoiF$GHREGrmﬂhbodimbm‘/\bﬁmebﬂomaisdtefi rst state

machi ne i s, .0 ter secon or, said error
i s ass er“faélﬂfnggé\(fig S@é é’t"lpg SHOTB “ﬁs 88 £ q’?’gl&’en% ?a:tt)n re%c gl gnal to
hol ﬁ SY sivefitidrels eperatts whértlus lﬁaaazamnfsmf m#chjie r200 istih bus initializdtioh busymiotityst at e
machine is in said second ror. nopde state. 9. The s f claim8,
Mo ol v sl A1 A s SO & AUk A FEPA) ke SlEBtoueies o o pes (01
Accordingly, bus priority state machine 300 may be implemented as a part of bus initialization
state machine 200, such as states or sub-states of bus initialization bus priority state 214, if

desired.

[0038] Bus priority state machine 300 of the illustrated embodiment includes states
301, 311, and 312. Because the illustrated embodiment is implemented as part of bus
initialization state machine 200 no idle state is provided. However, it should be appreciated that
alternative embodiments of bus priority state machine may include such an idle state. State 301
is associated with an overriding state (state 0) of bus priority state machine 300, providing
overriding error ignoring and non-tracked transaction issuing. States 311 and 312 are associated
with a second state (state 1) and third state (state 2), respectively, of bus ﬁdority state machine
300, providing bus queue draining control. Descriptions of these states according to one

embodiment of the invention are shown in the table below.

State Signal Description

0 BINIT_MODE Ignore errors, issue all non-

tracked transactions

25253632.1
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[0039] In operation, bus priority state machine 300 p

rovides an overriding state,

state 301, in which errors are ignored and non-tracked transactions, e.g., transactions associated

with system resources disposed on other buses, are issued as long as bus initialization state

machine 200 remains in bus initialization mode. For example, if a transaction generates an error,

because the system is already in a critical error recovery mode it is expected that such generated

errors will not be as severe as the one currently being processed and, therefore, they may be

ignored. Moreover, such generated errors are likely associated with, or the result of, the critical

error being processed and, therefore, may be ignored as a cascade of errors.

[0040] Additionally, the illustrated embodiment of state 301 provides control

signals for draining transaction table 144. For example, irrespective of whether in-order queue

111 has completed draining, if the bus is in bus initialization mode state 301 may provide a

control signal to header/data processing 143 to analyze transaction table 144 and drop all tracked

transactions. Additionally, header/data processing 143 may issue all non-tracked transactions of

transaction table 144, thereby facilitating continued processing of resources disposed on buses

other than the bus for which a bus initialization error has been detected.
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draining state 311 of the illustrated embodiment operates to hold all transactions off of bus 101
during the time in which in-order queue 111 is draining. Once in-order queue 111 has drained,
processor interface in-order queue 112 will deassert the PIQ_DRAINING signal and bus priority
state machine 300 will move from in-order queue draining state 311 to tracked transaction
dropping state 312. Tracked transaction dropping state 312 will assert a
DROP_TRACKED_TRANS signal causing processor output address control/processing 142 and
processor output data 141 to drop tracked transactions associated therewith. Additionally,
embodiments of tracked transaction dropping state 312 will allow transactions which have not
been returned from other parts of the system to time out, preferably as shown and described in
the above referenced patent application entitled “System and Method for Determining

Transaction Time-Out”, and those transactions are dropped.

[0042] It should be appreciated that in operation the majority of tracked
transactions go to processor output data 141, according to one embodiment, as they are data
returns and the like. Accordingly, there may be transactions already provided to processor
output data 141 when a bus initialization error is encountered and, therefore, processor output
data 141 preferably drops these tracked transactions under control of bus priority state machine
300. Additionally, under control of bus priority state machine 300 processor output data 141
may drop tracked transactions as they are provided thereto while in tracked transaction dropping

state 312.

[0043] Processor output address control/processing 142 of one embodiment does
have at least one tracked transaction that is provided thereto. For example, a deferred reply with
hard fail transaction provided to processor output address control/processing 142 may be tracked.
Accordingly, processor output address control/processing 142 of the illustrated embodiment

drops at least this transaction under control of bus priority state machine 300.

[0044] All tracked transactions may continue to be dropped under control of bus
priority state machine 300 while the bus initialization state machine 200 remains in bus

initialization mode. However, when bus priority state machine 300 is in tracked transaction

dropping state 312, at which point the in-order queue has already been drained, if there are any

25253632.1
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new requests coming up that are not tracked, those transactions will be allowed on the bus

according to embodiments of the invention.

[0045] It should be appreciated that dropping transactions under control of bus
priority state machine 300 may be accomplished in a number of ways. For example, processor
output data control 141, processor address control/processing 142, and/or header/data processing
143 may delete the appropriate transactions. Additionally or alternatively, processor output data
control 141, processor address control/processing 142, and/or header/data processing 143 may
operate to put the appropriate transactions out on the bus in such a way that they become
invisible. According to one embodiment, transactions to be dropped have ID bits thereof
manipulated such that when these transactions are put on bus 101 all the processors ignore it,

e.g., the transaction data returns an ID that is associated with none of the processors.

[0046] It should be appreciated that providing for draining of queues in the above
described order accommodates “spoofing” completion of the various pending transactions in
accordance with system protocols. Specifically, the in-order queue, itself drained in accordance
with system protocols as described in the above referenced patent application entitled “System
and Method for In-Order Queue Draining,” is drained before various transactions held by the
out-of-order queue, allowing particular transaction requests to be moved through the system
substantially as in normal operation, e.g., returning responses to system resources not disposed
on the bus experiencing a bus initialization error to avoid their processing “hanging”.
Accordingly, a bus initialization state machine of embodiments of the present invention
coordinates when particular actions are to take place, in part determined by system protocols, to

provide for orderly transaction draining for graceful system crashing and/or error recovery.

[0047] If implemented in software or microcode, the elements of the present
invention are essentially the code segments to perform tasks as described herein. The program or
code segments can be stored in a computer readable medium or transmitted by a computer data
signal embodied in a carrier wave, or a signal modulated by a carrier, over a transmission
medium. The computer readable medium may include any medium that can store or transfer
information. Examples of a computer readable medium include an electronic circuit, a
semiconductor memory device, a ROM, a flash memory, an erasable ROM (EROM), a floppy
diskette, a compact disk CD-ROM, an optical disk, a hard disk, a fiber optic medium, a radio
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The method of claim 2, wherein said dropping transactions and said issuing
transactions are performed after said in-order queue has drained all said transactions stored

therein.

4. The method of claim 3, wherein said dropping transactions and said issuing said
transactions are performed by at least one of a processor output address block (142) and a

processor output data block (141).

S. The method of claim 1, further comprising:

dropping transactions stored in said out-of-order queue.

6. The method of claim 1, further comprising:

ignoring errors generated in association with said transactions.

7. The method of claim I, further comprising:

implementing at least one stall state (212, 213) prior to said asserting said control signal.
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a first state machine (200) having at least a first error mode state (211) and a second error

mode state (214), wherein said first state machine is operable to enter said first error mode state

whenever a particular error is asserted, and wherein said first state machine is operable to enter

said second error mode state after said error is asserted, said second error mode state asserting a

control signal to hold system resources (131, 132) off of a particular bus while said state machine

is in said second error mode state.

9. The system of claim 8, wherein said first state machine includes at least one stall
state (212, 213) , said first state machine moving through said at least one stall state when

sequencing between said first error mode state and said second error mode state.

10.  The system of claim 8, wherein said first state machine remains in said second
error mode state at least until an in-order queue has been drained and all transactions in an out-

of-order queue have been dropped.
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