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(54) Title: VERIFICATION OF BIOMETRIC TEMPLATES FOR PRIVACY PRESERVING AUTHENTICATION

Parameters: The functionality % is parameterized by values £,
B € Zy2mp, adistance function C8.Dist < 28, %28, - {0, 11, a thres

T € (0. 1%}, and leakage functions Lyey. Lierm both with description 4, x
zt, It interacts with three parties D, 8P and 77 via the following
queries,

Queries:

e« On receiving a query of the form {‘Enrollment”, sid, @, $P)
from 2 Only if sid is unmarked, check if [ ¥ )] = 1. W the check
succeeds, send (“Enrolled”, sid, D) to 8P and D, stare (sid, W,
B, 8P, and mark sid as “Enrolled”. Otherwise, send {'Fa
sidd, D) to 8P and D, and mark sid as “Failed”.

On receiving a query of the form (Mateh™, sid, ssid, 7) from
D; Check whether sid ix marked and there exists a record of the
form {sid, W, D, SP). If the check fails, send (“Failed”, sid, ssid,
Dy to Tand D Else:

G) i (W W) 2 T {thatis, C8.Dist(@. W) 2 {7} send (sid, ssid, 1)

sid, 0), Also send Ly (T, Wite D

to 23 and 77, else send {si
and Ly (0, Whio T

i, 8

FIG. 1

(57) Abstract: Secure protocols for external-facing authentication are provided for both user templates stored on their devices and the
biometric measurement captured by external sensors of an access device. The protocols provide different levels of security, ranging
from passive security with some leakage to active security with no leakage. A packing technique is also provided. Zero-knowledge
techniques are used during enrollment to validate a norm of user templates and knowledge of the plaintext biometric template. One
enrolled, the verifier can sign the encrypted template for use in a later matching phase with an access device.
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