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and Irises. 5 More specifically, it relates to nmethods for enhancenent of
digital imges, fast directional convolution and fingerprint-oriented ridge
t hi nning, matching and identification of fingerprints. Description of

Rel ated Art As our society is increasingly electronically-connected,

aut omat ed personal 10 authentication becomes nore inportant than ever.
Tradi tional techniques, such as those using personal identification nunbers
(PIN) or passwords, will not satisfy denmanding security requirenments as
they are incapable of differentiating between an authorized person and an
i npostor. In fact, these techniques can only verify the correctness of the
PIN i nput by a person, but not authenticate the true identity of the 15
aut hori zed person. To overcone this shortcom ng in personal authentication,
a nunber of bionetric technl ues have been investigated. Bionetric
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5 More specifically, it relates to methods for enhancement of digital images, fast

directional convolution and fingerprint-oriented ridge thinning, matching and
identification of fingerprints.

Description of Related Art

As our society is increasingly electronically-connected, automated personal
10 authentication becomes more important than ever. Traditional techniques, such as
those using personal identification numbers (PIN) or passwords, will not satisfy
demanding security requirements as they are incapable of differentiating between an
authorized person and an impostor. In fact, these techniques can only verify the
correctness of the PIN input by a person, but not authenticate the true identity of the

15  authorized person.

To overcome this shortcoming in personal authentication, a number of biometric
techniques have been investigated. Biometric authentication capitalizes on some
unique bodily features or characteristics of @ person, such as fingerprint, voice, hand
geometry, face, palm, and iris pattern. Among these biometric features, automated

20 fingerprint identification system (AFIS) has provided the most popular and successful
solution, mainly due to the uniqueness of fingerprints and the historical legal aspect of
fingerprinting for law enforcement.
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enbedded details (called mnutiae) of the print, and its overall ridge
pattern and 5 density. Froma | egal standpoint, under Singapore's crim nal
| avs, twowDiomgesspr i nts that contain 16 or nore reliably mamscionoo1ad nuti ae
are registered as originating fromthe <&ane finger of the same person. As
a result, a successful AFIS nust have strong discrimnation power,
robustness to certain degrees of deformation in the fingerprint, and fast
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01/ 0486&4ult fingerprint image enhancement is needed to suppress noise, improve contrast,
and accentuate the predominant orientation information of the fingerprint.
20 Orientational filters are generally used for image enhancement according to the
local directions of fingerprint ridges, which are obtained from the orientation field of the
fingerprint image. Prior art for pre-enhancing includes finding an accurate estimation of
the orientation field using some advanced but complicated models and employing a
global enhancement technique (e.g., M. Kass et al., “Analyzing Oriented Patterns”,
25 Comput. Vis. Graphics Image Process, 37, 362-385, 1987. N. Ratha et al., “Adaptive
Flow Orientation Based Feature Extraction in Fingerprint Images”, Pattern Recognition,
28 (11), 1657-1672, 1995. Vizcaya et al., “A Nonlinear Orientation Model for Global
Description of Fingerprints”, Pattern Recognition, 29 (7), 1221-1231, 1996.).
Nevertheless, these techniques are usually computationally expensive, and hence less
30 suitable for most AFIS solutions that require real-time processing. Another class of pre-
enhancement techniques first accentuates the orientation information and then

estimates the orientation field. The most famous technique being the NIST's FFT-
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binary lines of w dth of only one pixel before the mnutiae are extract ed.
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Telecommunications., Proceedings of IEEE, vol. 1, 303-306, 1997 attempted to avoid

20 the use of a large class of filters.) To do so, the original image is first rotated to a
particular direction to perform the orientation filtering, and then rotated back to the
original direction. This rotation process introduces loss of accuracy due to the
quantization noise of rotating a discrete image, which may subseqhently result in the

detection of false minutiae.

25 Regarding ridge thinning, the prior art has consistently shown that the most
effective and robust approach for fingerprint feature extraction is probably using
binarization. With this approach, the fingerprint ridges are thinned into binary lines of
width of only one pixel before the minutiae are extracted. Some prior art avoids
binarization by performing the feature extraction process directly on the grayscale

30 image (e.g., Maio et al., “Direct Gray-Scale Minutiae Detection In Fingerprints”, IEEE
Transactions on PAMI, Vol. 19, No. 1, 27-40, January 1997). Such an ‘approach,

however, has the drawbacks of missing minutiae and inaccurate minutiae position and
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Chang et al., “Fast Algorithm For Point Pattern Matching: Invariant To Translations,
Rotations And Scale Changes”, Pattern Recognition, 30(2) 311-320, 1997), or possibly
together with a segment of ridge associated with the minutia (e.g. Jain et al., “An

20 Identity-Authentication System Using Fingerprint”, Proc. IEEE, 85(9), 1365-1388,
1997). Some minutia-based methods implement registration based on only a few
minutiae. These methods are usually simple and fast in computation. However, since
these methods depend mainly on the local information of a fingerprint, they cannot well
handle the influence of fingerprint deformation and may provide an unsatisfied

25 registration.

To overcome this problem, some other methods that exploit the global features
of the prints have been developed. A typical example of such methods is to use the
generalized Hough transform (Ratha et al., “A Real-Time Matching System For Large
Fingerprint Databases”, IEEE Trans. PAMI, 18 (8), 799-813, Aug., 1996) to perform the

30 registration. This approach allows consideration of the contribution of all the detected

minutiae in the prints, and is efficient in computation.
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The conventional art includes many methods of fingerprint registration. Among

them, minutia-based methods are the most popular approaches (e.g. Ratha et al., “A
Real-Time Matching System For Large Fingerprint Databases”, IEEE Tans. PAMI, 18

20 (8), 799-813, Aug., 1996). Such methods make use of the positional and orientational
information of each minutia (e.g. Ratha et al., “A Real-Time Matching System For Large
Fingerprint Databases”, IEEE Tans. PAMI, 18 (8), 799-813, Aug., 1996; Hrechak et al.,
“Automated Fingerprint Recognition Using Structural Matching”, Pattern Recognition,
23(8), 893-904, 1990; Wahab et al., “Novel Approach To Automated Fingerprint

25 Recognition”, Proc. IEE Visual Image Signal Processing, 145(3), 160-166, 1998; and
Chang et al., “Fast Algorithm For Point Pattern Matching: Invariant To Translations,
Rotations And Scale Changes”, Pattern Recognition, 30(2) 311-320, 1997), or possibly
together with a segment of ridge associated with the minutia (e.g. Jain et al., “An
Identity-Authentication System Using Fingerprint’, Proc. IEEE, 85(9), 1365-1388,

30 1997). Some minutia-based methods implement registration based on only a few
minutiae. These methods are usually simple and fast in computation. However, since
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computing the matching score is simple and has been accepted as reasonably
accurate.
However, such a matching score may be unreliable and inconsistent with

20 respect to a predetermined threshold. There are situations where two non-matching
prints can have a relatively high count of matching minutia, as compared with a pair of
matching prints. This results in relatively close matching scores, which also means that
the discrimination power to separate between matching and non-matching prints can
be poor for a chosen security threshold value.

25 | Therefore a demand exists to provide a method or a system for characterizing,
matching and identifying fingerprints or other biologically unique features, which
improves on the above mentioned problems of AFIS regarding image data pre-
enhancement, orientation filtering, ridge thinning, fingerprint registration and weighted
matching score computation.

30
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performing a histogramtransfoormation of the histogram function
15 pattern, etc.

The advantages are further achieved by a finger print minutiae extraction
method including acquiring fingerprint image data; partitioning the fingerprint image
data into at least one data block corresponding to a local area of the image; generating
a histogram function of a contrast level of said image data corresponding to said data

20 blocks; and performing a histogram transformation of the histogram function. Further,
the histogram transformation is adapted to the contrast level of the local area of the
fingerprint image data and pre-enhanced fingerprint image data is generated with local
enhancement.

Further scope of applicability of the present invention will become

25 apparent from the detailed description given hereinafter. However, it should be
understood that the detailed description and specific examples, while indicating
preferred embodiments of the invention, are given by way of illustration only, since
various changes and modifications within the spirit and scope of the invention will
become apparent to those skilled in the art from this detailed description.
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area of the fingerprint inmage data and pre-enhanced fingerprint inmge data
i s gener awedxigesl | ocal enhancenent. Further scope of appdrsamobimy of the
present invention will becone 25 apparent fromthe detail ed description

gi ven hereinafter. However, it should be gunderstood that the detailed
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significant performance i nprovenent to two of the nost inportant aspects
of an1BFI S: efficiency (fRISTAIPEDEHSSORIGTION G THIE INNENTION (accuracy and
robustness to variations in input fingerprints). In particular, these

f eat ures i ncl udiee mventioniis acoethed prdsystana s Pedomming ARttt sgrious feaitdesng and
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speci T cat Loyl ¢5'SaRRtiohSn MPUEARBridtd). " R Q! Pese features include a

15  histogram pre-enhancement method, fast smoothing and enhancement method for

fingerprint images, a fingerprint-oriented thinning methods, a modified Hough transform
for fingerprint registration, and an improved matching score computation method.

It is noted that while the specification discusses the invention in relation to
fingerprints, the invention is not limited to an application for fingerprints and may also

20 be used for other data image processing and matching such as iris, voice, hand
geometry, face and palm patterns.

As illustrated in the Figure 1, the system includes four modules: a preprocessing
module 1, an enhancement module 2, a feature extraction module 3, and a matching
module 4. The preprocessing module 1 pre-enhances an input fingerprint image to

25 remove some noise caused by the fingerprint acquisition device or method 5 and
removes the dominant ridge directions. The enhancement module 2 further removes
noise and accentuates the desired features of the input fingerprint image so as to
provide a higher quality image for the other processing units. The feature extraction
module 3 extracts all the fingerprint minutiae that are unique and consistent features of

30 anindividual, and provides the basis for classification and identification. The matching
module 4, implements fingerprint minutiae matching and fingerprint identification and
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unit 22 The feature extraction module 3 includes a binalizing grayscale image unit 31, a

fingerprint oriented thinning unit 32, and a minutiae extractor 33. The binalizing

20 grayscale image unit 31 receives enhanced image data from the enhancement module

2 and outputs binalized grayscale image data to the fingerprint oriented thinning unit 32.

The fingerprint oriented thinning unit 32 outputs thinned image data to the minutiae
extractor 33 for processing.

_ The matching module includes a fingerprint registration unit 41 and a matching

25 score computation unit 42. The fingerprint registration unit 41 receives minutia data

from the feature extraction module 3 and aligns the current fingerprint against each of

the template fingerprints in the database 6. The matching score computation unit 42

provides a numerical figure that represents the degree of matching between the current

fingerprint and a template fingerprint in the database 6. The AFIS stores the template

30 fingerprints and personal information of each person as a record in the database 6.

During verification or identification, the unique features of a person’s fingerprint are

extracted, and searched against the template fingerprints in the database 6.
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to a specific function according to the following mapping

x> argmin{y | fg(t)dt < fO)

20 where f(x) is target histogram function. The target histogram function has low

value at the mid-point and has a high value at the endpoint of the interval. An example
of such functionis f(x)=N, x (x - %)2 / f (x- %)2 dx,

where M is the maximum value of possible intensity of pixel, such as 256 for 8-
bit per pixel fingerprint images, and Ny is the number of pixels in the image/block, such

25 as 256 for block of size 16x16. Of course, the function f(x)can be optimized to some

other suitable functions of similar type. .

Such a histogram transformation can be either global for the entire image (by
setting the block to be the entire image), or local for a portion of the image (using
smaller blocks). When several blocks that are smaller than the image are used to

30 parttition the fingerprint image data, a localization property of the transformation
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generated by coarse segmentation unit 12 and the pre-enhanced image data

generated by histogram transform 10. Only blocks with a tag value of 1 are processed
in the dominant ridge direction estimator 11. The output of preprocessing module 1 is
the index of one of 16 discrete directions generated by dominant ridge direction

20 estimator 12 and output image generated by histogram transform 10. An example of a
dominant ridge estimation algorithm is that used in K. Jain, and H. Lin, “On-Line
Fingerprint Verification, IEEE Trans. On Pattern Recognition And Machine Intelligence”,
19 (4), 302-314, 1997. Other suitable algorithms and processing methods may also be
used.

25 Using the output of the pre-processing module 1, the fine segmentation
unit of enhancement module 2 analyzes the smoothness of discrete direction of each
foreground block and the corresponding 8-neighbourhood blocks of the foreground
block. The 8 neighbors of the foreground block are arranged the as same as the pixels
are depicted in Figure 2. If the difference of discrete direction of a foreground block

30 between the average direction of 8-neighbor blocks is greater than a predetermined
threshold, the foreground block is segmented as a background block and the tag of this

block is assigned to 0.
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foreground bl ock are arranged the as 'sane asS the pixels are depicted in

Fi gure 2. followingealgprithnar ence of discrete direction of a foreground bl ock 30
bet ween the average diyection of 8-neighbor blocks is greater than a
predeti®r m ned g(hy,é3h d((i 4 hg, OpyegrpuickAlock i s segmented as a background
bl ock and the tag of tmis block is assigned to 0. WO 01/048681
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The enhanced fingerprint image unit 22 sets all pixels of background block
marked by fine segmentation unit 20 to 0 the output of orientation smoothing and

enhancing unit 21 and produces an enhanced fingerprint image.

20 In the feature extraction module 3, the binalizing grayscale image unit 31 and
minutiae extractor 33 are standard algorithms used in image processing (e.g. S.
Kasaei, and M. Deriche, “Fingerprint Feature Enhancement Using Block-Direction On
Reconstructed Images”, TENCON '97. |IEEE Region 10 Annual Conference. Speech
and Image Technologies for Computing and Telecommunications., Proceedings of

25 IEEE, vol. 1, 303—306, 1997.

The input and output of binalizing grayscale image unit 31 are grayscale image
and a black/white image, respectively. The input of minutiae extractor 33 is a
black/white image with one-pixel width curve/ridge and the output of minutiae extractor
33 is a set of minutiae information in which there are attributes of one minutiae

30 including the coordinate of minutiae and the direction of this minutiae.
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two adj acent . _
(binary transition) patterns in the order set P4, Py, P3, P4, Ps, Ps, P7, Pg, P4, where P;,

i=1,... .8, are the 8-neighbors of the foreground pixel P in a clockwise direction (see
Figure 2), and B(P) is the number of nonzero neighbors of P. The following rules are

applied.

20 For 2 <B(P) < 7, we choose either
1. A(P)=1,
If Py*P3*Ps=0 and P3*Ps*P7;=0 then LUT+(P)=0;
If P4*P3*P;=0 and P{*Ps*P;=0 then LUT,(P)=0; or
2. A(P)=2,
25 If P4*P3=1 and Ps+Pg+P7=0 then LUT;(P)=0;
If P3*Ps=1 and P1+P7+Pg=0 then LUT(P)=0;
If Py*P7=1 and P3+P4+Ps=0 then LUT»(P)=0,
If Ps*P7=1 and P4+P2+P3=0 then LUT2(P)=0.

30 The following new rules are incorporated into the new algorithm:
If Py*P7*Pg=1 and P+P¢>0 and P3+Ps=0 then LUT1(P)=0;
If Ps*Pg*P7=1 and P4+Pg>0 and P1+P3=0 then LUT4(P)=0;



disjoint ridges. These fal se connections need to be renoved, as they wll
subsequently introduce false mnutia and inpair the accuracy of the

mat chi ng wodaloesé41 The invention incorporates a set of rw@casGovaiy edefi ne
t he behavior of the thinning algorithm such that there are nmuch fewer

fal se connections after the thinning proggss. 10 The fingerprint oriented
thinning unit 32 processes fingerprint data by using an algorithmto apply
LUT1 and LUT2, as shown in Figures 4 and 5, respectively, to each pixel

f oreground pi xellfﬁ*P%ngelx%{a@},gB 2o, eI I(th Ha('?&x@}éﬁge used is found in

Chen et at "A Mod or| r'nning Digital
Patterns”, Patt éfrm*PREﬁSlganthonﬁsﬂbanobiPsPﬁQ thQGL!IJGﬁ(P 4®88. O her sw t abl e

al orithmsna al s si.ng the oW n
rulges. Let A( >F/>) beopﬁe a'ﬁéﬁﬁ@?*%‘?a—%‘ai\%ﬁﬂpﬁaﬁouq gﬁ'gﬁigcgﬂ%eﬂglﬂ 'P “n ? he
order set ePll, PR, MBdifie®AFasPRarélie] ARoritHB, FdP1Thimhing eDigital Pattelns”, Pattén ar e

L ) WERLaRL, G LB A bl e Gy P AT S,
rul es ar e chaiapter @flagetOwhity the néw B are designed ¢4raBs ehishih§ ©F biclogicA( B, | f

P, *P3*P5=0 and P *P5*P7 OT%h I#TH%MO | Pl*P *pPr7= % and Pl*P5*P7 0 then
LUT2( P) =0:Sugj} asof ”gﬁ(ﬁ-ﬁy‘tﬁz § § e AAt PB'¥F‘8 #eRSone HiHbeTaf felsen: | f

P3* P5= ar&danéctBﬁs*Rﬁﬁ%lé&@@niﬁé&F&l@%uf@dowhfthé’h’u%eil oA RGmiBattardBebadsaen
LUT2(P)=0; If P5*P7=1 and P1+P2+P3=0 t hen LUT2(P% =0, 30 The follow ng new

rul es ar e GUARDEBEN Heralion.he fingrpHrtprignissr thinping unit 33iseapable-af remeving+Pe>0

and PIHPSTiork pRAIslthHn btherhnvédtioRalhiéthéds-l and P4+P8>0 and P, +P3=0 t hen
LUT1(P)=0; WO 01/048681 PCT/S@00/00199 i4 If Pl *P2*P3=1 and P4+P8>0 and

P5+P7 o t hen LU]Q( rgesprintfignted thimgreuripg2 pedermshbe fAlswingritraipapn-gachhen
LUT2( P) =0 forlfiBuA BRE! B.ifnd feSifdt RORBRuM Bole!L STLSURSwrtirARGur 418RqRA ound

to zero, then the pixel P is removed by classifying it as background. The same
procedure is then repeated using another lookup table, LUT,, as shown in Figure 5.
15  This process is iterated on all foreground pixels until no pixels can be removed.

The fingerprint registration unit 41 in the matching module 4 has significant
affect on the performance of the entire AFIS system. During registration, the current
fingerprint is aligned against each template fingerprint in the database 6. The database
6 may contain one or more than one templates. The invention performs fingerprint

20 image registration using a resolution-enhanced generalized Hough transform.
The generalized Hough transform is defined as follows (Ratha et al., “A
Real-Time Matching System For Large Fingerprint Databases”, IEEE Trans. PAMI, 18
(8), 799-813, Aug., 1996): Let P and Q denote the minutia data sets extracted from an
input fingerprint image and a template, respectively. Usually, P and Q can be

25 organized as P={(p,p,.a'),..(p.p, ,a")} , and Q={(q..9,,B') -
(¢, q), p")}, where (p,, p,,a') and (¢7, q;, f’) are the features, i.e., the position
and orientation associated with the ith minutia in P and the jth minutia in Q, M and N
are the number of the detected minutiae of P and Q, respectively. The generalized
Hough transform aligns P against Q by determining the transiation parameters 4x in x

30 axis and 4y in y axis, and the rotation parameter 6. It first discretizes the parameter
space into a lattice with 6e{p,,....6,}, Axe{nx,,...Ax,}, and Ay e {Ay,, ... Ay}



et al., "A Mdified Fast Parallel Al gorithm For Thinning Digital Patterns”,
Pattern 5 Recognition Letters, 7, 99-106, 1988. Rule groups 1 and 3 are
desi gned Wworoiihseani ng of character inages while the new r mcescaseoldesi gned
for the thinning of biological data such as fingerprints. The set of new
rul es not only reduces the nunber of falsg connections, but also
significantly cuts down the nunber of conputations because during each
iteration, the fingerprint oriented thinning unit 32 is capable of renoving

10 more pipginscdniisiatioh ek, ﬁﬂokae}gﬁl FQ@@'a PRIcB @4k -ThER Sfof %Q&ﬁhﬂ?dtiﬁtin @ heqt ed

thinning unit 32 perforns the owi ng iteration on eac oreground pi xel

P. 1f the gweauhinudd intQat PRI thallaBsfotahdtibn pafansdtensnak i gyre 4 is equal

to zero, then the pixel P is renmoved by classifying it as background. The

same procedure?+@’ttEn repeated usi ng anot her | ooku{d)table, LUT2, as shown
in Figure 5. 15 This process is iterated on all foreground pixels until no
pi xel s can be ABftoved. The fingerprint registration unit 41 in the matching

modul e 4 has siqgn figa tr.apfegt the performance of the entire AFIS
systems Dur i ng((r%é%i: Tation, the c f)’r nt fingerpri r‘(lzz)i s al igned agai nst
each tenpl ate f\Bigek pf ) ntsinth cosd apase 6. The database 6 may contain

one or nore than one tenplates. The invention perforns fingerprint 20
i mage regi st ragh@quartizag them dothetabore arentionasdaiijesickath seidf eugpantizeahsf or m

The gener al,j f i j , t. al "A
rog J5er HehdfiftefDoiintd RGP Snd'lidBth: 8Pk grBiBorliR) B hic® e
PAM , 18 de8pralizgbHeugh tramsform &@ats)the nember efreslidenchsifot eadhttsn ini thataticedat a
t t ' fi it t .
oenoc varb el §fEchs e Ratbeld g 6f Mehdticd B 4% 2ot BT ehaximum
p,,a' .)150' : .n;(r?jer ofgvidgnaes a3 the pm@tn?}e{sgfqr thgyad@dl), regiéﬂﬂtionqy_ L aN) }, \é\her e (p',
, a an . ar.e e ures, .1 . g.. e OSI, L OoON n
DY ent bt on soduiline Beheliifed BRLER TRk ER £ effcerl MicfRaitd amdliors i n o
¥hand N af@n ihgﬁamwmh , efert Pa piﬁtaemf@dwagbnﬂ@f pastsOft sgﬁ@rgdrcﬁn ahapn@@r@hﬂhvel y.
e enerall ze U transform alLl gn agal nNs etermnin Tt he
T T SHOASR ol TS s peitaang. Lo ke o oishation BorLsts i SeME T fons | o
par amet er Be dnhallf ifesbf Btted. ZEhis! Revdar AR r&dult is RAIBH mBkiMuh babidhee W th
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..., B}, OxE{ox,,...,AXx, }, I .\, ( (
PCT/ @30/ mmgfgwiﬂsfhmsé'aﬁ%%a&qnmnm&' expdelighlg. 8 thegar@ryainceaasinge bi n.
Then, for (ea¢dtice BiAt &ige vl o poor spatial resolution and thereby low registration

accuracy.

In the inventive AFIS, the standard generalized Hough transform is modified

such that it can simultaneously overcome the above-mentioned problem, and yet retain

20 the major advantages of the Hough transform. The modification is as follows. 1) A
sufficiently large lattice bin size is chosen experimentally to ensure that enough
evidences can be accumulated within a bin. 2) The number of evidences for each of

the bins of the lattice is counted as is done in the generalized Hough transform. 3) The
lattice is shifted in the x and y directions at a predetermined step size, and further, the

25 number of evidences for each bin of the shifted lattice is counted. The shifting and
counting processes are repeated and stops until a bin at the final position of shifting is
overlapped completely with its diagonal neighbor at the position before the shifting
process. Note that shifting the lattice essentially partitioné each bin into blocks. In a
direction, each block has the same size as the shift step. 4) For each shift, each block

30 s assigned a number equal to the counts of evidence of the bin in which the block is



every mnutiain Q it conputes the transformation paraneters (dx, Ay, 9)
by 9=Q -a' (1) and 5 (Ax)=(qgi) _(cosO x - sin OPI (2) Ay gy sinO cosOp, and
guant i zeswDleusent o t he above nentioned | attice. Each set pofi/SGoeoguant i zed
paraneters obtained is said to be one 'evidence' of the correspondi ng
lattice bin. The generalized Hough transfg@rm counts the nunber of

evi dences for each bin in the lattice and finally specifies the paraneters
of the lattice bin that corresponds to the maxi num 10 nunber of evi dences

as the parapehels o oy 4 Wﬁ@@%ﬁ@@%@@éd Biloka Ry lebil BRARTHIEBh e

Hough transtormis‘efficle n an i'n nany cases,
even on pasumragd,iantidherttansdormopanamietdrs ard spesifiefl @s shef pasiticarpararhetesndf thgor obl em

that limtgs_j nge,.. T t regi stration accurate, it is
desirabl e @%&tﬁgt%%gﬁgﬁ%gﬁ%g’eorﬁa)fr@pﬁScljg&bi ns. This, however, will result in
a | ow maxi num &estilenwes pbriarmentt for thiei \@hone binsartdhsttftiidsteplsizgn mithtaswnbhy be

| ess reliabl e O thE contrgry ti ncr easi g%‘t tt he@.attige Phn size will |ead
to poor spgAfiPS POSHPE: $HAS ﬂodet?{m"éeo&q PGP AND ol R RRERWEETS, ¢ he

i nventi ve @rtenty,the bt angiarst gesmx, adyi= eshitiangp < 1@NShesEpiske@ehifinggd such
that it can _simnultaneously overcone the above-nentioned problem and yet
retain 20fRAE BRI dhe xandnt difpetions. Theae MBlugH hewayss fromnhbe Thangeddiechrase i on i s

as fol | owshe ére'?e@%ﬁtit&{h%{ﬁhgé!rphﬁtr%%sémsﬁb‘i‘f?a Bjsfersii e 15 chosen

experinmentally to ensure t “enough evidences can be accunulated within a
bin. 2) The nurfberadyentage ciéribissappseacha@p aomparase Wilh ke ofdinary deaetalized | s

count as;l ' i.Z T . ice is
ShiTt oip FrHoLARREIdR, i 60 R et AR dr3ARLAE Row brellormifid b
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shift,1gach bl ock The matching score computation unit 42 provides the final numerical
figure that determines if the input print belongs to an authorized person by comparing
the score against a predetermined security threshold value. To overcome the problems
in the traditional art, the invention incorporates a method of computing a matching
score that is more reliable and has a much improved discrimination capability. This
20 method exploits the features of the above approach for fingerprint registration using
shifted lattices. It was found that although the number of matched minutia between two
non-matching prints can be relatively high, the distribution of the evidence counts over
the lattices can be largely different from that of two matching prints. For non-matching
prints, the maximum value of evidence counts is low while the variance of the
25 parameters of the lattice bins corresponding to the maximum evidence counts is large
(usually more than one bins have the maximum evidence counts). In addition to using
the number of matched minutia, the method takes into consideration these two factors
in the computation of the final matching score.
Sigmoid nonlinear functions are used to weigh the contribution of each of the

30 three factors.
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30 is assigned a nunber equal to the counts of evidence of the bin in which
the block is WO 01/048681 PCT/ S0/ 00199 16 contained. 5) Al such nunbers
of the oveoloappssdl bl ocks for each bl ock position are sunmped/SGawdoivhe
transform paraneters are specified as the position paranmeters of the block
that corresponds to the maxi num sum Test{img was perfornmed for the various
bin and shifting step sizes with as many 5 prints as possible so as to
determ ne the best translation and rotation paraneters. Currently, the bin

size is AX = 1GfHefe nfYs fhelﬁiékﬁhunaﬂglug'ofJé?/ﬂdena_@%oﬁﬁ@pv% ffe @na‘ﬁgé ffighg 1S

4pi x in both the x and y directions. These val ues however e changed
because tPREgMgies pldhelAdine bins @qﬁr@swmytsrth@]mag@rmewa@m qonnta @ylstﬂmn The

advant age mmsé}'o?u?e%s&ﬂe@ m.aﬁ.agowdeﬂ afd i dunsoe?of &é‘ogﬁ{rﬁ{ngéﬁ]d 10

Hough transform is that the registration accuracy an y now are
det er m nedthgycurreht nd stemplammrlmsn anil 2e,, wespgcin,vel, ya,nd\/\m ale pwapecifies t he
shortcom ngs mentioned previously. The accuracy of registration is

rh
| ncreased baMeRfCaRahitdte sickbehéifl, S répecifil. € ) Tul tadeous eoug'% the

mai ntaining the relia ity. "Al't hough t'hi s appr dds- e&x
conputations, application tests verified that it is swtable for real-tine
appl i cat i otignoiggunglien.mat chi ng score conputation unit 42 provides the final

nunerical fi glaxseﬁrh@ﬁtaﬂ%s% ”&d?ﬁﬁnécf th&Xe thi& PléFmBiaticH ﬁ? d@é@% @

aut hori zed person npari ng the score agal nst a eterm ne SeCUI‘I ty
t hr eshol d d}%rmnatrpa b@b@%ﬁetc ek apd ypnatehed pairg wénttmeatﬂadwmhcorapwtanqme

nvent 1 on MARKARG 6. AALB! B0 raRH i@ e %ﬁlgg%d"ﬂlth Sdt o"8fed S TOI €

reliable an much | nproved scrimnation ca rret hod
expl oi & tevenfutations.es of the above approach for fingerprint registration

g 2P Lod LGRS s el ks IR, (PG AR Ot CPe

m nutia betwee prints can be re
di stri but idiscrigfinatios bebttv%nnatcbexhamd; uametched paird thtih |ttnEet$ad1taJmab@od1pljt@t&iny

Ot ARG B, R BRI e LSO oo B3 1
par amet er sconfputdtiens.at ti ce bi ns correspondl ng to the maxi num evi dence counts
o e (oualnlen e A5R0, 006 B, NavS, i, TR suldence cquits) . 1n
consi der atfopnéi@ARNY WRatchigy Cdgainst Ratdbase Piptst 8t agthohted bersbhgal Agachi ng
score. example of the matching speed, the correct identification of an individual from a
database of about 100 persons will take less than 1.5 seconds, while a one-to-one
matching will take only about 0.4 second (using a Pentium Pro 200 processor). The
20 system is also very robust to variations in input fingerprints. For example, the system
can still correctly authenticate a person with an input fingerprint that is of low captured
quality, and with some portions of the print removed.
Some applications of the invention include but are not limited to the
following: secured transactions (e.g., using credit card for Internet banking and retailing,
25 and for user authentication in automated teller machines); secured access control (e.g.,
lift and door access in buildings, and computer or network access without using
passwords or cards); secured database systems (e.g., medical database of patients,
nation-wide database for immigration and identification control; time-stamping database
of workers in a company, and logistic database for controlling equipment checkout, or

30 for monitoring movements of prisoners).



Si gnoi d nonlinear functions are used to weigh the contribution of each of
the 30 three factors. z S=Qwn(m- nmD )Uw 1 6(w (D- DO )) D, (3
v-v0 MN WOo010@68681 PCT/ SG00/ 00199 17 where mis the maxipeorsGeabue9 of

evi dence counts, v is the variance of the paraneters of the lattice bins
correspondi ng to the maxi num evi dence comgs, Dis the nunber of the

mat ched m nutiae, Mand N are the nunber of the detected mnutiae in the
current and tenplate prints, and w, wi, , wD, no, vo and Do are

prespeci fi ed SWv@nav@xt@h%ed@ LT RBEHLRY, RNR THe B cs theSf#RCdnehay Bd-) = 1
is the | + exp %ggld function. Experinental tests conflrned that

this for mNaé'ﬁﬁdih"}ﬁ"M\Wadés B iyariationg @re getdte Merfearited As ifedenagrrenfarate’l and
unmat ched pay t%ﬁd%@é‘&[ Sﬂﬁ Erfv@ﬁﬁ&n' GR@hIl S&ﬁda%ns oy wHRH@%‘JBQ:oﬁE Gne Al SO,
this inprovenent cou e achi eved mnt nost no extra 10 conp ations.
Exper i mentsilled dg the adare mweﬂnatbetlmlgdefobwrﬂmm &hea seopprafthel égdlowingrcldiest er

di scrirg nation between matched and unmatched pairs than the traditiona
conputation of matching score. Also, this inprovenent could be achieved
with alnmost no extra conputations. 15 The declared AFI S system can be used
for both one-to-one matching as well as for one-to-nmany matchi ng agai nst
dat abase prints of authorized persons. As an exanple of the matching
speed, the correct identification of an individual froma database of
about 100 persons will take less than 1.5 seconds, while a one-to-one
matching will take only about 0.4 second (using a Pentium Pro 200
processor). The 20 systemis also very robust to variations in input
fingerprints. For exanple, the system can still correctly authenticate a
person with an input fingerprint that is of |ow captured quality, and with
sone portions of the print renoved. Sone applications of the invention
include but are not limted to the



foll ow ng: secured transactions (e.g., using credit card for Internet
banking and retailing, 25 and for user authentication in automated teller
machi nes)woyeowsed access control (e.g., lift and door ac®ezsGowoiys | di ngs,
and conputer or network access w thout using passwords or cards); secured
dat abase systens (e.g., nedical databasei®of patients, nation-w de database
for immgrati €¢hARMSd identification control; tine-stanping database of

wor kers in a conpany, and | ogistic database for controlling equiprent
checkout, or V8gatfloClawasd isori ng novenents of prisoners). W 01/048681

PCT/ SO0/ 00199 18 The invention being thus described, it will be obvious
that the sane nay be varied in nmany ways. Such variations are not to be

regar ded as a1depaAtﬁd@8r6rfr@m|ﬁd%§ee§ﬂ?écft|bﬁ n@ﬂ%d%ﬁ-@‘ﬁsﬂé the invention, and
al | éféh nodi fi cati ons as woul be obvious to on illed in the art are

i ntended to be chWM“@ﬁW“UH@Q%’@E@e of the following clains. 5 WO
01/ 048681 CLAI VB Vb%tlérﬁngcséldrﬁﬁ?érﬁnntl% 59&&909(0089%%3%}: e 95, n@é@?gata 3

m nuti ae extraction met conpr cquiring fingé
parti t orﬁoﬁesﬁﬂi}dwgftpﬁd@‘?ﬁbﬂ(&ﬁtoﬂsﬁldg@agl@d@tal nto at | east one data block 4

corregponding to age. ratin hi st ogram
function of a con astgt} gaéﬁﬁst@rglgl ?ﬁr?age %gﬁi{%&?@e’%ﬁegﬁgﬁag% dgi? sai d
dat a Bl ocrgesponding tpearﬂaiata bigcks; amdst ogram transformation of said histogram
funct bon, 8 wherel nsf i.S ada ted to the

contr Igst | evel of s}gﬂ}? @%@g ﬁ?'ﬂﬁ%@@?tﬁwm Uneighe data and
prﬁ eBhanced fi ngewbenemtsaldrag&)gcbi? &aP%rm@olsil%aﬁﬂ@ﬂtMé t&ohﬁ?“é%f'idlevel of

en angemgg d log'al ared of salae fingerprin (?mqlagecd gi pre- lélrrlfgan%trad (f:ggg;r);mstllgggé data

10 s generated with local enhancement.

2. The method of claim 1, further comprising:
partitioning said fingerprint image data into a plurality of data blocks, each of.
said plurality of blocks corresponding to a different local area of said image data and at
least one of said plurality blocks having a contrast level different than a second of said
plurality of data blocks,
wherein said histogram transformation is adapted to said different
contrast levels of said plurality of blocks and pre-enhanced fingerprint image data is

O O ~N O O A W N -

generated with local enhancement for a plurality of local areas of said image data.

-—

3. The method of claim 1, wherein said histogram transformation includes
2 using an objective function with a relatively high value at both endpoints of an intensity

interval and a relatively low value at a middle of said intensity interval.

-

The method of claim 1, wherein noise and distortions in said image data are

N

reduced.



3 partitioning said fingerprint inmage data into a plurality of data bl ocks,
each of 4 said plurality of blocks corresponding to a different |ocal area
of said iwegae/ndssa and at 5 | east one of said plurality Poadeohadng a
contrast level different than a second of said 6 plurality of data bl ocks,
7 wherein said histogramtransformation iz adapted to said different 8
contrast levels o f said plurality of blocks and pre-enhanced fingerprint
image data is 9 generated with |ocal enhancenent for a plurality of |ocal
areas of said Isrragematraethad of e hwﬁerefn §él@'ﬁ@t3%raﬁhﬁér%fﬂn§%agsk§a% ogram
transformati on includes u5|n9 an objective function with a r l'atively

hi gh vad uehiglPamsst W”é?ﬂﬂ‘ﬁ@iarﬁ%mfﬁ U&ﬁt'qf‘rﬂcéﬁ@iwo agnanping aJggrithndnciuding at i vel y

| ow val ue at a m ddl e of idintensity interval. 1 The nethod of claim 1,
wher ei ® noi se ant® YREEHM L8/ @4t d i nage data are 2 reduced. WO

01/ 048681 PCT/ S&0/ 00199 20 1 5. The nethod of claim 1, wherein said

hi st ogréam t r ansfreren wRPiS aStatgdt higtoffaph RAEEIN érldeé‘id @I‘gdt ﬂls&)gﬁé?ﬁﬁ!ﬁctlﬁ hagiction
m 1 ncl udi ng 3 | fg(t)dt < f

according to a mappin or|t

(y)} 4 'RW&PE‘?@QMM ”éaf“ép'@%? hfﬂhé’taBﬁraéFﬁef"{ﬂqu'PbW t%tﬂ'tei‘éﬁ'd t ar get

hi stogram function has 5 |ow value at the m d-point and has a high val ue
at the endpoint of the interval. 1 6. The nethod of claim1, further
conprising: 2 ferf orlferfgetded efrfaim o frter RPPHRNGN sai d pre- enhanced data
using B directi onabegamig) WrcARtbA" filteMAgdioRERSIO |

processi ng, 4 wher EIb?l salrgi rre en' ancle |gmage dat ;ﬁ%_gqgﬁ{o%tahgggaq%mg
enhancéed. qrexztwﬂah@orwetun@uf%M%dlmeﬂﬁlenalmbmge RECCEBSINGWI ng al gorithmis
used iry said 2 ori

e, (1), jrh +x00, e, (1))xﬁ?%ﬁd éﬁ%{)ﬂe n@%f&%@h@gﬁgg éfcalI%isﬁbﬁt%qg&?ﬁm}ang%%pr| sing: 2
thinning said fingerprint inmage data to renove fal se connections of ridges

31n S8 d dat as. The method of claim 6, wherein the following algorithm is used in said

2 orientation filtering
M.
3 80, k) =3 F G+ Yo (D), J + X (D) < (1)
1=l
1 8. The method of claim 1, further comprising:
2 thinning said fingerprint image data to remove false connections of ridges
3 insaid data,
4 wherein said thinning includes applying a first table and a second table to
5 aplurality of pixels using an algorithm.

-—

9. The method of claim 1, further comprising generating a first table and a second
2 table using rules for character data and biological data.

10.  The method of claim 9, wherein said rules for biological data include
If P1*P7*Pg=1 and P,+Pg>0 and P3+Ps=0 then LUT4(P)=0;
If Ps*Pe*P;=1 and P4+Pg>0 and P{+P3=0 then LUT,(P)=0;
If Py*P,*P3=1 and P4+Pg>0 and Ps+P;=0 then LUT,(P)=0; and
If P3*P4*Ps=1 and P,+Pg>0 and P1+P;=0 then LUT,(P)=0,

O Hh W N =



4 wherein said thinning includes applying a first table and a second table
to 5 a plurality of pixels using an algorithm 1 9. The nethod of claim1,
further cwopniogseday generating a first table and a second PETIS®EhE019SI NY
rules for character data and biol ogical data. 1 10. The nethod of claim9,
wherein said rules for biological data igpglude 2 If P1*P7*P8=1 and P2+P6>0
and P3+P5=0 then LUT1(P)=0; 3 If P5*P6*P7=1 and P4+P8>0 and P1+P3=0 t hen
LUT1(P)=0; 4 If P1*P2*P3=1 and P4+P8>0 and P5+P7=0 then LUT2(P)=0; and 5

| f_P3%P4* P5=1 vaiafeiPAIPER G famcbe%rm bR 043681521

PCT] S00) 0108 F o AIEIS@ BAtbF SHTA ThbRE bR i MO e IR B ce
Pl, P2, F% Ppavhese Piisl.. P,8 are §-npighbgwp ofwmeémm s:loq:lmise directi8n, amdeB(P)

8- nei ghbag g riambRr Bf K se direction, and B(P) 8 is a nunber of
nonzer o nei ghbors o’?ﬁ%e dhéiglﬁo%%r?eﬁ hod for fingerprint registration and
verification frommnutiae conprising: 2 perform ng a Hough transform on
fingerprint ' i inlattice bjns; 4
counti hg th1e1 g\’?‘? §tg§§tef§' f@@%@ﬁﬁﬂ%@@fé&% asnglvgy c%??n 8mt5P'HUt'a95C°§TPﬂ”F'L”9ng a
latti@e; 6 deterni pergmiigea tougk trantfoevicteingesrinhinegehidr an@gepdhthghi f t ed

lattige; 7 repeatip déﬁdeg 'i%h’ﬁ%gfrgl and counting in each direction of said

lattice until a 8 |n IS y overl apped with its diagonal nei ghbor,
9 wherdein shifti ngccbdmmga‘tdewnenewatfwamlattéwinssp&tlbﬁbe piasol uti on of the Hough
10 tr%nsform 1 12, h;[ He.hqd of claim 10, wherein said shifting said

| atti Ce occurs at 3' '996 ermned step size. 1 13. The method of claim

10, werein said saetétmln@gttﬂi&ndrﬁmérlw@wa@cﬂdeblirt@behtﬂﬂéﬁhaudzsrh&éa Ihfgk@ bl ocks,
each hl ock is asm%pgd a nunber. equal to the nunmber of evidences 3 in he

corredpondi ng bin ating sAkbpRiftigy PﬂéOW@BI'%EW'TﬂCWk@f s@icklatigenwet sand 4

L r aRszor IBiPRICBRMIASIF oRErRPPBE Gith it diagsndl Beighsorbl ock that corresponds to the
i ghest
9 % wherein shifting the lattice enhances the spatial resolution of the Hough

10 transform.

1 12. The method of claim 10, wherein said shifting said lattice occurs at a
2  predetermined step size.

13.  The method of claim 10, wherein said shiftihg the lattice partitions each
bin into blocks, each block is assigned a number equal to the number of evidences
in the corresponding bin, the numbers of the overtapped blocks are summed and

transform parameters are specified using the block that corresponds to the highest

N DB W N

sum.

14. The method of claim 10, further comprising:
determining the maximum number of evidence counts in the bins;
determining transformation parameters corresponding to the bins with the
maximum evidence counts;
determining the variance of said transformational parameters;
determining a matching score of a fingerprint image and a template
fingerprint image based on said variance of the transformational parameters and said

O N O O bH W N e

maximum number of counts.



5 sum 1 14. The nethod of claim 10, further conprising: 2 determning the
maxi mum nunber of evidence counts in the bins; 3 determ ning transformation
par anmet erwoaoussspondi ng to the bins with the 4 nmaxi num @¢ird&nceoioounts; 5
determ ning the variance of said transformational paraneters; 6 determ ning
a matching score of a fingerprint image @Ad a tenplate 7 fingerprint inmage
based on said variance of the transformational paraneters and said 8
maxi mum nunber of counts. WD 01/048681 22 PCT/ SG00/ 00199 1 15. The net hod
of claim 13, wherein the matching score is determned using a 2 signoid

i f Q0. . iologjcal d hi i si ng:
2an | eage raonte rendf ol et s BheBin e ARhE seP® Rleiinet wsig &

tenpl a2 e of bisigrogdoahlinesefiacttat a;, 4 a pre-enhancing unit adapted to
pre- enhance sai d personal biological 5 inmge data according to |ocal and
gl obal areas of contrast; 6 an i mage snoot hing and enhancenent filter for

enhancl ng sdbdAmystenvfoe bioigizatdataagcitaf émptistig: Or i entati on data thi nner
for r ving fal se data in sai ' i ol ogi cal image data; 10 a

'd gersonal 9 P >
registfation unit POIMAPT HFIRGIOLAPHITGRESTIR! BiPlePiGelimage falBge data with 11
sai d t&npl at e i mage témphte ¢Miblddicd iMBjecdrtag score generating unit for

ical data, 13 matches said tenplate print. 1 17.

deternjsni ng if said bi Olr&% ¢ ! )
The syStem of cl ai f R%SCWREFRI N“gaﬁ‘dd‘pf%’r WYoRErentiaBr® gridapersonal diclegical and 2
sai d t@npintageragacidding Bdddafi8ndglbbaREA dfbntrdgti S, Voi ce, hand geonetry,
face, or palm 3 pattern. )

6 an image smoothing and enhancement filter for enhancing said pre-

7 enhanced image data;

8 an orientation data thinner for removing false data in said personal

9 Dbiological image data;

10 a registration unit for aligning said personal biological image data with

11 said template image data; and

12 a matching score generating unit for determining if said biological data

13 matches said template print.

17. The system of claim 15, wherein said personal biological image data and
said temple image data include a fingerprint, iris, voice, hand geometry, face, or palm
pattern.



