S March 2006 DESCRI PTI ON ELECTRONI C COMMERCE SYSTEM TecQg'cal&E | d The
present invention relates to an electronic conmerce.syst M?W§, Qgectronic
conmerce server, an electronic comrerce Method, an el ectronic conmerce
program and a recording nediumstoring the electronic conmerce program  for
executing electronic commerce through networks such as the Internet. To be
nore specific, the present invention relates to an el ectronic comerce
system an el ectronic conmerce server, an electronic conmerce nethod, an
el ectronic commerce program and a recording nediumstoring the electronic

commer ce program which are capableDﬁécﬁ &ty and securely perform ng
el ectronic commerce by preventing the eakage and unaut hori zed usage of
menber information which is the credit card information such-as credit
card nunbers, credit card expiration dates, etc. Background Art Wth the

recent rapid devel opnent rgﬂﬁﬁﬁ s such as the Internet,
el ectronic commerce 1 8I¢§%#§§%éﬁ?¥géﬁﬂg§§#g ctive in which products

and services are

Technical Field

The present invention relates to an electronic
commerce system, an elecffonic commerce server, an
electronic commerce Method, an electronic commerce
program, and a recording medium storing the electronic
commerce program for executing electronic commerce
through networks such as the Internet. To be more
specific, the present invention relates to an electronic
commerce system, an electronic commerce server, an
-electronic commerce method, an electronic commerce
'program, and a recording medium storing the electronic
commerce program which are capable of smoothly and
securely performing electronic commerce by preventing the
leakage and unauthorized usage of member information
which is the credit card information such as credit card

numbers, credit card expiration dates, etc.

Background Art
With the recent rapid development of the network

technologies such as the Internet, electronic commerce




bought and sold at virtual stores on networks and their gﬁf&%ﬁgﬁ@ts are
made- In the settlenent methods in the current electronit €o rce, it is
a general practice to nake settlenents by neans of credit cards. The .
settlenments based on credit card in electronic commerce (this is also
referred to as network credit settlenents), each credit card nenber
(hereafter referred to as a nenber) who is a purchaser of products and so
on sends his nenber information to credit card nenber stores (hereafter
referred to _as a nmenber store). The nepbe stqres_inglu k i ors of
product s, v#ﬁﬁhiﬁc§ﬁér§§ryoﬁc%éYﬁoﬁRsYggﬁh §5°§H9g?h%ﬁ%e%§5?i?% o%ﬁ%tion is
“the <credit card information such as_credit card ngnbe% c&eghéigard
expiration deughtepad peweyvel, VhEEHAde SERECS nBHBFTYRF 6P nt Y o 17 5
transmtted over networks, there is .a risk that the negb&r infg
be appropr i a@edd Usgpenthearhi Radgar t yRd&Ren§etEARRRPESTERICPH dFd
the risk of nenber information | eakage for exanple and securely npke
networ k cr edivirreartd elsettbefentommgretocdtsisughoarenal PEREHFE® Sokket s
Layer) and SET (Secure Electronic Transactions) are used. SSL is a
prot ocol assekieatsed tdembnthebgenaansyofconpdihtcaerdn- deVBPoped by Net scape
Communi cations Corp., 2 S March 2006 _
o settlements based on credit card in electronic commerce

fation may
to reduce

(this is also referred to as network credit settlements},
each credit cafd meﬁber (hereafter feferred to as a
member) who is a purchéser of products and so on sends

" his member information to credit card member stores
(hereafter referred to as a member store). The membef
stores include distributors of products, virtual stores

" on networks, and so on. The membe; information is the
credit card information such as credit card number,
credit card expiration date, etc. However, because the
member information is transmitted over networks, there is

. a risk that the member information may be appropriated by
the  third party during transmission.

In order to reduce the risk of member information
leakage for examplé and securelylmake network credit card
settlements, protocolé such as SSL (Secure Sockets Layer)
and SET'(Secure-Electronic Transactions) are‘used.

SSL is a protocol associated with the security

communication developed by Netscape Communications Corp.,




but it is not a technol ogy devel oped especially for the ifﬁékﬁ- pés by
credit card on networks. SSL is intended to securely transter g@ onal
informati on and so on between the Wb browser and the Wb server by use of
the electronic certificate based on the public key cryptography. SSL is
supported by Wb browsers such as Netscape Navi gator, Netscape Conmuni cat or
(trademarks), and Mcrosoft Internet Explorer (trademark) for exanple and
wi dely accepted as a protocol associated with security comunication. The
following outlines the network credit card settlenent based on SSL. The

Wb browser, of nenmber, encrypts the nber . jnfornati.qn ich . is the
credit cardb?ﬁffﬁrﬁﬁiQﬁFf%wtg' I Wéi?p tﬁﬁ?ﬁﬁﬁﬂ#i? %g§ &PCa menber
store and sen the encrypted menber information to the Wb server of the
member stor%?tﬁ'%@%ﬂﬁﬁzhﬁ\é%eéﬁtIQﬂ? e HoFKS - &Sy pSs PRENFEHei ved

encrypted nenber information by the secret key of the nenber store and
requests a '? et LISy RGAeAR, 1R forawitiogae@dnsRbeR store
managi ng conpany, and so on for the credit inquiry associated with the
menber (t hiRetveediertdy ab Ay seat endedicoVgh sgaviesr bratisenpf BBeause the

encrypted information is 8 March 2006
o . ~ electronic certificate based on the public key

cryptography.

SSL is-supported by Web browsers such as Netséape
Navigator, Netscape Communicator (trademarks), and |
Microsoft Internet Explorer (trademark) for example and
widely accepted as a protocel associated with security
communication.

The following outlines the network credit card
rsettlement based on SSL.

The Web browser of a member encijpts the mémber
information which is the credit card information for
example by use of the public key of a member store and
sends the enérypted member information to the Web server

- of the member store. The Web server of the member store
_decrypts the received encrypted member information by the
-secret key of the member éﬁore and requests a credit card
issuing company, a credit card member store managing

- company, and so on for the credit inquiry associated with
the member (this is hereafter also referred to as

authorization). Because the encrypted information is




decrypted by the Wb server of the nenber stare, the ris on%%ﬁﬁ | eakage
of the menber information which is the credit card infor f gr exanpl e
to the third party, other than the nenber, the nenber store, the credit
card .issuing conpany, and the credit card nenber store nmanagi ng conpany
for exanple is reduced. However, with SSL, the Wb server of the nenber
store can decrypt all nenber information for exanple, so -‘that it is

possi ble for the nmenber store to tanmper with the nenber's order

I nf or mat i on Qs vexampPLe feyg ﬁébr@leirggr Le LALIRRBLESsLHEQr Nt o for

exanple. SET is a protocol associated with security conmmuhication

devel oped by ¢Viga LRLREGE! LENBho SRENLEE +AB306LA LAN, AL, MastalLar d

I nternational I'nc. Tor “securely performng credi't card settlénment and

el ectronic ree.qn.networks, W.th SET, basjca i ke.SSL,. the

el ectronic g%%???i%% é %g%r %ﬁl%ﬂb PE E§§m8$§p%89#%%h€h+ggLE%%F%D securel y

-transfer persgnal , jinfo tion and on between the Wb browser and the
Vb serveP,O?ﬁgr Eb?Peﬁg%d%e£9?ﬁg ﬁﬁetﬂ%TgﬁEnﬁE?r?nfEﬁ?mﬁ??é#EuﬁP%gles

infornation.are_encrégted sggﬁrately. Because SET encrypts nenber

i nf or mat i on*4AB8EI EERPHIBr R ohhe sepatht ef3Td tREBRALEOS] or e cannot

‘decrypt all nenber information. This reduces the risk of tanmpering sales 4
' - managing company for example is reduced.

However, with SSL, the Web server of the member

store éan decrypt all member information for example, so

~ that it is possible for the member store to tamper with
the member’s order information for example out of malice
to forge sales information for example.

SET is a protocol associated with security
communication developed by Visa International Service
Association and MasterCard International Inc. for
securely performing credit card settlement and electronic
commerce on networks. With SET, basically like SSL, the
electronic certificate based on public key cryptography
is used to securely transfer personal information and so
on between the Web browser and the Web server, the
‘difference lying in that member information and sales
information are encrypted separately. Because SET

“:encrypts member information and sales information
separately, the member store cannot decrypt all member

information. This reduces the risk of tampering sales




8 March 2006 information and forging of sales information @%Hg?#' i ous
menber stores. However, with both SSL and SET, nenber i % and. so
on,. al though encrypted, are always transferred between the nenber, the
menber store, the credit card issuing conpany, the credit card nenber
store managi ng conpany, and so on over networks, so that" chances and

ri sks that nmenber information is intercepted increase and, if the '
decryption procedure is |eaked, there is a risk that the menber
information such as credit card nunber is also |eaked. It is therefore an
obj ect of 1 BeeRLASEIby LAYCPLEQRNG CoBOLYFoL N ANGKE: RN POEM RECR| LTS
invol ved in.the related-art tecthnol ogi es %y provi di ng an “el ectronic

conmer ce syﬁggg%rantelggtronic conmer ce server, and an electronic comerce
met hod whi chi-reguce The tisks of the | eakage and unaut hori zed use of

menber information which is the credij_card. i rmation for exanple such
as .credit card nuWPETVeTr Gt c%?ﬁ‘e%(%‘i‘ r 49 d#rfgat"ée;mba‘?d so on to enable
t he secure anﬁ snoot h execution of _electronic co rce in_the credit

i nqui ry- (or TRRRT™AEF PR r33A 3™ i PRI UH N SRR &% addiSenent s over

networks. 5
‘ transferred between the member, the member store, the

credit card issuing company, the credit card member store -
managing company, and so én over networks, so that

chances and risks that member information 'is intercepted
increase and, if the decryption procedure is leaked,

there is a risk that the member information such as-
credit card number is also leaked.

It is therefore an object of the present

invention to solve the above-mentioned problems involved
in the related-art téchnologies by providing an

electronic commerce system, an electronic commerce server,

- and an electronic commerce method which reduce the risks
of the leakage and unauthorized use of member information

. which is the credit card information for example such as
credit card number, credit card expiration date, and so
on to enable the secure and smooth execution of
electronic commerce in the credit inquiry (or the
authorization) in performing credit card settlements over

"networks. -




8 March 2006 Disclosure of Invention According to a first @FR%@% §f t he
present invention, there is provided an el ectronic comme § 8 Q9

connected to another electronic comrerce server over a network,

conpri sing: holding means for hol di ng uni que nunber information for credit
inquiry by said electronic commerce server; determning neans for

determ ning whether to performcredit inquiry processing by said electronic
comer ce server on the basis of said unique nunber and the information in

sai d hol gf noy seas &f £1edid;dpaquiry request information including a
uni que nunber associ at ed mnt% a credit card nunber and different fromsaid

credit card nunhet has, begny rgﬁgggeg EEQQ}%QIGhQnP%Qgén | ectroni c commerce

b
server; and transmttlng means tor tra smttlng sa cre |an|ry

request { O PBEA ONeHOr & N goletef i ed, anqt eron 1§ %&gﬂb RS, Ce server
or nme y sal

if the credit inquiry processing is not to be perf el ectronic
COMTEer C&: o/t deted ﬁéfﬁﬁﬁﬂﬂéﬂrEhéE%%Ehfé”céﬁﬁHFH@tééﬂubﬁid¥é¥“é inquiry

result which is a processing result of said credit inquiry processing neans
to sm(jﬁgﬁ%&gﬁreﬁéﬁgffgmﬂgponnerce server. 6
holding means for holding unique number informatiocn
for credit inquiry by said electronic commerce server;
determining means for determining whether to
perform credit inquiry processing by said electronic
commerce server on the basis of said unique number and the
information in said holding means if credit inquiry request
information including a unique number associated with a credit

card number and different from said credit card number has

been received from said another electronic commerce server;

and
transmitting means for transmitting said credit

inquiry request information to a predetermined another

electronic commerce server if the credit inquiry processing

is not to be performed by said electronic commerce server,
transmitting means for transmitting a credit

3 1 x n . \ n L]

inquiry result which is a processing result of said credit

inquiry processing means to said another electronic

conmerce sServer.



"result of said

8 March 2006 According to a second aspect of the present _j,nv g%hgn, t here
is provided an el ectronic comerce nethod for an eIectr&%M@“% rce
server connected to another electronic commerce server over a network,
conprising the steps of: holding uni que nunber information for credit
inquiry by said electronic conmerce server; determ ning whether to perform
credit inquiry processing by said electronic comerce server on the basis

of said unique nunber and the information in said holding neans if credit

inquiry request informid izN hRY [ u sociated with a
credit card nunber and g%???grggggkgoﬁg%gyg(%$gﬁ¥1g%§%§§§unber has been

it card number and e _ e
Cara orei IOy Eeauaet P B Rt She T A s St e v a1 1

el ect ronkg SOMIELES - SEhMELoL! LG LIRllBquLEY- RIOGES I L g 0at Lo be
performed by said électroni ¢ conmerce server, performng e credit i nquiry
pr ocessi o 0) the _basis of said credit inquiry reguest information if the
credit iﬁqU|r%Fﬁn%§E§§§iREerat%g%%”ﬁarFEPﬁeasb IshHire SEtRe S éni ¢ commer ce
server; and traqSQiétin a. credit i ry result ich is a processing

Cre

t !
179 n qu?‘f/eﬁ?%I&kl?a%nlgiw TP 1P i Fitbither el ect roni ¢
CONMMEr ce, server

inquiry by said electronic commerce server;
determining whether to perform credit inquiry
- processing by said electronic commerce server on the basis
of said uhique number and the information in said holding
means 1if credit inquiry request information including a
unique number associated with a credit card number and
different from said credit card number has been received from
.said another electronic commerce server; and
transmitting said credit inquiry request
information to a predetermined another electronic commerce
server i1f the credit inquiry processing is not to be
performed by said electronic commerce server;
performing the credit inquiry processing on the
basis of said credit inquiry request information if the
-credit inquiry processing is to be performed by said
electronic commerce server; and
transmitting a credit inquiry result which is a
processing result of said credit inquiry processing step to

said another electronic commerce server.




7 8 March 2006 According to a third aspect of the present t here
is provided an el ectronic conmerce systemin which a flrgf ‘§2¥m8nlc
conmer ce server and a second electronic comerce server are interconnected
over a network, wherein, said first electronic commerce server conprising:
credit inquiry request information generating neans for generating credit
inquiry request information including a unique nunber associated with a
credit card nunber and different fromsaid credit nunber; and transmtting

means for ”a”S”M:J:& RS & eflilq éé;ﬁg%é { Yot ecgluef%e'ts”fw?rﬂ%ex&léno sai d

second el ectronic C€ server, econ ctroni ¢ conerce server
conpri si holdln ns f oIdLng uni gue nu |nfo ion for
per f or mi RS e Pﬁ’&ﬁegya&? SRR IR TR S T

det er m nj me or deternlnln whet erf credlt i nquiry

or ocess! hyBy S SR HOBTBETT A o2 e Ao BEERP S L T Dacl s of sai d
uni que nunber and the infornation i nquiry

| di n ns i.f credit
request C??W%ﬁ?ﬁuﬁ%ﬁYeﬁaérﬁeé%tfﬁﬁﬁﬁdﬁﬁf%aw9ﬁpgaﬁdngfwgfk%ﬂW§9FF&Hvc comer ce

server; transnltthg means for transmtting said credit , |
sSal irs electronic commerte server comprising:
first elect o g

credit inquiry request information generating means
for generating credit inquiry request information including a
unique number associated with a credit card number and
different from said credit number; and

transmitting means for transmitting said credit

~inquiry request information to said second electronic

commerce server,
said second electronic commerce server comprising:
holding means for holding unigque number information

for performing credit inguiry by said second electronic

commerce server;
determining means for determining whether to

perform credit inquiry processing by said second electronic

- commerce server on the basis of said unigque number and the
information in said holding means if credit inquiry request
information has been recéived from said first electronic
commerce sServer;

transmitting means for transmitting said credit’

inquiry request information to a predetermined another



inquiry request information to a predeterm ned another 8 8 Nhrg% 6006
el ectronic commerce server if the credit inquiry processﬁ%@aqh 8t to be
performed by said second el ectronic conmrerce server; credit inquiry
processi ng nmeans for performng credit inquiry processing on the basis of
said credit inquiry request information if the credit inquiry processing
is to be performed by said second el ectronic comrerce server; and
transmtting nmeans for transmtting a credit inquiry result which is a

proceSSié‘ﬂeéﬁ?b’ﬁicoéoﬁﬁ‘égc&@%xéer iﬁr@éﬁ%ﬂé’ cﬁfé)&ﬁssi' eig%fg%c;coessﬁn first

el ectronic comerce server. (0] osea 1s an e C CoO ce

server t l.ectronic.c r ver o net wor k,

i ncl udi nggnﬁgfd?%ggﬁﬁgfﬁe(ﬁoe}gi%%ﬁ n?%‘?ma ieﬁe%g%ou 9Q %Oﬁténfﬂicecar d

conpany which performs credit inquiry; identifying nmeans for identifying a
. sSerivaer . . . H .

credit card ctohpany which perfornms credit inquiry on the basis of the

uni que nunber and éhe credit card company information if credit inquiry
request i nf or mat $ ot et tdi g PUFHR Hmbet™S &5odFT S Wth a credit

card nunber .and, different from the credit nunb%¥ has, been_recei ved from
t he anot%@?dlt inquiry processing on the basis of said credit

inquiry request information if the credit inquiry processing
is to be performed by said second electronic commerce server;
and

transmitting means for transmitting a credit
inquiry resulit which is a processing result of said credit
inquiry processing means to said first electronic commerce
server.

Also disclosed is an electronic commerce server
connected to another electronic commerce server over a
network, including: holding means for holding information
about a crédit cafd company which performs credit inquiry:
identifying means for identifying a credit card company
which performs credit inquiry on the basis of the unique

number and the credit card company information if credit

inquiry request information including a unique number

associated with a credit card number and different from
the credit number has been received from the another
electronic commerce server; and transmitting means for

transmitting the credit inquiry request information




el ectronic conmerce server; and transmtting neans for transmtting the
credit inquiry request information 9 8 March 2006 includﬁﬁUaFWéngﬁique
nunber to an el ectronic conmerce server of the identified credit card
conpany. The el ectronic comrerce server may hold, in the holding neans,
the information (credit card conpany information) of a credit card conpany
whi ch perforns credit inquiry and, if this server receives the credit
inquiry request information including the unique nunber from another

el ect r onj g FOATIRE CRn S LY ELae MmbEENLd (n & Shedidy carg commany whi ch

perfornms Ccre nqui ry he asis’ o e uni que nunber  and the credit

card conpan information,, sending the credit inquiry request information

i ncl udin e%%%ru%lqaﬁﬁrlééﬁﬁlfaﬁéh T %%t?%ﬁé(??ﬂé%&%te server of the
identified credi carﬂ%coqpaq¥. The el ectronic co rc serwﬁﬁenay denote a
server or a conptiterewhi chbet ong¥e e Fenier nay ¢ tartf conpany (a

menber store, nanagi hg c an an | ssui pnpany and so on), a nenber (a
credit cA? %ﬁﬁﬁ%§5%§kiﬁﬁg)%ﬁ3?r%ﬁt%9%e ?g%Fo?@¥€a9ﬂﬂﬂﬁﬂystore of the
credit car conpanx) f or exanle. Credit inquiry (hereafter also referred
to inrormatlion)’ of a credit card company which performs
- credit inquiry and, if this server receives the credit

inquiry request information including the unigue number .

from another electronic commerce server, may identify a

credit card company which performs credit ingquiry on the

basis of the unique number and the credit card company

information, sending the credit inquiry request information

including the unique number to the electronic commerce

server of the identified credit card company.

The electronic commerce server may denote a
server or a computer which belongs to a center, a credit
card company (a member store managing company, an issuing

.company and s0 on), a member {(a credit card member and so
on), or a member store {(a member store of the credit card
company) for example.

Credit inquiry (hereafter also referred to
authorization) may denote a process associated with the
sale to the credit card member corresponding to a
particular credit card number, namely a process for

determining whether the sale of a particular product is

10



aut hori zation) may denote a process associated with the &ﬁ@le Eﬁ %Qe credit
card nenber corresponding to a particular credit card n @FP g ly a
process for determ ning whether the sale of a particular product is 10 8
March 2006 permitted to the credit card nunber on the basis of the
expiration date or the credit Iimt anount of the credit card for exanple.
Credit card conpany information may be the information about a credit card
conpany which perfornms credit inquiry and this information nmay include a

oL O B SIS 2o BLECLL GRLSOmA 110 (a0 ssuipy comany

and a e nanagi hg conp credi T car onpany

name, and_an_issuin anpany.code. ..The.issuihg ¢ ny, and_t he, nenber
Store o LohpaRs & Rel oo ChagiH B ar B R T nB R kP E e RO Eber my be a
code sequence. conposed of nunbers, letters, and synbols for identifying
the cr egﬁr&c%cﬁld%%ogre'and so on; for exanple, it is a 16-digit code

sequence such as,"Al130017777788888" f,or_ exanp) e. The . unj gue nunber may be
a code sequence Wi +Fd??Fgr§°WPSHValW§%£ﬂégiﬁﬁcpﬁﬂnB%r¥ﬁﬁlternatively, a
part of the unigue nunber, the ugper digits for exanple, may be used to
Cdent | f L7 R BET {OBaPBOBbBaRYSTLt Card company which performs

credit inquiry and this information may include a part of a
unique number, a credit card company type (an issuing
company and a member store managing company for example),
a credit card company name, and an issuing company code.
The issuing company and the member store managing company
will be described later.

The unique number may be a code segquence composed
of numbers, letters, and symbols for identifying the credit
card number and so on; for example, it is a lé6-digit code
sequence such as "Al130017777788888" for example. The
unique number may be a code sequence which differs from a
credit card number. Alternatively, é part of the unigue
number, the upper 6 digits for example, may be used to
identify a credit card company.

Credit inquiry request information may be
authorization request information which is sent when
credit inguiry is requestéd. This information may include a
unique number, a credit card expiration date, a member

name, a type (member type, card type, and so on), an

11




Credit inquiry request information may be authorization ﬁgu$ﬁé
information which is sent when credit inquiry is request rep 06
information may include a unique nunber, a credit card expiration date, a
menber nane, a type (nenber type, card type, and so on), an 11 8 March
2006 i ssuing conpany code, a nenber store code, and information about
products to be purchased (product code, price, sales information, and so
on). The center nmay provide a system of each unique nunber correspondi ng

to each fégaﬁbﬁc?%%m%gggqﬂ?jgus ,méﬁé?rcggggg ggﬁepeg%gfn1the processi ng

associ ate ranst er Weeén cre dard conpani es. The

credit card conpan issue credit cards age .nmenpber .stores

Ul L1 vat DB TERG Sty BRPE e B G  Saky” B Ry Ry o5 ABF R CE PR ac i on of
the cards_i ssued g% it.fThe credit %ﬁrd conpany whi ch issued credit cards
may pl acR the’ proces st ARt F e VWi t}° ot'er than the credit cards issued
by it and the nmepber stores cuItiv%Sed 3%%ét tozgnot er credit card
conpany. A credit "aF T tOhgiH REPTEHT 3 Fedit EHYLHHE | C cards

SLOLI 10 Uik e Iubers IRy, boy SaLLSd A1 o) SSuLg Sognany (an, [sguer) and @
called abenter may perform the processing associated with the data
transfer between credit card companies.

The credit card company may issue credit cards, may
manage member stores cultivated by the credit card company,
and may perform authorization of the cards issued by it.

The credit card company which issued credit cards
may place the processes associated with other than the
credit cards issiued by it and the member stores
cultivated by it to another credit card company.

| A credit card company which issues credit cards
and IC cards storing unique numbers may be called an
issuing company {(an issuer) and a credit card company
which cultivates and manages member stores may be called a
member store managing company (an acquirer). Authorization
may be performed by the issuing company or the member
store managing company.

It should be noted that a member store (shop} may

be a credit card member store which can settle the payment

with credit cards or a virtual stores on networks.

12




menber store managi ng conpany (an acquirer). Authorizatian % be
performed by the issuing conpany or the nenber store naﬁHﬂ@ﬁB Qgﬂpany. I t
shoul d be noted that a nenber store (shop) may be a credit card nenber
store which can settle the paynent wth credit cards or a virtual stores
on networks. 12 8 March 2006 The el ectronic commerce server may hold the
credit card conpany information for associating the unique nunber, the

i ssui ng conpany for perforning aut horization, and so on, so that, upon

reception of th grg? k”ﬂ&'r%o&ﬁﬁy%ig é f&gna%%gn |?8I%%|ng the uni que
e

nunmber fron1anot er ron| comerce server ectroni ¢ conmer ce
server %eren e the credit.card any t|on nd identify the
credit c o] a s of this
RO EbnBaRg R ST T S TRoF P o AP POR A tORE N
uni que nupber and, may % nsfer the credit uir uest information
ncl udi NP TATS GHTEGE” P@ﬁerlst%”t% SPRRPYnTaT PERIGLIE s ver of he
identified credit _card conpan Al 'so disc]osed is an el ectronj c conmer ce
server THHARET A8 andf e BBt riti ChabmBPeB SECFEL ITerCh tht wor k,
includin %§ hol di ng neans for hol di ng uni gue  nunber information for credi t

i nqui ry D§ethe NEELFENTE TUESEt® SB3 VPR 4BELHALATN G e aHE Fef

deternlnlngbmhether _ ]
er from another electronic commerce server, the

electronic commerce server may reference the credit card
company information and identify the credit card company
which performs authorization on the basis of this unique
number and may transfer the credit inquiry request
information including this unique number to the electronic
commerce server of the identified credit card company.
Also disclosed is an electronic commerce server
connected to another electronic commerce server over a
network, including: holding means for holding unique
number information for credit inquiry by the electronic
commerce server; determining means for determining whether
to perform credit inquiry processing by the electronic
commerce server on the basis of the unigue number and the
' information in the holding means if credit inquiry request
dnformation including a unique number associated with a
credit card number and different from the credit card
number has been received from the another electronic

commerce server; and transmitting means for transmitting

13




to performcredit inquiry processing by the electronic connerce erver on
the basis of the unique nunber and the information in t HeMAghd QHé neans if
credit inquiry request  information including a unique nunber associ ated
with a credit card nunber and different fromthe credit card nunber has
been received fromthe another electronic comrerce server; and
transmtting nmeans for transmtting 13 8 March 2006 the credit inquiry
request information to a predeternined another electronic comrerce server

11 the credit,ddy ” %lil}.pl_‘rcfron 44 1§, A9k 1 0; 0 E%rfo[gfifegj@éfeér{?ﬁnglie‘:”?”i ¢

conmer ce Sserver. C conmmerce server hol di ng

Teans, %ﬁe?“@’? ctron réméér%ﬁe{(% 8&99'% LAY o By dhe ji gerponi

connerce server; credi inquiry “reque |nfornat|on i hct ing’a uni que
nunber has been. recelved fron1the ano ther %Ie% roni.c onnerce server, nmay
ad eg&@ﬁgr nlq

det er ni rfe” Whe ?%% pQP or é?e@%; anlry pr he electronic

commer ce_server on the baS|s of the unique nunber and the information in
t he hO|Cﬁ?ﬁF§ﬁﬁﬁK§eE¥%Flf the credit inquiry processing is not to be

performed by th ctroni c. conmerce server m.t the credit
SARSRES A atati KRBl et p S S T Gl Al

comerce server. . . . . . .
' %mmélng means, unique number information for credit inquiry

by the electronic commerce server; if credit inquiry
request information including a unique number has been
received from the another electronic commerce server, may
determine whether to perform credit inquiry processing by
the electronic commerce server on the basis of the unigque
number and the information in the holdiﬁg means; and if the
credit inquiry processing is not to be performed by the
electronic commerce server, may transmit the credit inquiry
request informaticon to a predetermined another electronic
commerce server.

The unique number information may be the member
information to be referenced when credit inquiry is
performed on the basis of a unique number and so on and
has a unique number, credit card information (credit card
number, credit card expiration date, credit card type,
credit limit, payment form, outstanding balance, and so
on) and member attribute information (name, address,

telephone number, and so on).
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The uni que nunber information nmay be the nenber infornati@n bo ﬁg
referenced when credit inquiry is performed on the basi € ¥#8 9P que
nunber and so on and 'has a unique nunber, credit card information (credit
card nunber, credit card expiration date, credit card type, <credit limt,
paynent form outstandi ng bal ance, and so on) and nenber attribute
informati on (nanme, address, telephone nunber, and so on). 14 8 March 2006
That the credit inquiry processing is not performed (authorization is not

perfored) my depel ecytnateaecsing Lee dn el o yplgue nuber
hot becdre FRE SH] dat Bp airorT oot Sive Mo L tethatey {RETtRF que number
'atucd VRACrROEE UEET dRSaT dobdrdl fanbo P i GUE FuhBEPTBRE Toahot her
br edot or FITEH°61 COEPOTFE COtmei-a S SAALI o DEDar ol GEer BHMESComer co
server of _the center for exanpl.e. Upon reception of the credit inquiry

request °F nflof nkBFBAVPACFEGARG 4NGNIGYe HRAHIETT Nt EQTM} ke ¢ othis

unique number dcoes not become the object of authorization.
In this case, the unigque number may be transferred, for
authorization, to the server of the company which issued
the credit card corresponding to this unique number via
another predetermined electronic commerce server. In this
case, this another predetermined electronic commerce
server may be an electronic commerce server of the center
for example. |
Upon reception of the credit inquiry request
information including a unigue number not subject to
authorization from another electronic commerce server,
the electronic commerce server can transfer this unique
- number to the electronic commerce server of the center for
example which identifies the issuing company which
- performs authcrization. |
Also disclosed is an electronic commerce server
connected to another electronic commerce server over a
network, including: holding means for heolding unique

number information for performing credit inquiry by the

15




aut hori zation from another el ectronic conmerce server, é?@ %$gﬁbéonic
commerce server can transfer this unique nunber to the at conmer ce
server of the center for exanple which identifies the issuing conpany

whi ch perforns authorization. A so disclosed is an electronic comerce
server connected to another electronic commerce server over a network,

i ncl udi ng: hol di ng neans for hol di ng uni que nunber information for
performing credit inquiry by the 15 8 March 2006 el ectronic comrerce

server:  SLEL DAL AIRARLOL o daler AU g st e 10 pesfor m cr edi'

i nquiry processing P&Ct T ori ¢ combrce $ervers on Fhe basis of the
and the.in tion | means |if edit inquiry

uni que n t he hol din

eguest #%?%rﬁépﬁ8ﬁ rhet Ehgn o, B i ki "hdBEr etsfER Tty adt
card nu E rent fron1the credlt camg} nber gen recei ved
fromthe y g?hg °E §8P98nF8m@85ﬁ§w§?%%ﬁWé?“ % ?S?ﬁqﬂ? g ©processi ng
nmeans for erfornl the cr d|t ir rocessi on.the basis, of the
credit iﬂ% g?? PgaﬁggtanﬁnF 5& e&?&i%ﬂeﬁﬁ? I Py BPeREsding is to
be perfor t he electronlc conmer ce server; and transmtting means
for transhf n&%Fnénﬁu&ngF?qPﬁéﬁl%@fqaﬁﬁH%OQMﬁQ99q%9%ﬂpﬁo%%%%?ﬁg result of

the credit inquir
number as3ociated with a credit card number and different

from the credit card number has been received from the
another electronic commerce server; credit ilnquiry
processing means for performing the credit inguiry
processing on the basis of the credit ingquiry request
information if the credit inquiry processing is to be.
performed by the electronic commerce server; and
transmitting means for transmitting a credit inquiry
result which is a processing result of the credit inguiry
processing means to the another electronic commerce
server.

The electronic commerce server may hold, in the
holding means, unique number information for performing
credit inquiry by the electronic commerce server; if
credit inquiry request information including a unique
number has been receilved from the another electronic
commerce server, may determine whether to perform credit
inquiry processing by the electronic commerce server on

the basis of the unique number and the information in the
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processing neans to the another el ectronic commerce Serﬁﬁﬁﬁ&$qﬁ glectronic
commerce server may hold, in the holding neans, unique 9P or mat i on
for performing credit inquiry by the electronic commerce server; if credit
inquiry request information including a unique nunber has been received
fromthe another electronic comrerce server, may determ ne whether to
performcredit inquiry processing by the electronic commerce server on the
basi s of the unique nunber and the information in the 16 8 March 2006

hol di n . 1 f the credit inqguiy{. rocessing is to.be ,perforned by the
eIectrgnﬂgfggﬁﬁe?géngér&grF%ﬁhfgﬁér%b%ﬁq%%ﬁg reﬁﬁ?s?ﬁaﬂi%g %?O%Sssiné and
may transni% a cregit ingquiry result to the another electroni.c_comrerce
Server . RRBTRPRHR PYn§lr § LEEEHT My WG (N ¥ St HBPY ZBEF SR Fesul t
informatjon which is sent after credit ipquiry is performed. The credit
nqui ry TRSUFESTR TBEUABYAPREEY 4 ACH M an- SRRHBY F 72t FEAIFESUl Lo t he

above-nenti oped aut horization request information (a credit inquiry
request ) 1P¥hatYcr el tiﬁ&u?%f ﬁpg 'lﬁ}QQ$ﬁﬁﬂ¥?néﬁﬁWef%ﬁtﬁ%FV?ﬁtion is

performed) may denote that, because the_ unique nunber information (nmenber
i nf or mat i on) The credit inquiry result may denote the

authorization result information which is sent after
credit inquiry is performed. The credit inquiry result may
be obtained by attaching an authorization result to the
above-mentioned authorization request information (a
credit inquiry request).

That credit inquiry processing is performed
(authorization is performed) may denote that, because the
unigue number information (member information)
corresponding to the unique number of the received credit
ingquiry request is held, this unigque number may become the
object of éuthorization, for example. In this case, the
electronic commerce server may reference the unique number
information (member information) to perform authorization
on the basis of the received credit inquiry request.

Upon reception of a c¢redit inquiry request
including the unigue number to be authorized from another
electronic commerce server, the electronic commerce

server can perform authorization and may send a credit
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correspondi ng to the uni que nunber of the received credit_ inquiry request
is held, this unique nunber nay becone the object of auﬁﬂg?ﬁggpp%n, for
exanple. In this case, the electronic comrerce server may reference the
uni que nunber information (nenber information) to perform authorization
on the basis of the received credit inquiry request. Upon reception of a
credit inquiry request including the unique nunber to be authorized from
another electronic comerce server, the electronic commerce server can

per for m AtgRory 2aLLaNand TR SR & Ghdlidedhs) 8 MBI LR 2OPP, LOAYRTY [ esult

indicative of The result of authorization to t her el éctronic

connercq8§?%%§%é%§§§hgggg§%CQi% H%§%%F§L%%&{§ﬁ%%g% nmer ce server nay

bel ong t an e Tatter ose Yonic commerce servers

may belong to crfg%t Les, menber st ore managi ng_conpany for
exanpl e. Each el'ec H%%%%gb?%%gﬁgggée?%ggtﬁ%@l?r%ﬁﬁﬁ%ﬁg%1S%fﬁ%ﬁu%axunber

i nst ead ,0f, a cr.edi card. nunber,,.th i que,. nunber, being different from

t he cred?‘?locne?r i eerc,enit(r:frt ﬁréd %}P%gjeéé%%g e scgé)lsa?tdee eFﬁrgﬁ{’%ori zation, so
that the risk of the |eakag f personal ,jnformation such as credit card
nunber | SR S5 S5F VERS AV aPRAPRT off OiF FEIWSHES. RETPABESF edbied.

member store managing company for example.

Each electronic commerce server may transfer a
unique number instead of a credit card number, the unique
number being different from the credit card number, in the
processing associate with authorization, so that the risk
of the leakage of personal information such as credit
card nﬁmber and so on by the interception on networks may
be reduced.

Consequently, even in the case where the issuing
company performs authorization and the member store
managing company manages member stores, the authorization
of credit card members can be performed with security
while reducing the risk of the leakage of the member

.information having credit card numbers and so on by the
interception on networks.

It is also practicable for the electronic
‘commerce servers to decrypt the received unique number

. encrypted by triple-DES (Data Encryption Standard), SSL,

or the like. In this case, each unique number may be
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Consequently, even in the case where the issuing conpany, @enﬁgkﬁg
aut hori zation and the nenber store nmanagi ng conpany nman r r stores

the authorization of credit card nenbers can be performed with security
whil e reducing the risk of the | eakage of the nenber ,information having
credit card nunbers and so on by the interception on networks. It is also
practicable for the electronic conmmerce servers to decrypt the received
uni que nunber encrypted by triple-DES (Data Encryption St andard), SSL, or
the like, each _uni_que nu na Mar ch, 2006. encrypt ed
bef or e DEI%EY%ES§S%§?558 o&épgatngpsmﬁ?% y f%??% L §ﬁ0|ﬁg t he

t di scl d I t t hod
or an 4f SEEVDR Sxﬁaﬂﬁé}ﬂ@e%& P e L Z?ETJF Foni ¢ conmer ce

server over a n | udi,ng the te s of;: holdin |nforna i on about a
credit card comj% %F‘Efﬁoﬁgfﬁf g? cre LA r‘iPmH?‘?)"g |”I“§/1flh‘§ a credit
card coppan erforns credit uiry on the basis of the unique
nunber ﬁg %% EhEHF OBéFdCEHWﬁéﬁflﬁﬁ SRt T I EFEeLr B RPPHEGFry request

i nformati on |nclud|ng a uniq nunmber associated with a credit card nunber
and di f fet@RELOREENT ﬁ@eEF§d§€rN@ﬁbéﬁﬁﬁé§iHB%HW?%Eel%ﬁalﬁﬁdﬁﬁtﬁéﬁanother

steps of: holding information about a credit card company
which performs credit ipquiry; identifying a credit carxd
company which performs credit inquiry on the basis of the
unigue number and the credit card company information if

credit ingquiry request information including a unigue

number associated with a credit card number and different
from the credit number has been received from the another
electronic commerce server; and transmitting the credit

inquiry request information including the unique number to

an electronic commerce server of the identified credit
card compaﬁy.

Also disclosed is an electronic commerce method
for an electronic commerce server connected to another
electronic commerce server over a network, including the
steps of: holding unique number information for performing
credit inguiry by the electronic commerce server;
determining whether to perform credit inquiry processing
by the electronic commerce server on the basis of the

unigue number and the information in the holding means if

19



el ectronic commerce server; and transmtting the credit égggy§%$ equest

i nformation including the unique nunber to an el ectroni i 8 server
of the identified credit card conmpany. Al so disclosed is an electronic
comerce nethod for an electronic conmerce server connected to another

el ectroni c conmerce server over a network, including the steps of: holding
uni que nunber information for performng credit inquiry by the electronic
comerce server; determ ning whether to performcredit inquiry processing
by the e roni [ server_on e. basi f.th uni.que nunber and

he' 1 orreet o FaCPRY Rerutly nneddtudTe fafint BBos Brale ™ mau ry

the informatron™i ing nmeans i cre

request inf.ormation inclyding.a_uniqu nunber associated, W.th a credit
card nuTbaPS G GFTFET SR YR Bt e CEr bt Tt I adt BESFEPBeor ved
fromthe. another elecitroni¢g co rce server; and transmtti the credit

| nqui 1y FRITCERS ] FROTha PO BURPEreReRe AR S GRiON s L BB PN & comer ce
server if tqg credit inquirg BRrocessin is not to be perforned by the

el ect r orfiRC ROt et ERVEr CORMEE CFi SEFYSEd it b Tttt 9 ¢ rce

nmet hod for_an el ectronic commerce server connected to another electronic
connercé3%%ﬁ%%rl%@%+r§ heterk, irderagitign & @ predetermined

another electronic commerce server if the credit inquiry

.processing is not to be performed by the electronic
commerce SsServer.

Also disclosed is an electronic commerce method
for an electronic commerce server connected to another
electronic commerce server over a network, including the
steps of: holding unique number information for performing
credit inquiry by the electronic commerce server;
determining whether to perform credit inquiry processing
by the electronic commerce server on the basis of the
unigue number and the information in the holding means if
credit inquiry request information including a unique
number associated with a credit card number and different
from the credit card number has been received from the
another electronic commerce server; performing the credit
inquiry processing on the basis of the credit inquiry
request information if the credit inquiry processing is to
be performed by the electronic commerce server; and

transmitting a credit inquiry result which is a processing
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steps of: hol ding unique nunber information for perform inquiry
by the electronic comrerce server; determ ning whet her E%WB%%Eﬂpﬁlcredlt

inquiry processing by the electronic conmerce server on the basis of the
uni que nunber and the information in the holding neans if credit inquiry
request information including a unique nunber associated with a credit
card nunber and different fromthe credit card nunber has been received
fromthe .another electronic conmrerce server; perforning the credit

i nquiry Prgﬁf§s Pgtgn E %d?%sh g@}éﬁf@§r8gsgl nqg Jequest i nformation

if the credi y Pprocéssin (1he el ectronic
conmer ce_se ver ﬁ& transnlttlng a credit |an|ry result which is a
processi%@ ?Eﬁ%ﬂﬂﬁfr%ﬁﬁm? 6f th&EVEFedit i nquiry proce53|ng step to
t he anot her el%§%r0n| comer,.ce server.. Al so .disclosed is aq:electronlc
comer ce system Owﬂf%ﬁ 8S?Fréﬁ 8P ELPEHTF OSSR 158 VIS U s ond

el ectronic, comrerce ser an el ectronic commerce server of a credit
card conah§" af er+hEEr € ﬁﬁéf?@&cofgpm§r9%ﬂﬁﬁﬁW?rMWﬁN%ﬁ?Pn?he first

el ectronic conmerce server including: credit inquiry request information

generat|%becﬁﬁ%%écfSPmﬁgﬁéﬁaﬁﬁﬁgeére&PF|%ﬂmﬁ%%FW%Rﬂk%tc?Wﬁ%ﬁﬁ%t|on

i ncluding a unique nunber associated with a credit card
server of a credit card company are interconnected over a

network, wherein, the first electronic commerce server
including: credit inguiry request information generating
means for generating credit inguiry request information
including a unique number associated with a credit card
number and different from the credit number; and
transmitting means for transmitting the credit inquiry

- request information to the secdnd electronic commerce
server, the second electronic commerce server including:
holding means for holding information about a credit card

+ company which performs credit inguiry; identifying means
for identifying a credit card company which performs
credit inquiry on the basis of the unique number and the
credit card company information if the credit inquiry
request information has been received from the first
electronic commerce server; and transmitting means for
transmitting the credit inquiry request information
including the unique number to an electronic commerce

server of the identifying credit card company.
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nunber and different fromthe credit nunber; and transmttin ns for
transmtting the credit inquiry request information to @H@m§g@§ﬁ§

el ectronic commerce server, the second el ectronic commerce server
including: holding nmeans for holding information about a credit card
conpany which perfornms credit inquiry; identifying nmeans for identifying a
credit card conpany which perforns credit inquiry on the basis of the

uni que nunber and the credit card conmpany information if the credit
inquiry request, infgrnaiion has been recqjved fromthe first, electronic
commer ce server:2hAQ CHARSAPE A§ ABENS 1EST T IS ST R ¢ 1E° &7 8di t
inquiry request.infqormatio i_ncl udi ng the uni que nunber to an el.ectronic
comer ceiDSERVER Bf TERG T ALRETFYTHG UM 1% of O EORpaRy. @ 23S M ch 2006
Al so disc]Josed is and el ectronic comerce system in %hich a first

el ect r onFtECbRAB! Ee CORIGEFCa G Ty e S LTHI T MM S COMMEF EePserver are

i nterconnected over a network, wherein, the first electronic comrerce
server TREYaAkngwheredny thGuifly Ste UK TR F R IRPT genBFE¥Y PRy means for
generating credit inquin¥ request information including a unique nunber
associ at BCWRERRE : cFERPL teAPdUiFunEaaua™t dirfereat 1PRoAEPREAELEH t nunber

and transmtting neans for transmtting the credit inquiry
means for generating credit ingquiry request information

including a unigue number associated with a credit card
number and different from the credit number; and
transmitting means for transmitting the credit inquiry
reguest information to the second electronic commerce
server, the second electronic commerce server including:
holding means for holding unique number information for
performing credit inguiry by the second electronic
commerce server; determining means for determining whether
to‘perform credit inguiry processing by the second

electronic commerce server on the basis of the unique

number and the information in the holding means if

credit inguiry request information has been received from
the first electronic commerce server; transmitting means
for transmitting the credit ingquiry request information to
a predetermined another electronic commerce server if the

credit inquiry processing is not to be performed by the

2la



request information to the second el ectronic comrerce %KF& d second
el ectronic commerce server including: holding nmeans for dﬁng uni que
nunber information for performng credit inquiry by the second el ectronic
commer ce server; determ ning nmeans for determ ning whether to perform
credit inquiry processing by the second electronic comrerce server on the
basis of the unique nunber and the information in the holding neans if
credit inquiry request information has been received from the first

el ectr onsgceAATRNER LTV cdnISIE tééfkgeﬁea&?ed{@rlﬁaamx%lgﬂ tting the credit
|an|ry request information to a predeterm ned anothér electronic commerce

server ifrbhess¢hgUinkahRAYidyY JUGCasSINY dSedPt quere%f_»eﬁgegi the 2la
8 Nhrch 006 second el ectronic commerce server; credit quiry processing

means fognPpehEOLELAY efredinle iU Y @glﬁfﬁlpn%% uOL: therBasLE18h fike C;ed't

inquiry request information if the cr Iry processing Is to

perforneghgycgggltsgﬁggqr§l%&%Eggéiﬁqj Vﬁl gr%§£f0§ﬂgdtggnﬁﬁlttlng means

for transmtting a cr quiry res a processing result of

the creditobRgubiycPLAGESSIIgIEaNS %etrovet)pe J4gLr el LoDhG, Gomer ce

server. IS a programr tor causing a UnCtI on as
the e'eCf&PnkgaﬁgﬂﬂﬁEﬁﬁgS%r%%edlt inguiry result which is a

.processing result of the credit inquiry processing means
to the first electronic commerce server.

Also disclosed is a program for causing a computer
to function as the electronic commerce server.,

Also disclosed is a recording medium recording a
program for causing a computer to function as the
electronic commerce server,

The above-mentioned program may be distributed

over networks or in the recording medium

Brief Description of Drawings

FIG. 1 is a schematic diagram illustrating an
electronic commerce system 1;

FIG. 2 shows member information table 15a and
member information table 19a;

FIG. 3 illustrates a system of unique number 101;

FIG.. 4 shows member store information table 15b;

21b




Al so disclosed is a recording nediumrecording a programfor causing a
conputer to function as the electronic comrerce server. rch 2006
above-nmenti oned program may be distributed over networks or in the
recordi ng medium Brief Description of Drawings FIG 1 is a schematic
diagramillustrating an electronic commerce systeml1l;, FIG 2 shows nenber
information table 15a and nenber information table 19a; FIG 3 illustrates
a system of unique nunber 101; FIG .4 shows nenber store information table
15b; 21b 8 Nhrcagg 06 Flﬁ. 5 sho .credié card company information table
17a; FIG 6 sho ut RoPP2AS &iF $EGueSt TR nf BPREMYor B IREFH EO1 7 shows
authorizatjon result information 37; FIG 8 is a flowhart descri bing
operatioﬁahﬁetﬁ @’computers 5 and 7 and servers 9, 11, and 13; FIG 9 is a
fl owmchart describing operation of the conputers 5 and 7 and the_servers 9,
11, and 13; and FEF G ©18"P¥SaPFBRERZAL 188 EEMSTF ogeraiTdnof the

conputers 5 and 7 and_the servers 9, 11, and 13.. Best Mde for Carryi ng out
the I nvention . 7 shows authorization result information 37;

FIG. 8 is a flowchart describing operation ¢f the
computers 5 and 7 and servers 9, 11, and 13;

FIG. 8 is a flowchart describing operation of the
computers 5 and 7 and the servers 9, 11, énd 13; and

FIG. 10 is a flowchart describing operation of

the computers 5 and 7 and the servers 9, 11, and 13.

Best Mode. for Carrying out the Invention
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21c 8 March 2006 [First enbodi ment] The followi ng describes in detail a
first enbodinent of the present invention with ref erenceé Mgrch&’pﬁ i Ngs.
FIG 1, is a schematic diagramillustrating an electronic commerce system
1 practiced as a first enbodinent of the invention. A nenber 25 is a
menber of a credit card issued by an issuing conpany 33 and owns an I C
card 23 having the capabilities of the credit card. A nmenber store 27 is
a credit card menber store that can make settlenments by the credit card

i ssued by the,issui ponpany 33 and runs a virtual store on a network for
exanple. A ﬁ'ﬁ?‘rﬁ%? er&?%‘?ﬁ“%?ﬁgi ng conpany 29 manages and cul tivates the

-menber store 27 and perforns,  authorization (credit. inguiry) for exanple.
The nmenber store nehagi FyL tORRGMPeseikes) 9y defakl & #iFsEs an acquirer.
The issuing conpany 33 issues the IC card 23 storing a credit card

nunber, a uRPRRIPRABSL BRI R and R Fierhe’ L ButIRhSsRaG o O cr edi t
inquiry). The issuing conmpany 33 is also referred to as an issuer. |n what
foll ows, th@rawidmder store nmanagi ng conpany 29 and the issuing conpany 33

are generically referred to as credit card conpani es.
: FIG. 1, is a schematic diagram illustrating an

electronic commerce system 1 practiced as a first
embédiment of the invention.

A member 25 is a member of a credit card issued
by an issuing company 33 and owns an IC card-23 having
the capabilities oﬁ'the credit card. A member store 27

~is a credit card member store that can make settlements
by the credit card issued by the iésuing company 33 and
runs a virtual store on a network for example. A member
store managing compéhy 29 manages and cultivates the
member store 27 and performs authorization (credit
© inquiry) for example. The member store managing company
29.is also referred to as an acquirer. The issuing
company 33 issues the IC card 23 storing a credit card
number, a unique numbér, and.so on and performs
Tauthorization (credit inquiry). The issuing company 33
is also referred to as an issuer. 1In what follows, the
member store managing company 29 and the issuing company
33 are generically referred to as credit card companies.

It should be noted that authorization (credit
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It should be noted that authorization (credit 22 8 March 2006 inquiry)
denotes a process associated with the sale to the credit &MpEhORBer
corresponding to a particular credit card nunber, nanely a process for
determning whether the saleé of a product is permtted to the credit card
nunber -on the basis of the expiration date or the credit limt anount of
the credit card for exanple. A center 31 provides neans for assigning a
uni que nunber corresponding to each credit card nunber and executes
processi ng associated with the transfer of data between the credit card
conpani es such as the nmenber store managi ng conpany 29 and the issuing
conpany 33 1HESHE latdENAiash & IS arab I3 icgmse widd. thiee s@deaitios of the
uni que nunber will be described later To a network 3, the conputers 5 and 7
and the seiherersglitl targhierdber eqoummsietingRégardpessiohilbei ng wired or
not, the network 3 operates so that, upon establishnment of a session

bet ween -a amadide caomhewimden,0 rare netavgrdocesandoa destirmdhiiag devi ce,
information may be transferred between these devices. Hence, the network 3

i s depictedvligtHdiGtht aallkeiofy « gehicd iW phronetsdi Aol tne; cheweyer, the
network 3 may be a conbination of networks as with the Internet, ~
card number on the basis of the expiration date or the
credit limit amount Qf the credit card for example.
A center 31 provides means for assigning a unique
number corresponding.to each credit card number and
- executes processing gssociated with the transfer of data
befween the credit card companies such as the membef
store managing company 29 and the issuing company 33
associated with the IC card 23 concerned. The details of
the unique number will be described later.
To a network 3, the computers 5 and 7 and the
Servers 9, 11, and 13 are connected.
Regardless of being wired or not, the network 3
operates so thaﬁ, upon establishment of a sessioﬁ between
a device connected to the network 3 and a destination
- device, information may be'transferred between these
devices. Hence, the network 3 is depicted in FIG. 1 as
_being connected with one main 1&ne; ﬁowever, the network
3 may be a combination of networks as with the Internet,

in which the networks are interconnected with gateways.

With respect to the connection of networks, instead of
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in which the networks are interconnected with gateways. Wth resgect to
the connection of networks, instead of 23 8 March 2006 t KeMaich£0p :
connection to the main line called a backbone, the tenporary connection
‘based on PPP (Point-to-Point Protocol) connection nmay be used as | ong
as-information can be transferred upon the establishnment of a session. The
conputer 5 is a conputer operating as a termnal device of the nenber 25
and is constituted by a personal conputer, a portable information
termnal, or a nobile tel ephone. capable of information transfer over a

networ k, forhexapptet dbeneoupuhietoS5the wathi Dliedd Dl ed ransdabaomd ,or mati on
over the network 3 by use of its own conmmunication capabilities or a Wb

browser apptheatiPorhpst dbheecedehtbosal! yn Fort (sint-eocosmmit er 5 has a
capability of encrypting data with SSL for exanple and sending the

encrypt ed datgebloiechHshder Kod- mdNEn& OBPEY €4 s 51 dify GRNNBEt Gehd ©ich
reader/witer (reading/witing device) 21. The reader/witer 21

rTeads/wite j t Fcar 1 B PL S e sdad @ ead from
the IC card?%éaﬁiogg?ggé?%gg?f%?b%EEE%I%?géznd sends the é%crypted data to

the conputer 5. TheplC capd, @3 Nes; an | G bhifd e oMY -adhe 1€ card 23

has credit card capabiliti‘es, contalning
terminal device of the member 25 and is constituted by a

personal computef, a portablé information terminal, or a
mobile telephone capable of information transfer over a
network, for example. The computer 5 is configured to
transfer information over thé network 3 by use of iﬁs own
communication capabilities or a Web browser application
installed additionally. Furﬁher, the computer 5 has a
capébility of encrypting data with SSL for example and
sending the encrypted data to the network 3.

The computer 5 is connected to a reader/writer
(reading/writing device) 21. The reader/writer 21

- reads/writes various data on the IC card 23, encrypts the

data read from the IC card 23 by triple-DES for example,
ana sends the encrypted data to the computer 5.

Tﬁe-IC card 23 has an IC chip {(not shown). The
IC ﬁard 23 has credit card capabilities, containing the
member information which is the credit card information
such as credit number and credit card expiration date,

and the unique number, for example. Therefore, this IC
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menber information which is the credit card information such redit
nunber and credit card expiration date, and the unique rﬁjﬁﬁ@h%%f)gr

exanple. Therefore, this IC 24 8 March 2006 card, used along with the
reader/witer 21, may function as a credit card. The details of the nenber
information .and the unique nunber will be described |later. To the
specific nmethods of reading/witing data on the IC card 23. by the
reader/witer 21, known nethods are suitably applicable. For exanple, if
the IC card 23 is of non-contact type, the reader/witer 21 reads/wites
data on the 1C card 23 by neans of radio wave for exanple;

correspondi sty wdred | aray @7 23 Helre areaatemivgd tese &l omafyo rfuneddion ng radl 0
wave for. exanple and perforns the transfer of various information held in
the | C chi pastérouehit nescdint eftea deictiilen cehd-haen nienbenrp dmdioathatsend/ recei ve
section. If the ICcard 23 is a contact- type IC card, the reader/witer 21
has a cont aatd sigded hongdd chutewill de ekiscadbieaCtlatelrh a contact section -
of the IC card 23, thereby perfornmng the transfer of = various infornation
through these contagd tRCtIpS. fihencaQiiast FFf Fdaglidigyammutiay Gataexample
functioning as a term nal device of the nenber store 27 and is constituted

by a personsy QUi ard 20HRARIR reader/writer 21, known methods

are suitably applicable. For example, if the IC card 23
is of non~contact type, the reader/writer 21 reads/writes
ldata on the IC card 23 by means of radio wave for
example; correspondingly, the IC card 23 has an antenna
section_for receiving radio wave for. example and pefforms

‘the transfer of various information held in the IC chip

through this antenné section and an incorporated
send/receive section. If the IC card 23 is a contact-

tvpe IC card, the reader/writer 21 has a contact section

which comes in direct contact with a contact section of

the IC card 23, thereby performing the transfer of
various information through these contact secfions.
The computer 7 is a computer for examﬁle

- functioning as a terminal device of the member store 27
and is.constitutéd by a personai computer, a portable
information terminal, or the like. Preferably, the
computer 7 has the capabilities of sending vgrious
information to the computer 5 in response to the access

- from the computer 5 and redirecting the access from the
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information termnal, or the |like. Preferably, the c_orrputer%' Qﬁ% the
capabilities of sending various information to the corrptf?t'g'rElr 4 response
to the access fromthe conputer 5 and redirecting the access fromthe 25 8
March 2006 conputer 5 to the other conputer or another server as required.
‘Therefore, it is preferably for the conputer 7 to have the capabilities of
a so-called Wb server. In addition, the conputer 7 creates and sends
aut hori zation request information 35 including nmenber infornmation and

sal es ampunt.s so on), thereby

sal es infor | spld p uct, names and

request i ng %blg?ﬁérgcg?rp%l?éeiroél%e%n%?%'f@ege?@e?ncf SR &S on (credit
inquiry). The server 9 is constituted by a_conputer for exanple of the
nmenmber ~ st or e°HBhAGF ng %%%ﬁ?/r%gl m>r %%‘?‘l’é%@]t% He E& STHESE dat a
redirection) fromthe -other, conputer_ 5, the server 9 had the capabilities
of .sendi ngPVAFTBUEE FRFREIINGD he ki res Wy serd@T-ectithg t he
access fromthe conputer 5 to the other conputer or another server as
required. THMEFROR:, The | omBHELTaiReFins (i sendsr agthe tiged ioRe
capabilities of a so-called Wb server. Also, the server 9 has a database
15 stori ng FRARTL i HHomatom SBolieciswing menher sndogmatiber A on tabl e
15b, and so on, thereby performng

sales information (sold product names, sales amounts, and
so on), thereby requesting thé other computer or ancther
server for authorization (credit inquiry) .

The server 9 is constitutéd by a computer for
gxample of the member store managing company 29. In

response to the access {for data redirection) from the

other computer 5, the server 9 had the capabilities of

sending various information to the computer 5 and

redirecting the access from the computer 5 to the other

-computer or another server as required. Therefore, it is
preferable ﬁor the serﬁer 9 to have the capabiiitieé of a
so-called Web server. Also, the server 9 has a daﬁabase
15 storing member information table 15a, a member store
information table 15b, and so on, thereby performipg
‘authorization associated withrauthorization request
information 35 based on the member information table 15a
and performing a settlement procedure for making
settlements with the member étore 27 on the basis of the

member store information table 15b. The details of the
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aut hori zation associated with authorization request informatiaon 35 based
on the nmenber information table 15a and performng a set® MemrbA0 grocedure
for making settlenents with the nenber store 27 on the basis of the nenber
store information table 15b. The details of the 26 8 March 2006 nenber
information table 15a and the nenber store information table 15b will be
described later. The server 13 is constituted by a conputer for exanple of
the issuing conmpany 33. The server 13 has a database 19 storing a nenber
information table 19a and so on, thereby perform ng authorization
associated wth authorization request information 35 on the basis of the
menber i nf anemsiteoniniBdinetiBsm tHieladit landfthehenamdrdberstamf or mati on tabl e
19a wi || be ‘described later. The server 11 is constituted by a conputer for
exanpl e of i@ gent®n Hablkhel Hermidrl be ks itaidalaser .17 storing a credit
card conpany information table 17a and, on the basis of the credit card

conmpany i nf or mati onrhd all@ ek a3 sendfordts Dbz at icompueeuesbri nf or mat i on
35 to the issuing conpany 33 which perforns authorization. The details of

the credit Gafghicomranthd nfydmld %ﬂ;%biye 33L7a e lseh@edessr hbgdal ater. In
t he above-nentioned configuration, a plurality _
database 19 storing a member information table 19a and so
on, thereby performing authorization associated with
authorization fequest'information'BS on the basis of the
member information table 19a. The details of the member
information table 19a will be described later.

The server 1l is constituted by a computer for
example of the center 31. The server 11 has é database
17 storing a credit card company information table 17a
and, on the basis of the credit card company information
table 17a, sends the authorization request information 35
to the issuing company 33 which performs authorization.
The details of the credit card-éohpany information table
1l7a will be described later.

In the above-mentioned configﬁration, a plurality
of computers for example and a plurality of servers for
example may operate in an integrated manner, thereby
forming the computers 5 and 7 and the servers 9, il, and
13. In this case, it is preferable for each of the
computers for example to have a part of the capabilities

of the computer 5 for example or use a method such as
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of ‘conputers for exanple and a plurality of servers for exanple may
operate in an integrated manner, thereby formng the coﬁﬂﬂ@gﬁgogsand 7 and
the servers 9, 11, and 13. In this case; it is preferable for each of the
conputers for exanple to have a part of the capabilities of the conputer 5
for exanple or use a nethod such as 27 8 March 2006 tinme division
processing, thereby perform ng sinmultaneous processing (in a pseudo
manner). in the case wherein the, nenber store managi ng conpany 29 and the
i ssuing conpany 33 for exanple are integrated, one server may operate as

the server fimeddihessenveroddssiheg, ptiograng perfomkimgy ¢heulompedwer s 5 and
7 and the servers 9, 11, and 13 execute processing and the data to be

hel d and repebdedsifgt henserye&sdd mddneand 1Bn e besstwierkim tie
recording nedia such as a CD-ROM 6-1 and a CD-ROM 6-2 and these prograns

may be di st pbhHbedsasrat QLR Ry t EeESakP- MR 1 Redi 31 FKM dordbany

Alternatively, .these prograns and data nay be distributed over the

network 3. BbGeo?2 SROWS1ENSr FBMPELyt A& MBAONsd APt £ raaﬁa'%g.ckaﬂ@%mnber

information table 19a stored in the database 15 and the t abase 109.

These- nenbeg, Lnf oropg.i gn t ables Jha..andh 19a store the infornmation for use
In : ' :
| | Theuprogréms for making the computers 5 and 7 and
the servers 9, 11, and 13 execute proéessing and the data
"to be héld and recorded in the servers 9, 11, and 13 may
be stored in the reéording media such as a CD-ROM 6-1 and
a CD-ROM 6-2 and these programs may be distributed as
stored in these CD-ROM 6-1 and CD—-ROM 6-2. Alternatively,
these programs and data may be distributed over the
network 3.
FIG. 2 shows the member information tablé 15a and
the member information table 19a stored inlthe database
15 and the database 19. These member informétion tables

15%a and 19a store the information for use in

authorization. In the present embodiment, the member

information table 15a stored in the database 15 and the
‘member informatién table 19a stbred in the database 19
have common fields. In what follows, only the common
portions of the member information table 15a (or the ' 1
member information table 1%a) will be described.

The member information table 15a and the member
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aut horization. In the present enbodi nent, the nenber information table 15a
stored in the database 15 and the nenber i nf or mati on t atf ¥amh2086ored in
t he database 19 have common fields. In what follows, only the commpn
portions of the nenber information table 15a (or the nenber information
table 19a) will be described. The menber information table 15a and the
menber 28 8 March 2006 information table 19a each have fields such as a
uni que nunber 101, a credit card nunmber 103, an expiration date .105, a
name 107, a type 109, an address 111, a tel ephone nunber 113, a credit
limt 115, a paynent form 117, and an outstandi ng bal ance 119. The uni que
nunber 101 drstermediiers dplele d Scomposedawsf felssy ssudhetaisers pnagdesynbol s
for identifying the <credit card nunber and so on; for exanple, it is a 16
di git code meithend® such asediAl IROH7 AOMERG83R3 f an caxpdiplkéonPdeter ably,
the uni que nunber 101 is a code sequence different fromthe credit card

nunber. ThaoFed tnaasl doWnertyh3 1i09 ,a adusaelreser 11i1qeat tbkyepHoAecr edit
card issued by t he i ssui ng conpany 33 normal 'y, this nunber is assigned

as an’ uni quembEan3,t e eackier ediitcand Wathalien® iFssmed1 by éﬂ@ i ssuing
conpany 33. The explratlon date 105 denotes the
an outstandlng balance 1185.

The unique number 101 is a code sequence composed
of numbers, letters, and symbols for identifying the
credit card number and s¢ on; fbr examplé, it is'a 16—
digit code sequence such as “A130017777788888”lfor
example. Preferably, the unique number 101 is a code
sequence different from the credit card number.

The credit card number 103 is a number for
identifying a credit card issued by the issuing company
33; normally, this number is assigned as an unique number

' to each credit card when it is issued by the issuing
company 33. The expiration date 105 denotes the
expiration date of each credit card; for example,
"04/2002" denotes that this credit card is valid until
April, 2002. The name 107 denotes the name of the owner
of each credit card, “Yamada Taro” for example.

The type 109 denotes the type of each credit card,
“family card,” “self card,"” “genéral card,” “gold caxd,”
aﬁd so on for e#ample. The address 111 denotes the

address and so on of the owner of -each credit card,
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exﬁiratfon date of each credit card; for exanple, "04/2002" engées t hat
this credit card is valid until April, 2002. The nane 16MBEASPEE t he name

of the owner of each credit card, "Yamada Taro" for exanple. The type 109
denotes the type of each credit card, "famly card,” "self card,” "genera
card,"” "gold card,” and so on for exanple. The address 111 denotes the
address and so on of the owner of each credit card, 29 8 March 2006 "house
nunber X, bl ock number X, town X, Shinagawa ward, Tokyo" for exanple- The
t el ephone nunber 113 denotes the tel ephone nunmber of the owner of each
credit card, ho83s-ounbaa Xy kioekr nanbapl ¥ TP ck edFhinagmva MEHenot es
the anmount of noney which can be settled by the credit card in a
- predet er mi n€akpefi ber ¢xrmekanpl Bhe"ysbepinood nlgweteslly ignafes 1500, 000
- yen may be settled by this credit card in one nonth. The paynent form 117
denot es t hetébephome muledr pafneme ¢wnemdef byaclsiagpedie et t“&a-d; for
exanpl e, "single paynent" is dedicated to single paynent, "revolving
paynment " i slé2éizatet for rexahyleng paynent, ‘and "single paynent/revol ving
paynent" denotes that any one of the paynent forns is practicable.
Revol'ving paynent Tenatwesdithaling € el 1R derfy@N RO RSN G M gdney
whiCh can be settied by the credit card in a
predetermined period; for example, “Y500,000” denotes
“that up to 500,000 yen may be settled by this credit card
in one month. The payment form 117 denotes the form in
which payment is made by using the credit card; for
. example, “single payment” is dedicated to single payment,
'“revolving payment” is dedicated to revolving payment,
and “single payment/revolving payment” denotes that any
one of the payment forms‘is practicable. Revolving
payment denotes that a certain amount corresponding to
the outstanding balance is paid monthly. The outstanding
~balance 119 denotes an amount used by use of the credit
card; for example, “Y200,000” denotes the payment of
200,000 yen.
FIG. 3, is an exemplary system of the unique
number - 101.
If the unique number 101 is 16 digits long for
example, it is configured by an upper 2 digits 123,la'

middle 4 digits 125, and a lower 10 digits 127.
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t he outstanding balance is paid nonthly. The outstandlng balgngs 119
denot es an anount used by use of the credit card; for- C @200,000"
denotes the paynent of 200,000 yen. FIG 3, is an exenplary system of. the
uni que nunber 101. If the unique nunber 101 is 16 digits long for exanple,
it is configured by an upper 2 digits 123, a mniddle 4 digits 125, and a
l.ower 10 digits 127. 30 8 March 2006 A uni que nunber upper 6 digits 121 are
a code sequence such as nunbers, letters, and synbols conposed of the

uni que nunber upper 2 digits 123 and-the unique nunber mddle 4 digits
1~5, thereby identifying a credit card conpany. The uni que nunber upper 2
digits 123 is a cadendegueeneambeanpoped 6fdﬁgﬂber$21latée&scoa@d symbol s,
thereby identifying the center 31 which issued the IC card 23. The unlque

nunber m ddleenéndiegisiehl 25 ntmdet@deletegr8NCaNnaOSPRABEUs Of oripddEd S,
letters, and synbols, thereby identifying the issuing conpany 33. The

uni que ni igFehel aWeEHUEON rSupBérapedeqiessegyesss €rRaPeseguof nunbers,
|l etters, and synbols, which is assigned in a random manner Thi s uni que
nunber 101nh&b@ruﬂhﬂﬁﬁecﬁd@1§QQBe@Qg, thereby identifying a credit
| card-company. The unique number upper 2 digits 123 is a
code seguence composqd of numbers, letters, and symbols,
thereby identifying the centef 31 which issued the IC
“card 23. The unique‘numbef middle 4 digits 125 is a cédel
sequence composed of numbers, letters, and symbols,
thereby identifying the issuing company 33. The unique'
number lower 10 digits 127 are code sequence composed of
numbers, lette:s, and symbols, which is assigned in a
random mannef.

This unique number 101 is a unique code sequence
for identifying the owner of each credit card and is
stored in the credit card, nameiy( in the IC chip of the
IC card 23 in a manne; so that it cannot be rewritten by
the user of thié credit card. The unigque number 101 is
stored in the IC chip in a rewritable manner SO that the

~
unique number 101 becomes uniqué to each credit card when
it (the IC card 23) is issued.

FIG. 4, is the member store information table 15b

stored in the database 15.

The member store information table 15b is the
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for identifying the owmer of each credit card and is stored in the credit
card, nanely, in the ICchip of the ICcard 23 in a manrfeMatsh 4008 i ¢
~cannot be rewitten by the user of this credit card The uni que nunber 101
i's .stored inthe ICchip in arewitable manner so that the uni que nunber
101 becones unique to each credit. card when it (the IC card 23) is issued.
FIG 4, is the menber store information table 15b stored in the database
15. The nmenber store information table 15b is the 31 8 March 2006
“information for use in nmaking settlenments between the .nenber store 27 and
each credi ticgoshaonpaoantedn rfakss sidil exernd snbvedercest b€ code 131, a
menber store nanme 133, an address 135, a tel ephone nunber 137, a fund

settl enent memeentstkd® 2andciml usimessdidt egord) coogenyd ndlh@smenber store
code 131 is a code sequence conposed of nunbers, letters, and synbols and

the menber sed$ AfcH fd demtdnibiead dnpddicodeensdr, st aeabeadstbld®.  One
exanpl e of the nenber store code 131 is "99991111." the nenber store nane

133 is-the qnane 1013 ! hg Vs SUFE 2 heldhhlarehiybelon 3gxaapltandThe
address 135 is the address of the nenber store 27, "house nunber X, block
nunber X, tonn pemet HiddphniMands TAO's s i9%eamplcatedBey code 141.
The member store code 131 is a code sequence
composed of numbers, -letters, and symbols and the member
store 27 is identified by this member- store code 131.
One example of the member store code 131 is “99991111.7
the member store name 133 is fhe name of the member'Store
27; “A Jewelry” for example. The address 135 is the
"address of the member store 27, “house number X, block
number X, town X, Shinjuku ward, Tokyo” for example. The
telephoné number 137 is the telephone number of the
member store 27; "813-1111-xxxx"” for example. The fund
settlement account 139 denotes the fund settlement
account of the member store-27, “0001-01-163—xxxxxxx” and
“Bank A, Branch B, general account XXXXXXX” for example.
‘The business category code 141 denotes the business
"category of the member store 27; “AOOl"_denotes the
jewélry dealer for example.
FIG. 5, is fhe credit card company information
table 17a stored in the détabase 17.

The credit card company information table 1l7a
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t el ephone nunber 137 is the tel ephone nunber of the nenber store 27,
"813-1111-xxxx" for exanple. The fund settlenent account® M8EhFURBt es t he
fund settlement account of the menber store 27, "0001-01-163-xxxxxxx" and
".Bank A, Branch B, general account XXXXXXX' for exanple. The business
category code 141 denotes the business category of the nenber store 27,
"A001" denotes the jewelry dealer for example. FIG 5, is the credit card
conpany information table 17a stored in the database 17. The credit card
conpany -information table 17a 32 8 March 2006 provides the information of
use in identifying for -exanple credit card conpanies which are the nenber
store nanapknyidespting 29farmhtiheni sBuisg Lwnpaayt B8y iy fexanpl e and has
fields such as a uni que nunber upper 6 digits 121, a credit card conpany
type 151, aeramplé cosdhit coxpRnyormiea®i d53vh ol &re i S8dlinGnsOMarLcode 155,
The uni que nunber upper 6 digits 121 is the same as the uni que nunber

upper 6 di ghésad2dgsephny H Qnd, thdai@dyidy CQHHSBAUENGR,f or identifying
a credit card conpany. The credit card conpany type 151 denotes the .type

of a creditegafl & MAM:s fOle RIGT G A~ 2 ABNGES nulRlr thipe.Credit card

conpany is the nenber store - , :

: digits 121, a credit card company type 151, a credit card
company name 153, ang.an issuing company code 155.

The unique nﬁmber upper 6 digits 121 is the same

as the unique number upper 6 digits 121 shown in FIG. 3,
'namely a code sequence for identifying a credit card
company. The credit card company type 151 denotes the
.type of a credit card company; for example, “A” denotes
that this credit card company is the member store
‘managing company. 29 (;cquirer), "I” denotes that this
credit card company is the issuing company 33 (issuer),
and “A/I” denotes that this credit card company is boﬁh
the issuing company 3§(issuer)‘and the member store
managing company 29 (;cquirer) in an integrated manner.
The credit card company name 153 denotes the name of a
~credit card company, “Tomato Credit,” “Y International,”
or “Z Card” for example. The issuing company code 155 is
2 code sequence for identifying the issuing company 33
which issues credit cards, “3001” for example. The

issuing company code 155 may be the unique number middle

4 digits 125 shown in FIG. 3.
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naﬁaging conpany 29 (acquirer), "I" denotes that this credit ¢ rg conpany
is the issuing conpany 33 (issuer), and "A/l" denotes t HEaMagah; redit
card conpany is both the issuing conpany 33 (issuer) -and the nenber store
managi ng conpany 29 (acquirer) in an integrated manner. The credit card
conpany nane 153 denotes the nane of a <credit card conpany, "Tonmato
Credit," "Y International, or "Z Card" for exanpl e. The issuing conpany
code_155 is a code sequence for- identifying the issuing conpany 33 which
i ssues credit cards, "3001" for exanple. The issuing conpany code 155 nmay
be the uni que NUNbeFIGr dill eis 4chi ushariEathiomn iegueist, iafoggagivRr ch 2006
FIG ‘6, is the authorization request information 35, and FIG 7, is
aut.hori zat i %, r&m@lﬂl@rﬁlur&ﬂ|autﬁﬁkliﬁuiqnuﬂﬁaubﬁﬂunﬁwnmapygm 3i7nf or mat i on
35 is created and sent when the conputer 7 (the nenber store 27) for

exdanpl e requests auttordwic Ol anbn atpacttf dn foautatdonz &5 ds. Al so, the
aut horization result information..37 indicates the result of authorization.

The aut horigaé e raqesdnt MdiiHOeokputas: 7 | @hds reudle rastareni que
nunmber 101, an expiration date 105, a nane 107, a type 109, an issuing
~conpany codg7 158, &IMIRerhitifes RAGkILatakeh Saldes s sedmgbiron 161. The
authorization. Also, the authqrization result '
information .37 indicates the reéult of authorization.
The authorization request information 35 has-
fields such as a unigque number 101, an expiration date
105, a name 107, a type 109, an issuing company code 155,
a member store code 131, and sales information 161. The
lauthorization result information 37 has fields such as a
unique number 101, an expiration date 105, a name 107, a
type 109, anlissuing.company codé'155, a member store
code 131, a sales infdrmation 161, and an authorization
result 163.
The unique number 101, the expiration date 105,
the name 107, and the type 109 are the same as the unique
number 101, the expiration date 105, the name 107, and
”the type 109 of the meémber information table 15a and the
| member information table 19a (FIG. 2). The issuing
company code 155 is the same as the issuing company code
155 of the credit card company information table 17a (FIG.

5). The member store code 131 is the same as the member
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aut hori zation result information 37 has fields such as a k%%%ogunber
101, an expiration date 105, a nanme 107, a type 109, an issulng conpany
code 155, a nenmber store code 131, a sales information 161, and an -
authorization result 163. The uni que nunber 101, the expiration date 105,
the nane 107, and the type 109 are the sane as the unique nunber 101, the
expiration date 105, the nane 107, and .the type 109 of the nenber
information table 15a and the nenber information table 19a (FIG 2). The

i ssuing conpany code 155 is the same as-the issuing conpany code 155 of

the credit C ny-4 nf pr ion table 17a (FLG 5). The nenber store
code 131 isg??gesgﬁgéa¥3%hégﬁgg éﬁaﬁﬁeﬁ P eh éﬁ%ﬁ?@ﬁ?ﬁ%?c o IP%f . t he
nmenber store.inforpation table 15b FIG 4), The sales information 161

i ndi cates t et%anéﬁgof ©pTd tIT%P{EﬁEﬁﬁQﬁﬁﬁﬁxﬁqﬂ#QQﬁ?ﬁnﬁﬂﬁﬂﬂaﬂﬁhe price
of this product t$e tax on the purchase, and so on; "Jewelry X Y315, 000
(tax incl ustved PFEIuGk ahpIRe AR R dihomenkan + thes Hridiec atfes t he
result of an. authorizatiaon operation, namely whether credit has been nmade

or not. Fortt&npreduoty thejitas e i ruwdiassaanseae wade, "X i ndi cat es

that credit has not been made, and "a" denotes the pending of credit
maki ng. |f “Jewelry X ¥315,000 (tax inclusive)” for example.

The authofiz§tion result 163 indicates the result
.0of an authorization Qperatién,'némely whether credit has
been made or not. For example,r“O” indicates that credit
has been made, “X” iqdicates that credit has not been
‘made, and “A” denoteé the peﬁding of credit making. If
it results the pending of cfedit making, the member store
27 inquires the a credit.card company directly by
telephone for example. It should be noted that the
authorization result:163 may have the information
indicative of the reason whYZCredit has not been made.

The followinq describes operation of the
electronic commerce S}stem 1 in the first embodiment of
the present invention. 1In the first embodiment, the
‘unigue number 101, which is encrypted, is decrypted by
the server 9 (the member store managing company 29} .

FIGS. 8 and 9, are flowchartsldescribing
operation of the computers 5 and 7 and the servers 9, 11,
and 13.

The computer 5 (the member 25) accesses the site
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it results the pending of credit meking, the nenber storeg %&mkg%ﬁires t he
a credit card conpany directly by telephone for exanple. M shoul'd be
noted that the authorization result 163 may have the information

i ndicative of the reason why credit has not been nade. The foll ow ng
descri bes operation of the electronic comrerce system1l1l in the first
enbodi nent of the present invention. In the first enbodi nent, the unique
nunber 101, which is encrypted, is decrypted by the server 9(the nenber

store managi ng conpany 29). FIGS. 8 and 9, are flowcharts describing
operation dﬂEJHgféﬁﬁﬁﬁFéﬁ§Q§ea@3 AthRd coRPUSETy dPs t9, PIP¥Seand 13. The
conputer 5 (the nenber 25) accesses the site 35 8 March 2006 of the menber
store 27 (HeERsULS the rembesws&orsr 8duanst ofi ft k8enBRBBRTsEdre 27 and,
if the nmenber 25 consequently desires to purchase a product of the nenber
store 27, tdvamsesmsartlysdeslieessta payrbasef or mrodycér edi thecme®bes| ectronic
money, cash, or debit card, for exanple). |If the credit card is selected
for the paytente £20r, mtied memberc26diseleatd eoppamentf folins (b¥roredits
selected, the browser of the conputer 5 is redirected fromthe site of
t he menber catralr,e ez dtidos icomputegr, Bash,0 dihelaeit | @amedf for example).
If the credit card is selected for the payment form and
the credit card company of this service -is selected, the
browser of the computer 5 is redirected from the site of
the member store 27 (the computer 7} to the-settlément
form of the server 9. In this redirection, the computer
7 (the member store 27) requests the server 9 for the
sale and sends the information about the product to be
purchased (product code, price, etc.) to the server 3
(step 1000) .
The server 9 displays a screen for credit
" settlement (for example, a screen for displaying a
message for holding the IC card 23 up over the
reader/writer 21) on the computer 5 {(step 1001).
The member 25 (the user) holds the IC card 23 up
rover the reader/writer 21. The computer 5 reads the
unique number 101 and the expiration date 105 from the IC
card 23 through the reader/writer 21. At this moment,

the reader/writer 21 encrypts the unique number 101 and

- the expiration date 105 with triple-DES before sending
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formof the server 9. In this redirection, the conputer 78&&@?1ﬂﬁﬁper store
27) requests the server 9 for the sale and sends the i nf OrRt 1 On “about t he

product to be purchased (product code, price, etc.) to the server 9 (step
1000). The server 9 displays a screen for credit settlenent (for exanple,
a screen for displaying a nessage for holding the 1C card 23 up over the
reader/witer 21) on the conputer'5 (step 1001). The nenber 25 (the user)
hol ds the 1 C card 23 up over the reader/witer 21. The conputer 5 reads -
the unique nunper 101 and the expiration date 105 fromthe I1C card 23
through the reader/witer 21. At this nonent, the reader/witer 21
encrypts t HéwemiuehruessmPuUer dand Thee computsr on foatberosnaryhteri pl e- DES
before sending 36 8 March 2006 themto the conputer 5. The conputer 5
further endrypiss obhyyiise tdfe $SLiquehaumiiequd Oduaper théleapdrahéorxpi rati on
date 105 encrypted with triple-DES and sends the resultant data to the
server 9 ouvktd HéSetwoniptRd Witht hird pdas®ES andr dendsotheevent spoofi ng,
the personal information (for exanple, telephone nunber, address, and

Qggg expr essadhlivankama)aoftot htemerkeer2® ovbe wser hefmyrkbe.i nput (step
) this case, in order to prevent spoofing, the personal
information (for example, telephone number, addresé, and
name expressed in kana) of the member 25 (the user) may
be.input {step 1002).
It should be noted that, in step 1002, the server
'9 displays a pop-up screen on the screen of the computer
5 to make the member 25 (the user) input the ﬁersonal

information (for example, telephone number, address, and

name expressed in kana) of the personal information every

time credit making is requested. As with the unigue

number 101 and the expiration date 105, the input

personal information is also checked for validity by
referencing the member information table 15a and the
member information table 1%a. Thus, by inpﬁtting the
.bersonal information every tiﬁe credit making is
performed, the spoofing by a party who obtained the
 credit card of the member 25 in an unauthorized manner
can be prevented.
The.server 9 (the membef store managing company

23) decrypts the received encrypted unique number 101.
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It shoul d be noted that, in step 1002, the server .9 disgb%g: op- up
screen on the screen of the conputer 5 to nmake the nenbe %k user)
i nput the personal information (for exanple, telephone nunber, address, and
name expressed in kana) of the personal information every tine credit
maki ng i s requested. As with the uni que nunber- 101 and the expiration date
105, the input personal information is also checked for validity by
referencing the menber information table 15a and the nenber infornmation
table 19a. Thus, by inputting the .personal information every time credit
making is PBPfBEREET PhBodgsothRginfommphiey Wher obxammbe, thvecdugtedit card
of the menber 25 in an unauthorized manner can be prevented. The server 9
(the menber csterendapugialy sbapanyhe2prodect ypo sb¢ eureasakd encrypt ed
uni que nunber 101. 37 8 March 2006 The server 9 holds the. information (for
exanpl e, prodaeivedoficomndoppiitey aband tie ywnbgwestntobdre Jir chabsed
received fromconputer 7 and the uni que nunber 101 and the expiration date
105 recei vethérempitet conpasee 508 ndecebesy pfesh i thacaguedatedngnner as
the authorization request information 35 (step 1003). [f the unique nunber
101 is foundetoyieed i efhtcorrelated manner as the authorization
request information 35 (step 1003).
If the uhiqué number 101 is found to be a credit
card which can be authorized on the server 9; namely, if
the server 9 holds member information table 15a
corresponding to the unique number 101 (YES in step-1004),
then the server 9 performs authorization on the basis of
the member information table 15a and the authorization
request information 35 and creates the authorization
result information 37 (step 1005).
If the unique number 101 is found to be a credit
data which cannot be authorized, namely, if the server 9
does not hold the member information table 15a
corresponding to the unigue number 101 (NO in step 1004),
then the server 9 sends the decrypted unique number 101
.‘and authorization request information 35 to the server 11
{step 1006}.
The server 11 (the center 31) extracts the unique

number upper 6 digits 121 and issuing company code 155

corresponding to the unique number 101 on the basis of
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card which can be authorized on the server 9; nanely, if h@ef§3ﬁ§
hol ds nenber infornation table 15a corresponding to the & nber 101
(YES in step 1004), then the server 9 perforns authorizatlon on the basis
of the nenber information table 15a and the authorization request
information 35 and creates the authorization result information 37 (step
1005). If the unique nunber 101 is found to be a credit data which cannot
be authorized, nanmely, if the server 9 does not hold the nenber
information table 15a corresponding to the unique number 101 (NO in step
1004), then the server 9 sends the decrypted unique nunber 101 and

aut hori zat itore reguEst danfdooatdamy 3 foarald onetabilell7a( $bepded06fy The
server 11 (the center 31) extracts the uni que nunber upper 6 digits 121 and
i ssui ng comran\i ssadegl Yorpeniesgondiirg perirbemdnaquaortizhet ohO0lsaapt he
basis.of 38 8 March 2006 the credit card conpany infornation table 17a to -
identify tilgw7)ssuiNe&tCOmpaNge3dehiichspatkoiAt authopteat langhstep 1007).
Next, the server 11 sends the decrypted uni que nunber 101 ang

aUthOf'Zat&ﬁﬂ¢EEQQ%§tahﬁfQh%ﬁka&a%ﬁohOrehﬁ%s%eiﬂﬁbr&§tmﬁhcbsb@bOngS to the
ISSUIng conpany 33 which performs authorization (step 1008).

the server 13 which belongs to the issuing company 33
which performs authorizatiqn (step 1008).

The éerver 13 (the issuing company 33) performs
authorization on the basis of the member information
table 19a and the authorization request information 35
and creates the authopization result information 37 (step

. 1009). Then, the server 13 sends the authorization
result information 37 to the server 9 via the server 11

{step 1010). It should be noted that the server 13 may

directly send thée authorization result information 37 to

the computer 7 or the server 9.

If the‘authorizatibn result 163 of the
authorization result infofmation 37 is “0” (credit made)
(YES in step 1011), then the server 9 performs the

.settlement procedure associated with the member store 27
on the basis of the member store code 131 and sales
information 161 in the authorization request information
35 and the member store éode.131 and fund settlement

" account 139 in the meémber store information table 15b

(step 1012}. Next, the server 9 sends the authorization
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The server 13 (the issuing conmpany 33) perforns aut hor i ZZ%M on the basis
of the nmenber information table 19a and the authorizatio ?5@&8@?

.information 35 and creates the authorization result information 37 (step

1009). Then, the server 13 sends the authorization result information 37 to
the server 9 via the server 11 (step 1010). It should be noted that the
server 13 may directly send the authorization result information 37 to

the conputer 7 or the server 9. If the authorization result 163 of the

aut hori zat i QQSﬁfﬁuﬁfé’PfE%g?l?i?f' é%h%ﬁe "cg(%r%g&{eeldi.} p{%ég‘%%j 1d7¥9ES in step

1011), then the server or s S enent ure dssociated with

t he nenber store 27 n asi of the nenber store caode 131 a sal es
information 161 in Pﬁ% %%‘Fﬁ%r??a?i%%c?@a%s? R R R A et raﬁ’?’dlrlt(%he nenber

store code %Bé angl fund:ﬁettclle nt. accqunt 139 in the nenber store
i nformati on T aptedaEE {5t¥H (0PN NSIS FHA YA s tshen

aut horization 39 8 Ng{ch 006 result information 37 to the conputer 7 (step
1013) . The Rotpttet PrecEVEY 19k it RATaoFheanthonigeddsgt i on 37 and

di splays the authorization results on a screen (not shown) on the basis of
the aut hor i Z&#%dh 14% st (- R uthamie afiano mesatlitord nfestat iopf é7mat i on 37

(step 1014).

Having gone through the above-mentioned processes,
the computer 5 (the member 25) encrypts the unique number
101 and sends it to the server 9. The server 9 (the
member store managingicompanj 29) decrypts the received
encrypted unique number 101. Then, if the decrypted
unigue number 101 is found to be of a credit card which
can be authorized on the server 9, the server 9 performs
authorization and sends the authorization result to the
computer 7.

If the unique_number 101 is found to be of a
credit card which cannot be authorized on the server 9,
the server 9 sends the decrypted unique humber 101 and so
on to the.server 11. The server il {(the center 31)

- identifies the server 13 of the credit card issuing
éompany concernéd and transfers the decrypted gnique
number 101 and so on to therserver 13. The server 13
(the issuing compaﬁy 33) performs authorization .and

sends.the authorization result to the computer 7 via the
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(step 1014). Having gone :through the above-nentioned prdg g%? t he
conputer 5 (the nmenber 25) encrypts the uni que nunber gﬁds it to
the server 9. The server 9 (the nmenber store nanagi ng conpany 29) decrypts
the received encrypted uni que nunber 101. Then, if the decrypted unique
nunber 101 is found to be of a credit card which can be authorized on the
server 9, the server 9 perforns authorization and sends.the authorization
result to the conmputer 7. If the unique nunmber 101 is found to be of a
credit card which cannot be authorized on the server 9, the server 9 sends
t he decrypted uni que nunber 101 and so on to the server 11. The server 11 .
(the cent ers&Mer iderdhd issarvdie isler vard k3 @ .t hg tcrsgdiull dc dednbsedi ng
conpany concerned and transfers the decrypted unique nunber 101 and so on
to the servgfatlThelheSeVER hdy (ddR1 it3Uiang He@TRARY 033 ke fOr B
authorization and .sends the authorization result to the conputer 7 via the

40 8 Nhrcrléggg@ﬁi?r%%rt%e IRepsiesery 11, and so on. It should be noted
that the server may send the authorization result directly to the-

computer 7. In the abeye- ARRLIQRRA B L2@hbeR 2RE6RS3LRessing,

the computers 5 and 7 and the servers 9, 11, and 13
transfers uhique numbers which are different from credit
card numbers, thereby reducing the risk of the leakage of
the‘member informatibn such as credit card numbers by the
interception on networks.

In addition, in the first embodiment (the

décryption by the acquirer), the time necessary for

credit making processing is shorter than that in the

second embodiment (the decryption by the center) to be
described later, so that fhe first embodiment is more
efficient than the second embodiment with reépect to

- credit méking processing.
fSecond embodiment]

The fecllowing describes operation of the
relectronic‘commerce system 1 in the second embodiment of
the present invention with reference to FIG. 10. In the
above-mentioned first embodiment, the encrypted unique
number 101 is decrypted by the server 9 (the member store
managing cémpany 29). 1In the second embodiment, the

encrypted unique number 101 is decrypted by the server 11
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the conputers 5 and 7 and the servers 9, 11, and 13 tra&i&er 4ﬁ@ique
nunbers which are different fromcredit card nunbers, t 85% ﬁucing t he
ri sk of the | eakage of the nmenber information such as credit card nunbers
by the interception on networks. In addition, in. the first enbodi nent
(the decryption by the acquirer), the tinme necessary for credit making
“processing is shorter than that in the second enbodi nent (the decryption
by the center) to be described |later, so that the first enbodinent is nore
efficient than the second enbodi nent with respect to credit naking
processi ng. (F38c6RAT8Rbddl ment] The fol | owi ng descri bes operation of the

-el ectronic comerce _system 1l in the second enbodi ment of the present
invention with refeFEreel? oifl & Eherchart nghabbReE - PRATA ohidl 95 ridie

enbodi ment, the encrypted uni que nunber 101 is decrypted by the server 9

(t he menbercempreeranaging ¢ompartheogervyers he, skkoi®nbodi nent, the
encrypted uni que nunber 10.1 is decrypted by the server 11 41 8 March 2006
(the center 31). FlTheléompuier | Dwetie temiow p oprecadsns dfhea Fdteconputers
5and 7 and the servers 9, 11, and 13.

of the member store 27 (the computer 7) to browse
products of the mémber store 27 and, if the member 25
consequently desires.to purchase a product of‘the member
store 27, the member 25 selects a payment form (by credit
card, electronic money, cash, or debit card, for example).
If the credit card is selected for the payment form and
the credit card company of this service is selected, the
browser of the computer 5 is redirected from the site of
the member store 27 (the computer 7) to the settlement
‘form of the server 9. 'In this redirection, the computér
.7 (the member store 27) requests the server 9 for the

sale and sends the information about the product to be

purchased (product code, price, etc.) to the server 9

(step 2000).

The server 9 displays a screen for credit
settlement {(for example, a‘screén for displayihg a
méssage-for holding the IC card 23 up over the
reader/writer 21) on the computer §5 (step 2001). It
should be noted that the processes of step 2000 and step

12001 are the same as those of step 1000 and step 1001.
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The conputer 5 (the nenber 25) accesses the site of the menber_store 27
(the conputer 7) to browse products of the nenber store %Vbﬁﬁépoﬁf t he
menber 25 consequently desires to purchase a product of the nmenber store
27, the nenber 25 selects a paynent form (by credit card, electronic
nmoney, cash, or debit card, for exanple) |If the credit card is selected
for the paynent formand the credit card conpany of this service is

sel ected, the browser of the conputer 5 is redirected fromthe site of
the nenber store 27 (the conputer 7) to the settlenent formof the server
9. In this redirection, the conputer 7 (the nenber store 27) requests the

server 9 for the sH¢ muitbseEs (e iuvdarnmaidies abeutict karpr oduep to be
pur chased (product code, price, etc.) to the server 9 (step 2000). The

server 9 digpaYchd SRV O edit 198! tdipRitle( HOke8¥8MRhe, a screen
for displaying a nessage for holding the I1C card 23 up over the '

reader/ wi taligld Ahddie 19AMHE e SEARA40QH dalde 18BogkdnbenRoted that

the processes of step 2000 and step 2001 are the sane as those of step

1000 and sten ¢l OOl b ManEh 2006, The sRiben 25,(thg;USRLheRe! ds the 1C
o1, he

card 23 up over the reader/witer he conputer 5 reads t
the reader/writer 21 encrypts the unique number 101 and

the expiratiop'date 105 with triple-DES before sending
them to the'computer 5. The coﬁputer 5 further encrypts,
by use of SSL, the unique-ﬁumber 101 and the expiration
date 105 encrypted with triple-DES and sends the
resultant data to the server 11 by either through server
9 or directly over the network 3. 1In this case, in order
to prevent spoofing, the personal information (for
example, telephone number, address, and name expressed in
kana) of the member 25 (the user) may be input (step
2002) .

It should be noted that, in step 2002, the server
9 displays a pop~up screen on the screen of.the computer
5 to make the member 25 (the user) input the personal
information {for example, telephone number, address, and
name expressed in kana) .of the personal information every
time credit making is requested.‘ As with the unique-
number 101 and the expiration date 105, tﬁe input
personal information is also checked for validity by

referencing the member information table 15a and the
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uni que nunber 101 and the expiration date 105 fromthe I1C,_ card 23 through
the reader/witer 21. At this nonent,  the reader/witer %Wb ts the -
uni que nunber 101 and the expiration date 105 with tripl e-DES before-
sending themto the conputer 5. The conputer 5 further encrypts, by use of
SSL, the unique nunber 101 and the expiration date 105 encrypted with
triple-DES and sends the resultant data to the server 11 by either through
server 9 or directly over the network 3. In this case, in order to

pr event sp f onal i.nformatio for ., exa t el ephone nunber,
addr ess, %@%% %&%? ]Qg ¥t t U SredBert ég? timg ) may be

i nput (step 20022 ]t should be noted that, in step 2002 the server 9

di spl ays a POBSUP L HEEM B A S ent Bie tHeetdnitlend 5% 0 make t he
merber 25 (the_user) -input the personal i nformation (for exanple,

t el ephone n‘i’fﬁﬁ’é‘?r‘“% dr"e‘%% spaRf Lneh Ry é(ﬁ?aers@éd"h% qbfipnest tige per sonal
information every tine credlt maki ng is requested. As with the unique
number 101 @At hecasthitfattitvh “@&11@11%55 ithén Mawuthsarigesamansesr mation i s

al so checked for validity by referencing the nenber information table 15a

and the 43 SV lPO0B YRshber i nformation table 19a. Thus, by inputting

the ‘The server 11 (the center 31) decrypts the
received encrypted unique number 101 and sends the
decrypted unique number 101 to the server 9 (step 2003).
The server 9 holds the information (for example, produet
code and price) about the product to be purchased ahd the
unique number 101 and the expiration date 105 received

- from the eomputer 7 and decrypted in an correlated manner
as the authorization request information 35 (step 2004).

After step 2004, the processes of step 1004
through step 1014 are executed (FIGS. 8 and 9).

Thus, in the above—mentiened first embodiment,
the encrypted unique number 101 -and so on are decrypted
in the server 9 (the nember store managing company 29),
but, in the second embodiment, the encrypted unique
number 101 and so on are decrypted in_the server 11 (the
center 31) before being sent to the server 9.

In the secogd embodiment, the encryption

p:ocessing_by the server 9 is carried out by the server

}1, so that the load of the sexrver 9 is mitigated,
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personal information every tine credit nmaking is performed, the spoofing by
a party who obtained the credit card of the nenber 25 iﬁ3yﬁ(ﬁﬁ§@Bhorized
manner can be prevented. The server 11 (the center 31) decrypts the

recei ved encrypted uni que nunber 101 and sends the decrypted uni que nunber
101 to the server 9 (step 2003). The server 9 holds the information (for
exanpl e, product code and price) about the product to be purchased and the
uni que nunber 101 and the expiration date 105 received fromthe conputer 7
and decrypted in an correlated manner as the authorization request
information 35 (step 2004). After step 2004, the processes of step 1004

t hrough st epheEby dre texec wicti @Sy theantsd) ofThis, niew t he
above-nentioned first enbodiment, the encrypted uni que nunber 101 and so
on are decriptted latidrhe Sahersédverhe® pnhee skeaberaragenganagpagy 29),
.but, in the second enbodi nent, the encrypted uni que nunber 101 and so on

are decrypt@shpganyt 29 serveraddi tilode thenpebcdreef goe Bekrgpsesh,to the
server 9. In the second enbodinent, the encryption processing by the

server .9 i&}f@rdécﬁ%%libnbketg& WV eo bk mi9 bBahahhgeliog ehethe server 9
is mtigated, 44 8 rch 2006

server 11 (the center 31) in a centralized manner,

“thereby enhancing the security of the system.

The present invention is not limited to the
details of the above described preferred embodiments. The
scope of the invention is defined by the appended claims
and all changes and modifications as fall within the
equivalencé of the scope of the claims are therefore to
be embraced by the invehtioh |

In the above-mentioned first and second
embodiments, the computer 7 (the member store 27), the
server 9.(the member store managing company 29), the
server 11 (the center 31}, the server 13 {(the issuing
company 33) and so on are interconnected via networks 3
such as the Internet; it will be apparent that these
. components may be interconnected leased lines, QBN (Open
Business Network), or Internet VPN {(Virtual Private
Network) for example.

OBN is a business—ohly IP (Internet Protocol)

‘which is separated from the Internet -and may realize

high—-security, wideband high-speed communication
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thereby in turn mtigating the cost of the new installatigg@:f t he server
.9 by the nenber store managi ng conpany 29. In addition,8 ?b% Bedur es
for decryption, the decryption. keys, and so on may be nanaged by the
server 11 (the center 31) in a centralized manner, thereby enhancing the
security of the system The present invention is not limted to the
details of the above described preferred enbodi nents. The scope of the
invention is defined by the appended clainms and all changes and

nodi fications as fall _wthin the equival ence of the scope of the clains are
theref ore tP e b rREF DY RS - nERSaeY YRthd SaBoveriaRei Bied first and
second enbodi nents, the conputer 7 (the menber store 27), the server 9
(the menberst3t EhmnatiHgComsanP Wsed Hd ks ér dedicatedhaecwarss 31), the
'server 13 (the issuing_ conpany 33) .and so on are interconnected via
networks 3 such astf Hé9 mbevisemenitiopield fjesdppadesecrhdt t hese
-conponents may be interconnected | eased |ines, OBN (OQpen Business
Net wor k), cmbagtigrardts ,VRE g Aatau iraRsimistsd onNeeweekh tbhe emappter ©BN is a
busi ness-only IP (Internet Protocol) which is separated fromthe Internet
-and may r edmerberhi2fh- saduthky sewvdebandmeinpers peede coanagicsgt i on

company 29) is performed by use of SSL and triple-DES.

~ In the data transmiséion between the computer 7 ({the

member store 27}, thé server 9 (the member store managing

company 29), the server 11 (the center 31), and the

server 13 (the issuing company 33}, SSL and triple*ﬁES

may also be used to enhance the security of the system.

In the above-mentioned first and second

‘embodiments, the sexrver 13 (issuing company 33) sends the

authorization result information 37 to the server 9 (step

1010}, the server 9 (fﬁember store managing company 29)

performs the settlement procedure and so on (steps 1012

and so on)} and then sénds the authorization result

information 37 to the computer 7, the computer 7 (the

member store 27) receives this authorization result

'information 37 (steps 1011 through 1014). Alternatively,

the server 13 (the issuing company 33) may send the

~authorization result information 37 directly to the

computer 7.

In this case, the server 9 (the member store
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45 8 March 2006 conpeting |leased lines. Internet VPNis a E@BVI e by which
the Internet may be used |i ke a dedicated network. In t heb Mont i oned
first and second enbodinents, the data transm ssion between the conputer- 5
(menber 25) and the server 9 (nenber store managing conpany 29) is
performed by use of SSL and triple-DES. In the data transm ssion between
the conmputer 7 (the nenber store 27), the. server 9 (the nenber store
managi ng conpany 29), the server 11 (the center 31), and the server 13
(the issuing conpany 33), SSL and triple-DES nmay also be used to enhance
the security of the system In the above-nentioned first-and second

enbodi ment MandgE nge opapany @i03 s miayg pearfivany t3®) sedtdemehd aut hori zation
result information 37 to the server 9 (step 1010), the server 9 (nenber

st or e managinugeseipangnd propedurenenthacs et |(eteps ppdeedudesandno on
(steps 1012 and so on) and then sends the authorization result

i nf or mat i omf¥2rt acickéviagpther réqueke corpiher céntthaatieaber shere 27)
receives this authorization result information 37 (steps 1011 through

1014) . Al t gieratliewéhy, prbbessenyerr4a theheokpsubag7 CQERaNMeRBrrMay send the
authori zation. result information 37 directly to the conputer 7.

-store 27) which received the authorization result

information.37.

In the ébove—mentioned first and second
embodiments, the server 9 (member store managing company
29) has the member information table 15a to perform
‘authorization an& the server 13 {the issuing companj 33)
has the member information table 1%z to perform
authorization. It is also practicable that the server 11
(the center 31) may have the member information to
perform the processing associated with authorization
otherwise performed by the éerver 9 or the server 13.

In this case, the lcocads of the server 9 and the
server 13 may be mitigated, so that the member store
managing company 29 may mitigate the cost of the new

“installation of the server 9 and the iséuing company 33
may mitigate the cost of the ne% installation of the
server 13.

In the above-mentioned second embodiment, the
server 11 (the center 31) decrypts the unigue number 101 .

and so on (step 2003) and sends the decrypted unique
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In this case, the server 9 (the nmenber store 46 8 March Zggg Q&gﬂging
conpany 29).may performthe settlenent processing and pr H nd so on
(steps 1012 and so on) after receiving the request for the continuation of
the settlenment processing fromthe conputer 7 (the menber store 27) which
-received the authorization result information 37. In the above-nentioned
first and-second enbodinents, the server 9 (nenber store managi ng conpany
29) has the nenber information table 15a to perform authorization and the
server 13 (the issuing conpany 33) has the nenber information table 19a to
perform awyh@erzabioandl soi snatsotheaseéieabl @ (daep t2@04er veriall (t he
center 31) may-have the nenber information to performthe processing

associ at ed geicbbmaHt Bokh@ahépnthet fRiisenpebéor nel dydtde eermay 19 or the
server 13. In this case, the |l oads of the server 9 and the server 13 may

be m tigat gd«nseithat ob hendesbserest 91 estEBNAGH NY. CORPEaynROivaly i ti gate
the cost of the new installation of the server 9 and the issuing conpany

33 may m Ft'h%agsrwﬁ f?%apfdé@,@%,ﬁewﬁasﬁﬁi&@éimrtm SiVes diB. In the
above- nentioned second enbodi nent’, the
‘ {step 2003) to identify a credit card company which may

perform the authorization of the unique number 101 and so

on based on the credit card company information table 17a

and send the unigue number 101 and so on to the server:

belonging to this credit card company.

In this case; the credit card company information
table 17a may have the information indicative of a credit
card company on which authoriéation may be made, namely
the information indicative whether authorization may be
.made on any one of the meﬁber store managing cdmpany 29
and the issuing company 33 indicated by the unique number
101.

~ Consequently, the determination wheﬁher the
authorization of the‘unidue number 101 may be made on the
server 9 (the member store managing company 29) need not
rbe performed, thereby mitigating the ioad of the server 9.

In addition, because the unique number 101 which
may be authorized-on the server 9 is sent fiom the server

11, the server 9 need not return the unique number 101 to

the server 11. Therefore, the chance of the transmission
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server 11 (the center 31) decrypts the uni que nunber 101 Epd %ﬂgﬁn (step
2003) and sends the decrypted unique 47.8 March 2006 nunb®Maigy d so on
to the server 9 (step 2004), which- determ nes whether the unique nunber -
101 and so on may be authorized on the server 9 (step 1004). - :
Alternatively, the server 11 may decrypt the uni que nunber 101 and so on
(step 2003) to identify a credit card conpany which may performthe

aut hori zation of the unique nunber 101 and so on based on the credit card
conpany information table 17a and send the uni que nunber 101 and so on to
‘the server- belonging to this credit card conmpany. In this case, the credit
card conpagy kREonARGi:@NnukBBte1dTactay heveotke isfoedutédn-indicative of
a credit card conmpany on which authorization nay be nade; nanely the
infornatio@hgggbgaghﬂgngﬁgéhgﬁeaggbgg&zﬁtbgntﬁayspgtemade on ‘any one of the
menber store managi ng conpany 29 and the issuing conpany. 33 indicated by
t he uni que nunber 101. Consequently, the determ nation whether the

aut hori zation of the unique nunber 101 may be made on the server 9 (the

menber store .mapaging  » need not be performed, thereby
nitigating&Pﬁgsgggaﬂo%ggggégé%ég%yIn addi ti on, because the uni que nunber

101 whi ch As described and according to the invention,'
there are provided an electronic commerce system, an
electronic commerce server, and an electronic commerce
method that reduce the ;isks of the leakage of the member
information such as credit card numbers and the
unauthorized usage thereof and perform electronic
commerce in a secure and smooth manner in fhe
authorization (credit inqﬁiry) processing in performing

settlements with credit cards for example on networks.
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may be authorized on the server 9 is sent fromthe server Hﬂ %ﬁ) server
need not return the uni que nunber 101 to the server SHeredy t he
chance of the transm ssion 48 8 March 2006 of the unlque nunber 101 over
networks is reduced,. thereby enhancing the security of the system

| ndustrial Applicability As described and according to the invention, there
are provided an el ectronic commerce system an electronic commerce server
and an el ectronic commerce -nethod that reduce the risks of the | eakage of
t he menber information such as cregdptmgard nunbers and the unauthorized
usage thereof and performelectronic conmmerce in a secure and snooth

nmanner in the autihonnzatkerrbahedicbminddeler ¥rrReecesahBgrbl perf orm ng
settlements with credit cards for exanple on networks. 49 8 March 2006

CLAIMS  1.ar¥tied£CcéIOnt CortiMEingfe S0 VEEr FONNSEd e th s antifier el ectronic
commerce server over a network, conprising: holding neans f or hol di ng

uni que nurdefiprigfegmation for credit inquiry by said electronic

holding means for holding unique number
information for credit inquiry by said electronic
commerce server;

determining means for determining whether to
pgrform credit inquiry processing by said electronic
commerce server on the basis of said unigue number and
the information in said holding means if credit inquiry
request information including a unique number associated
with a credit card number and different from said credit
card number has been received from said another
electronic commerce server; and

transmitting means for transmitting said credit
inquiry request information to a predetermined another
électronic commerce server if the credit inquiry
processing is not to be performed by said electronic
pommercé server,

transmitting means for transmitting a credit
inquiry result which is a processing result of said
credit inquiry processing means to said another

electronic commerce server.

50




conmer ce server; determ ning neans for determ ning mheth%¥ toh&gﬁﬁform
credit inquiry processing by said electronic commerce se M@P he basi s
of said unique nunmber and the. information in said holding neans if credit
inquiry request information including a unique nunber associated wth a
credit card nunber and different fromsaid credit card nunber has been
received fromsaid another electronic commerce server; and transmtting
means for transmtting said credit inquiry request information to a

predet ermi ned anot her gl £¢LLOR)G; SONURECE SCLYELoL LS ST eI {0 | NaUI Iy
processing is not to be perforne y Sai d erecironrc ~comerte Server,
L otees ngtYainEe RELIANS I LRfaRe Chithty LIRS ER U TT L e
el ectronic ioc gcecserver.cgo 8 Nhrcg 2006 2. The, el ectroni ¢ conmerce
server accorarhg FoCcraMHFICS WRsF EFh SRF HUThi GURPHETHE? is encrypted, said
el ectroni c ,comrerce server further congrisingd decrgg%égqunnans for

decr ypt i ng9SaF 8P EhRP yBERYS uh? HudSChiibirg satd encr nique

number.

3. An electronic commerce method for an
electronic commerce server connected to another
electronic commerce server over a hetwork, comprising the
steps of:

holding'unique number information for credit
inguiry by said electronic commerce server;

determining whether to perform credit inquiry
processing by said electronic commerce server on the
basis of said unique number and the information in said
holding means if credit inquiry request information
including a unique number associated with a credit card
number and different from said credit card number has
been received from said another electronic commerce
.éerver; and

transmitting said credit inquiry request
information to a predetermined another electronic
commerce server if the credit inquiry processing is not

to be performed by said electronic commerce server;
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3. An electronic commerce nethod for an electronic co e r
connected to another electronic conmerce server over gn§%@ﬁ5$ﬁ&mﬁonprising
t he steps of: -hol di ng uni que nunber information for credit inquiry by said
el ectroni ¢ conmerce server; determ ning whether to performcredit inquiry
processing by said electronic comrerce server on the basis of said unique
nunber and the information in said holding neans if credit inquiry request
information including a unique nunber associated with a credit card

nunber and differ e&ﬁgm%&grgpééigafqug&ﬁ%rg@s%q%%ﬂ ecei ved from

sai d anot her el ectYonlc confrerce . Server, transm g said credit

inquiry re | of | on pr.edet ] ot ctronic
comer ce s@?(g;zk%aﬂgt(ﬁfen%ie(gi?E(?%%tuilr@(ﬂglr%;cer%é; n%@slﬁrgcimgot%é% per formed by

said electroni,c co rce, server; 51. 8 March 200 erformng, the credit
i nquiry prjofée%}%? n%;r%nlt thedhasy sproqc%sasijdl%rjesdiztlo ?Dnég]l.ﬁerr;./frorrénqe%lesbty i nformation

if the credit iqﬂgLéy $rocessin is to be.pﬁﬁéorned by said electronic
comerce sEPVRrSTERE U ENSHTRG RS St A Huiry result which is

transmitting a credit inquiry result which is
a processing result of said credit inquiry processing

step to said another electronic commerce server.

4. An electronic commerce system in which a
. first electronic commerce server and a second electronic
commerce server are interconnected over a network,
wherein,

said first electronic commerce server comprising:

credit inquiry request information generating
means for generating credit inquiry request information
including a unique number associated with a credit card
number and different ffom said credit number; and

transmitting means for transmitting said credit
inquiry request information to said second electronic
commerce server,

said second electronic commerce server

comprising:
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a processing result of said credit inquiry processing ste % d anot her
el ectronic commerce server. 4. An el ectronic comerce sy @ﬁﬁiﬁi&hlch a
first electronic conmerce server and a second el ectronic commerce server
are interconnected over a network, wherein, said first electronic conmerce
server conprising: «credit inquiry request information generating nmeans for
generating credit inquiry request information including a unique nunber
associated with a credit card nunber and different fromsaid credit

nunber; and transnh iéfﬁ ngsfpr t$ €n1tt|ngq§g|qmﬁbgg|t i nquiry
request |nfornat|on secondre ronic commerce server, said

" second electfonl rce server Q%&{s n%F1 g H$ 2006<£0Id|ng
neans for ho %ﬁﬂ ¢ RG gfml??ﬁ?ﬁ o Yp&Y f 3T g €1E i nquiry
by said SeCf el ectroni c_comerce server; determining neans for

det er i ni ng-ARHET Ht © t GOMBRT FOr 77 YR t |an|ry processing by said second
el ectronic commerce server,on the bggls of said unlqﬂuﬂ:nunber and the

information in sai °HOFRI HRdElFRNS ffor determining her

perform credit inquiry processing by said second
electronic commerce server on the basis of said unique
number and the information in said holding means if
credit inquiry request information has been received from
said first electronic commerce server;

transmitting means for transmitting said credit
inquiry request information to a predetermined another
electronic commerce server if the credit inquiry
processing is not to be performed by said second
electronic commerce server;

credit inquiry processing means for performing
credit inguiry processing on the basis of said credit
inquiry request information if the credit inquiry
processing is to be performed by said second electronic
commerce server; and

transmitting means for transmitting a credit
inquiry result which is a processing result of said
credit inquiry processing means to said first electronic

commerce server.
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credit inquiry request information has been received fr02$9@¥9¢?d§ rst
el ectronic commerce server; transmtting neans for trans gld credit
inquiry request information to a predeternined another el ectronic commerce
server if the credit inquiry processing is not to be perfornmed by said
second electronic comrerce server; credit inquiry processing nmeans for
performng credit inquiry processing on the basis of said credit inquiry
request information if the credit inquiry processing is to be perfornmed by

a1 0 second el ect [ oni ¢ o SOIIIEY G8,56LYEn 0L LANSIY (4] 19, 15303, | o

transmtting a credit” Anquiry resul roce55|ng result of said

credit ing Gessing means to sald first t.roni c ce server.

2578 Mar bt 5& R D arerBr e G h TR G PR G st he

el ectronic_gon rer ($d¥er recited in any one of clainms 1 and 2. . 6. A
eac%

recordi ng hg a programfor causing a conputer to function as
t he electronlc connerce server recited in any one of clains 1 and 2. 54

6. A recording medium recording a program for
causing a computer to function as the electronic commerce

server recited in any one of claims 1 and 2.
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8 March 2006 FIG 1 .7 COWUTER 5. COWUTER 9 SERVER SE E% 13
SERVER FI G 2.101 Uni que nunber 103 Credit card nunber aﬁggﬁ tion date
. 107 Nane Yanada Taro Tanaka Hanako Suzuki Ichiro 109 Type Famly card
Self card Self card 111 Address House nunmber X, bl ock nunber X town X
Shi nagawa ward, Tokyo House nunber Y, block nunber Y, town Y, Mnato

war d, Tokyo 55

FIG. 1

7 COMPUTER
5 COMPUTER
9 SERVER
11 SERVER

13 SERVER

FiG. 2
101 Unique number
103 Credit card numbe¥
105 Expiration date
‘ 107 Name
" Yamada Taro
Tanaka Hanakof
Suzuki TIchiro
109 Type
Family card
Self card
Self-card
111 Address
House number X, block number X, town X, Shinagawa
ward, Tdkyo |

‘House number Y, block number Y, town Y, Minato

ward, Tokyo
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.8 March 2006 House nunber Z, bl ock nunber Z, town Z, Shi a g Tokyo
113 Tel ephone nunber 115 Credit linmt 117 Paynment form W&Péﬁb ynment
Revol vi ng paynent Singl e/ revol ving paynent. 119 Qut st andi ng bal ance FIG 3
FIG 4 131 Menber store code. 133 Menber store nane. A Jewelry Boutique
B 135 Address House nunber X, bl ock nunber X town X Shinjuku ward,
Tokyo House nunber Y,'Dblock nunber Y, town Y, Toshima ward, Tokyo 137

Tel ephone nunber 56Ho8us'\éarr$ur}nl:>2é).to 62,1%)910Fc%ndnusn%[érl ezrter:l:tow%cczo,u%thibuya
ﬁard, Tokyo
113 Telephone number
115 Credit limit .
117 Payment form
Single payment
Revolving payment
Singie/revoléing payment

119 Qutstanding balance
FIG. 3

FIG. 4
131 Member store code,
133 Member store namg.
A Jewelry
Boutique B
135 Address
House number X, block number X, town X, Shinjuku

ward, Tokyo

House number Y, block number Y, town Y, Toshima

ward, Tokyo

137 Telephone numbex
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141 Busi ness category code FIG 5 Unique nunber upper 6 digit S%edit card
conpany type Credit card conpany nane |ssuing conpany c aﬁ%ép 101
Uni que nunber 105 Expiration date 107 Nane Yamada Taro 109 Type Family
card 155 Issuing conpany code 131 Menber stare code 161 Sal es information
Jewel ry -x Y315,000 (tax inclusive) FIG 7 101 Uni que nunber 105 Expiration
date 57 8 March 2006 107 Nanme Yamada Taro 109 Type

139 Fund settlement account

141 Business category code

FIG. 5

Unique number uppgr 6 digits
Credit card company type
Credit card company name

Issuing company code

FIG. 6
101 Unique number
105 Expiration date
107 Name
Yamada Taro
1095 Type
Family card
155 Issuing company code
- 131 Member store code

161 Sales information

Jewelry x Y315,000 (tax inclusive)

FIG. 7
101 Unique number

105 Expiration date
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Fanmily card 155 |ssuing conpany code 131 Menber st ore cgﬁ %?é 6'Sal es
information Jewelry x Y315,000 (tax inclusive) 163" Author pat ?u resul t

FIG 8 1000 REDI RECT ACCESS FROM COVPUTER 5 TO SERVER 9 AND SEND

| NFORVMATI ON ABOUT PURCHASED PRODUCT TO SERVER 9. 1001 SEND SETTLEMENT FORM

TO COWUTER 5. 1002 ENCRYPT UNI QUE NUMBER 101 AND SEND I T TO SERVER 9.

1003 DECRYPT UNI QUE NUMBER 101 AND HOLD DECRYPTED UNI QUE NUVMBER AND
URCHASED PRODUCT TOGETHER AS AUTHORI ZATI ON REQUEST

- | NFORIVATI Cng:
| NFORVATI 8&@? %4 CAN UNI QUE NUMBER 101 BE AUTHORI ZED ON SERVER 9? 1005

PERFORM AUTHORI ZAT%\I % Er BASI S OF MEMBER | NFORVATI ON TABLE 15a AND
CREATE AUTHORI ZATI LT NFORMATI ON 37. 1006 SEND UNI QUE NUMBER 101
| ZATI ON  REQUEST | NFORVATI ON 35 TO SERVER 11. 58 8 March

ALONG W TH W
2006 1007 | ¥BF | SSU NG COVPANY 33 CORRESPONDI NG TO UNI QUE NUMBER 101

ON THE BASI S OF CREDI T. CARD COMPANY | NFORMATI ON TABLE 17a.
Family card '

155 Issuing coxﬁpany code
131 Member store code
| - 161 Sales informat:'i.on_.
Jewelry = Y31:__:5,000 (tax inclusive)

163 Authorization result

FIG. 8

1000 REDIRECT ACCESS FROM COMPUTER 5 TO SERVER 9 AND SEND
INFORMATION ABOUT PURCHASED PRODUCT TO SERVER 9.

1001 SEND SETTLEMENT FORM TO COMPUTER 5.

1002 ENCRYPT UNIQUE NUMBER 101 AND SEND IT TO SERVER 9.
11003 DECRYPT UNIQUE NUMBER 101 AND HOLD DECRYPTED UNIQUE
NUMBER AND_INEORMATION ABOUT PURCHASED PRODUCT TOGETHER
.AS AUTHORIZATTION REQUEST INFORMATION 35.

1004 CAN UNIQUE NUMBER 101 BE AUTHORIZED ON SERVER 97?
71605 PERFORM AUTHORIZATION ON THE BASIS bF'MEMBER
iNFORMATION TABLE 15a AND CREATE AUTHORIZATION RESULT
INFORMATION 37.

1006 SEND UNIQUE NUMBER 101 ALONG WITH AUTHORIZATION:

REQUEST INFORMATION 35 TO SERVER 11.

58




1008 SEND UNI QUE NUMBER 101 ALONG W TH AUTHORI ZATI ON RE%?'T lﬁa TI ON
35 TO SERVER 13 OF | SSUI NG COMPANY 33. 1009 PERFORM AUT 2’8\ ON THE

BASI S OF AUTHORI ZATI ON REQUEST | NFORVATI ON 35 AND MEMBER | NFORMATI ON TABLE
19a AND CREATE AUTHORI ZATI ON RESULT | NFORVATI ON 37. 1010 SEND ‘

AUTHORI ZATI ON RESULT | NFORVATI ON 37.. TO SERVER 9 VI A SERVER 11. RELAY FI G
9 1011 AUTHORI ZATI ON RESULT 163 = "OK"? 1012 PERFORM SETTLEMENT PROCEDURE

ON THE BASIS OF MEMBER STORE | NFORMATI ON TABLE 15b. 1013 SEND
AUTHORI ZATI ON RESULT | NFORVATI ON 37 TO COWPUTER 7. 1014 RECEI VE

AUTHORI ZAT 10N 7RESENT TENFOBSATNGNC3MPARYG3 31 @0RAAOP BRDI RECTO ADTEITR: FROM
COMPUTER 5 TO SERVER 9 AND SEND | NFORVATI ON ABOUT PURCHASED PRCDUCT TO

SERVER 9. won@eManoh 2806x208hsIENOFSEREDEVENIRF CBMPANCOVPUTER 5. 2002
ENCRYPT UNI QUE NUMBER 101 AND SEND IT TO SERVER 11 VI A SERVER 9 2003
DECRYPT UNktFbrMeYBER +Q&1ANP7QEND I T TO SERVER 9. RELAY
1008 SEND UNIQUE NUMBER 101 ALONG WITH AUTHORIZATION
REQUEST INFORMATION 35 TO SERVER 13 OF ISSUING COMPANY 33.
1009 PERFORM AUTHORIZATION ON THE BASIS OF AUTHORIZATION
REQUEST INFORMATION 35 AND MEMBER INFORMATION TABLE 19a
AND CREATE AUTHORIZATION RESULT INFORMATION 37.

1010 SEND AUTHORIZATION RESULT INFORMATION 37 TO SERVER 9

VIA SERVER 11.

RELAY

FIG. 9

1011 AUTHORIZATION RESULT 163 = “OK"?

1012 PERFORM SETTLEMENT PROCEDURE ON THE BASIS OF MEMBER
 STORE INFORMATION TABLE 15b.

1013 SEND AUTHORIZATION RESULT INFORMATION 37 TO COMPUTER

. .

1014 RECEIVE AUTHORIZATION RESULT INFORMATION 37.

FIG. 10

2000 REDIRECT ACCESS FROM COMPUTER 5 TO SERVER 2 AND SEND

INFORMATION ABOUT PURCHASED PRODUCT TO SERVER 9. .
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2004 HOLD DECRYPTED UNI QUE NUMBER 101 AND | NFORVATI ON A§9%£$ﬁ SED
PRODUCT AS AUTHORI ZATI ON REQUEST | NFORVATI ON 35. STEP 100 STEP
1014 (FIG 8, FIG 9) 60 ABSTRACT | f a received uni que nunmber (101).
indicates a credit card that can be authorized in a server (9), the server
(9) performs authorization and returns an authorization result to a
conputer (7). If this unique nunber (101) indicates a credit card that.

cannot be ybboﬁﬁﬁﬁdSéfT§€§§§f3%§%%( 6’06 PEg Veer (9) sends the wunique

number (101) to a server ransfers the received uni que nunber

100, 10,3, 2602kl Sy 1, 090 M DY ARG T

aut hori zat i r to the conputer (7) and the server (9) via the server
(11). S

2003 DECRYPT UNIQUE NUMBER 101 AND SEND IT TO SERVER 9.
RELAY

2004 HOLD DECRYPTED UNIQUE NUMBER 101 AND INFORMATION

ABOUT PURCHASED PRODUCT AS AUTHORIZATION REQUEST

INFORMATION 35.

STEP 1004 THROUGH STEP 1014 (FIG. 8, FIG. 9)
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