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EFFICIENT AND SECURE AUTHENTICATION SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. provisional application No. 63/068,756,
filed on August 21, 2020, which is hereby incorporated by reference.

BACKGROUND

[0002] During a transaction, it is desirable to authenticate a user conducting an
interaction such as a transaction. However, authenticating a user for each and every
interaction can be problematic, especially if it impedes normal interaction processing.
For instance, in the context of data streaming services, repeatedly authenticating users
or their devices can result in interruptions in service for those users, especially when the
authentication processes fail for some reason. Similarly, in the context of payment
transactions, repeatedly authenticating users may result in situations where desired
resources are not obtained by those users.

[0003] Embodiments of the invention address these and other problems, individually

and collectively.
SUMMARY

[0004] Embodiments of the invention relate to a method of classifying addresses with
one or more challenge rates and determining if authentication should be performed for
transactions based on the challenge rate associated with an address.

[0005] An embodiment of the invention is directed to a method comprising
transmitting, by a resource provider computer, interaction history information comprising
at least a plurality of addresses to a server computer; receiving, by the resource
provider computer, a challenge summary from the server computer, wherein the
challenge summary associates each address of the plurality of addresses to a challenge
rate from a range of challenge rates; determining, by the resource provider computer, a
challenge rate threshold based on the challenge summary; interacting, by the resource
provider computer, with a user utilizing at least an address from the plurality of
addresses; determining, by the resource provider computer, if the challenge rate

associated with the address exceeds the challenge rate threshold; performing, by the
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resource provider computer, an authentication of the user if the challenge rate
associated with the address does not exceed the challenge rate threshold; and then
initiating, by the resource provider computer, an authorization process of the interaction

with the user.

[0006] Another embodiment of the invention includes a server computer comprising:
a memory configured to store computer-executable instructions; and a processor in
communication with the memory configured to execute the computer-executable
instructions to at least: transmit interaction history information comprising at least a
plurality of addresses to a computer; receive a challenge summary from the computer,
wherein the challenge summary associates each address of the plurality of addresses
to a challenge rate from a range of challenge rates; determine a challenge rate
threshold based on the challenge summary; interact with a user utilizing at least an
address from the plurality of addresses; determine if the challenge rate associated with
the address exceeds the challenge rate threshold; perform an authentication of the user
if the challenge rate associated with the address does not exceed the challenge rate
threshold; and then initiate an authorization process of the interaction with the user.

[0007] Another embodimentincludes a computer-implemented method comprising:
receiving, by a server computer and from a resource provider computer, interaction
history information comprising at least a plurality of addresses; determining, by the
server computer, a challenge summary based on the interaction history information, the
challenge summary associating each address of the plurality of addresses to a
challenge rate from a range of challenge rates; receiving, by the server computer, an
authentication request message for an access request corresponding to user utilizing at
least an address of the plurality of addresses from the resource provider computer,
wherein the authentication request message is received after the resource provider
computer determines that the challenge rate associated with the address does not
exceed a challenge rate threshold determined by the resource provider computer; and
transmitting, by the server computer, an authentication response message to the

resource provider computer.

[0008] These and other embodiments are described in further detail below.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 shows a block diagram of an interaction and authentication system

according to an embodiment.

[0010] FIG. 2 shows a block diagram illustrating a resource provider computer.
[0011] FIG. 3 shows a block diagram illustrating a directory server computer.
[0012] FIG. 4 shows a flow diagram illustrating a method for generating a summary.
[0013] FIG. 5 shows a method according to an embodiment.

[0014] FIG. 6 illustrates a block diagram of an exemplary data access system for

performing user authentication.
DETAILED DESCRIPTION

[0015] Prior to discussing embodiments of the invention, description of some terms

may be helpful in understanding embodiments of the invention.

[0016] A “user’ may include an individual or a computational device. In some
embodiments, a user may be associated with one or more personal accounts, user
devices and/or mobile devices. In some embodiments, the user may be a cardholder,

account holder, or consumer.

[0017] A “user device” may be any suitable device that a user can interact with (e.g.,
a payment card or mobile phone). User devices may be in any suitable form. Some
examples of user devices include cellular phones, PDAs, personal computers (PCs),
tablet computers, and the like. In some embodiments, a mobile device may comprise a

user device.

[0018] A “mobile device” (sometimes referred to as a mobile communication device)
may comprise any suitable electronic device that may be transported and operated by a
user, which may also provide remote communication capabilities to a network. A mobile
communication device may communicate using a mobile phone (wireless) network,
wireless data network (e.g., 3G, 4G or similar networks), Wi-Fi, Bluetooth, Bluetooth
Low Energy (BLE), Wi-Max, or any other communication medium that may provide
access to a network such as the Internet or a private network. Examples of mobile
devices include mobile phones (e.g., cellular phones), PDAs, tablet computers, net
books, laptop computers, wearable devices (e.g., watches), vehicles such as
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automobiles and motorcycles, personal music players, hand-held specialized readers,
etc. A mobile device may comprise any suitable hardware and software for performing
such functions, and may also include multiple devices or components (e.g., when a
device has remote access to a network by tethering to another device - i.e. using the
other device as a modem — both devices taken together may be considered a single
mobile device).

[0019] A “resource provider’ may be an entity that can provide a resource such as
goods, services, information, and/or access. Examples of resource providers includes
merchants, data providers, transit agencies, governmental entities, venue and dwelling
operators, etc.

[0020] An “authentication request message” may be an electronic message that is
sent to one or more computing devices to request authentication for a transaction. In
some embodiments, the authentication request message may be an electronic message
that is sent to a processing network, such as a payment processing network, and/or an
authorizing entity, such as an issuer, of a payment account to request authentication for
a payment transaction. In some implementations, the authentication request message
may include cardholder, resource provider, and transaction-specific information. The
authentication request message according to some embodiments may comply with
HTTP message format, which may be defined according to the HTTP messaging
specification, and may be an HTTP “GET” or “POST” message.

[0021] An “authentication response message” may be an electronic message reply
to an authentication request. In some embodiments, the authentication response
message may be generated by an authorizing entity such as an issuing financial
institution (i.e. issuer) or a processing network such as a payment processing network.
In some implementations, the authentication response message may include
cardholder, resource provider, and transaction-specific information. An authentication
response message according to some embodiments may comply with ISO 8583, which
is a message format for systems that exchange electronic transaction information
associated with a payment made by a user using a payment device or a payment
account. The authentication response message may include an authentication result
(which may also be known as an authentication determination), which may be a value
that an account issuing bank or authorizing entity returns in response to an

authentication request in an electronic message (either directly or through the
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processing network) to a resource provider's access device (e.g., point of sale terminal)
that indicates authentication of a user conducting a transaction.

[0022] An “authorizing entity” may be an entity that authorizes a request. Examples
of an authorizing entity may be an issuer, a governmental agency, a document
repository, an access administrator, etc. An “issuer’ may typically refer to a business
entity (e.g., a bank) that maintains an account for a user.

[0023] A “processor’ may include any suitable data computation device or devices.
A processor may comprise one or more microprocessors working together to
accomplish a desired function. The processor may include CPU comprises at least one
high-speed data processor adequate to execute program components for executing
user and/or system-generated requests. The CPU may be a microprocessor such as
AMD’s Athlon, Duron and/or Opteron; IBM and/or Motorola’s PowerPC; IBM’s and
Sony’s Cell processor; Intel’'s Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or

the like processor(s).

[0024] A “memory” may be any suitable device or devices that can store electronic
data. A suitable memory may comprise a non-transitory computer readable medium
that stores instructions that can be executed by a processor to implement a desired
method. Examples of memories may comprise one or more memory chips, disk drives,
etc. Such memories may operate using any suitable electrical, optical, and/or magnetic

mode of operation.

[0025] An “authorization request message” may be an electronic message that is
sent to a processing network (payment processing network) and/or an authorizing entity
(issuer) of a payment account to request authorization for a payment transaction. An
authorization request message according to some embodiments may comply with ISO
8583, which is a message format for systems that exchange electronic transaction
information associated with a payment made by a user utilizing a payment device or a
payment account. An authorization request message may also comprise additional
data elements corresponding to “identification information” including, for example, a
service code, a CVV (card verification value), a dCVV (dynamic card verification value),
an expiration date, etc. An authorization request message may also comprise
“transaction data,” such as any information associated with a current transaction (e.qg.,

the transaction amount, resource provider identifier, resource provider location, etc.), as
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well as any other information that may be utilized in determining whether to identify
and/or authorize a payment transaction.

[0026] An “authorization response message” may be an electronic message reply to
an authorization request message generated by an authorizing entity (issuing financial
institution (i.e. issuer)) or a processing network (payment processing network). An
authorization response message according to some embodiments may comply with ISO
8583, which is a message format for systems that exchange electronic transaction
information associated with a payment made by a user utilizing a payment device or a
payment account. The authorization response message may include an authorization
code, which may be a code that an account authorizing entity such as an account
issuing bank returns in response to an authorization request message in an electronic
message (either directly or through the processing network) to a resource provider's
access device (e.g., point of sale terminal) that indicates approval of the transaction.
The code may serve as proof of authorization. As noted above, in some embodiments,
a processing network may generate and/or forward the authorization response message

to the resource provider.

[0027] A “server computer’ may typically be a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, a
server computer may be a database server coupled to a Web server. The server
computer may be associated with an entity such as a resource provider, processing
network, a wallet provider, an authentication cloud, an authorizing entity, an acquirer, a
transport computer, or an issuer.

[0028] A “computing device” may be any suitable electronic device that can process
and communicate information to other electronic devices. The computing device may
include a processor and a computer readable medium coupled to the processor, the
computer readable medium comprising code, executable by the processor. The
computing device may also each include an external communication interface for
communicating with each other and other entities. A mobile device, a cardholder
device, a user device, a consumer device, and a server computing device may be

exemplary types of computing devices.

[0029] A “server computing device” may be any suitable electronic device operated

by a server computer. In some embodiments, the server computing device may receive
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messages from the server computer and send the messages to one or more other
entities. Additionally, the server computing device may forward messages received
from one or more other entities to the server computer. The server computing device
may be a type of computing device. In some embodiments, the server computing
device may be operated by a processor (payment processor) or authorizing entity

computer (issuer computer).

[0030] A “Hypertext Transfer Protocol (HTTP) messaging standard” may be a
protocol defining how messages are formatted and transmitted over the World Wide
Web. HTTP messages may include “GET” or “POST” messages, where “GET”
messages may request data from a specified resource and “POST” messages may
submit data to a specific resource for processing. In some embodiments, a HTTP
message may comprise a request line including method, URL, and version fields,
header lines, and an entity body. HTTP messages based on the standard may include
messages that contain HTML, JavaScript, JSON, AJAX, XML, etc. In some cases,
messages sent to and from a computing device of a user may be formatted according to

a HTTP message format associated with the HTTP messaging standard.

[0031] An embodiment of the invention is directed to a method comprising
transmitting, by a resource provider computer, interaction history information comprising
at least a plurality of addresses to a server computer. The server computer generates a
challenge summary and then the resource provider computer receives the challenge
summary from the server computer. The challenge summary associates each address
of the plurality of addresses to a challenge rate from a range of challenge rates. The
resource provider computer determines a challenge rate threshold based on the
challenge summary. In an interaction, the resource provider computer interacts with a
user that operates a user device, by utilizing at least an address from the plurality of
addresses. The method also includes determining, by the resource provider computer,
if the challenge rate associated with the address exceeds the challenge rate threshold.
The method also includes performing, by the resource provider computer, an
authentication of the user if the challenge rate associated with the address does not
exceed the challenge rate threshold. The method also includes initiating, by the
resource provider computer, an authorization process of the interaction with the user. In
embodiments, the interaction with the user may include conducting a transaction or

processing an access request.
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[0032] In the context of a payment transaction, when a user wishes to make an
online purchase with a merchant over the Internet, the user types in (or otherwise
provides) a credit or debit card account number, cardholder name, expiration date,
and/or the printed card verification value into respective fields on the merchant's
checkout page. In this case, the card's magnetic fingerprint or the card's variable datum
is not used in the transaction, and they are not available to the payment processing
network or the issuing bank to aid in verifying that the card was actually present during
the transaction. Accordingly, there is a greater risk of fraud with such online purchases.
To reduce the occurrence of fraud and to improve data security, authentication systems
can be used.

[0033] FIG. 1 illustrates a block diagram 100 of an exemplary payment system for
performing user authentication. The exemplary payment system may comprise an
authorizing domain 110, interoperability domain 120, and a transport domain 130. The
interoperability domain 120 may allow authorizing domain systems and the transport

domain systems to interoperate.

[0034] The authorizing domain 110 may comprise a user using a user computing
device 1, an access control server (ACS) 102, and an authorizing entity computer 112.
In some embodiments, the ACS 102 may be part of authorizing entity computer 112.
Authorizing entity computer 112 may be a server computing device that is programmed
to authorize or decline interactions such as payment transactions or data requests.

[0035] The access control server 102 may be a server computing device storing
and/or accessing registered cardholder account and access information. The ACS 102
is typically operated by an issuer, authorizing entity computer, or its processor. The
ACS 102 validates user participation in an authentication program, performs user
verification at time of an interaction, and can provide digitally signed responses to
resource providers as proof that authentication processing has been performed.

[0036] The interoperability domain 120 may include a directory server 122 and a
processing network 129. The processing network 129 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and settlement services, and may be in
operative communication with entities in the authorizing domain 110 and transport
domain 130. In some embodiments, the directory server 122 can be part of the
processing network.
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[0037] The transport domain 130 may comprise a resource provider 132 that
operates a resource provider computer including a resource provider plug-in 134, a
gateway 135, and transport computer 136. Transport computer 136 may be operated
by a server computing device and may include a processing module. The processing
module may comprise code to enable communication between the transport domain
130 and interoperability domain 120 for transaction processing.

[0038] The plug-in 134, in some embodiments, comprises a software module
integrated into resource provider 132 websites, which can be used to provide the
interface between the user authentication program and the resource provider’s
processing software. The plug-in 134 may verify the authorizing entity’s digital
signature that is in an authentication response message. The plug-in 134 may be
managed by a separate server computer (not shown). The plug-in 134 may comprise a
software development kit (SDK), library files or functions, or other software modules.

[0039] The gateway 135 may serve as an entry point to a network of computers.
Gateway 135 may be in operative communication with processing network 129. In
some embodiments, a user device operated by the user may interact with processing
network 129 via the gateway 135.

[0040] FIG. 2 shows a block diagram of a resource provider computer 200, which
can be used by the resource provider 132 in FIG. 1. FIG. 2 shows a plug-in 208A which
can be similar to the plug-in 134 in FIG. 1. The resource provider computer may
comprise a processor 202. The processor 202 may be coupled to a memory 204, a
network interface 206, and a computer readable medium 208. The computer readable

medium 208 may comprise any suitable number and types of software modules.

[0041] The memory 204 may be used to store data and code. The memory 204 may
be coupled to the processor 202 internally or externally (e.g., via cloud based data
storage), and may comprise any combination of volatile and/or non-volatile memory
such as RAM, DRAM, ROM, flash, or any other suitable memory device.

[0042] The network interface 206 may include an interface that can allow the
resource provider computer 200 to communicate with external computers and/or
devices. Some examples of the network interface 206 may include a modem, a
physical network interface (such as an Ethernet card or other Network Interface Card
(NIC)), a virtual network interface, a communications port, a Personal Computer
Memory Card International Association (PCMCIA) slot and card, or the like. The
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wireless protocols enabled by the network interface 206 may include Wi-Fi. Data
transferred via the network interface 206 may be in the form of signals which may be
electrical, electromagnetic, optical, or any other signal capable of being received by the
external communications interface (collectively referred to as “electronic signals” or
“electronic messages”). These electronic messages that may comprise data or
instructions may be provided between the network interface 206 and other devices via a
communications path or channel. As noted above, any suitable communication path or
channel may be used such as, for instance, a wire or cable, fiber optics, a telephone
line, a cellular link, a radio frequency (RF) link, a WAN or LAN network, the Internet, or
any other suitable medium.

[0043] The computer readable medium 208 may comprise code, executable by the
processor 202, to cause the processor 202 to: transmit interaction history information
comprising at least a plurality of addresses to a server computer; receive a challenge
summary from the server computer, wherein the challenge summary associates each
address of the plurality of addresses to a challenge rate from a range of challenge rates;
determine a challenge rate threshold based on the challenge summary; interact with a
user utilizing at least an address from the plurality of addresses; determine if the
challenge rate associated with the address exceeds the challenge rate threshold;
perform an authentication of the user if the challenge rate associated with the address
does not exceed the challenge rate threshold; and then initiate the access request.

[0044] The computer readable medium 208 may comprise a number of software
modules including, but not limited to, a plug-in 208A, a host site 208B, and an
authorization module 208C.

[0045] The plug-in 208A may cause the processor 202 perform authorizing entity
computer authentication services for the resource provider computer 200. The plug-in
208A may include a number of submodules including a classification module 208A-1, a
threshold module 208A-2, and an authentication module 208A-3.

[0046] The classification module 208A-1 may comprise code, executable by the
processor 202 to classify interactions and data associated with the interactions
according to addresses such as institution identifiers (e.g., BINs). The threshold module
208A-2 may comprise code, executable by the processor 202 to set or determine a
threshold such as a challenge rate threshold. The threshold module 208A-2 and the
processor 202 may also apply a set or determined threshold to a current challenge rate

10
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for an address to determine if the authentication module 208A-3 should or should not be
invoked. The authentication module 208A-3 may comprise code, executable by the
processor 202 to perform authorization entity authentication services. The invocation of
authentication processing can be determined based upon an outcome determined by
the threshold module 208A-2 and the processor 202.

[0047] The host site 208B may comprise code, executable by the processor 202 to
operate a host site such as a Web site where resources can be provided to a user.

[0048] The authorization module 208C may comprise code that causes the
processor 202 to generate and transmit authorization request messages. For example,
the authorization module 208C may be used to generate an authorization request
message comprising an account identifier comprising an address such as a BIN, and an
authentication cryptogram (data signed by an authorization entity). The authorization
module 208C may also comprise code, executable by the processor 202 to receive and
process authorization response messages from authorization entities.

[0049] FIG. 3 shows a block diagram of a directory server computer 300 according to
an embodiment. The directory server computer 300 may comprise a processor 302.
The processor 302 may be coupled to a memory 304, a network interface 306, a
computer readable medium 308, and a database 310. The computer readable medium
308 may comprise any suitable number and types of software modules.

[0050] The memory 304 may be used to store data and code. The memory 304 may
be coupled to the processor 302 internally or externally (e.g., via cloud based data
storage), and may comprise any combination of volatile and/or non-volatile memory
such as RAM, DRAM, ROM, flash, or any other suitable memory device.

[0051] The network interface 306 may have the same or different features to the
previously described network interface 206.

[0052] The database 310 may store data relating to interactions and authentication
data for those interactions. In this regard, it may work with the authentication history
module 308B on the computer readable medium 308. The database 310 may also
store summary reports.

[0053] The computer readable medium 308 may comprise code, executable by the
processor 302, for a method comprising: receiving, by a server computer and from a
resource provider computer, interaction history information comprising at least a

11
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plurality of addresses; determining, by the server computer, a challenge summary
based on the interaction history information, the challenge summary associating each
address of the plurality of addresses to a challenge rate from a range of challenge rates;
receiving, by the server computer, an authentication request message for an access
request corresponding to user utilizing at least an address of the plurality of addresses
from the resource provider computer, wherein the authentication request message is
received after the resource provider computer determines that the challenge rate
associated with the address does not exceed a challenge rate threshold determined by
the resource provider computer; and transmitting, by the server computer, an
authentication response message to the resource provider computer.

[0054] The computer readable medium 308 may comprise a number of software
modules including, but not limited to, a routing module 308A, an authentication module
308B, a report generation module 308C, and an authentication history module 308D.

[0055] The routing module 308A may comprise code that causes the processor 802
to process authentication requests and responses. The routing module 308A may, in
conjunction with the processor 302 receive and process authentication requests and
responses and process the requests and responses.

[0056] The authentication module 308B may comprise code that causes the
processor 802 to process authentication requests and responses.

[0057] The report generation module 308C and the processor 302 can produce
reports that are described herein, that can be provided to the resource provider
computer for evaluation by the resource provider.

[0058] The authentication history module 308D and the processor 302 can collect
authentication data associated with various interactions and can store that data in the
database 310. Such historical authentication data may be used in any potential dispute

resolution processes.

[0059] Methods according to embodiments can be described. A method can be
described with respect to challenges that might occur in response to users conducting
payment transactions with resource providers such as online merchants.

[0060] Referring to FIG. 1, after an account of user operating the user device 1 has
been enrolled in an user authentication program (which may be managed by a payment
processor operating the directory server computer 122 and the processing network 129,

12
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in conjunction with the an authorizing entity operating the access control server 102 and
the access control server 102), the user operating the user device 1 may be enabled for

use of user authentication at any participating resource provider.

[0061] At step 1, a user operating the user device 1 finalizes a purchase. For
example, a user operating the user device 1 browses at a participating resource
provider's website, adds items to the shopping cart, and provides information utilized for
checkout (e.g., by keyboard entering data or by using an electronic wallet, a resource
provider one click service, or some other form-fill method). A user operating the user
device 1 may then confirm a purchase (e.g., by clicking or selecting a button labeled
“Buy”), which triggers a payment form (e.g., sends a HTTP POST message) to be
submitted to the resource provider operating the resource provider computer 132.

Thus, the resource provider operating the resource provider computer 132 may now
have data to perform the financial transaction, including a Primary Account Number

(PAN) of the card presented for the purchase.

[0062] At step 2, the plug-in 134 initiates an authentication process. When a user
operating the user device 1 attempts to finalize a purchase or transaction (e.qg., clicks
“Buy” button), the plug-in 134 may be activated. The plug-in 134 can use threshold
module and a processor in the resource provider computer 132 to analyze the PAN and
extract the address of BIN associated with the PAN. The threshold module and a
processor in the resource provider computer 132 can then determine the most recent
challenge rate associated with the determined BIN. For example, the challenge rate for
the BIN may be obtained from a report that is stored in the plug-in 134 or it may be
retrieved from an external computer associated with the plug-in 134. The plug-in 134
can then compare the current challenge rate for the BIN and can compare it to the
threshold. If it is less than the threshold, then the plug-in 134 may invoke an
authentication invocation module. The resource provider computer 132 would begin an
authentication process by performing at least steps 2 and 6. If the current challenge
rate is greater than the threshold, then the authentication invocation module may not be
activated. The resource provider computer 132 may simply generate an authorization
request message for the current transaction without requesting that the authorizing
entity associated with the BIN authenticate the user. The resource provider operating
the resource provider computer 132 would proceed to step 11 without performing steps
2 and 6in FIG. 1. Further details and examples regarding challenge rates and

challenge rate thresholds are provided below.

13
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[0063] If the current challenge rate is below the challenge rate threshold, then in step
2, the plug-in 134 may send a request with the cardholder’s provided PAN and other
information to the directory server 122 to determine whether the card is in a participating
range — i.e., whether the particular card is enabled for use with the user authentication

system.

[0064] At step 3, directory server 122 processes the request from plug-in 134. The
directory server computer 122, in some embodiments, authenticates the resource
provider (e.g., using digital certificates). If resource provider authentication is
successful, the directory server computer 122 may forward the resource provider query
to the appropriate access control server (ACS) 102 to determine whether authentication
(or proof of authentication attempt) is available for the PAN. If resource provider
authentication fails, the directory server computer 122 may return an error and the user
authentication transaction is terminated.

[0065] At step 4, ACS 102 responds to directory server computer 122. The ACS 102
may determine whether user authentication is available based upon the PAN, prepare a
response, and send the response to the directory server computer 122.

[0066] At step 5, the directory server computer 122 returns the ACS response (or its
own) to the plug-in 134. If user authentication is available, the response may include a
custom URL (i.e., Uniform Resource Locator) of a routing service (within the
interoperability domain 120) and also of the ACS 102 to which the resource provider

computer 132 will send a payer authentication request.

[0067] At step 6, the plug-in 134 sends the payer authentication request to the ACS
102. The plug-in 134 may send the payer authentication request to the ACS 102 via the
user’'s user device 1 (e.g., a browser or application executing on a desktop computer,
mobile device, or other computing device) using the URL received in step 5. The payer

authentication request can contain information about the purchase transaction.

[0068] At step 6, the resource provider computer 132 (using the plug-in 134), may
transmit a message over HTTP to the user device 1 of the user. This message may
include a URL, which causes the user device 1 operated by the user to be routed to a
routing module or service in the directory server computer 122 or to the access control

server 102.

[0069] At step 7A, the user's user device may utilize the URL to contact the routing
module in the directory server 122, and the payer authentication request is routed to the

14
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ACS 102 in step 7B. In some embodiments, the messages sent in steps 7A and 7B
may be HTTP messages.

[0070] At steps 8A and 8B, the ACS 102 formats an authentication request for the
user operating the user device 1 and receives a response from user operating the user
device 1. The authentication request may be returned to the browser/application
running on the user device 1 of user via the routing module in the directory server
computer 122. Each of these messages, in some embodiments, may be HTTP
response messages. The payload may cause the user device 1 operated by the user to
display an “authentication challenge” user interface. The user may be authenticated
using processes applicable to the PAN (e.g., password, PIN entry, etc.).

[0071] For example, after clicking “Buy” at step 1, the user operating the user device
1 may see a user interface that contains purchase details, and may also see user
interface elements (e.g., within a window or overlay, generated responsive to receipt of
the authentication request message (e.g., HTML response message) received at step
8A) that prompts the user operating the user device 1 to provide his or her user
authentication password. The user operating the user device 1 may enter their
password and submit the password (e.g., by clicking or selecting a button labeled
“Submit”). This may trigger another message (e.g., an HTTP message), which may
include the password or a representation of the password, to be transmitted at step 8B
to the routing module and forwarded on to the ACS 102. The ACS 102 may then
determine whether the provided password is correct, since the user provided the

password to the ACS 102 during the prior registration process.

[0072] In other embodiments, instead of the authentication request passing to the
directory server 122, the access control server 102 can communicate with the

cardholder’s device directly without passing through the directory server 122.

[0073] The ACS 102 may format a payer authentication response with appropriate
values, including an authentication status and, if applicable, an Electronic Commerce
Indicator (ECI) and/or a Cardholder Authentication Verification Value (CAVV). The
CAVV may be utilized to confirm that authentication of the user was successful. The
ACS 102 may sign the payer authentication response with the authorizing entity

computer's customer authentication signature key.

[0074] At step 9A, the ACS 102 returns the signed payer authentication response
including authentication results to the routing module in the directory server computer
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122, which forwards the response toward the plug-in 134 by sending it to the user

device 1 operated by the user, at step 9B.

[0075] At step 9C, in some embodiments, whether or not authentication was
successful, the ACS 102 may send a copy of the payer authentication response,
including related data to a database such as an authentication history database server

of the directory server computer 122.

[0076] At step 10, the user device 1 of the user forwards the signed payer
authentication response (received at step 9B) to the plug-in 134. At step 11, the plug-in
134 may process the received payer authentication response. The plug-in 134 may
validate the signature on the payer authentication response, along with other data
included in the response and then pass the results of the authentication attempt to the

resource provider computer 132.

[0077] The resource provider computer 132 may determine whether to proceed with
authorization of the transaction based on information received from the plug-in 134. If
the resource provider computer 132 determines that proceeding with authorization is
appropriate, the resource provider computer 132 may send an authorization request
message to the transport computer 136 via gateway 135 at steps 11 and 12. The
authorization request message may include the Electronic Commerce Indicator (ECI)
appropriate to the authentication status and a Cardholder Authentication Verification
Value (CAVV), if applicable.

[0078] At step 13, the transport computer 136 may send the authorization request
message to processing network 129. In some cases, the resource provider computer
12 may directly send the authorization request message to processing network 129. In
some embodiments, the authorization request message may be a message formatted
according to an ISO message format associated with the ISO messaging standard.

[0079] At step 14, the processing network 129 may send the authorization request
message to authorizing entity computer 112, which may receive and process the
authorization request message. In some embodiments, either the authorizing entity
computer 112 or processing network 129, on the behalf of authorizing entity computer
112, may perform verification of the CAVV.

[0080] At step 15, authorizing entity computer 112 may choose to approve or decline
an authorization request message (e.g., based on insufficient funds, closed account,
etc.) and may return an authorization response message including an authorization
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decision (e.g., approve or decline). In some embodiments, the authorization response
message may be a message formatted according to an ISO message format associated
with the ISO messaging standard. Authorizing entity 112 may send the authorization

response message to processing network 129.

[0081] At step 16-18, processing network 129 may forward the authorization
response message to resource provider computer 132 via transport computer 136 and
gateway 135. In some embodiments, resource provider computer 132 may display an
order confirmation including details about the order, delivery, and customer service to
the browser or application executing on the user device 1 operated by the user.

[0082] At some point, a clearing and settlement process for the transaction can
occur between the transport computer 136, the processing network 129, and the
authorizing entity computer 112.

[0083] As noted above, resource providers may wish to determine whether or not
and/or how often to invoke authentication processing, since excessive authentication
process can impede overall system processing.

[0084] Some embodiments of the invention enable this functionality by classifying
challenge rate data with respect to different authorizing entities. In embodiments of the
invention, a challenge may include prompting a user for a password, a PIN, and/or
biometric information. Each authorizing entity may have a different algorithm or criteria
for determining whether or not to challenge a user during an interaction. The overall
challenge rate for an authorizing entity with respect to all transactions processed by the
authorizing entity, or with respect to transactions processed from a specific resource
provider, may be used by a resource provider to determine if the authorizing entity is
challenging users too frequently. Resource providers may use the challenge rate data
to select one or more challenge rate thresholds for one or more authorizing entities.
The one or more thresholds may be used by the resource providers to determine if they
should or should not be invoking authentication processes with the authorizing entities
when transactions are conducted with account identifiers from those authorization
entities. In some embodiments, the challenge rate thresholds and the logic regarding
whether to invoke or not invoke an authentication process with an authorizing entity may

be managed by the plug in in the resource provider computer.

[0085] In embodiments of the invention, a resource provider computer can first
obtain or determine interaction history information. Interaction history information can
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comprise transaction data such as transaction amounts for transactions, addresses
(e.g., institution identifier, BIN, etc.) associated with authorizing entities, account

identifiers used to conduct transactions, and challenge data for the transactions. In
some embodiments, the interaction history information may be collected over a time

period of time such as over a 1 month, or 2 month, or 3 month period.

[0086] The interaction history information may be inserted and/or formatted into a
standardized file by the resource provider computer. The standardized file may
additionally include at least a resource provider identifier that can identify the resource
provider associated with the provided interaction history information.

[0087] The file may then be transmitted by the resource provider computer to a
server computer such as the previously described directory server computer or other
computer. That computer can perform an ETL (extract, transform, and load) process of
the file data, which includes at least reformatting the file and matching each address
associated with each account number for each transaction to an authorizing entity.
Addresses included within the file may be compared to at least a plurality of addresses
stored within one or more databases to identify authorizing entities associated with the
addresses.

[0088] The server computer may then calculate a challenge rate associated with
each address using the interaction history information. In some embodiments, the
server computer may have challenge rate data including data regarding which
transactions or interactions were challenged. The server computer can classify each
address into one of a plurality of challenge rate buckets based on the calculated
challenge rate. For example, addresses may be classified into a bucket for either a 0%
challenge rate, a 0 < 1% challenge rate, a 1 < 2% challenge rate, a 2 < 3% challenge
rate, a 4 <5 % challenge rate, a 5 < 10 % challenge rate, and so on. Specifically, there
may be three addresses or BINs (bank identification numbers) associated with three
banks. The three banks, A, B, and C may challenge their users 1, 5, and 9 percent of
the time, respectively. These may be the challenge rates for the three banks, and each
of banks A, B, and C may be classified into one of the above-described challenge rate
buckets.

[0089] The server computer may then generate a resource provider-specific
challenge summary comprising at least a list of challenge rate buckets and transaction
volume and authorization volume data corresponding to each bucket of the list of
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challenge rate buckets. The resource provider-specific challenge summary may further
include a cumulative challenge rate for all of the authorizing entities that have
conducted transactions with the resource provider based on at least the provided
interaction history information. In embodiments, the resource provider-specific challenge
summary may include a total amount of authorizations, a total amount of
authentications, a total amount of transactions impacted by chargebacks, etc.

[0090] The resource provider-specific challenge summary may then be viewed by

any personnel at a resource provider using a user interface.

[0091] In some embodiments, the resource provider-specific challenge summary
may further include dynamic functionalities, such that the summary can be updated by
the server computer in response to the system receiving new interaction history
information from the resource provider. In some embodiments, the new interaction
history information may be provided to the server computer by the resource provider
computer on a daily or weekly or monthly basis. In some embodiments, the resource
provider-specific challenge summary can further enable the resource provider to
configure one or more parameters with user input in order to further assess how these
one or more parameters may affect a cumulative challenge rate and/or other values
associated with the resource provider. Parameters may include (but are not limited to)
one or more of the following: a manual review rate, a resource provider cost for manual
review processing, a usage rate for fraud and chargeback solutions, a resource provider
cost for fraud and chargeback solutions, a chargeback rate, an authorizing entity
chargeback processing fee, a resource provider cost for fraud chargeback processing, a
re-presentment transaction rate, an authorizing entity re-presentment fee, a resource
provider cost for re-presentments, a pre-authorization screening rate, and/or a post-

authorization reversal rate.

[0092] The resource provider may choose to perform one or more actions
responsive to receiving the resource provider-specific challenge summary. In some
embodiments, the resource provider may at least choose to select a challenge rate
threshold, such that only addresses that have been classified in buckets with challenge
rates below the selected threshold may undergo further authorizing entity initiated
authentication. For example, if a resource provider has selected a challenge rate
threshold to be 4% and a user conducts a transaction with the resource provider using a
debit card associated with an address that has been classified into a challenge rate
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bucket of 5-10%, then the classification system may determine that the address is
classified into a challenge rate above the selected challenge rate threshold and
authorizing entity initiated authentication does not need to be performed for the
transaction. As another example, if a resource provider has selected a challenge rate
threshold to be 4% and a user conducts a transaction with the resource provider using a
debit card associated with an address that has been classified into a challenge rate
bucket of 0%, then the classification system may determine that the address is
classified into a challenge rate below the selected challenge rate threshold and
authorizing entity initiated authentication should be performed for the transaction.
Therefore, the transaction may directly undergo an authorization process without

performing an authorizing entity authentication of the user.

[0093] In some embodiments, the ranges of challenge rates may anonymize the
specific addresses and their challenge rates. For example, the range of 3-4% could
include transactions associated with three different banks, each of which has a
challenge rate within that range. As such, the challenge rate data can be provided to

the resource provider, without revealing specific challenge rates for the specific banks.

[0094] In some embodiments, the resource provider may further receive insight on
how a transaction volume and/or authorization volume may be affected by using (or not
using) a challenge rate threshold. In further embodiments, the resource provider may
receive insight on how a transaction volume and/or authorization volume and/or
cumulative challenge rate may be changed by enacting different challenge rate
thresholds. In some embodiments, the resource provider may further be provided
information on a return of investment (ROI) using the resource provider-specific

challenge summary.

[0095] FIG. 4 shows a flow diagram 400 illustrating a method for generating a

summary.

[0096] At step 1, the addresses associated with interaction history information of a
resource provider may be obtained over a time period provided by the resource
provider. For example, the interaction history may comprise data associated with a
plurality of transactions. The account numbers for accounts used to conduct those
transactions may be extracted and the bank identification numbers (BINs) may be

obtained from those account numbers. The BINs may be addresses for authorizing
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entities such as banks, since they identify the banks. The BINs may constitute a portion
(e.q., the first six digits) of primary account numbers for credit, debit, or prepaid cards.

[0097] At step 2, the addresses are grouped by individual address, such that
authorizations attempts and transaction amounts for each transaction associated with
an address are totaled. For example, all transactions conducted with a specific
authorizing entity with the specific resource provider may be grouped together. The
number of authorization attempts and the total transaction amounts for that group of

transactions may be added together and totaled.

[0098] At step 3, a date range may be established, and authentication data and
transaction data may be obtained for all addresses. For example, various authorizing
entities may be identified by addresses such as BINs. Transaction data associated with
those BINs and authentication data associated with those transactions may be
gathered.

[0099] At step 4, authentication data is pulled for all transactions identified in step 3.
For example, transaction data and authentication data for all transactions conducted
within the data range may be gathered from an authentication history module within a
directory server. Transaction data could include an amount of a transaction or a
resource provider associated with the transaction, etc. Authentication data for the
transaction may include whether the transaction was subjected to an authentication
entity authentication process, whether the authentication process was successful or not,

what type of authentication was used, etc.

[0100] At step 5, the transaction data and the authentication data are grouped by
address. For example, the transaction data and the authentication gathered may be
grouped according to addresses such as BINs, so that the transaction data and the
authentication gathered may be grouped according to authorizing entities that

participated in those transactions.

[0101] At step 6, plug-in data corresponding to additional transactions may be pulled
for all transactions using a same date range as used in step 3 from another database at
the resource provider or at a service provider computer operating on behalf of the
resource provider computer.

[0102] At step 7, using the plug-in data, authentication and challenge status and/or
successes (or attempts) are determined for the additional transactions. Each additional
transaction may further be grouped by address.
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[0103] At step 8, the plug-in data and the data from the authentication history module
in the directory server, and the other data from the resource provider computer may be
merged. The merged data may be grouped according to address or bank identification

number.

[0104] At step 9, the merged data may be validated in order to determine that the
data does not include errors (e.g., such as accounting for more challenges than
transactions). Erroneous data may be removed from the merged data.

[0105] At step 10, buckets may be identified for a plurality of challenge rates as
described above.

[0106] At step 11, the addresses included in the resource provider address list may

be classified into one of the identified buckets.

[0107] At step 12, each bucket corresponding to a particular challenge rate from the
plurality of challenge rates may be displayed. Data corresponding to the buckets and/or
a total number of authorizations may further be aggregated and displayed into a report
and/or summary for the resource provider.

[0108] In embodiments, addresses, such as BINs or institution identifiers, may be
grouped into one or more challenge rate buckets. Each challenge rate bucket may
include at least data corresponding to a number of authorization transaction attempts
and a number of authorization transactions that have been approved. A total authorized
sales volume may further be included, which indicates an amount of sales volume that
the resource provider has received from authorized transactions using at least a BIN
within the respective challenge rate bucket.

[0109] The resource provider may select a challenge rate threshold for performing
authentication as discussed above. In an example, the resource provider has selected a
challenge rate threshold of 20%. Therefore, buckets with a challenge rate greater than
20% may skip additional authentication, such as an authorizing entity initiated
authentication step, during transaction processing and may proceed straight to
authorization.

[0110] In some embodiments, the resource provider may further select whether to
perform authentication for transactions conducted with a BIN that has been classified as
“No Match”. In such cases the transactions, the resource provider has opted to not

perform authentication for transactions using BINs that have been unmatched.
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Therefore, such transactions will also go straight to an authorization step during
transaction processing.

[0111] Userinterfaces generated for displaying information about the actual BINs are
not shown as the transactions for BINs are aggregated according to challenge rate. For
example, challenge rate and transaction data for BIN 1 for Bank A and BIN 2 for Bank B
may be aggregated in the > 50% range, so that a person viewing the challenge rata
data will not know the exact challenge rates associated with the different banks or
authorizing entities. However, a resource provider will be provided with sufficient
information to make sound decisions on whether or not challenges should or should not
be used. As such, embodiments provide for a more effective tool for a resource
provider to make decisions to optimize the performance of their systems, while

obscuring actual data associated with various authorizing entities such as banks.

[0112] In embodiments, the resource provider-specific challenge summary may
include a table that further includes authorization rates for each bucket. The
authorization rates are determined by calculating a ratio of the number of transactions
approved to the number of authorization transactions attempted. AOV (authorized order
values) values for an authorized volume of each bucket are may also be displayed or
presented in the resource provider-specific challenge summary. The AQV values are
determined by calculating a ratio of the authorized sales volume to the authorization
transactions that were approved.

[0113] In embodiments, a transaction share and a purchase share may be calculated
for the entire data set of transactions. The transaction share may identify a total
percentage of authenticated transactions (for all buckets) out of the total amount of
authorized transactions. The purchase share may identify a total percentage of
authenticated sales volume (for all buckets) out of the total amount of authorized sales

volume.

[0114] A cumulative challenge rate may additionally be determined to indicate a
percentage of transactions that have and/or will be challenged by an authorizing entity

such as an issuer.

[0115] It will be appreciated that the transaction share, the purchase share, and the
cumulative challenge rate can change as a resource provider dynamically adjusts their
selected challenged rate threshold.
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[0116] In embodiments, resource providers can adjust a plurality of parameters (via
manual entry) as necessary to fit their respective rates and fees. Parameters may
include (but is not limited to) one or more of the following: a manual review rate, a
resource provider cost for manual review processing, a usage rate for fraud and
chargeback solutions, a resource provider cost for fraud and chargeback solutions, a
chargeback rate, an acquirer chargeback processing fee, a resource provider cost for
fraud chargeback processing, a re-presentment transaction rate, an authorizing entity
re-presentment fee, a resource provider cost for re-presentments, a pre-authorization
screening rate, and/or a post-authorization reversal rate. These parameters are not
visible to the classification system in order to maintain privacy for the resource provider.

[0117] In accordance with at least one embodiment, a resource provider-specific
challenge summary may include ROI (return on investment) outcomes for the resource
provider based on the selected challenge rate threshold and the one or more input
parameters as described herein. In particular, the resource provider-specific challenge
summary may include calculations for an amount of chargeback fees, re-presentments
fees, manual review costs, and/or authentication fees that have been estimated for the
resource provider based on the interaction history information and the selected
challenge rate threshold. Such calculations can be used by the resource provider to
determine how beneficial and/or detrimental a particular challenge rate threshold may
be for future transactions, such as data access requests, in comparison to other
challenge rate thresholds.

[0118] FIG. 5 shows a method according to an embodiment.

[0119] At step 505, a resource provider computer may transmit interaction history
information comprising at least a plurality of addresses to a server computer. The server
computer may be configured to perform the methods of the classification system and
generate a challenge summary as described in the above figures.

[0120] At step 510, the resource provider computer may receive a challenge
summary from the server computer. The challenge summary may associate each
address of the plurality of addresses to a challenge rate from a range of challenge rates.

[0121] At step 515, the resource provider computer may determine a challenge rate
threshold based on the received challenge summary. In embodiments, the resource
provider computer may provide input, such as from an associated entity, which is used
to determine the challenge rate threshold.
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[0122] At step 520, the resource provider computer may interact with a user, wherein
the user utilizes an address from the plurality of addresses. In embodiments, the
resource provider computer may initiate a transaction for a good and/or service with a
user that utilizes a debit and/or credit card that comprises at least an address (e.g.,
institution identifier) from the plurality of addresses. The interaction with the user may
comprise an access request for data maintained by the resource provider.

[0123] At step 525, the resource provider computer may determine if the challenge
rate associated with the address exceeds the challenge rate threshold. If the challenge
rate is determined as exceeding the threshold, then the resource provider computer
may skip step 530 and proceed to step 535 instead.

[0124] At step 530, the resource provider computer may conduct an authentication of
the user. The authentication process is only conducted if the challenge rate associated
with the address does not exceed the challenge rate threshold. In some embodiments,
the authentication process may involve transmitting a challenge message to a mobile
device operated by the user. Exemplary challenge messages may include a prompt for
password and/or a PIN. In such embodiments, the user may then transmit, via the
mobile device, a challenge response to the resource provider computer. Responsive to
the resource provider computer verifying a validity of the challenge response, a data
access request associated with the interaction with the user may then proceed to step
535.

[0125] At step 535, the resource provider computer may finally initiate an
authorization process of the data access request. Authorization may include generating
an authorization request message comprising at least a destination for the data access
request and an address of the user to a transport computer. In embodiments where the
authorization process is for a transaction, authorization may include generating an
authorization request message comprising at least a transaction amount and a primary
account number associated with the debit and/or credit card of the user to a transport

computer.

[0126] The transport computer may then forward the authorization request message

to an authorizing entity computer via a processing network.

[0127] The authorizing entity computer may determine whether the user has
sufficient access rights to determine whether or not to authorize the data access
request. In embodiments where the authorization request message is for a financial
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transaction, the authorizing entity computer may determine whether the user has
sufficient funds and determine whether or not to authorize the transaction. The
authorizing entity computer may then transmit an authorization response message

based on the determination to the transport computer via the processing network.

[0128] The transport computer may then forward the authorization response
message indicating whether the data access request was authorized to the resource
provider computer.

[0129] The resource provider computer may then receive the authorization response
message and decide to grant the user access to the data based on the indicated
authorization. In embodiments where the authorization response message is for a
financial transaction, the resource provider computer may decide to grant the user
access to the good and/or resource based on the indicated authorization.

[0130] A clearing and settlement process for the transaction can occur at a later

time.

[0131] FIG. 6 illustrates a block diagram of an exemplary data access system for
performing user authentication.

[0132] In some embodiments, the current disclosure comprises data access
requests for data maintained or provided by one or more data providers. In order to
access such data, data access requests may be generated or provided on behalf of a
user attempting to gain access to a data resource (resource). The classification system
described herein may also be utilized to determine a challenge rate threshold based on
obtained interaction history information that includes authentication and/or challenge
data from historical data access requests with data providers. Embodiments of the
present invention enable this functionality by classifying data associated with one or
more data providers by a plurality of challenge rates. In embodiments, a challenge may
include prompting a user for a password, a PIN, and/or biometric information during a
request by the user for access to data or a resource provided by the data providers. The
challenge may be prompted to a user in the event that the data provider suspects
fraudulent activity. Data providers may be able to use the classification data to select a
challenge rate threshold, such that additional authentication is only performed for data
access requests with data providers that have been classified as having a challenge
rate equal to or below the selected threshold.
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[0133] FIG. 6 includes a user 600 (operating a user computer) providing a data
access request message to a data provider 602. In embodiments, the data access
request message may comprise an IP address of a selected resource (e.g., Resource A
604). The data provider 602 may provide access to Resource A 604, Resource B 606,
and Resource C 608). The data provider 602 may be embodied by a server computer.
The Resources A, B, and C 604, 606, 608 could be resource providers that provide
different types of content such as streaming video content. Each Resource A, B, C 604,
606, 608 may be embodied by a computer and may be operated by a different entity

and may have different authentication rates for data access requests.

[0134] In embodiments, the data provider 60 may have previously obtained
interaction history information (e.g., historical data access request messages)
associated with data access requests by a plurality of users requesting content from the
Resources A, B, and C 604, 606, 608). The data provider 602 may have determined
challenge rates associated with the Resources A, B, and C 604, 606, 608, and may also
have determined a challenge rate threshold based upon a challenge summary (as

described above).

[0135] The data provider 602 can determine if the address in the data access
request is associated with a challenge rate that is above or below the threshold. Ifitis
below the threshold, then it will instruct an authentication computer 620 to authenticate
the user 600. If it is above the threshold, then the data provider 602 will send the
request to the identified Resource (e.g., 604, 606, or 608) to obtain the requested data
for the user 600.

[0136] Embodiments of the invention include numerous advantages. In particular,
embodiments enable a resource provider to see a risk/benefit analysis of limiting
authentication for a plurality of transactions that may cause friction with a user if
authentication was otherwise enabled. Embodiments also enable a resource provider-
specific classification of addresses by a third-party system while still maintaining an
anonymity of the authorizing entities associated with each address because the
resource provider only receives data that summarizes challenge rates and does not
specifically identify which address corresponds to a particular challenge rate.

[0137] Furthermore, embodiments enable the resource provider to customize and/or
dynamically adjust a challenge summary with one or more additional resource provider-
specific parameters. Embodiments additionally enable dynamically updating the
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resource provider-specific challenge summary as information corresponding to future
transactions may also be provided to the classification system and can indicate if there
are any changes to a challenge rate policy associated with an authorizing entity.

[0138] The above description is illustrative and is not restrictive. Many variations of
the invention may become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention may, therefore, be determined not with reference
to the above description, but instead may be determined with reference to the pending
claims along with their full scope or equivalents. It may be understood that the present
invention as described above can be implemented in the form of control logic using
computer software in a modular or integrated manner. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art may know and appreciate
other ways and/or methods to implement the present invention using hardware and a
combination of hardware and software. Any of the software components or functions
described in this application, may be implemented as software code to be executed by a
processor using any suitable computer language such as, for example, Java, C, C++,
Python or Perl using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions, or commands on a computer
readable medium, such as a random access memory (RAM), a read only memory
(ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical medium
such as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0139] Although many embodiments were described above as comprising different
features and/or combination of features, a person of ordinary skill in the art after reading
this disclosure may understand that in some instances, one or more of these
components could be combined with any of the components or features described
above. That is, one or more features from any embodiment can be combined with one
or more features of any other embodiment without departing from the scope of the
invention.

[0140] A recitation of "a", "an" or "the" is intended to mean "one or more" unless
specifically indicated to the contrary. Reference to a “first” component does not

necessarily require that a second component be provided. Moreover reference to a
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“first” or a “second” component does not limit the referenced component to a particular
location unless expressly stated.
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CLAIMS

1. A method, comprising:

transmitting, by a resource provider computer, interaction history
information comprising at least a plurality of addresses to a server computer;

receiving, by the resource provider computer, a challenge summary
from the server computer, wherein the challenge summary associates each address
of the plurality of addresses to a challenge rate from a range of challenge rates, said
challenge rate being a frequency with which an authorizing entity associated with
each respective address prompts a user for a password, a PIN and/or biometric
information;

determining, by the resource provider computer, a challenge rate
threshold based on the challenge summary;

interacting, by the resource provider computer, with a user utilizing an
address from the plurality of addresses;

determining, by the resource provider computer, if the challenge rate
associated with the address exceeds the challenge rate threshold,;

performing, by the resource provider computer, an authentication of the
user if the challenge rate associated with the address does not exceed the challenge
rate threshold; and then

initiating, by the resource provider computer and with the authorizing
entity associated with the address, an authorization process of the interaction with

the user.

2. The method of claim 1, wherein if the challenge rate associated
with the address does exceed the challenge rate threshold, the authentication of the

user is not performed.

3. The method of claim 1, wherein the server computer is a

directory server comprising a routing table.

4. The method of claim 1, wherein the interacting with the user
includes receiving an access request for a resource associated with the resource

provider computer.
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5. The method of claim 1, wherein the plurality of addresses
comprise institution identifiers and the method is managed by a plug-in integrated in

the resource provider computer.

6. The method of claim 1, wherein the plurality of addresses

comprise internet protocol (IP) addresses.

7. The method of claim 1, wherein the challenge summary includes
interaction volumes and authorization volumes associated with the plurality of

addresses.

8. The method of claim 1, wherein initiating the authorization
process comprises transmitting an authorization request message to the authorizing

entity associated with the address.

9. The method of claim 8, wherein the authorization request
message is transmitted to the authorizing entity associated with the address via a

transport computer or the server computer.

10.  The method of claim 9, wherein the authorizing entity transmits

a request for a secret from a user device operated by the user.

11.  The method of claim 1, wherein the method includes not
performing, by the resource provider computer, the authentication of the user if the
challenge rate associated with the address does exceed the challenge rate
threshold.

12. A server computer comprising:

a memory configured to store computer-executable instructions; and

a processor in communication with the memory configured to execute
the computer-executable instructions to at least:

transmit interaction history information comprising at least a plurality of
addresses to a computer;

receive a challenge summary from the computer, wherein the
challenge summary associates each address of the plurality of addresses to a

challenge rate from a range of challenge rates, said challenge rate being a frequency
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with which an authorizing entity associated with each respective address prompts a
user for a password, a PIN and/or biometric information;

determine a challenge rate threshold based on the challenge summary;

interact with a user utilizing an address from the plurality of addresses;

determine if the challenge rate associated with the address exceeds
the challenge rate threshold;

perform an authentication of the user if the challenge rate associated
with the address does not exceed the challenge rate threshold; and then

initiate, with the authorizing entity associated with the address, an

authorization process of the interaction with the user.

13.  The server computer of claim 12, wherein the computer-
executable instructions, when executed by the processor, further cause the server
computer to at least transmit, to the computer, input for configuring one or more
parameters of the challenge summary.

14.  The server computer of claim 12, wherein an identification of an
authorizing entity associated with the plurality of addresses is absent in the

challenge summary.

15.  The server computer of claim 12, wherein the challenge

summary includes challenge rate buckets with different value ranges.
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