- 1 - Transaction Processing System and Method Introduction 5The present invention relates to the
processing of transactions for the transfer of valuen?etween subscribers of mobile communications
networks, in particular the processing of mobile remittances. Credit transfer systems provide a
well-known mechanism for transferring monetary 10 value between individuals. It is also known to use

a mobile telecommunications ngtyyRHe{f i ProtRsGIROSREINSAM MR didascribers within the network. A
remittance may be made by a first subscriber in the network to an account associated with the second

subscriber. The second subscriber may then obtain the money from a third party, such as a bank or
money transfgi@dd@attioance the transaction occurs within a 15single network, the network operator
can carefully control the transaction. It is much more difficult, however, to arrange a transfer between
subscribers in two different mobile telecommunications networks. Such a transfer requires that the two

networks impiemealichSacereien LAl REORSEIAM e ass.BRWERR theMarbhis 20vtequires

bespoke software to integrate the different payment and billing systems of the networks in a reliable
manner. ForoSRYRTPISURSREIRRS SHaRe Pl e SUREAHMSRMRAT S ha irulan bR YR i85 g8rantee that

credit is avaabigtadreketiiedsansfer before crediting the account of the receiving subscriber. 25The
transaction processing and banking systems required to perform these transactions, however, are
cumbersome, since they are designed and required to meet high standards of reliability and

robustness. Thape teysiRMSyateni0beRSHINEAviaIlar sealahig Hanpiecessthigitaelimes aéttignsactions.
This high level of reliability and lack of scalability is reflected in the cost per transaction for the
transfefg. In PPEchRPERE 36%M'a dlf)rﬁlé851§ﬂ‘?dvgo§fsli§f3eﬁéﬂﬂh@eréﬂ%’ﬁm}j&%%fl%ssets from

the sender tadheoeR e alarREpieridin beraasprabledineibeesveithitighe n2twbiks2agiagtairiems can
enable the transfer of messages between different networks. The reliability standards for such
networks arélﬁastferﬁgfﬂ%?w & fawvémh%wo%mf%%twsw&% %ﬁ?@}%ﬁ%ﬂﬁ}ﬁ@
significantly sielayedudscstivereddadbendrang aiidiessprikmuabipla copies afiiheomessagd arrive at
the destination. It is 5 also qtl)‘arrﬁléatively little %nhg rtance if the destination network fails to deliver

ff 5

messages td Y% SRSt D AME U SPRIRE HEHEF L BForHEENY EAINMGBRPEHISUATHIREY networks
for thisitype ghgdrtacowore|gic thenpotieopiatdoavhacksfully control the transaction.

It is much more difficult, however, to arrange a transfer between subscribers in two
different mobile telecommunications networks. Such a transfer requires that the two
networks implement a secure and reliable proprietary interface between them. This
20 requires bespoke software to integrate the different payment and billing systems of the
networks in a reliable manner. For example, it is important that the second network
trusts the first network to guarantee that credit is available to make the transfer before

crediting the account of the receiving subscriber.

25 The transaction processing and banking systems required to perform these
transactions, however, are cumbersome, since they are designed and required to meet
high standards of reliability and robustness. These systems are not designed to be
scalable to process high volumes of transactions. This high level of reliability and lack
of scalability is reflected in the cost per transaction for the transfers. In particular the

30 network and processing costs of ensuring reliable transfer of assets from the sender to

the correct recipient in a reasonable time are very high.

Other network inter-connection systems are also known for transmitting other types of

data, even between networks that do not have a direct interconnect, for example text



It is clear however, that these low standards of reliability will not suffice for 10 transactions which
transfer value between users or subscribers. Ther(reéore, systems for doing this cannot be designed on
the same principles as existing data transfer systems. However, existing banking systems arc too
cumbersome and do not scale sufficiently to enable them to be used for high volumes of low-value

transfers. 15}bappsesysRuantian seeks iealieyiaie SomsRIehans ass AR MIkheXIREND
electronic remittance processin%a%stems. Statements of Invention 20Accordingly, in a first aspect of

the invention! thefeliRDHiE i drre Bl S¥PtoBeWEmksa Fankatibighelbbelt d%ire!3d¥shh a first

telecommunigatigRstaatial ki ehasseco e ME6F i SeaONIsipletemMKaidatiens@iwaitedthe first and
second telecommunications netwaorks comprising respective first and second transaction processing

systems, whierthf YR detibAr pForetnlsocep@ af Biamesues iarbs fiteotRrHORIShS network is

not requred 4Rdave-aGiact liftRriagR taibe fransasiinnh fEAcRsSIok IR @fIHhe: iisksages
telecommunications network, the method comprising: receiving a transaction request from a first user

in the first tel8cmtHBPRERGBhS MERARIAC for PR st Rh SRIMSF URgIPL BB RER Y UFUHHE! transaction
request incluygiRgaen igertifiarsd iTelsacand dserhdeienining averadid. 30 value for the transaction;
verifying that the first user has access to credit sufficient to effect the transfer; reserving credit for the
transaction associated with the first user in the first telecommunications network; generating a
transaction ins{IGIEH MEseeE thinstidet tansianaiemsdiftadiersreorduses: theffiengagtion
instruction message including the determined value for the transaction; [%rw rding the transaction - 3 -
instruction nfBUSAGHRS 2 HSSIAHiTH YSAP QRCERSRURSFY QesRSRRRA il FrieEs fa;saea}a?gﬁty of
telecommunian@is H AW KEIARIFABY D Al ARSACHOPEREPASER tresiRIgdarm MumitatigeeMeiworks;
receiving from the intermediary server a confirmation message confjrming delivery of the credit to the
second user: 486ty TREHBE RIS CHSRTRGHS 7P SUBLHSIBSARILER WHRSHS AFSPESEHHh the first
telecommunigadiQbk HeMatkbganel dinki gateadnbidopackiicassadtated with at least one
transaction; and forwarding to an accounting server associated with the intermediary server the
accounting packet or an aggregated accounting packet for a plurality of transactions to effect transfer
of monglary Vadugbehinesiv aniascaidit agsadiatRtewitiibepfublchty tplantiiunidationsingtwork and
an account associated with the trusted third party intermediary server. By decoupling the process of
creating info?iﬁ%tﬁg?f‘?ﬁggg%%qfé’mfgﬁlﬁgéﬁ ¥ ating to the transaction and debiting and crediting
the accounts in the separate 15 telecommunications network, the method can allow the provision of a
secure and reliable transaction hetween first and second users in different telecommunications
networks that RFERIRASWVAVEIESRE other and that do not have a direct relationship between each
other. Further, if accounting packets for a plurality of transactions are aggregated before being sent to
the acgounting server, this redyces the numper of 20 transactions that the accounting server has to
procest (alte ANERF dgBhehatloh Ry He BelSiBa e RSEBURGRE SR . TR accounting
packet" as upeddsiginadoesaciciebessasilyaréist ina data fiatketastiansicitecinatpacket-based
network protoc(fl (e.%. apelP éaacket). Instgatd the term is j[ntende%\}o neompass ag{y data structure or
collection of d&ta"stit3bfe 15 Ihcl)lfdlanéeggg ur%\,tlﬁ%? GEMMEANNY BNeT o d ESlgfnga}Ié r&i&action, or to
multiple (optielsallynbuinieit ivasessavidykaggsegated) tranpadiondirkhusdtheaocburiingguaaket may be
transmitted as a single dat{allgackehe?s mugﬁ%l? datatg)ackets or indeed jn ané{f:aitable dat

transmissior FSHRATTS GG IS BB ol tHE SR AURERS PRckEl Efett A1FaSrePSf monetary

25  telecommunications network is not required to have a direct interface to the

transaction processing system of the first telecommunications network, the method
comprising: receiving a transaction request from a first user in the first
telecommunications network to effect a transfer of credit to the second user, the
transaction request including an identifier of the second user; determining a credit
30  wvalue for the transaction; verifying that the first user has access to credit sufficient to
effect the transfer; reserving credit for the transaction associated with the first user in
the first telecommunications network; generating a transaction instruction message to
instruct transfer of credit to the second user, the transaction instruction message

including the determined value for the transaction; forwarding the transaction



30 value between an account associated with the first telecommunications network and an account
associated with the trusted third party intermediary server, a transfer may alternatively (or additionally)
be effected directly between accounts associated with the first and second telecommunications
networks. The term "effect” does not necessarily imply that a transfer is initiated directly in response to

the accountingrdttiRpakebatonoh thisitaanif@prey intsemaisrRerimankss AN aLRERAEYS a
embodiments accountin?@%;acckets may be aggregated or further agrgfr?egat_ed (or otherwise processed),

e.g. at the aBlHaHinPderCOIRERIFRIRRS f RRBHISTy D aREABE Ry SRARALY ANt DRSS AMSay be

effected basggeshsahiag@RIAted dAsOBEsWise Praaessad) dmaidry Rerascouptinesaygr and
intermediary servers may be software servers running on a single physical server, or may be in the

form of physTRsifpee sariiandes delsrcat threredibip, the st Hsr to'ehfbive itV e credit to a

second sisercgempfisas 4 Hodsansiakaenestandipe faentifiar iaf the Fecesddsahimibrisegond
telecommunications network, preferably an MS1SDN number for the second user. The method may

comprise foriFAFRAHG BFESRITA AR RGIBRC kAL a8sRrdata W dSRS) SRFVER iRtk iPdnster of

monetary vajugyaedwmge banaceobittassogiaiad wiltcthe dirstitiser andtammageaynt @sspciated with the
second user. A plurality of transaction instruction 15messages may be a%%réeﬁgated for transmission to

the third parfF SSHHERSTIIEKELAT AP FETEHIG e EsnE ePRTd ot it SRBNSHASh by the

third party servest Thasketbedpsatesablyaompasescresarnaogotit agdtimndheditst nrtwnkk for a
predetermined time and, in.the absence of a confirmation message confirmin Oﬁj@iver of the credit
to the S8contf GERMHA IR RIS PHifh&n AS5aHY ﬁsé‘éﬂﬁﬁiﬁﬁﬁ; %%‘tj%%ot d network
to cancel therdrensaiitisnsanddeleasing the credit for the first user in the first network. Preferably, the
method comprises: selecting information specifying one or more 25 transaction charges in
dependence on at least one of the identity of the first communications network and the identity of the

second comBydigatiPia e PrscaRbpaeeRssinthibmisaosaaticndecependgneten idlethgnsaction
value and the one or more transactio %Jarges. OAccéﬁrding 0 a further aslfec . there is provided a
method of pf8cef&inGAWANLACHER ERNELR afifst HSEHRS 1Pt BFEeBRmURicHfor ST RNork and a
second §isertiicacseenniticiaco mruicationsetivd danthtl dvsttan erdcnd (efecqssmunadtions
networks comgr'hsier;gﬁres ectiv%first an secoréd transaction pr(r)%%fsin%s 1stems, wherein the
transaction PrOGBSsIEPSyEah dftheeRelChd I SEEMmUNTERIBE HERIbIK <8 MRYI & tired to have
a direct interfigcedtkin@dransactiii@racessioy sysiemmottae dvsidelesemnndiroatbin®mgiiyork, the
method co risin%:kretéﬁivi a rar]?%actifn instruction essf';lgee frTm clhe firfst telec?.mmunications
network, the rahSatasH RS ictidh Hiks: 5‘680889&%@%?[3%% FeAtRIEFOY the' JLBAE 19885 d a
requested aggregated before being sent to the accounting server, this reduces the number of
20  transactions that the accounting server has to process (alternatively, aggregation may
be performed at the accounting server). The term “accounting packet” as used herein
does not necessarily refer to a data packet as transmitted in a packet-based network
protocol (e.g. an IP packet). Instead, the term is intended to encompass any data
structure or collection of data suitable for holding accounting data, relating either to a
25 single transaction, or to multiple (optionally but not necessarily aggregated)
transactions. Thus, the accounting packet may be transmitted as a single data packet,

as multiple data packets, or indeed in any suitable data transmission format.

Though in this embodiment, the accounting packet effects a transfer of monetary
30  value between an account associated with the first telecommunications network and
an account associated with the trusted third party intermediary server, a transfer may
alternatively (or additionally) be effected directly between accounts associated with
the first and second telecommunications networks. The term “effect” does not

necessarily imply that a transfer is initiated directly in response to the accounting



5 transfer value; identifying the second telecommunications network based on the identifier of the
second user; calculating a credit value for the transaction; generating a second transaction instruction
message and forwarding the second transaction iﬁé%r'uction message to the second
telecommunications network for crediting in the second telecommunications network an account

associated wiibike $eagRdnisehath 3HNg AR astRdMtioatRakekansaciatefviihigast one
transaction, the acc‘ountlng packet including an identifier of the first telecommunications network, an

identifier of e SWHIHHRRIEEBHIAY R ARG P6 ARG ASFEERICANNS PORRKISS PERCgss?l-transaction:

and forwardigg taamaceestitinthsesvaiciaAgCouiBg PAckehean AgaecgMedarGeting packet for
a plurality of transactions, 15 In a further aspect of the invention, there is provided a method of

processing tPARYHERYTBF HEHERA SR rRaTtehsertescd 95 afbursiss Metstecddffunications
networks, comprising: receiving a transaction request from a first mobile communications network, the
transaction request initiated by a first subscriber 20 associated with the first mobile communications

network and dSASFRIAY TEFTHHSHBR RATMANGTY SEEHRISBOEEEMAES SERARS AN IEBNd mobile
communicatigns O phyaekiaRe, arli@nsagtianiyaldgosalecingsictlormaensnreilyingaag or more
transaction charges in dependence on at least one of the identity of the first communications network
and the identity of the second communications network, and 25 processing the transaction in

dependencepegrths tiamisaehianvadietandrtie DRamrdn erectiansaRciQR@MArass: datpEvay,
information specifying applicable chargfs can be determined dénamicall ,.0N a per-transaction basis,

based bh thé"SBtfE&eLth &b AMENBIELe ST RRdstr BroRREPGreateraRRBME P e
processing afct@auiestsrefdiatRethodyEPrRbiusd@pisesheeleedng infermatomsefisdngnape or more
first transaction charges associatﬁd with the first netwqrk, selecting information defining one or more

second tranS8CHSE EHAFELINE SR RIS NitH IR RUEUHE h BRBHE A BHEt1&™°6 Yransaction

in dependengcentthesfrsb anwdsaepndalirrisactien shatgesnilhusciahargetealeutioneaimbe based on
both sender and recipient network. The method preferably f rtfher comprises determining a total
transaction VRIS ST 5 YAt PR RS, ARSRUD AR ird AUSIIE L8 bl RRHER (R i
subscrilzer, hassagen the thansactigncdafoetandihigisansactionchargeScand. Tanseaiitii tvansaction
information tg]r%[he secgé\d mobile commuynications network to ingiat a credit to the second subscriber;
the transactit ISFRHHOR CAMBERSIAG f1d ARaTHAR L PETE O e DR B2 ThE R Ethod may
additionally comprise determining a sender debit value 10 specifying a value to be debited from the
first mobile sybscriber, and transmitting transaction .information to .the first mobile teégc mmunications
network.the (g0 AR Hr ORIy (1 <P P ISt Uil i AIOE T Bl (bfled may
either be debitaitftonimsuldseribed adcothat abibirStagdea afoinfioheafioaletiadshagmnayhérieisgrved against
the ac;&unt,(féld onlyegieﬁited Iatter on%e? a defined sta%(]acoéthe 1&3 transa&titon has baen reached,
preferably, o R Ycibert &rtaitydite 158 e s ulcd %fl?ﬁ)e/ SrEdEE Yo fﬁbe’resgﬁb M. ﬁetermining
may comprisanitidafitst tiansaetionhvecdandaterwiriing theddtdidramsaction maduelassthg fiiansaction
value and the rgn%i ie% c dtit value g %hetzo ttranl.gaction value minus the transaction charges.
Alternativelyc(g? additiona gﬁ, &18%r1r%|nﬁ1drﬁ1él§ %O%prise, in a second transaction mode, determining the
total transaction value as the transaction value plus the transaction charges and the recipient credit
value as thelgra sai:)ctt?i,or}ﬁ/alue.ﬂfrfferabl}{ithe‘ m(?th%)d canfo%gr?te in either mode at the selection of
the initiating subsenper or network. ThUE, the metiiod gzéine e?éBPy mpriSes Orlé%e?\llrinrﬁoéreselection of
one of 28e first@nadtRecahdiransaciopenmizaes foamathéedisstoretvedrkhandgrogessinthehditsansaction in
gfggergigge i g sgiecied made 1R LIaYIdes e St IR RN oY TranaciaRs Mgy be
processing the transaction in dependence on the transaction value and the one or more

transaction charges.

30  According to a further aspect, there is provided a method of processing a transaction
between a first user in a first telecommunications network and a second user in a
second telecommunications network, the first and second telecommunications
networks comprising respective first and second transaction processing systems,

wherein the transaction processing system of the second telecommunications network



In a preferred embodiment, the method is performed at a transaction processing 30 system associated
with a transaction service provider; the method congrising selecting information defining one or more

third transaction charges associated with the service provider, and determining the total transaction
value and recipient credit value based on the transaction value and the first, second and third

transaction ghagegquifed Benmethod MRy #emRHSS ientiiagtibe m@ﬁﬂ@@pﬂ&&ommmcaﬁons
network assaqciated with the second mobile subscriber using the information identifying the second

mobile subs&itlelcI5CPREAI LIRS HRISMfe thenEtether\eptPHE: disfsHER M HERPASHSfErs. Such

transactionsiasgalgen efessed:¢0 heRiNRS rrivitareemnRisiemly. heWwmnrsartiondeadashspecifies
the transaction value using a first currency, the second mobile subscriber to be credited using a

second currétPeHeTBRIRES TAPISING ScamVSRMY 1D thetitaiserib sl sh #heesretedrrency to an

intermediaterrgpieseiiRON Rinfgneay v akisnperdiEn g it deiasmieing sepaysngthggonverted
value in accordance with the intermediate representation; and converting the determined recipient

credit value SRR pfithmessrnd represifitiatdted thldedng fen syt eehsatiffermediate

representatiansgasng niphify: epaing and rebsaeuant pingerswerdihd Nedniessirdigtasapiesentation
may be a third currency. In a preferred embodiment the intermediate representation is Special Drawing

Rights (SDRY'SEREHOAHRSS tralfuifisnafenthdclrenayetpicetops tratsdPoFirdtimemly Ysmprise

transfers of iRlgsRMBlRieatiRAESesVIC e EFealH: Ardransaationssaaiutiaecihatironedand Adransaction
value, the recipient.to be credited a non-monetary value, prﬁ‘erab y telecommunications Bervice credit,
c

the metflod ESRTHEg LRSIy Hite AcHBRYAIES oFthe FociptEnCRRdTAPSATESS th
non-monetag¢smltiengd plekerrulinisatians &aivie crati fRpresetismanaientivable-aliogation /

allowance of, 25 service to a subscriper, which may, for example, have been purchased by the
subscriber (& %f 1 8#89883&?1%&%&5&&%&}8&%9{ f%ﬁﬁ&ﬁ?ﬂw%%%ﬁ?m C.]'east

Telecommunpigationsasebican doitvnaynalse be sefetiathtosas eakiheradibanaidpekandoaaferably
comprises one or more of: pre-pay funds; call allowances (for example audio, video and/or data
minutes); mé@%@%@ﬂ&%%@%ﬂé&lf{ﬁﬁg%ﬁrﬁ:lgga}lét?i qgrgﬁgé%%&%harges may comprise one or both
of: commissions and taxes. - 8 - criteria defining transactions to which the rule is applicable. This can

allow more flexible processin ofﬁr sactions. Preg‘erabll'g/, sele,ctigg trans cggn charge information
comprises stledintf e BREGreTUIBS AW oPriEy 1588 SRS SHIREIfN Rhiteria. The
applicability gtittiaioiayfeothprigmdoe o ot otiewer handritepen irandakticsnaliigdadongds, and may
specify one or more mobile . . .. . .
networks, comprising: receiving a transaction request from a first mobile
communications network, the transaction request initiated by a first subscriber
20  associated with the first mobile communications network and comprising information
identifying a second subscriber associated with a second mobile communications
network and a transaction value; selecting information specifying one or more
transaction charges in dependence on at least one of the identity of the first
communications network and the identity of the second communications network; and

25  processing the transaction in dependence on the transaction value and the one or more

transaction charges.

In this way, information specifying applicable charges can be determined
dynamically, on a per-transaction basis, based on the source/destination network of
30  the request, providing greater flexibility in the processing of requests. The method
preferably comprises selecting information defining one or more first transaction
charges associated with the first network; selecting information defining one or more

second transaction charges associated with the second network; and processing the



communications networks to which the rule is applicable. More generally, rules may associated with
one or more mobile communications networks, and selecting transaction charge information relating to
a network then 10 preferably comprises selecting 'oﬁé or more rules associated with the network.
Advantageously, one or more rules may each be associated with a pairing of a source and a

destination nefaekoans RIQGHRE dEans Ak AT E AP EdaEMAaRRRCAN draRrabiv eQBRIges selecting

one or more rules associated with the pairing of the first network and the second network. This can
enable charGHEM8tMANaBS Baistem BB ifaAcRIBEIGIRE Y 8ie Wk stination network and vice versa.
In a preferred embodiment, transaction charge rules are stored in a database, the method preferably
comprising performing a logkup in the database based on the first and second network to identify rules

applicable to e THRed S rabl Gutbsh Ay Hves APt EmENEsch Ot iR AR B thatdéntified rules.

Each rule maygreaptagiatidRistesdeeingane @ BoseaftadatiibutedndicainaEhakag type,
preferably one of tax and commission; an attribute indicating whether the charge is specified as an

absolute or Blathfe FBBREHREgE baIdRd rdis TR EHAr SRRES o AR RO SRS L ARS8 ing the

absolute or rliR Ehargehalieosd atBhuteosnaciidngoadawardrrnsasienyalyedbhoung for the
rule; an attribute sPecifyin, an upper transactjon value bound for the rule; and an attribute specifying a

truncation MBSO cHIEIRMECHRN RERERTIY FOrREiSIen G JRIHEHRTARSHPIE e is
provided a neethpd 41fpracessing diansaclipmsotan i edransie defeyalisrelweaealt subisenagrs of mobile

communications,3Q networks, comprisjng: processing.a plurality of transactions, the processing
compritthg, fBFE. &ran%%laﬁ&ﬂ;‘?8&?5}%&%%@%%3&%@&3&& HSRTAbSBUPE HERMEHR SR

transmitting transettian informatian te a destmatiomasilyworklbasatheidhtorsqursivovkergis the method
further comprises, for at least gne com uni?hations ne v&ork: ?ﬁ.rggregating transaction information from

a plurality of TRASEHQR HY I8 atioR, SGHg s Mot 6etstHne Aogpiiate baAsYEd M Htormation

relating to theithetwerdstind erapuitingdhetaggeegaie diransagtion trompatiprRidhsRggLIsie
transaction information preferably comprises an aggregate transaction value relating tq. the plurality of
ttananctions PR B ERo CatPBe lsetdoP UL aRTIA o LRBBIECS P caErEn Between the

networksopetalfysant s ibtancecsehiviteppetaridey Witheutibedigddnioctsansianef flndsctar each
individual transacti%%, thus .edéjcing messa%e traffic and increasing transaction processing efficiency.
Preferably, tAE45) n]é‘éfée( LR 4R 48R YSI0E Elates to the difference between the total

Determining may comprise, in a first transaction mode, determining the total
transaction value as the transaction value and the recipient credit value as the
20  transaction value minus the transaction charges. Alternatively or additionally,
determining may comprise, in a second transaction mode, determining the total
transaction value as the transaction value plus the transaction charges and the
recipient credit value as the transaction value. Preferably the method can operate in
either mode at the selection of the initiating subscriber or network. Thus, the method
25  preferably comprises receiving a selection of one of the first and second transaction
modes from the first network, and processing the transaction in accordance with the

selected mode. This provides greater flexibility in how transactions may be processed.

In a preferred embodiment, the method is performed at a transaction processing
30 system associated with a transaction service provider; the method comprising
selecting information defining one or more third transaction charges associated with
the service provider, and determining the total transaction value and recipient credit
value based on the transaction value and the first, second and third transaction

charges.



10 value of transactions from the plurality of transactions sent from the network and the total value of
transactions from the plurality of transactions recei\?ed by the network. The plurality of transactions
preferably comprise transactions relating to a specified time period, for example a day. In this way,
transactions can be processed efficiently, with financial settlement between operators occurring only
periodically. 15 Preferably, outputting comprises transmitting the aggregate transaction information to
the network or a system associated with the network or its operator. The aggregating and outputting
steps are préfat BRI M SPRTESCH TR A eARiWBARce GRS 84N Eestination
networks angspassiblly FHEheleNQMBA K s S UHREr AR MR EOMMPhisRrMesE taenioiinsalue of
transactions sent from the network exceeds the total value of transactions received by the network,
transmitting MRS oSHRSGEEork to initiate a settlement payment by the operator of the network.
Alternatively, outputting may comprise, where the total value of transactions sent from the network is
less than the total value of transactions received by the network, initiating a 255ett|emer£ﬁﬁsayment to

the operator OFhEARSIRENS PRLrehap A oE sk US taA% acHBRTEEMBRBEY dERIAE a tttsaction

value from aiseRgerpkthe:transactianedyttheselr os nemiadnand pregitingya thansasiiomiyalue to a
recipient of the transaction by the destination network. Advantageously, at least one 30 of debiting and

crediting is JERSTTheB Ly AhcefLUtrario PP sg etn L cRUEERCYirtha Weemad pBhiat system. A

virtual walletsppyariBet Rybtetreifitan @aeguNaeHlingRRYT ehe et ebmpRatarycsakietmpich can be
charged typically electronicalhpfgor ex m%& using a linked payment igftrument e.g. credit card), and,

once chArgelivitiasacen XahsinVatlie, Lish GETRISY (&P itk dECPa ML SORTEFI%HAGe 8l cted from

the account halanes; Aduantageousingtheimatiathaamnprisgs asiapding ivansialsatiiemant between
the 5 network operators of the plurality of networks and optionally an interme@?ry on an aggregated

basis using AfFEAGHREG ard fralsadhishs A alich SR Me MdtHof A EiIds LpErmEidaction

information sti&pidhtaiaiicessiBciiatiracionscthfm plerositdtisie s dnavbiehcirasatsrenkvalue is
credited to the reﬂgient immediately, without the need é%{éTCtual tran fehg)f funds on a ﬁﬁr-transaction

basis. InsteaddS1OhYs Qe GTHALRY B SR CatREE P S HBRS AT RESFES TR information
is used 0 balapdateth QY eapscsIacei anethesChive dhind thenéat o Uk papief itk englestyingnout

transactions, Processing a transaction may_comprise determining or more charges, preferably 15
commission&SABTISKRL ERRHReREen thERFS EW%E}&&@%Q the transaction in accordance

with the determined charges. The aggregating step preferably determines aggregate transaction
information bgsed on transacii nvalI es and any applicable deter ine(l;[i transaction charges. Thus, the
financial setﬁgﬁgﬁfﬁg[%gﬁﬁ A aﬁl{?a\l?éa?ﬁ%téoc%o ﬁt&ﬁet(/aé]ﬁrg Slak ¥l eSHEsfons charged
for 20transactasferd bttlaosatinrisaidsithecirdosiat dit valuepsetemablygosperife amaneyairansfers
and/or . .. .
20  transaction value, the recipient to be credited a non-monetary value, preferably
telecommunications service credit, the method comprising converting the transaction

value or the recipient credit value to the non-monetary value.

Telecommunications service credit represents a quantifiable allocation / allowance of
25  service to a subscriber, which may, for example, have been purchased by the
subscriber (e.g. pre-pay) or credited to a subscriber as part of a monthly payment plan.
Telecommunications service credit may also be referred to as call credit or airtime,
and preferably comprises one or more of: pre-pay funds; call allowances (for example
audio, video and/or data minutes); message allowances; data allowances.
30

Transaction charges may comprise one or both of: commissions and taxes.

Preferably, information specifying transaction charges comprises one or more rules,

each rule specifying a relative or absolute charge value and one or more applicability



transfers of telecommunications service credit. A transaction may specify a monetary transaction
value, the recipient to be credited a non-monetary value, preferably 25 telecommunications service
credit, the method comprising converting the transaction value or the recipient credit value to the
non-monetary value. Telecommunications service credit preferably comprises one or more of: pre-pay

funds; call algysancasiiaiexampleisndio. WHRA and/andala.plinuies); massase Alpwanges; data
allowances. 30In a further aspect, the invention provides a method of processing transactions for the

transfer of vAerEWEWEeRCEHIBECrderd BRI coRtRititions! FRétD rkE3f s FBeiving a

transaction regsiesititanehijistenabile Ry icatinesneiRith theliransaetiendesuast titiated by a
first mobile subscriber associated with the first mobile communications network and comprising

information idsritplitgtilibeerifiandibfeRnlichibbr SLsHE 408y AP eBR aReBHeidsfEunications
netWOkaandaﬁdfwti%ﬂ@la@élﬂe@[ﬁ@nKtﬁlﬁdE?CHii@nTrM?dHﬁé@iW shRCiingnarvalp tade credited
to the second mobile subscriber based on the transaction value; and transmitting transaction

information P TRRS¥EAHMBEERNEA RS st AP i3 Bl nitiate a credit to the second mobile

subscriber; the transaction information comprising the determined recipient credit value; wherein at

least one of the transaction value and the reciglent credit value relate to telecommunications service

credit. 10Thi¥IR5N BrRVIHE 2 BHfiDI QAR PEIREIRSEWE e xR o MBI GG e dit. The

other of the HamaaktioanBligantthtrestpient tradl Yalvennianrebiede eonataryi@lugeflternatively,
both the transagtio value and recipient credit value may relate to telec mmﬁnigations service credit.
S

The méthod BFEEEBIy COPRPRESSHE RN NS S dBBInGHERASIRARRTEaMERS e NIERYrEdit from a

telecommunigaiignsctoseyyine: acaaurd afltbedisststibberibssdintageoitanpeimithdhe einsaction; and
crediting telecommupications service credit to a telecommunications service account of the second

subscriber ifBEcBrdBANRR tAEYaHsadl8n STER—MSm HMSAEAISh € SditficdPatt Bl ity
comprises opeRidbRreatiRiepay uits;crll @llawanedsyfarsexarmple andie, yidenantitae data
minutes); message allowances; data allowances, 20 In a further aspect, the invention provides a
oo of pIISL OGS A o I HAGTIPEY (b EOR R R OA LA PE O Ko
subscrilsers aétnokildcpentingriaatios stphmorkscoaripaisingcteaeiding a transaction request from a
first mobile communications network, the transaction request initiated by a first subscriber 25

associated with the first mobile communications network and comprising information identifying a
second mobile sufisCsibat assariatedwihnattendingbilautsnimusicadons netwaksantha service

credit value to be transferred; determining a_service credit value to be credited to the second mobile
Cbecribor, AT A B At SRR R 4 P B 0GRS B S et 10
initiate 30 creditkig@idsaswicricte ditcinithedecapslicabhil 0 stb senbastidhiabdeasatitengahy integration
of valug transfer transactions into c rre:]/%mobile].]{i'el hlony tems, even where electronic wallet
oaymetd sydtAEHN HIETHSS RSP DA TARRR T S EARD Bt AD GOMAESE LR WS ects of the
invention, thénsdiagdseoontonefosksamayubeitittcstngeanetwgekiypel Hrclorablyrther eSpect of the

invention, there is g]rlclz)lvided a sygttggn for %rocessigv%eatthtraﬁlsa tion betweern.a first us [ i efirst

and. co 1SS10N;, an’'a tc mdicatin cr €c cnargc 1S S ecnedasana O U
telecommunications RERVOrKand a élecond g g P

or relative (percentage) value, relative to the transaction value; an attribute specifying
the absolute or relative charge value; an attribute specifying a lower transaction value
25  bound for the rule; an attribute specifying an upper transaction value bound for the

rule; and an attribute specifying a truncation method applied in calculating the charge.

In a further aspect of the invention, there is provided a method of processing
transactions for the transfer of value between subscribers of mobile communications
30  networks, comprising: processing a plurality of transactions, the processing
comprising, for each transaction: receiving a transaction request from a source
network; and transmitting transaction information to a destination network based on
the request; wherein the method further comprises, for at least one communications

network: aggregating transaction information from a plurality of transactions



user in a second telecommunications network, the first and second 5 telecommunications networks
comprising respective first and second transaction processing systems, wherein the transaction
processing system of the second telecommunicatfo%é network is not required to have a direct interface
to the transaction processing system of the first telecommunications network, the system comprising:

means for relﬁemig%aﬁr@%aﬁaﬂ@t@ge{%ﬁhtmgaﬁwg&u&%ﬂgh&%ﬁi ReldithtR I8 RQBINAMBIGaTARS network
to effect a transfer of credit to the second user, the transaction ;%%uest including an identifier of the

second user'$HEAHS fBRHPURIHIRG dhS cARSISEIE FIF AR TS RO FHEAN ST VAFATRBH Shat the first

user has acepgidervedirstfficientieRiag) tbenmnsicrngansier rassiving credit iRrdhgstransaction
associated with the first user in the first telecommunications network; means for 15 generating a

transaction iffsthschibrafeRbantsstisntct Hadafarpiies fittodhussdc iy thd bt tion

instruction nassaea inetudiratbetdetarmnoedivaltie speiier angastinmameans Rk feraaming the
transaction instruction messehg%re to a trusted third party intermediary server which interfaces to a

plurality of telatisHnbn ReRb FY tREvETk e td UM aige trsh<adhniab dpsartithe thrsdsitrlisications

networks; mearRs20 farfiecaly ingriamdhaintrine PanesenesfGonfymation message confirming
delivery of the credit to the second user; means for debiting the reserved credit from an account

associated with the first user in the first telecommunications network; means for generating an

accounting packetaissariniedraihcalr ipastaneHARSALHRY tanEcragansHes ftwakding:team accounting
server associated with the intermediary 25 server lf,he accounting packet or an aggregated accounting
i R aEcHah debits

packet'r a BHHSA G AHLR BRI e RlURH BN BRI AR SI0R BREMSEN t

associated witfalthelfissé tetecoinousitationt ieivwdity afdranastolinicassediatechwitbtigitrusted third
party intermediary server. 30In a further aspect of the invention, there is provided a system for
Processing tHSRLEEHS 1 (M THSHERS P VAR bERMEEN S UBRHBERS OF AL RAEIAittions
networks, caifiyigrgdreansdenieaaduing mitiBnsastiomeactieas: fanaficredieiammynications
network, the tr.aél action rge(r]‘@gst inigated by a first subscriber as ociategl V?Ve[ h the first mobile
communicati$he HBRGAL S BRI PRI e RRTHARE P Y3 DRIP4 '€¥86nd subscriber associated

with a $econd mobile communications network and a transaction value; means for selecting
information ?ﬁgﬁgﬁ% one or more transaction charges in dependence on at Ie]ﬁ%_sot one of the identity of

the first com O R B A A S GaRTR) B tn & S a8 RS AT AR M OLONRRS K hnd 5
means for pracarsingrkher tiasysact anssriependénte astitgiraniaciefual Uehandg thezatiggor more
transaction ch rgﬁs. In. a further aspe toefheén@/entﬁi%rl theriﬁisgoro ided a system for processing
transactions¥ot (PSS BP FAFUR BERKEE P LUBLERDLNE SR SbifP SRS T tworks,
comprising: foeahs foufuoeadsigtigliorlitytebitansattionsibiyenriee ssingaakin @igingtifer each

transaction: receiving a transaction request from a source network; and transmitting transaction
informatlon (55 SRETHASoN ety B BALSA Ehth Y BHEHRE el AR PR TR SRS Bomunications
network, aggoegattigetraf saataniofomainnl fiomie plerabiy, of-ifansadiiensforveling tihneheetwork to
15 determine egate. transaction information relating to the network; and means far gutputting the
aggregate trg%%g%éfo it 8%?@“%%&?;?5 gr%%}fg,l eilﬁtebgiltg]tee Flaqaorllr %ﬁ},ﬁg éatﬂf‘)’(?\glé‘ a%%%%?ﬁ X%lpﬁprises one

or more transatiotingrecgssimypssty evhder theooedsvatnthef transadimissditefsanveif s)econriected to

each of 20 the fomﬁﬂuni tion,?

oo, 20 The PRTn GRY ta? ; a&]I;etvli/oarks Thus, the server(\s}% (P er%ee a&e%‘r)vaor}iacitlll%rila rocessing

or i e%%ﬁr&lgﬁ%cof%%trg%eﬁnect g 10 tHE ComMmanicatiohs networks
involvelbin thettikansaqgiigmserintonkecembadimeithethetprakessing server hub comprises a transaction
processing server coupled to a database server. Backup transaction processing and database servers

may also be provided.
Preferably, processing a transaction comprises debiting a transaction value from a

sender of the transaction by the source network and crediting a transaction value to a
recipient of the transaction by the destination network. Advantageously, at least one
30  of debiting and crediting is performed using an electronic payment system, such as a
virtual wallet payment system. A virtual wallet payment system is an account holding
a representation of monetary value which can be charged typically electronically (for

example using a linked payment instrument e.g. credit card), and, once charged with a



25 In a further aspect of the invention, there is provided a remittance processing hub system for
processing remittances sent between subscribers i{)na plurality of mobile communications networks
connected to the hub system, the hub system implementing a per-transaction information flow
between networks for completing remittance 30 transactions and an aggregated transaction
information figwaReMRRN the TuIRssYsie MARCIBe RO A BRMERr ResREatad Malworkapgrator
systems or financial institution systems for arranging financial settlement between the hub system
operator andHangerk operators. - 14 - In a further aspect of the invention, there is provided a system
for processing transactions for the transfer of value between subscribers of mobile communications
networks, comprising: means for receiving a transaction request from a first mobile communications
network, the RIRSARON g IBSIRARAS PO RI RSt ATiBREBeH B RS R atdemthh bREMRt Msbile
commuagicationw sietwetka g SOMPHHNS M IMRIRErIdeMiYIRe hsRE ANCMQRIQI B ST IR
associated with a second mobile communications network and a transaction value; means for

determining $2REEHEA R EHIL YRR S ey RC A paastish L farandeno e sthome hrsbfés ubscriber

based on thetilaesagian valkaianthforansookirans Miltipe tapsactionsiesAyalomis dhent0 second
mobile communications network to_ initiate a credit to, the second mobile subscriber; the transaction

information CBMBRSIAR tHE determsireacaeiyeit erbiitddr thaviseRirn ot 8l ofYHEMhnsaction

value and thgéegipiefib Crrdiby atugstelase Rdelesempunicatinossebiss. crediad Sfimaduither aspect
of the invention, there is provided a systeéﬁ for pracessing transactions for the transfer of
i

telecomnuniEARGHEEePIREE Qb ARIERVEL AaIRCINBIR GITADBNe BB IRTEAHBRI LIRS,
comprising: Bagaies foutreepiningsanttdasactiotcteaie sy frasnaifisss pekils caemumnisaignsunetwork, the
transaction request.initiated by a first subscriber associated with the first mobile communications
network andt%st?(?ﬂﬂiﬁsing information identifying a second mobile subscriber associated with a
second mobile communications network and a service credit value to be transferred; means for

determining a service credit valye to be credited to the second mobile subscriber; att%g ans for
transmitting trAYSERA8 R iHEHAGIRh T e BEEGH %@W&%ﬂfcﬁ%ﬁ§%&ﬁ%r@ ?F%h e crediting

of service creglitiitidlierseserior nabilagpsctiscibeic Maadikther asppeicofdng theanticactioare is
provided a tr.ansactiof{u éélE)é;;)ces in sys(iem for proc?};sin a transaction hetween a first user in a first
hGe

telecommuntBatf§He orl HAd SR iteEsSonlite deshEtiNEaishs B Ythe first and
second 30 teleeainygnigatianssn atnerksoeoinfsisiagoe paetivenfitgimac Bacond dsansactign

processing sg;tgmgf wherein.thg transaction C)_L;Erocessiél%'gysthemgof the %feCOﬁd teIe}ortnmunications
network is nBP PGS0 HAVRSE diRRERTHRLHALEES Tnd Briin e BRI Te SR BT8P e first
telecommunijgatienscaetuakik, it sysiemtcomeprisinguat ieast and seyvenissionectharfedhdofirst
telecorgénunications network - 15 - configured to: receive a transaction request from a first user in the
first telecomUREARSs network to effect a transfer of credit to the second user, the transaction
request including an identifier of the second user; determine a credit value for the transaction; verify
that the first JIlﬁee Ergﬁﬁa%ﬁgl‘?? 0t19 tﬁéetcrjalltnﬂ'lefpglfe\rfgl{l% %';feef%}a% comprise money transfers and/or
transfers of telecommunications service credit. A transaction may specify a monetary
transaction value, the recipient to be credited a non-monetary value, preferably
25  telecommunications service credit, the method comprising converting the transaction
value or the recipient credit value to the non-monetary value. Telecommunications

service credit preferably comprises one or more of: pre-pay funds; call allowances

(for example audio, video and/or data minutes); message allowances; data allowances.

30  In a further aspect, the invention provides a method of processing transactions for the
transfer of wvalue between subscribers of mobile communications networks,
comprising: receiving a transaction request from a first mobile communications
network, the transaction request initiated by a first mobile subscriber associated with

the first mobile communications network and comprising information identifying a



5 transfer; reserve credit for the transaction associated with the first user in the first
telecommunications network; generate a transaction instruction message to instruct transfer of credit
to the second user, the transaction instruction me'sgage including the determined value for the
transaction; forward the transaction instruction message to a trusted third party intermediary server

which interfaggsi@ mebualitvei i telaee i NaatioRSBRIMANKIOAHANEa diabaasiansRetween the
telecommunications networks; receive from the intermediary server a confirmation message

confirming d&iérF Srertierctus FRISEUBING dicipisat depitithalhe sy 18 din bR rPSccount

associated withithe first ugersitdhe fkurleGaBlIHBYEatinRg NaIWakK. thmkh& bystesupredambly further
comprises the intermediary server, the intermediary server connected to the first telecommunications

network and/fRES SHEBIEISRTIAMMRIEHGNE fRIOPROME AN SHRIPUEFREPROARBIRES D receive
transaction ipstisietion pessagestie iRHdie! rantaktiondsteiganeiaie RaeaUnting dasmaskaciated with
at least one transaction; and to forward to an accounting server 20 associated with the_intermediary
server the aCeBMHREALRS Slckggrtgdeqcarieatinthigibaialver Ay brlfatisatioRt tB%effect
transfer of mengiaKoMaldfbeivesn an preaudc-arsadiaiednithdhel frshioanemninieatiops network
and an account associated with the trusted third party intermediary server. The accounting server is
preferably fu“r’fﬁ@?configured to effect transfer of monetary value between an account 25 associated
with the trusted third party intermediary server and an account associated with the second
telecommunications network. Transfers of monetary value between accounts associated with the first
and setnd teIECHIRRIGN! 3@%&%&%@@5}5{%&8& FryuBbeiatdOnRIRS HRSFOLESFIRYY party
intermediaryT9gy vethér copreferahbs eftestedan adhaogie gatephasisrodisedh R aphiradiptoftprocessed
transactions, to 30thereby reduce the number qf financial transfers that have to be carried out. In a
further aspeEORSEARVE ysnfbvswaagea\wﬁ éh%ﬁrms%%&%m%@fsm%rﬁp%%é SAYS

transaction heiwesate i &t luaaninuaitisioelseenvndrications netwotk pot asgcmbrises # a second
telecommunjcations network, .the first and second - 16 - teleconmunications networks connected to
the hub sy st aREe ctmBT R BESBERRTHSE Y SERORR SFaA KRB HECRTRY S aHARS, wherein
the transactigghcocessongtSystena ofitite secorbeieliRcarustdaicati anshneliwoisnsaaebregatded to have a
direct interface {o.the transaction processing system of the first telecommunications 5 network, the hub
system comﬁlf%iﬁal%ﬁ@%PH%HP&‘iP&H%B%ﬁSW}%E@@&@ AR PR T PR hsaction
instruction mgsgagecton thebfirabielecarororhitedionsineiwarkn dheivanJatitominsiiietionynessage
comprising an identifier of th? second user and a requested éransfer vﬂu%jde tify the second
telecommuntCRISHSTRANBFRTBRLE SMRESHeRRfid oPtHE SbcBianitel idic Gl HoNy RSt value for
the transacti@b genepiteadigcadcbttadsaction insiitsion dnegsade aadctortatd dhessacond
transa%'on instruction message to the second telecommunications network for crediting in the second
telecommunications network an account associated with the second user; generate accounting data
associated with diilgastopety dnsastidnioth praciiad ntimgtiedaop iatayablydnelusiotoan fdemtifier of the
first 15 telec?mn}unic iotnf network, an identifier of th%jsgcgntd teleconﬁmu. ications nel;t\)/vprk and a
credit value f61'the afleast SREFARSAction; and forward to aif accOurith Eflél tver the ré[\\l(‘?ccl)ﬁnting data
or aggregatedmennticiiignslateckar ks pleoaljtyisid grarsactings: imashutibar mgpeat fibtheaifirention, there
is provided an ounting seryver configured,20,to receive, from a transaction prgcessing hub system,
ransaction ST LoE T AL PRGBS RN QLA 0Dy BRALS system
betwee? telessoimtedieatiotie Metvorkis lecsumectead da ihe hotwsysten, canthtaseifaatfdrarasien of
monetary va{ge Bgévlvleenaaccoun assgﬁiated,t\)/vithbo?e or m?arﬁ (%f thﬁ telgcommHQicati%qP networks
and an accoUit assogiated With the rgnsgctlscl)lnsfgpreocessgloncg U s‘ﬁfsPem bas&d on the received
transaction @oagoouictifigndatatwork and a service credit value to be transferred; determining a

service credit value to be credited to the second mobile subscriber; and transmitting
transaction information to the second mobile communications network to initiate
30  crediting of service credit to the second mobile subscriber. This can enable easy
integration of value transfer transactions into current mobile telephony systems, even
where electronic wallet payment systems and the like are not available. In this and any
of the above-described aspects of the invention, the first and second networks may be

the same network.



preferably on an aggregate basis. In a further aspect, the invention independently provides a

transaction processing system in a first telecommupjcations network adapted to receive a transaction
30 instruction message from a transaction proces'sﬁg'hub connected to the first telecommunications
network and to a second telecommunications network from which a credit transfer transaction was
initiated (the transaction processing hub preferably as set out elsewhere herein), the transaction
instruction message jdentifying a transaction value and a user of the first telecommunications network

to whom a 1472 fpshistersieeterfic fecid s Tiate (S riteON detnprisiFg e r &g SHISRE dunt

associated withdhaiitepfiecthseriRasgerdn hekianrsassiamyalegioientennrRcaiatReirrably
includes any suitable payment mechanism associated with the user, e.g. a bank account,

telecommunitsSfiond sefvice SeRbuniclerammLrgalinstoRftihiet dh% offiet paithentseiiment.
Though3n prgfessashambadinenis:abine \RHgsRsPesipefithe Mventian sebadt abeyRHte

communications networks are mohile telecommunications networks, in particular mobile telephone

networks, inREPFER LehSHHFERS intdieteitvithth B edian PTRSHy to bl EermMaitis uéFraidmonile

telephone hagidsstsmibigciiuantianRfMakaiso ke usqdiwth ethentypesdieemmprficatiansimnetworks
(e.g. wired LANSs with personal computers as user terminals). The system in any of the above aspects

preferably cORBHSHETRIRRS UM SHETHING 1 5 inEFrotn I BERHORS BSTROT tHE WS sy stem

aspects, thessigisrpeansdorfpetaening taskengs alsivitiep avtefpsafel iyt piRyidednat fagst partly by
a suitably programmed computing device, typically comgrisin at least a process(?r and %isociated
memorv)yconfﬁ R BERSRY P ¥eeks B At T30 g eTE s OpHBvicREP A cYNTbutef program or

computer pregamtyedsaicomprising safiéieicode daptedd whenmrasfedderathaigprocessing

apparatus, to perform any method as set out aboye. More generally, the inventjon also provides
apparatus hﬁ(ﬁﬁ& Pﬁ’?‘é%g% eW%@%S%W%éfh%ﬂ%i@@& %Srgfﬁt, 4 éacgo?ﬁﬁ?ﬁ%%rogram

and a computedpragriRmraseetctortharmingeuhaayofdhecssrerhndsrdesdiperchesaiadare/or for

embodying any of the apparatus.features.descriped herein, and a computer readable medium having
stored thereBHa B AR EarF Y GLL B O b MR HREAHRRY RSk B8P o Bmbodying
any of t5e appasaitisdeatdrssctieadibedchiereies3fet he imantionmsa pravidesta sigeedaimbodying a

computer program for carrying out any of the methods described herein and/or for embodying any of
tho apparanteatlied GEeEHE0 RATOACA FCE o FAHEARG ST G AR e Diputer

product havittgndicapes atioghsysie fomhiehingu fro am Loimp uitstrpsagramdaagartyingtrusted
third party intermediary server which interfaces to a plurality of telecommunications
networks to arrange transactions between the telecommunications networks; means

20  for receiving from the intermediary server a confirmation message confirming
delivery of the credit to the second user; means for debiting the reserved credit from

an account associated with the first user in the first telecommunications network;
means for generating an accounting packet associated with at least one transaction;

and means for forwarding to an accounting server associated with the intermediary

25  server the accounting packet or an aggregated accounting packet for a plurality of
transactions to effect transfer of monetary value between an account associated with

the first telecommunications network and an account associated with the trusted third

party intermediary server.

30 In a further aspect of the invention, there is provided a system for processing
transactions for the transfer of value between subscribers of mobile communications
networks, comprising: means for receiving a transaction request from a first mobile
communications network, the transaction request initiated by a first subscriber

associated with the first mobile communications network and comprising information



- 18 - out any of the methods described herein and/or for embodying any of the apparatus features
described herein.  The invention extends to metrtljgiclz\l/S andlor apparatus substantially as herein

described 5 with reference to the accompanying drawings. Any feature in one aspect of the invention

may be applied to other aspects of the invention, in any appropriate combination. In particular, method

aspects mayRe @piech QBRI HUSABRE HAKRUAMICR MErSacEothensinle deatgsimpigmented in
10hardware may generally be im%Iemented in software, and vice versa. Any reference to software and

hardware fe&fiFEEhARSH SHORFBRICHHEGU B A Bt TR DR LR mabions phesdprintg reR REs of the
present invepiips witkHevicRecHesibRdd speRlyiey \WaYa ol @xamiies Mk raterence tenth irst

accompanying drawings, in which:- Figure [ illustrates a remittance processing system in overview;

Figures 2-3 MRIBIFAYNGRAREs doMarTedih s idrntitp OF B A L coratReicAtanY B P taAld ction

charges; Figia ikisiriesSusten campenants; dipsigadlusiraiesinadase s hebvarNtBremittance
server and other system components; Figure 7 illustrates a further transaction message flow; 25Figure

8 illustrates SFLENAFE BREMKIALIAH68S remittance server system;

In a further aspect of the invention, there is provided a system for processing
transactions for the transfer of value between subscribers of mobile communications
10 networks, comprising: means for processing a plurality of transactions, the processing
comprising, for each transaction: receiving a transaction request from a source
network; and transmitting transaction information to a destination network based on
the request; means for, for at least one communications network, aggregating
transaction information from a plurality of transactions involving the network to
15  determine aggregate transaction information relating to the network; and means for

outputting the aggregate transaction information.

Preferably, the system in any of the above aspects comprises one or more transaction
processing servers for processing the transactions, the server(s) connected to each of

20  the communications networks. Thus, the server(s) operate as transaction processing
hub(s) which are external to and/or independent of, but connected to, the
communications networks involved in the transactions. In one embodiment, the
processing server hub comprises a transaction processing server coupled to a database
server. Backup transaction processing and database servers may also be provided.

25
In a further aspect of the invention, there is provided a remittance processing hub
system for processing remittances sent between subscribers of a plurality of mobile
communications networks connected to the hub system, the hub system implementing
a per-transaction information flow between networks for completing remittance

30  transactions and an aggregated transaction information flow between the hub system
and the networks and/or associated network operator systems or financial institution
systems for arranging financial settlement between the hub system operator and

network operators.



Figure 9 illustrates software components and interfaces; Figure 10 illustrates the
operationaLiadministration architecture; Figure 11 'Ilzt,lstrates services managed by a network operator
interacting with the remittance server system; 30FiLur’e 12 illustrates an operator interface component;
Figures 13 and 14 illustrate the calculation of transaction charges; Figures 15 to 19 arc example

screen shotg;pfa PMﬁBePa%@&U&OEH@Hﬁ%%ﬁ&Q'iﬁ?éi@nistQHWéeaoatos%éH&'%ﬁ%rﬁ@é@ﬂfﬁgtfansawon
call flows; - 19 - Figure 35 illustrates data structures used for sto%(gg transaction data and related data

in a databasBRSRRIIRNS AN (R S Bl s bRRRsEBER b iR e Pilf QPR INIMG periods:

SFigure 38 ilysiairs UoHEsRhLIrANSASIRN RIQGEEHND BieRstoig W 3Bt Shem s itkansastien call flow
including timings; Figure 40 illustrates an accounting data record; Figure 41 illustrates a transaction

process accOPRECEHENSHlsSURHENthE OBFRIAFHAT e FRBMTHMBRERISH iRy ity dHitb S WPeRids a mobile

remittange PiQGRRSSIDSHEIEHY AsOaseibed helawcdiimiaimvemifianesnas-uaadiRrientRigferably
includes (unless otherwise required by context) mgney transfers as well as transfers of other types of

value, for ex &SI IEI8RcomATEARchH BIRDUE rvitDSTARRT (cAITTRLRE a¥itthe} ASFSARttariRRYSnsaction

may also cogpfisaiemeisiaawbaneyReRhvalted e-audbmenttdsy Yalu@littnnotherfey. service
credit). A mobile remittance processing system 100 is illustrated in overview in Figure 1, The system

100 compris¥SditoaincnerHiviar G aliv sy boscdirhiadicsesondminbi s sHRS IR G PEabPL mobile
communicatigestieiyerls. Yalkids exampleniWeneneiSting transaction information to the

10 second mobile communications network to initiate a credit to the second mobile
subscriber; the transaction information comprising the determined recipient credit
value; wherein at least one of the transaction value and the recipient credit value relate

to telecommunications service credit.

15 In a further aspect of the invention, there is provided a system for processing
transactions for the transfer of telecommunications service credit between subscribers
of mobile communications networks, comprising: means for receiving a transaction
request from a first mobile communications network, the transaction request initiated
by a first subscriber associated with the first mobile communications network and

20  comprising information identifying a second mobile subscriber associated with a
second mobile communications network and a service credit value to be transferred;
means for determining a service credit value to be credited to the second mobile
subscriber; and means for transmitting transaction information to the second mobile
communications network to initiate crediting of service credit to the second mobile

25  subscriber.

In a further aspect of the invention, there is provided a transaction processing system
for processing a transaction between a first user in a first telecommunications network
and a second user in a second telecommunications network, the first and second
30  telecommunications networks comprising respective first and second transaction
processing systems, wherein the transaction processing system of the second
telecommunications network is not required to have a direct interface to the
transaction processing system of the first telecommunications network, the system

comprising at least one server connected to the first telecommunications network



20 104 and 108 are shown, acting as source network and destination network respectively for an
example remittance transaction. Typically, many mare operator networks may be connected to the
remittance server 106, which forms a hub intercohr\ cting the various networks. Each operator
network is typically a mobile telephone communications network, though other types of networks may
also utilise theysiem- 28 Mebiie SURSErighs: R easiLeRETRERh NEIWREK MayrCoRduet retRjttance
transactions to transfer funds between subscribers on any connected network. The funds transfers

(remittancesiFLORENASALYY e EHitih EE e el aBdCBOM Hrdibrisdht s%SPRPISS nibRey transfer
is carried oufrfreyatipbibe wiipseiiemiQa fsriTseomelwEkoHA tersubgehRRs hlQdaidagtipation

network 108, Brieflgﬁg]e subscriber uses a mobile telephone (or other terminal equipment connected

to the sourcddRRdrERAR Febhthal gt thessins iRetirdik eficis 0 salksidhe o a

specified recipigmésulssHiesrctinefopcipienhsiRseHba fiaidewrealieditipingamy theirssuitable
subscriber identifier, typically a MSISDN (Mobile Systems International Subscriber Identity Number),

i.e. mobile tdRGIEREHHFAHERS THE G B ROk FARSHUNhIRS THEN QI ST 3R rEiHECe server

106. 5Remittangecserv@atddtoldrntifien thesdestipatinrababiankhiliassasiaied with dhe specified
recipient subscriber and calculates any relevant tax and commissjon deductions. Remittance server

106 then insHUEI R RIS tesHARRSHITHNEETOR STATSRET PR RSGUSLERIPEASSHP (hinus any
taxes and capgasianBy topiieytaigrbsbraHbabrIliesemtacensasasil beodeschhediry mere detail
below. 10 Payments to/from network subscribers may be impJemented us;(%g any sujtable payment
instrumi@nts/ATSEREHUHEA MR ASHERS mraarﬂgﬁémas%%%}wrr@.ﬁé RPN BUSAHEREs may be
collected andegiastitedreiriadrianih hhbilling syaien, Riepail aiinaatredifdabitccasdsioniank
transfers. In preferred embodiments, an e- 15 payments system is used, in particular a virtual wallet or
mobile wallef S P IIEHE LT eihe §9588 ea%;tyﬁﬁgcg%ﬂg@%F@S%&&Wf{ﬁ%mm&%ﬁa?za}ﬂﬁhked to a

payment instiysagatgueihasaftrediceandhwithsprycoenisiakandmeménedited to a mobile wallet
account balance or a linked payment instrument. Payments may also be made to / taken from
subscribers in cash via remittance agents. The operator of a given network 20 can preferably use any
suitablejpaymentmeshaiisor sy ofiglias avappepriateiiiteriadtto thevegnihal feitiadiegyserver 106
is provided. The source and destination_operator networks may be located in different countries and
may use CTET HBREISS. The [0t ivbe SBP BURGAHE the HatEboai 95 HiraiEy Khnveraion
Preferably, thdetomitianiatiniyenopesaies thsingnecfivedistandarceeusentyureferted tocas the pivot
currency. Currenc%{.conversion indicated b%/ item %18 in Figure ;1 iﬁé)erformed on recei ttof a
transaction at¥NEYRARiAMHERCHAN BISHEETIHE 8IS SaRE0Mtd SHeE PRUEE AFr RN & K& Pemittance
server then agdoulates eathnissass anrd ehargedusingithe foratedireenay, ocuedingekts(di20) the
resulting 30 payment amount into the farget currency before transmitting the trapsaction.details to the
Aon 1 S ey d {

destin SERBHC AR AN N BV ARSI el bE SeHRRR 0Lt te PetwoIRS 10 B 88nding a

transaction tdatafier segkidiiy @ franssctiamdranctiiesansfer of monetary value between an
account associated with the first telecommunications network and an account

associated with the trusted third party intermediary server. The accounting server is

preferably further configured to effect transfer of monetary value between an account

25  associated with the trusted third party intermediary server and an account associated

with the second telecommunications network. Transfers of monetary value between

accounts associated with the first and second telecommunications networks and an

account associated with the trusted third party intermediary server are preferably

effected on an aggregate basis, based on a plurality of processed transactions, to

30  thereby reduce the number of financial transfers that have to be carried out.

In a further aspect, the invention provides a transaction processing hub system for
processing a transaction between a first user in a first telecommunications network

and a second user in a second telecommunications network, the first and second



- 21 - The initiating subscriber can preferably make remittance transactions with or without advice of
charge. In a remittance with advice of charge, folloying the initial remittance request, the initiating
subscriber is informed of any applicable charges éi% ‘can then select whether the charges arc to be
added on top of, or deducted from, the 5 specified remittance amount, or can cancel the transaction. In

a remittancer¥yihnriRAiisgoRk GhakeRKs eBBnsbRUr|MHtanas ssRAfUHNRb fRIaspasspestve after the
initial request, with any applicable charges calculated and subtracted from the remittance amount by

the remittandBSESRL SRR HFRSABHA 1 BF ARSI ENYY HEBHa TR iR FRRsaSHORI QiPEES81BRd 3. 10

Figure 2 shawstaninesaage-tend feslaconenshrirpmitanceivithadt agyice oficharge) dhectollowing
steps are carried out: 1. sender transmits request to source network, specifying destination MSISDN

and amount T537a5u0e et/ iBSASEER, ¥ QESEH M SUHE RN @ ddhs il s leRrRaamisaERBS criber
belongssto ardiffesant tRetwark Sistamitanpeispaueat Wi Her ceaMatBbN peestisaiioseM&ISDN and

amount transmitted to remittance, server 4. remittance server identifies destination operator 205.

remittance sEPERHEHevi dEStFidtior? bR O ARSFHOB. ratritsfce Keler BonvEFY transferred

value to destinedianiiien®dnApRlieslaxescand ramimissits ciisiuahagiresedalptisigdodhe source
operator, destination operator and remittance operator) {o obtajn final amount 7. remittance server

routes transfaFPEEGE Rt d e SEFRAHAS ATk 2 5RISEh 0N R HdHR: aldshEL BRIttt ter and

notifies destiaridemauiiscstnlsShdheotle anadion sHbSauhefidpayan) iscootidiad k) chesitiange
confirmation is trans ittf%d to the source network 11. theﬁznding subscriber. (payer) is notified

30Figut? 3 iftRAFYESS IR BROARGHISr BRI Ates MtHTAAVEE Bt EREHFSIOM ASSAgEHRFollowing

steps: forward the second transaction instruction message to the second telecommunications
network for crediting in the second telecommunications network an account

associated with the second user; generate accounting data associated with at least one

transaction, the accounting data preferably including an identifier of the first

15  telecommunications network, an identifier of the second telecommunications network

and a credit value for the at least one transaction; and forward to an accounting server

the accounting data or aggregated accounting data for a plurality of transactions.

In a further aspect of the invention, there is provided an accounting server configured
20  to receive, from a transaction processing hub system, transaction or accounting data
relating to credit transfer transactions processed by the hub system between
telecommunications networks connected to the hub system, and to effect transfer of
monetary value between accounts associated with one or more of the
telecommunications networks and an account associated with the transaction
25  processing hub system based on the received transaction or accounting data,

preferably on an aggregate basis.

In a further aspect, the invention independently provides a transaction processing
system in a first telecommunications network adapted to receive a transaction
30  instruction message from a transaction processing hub connected to the first
telecommunications network and to a second telecommunications network from
which a credit transfer transaction was initiated (the transaction processing hub
preferably as set out elsewhere herein), the transaction instruction message identifying

a transaction value and a user of the first telecommunications network to whom a



1 sender transmits request to source network, specifying destination MS1SDN and amount - 22 - 2.

source network determines that receiver subscribe ﬁelongs to a different network 3. advice-of-charge
remittance request with source MS1SDN, destina'ti!) "MS1SDN and amount transmitted to remittance
server 54. remittance server identifies destination operator and retrieves destination balance currency

type 5. renpijtunse servRicealnulaiesdaxaantheomemiedionsmplsigittaien SeaMensetumns initial
amount and commissions (both currencies), final amounts (amount to be debited to sender and

amount to b&ASHted Yothohscidorificst BserPasehaRdipisptemiy Re ERoitRS IS Pdiment) 7.
sender confipRgctapliemiliansaandishonspa arReenacin Aasacob hadarovideddnfesmation (either

sender pays fees or receiver pays fees) . 8. source network reserves debit amount (including fees if
sender paysy2n® ACEARRNAHSRBRTHE P88 S HSRAATRER S TRE Y SATHtAEE SBIGeY ot Premittance
server trnsiatethafinshemetphdatdestination network (with commissions deducted if receiver pays)
11. destination network applies the credit transfer 12. the destination subscriber (payee) is notified 13.
remittance confirmation is transmitted to the source network 2014. the sending subscriber (payer) is

notified IntergrieshbpivveeR ke initisddienshiRseribrs anedhe sqiaqs peterkimaYidie starout
above, the communications networks are mobile telecommunications networks, in

particular mobile telephone networks, in which subscribers interact with the system

10 using mobile terminals such as mobile telephone handsets, the invention may also be

used with other types of communications networks (e.g. wired LANs with personal

computers as user terminals).

The system in any of the above aspects preferably comprises means for performing
15 any method as set out above. In the above system aspects, the various means for
performing tasks or activities are preferably provided at least partly by a suitably
programmed computing device, typically comprising at least a processor and

associated memory configured to perform the tasks or activities.

20  There is also provided a computer program or computer program product comprising
software code adapted, when executed on a data processing apparatus, to perform any

method as set out above.

More generally, the invention also provides apparatus having means for performing
25  any method described herein, and a computer program and a computer program
product for carrying out any of the methods described herein and/or for embodying
any of the apparatus features described herein, and a computer readable medium
having stored thereon a program for carrying out any of the methods described herein
and/or for embodying any of the apparatus features described herein.
30
The invention also provides a signal embodying a computer program for carrying out
any of the methods described herein and/or for embodying any of the apparatus
features described herein, a method of transmitting such a signal, and a computer

product having an operating system which supports a computer program for carrying



example, via SMS messaging, WAP/mobile intemet or web interface, by way of a voice call to network
operator's call centre or automated call handling system, or by 25 any other suitable means. In one
embodiment, remittance requests are transmitted'& SMS messages via an SMSC (short message
service centre) to a remittance application running on an application server in the source network. The

remittance apRliga{iQT thteHRarRIVHER 8 MitaNC/H IRV Es LR ERHR hayestitiangsharivice. The
remittance application also interfaces with a local e-payments system or the like. 30 A corresponding

remittance aPBiESHGRIEBEAGERIN the destination network. SMS or other suitable communications
mechanisms may also be used for other notifications, e.g. confirmation of receipt / transmission of a
remittance to gﬁayer and payee (e.g. steps 12, 14 above). - 23 - In the above exan;gles, e-({)ayments

are used to dEBitRYEHioR LR P § 194AGaPBATANS PRI kA Ay e SiibSertEed with

informaion ertthefalgwRNbitRO s8EsIaPARIaN GvEapIMIssions etc. flowing between the networks via
the remittance server. Preferably, actual funds arc not transferred between participating operators at

this 5 stage. Instead, financial settlement between network operators (and the operator of the

remittance sgiicehisirafesablyspeoducted anvent RagHegatRd Hpsisd fey exampipddailyprweekly. This
is illustrated in Figure 1. In Figure 1, flow of transaction information is indicated by arrows marked "I".

Flow 10 of sEHERHERt At i PRIRRIIAY 5P RRRLORarkB dPasiicweries e A6 nfeth &on, these

arc on an aggigeatad hppisassdepedneddteicERaynenisharmiidicrieckby mipvsdnaskaed "E". Thus,
a mobile suﬁ;}cégber device 102855,1 smits transac,tion request to source 15 network 104. Once

confirm@d, 2PPELAYHBRAY iESHTA ﬂzﬁarm’ COMECS iR SO SRoHED &R or S S % olve

immediate fupdsftiasfendafatdadscmaidoes hensteshedlate WIgNttve Resnayiglave been transferred in
advance, depending on the payment mechanism used by the operator). Transaction information then
flows via the remittance server 106 to the destination network 108 and to the recipient subscriber
20110. An eppayriptibis made to the recipient subscriber by the network operator of destination
network 108 using the appropriate payment mechanism. The remittance server 106 maintains records
of all transactions made. At the end of a specified period, for example a day, the remittance server

determiges @myfamduidisizbowethbypristatcacbnpii ciphtirgvrieiwersktpa giarddpssdvaly aggregated

remittance transactions. Specifically, over the course the d or other period), a given network
operator m a>e;(arnple, w?th rFe)Ference % t%e accornpanylsng draw%{g& 1rn w elCIB- )ag

Figure 1 illustrates a remittance processing system in overview;
Figures 2-3 illustrate transaction message flows;
20  Figure 4 illustrates calculation of transaction charges;
Figure 5 illustrates system components;
Figure 6 illustrates interfaces between a remittance server and other system
components;
Figure 7 illustrates a further transaction message flow;
25  Figure 8 illustrates a hardware architecture for a remittance server system;
Figure 9 illustrates software components and interfaces;
Figure 10 illustrates the operational/administration architecture;
Figure 11 illustrates services managed by a network operator interacting with the
remittance server system;
30  Figure 12 illustrates an operator interface component;
Figures 13 and 14 illustrate the calculation of transaction charges;
Figures 15 to 19 are example screen shots of a web-based customer care application;

Figures 20 to 34 illustrate various transaction call flows;



send and receive many remittances. If the aggregate amount sent by subscribers of a 30 network
exceeds the aggregate amount received by subscrjhers of that network, that network operator owes
funds (since the total payout to its subscribers is [e$s than the payout made by other operators on its
behalf). If the aggregate amount sent in remittances is less than the amount received, that network is

owed funds. Fpgre- it SHIHEANGR.SRIYEILFRIGKINBS (hnifRlemanhabaue and RAsREsItE information
to the relevant parties to initiate settlement. Thus, in the present example, the remittance server may

inform the fifdthd##BARS operator 104 that it owes an amount of funds. The first operator 104 instructs

an associatgddinaneliRgtiionbile emakatdRaymant to the remittance operator, typically via an
account held at a further financial institution 114. The remittance server further determines that, on

balance, sedUSHIBprhtb iR iHSIHERLBAMRISNd instructs its financial institution 114 to make a

paymen to thajepesatarstveishiassociaieaiinansiotinstiytiepsl 16). In determining the settlement
amounts, the remittance server takes into account any. commissions and taxes of the operators, as

well as any CORMTISSiSNAYR talfaasyne +H R AR Wipg dEUNSSerator. This settlement process thus

ensures thatpignitaneeutbpaymentoanesisttuiadeprrectly without the need to perform financial
settlement on. a per-transaction basis. The settlement process is carried out under control of the

remittance sERRTC HhIEHYFAHSAIEIRASHARRSAT HREVAIBEL DRSS EPEERSH the relevant amounts
due. 20 Transfer of settlement funds may be made using a third-party payments system (such as

PayPal), In that case the aggregated transaction information (that is to say the determined settlement
amouan) s DT ROMITHE Feftheia o KEHUEP (R YR, ér RO G tE Rt & TSty

payments systastadnidsicitbe veapsfeTat setilemenitiuodsbebyeaerikie pastiesbidbiddugeshe
remittance server 106 can operate eg; a hub between the networks both for the Eer-tr nsaction flow of

transaction iftBIFSAEH BHEFSPIHE Ko BYe TN AN BFS SHHRHIEN A Fh AT SR P a3 BB processing
systems arctppeyvidedin€ashaammesacrssiQuiogningrand neomiogttaasaciansandiare
connected to the hub 106. 30 These transaction processing s stegs may incluge or be connected to

the networkd BUNANET SFOREH Py BN A8 ERP WAL AR §EnP86it HRSr&1s W ieEelfor direct
interconhectinpnatihivigdacio glaghaenpthernzivvaddtrespective transaction processing and

payments systems.
A mobile remittance processing system 100 is illustrated in overview in Figure 1. The
system 100 comprises a central remittance server 106 connected to a number of
mobile operators’ mobile communications networks. In this example, two networks
20 104 and 108 are shown, acting as source network and destination network respectively
for an example remittance transaction. Typically, many more operator networks may
be connected to the remittance server 106, which forms a hub interconnecting the
various networks. Each operator network is typically a mobile telephone
communications network, though other types of networks may also utilise the system.
25
Mobile subscribers on each operator network may conduct remittance transactions to
transfer funds between subscribers on any connected network. The funds transfers

(remittances) are managed by the remittance server 106.

30  In the present example, a money transfer is carried out from mobile subscriber 102 of
source network 104 to subscriber 110 in destination network 108. Briefly, the
subscriber uses a mobile telephone (or other terminal equipment connected to the
source network 104) to transmit a request to the source network to make a payment to

a specified recipient subscriber. The recipient subscriber may be specified using any



- 25 - The remittance server 106 may comprise multiple server components. In one embodiment, the
remittance server comprises a first server for processing transactions by receiving transaction
information from a source network and transmittiﬁ; ransaction information to a destination network as
described. Information for each 5 transaction (e.g. a copy of the relevant transaction information) is

also transmitigeh #-as3B5aMELE GG I RIedRtiaR ISR ToVBET: aRGHRY heratbRallow of

settlement funds is controlled. The server system 106 may additionally comprise a separate database
server for stOMREF ARSI ARMPsEb - antihtile telaphore RHERRBrE N ot YIS EROtkd Ybrver system

may also comprisee e Qeduesetsaduneanthrekdp senvers 10corresponding to one or more of the
above server components. As mentioned above, the remittance server is responsible for calculating

commissions and taxes which are to be applied to remittance transactions. These include

commissiong amétkaxes RpRYcabE {ecthEisource NetiMer PReek thegasiinaiien lwnetwerk operator,
and the operator. of the remittance service. The applicable tax and commission rates are preferably

specified by RFB}5er it 18 e FEWFHRAE 2N TLLO LERN SIS YARS it S Fr A SYators each

time a transaelaBHsnRr RESS@h R sBFRfErAIYyihitie infernatian matirestasashatignenddxremittance
server, for example in a local database storing management and configuration information for the

remittance s&¥¥id® THHF (o ERaUesly IHE UHERASRIBHEN AN ARFSS andreRamiysionida e dargib, when

processing aiiRbEB6tOrhdiepieriitanaelSeEv@ssBhibt B eldeyedig fellewing information from the
database: The commission applied by the source network operator ("outbound commission™) A tax

rate aplpﬂicable at the source network operator ("outbound tax™) The commission applied by the
remittance spiyigersowdiesB0 ndie szRMubssititappliied by theplestnetionseiwaik gpeatater (“inbound

CommISSIOH'Bé}?nqgnt instruments/mechanisms, which may vary from network to network. For
example, payments may be collected and credited via a monthly billing system,

prepaid airtime, credit/debit cards or bank transfers. In preferred embodiments, an e-

15  payments system is used, in particular a virtual wallet or mobile wallet type payments
system. These can typically be preloaded with funds and/or linked to a payment

instrument such as a credit card, with payments taken from/credited to a mobile wallet

account balance or a linked payment instrument. Payments may also be made to /

taken from subscribers in cash via remittance agents. The operator of a given network

20  can preferably use any suitable payment mechanism as long as an appropriate

interface to the central remittance server 106 is provided.

The source and destination operator networks may be located in different countries
and may use different currencies. The remittance server performs the necessary
25  currency conversion. Preferably, the remittance server operates using a fixed standard
currency, referred to as the pivot currency. Currency conversion (indicated by item
118 in Figure 1) is performed on receipt of a transaction at the remittance server from
the source currency into the pivot currency. The remittance server then calculates
commissions and charges using the pivot currency, and converts (120) the resulting
30  payment amount into the target currency before transmitting the transaction details to
the destination network. Alternatively, conversion may be performed at the networks

prior to sending a transaction to / after receiving a transaction from the server.



A tax rate applicable at the destination network operator ("inbound tax"). - 26 - The present examples
assume that no tax is deducted at the remittance seyvice provider (though this could additionally be the
case). The taxes and commissions are specified fnftL'e form of one or more rules. These may 5
specify, for example, a percentage of the total remittance amount or a fixed amount as a taxation or

commission mﬁitfaﬁ%%w?sm}é@éﬁﬁ pRacifb R AARE ehifansactiansyalieas tewkich e sule applies,
by specifying one or both of a lower bound and upper bound. 10Multiple rules ma\%ge_d,e,fined for each

operator. Thedd%reipiligaccuutatGBIftmE S vaRapiicca Yivehrtiser RUPHIAG Sh&cHitL following
commission fifgfant8%e Ridatahd ansagtarsueneriirareasianT RejpanaBIE kiapd3@0 EUR 5%

of total transaction value for transactions above 300 EUR 5 EUR fixed commission applicable to all

transactionsC¥5 e} 501050 ERAR EFathe A ReTRESHI_ LA g ¥R P RURR NotldsLussstitebte hesulting in a

total commisgienftar thaiepREIb AL G A danEW heT@¥nRIRD A SRESHLMaLENE SRGNE Way.
20Preferably, each gperator maynigfcify different commission (and possibly tax) rules depending on

the other paf§*iiSSlERARTHeWArERLREM Ea e xaffhlEr B dPkFaftPmasFapetity e M4 transaction
initiating frorreifeeRgtwark and Hpsiiasi faiagdetinatiaropatninbh e fihcommissionddles apply
than for transactions destined for operator B, Similatly, an operator may specify different rates as
recipient 25 HBBBRAING oY GHgm RN G nGRSHRC TS SRS YO PERARTBIE e EHELR tes to be
offered to supsEighess Dhspecific networks. The remittance service provider may similarly apply
different commission rates depending on the source and destination network operators involved in a
transadflon. - 27 - The remittance sewer 106 includes a transaction processing module 40 and a

configuratiorF jai@bmskods I hegapiidloation daiabdse Ahsioies ¢umBiasianiteles ddhanrgl tax rules 46
relating to partictif) ting network operators (and the remittance operator). A management interface 56 is
1.

provided to S0 ASHRBIRBHSFEH ! out

sender transmits request to source network, specifying destination MSISDN
and amount
15 2. source network reserves debit amount and determines that receiver subscriber
belongs to a different network
3. remittance request with source MSISDN, destination MSISDN and amount
transmitted to remittance server
4. remittance server identifies destination operator
20 5. remittance server retrieves destination balance currency type
6. remittance server converts transferred value to destination currency, applies
taxes and commissions (including those relating to the source operator,
destination operator and remittance operator) to obtain final amount
7. remittance server routes transfer request to destination network
25 8. destination network applies credit transfer and notifies destination subscriber
9. the destination subscriber (payee) is notified
10. remittance confirmation is transmitted to the source network

11. the sending subscriber (payer) is notified

30  Figure 3 illustrates a message flow for a remittance with advice of charge, including
the following steps:
1. sender transmits request to source network, specifying destination MSISDN

and amount



5 configure their commission and tax rules. Other relevant management/configuration data may also
be stored in the configuration database 42 and mc:g'fied through the management interface 56. The
management interface may, for example, compris %l'server application configured to interact with
remote client applications. In a particular example, the management interface comprises a web page

or web | OapplicatiaRuihe fEaRsActiRIRIARESSiRg RRANIE-4QFSEEHE@SIRIBARSastioNdifErthe source
network, the transaction identifying the source network and a destination subscriber, and performs a

destination lookup A8¥entify the destination network. Fee calculation 15 module 50 then uses the

source and destinaigy dedwerkisforratiemandethesteleranttansactisndniRrmadiamisidah as
transaction value) to look UE the applicable commission rules and tax rules. Using these, the fee

calculation module U AN eI ERd dR (RIBHEHS S P R fransaction is a remittance with

advice-af-charge, adwie@anbchargermashigis? ganamiththy salerlaled ieermauatsthagi ko the 20
subscriber and obtains confirmation as previously described. Once confirmation is received, or if the

transaction is a "onBAH5e PRTHENER Ss previously described, the final transaction values are

determined (moslule-hAtaaps dhedermitianas taferaaiieBimiaiided to the destination network where
payment is made to the recipient subscriber. 25 The tax and commissjon rules may be stored in tables

of a relational d3tabSEL EBICoHEYSLASHI YA Al aRAvaE P SHPES TR RBBUFHEREE Single table

stores both tax andfRMAMSSIRN (HRsuYYiItD ddyReiieldingicatnandhetdbantie Beisataxer
commission. Other fields glgoyé_indicate, for example, Whether-{?the rule specifies a 30 percentage or

absolutd fee amouRt S Pt R BIRROBS M OSSO BEWRF Bdunds defining a

range of transactiogevidirasigimiiandheniitlarpRlies cHye JaLndirgatie thaddohehdsp@ndealculating
fees (e.g. rounding or.truncation), and any otherf%levant information. Where multiple rules are

applicable, a numeHtaI TAEOR R SSPHHAREP i AESF SRR THEUSEFL specify the order in which
they are to be -28 sappliedtwWdit totahesraemission (@ ynanplieg iscprgieiaklyhg pum total of all

commissions (taxes) for all applicable rules. Preferahly, commission and tax rules are defined in the
Ctabase oD andH ORI 8 B et VHENTIIEY BIMte SRS THER Hosociated with the
relevartsoperatas. iritigaatakaser Tiria dlinweh e fisal oh eomMissideitaxatise sneeiwee fwiperators.
Furthermore, as mentioned. aboge tax iﬁnd commissions may vary depending on the originating or

destination operatof HEtWOTRA EdPSIRGA BN ShB8YMd and outbound commission (and tax) rules
may be associalad duiftinapiesifictsoukes/piistithatiandlOnapefator pairs in the database. The fee

calculation mott\j/yée EO aFi?ureA cahn th%n L;ierform.a Ioo‘égura in the database based on the source and
destination netwarkESATHEHAR SARS MBS IRAYSRHDIMAHd commissions and taxes applicable to
those operators] 1 5Enatenadd ¢ oitfensysieni sitonsiradsaationdimitsieberkpecified. This can be useful
in frausgé)revent'ﬁon qu, oréer?/ aun erg]%%& Iffgomits Cﬁ]({)referably be set for individual subscribers as
well as hetwork oﬁoé ST P S HAY” X 1 &8 ?)e, to individual transaction value, cumulative
transaction value over a specified time period, and number of transactions over a specified time
period. 20 Interaction between the initiating subscriber and the source network may be, for
example, via SMS messaging, WAP/mobile internet or web interface, by way of a
voice call to network operator’s call centre or automated call handling system, or by
25  any other suitable means. In one embodiment, remittance requests are transmitted as
SMS messages via an SMSC (short message service centre) to a remittance
application running on an application server in the source network. The remittance
application interfaces with the remittance server to provide the remittance service.
The remittance application also interfaces with a local e-payments system or the like.
30 A corresponding remittance application is provided in the destination network. SMS
or other suitable communications mechanisms may also be used for other

notifications, e.g. confirmation of receipt / transmission of a remittance to payer and

payee (e.g. steps 12, 14 above).



In addition to the transfer of e-payments, the remittance system described above may also be used to
transfer other resources, for example other representations/tokens of monetary value or virtual
currencies. In one embodiment, the system can b';gs'ed for purchases or transfers of
telecommunications service credit (airtime) between 25subscribers. Thus, in one example, a first

subscriber mayHeayert athaiplice-niEhase (et asathedspheerie @k imsehhdhestigagaction is
initiated like a normal remittance, as described above, with the transaction value debited from the

subscriber's EFaISePRYSH AR AEDSBRIEHRRImEHR iHYRTRRISD ehdhietslsHandiianstingy be
calculated anghsigfsictechassdRRI ke dowIAYBERidBSIHE RIS HRENi st RihaMestiRalian operator.

However, instead of conversion into a target currency (if necess?ﬁr%) and payment to a subscriber

e-payment aCCSERP e FEHAlAdh 58It KBRYEREE RE G HmOMHSRSHESORFER e alt Risich is

creditedsto thefaragitshbseaari s Keaniladelepheng aceRUK opélitotiapiaRRIp-RatBF & P@Y type
account). The airtime may be represented as a monetary value against which future telephone calls,

text messagEHHRPGERSF YRS SERI OB LrhRTeH A8Z5e8aTehBAYY-fRE RAMRIN Y or
messages, Qrifeikyyothgs sitakieawa)in Figuterm "airtime” as used herein is intended to refer to any 5
such representation of communications service credit. In this way, the system provides a simple
mechanism for topping up a subscriber's pre-pay telephony account. The advice-of-charge remittance

may be adapiepijeiefnravine subsssthpnohiinetisrgRsKardeany teoayantitkal airtimgypurchased
(e.g. a 10 EUR remittance may provide a 3§U charge plus 20 8:” minutes), with the subscriber
t

being dilen 2btiE BERER! to WotNirth oPELAEE! e traRERCH R ASandther VAo Hi&E)Stem may be
used to transies akioe, fiasscone: soipsarihgpteparathesigaideibisainyahe. apnnRatan aifime value,
or a number of call mjnutes or text messages or the like). Thus, in this case, both the source and
destination T@‘C@ﬁ?fje]l?'%ﬁ“BWﬁ@?Qfﬁﬁftaﬁﬁce is communications service credit. Nevertheless,
conversion may be performed where source and destination networks represent or value service credit
differently. Fig. 41 disclgses steps in one embaodiment of a method of processing a transaction 20
etwoen a il isct 0 ST Ho T L Gt G AN Bl 0els P9  second
telecormsnunigations new@kcéheokifsinasd] sacendyelecommuutcafions metwabksritempsising respective
first 4132 and secqnd 4136 transaction proc ssinF% s% Iemsﬁ%/‘vfs?serein the trangacgion pro%essing
system of thBEEEEhH PRSI mihiEEHo ALV ReiR SR U948 s e JiHEG o Hal¥PSaiPist iRterface to

25 the transaachiefepedcassiag syisierorahiiyehticst hetecomesiumichtiondvaste/atkpéididgldietheethod is
implemented at least inéﬁlart. ata hLé h%\%ng conn cions to multiple telecoEEmRtj@ications networks,
which may TSRS REMRISIREY PRI ATRAHON HITE'EERR 'SR BP U 3R NSy be
implementeddasi@asittgiereomiimentier éstnptivalitytabiktd @ aneatecheanpaisentabs@iber

20 110. An e-payment is made to the recipient subscriber by the network operator of

destination network 108 using the appropriate payment mechanism.

The remittance server 106 maintains records of all transactions made. At the end of a
specified period, for example a day, the remittance server determines any amounts
25 owed by or to each participating network operator based on aggregated remittance

transactions.

Specifically, over the course the day (or other period), a given network operator may
send and receive many remittances. If the aggregate amount sent by subscribers of a
30 network exceeds the aggregate amount received by subscribers of that network, that
network operator owes funds (since the total payout to its subscribers is less than the
payout made by other operators on its behalf). If the aggregate amount sent in

remittances is less than the amount received, that network is owed funds. The



A transaction request is received 4110 at the home send server 4134 from a first user 4130 in the first
telecommunications network to effect a transfer of credit to a second user 4138 in the second
telecommunications network. A credit value is cal'cgfa'ted 4112 for the transaction. This may be
implemented at the home send server 4134, but - 30 - may involve the server obtaining information, for
example relatingtish8XGEARYQIERIBRIARIIRE 3Rt aM AR ReREHIS 8Bt the dppalgerver, for
example external databases or.the transaction processing systems of the first and second networks.
5The requesEifSAT RS IRt idesHIGHIRted, the validation including verifying 4114 in the first
telecommunications network that the first user has access to credit sufficient to effect the transfer.
Credit associated with the first user is then reserved in the first network for the 10 transaction. This

may be doné BySa G fisr At ihs SAYBM 1 B1fr dRTINENSS e S e iPTBY Mgy et iRfhePRENted

automaticallyjartie: firgt tiaRs acCHR PERCaRRINE: SyStRINS 1 BRAs RS it vl atian proegss for the
transaction request. A fransaction instruction message is then generated 4118 and forwarded to the

second 15 ti8afish {rapeialimyititien WLz S RAVIHIE IO R i RS SRTAPliser 4138,

the transactigpifgtiuctipaimessage Kdd&ingl eimg-timsalallatedivabie fon thentrassagtinge An account
associated with the second user is credited with the calculated value. 20The transaction instruction

message, o & e AR RAE S a1t thain G SRR AR FRO ARSHERT 2198 &h Sesdifietdst 81 sending

and receivinghitsedssisial T hapiaraedihlidd tolanitearediaryyseinend kHh whightbiterfaceas to a
pluraliti of telecomm icatioqs netwaqrks to arrange transactions between the telecommunications

network®. 25 PREHEMEEBAG BN h (Hen receives 4124 from the second telecommunications
network a confirmation message confirming delivery of the credit to the second user. The home send
server 4134 then sends a further message to the first transaction 30processing system 4132 to
debiting the 1’&9&?@&8%&%#&1%%%&%8&8% SOOTERELE i Yhie tSE JBEY Y GRtY

telecommunigatinisipaivmk ax3d oDatadperexanpiesd]tetaled examigitoal adamiiaheensystem in

accordance with one embodiment will . .
remittance service’s operator. This settlement process thus ensures that remittance

15  payments are distributed correctly without the need to perform financial settlement on
a per-transaction basis. The settlement process is carried out under control of the
remittance server, which transmits information to the various parties specifying the

relevant amounts due.

20  Transfer of settlement funds may be made using a third-party payments system (such
as PayPal). In that case the aggregated transaction information (that is to say the
determined settlement amounts) is transmitted from the remittance server to a server
associated with the third-party payments system to initiate the transfer of settlement
funds between the parties.

25
Thus, the remittance server 106 can operate as a hub between the networks both for
the per-transaction flow of transaction information and for the aggregated flow of
settlement information. Transaction processing systems are provided in each network
to process outgoing and incoming transactions and are connected to the hub 106.

30  These transaction processing systems may include or be connected to the networks’ e-
wallet or other payment systems. With this arrangement, there is no need for direct
interconnection and interfacing between the networks’ respective transaction

processing and payments systems.



5 now be described. The example embodiment will also be referred to as the "HomeSend" system.
This description is based in part on a requirements_/_feature specification for the HomeSend system.
Any statements implying that certain features arc'r%al]ired or essential relate to the specific
embodiment only and are not intended to suggest that such features are required or essential features

of the inventinp grasfalied OsTheintermatiapabespitancaumpetisvaro sy sieadly Rngis thought in
many cases to exceed aid and foreign direct investment. Flows reached 320 billion dollars in 2006 and
are estimatetMBWHRTb ST B EoRSRChyBBRBShRidiF RIS {RFdeser i il HPAtigration and

globalizationsyl he Righgst sendine FouNsies s Heally 1 Yiddirfasterameountrigsithg US and the
UK. The top 10 receiver countries make up.around 45% of the market. Over 50% of remittances arc

though to ockERAHRR ANTERA Lt AndfstiRstinge PeiBiRtkias drechihsdalyiesuations itk ge

expatriage commnsnitas {forLeberamiple r_rewi tfalh st ot SNPisasRSHEiBRYeapulation
remit 80-90% of salary to their home country. In some receiving countries, remittances contribute to a

large extent 16501 S6UHEID REET AL IR NS HRi e MR ATheredRsrlP eoah Rl Bt Iarge

unbanked p@prdatinnseaasiicanvertionabresmiianceoagenls Rldhasaioudshgsisitenpyadimited rural
outreach. 25 The present sqalution addresses certain opportunities, for example; Decrease Cost of

Remittance G#3R5RGPEMHTEAPCOQENE HASaRt IRt FRRLaHIR A P ST IR 6°149% in
developing maikete3WRcANRYsySRHCHY Uldanipesisrneasiad todeathto tusids Q8kvisigrease in

remittance flows Increase Accessibility o %o need for bank account - 32 - There are 0.5 million
banks, P milf8HARNIS REL AR MPED BEHE CONFaITY $h O BIRSHiobile subscribers worldwide

Mobile Point of Sales, Mobile Payments and M-Wallets are Growing Quickly in Emerging Markets 5
As mentioned above, the remittance server is responsible for calculating commissions
and taxes which are to be applied to remittance transactions. These include
commissions and taxes applicable to the source network operator, the destination

15  network operator, and the operator of the remittance service.

The applicable tax and commission rates are preferably specified by the operators.
The remittance server may obtain this information from the operators each time a
transaction is processed, or, preferably, the information may be stored at the
20  remittance server, for example in a local database storing management and
configuration information for the remittance service, and updated by the operator

periodically.

Thus, in a typical scenario, when processing a transaction, the remittance server may
25  retrieve the following information from the database:
e The commission applied by the source network operator (“outbound
commission”
e A tax rate applicable at the source network operator (‘“outbound tax’)
¢ The commission applied by the remittance service provider
30 e The commission applied by the destination network operator (“inbound
commission”); and

e A tax rate applicable at the destination network operator (“inbound tax”).



The solution can provide the following benefits to the network operator: Direct Value New Customer
Acquisition: e.g. Foreign Workers Non-trazcgtional Telco Revenues: Capture a Share of the
Remittance | Omarket Increase in ARPU “* - Reduced Churn Opportunity to Up-Sell
Non Direct Value 150 Play a Leading Role in the Sectors Development Contribute Effectively to

Countries’ Egaropugdae\@ianpientasnablemdillignsQf TyricalbtddnabankertRrapIe Aeers to
Remittance 20 The HomeSend solution can provide the following features: Global hubbing service

offering crosR BBt (hersnthis: perldaddiirsallyNie Hie @sftric from sender to receiver One-time setup
to reach the world (On top of world's largest GRX network) Single technical and commercial interface

25 Fully compatible / interoperable with different m-Wallet or recharge systems and bearers
Transparentﬁl&ﬁ’éﬁ@é%ﬁ?mmlssmns are specified in the form of one or more rules. These may

5  specify, for example, a percentage of the total remittance amount or a fixed amount as
a taxation or commission value. Each rule may also specify a range of transaction
values to which the rule applies, by specifying one or both of a lower bound and upper

bound.

10 Multiple rules may be defined for each operator. These are applied cumulatively. As
an example, a given operator may specify the following commission rules:
e 10% of total transaction value for transactions between 50 EUR and 300 EUR
® 5% of total transaction value for transactions above 300 EUR
¢ 5 EUR fixed commission applicable to all transactions.
15
For a 100 EUR transaction, the first and third rules would be applicable, resulting in a
total commission (for that operator) of 10 + 5 =15 EUR. Tax rates are specified in the

same way.

20  Preferably, each operator may specify different commission (and possibly tax) rules
depending on the other party involved in the transaction. For example, an operator
may specify that, for a transaction initiating from its network and destined for a
destination operator A, different commission rules apply than for transactions destined
for operator B. Similarly, an operator may specify different rates as recipient
25  depending on the originating network. This allows, for example, preferential rates to
be offered to subscribers of specific networks. The remittance service provider may
similarly apply different commission rates depending on the source and destination

network operators involved in a transaction.

30  Transaction processing and tax and commission calculation by the remittance server is

illustrated in Figure 4.



Combined Solution for: Airtime Exchange (Airtime to Airtime & m-Wallet to Airtime) 30a
Remittance (m-Wallet to m-Wallet) Roan%' g Recharge - Top Up (ATM Recharge & POS
Recharge) An example deployment architecture isllustrated in Figure 5. - 33 - The charging model
used has the following features (MNO = Mobile Network Operator): Transparent Charging Mechanism

Each Intermegianctsriades NOHr iy recsivies MNEhRRIUMeIRIed SH3radeBuf:ommigsion = %

Transaction Value Market Exchange Rates (no spread) Hub Determines Recommended Total

End-User CSRiHiRERiPBIabreh Bedbisrharkisy it aefiabes dhtoiss semedinsryeesdth Between
Each Intermgghianyer@led/deashiihQ AspinstipityeeCRstSoRNEpLIAErSeling FRE ifigal connection

Fee The solution preferably provides an end-to-end solution with any "Top-Up" or "e- 15 Money"

System, usifyTdHPEht &S PREEIEMI G EXRRamTE hRiREARL dBofnabife REABH RSIAAEDL Brovide

functiongility dpdhiguiRllawin@Heas:baeMPRARORIMENDEONMAESIAN ManagemeentoFRENFaRsIoN
Management, Advisory Functions, Fraud Rules & Blacklisting, Financial Clearing & Settlement,

Operations SELABIMASTLFSOE ¢ R ik FAaHgHRERMdakE S stentatishrstifisd BB dhax rules to

be specifiedipuigfiestlacakiepses 5 sandanandéacaiy afte@utnhalhetaxaftoNedngReefy minimax
transaction values to which the rules apply and an absaolute or percentatge tax value. For Commission

ManagemenCHHe sYRRERANBWROBREY A 1gditeihidtidndsdels client applications. In a

particular example, the management interface comprises a web page or web

10 application.

The transaction processing module 40 receives a transaction from the source network,
the transaction identifying the source network and a destination subscriber, and
performs a destination lookup 48 to identify the destination network. Fee calculation
15 module 50 then uses the source and destination network information and other
relevant transaction information (such as transaction value) to look up the applicable
commission rules and tax rules. Using these, the fee calculation module determines
the applicable fee deductions. If the transaction is a remittance with advice-of-charge,
advice-of-charge module 52 transmits the calculated fee amounts back to the
20  subscriber and obtains confirmation as previously described. Once confirmation is
received, or if the transaction is a “one-shot” remittance as previously described, the
final transaction values are determined (module 54), and the remittance information is
forwarded to the destination network where payment is made to the recipient
subscriber.
25
The tax and commission rules may be stored in tables of a relational database (or
other suitable data structures). In a preferred embodiment, a single table stores both
tax and commission rules, with a type field indicating whether the rule is a tax or
commission. Other fields may indicate, for example, whether the rule specifies a
30  percentage or absolute fee amount, the percentage or absolute fee value, upper and/or
lower bounds defining a range of transaction values to which the rule applies, the
rounding method to be used in calculating fees (e.g. rounding or truncation), and any
other relevant information. Where multiple rules are applicable, a numerical rule

identifier or priority indicator may be used to specify the order in which they are to be



25 specified, which allows different intermediaries (agent, MNO etc.) to be accommodated.
Commissions are typically defined by minimum, c:i)gand percentage (or absolute) commission

amount. Commissions arc calculated based on the“0riginal transaction amount. A hub commission

may also be defined which is unique for a given corridor (sender/receiver network operator pairing). 30
Currency Coppygisiontianaaenesmiayorrquide Wi iethowinsréeaines the DigrkSRagiIabPrawing Rights)
is pivot currency: Amount transferred by sending MNO A in its currency is converted to SDR - 34 -
Amount tranSPEHRISHS Fe arAnLRiRbABIEREIRBHEY from SDR to its currency All commissions
expressed in SDR Exchange rates updated daily 5 Market exchange rates applied transparently SDR
is settlement currency between hub and MNOs Single payment currency per corridor (EUR or USD)

Transactiond FREJABE Wit BRiRAtAR AR d ddiciss drafrdined dadbrniatrres iBaeRs R @ ftfating

subscribzer S@iﬁ@&%\ﬂéh@%{igmh%ﬁ%lﬁfeiﬁﬁ'@% {Re s MEhednhthe S@I&@@ﬁ@éﬂ%@&‘y‘@ﬁnﬁnd either
the sender or receiver can view the calculated charges and accept or refuse transactions. For an

advice-of-chgeatttsncd tidr BhawpIE e SndRMMAFOY FrestHsd DRtERR BRI information:
To: +63452 1A afeHade)ay MhidaeioticiOb &I 86 ad dCddmh@iadb k0 &5 Rbry depending on the

originating or destination operator network. Accordingly, both inbound and outbound
commission (and tax) rules may be associated with specific source/destination
10 operator pairs in the database. The fee calculation module 50 (Figure 4) can then
perform a lookup in the database based on the source and destination networks and
identify any inbound and outbound commissions and taxes applicable to those

operators.

15  Preferably, the system allows transaction limits to be specified. This can be useful in
fraud prevention (e.g. money laundering). Limits can preferably be set for individual
subscribers as well as network operators. Limits may relate, for example, to individual
transaction value, cumulative transaction value over a specified time period, and
number of transactions over a specified time period.

20
In addition to the transfer of e-payments, the remittance system described above may
also be used to transfer other resources, for example other representations/tokens of
monetary value or virtual currencies. In one embodiment, the system can be used for
purchases or transfers of telecommunications service credit (airtime) between

25  subscribers.

Thus, in one example, a first subscriber may request an airtime purchase for another
subscriber (or himself). The transaction is initiated like a normal remittance, as
described above, with the transaction value debited from the subscriber’s e-payment
30  account or other payment instrument. Charges and/or taxes may be calculated and
deducted as described. A payment instruction is then sent to the destination operator.
However, instead of conversion into a target currency (if necessary) and payment to a
subscriber e-payment account, the remitted amount is converted to communications

service credit which is credited to the target subscriber’s mobile telephone account



Payout: 4152 PHP The sender may then confirm or cancel the transaction. 20 Fraud rules and
blacklisting functionality may include: Fraud Rule % ender/Receiver): Max value per subscriber Max
number of transactions per period & per subscribef 250 Max total value per period & per subscriber
Blacklisting: Applicable on Airtime Exchange, International Remittance & Roaming Recharge Full: not

allowed whagyeethapisited MdlQa30aclHritedonet alipyedinmlist ahyistedMiiEninangial Clearing
and Settlement functionality may include: Aggregation of individual transactions into total amount to
be received FERMFEI Y8!US stgainstryiieh Brkenkone pet HestrthtiBiisigin oothetliflds MNO

Net Positiongfegheaft@evices are charged, as a number of free call minutes or messages, or in
any other suitable way. The term “airtime” as used herein is intended to refer to any

5 such representation of communications service credit. In this way, the system
provides a simple mechanism for topping up a subscriber’s pre-pay telephony

account. The advice-of-charge remittance may be adapted to inform the subscriber of

any charges made and the quantity of airtime purchased (e.g. a 10 EUR remittance

may provide a 3 EUR charge plus 20 call minutes), with the subscriber being given

10  the option to confirm or cancel the transaction.

As another variation, the system may be used to transfer airtime from one subscriber
to another (again, this may be a monetary airtime value, or a number of call minutes
or text messages or the like). Thus, in this case, both the source and destination
15  “currency” of the remittance is communications service credit. Nevertheless,
conversion may be performed where source and destination networks represent or

value service credit differently.

Fig. 41 discloses steps in one embodiment of a method of processing a transaction

20  between a first user 4130 in a first telecommunications network and a second user
4138 in a second telecommunications network, the first and second
telecommunications networks comprising respective first 4132 and second 4136
transaction processing systems, wherein the transaction processing system of the
second telecommunications network 4136 is not required to have a direct interface to

25  the transaction processing system of the first telecommunications network 4132. The
method is implemented at least in part at a hub having connections to multiple
telecommunications networks, which may be termed herein the HomeSend Server
4134. The home send server 4134 may be implemented as a single component or as a
plurality of interconnected components.

30
A transaction request is received 4110 at the home send server 4134 from a first user
4130 in the first telecommunications network to effect a transfer of credit to a second
user 4138 in the second telecommunications network. A credit value is calculated

4112 for the transaction. This may be implemented at the home send server 4134, but



multilateral clearing and netting 50 Net debit MNOs pay the hub Net credit MNOs are paid by the hub
Settlement performed every working day above mi?'mum aggregated daily amount Pre-funding may
be required for net senders 10 Operations and Customer Care functionality may include the following
features: Web-Based First Line Customer Care _Interface Multilanguage (English, French, Arabic)

Highly custopizafity i SecondanbthhiitbLine Glasiomes CanBroyidach Pyd uiianserariyice
provider Features: Tracking Repairing 200 Security & data access management The following
aspects of ré&g|§l@ﬂ%?ﬁe§gom0%pg§%§ external to the home server, for example external

databases or the transaction processing systems of the first and second networks.

5  The request from the first user is then validated, the validation including verifying
4114 in the first telecommunications network that the first user has access to credit

sufficient to effect the transfer.

Credit associated with the first user is then reserved in the first network for the
10 transaction. This may be done by a separate message 4116 from the home send server,
or may be implemented automatically in the first transaction processing system 4132

as part of the validation process for the transaction request.

A transaction instruction message is then generated 4118 and forwarded to the second
15  transaction processing system 4136 to instruct transfer of credit to the second user
4138, the transaction instruction message 4118 including the calculated value for the
transaction. An account associated with the second user is credited with the calculated

value.

20  The transaction instruction message, or a similar message containing similar value
information and an identifier of the sending and receiving user, is also forwarded
4120 to an intermediary server 4140 which interfaces to a plurality of
telecommunications networks to arrange transactions between the telecommunications
networks.

25
The home send server 4134 then receives 4124 from the second telecommunications

network a confirmation message confirming delivery of the credit to the second user.

The home send server 4134 then sends a further message to the first transaction
30 processing system 4132 to debiting the reserved credit 4126 from an account

associated with the first user in the first telecommunications network.

Optionally, a confirmation message 4128 may then be sent to the originating user

4130 to confirm that the transaction has been completed successfully.



no signing on  no cash in/fout Cooperation with financial institution  signing on  cash in/out
Payments - e-Money Financial institution Relevant regulatory issues include: 25 AML/CFT: Anti
Money Laundering (AML) / Combating Financing'o% errorism (CFT) Payments or e-Money Rules -
AML/CET Banking License - 36 - Customer due diligence (CDD) at cash in / out or service
registration Simplified CDD for limited amounts Agency: MNO as Agent or Using Agents (cash in/out)
Payment Requlation: Smaller Risks of Mobile Money Transfer Services 5(MMT) The remittance
service prov %ﬁaé{&%eéé“ﬁ‘l’é‘?mediary Payment Service Provider (under European Law/Financial Action
Task Force compliant) No license requirement

A detailed example of a remittance system in accordance with one embodiment will
5 now be described. The example embodiment will also be referred to as the
“HomeSend” system. This description is based in part on a requirements / feature
specification for the HomeSend system. Any statements implying that certain features
are required or essential relate to the specific embodiment only and are not intended to
suggest that such features are required or essential features of the invention generally.
10
The international remittance market is growing steadily and is thought in many cases
to exceed aid and foreign direct investment. Flows reached 320 billion dollars in 2006
and are estimated to grow to 700 billion dollars by 2012. This reflects increased
international migration and globalization. The highest sending countries are typically
15 Middle Eastern countries, the US and the UK. The top 10 receiver countries make up
around 45% of the market. Over 50% of remittances are though to occur through

informal channels.

Sender countries are typically countries with large expatriate communities (for
20  example around 75% in UAE). In some cases the labour population remit 80-90% of
salary to their home country. In some receiving countries, remittances contribute to a
large extent to the country’s GDP (13% in the Philippines). Typical receiving
countries have large unbanked populations, and conventional remittance agents in

these countries often have limited rural outreach.

25
The present solution addresses certain opportunities, for example:
* Decrease Cost of Remittance
o Typical current costs are 4-5% bank fees in mature market compared to
15% in developing markets
30 o A 2-5% reduction in bank fees is expected to lead to a 50-70% increase

in remittance flows
* Increase Accessibility

o No need for bank account



Regulation targets MNO because it has direct relationship with end-user | 0 HomeSend service
supports MNO regulatory compliance: Information,gn payer passed on to payee Automated
AML/CFT checks (anti money-laundering and cor'n% fing of financing of terrorism)

Remittance service provider may guarantee end-to-end regulatory 15compliance Sharing of

regulatory expertise Egchrpgry g lighlenimisneiarsofilegalifrmawarisin countno /f Rpesatons Certain
features of this system will now be set out in detail. 20 Architecture The overall solution architecture

will now be described. FigtRERifddR s oa pabidsoabaciibeRoer Ay s HomeSend server: The

central server is in chaggenabtir fedpivistosupstinnyi BUsiDazaSeMC8s- WanagaRetkoviAd recharge;
Electronic recharge; Remittance; User and Protocol security management; Taxes and commissions

management; Exchanges PXeEisrERsrsie Mspkistor Network Identification Code platform
configurgtion; Operator 30 routing; Operator interconnection; Transaction reconciliation; Activity
reporting; Billing reparting; Subscriber and Operator Eraud; Performance Metric counters; Licensing

limitation and JOAPECR RAREMARLSJRIMETS Popiitt s IREREBHATS RRSTARNG reconciliation. - 37 -

Telco Operator:sThpieregdend system is not directly connected to operator subscribers. The telco
operator will offer to subscribers an interface enabling them to manage services requiring connection

to HomeSend. For exampleah{YERBCR /M RHORAES RNt gk WREFES by the operator to perform an

International Remittanee. N&uahdnientaces aseRbeHRSPOsIifY af Spatestadopeiaiasacd he sender
and receiver operators are in charge of the payer and payee notification. Payer and payee accounts

arc res]p%ctively debited aff*&&dited by the subscriber's operators. WCC: WCC is the web user
interface for consulting:Hame&gedntrareaction history 10 and consolidation. Two different customer
care agent profiles can be idgntifie;dt'l 1) Operator agent - These agents will only be able to consult and
repair transactions(Rel‘ﬁittgﬁ ‘éﬁeﬁi] tfg one of their subscribers; in other words all transactions for
which one of their subscrilggisoiegsitye®Usasgfer money will be displayed; 2) Remittance Service
Provider and pa_rtn?\go%gsgte ét'l'\pshslg agents can be
15 o Play a Leading Role in the Sector's Development
o Contribute Effectively to Countries’ Economic Development
o Enable Millions of Typically ‘Un-banked' People Access to

Remittance

20  The HomeSend solution can provide the following features:
* Global hubbing service offering cross border person-to-person transfer
* Mobile centric from sender to receiver
*  One-time setup to reach the world (On top of world’s largest GRX network)
» Single technical and commercial interface
25 * Fully compatible / interoperable with different m-Wallet or recharge systems
and bearers
* Transparent exchange rate
* Combined Solution for:
o Airtime Exchange (Airtime to Airtime & m-Wallet to Airtime)
30 o Remittance (m-Wallet to m-Wallet)
o Roaming Recharge — Top Up (ATM Recharge & POS Recharge)

An example deployment architecture is illustrated in Figure 5.



15considered as "super agent" and will have access to all transactions whatever the operator
concerned. Administration: Administration is the w 3application enabling declaring and configuring an
operator. It is composed of the following services.'g Operator main information: This service permits
the Operator declaration, name, MNC, MCC and Allowed services (Remittance, Recharge). Taxes and

Commissionshd hig2)aws HeaH0UERHOR8 SRMIRSIINS FadiRYeBMNDE degiyiad e thr transferred
amount. Commissions arc defined on a relation Operator to Operator. Nevertheless, each operator

can define sQ@ﬁF%ﬁ‘é‘i%i commissions 25to deduct when it is the receiver and when it is the payer. Fraud
Management: This serWigeraénabiascanfissatioanof bas ¢ anti-laundering rules on remittance
transactions. Operator Network Platforms: This service enables definition for each operator of the

platform (NIC) interfac8d WitAHBRIBIFESh S euve MMy b Kpesivah HENGRrRemuresied

remittange/recharge receivigbwdile asmiany\NHCs panesuisrdveaneperform remittance. User Profile
Authorisation: This service is dedicated to the WCC and Administration web application user

configuration arid pMEsSHReNaRgrsR RS (BMIBSAY of a login, a password and a profile, where the

user profile is the lishf DenviaRi-8 KBS isathndcdBroRXEhangscratemihissRarvice enables consulting and
modifying the exchange rates. Exchange rates can he uEdated from an external application, and the

frequency and time of fetrfe¥30.aR Betchmgline B STRMSH BWE € diRer AT diib et Ritre agent

profiles can be identified: BeARerBacraeRimddieppoye 1a8tass)are only granted to agent operator. It
is not passible to modify/consult other operator attributes. 2) Remittance Service Provider and partner

agent 4 All operatore SN BE a8 onsulted. 10Exchange Rates Provider: This component enables
downloading of the offigial@@l¥ime Setup Fee

o Annual Connection Fee

The solution preferably provides an end-to-end solution with any “Top-Up” or “e-
15 Money” System, using current GPRS Roaming Exchange Interconnection. The
solution may also provide functionality in the following areas: Tax Management,
Conversion Management, Commission Management, Advisory Functions, Fraud

Rules & Blacklisting, Financial Clearing & Settlement, Operations & Customer Care.

20  For Tax Management, the system allows 10 cascading tax rules to be specified to
reflect local taxes in sender and receiver country. The tax rules may specify min/max

transaction values to which the rules apply and an absolute or percentage tax value.

For Commission Management, the system allows up to 10 legs/commissions to be
25  specified, which allows different intermediaries (agent, MNO etc.) to be
accommodated. Commissions are typically defined by minimum, cap and percentage
(or absolute) commission amount. Commissions are calculated based on the original
transaction amount. A hub commission may also be defined which is unique for a
given corridor (sender/receiver network operator pairing).
30
Currency Conversion Management may provide the following features:
* SDR (Special Drawing Rights) is pivot currency:
o Amount transferred by sending MNO A in its currency is converted to

SDR



currency file to the HomeSend server. Partner Billing System: HomeSend does not generate
invoices and is not in charge of settlements. Home@end generates files listing transactions and the
partner billing 15system will use those files for genefating settlements. Metrics console: KPI (key
performance indicator) counters and HomeSend dash boards will be accessible through a web
interface. This interface, is AMgded 4R RURRPTS QRN LEABSs FUREEMISIONERBIPe td\RMS can be
consulted and gathered by partner supervision console. Call flows One Shot Remittance call flow is
illustrated in Figure 2 (descb&Above). This Call flow is common to all services considered as
eRemittance: eMongy tgreMREBYsTERSIREJAIYDR to Airtime Transfer, and eMoney to Airtime
Transfer. 30Remittance with Advice of Charge is illustrated in Figure 3 (described above). Remittance
with advice of chard&8ag7Eto thddd 8l eRemittance; the same commissions and calculation
apply. The adviee ofighavias cnessaeacnpbles thenspadarjo view the transaction charges in order to
be able to decide if he or the receiver will assume the charge. Charges (commissions, taxes...) are

calculated at adVic@BRAASFGLMAY CHftTacH Ret sz ey {H¥ation request consists in debiting
the sender accountsgeRrgiyehtahisselestin anddsediinr shesopiver account. For fraud

management, the sender is aware about the fraud result at advice of charge time. The checks arc
done at advice of charge time, while the AML counters arc updated on receipt of the 5 remittance

confirmationThgssagend mMeasbthath @ watueshis iejasted {wbakeues Bt paaidikis. Mmigossible to
complete the remittance, which is considered as failed. This Call flow is comm%n to all services

considéPed AL HAEUHRHRCE RARECARICRRSRAAYES EABIHRIYSEMBHES) $HaRefR DA PFHE S Airtime

Transfer andeMesiey oAl tiniBel raiasiender okl YdbeiestremcReehargeatall Aewv dsdiusiratad in Figure
7. The steps are: 1. End. user uses ATM o recharge; 2. Operator system reserves debit amount,

0O
determines HEEBR 9B LUbs ISP GIBSN T Ve fBhg i thobyduist LG PE TR th  ource

MISDN, destigatiomiShS biyscanea uiithvwalidtylanthgiatantktioemeSend identifies 15 destination
operator; 5. Homesler]clr%t{ ve stination balance currency type; 6. HomeSend converts recharged
value to destination &Jrrg %ila ies taxes and commissions (operator A, B and HomeSend) to obtain
final ampunt; 7. HomegemnSwwiasgetarge request to destination operator; 8. destination system
applies the electronic re e and notifies destination subscriber; 9. payee notification; 10. 20
recharge confirmatioff- fcllaégyer notification. This Call flow is common to all services considered as
eRecharge: ElectrongadRa@smgiRecharge, eRetail Roaming Recharge and ATM Roaming Recharge.
The HomeSend Plgfform a (ig tgﬁ ces will now be described. The HomeSend 25 solution is based on
the following comp%ﬁ@?\%‘: g 2| %Send/Business Server - Based on Sun-Cluster; 2 x Database
Server - BasEtaenduineialysien \woiifimxtervahEustharraysattiobupervision & Administration Server :
Based%?p Single-Node. The Hardware Architecture Components are illustrated in Figure 8. 30The
different’external interfaces that the HomeSend solution supports will now be

Fraud rules and blacklisting functionality may include:

* Fraud Rule (Sender/Receiver):
o Max value per subscriber
o Max number of transactions per period & per subscriber
25 o Max total value per period & per subscriber
= Blacklisting:
o Applicable on Airtime Exchange, International Remittance & Roaming
Recharge
o Full: not allowed whatever the visited MNO
30 o Limited: not allowed on list of visited MNO

Financial Clearing and Settlement functionality may include:
» Aggregation of individual transactions into total amount to be received

from/paid to:



described in overview. The network interfaces arc illustrated in Figure 9. The network interfaces
supported by the solution arc summarized below: | Igerface ProtocolDescriptionService -40 - 1.
HTML over Human web interface between Operator's HTTPscustomer care and the HomeSend Web
Application Server. o Multi-language supported (Unicodc character code set), o Supported browsers:
Internet Explorer, Fire fox Zertd Ml aw@h Human web interface between Operator's HTTPsroaming
service administration and the HomeSend Web Application Server (conversion table, subscriber
routing info, recharge routf§akeYt BXEASHERHAROTEENFJBEHMES & properties, settlement, taxes). o
Supported brovw-soyaiimtesnebExplarenifirefax 3. SOAPInterface between HomeSend and Top Up /
e-Money System to send the debit/credit requests. 4. SNMPSNMP trap alarm client on HomeSend
v1.0c, v2.0 server. ove? TEB/BSIHBREREMRIRIIB%ed: TeMIP.

5 o Net debit MNOs pay the hub
o Net credit MNOs are paid by the hub
*  Settlement performed every working day above minimum aggregated daily
amount
* Pre—funding may be required for net senders
10
Operations and Customer Care functionality may include the following features:
* Web-Based First Line Customer Care Interface
o Multilanguage (English, French, Arabic)
o Highly customizable
15 = Second and Third Line Customer Care Provided by remittance service
provider
* Features:
o Tracking
o Repairing

20 o Security & data access management

The following aspects of regulation may be relevant to the solution:

Business model Regulatory Burden

Bearer None
* o signing on
* no cash in/out

Cooperation with financial institution Anti Money Laundering (AML) /
* gigning on Combating Financing of Terrorism (CFT)
* cash in/out

Payments — e-Money Payments or e-Money Rules — AML/CFT

Financial institution Banking License

Relevant regulatory issues include:

25 = AML/CFT:



5. SNMPKPI SNMP MIB agent on the HomeSend v1.0c, v2.0 Server. over TCP/IP 6. FTP/sFTP FTP /
SFTP server on the HomeSend server Customerggre requests Roaming & remittance administration
Roaming recharge & international remittance requests Alarm Management Key Performance Indicator
Management Reporting/ Statistics export function Carrier Grade Service definition ; requirements

This section describes yariqusohiohdevel RRakliEnabieaiemants: ez oldhe kisme Send

Solution. The objective behind the carrier grade requirements is to provide 5 a continuous availability,
service logic executionoanglﬁﬁ’lﬁﬁ%drﬁ%ég%’éﬁ‘tt%éﬁlﬂﬂ%g hardware platform failure, software

failure and all kind afsRpeyation® 451MLBVY: CofigWating@3Ragement, change-management,
incident-management...). Availability: The HomeSend Platform should preferabﬁlggoffer a99.9% platform
10 availability. This'@sVTataBs8RIa KN BallEL &Itk s sAhhebile Mrrihd BN SERE Stitform to

cope well with all ppsgilpig variations (sometimes unpredictable variations) in its operating environment

with minimal damage, alteration or loss_of - 41 - ] ]
* The remittance service provider acts as Intermediary Payment Service

Provider (under European Law/Financial Action Task Force compliant)
o No license requirement
* Regulation targets MNO because it has direct relationship with end-user
10 » HomeSend service supports MNO regulatory compliance:
o Information on payer passed on to payee
o Automated AML/CFT checks (anti money-laundering and combating
of financing of terrorism)
o Remittance service provider may guarantee end-to-end regulatory
15 compliance
o Sharing of regulatory expertise

* Fach party is liable in function of legal framework in country of operations

Certain features of this system will now be set out in detail.
20

Architecture

The overall solution architecture will now be described. Figure 6 illustrates the
participants in overview.
25
HomeSend server: The central server is in charge of the following functions: Business
services management; ATM recharge; Electronic recharge; Remittance; User and
Protocol security management; Taxes and commissions management; Exchanges rates
management; Operator Network Identification Code platform configuration; Operator
30 routing; Operator interconnection; Transaction reconciliation; Activity reporting;
Billing reporting; Subscriber and Operator Fraud; Performance Metric counters;
Licensing limitation and Alarms. It is mainly responsible for operator interconnection

and reconciliation.



functionality (= in the 99.9% window). The following is a non-exhaustive list of associated
requirements: 1) Watchdog-mechanism should bebj1 cluded to ensure a minimum of downtime of the
service 5 2) The following actions should be possible on the HomeSend Solution without intrusion on
the running applications/service: a) Tracing- and Debug-activation on the specific applications(s)

and/or interfaegs M)piRAPANIRALIPINENHAUSHRACIANESS AREHBPIAAEENTIGUIAIRRtor
creations/changes d) Commission/Tax-configuration creations/changes e) Scheduled interventions to

d) C . ]
upgrade harthbasa ety dhedrizarpaises WiHie ffrh iR supserbre sRdiiariRea e b8 st ny node
from the netyiars yitheuicaliestingiiy RIBIKSR £ absHbaRSSEM RS ARpIatipnBk-IDCssses should be

easily disabled and re-enabled in case needed 4) Non-intrusive maintenance frocesses should be

implemented Y535 AR thBemTiih Ay hmaBmiHgT i BxERTBlethaK ey BARLHSSAd have a
cleaning/arcRiWRgmaehaniarm likedgontital MAkE it thel lhialeyialie-sprea(ahdecoen bl up

because 200f no-data cleanup functionality. 5) Applications Log-archiving needs to be built in the

HomeSend SBfat 8 avBithaskLfithg Ry CRBIE: PRRRS Mot iretioniSayar B L Ravs e Hstallation

makes the apRreppate N kb Ealdrisdeaarvy ine e¥psoRtRr 23HcAplication should automatically
start and be operational on machine restart. 7) Application should be fault tolerant. This includes: a)

Ability to identify corrupt messages received by the platform and handle them as appropriate for that

point in the pracessAflow ’RNGhgener akR thetageer dugodtriMiHRr Hetiisian antetDupeiisipn-console
and in Nagios. 30 b) Identjfy invalid c? figuration and preserve cur(rrint configuration 'f&\ :‘jéntime reload
bae‘?%}l‘é' 16%-

was redtiestBerHeRl G4 e rA ORI ERT SRS ORSF ST 5T ARG e %u nsole and in

Nagios. Operator agent — These agents will only be able to consult and repair
transactions(Remittance) involving one of their subscribers; in other words all
transactions for which one of their subscribers receive or transfer money will be
displayed; 2) Remittance Service Provider and partner agent — These agents can be

15  considered as “super agent” and will have access to all transactions whatever the

operator concerned.

Administration: Administration is the web application enabling declaring and
configuring an operator. It is composed of the following services.
20  Operator main information: This service permits the Operator declaration, name,
MNC, MCC and Allowed services (Remittance, Recharge).
Taxes and Commissions: This allows configuration of commissions and taxes to be
deducted from the transferred amount. Commissions are defined on a relation
Operator to Operator. Nevertheless, each operator can define separately commissions
25  to deduct when it is the receiver and when it is the payer.
Fraud Management: This service enables configuration of basic anti-laundering rules
on remittance transactions.
Operator Network Platforms: This service enables definition for each operator of the
platform (NIC) interfaced with the HomeSend server. Only one NIC can be defined as
30  remittance/recharge receiver while as many NICs as required can perform remittance.
User Profile Authorisation: This service is dedicated to the WCC and Administration
web application user configuration and provisioning. A user is composed of a login, a

password and a profile, where the user profile is the list of services authorised.



8) Ability to automatically cope with and continue running in the event of hardware failures (i.e. N+ I,
Active/Active, Active/Standby) - 42 - Figure 10 sh% s the operational/administration architecture
(including Checksys Nagios integration). On this architecture each platform involved embeds a
CHECKSYS application responsible for the supervision of application processes as 5 well as SNMP

trap managerRenindeSHREMIBIQNsRlviieren mkedsingaiag anskarraptiak (REHakse Yratsould be

integrated into the solution. Traces level can modify without traffic interruption: the trace disk space is

managed by tHENUIEHEAIS FE% R tpdael Sivme s S HcE Ag RISt ANt RS A SBURTE Anblution

restarting to fiakedntetascaahnavyaiyased he file is digitally signed and any file modification requires
10 an encryption. Operator/Commissions Management should not impact the runtime services. All the

scheduled tasks arc configurable and can be changed without impacting runtime. A global platform

start/stop/stagi pelipiaw Vel RgRaObisRnsRECHIE SiaflY SieniRiatus BermatoRcbe) wpvigRd to check
activity and manage _application life cycle. An Active/Passive clustering solution may be deployed. This

15 solution WFBermitio ALt LIPS dic @R BBRATdinte dBCEASR TRIOLr v & ROTIPLT d%ailure on

critical compapeifs dSasanledpplitriiassansuttlabrsmd Ligereies plackleingaeshiirclustering
monitoring will be based on the aboyve platform status scripts to detect failure, and will switch toward

passive nod@&ftaselbpRerigs &R e RAdtHed BuMUAEEt such clustering is that software/hardware

upgrade/patch can 20 be performed on passive node. Only when software/hardware is ready on
passive node is the switch farced, The following actions shoyld be possible on '{)?"’%H eSend Solution
without fhtru e ehE 415 PRy S5 Piid o FRMRRIRE <2y ble %BM}B&%ﬁf?ﬁg ﬁ@i%@hges =>
Licensing configitiafieins tdanadenedsamealpepperties files as well GUI file properties must be
reloadable while application is running; b) Traffic 25 managed by removed node will be impacted.
Application should be fault tolerant. This includes: c) Identify invalid configuration and preserve current

configuratiorpifreh st Bl BloRenWASTREURS @SEs JIdstadnaRilithVdieck endeiS e ik letitepn should
preferably be systainable for the next 30 3 years, meaning all services shquld be maintained at the
Committed 165U18550e) IR e HEE o BIES THCTEUIBAGALS alie XUy iihge that
could andanggstdhewatiraseitted salvicelgeabautty astmewnehtyy / SW adding (release management,
upgrades...) or major change in core application, middleware or third party software. This means that:
1) Nagios Version should be confirmed for it to be - 43 - deliverable and supported for at least the next
3 years; 2) THetEsacionsorep®rN{keer poridikeahds, Adiditai)ote@neckiVahtsHomeShelldabe deliverable

and supportable for at least the. xﬁg eﬁs to Ee able to ensure t%at deplotym t of new hubs is
possible if nE8HE 1 mAtaiRthe s I%t% § 5 AR e Gse d e SMPOMES RERET B WPeSliverable
and supportabledosmail kkasisthe next 3 years to be able to ensure that deployment of new hubs is
possible.if needed to maintain the scalability, 4) Preferably no freeware is to be used for any part of the
development of the HomeSend Solution to guarantee support and future development of specific
building-blockspeitike satutissidexdephiNegiosy. ddasiitekisid reghsciddbiheddreelsuppplisation Server
future 1Ostrag0eg§/0,1i6t seems that future version of OAS will be based on BEA web logic application
server core. ‘

Call flows

25
One Shot Remittance call flow is illustrated in Figure 2 (described above). This Call
flow is common to all services considered as eRemittance: eMoney to eMoney

Transfer, Airtime to Airtime Transfer, and eMoney to Airtime Transfer.

30 Remittance with Advice of Charge is illustrated in Figure 3 (described above).
Remittance with advice of charge is similar to the standard eRemittance; the same
commissions and calculation apply. The advice of charge message enables the sender
to view the transaction charges in order to be able to decide if he or the receiver will

assume the charge. Charges (commissions, taxes...) are calculated at advice-of-charge



Scalability: The HomeSend Platform should be able to face a subscriber growth without any
perturbation of the committed service availability (vs, HW / SW 15 modifications). Scalability should at
a minimum be clearly defined in terms of: Remittance requests rate (max request / seconds); Total
Subscribers connected through NICs; Transaction limit period (x days). The software should be able to

self-protect igpyettpacksituatinns coheing shegidhe spnliguraliss RO perakility: e tathe nature
of the HomeSend Platform-operating towards various jet lags, all the operations related to backups,

maintenanc€7e5488 R BisyRlerioprRd ARG AeAFEEERAAME I SR HRUdiRARIE MR there

should not bgy@RyrsREvVicQReriUEbatiohe Thaud esePand R M sheuldike. compiiaikwilieall the SLAs
committed to B1CS such as_the ones related to provisioning, fault management, non- 25 agreed or

extra planne@PRoAkLtifsferharse WecahHerdandttireuiise & et sheussers A thee to repair

pf0b|e”5(nOEéﬁﬁtﬁl@'&*&eéoﬁﬁﬁﬂQM@Mﬁ%bﬁg”enﬁﬂ&K@%U\@@%Qﬁ@ﬁﬁ@%&@e@%ﬁm@ﬁﬁél- The
following actions should be possible on the HomeSend Platform withqut intrusion on the running

applications/S&r0ite t3s 10T RRSHG Al SRR Catltf LB tER thevaideifceapisestbas & sAd/or

interfaces b)TGRy € appiicatiR-eAMIEBLAN EhaRES S SISRRRIAIEY -CRAMUASON Rieaders/eRanges d)
Commission/Tax-configuration creations/changes - 44 - 2) Alarm seventjes should be defined in

detail. 3) AICTHR#SrsSHIRRAK, tovTARcExtrislitie HHCHRTASHIEAHBITS SR BRACSMRIAl.  4) All
interactions bghwaeexigrnal interfaces/applications should have timers and be 5able to handle the
timeout as appropriate for that point in the flow. 5) Event Data Records (EDRs) should be generated
for eactPremittance. Typically details might include: a) Date/Time of remittance start and finish
ATM/Electronic Recharge call flow is illustrated in Figure 7. The steps are: 1. End

user uses ATM to recharge; 2. Operator system reserves debit amount, determines that
payee subscriber doesn’t belong to his system; 3. recharge request with source
MISDN, destination MSISDN, amount, validity and grace; 4. HomeSend identifies
15  destination operator; 5. HomeSend retrieves destination balance currency type; 6.
HomeSend converts recharged value to destination currency, applies taxes and
commissions (operator A, B and HomeSend) to obtain final amount; 7. HomeSend
routes recharge request to destination operator; 8. destination system applies the
electronic recharge and notifies destination subscriber; 9. payee notification; 10.
20  recharge confirmation; 11. payer notification. This Call flow is common to all
services considered as eRecharge: Electronic Roaming Recharge, eRetail Roaming

Recharge and ATM Roaming Recharge.

The HomeSend Platform and interfaces will now be described. The HomeSend
25  solution is based on the following components: 2 x HomeSend/Business Server -
Based on Sun-Cluster; 2 x Database Server - Based on Sun-Cluster with External
Disk-array; 1 x Supervision & Administration Server : Based on Single-Node. The

Hardware Architecture Components are illustrated in Figure 8.

30  The different external interfaces that the HomeSend solution supports will now be
described in overview. The network interfaces are illustrated in Figure 9. The network
interfaces supported by the solution are summarized below:

Interface Protocol Description Service




b) The unique remittance identifier 10c) The platform which serviced the remittance d) Receiver and
Sending Party Number e) The remittance result (sg cessful or specific reason for failure) 0 Amount
involved g) Source/Destination connection details (i.e. which external connections 15provided
and/or was used to service the request) 10 A summary of the internal states traversed during the

remittance Security: TherierssepRiatioemishopickipelideat lorecessansimisiaid and

anti-money-launderingregRanisms agrhdpsure Hhe dematitted sefvias levelisglsmatched.
WCC-Loginipassword should be siosgddnitiedaR@nd encrypted to make sure that you cannot easily

"hack” the access on the WCC or gvenryyarag gitgethopssess thgiRaavith that WCC-user data. AU
actions done using HomeSend scriptg;p\Wcter igdgfration and protocol should be secured. The
Java Authentication Authorization SecifiyosRtviie Wisk bekaed fapuser,and protocol security
25management. The user login and epggypied password are storeé) in a database. Performance
Monitoring: Metrigs shpxifipe,accensible duinarHacimeaatanypiaasand inchidsjigms such as:
Remittance Request Raig;pdin/MayAyarage RsRansgitimesPrakandown bytheipdividual external
entities/connection; breakdown of f{ig,3QualQHsINESIAAE PR RENT as well agithaRes of responses
received; Overall Min/Max/Averagg.nekigsendialle8ReRIstian HMeg infg - information as it is passed
iniout the external interfaces and proyideLdensive febugging.ipfermation sufficient for speedy fault

resolution. Trace/debug lines shoyld:hiave AR idertispumnishsalipurgach call to be separated from
one another. Flexibility should be prouisled in the range of numbers traced and prefix match a

configurable o Supported browsers: Internet Explorer,
Firefox
3.  SOAP Interface between HomeSend and Top Up/ Roaming
e-Money System to send the debit/credit recharge &
requests. international
remittance
requests
4. SNMP SNMP trap alarm client on HomeSend Alarm
v1.0c, v2.0 server. Management

over TCP/IP SNMP console supported: TeMIP.
5. SNMP KPI SNMP MIB agent on the HomeSend  Key

v1.0c, v2.0 Server. Performance
over TCP/IP Indicator
Management

6. FTP/sFTP FTP /sFTP server on the HomeSend server. Reporting/
Statistics export
function

Carrier Grade Service definition / requirements

This section describes various high-level operational requirements / features of the
HomeSend Solution. The objective behind the carrier grade requirements is to provide
5 a continuous availability, service logic execution and on-line management even
during hardware platform failure, software failure and all kind of operations. (HW,

SW, configuration-management, change-management, incident-management...).

Availability: The HomeSend Platform should preferably offer a99.9% platform
10 availability. This covers aspects such as robustness where we need the HomeSend
Platform to cope well with all possible variations (sometimes unpredictable

variations) in its operating environment with minimal damage, alteration or loss of



5Srange of source and destination numbers using an OR expression i.e.: SenderPartyNumbers = [
"123", "456" 10ReceiverPartyNumbers = l.e. the a ove will trace all calls made from an A-Party
starting with 123 or 456 OR calls made to numbers'starting with "44". Traces are correlated using
End-To-End 15correlation identifiers. Logs could then be displayed and filtered using this correlation

ID. Logs couighbRJHEEOT HSiRaRABOrgs, ok eIl xR esairmmeSiatistien-KnaddemefignskPlatform
statistics arc required for trend analysis and 20 verification of system behaviour. Basic metrics covered
by statistics &HSGIA AR ARABMber of Different request types: Different response types for each

type of requestivhidieRtsihihesaiftaRM Botitiesd Sl HEsShomit e R TR et ima somsistent

format which can be easily machine read for the purposes of external monitoring agents such as
Nagios or thi¥d¥&irty reports. Statistics should be clearly 25defined in terms of what contributes to their

count. Metfi<2§ amecmwa@eaugm %MMOEMQ&M%f@ﬁetIMGHM%KS&M”%%&?%{WntS /
features Customer Care requests interface and Roaming & remittance management interface: 30

HTTP securBHMUSABi0Y BHBREREARMHRAIARYSIRRE 99.9 % service availability. The WCC and

administration GUI phouigtiag-aceassilieutheeughtibe laiermet. shbeiiy Cipmnd viaiii)isiiation stations
are preferably not connected to HomeSend solution though a private network. The Customer Care
station is linked to tHEEHRGfESend server either through the HTTP or the HTTPS protocol

(configuration). The,Costeriplication-caneiapplicatidarnigs web based application supporting Internet
Explorgh (6.0 - 7.0 A o niteuaian cehony/hangee S Plug-in 90115
d) Commission/Tax-configuration creations/changes
¢) Scheduled interventions to upgrade hardware and/or software.
Note: This implies that one should be able to remove any node from the network
without affecting in-progress calls.
15  3) Scheduled operational-processes should be easily disabled and re-enabled in case
needed
4) Non-intrusive maintenance processes should be implemented to maintain the DB in
shape, meaning, for example, that the EDR-table should have a cleaning/archiving-
mechanism linked to it to make sure the table(s)/table-space(s) do not fill up because

20  ofno-data cleanup functionality.

5) Applications Log-archiving needs to be built in the HomeSend solution to avoid
disks filling up.

Note: This can be achieved by ensuring the installation makes the appropriate entries
in Solaris logadm for example.

25  6) Application should automatically start and be operational on machine restart.

7) Application should be fault tolerant. This includes:
a) Ability to identify corrupt messages received by the platform and handle
them as appropriate for that point in the process flow and generate the
according Alarm for notification in the Supervision-console and in Nagios.

30 b) Identify invalid configuration and preserve current configuration if a run-
time reload was requested flow and generate the according Alarm for
notification in the Supervision-console and in Nagios.

8) Ability to automatically cope with and continue running in the event of hardware

failures (i.e. N+1, Active/Active, Active/Standby)



Roaming recharge & international remittance requests: SOAP protocol; 1 Mbit/s 5ethernet production
LAN with redundancy; 99,999% service availability, This 99.999% SLA depends on the IPX backbone
provider SLA. OSS/BSS Interfaces Requirements “Alarm Management Interface: LAN Ethernet
administration network; 70 Kbit/s per 10network element; 99.9% service availability; alarm
management system: CHECKSYS. This 99.9% SLA depends on the LAN provider SLA. Key
Performance Indicator Management Interface: LAN Ethernet administration network; 70 Kbit/s per

network elerRERECod orhesrithea0RAEHINRR BN HHisthatiAn (g hits gy Encludiag d Ghes nes

HOMESEND\sglyer iMdBraga)t basedian GRiaGESRYS @eamplamsiatiomviNe 99 $baabALepends on
the LAN provider SLA. Reporting functioninterface: 10 Mbit/s LAN Ethernet administration network;

99.9% servie Hfaliabity PPHica 69957 RARI Blep B R OAPROMIARD R EFRIYICENN DEpesties as

requirergents/igRtreN POk £ meglaWMebrBasesh =¥ issopprdtashintartbraywsers fsxaiarar (6.0 - 7.0)
and Firefox (1.5 - 2%1. Customer care/Administration a%EIication is a web-based application supporting

Internet ExpRSTEFe HER B $arfoRe(AMCSHE AR Sa S OBRAR FIEIS DIGYSIne 1981 upported
languages: Kainesengrine nteraphic) 6t Interdagre amavailahipdedefaulhin theffedowirg

languages. French (France); lish (British); Arabic (Classic). User inputs are managed in user

); En
selected landYRigR- (Seefclss ﬁé?fl\“/vé’c?% BT ORI SR ra SoHHoaE stsRes o 3F be

respected. Mhihecdat and AdisinisHation lbigis.apdiads saulthheiviaomtionaiseshusing bundles
files. Arabic texts may be displayed respecting the user selected language rules. Internationalisation

may pail of 8PerATBHHRto ARAAIN (OBENIHBORS Y nAermagNasheylh nek Brpg iy dubE o cale).

services. All the scheduled tasks are configurable and can be changed without
impacting runtime. A global platform start/stop/status script as well as resource-
specific start/stop/status scripts can be provided to check activity and manage
application life cycle. An Active/Passive clustering solution may be deployed. This
15  solution will permit to drastically reduce the down time in case of hardware or
software failure on critical components (Oracle application server, Database and
Diameter stack). Indeed the clustering monitoring will be based on the above platform
status scripts to detect failure, and will switch toward passive node in case of critical
errors. Another benefit of such clustering is that software/hardware upgrade/patch can
20  be performed on passive node. Only when software/hardware is ready on passive node
is the switch forced. The following actions should be possible on the HomeSend
Solution without intrusion on the running applications/service: a) Core application-
configuration changes => Licensing configuration, HomeSend kernel properties files
as well GUI file properties must be reloadable while application is running; b) Traffic
25  managed by removed node will be impacted. Application should be fault tolerant.
This includes: ¢) Identify invalid configuration and preserve current configuration if a

run-time reload was requested.

Sustainability: The HomeSend Platform should preferably be sustainable for the next
30 3 years, meaning all services should be maintained at the committed level (99.9%)
during the next 3 years. This requirements aims to avoid any change that could
endanger the committed service level such as new HW / SW adding (release
management, upgrades...) or major change in core application, middleware or third

party software. This means that: 1) Nagios Version should be confirmed for it to be



- 47 - Choice of language: The choice of the language is done manually by the user at the login page.
To change language, the user preferably has to close the session and login again. There is a default
language that can be customized by the operator. ‘I‘%r'u's is the 5language selected in the login language
list. The user can select a different language at this stage (e.g. via a language drop-down list box).

Characters grgicegttinddnieggertdd Fos. A0Ea Aakisdanopase. Bl siatioapr anvbbkats-are in

Classic Arabic. The screens are built starting from the to% rﬁht-hand_ corner position. Also, all the
@

cascading ol #iAd kA PE BB Iakes shul Il Bl tigrrrisher dhe stelir eriRl aigtssurBartilane "Arabic
digits” (i.e. thgrsameugstir hatinugean, b Be Ibt o Cndu, Bt T GiREEEhapasWoRigits

representations are not used in this embodiment. Numbers are represented using 15Latin syntax,

meaning thaR PSR4l drsidshie fanitadhssrAN Hae S dgisicdsarmrenerdissddgdeall static

and inpyt labris\areoR BRGIIGprepRhRSRERINEMheTHE BT 8RAS ke BylilbRtarsing fuetthe top
left-hand corner position. Also, all the cascading of menus and combo boxes should be left to right

oriented. 20 4RPHHRRL LA RS ResHRIGIGREodPE (orBatiain the fspleBlifyich: relerably 4 5 6, 7,

8, 9). Numbexs REeweRy esentRIussiNG L ad syt iesiHy dandiephatdstinealidigisae Jenmiatiied as
rinnitddd. Functional Requirements / Features 25 This section provides an. overview of the functionality

offered by tHQ HYAEEER FEUttoALN dHB R Bovgigpiaent of specific building-blocks of the

solution (except Nagios). Doubt exists regarding the Oracle Application Server future
10  strategy, it seems that future version of OAS will be based on BEA web logic

application server core.

Scalability: The HomeSend Platform should be able to face a subscriber growth
without any perturbation of the committed service availability (vs. HW / SW
15  modifications). Scalability should at a minimum be clearly defined in terms of:
Remittance requests rate (max request / seconds); Total Subscribers connected
through NICs; Transaction limit period (x days). The software should be able to self-

protect in overload situations. Throttling should be configurable.

20 Operability: Due to the nature of the HomeSend Platform-operating towards various
jet lags, all the operations related to backups, maintenance release deployment,
preventive maintenance shall be non-intrusive meaning there should not be any
service perturbation. The HomeSend Platform should be compliant with all the SLAs
committed to BICS such as the ones related to provisioning, fault management, non-

25  agreed or extra planned works management. We talk here about the time to restore
incidents and time to repair problem (not the same). The following is a non-
exhaustive list of associated requirements:

1. The following actions should be possible on the HomeSend Platform without
intrusion on the running applications/service:

30 a) Tracing- and Debug-activation on the specific applications(s) and/or

interfaces
b) Core application-configuration changes
¢) Operator-configuration creations/changes

d) Commission/Tax-configuration creations/changes



30Network Identification Code: The HomeSend single point architecture enables connection with
multiple sites. An Operator is represented by a site FlEach site is composed of recharging and e-Money
systems linked to one single HomeSend platform'vf} ich handles roaming recharge and e-Money value
transfers operations. - 48 - For routing the request to the proper site, each Recharging System or

e-Money Systemplatieraiicidgntified dy-arigaadigtwork Identification Code (NW) value. sNIC:
Network Identification Code of the recharging system (voucher management system, electronic

recharging systeMlor TRNSFEpatBdibtro it eFetdbd Biethsss P KfESSR) otheNfbn&§ system
where the subseiiaerdpalance is attached vNIC: Recharging system which issues the recharge being
used cNIC: c-Money system which holds the balance from which the value is transferred In order to

ensure Netwbrk lHEMERCLE8H RebuectmysEmt datRrfaenapkistian shstdamaiyms i &MESEND

Operatoy AdgaiRisirRdiRN S igasolhs GResptadNte therpiistiatienfiarvice enables declaration and
configuration of N1Cs. NIC declaration consists in adding PLTF indicating the Type (Prepaid System,

e-Money Mobil& SP5tE#2 RRECAERy IR parvo W g by ieekring the GIEhrErmifeBERingY&SatY an alias,
and a descriggians htighinigsreiéon between operator NIC are limited by the 15 operator interconnection
description. Indeed in the administration it is required_to configure commissions and taxes for inbound
and outbound requAsl2AfT UBRALECTHN RS Wd%d’%‘,%ﬁﬂ%ﬁwe operator for which commission rules have
been defined C0u|dw53@ﬂtﬂq{§d@ﬁﬁ@ﬁ@ coxtggEpperator. Furthermore, an administration service will
permit operators to blagklist other operators, In that case all requests from or to those 20 blacklisted

operatdfs will be refdctBa PHMETILEER ST ESRLDY 1STBHEBFSbly provided as a sewer enabling operator

interconnection andipKettigeppetctendmeadiaiignNagiliies. Nevertheless to be able to offer International
Remittance and Recharge services, operators will need to adapt their systems to interact with the
HomeSend solutior) B IEHIE IS Rt I YHE- Sy e SRR RGER fa%l&gitabmty component. 25
Figure 11 indicatesfiherseiMicasdb &g managed by the NIC. HomeSend business server behaves as a

server for the sender operator NIC and as a client for the receiver operator NIC. In other words, the
NIC client will operéh PPEE DS AHERoR TR AT REGHISSIb SdHSGr XTI FSBBRISPbNS HTTPS

connedtfons with thersetRidanspermitrubtiGo service the request)

h) A summary of the internal states traversed during the remittance

Security: The HomeSend Platform should include all the necessary anti-fraud and
anti-money-laundering mechanisms and insure the committed service level is
20  matched. WCC-Login/password should be stored in the DB and encrypted to make
sure that you cannot easily “hack” the access on the WCC or even worse directly
access the DB with that WCC-user data. All actions done using HomeSend scripts,
WCC, Administration and protocol should be secured. The Java Authentication
Authorization Security service may be used for user and protocol security

25  management. The user login and encrypted password are stored in a database.

Performance Monitoring: Metrics should be accessible during run-time at any stage
and include items such as: Remittance Request Rate; Min/Max/Average response
times broken down by the individual external entities/connection; breakdown of the
30  various message types sent as well as the types of responses received; Overall

Min/Max/Average end-to-end call completion time.

Tracing: Tracing should be able to cover a call right the way through the platform

across all the interfaces. This tracing should also display decoded protocol level



- 49 - A NIC Adaptability Component is illustrated in Figure 12. The Adaptability component is the

responsibility of Operator. Indeed, those componeag are operator specific. 5Inter-site HomeSend
Connection (inter-operator): HomeSend provides'the possibility for an operator to inter-connect its
recharging and e-Money systems to other operator members recharging and e-Money systems to:

Extend the uggoghifdgCchargeiingansdoiamsuhscelerslram e eisOPesAeEs FORAING on their
network 10 Enable the use of members operators recharge means to their subscribers roaming on

their networl§PEgEiBRIRImatnaiErR fRrsersdyfRidt gsaobuian Lt & F ebhsolis?) rditbreign

subscriber  have BRARIBHRBHWHIREGIRAIS dAEERIVE VRIVE tRERRAIEb TR MAHROFRRiFiARy a 15foreign
subscriber Subscriber routing; HomeSend manages the recharge or transfer request routing to the

right NIC usH P PrRsiteing dreransssahansibrisisend. ardopreive e hanmmadiguiabler patterns

correspgndinghiR bRsORREMAN I HMARSS nUhBcsingleshR @R peieadq.eountry code. For example,
DU may configure: 009714*; while Telenor may configure: 0092*. In that case when a DU subscriber

requests a remittance iR EHOMIRSIEDN 00927272722, the remittance will be routed to Telenor.
Scripts can be provided to manzge Routing Information adding and to manage the patterns.
HomeSend stores an internal routing table to match the destination MSISDN with the 25 prefix of the
MSISDN that identifies the opé‘i%ﬁor and that will match the operatorNIC. An alternative routing
mechanism can be based in IMSI provided by the operator or still by the use of the SMS-Enginc that
will require the interaction with BICS' SMSC and in the end the Receiving-Operator's HLR. 30In this
approalth, the HomBEEHFAHINUIERREEd to have one operator per country able to be receiver. In
case of 2 NICs (pattern) matchtagwith the input sender identifier the first operator NIC is called. As an
alternative solution, the system could obtain subscriber information on each NW (not only the first) until
a NIC knows the ]

I.e. the above will trace all calls made from an A-Party starting with 123 or 456 OR

calls made to numbers starting with “44”. Traces are correlated using End-To-End
15  correlation identifiers. Logs could then be displayed and filtered using this correlation

ID. Logs could be filtered using patterns or regular expressions.

Statistics: The HomeSend Platform statistics are required for trend analysis and
20  wverification of system behaviour. Basic metrics covered by statistics should include
the number of: Different request types; Different response types for each type of
request; Timeouts for the different Entities. Statistics should be presented in a
consistent format which can be ecasily machine read for the purposes of external
monitoring agents such as Nagios or third-party reports. Statistics should be clearly
25  defined in terms of what contributes to their count. Metrics are consultable using a

Nagios web interface.

Network Interfaces Requirements / features

Customer Care requests interface and Roaming & remittance management interface:
30  HTTP secured; 1 Mbit/s Ethernet administration LAN; 99.9 % service availability.
The WCC and administration GUI should be accessible through the Internet. The
WCC and Administration stations are preferably not connected to HomeSend solution
though a private network. The Customer Care station is linked to the HomeSend

server either through the HTTP or the HTTPS protocol (configuration). The Customer



- 50 - subscriber. Advantages: Not MAP dependent, allowing easy integration into partners' networks;
ability to manage sender/receiver identifiers other than only MSISDN; full IP solution. Disadvantages:
E-Money get account information response time < 500 ms; Impact on traffic load due to several
accountinfo transmissions. 5 Scripts to Add/Modify, Delete andlist NIC Routing information are

provided. Trapgaghonfualians veddl GalatoupsiianiohnaispMans st mpapishnpids the dalance from
which the 10 value is transferred requires subscriber information r%ftate, billing type, balance type). The

billing type iRBESELRHERer 4R brosvsatisntedilathiBBierdoh G drpaid or postpaid plan. The balance
type indicates in which currency (cash) the destination balance is labelled. 15 eN1C Transfer: The
e-Money system which holds the balance from whjch the value is transferred requires a transfer.

eNIC CancefltQfBH & HEBARSNEy LY/STRYMMRCHORIItAN e ToANeNSe REMEVAIORIN vAIOYY fransferred
requiressa cangglationafibiesumrany opeRtinRue@ReslationdPdapplingde MWLi4srrivingHie value
being transferred. sNIC Information: The recharging system which issues the recharge being used
requires sub%%ﬁggﬁr%ﬁr%ﬁpﬁﬁ%%é?%ﬁﬂﬁgbﬂ&%%%ﬁﬁ&dﬁ?p%{%%sNIC Recharge: The recharging
system which issues the recharge being used requires the transfer of the value. sN1C Cancellation:
The recharging Sﬁstem which issues the recharge being used requires a cancellation of the current
operation. C f ing 30the value being transferred. APl Methods The
following memgds aenaRvidad Inaides:to. Nteg@atedhirddparsystamsti ey goneisitin gset of

commands. - 51 - Receiver accqunt information: Seqde-r'-s system requires subscriber information
(state network element; 99.9% service availability;” alarm ‘management system:

CHECKSYS. This 99.9% SLA depends on the LAN provider SLA.

Key Performance Indicator Management Interface: LAN Ethernet administration

network; 70 Kbit/s per network element; 99.9% service availability. KPI are managed
15 by MIB included into the HOMESEND server. MIB agent based on CHECKSYS

recommendation. This 99.9% SLA depends on the LAN provider SLA.

Reporting function interface: 10 Mbit/s LAN Ethernet administration network; 99.9%
service availability. This 99.9% SLA depends on the LAN provider SLA.

20
GUI requirements/features

Look & Feel: Web Based GUI; supported internet browsers Explorer (6.0 — 7.0) and

Firefox (1.5 — 2.0). Customer care/Administration application is a web-based
application supporting Internet Explorer (6.0 — 7.0) and Firefox (1.5 — 2.0) browsers
25  with Flash plug-in 9.0.115.

Supported languages: HomeSend web Graphic User Interfaces are available by
default in the following languages: French (France); English (British), Arabic
(Classic). User inputs are managed in user selected language (locale). The 118n W3C
30 Internationalisation recommendations should be respected. All  the WCC  and
Administration labels and texts could be internationalised using bundles files. Arabic
texts may be displayed respecting the wuser selected language rules.
Internationalisation may part of operator customisation. User inputs are managed in

user-selected language (locale).



billing type, balance type). The billing type indicates whether the destination subscriber is on a prepaid
or post-paid plan. The balance type indicates in thjr?h 5 currency (cash) is labelled the destination
balance. HomeSend issues a "get information" on tHe destination system to gather this account
information. HomeSend acts as a Server. Remittance: Sender's system requires a credit transfer,
indicating which participant 10 (sender/receiver) will pay for the charges. This corresponds to a
remittance confirmation if it was preceded by an advice-of-charge. Should advice-of-charge not be
supported by SUREIAf JaRtagh: v leragmis dapsernethahy. hensseretier pays for

the charges 1§38 3ngd CorBissign fasaMediieddrprathspiiansiesr e amestisdfodhamendes pays for

the charges, the total transaction value is the transferred 15amount plus tax and commissions (as

described al§oRy. Tsires arfieuit haspagsthat esadraryetogupibby BrstisiHoguitks Sidéharge to

credit a balapeguwaith gashic¥ N dity RBthI5ac8adNIRISTRONS-ShAL §e1BRLIE MRGTElAAXARE FOMMISsioNs
are paid by receiver HomeSend processes the recharge request and sends it to the destination

system. 20 HFeesHE-8ctdas langlpve dirR oA dish PRiBmeSend system reserves on sender's

account the amount to be transferred. HomeSend acts as a Client. 25Credit: HomeSend system
credits receiver's account with the amount to be transferred and optionally with grace and validity. It

can also be (ibatretereIRGsdda ducedubtiR-Ease of a failure on receiver's account credit.

HomeSend acts as a Client.  Debit: HomeSend confirms the debit on sender's account upon

successful crediting to 30receiver's account. HomeSend acts as a Client, - 52 - Advice Of Charge:
Sendeld syﬁaw\x%msl%aakﬁgw o Ch L e s wiﬁ%ésbca{ar?&ﬂ% tranSFEF i éiation is

returned regpiigding-ehiasdfesnisauied anttdesiinalianrppeiatar raxand eammission afdnlkameSend

commission) to deduct, plus the recejver credited amaunt and sender debited amoupt in both
scenarios (SEHIEY/R %&%?Ss%@%%#@ r&%&&é%s‘f.%%ﬂ%‘&?%@%%&?ﬁﬁﬁm%tﬁéﬁg}’&r i

configurabledigifiod fellewinghibaofbricatdh abargel HomeRend,agts, a9 arbeNBidi shapes for
digits representations are not used in this embodiment. Numbers are represented using

15  Latin syntax, meaning that decimal digits are formatted as nnnn.ddd.

For English and French language, all static and input labels are in English / French
respectively. The screens are built starting from the top left-hand corner position.
Also, all the cascading of menus and combo boxes should be left to right oriented.
20  The digits used are the "Arabic digits" (i.e. the same as for Latin use: 0, 1, 2, 3, 4, 5, 6,
7, 8, 9). Numbers are represented using Latin syntax, meaning that decimal digits are

formatted as nnnn.ddd.

Functional Requirements / Features

25
This section provides an overview of the functionality offered by the HomeSend

Solution.

Network Features

30  Network Identification Code: The HomeSend single point architecture enables
connection with multiple sites. An Operator is represented by a site. Each site is
composed of recharging and e-Money systems linked to one single HomeSend

platform which handles roaming recharge and e-Money value transfers operations.



Cancellation: Sender's system can cancel the pending remittance preceded by AOC. The cancellation
is only authorized between Advice Of Charge and Remittance. 10 HomeSend acts as a Server. Cross
Border Services ATM Roaming Recharge: Update'of subscriber prepaid balance on the home IN

platform in real time by debiting accordingly a debit/credit card on an ATM offering 15prepaid recharge

while visitin@maﬁéafﬁgnwueﬁ%ssr@@cﬂﬂ@ SespaMSHENRfarinG £ appiAOrdhis-ResMise. eRetall
Roaming Recharge: Update of subscriber prepaid balance on the home IN platform in real time from a

foreign operSMTER2 hifleH iRt ho it Py Nybwask Sdrntifistion s asréH Country.
Specific conyxigsioRgHRX Vg RRAPGOLIRY drishservdtarMibak Giest(opicReaMMGResharge:
Update of subscriber prepaid balance on the home IN platform in real time from an electronic foreign
operator's sySFwIHIECBUISitiFE AL RS e RIS BTy IS pBETRE S0 PIATOEBNINERaximg <SS/ apply for
this sengce. re@ilongy A aMansy clranstersybransigictd reakibepeiwarndebigphene eMoney

accounts (internatignal remittance) of different operators' members. Specific 30commissioning/taxing

could apply OV ¥hisReshaksng systemp il fsshetdherieseh BE e Yafhnce type is labelled into a

currency. Spadilic eaMyésSiofng oot dRIAAE thissenidethcoMpRey tamidirg Transfer:
Transfer in real time from mobile phone eMoney to 5prepaidairtimeaccount of different

operators'members.Specific
In order to ensure Network Identification Code uniqueness it is generated

10 automatically by the HOMESEND Operator Administration services. The Operator
NIC Administration service enables declaration and configuration of NICs. NIC
declaration consists in adding PLTF indicating the Type (Prepaid System, e-Money
Mobile System, Recharge System), a flag indicating the platform receiving credit, an
alias, and a description. The interaction between operator NIC are limited by the

15  operator interconnection description. Indeed in the administration it is required to
configure commissions and taxes for inbound and outbound requests per service. In
other words, only the operator for which commission rules have been defined could
be contacted or could contact operator. Furthermore, an administration service will
permit operators to blacklist other operators. In that case all requests from or to those

20  blacklisted operators will be rejected. The HomeSend solution is preferably provided
as a server enabling operator interconnection and offering operator mediation
facilities. Nevertheless to be able to offer International Remittance and Recharge
services, operators will need to adapt their systems to interact with the HomeSend
solution. Each NIC declared in the system must host such an adaptability component.

25
Figure 11 indicates the services to be managed by the NIC.

HomeSend business server behaves as a server for the sender operator NIC and as a
client for the receiver operator NIC. In other words, the NIC client will open HTTPS
30  connections with the HomeSend server and HomeSend opens HTTPS connections

with the receiver operator NIC.



commissioning/taxing could apply for this service. Commissions may be based on CBS. The one-Shot
Remittance/cRecharge and Advice of Charge canlgg extended to add a field indicating the CBS
service used. E-money to 10 e-money transfer/ e-Rétail Roaming Recharge will use CBS service by
default. Commission and Operator Commissions scripts arc provided to enable provisioning with CBS

service. A CRS\rovigianhnsbh g5 P dsRpevidrdienablinade anteripew GBS sapviegiandidigitach itto a
generic service. A CBS services list can be Provided to list the service and CBS service defined. It will
enable listingAEPRRHot DG LeRCSDHI 8LAARSHUPAIRI&LlLTBOTE SPOWRIBANS aFfaBREESMsulting or
adding CBS gReyfes to an operator. An additional field is added into EDR expressing the detailed
status. Service and CBS service are stored into history. The GUI is extended to display the CBS
service (instead of service) in the Tracking/Repairing GUI. The GUI search bar enables searching by

service gnot (REG SeHeRlcAME CdaSaIRRAERE VP SaNVIsEHORRRABTSANdC e hBkitilegnces,

Reports (financial/transactions) arc based on service (not CBS service). Operator Features Operator

Administratié i@ TPRAEGYHALME RIS WIG Qiptes AL SPAeater FMARINTEE IREFAMS particularly
the HNI (MNgeatdVfeEhaegide, avhichvisileb e wsadsteidentify uniquely an operator, and consequently

will be used for routing. It will be possible to assign multiple MNC's for the same Operator-NIC (-
Operator-identiffer) EeSpedathf creatin it N AAAEH EPARIFC IR atIbN SUBSFIDSEs ErsRoReTNE Script will be

provided to enable gperaiey madpiormatioRerRakon. Input: login - agent login; password - agent
password (not encrypted); alias - Operator alias; mcc - Operator MCC; mnc - Operator IVENC;

descriptbn - 50berkidhlesBRptith PANGEBEISIO PerktRtefAGTARR) RS EiRgHIFYRbRAiTRGEDIC). Out:
status (OK, Internal Eireh.QRerRIPhAKRREY exists) id - Operator-identifier

¢ Enable their subscribers to transfer value (prepaid credit or e-money) to a
foreign subscriber
¢ Enable their subscribers to receive value (prepaid credit or e-money) from a

15 foreign subscriber

Subscriber routing: HomeSend manages the recharge or transfer request routing to the
right NIC using pattern matching of the destination MSISDN. Each operator defines a
list of patterns corresponding to the operator’s numbers . The simplest pattern is the
20  country code. For example, DU may configure: 009714*; while Telenor may

configure: 0092*. In that case when a DU subscriber requests a remittance with target

provided to manage Routing Information adding and to manage the patterns.
HomeSend stores an internal routing table to match the destination MSISDN with the
25  prefix of the MSISDN that identifies the operator and that will match the operator-
NIC. An alternative routing mechanism can be based in IMSI provided by the
operator or still by the use of the SMS-Engine that will require the interaction with

BICS’ SMSC and in the end the Receiving-Operator’s HLR.

30 In this approach, the HomeSend system is limited to have one operator per country
able to be receiver. In case of 2 NICs (pattern) matching with the input sender
identifier the first operator NIC is called. As an alternative solution, the system could

obtain subscriber information on each NIC (not only the first) until a NIC knows the



100perator deletion: Name: OperatorDeletion Description: This script will be provided to enable
operator deletion. Input: login - agent login; paSSWé)é'd - agent password (not encrypted) mcc -
Operator MCC; mnc - Operator MNC. 15 Out: status (OK, Internal Error, Operator does not exist);
Operator modification: Name: OperatorModification Description: This script will be provided to
enable opergiek ikt infavaatian . 20sadilipatioRndORUELIOGIRg ageThiegitiRRssy Pitnagent
password (not encrypted); mcc - Operator MCC; mile - Operator WINC; alias - Operator alias
(Optional); deptit D BYela A BRESCHISH 1RSBIShATE NH G TRfESr darandy ddrdnieManttiage
(English1Frgpchsviabic) RREONRNRS @uisRHS Ok chilarildataio P BeRIRiaRR ROLOFISY);

Operator listing:. Name: OperatorList  Description. This script will be provided to retrieve all operator
information. %6 HBRACI OifFafAgAtIatiR [ SSEHRIr e U RED ALOWBIFPISt encrypted); mcc - Operator
MCC (Optional); mnc - Operator MNC(Optional)  If no operator HNI is provided all operator

information will be returned. - 55 - , o , ,
Scripts to Add/Modify, Delete and list NIC Routing information are provided.

Transaction functions

eNIC Information: The e-Money system which holds the balance from which the
10  wvalue is transferred requires subscriber information (state, billing type, balance type).
The billing type indicates whether the destination subscriber is on a prepaid or post-
paid plan. The balance type indicates in which currency (cash) the destination balance

is labelled.

15  eNIC Transfer: The e-Money system which holds the balance from which the value is

transferred requires a transfer.

eNIC Cancellation: The e-Money system which holds the balance from which the
value is transferred requires a cancellation of the current operation. Cancellation

20  applies to NIC receiving the value being transferred.

SNIC Information: The recharging system which issues the recharge being used

requires subscriber information (state, billing type, balance type).

25  sNIC Recharge: The recharging system which issues the recharge being used requires

the transfer of the value.

SNIC Cancellation: The recharging system which issues the recharge being used
requires a cancellation of the current operation. Cancellation applies to NIC receiving

30  the value being transferred.

API Methods
The following methods are provided in order to integrate third party systems. They

consist 1n a set of commands.



Out: status (OK, Internal Error, Operator does not exist); information - List of Operator Information
including: mcc, mnc, alias, description, language Sin order to secure transactions and to combat
money-laundering, fraud rules can be 5defined. The rules arc the same whatever the operator
interaction may be. Fraud Management - Create/Modify: Name: ModifyOperatorServiceFraud
Description. This script will be provided to modify/create fraud rules. 10 Input: login - agent login;

password - agent password (not encrypted); service - Remittance/Recharge; sour(_:eO(peratorHNl -
Source operSSe MR AHAKRH O TMERI SRR St TSRS HEBS s ATEH S ¥riSeriod to be

used (days, YRS, RN tsEhNE A PETRE - valkie:- TR Valdrdkat apelies tentheiparinedype, with a
maximum corresponding to the period type (days; max 31, 15 weeks: max 4, months: max 12, years:

max 10); pefBRiersH i PRnfo BRI G RaM BRtb Gitin BISPYAYSErisac paftaiasutimikis -

maximun tragsation RusAPeiompeliel RUtdsiasitRKbambce PparsaidNastaynd, Ggrvice Not
Found, Commission does not exist, Internal Error) 20 Fraud Management - Delete: Name;

DeleteOperait PEBATIRBF PR e asishs YHHRELr Rt oI 1B prooriddnte metins g Ried Input:

login - agentylagiy pgsswprd - agent password (not encrypted) service 25- Remittance/Recharge;
sourceOperatorHNI - Source operator HNI Out: status (OK, Source Operator Not Found, Service Not
Found, Commission does not exist, Internal Error) NIC management 30The operator can define,

modify, delete-afifaieisicyendiormatiemios G iorbistneiwdek, antlishalbhl&rspAticipant
creation/modification of the N1 name,fjts t¥pe (IL\I , ,

10 sender/receiver) will pay for the charges. This corresponds to a remittance
confirmation if it was preceded by an advice-of-charge. Should advice-of-charge not
be supported by Sender’s system, HomeSend will process the transfer normally. If the
receiver pays for the charges, tax and commissions are deducted from the transferred

amount. If the sender pays for the charges, the total transaction value is the transferred

15 amount plus tax and commissions (as described above). HomeSend acts as a Server.

Recharge: Sender’s system requires a recharge to credit a balance with cash, validity
and grace. This is a one-shot recharge where tax and commissions are paid by receiver
HomeSend processes the recharge request and sends it to the destination system.

20  HomeSend acts as a Server.

Reservation: HomeSend system reserves on sender’s account the amount to be

transferred. HomeSend acts as a Client.

25  Credit: HomeSend system credits receiver’s account with the amount to be transferred
and optionally with grace and validity. It can also be used to refund sender’s account

in case of a failure on receiver’s account credit. HomeSend acts as a Client.

Debit: HomeSend confirms the debit on sender’s account upon successful crediting to

30 receiver’s account. HomeSend acts as a Client.

Release: HomeSend upon unsuccessful crediting to receiver’s account releases the

reserved amount. HomeSend acts as a Client.



System, Recharge System, e-Money System) can be selected. It is also possible to - 56 - indicate
which NIC is responsible for receiving money (to credit the subscriber balance). NICS - Create/Modify:
5 Name: NICOperatorModification Description: Thi$ script will be provided to modify/create a service
operator NIC. Input: login - agent login; password - agent password (not encrypted);
sourceOpera{@uiith 0 Iee: RS KiMsmanmsats Nl fnoliass WeserpiommiRN I desenipion;
ownerSubscriber/No subscriber; type - 1N/e- Money/Recharge Out: status (OK, Source Operator Not
Found, NIC Bifaigy &sansferedricimeation ofieecd Frapbingeigen (casperatskBeidtio bescription:

This script wilh&atprayidad e aelatsisnSAHYIER ABSEAPENMmissid APt dedibt; fas rdeeiirassword -
agent password gnot encrypted); sourceOperatorHNI - Squrce operator HNI; name - NW Alias; id -

NTC 20idenfiffslitRdureesitls Fosk saulsicdBisedatbrast FBuhethnIeses (SERIFERATRIVSAl Error)

NICS - Listings@aibiamie:r DS OpriatarldsistReserption Thisserpinil beprayidasitogistservice
operator N1Cs.
P following the advice of charge. HomeSend acts as a Server.

Cancellation: Sender’s system can cancel the pending remittance preceded by AOC.
The cancellation is only authorized between Advice Of Charge and Remittance.

10 HomeSend acts as a Server.

Cross Border Services

ATM Roaming Recharge: Update of subscriber prepaid balance on the home IN
platform in real time by debiting accordingly a debit/credit card on an ATM offering
15  prepaid recharge while visiting that foreign country. Specific commissioning/taxing

could apply for this service.

cRetail Roaming Recharge: Update of subscriber prepaid balance on the home IN
platform in real time from a foreign operator’s retailer using an electronic POS system
20  while visiting that foreign country. Specific commissioning/taxing could apply for this

service.

Other Electronic Roaming Recharge: Update of subscriber prepaid balance on the
home IN platform in real time from an electronic foreign operator’s system while
25  visiting that foreign country. Specific commissioning/taxing could apply for this

service.

eMoney to eMoney Transfer: Transfer in real time between mobile phone eMoney
accounts (international remittance) of different operators’ members. Specific

30  commissioning/taxing could apply for this service.

Airtime to Airtime Transfer: Transfer in real time between mobile phone prepaid

airtime accounts (international M2M transfer) of different operators’ members.



Input: login - agent login; password - agent password (not encrypted); sourceOperatorHNI - Source
operator HN1 Out: status (OK, Source Operz'aét?cr: Not Found, NIC does not exist, Internal 30Error);
nics - List of NICs including: id - identifier; name - NtC Alias NICS - Information retrieval: Name:
NICOperatorinformation - 57 - Description: This script will be provided to retrieve NIC information.

Input: login -gaeRt @i RassyREs tROSRE RARIWOrH H80k SRBEYRIEGiSAUERORS atydd M- Source
operator HNI; name - NIC Alias; id - NIC identifier 5 Out: status (OK, Source Operator Not Found, NIC

does not exiSPHREIANBRGYIRG coukhaRrly FRIrHES- RidCAiias: description - NIC description; owner -
Subscriber/No subscriber; type - IN/e-Money/Recharge User management 10 The operator can
manage users (login, password) for the WCC and administration applications.

User-manag@iyderipteiBitabiante ogératbiidhisbdenréare,/ mebiy dbrie) sMeesh dtinistration
subscribers pkeaing aagtiRseribacsansistsdn entgiien? logipcpasswordnanabselectingaprefile. The
profile must previqusly have been created from the Profiles service. 15 Agents can only modify/delete
their operatdiSRISFLORRgLaReod PR AQE ik 8Ep4fthers can manage all users whatever operator
they belong to. User - Create/Modify: 20 Name: UserModification Description: This script will be

provided to create/modify a user, Input: login - agent login; password - agent password (not
encrypted); GSEPESIANS e?éfrtrs@?ﬁees%}ﬁﬁs%ﬁ&f‘dq é%ob SRR AETERREAI LSS le - User
role containipgEhbses \ised JEatiedb 2 i astialds{(@atingimalrsiyetsesubotemah&ie9o

10 e-money transfer/ e-Retail Roaming Recharge will use CBS service by default.
Commission and Operator Commissions scripts are provided to enable provisioning
with CBS service. A CBS provisioning script is provided, enabling to enter new CBS
service and to attach it to a generic service. A CBS services list can be provided to list
the service and CBS service defined. It will enable listing the authorized services for

15  an operator. A script is provided to enable consulting or adding CBS services to an
operator. An additional field is added into EDR expressing the detailed status. Service
and CBS service are stored into history. The GUI is extended to display the CBS
service (instead of service) in the Tracking/Repairing GUI. The GUI search bar
enables searching by service (not CBS service). AML rules are based on service (not

20  CBS service). KPI, Licences, Reports (financial/transactions) are based on service

(not CBS service).

Operator Features

Operator Administration is managed using the following scripts.

25
The operator main attributes include particularly the HNI (MNC and MCC) code,
which will be used to identify uniquely an operator, and consequently will be used for
routing. It will be possible to assign multiple MNC’s for the same Operator-NIC (=
Operator-identifier).

30

Operator creation:

¢ Name: OperatorCreation



User - Delete: Name: UserDeletion Description: This script will be provided to delete a user. 30
Input: login - agent login; userLogin - User login; Out: status (OK, User does not exist, Internal
Error) User profiles - 58 - Operators can define ustseérl profiles (list of services and action rights) for the
WCC and administration applications. User Profile management scripts are dedicated to the profile

creation/modificationidglgsinh: Tites Reefile iz pOPRHABOIPUSIDRSSeende et ts-FRSS Ponding
action right. A profile determines the service and possible 5action(s) on this service that are authorised
to user(s) having tH&§8Hle. Profile - Create/Modify: Name: RoleModification Description. This script

will be provideddo ‘I‘ﬁ?ﬁ{e/lﬁg?gif}’agéi]ﬁ'?ogiﬁ;'BQ&&%B}@U ag—&@%L@gj&@éﬁ@g&%@gﬁn&l%s5word (not

encrypted); role - Role name; List of: service - service name; right - service right (see security

management featufeecaeerithas: Hafsw) @nerataatE(OKmpsie {Mealpe e 1rererartEor, One
service seferenced @ggs et exiRbc LRGN dogs.Agt exist fopsgpyiee) 1y&naiile - RRlaig.. Name:

RoleDeletion
(English/French/Arabic).
e Out: status (OK, Internal Error, Operator Already exists); id - Operator-

identifier

10 Operator deletion:
¢ Name: OperatorDeletion
e Description: This script will be provided to enable operator deletion.
e Input: login - agent login; password - agent password (not encrypted); mcc -
Operator MCC; mnc - Operator MNC.

15 e Out: status (OK, Internal Error, Operator does not exist);

Operator modification:
e Name: OperatorModification
e Description: This script will be provided to enable operator main information
20 modification.

e Input: login - agent login; password - agent password (not encrypted); mcc -
Operator MCC; mnc - Operator MNC; alias - Operator alias (Optional);
description - Operator description (Optional); language - Operator default
language (English/French/Arabic) (Optional)

25 e Out: status (OK, Internal Error, Operator does not exist);

Operator listing:
e Name: OperatorList
¢ Description: This script will be provided to retrieve all operator information.
30 e Input: login - agent login; password - agent password (not encrypted); mcc -
Operator MCC (Optional); mnc - Operator MNC(Optional)

¢ Ifno operator HNI is provided all operator information will be returned.



Description: This script will be provided to delete a role. Input: login - agent login; password -
agent password (not encrypted); role - 20Role nan%i Out: status (OK, role does not exist, Internal
Error) Currency management  Operators can credte, consult or modify/update currencies by means
of the following 25scripts. Exchange rates like all numbers are expressed as floats including 10

decimal digits. « Thgjiamergokappisaion:aN\EpsMilgthellicelsurenbRARRRY ¢eanscting to a
third party web service. A dedicated Administration service will be avalfable for the 30third party
interface configurafféreriQtilnbepasembidaydnafigifie MEciliptdesesridoBodEnedy entering the hour
and minute. The update frequency expressed in number of days; The web service URL. -59 - The
retry policy, in particular the number of retries and the period (in seconds) between two retries.

Automatic eXfePHaFiCHAPRASIAREHTEREP SRr i &ATRIREHRRRSS amade el atden£08 Bsdate is

performed the mapuahehargeR-ale Q¥aHIHRy RalR BIRIMSALIN a1isHARs wdthout impacting the
transaction in progress. Specifically, at transaction reception the SDR conversion rate is retrieved and

used for the transaction calculation and conversion. Currencies - Create/Update: 10 Name:
RateModificatipry Messpatien: T bigseriplowitibe provided to create/modify a rate. If the rate does not

exist it is created. ' '
e Name: ModifyOperatorServiceFraud

e Description: This script will be provided to modify/create fraud rules.
10 e Input: login - agent login; password - agent password (not encrypted); service
- Remittance/Recharge; sourceOperatorHNI - Source operator HNI; maximum
- Maximum amount in SDR; period-type - Which type of period to be used
(days, weeks, months or years); period-value - The value that applies to the
period-type, with a maximum corresponding to the period type (days: max 31,
15 weeks: max 4, months: max 12, years: max 10); periodMaximumAmount -
maximum amount in SDR on period; periodMaximumNb - maximum
transaction number on period
¢ Qut: status (OK, Source Operator Not Found, Service Not Found, Commission

does not exist, Internal Error)

20
Fraud Management — Delete:
¢ Name: DeleteOperatorServiceFraud
e Description: This script will be provided to delete fraud rules.
e Input: login - agent login; password - agent password (not encrypted); service
25 - Remittance/Recharge; sourceOperatorHNI - Source operator HNI

¢ Qut: status (OK, Source Operator Not Found, Service Not Found, Commission

does not exist, Internal Error)

NIC management

30  The operator can define, modify, delete and retrieve information for a NIC in his
network, and list all NICs. At creation/modification of the NIC name, its type (IN

System, Recharge System, e-Money System) can be selected. It is also possible to



Input: login - agent login; password - agent password (not encrypted); currencyCode - Currency 1ISO
4217 code; sdrToCun-ency - the currency 1500nv§ lon amount (Optional); currencyToSdr - the
currency conversion amount (Optional) Out: status (OK, Internal Error) Currencies - Consultation: 20
Name: RateConsultation Description: This script will be provided to consult rate information. Input:

login - agent; {agiRicP 3RS WP IR ICAGERERRBIBAS HrHR OB BRRIa AN Y NBN e R e CHIEERMISO 4217
code; Out; status (OK, Internal Error); sdrToCurrency the currency conversion 25amount (Optional);
currencyToé‘Hnl@nﬁ‘?é-currency conversion amount (Optional) Currencies - Automatic update
configuration: Name: RateRetrievingModification 30 Description: This script will be provided to
configure the rate retrlev frequency and time. Input: login - agent login; passwordagent password
(not encrypt@HF e 8?1 %’retrlevmg frequency in days; time - The retrieving hour and - 60 -

5 e Name: NICOperatorModlﬁcatlon
e Description: This script will be provided to modify/create a service operator
NIC.
e Input: login - agent login; password - agent password (not encrypted);
sourceOperatorHNI - Source operator HNI; name - NIC Alias; description -
10 NIC description; owner - Subscriber/No subscriber; type - IN/e-
Money/Recharge
e Qut: status (OK, Source Operator Not Found, NIC already exists, Internal

Error)

15  NICS - Delete:
¢ Name: NICOperatorDeletion
e Description: This script will be provided to delete a service operator NIC.
e Input: login - agent login; password - agent password (not encrypted);
sourceOperatorHNI - Source operator HNI; name - NIC Alias; id - NIC
20 identifier
e Qut: status (OK, Source Operator Not Found, NIC does not exist, Internal

Error)

NICS - Listing:
25 e Name: NICOperatorList
e Description: This script will be provided to list service operator NICs.
e Input: login - agent login; password - agent password (not encrypted);
sourceOperatorHNI - Source operator HNI
e Qut: status (OK, Source Operator Not Found, NIC does not exist, Internal
30 Error); nics - List of NICs including: id — identifier; name - NIC Alias

NICS — Information retrieval;

¢ Name: NICOperatorInformation



minutes (hhmm); retry - The number of retries in case of retrieving failure; retryFrequency - The period
in seconds between retry attempts. Out: status (OK, Internal Error) 5Currencies - Automatic update
listing: Name: RateRetrievingInformation Description: This script will be provided to list the
information concerning the rate retrieving frequency and time. Input: login - agent login; password -

agent passwords(NgS QBRRHRIEN hik QeQHEVIIAILS KR IntE rRAK ErEaicregiiang¥n The retrieving

frequency in days; time - The retrieving hour and minutes (hhmm); retry - The number of retries in
case of retrievinty fANOES: fOiR Freag@NclogNheDgeTot dn seigshtisPsetverh (aaly eneaskbrd):15
Commissions and Imo%@gﬁgrmmi%g% a(gbielt%?s}ﬁ(ﬁ;rqﬁﬁ?egedmﬂmila@n;gs_eﬂqéerver. In a
preferred embodiment, only the HomeSend platform will manage commissions and taxes; the
originator and desti&tibfi%perator do not deduct fees. Taxes and commissions management will be

done using the groyiged AHMINISRALON SE1Bf5-afh T RO HAMRYESIANLs (EEUGs NADR1al

CommissionCreation; Description: This script will be provided to create a commission/tax. Input: login
- agent login; passwisier); adenidgaSwo kot BRErydies))desdipisisilitN (HispaeBee/ AlGperator);
type - CommissionLTMm@%&%ﬁgépt%e- _q%mgy/ﬂg&gliggon; hni - Operator HNI
(Mandatory if visibility is Operator); alwaysEligible - Applied ih all caseés (Optional); minimum - The
minimum transaction amount from which the commission will be applied (Optional); maximum - The
maximum trm@gﬂgﬁmﬂpt to which 30commissionwillbeapplied(Optional);cumultype
Minimum/Maximum/Cumulative/NA (Optional); fixed - absolute charge expressed in SDR (Optional);

percentge Thaapasaipagge expressedaas gegtenpagevgatiefeaibmiMedmaodadoinieisional)

applications.  User-management-scripts  enable the operator to manage

(create/modify/delete) WCC/Administration subscribers. Creating a subscriber
consists in entering a login password and selecting a profile. The profile must
previously have been created from the Profiles service.

15
Agents can only modify/delete their operator’s users, while the service provider and

partners can manage all users whatever operator they belong to.

User — Create/Modify:
20 e Name: UserModification
e Description: This script will be provided to create/modify a user.
e Input: login - agent login; password - agent password (not encrypted);
userLogin - User login; userPassword - User password not encrypted;
userRole - User role containing all services granted.

25 ¢ Out: status (OK, login already used, Internal Error)

User — Delete:
e Name: UserDeletion
e Description: This script will be provided to delete a user.
30 ¢ Input: login - agent login; userLogin - User login;

e Out: status (OK, User does not exist, Internal Error)

User profiles



- 61 - Out: status (OK, Internal Error, Commission already exists); id - commission identifier Tax and
Commission - Delete: 5 Name: CommissionDeIetio# Description: This script will be provided to
remove a commission/tax. Input: login - agent login; password - agent password (not encrypted) id -
Commission identifier | 0 Out: status (OK, Internal Error, Commission does not exist) Tax and
CommissionoJvadify:cdadpgn ComnpasioaNirditicatinncdeser iR rifisssespthwilhieepigyided to
modify a commissjon/tax. 15 Input: login - agent login; password - agent password (not encrypted); id
- cOmmissio%immrr@eqmamﬂéﬁemwiiiﬁﬂﬁ Lo BBAIRARD SEFRBr fESphetisniot e the
CommissionpisiHeme Rando@piinnat)islessiptiap ploabmyssiildasstipiau{@plionabidani -
Operator HN1 (Optional); alwaysEligible - Applied in all cases (Qptional); minimum - The minimum 20
amount fromNIHCRECERFRTES iﬂ%é’%ﬂtﬂ%& (O pUBHE) drtemRGMtherAer e ARt ACaTIEnt to which
commission yvtbaes perieR (Gptienab sumuikpRediniReHR). Maximueptasmul/NA (Optional); fixed -
absolute commission value expressed in SDR (Optional); percentage - relative commission value
expressed as percentage value from 0 to 100 (Optional) 25 Out: status (OK, Internal Error,
Commissionpagfi RXistirgkJBroaifg: Commission - List own Tax/Commission-list Name:
CommissionList Description; This_script will be provided to list commissions/taxes. 30 Input: login
- agent login; pdssWEAS: Be&NpdEisating (not encrypted); Out: status (OK, Internal Error,

Commission not exj5tiagipidn: FRGIUSHIARN IFEOPHGH HESEr UL mb@MIRSION description
10 e Input: login - agent login; password - agent password (not encrypted); role -
Role name; List of: service - service name; right - service right (see security
management features described below)
e Qut: status (OK, role already exists, Internal Error, One service referenced

does not exist, One right does not exist for service)

15
Profile — Delete:
¢ Name: RoleDeletion
e Description: This script will be provided to delete a role.
¢ Input: login - agent login; password - agent password (not encrypted); role -
20 Role name

e Out: status (OK, role does not exist, Internal Error)

Currency management

Operators can create, consult or modify/update currencies by means of the following
25  scripts. Exchange rates like all numbers are expressed as floats including 10 decimal

digits.

The HomeSend application server will get official currency rates by connecting to a
third party web service. A dedicated Administration service will be available for the
30  third party interface configuration. It will be possible to configure:
¢ The update execution time by entering the hour and minute.
¢ The update frequency expressed in number of days;

o The web service URL.



- 62 - Tax and Commission - List specific Tax/Commission Name: Commissioninfo Description: This
script will be provided to provide information on commissions/taxes. 5 Input: login - agent login;
password - agent password (not encrypted); id - Commission identifier (Mandatory) Out: status (OK,
Internal Error, Commission not existing); visibility - HomeSend/All/Operator (Optional); type -

Commission/| ay/Hemes %&Q@H%?ﬁﬁﬁ%ﬁ&f A mGQBIVSRIED SRSHIIED dPRIQRBRdN -
Operator 10NM- (Optional); allwaysEligible - Applied in all cases (Optional); minimum - The minimum
transaction amountPRBTRSRATD E8isission will be applied (Optional); maximum - The maximum

transaction a(eyRide V%Qi%ﬁﬁ%ﬁ&i%gé@%ﬁ@%ﬂﬁﬂ?ﬂ@Eﬁioﬁaﬁéﬁv%ﬁﬁﬂg&is Each time an
u

Minimum/Maximum/Cumul/NA (Optional); fixed - value expressed in SD (Optional); percentage -
value in rang&tomstioondssitragy eunshibsise 8 rdaissicd Py AEddemBattoefigibiROperator to

Operatoy (oytbaurd)ArHRREsAlRLdAN MparatRLiRReH D Saseptmmdification of adasicommission

associated with several operators an_error message is generated 20 warning that such a modification
is prohibited &/REQAES QPYERISRENE SIS ISIEd anenesd fordds/EummAitisicwatiog defined by
service and gpeatareriaxes/Commissions must be created using Commission Creation (described
above) before they can be associated with operators. When a commission is added on the operator
relation there is no notification to the operator party. 25 Inbound commissions arc commissions
deducted when-R ttansactiendsggsaived from the selected operator. Outbound commissions arc
commissions deducted when a transaction is sent to the selected operator. Inbound/outbound
commi%@ions/takes%%@%rﬂé?@&%y%??ém. The commissions/taxes/HomeSend calculation will be

chained 30baseg Oﬁé&ﬁﬁm{itﬂ“ﬂsdg&ipt will be provided to create/modify a rate. If the rate

does not exist it is created.
e Input: login - agent login; password - agent password (not encrypted);
currencyCode - Currency ISO 4217 code; sdrToCurrency - the currency
15 conversion amount (Optional); currencyToSdr - the currency conversion
amount (Optional)

e Out: status (OK, Internal Error)

Currencies — Consultation:
20 ¢ Name: RateConsultation
e Description: This script will be provided to consult rate information.
e Input: login - agent login; password - agent password (not encrypted);
currencyCode - Currency 1SO 4217 code;
e Out: status (OK, Internal Error); sdrToCurrency the currency conversion
25 amount (Optional); currencyToSdr - the currency conversion amount

(Optional)

Currencies — Automatic update configuration:
e Name: RateRetrievingModification
30 e Description: This script will be provided to configure the rate retrieving
frequency and time.
e Input: login - agent login; password - agent password (not encrypted);

frequency - The retrieving frequency in days; time - The retrieving hour and



Service/Operator Commission - Create: Name: AddOperatorCommissionCreat on - 63 - Description:
This script will be provided to create a service opergtor commission relation. Input: login - agent login;
password - agent password (not encrypted); service’- Remittance/Recharge; so urc eOperatorHNI -
Source operator HNI; 5 destinationOperatorHNI - Destination operator HNI; direction -

Inbound/Outbound pgifREs (HAGMADMNSSIOTIN ARk She-eaIMissign ifentifiering @Hlugtatus (OK,
Destination Operator Not Found, Source Operator Not Found, Service Not Found, Commission does

not exist, Internal Eff6H T153ice/BHaraI BORAMESIBAWESSISEEY RitGMats-
DeleteOperatoreomypissians @mg:ﬂg@gmﬂg{@gcript will be provided to delete a service operator
commission relation. 15 Input: login - agent login; password - agent password (not encrypted); service
- Remittance/Recharge; sourceOperatorHNI - Source operator HNI; destinationOperatorHNI -

Destinagon eRgratefctINi gisalirnupiakougg{@utbound; id - The commission identifier Out:
status (OK, Destination Operator Not Found, Source Operator Not 20Found, Service Not Found,

Commission do8s AbtekistateRetHEY ReBogBRR:/Operator Commission - Modify: Name:
ModifyOperatorGorspigsiaion: ThiPSSHRIANGT Bid Aeka P eRKiRd 8 el aig yioe oerator
25commission order relation.
rate retrieving frequency and time.
¢ Input: login - agent login; password - agent password (not encrypted);
10 e Out: status (OK, Internal Error); frequency - The retrieving frequency in days;
time - The retrieving hour and minutes (hhmm); retry - The number of retries

in case of retrieving failure; retry-Frequency - The period in seconds between

retry attempts.

15 Commissions and Taxes

All the commissions and taxes are managed on the HomeSend server.
In a preferred embodiment, only the HomeSend platform will manage commissions
and taxes; the originator and destination operator do not deduct fees. Taxes and
commissions management will be done using the provided administration scripts.
20
Tax and Commission — Create:
e Name: CommissionCreation;
e Description: This script will be provided to create a commission/tax.
e Input: login - agent login; password - agent password (not encrypted);
25 visibility - (HomeSend/All/Operator); type - Commission/Tax/HomeSend;
description - Commission description; hni - Operator HNI (Mandatory if
visibility is Operator); alwaysEligible - Applied in all cases (Optional);
minimum - The minimum transaction amount from which the commission will
be applied (Optional); maximum - The maximum transaction amount to which
30 commission will be applied (Optional); cumultype -
Minimum/Maximum/Cumulative/NA (Optional); fixed — absolute charge
expressed in SDR (Optional); percentage — relative charge expressed as

percentage value ranging from 0 to 100 (Optional)



Input: login - agent login; password - agent password (not encrypted); service - Remittance/Recharge;
sourceOperatorHNI - Source operator HNI; destin%’onOperatorHNl - Destination operator HNI;
direction - Inbound/Outbound; order - The commission order; id - The commission 30identifier Out:
status (OK, Destination Operator Not Found, Source Operator Not Found, Service Not Found,

Commission dogs riieXigtudNERARFY) Erist, REAHERIOR IR SOMIGSRON colidtis figme:

OperatorCommissionList Description: This script will be provided to list service operator commission
relations. 5 Input: Ié@‘?ﬁtlf&‘éent login; password - agent password (not encrypted); service -
Remittance/Recharge; sourceOperatorHN1 - Source operator HNI; destinationOperatorHNI -
Destination operator HNI; direction - Inbound/Outbound;  Out: status (OK, Destination Operator Not
Found, SourféX@B@t‘é%‘i‘Wé%lPBlfda?ﬂéF@Service Not Found, Commission does not exist, Internal Error);

List of: qrder - tRe applicatdon.adel ithathg gommission identifier Reporting  Reports can be
generated using the various scripts described below. The scripts are 15located on the HomeSend

Business server® THagssaitism History reporting:

¢ This script will be provided to remove a commission/tax.
e Input: login - agent login; password - agent password (not encrypted); id -
Commission identifier

10 ¢ Qut: status (OK, Internal Error, Commission does not exist)

Tax and Commission — Modify:
e Name: CommissionModification
e Description: This script will be provided to modify a commission/tax.
15 e Input: login - agent login; password - agent password (not encrypted); id -
Commission identifier (Mandatory); visibility - HomeSend/All/Operator
(Optional); type - Commission/Tax/HomeSend (Optional); description -
Commission description (Optional); hni - Operator HNI (Optional);
alwaysEligible - Applied in all cases (Optional); minimum - The minimum
20 amount from which commission will be applied (Optional); maximum - The
maximum amount to which commission will be applied (Optional); cumultype
- Minimum/Maximum/Cumul/NA (Optional); fixed — absolute commission
value expressed in SDR (Optional); percentage — relative commission value
expressed as percentage value from 0 to 100 (Optional)

25 e Out: status (OK, Internal Error, Commission not existing)

Tax and Commission — List own Tax/Commission-list
e Name: CommissionList
e Description: This script will be provided to list commissions/taxes.
30 ¢ Input: login - agent login; password - agent password (not encrypted);
e Out: status (OK, Internal Error, Commission not existing); id - Commission

identifier; description - Commission description



Name: TransactionReporting Description. This script will be provided in order to generate a
report of 20transactions performed between two specified dates. Input: login - agent login; password -
agent password (not encrypted); bd - Begin Date matching following format: yyyymmdd; ed - End date
matching following format: yyyymmadd; status - the transaction status (ALL, OK, KO, Pending); dir -
Output directory frticéertiarRaidnpulsdgtautoalnadsdanneiad 25directory); service - Service
(ALL/Remittance/Recharge), optional input, default is ALL Out: A file named:
<Input_Dir>/TrahsXBRepHRisiNNRiGery cet<Launch_Datet<Begin_

Date>_<End_Dgten, sSiatisi-ophiS0 LAphakm T BOSpRIAdE> cExesiien Rajgzathredtion
Time>,<Transaction Type id>>,<CBS Transaction Type id>,<Transaction status id>,<Detailed Trans
action_status_id>,@@fﬁ%ﬁ@ﬁ&mﬁ-_iw,<Src_MSISDN>,<Src_Operatorid>, - 65 - <Src NIC
Id>,<Dest Transactipg, \d,sRestMAISENg. SRESt PRerateni d (not enerypted); id -
>,<Dest_NICLid>,<|ni;[lilail_‘g%noqnatglilnit%_’(?t?rrencyzdr%%éﬂsmg%q(/gos encrypted): 1
DR>,<Validity>, <G faamspipaldemidigitdvkmgspClrrency>,<Final Curren cy SDR>,<SRC Corn cumul
SDR> <SRC US Cofp cum SRR <GS T S0P ML SRRA RS L&aID Gyl SDR><DST
HS Corn cumul SDR>,<DST_Tax_Com_cumul_SDR><Ex_Rate_Init_Cun-eTicy_2 SDR>,<E x Rate
SDR 2 Init CurrencyiorEXxcRétd| Fipdr@orre (Rt SR> ¥Fx Ra €BDRsgHINE Oderendyrd<\Version>
10Transaction Fina@ﬁi ! e[alo b e: FnAnsliReRRLiNg Reseripian Thig scart.willpe provided
in order to generate pe%%%ase%%ﬁr%ative repo?éng. T}Elglsgépor?inéﬁs Eo)r’]e for aﬁBoperators and
lists théGaxes and &BsUitittited xnbumats Bligplratd ppiedion alf vesesgp tomibina fomeueh 15 operator
the distribution by pAfinginTieFUMHAHR A RRMIRPTHERNS(RARCLSHANGEH APt figigymulated
commission deducted on transferred amount, the cumulated taxes deducted on transferred amount,
the cumulated homd2eiengbmmissiondeduclds omvdnsferrctrasaciion, theeurhulatetyhedeived
amount, the cumulajed commission geducted on ra%%?fé/&d 20&%%%1}% cugﬂmgﬁ%etaxes_deducted

on received amount, the cumulated
Minimum/Maximum/Cumul/NA (Optional); fixed — value expressed in SDR

15 (Optional); percentage - value in range 0 to 100 (Optional)

Commissions to be applied are associated to a relation Operator to Operator
(outbound) or Operator from Operator (inbound). In case of modification of a
tax/commission associated with several operators an error message is generated

20  warning that such a modification is prohibited. Amounts are always expressed in SDR
currency. Taxes/Commissions will be defined by service and operator.
Taxes/Commissions must be created using Commission Creation (described above)
before they can be associated with operators. When a commission is added on the
operator relation there is no notification to the operator party.

25
Inbound commissions are commissions deducted when a transaction is received from
the selected operator. Outbound commissions are commissions deducted when a
transaction is sent to the selected operator. Inbound/outbound commissions/taxes are
ordered by priority. The commissions/taxes/HomeSend calculation will be chained

30  based on this priority order.

Service/Operator Commission — Create:

¢ Name: AddOperatorCommissionCreation



homesend commission deducted on received amount. Input: login - agent login; password - agent
password (not encrypted); bd - Begin Date matching following format: yyyymmdd; ed - End date
matching following format: yyyymmadd; dir - Output directory path (optional input, 25default value is
launched directory) Out: A file named: <Input Dir>/PeriodAggregate <PeriodBeginDate>
<PeriodEndDate>. gy kileidio Mt Witk freadsr She £rovided to create a service operator
<OperatorHNI>,<TransferredCumulatedAmountsSDR>,<TransferredCumulat 30
edCommissionAMGHEBIHRS ©lddpiferredCumulated TaxesAmountsSDR>,<

TransferredCungul t,Q%‘ﬁ?@rég@ﬁpﬁ}é@ﬁ? PRt Y dHemeSead %pt%%);_ service

missionsAmountsSDR>,<ReceivedCumulatedAmountsSDR>,<ReceivedCum’ -

ulatedCommissionAmBGREBNRRFsE e dCUITRIPRREAPERAIAMoUrRESPRsperator  HNI;
<Receiv§dCumulatggﬁgmg%P%{gmjsSDRﬁﬁgﬁ%gpp%@%yImgciqﬁggg{pnaj data to be
present: First row of data should be a dummy row with dummy OperatorHN1 and dummy
PartnerOperatorHN2beWEEahoret ORdDY, othBe fiedayHpsion 25665, idist rbig ofIBRISHIUID be a
dummy row with dugumysaperatordNI and dummy PartnerOperatorHNI (ENDRECORD), other fields
are all sums of the column above. If no data is present at generation time, the report should still

contain those tvfo réWs Wth(ﬂgadE@t@ﬁeﬁt@%@@?tih@‘feﬁwf@s creserbAnsEw. NotAaccount
Auditing reporting: ﬁ%ﬁ&t@&@iﬁ@@ﬂﬁtﬁ&ﬁ&r@%ﬁﬁﬁg{bﬂﬁt@&% &{EE?&%%QPE% atabase. The

accounting generation is performed using a script. Name: AccountingReporting 15 Description: This
script Wil be provided in order to generate a WCCAdministration accounting report between two dates.
Input: login -S%g\q@g/@gg}anggmgsgigggnbggéword (not encrypted); bd - Begin Date in GMT
matching following format: yyyymmdd; ed - End date in GMT matching following format: yyyymmdd; dir
- Output directofy pagime: DeleteOperatorCommission

e Description: This script will be provided to delete a service operator

commission relation.

15 ¢ Input: login - agent login; password - agent password (not encrypted); service
- Remittance/Recharge; sourceOperatorHNI - Source operator HNI;
destinationOperatorHNI -  Destination operator HNI;  direction -

Inbound/Outbound; id - The commission identifier
e Qut: status (OK, Destination Operator Not Found, Source Operator Not

20 Found, Service Not Found, Commission does not exist, Internal Error)

Service/Operator Commission — Modify:
¢ Name: ModifyOperatorCommission
e Description: This script will be provided to modify a service operator
25 commission order relation.
e Input: login - agent login; password - agent password (not encrypted); service
- Remittance/Recharge; sourceOperatorHNI - Source operator HNI;
destinationOperatorHNI -  Destination operator HNI;  direction -
Inbound/Outbound; order - The commission order; id - The commission
30 identifier
e Qut: status (OK, Destination Operator Not Found, Source Operator Not

Found, Service Not Found, Commission does not exist, Internal Error)



20(optional input, default value is launch directory). Out: A file named <Input Dir>/<AccountingReport
Launch Date> <Begin Date> <End Date >.csv, Wh§re the <AccountingReport_Launch_Date> is a
timestamp yyyymmddss. 25 File Format (with headers):
<login>,<ActionDate>,<OperatorHNI>,<Service>,<ActionDescription> Blocked Subscribers reporting:

This reports ¢ha traGpGHERSHbRMIGIS Plocked for one of the three following 30 cases: Subscribers
who attempted to exceed the authorized transaction amount; Subscribers who reached and attempted

to exceed the nfax NaMBPRATRRESABIBISIANGIE; Subscribers who reached and attempted to exceed
the - 67 - max My RBliBRPH;s TREFERANT WUl R6Senetatad ap-weeklybasiScdhmRlasked

Subscriber report is generated using a script. Name: BlockedSubscribersReporting Description.
This script will be pfekféisin order to generate a report on 5transactions rejected due to AML rules

betweers wo specifgg lajes, INpiIq0i: BASNIJROIN PAPAAIE.: AR ARRMON (RenCYPted);

bd - Begin Date matching following format: yyyymmadd; ed - End date matching following format:
yyyymmdd:; dir - Outpdtaivéiamns/ ReehaggptionatipgdpcaetabiVhlueiskawiendirpstorgy; séiiteService

10(ALL/Remitance/Reraigel, SRignmtineu defaultisdi L ofutidh figpamedilensh -

DirdBlockedSubscribersReport <Input Service> <Launch Date
Begin_Date> <Endnbrared!OCuthewnds.csv Format:

e Qut: status (OK, Destination Operator Not Found, Source Operator Not
10 Found, Service Not Found, Commission does not exist, Internal Error); List

of: order - the application order; id - the commission identifier

Reporting
Reports can be generated using the various scripts described below. The scripts are

15  located on the HomeSend Business server.

Transaction History reporting:

e Name: TransactionReporting

Description: This script will be provided in order to generate a report of
20 transactions performed between two specified dates.
e Input: login - agent login; password - agent password (not encrypted); bd -
Begin Date matching following format: yyyymmdd; ed - End date matching
following format: yyyymmdd; status - the transaction status (ALL, OK, KO,
Pending); dir - Output directory path (optional input, default value is launched
25 directory); service - Service (ALL/Remittance/Recharge), optional input,
default is ALL
¢ Out: A file named:
<Input_Dir>/TransactionReport <Input Service> <Launch Date> <Begin
Date> <End Date> <Status>.csv
30 ¢ Format:
<Transaction _id>,<Execution Date>,<Execution Time>,<Transaction Type
1d>>,<CBS_Transaction_Type id>,<Transaction_status id>,<Detailed Trans

action_status id>,<Src_Transaction_id>,<Src. MSISDN>,<Src_Operator Id>,



15<Transaction id>,<Execution Date>,<Execution Time>,<Transaction Type id>>,<CBS Transaction
Type id>,<Transaction status id>,<Detailed Trans %gtion status id>,<Src Transaction id>,<Src
MSISDN>,<Src Operator Id>, g

<Src_NIC_Id>,<Dest_Transactionid>,<Dest MSISDN>,<Dest_Operator_id >,<Dest N1C id> <Initial

Amount>,<Initial Curgenayre<lqitiaifel rena R 24P RE. <VRIdIMEISBracehshingh Amau>,<Final
Currency>,<Final Curren cy SDR>,<SRC Com cumul SDR>,<SRC HS Com cumul SDR>,<SRC

Tax_Com_cumul_SPRSEDYF_#5mlRitidu A soe DritielSwesieye ot _SHIESDET Tax Com

cumul SDR>,<Ex Rate-|aW SHdifoRcyGEao R rfalX AatksP REZIt Gl eangyFaY Rater&inal Currency
2 SDR><Ex Ra 25te SDR 2 Final Currency>,<Version> This report will list for the specified period and

service all the trans¥etiot TejeRied(cRiB R TRR 3 whkfe e Pt SpertoriR receREror sender.

The corgent of the resuliigenfileisdhg BRPEBS The HiansastinsBRotNG file I hediansagiion detailed
30status in the repart represents the real failure cause, while the transaction status provides the

generic status (OK SR8 AW Ic U RN S P Rvith ik Ritialil See it islpossible to
have the Fraud errqr page SR disinciGasar)listatk ilatheiRE LxreRochasgmiak i the Mapping
XLS file. - 68 - Curren%l%?onversion The HomeSend system is configured to handle the following
currency parametef§: SXRrend) B ISEF¥217 SEMRGY, 5 currency unit factor: an amount is divided by

the currency unit factor to get the amount in the proper currency. For instance, amounts in cents of

Euros imply a currency unit factor equal to 100, so that an amount of 1 000 gives 1 000/ 100 = 10
Euros, !0~ HRBRARE FARREGLETRBUBHRS table): From Currency X to SDR; and From SDR

e Name: FinancialReporting
e Description: This script will be provided in order to generate period-based
cumulative reporting. This reporting is done for all operators and lists the taxes
and accumulated amounts by operator relation. The report contains for each
15 operator the distribution by partner: The cumulated amount of
transferred/recharged amount, the cumulated commission deducted on
transferred amount, the cumulated taxes deducted on transferred amount, the
cumulated homesend commission deducted on transferred amount, the
cumulated received amount, the cumulated commission deducted on received
20 amount, the cumulated taxes deducted on received amount, the cumulated
homesend commission deducted on received amount.
e Input: login - agent login; password - agent password (not encrypted); bd -
Begin Date matching following format: yyyymmdd; ed - End date matching
following format: yyyymmdd; dir - Output directory path (optional input,
25 default value is launched directory)
¢ Out: A file named:
<Input_Dir>/PeriodAggregate <PeriodBeginDate> <PeriodEndDate>.csv
¢ File Format (with headers):
<OperatorHNI>,<TransferredCumulated AmountsSDR>,<TransferredCumulat
30 edCommissionAmountsSDR> ,<TransferredCumulatedTaxesAmountsSDR>,<
TransferredCumulatedHomeSend AmountsSDR>,<CumulatedHomeSendCom

missionsAmountsSDR>,<ReceivedCumulated AmountsSDR>,<ReceivedCum



10to Currency X currency code (ISO 4217) used to express the exchange rate, truncation
method applied to final amounts (during currency conversion): ceiling; rounding; floor; not applicable
(NA), which is equivalent to rounding. 15When a Currency does not match any of the defined
exchange rates there is a security- mechanism built into the HomeSend application that will reject the

transaction and geRgraeCamalANd farhafagbrd e cuteramaishanaedatananesstored with 10

decimal digits (n.dddddddddd). In one embodiment, only rounding is provided as truncation mode. The

error status returnediRCRSE SrEHsAGe macafdRALER BT IEEREAge e D sversion error).
SDR (Special DsavwipgdichiarisHheiplyas %Héﬁ%&ﬁtU%@t%#@ﬂ&ﬁMu@@e%%ﬁ%SDR in

terms of United States dollars is determined daily by the IMF, based on the exchange rates of the

currencies making Hithe b34REY as (UBEEHAHON atide 250u8HEBN MBKEEPRSEMBRAIN market is

closed, New York mareiNRIES GreDysethdf rilamatkefs 216 Clo38d 1Firopasn Gesii@Rank reference
rates are used.). The amount transferred by the sender in his currency is converted to SDR, once the

commission of the S8R BPeratih ndeHaEn Qs iile s ot iran SetsaQpsréordliiver is

converted from SDR:fODRECUIENSYoREH RGN e sArumissien Rl thrRAressivng apeiatolsis applied
(alternatively, commissions/taxes may be applied to SDR values). - 69 - Update frequency: Exchange

>S). - 6
rates of various cuPEFERSHESISFURR HatgdberErnevei) @t kotid Gtaitithese e us)y S idhis is

configurable. The filgwithRer§QlyisMatenoHBaia i3 dReA-a serfigurable date, e.g. if Starting Date
= 03/24/2008 02:25:00 and n=6, retrieving will occur at: 03/24/2008 02:25:00, 03/24/2008 08:25:00,

03/24/2808 5 14:25:00, 03/24/2008 20:25:00, 03/25/2008 02:25:00, 03/25/2008 08:25:00 etc.. If
Starting Date\ ccB@i N8R OZps:@and n=48, retrieving will occur at: 03/24/2008 02:25:00,
03/26/2008 02:25:00, 03/28/2008 02:25:00 etc. = Exchange-rate file-format: The file uses the CSV
(Comma Separdted Aty sannasting FRalizrration databine Wil Arestrrshadaatsiatortn the

following values: Vergiamtiny EEelaia RiptvermodNRK &ape Format, <CSV> UTC Timestamp,
<YYY.MM.DD HH:MM:SS>
e Name: AccountingReporting

15 e Description: This script will be provided in order to generate a
WCC/Administration accounting report between two dates.

e Input: login - agent login; password - agent password (not encrypted); bd -
Begin Date in GMT matching following format: yyyymmdd; ed - End date in
GMT matching following format: yyyymmdd; dir - Output directory path

20 (optional input, default value is launch directory).

e Out: A file named
<Input_Dir>/<AccountingReport Launch Date> <Begin Date> <End Date
>.csv, where the <AccountingReport Launch Date> is a timestamp
yyyymmddss.

25 ¢ File Format (with headers):

<login>,<ActionDate>,<OperatorHNI>,<Service>,<ActionDescription>

Blocked Subscribers reporting:
e This reports the transactions that were blocked for one of the three following
30 cases: Subscribers who attempted to exceed the authorized transaction amount;
Subscribers who reached and attempted to exceed the max number of

transactions allowed; Subscribers who reached and attempted to exceed the



15Base Currency, <XDR>. The Status must be OK (second line of the header), otherwise HomeSend
will not take the file into account. The rest of the lings are the rates for each currency compared to the
pivot currency (XDR aka SDR): <CURRENCY CODE>, <RATE FROM XDR TO CURRENCY>,
<RATE FROM CURRENCY TO XDR>. 20 Exchange-rate file-name, file path, and remote server

identification are capfigurablepdnedismeRNEtpuIsingasheeswRErdtMESREKY Ihastomatically

transfer a CSV file from the remote server via FTP. 25 Taxes and Commissions Taxes and/or
Commissions are delff&aGRIESEHRREFANITLIMIFRC BRI ABPRAGEHH be shared between operators.

Nevertheless, aé cregtign e RRESRINEBB-IRUFsgdhat a commission is private, public or protected
(Private = only visible by operator, Public = all operators can use this commission, Protected =

operator and all*hisRestaisiPBard BB wsant, FBmes SRy eshlipviNEte BY e fitsta8PRithoSuper-user
rights). The serviceprovideycae;defina s MO RIBIANSH-Bvdnpeeifbaagd for use of the

HomeSend platform). Those commissions arc only visible to users having HomeSend visibility. - 70 -
Commissions td®belapplidesite sEsutidpethidassaiatibn aasataessisOhératn@uelnddor Operator

from Operator (nbaya B SRMAISSIR0ICRIAORSCSURRSIINARIEH I FIOMRA P Taxes

HomeSend allows taxes rules to be defined. They can be detined independently for each Recharging
or e-Money Systenfolipiiesdatmesn Hanaendg:tdit 0 stiHaat dies@erpepatedpptigintd orrMoney

System. These rule&pdrﬁtdefir{%%gw theig-lom@a%ﬁgg 10%'@&1’@?% %y{;lggmen_t as f@ép,\{y:% tax ID,
bpe: t%)(()’ (ALL/Remittance/Recharge), optional input, default is ALL.
e Out: A file named
<Input_Dir>/BlockedSubscribersReport <Input Service> <Launch Date> <
Begin Date> <End Date> <Status>.csv
* Format:

15 <Transaction _id>,<Execution Date>,<Execution Time>,<Transaction Type
1d>>,<CBS_Transaction_Type id>,<Transaction_status id>,<Detailed Trans
action_status id>,<Src_Transaction_id>,<Src. MSISDN>,<Src_Operator Id>,
<Src_NIC _Id>,<Dest_Transaction_Id>,<Dest MSISDN>,<Dest Operator_id
> <Dest NIC id>,<Initial Amount>,<Initial Currency>,<Initial Currency S

20 DR>,<Validity>,<Grace>,<Final Amount>,<Final Currency>,<Final Curren
cy SDR><SRC_Com_cumul SDR><SRC HS Com cumul SDR>,<SRC
Tax Com_cumul SDR><DST Com_cumul SDR><DST HS Com_ cumul
SDR>,<DST Tax Com cumul SDR><Ex Rate Init Currency 2 SDR><E
x_Rate SDR 2 Init Currency>,<Ex Rate Final Currency 2 SDR><Ex Ra

25 te SDR 2 Final Currency>,<Version>

This report will list for the specified period and service all the transactions rejected

due to AML rules where the input operator is receiver or sender. The content of the

resulting file is the same as the transaction reporting file. The transaction detailed
30  status in the report represents the real failure cause, while the transaction status

provides the generic status (OK, KO, AMBIGUOUS, RUNNING).

With the detailed status (integer) it is possible to have the Fraud error codes (12

distinct codes) listed into the RES-X e-Recharge tab of the Mapping XLS file.



to be applied on this list of YN1C & sN1C Recharging Systems and cNIC c-Money Systems, 15 applied
from this minimum amount (included), applied to this maximum amount (included) - for exact amount
condition, minimum and maximum are equal, coniputation method: absolute tax amount,
percentage (1) of the recharging or transferred amount deduction, percentage (2) as included in the
recharging or 20transferred amount (inclusive of tax), truncation method applied to tax: ceiling,

rounding, floor, not apglicable (NA) is equivalent to rounding, computation parameter. 25The

HomeSend e local taxes on the incoming/received recharging or transferred

amount. TaxescaHe Ak aRRIgH oM the SAMAargosshanu! e THR Hies arecapplinchacserding to the tax ID
order (by increasing order). Examgl{g: ID Type minmaxmethod trunc param Description amount

amountation etey TEXTOPRLLORRNITRAEN G148 equal to 1 when the recharging amount is equal to
100 unitg 2Taxw0%99f%ﬁé(§)&![99?a1:98@ INGHANR) dWRRA HEHEAARY AMAUAbLISHeMVaRN 100

(included) and -71 - 500 (included), is equal to 10% of the recharging amount applying the floor
truncation method. AR B5IEAPTPRINESENS I S6 M58 Co #RNYEIS At GRSt ThldugeTiHBBALYThey can be

defined a currency unit factor equal to 100, so that an amount of 1 000 gives 1 000 /
100 = 10 Euros,
¢ cxchange rate (double entry table): From Currency X to SDR; and From SDR
10 to Currency X
e currency code (ISO 4217) used to express the exchange rate,
e truncation method applied to final amounts (during currency conversion):

ceiling; rounding; floor; not applicable (NA), which is equivalent to rounding.

15 When a Currency does not match any of the defined exchange rates there is a security-
mechanism built into the HomeSend application that will reject the transaction and
generate an alarm for the fault. All the currency/exchange rates are stored with 10
decimal digits (n.dddddddddd). In one embodiment, only rounding is provided as
truncation mode. The error status returned in case of exchange rate errors is ER0011

20  (Change rate conversion error).

SDR (Special Drawing Rights) is the pivot currency used by HomeSend. The value of
one SDR in terms of United States dollars is determined daily by the IMF, based on
the exchange rates of the currencies making up the basket, as quoted at noon at the
25  London market (If the London market is closed, New York market rates are used; if
both markets are closed, European Central Bank reference rates are used.). The
amount transferred by the sender in his currency is converted to SDR, once the
commission of the sending operator has been applied. The amount transferred to the
receiver is converted from SDR to his currency, and then the commission of the
30  receiving operator is applied (alternatively, commissions/taxes may be applied to SDR

values).



independently for each Recharging or e-Money System. HomeSend can handle up to 510 standard
commissions per Recharging or e-Money System. é'rgese rules are defined in the HomeSend
configuration environment as follows: commission'lD, type: commission, to be applied on this
list of VNIC & sNIC Recharging Systems and eNIC e1l0Money Systems, Mechanism: fixed + % fee per

range; to be @p@liehRRUAR FUFRHaYE eReY ofixeeiyal Ut Farmiés 1 SHRoyalpe:iantd} & dQ0; # of
ranges from 1 to cc. This mechanism allows any commission vaIueéFixed only, % only, % with any of

those per raRQ@OMIS(Eenpiaidehiino dUatus AfteceSsi ol binfbe MtiHdie Sritig e d9vat the
recharging of HansfaHerm@2mawdndedusie tareCeNAIA AP IRCHI IS MU EChaiginmer
transferred amount (inclusive of commissi{c\);rg/g truncation method applied to commission: ceiling,

d
rounding, floSFOnEtEpHRGBIL ReaY e firdielPtdoandtg? Y8 oSt Aifon 49 kiriéie Ofhe

HomeSegnd satgay conputesohe tozsiooo s ninesiopuieesiveokreszy gin ). tignsfen-ed
amount in the local currency. The rules are aéjé)lied according to the commission ID order

o ing QSRR DA 20N Vi SED S e HY OB A A e Ml the

total commisgiors Wil be/dwe2s0802f ZR0b, N800 MISISNoEKE@Mple : ID Type minmaxmethod Trunca
para Description amount amountlionmeter
Exchange-rate file-format: The file uses the CSV (Comma Separated Values) format.
10 The 5 first lines of the file are the header and contain the following values:
Version, <VERSION>
Status, <OK/NOK>
Rate Format, <CSV>
UTC Timestamp, <YYY.MM.DD HH:MM:SS>
15 Base Currency, <XDR>.
The Status must be OK (second line of the header), otherwise HomeSend will not take
the file into account. The rest of the lines are the rates for each currency compared to
the pivot currency (XDR aka SDR): <CURRENCY CODE>, <RATE FROM XDR
TO CURRENCY>, <RATE FROM CURRENCY TO XDR>.
20
Exchange-rate file-name, file path, and remote server identification are configurable
on the HomeSend business-server. HomeSend will automatically transfer a CSV file

from the remote server via FTP.

25  Taxes and Commissions

Taxes and/or Commissions are defined independently from the operator and can be
shared between operators. Nevertheless, at creation the operator can indicate that a
commission is private, public or protected (Private = only visible by operator, Public
= all operators can use this commission, Protected = operator and all his children can
30  use it, HomeSend = only visible by user granted with super-user rights). The service
provider can define its own commissions (i.e. those charged for use of the HomeSend

platform). Those commissions are only visible to users having HomeSend visibility.



I commission 100250abs.NA2The commission (nl) is equal to 2 when the recharging amount is
- 72 - between 100 (included) and 250 (included). I§$Dowing that V is the voucher credit or value to be
transferred, the final amount allocated to the subsctiber is: (v)(e)NIC HomeSend resulting value =V -
(v)(e)NIC taxes and commissions 5 Final amount = (v)(e)NIC HomeSend resulting value - sNIC taxes

and commisgigignissions to be applied are associated to a relation Operator to Operator

(outbound) or Operator from Operator (inbound).
The commission calculation sequence is illustrated in Figure 13.

Taxes
HomeSend allows taxes rules to be defined. They can be defined independently for
cach Recharging or e-Money System. HomeSend can handle up to 10 standard taxes
per Recharging or e-Money System. These rules are defined in the HomeSend
10 configuration environment as follows:
o tax ID,
* type: tax,
e to be applied on this list of vNIC & sNIC Recharging Systems and eNIC e-
Money Systems,
15 e applied from this minimum amount (included),
e applied to this maximum amount (included) — for exact amount condition,
minimum and maximum are equal,
e computation method: absolute tax amount, percentage (1) of the recharging or
transferred amount deduction, percentage (2) as included in the recharging or
20 transferred amount (inclusive of tax),
¢ truncation method applied to tax: ceiling, rounding, floor, not applicable (NA)
is equivalent to rounding,

® computation parameter.

25 The HomeSend solution computes the local taxes on the incoming/received
recharging or transferred amount. Taxes are all applied on the same gross amount.

The rules are applied according to the tax ID order (by increasing order). Example:

ID Type min max method  trunc param Description
amount  amount ation eter
I Tax 100 abs. NA 1 The tax (n°1) is equal

to 1 when the recharging
amount is equal to 100 units

2  Tax 100 500 % (1) floor 10%  The tax (n°2), when the
recharging amount is
between 100 (included) and



=V - (v)(e)NIC taxes and commissions- sN1C taxes and commissions In practice, there are three
minimum cascade commissions determined by the_sending operator, the HomeSend operator and the
receiving operator: 10 CS: Commission of the Seha r: applied by the sending operator, it could differ
according to the receiving operator. It is computed in SDR and then converted into operator A's
currency. CH: Commission of HomeSend on net transfer applied by bmg@ﬁﬂgcggm@dgmq@r. It is
computed in SDR. 15 CR: Commission of the Receiver: applied by repgiyiggtppesaigrgihcould differ
according to the sending operator. It is computed in SDR currency anghif@h spnyaitegdnigsgperator
B's currency. More Complex example: Recharge service with V=100 Wgks28Me:gefline the following:
Operators: 1. 01 - IN operator 2. 02 - OUT operator 3. HSO - homesend operator 25 Commissions : 1.
Cl - min=100, max=250, method=abs, trunc=round, param=fixed 3 2. C2 - min=50, max=1000,
method=tax/Cemmisiomexclusive, trunc=round, param=2% 3. C3 - min=10, max=1000,

method=taxgemimision elusye, tuncround, ORI TP rlly TRTEO MRSEAO

independently for each Recharging or e-Money System. HomeSend can handle up to

5 10 standard commissions per Recharging or e-Money System. These rules are defined
in the HomeSend configuration environment as follows:
e commission ID,
¢ type: commission,
e to be applied on this list of vNIC & sNIC Recharging Systems and eNIC e-

10 Money Systems,

¢ Mechanism: fixed + % fee per range; to be applied on the current currency;
fixed value from 0 to «o; % value from 0 to 100; # of ranges from 1 to . This
mechanism allows any commission value (Fixed only, % only, % with min,
any of those per range)

15 e computation method: absolute commission amount; percentage (1) of the
recharging or transferred amount deduction; percentage (2) as included in the
recharging or transferred amount (inclusive of commission),

e truncation method applied to commission: ceiling, rounding, floor, not
applicable (NA) is equivalent to rounding,

20 ® computation parameter.

The HomeSend solution computes the local commission on the input/received
recharging or transferred amount in the local currency. The rules are applied
according to the commission ID order (by increasing order). Any applicable rule will
25  be applied, meaning that if two rules are applicable, the total commission will be the

sum of each rule’s commission. Example :

ID Type min max method Trunca para Description
amount amount tion meter
1 commission 100 250 abs. NA 2 The commission (n°1) is

equal to 2 when the
recharging amount is



- 73 - 2. T2 - min=10, max=1000, method=abs, tmnc=round, param=fixed 6 Configuration 1. 01 to 02 -
OUT -T2, TI-OUT-CI, C2,C352.HSO-C23.02t001-IN-T2-IN-C2,C34.01uses USD
currency and 02 uses euro currency. Rates 101.'USD -> SDR rate =1 2. SDR -> Euro rate = 1
Solution: V=100 15 1) Conversion to SDR: V = 100 SDR 2) Tax commission calculation for 01: 01 T2
=6;01TI=4;01Cl=3;01C2=2% of original V; 01 C3 = 5% of 85 (MetwWet 100"{aéttided) = 4.25
The cumulative 01 Tax = 4 + 6 The cumulative 01 Com = 3+2+4.25= 9,29 BloiRrk@udedd.00 - (Tax +
Com) = 80.75 SDR

Knowing that V is the voucher credit or value to be transferred, the final amount
allocated to the subscriber is:
(v)(e)NIC HomeSend resulting value = V — (v)(e)NIC taxes and commissions
5  Final amount = (v)(e)NIC HomeSend resulting value — sNIC taxes and commissions

=V — (v)(e)NIC taxes and commissions— SNIC taxes and commissions

In practice, there are three minimum cascade commissions determined by the sending
operator, the HomeSend operator and the receiving operator:

10 e (CS: Commission of the Sender: applied by the sending operator, it could differ
according to the receiving operator. It is computed in SDR and then converted
into operator A’s currency.

e CH: Commission of HomeSend on net transfer applied by HomeSend
administrator. It is computed in SDR.

15 e CR: Commission of the Receiver: applied by receiving operator, it could differ
according to the sending operator. It is computed in SDR currency and then

converted into operator B’s currency.

More Complex example: Recharge service with V=100 USD.
20  We define the following:
e Operators:
1. Ol - IN operator
2. 02 - OUT operator
3. HSO - homesend operator
25 ¢ Commissions :
1. CI - min=100, max=250, method=abs, trunc=round, param=fixed 3
2. C2 - min=50, max=1000, method=tax/commision exclusive, trunc=round,
param=2%
3. C3 - min=10, max=1000, method=tax/commision inclusive, trunc=round,
30 param=5%
* Taxes

I. T1-min=10, max=1000, method=abs, trunc=round, param=fixed 4



3) HomeSend Commission 2% of 100 SDR = 2 SDR V= 78.75 4) Tax commission calculation for
02: 02 T2 =6; 02 C2 = 2 (2% of original V value 227 hich was 100); 02 C3 =5% of (V - (T2+C2)) =
3.54 The cumulative 02 Tax = 6 The cumulative O gbm =2+4.6 V =78.75 - (Tax + Com) = 67.21 5)
Conversion to receiver currency 30 Final transferred amount is 67.21 EUR. Commission / tax

calculation is iflustratedin_ignreoldaxZ 100G ehiERIERR RS ~foUalDPah ik WEeb based GUI:
Customer care agents have access to the following features: Login/ Logout Restricted access
according to prdfile,cﬁﬁgﬂﬁré‘ﬁ'@ﬁ on customer or transaction 5can only be accessed by agent whose
N1C operator is invplvey| dhragkinggGlL: Yisualize all recharge, transfer and customer information
necessary to manage complaint by customer care agents, Repairing GUI: Repair a pending recharge
or transfer transaction -OUT-Cl1, €2, C3

5 2. HSO-C2
3. 02t0 01 -IN-T2
-IN-C2,C3
4. O1 uses USD currency and O2 uses euro currency.
e Rates
10 1. USD ->SDR rate = 1
2. SDR -> Euro rate = 1

Solution:
V=100
15 1) Conversion to SDR: V =100 SDR
2) Tax commission calculation for O1: O1 T2 =6; 01 T1 =4; 01 C1 =3; 01 C2 =
2% of original V; O1 C3 =5%of 85(V -T2+ T1+C1 + C2)=4.25
The cumulative Ol Tax =4+ 6
The cumulative O1 Com = 3+2+4.25=9.25 SDR
20 V=100 - (Tax + Com) = 80.75 SDR
3) HomeSend Commission
2% of 100 SDR =2 SDR
V="178.75
4) Tax commission calculation for O2: 02 T2 = 6; 02 C2 = 2 (2% of original V value
25  which was 100); 02 C3 = 5% of (V - (T2+C2)) =3.54
The cumulative O2 Tax =6
The cumulative O2 Com = 2+4.6
V =178.75 - (Tax + Com) = 67.21
5) Conversion to receiver currency

30  Final transferred amount is 67.21 EUR.

Commission / tax calculation is illustrated in Figure 14.



10Tracking GUI: This provides the ability for the operator's customer care to provide details regarding
the behaviour of a specific customer. Get transactign information: Get the list of all transactions
(roaming recharge or international remittance), Whiczh'have transited through the HomeSend service
involving one of the operator's NIC. 15 All transactions will be stored for 10 years. This includes at

least: TransaghipnRdg FPalg: Qreiatiantypadvoucher recharge, electronic recharge, transfer), State,
Origin curre@@Destinaﬂon currency, Exchange rate, Value, Issuer MS1SDN (if applicable), Recipient

MS1SDN, vIR® Bissk (- husinmet epreraenty aavesqeesstatheNpltowing feayteransaction dates are
displayed in WGC ql@gﬁig%hgime, but stored in GMT in the database. A column indicates the
request type (Remittance or Recharge). A status column represents the request type state life cycle. A
direction colum? sPeRie& IR et AerPEfiTtoaabile, THRrBIGRNATHYsSIRRIIOhEsRGH_arc included
to trace 4he operatig&(@%@@g&sm?wm@mm@%elggjdg)égl - in this case the 25
HomeSend is the destinafion). Preferably, faxes and commissions are not displayed; instead the initial
and final transfetredafkountShle dsplalred mlthenhesgpetippsieurradcyurtamireghfbrmationil allow
reloading the transggg%?{g,tto mﬁﬁg@&@ﬁ%@@ﬁ@g&ﬁﬁpt&g E;Egn%?cking GUI are shown in Figures
15 and 16. A 30screen refresh can be performed by clicking on the search button. - 75 - In order to
control the load %n Repalienst Ghe: Mepdmamandimp eedbbreswactiosisrdispragtions limited by
configuration attributes. If the transaction searched for is not in the displayed transactions the
customer care agent should refine the search criteria. 5Repairing GUI: This provides the ability for the

operatdfs cUsesiieg dakd td hepaioeuleh tenaimleyeiondhgeopetrtmsfarustansaction forraapdeific
customer or &Q{aﬂsgf%éﬁ’d?ﬁgﬂﬁ%gh%ﬁo@iﬁf isdimited Egstg%ﬁlglgnding transactions of the operator's N1C.
' d

View the failed recharge ortranster transaction selected by date, by MS1SDN or by transaction ID. 10
Select one / @dtatigesettigileth feahalige/ti@pisfbe tlam selc tdn fEnsRolpba kot fgilserhargsaetions
Confirm the gtigGesnfl ransactinns, (QplychY feceiving Rrerairsaltewerficafiann hisaoney- or
IN-system) Transaction dates are displayed in WCC client's’local time, but stored in GMT 15in
the DB. involving one of the operator’s NIC.

15

All transactions will be stored for 10 years. This includes at least: Transaction Id,
Date, Operation type (voucher recharge, electronic recharge, transfer), State, Origin
currency, Destination currency, Exchange rate, Value, Issuer MSISDN (if applicable),
Recipient MSISDN, vNIC or eNIC Tax, vNIC or eNIC VAT, sNIC Tax, sNIC VAT.
20  Transaction dates are displayed in WCC client’s local time, but stored in GMT in the
database. A column indicates the request type (Remittance or Recharge). A status
column represents the request type state life cycle. A direction column specifies the
direction of the request. The origin and destination systems are included to trace the
operation (for instance, the request can stop at HomeSend level — in this case the
25 HomeSend is the destination). Preferably, taxes and commissions are not displayed;
instead the initial and final transferred amounts are displayed in their respective

currency. A refresh button will allow reloading the transaction list.

Some example screen shots of the tracking GUI are shown in Figures 15 and 16. A

30 screen refresh can be performed by clicking on the search button.



A refresh button will allow reloading the transaction list. The Sending-operator is responsible for
debiting the account and sending out the notificatigé to the sending MSISDN when repairing has been
necessary. 20Some example screen shots of the'Repair GUI arc shown in Figures 17 to 19. Figure 17
shows the screen after a search has been carried out and a transaction to be confirmed has been

selected. FigureH3rshowsenhs! stieesaalten ardouhlarclivk ahaiansackiancF igHigahsh hGys a portion
of the screen after selecting the calendar. 25 Anti-Mone Laundering (AML) Features The purpose of

the service i€if8'@KedisifiTatadii e onE gpapioR aH hes U QegserehansidishithsrRtdor by his

operator. While dhg pasastotid RSt d0gother Systemeahackadhatidd ik ameasntgees not exceed the
max amount allowed, 2) that the subscriber did not reach the max number of transactions allowed per

month, and 3) or 30 the max amount of money transferred allowed per month. Fraud rules are defined

on: OpeSatOReﬁaﬁ*iﬂg doitetias W*@U@B@Qﬁ@ﬁbﬁﬁﬂd%roﬂl%e%é«f@fé@Bﬁ@tfcih%’rsca@@mobﬁepﬁﬁmded by
fraud rules either on receiving or sending. - 76 - The Fraud rules_are applicable on business

transactions YO RARG RESARIMES A HHRSTAS tEIEMRHINCEO LA RS SHLC ARHESF IS FRLueEtbafis a number

of days and eait@spandniithadasy b daysdngindingntact iy entiaypsiere; Nie in the range [0, 30]. A
period of one day is always counted from 00:00 to 23:59. Fraud rules arc 5 checked at transaction time

for the maximur® trarie¥disalpdarrhanse petsaitee simasrdionslreiadran skifddy MISNkax and

commission excluspey i Radrgdps the increment as well as for sender and receiver counters.
Currency used will be SDR. The initial amount will be used as increment on both counter sides.
Moreo‘v}gr, the 1DcutRlfEtRAS (ountEs Huftiled reshisiensEen fnsratcithorized to overtake the limit
once. Interfaces arg pfiayided{Okiled traakgatighémodification/deletion of Operator Fraud rules. 15
creation/modification/deletion of Subscriber Fraud rules. The subscriber will be notified about the fraud
with the complete réasdnnforthe niegeratfwhiranbresipeen(onbekdd (soteHizer@pupetataft¢raud rule),

the amount transfeg&%gtﬁglsgnq{i§lém;&ﬁiggrolliqﬁ)s};g&ﬁ?riod if applicable and the maximum

20allowed. Detailed reasons are stored into EDR, while only one fraud code is returned to caller
system (ER000S - Franshetites datasherdisplayed in WCC client’s local time, but stored in GMT

15 in the DB.
e A refresh button will allow reloading the transaction list.
The Sending-operator is responsible for debiting the account and sending out the

notification to the sending MSISDN when repairing has been necessary.

20  Some example screen shots of the Repair GUI are shown in Figures 17 to 19. Figure
17 shows the screen after a search has been carried out and a transaction to be
confirmed has been selected. Figure 18 shows the screen after a double-click on a

transaction. Figure 19 shows a portion of the screen after selecting the calendar.

25  Anti-Money Laundering (AML) Features

The purpose of the service is to check in real-time the transaction limits a subscriber
has been authorized for by his operator. While the transaction is occurring, the system
checks that 1) its amount does not exceed the max amount allowed, 2) that the
subscriber did not reach the max number of transactions allowed per month, and 3) or
30  the max amount of money transferred allowed per month. Fraud rules are defined on:
Operator - can be limited as well either on sender or receiver; Subscribers - can be

restricted by fraud rules either on receiving or sending.



Operator fraud rules Limitations can be set using four parameters: 25 Max Amount: maximum
transaction amount expressed in SDR Period length: N days for the monitoring period Period Max
Number: Max number of transaction over the period” Period Max Amount: max cumulative transferred
amount over the period 30Configuration: The rules can be defined for the operator as sender and

receiver sep@ratetya theuRRiectvepisitanifesPPasaiens amayciRaoNHR thagnaael, fiavnoaeth for
receiving and sending. - 77 - Example: Operator A Fraud configuration: Receiver Max Amount-1500

5Period lengh?r 4 PRAGHINGE NfhseRethassioling afaath asHe S ddorsemalrivak Abiid 10500
10Period lengifeshonds to the last N days including the current day, where N is in the range [0,

30]. A period of one day is always counted from 00:00 to 23:59. Fraud rules are
5  checked at transaction time for the maximum transaction amount, and periodic
counters. The real transferred amount (tax and commission exclusive) will be used as

the increment as well as for sender and receiver counters. Currency used will be SDR.

The initial amount will be used as increment on both counter sides. Moreover, the
10  cumulative counters sum can overtake the limit. It is authorized to overtake the limit

once.

Interfaces are provided for:
¢ creation/modification/deletion of Operator Fraud rules.

15 e creation/modification/deletion of Subscriber Fraud rules.

The subscriber will be notified about the fraud with the complete reason for it,
meaning why it has been blocked (subscriber or operator fraud rule), the amount
transferred (in case of subscriber limit), the period if applicable and the maximum
20  allowed. Detailed reasons are stored into EDR, while only one fraud code is returned

to caller system (ER0006 - Fraud rules reached).

Operator fraud rules

Limitations can be set using four parameters:
25 ¢ Max Amount: maximum transaction amount expressed in SDR
e Period length: N days for the monitoring period
¢ Period Max Number: Max number of transaction over the period

¢ Period Max Amount: max cumulative transferred amount over the period

30  Configuration: The rules can be defined for the operator as sender and receiver
separately. The objective is to offer operators a way to control the money flow both

for receiving and sending.



Period Max Number: 10 Period Max Amount: 3000 Operator B Fraud configuration: Receiver 15Max
Amount-1500 Period length: 4 Period Max Number; 10 Period Max Amount: 2600 Sender 20Max
Amount-1500 Period length: 4 Period Max Numbér7: 10 Period Max Amount: 2000 25 Transaction 1:
Value=500; Source M5ISDN=123456 (Operator A); Destination MSISDN=00000001 (Operator B);
Date=01/01/2Q8HMew counters added for A: Receiver-0 Sender-500 Date-01/01/2007 New counters
added for B: Receiver-500 Sender-0 Date-01/01/2007 30 Transaction 2: Value= 1500; Source
MSISDN=123098100 et 5181 AYTHERERHRBN MSISDN-00000002 (Operator B); Date-02/01/2007 New
counters added forfscReegiver-0 Sender-500 Date-01/01/2007 Receiver=0 Sender 1500
Date=02/01/2007 New counters added for B: Receiver=500 Sender=0 Date=01/01/2007 - 78 -
Receiver=1500 Sender=0\2te2B9MM730689 Transaction 3: Value-1500; Source MSISDN-123456
(Operatgr A); Destination pgizDNEA090002 (Operator B); Date-02/01/2007 5 New counters added

for A: Receiver=0 Sender=500 Date=01/01/2007
Period Max Number: 10

Period Max Amount: 2000
Sender
Max Amount=10500
10 Period length: 3
Period Max Number: 10
Period Max Amount: 3000
Operator B Fraud configuration:
Receiver
15 Max Amount=1500
Period length: 4
Period Max Number: 10
Period Max Amount: 2600
Sender
20 Max Amount=1500
Period length: 4
Period Max Number: 10
Period Max Amount: 2000

25  Transaction 1: Value=500; Source MSISDN=123456 (Operator A); Destination
MSISDN=00000001 (Operator B); Date=01/01/2007
New counters added for A: Receiver=0 Sender=500 Date=01/01/2007
New counters added for B: Receiver=500 Sender=0 Date=01/01/2007

30  Transaction 2: Value=1500; Source MSISDN=123456 (Operator A); Destination
MSISDN=00000002 (Operator B); Date=02/01/2007
New counters added for A: Receiver=0 Sender=500 Date=01/01/2007
Receiver=0 Sender=1500 Date=02/01/2007
New counters added for B: Receiver=500 Sender=0 Date=01/01/2007



Receiver=0 Sender=3000 Date=02/01/2007 New counters added for B: Receiver=500 Sender=0
Date-01/01/2007 Receiver=3000 Sender-0 Date=02/01/2007 Note: The transaction is authorized
because the value is not reached before the 10transaction (2000<3000). Ml other transactions from A
will be cancelled for fraud during this period. Transaction 4: Value=1000; Source MS1SDN=123456

(Operator A); Destination MSISDN=0GQQRRR BperatpaBLo0e=03/01/26®7 15Transaction rejected
because of A Fraud Sender rule reached (3500>3000). Transaction 5: Value=1000; Source

MS1SDN=123456 (Operator A) Destination MSISDN=00000002 (Operator B), Date=04/01/2007
Transaction Tej@giRe e cruvRIaEB) ReeN®irteleVIsashae-(26085 ANV LNALE: Pelstiasitarized to

perform recharge calls as the fraud period sum is based on the last 3 days where sum is 2500 <=

3000. SubsAMSEP AT RMO0Zi el Banistcse(Mirdur parameters: 25 Max Amount; maximum

transaction aeaUElEXEIESSE IR SRRR Rerirg-emaiudN-day Digs-the/mero@ring period Period Max
Number: Max number of transaction over the period Period Max Amount: max cumulative transferred

amount over the period 30Rules can B aEHREd iOF SR80 e a8 A and receivers separately.
In one embodiRestulitiesaatiey &idHorralt sivises e rueR(aey-0o/ontbefong to the

Receiver=3000 Sender=0 Date=02/01/2007
Note: The transaction is authorized because the value is not reached before the
10 transaction (2000<3000). All other transactions from A will be cancelled for fraud

during this period.

Transaction 4: Value=1000; Source MSISDN=123456 (Operator A); Destination
MSISDN=00000001 (Operator B); Date=03/01/2007
15  Transaction rejected because of A Fraud Sender rule reached (3500>3000).

Transaction 5: Value=1000; Source MSISDN=123456 (Operator A); Destination
MSISDN=00000002 (Operator B); Date=04/01/2007
Transaction rejected because of B Receiver rule reached (2600>3000).

20  Note: A is authorized to perform recharge calls as the fraud period sum is based on

the last 3 days where sum is 2500 <= 3000.

Subscriber fraud rules

Limitations can be set using four parameters:
25 ¢ Max Amount: maximum transaction amount expressed in SDR
e Period length: N days for the monitoring period
¢ Period Max Number: Max number of transaction over the period

¢ Period Max Amount: max cumulative transferred amount over the period

30  Rules can be defined for a subscribers as senders and receivers separately. In one
embodiment, rules are valid for all subscribers even if they do not belong to the

operator for which rules are defined. These rules enable an operator to control the



operator for which rules are defined. These rules enable an operator to control the - 79 - flow at
customer level. In other word, all customers involve}gEin recharge/remittance from or towards the
operator will be controlled in receiving and sending.’Example: 5Customer fraud configuration for A:
Receiver Max Amount=1500 Period length: 3 Period Max Number: 10 10Period Max Amount:

2000 SendefipiexAmauRicrlie00 Paraddenaiis, 311 customers RRGPEY A AuimberichaidaReriod Max

Amount: 3000 Customer fraud configurat_ion for B: Receiver Max Amount= 1500 Period length: 4
20Period ML RERy-a¢s the operator will be controlled in receiving and sending.

Example:

5  Customer fraud configuration for A:
Receiver
Max Amount=1500
Period length: 3
Period Max Number: 10
10 Period Max Amount: 2000
Sender
Max Amount=1500
Period length: 3
Period Max Number: 10
15 Period Max Amount: 3000
Customer fraud configuration for B:
Receiver
Max Amount=1500
Period length: 4
20 Period Max Number: 10
Period Max Amount: 2500
Sender
Max Amount=1500
Period length: 4
25 Period Max Number: 10
Period Max Amount: 2000

Transaction 1: Value=500 Source MSISDN=123456 (Operator A) Destination
MSISDN=00000001 (Operator B) Date=01/01/2007
30  New counters added for MSISDN=123456:
Receiver=0 Sender=500 Date=01/01/2007.
New counters added for MSISDN=00000001:
Receiver=500 Sender=0 Date=01/01/2007.



Period Max Amount: 2500 Sender Max Amount=1500 Period length: 4 25Period Max Number: 10
Period Max Amount: 2000 Transaction 1: Value-500 Source MSISDN=123456 (Operator A)
Destination MSISDN=00000001 (Operator B) Date=01/01/2007 30 New counters added for
MSISDN=123456: Receiver=0 Sender-500 Date-01/01/2007. New counters added for

MSISDN=00p0a0Q} R egeineirmePs5andsiirtt DRISFIIEL/ 2005 -(Bfp crdi@nsrtiossgnMajHe=1500
Source M5ISDN:12345%(())Qp§rator A) Destination MSISDN=00000002 (Operator B) Date=02/01/2007

New countefdSRIdd78f 1§DRI3RE B SR 20Yender-500 Date-01/01/2007
5MSISDN=1R3426 Resgivgi=8 foender=1500 Date=02/01/2007 New counters added for B:
MS1SDN-00000001 Receiver-500 Sender-0 Date=01/01/2007 MS1SDN-00000002 Receiver-1500

Sender=0 Date-02/01/200Y 2B PRIG A R Beoghyieied 3 S oo 0 ST L 299456 (Operator A)
Destinagon MS1SDN-0008(18D{Eneratsy Bdeata=004deL9500 Date=02/01/2007

New counters added for B:
MSISDN=00000001 Receiver=500 Sender=0 Date=01/01/2007
MSISDN=00000002 Receiver=1500 Sender=0 Date=02/01/2007

10 Transaction 3: Value=1001 Source MSISDN=123456 (Operator A) Destination
MSISDN=00000002 (Operator B) Date=02/01/2007
New counters added for A:
MSISDN=123456 Receiver=0 Sender=500 Date=01/01/2007
MSISDN=123456 Receiver=0 Sender=2501 Date=02/01/2007
15  New counters added for B:
MSISDN=00000001 Receiver=500 Sender=0 Date=01/01/2007
MSISDN=00000002 Receiver=2501 Sender=0 Date=02/01/2007
Note: The transaction is authorized because the value is not reached before the
transaction. All other transactions from 123456 will be cancelled for fraud during this

20  period.

Transaction 4: Value=1000 Source MSISDN=123456 (Operator A) Destination

MSISDN=00000001 (Operator B) Date=03/01/2007

Transaction rejected because of A Fraud Sender rule reached on MSISDN 123456
25 (3001 > 3000).

Transaction 5: Value=1000 Source MSISDN=123456 (Operator A) Destination

MSISDN=00000002 (Operator B) Date=04/01/2007

Transaction rejected because of B Fraud Receiver rule reached on MSISDN 0000002.
30  Note: 123456 is authorized to perform recharge calls as the fraud period sum is based

on the last 3 days where sum is 2501 > 2500.

Debit/Credit



New counters added for A: MSISDN=123456 Receiver=0 Sender=500 Date=01/01/2007
MSISDN=123456 Receiver=0 Sender=2501 Date=02/01/2007 15 New counters added for B:
MS1SDN-00000001 Receiver-500 Sender-0 Date=01/01/2007 MSISDN=00000002 Receiver=2501
Sender=0 Date=02/01/2007 Note: The transaction is authorized because the value is not reached

before the trepsagion: AQakFRNERAteNSdIaTd34atnbhperanaele th o dhaue Guidng this
20period. Transaction 4: Value=1000 Source MSISDN=123456 (Operator A) Destination

MS1SDN-0089006 thecspretites &)tbraRecedRiz2007  Transaction rejected because of A Fraud
Sender rule reached on MS1SDN 123456 25(3001 > 3000). Transaction 5: Value-1000 Source
MS1SDN=123456 (Operator A) Destination MS1SDN-00000002 (Operator B) Date=04/01/2007
Transaction &R B HsPeng il i ebliver rule reached on MSISDN 0000002. 30Note:

123456 4s authorizegstoveasfiam® Jecharae sallsiasdhe fraus reriad suedis based on the last 3 days
where sum is 2501 > 2500. Debit/Credit - 81 - HomeSend is responsible for the credit

reservation/confirm368H HitFre SEHARs eyRterthAhe sBou 1 baitRESETRE Receiver. Using the API,
HomeSend will be ghiedtoitlraservedaidhig sender account the amount to be transferred credit the

receiver account with the amount to be transferred charge the reserved credit;
release the reserved amount in case of problems; and

obtain subscriber information (state, billing type, balance type).
10
HomeSend will be responsible for sending requests and processing responses like
AccountInfo, Credit, Debit, but is not responsible for physically modifying the

accounts.

15 Call flows
A call flow for remittance with advice of charge is illustrated in Figure 20. A one-shot
remittance call flow is illustrated in Figure 21. A one-shot recharge call flow is

illustrated in Figure 22.

20  Error Management

Error Correlation: Errors should be correlated for the operator. There is a list per
operator that maps the operator with the HomeSend Error. This is mainly to ease the
integration with third party systems, avoiding the need to modify the software for
each new error type reported by a third party. Having such a list allows mappings of
25  errors and therefore allows faster and easier deployment. Mapping is performed

between EDR transaction status and SOAP Error code.

Call flows using correlation are illustrated in Figures 23 to 26. Remittance with advice
of charge, with correlation is illustrated in Figures 23 and 24. One shot remittance

30  with correlation is illustrated in Figures 25 and 26.

Error Management: In case of errors in processing, HomeSend will cancel the
transaction, returning a specific error code. Various error cases are illustrated in

Figures 27 to 31. Figure 27 illustrates advice of charge error cases. Figures 28 to 30



release the reserved amount in case of problems; and obtain subscriber information (state, billing type,
balance type). I0 HomeSend will be responsible foy sending requests and processing responses like
Accountinfo, Credit, Debit, but is not responsible for‘physically modifying the accounts. 15Call flows A
call flow for remittance with advice of charge is illustrated in Figure 20. A one-shot remittance call flow
is illustrated jnysigiee,3d shoPRanshaidesharaagall fiwrisiluatraladin Fiowe 22:RAE 66
Management Error Correlation: Errors should be correlated for the operator. There Is a list per
operator that#¥@ps the operator with the HomeSend Error. This is mainly to ease the integration with
third party systems, avoiding the need to modify the software for each new error type reported by a
third party. Having such a list allows mappings of 25errors and therefore allows faster and easier
deployment. tSperformed between EDR transaction status and SOAP Error code. Call
flows using ¢oiraiatipr arGilystiatediin g stk tes tRemitssen Withoadvigett ciarag, with
correlation is illustrated in Figures 23 and 24. One shot remittance_30with_correlation is illystrated in

Figures 25 afiPENEH ST AFRAGReHER LSS e BB or¥aH Bt REsTg CHIdhs B WaftsScel the

transaction, satbiRiBgs2 RRE6HISIRION CRUCtIMRIIBYS EHRcasEIARIBURraied intnigives By to 3 1.
Figure 27 illustrates advice of charge error cases. Figures 28 tg 30 - 82 - illustrate one shot remittance

error cases. BRI BICHilSrRUHHEISREth 4Rk LT dr e 4s aReRp Reifa3HPSBuring processing it

could happen that, due to a problem at one of the system

10 Real time retry: Each message (SOAP or Diameter) is retried twice before being

considered as failed.

1* request 1% retry ond retry

Ambiguous o o o o 0,0000001 % /
transactions rate* 0.1% /0.4 % 0,0001 % /0.0016% 0,0000016 %
Number of
ambiguous 240/ 960 0.24/3.84 0,00024 / 0,00384
transactions**
99,9999999 % /

0 0 0 0 b

Success rate 99.9%/99.6%  99.9999% / 99,9984 % 99.9999984%

*Based on IPX SLA assumption, 0.1% single request and 0.4% for 4 messages
participating in remittance requests.

15  **Based on the traffic assumption (240000 request / day).

Background retry: Each transaction remaining ambiguous is retried in the background

in order to complete the execution during a configurable period.

After 24 hours of retries (around 300 retries, every 5 minutes) the ambiguous
20  transaction rates is from 1 ¢-306% to 1.6 ¢-305%. This retry mechanism requires that

e-Money systems should be able to manage message duplication detection. The Credit

Reservation expiration should preferably be set at 3 months in order to enable

automatic and manual reconciliation.

25  Manual reconciliation: Once the background retries end, the only way to complete a

transaction is to call the Web Customer care Repairing GUI.



components, the transaction is somehow in a "waiting state”, meaning that its status is ambiguous.
Reconciliation functionality is provided to resolve sgih situations by means of retries, manual
intervention, and the like, as will now be described.”10Real time retry: Each message (SOAP or
Diameter) is retried twice before being considered as failed Ambiguous transactions rate* Number of
ambiguous tARIRCHROFAL IDHACRSR i d idRruesielyaty & HaiRA%DORMk Y BBALENK 240 /
9600.24 / 3.84 99.9% / 99.6% 99.9999% / 99,9984 % 2nd retry 0,0000001 %! 0,0000016% 0,00024 /
0,00384 99,§5589959, Y5639 9B4P9 a8 oS PIAREAIAES iin BHOFCES 1 ALty @TeGEst and

0.4% for 4 mpssagasRATSPAINGIR MitaRceBeRbests ddWiBased on the traffic assumption
(240000 request / day).

5  Error scenarios

Interconnection reliability issues are illustrated in Figure 32.

1) Remittance not received by HomeSend
10 a. Description: HomeSend does not receive the remittance message due
to network issues.
b. Cause: Network failure.
C. Repairing: Sender system must retry the remittance.
2) No response to get Account information
15 a. Description: Receiver system does not receive the account information
request or the network failed before the response reception (after the 2

real time retries).

b. Cause: Network failure or receiver system collapse during processing.
C. Consequence: Answer with execution status ER0005 (Destination
20 operator can not be reached).
d. Repairing: Sender must retry the remittance.
3) No response to reserve credit on sender system
a. Description: Sender system does not receive the reserve amount

request or the network failed before the response reception (after the 2

25 real time retries).
b. Cause: Network failure or sender system collapse during processing.
C. Consequence: Answer with execution status ER0009 (The action has

partially been done %. Contact HomeSend customer care.) Transaction

sub state is SENDER RESERVE AMBIGUOUS.

30 d. Repairing:
1. Transaction is added into the background retry chain;
2. Sender must retry the remittance later.

4) No response to credit on receiver system



Background retry: Each transaction remaining ambiguous is retried in the background in order to
complete the execution during a configurable periog After 24 hours of retries (around 300 retries,
every 5 minutes) the ambiguous 20 transaction rat éTS from 1 0-306% to 1.6 0-305%. This retry
mechanism requires that e-Money systems should be able to manage message duplication detection.

The Credit Reservafion expiaiippishowdRreierapliche 86taind MRt indertntenmbigautomatic
and manual reconciliation. - 83 - DB Failure fault tolerance: The HomeSend system is designed to

tolerate a DB server crasH TP oMdRaRs a1kt Hd! FosRetRE tHhm SRR G f S FEG RS LERHRS Brevent
processing of new requestsavhite: the18. server is down. 5Error scenarios Interconnection reliability
issues arc illustrated in Figure 32. 1) Remittance not received by HomeSend | Oa.Description:

HomeSend does nbt recelvaUfife NeiRHN A PHe S5 A5RAATEY i AL ERIIRSS SHERSPTRSSSEBEN etwork

failure. 6. Repairings. Sendebsysendnuahiatsy thiell QREtaNGe shN ERSPPNFEHO geionceaunt
information 15a.Description. Receiver E\éstem does not receive the account information request or the

network failed before the rRESHBHESTERABHE N 1afeMAcE JORsPRRTCHSIARSY. sk S@NEHIBIK failure o

receiver system collapse dupRgRIRCRESIRYV BIC WREDIENASIBIGWEOUIth execution status ERO005
(Destination 200peaator can naqt be reached).

Repairing:
1. Transaction is added into the background retry chain.
10 2. Sender must retry the remittance later.
5) No response on reservation confirmation
a. Description: Sender system does not receive the reservation charging

request or the network failed before the response reception (after the 2
real time retries).
15 b. Cause: Network failure or sender system collapse during processing.

C. Consequence: Answer with execution status ER0009 (The action has
partially been done %. Contact HomeSend customer care). Transaction
sub state is SENDER DEBIT AMBIGUOUS.

d. Repairing:

20 1. Transaction is added into the background retry chain.
2. Sender must retry the remittance later.
57) No response on reservation cancellation
a. Description: Sender system does not receive the reservation releasing

request or the network failed before the response reception (after the 2

25 real time retries).
b. Cause: Network failure or sender system collapse during processing.
C. Consequence: Answer with execution status ER0009 (The action has

partially been done %. Contact HomeSend customer care). Transaction

sub state is SENDER RELEASE AMBIGUOUS.

30 d. Repairing:
1. Transaction is added into the background retry chain.
2. Sender must retry the remittance later.

6) No response on remittance



d.Repairing: Sender must retry the remittance. No response to reserve credit on sender system a.
Description. Sender system does not receive the rg;erve amount request or the network failed before
the response reception (after the 2 25real time retries). b. Cause: Network failure or sender system
collapse during processing. e.Consequence: Answer with execution status ER0009 (The action has
partially been done,%. Copiagtibigsne SeRakcusiasmedeatenbl rRaSIEtOR seRisiaieimokiRER
RESERVE AMBIGUOUS. 30d.Repairing: 1. Transaction is added into the background retry chain; 2.
Sender must retry the renfilt& R EIHHOFKASRIS T Q5SS REY RS HBSRWN receiver system - 84 - a.Description:
Receiver system dges notageivedReoskeditiggount request or the network failed before the response
reception (after the 2 real time retries). b.Cause: Network failure or sender system collapse during
processing. 5 ¢. Cohsequ&TeaITRgsRERdeTAYSEER MY YYUL ERBIYEPhe action has partially been
done %s5Contact HomeSend customer care). Transaction sub state is RECEIVER CREDIT

AMBIGUOUS. d.Repairing: 1.Transaction is added into the background retry chain.
Manual reconciliation

Even after automatic and real time retries, requests can still be in an ambiguous state.
In that case the only solution to complete the request processing is to call the
10 HomeSend customer care repairing service. For example referring to the above error
scenarios:
3) Reserving Ambiguous: The reservation status is unknown from the HomeSend
system point of view; only the Sender system knows the reservation status. Therefore,
the transaction is added to the “Transaction already confirmed/Unconfirmed” list on
15  the Sender customer care agent repairing screen. The customer care agent can click on
the validation button after having released the reservation on his operator customer
care (if the reservation succeeded). A warning message will remind the agent of the
need to release the reservation and that the transaction is considered as failed.
4) Crediting Ambiguous: The crediting status is unknown from the HomeSend system
20  point of view. Sender and Receiver customer care agents are involved in the
reconciliation of such transactions. The transaction will first be on the receiver
customer care agent screen, in the “Transaction to be confirmed/unconfirmed” list.
The agent can then confirm or not confirm (reject) the credit based on the transaction
status on the operator system. After this confirmation/rejection, the transaction is
25  added in the sender operator “Transaction recently confirmed/unconfirmed” list. If the
transaction was rejected the agent must release the credit reservation and the
transaction will be considered as failed. If the transaction is confirmed the agent must
charge the reservation and the transaction will be considered as having succeeded. A
warning message will remind the agent of the need to release/charge the transaction
30  when the validation button is pressed.
5) Debiting Ambiguous: The reservation charging status is unknown from the
HomeSend system point of view; only the Sender system knows the charging status.
Therefore, the transaction is added in the “Transaction already

confirmed/Unconfirmed” list on the Sender customer care agent repairing screen. The



| 02.Sender must retry the remittance later. No response on reservation confirmation a.Description.
Sender system does not receive the reservation charging request or the network failed before the
response reception (after the 2 real time retries). 15b.Cause: Network failure or sender system
collapse during processing. c. Consequence: Answer with execution status ERO009 (The action has

partially beep,drigeto chrentaehtHumeIenRd coistomersaidliohransastioneubriaie;ischiEDER DEBIT
AMBIGUOUS. d.Repairing: 201.Transaction is added into the background retry chain. 2.Sender must

retry the renfREMEBRSHL IS SRASHELI98YR Bl ARSEMATHS ORI Ao a 1IEEEES A€ Ntk system

does not recgiygnenesgerationtRliersingy eauss! aidheserivRikK ialethbetasethesiesprnse reception
(after the 2 25real time retries). b.Cause: Network failure or sender system collapse during processing.

c.ConsequeRtBsidgied evammts®kecution status ER0009 (The action has partially been done %. Contact
HomeSgnd GuptREIesssare MbANAGHOThSUR Stale iSnS ENRER RELEAS BAMBIGURMSthe

3Od.RepairinIg: 1. Transaction is added into the background retry chain. )
omeSend system point of view; only the Sender system knows the releasing status.

Therefore, the transaction is added in the “Transaction already
confirmed/Unconfirmed” list on the Sender customer care agent repairing screen. The
customer care agent can click on the validation button after having released the
10 reservation on his operator customer care. A warning message will remind the agent

of the need to release the reservation and that the transaction 1s considered successful.

Advice of Charge

Details of the advice of charge transaction functionality are set out below.

15
Advice-of-charge enables a customer transferring e-Money to review the commission
and the amount at receiver's end for the transaction. Example: A subscriber decides to
remit 100, the commission will be 20 in that case. He will have through the advice of
charge the two following options:

20 ¢ Sender pays the charge: so sender pays 100+20=120 while receiver will

recetve 100;

e Receiver pays the charge: so sender pays 100 while receiver will receive 80

Remittance Request: Sender calls HomeSend service, provides destination MSISDN

25  and Amount and requests for an advice of charge.

Charge Computation: HomeSend gets the receiver balance currency, calculates the
tax and commissions, converts the amount transferred to receiver the balance currency
and returns the tax and commissions in sender currency. The sender will then receive
30  an advice about the remittance that will contain:
¢ Initial Amount sent by sender in his currency (ex : 100$)
e Commissions to pay dependent on who pays the fees (ex : Sender=208$,

Receiver=16,67 €)



2. Sender must retry the remittance later. 6)No response on remittance - 85 - a. Description: Sender
system does not receive the remittance message que to network issues or execution timeout. b.
Cause: Network failure. c. Repairing: Sender sysiem must retry the remittance. 5 Manual reconciliation
Even after automatic and real time retries, requests can still be in an ambiguous state. In that case the

only solution (o somileige esRRl pRGRESI 80 Sallihe LAomeSeed quiomer care repairing

service. For example referring to the above en-or scenarios: 3) Reserving Ambiguous: The
reservation statfls iS mekRGWATRsIectRe RarieSeny(systemsmtWdviRogcorfize08Ehder system

knows the reggrvation siatusy Haerefore, the transaction is added to the "Transaction already
confirmed/Unconfirmed" list on 15 the Sender customer care agent repairing screen. The customer
care agent can ElickholehetodiieeiedintSandres kavingydksasédlthe reservation on his operator

customer care (ff th&ﬁ%ﬁ%ﬁéiﬁ‘tﬁ%ﬂc é&&@ﬁge}ggcév\/&agr}igg @%sdts&g,esqéq remind the agent of the need to
I ider e

release the reservation and that the transaction is consi as failed. 4) Crediting Ambiguous: The
crediting stafils iscof&novirefrpmmipgcd comnaBéna sy stenth20hsaiataptsy ibw 1BendeemandRdoeiver

customer catg AgeRts /e RO I JoSOREIRTR AL SHORAARSARLFNS, U pnsasion wil frst

be on the receiver Customer care agent screen, in the "Transaction to be ¢ nfirme ‘ rmed" list.
The agent carMieesyconfitemorwibd ¢ oHfimefraiécty the aradibbassgamitihe tfanswodorgstiiais on the

operator sysigytAfiEh s relmataRglion e ANaRGIRNIS At IR da J0giseRdsy operator
"Transaction recently confirmed/unconfirmed” list. t?*le transaction was'rejected the agent must
releasd @he éliit reservation and the transaction will be considered as failed. If the transaction is
confirmed the agent must charge the reservation and the transaction will be considered as having
succeeded. A warning message will remind the agent of the need to release/charge the transaction
30when the RalrittioecdlmessisngiddemgSend debits amount to the sender’s account and credits

the receiver account with the amount based on who pays the fees. Amounts are
calculated as follows:
15 ¢ Initial Amount = X SDR
¢ Commissions =Y SDR
If Sender pays the fees:
e Decbited amount = X + Y SDR (converted to Sender’s currency)
¢ Credited amount = X SDR (converted to Receiver’s currency)
20  If Receiver pays the fees:
¢ Debited amount = X SDR (converted to Sender’s currency)
¢ Credited amount = X - Y SDR (converted to Receiver’s currency)
Exchange rate, commissions rules and AML rules are calculated at the AOC (advice-
of-charge) time. Therefore, in case of modification of the AML rules between AOC
25  and its confirmation the confirmation is accepted. In licence point of view AOC will
not be considered as a Remittance request. A new licence could be defined dedicated
to the AOC request. Only the remittance confirmation will increase the Remittance
KPI and licences. If the business transaction is refused at AOC it is considered failed
and completed. In case of confirmation of this failed AOC the AOC error case is
30  returned. The AOC remittance is completed after the confirmation, or the cancellation
request. This cancellation request can only be performed between AOC and
confirmation; if the cancellation happens while confirmation is in progress, the

following error is returned: ER0003- Request already in progress.



5) Debiting Ambiguous: The reservation charging status is unknown from the HomeSend system point
of view; only the Sender system knows the chargir%ggstatus. Therefore,thetransactionisaddedin
the"Transactionalready confirmed/Unconfirmed" list'on the Sender customer care agent repairing
screen. The - 86 - customer care agent can click on the validation button after having charged
(confirmed) the reservation on his operator customer care. A warning message will remind the agent of
the need to chargle the reservation and that the transaction is considered successful. 55') Releasing

Ambiguous: e el Ssivirs it iAol ffhlen<oBriR 98N 5y RERTIBA% of view:
only the SenglafssyaiRR KoWsHipR talaastig &ladds. AberetaiariRedign sagtiatiz aderdds the

"Transaction already confirmed/Unconfirmed" list on the Sender customer care agent repairing screen.
The custométare*Aehftichn CRRIEA e arafd AHRBBHEMHSARIPRadRIGSEa S Fhaseere8ervation on
his operaitor gigsiegner care. A warning message will remind the agent of the need to release the
reservation and that the transaction is considered successful. Advice of Charge Details of the advice
of charge transaction functionality are set out below. 15 Advice-of-charge enables a customer

transferring eiMpeaeag tpliwiads thecammissiemandishevamahatgds eappaisl endier tbedeansaction.
Example: A subscriber decides to remit 100, the commission will be 20 in that case. He will have

through the GERHES Bt LRSHRCHH R HRCATG BHHORLY Soaaisge PHRR i P HAFgE Sy Yender pays
100+20=120 while receiver will receive 100; Receiver pays the charge: so sender pays 100 while
receiver will receive 80 Remitg;\nce Request: Sender calls HomeSend service, provides destination

MsISDN 25aHEF NG HRe R ddeieBrtipndacid<st charge. Charge Computation: HomeSend gets

the receiver balancgsHizenayissidke iate SHbMEBY NG 6AMMIRSIRNS saeitaHRRgMount transferred to
receiver the balance currency
¢ Debited (in sender currency) amount.

e Credited (in receiver currency) amount.

15 System Features

Event Data Records (EDR): HomeSend EDRs are stored in the Oracle database in
real-time. All requests (transactions) received on HomeSend are logged in the
database. The EDR data stored is as follows:

20 <HSTimeStamp><HSActionType><HSCBSActionType><TransactionUnique
Id><SenderCorrelationld><HSCorrelationld><HS A ctionStatus><TimeStamp
Sender><Initial Credit><Initial Currency><MSISDNSource><MSISDNDestin
ation><SourceHNI><SourceNIC><DestinationHNI><DestinationNIC><Vali
dity><Grace><SourceCommissionAmountSDR><DestinationCommissionAm

25 outSDR><SourceHomeSendCommissionAmountSDR><DestinationHomeSen
dCommissionAmountSDR><SourceTax AmountSDR><DestinationTax Amout
SDR><Final Amount><Final AmountCurrency><Final AmountSDR><Status>
<ExchangeRatelnital CurrencyToSDR><ExchangeRateSDRTolnital Currency>
<ExchangeRateFinalCurrencyToSDR><ExchangeRateSDRToFinalCurrency>

30 <ExecutionTime>

where:
<HSTimeStamp> is HS transaction execution time stamp

<HSActionType> is HS Action performed (Remittance/Recharge)



and returns the tax and commissions in sender currency. The sender will then receive 30an advice
about the remittance that will contain: Initial Amougé sent by sender in his currency (ex : 1009%)
Commissions to pay dependent on who pays the Téés (ex Sender=20$, Receiver=16,67 ) - 87 -
Amounts for Sender paying fees (ex : Sender=120%, Receiver=62.50 Amounts for Receiver paying

fees (ex : SendsrHING: ver=R2,0869) Thessrampufienvdl A TM\MRMHAQ belsleRitgd in
Sender's currency (ex: 100$) 5 Amount to be credited in Receiver's currency (ex : 50C) The sender is
then prompt&EF#8T&8nfitm or not that he accepts the transaction and who should pay the fees. The

display of thisTrRigseataukRmaDs Hha¢asrPmsi Bt htactRMangy sxstemovdiile HomeSend will only
be responsible for sending that information correctly to the e-Money system. Information may be

transmitted B 1SFSRBHARL S Bioserdshgoidatioaddd debits amount to the sender's account and

credits the reges(sradeasmidwith thermneigi Orsad i vhefavsiiadeas. Amounts are calculated as
follows: 15 Initial Amount = X SDR Commissions =Y SDR If Sender pays the fees: Debited amount =

X + Y SDR (CHRVTHOR 5 endeits Limastipn ettt am@Uie AmO&BRittonverted to Receiver's
currency) 20HiiigsrTvedipaysberi@ssnt used for Remittance/Recharge.

<InitialCurrency> is the currency of the above amount.
<MSISDNSource> is sender MSISDN.
10 <MSISDNDestination> is the destination MSISDN (can be same as sender).
<SourceHNI> is the Sender Operator identifier.
<SourceNIC> is the Sender NIC identifier.
<DestinationHNI> is the destination Operator identifier.
<DestinationNIC> is the destination NIC identifier.
15  <Validity> is the transferred validity.
<Grace> is the transferred grace.
<SourceCommissionAmountSDR> is the sum of commissions deducted by Sender
operator expressed in SDR.
<DestinationCommissionAmoutSDR> is the sum of commissions deducted by
20  destination operator expressed in SDR.
<SourceHomeSendCommissionAmountSDR> is the sum of commissions deducted by
HomeSend on sender operator expressed in SDR.
<DestinationHomeSendCommissionAmountSDR> is the sum of commissions
deducted by HomeSend on destination operator expressed in SDR.
25  <SourceTaxAmountSDR> is the sum of taxes deducted by sender operator expressed
in SDR.
<DestinationTaxAmountSDR> is the sum of taxes deducted by destination operator
expressed in SDR.
<Final Amount> the amount really credited on destination account.
30  <FinalAmountCurrency> the final amount currency code.
<Final AmountSDR> the final amount expressed in SDR.
<ExchangeRatelnital CurrencyToSDR> is the conversion rate used for conversion

from initial currency to SDR.



Debited amount = X SDR (converted to Sender's cun-ency) Credited amount = X - Y SDR
(converted to Receiver's currency) Exchange rate, commissions rules and AML rules arc calculated at
the AOC (adviceof-charge) time. Therefore, in caégoof modification of the AML rules between AOC 25
and its confirmation the confirmation is accepted. In licence point of view AOC will not be considered
as a Remittance HRAeRk &S DRY JaeRATe rRueybe definecodesichied iR theeAQs: resiestidanly the
remittance confirmation will increase the Remittance KPI and licences. If the business transaction is
refused at ABRENSDRIAMER QUHIBEYand completed. In case of confirmation of this failed AOC the
AOC error cag& énaadRiEPath CheASFJsprttanscans comriaiRe alier the caofirmatiamier the
cancellation request. This cancellation request can only be performed between AOC and confirmation;
if the cancel%ﬁ&??ﬁéﬁb%ﬁgwhile confirmation is in progress, the following error is returned: ER0003-
Request alregdhid RroReSHR BT inkf@ureraising @il senviasish exendssitaanablgkempletion of
Remittance transactions not completed or cancelled. AOC concerns only Remittance services. AOC
will not be cofSHESSHEN Y business transaction accessible on transaction 5reports. Figure 33

illustrates a rerRitaneaTiaRsaktion WRheehargas shirppread Dyt ariden figuse Bdhilldsisates a
remittance transaction with charges sugpo,rted by the receiver. 10After AOC the returned information

includes: SURYEBMITRESBITERRIS B ERE, REbMTTMEOHEY insknbe A 8XRS 1 ¥Skbited (in sender
currency) amount. Credited (in receiver currency) amount. 15System Features Event Data Records
(EDR): HomeSend EDRs are stared in the Oracle daé%base in real-time. All requests (transactions)
received on HEMESEnt HEHGRY IEhLHATHRRIE, F#8 EBISHiS el QLR o8

20<HSTime Sirgnnpatidl SAGieRTpaRmMaGRSActionType><TransactionUnique
Id><SenderCon-elationld><HSCon-elationld><HSActionStatus><TimeStamp
Sender><InitialCredit><InitialCurrency><MSISDNSource><MSISDNDestin

ation><SourpetihHrmseuBteNAGBIDeHBNNHNERPE SHoataniNlest ioviglhttempts per hour.
dity><Grace><SourceCommissionAmountSDR><DestinationCommissionAm

15  Storage Capability: HomeSend has a storage capacity up to 3.2 Billion EDRs, which

corresponds to 10 years of History based on the above performance metric.

Reporting features

Reporting Period Limitation: For performance-reasons there will be a limitation on
20  the size of the periods, in number of days, which will be allowed to be queried. The

maximum period will be 30 days.

Reports Format: All reports generated on HomeSend will be in CSV-format, using
comma as a delimiter. All fields will be double-quoted and the fields containing
25  wvalues that can potentially have a comma in it, the comma will be a dot. Example:

"ABC","14.23 EURO", "XYZ".

The file should be compliant with CSV format. In other words, the column delimiter

is “,” (Comma), and the decimal character is ““.”(Dot). It is not mandatory to double-

30  quote a value if there is no comma in the field.

Reports Cleanup: A script will be provided to cleanup the reports. It can be run at

configurable periods to cleanup reports based on a report type specific configuration.



25 outSDR><SourceHomeSendCommissionAmountSDR><DestinationHomeSen
dCommissionAmountSDR><SourceTaxAmountSDR><DestinationTaxAmout
SDR><FinalAmount><FinalAmounteurreney><FinalAmountSDR><Status>
<ExchangeRateinitalCun-encyToSDR><ExchangeRateSDRToinitalCun-ency>

<ExchangeReaigdidalfcHEreRey TREIIRS ThktanarRala IR TeFnalpicenem A%ckxecution Time>
where: <HSTimeStamp> is HS transaction execution time stam%<HSActionType> Is HS Action

performed (R Ne/ReRLTGEs swsrated seBSArtBPryises Rerots a5 epretaleiedt eaTm
Recharge/elgshipaicaigshange in) thransachonldnigueldanintbaiandiiofanshtiansactinn Icheised for

failover. <SenderCorrelationld> is the sender correlation Id. 5<HSCorrelationld> is the HS unique

identifier for REYIPHRARYR Ao AN LyfSk i dhStgrgsicds o Hitsieansts distaditomidsR AMBiguous).
<InitialGyeditr i% aL8puséngRE g RRMiEaeseIRachaigs shoilidl Gl pRiaekzdadhe spency of the
above amount, <MSISDNSource> is sender MSISDN. 10 <MSISDNDestination> is the destination
MSISDN (catf'hecentie fhedisadeny. <sourceHNI> is the Sender Operator identifier. <SourceN1C> is
the Sender NIC identifier. <DestinationHNI> is the destination Operator identifier. <DestinationNIC> is

the destination NIC identifier. 15<Validity> is the transferred validity. ,
Reports Headers: All reports generated on HomeSend will have as a first line a header

row that will ease the understanding of the report. The name for each column should

10 be present and clear enough regarding the column description.

BICS Billing Identifier per Operator: The HNI (Home Network Identity) will be used
in the BICS Billing-system to identify the Operator. The HNI is illustrated in Figure
36.

15

Reports for roaming recharge

Report for Successful Roaming Recharge: Reports are generated per member operator
or for all operators if operator-NIC is omitted in the report-generation script and are
based on the EDRs created by successful transactions. The reports are generated once
20  a day by an automatic process or on demand. The report will contain the following
fields: EDR Timestamp; Transaction Id; Transaction timestamp; Transaction status;
Roaming recharge timestamp; Recharged balance type; Operation type (voucher
recharge, electronic recharge); Roaming recharge validity; Recipient MSISDN; Date;
Origin currency; Destination currency; Exchange rate Orgin Curr to SDR; Exchange
25  rate SDR to Dest Curr; Value; Issuer MSISDN (if applicable); vNIC Tax; vNIC VAT;
SNIC Tax; sNIC VAT. Time is provided in GMT (as stored in the DB). Contains the
result of each Recharge SOAP API calls. As described above EDR are stored in the
Database; a batch service could enable retrieval of the reports on a daily basis. Report
generation is done using transaction reporting scripts. The report generation is

30  possible using this script located on the HomeSend Business server.

Report for Unsuccessful Roaming Recharge: As above except that it is generated

based on the EDRSs created by unsuccessful transactions.



<Grace> is the transferred grace. <SourceCommissionAmountSDR> is the sum of commissions
deducted by Sender operator expressed in SDR. __<DestinationCommissionAmoutSDR> is the sum
of commissions deducted by 20destination operafc?lzéxpressed in SDR.
<SourceHomeSendCommissionAmountSDR> is the sum of commissions deducted by HomeSend on

sender opergigiRXRIEPRRMiHY RobnmRealitatianHamesenetepinissiantmeyiaBRonisibie sum of

commissions deducted by HomeSend on destination operator expressed in SDR. 25

<SourceTaxE%%miY%@@@ﬁfW’@é‘%educted by sender operator expressed in SDR.

<DestinationTaxAmountSDR> is the sum of taxes deducted by destination operator expressed in

SDR. <FinalAmount> the amount really credited on destination account. 30 <FinalAmountCurrency>
p14d

the final ameHACEHEREYLBYLNIIAINIHEMISDR> the final amount expressed in SDR.

<EXChaBQGFi@éﬁdﬁi@lﬁ@ﬁ@@@ééfﬂ&%ﬁéﬁéh@l%ﬂﬁ%@& @E@M@@F@fg‘éﬁeﬁé@é&%ﬁ rgienbitial currency
to SDR. - 90 - <ExchangeRateSDRTolnitalCurrency> is the conversion rate used for conversion from

SDR to initis?RIACHET. e AthangarLJEiIs Cnrraity Fis Bresnttade R dhe DB SR ROE for

destination qeriphsydard BRcddnxehaDRRaleSRRFphibadssiranmsadiohs ToRVRERIAR sate used for
destination SDR to currency. <ExecutionTime> is the HS execution time for this transaction. In case of

transaction HEVTEBLEASAIBNSYLR RRRAHAPIRSEYE 8 FRFURA TREHERRTAMEKERRIBI 10Figure

35 illustratesiy Wy wigxameple: dBRRStruGHemused tnsiRiRirarsattigns itasmatiansansgyrelated

information. Performance: BHCA (Busy Hour Call Attempt) 36000 tranﬁactiep%-alttempts per hour.
10 Transaction status, International remittance timestamp, Recharge alance type,

Operation type (transfer), Issuer MSISDN, Recipient MSISDN, Date, Origin
currency, Destination currency, Exchange rate Orgin Curr to SDR, Exchange rate

SDR to Dest Curr, Value, eNIC Tax, eNIC VAT, sNIC Tax, sNIC VAT.

15 Report for Unsuccessful international remittance: As above, except it is generated

based on the EDRs created by unsuccessful transactions.

Report for Pending international remittance: As above, except it is generated based on
the EDRs created by the pending transactions.
20

Reports for service administration and customer care activities

Reports for service administration activities: Service Administration and Customer
Care Activities reports will be in CSV-format. The report will contain the following
fields: EDR Timestamp, Transaction Id, Transaction timestamp, Transaction status +
25  exception code, Transaction information (this can be multiple fields depending in the
activity performed). All actions done using GUI (administration or customer care) are
stored in the Database. This data is stored for a limited duration (one year). The
accounting generation is performed using scripts, and the generated report contains all
GUI actions whatever the service (Administration or Customer Care).
30
Reports for Settlement

Report for Settlement: This script will be provided in order to generate period based
Financial reporting. This reporting is done for all operators and lists the cumulative

taxes and/or commissions and cumulative amounts by operator relation and is based



15Storage Capability: HomeSend has a storage capacity up to 3.2 Billion EDRs, which corresponds to
10 years of History based on the above performangce metric. Reporting features  Reporting Period
Limitation: For performance-reasons there will be & fimitation on 20the size of the periods, in number
of days, which will be allowed to be queried. The maximum period will be 30 days. Reports Format: All

reports genesgigd emRIOBIERENESMIREITT BMr{REMHs USRG GRMTshasA dsliiebilktglds will be

double-quoted and the fields containing 25 values that can potentially have a comma in it, the comma
will be a dot ESdistpReiQERY PeRAcS3 EURO™, "XYZ". The file should be compliant with CSV format.

In other words, the wgg{imigﬁqd'ﬁﬁ',"Of(ggmm@f)@ﬁ&qﬁg%éygm%gharacter is "."(Dot). It is not
mandatory to double-30quote a value if there is no comma in the field. - 91 - Reports Generation:

Reports will be §endatsslalydooaspipioe derastaslcon Hansinmastameunk). Reports are generated on
a "daily basis". Repggt &Mﬁ@gg@t@&@é@&&pﬁ%g%&igqlc;o'ﬁh{pe day. However to ensure that all

transactions from the previous day arc included, it is suggested to run the reports just after midnight

GMT. 5If no datt istheeventl ieedaHramgSelat cepunissiim dgsotsthoultidns fprsduaeduatyway and only

contain the heagers, = Re pIts Headerg: All reports generated on HomeSend will have as a first line a
C C%ﬂﬁ' ved amou

) t
header row that will €ase the S%éeecr%]tandmgoo{;1 e report. The name for each column should 10 be

present and dear etleugimidg@ttitognthssgotudedudestopticcei BICSBilling Identifier per Operator: The

HN1 (Home Netwo%ldenti%%\gill be Léssd in the BICS B'IIir]_}%-s stem to identify the Operator. The HNI
is illustrated in F’igu £58" 6%’?% SEHSS i%rlﬁecgﬁ\ée &"R¥EYort for Successful Roaming Recharge:

Reportspare generatecepaiufae BRhaisRiat @b aimiess lh eReatRtodsil epeiatdrabtiéuis. omitted in the
report-gener%ﬁig ?ef’)glrjcrs)ta?en ge?lg?ated on a daily basis by an automatic process. The report will
contain the following fields:
¢ OperatorHNI,
¢ TransferredCumulatedAmountsSDR
15 ¢ TransferredCumulatedCommissionAmountsSDR
¢ TransferredCumulatedTaxesAmountsSDR
¢ TransferredCumulatedHomeSend AmountsSDR
¢ CumulatedHomeSendCommissionsAmountsSDR
e ReceivedCumulated AmountsSDR
20 ¢ ReceivedCumulatedCommissionAmountsSDR
e ReceivedCumulatedTaxesAmountsSDR

o ReceivedCumulatedHomeSendAmountsSDR

e PartnerOperatorHNI

25  Reports for Fraud / Blocked Subscriber

Report for Fraud: This script will be provided in order to generate period based Fraud
reporting. This reporting is done for all operators and lists the subscribers blocked due
to fraud rules violation and is based on the EDRs created by the transactions. This
reporting should contain blocked transactions for subscribers who attempted to exceed
30  the authorized transaction limit, who attempted to exceed the max number of
transactions authorized, and/or who attempted to exceed the max amount per period.
The report contains for each subscriber the following info: Date of transaction,

MSISDN, The rule type (Subscriber/Operator), The limit type (transaction/period),



based on the EDRs created by successful transactions. The reports arc generated once 20 a day by
an automatic process or on demand. The report Wiﬁ contain the following fields: EDR Timestamp;
Transaction Id; Transaction timestamp; Transaction status; Roaming recharge timestamp; Recharged
balance type; Operation type (voucher recharge, electronic recharge); Roaming recharge validity;

Recipient M$3SRNnRated QrgimeusensvicPestination-cyeensy; Fachanagaiate Af@nEuy to SDR;
Exchange 25 rate SDR to Dest Cum Value; Issuer MSISDN (if applicable); vNIC Tax; vNIC VAT; sNIC

Tax: SNIC VISteiFnéfimiviaaariad v Mag iamirdrmeysy. Soviasiss (HelitT #rESEh Recharge
SOAP API calis. Migxdgsenbedabane 5 RR-arecstarachin thesrtabae; rahgichioseimieatod enable

retrieval of the reports on a daily basis. Report generation is done using transaction reporting scripts.

The report e E&GEH i5P8posdBRSastiAR thidhSciPNiELN BRANR HEmSSAKE BiGiHEYES Server. - 92 -
Report for PgagineiBoamionRechatgnt AS ahave @xeept tisataensied PasadontiamRRS created

by pending transactions. Reports for international remittance 5Report for Successful international
remittance: ERSHDIEE SlelfBHeratblpeHtmembs BROtcH 6raeh AntEhvhd rdatThbBasisebHdmNIC is

omitted in thgigpRHOpRREIIBUSEiPtanharehasert@NTthe RHYRS wikaiesthy suceessiinizansactions.
The reports arc generated once a day by an automatic process or on demand. The report will contain

the following §&fds: EDRSime PP ansdttsd YaS TrankBRHdMRime st CHOHPHA n status,

InternationalregsittancadinSHRTPerlechBsged RalaneS HRER QBratianlypeAbisasfSDRISsuer
MSISDN, Recipient MSISDN, Date, Origin currency, Destination currency, Exchange rate Orgin Curr

to SDR‘,OExchange rate SDR to Dest Curr, Value, eNIC Tax, eNIC VAT, sNIC Tax, sNIC VAT.
15Report forlilrsuesessiptinéarnational remittance: As above, except it is generated based on the
EDRs created by unsuccessful transactions. Report for Pending international remigtance: As above,
except it is gb lsasaerE it %ﬂﬁgﬁﬁ%tfa%mgbﬁe%@ﬂ@&}aﬁs%ﬁ %P‘%’b‘nlﬂ%‘i&&ﬂg for service
administratidiland i greatecaativitict R epaiimior sapdsenad Mibisisaiion dctivilss: thervice
Administration and Customer Carg Activities reports will be in CSV-format. The report will contain the
following fielBKS PG HL ARFE! iR B 105 FoaHAR SR S RAR S oF A cR e stdils +

15  Dbe able to change licences.

Business Services: Contains for ecach operator the service list (Remittance/recharge).
Only those actions will be authorized. File name is services.lic.
Protocol Messages: Describes for each operator the protocol message list. File name is
protocol.lic.

20  Counters Gauges: Licence can be gauge (periodic) or counter.

File name is licence.lic. All licences described below will respect the same principle.

Figure 37 illustrates licensing periods.

25  Most licences are calculated on a periodic base, therefore a configurable share period
attribute will be defined. This period is expressed in seconds and the minimum value
is one second. The counter is incremented during the whole period and is reset at this
end of it. Two different thresholds for each licence will be defined, The Hardware and
Licence Limit. When the Licence threshold is reached an alarm is thrown, whereas at

30 the Hardware limit an alarm is thrown and further traffic is blocked until the end of

the configured period.

When a licence counter during a period reaches the Licence limit an alarm is thrown;

this alarm is cleared at the end of next period under the Licence Limit.



25 exception code, Transaction information (this can be multiple fields depending in the activity
performed). All actions done using GUI (administraéi#n or customer care) are stored in the Database.
This data is stored for a limited duration (one year). The accounting generation is performed using
scripts, and the generated report contains all GUI actions whatever the service (Administration or
Customer Care). 30 Reports for Settlement Report for Settlement: This script will be provided in order
to generate Sirbd based Financial reporting. This reporting is done for all operators and lists the

cumulative tXXBEFhHFEREO AN SPRCBF RS ARtbtRis AtsARrgds o e hatdbased - 93
- on the EDRs gjeated Py fuccessbibdirasartionshakbe depas-eoRtainsdareachRpaiaies dre

distribution by partner: The cumulated amount of transferred/recharged amount, the cumulated
commission GGt &efiransferred amount, 5 the cumulated taxes deducted on transferred amount,
the cumgilated HomeSend commission deducted on transferred amount, the cumulated received
amount, the cumulated commission deducted on received amount, the cumulated taxes deducted on

received ambiHIES ISR SRS ReEdRt Wimmission deducted on received amount. The
reports are genaratgdipemdaibidagiahy et autamatiaREAGRSSHe rPREWIll crBtaln the following

fields: OperatorHNI
HomeSend: Overall; Per sNIC; Per vNIC.
e A license meter counts the international remittance attempts traffic between a
10 site and HomeSend: Overall; Per sNIC; Per eNIC.
e A license meter counts the whole recharge attempts traffic going through
HomeSend: Overall; Per sNIC; Per vNIC.
e A license meter counts the whole international remittance attempts traffic
going through HomeSend: Overall; Per sNIC; Per eNIC
15

System operation and maintenance requirements / features

Backward Compatibility: The HS platform should remain backwards compatible
between all versions, meaning that an upgraded HS with additional features will still
be able to process requests like in a previous version. Preferably, backwards

20  compatibility is available for at least two consecutive revisions

Performance Management: Figure 38 shows the processing time required for the

Remittance steps.

25  Time to notify the Advice of Charge: Elapsed time between the sending of the initial
Sender’s request (remittance only) and the reception of the advice of charge

notification by the Sender should preferably not exceed 10.5 s.

Time to notify the result of the transfer: Elapsed time between the sending of the
30  initial Sender’s request (if no advice of charge) or the Sender’s choice (after advice of
charge) and the reception of the result notification of the transfer by the Sender should

preferably not exceed 10.5s. Applicable both for remittance and airtime transfer.



TransferredCumulatedAmountsSDR 15 TransferredCumulatedCommissionAmountsSDR
TransferredCumulatedTaxesAmountsSDR TransferredCumulatedHomeSendAmountsSDR
CumulatedHomeSendCommissionsAmountsSDR ReceivedCumulatedAmountsSDR 20
ReceivedCumulatedCommissionAmountsSDR ReceivedCumulatedTaxesAmountsSDR

Received CugydaiedtomeSaniAmaunisRie Rrétatines Qperaloshil 2RRenekedadskifaudhBlocked

Subscriber Report for Fraud: This script will be provided.in order to ﬁ;enerate period based Fraud
reporting. THEIFEH¥FtRG S SsRBdS AP OSicabrst arechstinhexsitssnihs BibekeB Uukie8%aud rules

violation andhishaseg amibe P8BS ateatestdPydhiadeanssgtionse This reRecdndssisugdgontain blocked

transactions for subscribers who attempted to exceed 30 the authorized transaction limit, who
attempted to°SREEEY thE MESOHBMIEP BN SCRBHL OB ShaISE WROSHE nTRESH 8 exceed the
max ameuntdpestRariod. The report contains for each subscriber the following info: Date of transaction,
MSISDN, The rule type (Subscriber/Operator), The limit type (transaction/period), - 94 - The
cumulated amount as sender (if limit = period), The cumulated Amount as receiver (if limit = period),

The Max allgwagasoqunéaacsoneRrdl aitorhaiehahadMaicgllowed amount as Receiver (if limit =
period), The transaction amount as sender (if limit = transaction), The transaction amount as receiver

(if limit = 5 transaction), The max amount as sender (if limit = transaction), The max amount as
receiver (if limiére HipRsaetion )it THertaReststarageneratetONamdginhasis Miamaviamatimprocess but

this can be configured. The.report will contain the following fie|ds: Date, MS1SDN, RuleType,
LimitTyide, S¥hde }&%%Qgsfrﬁ}%@cé@wﬁnéﬁmgwwe FRRUAR QRGO cnable
ReceiverAllasaéseat isSipotd L iegrse Manaaaoiectwork failures. Considering the below
execution flow, where execution timeout on HomeSend is set to 1 second for e-money
processing, we can sce that with an execution time greater than 750 ms do not leave
sufficient processing time on HomeSend.
15 ¢ Reserve Credit on Sender system => 500 ms.
¢ Credit on Receiver system in timeout => 1000 ms (1500 ms).
¢ Credit on Receiver system => 500 ms (2000 ms).
¢ Charge on Sender system in timeout => 1000 ms (3000 ms).
¢ Sender system in timeout => 500 ms (3500 ms).
20 ¢ Core HomeSend maximum processing time in lab 1800 ms (5300 — 3500).
From HomeSend lab point of view we consider that 1.8 seconds is the HomeSend

processing time objective when a remittance or advice of charge is performed.

Key Performance Indicators

25  Location and access: All KPI counters are available in an access network element
MIB and accessible remotely from an SNMP client. Period: All KPI counters are
refreshed every 60 seconds by default. The period is configurable (minimum refresh
period = 30 seconds).

KPI for roaming recharge:

30 e KPI for successful roaming recharge transactions: KPI cumulative counters

corresponding to the number of successful roaming recharge transactions:

Overall, Per vNIC, Per sNIC.



Three licence levels can be identified. They will be defined in a specific configuration file that will be
protected using the Licensing components. Licensing tools enable the prevention of file modification.
Only the remittance service provider and partners will 15be able to change licences. Business
Services: Contains for each operator the service list (Remittance/recharge). Only those actions will be

authorized. File NaR@istse iG] -rB’JHIﬁ%OkM%E@J%hQ%%ﬂQBm eashaner@ e protocol
a

message list File name is protocol.lic. 20Counters Gauges: Licence can be gauge (periodic) or

counter. File name $8TeEREing 191 theeREED ele 8Ersad P8I GORWINFSSEBEIAN & &R BRN ERle. Figure 37

ilustrates licensing pegsiapss 2pMMiast fean oaqlenated eera, Redopis bRRe. therefore a
configurable share period attribute will be detined. This period is expressed in seconds and the

minimum value s oRBlsdebniilréereamingr iehareedmeddinmy RBIWHBIIBENSd SREid feset at this
end of ity Two differgntdtieshalds.aeashiiceses wall %Hﬂ%?&ﬁ% Hardyaish angviggnce Limit.

When the Licence threshold is reached an alarm is thrown, whereas at 30the Hardware limit an alarm
is thrown and furth&etratilCisBstiovREe until the end of the configured period. - 95 - When a licence
counter reacps gheharswaie Ligik@malarm is thrown and the traffic is rejected. Traffic is unblocked
and the hardware alarm is cleared at the beginning of the next period. 5 Examples of licence counters
used include: AtlicEide fetaitcestiits theoiaeHangk seriiprsararfieshetipiseniabditeuarelaHEcHomeSend:

Overall; Per sNIC, lé)(?l[n\fé\llkccorresponding to the number of successful international remittance

10 transactions: Overall, Per eNIC, Per sNIC
e KPI for pending international remittance transactions: KPI cumulative
counters corresponding to the number of pending international remittance
transactions (by default >5 minutes pending period): Overall, Per eNIC, Per
sNIC
15 e KPI for failed international remittance transactions: KPI cumulative counters
corresponding to the number of failed international remittance transactions:
Overall, Per eNIC, Per sNIC
Licence-related KPI:
e KPI for license of recharge attempts traffic between a site and HomeSend: KPI
20 cumulative counters corresponding to the license of the recharge attempts
traffic between a site and HomeSend: Overall, Per sNIC, Per vNIC. An alarm
is set off when license threshold is reached
e KPI for license of international remittance attempts traffic between a site and
HomeSend: KPI cumulative counters corresponding to the license of the
25 international remittance attempts traffic between a site and the HomeSend:
Overall, Per sNIC, Per eNIC. An alarm is set off when license threshold is
reached
e KPI for license of the whole recharge attempts traffic going through
HomeSend: KPI cumulative counters corresponding to the license of the
30 whole recharge attempts traffic going through the HomeSend: Overall, Per
SNIC, Per vNIC. An alarm is set off when license threshold is reached
e KPI for license of the whole international remittance attempts traffic going

through HomeSend: KPI cumulative counters corresponding to the license of



A license meter counts the international remittance attempts traffic between a 10site and HomeSend:
Overall; Per sNIC; Per eNIC. A license meter cou%t§ the whole recharge attempts traffic going through
HomeSend: Overall; Per sNIC; Per vNIC. A licensé meter counts the whole international remittance
attempts traffic going through HomeSend: Overall; Per sNIC; Per eNIC 15 System operation and
maintenance requirgmepts |dfeatties Baskvaktd fanepatiityisThatte platiormushegld remain
backwards compatible between all versions, meaning that an upgraded 1-1S with additional features

will still be able to prOEMSCRdy SRsealkd 75 ANEyBErsPSiofn dBIychakWhras set¥mpatibility is
available for at leashbadSANSeEathe revisions Performance Management: Figure 38 shows the
processing time required for the Remittance steps. 25Time to notify the Advice of Charge: Elapsed
time betweekK ThdXSHSIABSTIHE AfEXISender's request (remittance only) and the reception of the
advice of charge natificationly 18 Seadetaioweneiaahivaebaxeeethi@psdiipadorotify the
result of the transfer: Elapsed time between the sending of the 30 initial Sender's request (if no advice
of charge) or the SEHEBIEE ehesORFtREIRAECEScharge) and the reception of the result notification of
the transfer by the Sender should preferably not exceed 10.5s. Applicable both for remittance and
airtime transfer. - 96 - Considering the above remittance processing time, HomeSend core processing
time objectiEARIINARIBCIt (MPOS request processing excluded). The whole Remittance processing

time (MPOSHReRueSISIGIaRL obientiva 5 3 Aecandss GRS ik expeeed facAgsount Information

Credit/Debit/Release/Charge requests execution 5duration. Figure 39 illustrates preferred performance
characl&ristis®MP console” supported : TeMIP. NetCool Administration console is used for

supervision. Nagios is used for Metrics.

Accounting Management

All web login activities are traced for audit purposes. All customer care agents’
15  activities are traced for audit purposes. All HomeSend service administration

activities are traced for audit purposes.
All WCC/Administration activities are logged into database. A history of the last N

days is persisted, where N is set up to 30. An accounting record is illustrated in Figure

20 40.

Security Management

Access security: All interfaces & platforms accesses should be secured. All web-
activities (service administration, customer care) are secured by “login + long
25  password” (minimum 6 characters). A log ticket is dumped in case of non-trusted

acCcCcess.

User authorization: A set of granted permissions is associated with each service
administrator profile, e.g.:
30 e feature 1: [YES /NO]
e feature 2: [YES /NO]
e feature 3: [YES /NO]
e feature 4: [YES /NO]



More specifically, it is preferred to have 90% of e-Money message with an execution 10 time (network
included latency) <= 500 ms. Such execution time will enable HomeSend to support 2 retries due to
micro-network failures. Considering the below execttion flow, where execution timeout on HomeSend
is set to 1 second for c-money processing, we can see that with an execution time greater than 750 ms
do not leave sufficient processing time on HomeSend 15 Reserve Credit on Sender system => 500
ms. Credit on Receiver system in timcout => 1000 ms (1500 ms). Credit on Receiver system => 500
ms (2000 ma)eEeigR BRiSender system in timcout => 1000 ms (3000 ms). Sender system in

timcout => 500 &1s (ZpQMh M )keAltaRES HHNBGE BE e MR oL Mes i 1alidB0@ms (5300 -
3500). From HomeSend lab point of view we consider that 1.8 seconds is the HomeSend processing

time objective wheP&¥ErHRayrldoPHulsEE tEINER et prtgnubs by Pt rRBFdE T ditators

25Locaton and acegsrimidiRiCarniarsatoavalailedn A apaesSNedweEaInEpat MiiBoand
accessible remotely from an SNMP client. Period: All KPI counters are refreshed every 60 seconds by

default. The period 4§3BAHGTRBIE PhtniFRIMT FBREE RS senstedsin serldifas) b fE11%34HARY recharge:

30 KPI for successtylkoaming recharge transactions: KPI cumulative counters corresponding to the
number of successful roaming recharge transactions: Overall, Per vNIC, Per sN1C. - 97 - KPI for
pending roaming re¥aHHERARSAEHRIRY KN REIADRMAKRE CSERINED cOrredpBfitgs® #ee lHfhber of
pending roaming r%@%@iﬁﬁﬂﬂ%%ﬁwﬁ&bYeﬁﬁf?a%e>§)f'H%E%§vﬂ?g‘_§dﬁgo?ﬁ>@P@¥ svspalhibier VNIC, Per

sNIC KP1 for failed roaming recharge transactions: KP1 cumulative counters '
10 the system rejects the transaction if above. The value is configurable per list of

originating operators. This counter is consulted in real-time in the transaction-
flow.

¢ Maximum number of remittances per period & per sender: A counter is set to
limit the number of remittances for a sending subscriber per a given period;

15 transactions are rejected if this is exceeded. The period is configurable, and the
counter is reset afterwards. The number of remittances is configurable per list
of destination operators. This counter is consulted in real-time in the
transaction-flow.

¢ Maximum number of remittances per period & per receiver: A counter is set to

20 limit the number of remittances for a receiving subscriber per a given period;
transactions are rejected if this is exceeded. The period is configurable, and the
counter is reset afterwards. The number of remittances is configurable per list
of originating operators. This counter is consulted in real-time in the
transaction-flow.

25 ¢ Maximum total remittance value per period & per operator (sender): A counter
is set to limit the maximum total value of remittance for a sending subscriber
per a given period; transactions are rejected if this is exceeded. The period is
configurable, and the counter is reset afterwards. The value is configurable per
list of destination operators. This counter is consulted in real-time in the

30 transaction-flow.

¢ Maximum total remittance value per period & per operator (receiver): A
counter is set to limit the maximum total value of remittance for a receiving

subscriber per a given period; transactions are rejected if this is exceeded. The



5corresponding to the number of failed roaming recharge transactions: Overall, Per vNIC, Per sNIC
KPI for international remittance:  KM- for successful international remittance transactions: KPI
cumulative counters corresponding to the number of successful international remittance
10transactions: Overall, Per cN1C, Per sN1C KPI for pending international remittance transactions:

KPI cumulative cousiges CRIMEsRRAGHIO Hhe membsr@épandine: intesnpiienal Tamittaneeifransactions
(by default >5 minutes pending period): Overall, Per eNIC, Per sNIC 15 KP1 for failed international

remittance transactiSREEKIBRICRRIUISHOE ULHIRIERE ARTELREN i fOtREMITFRRMGFailetF Hiternational
remittance transactipRsifuerainRenieNifeowPer sNIC Licence-related KPI: KP1 for license of recharge
attempts traffic between a site and HomeSend: KP1 20 cumulative counters corresponding to the
license of the recharge attempts traffic between a site and HomeSend: Overall, Per sNIC, Per vNIC.

An alarm is sefcofbwhen ipenseiursboldiinrasichrd dpMafor isgneeetibierpationaulgmitance
attempts traffic between a site and HomeSend: KPI cumulative counters corresponding to the license

of the 25 infRANEEEHAFTRTAIADN 8Cstih Brdlriedohle AR BAt A SRendnant e Mt ERdine R all, Per

SNIC, Per eNferaft alaiit Bosetaficwhenitieassa-ihseshold isgsaghed KPI for license of the whole
recharge attempts traffic going through HomeSend: KPI cumulative counters corresponding to the

license of the 30whole recharge attempts traffic going through the HomeSend: Overall, Per sNIC, Per

VNIC. An alammbis seitidivean ticessecthneshald isseaschedsfkMuitas beanse of i udaigivaternational

remittapce attempts traffic g&)ing through HomeSend; KPI cumulative counters corresponding to the
licenselds - 88 ‘m-wallet” and cash in the receiving user’s local currency. In such an embodiment,

a consumer with a participating m-wallet that houses a payment instrument or access
to a bank account may wish to send money to a consumer without a participating m-
wallet. The sending consumer would access an in-market MNO remittance service
and register their payment instrument into the MNO wallet. The MNO would in turn
15  give the consumer access to the mobile initiated remittance service. The consumer
would access the mobile remittance application on their mobile phone and remit
money to a receiving consumer’s mobile phone number. The receiving consumer may

be, for example a foreign consumer.

20  The instruction would be processed by the m-wallet application which would debit the
initiating payment instrument and submit the transaction to HomeSend. HomeSend
would process the international funds transfer as described herein. The receiving
consumer would receive notification from his operator of funds being received and
would visit a cash in/out location in order to receive the remittance amount.

25
In a similar embodiment, the system may be used to transfer funds from cash to a
mobile wallet or “m-wallet” associated with a receiver. In this embodiment, a
consumer without an electronic means of receiving or sending payment wishes to
send money to a consumer with a participating m-wallet which houses an electronic

30  means of receiving payment such as a payment card or bank account or any Stored

Value Account.

The consumer would visit a participating “cash-in” location, such as a bank, and

process a cash-in transaction to send a cross-border remittance transaction for mobile



the whole international remittance attempts traffic going through the HomeSend: Overall; Per sNIC;
Per eNIC. An alarm is set off when license threshcﬂg is reached KP1 for customer care activity: 5
Performance Key Indicators: KPI cumulative coun rlc'orresponding to the number of customer care
requests. Fault management Fault management uses SNMP Alarm M1B with SNMP v1.0c, v2.0 over

TCP/IP. 10 $ %ﬁ?g'&@%&%ﬁ%@’é TEMIR. hiRthoal ABRNISHRANSBEORIRIR ireses fafesupervision.
Nagios is used for Metrics. Accounting Management  All web login activities are traced for audit
purposes. AlPEUSIAR ciradigaarsTas gstdrcsibrd (hardl orhsudicpipeseWintoesdnd service

administratigeRptiviinsrRicivireadien ayshilbyRasest th&InAaGA deninististianaabittes re logged
into database. A history of the last N days.is persisted, where N is set up to 30..An accounting record

is illustrated 1 PayGEre Stemited dafRithfsitieivh RRYRU SO LBHIRR: ARSniessidag &pr#sFms

accesses shouldeesridiRded WeR-caddiviliesd nicm administeation f1iste orefuaasad ake secured by
"login + long 25password"” (minimum 6 characters). A log ticket is dumped in case of non-trusted

access. UselSiRkaHAtroMhadBr ¢ Urked permissions is associated with each service administrator
profile, e.g.: 30 feature 1: [YES / NO] feature 2: [YES / NO]

It is further noted that embodiments of the HomeSend system may also interoperate
with other credit transfer hubs. To enable such interconnection, the interconnection
10 API is preferably designed to be open enough to connect not only mobile payment
systems but also similar hubs. In addition to providing interconnection to other hub
systems, this may also be used to provide resiliency within the HomeSend system by
enabling the interconnection of multiple HomeSend servers to form a resilient cluster
of HomeSend servers, any of which may be used to enable the remittance.
15
In the case of a HomeSend server being connected to a third party hub, an example of
remittance could be as follows: m-wallet to HomeSend to Third Party Hub to m-
wallet. The other, third party hub would be used as a routing method to reach the
termination payment system of the receiving account. This capability may be
20 described as an interoperable networked hubbing approach between different operator

networks and other aggregated groups of operator networks.

It will be understood that the present invention has been described above purely by
way of example, and modification of detail can be made within the scope of the

25  1invention.



feature 3: [YES / NOJ] feature 4: [YES / NO] - 99 - Transaction limits: Maximum remittance value per
operator (sender): A counter is set to limit the maxjmum value per remittance for a sending subscriber
of an operator; the 5 system rejects the transaction if above. The value is configurable per list of
destination operators. This counter is consulted in real-time in the transaction-flow. Maximum
remittance valug rgs operator (receiver): A counter is set to limit the maximum value per remittance for
a receiving subscriber of an operator; 10 the system rejects the transaction if above. The value is
configurable per list of originating operators. This counter is consulted in real-time in the

transaction-flow. Maximuou vepdeeRide mitantrRm P espsadkBessendebetwerrnter is set to limit
the number of remittances for a sending subscriber per a given period; 15 transactions are rejected if

this is exceetY IR U UMD EBISAL AR M MRS Hre BB is reset afterwards The number of

remittances is configusalle; pardishefide stinalio h eRel aRfcohlifuaRUARTSIEGRRSKIt@d in real-time in the
transaction-flow. Maximum number of remjttances per period & per receiver: A counter is set to 20

limit the nuniEESaeRfraHSE L HRE Q¥aniny suseiserariRigl Wit iodstransactions are rejected

if this is exceededudibgibasiaeiserntigwahieiandiiTeraouiieidsniesel aifepsaidsulhieipurmber of
remittances is configurable per list of originating operators. This counter is consulted in real-time in the

transaction-ASYCHEC AR AT ARG) SERRILHEROBR R P g & PSPt At sender): A counter is
set to limit the maxilesti hetal foathieioh pRUiFRIGEN & sendingsubsenkBAIRes myiven period;
transactions arc rejected if this is exc?gded. The period gﬁconfigurable, and the counter is reset

afterwards. FAESDARRSILRAMIT 5 PPhiddIHHE i ARESRSO FRTBIE 4L BRSSO H¥ulted in

real-time in thie3iransacti@ddlovonMiaxiciisntoiatweaiitace value per period & per operator
(receiver): A counter is set to ljmit the maximum totil value of remittance for. a rec(?ii/ling subscriber per
the One

a given period; trar¥REHSHEEYE FEHIEREHIR IE/TO BHBEE 80 hlansHsgen Value an

or more transaction charges.

2. A method according to claim 1, comprising:

selecting information defining one or more first transaction charges associated
with the first network;

selecting information defining one or more second transaction charges
associated with the second network; and

processing the transaction in dependence on the first and second transaction

charges.

3. A method according to claim 2, wherein the method is performed at a
transaction processing system associated with a transaction service provider; the
method comprising selecting information defining one or more third transaction
charges associated with the service provider, and processing the transaction in

dependence on the first, second and third transaction charges.

4, A method according to any of the preceding claims, further comprising:
determining a total transaction value and a recipient credit value specifying a
value to be credited to the second subscriber, based on the transaction value and the

transaction charges; and



period is configurable, and the counter is reset afterwards. The value is configurable per list of
originating operators. This counter is consulted in [-time in the transaction-flow. 5 The above AML
rules are configurable per operator and subscribér[,ﬁr?’lu't cumulative counters (especially receiver and
sender) do not depend on source or destination operator to and from which remittance transactions

arc sent. In one embadimeniehensysiRm iRfeyheissesl iR Yansiecdmds Reinae i moRkile wallet 10 or

"m-wallet" and cash in the receiving user's local currency. In such an embodiment, a consumer with a
participating MUASIRETFEE USSP PATHRSAE Rt iMEA GF der dRLTBY BRI REE I ay wish to
send moneydaaaaRIungp bl wagticipating mwallet. The sending consumer would access an
in-market MNO remittance service and register their payment instrument into the MNO wallet. The
MNO would in turn 15 give the consumer access to the mobile initiated remittance service. The

consumer weuld acgefstHog Reebila e mitRNceIapRipaian: Rthaimmehilephane R IR It money to a
receiving consumer's mobile phone number. The receiving consumer may be, for example a foreign

consumer. 2PSHE RS FIAIER R BEILEBLI-Hoas dauttiyt b SHERE g SHRSIHENG KPS HLOR debit the

initiating payiifeRhisHd e AR @mihibaisansaciion et ameaseis ifemespad would process the
international funds transfer as described herein. The receiving consumer would receive notification

from his opeltB1gHRaE B STRESRS-and would visit a cash infout location in order to receive the
remittance amount. 25 In a similar embodiment, the system may be used to transfer funds from cash
to a mobile wallet or "m-waHet" associated with a receiver. In this embodiment, a consumer without an

electronic m8ans of YESRAAGBOELRGHy TN WiREE T SERTHIONR IR SEhdDAErhith a

participatingtmandaiiRnviick, uses dnclpckanicratmaans ahcesaivingpaymnent siehasg a payment
card or bank account or any. Stored V%Ilue Accouynt. - 101 -H?;y ut using the rggirpient's mobile phone
number. HoMSE&HRIERH ST S BB G AR ATTAY A AR LPS OHEECRRA 8EYEh. The receiving

consumer waolliel¢ecedva matifisaiionpondherinmabid phane whihedasamingismiti@ecestand would opt to
have it credited into, the registered payment instrument. The recejving Operator 5service would
[ dndhs iy A |

process sucH BHAFHLS i PRAfSTe HESRIRSTBF BPRTACRYY ELBIeNTS account and
m-wallet. It isclitpieat netidvilat ambedinienis @f thautlaheabanddsystmbnagualsg interoperate with

other credit transfer.hubs. Ta enable such interconnection, the interconnection 10 API js preferably
Gesanod (o BASGEACIRNITS SORIRLERS S ChaE S ST Gy B AP AR T e, 1o

addition to pravittnthintestonindgioodsiatherchtin sysienia, dbusrhay alsthddisgectedorovide resiliency
within the HomﬁSend system by enabling the interconnection of multiple HomeSend servers to form a
resilient clustefSf HomeSend servers, any of which may be used to enable the remittance. 15 In the
case of a HomeSend server being connected to a third party hub, an example of remittance could be

as follows: m/-wallekto HtgmgeSend to Ehird P t% Hub to m-wiallet. The other, t.Igf'rdt rlt%/ tub would be
used as a routing nethod? ?’8%1%%1 the ?e?‘&%r?aﬂo%%%%ﬁ%lé}%%%f’esmc% e lel\%}]g eeodht. This
capability maycbed communications network associated with the second subscriber using the

information identifying the second subscriber.

8. A method according to any of the preceding claims, wherein the transactions

for the transfer of value comprise money transfers.

0. A method according to claim 8, wherein the transaction request specifies the
transaction value using a first currency, the second subscriber to be credited using a
second currency, the method comprising:

converting the transaction value in the first currency to an intermediate
representation of monetary value;

performing the determining step using the converted value in accordance with

the intermediate representation; and



20described as an interoperable networked hubbing approach between different operator networks
and other aggregated groups of operator networks. ., It will be understood that the present invention
has been described above purely by way of exarﬁ?)i)ét ‘and modification of detail can be made within
the scope of the 25invention. - 102 - CLAIMS 1. A method of processing transactions for the transfer

of value between sybscEBRISIRE AemIMUNGaHONTRELNATKSaRRNIISIIG interiRERAENG a transaction
request from a first communications network, the transaction request initiated by a first subscriber

associated WRFFEAENFIPR SRfUITCRAS TR ork and comprising information identifying a second
subscriber associated with a second communications network and a transaction value; selecting
information specifying one or more_transaction charges in dependence on at least one of the identity of

the first comhfunicatioR st AcsR ding tRERiBhH OFtRR SacBrerasHtarrBLisAL b AReand

processing the WransactigeioydenesgenaevRisLRSACIODR/AIUe and the one or more transaction
charges. 2. A method according to claim 1, comprising: selecting information defining one or more

first transaction charges associated with the first network; selecting information defining one or

more second fransachihcaalgesBasesiaed b precsgerndnatvarsrandransRisessing the
transaction in dependence on the first and second transaction charges. 3. A method according to

claim 2, whetBHeHe BRI 98 e HQH SO IR L M 786ssing system associated with a

transaction service provider; the method comprising selecting information defining one or more third

transaction charges assqciated ngégl the service provideE,, and processing the transaction in

dependenceldn the YirRERAL AR EHBSRr Ay A LG REFFEHRGEE M, XRREMJIEIREE8HARG to any of the
preceding clapastilighemseriprisingiges coRiRimeining arteldldransactianualupaigiagacipient credit
value speciyg s velug o e grediedf he second subseer, e ragsacton value and

transactions to which the rule is applicable; and wherein selecting transaction charge
information preferably comprises selecting one or more rules from a plurality of rules

based on the applicability criteria.

13. A method according to claim 12, wherein the applicability criteria comprise

one or both of lower and upper transaction value bounds.

14. A method according to claim 12 or 13, wherein rules are associated with one
or more communications networks, and wherein selecting transaction charge
information relating to a network comprises selecting one or more rules associated

with the network.

15. A method according to any of claims 12 to 14, wherein one or more rules are
each associated with a pairing of a source and a destination network, and wherein
selecting transaction charge information comprises selecting one or more rules

associated with the pairing of the first network and the second network.

16. A method according to any of the preceding claims, wherein transaction
charge rules are stored in a database, the method comprising performing a lookup in
the database based on the first and second network to identify rules applicable to the

transaction, and determining the transaction charges based on the identified rules.



transmitting transaction information to the second communications network to initiate a credit to the
second subscriber, the transaction information comprising the determined recipient credit value. 5. A
method according to claim 4, comprising determfn%%é sender debit value specifying a value to be
debited from the first subscriber, and transmitting transaction information to the first communications

network, the tyansagtiggiif@onaiar el ding beoseroeidehih alus: vBiud pegiiked according to claim
4 or 5, wherein determining comprises, In a first transaction mode, determining the total transaction

value as the WAHEERATS P AHTEMINCAIORE TR ATkS SORPERIBSS the transaction value minus the

transaction chargespiVihe i ARka o g GO MPHSERH sonasantitnsarioamage, determining the
total transaction value as the transaction value plus the transaction charges and the recipient credit

value as thetAIRAHR FEGLFS B SutissEruPsERPRIARICS R iFdésiving a selection of one of

the first and sqaanthicansactionoiRdag tenpienkrstiioatnats et pTecessitg e iRsdeton in
accordance with the selected mode. 7. A method according to any of the preceding claims,

comprising iSRG HE GetesRALEMMIICAHERS MeRosHARd &L AR 8 second subscriber

using the informatiqe]idantifiingiheisespadisubseniber. ndrAriabacearsédgdopay of the preceding
claims, wherein the transactions for the transfer of value.comprise money transfers. . 9. A method

according totFARMF 80y KT OfF e B A LAHER UL CRL S G HEU A QTSR fiD H AR CRing a first
currency, thelsgeenstrebsLiibesjenbenctashitad usingta seeRN@HdeRaymingsmashod comprising:
converting the transaction value in the first currency to an intermediate representation of monetary
value; péﬁb‘?ﬁf ' determining step using the converted value in accordance with the
intermediate represegtatiatingad adiQ4-of-chegRvasingthe deieiiibedirciRansredit value from the
intermediate representation.to the second currency. 10, A method according to c{la'm 9, wherein the
intermediatelﬁ%g'fgzeﬂﬁﬁ N§36 ‘é%ﬁ%& IRFSART FORRFI A’ 'SHEEAN PR AN 9&’@8 HSHR). 11. A
method accwidingréaramyastiichegesding claims, wherein transaction charges comprise one or both
of: commissions and taxes. 12. A method according to any of the preceding claims, wherein
information specifying transaction charges comprises one or more rules, each rule specifying a relative
or absolute digarge Vaduaanstioreddinore dpiphdabititynpritahia dtediming tansaatiaagsamdiich the rule is
applicable; and wherein selecting transaction charge ipnformation preferably.comprises selecting one or
ore rulee HORTE DTN GPFAIES AR SHSE HEBCAEHRS, BAEEE o Bl 8 orcing (o clam
12, wherein thesappligabilitys ehitatia conpiistooramphoth of lower and upper transaction value
bounds. 14. A method according to claim 12 or 13, wherein rules are associated with one or more
communications networks, and wherein selecting transaction charge information relating to a network
comprises séfecting\anetiasdaotertlilestaskaaiatedmiif) thmpetnigrieccibing methivdrmacoarding to any of
claims 12 to 14, Whe{ein Qne.or more rules are each aﬁ(sociated with a air'n%?qf  source and a
destination HETWOrK, AN \th}?e%{eslncé)éﬁlg%:?fﬁlﬁatrl%%ggh %rcﬁréFﬁ%p%%erﬁﬁ)a 61 ¢0 p?ls%sag%ffecting one or
more rules asseciatedndifdtw pagrthg ohikactitst inabvpoksend the sadondineiwaisadt. A method
according to any of the preceding claims, wherein transaction charge rules are stored in a database,
the method comprising performing a lookup in the database based on the first and second network to
identify rule2@pplicAbiethothectranisag tio nladind detarentningdhernsacsactbar ghasgges based on the
identified ru'ce?l'culated at the time the advice-of-charge message is generated, and wherein the
transaction is subsequently processed using the previously calculated transaction

charges when the confirmation message is received.

21. The method according to any of claims 17 to 20, comprising including in the
advice-of-charge message information indicative of at least one of: an amount to be
charged to the first subscriber; and an amount to be credited to the second subscriber;
the amounts preferably specified in respective currencies associated with the

respective subscribers.



- 105 - 17. A method of processing transactions for the transfer of value between subscribers of
communications networks, comprising: receivi?sg a transaction request from a first communications
network, the transaction request initiated by a first l?b'scriber associated with the first communications
network and comprising information identifying a second subscriber associated with a second

communicatigns netwokeanshid raRsAiOR M3l the iSRIRRHRGHNAIAATeR SREEIHIRSE: @he or more
transaction charges for the transaction, the one or more transaction charges including one or more

transaction Qfriekiedisd i FUBEHIRGS COBRTIA HERIGBIEHY cessrPrdiaii&ations network:

and  trangmitfiod i vamdcecRchAIFAINGIAsE W Eha dibscrmibBrnicatiansoneivasks.the
advice-of-char%e message comprising information indicative of the one or more transaction charges.

18. The metABY HEETARNGBEERAE TN MMRIHGBerENNTiAD Aot daRe sEbiFdiarige based on the
one or moregsahRAGHEN Eha 8anpRaraip thasackisevafueharge message specifies the total transaction
charge. 19. A method according to claim 17 or 18, comprising receiving a confirmation message from
the first communications network in response to the advice-of-charge message, and processing the

transaction inyespangentettyd epofiimatiomwmessage.indBrmiamethad Asserding tendaiind 9, wherein the
transaction charges are calculated at the time the advice-of-charge message is generated, and

wherein the BafE9868r9dhs trseqt SRS FRSC ST aSigP BT U LK comEtRestingdAdhttion charges

when the cogfiniation MessagrRIsIecadwidardde Wit hetirbaseatdingiacaoy elaaimank’ to 20,
comprising inclyding in the advice-of-charge message information inii%%a ive of at least one of: an
amount to bgrgﬁe&{% ‘Yj}fﬂ;f‘énfi%‘f DeERAbar AU S A Re B & TEethi i‘%gﬁﬁ subscriber;
the amountssprsieiiaklysppeike dhin respeeidvevaliigencies associated with the respective subscribers. -
106 - 22. The method of claim 21, wherein the information indicative of an amount to be charged to
the first subscriber comprises a first quantity corresponding to the transaction value increased in
accordance with th@igneahsaasediignsacion diawges, appraieratiniiheiaimhehelinferstation
indicative of gn amount to be credited to the second subscriber comprises the transaction value. 23.
The method%’la&?gimeﬁ?%herein the information indicative of an amount to be credited to the second
subscriber compriséigsaiseaand oy antithweseSpandinid toatheuiansactigonmdiietseduced in accordance
with the one or more transaction.charges; and preferab Wt})ﬂ&ihgtﬁ ,inform%tion indicative of an
amount to b TRAS08 RS RETSG SLi e AR HRER e hEh A ORI S H o AE BRthod of any
of claims 17al@d,a@dmprising including in the advice-ofcharge message: first information indicative
of transaction amounts corresponding to. transaction charges being charged to the first subscriber in
addition to the tranSSetEh VUBAURAT Al 2 TSR A TR T ST RO amounts
correspondingiatians abticie Chérgedcbemgl deduciedfmnsctie trahsactino Wdtiugdapkaride the amount
to be credited to the ec ndthsubscrigher.bZS. The method according to any of claims 17 to 24,
comprising rec ?v?ﬁ%ﬁne etgpo%égc%l 8 At \r/}ggr-‘of-charge message a confirmation message from the
first communications network, wherein the confirmation message comprises a selection indicating
whether tra(rjlfgtctionrﬁharg&ls e to be cpar%ed %olthe firls} gu&fcriber in.addition to the transaction
value or dedtcted from'the amount 10 Be credited o the setonu Sy résr}B%rr,eg%l IB 1(I:lessing the
transaction aegaralingoichthalselectfarhai26 . nldyeagreihon acoatidinntcsagy fobwlamsik? to 25, wherein

the one or more transaction chch%Es flIJlrther clude.at least one of: one or more transaction
comCIPum ations, netw cr¢in Lne C 11 10N messa CCO{IldJI'ISCS SC C_thl’l
charges selected in dependence ori the identity ot the first commumications network; and
indicating whether transaction charges are to be charged to the first subscriber in
addition to the transaction value or deducted from the amount to be credited to the

second subscriber, and processing the transaction according to the selection.

26. The method according to any of claims 17 to 25, wherein the one or more
transaction charges further include at least one of:

one or more transaction charges selected in dependence on the identity of the
first communications network; and

one or more transaction charges associated with a transaction processing hub

processing the transaction.



one or more transaction charges associated with a transaction processing hub processing the
transaction. - 107 - 27. A method of processing transactions for the transfer of value between
subscribers of communications networks, comprfs@g:s' processing a plurality of transactions, the
processing comprising, for each transaction: receiving a transaction request from a source network;
and transmitting transaction information to a destination network based on the request; wherein the
method further comprises, for at least one communications network: aggregating transaction

information ffém a PIURSHYGPERISSEHIBALIGARIARS R Fisciienries oferalsiReWEeftegate transaction

information rglpstthépstbedaatimakemaataiprinaiagesgaisiiansaction information comprises an
aggregate transaction value relating to the plurality of transactions, preferaply wherein the aggregate

transaction value rdl-RESH &R RIHRNEN 5 IRt APoBAPCETIB D ARRLSIBE HY #8571 the plurality of

transactionsgaihfian: the digivsorkranddnedotalval v pf dransaciensdnornmdhe-aluralin of transactions
received by the network; and outputting the aggregate transaction information. 28. A method

according to AF 990 IEATBRTI N DRISHHP YRR SErE ReteshIBrile TrqhSSictions relating to a specified

time period. 29. A miesharl @eGardiog fartiainodlpakes fhe et Lbing HaeaRoses transmitting the
aggregate transaction information to the network or a system associated with the network or its

operator. 30°A¥&thod according to any of claims 27 to 29, comprising performing the aggregating

and outputting stepscfaeeanty efapltialithafrisirkesm3lpAmeihothascasding favamyigf claims 27 to
30, wherein qutputting comprises at least one of: . where the total value of transactions sent from

the network BXcEEHOTH & HELT VRN ASRIRSALA LHBHE TR L HEHDS e PaMSINiRINg information to

the network tehisitiatera seliteme ntipsymentiryihaRperaiopdet nnewerkieanthsad@sh-  where the
total value of trans%cti,ons sent from the network js less tlfja%)gwe total ,vahjge of transactions received by

the network, AHaHHE" L & L Er RN Uy AERERSAHO BH BrSISFO YEhSEHR dPE 2888 fiethod according to
any of claimgahsdetidh, whereinRicassiagfartiarsaatierR C v psisbsdebdmeastansadiom value from a

sender of the transaction by the source network and crediting a transaction value to a recipient of the

ransacton By R GUAH AU SR o S AL B L ) R B 9085, wherein the

method composeshaphinging Jinaasialiaitlementbeinaemdheonietwark operators of the plurality of

networks and optionally an intermediary on an aggregated basis using the aggregate transaction
Ginsdt g

information. 34. A RIEHEYES Sﬁﬁﬁrﬁ% t%rt\rﬁlbq‘ﬁﬁ tf’%%‘}‘wherein processing a transaction

comprises determining one or more charges, preferably commissions and/or taxes, applicable to the
transaction gpud processi g he trapsaction in accordance Z%ﬂtfh determined charges, and wherein
the aggregatfifig ste% B‘%&r Bfﬁ%ﬁsgﬁﬁ?n(&l?g%reg é%ﬁ% 'B?E'i.llﬁ%ffﬁﬂg?i%aﬁtboe{?ed on transaction

values and aynppipticable ciédasrengic gransagticfichangeperiod.

29. A method according to claim 27 or 28, wherein outputting comprises
transmitting the aggregate transaction information to the network or a system

associated with the network or its operator.

30. A method according to any of claims 27 to 29, comprising performing the

aggregating and outputting steps for each of a plurality of networks.

31. A method according to any of claims 27 to 30, wherein outputting comprises
at least one of:

where the total value of transactions sent from the network exceeds the total
value of transactions received by the network, transmitting information to the network

to initiate a settlement payment by the operator of the network; and



35. A system for processing transactions for the transfer of value between subscribers of
communications networks, comprising: means fqr receiving a transaction request from a first
communications network, the transaction request initiated by a first subscriber associated with the first
communications network and comprising information identifying a second subscriber associated with a

second communicafjgae ARRIK ansea iransactionvalkirom MEARS iRk selesingdnfermation
specifying one or more transaction charges in dependence on at least one of the identity of the first

communicatf8i FEHFSHERHITIEREEY 6 (e BB ashucEbrifiif & ot B RN 1 means for
processing thi Gpasastionse depejidence on the transaction value and the one or more transaction
charges. - 109 - 36. A system for processing transactions for the transfer of value between
subscribers of communications networks, comprising: means for receiving a transaction request

from a first comnmunicatigel nedvidiketheatiposaetian rEowest intaiad pyoaclissisybscriber associated
with the first communications network and comprising information identzig%ing a second subscriber

associated Wit S LIL AT GRERS A HEfVTHR IR s ot achBfer ALEE transiean By selecting
information specHiitg e Gk MR Fansaciiaahaigas Midhe frugacton: thetrmeefisore transaction
charges including one or more transaction charges selected in dependence on the identity of the
second comPUHCAEHRAHRAMSHRONd  means for transmitting an advice-of-charge message to the
first communications network, the advice-of-charge message comprising information indicative of the
one or more transactiong%garges. 37. A systgz\xg% for processing transactions for the transfer of value

between substribers BELSHARTATEAHS H Rt Mo BRising ¥ ereiR AR B SR 5QBYLHSE a plurality of

transactionsaife @ICRasHMACOMPisgbéow earthtransasiiospdieeaty iyl sansastion request from a
source network; ag% transmittin? transaction jnformation to a destjnation network based on the

request;  WWhEPERT 894 8) AR EATEHEE QAP AR RISSTE QLI DRI TR Rork:
means for aggrrgating itrfevasaciion information from a plurality of transactions involving the network to
determine aggregate transaction information relating to the network, wherein the aggregate transaction
information comprises an aggregate transaction value relating to the plurality of transactions, and
wherein the aggregatmétbosactionviglue deyadesltonibe Tkl e nerdpsinvaenciitmtoial value of
transactions from thﬁ)fluralit of transactions sent from the networ%?a the total value of transactions
from the pluf&Hty 6H ﬁgg&ﬁﬁsﬁg SRS R SISRI UG PSS SOBUHING He aggregate
transaction infidroratioss, applibatdanidtance pracessingdpbysiemifotmmaeassing remittances sent
between subscribers of aéﬁlwar@/ of cora%%nicatio% n twork%connected to the hu S)é tem, the hub
system impl&HTRIHIG 2 hEr- PaREEEHERS RGN AW SERNdeh 1Rt REESFEMBRHRY remittance
transactionsdengiaimeggregated dransadtiomifvionmatiobafianon tdadieivetacthanbubysystem and the
networks and/oi.aspsl())cclatted network opteratolrl slystems or financial institution systems for arranging
financial setflBRISAP BetWeeh BhE RELLs 8p%er%‘ttor and network operators, wherein the aggregated
transaction information flow comprises, for a given network, aggregate transaction information from a
plurality of trafisactidssteviofangrivessietavoiksibecag doe gatertiaisactionl uefbematan comprising an
aggregate trg ssacrzl'on \@Igg ngellalltipcgt}(c)) rlthge ‘!vurr%lgty 81fntralnlsna(;tions, wherein the aggregate transaction
value relate$ 18 HE Gifference between the total value bf transactions from the plurality of transactions
sent from the netwankaanddhetotaingadueaofdcansactjons from dHeplovaliyuofdraosactions received by
the network'network, the transaction request initiated by a first subscriber associated with the first

communications network and comprising information identifying a second subscriber

associated with a second communications network and a transaction value;

means for selecting information specifying one or more transaction charges in
dependence on at least one of the identity of the first communications network and the
identity of the second communications network; and
means for processing the transaction in dependence on the transaction value

and the one or more transaction charges.



39. A system or apparatus having means for performing a method according to any of claims 1 to 34.
40. A computer program or computer program prodyct comprising software code adapted, when
executed on a data processing apparatus, to perf a method as claimed in any of claims 1 to 34.
ABSTRACT Transaction Processing System and Method A method of processing a transaction

between a fisgf, useNiRyRHFSIRIBLRAVNHP IGAIQRE ARNMR It AR RISLEPREINS BE iR R econd
telecommunications network is disclosed. The first and second telecommunications networks comprise

respective firdPaFPEECOHEPFAPRHEREANS A RCE Ty SYPRRNESvhich arc not required to have a direct

interface between theahsAd¥ agactioneanastishreepbediam AdirsbHaatMcHiRANSt
telecommunications network to effect a transfer of credijt to a second user in the second

telecommunith¥iHS HisaRRacHMR fieghesttidated bt tHeluybscERshasariated wihsbedistuser. A

credit value f@ntha fiensasdigtiodetamisedriling sysiemid! firadiahthe isddsamiasmecess to
credit sufficient to effect the transfer, and credit associated with the first user is reserved in the first

network for tHSQriiedaigha AcrabaeBERrr ST bR ek 498t P e istermined value for the

transaction) is genenated toringuetol dramsierabargditimiticosecanddiseraraekisienyaicieto a trusted
third party intermediary server, which interfaces to a plurality of telecommunications networks to

arrange tranS5CHARE iRl dRR IR L BESHIRATICIYD ARRERIRLIRg NS ORI HROMEROSsage is

received confiiarieg sdrlivedyilitpenckadi to the RReOIEIFIBE, shfas@iveshsiedibis then debited from
an account associated with the first user in the first telecommunications network. An accounting packet

associated With" te48one transaction and the accounting packet or an aggregated accounting

packet for a pluralithefiisaosactions imionaddrd-(sf-anaceating semwerrassociated with the
intermediary server. This effects transfer of mo etﬁéy value between an account associated with the

first telecom TS ALORS REOMO En A a A Qe SR B TS PR tH OB B R S% y intermediary

server. (Figu@idative of the one or more transaction charges.

37. A system for processing transactions for the transfer of value between
subscribers of communications networks, comprising:

means for processing a plurality of transactions, the processing comprising, for
each transaction: receiving a transaction request from a source network; and
transmitting transaction information to a destination network based on the request;

wherein the system further comprises, for at least one communications
network:

means for aggregating transaction information from a plurality of transactions
involving the network to determine aggregate transaction information relating to the
network, wherein the aggregate transaction information comprises an aggregate
transaction value relating to the plurality of transactions, and wherein the aggregate
transaction value relates to the difference between the total value of transactions from
the plurality of transactions sent from the network and the total value of transactions
from the plurality of transactions received by the network; and

means for outputting the aggregate transaction information.

38. A remittance processing hub system for processing remittances sent between
subscribers of a plurality of communications networks connected to the hub system,
the hub system implementing a per-transaction information flow between networks

for completing remittance transactions and an aggregated transaction information flow
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between the hub system and the networks and/or associated network operator systems
or financial institution systems for arranging financial settlement between the hub
system operator and network operators, wherein the aggregated transaction
information flow comprises, for a given network, aggregate transaction information
from a plurality of transactions involving the network, the aggregate transaction
information comprising an aggregate transaction value relating to the plurality of
transactions, wherein the aggregate transaction value relates to the difference between
the total value of transactions from the plurality of transactions sent from the network
and the total value of transactions from the plurality of transactions received by the

network.

39. A system or apparatus having means for performing a method according to

any of claims 1 to 34.

40. A computer program or computer program product comprising software code
adapted, when executed on a data processing apparatus, to perform a method as

claimed in any of claims 1 to 34.
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ABSTRACT

Transaction Processing System and Method

A method of processing a transaction between a first user in a first
telecommunications network and a second user in a second telecommunications
network is disclosed. The first and second telecommunications networks comprise
respective first and second transaction processing systems which are not required to
have a direct interface between them. A transaction request is received from a first
user in the first telecommunications network to effect a transfer of credit to a second
user in the second telecommunications network. The transaction request includes an
identifier of the second user. A credit value for the transaction is determined. The
system verifies that the first user has access to credit sufficient to effect the transfer,
and credit associated with the first user is reserved in the first network for the
transaction. A transaction instruction message (including the determined value for the
transaction) is generated to instruct transfer of credit to the second user, and is
forwarded to a trusted third party intermediary server, which interfaces to a plurality
of telecommunications networks to arrange transactions between the
telecommunications networks. After a confirmation message is received confirming
delivery of the credit to the second user, the reserved credit is then debited from an
account associated with the first user in the first telecommunications network. An
accounting packet associated with at least one transaction and the accounting packet
or an aggregated accounting packet for a plurality of transactions is forwarded to an
accounting server associated with the intermediary server. This effects transfer of
monetary value between an account associated with the first telecommunications

network and an account associated with the trusted third party intermediary server.

(Figure 1)



