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WD 2004/ 100583 PCT/ GB2004/ 001956 APPARATUS AND METHOD
OF HANDLI NG SI MULTANEOUS UTRAN RADI O RESOURCE CONTROL

WEROCHEDISRES [ 0001] This invention relates to BPaBatMDH01956

and nmet hod of handling sinultaneous universal
terrestrial 5 radio access network radi o resource
control procedures which change the security
configuration in a universal nobile

ApphRA @8 NPUNETRID OR JIARYSINGNS DRRIrAeuE priRal BATKGRIODELYE conTROL

TECHNI CAL FI ELD [0002] This_application relates to

UMTS (Uni versal Mbbile TeI§@8ﬁﬁﬁWF%ations System) in

10 general, and to an apparatus and net hod of handling

si mul taneous uni versal terrestrial radio access

network radi o resource control procedures in

particul ar. DESCRI PTI ON OF THE RELATED ART [ 0003] UMTS

i g0081]t hiThd ing&ified @laieOtd afpafatul d Intheld crbbridlify simultaneous universal terrestrial
t el econmruni cati on system Various standardization

b adiicemsceay mtwonomio teaoyngisbitrohpregedires ethich tchamgethe] secfirgy configuration in a
UMIS, each in their respective areas 15 of

c GRipatabRehile telegmmugichtioRTstent er e3Pt Thi rd Gener ati on
Partnership Project) has been known to publish and set

standards for GSM (d obalgi&i%ﬁghﬁ&; Mobi | e
Comruni cati ons) based UMIS, and the 3GPP2
(Third Generation Partnership Project 2) has been

kQ%§§¥k91%%@h£Sh and set standards for CDVA (Code

Di pl e Access) based UMIS. Wthin the scope

of particul ar, standardjzation b .Specific i
o B ahis pitio e B OVAS @bt oot B Eeomagipsps, gysem i

ar [ t nt | TS. : .
5B 6% 500200l >R RLE ARl g i sces
(8&@&@nB%§&&ﬁ&ﬁmﬁam&6&&}mpﬁP&Qﬁﬁ{ requi rements between
UTRAN (Uni versal Terrestrial Radio Access Network)

and UE (User Equi pnent). Although ETSI TS 125 331

S ESCRIPEON ORTHERBLABRIRART t hat the UE shall be able

to process several RRC procedures, the docunent may
N@#0031d AMELSS ish®hitdo gdi@etion fubR: [@d) WiobBITeRkGniv@icatpanghbtedlg Various
si mul t aneous RRC procedures in particular. W

2003 H8 BodRE e GBXI0C pdUshabset Panfl-pB A& UMY, sacll @rthed respective areas
Wi rel ess nobil e device éUE ~that conplies with the
EPSronppierce f Fog atstepsssthe dPTR Héird Grapgtipn Brr@erdip Prejset) fmpdpen known to

ggﬁb‘i@{ ng%dgt%elt ?tgnd];rgg 1 Mot %S e bor NSt o e oications  B2ed UMTS,

whereas and the 3GPP2 (Third Generation Partnership Project 2) has been known to publish and set

standards for CDMA (Code Division Multiple Access) based UMTS. Within the scope of a particular
standardization body, specific partners publish and set standards in their respective areas.

[0004] Standard document ETSI TS 125 331 v3.10.0 (2002-03) addresses the subject of UMTS
RRC (Radio Resource Control) protocol requirements between UTRAN (Universal Terrestrial Radio
Access Network) and UE (User Equipment). Although ETSI TS 125 331 specifies the requirement that
the UE shall be able to process several RRC procedures, the document may not address how to meet

the requirements for handling simultaneous RRC procedures in particular.
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section 8 as quoted: [0006] "The UE shall be able to
process several sinultaneous RRC procedures. After the

WO e@eptiseh 5 of a nmessage which i nvoked a pr oR€HGBe904/001956

the UE shall be.prepared to receive and act on anot her
nmessage which may invoke a secénd procedure."” [0007]
Furthernore there are specific instructions with
regard to handling RRC procedures sinultaneously

WO?] malrogs&e ?er&&? mB&féQi@xﬁéér(éE)rtﬁﬂ l&)rﬁ;ﬁés glt}pth@ﬁgﬁl\/ﬁ'%lf%{%gns for the

security conplguratlon This I's descri

P ftbosR et Eirsidpbdtadol Br HeRAC Ry 3t e IHL G181 TS 125 331 states in
(2002-03), in sections: 10 8.6.3.4; 8.6.3.5;

8.sdctidi® dqpotdd: 2. 2. 12a; 8.3.1.9a; 8.3.3.5a; 8.3.4.5a and
others. [0008] These sections basically state that if

ari§00plr o¢'EkliTeshplbbe ahlettd procset sosfabsimylaepaiy Y- procsiagsghter g reception
the security confjguration while there is already a

prob & ST %‘HCthBquii? %\ﬁ‘i"?ﬂq“rﬁzl R UF é‘i‘.ﬁl.}l be @eepared: RafggRe taBd 9 gn another

secur%t K%oa m()%gnwgl e n”It shoul d be rejected.
[dﬁﬁﬁ% SR £ PRy on y be p035|ble to have one

Pr6geedU rPﬁrtﬁerHre g{g@ng@ SsBetcﬁg RREHDAS With 1%mﬁoﬁf hag‘ll‘lfn@tm procedures
on-going at a tine. I't may not be possib

gemiebuyly haad h@relﬁﬁgow ﬁ&&&w 1€fir&iaFhkink &0 @&Lé&lub{ty\ﬁbﬂf@@bﬂon. This is
the use of nultiple processors and so single

prdeceaiss on UMTS|I RRE® po®tdl epesifiatisd EDY B 145638$ tv3 p@d (1062-03), in sections:
sequential. This makes it difficult to inplenent the
aBeéveh B-0A818 olidri 322 BadR- a3 3 el U asehethdrour i s

conS|stent wi.th handl i ng nessages sinultaneously. 20
SURKRRY Thesp Effti‘ﬂns W&‘E%’ny it gﬂatt%anas H@“&%Eé’i‘“f’fﬁd it r"'ﬂ'f“@% ffnee to the
ap& i.cati.on user. e

ap grrﬂg tC(l)JnSﬁglﬁég{})n I%V%ﬂe athesreé is Gl:reia%{yya Toce ureg ?Jnrgainig gvlﬂwgf[}l%o requires a change to the

aRQﬁﬁ?E&ﬁgﬁQ@H%ﬁﬂukﬂmm%Q%k&éi”essages froma UTRAN
sel ect nmessages having a command, select conmmands

I gopogst il Ghak, SEEWY ohly Heh@e@ee B A6 A4 Grockdbe: HAPPRARAL Wk security
conprising: a nessage handler to receive a received
mesigagetichoogoitdrea il&AN, t he 25 recei ved nessage havi ng

a received conmand, said nessage handl er capabl e of

e>£90r18]ct |Iﬂgayt1ﬁbberpé§§’éie\i%@nme%¥ﬁﬁa &R reradpves sne@@ww without the use

sage thereb rovi |n securlt chan roce
f (9 my Plg e?foceSﬁ)gy aélgé%gmg eapr Cgﬁ&l’elﬁlp 613?11’[ ?r8 C%Jgts ra %east partlally sequential.

priae a3l O SRR o -Be e B, BE v g s consen

snggghmﬁmmg&ggg&@g&aﬁgpable of invoking the ongoing
procedure, sald sequential processor capable of

SUMMARY

[0011] According to one aspect of the present application, there is provided a user equipment
apparatus having a security configuration, the apparatus adapted to receive messages from a UTRAN,
select messages having a command, select commands requesting a security change procedure, the
apparatus comprising: a message handler to receive a received message from the UTRAN, the
received message having a received command, said message handler capable of extracting the received
command from the received message thereby providing a security change procedure for select

messages; a sequential processor to receive an ongoing command having an ongoing procedure, said
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suspendi ng ongoi ng processi ng upon reception of the
recei ved nessage at said nessage handler, said

Waemuaotsthl processor capable of resum ng procESEGBI08M01956

t he ongoi ng procedure upon control of said nessage
handl er; a conmand store connegted to the nessage
handl er to save the received conmmand, 5 said command
store capabl e of storing the recei ved commnd t her eby

é?;\ﬂén% rﬂ)g)cé’?ssog‘ @a\f)%e 5 QG&QIQ i onéo?rrg%Fo%Q&%’ safd'} u&tl%lﬁ)g&géf&)éapable of

configuration change detector to receive a

S @@ty ofgbi s B8ceSMFBAOrecefRNDE Bt kdd@vedmeRRg DFaid B&sage handler, said
recei ved conmand, the saved command, and the ongoi ng

p seoetial rpmceSSIﬁICEbabls efwsunting e@nking of éé biaing patgere upon control of said
detector capable of determning if the potentia

s @netspgethgndier ahepmmapdbiiraprinasish todhavsesspee kradigrao saye thh eeceived command,
secgé%%%%conflguratlon wherej n sai d nessage handl

i § Gsters <OVIe 41 toridg e e et Eang @erelmﬁs%dangt faved procedure
S ?éfgen%’?e gnde ags%c!l}]lqu c r gltcl:rl T%% gﬁaﬁ adntect(ae? IECE; %\}g 2 p?tgntlgl geCémty change command
PLGfsi rof %ﬁbdofqg ﬁ%ve&: g&flﬂ‘lzglh'rtﬁé EanQl &)?}ﬂﬁgﬁ §nd {ﬂe S%ﬂg{ﬂg}%edure said
respectively, and to determine if there'is an exi

C Q¥R odtlgubitd dhSMe RELbPERMe of DQerRiinS! if nge p&&ﬁﬂa&gmty change

bei ng one of the saved command and the ongoi ng

C ovmraand congiing h chiahget to thia gecurdte rongudtipnBibreinafid easssze handtehie coupled to

UTRAN as though it were processing the sel ect commands

s S ICOTBIE LRIy isMepupied dhayjsaid seBierfialy prepesion| angrip ceuptedrto jsaid security
sing the existing conmand sequentially.

ﬁ%ally Eocea g
| SOTEPUABEGFH G4 WBEnEreaspldi ot CHBIprUEites w commands
ape? elct%/@l é%@ 'to 'éiggml e ati th&%r losvalnde%gtm% comman t?ﬁc usgreﬁlglgrge% nl% existing

eous conman a user cequl prent ha

S @ dnli ¥Yei £
LSS PP LBl oS oL W RUERAS CTBRIS o oo
Cappdrt ®itRgUIRIN &ttBjagh it Okre ploadssibtethe ket doehahds stiRnBoukI§ while sa1d
an existing command at the user equipnment; (b) if
t branatiql grogassoeix pattallygyo@Bing Gemesidg edmntahdsegeatiallgqui pnent ,
upon reception of a received command: (i) suspending

ﬁ‘é’l@m Aecordle e gpetien GSPsMé élseswrwgnt applicytiophethese i prpn@ed. o method of

the .r celved o) nd and the existjng conman

B B Gae FOYEhF duPdt FERMERAYEE X Fqcvr)ty anfzsafahon the
d % nﬁl‘ia%oﬁ?gmn{agds %&tt h&g tUtE‘EAf\I qcfi%% ¥s%1de pr%dlr'}? qﬁld méth é c?néprlbmg the steps

determ ned, saving recel conta

pﬁp@@ﬁ&&ﬁhnﬁﬁ GehdrbI 8 28 XkiStnk eﬁnr%mwusgréa&%éﬂ ny 1f there is an existing
conpletes; and (v) resumng the existing comman

Proeead ktnig ts@ ealiprsnt, ifta r@Xptish bigre@BBIERGhard rsﬁii)@xﬁlﬁlg ¢ existing
to conplete; such that the user equi pnent appears to

t henngTRANMctsme e dorcouensii mth thewsrivedichsneindant tha peoins toyamand contain
[0013] O her aspects and features of the present

abﬁq"?f&%fqnﬁﬁ“wf} thapgec@hel Wplsarunnd. reiscting e eceivsd gpmrmaniy @) if not so
gt in.the art Egon rﬁ% gﬁ of the follow ng

bRt e g el Pramial i B el Gree e g wommand pocesing

2Qan‘Megegoﬁﬁ%v)Pan%ﬁZQQ%/th%gégmand processing to allow the existing command

processing to complete; such that the user equipment appears to the UTRAN to be processing

commands simultaneously.
[0013]  Other aspects and features of the present application will become apparent to those

ordinarily skilled in the art upon review of the following description of specific embodiments of an
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4 apparatus and nmethod of handling sinmultaneous
uni versal terrestrial radi o access network radio

WO e®an00583 cont rol procedures in conjunction w BET/GB2004/001956

acconpanyi ng figures. BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 0014] Enbodi nents of“the present application
wi Il now be described, by way of exanple only, 5 wth
reference to the attached figures, wherein: FIG 1 is

E{Jaﬁﬁlls( agd ﬁ{%{h@d“of Mrfdﬁ&gr %ﬁlﬁ&o@nuﬂmgdh@ﬁgl Qlfho Sccess network radio
protocol stack apparatus provided wth a sinultaneous

hagaslrdeREntBRfFoBd RS kn cinfin@ic e VittR W mphiyhhg Fii@espr €SENt
application; FIG 2 is a block diagramillustrating in
greater detail the simnul taneous handl | ng RRC bl ock of

FIG 1; 10 FIG E SCRE

illust ratl ng si nmul taneous pr ocedure handl | ng in
af@ao4]daBobodivhdnts of e posses eppticad@pwilloatyibe descitle®, bydway ©f axample only,
second interaction diagramillustrating simultaneous
pm@@mneethﬁlﬁwaph?gfigﬂfwwfme@or dance with the pr esent
application. FIG is a flowhart illustratin

e rrb odi Kt igblogk ﬂ‘é&rﬂﬁﬂluiﬁ”f‘m@laﬁﬁ’flbtoﬁlﬁ’é’ﬁ g5 Fﬁ?tﬁ‘i?e%ﬂﬁ? gppargigs provided
w g“ I 1;1191ta8eousah IBF OCE%&M&;[H ACCOT achF Wi St‘ﬁp tresexﬁ r?1}‘%\1)|11(c: 1t81|1, on;

rami
d evi ce 1F1d\‘2'1§4%1&1’a‘ @a@% 111§s°trat§1g lr}Egréﬂ:g de‘i-:\a(i)l tl%@ n{uﬁsrﬁous ‘ﬂﬁntdﬁ]n lﬁ&l block of
appar atus and net hods of 15]

r gf@nence nuneral s are used in d| ffer ent f| gur es to

denote simlar elenents. DETAILED DESCRI PTI ON OF THE

DRAW NEB:. 2@ 4 i) infFaciefdéagrainnilipstrating sireuliehreawsi prigsiurefiki@lingl in

is a block diagramillustrating an enbodi ment of a
pﬂ@?@@@?wéltthwesa‘ppmlgﬁlﬁs provi ded with a simultaneous

handl i n , in accordance with the resent
appl i cg?ff g2 SfC@edf*?ﬁefaﬁ*wg diggrarppiestiging SRNURSP IS PSS frgdling, in

Hg&g dgr@gl?%@o}%rgsggm% a,sub layer of radio interface

€0 prot ocol stack 100. The SH RRC

2 OO ex 'Ffd S 1§ arﬂot)vﬁﬁrt ‘i:l%‘tl;aflﬁ’é an th@tﬂﬁne%f ¥ m@tﬂ&i of gl?hulpaﬁléb\ﬁé ﬂ@édure
information transfer service to the non-access stratum
Nlﬁﬁldm%nac&h&hn&‘hﬁﬁi@p&@&t@ﬁhcﬁﬁﬁ%ﬂ& ble for controlling

the configuration of radio interface Layer 1 110 and

Layer ZIQ.BG a bitkkediagrimeilludyTiRAN mebikhlegcet whidivamgeastaRE aEco-operate
configuration it wll issue a nmessage to the UE

c gith e ﬁngr@tu%and methods of FIGs. 1 to 5.

[0015] Same reference numerals are used in different figures to denote similar elements.

DETAILED DESCRIPTION OF THE DRAWINGS

[0016] Referring to the drawings, FIG. 1 is a block diagram illustrating an embodiment of a
protocol stack apparatus provided with a simultaneous handling RRC block, in accordance with the
present application.

[0017] The SH RRC block (Simultaneous Handling RRC) 200 is a sub layer of radio interface
Layer 3 130 of a UMTS protocol stack 100. The SH RRC 200 exists in the control plane only and
provides information transfer service to the non-access stratum NAS 134, The SH RRC 200 is
responsible for controlling the configuration of radio interface Layer 1 110 and Layer 2 120. When the

UTRAN wishes to change the UE configuration it will issue a message to the UE containing a
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WD 2004/ 100583 PCT/ GB2004/ 001956 5 conmmand to i nvoke
a specific RRC procedure. The SH RRC 200 | ayer of the

wORodresses this nmessage and initiates the appeDOBR@EM01956

RRC procedure. Generally when the procedure has been
conpl eted (either successfull? or not) then the SH
RRC sends a response nessage to the UTRAN (via the
| oner layers) informng the UTRAN of the outcone.

ct)rgxgéhglfb 1h$ok§§'9[s’é1ﬁjc 1@@3 ﬁ?&fe&% tl“ifk:‘r”S):H Ih{tef()‘é la‘r%r%f fhe fU%V(Yecodes this message
scenari os where the SH RRC will not iSsue a response
MRAEiagftes the dpﬁepru%m précBdutel G&ﬁraﬂ?}a\s&ﬁ th PR codtle RRGe QB8 8lpleted (either
not and does not reply. [0018] Advantageously, The SH
Rmcbbf@b’l@r 2@Dthed thovid RREA eengy Oteposk metsape ko thOVTRAN Ipaa beWer layers)

processi the UTRAN command procedures

s |1rrferrntna ﬁ'é?o‘%lifg" fhihe euteamebplithensht i ghopd be detesl thaft thask arg @(few scenarios

SRR RS A A o R
rating in greater detail the
S| et (?%]ﬁge%)u%&kandl ing RRC bl ock of FIG 1. UTRAN 210

- SeRds) mﬁﬁﬁge%usw tile SHMKRE BREOMR aul'%sO&@%Wt&él &J&QthO to be seen as

change the security configuration 215 to the UE 2

Ulpro2&6ng the PTIOAN eldthnanll pldceduresls@@i@hné@isly 2vhde enablilg the protocol stack 100 to
transmtter 214 in order to receive the nessages 215,
amecesoU TR emdnandprodedurdgFRRAGtallyor t hose nessages wher e

a response is applicable. UE 220 is al so Provided Wi th

a [P Tames e 18 Hdndl Pig 2RRE Ypdscdiaepgo illugifstinhin greater detail the

O A AT
r gﬁ)gé?lﬂl%seﬁlat c‘ﬂaqgg Bﬁl}lec%u]i& c¥111 %m;atr o%%ig'to tthg rU'EQZ:Eg U-E%O 1s prov1ded with a

nnecti ons tween recerver and Simul tanéo

hadketldr Db, R rdRBitteNd iRBEIVRER S HLhhdsH &9‘1@ iaty ?Qsﬂoﬂ@to the UTRAN
RRC and transmitter 214 may invol ve bl ocks that are

Nédr txp mesaksy whdrowhespdiseFk GpplidableS UBR201Ss £19F provi@A#i@ o $Bultaneous
protocol stack blocks of FIG 1. UE 220 includes a

s dendlingtRRColdeek R@fl whith is10on2dcBd taghdetyh mesagsufojne DTR AN 2 RDvia receiver 212,
change under the effect of the nessages with

sP‘i‘“ﬁJY"E“%{h’édﬂ’gmﬁ?do‘eé&‘tﬁ‘r BEOTFAP EeRy el He raswiies 23 The connections

CRALLIHEBLLID: 3 o S RO Bl e s e
P Eﬁmﬁﬁﬁrxttepﬁ 14tnlﬂl§ 1rﬂlglgeelﬁ§ckssﬁ1£t glte Yoy e%éé%l{ll sh%an Blrﬁé ZC Ql@lpg ?or example the

to the security configuration i

b gfowed RiatitBocki bRIRG. ANGE td0andiRst Qturﬁ}hc%nﬁg%rau[)rp%olvhgmﬁ subject to
si mul t aneous handl i ng RRC bl ock 200, is provided

acimegsage thantldcepf BdCOnessages 2Gth Snplentbisapropdds e Qhangs &e security
a securjty configuration change detector 250, a
c enfienidiion £ 15 élth@gh noy pxprastkshowd o dfid 2., ﬁ@ltlamﬁalrartleljl e boronsidered

ggroperty of the access stratum (AS), so that changes to the security configuration involve messaging
between the SH RRC and the rest of the AS.

[0020] The simultaneous handling RRC block 200, is provided with a message handler 240, a
sequential processor 238, a security configuration change detector 250, a command store 260, an
acknowledger 270 and a rejector 280.

[0021]  Depending on the current state of simultaneous message handling RRC block 200, there may

or may not be ongoing or saved commands 245, also referred to hereinafter as existing commands, in
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[ 0021] Depending on the current state of simultaneous
nmessage handling RRC bl ock 200, there may or may not

wheooengssng or saved conmmands 245, al so ref er rBdI/G82004/001956

herei nafter as existing commangs, in WO 2004/100583

- PCT/ GB2004/ 001956 6 the SH RRC 200. As used in this

description and in the appended clains, the term

command is defined to nmean either a procedure that

Wage SHWIRKEM. Ad Q80 iR thi¥RSS A8 arfdlin Be IBSRAAR DAL 1R Ed ISP is defined
an invocation to a procedure. For exanple, there

WoelehnlBghen @precetig ¢ ihntgvas Bindkad fien Ainessdye, oBIHmBRIRge itfat dI@les an invocation
sequential processor had no ongoi ng procedures and

t e exeaderpdios exemple Hizak wenldstmne @xisting Sergemds Lo\t BRE ¥, the sequential
it 5 can be said that there are existing comands at

t REPCERYT R0 opeqingePraseditre Atdi thel copmardestosviad ng sqypdymessagpsn Conversely, it
an__.ongoj rocedure, and/or | e. command store had

2 e SR LRGBS e e Bt o S BT S s s cesing an
PIoRERS $ReddR SanBhOE B S6mb beBinesibd 8T RSS2 AE S equent
or %?%?eé%r es. Siml aﬁin)}, irg[a[miqlgdsae%a\k;eldsﬁc'ﬁ%1 ~ ?ﬂ?ﬂfmsageg‘%at sequential
C QrooRE 258 96 BssAGOMSAME S o RIRE §AMERSor procBiurcsi b8y, it is envisaced th
procedures or nessages. [0022] T%e ryéos?sgge hand?lérls 340" that
| Somgroqud etore 86D s@s prhe@durecia altér pibtiureM smages.handl er 240

is capable 10 of determining if there are any ongoing
010022}y e dheBesrrankpsdiorH0 isiconmected td e feprivecidnddeshsgetbamiier 240 is capable

ex%ggfi n._sinmul taneous handling RRC 200. If there are
n8" CErBIG Y ettt SneoiR ahsayd Gt aP45pico exissigg ponp@ads that exist in

. i ds. | :
e L G AR S
| §ro@é§se§f&&e§k& O9RARQ %}Hﬁhqu ifl I&Eue%&es tH%QgV%r, 9%%%9%%?&& 240 determines that

sequential processor 238 usy processin

P el i0 biS bxystifi® Cdrvad] fGOMRBbdcAIRS scqita il 8Rcdsif 258 GWubyl Mocessing a
configuration 213, or because there is a saved 15

c owvresly récpivedrremmanintigan chagdeothe 204ty vatiguedianDIS SortbBRuse there is a saved
security configuration, then nessage handl er 240

r 6Resd infe compandson 2690 rahanees e sdqwits eofiguratiyn, then message handler 240

contfigurati n change detector_ bl ock 250, which _
pFOEREHE Y0 “ULtBT i tfrerefritvicrrdiepatodiciiags disiraherk 2ffhamgiel proceeds
t ResSeaul i onfiguration |f both the recejve _
conman H%ﬁ%%% %eecelée)?i SO r%lédocrc:]h BRSNS ERENg %Onflﬁuéat@%clg rpythe received
C fuaBI bl hOBi ik corbehBR chell HEERGHD LorkBRatiof P! -
rejects the r éce‘%%d cor%?a%d Str alhgﬁ? ag/aeylltl.c’ﬁ&@tt g the rejector 280
otilgly rdix@Rthe réckivédBmheGiGL-Mathwa R ORRACLHES 85d 20 1B Aloei A BB and does
the security configuration 213, then the command store

bhat ckan@6 e sepvnity corfigurnton il abkn thoemmned storetbi@k 260 s@&@Nthe received
be processed after the existing command has conpl eted
progEsadsoiyt it s Geiepiepsed afterfherxisirgspmPd@ haycowplstsemocessing. Sequential

receivg% and saved %ﬁgnands i n sequence, and dependi ng
o]hrocieﬁsgr. aPr(?‘C‘)eI’SISgS%‘feW_e sbvle%eoggxglpcﬁgr} seghepqseand fi@ie%rtg§n the outcome of
:lgggljio%lksghg{%@%g %ts\éli/s %:{flgjcnge%%rvgéggd org {(:)er alé %\Pl%ldlegge %%pegific message

agk ﬁ&éﬁd)\ﬁg%@rr 2787 OB@IUQCkB@\J/I&@&OﬁO 239 ré}é%[H“é@é %cﬁitugunkgtg the outcome of

out cone
simultaneous message handling RRC processing to the UTRAN via transmitter 214. In the event that a

command does not require a response, sequential processor 238 need not send either a response or a

rejection.
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25 sinmul taneous nessage handling RRC processing to the
UTRAN via transmitter 214. In the event that a

w@eormangszioes not require a response, sequentiBCT/GB2004/001956

processor 238 need not send either a response or a
rejection. WO 2004/ 100583 PCT/ GB2004/ 001956 7 [0023]
In the event that nore than one existing command
exists at the SH RRC 200, it is envisaged that the
SqOUBY t Min }0BehiGhE Abr @ian 6R3NGR e ERIRGE MistsZP e FRRRCTOMNE: is envisaged
if any one of the existing conmands changes the
S elga rhie tsgcwdt Rbrfigurntan icbangdeBctof LH02kiernAabvid ardyagpe @fl gk xistinh @ommands
apggratus of FIG 2 enables the UE to process UTRAN

et ihegzuritgconBigupsine 231 |y while the UTRAN sees the UE

processi ng the UTRAN procedures sinultaneously. [0025]
Ti1%th g Ad8Reegus, tie 2ppargas §f FIG. j2genables; thesVE jig, pragestc VTRAN procedures

d l 1 h I
e o

S a t e
g i T

Iﬁﬁ)ﬁ&i&@&iarﬂﬂmgs baccokdance 344 tl{é%@iseﬁlﬁ appB&GHdL. 1 MTEM@@Q?seﬂds a first message,
processing 322. Wiile security change 1 processing 322
I Smorgoil rhjy hdvihg UFERANY Gdrde $€31d 30 HE S2T @ipch WEHEMYE message 1° 315, UE
"nmessage 2' 325 to UE 320. Upon reception of " nessage
2'320 bggins @ity gapgentl grogssmeside-ulWVhiteysequrityrpljangd. 1 prasessins B2gis ongoing,

Big ag % determne if nmessage 2 contains a ,

s E&f‘%ﬁﬁ SRty 4rierand ‘}B@Saﬁ‘f IRSTR e, o Ureidd gen toeeppg el nwasege 2,

C ' es b secur con ur at

3%%5 S%%fe?dg ?ﬁq s%ceugty an € Pprgcg%sijl %2y SO sntg rc]let%mmse 1 nncl)eféa%ee?t Cé)etfugsda security

3 %Qcmgeuas %glgtrateh e‘ﬁl@ffs% 9 ®EYfoP conﬂﬁ%ﬁﬁ%&% tgthe gb@én}agonﬁg ?ag% so UE 320

30 to provide "saved nmessage 2 and r esumnes

s @erttininkythat A 3Ry dhafifcQCRS Gdtdd@d S0 UEUDOMerdiOrels®leiTinRahde@N325 at step
of security change 1 processing 340, UE 320 sends

" Be%s panedet gvaiessage 21335348 rsanks 130 sedufftR/ébhngé_ﬂ) processing 340. Upon
However, since UE 320 advantageously has " saved
missingien of seqty chinge | pReagw 13PddeEsends Gesponst ogupssigrali @d back to

as if, ust recei ved_ from UTRAN 310.
nﬁ@?@?&ff floygrer i bﬂ?@@&%}&ém y ‘BF SREL wsiRge 2'3839) the UE 320 proceeds

T L ST T—
Vb @Wc&find B GHRAN, 2bQHE N6 sdllis }e§pon§ lenésEth i 33¥ l)atcé ﬂ)etf?é)'é’l’RAN 310

procedures. Note 20 that either response may be

askhaWondigpaiomnés vidtv o tHe @] TRANI 300 the fUE if Rihd1BX &Hﬂit:ﬁeouﬁ ﬂ@cedures. Note

nmessages cannot be processed for other reasons other

t Hatreithen epsponsgimiag be merigevindgsment o1 atryjeatibraifl e sxamlle thomessages cannot be

not expressly shown in FIG 3, if either nessage did

n Biocesseg, iy Ptéeraeaf%‘é prBgs dhan thpwewhwiz cws@fp aecmsr c@ea«w Aheugh not expressly
r,ni.ng now seco

nd
| RSP B e eCer s p p-errd DB e one

. [0026]  Turning now to FIG. 4, FIG. 4 is a second interaction diagram illustrating simultaneous
procedure handling, in accordance with the present application. UTRAN 410 sends a first message,
‘message 1’ 415 having ‘security change 1’ 417 to UE 420. Upon reception of ‘message 1’ 415, UE
320 begins security change 1 processing 422. While security change 1 processing 422 is ongoing,
UTRAN 410 sends a second message, ‘message 2’ 425 having ‘security change 2’ 418 to UE 420.

Upon reception of ‘message 2°, UE 420 suspends 427 security change 1 processing 422 so as to
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procedure handling, in accordance with the present
application. UTRAN 410 sends a first nessage, 25

wO pmgaenges 1' 415 having security change 1' 41FCT/GBRIE4/001956

420. Upon reception of ‘nessag; 1' 415, UE 320 begins
security change 1 processing 422. \Wile security
change 1 processing 422 is ongoi ng, UTRAN 410 sends a
second nessage, ~nessage 2' 425 having "security
C e B@fnedf mdshSe 1 @ntalas £2Burity Lz i) AQERRIED Mehoe ITBSS &fin changes to
2', UE 420 suspends 427 security change 1 processing
4212: sorigyscohfigulAivil 60 WE 1420 383 mREThEB2e 04ty OhARb Gs ddfected 430. UE 420
determne if message 2 contains a security change. As

i Ithetpiary eejcetel messpas 3PS apstepdPd and epndser meeshgerdylailedt 833 mésenge back to
securlt confl uration, so UE 420 determ nes that a
s i %/} cHadh erefugleﬂ‘é?ﬂée%*a cheser 1 pjecesspy 44P o figspigation of security

f ecLa% Is%rocfSanéagl? éﬁl 4&@ gpn s re So%s% 43§agf? g 44%&) Q]iIHXN ﬂ-g However,
42;»9109! 15753 u@@&vﬁéecﬁlﬁg; lﬂ!ts' &%ot&lh‘ﬂlgégfge:h B350 §1§t] i %g%amtu(%%ﬂ:w of the

term nation of security 5 change 1 processing

A2QRIENAD thd SEPONSRIiAD siFBIESAFE prbceddhdd N6 Khadt eshSHRAMNS may be an
410. However, since UE 420 advant ageously has

r @fl@qwlg@emqnegts;aggctﬁh i R exagplet thamedsago Rarinbicbe padcesbedbr other reasons
view of the UTRAN 410 the UE is handling simnmultaneous
prbeetrn ose ieh eneerptecyrigspensse Ahoighngt deressin shown in FIG. 3, if either
acknomﬂe enent or a rejection if, for exanple, the

wé‘?%sé% e BESPﬁPsﬁé}ées@eW“FddPt SS‘E"EP@? r easons ot her
IE(ﬁ)E7 th %ﬁgou éhe E,rrr(l: I%ngae <r: %flsé%e 1-7]&3%( 3an c? thTé!eF%lgtgogg ét is envisaged

not expressrfy shown

digd: H@E: &tk Sr l; i -

[0027] At hough %@?@9&%&%@%&*’%@3 ;32 B e AR manmer o
afithstéhted amtidiedchi@ldr descriptions, it is envisaged that

ei t her procedures or commands be simultaneously

h#1988le d Timming udys tealAGi &IHIG. & he foarhert ibusirEng asembodiment of a method of
illustrated and described. [0028] Turning now to FIG

5 Slmmtaeaeousprp@dlae bandline Feeqordance wish thepresan applicainbodi me nt of

d&? ﬁ Bﬁn i mul t aneous procedure handl i ng
al 0N dante VRicthoth B e¥ERf Py fﬁ M REoCTSHe 3 eo@@a thoppfgre gbsequent
C%ss%@! ﬁat ere?e%8§e% willEnOUE g%Psg' sa\?crae procedure at a

ererore unsequ messa es that are

r fUD@l] vesrnwhiakie UrRBN Wesdase BWSYva! £ chegkaM ‘?rgde tol SQQ #Q] seémgrbhange is
each UTRAN nessage is received, a check is nade

I feqaestsd CHl thete)ls ad@bigi@y dhange Kef) the&feﬁﬁjge id Eithb@¥e@ ot Brof¥sed immediately
security change then the nessage is either saved or
pﬂ%@@@gemmPQWEdﬂﬁﬂemWGUEO dependi ng on the current

| pad on the UE. 0031% If the nessage does contain a

sHOM; + I therasitgee dastieoniis acsaruFilrhange. Rt jo\carresly agtiyeer saved procedure

con%uns arsgcurlty change, then the new message is also either saved or processed immediately
depending on the current load on the UE.

[0032]  If the message does contain a security change and a currently active or saved procedure also
contains a security change, then the newly received message is rejected straight away. This is done
even if the saved message, with which it conflicts, is not yet being processed due to other messages

being processed before it.
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contains a security change, then the new nessage is
al so either saved or processed i medi ately depending

woerootherssurrent | oad on the UE. [0032] If the PEFEBY®4/001956

does contain a security change . and a currently active

or saved procedure also 25 contains a security

change, then the newly received nessage is rejected .

strai ght away. This is done even if the saved

NMPRSAYE Th M biCHG] § sa@Bfidel 68 SmbokiSneMr YBdinoB SidVded at the UE in
processed due to other nessages being processed

befcordgnce with i pre0f 4fpliE o8B At 0 BA G2 ARho DD DEdns. At §tYGIEB b message is
The flowchart of FIG 5 sumrarizes an enbodi ment of a
medckiod fpmoked TERAN Gt theHE. UE siep 520a e deirrdmaioe ivwnadh ag foevhether there is an
present application. At step 510, the nmethod 500 ,
begiting proggdure tthap is srymentlyy byigggueeefeed; and if peesisiabiPrPsedis istrarrently being
UTRAN at the . At ste 20, a determination is d
2SR ER HBr oS0 stee A SO TR L e B0 BB PaaeRs g e method
c ugers 3 'i(lt(y stga% 10%nBER e@a‘?’t%az’ ne® Qrgsslaées.nﬁoﬁg% ?& W& is an existi rocedure
pFoce ure’is currenf1y bei ng p ocessed then step

ERSHESy beflz ppdcERedDBbh W0 BB cohitfes £GEH YRIWIERSSHY Riethdt examines the
processed, and the method goes back to step 510

Wh&rteag tof the nwasage Ed@Ived@\Weprs BE@ JeSrmitdoveshearthe febeivel @eQage Tontains a
an existing procedure currently being processed, then

t heunitethioge. dbht revied netsagsteepaib £0Qurith ehanget therhtbe methdsigndntinues at step
exam nes the contents of the nessage received at step
5560 tberesk fitels fetsing df AR existieg Pracediry Sent4issa sGwity Shangs n& it is so
a, security cha . If the r i ved nessa contain,
SGRTPTES TR NGB8 RReha SHBOTHITBhET FOGL0 dfovegedp eiiged and the
Sggth%x%{uﬁ@{o ste SiOSm gr%&rﬁs miﬂglq}e#vfn}e?sg es.elzféw?é(/é ngthg gx(?sﬁg S E€dure does

contains a security change. S SO et erm ned,
t Retokthe sd¥mtch Oitin&d Mch MeQRRY csitifis 2 6Rp WhEewRatht thd)Rceived message is
recei ved nessage is rejected and the nethod returns
t @aved @fil thd Exidting prodteure tomnplars, taftdr Guhich €ie/ saved MEsgRS re-enters step 510 as if it
However, if the existing procedure does not contain
seeghustigcephdnges, then the net hod continues at step
550 whereat the received nessage is_ saved until the

o H034l; Ty BRB TG G Bl P sticilork dipgrarm iiFToEpe 3 RPITS dayigg) which can act

message re-enters, step 510 as i it 5 Le j,ust, .
" GRR DA S SORA TPRAGH Pt b TGS 147 ook Wl i an cnemplary
gk\grgl%ss @6&9%@61!1&2&%& i\ Ghatifln 666?& ,!t,r@felqﬁya %-wmi&na&@mmumcmm

as a UE and co-operate wt he appar at us an

MRERhevieH at FaeSoicelantl @ath condiidicAMah Gdpatilticd "MEKR L@ 400 preferably has
W rel ess communi cati on device. Mbile station 600 is

p tefcerabibityyto eonimubicyta yitwbtheg cesmitec ysemnocthé Ingmet. d@sperdiag on the exact
havi ng at | east voice and data conmuni cation

c dpratisinglity preyded Nbbiraessdezics By BOefernddd asaadsfaymdsagin@@vicha two-way
capability to communi cate with other conputer systens )
oR28eh e ViFest ﬁ‘é‘[al_l df%cﬁe?l d?llﬁbr @H:pttoHee wé;y( getfl messaging cdpabilities, a wireless

Internet appliance, or a data communication device, as examples.

[0035] Where mobile station 600 is enabled for two-way communication, it will incorporate a
communication subsystem 611, including both a receiver 612 and a transmitter 614, as well as
associated components such as one or more, preferably embedded or internal, antenna elements 616
and 618, local oscillators (LOs) 613, and a processing module such as a digital signal processor (DSP)

620. As will be apparent to those skilled in the field of communications, the particular design of the
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functionality provided, the wirel ess device may be
referred to as a data nessagi ng device, a two-way

W@2awenooss3 wi rel ess e-mail device, a cellul ar teRCEOBRIV/001956

wi th data nessagi ng capabil itlﬁ a wreless Internet
appl i ance, or a data communi cdPi on devi ce, as

exanpl es. [0035] Were nobile station 600 is enabl ed

for two-way communication, it will incorporate a 25 ,

C QSR Gt sy sR MBS V%ﬁl%@hﬁé&lem e kﬂe@brﬂrgumm nBwhR GEVN@Ithe device
612 and a transmtter 61 as wel|l as associated

C TREMIND Sp&aks Fonskafple, nvbildBRitien 600me @ichld ycommbscitietsubdystem 611
internal, antenna elenents 616 and 618, | ocal

oSeighédat arperatg lv@sin th1Bobiwxftf mobfe comswicatpnrygim, dhesDadTALEY mobile
a digital signal processor (DSP) 620. As will be
asw@mtm@ystemg SetoreHMITA netw ek ARGERegprk.

nications, the parti ar design of t
a8 By eTEba U] G55 R R AT PBie! revork 615 For

S u)? \?%l% lg me ?f@\oﬁlteWaH ]?]Jga%' %%Qt%ﬁig [Mobﬁé%?aﬂo& &)6 1s(igémlaﬂ oﬁ 91% lnémork using

ev ce is intended

FQrum@ﬁ%thﬁoatldm*ainb& asb@dddONBRAD HEdYe betoh. UﬂleUlﬁTS and GPRS networks,
conmuni cati on subsystem 611 designed to operate
Wihbever, teh@ Motk iesddMate it Lsubsotitetisius b iddilSyaibee00. MIEPRS mobile
Dat aTACTM nobi l e comuni cati on system GPRS net wor K,

UNA®nredrakore kequiltD@BEulseribaoidkatitysm$dd B IEIV) Neatdvin rokder tocasrate on a GPRS
requi rements will al so vargl dependi upon the type of
neriec V6o A SOEERBCEL prfi P HaiopBH) 1bse hfuRiptai Agsal or non-

netvvoF e.station red on

e o nE T L i guge abrt 12 BETH BT R OF SR s as ‘o1
a%r?l& én%t gaqhn \I\% b%aagglaﬂp tf)lu lgotﬁ‘lta %ﬁ&’l%OO Ivxnll M&bl@@ca@ %ﬁ any other

net'work access 1S assocl ated Wt
a ﬁﬁl&h}%Qﬁl{/@ﬁﬁg c@ﬁlm\;‘rﬁ@ﬁon@ byl hét@orﬁ 6@, IO SIBORtertAe EARShormally similar
nobile station therefore requires a subscri ber
i eendatdtsjor macwHich a(SBYIMrd carbel insdited irdefecttdlike p@fskdite oiCMCIA card. The
GPRS 10 network. Wthout a valid SIMcard, a GPRS
OBV lcad sangitaycoappipkimbtely G¢K loEmérpdry yndf hoklomangy eyl confligyeation @i, and other
non- network communi cation functions, as well as

| &feymptpn Péﬁiﬂ?hraéaie‘ftﬁ‘ﬁ’é‘f”? 6??§“‘(5Frfbcrafﬁ1§’/‘)" @@W% "911"

e{f&?‘ﬁ %-éb éeqmreldlngl;glork ngdso ?uo%\/o(r) ac(::tla\‘r?t}‘% proc urac_agr']rgavg tbﬁen completed, mobile
gtgl%nl@@ S% &Xc?!m\ﬁ'r& v@&mﬁﬂlk&l@ﬁ ngrﬁﬁ 09 Sle rle%fkrbq§ V\@lglkdls received by

Mintertface 644 1s nornmally sim

C 3fit6tm® b Bt thiofiph @oMifdatich nSwMkGAY Ghe GpGk th Rcdives 6120 @BlclAR4) perform such
ejected like a diskette or PCMCI A card. The 15 SIM

C asrtin@ankcdhay inajopr Sxdignelt adplifiGdda, Gtquarepalbyn anderkiad, diltering, channel
many key configuration 651, and other information 653
s ad¢stiereanil the h‘kei, friddmtht evampla pidtes ghesmrii Bk 6.rapdlegttedigital (A/D) conversion.
i nformati on. [0037] When required network registration
o COPNGEIOR o HFEEEd uted H’QW & e ﬁorl’:%'?’fpf"éft‘ré‘ﬂ‘ca“ﬁf) kﬂ“}qéons such as

Stdgrgé ntlo%oagx %n%{%g)e p§r orme 1%' t}{e Dglg%%'mglca? gdm?a@ rr?alm%p 51gnals to be
over e ne I ghal S recel ved
transmitted are processed, including modulation and encoding for example, by DSP 620 and input to
transmitter 614 for digital to analog conversion, frequency up conversion, filtering, amplification and

transmission over the communication network 619 via antenna 618. DSP 620 not only processes

communication signals, but also provides for receiver and transmitter control. For example, the gains
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antenna 616 through comuni cati on network 619 are
i nput to receiver 612, which may perform such 20

weeomnenssecei ver functions as signal anplifi cap¢DaB2004/001956

frequency down conversion, fil ter| ng, channel

sel ection and the I|ike, and inthe exanpl e system

shown in FIG 6, analog to digital (A/D) conversion.

Al D conversion of a received signal allows nore

cqg;nie% SRRMREERALERR if KBSt 812Sand WeRmAS: sldaﬁa,}dnelaaetph@ry controlled
decoding to be perforned in the DSP 620.

S ittifbugh ButdrRafie gdin cositral) AlgdrBhnis@mflémented mmshiced.ed ar e

processed, including nodul ati on and encodi ng for

exelipl /oty sBRR @2 Prefardblyi ngudes @ oniRSproqessers 6t Yideh @iidols the overall

for digital to anal og conversion, frequency up

c GRSFio8 pigthe depicy- tféqrr}ﬂwgwaﬂaﬁfjwtwvs@ Helnding 2 et ity %gﬂ*F?s@F“@fﬁmcanons

B AT TR A o o
a'd§x9ce%ﬁ%%te@%%ué‘h% e %%@l“‘%\%{zgﬁ% 7“'%"8%2 %Eﬂ thn8dm SQAE t@hory RAM) 626,

For exa , the gain

PGI{ifB2RANAOREL X subhjsteddBhd, S&hal frtGIOTHRYBL L@ 120 e ske083a] Sicrophone
in receiver 612 and transmtter 614 may be adaptively

C ®BG, r:okHogdangé koomghcagont culajsteth G40 tdCamtdti@r davigosubiykeBs generally
i npl emrented in DSP 620. [0038] Mbile station 600
prdesigapteddsP43. ncl udes a mi croprocessor 638 which

controls the overall operation of the device.

cé?ﬂ%%ﬂmse’&f pighe %UBS@reffilSoSh%WH ip K- é@?rffgma?mm%femdaft%é fgpons, whereas

t ” f
Lher sugscy’ q?n:‘iénma(:% v1%e r 31dent6 %ﬁ&l-c%?léer t‘gubcrtl é!g%?ly %glge sdkllb%ystems, such as
' 'ﬂ&}%ga{i‘@ (%) éMi hfgﬁﬂg}“&% %Ir exgrﬁMé q‘rﬁly B Qs%&’ %Jr 0% cg‘riﬁﬁ\;hcgéon-rgﬁed functions,

di splay 622, ash nmenmory 624, random access nenory

( RANas Bxting a @liXinéska@é or tritBiisdicvEUL cofnblifdatiSi BN Y, @RBdevice-resident
628, serial port 630, keyboard 632, speaker 634,

nmifioxaphonieas a6861ata osthsB fift- r ange conmuni cati ons

subsystem 640 and any ot her device subsystens

g é??é%alqpyraﬁrxgéﬁeg’rﬁaﬁ%e used ygbe miil@PfPf@@@%% Soraderably stoped in a persistent
subsyste hown in FIG 6 perfor

cé‘ﬁf‘?ﬁh‘i ¢a ‘ilsg PR 8?‘% c‘.Yh‘Flbﬁ‘@i IP%??Q be Wﬁ’é"r lymenopy@OM) or similar storage

n‘% n%ﬁo%@yT%se S lle m"threea wdl?zg)tp:emz%e thatQhehoperatmg k%steglo%?caﬁc device

func Up

6 %gph@ﬁgnsd bl%ﬂ!t@ﬁﬂer@c% 2megfb9 htenfpS AHN ll@adedrmtx a Q/@Iaﬁ@ ﬁ’lgm&? rsuci‘} QL RAM 626.

communi cation-rel ated functions, such as entering a

t RédeiveRSTRAYRIcAON sifnald RSPMIHDE GBre®OMRANBE260MTLNI Cat | on

networ k, and device-resident functions such as a

c 40041l atsohovor, flashsikentors 624 &b HeOOEhteher differagy Baps tf@nboth computer
software used by the m croprocessor 638 is preferably
sﬂ’f?ﬂ’é’é}s $3% 2ad pregram dateirrage §10pP2. Ban @S- ﬂeaesmffwﬁﬁmge types indicate

I nst ead, be ead-only nenory (ROM
o it ol oS i a2t bireien of b i forwfmsoévné*w? Fiprags fpirements

t Iﬂﬁcr&{:&ceé% léSIS’Clg Qidc?it(i:onqg ?ts ter‘?‘a 1né dester% unc ons n&efs IXtﬁy elmales execution of

speci
software applications on the mobile station. A predetermined set of applications that control basic

operations, including at least data and voice communication applications for example, will normally be
installed on mobile station 600 during manufacturing. A preferred software application may be a
personal information manager (PIM) application having the ability to organize and manage data items

relating to the user of the mobile station such as, but not limited to, e-mail, calendar events, voice
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applications, or parts thereof, may be tenporarily
| oaded into a volatile nenory such as RAM 626.

wRe@e 1083 communi cati on signals may al so be stRPCEGBR0V4/001956

RAM 626. 20 [0041] As shown, flash nenory 624 can be
segregated into different areas for both conputer

prograns 658 and program data storage 650, 652, 654

and 656. These different storage types indicate that

eals, RFR@nAAlk, Gad ad ileRS AlRurdly PRE bi B&te BEmdrl &513s WRIDSeYavailable on the
624 for their own data storage requirenents.

Mnebidxtatices $0ilitaG3Bragé of PEM dit it@n. Sw@hPIN agppi@kiad woull preferably have the
system functions, preferably enabl es execution of

s @PilitNee gend pipdl receine fAatmiemarvia the witgiss hatwask 819% dn a prkferred embodiment, the

predet erm ned set of applications that control basic
5?11}4;51@? dEPHie Seawﬁﬁiyua?gﬁaedafmggwd s i we éhecv@reless network 619,

%T‘% %ﬂfz gtgtlo%ﬁp &lﬁ% g:?t eslg)orﬁ i Igaotan 1% npo Gegi or r%1ssocmted w1t a mlst computer
”@W e} %llcapbnpfn%f £fHHE f&a&%ﬁt&!"ﬁﬁ% ﬁmﬁgg ah(%. b %u%@% pe?work 619,
a ~personal informat’ion manager applicatio

haw ian@iaty RO adbkylsicn Y628, Gerdl g@ﬂﬁl)esh&ﬂ@ng%ﬂlﬂﬁmgﬁbﬂ shifs§d88n 640 or any
relating to the user of the nobile station such as,

b wthersgitableisubisyseeah 662 andansmiled hy acsdr BﬂﬁkﬁRAM‘ﬁmr$refemhly&eloM@1atile store
2004/ 100583 PCT/ GB2004/ 001956 12 mails, appointnents,
rﬁl%?t ShoR) for erpsutiongy eahicspprogseer 638. nick fisbity yn aprbiagign installation
| d be avail able on the  nobile station to
FRETFTER e TEEBPAE r I gAY | Pgrovde R on-device funtions,

aBEM&%ﬁo‘ﬁf}de J:'ugctler ef ego%l?l ¥~"{> hg(\a{l\?l\ﬁ)lg,gﬁeecureaco um}éatv()n élalglcatlons may

and recel ve €ss

| RnBleRlfal rc&%n&&?%ﬁ’r@h(?ﬁ@ Qﬁd’ otifel§uch ﬁaMuQ %xﬁaéu&%% b@}ge%ormed using the

seanl essly integrated, synchronized and updated, via

- t hbid stagdres®s. net work 619, 5 with the nobil e st atl on

user's corresponding data itens stored or associ ated

WI@0H2]a Ih @ siata comppurti@tion Bydst emeceifadr digvelr sualppd h ¢&t im@$ISZeMAYWeb. page
al so be | oaded onto the nobile station 600 through the
n&eitktar WY processed By the someuyicatiomsubtypery 81 lcand B to themicrgbrocessor 638,
ort- range connuglcatlons subsystem 640 or

B BERsD S ST L U6 S BB Sl 4 PR S4By el
u§r? crlux 11 tI/Bedefﬁér 2@ 21@ us%¥ of%o%{) esrta?iﬁ XOO mano SO Xo?nl éasFe Id!cltaegSt C)suc% as email

executi o e nm Croprocessor

S%Rag,feé f%?(éxlaﬂni)lb to¥nd He l@%hﬂd%@é 'WQﬁh s Bl%%&:?albiyqtcblgﬁet;Qphanumerlc keyboard
i ncreases the functionality of the device and

p bowleghenca &eypad] in@tnjthentnG:ath thd disH1hy0s23 and possibly an aux111ary /O device 628.
comruni cation-rel ated functions, or both. For exanpl e,

s Sedlir epmposwiniteing abay othera pp | tiagsartitied neyemmycomgmigildtion network through the
el ectronic commerce functions and ot her such fi nanci al

t FAMRRELIOBADSYEMIEL per f or med using the nobile station
6&3?%1'[ gg 42 ce Iggmrgur?cgéa%s, ::?gfggggplégig?n mo%ob ét@t % Grf‘ee) (1:ses|1¥11a(r:l except that
d%\é@i%ﬁ?%néﬁé \I7V$ulcp[§ df&!lb%s: @escﬁlﬁ)gt 833 gggﬁer %Qmm gzﬁst %09 E%pémlssmn would be

subsys m Croproc
generated by a microphone 636. Alternative voice or audio I/O subsystems, such as a voice message

recording subsystem, may also be implemented on mobile station 600. Although voice or audio signal
output is preferably accomplished primarily through the speaker 634, display 622 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or other voice call

related information for example.
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whi ch preferably further processes the received signa
for output to the display 622, or alternatively to an

w@eool1oesy |1/ O device 628. A user of nobil e steCT/OB203001956

may al so conpose data itens suj h as email nessages

for exanple, using the keyboard 632, which is

preferably a conpl ete al phanuneric keyboard or

t el ephone-type keypad, in conjunction with the display
63604 GO DS BEY inG 38 ¥dold Hodal1) G AEldnGated BB petédnaPitdhtal assistant
conposed itens may then be transmtted over a

C QPDAN e adobild staf@t faowicht shiichidgibrtibheith eededk©a ténipiter (not shown) may
subsystem 611. [0043] For voi ce conmuni cati ons,

0\be rdadirkble hetr @tah epticfl dvpibd bampgteat | Sigh 8Q0rt 650 giontd Ieatlt’ole a user to set
except that received signals would preferably b

0 @fe&ﬁncets dhropsh g stapal gice Qh EPf%“’F“@ rFeRligatipy pnd; ‘f’%l}i’sfiﬁeg% fhe gapabilities of

val?f%@e o B e e e Bt v e ectligeso0 over
aB G ﬁ“ Rkefidd gg%rﬁﬁn nr%%voﬁé Sfhe gﬁerﬁafg)clogmgﬁt ﬁigl rgspr for example be

i'l'e station ou h voice or audio s

0 Lagaaw loAdSan BABp@dnaky ahtcatﬁ&&vpé @G dRbd: BRItk yeh&tharagw @fted connection
the speaker 634, display 622 may al so be used to
pm@Mmd@eambmadmaamnemmmmmmmm identity of a calling
party, the duration of a voice call, or other voice
caP5] [eliencoaahupipdtiorsrratisystams o4k, siel sbrrphet-raMECABO1IcABOSBBsystem, is a
PCT/ GB2004/ 001956 13 [0044] Serial port 630 in FIG

f“IWB‘LﬂPHO%’o?Oﬁ‘B‘PW “6’é°h|‘??pilpé1¥élﬁtf‘écf°‘¥lﬁ“"écab‘é‘r‘§6‘ﬁ%ﬂ mehilg jstatign 600 and

n, for

asas&ese%tag stem DAe,)wcesy F\JV%ng%eed meot Snt%c%gs%?% be glr%ﬁruileg}ces( ng?r example, the

sync Wt h user"s
S Q&Mem@ym syhﬁchgl@ §ﬁ 15§Qédedev1gél'yﬁd £s§oc§fgd 1|tsoaﬂcﬁéom &%ﬁtg& a BluetoothTM
conponent . ch a port woul d enabl e a user to set
p rc&fnﬁﬁ_ rﬁﬂt_i‘cﬁ?moﬁﬁlé RBARidafdr &%rtnﬁlﬁl&albn Qﬁi@n&ﬁa_xl? EnaBled dyWehiind devices.
application and would extend the capabilities of 5
nMidP4ble Vélteatnobite &i0e BYO 9 rueedi ad iagE, fpedtocbIndtzoksn@¥b i iGilude fan apparatus and
sof tware downl oads to nobile station 600 other than
t methagyf bandling esfnpdtaneous ramiyerisad ddriceiial masionesedes nefiek radio resource control
al ternate downl oad path may for exanple be wused to
I@§H“%W encryption key onto the device through a

B, Al DU bAoA WL S GOIESLAS Rt By et i
Qaﬁﬁzé d&a{m{]énﬁ %e' a@c%ﬁlp%wﬂg Y@Jn% 1s6e41]igsag§iutﬁel? eﬁh%r fhes ages, commands, or
short-range communi cati oAs subsysteny is a 0 further
ORfociRd bLCRANENETItaMIhsGin N rdRMcO Withl €he faPifara6@ rzﬂiﬂlﬁétﬁﬁﬁ bPie present
bet ween nobile station 600 and different systens or
d emilicaisy, swhatclesatered candte imedesgsdawitoyt dhangBig fhels@pe or departing from the
devi ces. For. exanple, the subsystem 640 may incl ude
arpifitef fhaprewnideriicaienand associ ated circuits and

ts or | uet oot hTM _conmuni cati on nodul e 't
p?@’@?ld o Spoveisntiy CHETOHTRP e ST BPYpwRELinsered 0 bo cxampls
S36§1§e‘f§os9”fj skﬂleVI Céea% may effect alterations, modifications and variations to the particular

embodiments without departing from the scope of the application.
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[ 0046] When nobil e device 600 is used as a UE
prot ocol stacks 646 include an apparatus and 15 net hod

w@boohaedBi ng si mul t aneous uni versal terrestri aPCra#2@4/001956

access network radio resource1%pntrol procedur es.

[0047] Al though the ternms nmessage, procedure, and

command have been specifically used in the above

description and the acconpanying figures, it is

envi gagegh. t hat ei ther nmessages, conmmands, or

procedures be handl ed sinmul taneously in accordance

Wi th the apparatus and net hods of the present 20

application, so that these ternms can be interchanged

Wilt houtA whamgprmgt dpheeatsc2A0ehaging depeityt domfggufati@r(® 13 ehe apparatus adapted

spirit of the present application. [0048] The

aWOVﬁeeereIQ@S?ag%efd)m e ¥IBAN rﬁéH’b 936164* nepragep havdngng command, select commands
plication are intended be exanpl es . only. Those

of‘eq§?éful'gl  SPOyTifY AN RTOCHHP <%1r5? R Oé}lpf‘%?%

nDdlflcatlons a tions .t
embodi FeNt &5V h?nﬁgr %/f)lge%arre T'hd %?eovr% t“%?sa%e C o e of UP?hAN the
ag&leﬂvéﬁ%e‘sﬁ% ham %Q&‘k/e& m??d E’anT &é&ﬁ%@t%él@%&’él@ of e!(ﬂ'acu}/&he
claim user equi pment apparatus (220) having a

S e&difvddt yme Al tlogithedededBd fnekdagy thexﬁﬂyq)r@mraawﬁtyadﬁ@a ®6tedure
to receive nessages froma UTRAN (210), sel ect
ndgselgemesagess ng a command, sel ect commands requesting
a security change procedure (215), the apparatus

conpr i i ¥sguentBl rogessos AFH) faFretier an( 9goRe comipand eP4se having an
recei ved nessage fraomthe UTRAN, the cei ved nessa

h &0 P o BTt é%ﬂlu%%@ﬁﬁsor T %%Vg%t@%tﬁwfa%?megm Said

cap %Qntlgl ces? Ea gb(i% %f es?sg%lggéongglg rgc%gm% 9@3}(‘?&9 t101[1 Qf{;ﬂx rec%lved

rec rressa Nng a Securl

P r&@ﬁg&% &id thédfagSBhBE 52 IBRIRER Srocsod %?Mf 'ré%ﬁnuﬂg 15}8&%19 bf
(238) to receive an ongoi ng command (245) having an

1 Ghe@ingirighthciinR@pdhitb ol FaiidimSegeimdleral processor

capabl e of invoking the ongoing procedure, said

sequenta @mmprd ges SH10) cepeisd go dfe wuspe hdidley tosmgothegeceived
processi ng upon receptlon of the received nessage at

s &P ifsERFemRAN BT (PR A S@@W&ﬁﬂef%ed prEeias §giedy providing

I f th
e e
Com B 5o SRR ) LIETES AR O

C @&amarﬁ csis@leQF biRGf thB GeckiRA @b GRINIAIRRA orhNBEE BM the ongoing
provi di ng

procedure, said security configuration change detector capable of determining if the potential
security change command contains a change to the security configuration;

wherein said message handler is coupled to said command store, is coupled to said
sequential processor, and is coupled to said security configuration change detector to save,
process, and detect configuration changes in commands respectively, and to determine if there
is an existing command at the user equipment, the existing command being one of the saved
commands and the ongoing command, such that the user equipment appears to the UTRAN as
though it were processing the select commands simultaneously while said sequential processor

is actually processing the existing command sequentially.



saved commands (254) and saved procedure references;
and a security configuration change detector (250) to

w0 e@eilvsEsn potential security change conmmand PCT/GB2004/001956
consi sting of one of the received comuand, the saved
conmands, and the ongoing prd&edure, said security
configuration change detector capable of determ ning
if the potential 20 security change command cont ai ns
a,chan he L. opf I QUL at i on. ein said
s sage it RERAL b 30 P e B B HISHE e SBlel on
C el i€ HottaQ oR@Hid coRBEHACH ki keqRinBS §%3Qk0r, B saldSmEQPhRMer
to said security configuration change detector to
S&es one[Hf Azeatd nsdgedaiti @it reeDRE inGsshgdtth AR BRBMGE Hrodeor to
commands respectively, and to determne if there is
aheceme e onzgingoesmand at t he user equi pnent, the
exi sting command bei ng one of the saved 25 conmands
and the ongoi ng conmand, such that the user equi pnent
appears, to the UTRAN as. thqu .t were processing the

S8 cat Tt rvites BRI b ST g v S SR gAY fhates

p . . [ . n

D aaesr Rty 1 Bl 1BRRES SR oot e Be EEMBRG
THRuARAINRSE UShedSurit@6dntiBfaibfl Cl ai m 1, wherein if said
nmessage handl er determnes that there is not an
ongoi ng command at said sequential processor, then
sai d nmessage handl er sends one of the saved nessage
afd t héhgappaitysagreried Balyan 1.8 of hdurhegoreprisingh mpropees®O(638)
to becone the ongoing nessage. 5 3. The apparatus as
r EdERdlefiser SARMEPERIOFeSHRE 2. wherei n said security
configuration change detector rejects a received
command i f both the existing command and the received
cenmman ' NANGE 4t . I . .

c g'nf ig Strleaa{p?éc;)ir#q%gahe& The g\’p‘gjg{eg? Elijlg ge?slgn{rlgé ited | Rrog:]ldeaﬁ b|¥1
14 prdcediire B46)finat ik BREutABH R HikdgtodssBl. Cr Opr ocessor ( 638)

to handl e user equi pnment processing. 5. The apparatus
as recited in claim4, wherein said sequentia
processor is provided by a procedure (646) that is
eRecut &bp Ipparausiagirepricd o d chsein said egage Timllen ppreaavitdilsy an
as recited in claim4, wherein said nessage handler is
panle.j éﬁﬂwwo‘ﬁlﬂe (646) that is executed by said microprocessor.

7. A method of processing simultaneous commands at a user equipment having a security
configuration, the simultaneous commands sent from a UTRAN to the user equipment, the method
comprising the steps of:

determining if there is an existing command at the user equipment (520);

if there is an existing command at the user equipment, upon reception (510) of a received
command:

suspending the existing command processing;

determining if both the received command and the existing command contain a security
configuration change (540,560);

if so determined, rejecting the received command (570);
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interrupt service routine (646) that is executed by
said m croprocessor. 7. A nethod of processing

W@ RemhoEseous conmands at a user equi pnment havP@GB2004/001956

security 20 configuration, thg, sinmultaneous commands
sent froma UTRAN to the user equi pnment, the nethod
conprising the steps of. determning if there is an

exi sting command at the user equipnent (520); if there
IS an gxhcetd RErEMNANBNRL: B50)tRE U &S coREEAIIBObroceslB®bhce the existing
reception (510) of a received conmmand: 25 suspendi ng

t dommend pedcessiflg @opl@N andpr ocessi ng; determning if both

the received conmand and the existing comand contain

a securduming the oxifting eamarandpocsssmg (S0 16 O WIBGKisting ommand processing to
determ ned, rejecting the received command (570); WO
FOURFE00583 PCT/ GB2004/ 001956 16 if not so

o e e b BB o BRI o Bans
GommleL&R: and resuming the existing command

processing (530) to allow the existing command
processing to conplete; 5 such that the user

equi pnent appears to the UTRAN to be processing

c mandie nsthor s teaired dnrdding 7 wBereill the exigihhothnasd is @cinp@ty dommand
claim7 wherein the existing conmand i s an ongoi ng
ccomendln beingopeacesead by (e bisi sqpipmebcessed by the user

equi pnent. 10 9. The nethod as recited in claim?7
wherein the existing command is a saved comrand not

%I‘ r ggt'f‘l% m%t%(l)c{] ag reBlrte (i\'nec a?rg w?ééeirtl ng exlils%gg[ coe %hﬁg’gﬁt\/éd cgﬁ?lmand not

currently being processed by the user equipment.




