Met hod for protecting data This invention relates to the protection of
data, in particular a nethod for guaran- teeing authenticity and integrity
of digitized data on the basis of bionmetric features. In the course of

i ncreasing globalization in al | ar of,_t he econony, par- ticularly
new i nformati on technol ogi es aHP&Igdah)r Of ttairrportance. This primarily
applies to the progressive use of electronic communication netwrks, the
best known form presunably being the Internet. The increasing
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This data traffic is handl ed at present in sone formover electronic
comuni ca- tion networks (e.g. electronic transactions such as e-conmerce).
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ties and the data are only present in electronic form, however, this cannot be achieved
by face-to-face interaction as usual otherwise. Without the possibility of authentication
and protection of transaction data against manipulation, realization is inconceivable. A
reliable check of data integrity is also of great importance with respect to the protec-
tion of electronic stored personal data. Digital signatures are one way of ensuring the
authenticity and integrity of data. Only authorized persons, groups or machines can
make changes on data. Additionally, anyone can ascertain whether a signature is au-
thentic.

Known signature methods use a so-called asymmetric encryption method. The
basic course of such a method will be outlined in the following.

For cach participant in the signature system a key pair is generated, for example a
secret and a public key, which have a certain mathematical relationship to each other.
To generate the digital signature the sender uses his secret key, normally as a special

signaturc feature. The document to be signed is first compressed by a so-called hash

method, the resulting digest linked with the secret key according to a predetermined



al gorithmand the result appended to the docunent to be transferred as a
digital signa- ture. -The recipi ent now Bi-kewi se conpresses the docunent and
conpares this digest wth the digest contained in the digital signature

whi ch lts by decrypting the signa-,ture with the sender's.public key.
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docunment with a person or organization is still problematic, however. For
it to sucdtdemani Waofprtdentddihe nosthold fri DIE (¥st Diggtad Siymanireednd Pubkt Key only
the rightful owner has access to his pri- vate signature_ key and, secondly,
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1.e. resolve into prime factors. This is the so-called factorization problem. The assumed
computing effort is so great that the encryption can virtually not be broken by a brute-
force attack if the keys are suitably chosen. No cryptanalytic attacks are published.
Thus, such an asymmetric encryption method permits a signed document to be
associated uniquely with a signature key. The association of a signed document with a
person or organization is still problematic, however. For it to succeed, the following
conditions must be guaranteed. Firstly, only the rightful owner has access to his pri-
vate signature key and, secondly, each public key has the rightful owner of the affili-
ated private key associated therewith in unique fashion.
To meet the first condition there is the possibility of identifying the rightful
owner of the signature key by biometric features.
To meet the second condition many systems include so-called trusted third par-

tics: third parties who are not directly involved in the transaction and whosc trustwor-



-3- trustworthiness can be considered certain. The system of nutual trust
and checks is fre- quently called the tdust nodel. Exanples of the use of
signature nethods for authentication and checking data integrity are:
contracts concluded el ectronically over the Internet or another data net-
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threshol d value, the transaction is enabled. This conparison is ef- fected
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data - en-..crypted or .in gl aintext - are transferred over networks. The
private STidh SBF%I tR&Ych attagks; eased. The user identifies himself by signing

the document gdi,ai §y%kén¥s atg}ﬁpﬁgérotect users from theft of the signature key. Both PINs
and biometric methods are employed. Attacks on the trust model (TMA) are not even

discussed by most providers of authentication systems.

In the following, a conventional system combining digital signatures and the
measurement of biometric features shall be described. Both the customer's private sig-
nature key and a sample or prototype (the so-called template) of the digital representa-
tion of the measured biometric feature are present in stored form. The following spe-
cific authentication steps are taken. The user identifies himself, for example by enter-
ing a PIN or by a biometric feature being read. The biometric data are validated by
comparison with a template. If the distance of the measured feature from the prototype
is smaller than a threshold value, the transaction is enabled. This comparison is ef-
fected in readers or a central clearinghouse. In the latter case the biometric data - en-
crypted or in plaintext - are transferred over networks. The private signature key is
released. The user identifies himself by signing the document digitally. The RSA
method or another asymmetric encryption method is usually implemented. It is fre-

quently implemented on a smart card or other tamper-resistant hardware. The signed



met hod or anot her asymmetric encryption nethod is usually inplenented. It
is fre- quently inplemented on a smart-éard or other tanper-resistant
har dwar e. The signed -4- hardware. The signed docunent is transferred over
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fea- ture can be read into the reader (rso-called_ replay attack (RA)).
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stored (SKT)..are alsp possibl.e. Such .attacks are ai ned.at readjng the
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Such attatgise%hgmﬁhgo be perforned online (MMA). Thirdly, the data
associated w € tenplate of the digital representation of the neasured
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reader or on the entity in which the template is stored (SKT) are also possible. Such
attacks are aimed at reading the template of the digital representation of the measured
biometric feature. Such attacks can also be performed online (MMA). Thirdly, the data
associated with the template of the digital representation of the measured biometric
feature can be exchanged (STX).
WO 09850875 describes a so-called biometric identification method using a digi-
tal signature method and biometry. This method prevents the template of the digital
representation of the measured biometric feature from being exchanged (STX) by stor-
ing it in a so-called biometric certificate. The template, as well as user data associated
therewith, are validated and digitally signed by a certifying authority. This prevents the
user data associated with the template from being exchanged. However, the disadvan-
tage is that this cannot exclude the possibility of replay attacks.
WO 98/52317 likewise describes a digital signature method. The method accord-
ing to WO 98/52317 attempts to thwart STT and STX attacks by doing without storage

of the digital representation (template) of the biometric feature (BM). In an initializa-



tage is that this cannot exclude the possibility of replay attacks. WO
98/ 52317 |i kewi se describes a digital si5gnature nmet hod. The net hod accord-
ing to WD 98/52317 attenpts to thwart STT and STX attacks by doing wi thout
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private signature key SK(A) is calculated. The

camouflaging information must be for the solution to the problem not to be read. This

is a necessary condition for quantifying or even just estimating the security of the

method.

DE 4243908 A1 attempts to prevent PKT, TA, STT and STX attacks by doing
without storage of the private signature key and without storage of the digital represen-
tation of the biometric feature. This is done in the following way. Biometric feature
ABM is measured. Biometric feature ABM is digitized. From the digital representation
of the biometric feature a so-called fixed-length individual value IW is calculated.
From individual value IW the sender's private signature key SK(A) is calculated. The
message is encrypted by means of said key SK(A).

However, it is disadvantageous that the calculation of IW is to be done by means
of function f, which has a certain fault-tolerance, since it is unclear how this fault-
tolerance, which is of crucial importance, is to be determined for such a function. The
application requires merely that it assign the same individual value to two users "only

with such low probability as is compatible with the security of the system." It is like-



nmessage i s encrypted by neans of said key SK(A). However, it is
di sadvant ageous that ‘the calculation of6iWis to be done by nmeans of
function f, which has a certain fault-tol erance, since it is unclear how
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aut henticated with known publi'c keys. US005832091A& descri bes a method for
obt ai ni ngoabe ndeyiiedadrimmttionticated fwittgleiowmp public kdys. s met hod wor ks as
follows. In a first ste}g the fingerprint 1s Fourier trans- formed. Then the
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attacks, and he net hod onl orrects errors which are due to the
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the method only corrects errors which are due to the resolving power of the measuring
instrument. It remains unclear whether errors resulting e.g. from dirt or small injuries
of the fingertips are also corrected.
All stated methods thus share the disadvantage of not permitting any quantitative
statemnents about the computing effort of a brute-force attack and thus the protection
from decryption. Thus, they are inaccessible to quantification of the protection by bi-
ometry.
In contrast, the invention is based on the problem of providing a method for pro-
tecting data that has increased security compared to prior art methods.
Further, it is a problem of the invention to provide a method permitting safe en-
cryption of the signature key with the aid of biometric features.
A further problem of the invention is to provide a possibility of quantifying the
protcction of encryption by biometry in such a method.

These problems are solved by the features stated in claims 1 and 21.



onetry. In contrast, the invention is based on the problemof providing a
met hod for pro- tecti-ng data that has ihereased security conpared to prior
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input of the error-correcting method does not deviate too far.

In the method according to the application, there is no storage at any point of se-
cret data, i.e. the signature key and the digitized feature data or secret parts thereof, so
that it is impossible to exchange or steal the prototype of the biometric feature. There-
fore, this method according to the application guards against the following possibilities

of attack:

* KA by using an asymmetric encryption method,;

» PKT attacks are impossible since the signature key is not stored;

« STT and STX attacks are likewise prevented since the digital representation of
the biometric feature, or the relevant secret part thereof, is not stored.

» MMA attacks are prevented since the biometric feature is not transferred over a
data network.

* In an advantageous embodiment, RA attacks are prevented by the biometric fea-

ture not being read into an external reader. In another advantageous embodi-
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Claim 4 shows an advantageous embodiment of the method described in claim 3.
The code word is generated by the secret data being multiplied with a generating ma-
trix. This is for example an efficient method for representing the space of allowed code
words.

Claim 5 shows a variant of the initialization phase. The secret data (message) are
not changed by the coding. Instead, separate correction data are created. Said data de-
scribe the space of allowed code words.

Claim 6 shows an advantageous embodiment of the authentication phase. The
encrypted code word is first decrypted on the basis of the biometric feature. The en-
cryption method is to have the property that single flipped bits have no influence on
other bits. A suitable encryption method is the application of the bit-by-bit exclusive-
OR rule (XOR).

Claim 7 shows a further variant of the initialization phase. Separate correction
data are created in dependence on the biometric feature.

Claim 8 shows a variant of the authentication phase. Separate correction data are

first created in dependence on the biometric feature. In a further step, the biometric



scribe the space of allowed code words. Claim6 shows an advant ageous
enmbodi ment of the aut-hentication phase:9Ffhe encrypted code word is first
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user- specific. This permts the correction capacity to be adapted to the

var i ance th differetiieosf thetvalues Wdrnuhedewirtion is smailkethanecording to claim 12,
the digitized feature is additionally broken down into a_ public and a
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metric features within a user.
According to claim 12, the digitized feature is additionally broken down into a
public and a nonpublic or secret part within the second step for providing a possibility
of quantifying the effort of brute-force attacks and thus, if the system is suitably de-
signed, a general quantification of the system with respect to protection by biometry.
Since only the nonpublic part of the biometric feature is used for coding the signature
key, the effort for a brute-force attack remains quantifiable.
According to claim 13, empirical inquiries are preferably used for breaking down
the digitized biometric feature data since they are most easily performed at present.
According to claim 14, a hash value is preferably created with the aid of a hash
function from the digitized biometric feature data or from the nonpublic portion
thereof for coding the private key or signature key. This has the advantage of reducing
the feature data to a fixed-length bit string and thus also simplifying the coding of the
affiliated signature key, which can then be easily performed with an XOR operation

for example.



signed, a general quantification of the systemwth respect to protection
by bionmetry. Since only the nonpubliclp@aﬂ of the bionetric feature is
used for coding the signature key, the effort for a brute-force attack
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uses the hand-
difficult to imitate. Simple copying of patterns or features is virtually excluded.

According to claim 17, the method according to the application uses the hand-
written signature as the behavioral biometric since it can be easily broken down into
dynamic and static portions, which in turn serve to break down the biometric feature
into secret and public parts.

According to claim 18, the handwritten signature is preferably broken down into
a public and a secret part such that the secret part of the signature is a proper subset of
the dynamic information, thereby making quantification possible or keeping it possi-
ble.

According to claim 19, the biometric feature in question is measured and digi-
tized several times in order to improve the fault-tolerance or determination of variance
of the biometric feature data when they are digitally captured.

According to claim 20, a conventional public-key method is preferably proposed

for key generation since it is widespread and works reliably.



witten signature as the behavioral bionmetric since it can be easily broken
down into dynamic and static portions,fiwhich in turn serve to break down
the biometric feature into secret and public parts. According to claim18,
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for attacks on the signature nethod by storage of secret nmet hod
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quantifiable, unlike e.g. theft of the biometric prototype or the like. If
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on the signature key. This permits a numerical statement of the effort at least necessary

for guessing the signature key with brute-force attacks. It is thus possible to quantify
the security of the method according to the application, which uses a signature method
with additional encryption of the signature key by biometry for protecting data.

Further features and advantages of the invention can be found in the subclaims
and following description of an example with reference to the drawing, in which:

Fig. 1 shows a course of a transaction of a conventional smart card system using
an authentication method with a digital signature;

Fig. 2 shows a course of a conventional transaction using digital signatures;

Fig. 3 shows a course of a conventional transaction using digital signatures and
an additional authentication step;

Fig. 4 shows a schematic representation of the comparison of the correction data

from the initialization and authentication phase according to the application;



for guessing the signature key with brute-force attacks. It is thus
possible to quantify - the security of {h&-nethod according to the
application, which uses a signature nethod wth additional encryption of
t he signature.ke F% bi try fofr pratecting data. Further features and
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aut hent i I -C%lhe identity of the parties to the transaction. In
identification by know edge, identification is effected by a shared secret,
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Different combinations of said methods are likewise possible. Thus, someone
making transactions with an ec card will identify itself by possession (the card) and by
knowledge (the PIN).

Some authentication methods cannot meet high security requirements. Thus,
identification by knowledge always involves the danger of users writing down the
passphrase or PIN. Furthermore, passphrase or PIN can be determined cryptanalyti-
cally from stored data. To counteract such dangers, many new authentication methods
use digital signatures. Digital signatures have a further advantage. They simultane-
ously ensure the integrity of the signed data: signature and data are inseparably inter-
woven,

Digital signatures stored on a smart card or another portable medium are only a
special case of "identification by knowledge." Therefore, they are frequently protected
additionally by a PIN or biometry.

Fig. 2 shows a conventional transaction using digital signatures. The transaction
includes the following steps. A certifying authority issues certificates and keeps direc-

tories which assign a rightful owner to each digital signature. The signer signs a con-



know edge (the PIN). Sone authentication nmethods cannot neet high security
requi renents. Thus, dentification by K¥now edge al ways i nvol ves the danger
of users witing down the passphrase or PIN. Furthernore, passphrase or
PIN can be determned cryptanalyti- cally fromstored data. To counteract
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rightful owner of the key is actually the person 0 signed the contract;
and the custiogenlptempdraripagredramst withglotted dimes, dndrdatd exibting forea lvapbods,
the custoner ¢an only sign the contract after previous]y identi- fying
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side COMRed gio&rt‘eetﬂg?gasu}re with a stored sample (template). In this connection attacks are
possible, namely MMA, RA, STT, STX.

Fig. 5 shows the signature method according to the application in a schematic
flowchart. The two independent methods of the initialization and authentication phase
are shown jointly. It includes the following steps. Firstly, in an initialization phase the
user's biometric feature is measured and digitized. This is referred to as prototype P of
the feature. The biometric feature might be measured several times. In this case, proto-
type P is determined from several measured values and used for initializing the appara-
tus. Ideally, prototype P is then broken down into a public and a secret part. On no
account is a complete biometric feature, secret parts of a feature or a prototype thereof
stored. Secondly, in a second initialization step correction data are calculated from
prototype P to permit the reconstruction of measured biometric features when they are
within a freely selectable tolerance interval. Thirdly, in a third initialization step the
data necessary for carrying out the cryptographic method are calculated. Fourthly, in a
fourth initialization step the private data of the cryptographic method are linked in
suitable fashion with prototype P or parts of P. Fifthly, in the authentication phases the

user's biometric feature is measured and digitized again. In the preferred embodiment
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uni que fashion. Collision freedomof the association ru
determined directly from value P. Ninthly, the apparatus signs the bill or parts of the
bill. The signature key is then immediately deleted.

In the following, the reconstruction of value P in the authentication phase will be
described more exactly. An algorithm having the following properties is used for map-
ping onto value P: a) it maps legitimate input values, for example digitized biometric
features, reliably onto value . In the present case this is prototype P; b) it does not
map illegitimate input values onto value W, c) it is scalable with respect to the allowed
variance of legitimate values; d) the mapping function is discontinuous outside the in-
terval in which the legitimate input values lie. This means that gradient methods are
not applicable; e) it permits no conclusions on properties of legitimate input values.

Properties a), b) and ¢) describe the reliability of the method. Properties d) and ¢)

say that analysis of the method for calculating value W offers no advantages to an at-

tacker. This means that the effort of an attack on the system equals the effort of a
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In the following, the signature method according to the application described

above in principle will be described in detail with reference to a preferred example:
1. Initialization phase

(a)  In an initialization phase the legitimate user signs on a display of the apparatus
several times.

(b)  The signature is digitized. Static and dynamic information is detected.

(¢) A sample or prototype P of the signature is calculated.

(d)  The variance between the digitized signatures is determined.

(e)  Static information of the signature is stored for classification purposes.

(f)  The dynamic information of the signature is compared with statistical and psy-
chological information about signatures of the total population. Dynamic infor-
mation which cannot be obtained with knowledge about the statistical properties

of signatures and which is characteristic of the signer is classified as "secret."



In the authentication phase (I ower Iinei(, the encrypted code word is
decrypted by a bionetric feature neasur'td at a later tine (the
authentication BM. Since the bionmet- ric authentication feature does not
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t he basis of tlevyaeéance possibly neasured in step I (d), statistical,
psychol ogi cal or other know edge so as to correct the error rate expect ed
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square.

()  In the last square the parities of several columns are combined so that the pari-
ties belong to constant column lengths.

(k)  All signatures are deleted.

(I)  For a suitable public-key method a key pair is generated.

(m)  The secret key is protected with the aid of the binary representation of the fea-
ture, e.g. by storing the bit-by-bit XOR of the secret key with the biometric fea-
ture (or the hashed value thereof) and deleting the secret key.

(n)  Statistical data on the total population to be regarded as commonly accessible
are used to determine number N of the bits of the feature which are to be re-
garded as secret because they neither can be guessed nor are used up for error
correction. Due to the error correction information the number of bits to be
guessed in an attack can be reduced by 2n-1 per square since the attacker knows
the correction method. The resulting number is a measure of the security of the
method.

(o)  All secret parts of the prototype of the signature are deleted.

(p) A key pair comprising a public and a secret key is generated.



(i) The parities are stored for exanple in the apparatus according to the
applica- tion. Although they could |ikeld se be protected in principle, they
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with the ai ary representation of the fea- ture, e.g. by storing
the bit-by-bit XOR of the secret key with the bionmetric fea- ture (or the
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paratus was initialized for several users.

(¢)  The binary representation of the feature is entered into the squares of the
initialization phase.

49 The parities of the lines and columns are calculated.

(g)  Any one-bit errors are localized by comparison with the stored parities, and cor-
rected. (See Fig. 4.)

(h)  If there is more than one error in a square, correction fails. That is the case in
particular if an insufficient forgery was inputted.

(1) The corrected feature is used for recovering the secret key of the public-key
method. In the exemplary method from 1(m) the bit-by-bit XOR of the feature
(or hashed value) is calculated with the result of 1(m). This value is the secret
key.

()  The document to be signed is signed by means of the newly generated private
key.

(k)  The private signature key is deleted.

(N The signed document is transferred.

(m)  The error correction function permits no conclusions on how far away the digi-
tized biometric feature is from the boundary of the correction interval. Gradient

methods are therefore not a suitable possibility of attack.



tures. This inpedes replay attacks. (d) Public information of the signature
is used for classification purposes if-the ap- paratus was initialized for
several users. (e) The binary representation of the feature is entered into
the squares of the initialization phase. (f) The parities of the |lines and
colums are calculated. (g) Any one-bit errors are | ocalized by conparison
with the stored parities, and cor- rected. (See Fig. 4.) (h) If there is
nore than one error in a square, correction fails. That is the case in
particular if an insufficient forgery was inputted. (i) The corrected
feature is used for recovering the secret key of the public-key nethod. In
the exenplary nethod from1l(m the bit-by-bit XOR of the feature (or
hashed value) is calculated with the result of 1(nm). This value is the
secret Kkey. (j) The docunent to be signed is signed by neans of the newy
generated private key. (lc) The private signature key is deleted. (1) The
si gned docunent is transferred. (m The error correction function permts
no concl usi ons on how far away the digi- tized bionetric feature is from

t he boundary of the correction interval. Gadient nethods are therefore
not a suitable possibility of attack. -18 - 19- This Sheet Has Been
Replaced I'litlil21121111111111111 Cains 1. A nethod for protecting data
havi ng an aut henti cati on phase with the following steps: (a) providing a
bionetric feature; (b) digitizing the bionetric feature to create digitized
bi onetric authentica- tion feature data; (c) recovering secret data by
nmeans of a decryption on the basis of the digi-



tized bionetric authentication feature ?@ta and on the basis of a coding-
theory nmethod. 2. A nethod according to‘¢faim 1l having an initialization

phase Wi t hrfiBeef @dslpespirBglacest €ps: (@) providing a bionmetric feature; (b)

digitizi ng feature to crgate digitized bionetric feature
data; (c) ﬁﬁm@u et data; (d) A pting on the basis of the
digitized bi re data and fault- tolerantly coding the secret

data. 3. A nmethod according to claim2 having the consecutive steps: (a)

faul t-t ol br anAlyethodifogproetingataed haldh@ah QutieeaéRion F1Ade Wil Bl HRdwing
encrypting the code word on the basis of the digitized bionetric feature

data to creat¥epm encrypted code word. 4. A method according to claim3,
wherein the C@bje word | ge erat ed by a generat- ing matrix. 5. A nethod
according to ‘& ai m@'oﬁ e Dtorectiig fediichg step: creating initial correc-

tion data to scri ce of owed code

accor di ng to@ ai m(:?gh&\k}i%%lgt gL ?8?:%@(? 1gz?tgﬁl§g1tz%%c§ b’(?@&fftg)ﬁtaf*ﬂ’@“flﬁ%
encrypted code wor d;@febhge Bagl S of the digitized bionet- ric
authentication feature data; (b) recovering the secret data on the basis of

a codi ng-t hedey netrbeskering sbcreetiabyaaearstimoddedyftiot oi thelbisiser thdgigi-
following step: providing initialization correction data on the baS| s of

the digitized bi ondtzed bisrefrigrantitatisation feature dhtaciralcarotidi bagistaf acdcating-
havi ng the foll ow ng sterg 11111111111111111111111212 I!'1l CL Ms This
Sheet Has Been Repl'HeQ3¥ ™4H19411111111111111111111 - 20 aut henti cation
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(a) providing a biometric feature;
(b) digitizing the biometric feature to create digitized biometric feature data;
(c) providing secret data;
(d) encrypting on the basis of the digitized biometric feature data and fault-
tolerantly coding the secret data.
3. A method according to claim 2 having the consecutive steps:
(a) fault-tolerantly coding the secret data to create a code word;
(b) encrypting the code word on the basis of the digitized biometric feature
data to create an encrypted code word.
4. A method according to claim 3, wherein the code word is generated by a generat-
ing matrix.
5. A method according to claim 2 having the following step: creating initial correc-
tion data to describe the space of allowed code words.
6. A method according to claim | having the consecutive steps:
(a) decrypting the encrypted code word on the basis of the digitized biomet-
ric authentication feature data;
(b) recovering the secret data on the basis of a coding-theory method.
7. A method according to claim 2 having the following step: providing initialization
correction data on the basis of the digitized biometric feature data.

8. A method according to claim | having the following steps:

AT



t i hatShe@rHaBenRAjidckaal correction data; (c) decrypting encrypted secret data

on he r-ecovered digitized0 bionetric feature data. 9. A

met B}Eﬂ,@#ﬁ&ﬂ““{to claim7, wherein the initial correction data are

cre | ati on of the digitized bionetric feature data nodul o n.

10. A net hod \accor digiingaudicaiinataon earegcsion datreomtherhastsi ofzhe digitzed bist i on

data are cre- atedgiaﬁyt .cal ﬁ-{él tion of thg aut hentication feature data nodul o
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n. 11. A nethod ac&5 Uf AYCBUERNEaBITG 83180 havi ng user-specific initial
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according to erein ap C an secret part

are determ ned or eghiigmhediditisindhetibhdpmiric feature. 13. A nethod
according to claim 12, wherein the separation into a public and a secret

part of the Hcpmet decrypaagenerypsededetret detd ou thb bakie ofititt moeened digitized
inquiries. 14. A nmethod according to clains 1 to 12, wherein a hash val ue
is created from t h@oraegictieaee @atanet ric feature data with the aid of a
hash fung{ion, 15 net hod ,according ta .of claing 1 to 14, wherein a
hash var b + o gietaadbror RS R0 b hesSn ThY el GoRreRon SRR €A ToHET Bhr ur o
data with th ' - o0 t ording to any of the
above cl ai msféa?hugartgzlfnn@f;tﬂé‘ﬂ&zg%ﬁo@?&'é%feg%r@‘idg& Ig elﬁg’{:ii oral bionetric. 17.

A net hod [@cc o defigod Qco@?&ingfto thema) WiRréih ahdButh¥iedation cohRchib® ABlardre cre-
feature consists of a handwitten signature. 18. A nethod according to any

of the above atdddbyreszlculatioriof thehmitheniwbation featureidgteamotiutomn.i s br oken down
into a public and a secret parf.and the secret part i.s_a proper . subset of
the dynarile i“histhed 2ERTEnSiRslaingd4e JPdaving usarspedite inbiabeairergiongladmy of

t he above cl ai wher ei n-t he..provi di ng. and/ or digitizing of the bionetric
feature is e?f@cs?{rél efé%??&&éﬁ Pafl}tﬁgge.ra’g(?.ogﬁl%t hod according to any of the

above cl ghns, | 5 I; L Gskey
roene ST RS MR oSyt vnttch b et

are determined or estimated from the biometric feature.

13. A method according to claim 12, wherein the separation into a public and a secret
part of the biometric feature is effected with the aid of empirical inquiries.

14. A method according to claims 1 to 12, wherein a hash value is created from the
digitized biometric feature data with the aid of a hash function.

15. A method according to any of claims 1 to 14, wherein a hash value is created
from the digitized biometric authentication feature data with the aid of a hash
function.

16. A method according to any of the above claims, wherein the biometric feature is
a behavioral biometric.

17. A method according to any of the above claims, wherein the biometric feature
consists of a handwritten signature.

18. A method according to any of the above claims, wherein the handwritten signa-
ture 1s broken down into a public and a secret part and the secret part is a proper
subset of the dynamic information of the signature.

19. A method according to any of the above claims, wherein the providing and/or
digitizing of the biometric feature is effected several times.

20. A method according to any of the above claims, wherein the secret data are gen-
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crated with a public-key method.



21. An apparatus, in particular for carrying out the nethod according to
any of the above clainms, having: (a) -dans for digitizing a biometric
feature to create di gitized bi onetric fea- ture data (b) means for

provi din secret data; (c) neans_for fault-tol er and d| ng
the secr daﬁraapwawedmm attswrcemmmqtﬁ’@e% ﬁfﬂ& @t%o

data with the,aid t‘H .digitized bionetric feature data 22. An

appar at us ac@BPd?ﬁ ”PB Vé‘i‘%n 21 having neans for creating code words. 23.

An appar at us égf gor %&ﬂi\tg g?dzﬁﬁ &bnﬁ?{étﬁg_fé@tﬁféstofc%atgP?ﬁftké@bi’o%éth@lfea—

correction aratls according to any o alns 21

havi ng nmeans for pre¢iditsaig a hash value. 25. An apparatus according to any
of clainms 21 to 24 having neans for breaking down the bionetric feature
into a publidband aneassfet pyoarding Qeﬁzretﬂttatappar atus according to claim25

havi ng neans for breakin nto a pub- ¢ and a _secret part of the
bi ometric fed€lre mqaﬁstf%fdgitﬁowarg{yaqng@g %%4 dq:qu@gtb@ssecreﬁﬁata;\ﬁn ppar at us

e 1980 8. el B AR R B b
7~1S shel//j4Sle ~diditizdd Biomkfnc feature data.
22. An apparatus according to claim 21 having means for creating code words.
23. An apparatus according to claim 21 having means for creating initial correction
data.
24. An apparatus according to any of claims 21 to 23 having means for providing a
hash value.
25. An apparatus according to any of claims 21 to 24 having means for breaking
down the biometric feature into a public and a secret part.
26. An apparatus according to claim 25 having means for breaking down into a pub-
lic and a secret part of the biometric feature with the aid of statistical inquiries.
27. An apparatus according to claims 21 to 26 further having means for capturing a

handwritten signature as a biometric feature.
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