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Techni Field The present invention relates to a signal proces

appar ﬂmﬂém&mm mmmod that is effective in protecting the copyri gﬁt @gAPR 2003
digit ilBackground Art Due to devel opnent of the Internet or the

| i ke, for*cexenpl e, nusical contents are distributed to conmputers of an

unspeci fied nunber of users from Wb sites (servers) via the network;
i nfringement of copyright for nusical contents has thus becone a problem

Figure 22 is a view useful in explaining howthe copyrigcam Mmﬂmmm m
contents is infringed on. As shown in_thi igure, at a m wm rver)
2 on a network 1, a CD (Conpact Di sb%S§E§§TE8 protected for the cqpyright

is reproduced by a CD player 4 and audi o data S4a obtained through this
reproduction are conpressed in an MPEG (Moving Picture Experts G oup)-Layer

3 (her eagiﬁlﬁ%%re;%lgéé%jsh@; %%A%§mﬁ UFSS ate an MP3 file Sba. Next, an

unspecifre conputers to 7" access a conputer 6 at the Wb
site 2 via the network 1, and the MP3 file S5a associated with the CD3 is
downl oaded to the conmputers 71 to 72 of the unspecified nunber of users. -

1 10 APEhRDOB1 Field
The present invention relates to a signal processing apparatus
and method that is effective in protecting the copyright of digital

signals.

Background Art

Due to development of the Internet or the 1like, for example, musical
contents are distributed to computers of an unspecified number of users
from Web sites (servers) wvia the network; infringement of copyright
for musical contents has thus become a problem.

Figure 22 is a view useful in explaining how the copyright of
musical contents is infringed on.

As shown in this figure, at a Web site (a server) 2 on a network
1, a CD (Compact Disk) 3 to be protected for the copyright is reproduced
by a CD player 4 and audio data S4a obtained through this reproduction
are compressed in an MPEG (Moving Picture Experts Group)-Layer 3
(hereafter referred to as an "MP3") to generate an MP3 file Sbha.

Next, an unspecified number of computers 7, to 7, access a computer
6 at the Web site 2 via the network 1, and the MP3 file S5a associated
with the CD3 is downloaded to the computers 7, to 7, of the unspecified

number of users.



Next, the users output the MP35a file fromthe conputers 71 to 7~, to MP3
recorders 81 to 8n, respectively. As shown in Figure 23, the I\/P3{bl;m§§ 26
input to a termnal 10 in each of the M3 recorders 8, to 82 and 03
witten to a sem conductor nmenory 16 such as an EEPROri (Electrically

Er asabl e Programmabl e Read Only Menory) in a correspondi ng one of MP3

pl ayers 151 to 15~ via a termnal 13 and a switch 14. Then, the MP3 file

Sba read fromthe sem conductor nmenory 16 of the MP3 player 151 to 152 is
decoded by an MP3 decoder 17, and sounds are then output from a headphone

18 depending on results of the decoding. At thjs point, the sounds outpu
from the headfttne H§ HAGES P HgE+t ttﬁlé‘ ggﬁéaq%hjr‘?t S tpﬁog‘ém@lﬁ?%ﬁ]eﬁ G\Eei\'
the CD3 | s reproduced b h player 9...1n addition, the MP3 recorders 81
to 82 eatﬂ %gger%ﬁoWg%r%ﬁ%og8$RﬂLr%% %é%iﬁé%%ﬁ Figure 23, and when an
unconpr essed ' i gnal.. c b he. yer. .S, ppu he VP
encoder 11 vipgygght%g?lmgﬁa%lé&p% ﬁ%y’l\/g%eeﬁggdg%E:%l%:gr?prlggggsggh% éaeﬁr |l(§1asl| éﬁal

S9 in the, N34t graanefipt & b M- bl €054 land M3 { £€4% 48T 2 YT ReR S eS8«
for exanple, an SCM5 (Serial Copy Minagenent System) to control copying so

as to WjhteopPRl ¥ CRR-HIBRELAL ik OREM @dﬁéd@%&d&ﬂhg Brisgenergt s P itdheecad
audi o signal 59, to the sem conductor nenory 16 via the termnal 12 and the
sSW tch 1ldn1dsuéeesey) biad ahoideddeedViy beeobderns38plapeB8s Bhoww i1, Rrpures
22 and 23 have a function for protecting the copyright of the unconpressed
audi o datar®Onaeprdducedc fawarhdbhd 4CD based on the SCMVB. - 2 10 APR 2003
Si nce, however, the MP3 file input via the network 1 is unconditionally
witten to tH&heaenithendidt 611465y ndral NP3mplthyeseibdondudizry mermubliém £
occurs that users may infringe on the copyright. A simlar problemoccurs
wi th di ghhalME3 g vsirgrak stQJIils?tnrlr%LFifé%Pdﬁcﬁ bvhaénnkPwoitkcedeerl Gompde §9BAS

Di sclosure of the Invention The present jnvention is provided in view, of

t he abovRr8dder e pr bbPRA %?a‘i“htéprber i §rieandingen repilha YbfheecPrAdPLof
to provi Si gnal ., praocessing a ratus an t hod 't hat det ect whet her
or ot ot b Poengha e BeiEn R ORDT ot AR T HIR Citn LG FaLE [ UdiQsT The
Suppress érgérégﬁ‘agf{@ tas°fth§Q%% eyt Lalt JLof cupsgsssed Al gital. 3 %@altfue C

di stribuf@d°td an speci f1ed nunber of "Users via, for xanple, a network.
To sol ve,ihe.abpve described problens of the prior art and attain the above
obj ect, a signal processing apparatus according to a first aspect of the
present inventj Qricdetieeal StMbakberr&foirA sdi @ tal cstgnddvdas PB8Nencoder
subj ected to a conpression process and is characterized by conprising

st orage neanss faiowat i Mg curfd 2st, amburheaf ahnfineomb ik Ons s etlidio a irgf=ar ence
for detecting whether or not a digital signal with el ectronic waternmarking
i nf or mat repredbedtied tireCdim ey beempsibf edthedfd enlreodeanit gdsi otieprnovess,
the first amount of information being the amount of the electronic

wat er mar i ngh¢ it mitqasier dit caspiresseeanbef andéxt $ bEtd hgS 1 higr dihe Mfonite

wat er mar ki ng i nformation contained in the di%jtal si%nal to be detected,
and det e2eor? MeahsMPar L Her edtli-ngTheMF3 recptaer $offenatseton®afBanP 6f

i nf ti hat |s t t of th [ t Ki i nf ti

ext act et A0 Lo i9ig ERY TPSECHRRanDYoF SR hi 6 et O W R YCRE SBcafia e
t of ] i t t ' Laital .si .t ;

ot oot o FeE- Buny bOR; S EFCEN PECATAPRL T D aE PRt e B8

processi €gg@§pasrge}t WS AREUNG IR LG RERSEDL 16 WMENthANre AR £X1 rBLLANthe

circuit first extracts electronic watermarking i nformation contained in a
digital siphal ip be detected. Then, a detection circuit detects a second
anount of information

As described above, the MP3 recorders 8, to 8, shown in Figures

22 and 23 have a function for protecting the copyright of the

uncompressed audio data S9 reproduced from the CD based on the SCMS.



that is the amount of electronic watermarking information extracted and
conpares the second anount of information with the first anount of
information read fromthe storage neans, to detect, based on afifgs 9003
t he conparison, whether or not the digital signal to be detectlérﬂggwieen
subj ected to a conpression process. Wen the digital signal is conpressed,
at least part of the amobunt of information in el ectronic watermarking

i nformation enbedded in the digital signal is lost due to an error in
guanti zation carried out during the conpression process. Thus, whether or
not the digital signal to be pr.ocessed has peen subjected to the,, .

conpr esSiERprBgBeeeta H%bM%%ﬁégféﬂnBVtéﬁﬁbg??ﬁﬁﬂ?ﬁﬁ' dﬁhﬂn%ﬂﬁgh?l?ﬁally

i nf ti th is th t of i ' ' | ect [ t '

| nf or a2 (6 Fach s el AechPgi TR L bRart 815y het Bt Bal Sy prit el th
first t of . inf [ f tecti whet h

ot t ho QT Eal 8 STl TRV el BCT FaAe el & MR G it or mmt o enbedded

therein has Regmy | GOL A dnP SR8 CONPERSS Ik PI OGRED shBRalLT &8s @Dy edf

information - eing the amount of information 1n the electronic

wat er marking et Qk-pBt-koRr Akt ebRptéyelyn. @ signal processing apparatus
according to the present invention detects whether or not a digital signal
has been subjected to a conpression process and is characterized by
conprising conparison neans for determning a level and a polarity of a

pr edet emiisiad sirequéneiieconpenendnwi t h el ectroni ¢ wat ermar ki ng i nformati on
enbedded therein, based on a conversion factor for a frequency domai n of
the digital Shgnatesenioriagenmdansifarretistéchgnaviavraef tthreeshovd deaserelhetd
as a reference for detecting whether the digital signal has been subjected
to the cooprlesspbriherioebes ardndyeiécts 6R Thars Heebeef tg, Phaskde anskgnal
result of the conparison neans and the third thresho| d val ue, mhetgﬁgigg¥a

di gi t al PHAGe&S IRt Sttt os! Hret ComAt YR o piHagESL not a

Al ternatively, the conparison neans detects, bas n_the conversion

fact or, %ﬁﬂ?aﬁfhﬁPuPﬁFn589§p5?sﬁe r%%%t%ﬁ?ﬁrﬁﬁpfqé%%éﬁﬁmgigeﬁ8€p58ﬁﬁonent and
a second frequency,co n f irst, fy. CY.: nent by a
predetef?ﬁﬁ%% 9GS gnggpgﬁgag?gggﬁgn%yfégn%gﬁhg%éﬁ%ﬁw%%%qﬂggs%lgﬁgﬁgf the
frequency GOTPARER! $o188 BnbBYEE £ala Wik tof 1dAS WUe 1Bt BRagBTR! €5Si ON
process, and conpares a polarity of the first frequency conponent of the
det ect ed,3&lorW.th a polarity of correspondi ng second frequency conponent

t hereof, and the detection nmeans conpares, based on a result obtained by

t he conpari sos sEaAS,tha abbeealesatibdiaprogl ansaifhicd polar iant antihatteein
third threshold value, - 5 1 0 APR 2003 to detect whether the digital

si gnal Has bbemesabject ek to.dried popperesingreprocEsss sdlcogdiagi Vel §, e
storage neans stores a fourth threshold value used as a reference for

det ect i mFpAisdt dErther Pheserhd rdiegitian d¢prals Wastiret oaitcd Wavaadr &I Fp!

i nformati on enbedded therein, and the conpari son neans detects, based qp
the convErssiPesnf §8PIPCLEAetOf 2 pFAMRT e ST Mrosesredbtlet i ABATFFFeEL2ed DY

f t d f t offset f the fi t
fr 23322%&%&%@2@t%%}a%é"a%%%%{‘%%%ﬁéﬁﬁﬁ% BREB® G By Mk Eh s
whi ch both f rr%%%%%%xe%meoasegétEs‘%ewﬁeéﬁevre'oratno%'ac*aitgn%flagg Hg& Lost,
despltee¥%e conpression process, and conpares a polarity of t 8 Irst

fr eqUen%»ie%%%%%nha%rm‘f%&ﬁge%@8&&9@ i tdhd RO U3 RAAdLAG Beeand
frequency conponent thereof, and the detection neans conpares, based on a

result QRfiicReddby it COMPRLsEeBNNBANSesH, taker of s 6 el haY bRgi Bf sk Lttech
polarity with the fourth threshold value, to detect whether the digital

si gnal has nighenehastineni CtMateci®irkhng Watfcammikion anteddad dnhes:et ract ibra
si gnal processing apparatus according to a second aspect of the present

i nvent i aeangr feessithg ctiingl tdre bethavn by walie rsrghahgpmitessitignappatatnesd i s
carried out by an electronic watermarking information detecting circuit. To
pr ot ect imhehesphywiitght sighat He de glatactsidgnand ided endtl obarga S rede leer tind he
conpression process, the digital signal is permtted to be witten to a
menory in a reproduction device, and otherwise the digital signal is

prohi bited frombeing stored in the storage neans of the reproduction
device. - 6 ~ 0 AP R 2003 Alternatively, a signal processing apparatus
according to a third aspect enbeds el ect¥ oni ¢ wat ermarking information in a
digital signal and has a signal enbedding circuit for enbedding the

el ectronic watermarking information in the digital signal so that a
predeterm ned or larger anount of information is lost fromthe el ectronic
wat er mar ki ng i nfornmati on when conpressed.



Brief Description of the Drawings Figure 1 is a block diagramof a nusic
distributing systemaccording to a first enbodi nent of the present

invention. Figure 2 is a view useful in explaining another for f
recorder. Figure 3 is a block diagramof an electronic maternaﬁLﬂ eﬁﬂ?wﬂjﬂa

i nformati on enbeddi ng device shown in Figure 1. Figure 4 is a chart show ng
frequency spectra of an audio signal and an el ectronic water marKki ng

i nformation signal shown in Figure 3. Figure 5 is a block diagram of the
MP3 encoder shown in Figure 1. Figure 6 is a block diagram of the MP3

d d MP3 pl bat h_sh 1 Fi ' bl ock .
di agr am B SSHOR BEYBHT © WlrdPERg t?f“?"ﬁo#ﬁaf 8 Gt @f e dpgetronic
pr ocess! g a2l 0, ShanBl shaun P -ELOUS O1 Figun o oo MEN MRS ok

expl ai ni ng processing carrie ectr or nma

wat er ”arfhﬁﬁrar? (?rﬁ wn_&kp't_fh%u'stec%ggwgmbﬂng' gf‘r%n?or atidh "{cPd%t%Q:Q?’wﬁ'egHEaﬁ 9

is a flow processi ng carried out he etectlng circuit shown in
Figure 7or Ri@drend Qi it 106K daagrampef daee@k@at R8I Ke ¥Rt QIR K to the

compression process.

In the signal processing apparatus according to the present
invention, an extraction circuit first extracts electronic
watermarking information contained in a digital signal to be detected.

Then, a detection circuit detects a second amount of information
that is the amount of electronic watermarking information extracted
and compares the second amount of information with the first amount
of information read from the storage means, to detect, based on a result
of the comparison, whether or not the digital signal to be detected
has been subjected to a compression process.

When the digital signal is compressed, at least part of the amount
of information in electronic watermarking information embedded in the
digital signal is lost due to an error in quantization carried out during
the compression process. Thus, whether or not the digital signal to
be processed has been subjected to the compression process can be
detected by comparing the second amount of information that is the amount
of information in electronic watermarking information extracted from
the digital signal to be detected, with the first amount of information
used as a reference for detecting whether or not the digital signal
with electronic watermarking information embedded therein has been

subjected to the compression process, the first amount of information



information detecting circuit for processing an MP3 file shown in Figure 6.
Figure 11 is a flow chart of processing by the detecting circuit shown in
Figure 10. Figure 12 is a bl ock diagramof an MP3 decoder 17 Hf) thARRVZ803
pl ayer shown in Figure 6. Figure 13 is block diagramof a nusic

di stributing systemaccording to a second enbodi nent of the present
invention. Figure 14 is a block diagram of an electronic information
enbeddi ng device shown in Figure 13. Figure 15 is a graph useful in
expl ai ni ng processing executed by the electronic watermarking information

embeddi ng. foyi e, shown,J 0 FLGUCe L3 ofT GHr £,10:1 3 pr ¥l 2w yselul, 1 g

expl ai ni hg fT equency nasking i"dentifiCation Use %y he el ectroni ¢

maternargafgkmggfgdnﬂj on enbeddi ng device shown in Figure 14. Figure 17 is
[

a block diagramof the MP3 recorder shown in Figure 13. Figure 18 is a
bl ock di agr am;efe @R tghegtsr oni gizﬁag@rﬁ_ﬁé&wm@f%ﬁam deteslding &bl ¢Hkt
. _ 9 _

for processing an audio Signal Shown in Figure
present invention detects whether or not a digital signal has been
subjected to a compression process and is characterized by comprising
comparison means for determining a level and a polarity of a
predetermined frequency component with electronic watermarking
information embedded therein, based on a conversion factor for a
frequency domain of the digital signal, storage means for storing a
third threshold value used as a reference for detecting whether the
digital signal has been subjected to the compression process, and
detection means detecting, based on a result of the comparison means
and the third threshold value, whether the digital signal has been
subjected to the compression process.

Alternatively, the comparison means detects, based on the
conversion factor, one of plural sets of a predetermined first frequency
component and a second frequency component offset from the first
frequency component by a predetermined distance on a frequency axis
in which at least one of the frequency components has a level at which
it is lost due to the compression process, and compares a polarity of
the first frequency component of the detected set with a polarity of
corresponding second frequency component thereof, and the detection
means compares, based on a result obtained by the comparison means,

a rate of sets having a matched polarity with the third threshold value,



10 AP R 2003 Figure 19 is a block diagramof an el ectronic watermarking
information detecting circuit for processing an MP3 file shown in

Fi qure
17. Figure 20 is a graph useful in explaining processing execuﬂe@l APQR 2[]03
detecting circuit according to a variation ( 1 ) of a second enbodi nent of

the present invention, which is shown in Figures 18 and 19. Figure 21 is a
graph useful in explaining other variations of the second enbodi nent of the
present invention. Figure 22 is a block diagramof a conventional mnusic

distributing system Figure 23 is a block diagramof an MP3 recorder and an

MP3 pl ayer hoth shown in Figure 22. Best de of Carryi t the | nvention
A nusi c gPs%?&BEFi%BGEQ%¥e e %ﬁ%ﬁ)%%gig%gﬁﬁngﬁFg SpggﬁgyﬁgeEQthe
invention. First.Enbodiment Figure 1 is a block diagramof a mnusic

di stributPRE"Sy3t 8 Beeording to this enbodinent. As shown in Figure 1, in

the nusic di %fﬂgﬁéeﬁgm;%ﬁt gﬁ‘?%’t?%gé’% &s?8§%§?a q%%l}t%' It rgsliag]l('i vnalluse

connected to conp n o ers via a net wor

an arbi 3y LOSORLre U IR Ofodd MU LA CPHELT bDURb ey st 58 3 difldaNe

musi ¢ distributing systemshown 1n Figure 1, a CD 33 has
has electronic watermarking information embedded therein, and the
comparison means detects, based on the conversion factor, one of plural
sets of a predetermined first frequency component and a second frequency
component offset from the first frequency component by a predetermined
distance on a frequency axis in which both frequency components have
a level at which they are not lost despite the compression process,
and compares a polarity of the first frequency component of the detected
set with the corresponding second frequency component thereof, and the
detection means compares, based on a result obtained by the comparison
means, a rate of sets having a matched polarity with the fourth threshold
value, to detect whether the digital signal has the electronic
watermarking information embedded therein.

In a signal processing apparatus according to a second aspect of
the present invention, processing similar to that by the signal
processing apparatus is carried out by an electronic watermarking
information detecting circuit. To protect the copyright, if the
digital signal has not been subjected to the compression process, the
digital signal is permitted to be written to a memory in a reproduction
device, and otherwise the digital signal is prohibited frombeing stored

in the storage means of the reproduction device.



el ectronic watermarking i nformati on enbedded in audio signals by an - 9

10 APR 200 el ectronic waternmarking information enbeddi ng devi ge 3%&#“ fﬂﬁ§
a manner that sounds depending on the audio signhals do not ha ent

listening feelings spoiled or easily renoved as described below. In
addition, as described below, when the electronic watermarking information
enbedded in the audio signals by the el ectronic watermarkinginformation
enbeddi ng device3l is conpressed, for exanple, in the MP3, about 500 of the
amount of information is lost while the remaining 500 remains. Thus, when a

CD 33 h he Vb site 2.i duced by a CD pl 4 .
generale an BuaP b 2l SIaly o4 SUAPER T TR HnCOete By ARCHRA BACshEr B
t . | ! et . |
e e e Y
downl oadgdh 4t he saGRLAT BRKeAQTRYL 81 rdui t Ordr Qe e lé@.%%%%iczjtjii@d

re
nunber of users 321°to 32~ via conputer 6. Wen the user 321 to

at t enpt saft@ r%%@k@nghﬁimm(inl\ﬁ;ﬁe fdilgg £33 § ngradn MB3tph @yeprddtd fnikded
using an MP3 recorder 381 to 38", the processing shown below is carried out

in the MBliegor dabuld8lbfl OnB8rmadhen VB3 gL or et hdddl 4 i deh eetiga thing
rate of electronic watermarking information contained in the MP3 file S5

i nput f rorficlrive téonputen Zdmpoedseds about 500, the MP3 file S5 is not
stored in the MP player 151 to 15", in order to protect the copyright . On
the other hand, if the remaining rate of electronic watermarking
information contained in the MP3 file S5 input fromthe conputer 71 to 7",
i s abouBro@f DgecwPBtippectsthe R¥d¥EedIsn the MP player 151 to 15~. - 10

~ D APR 2003_The rennining rate of electronic watermarking information, is
about 0 o ifFtABCRAILTERIUSSHGERYT 6T GRars S tRIPUSAPEiTANSR dErFding

| ect roni t ki ng.inf t] mbedded. t her.ein; trol f
pr ot ect 116 S0 EAE EBRYRIBRE | S abSTARLE 1" be iHECEsary 1 n such a case.

Additional ly..if_fh i ni te -of. el ect.roni Kj i nfo i.on
cont ai ned inF%h%r%n%u{gg%d?%ggﬂgﬁa g‘fg'a§ &Fq%éégrgbﬁéH%LSkQ%%d?%é%gggﬁpto
38~ compessesonly one generation of the audio signals in the MP3 based on

the SCM5 and then stores themin the MP3 player 151 to 15". In this case,
the remaini ngigate ofiel 1O el enTRKiand el BECFBRE EORa tSritPPRidd, for

exanpl e, the audio signal S4 reproduced fromthe CD player 4 is directly
i nput t dntfbenkPIoneenrdadilgldévi 8" "shown in Figure 1.
Figure 4 is a chart showing frequency spectra of an audio signal

and an electronic watermarking information signal shown in Figure 3.

Figure 5 is a block diagram of the MP3 encoder shown in Figure

Figure 6 is a block diagram of the MP3 recorder and an MP3 player
both shown in Figure 1.

Figure 7 is a block diagram of an electronic watering information
detecting circuit for processing an audio signal shown in Figure 6.

Figure 8 is a view useful in explaining processing carried out
by the electronic information watermarking detecting circuit shown in

Figure 7.



as shown in Figure 2. Each conponent of the nusic distributing system 30
shown in Figure 1 will be described belowin detail. [Electronic

Wat er mar ki ng | nformati on Enbeddi ng Device 31] Figure 3 is a blchsﬂ&ﬁg&ﬁﬂqa
of the electronic watermarking informtion enbeddi ng device 3i.

Figure 3, the electronic watermarking information enbeddi ng device 31
conprises termnals 51 and 52, an FFT (Fast Fourier Transformation)
processing circuit 53, a nultiplication circuit 54, a variable filter
circuit 55, and an addition circuit 56. The termi nal 51 outputs an input

audi o signal S51 to the EET processi circuit 53 and the additiqn cifcuit
S5 o 519" FIguxete cgos Tre FRR b Rl DESCHIA pit S Apte Giebrigi gececkSHy
wat er mar ki ng Ji.nformati.on . S52 to-the nmultiplication circuit 54. The FFT
processﬁﬁféﬁ%%ﬁﬁfﬂgéJ%bgﬁ rts ghe audi o signal S51 froma tine domain to a

frequency domain Lo gener pic Ll eguancy: SRECLIUM S WAehubg g out put

to the vari abl |ter circult multiplication circuit ltiplies

the el ectd @G WatPh 8BEKE NGy iRl ANy 52 Hyi 9y BN M e1do sNelvsedn segupace

signal S5 7 of a small anplitude to spread the spectrum of the electronic
wat er markj ng i nformati on S52 over a w de frequency zone in order to
generate an electronic watermarking information signal S54 of a fine--Ievel
anplitude. Thegelrectt oid & Waber aBsKi ngf iproaeratingnbgi gnaldebe4 tiisigt BEAcuit
output to the variable filter circuit 55. The variable frequency filter
circuit Smwses fRilguere difaracteri stics dependi ng on the frequency spectrum
Sb3 to filter the electronic watermarking i nformation signal S54 in order
to generate dAguirect? i e ey dapkrag dinforid desodegnhl o$she WhiSchlager
then output to the addition circuit 56. At this point, a frequency spectrum
61 of tH&edtY dHi% “Ratler mar ki ng i nformati on signal S55 is shaped

simlarly to _a frequency spectrum 60 of the, audiq signal 551, as shown in

i oure 4 THELAHGE DASEIE 185 Shas % BUS Ror Sa ang S > 868 Fish
the term nal 51 an e electronic, watermarking informtion signal S55 from
t he variébﬁ%:¥%¥¥§ge®EPg§FFn 58@tghae%ﬁ?%?%Feﬁﬁﬁﬁéh%?%ignal S31 having the

el ectroni c wat gr,parki 09 4 BIOLIRLLARRTEIAA dNGRR i T mation embedding

device shown in Figure 13.

Figure 15 is a graph useful in explaining processing executed by
the electronic watermarking information embedding device shown in
Figure 14.

Figure 16 is a view useful in explaining frequency masking
identification used by the electronic watermarking information
embedding device shown in Figure 14.

Figure 17 is a block diagram of the MP3 recorder shown in Figure
13.

Figure 18 is a block diagram of an electronic watermarking
information detecting circuit for processing an audio signal shown in

Figure 17.



- 12 1 0 AP R 2003 addition circuit 56 records the audio signal S31 in
the CD33 shown in Figure 1. At this point, the electronic watermarking
information signal S55 is enbedded in the audi o signal S51 ushpg gﬁ: Qﬂﬁg
nodul es each conprising a predeterm ned nunber of sanples const 't iﬁg
audi o signal S51; the electronic watermarking i nformati on signal S55 may be
enbedded over the entire audio signal S51 or in part thereof. In this case,
however, the electronic watermarking information signal is also enbedded so
t hat when conpressed using an encodi ng techni que such as the MP3, about 50%
of the anmount..of infQroation,Ls, | ost whil e.the renaini nt _renmains.

[ CD pl ayer 4%1?ngcb pE§y8r8£°?§ g%% Ta (3%6Q}5¥§¥§g%Pﬁ% %EE§§Rﬁﬁ?E§gusing
an optic i t : i i Wale? ;
A D e T R N S A R
5. [MP3 fpncoder 5] Figure 5 is a block diagramof the MP3 encoder 5. As
shown in this figure, the MP3 encoder 5 conprises a 32 subband dividi ng
circuit 62, angMeT2processiraghChsethl i@3explracal fgf@edais ey agkici@ed by
circuit 64, an FFT processing circuit 65, a masking calculating circuit 66,
a non- | i anearteqtianti zatdwot Hotbrahneneodi g icitriom {165 antkafd anBofatkhng
circuit 68, to generate the MP3 file S5, in which the amount of information
in the aditthsimgraen®d imgenieen, cohpressedshowaboutFigne dseritth.and 13. 10
APR 2003 The 32 subband dividing circuit 62 divides the audio signal $4

i nput from t Hédagbep? hyler a4gshipwvividatuli gorexplaiiming g2her etpaimdyi agned, the
whi ch are then output to the MDCT processing circuit 63 as an audi o signal
S62. TheSMXTE Fihraskdiend €ifr Ehet P63SBRFr i REEROCIMDCT (Modified Discrete
Cosine Transfaorm for reducjng bl.ock distortions to obtain 256, MDCT _

coef fici ent s FFEYME542 1's‘saﬁkaJe%’ig‘&<5‘r3r«f'i§irﬁ‘8ao1E @ EABVERET Rt &H’a?llcs‘g??t’éh]au“ng

out put s tkgﬁ@ﬁXﬂ'coefficients S63 to the scale factor extracting circuit
64. The 3¥caI?" factor extracting circuit 64 nornalizes the 256 NMDCT

coefficients§9,thaby jLsO% 8%8‘%'&&}&% bel 2h 9851 r%%#a?‘ée'ksarﬁ’cﬁ‘%al ﬁﬂ%ﬁ%’%ﬂl ts

this scale factor to the non-I'inear” quantization Huffnman encodi ng

67 as a 159a AR A $84ur&heoFFT processing circuit 65 subjects the audio
signal S4 to FFT using 1024 sanples as one unit, to generate an FFT
conversion factor S65, which is then output to the masking cal cul ating
circuit 66. Based on the FFT conversion factor S65, the masking cal cul ating
circuit BGstusesicam faddirtrgriyignaski thechavact esi stic to cal cul ate a maski ng
curve and outputs a result of the calculation S66 to the non-1linear

quant i zat i onAbufdimadiehcodiihing syetiel a@fording to embodiments of the present

invention.

First Embodiment

Figure 1 is ablock diagramof amusic distributing system according
to this embodiment.

As shown in Figure 1, in the music distributing system 30, a
computer 6 at a Web site 2 is connected to computers 7, to 7, of users
32, to 32, via a network 1. n is an arbitrary integer.

[Outline of the Music Distribution System 30]
In the music distributing system shown in Figure 1, a CD 33 has

electronic watermarking information embedded in audio signals by an



The non-linear quantization Huffman encoding circuit 67 uses the scale
factor S64 and the result S66 of the calculation of the nasking curve to
subj ect the MDCT coefficient S63 to non-linear quantization anﬂ @ugpmga
encoding in order to generate encoded data S 67, which are the pu

the frame packing circuit 68, - 19 1 Q APR 2003 In this case, when the
MDCT coefficient S63 is non-linearly quantized, information on the |evel of
each frequency conponent of the audio signal S4 is |lost due to an error in
quanti zation. The frame packing circuit 68 adds a frame header and bit

f t t h d d ta S67 te t MP3 file S5,
33?2%”?2%%%08&”%&%&1 B8 %gﬁ%‘é?g?m% OEhB W AR e gt ) o
t I 1l to 7" th t 1.
e comt D SER, U, BRI, BTSSRl DT Sy,
71 to 74 whigh sfeterﬁ a@g gd1L4¢ fee%%eﬁ $efBoka hCOIPULENSd bdigul ] pfhe
1to Vi a

corrputers n eachtransmt t e request sig e conputer

the net waiki i and JLcRIsS 16daBLead) aﬂgnwa%eféi@c&@f@méﬁa%
request signal, fromthe computer 6 via the network 1.” [ MP3 Recorder 38m

Figure @ﬂ&ﬁnéﬂﬂﬁk cirrdicar o the Midisesogrlers Imene i anthidrary
i nteger that neets | ~n.
watermarking information embedding device 31 is compressed, for example,
in the MP3, about 50% of the amount of information is lost while the
remaining 50% remains.
Thus, when a CD 33 purchased at the Web site 2 is reproduced by
a CD player 4 to generate an audio signal 5S4, which is then encoded
by an MP3 encoder 5 to generate an MP3 file S5, the rate at which
electronic watermarking information remains in the MP3 file S5 is about
50%.
The MP3 file S5 is downloaded to the arbitrary computer 7, to 7,
owned by the unspecified number of users 32, to 32, via computer 6.
When the user 32, to 32, attempts to store the downloaded MP3 file
S5 in an MP3 player 15, to 15, using an MP3 recorder 38, to 38,, the
processing shown below is carried out in the MP3 recorder 38, to 38,.
The MP3 recorder 38, to 38, detects the rate of electronic
watermarking information contained in the MP3 file S5 input from the
computer 7, to 7, is about 50%, the MP3 file S5 is not stored in the
MP player 15, to 15,, in order to protect the copyright. On the other
hand, if the remaining rate of electronic watermarking information
contained in the MP3 file S5 input from the computer 7, to 7,, is about

0%, the MP3 file S5 is stored in the MP player 15, to 15,.

_lo_



As shown in this figure, the MP3 recorder 38m conprises an MP3 encoder 11,
el ectronic watermarking detecting circuits 45 and 46, a switch 47, d
switching circuit 48. The MP3 encoder 11 essentially has the s'laﬁeAS& 260
configuration as the above described MP3 encoder 5 shown in Figure 5. - 15
~ a aPR 2aa3 The MP3 encoder 11 conpresses an unconpressed audi o signal $49
input froma termnal 49 to output the obtained MP3 file 511 to a term nal
42. Figure 7 is a block diagram of the el ectronic watermarking information
detecting circuit 45. As shown in this figure, the electronic watermarking

i nf ti tecti i it 4 i , | e, FFT. in
cTreurt v SFURFMRRRCH B RERERAEE ol R BTl S8R0
ci rcui s C : i.Qn cu .
pr ocessi %é lc]?F%%?{P%g Olgé%%%s;gret%g?ﬁéga%&cﬂ% 6 %i (g(?lgilo(gs%ghglnrbéu]thﬁ%%gﬁee C{%erO M val
48 sh I ' in | b BN i n eQr '

o 1 equeney e e e O T e T SO ot 2 Fsatanay ™

filter checeht ddpydihtvard apliddequeney uhhbbessakyCuht sddn Usesadd | ter
characteristics depending on the frequency spectrum S70 to filter an

el ectroni c wat®{imaIddand yi, nfier maki eamsignal Siide coNt&l detkdmi d he taudia@ king
signal $S49, to extract and output an el ectronic watermarking informtion

si gnal 5Ydfoifhet hath tdqlticdatddonncitheuiihpd? aullio psli@saldei elaeiurtonio®s, the
wat ermarking i nformati on S71 by the PN sequence signal S57 that is the sane
as that MBadreroer tithgtbhe8ele@oimmsseswandymanki ggnentbioat o dbntlas sidim
in Figure 3, thereby generating an original electronic watermarking

i nf or mat pdginal gnit 2 MRSt hashe PN S uEhte agddésenefboeds t HegrefiroraheTHE3
multiplication circuit 72 outputs the el ectronic watermarking information
si gnal S7daverthe detéction circuit 74. - 16 ~ 0 APR 2003 The storage

circuit 73 stores .a reference value Ref shown jn Figure 8A and .
cor r espondi ngtt &-Yive Cﬁ‘ﬁ&unFESf TERA SR HRE BATT no%heefeecgte’ﬁrfjdﬁi" qiﬁsz‘@rrr]i‘&ﬂ?i ng

information signal enbedded.by the el ectronigc watermarking .informatiaon
crbedd: né BBV e 1 o W1 i35 TATeSHANE al B TRL Gritt T2 SHoWRErS RS e

8B. Figugge,9 i -+ L9 agt; of 4 Pro s eGULE }@yﬂ]_h% t3ig0 38
ci rcuit.E%zle %%f ch]j; ilpo\r%(y%?rcu%tg %4 sho ]‘P%Ul%ixgurg g uses t Cge&q%%eshg?% !
val ues ThL amg,ThZ, sthiowyd » Figure 8B to execute the processing shown
below. Step SI : the detection circuit 74 detects the amount of information

Each component of the music distributing system 30 shown in Figure
1 will be described below in detail.

[Electronic Watermarking Information Embedding Device 31]

Figure 3 is a block diagram of the electronic watermarking
information embedding device 31.

As shown in Figure 3, the electronic watermarking information
embedding device 31 comprises terminals 51 and 52, an FFT (Fast Fourier
Transformation) processing circuit 53, a multiplication circuit 54,
a variable filter circuit 55, and an addition circuit 56.

The terminal 51 outputs an input audio signal S51 to the FFT

processing circuit 53 and the addition circuit 56.

_11_



in the electronic watermarking information signal S72 input fro
multiplication circuit 72 shown in Figure 7. Step S2: the d técﬂﬁﬁwoauit

74 divides the anount of information detected at step SI by the reference
val ue Ref input fromthe storage circuit 73, to obtain a renmaining rate.
Step S3: the detection circuit 74 determ nes whether or not the renaining
rate calculated at step S2 is larger than 800, that is, the remaining rate
of electronic watermarking information indicated by the electronic

wat ermarking i nformati on signal S72 is larger than the threshold val Thl
as shown in Figure 8C. Tf the detection gi r%l{ictwgfbldﬁxe«immé%f?%? e rate
is larger than 80 0O, |5t2 &%ﬁdij@inputpﬁ S| ng at the step S5, and

ot her wi se The ex@eiRESs processing at st B S4. Step S4: the detection circuit
74 det er ni nes whether. (0. Adtort ke ncdddi fifng rate cal cul ated at P £S2mi S
smal | gp2t banti?d ‘@%lr]:t]}?al?cias, t he amount oﬁv%@ggrm kaiuidg Oi ﬁf%?%t%’fsgnf

remai ning indicated ?gsglﬂﬁg-cﬂ.ﬂcult A° 2003 el ectronic t &l drafdamg

i nformati o’ﬁh%i%ﬁtap 872°'s smal | er t han the Jdireashcl @ GaPuR® as shown in
Figure 8D. If th d@geptﬁr@mu@mﬂdupf’m% determ nes that the.iemgining rate

i s sma ey ABKRP 200, it executes p Qeesstngore BdEISE diTd ot her wi se it
execut es_prqcessiing rafens bepPSE. ey p S5: the detection Cliel’cq‘:lfiohj_z4 out puts a
det ect$otr s"fqblna S45 i ndi cat i n% tggg gopyingipsiehdi%ed to the switching
circuit 48 ﬁ%o%uﬂmﬁigaﬁéoe. C&tEp S5 is executed | f.éh)e g&{ﬂijd’del’lgilqaﬁé of
the el ectronic watermarking, inf zmgyl Qnpsl gaaeu@qu?Js Tar ger than 80 0 or
smal | er ttré%aggzgngam’s@@vemt%% I'gure 8B or 8D. If turrheorfergﬁignéngcta@@l%f t he
el ect r 8fi"¢ wat er mar ki ng i nf Oéga{g)ogbﬂ;gmaihésﬁchstrl arger than 800, it can
be det ery pgd it hatlthe™BbdF8 Si gnal’ S49 shown ifg( Ejél%%% 6ohasineveiebe'ch
conpressed in the MP3 or th i kgo batre ha® et gt al ne by, for exanple,

r epr odugi g ridex IO iR player 4 as shown. ipofi gigea2 S5, % he
copyright 1s unli kgq{%torot}lqdjmweyniarrﬁqipﬁgéa On even if the audjo ssi.lgggh
S49 is gaApressen Gecorded in the sem condugt ok imrmbn §o 18> of 1t e “MP3

pl ayer 15~,. Alter nati.l\%ld)é,_ ifﬁhéhadercéﬁé)inﬁlcn‘é rate of the electronic

wat er markineg leHeoriR i'on signal S72 s siB) | 8re t kamrc200, 5Pt can be

determ ned t hat theoﬁgghg sbghad @@%F}regi na]l y contains no gggctroni c

wat er marddand s 6Pmati on, and the CO{)y%Igfgig@ilmlsiSk@ISﬁstélﬂ) undul y

i nfringed on 1ever\1fairfia§3mg audﬁ@e@@gn% I's conpressed ag%gg&qrﬂe@ﬂ nhe he
sem conduct orrlhﬁ*ermry 16 of the MP3 pcleéy%gfeglﬁensy&;péﬁ%t%% etection circuit
74 outputs a d é?f:é{l_% sje@reakilSﬂSO‘l‘na} cating that cogy' ng. i $. ditsalklcedrats
the swit€RPAG LT rcuit 48 shown in ,[J[:irg(%rtelo@ sigh8l S54 ' APR 2003 Step S6.is
executed if &fgg k enpk bénga ¥ gk of e el ectronic wa%sg mag.KicAd 4 nhon et

si gnal se3e&ibedded in the ag‘gio Sin 2848 ni S PV {arger and 800 or
smal l er as ?Iﬂgéﬂrd}ﬂﬂi@iﬂg@ﬁémé “P9this case, it can be determined that the
audi o si gana S49 has been _sul‘olj.l@cggcj to the MP3 conpression process..
Consequent | ygnd heldddpgypni GRS T iTkel y to be undul y, id¥ rineged eoi PP fhe

audi o signal S49 is recqrded i nythgeseni epAEUCdr menory 16 of thg MP3 ancy
pl ayer 15m Thet ridviei Mg rafe of the el ect ronih%1 wait g1 mal i g tent FireL | on
signal S72 is as descr;| b@qn%tgqbel begaws & 5 T e audi 0 si gnal S49 has been
conpr essedatatnbskdPIpdtt of the el ectroni | Wal erdmide ng FapBERafion is

| ost due to a quanti zatfi Qﬂeegﬁ@toiﬂiﬁnﬁhash I'zat1on process execugﬁdsgyrfmgn
t he conpreegsim%& eSs, “thereby increasj ng . abtBEF Ofhe atustito SpPEVent t he

el ectroni ¢ wat er nar éid@g-@)ﬂf@{miibrﬁﬁf ®bel' ng conpl etely decgggg.si@r@m@%
10 is a bl ock diP&gfdm of the el ectroni ¢ .wajefapnkikignd APSPRALTON detect | ng
circuit 46. As shol%li Qllargutbel@l,eqtﬁéme ectroni c wat ernar kiggdi@fsmqimlj énl
detecting Ehecfit" conprises, for .eégmgl €5, a I@'eTieﬁla(SEeggi ng circuit 70,
a variabl e frqusg Afidpier fGiltedi €171, a nul tiplication ci{gd tndReim. The
storage ci i¢@ft 73, an MP3 decodey 75, @y andeteeti Bh HHCUi T 76.

having the electronic wa
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In Figure 10, the conponents denoted by the sane reference nunerals as in
Figure 7 are the sanme as those of the el ectronic watermarking informtian
detecting circuit 45 cahich are denoted by the sane reference nyrﬂsrAPR 2{]03
19 ~ 0 APR 2003 Thatis, theelectronic watermnarkinginformation detecting
circuit 46 differs fromthe electronic watermarking detecting circuit 45 in
that an MP3 decoder 75 is added before the FET processing circuit 70 and in
that the detection circuit 76 has different processing contents. In the

el ectronic watermarking detecting circuit 46, the MP3 decoder 75 expands an

MP3 file S50 (S5) .inpu roma termnal 50, sho in Figure 6, 10 generate
o audi G ETgrinn 675 i ch TaSHEn Lt PHRLD oA PR of Bepte oy Tt o,
Processi q¥exe%$ted by the FET processing circuit 70, the variable
frequené&'%ﬁ%e “circuit 71, and the nultiplication circuit 72 based on the

audio si gnal #$75,1 9 A6 o3k, 29 Lhab oxequt ad B hhe  ADOYRAOESETIBRL) 555

el ectroni ¢ wat'er mar Ki ng 1 rmati on detec rocessi

execut ed; by fNeA8f 66 @R GLEGHI &1 4Ra bb1bgs exp! 2l nah el WatieeP 3ty the

detection_C|rcy|t 76 detects t he anopunt of !nfprnaplon In the electronlp
Wﬂternﬁféaﬂﬁkﬁ%‘ la $F2deRRY i hE@MLABe PUbE | P Ciatd QG GWitt n{2 t5ROMAE H

Figure 10. Step S12: the detection circuit 76 divides the anmount of
i nf or matd iafhHetect; ethate I3car Bk hytarnef ef egfce fivase iBaf s i gadl fysimay be
enbedded over the entire audio signal S51 or in part thereof.

In this case, however, the electronic watermarking information
signal is also embedded so that when compressed using an encoding
technique such as the MP3, about 50% of the amount of information is
lost while the remaining amount remains.

{CD player 4]

The CD playver 4 is general and rotates the CD 33 while using an
optical pickup to read an audio signal recorded on a recording surface
of the CD 33, before outputting the read audio signal S4 to the MP3
encoder 5.

[MP3 Encoder 5]

Figure 5 is a block diagram of the MP3 encoder 5.

As shown in this figure, the MP3 encoder 5 comprises a 32 subband
dividing circuit 62, an MDCT processing circuit 63, a scale factor
extracting circuit 64, an FFT processing circuit 65, a masking
calculating circuit 66, a non-linear quantization Huffman encoding
circuit 67, and a frame packing circuit 68, to generate the MP3 file

S5, in which the amount of information in the audio signal S4 has been

conpressed to about one tenth.



the storage circuit 73 to calculate the remaining rate. Step 513: the
detection circuit 76 determ nes whether or not the remaining rate

calculated at step S12 is snmaller than 200, that is, the anpount
wat ermarking i nformati on remaining indicated by the electronic mém zpﬂg

information signal S72 is smaller than the threshold value Th2 as shown in
Figure 8D. If the detection circuit - 20 1 Q APR 2003 76 determ nes that
the remaining rate is smaller than 200, it executes processing at step Sl4
and otherwi se it executes processing at step S15. Step S14: the detection
circuit 76 ouytputs a detection, signal, K S46.indic th copyi ng

enabl ed, to tﬁ?@ é\%n FBHPﬁ@dcfiNa?{%g%sCJs%%t 5?? ?“Pnéﬂldllg fJnPFueS‘l

i ni f | 872
et S5, HIE LSS LT SRR T K8 °f SR TN EREN
I I dded _t h s
S o D k. e LTS o pr T on e e

file S50, %ﬁﬁ?d and recorded in the sem conductor nmenory 16 of the MP3
pl ayer 15 Step 15: the detection circuit 76 outputs a detection signal

S46 i ndi cati ngctigéT 69BYERY i hg cdlﬁﬁﬁlteQB de@ ik SW¢ Mplitnu&d f £illd p48cshUN
in Figure 6. This is because if the remaining rate of the electronic

wat er mardd dtichd nfromsoran FognakdSé2nsblacgedidthart 203 dhepWB3Inf tke BT s
i kely to have el ectronic watermarking information enbedded therein. Based

on sw t cdu ety iconintel fppevbdedsdiyplde wittadhieng iai tioeidudi8y dikmagwiskteh 4dd
enters one of three states: connection to the term nal
outputs the MDCT coefficients S63 to the scale factor extracting circuit
64,

The scale factor extracting circuit 64 normalizes the 256 MDCT
coefficients so that, for example, their largest value is one, and
outputs this scale factor to the non-linear quantization Huffman
encoding circuit 67 as a scale factor S$64.

The FFT processing circuit 65 subjects the audio signal S4 to FFT
using 1024 samples as one unit, to generate an FFT conversion factor
S65, which is then output to the masking calculating circuit 66.

Based on the FFT conversion factor S65, the masking calculating
circuit 66 uses an auditory masking characteristic to calculate a
masking curve and outputs a result of the calculation $66 to the
non-linear gquantization Huffman encoding circuit 67.

The non-linear quantization Huffman encoding circuit 67 uses the
scale factor S64 and the result S66 of the calculation of the masking
curve to subject the MDCT coefficient S63 to non-linear gquantization

and Huffman encoding in order to generate encoded data 567, which are

then output to the frame packing circuit 68.



42, connection to the termnal 43, and no connection to the termnal 42 or
43. As shown in Figure 6, the swtching circuit 48 receives inputs of the
detection signal S95 fromthe el ectronic information detecting1 é& zﬁﬂ
APR 2003 circuit 45 shown in Figure 7 and the detection signal Eh Pf% ae
el ectronic watermarking i nformati on detecting circuit 46 shown in Figure
10, and controls the switch 47 to connect to the termnal 42 if the
detection signal S45 indicates that copying is enabled or to connect to the
termnal 43 if the detection signal S46 indicates that copying is enabled.

Qh i se, t i t.chi i it, 4 trols-.t it-gh.47
conneot o tAS LhH RarCashit e el E B BES 14 niRoBRuORhL °,
bl ock di rnacmz%fd,t Pﬁf&%ﬂ%ﬁ%nl?% lAé?/ hg\f\’%é& 'rgﬁggn@{#&fp&@%tp!)?y@{e

15m has e sem conduct or nmenory and the MP3 decoder he MP3 pl ayer

15m can hgilemmvabhy saongeehed Loet he MP3er&sor derq3sipiand ibhi.s connection
is made when, for exanple, a MP3 file or the |ike downl oaded via the

network 1 istweittae packheg$EHEORMCE HAH sNEFREY e 1 Lfe WOEA Hliltea ssitirnent
signal S4 reproduced by the CD player 4 is conpressed and witten to the
sem conducioatareamnr Yo litheaasngbdwd dat&Fisgir eo2ged e whietMig ftile MP3 whildch
fromthe MP3 recorder 38mto the sem conductor nenory 16, the MP3 pl ayer
15m i s disdommeoctggutr om the MP8pneenrdesh@8miand’igsed ds a portable

pl ayer. The sem conductor nenory 16 is, for exanple, an EEPROM having a

st or age [Capwcitey 6fl, for exanple, 32 to 64 MB and stores the MP3 files Si11
and S50 (S5) input fromthe MP3 recorder 38m In this enbodi nent, the

sem conduct oPPnERBRYVHEE be@yasitustpaeédinIm stk sicapateirr duitte Thutidtiher

storage circuits or recordin di a such as Mbs (M ni. Disks) can also b
e ot 28 it 3o ke BOTBRTR G ek S D AT i Bh ¢ ke oy

decoder _17. shown in Figure. 12, the MP3.decader h 17 s aframe .
disintedTéfﬁﬁéecFP%BPkeﬁo?lEOHJfﬂ#ﬁﬁgbégﬁhﬁﬁﬁngﬁﬁg&ﬁg gﬁ? E%q??ﬁ&n%ﬁgnal'
8

quantiz%gd%_u%kgguht 82,7 an inverse MDCT circuit 83, and a subband
synthesi2|n§ ' "

The computers 7, to 7, each transmit the request signal to the
computer 6 via the network 1 and receive (download) the MP3 file S5
depending on the request signal, from the computer 6 via the network
1.

[MP3 Recorder 38,]

Figure 6 is a block diagram of the MP3 recorder 38,. m is an
arbitrary integer that meets 1<m<n.

As shown in this figure, the MP3 recorder 38, comprises an MP3
encoder 11, electronic watermarking detecting circuits 45 and 46, a
switch 47, and a switching circuit 48.

The MP3 encoder 11 essentially has the same configuration as the

above described MP3 encoder 5 shown in Figure 5.

- 15 -



circuit. The frame disintegrating circuit 80 disintegrates the MP3 file S16
read fromthe sem conductor nenory 16 to obtain encoded data gﬁﬁﬂ 'CE e
then output to the Huffrman decoding circuit 81. The Huf frman d #ﬂ@h Uﬁé
circuit 81 subjects the encoded data S80 to Huffrman decoding to generate
data S81, which are then output to the inverse quantization circuit 82. The
i nverse quantization circuit 82 inversely quantizes the data S81 to obtain
anMDCT coefficient S82, which is then output to the inverse MDCT circuit

83. The inverse MDCT circuit 83 subjects the MDCT coefficient S82 to an

[ MDCT t bt [ di S83, whi ch .t her t
tne. subband S8t HES) SPRGUGT r bbi COBE CTRE < ”M@wﬁﬁﬁééh ah ﬁ@%??gﬁ%ﬁ% ’

subj ect s; [ 31N 5LANAL, PE3 {908 geg@%esqqugn@g'of b9 (SR A Bt erningy

reproduce an audi o Signha g,
[ Headphope 18] The headphone 18 outputs sounds correspondlng to the audio
signal S15,,. A general operational formof the nusic distributing system

30 shown in Figuie % Wsl b BeoexPhabfeth of Zhe electronic watermarking
information detecting circuit 45.

As shown in this figure, the electronic watermarking information
detecting circuit 45 comprises, for example, an FFT processing circuit
70, a variable frequency filter circuit 71, a multiplication circuit
72, a storage circuit 73, and a detection circuit 74.

The FFT processing circuit 70 converts the audio signal S49 input
from the terminal 48 shown in Figure 6, from a time domain to a frequency
domain to generate a frequency spectrum S70, which is then output to
the variable frequency filter circuit 71.

The variable frequency filter circuit 71 uses filter
characteristics depending on the frequency spectrum S70 to filter an
electronic watermarking information signal S71 contained in the audio
signal S49, to extract and output an electronic watermarking
information signal S71.

The multiplication circuit 72 multiplies the electronic
watermarking information S71 by the PN sequence signal S57 that is the
same as that used in writing the electronic watermarking information
as shown in Figure 3, thereby generating an original electronic
watermarking information signal 872 with the PN sequence codes removed
therefrom. The multiplication circuit 72 outputs the electronic

watermarking information signal S72 to the detection circuit 74.



10 A P R 2003 First operational formln the nusic distributing system 30,
for exanple, according to the author's desire, a manufacturer of t he CD33
uses the electronic watermarking information enbeddi ng devic EM@
Figure 3 to enbed the el ectronic watermarking information S|gnal 5 n the
audi o signal S51 to generate the audio signal S51 in order to manufacture
the CD33 with the audio signal S31 recorded thereon. In this case, when
conpressed in the MP3, about 50 O of the amount of information is |lost from
the el ectronic watermarking information signal S55, mﬁth t he renaining 500

of the anpunt_of [nfornation.re nin The _CD33 is e nd then
or chasod. oy Lo es S i b ThBP Hs 4 ReTveRIGt v b Rat ﬁﬁ@ww Bigurs

the CD p%@yer 4(5%:5%9d lnﬂn%%r%gucgmgge CD?QPé(Mgg eratgﬁ%P %§|SI naI

S4 and t enco rgare conp s5ed

the MP3 t te

elgctronlc %éﬁ%¥$%N |4¥§| ﬁ%orﬁéffganﬁgﬂﬁﬁﬁ?ﬁag?ﬁg %%é;%éﬁég%§gn s about
500. Theﬂ%téﬂﬁ‘aﬁ\ﬂ:ﬁ@ ! |r?fo§$neﬂ1ﬁo§lp%b%ag§ﬁgt Qeizf_‘ée aﬁP' 14 %é’lfoﬁ)%ﬂeﬁsh@& 0

7" owned by the unspecified number of usérs 31m via the conputer When
the useryzameatfiems e st@ent he doynteaged MP3 file S5 in the NPS pl ayer

15m wusing the MP3 recorder 38~, shown in Figure 6, the MP3 recorder 38m
execut es the mirRGesSi Ng SHaww behow.of pdbcessing executed by the detection
circuit.

The detection circuit 74 shown in Figure 9 uses the threshold values
Thl and Th2 shown in Figure 8B to execute the processing shown below.

Step S1: the detection circuit 74 detects the amount of information
in the electronic watermarking information signal S72 input from the
multiplication circuit 72 shown in Figure 7.

Step S2: the detection circuit 74 divides the amount of information
detected at step S1 by the reference value Ref input from the storage
circuit 73, to obtain a remaining rate.

Step 53: the detection circuit 74 determines whether or not the
remaining rate calculated at step S2 is larger than 80%, that is, the
remaining rate of electronic watermarking information indicated by the
electronic watermarking information signal 572 is larger than the
threshold value Thl as shown in Figure 8C. If the detection circuit
74 determines that the rate is larger than 80%, it carries out processing
at the step S5, and otherwise it executes processing at step S5S4.

Step S4: the detection circuit 74 determines whether or not the
remaining rate calculated at step 52 is smaller than 20%, that is, the

amount of watermarking information remaining indicated by the

_1'7_



1 D APR 2003 The MP3 recorder 38m uses the el ectronic watermarking
information detecting circuit 46 shown in Figures 6 and 10 to t t

remai ning rate of the electronic watermarking information con?gfﬂggﬂ?é&ﬁnt
MP3 file S5 based on a flow shown in Figure 11. Since the remaining rate is
200 or higher, the MP3 recorder 38mdetermnes that the file has electronic
wat er mar ki ng i nformati on enbedded therein and has al so been conpressed, and
then outputs the detection signal S46 to the switching circuit 48
indicating that copying is disabled. As a result, the switching circuit 48
shown in Figure 6 is.not cqonnected to the term nal_43,.thereby preventing
the VP31 TSR ST BERG MPEL £ BhoE B2 RE™ NPSOMT By P 1t THOmahe g the
recor der T en, Lf _an ' [ | with e j , - Kj

ot or mat o oo 24 Shnarg: B et et leeob", PLEVI It SRR LR
then di sifidaytedihest e COUMRULERS i AIROT-AR Yasheel fd.ednaundes, of. usergcyia
the network |, the user 32m cannot use the MP3 file S5 in the MP3 player
15m  As wrd@silitng kBf$td9emenhd ftHe iGPY Ei &d el Reoebkeshiyvet ¥tep s6.
suppressed. If an audio signal with no el ectronic watermarking information
enbedded t heseiep £5: ceiprrssed ionat 0i b8l VPBL fdult@uss Hsddige d V23 geacodes 5
and then distributed fromthe conputer 7 (6) in the Wb site 2 to the
conput erindhadtartchéehnetompking itshendbiedt i ton thier swiitcEbngfcitmiial dét sbowe
wat er mar ki ng i nformation detecting circuit 46 shown in Figures 6 and 10
det er mi nigs Hikatret tfe remai ning rate of the el ectronic waternarking
information signal S72 is smaller than 200 and outputs the detection signal
S46 to the swit€ehPAglei esaretad i hditatieRpitHay rags of the aprcEpoBic

copying is enabl ed (Figure 11), qausing the switch 47 tq be connected to
the t er HAHATPF KIPRusD o FRA VPR FSil98adss tan hé2wPrEt it B0 S hemr3 erekbiter

38mto t ' duct ar 16 _of MP3 pl.ayer 15 d ti
Form 11 2 r SeyutHl e he GRS YoRect &t EHE GBUPIA)GH: AL GILHE CAPnEHaM 49
f th =...5h in.Fi to t ot 0 Si I

(549) r & SaCed By checeh pt ayer o e et Tlor dBT ST 147RbuRS o
Filgure Zeddiated LRGP AR ARMPLAGGHEESS I DS IRNAFL 89S kG, PO, DL BV ThEe M3

recorder 38muses the electronic watermarking information detecting circuit
45 shoWtdnfp @ sn &randp 7 drotAetiendd pet haspdefbEthe Hd oMy 5 Wk finfi Qur e
9, that the audio signal has electronic watermarking information enbedded
t her ei n drdeas-imet theeoDconpt egsedD pacgese 4t he seomh i irAire @f. Thus,
el ectronic watermarking information is |larger than 800. The MP3 recorder
38m t hertlsomoegtrs ghheiswirtlckked® to bheuridriy rnalfr42dged conefrdn orf thatawdly
one generation is copied based on the SCM5. Then, the MP3 recorder 38m
Wites to-ated SEMi ésneritriers sacheiyd recordedvis the segirogeivsitaretengry 16
conpressing:the audi.o signal S4 by neans of the MP3 encoder 11. In this
manner, theéPYESePérdEF 38m cAALRFPREINALYudi b Shgnag™ Epistiucd® Pforhbehe
CD pl ayer, 4 .and .whi ch has_not beep conpressed, to e .sem conductor 16 of
Che’ NP3 S AP S GACEBRER P Brs§ RATTOR S Gt 1 STE LpFbobedea birsed
on the i d ri hed ve,.according.to th si.c. dist.ributing system
30 of t R CaRSE R ins on et FER et o plek maT B S R oh 2 b B G
1 0 APR 2003 i ;0ng. £ ORI £21H P8 ntsehatqofet SLaiie LB, Pt efen i

R e e o tnerhor Tor CaBY PHIBEGRErPL el ¥l

el ectroni c wat er mar Ing Informatli on an Igita

has beem< @RBLESSEMEr AbdLd RAL kvehYir bhadding augdhel s anals srpee8tEql and
information to this electronic watermarking information, the eFectronlc
wat er mardddag dedf @hmaheoBefii goatiud ot heeradhoy el § armtdan Mrs weeget-oi1det er m ne
the presence of electronic waternmarking information and whet her or not the
di gital signaktehas: bgen donprtessediandito’4 dantpdtys tsheleteetdont sbynal S45
information. The use control information controls the use of the audio

si gnal Byddeafingi blogt lvoryididol sidgsalb ltegl, bko ddysi ediachivdetiararited 8 nehyer
of tinmes (copying control) , permtting the audio signal to be reproduced
for onl y'a [g98dét &r mi ned period (reproduction control), or permtting the
audi o signal to be used unlimtedly. Furthernore, electronic watermarking
information to be added to the audio signal may include information on the
audi o signal such as the ID of the author or the ID of the contents. The

di stribution systemaccording to this_epgoginent has been illustrated as
the audio signal, but the present invention is not limted to this but is
applicable to any contents such as animated i nages, still imges, and

ganes. Second Enbodi nent



Figure 13 is a block diagramof a nusic distributing system 100 according
to this enbodinent. As shown in Figure 13, the nusic distribu ) stem
100 has the sanme configuration as the above described nusic d if Bﬁz
system 30 shown in Figure 1 except for an el ectronic waternmarking

i nformati on enbeddi ng device 91 and MP3 recorders 1381 to 138". - 27 i 0
APR 2003 That is, the CD 33, CD player 4, MP3 encoder 5, conputer 6,
network |, conputers 7, to 7n, and MP3 players 151 to 15~ shown in Figure
13 are the sane as the conponents shown in Figure 1 which have the sane

reference nunerals. The electronic watermarking i nformati enbeddi n
devi ce 91 an&tﬁﬁeS@PﬁsrééﬁFHE?g i§8th? - B Y ?ﬁ§qkﬂﬁsﬁgﬁe@ 8&F6ﬁpgﬁ

d | . \a K | n E di De 91]. F 14
PR e S B %tv%%ﬁ ﬁ%ga'a? g1

devi ce 91 %@d Ln (Lhis enpodirent, Af,shown LN FLgur &, 1dh g Lhe & echpopi g,
maternarklng in ornatlon e di ng device o1 %rocessnng CITCuit
a cogfdd ciient 5 RS &é@&nﬁ‘ﬂ@e&‘tt%%@uéﬁé a4 Lid gygﬁa%@ﬂagd&éeta Qﬁbggéeaat
94 and an 1'(I'nverse)MDCT circuit 95. The NDCT pfocessing circuit uses
dat a fortdn@dp$2BRkheesa3s oRNSrdttds tOC@ﬁ%E}zﬁu@HEl n MXCEoRLREESS QN1 kel y
audi o signal S51 input froma termnal 101 processing circuit 92

t hus genes alcesinan DT Feorféd chents ftove 1,026 fsngﬂggnszyg COip@RSRES Al On Ot Ut
it to the coefficient shifting and attenuating circuit 93 and the addition

circuit &hiBaskedtor Weeoeletbr ofii thwak BB npt &kyag 15f.ormati on S52, the
coefficient shifting and attenuating circuit 93 enbeds el ectronic
wat er mar ki ng Thef oemat hongf oata @f urlad | ¢ \eofr griedeatagrarimzek iogedndbrinhbion
signal 572 is as described above because if the audio signal S49 has
been compressed, at least part of the electronic watermarking
information is lost due to a quantization error in a quantization process
executed during the compression process, thereby increasing an error
rate to prevent the electronic watermarking information from being
completely decoded.
Figure 10 is a block diagram of the electronic watermarking
information detecting circuit 46.
As shown in Figure 10, the electronic watermarking information
detecting circuit 45 comprises, for example, an FFT processing circuit
70, a variable frequency filter circuit 71, a multiplication circuit
72, a storage circuit 73, an MP3 decoder 75, and a detection circuit
76.
In Figure 10, the components denoted by the same reference numerals
as in Figure 7 are the same as those of the electronic watermarking

information detecting circuit 45 which are denoted by the same reference

numerals.
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|, 024 frequency conponents. That is, the coefficient shifting and
attenuating circuit 93 attenuates the frequency conponents t i

el ectronic - 28 ~ 0 AP P 2003 wat ermarki ng i nformation |sqlﬁq}ﬁﬂ5Rtiﬂoa
enbedded, in accordance with a fixed ratio and then uses an NMDCT
coefficient S92 to execute a process corresponding to shifting by, for
exanpl e, four frequency conponents in a direction in which the frequency

i ncreases. The coefficient shifting and attenuating circuit 93 attenuates

t hen outputs a new MDCT coefficient S93 obtained through the above process,

to the additi 1 J CL . It I i : ;
coefficient gg%tﬁr%my%%gg%ggrlgg%stﬁrﬁlgrgﬁlﬁgm%fogg]a?gg?h%g}%%o%%'?(lzl(l:ll%nt
S93 fromd he rGeefdf irchantnahb 1L ANE Ridenuatiing ikt ng3cipc-genesat &, an
MDCT coefficient S94, which is then output to the IMDCT cifcuit 95. The

| MOCT cigifdt tan9hpsubi6dsr the IMOGhdeeehbbirsreNth ST pedckhe jadditionit 70
circuit 94 to | MDCT conversion to generate an audio signal S91 for a tine
domai n. atheiglecit onk davaiarimar ki hguihf7eri@d idam ferbrd g «deMingec At &ecor ds
the audio signal S91 on the CD 33. Figure 15 is a graph useful in
expl ai ni ng the phece$sthgowae rvaideondring ki teeefihigccéntushi 46} nghandp3
attenuating circuit 93 and the addition circuit 94. For exanple, as shown
in Fi gurdeckBigr 76 exrradisehadi? dild ewdder (e kiingut ffromattieomiftgl 50, shown
predetermned first frequency conponents fl and f2, the coefficient

shi fti ndraddgareefuattd MErEnedE enodudsess tHe IVBET: caetsh cisesfregoguiput to
execute the process corresponding to shifting of frequency |evels by four
frequené?“%&ﬁﬁb@éﬁF@SFﬁnﬂhélHFPégt?gn in which the frequency increases from

the f [ ts fl f - ~0.AP.R2003 the. f I
ovel & nar ek s R eaPanel it Bt Fns TRE pragersiBy et 10 TrEqaHA e
| d -f i tiao. fici t. shifti
ol tiduler®C i £rBE &y LLUEE T8 oo, FRE SRR GBS AL ELN9:278 based

addi | on,elguitu 4 UseRathesDET ool Ll ot 5,392 And P08 1O execkbeya

process corresponding to addition o evel s obtai ne

t o secongddrawdeney ccerpanent st & Snandi {4 ShoMhath ohi aUE8st 184 @ dfB. 45,
Thus, the electronic watermarking information S52 is enbedded in the audio .

signal S51 apdotbeslheyel:saftddpysacond tbeequency wdnpoaeantls H3 @it fimat e
as shown in Figure 15C. In this case, the first and second frequency
conponemtedad. and f3 are heteropol ar before the el ectroni c watermarking
information is enbedded but are honopol ar (positive polarity) after the

el ectroni ¢ watepndtki nghe ndorenitiaon dHasuiden Sedpéddéd. tirheanourt @fhd second
frequency conponents f2 and f4 are honopol ar (negative polarity) before and
after tHOIOFEGTAORI ERaldat st iAGIGNY G WESPHBEF b Ras! B Sdrbébagl. [ tthe

frequency |\ gvsl QR4 ahned BY; athgnyating, , af; fie figxed

Step S12: the detection circuit 76 divides the amount of
information detected at step S11 by a reference value Ref read from
the storage circuit 73 to calculate the remaining rate.

Step S13: the detection circuit 76 determines whether or not the
remalning rate calculated at step S12 i1s smaller than 20%, that is,
the amount of watermarking information remaining indicated by the
electronic watermarking information signal S72 is smaller than the

threshold value Th2 as shown in Figure 8D. If the detection circuit
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ratio, the level of the first frequency conponent in which the electronic
wat er mar ki ng i nformati on has been determ ned to be enbedded iﬁ ﬁdgﬁgRt ﬁge
| evel of the second frequency conmponent offset fromthe first IfUe czn
conponent by four frequency conponents, the levels of the first and second
frequency conponents are likely to beconme honopol ar after the electronic
wat er mar ki ng i nformati on has been enbedded. The el ectronic water marKki ng
information detecting circuit utilizes this to detect the electronic

wat er mar ki ng i nformati on as descri bed below. - 30 10 AP R 2003 In
addition, the levels of the first frequencies fl and f2 are attenuated in
accor daricedaitehni hes fiihadd thet Fenahwinh &a tadbe dmed leretBar otk f Aégersreytes
conponents f3 and fa, and in this case, the first and second frequency
conponeMdapd N9affef teReS A dRRE oMt RPrEdFE eritnicredUteFePECERS P SN2k uthHeP
that at a certain attenuation rate, the |l evels becone equal or close to
zero dudltb a quanti zation error during conpression. That is, according to
this enbodi t, it ,is.preferaple that there be a higher probability. t

the firot andCeBobl HBGBRE LOMSIIGHEL b & USSR AT 4 R RSP baBhoy
conponent s,.have be hj, eque S.; I

| ower t hlanﬁi lpcra\e£ éltgergﬁ‘lageédo# ygl(\iqe(f ggbéggigls%&’a# e?‘ ﬁ%o%gggés}gjﬁg .Cl?%lﬁgé:dig? isg{n?wnas
descri bed, helow.the el ectronic watermarking information detecting circuit
det er mi nes ether or not those of the first and second frequency
conponents whhgh have; pregdet a4 nedhd evlles oaf thewen ehayenheena cOrms essed.,
based on the fact that the |evel's become equal or close to zero due to a
quant i zati fyrrertieoh gughay SONMsesfbiher lthdheoahove ¢as®d geiemmihbe fhdtst
frequency conponents are attenuated at the fixed rate, but it is only
necessarphd i3 game obHot he5fi ostgandl sedod o equertcyndenpatentsréabhai ned

t hrough the shifting becone al nost zero after the honopol arity and

conpr essindivrrartd onhembegdddd athemiat i ofhnat ethe qmyrpanttt dsl ankykedyuio éuk
That is, the individual frequency conponents may be provided with arbitrary
di f f er etndatltvepndriinaetadeseverhd feltbet MBI €1 %@t%%%@pmpﬁgsmfioamtmﬁpn%ed
enbedded, for exanple, in about 100 second frequency conponents of the

1, 024 f rdgddfcyctorpaABARter memary 16 qf the @bpeiaveTaddition, this

enbodi ment il ustrat the,case where the. frequency 1 eve 1.obt a fi y
art enuat i ngtERel s ane Be5SRtERl Tl 7Y SELRRRY A BiSsteRe lonuhen e
the | evel_ of S f ency, . en fset . e r cy
component By T F oSy o HaRPa s PR ety e L B T he
el ectroniC Matgemgrking information, as described above. However, the

di stance on the frequency axis between the first frequency conponent and
the second fraguensybeoaponent tire N@indinTniedate 45 tReaddettoinid he

el ectronic watermarking i nformation S52 is enbedded in the audi o signal 551
usi Ng asvad eltiiatr k id gnbd Bb eme ohgt | sigrgy1a speedet kardgare dhamaer , otheamps eSile
constituting the audio signal S51; the el ectronic watermarking information
S52 may $45¢ eémbeéddedyaltb buee ¢€hechudiic siafratnagXKlingr indopaptivherrnbéddea
enbedding the el ectronic waternmarking information as described above, a
maski ng &dfr-is desirably taken into consideration. The masking effect is
such that if, for exanple, the frequency is indicated on the axis of

absci ssas usPA§ed PRdGAHItHNG seaFEC WRTIoY ke BYuMr Fredsir@d( Shprit bidd)

| evel is.indicated on the axis of di nates_as shown in Figurge 16, the
human addi® 61y 6040 HOET MG Bdct M 80 SOURUE DECON S tRBK Ryt dGr v "G | n
this case, a3,8ee0iLR Lhe MRSk NGQUrYS 1103 SNOWR LRGN €ol b LG IAN
audi tory “dense does nof react to | ow solnds wthin a critical band area of
width 1QQ Hz ngar a certain |oud sound. Thus, when the electronic

wat ermarking information is enbedded in a frequency conponent within the
critical banflsagga.mhihercontd of | itie the tkatihg Hseduby tBerabove-gesanided
coefficient shifting - 32 10 APR 2003 and attenuating circuit 93 to

att enuatog the detvedtiafn hgnhilrsds fireguensye car@tey isdotrhat ibhedsiutding
pressure level is |lower than the masking curve 110, this prevents
degradation of the quality of the audio signal which may result fromthe
enbeddi ng of the electronic watermarking i nformation. Tn addition, in
enbeddi ng the el ectronic watermarking i nformati on as descri bed above, the
tol erance of the electronic watermarkinglinformation signal to the signal
conpressi on executed by the MP3 encoder 5 shown in Figure 13 is desirably
taken into account. That is, as described above, the nonlinear quantization
Huf f man



encoding circuit 67 in the MP3 encoder 5 carries out quantization and
frequency conponents with | ow sound pressure |evels may be 'OsﬁﬁﬂﬂﬁDRDZﬂUB
guanti zation error during a bit reduction process involved in

guanti zati on process. Therefore, to enbed el ectronic waternmarking
information that sufficiently tolerates conpression, in an audio signal,
the ratio used by the above described coefficient shifting and attenuating
circuit 93 to attenuate the level of the first frequency conponent is
desirably controlled so that electronic watermarking information is

enbedded_ whi c. s _high a.sound. pressure lLevel as possihl i thi n

range oﬁ”§6&H§1§%§§§ﬁﬁ@ ggvgﬁgufﬁd?cggédg%ﬁ ?%%g%%él?ﬁﬁ‘§ﬁ$v§4 1520FN%§%
Recor der {: "1 ELgu .a-b i agra | ecor der
1389 shonie o gura pgnartiht HARPRERIGy OG- (AN AR IR R ATHE (o
recor derp;i138m has the MBAceBEdene 1dwithe AMELhRhedth®oSWhbChbpEi AT Cal t
48, and electronic watermarking i nformation detecting circuits |25 and | 26.
As shown f neHe gidteckiont BegR3 2601 del cdB8mtas tdhepSake igoshhpueat 68Ntas
the MP3 recorder 38m shown in Figure 6 except for the configuration of the
el ect r ontannwaitetoat ke nge dmifronmati on et ecttiong iohr sughsl 124% dndik26esFtigat e
18 is a block diagram of the el ectronic watermarking i nformati on detecting
circuit di¥rinks ishemmbled Fi giihe r#8 set hehelssdttrobriing watenivardd ngnitmbodsnilié on
detecting circuit 125 has an MDCT processing circuit 120, a coefficient

shi fti ngwitr@ui47 B21asanpél &pi tynoeapakd nghei reuiind 2242 prstidrage circuit
123, and a detection circuit 124. The MDCT processing circuit 120 uses data
for 1,02MEhiplayerss lonet@ant®lto carry out an MDCT process for the audio

signal $49 igput fromthe terminal] 99 shown in Figure 17. The NMDCT
processi ng cifr@Ure 2265t AuRlgehet AT P IVIEE oePladrEnt2for the |, 024

[requency Comeneiye o QL HILpRST s0PL b ELEDL 0,00, iR casidisi g

coefficient.  shifiti cijrecuit 1 uses the MDCT coefficient 120 to shift a
predeteﬁﬁ?ﬁgﬁpﬁi¥§?&?rg8§éﬁ%§ %ihponent in which electroni c watermarking

information i t@phe, 08IHCHE.c Y el PERGXATR) @onh@Uk cfiI @AUSRCYPEORPONENM S
inadirection in which the frequency increases to obtain an MDCT

coef fi ciznt akd2dn i i Githd & ildren sORkpUEt when | hto Pad:ainigdlye, canmpasi pg1Ei s£Uite
122. - 34 10 APR 2003 Based on the MDCT coefficient 5120 i nput fromthe
MDCT pr aciessdogntosded tvid2thandtivhek NDCT wadeftiehct @ nhe Slaaili domplutc toranertiduey
coefficient shifting circuit 121, the polarity conparing circuit 122

conpar esl & he wireedieh @ eaidneds ifgrradt S 4 reguedoyeddipbne 8D ke ys H set¢enpronsad
wat ermarking information is to be detected with the second frequency
conponerfndifdEtenriomthRes s raanducdqieReyeEvnfopd mh I fBUr FHieydencyiter
conponents in the direction i he frequen i ncreases, enerate a

whi ch
Combar i St} inghiahe BP3F il Gt EHE ME H BCTPTOSH SEnES dBATa EBRau L S e o,

the polarity.co ri circuit 122 uses the efficients $120,and S121

o doterfinE e ER e aryShr Fond or A sPoRRa  CEdortPh fdiulhey TR6RESRENT Eh e

order t efect .0 f t he first frequency conponent and the second
(hs & as a %%r%ab%% 19 e£

f requency conponent corres%on g to this first frequency conponent in

whi ch both the.fLESE a0 SEHONMLIIEA4NSY, coMPAnenis ave gHehoR hevehgthat

they are not [ost despite a quanti zZation error during the conpression

process GyddRdcaphchyytdie ¥B3 eRsRdes, B shews iMB EhaUs€odss thempol aridy
conparing circuit 122 conpares the first frequency conponent of this set

w t h thesigorarespondi(sg) seapnd frequene WEDMporardert 138 eof for polarity to
generate a conpari son signal Sl122a.

In this embodiment, the semiconductor memory has been illustrated

as a storage circuit, but other storage circuits or recording media

such as MDs (Mini Disks) can also be used.
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Further, the polarity conparing circuit 122 detect one of the sets of the
first frequency conponent and the second frequency conponent c rﬁegﬁﬂgﬁﬂﬂia
to this first frequency conponent in which at |east one of the {fUr

second frequency conponents have such a level that it is |ost because of a
guanti zation error during the conpression process carried out by the MP3
encoder 5 shown in Figure 13. The polarity - 35 10 APP 20D3 comnpari ng
circuit 122 conpares the first frequency conponent of this set with the
correspondi ng second frequency conmponent thereof for polarity to generate a
conparison signal 5122b. The.stprage circuit ,12 oy es fi,rst reference
accunul at ed ﬁ&éeuiédlﬁsaag}%?grgg%%r?% %éﬁgFﬁgﬂiiéﬁVﬁﬁgﬁé%7électronic

wat er mar ki ng ,i_n .0 e .t i i - 2cond
et oronce acinirorednad it 20 Py aREo Ry P nRlY] ErBhanRLs AR RAEE6R
audi 0 si g : een r.es eser) ove, i ref.er
ccunUl S e oo S e e Tl ™50 T o (he Tunbar of Those
of the f&aQUENCYELONMRONGRES W Mbcel 8SLEQNE Covat Sdray kd kb diY QyiBHRN 2ing
enbedded therein which have such a level that they are not |ost despite the
conpr esstéorcprtocess . The second reference accunul at ed val ue corresponds,
for exanple, to 200 of the nunber of those of the frequency conponents with
el ectroni c waher fankingdis hfibeget t ong ereddied dtherisiimtwhireliebavbesMBER file

| evel that they are | ost because of the conpression process. For sets of
the firstlangasefood fheqeericpndogpornenesoiyn Mhitohobba hn ferememtcyata S80,
conponents have such a level that they are not |ost despite a quantization
error durii) tare dhepry esdrgh prPotbssHBkERwr cde®ydie NPT Wicdder 5, the

detection circuit 124 cal cul ates, based on the conparison signal 5122a, a

first accumuT&eeduiireR dafatiad fdreHe EnfhissibisctsetBei pnapiieth daie@ FPPstC
and secand. frequency, .conponents are ho ar. The detection circui 124
Gt or m BC e B NP e GBD B LS KISE PRt B it ied, ks theBnoBhbEbaka e
t he audif)égéggﬂ u%%%ingi%Qe .Erﬁit-8§6 1 D APR 2003 accunul at ed val ue
IS equall%o or f%rger ffan t e Frrst feference accunul ated val ue read from

the storage %ih"ec!c'hxryeﬂgé-qv\lﬁntt%rz%%tiio\ée!:i/rcﬁ% L AvaEsENG Juidmili ANd checend,

frequency conponents in Ich at | east one of the frequency conponents have

such a Igelotdtatintad Bot@hbedie cliand IPBNGH Zad | QN HRNT St sl EBEHenverse
conpressi on process executed by the MP3 encoder 5, the detection circuit

124 cal et es,rdwdseds3qn t he conpari son signal S122b, a second accumnul at ed
val ue indicating the nunber of sets in 4rhich the first and second
frequency coffpengntsrse ellittihopekalt Thesueieedtsl theMPCUido A cdeingr ABRAetso
that the audio signal S49 has been conpressed, if the second accunul at ed
val ue i fregudlerse YPCEnprPeess Hanh oft@ igeabnduded et et &SSunwhackdigatien
read fromthe storage circuit 123. In this case, the second accunul at ed
val ue i LBkt &9 ithie yubbrsd syYREBefhel Ry etietityt Ghponent is lost if the

oi'gnal "S46- hABeeT BTN Y AL R FRRRI T T of et 1 orF D EAA P EeF RO Al has
8125 i ndratTRg T Ehar EhEst ot SR Lt stPReBRR At B L oun
In FIgurgibh is then output to the headphone 18.
[Headphone 18]
The headphone 18 outputs sounds corresponding to the audio signal
S15,.

A general operational form of the music distributing system 30

shown in Figure 1 will be explained.
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Alternatively, upon determ ning that the audi o signal S49 has never been
conpressed and/or has no el ectronic watermarking information enbedded
therein, the detection circuit 124 outputs a detection signal [P?APRM
P R 2003 S125 indicating that copying is enabled, to the switching cifcuit
48 shown in Figure 17. The processing executed by the switching circuit 48
based on the detection signal S125 is the sane as in the above descri bed
first enmbodinment. Figure 19 is a block diagramof the electronic

wat er mar ki ng i nformation detecting circuit 126. As shown in Figure 19, the
el ectronic wat.er mar Ki ngti.nf oir’r?ti on detecting circuit 126 has a Huffnman
decoder 13S, ‘afSinv&rse “qa8ati 28t on circuit 130, a coefficient shifting

circuit 131, larity can I I L cui a stor ircuit and a
det ection ci rlglu&?lelééll.sxfhgqlg—igﬁfrgrg#%éc%%éerféﬁ%o "Huf T man- g“ggl(?des%ctcﬁjef%%igg Ul e
S50 (S5)4 the termn i 0e Riyqur 7 r at d
data 813%‘[}@\%#% Jr_g‘;ge ({%%eltﬁ%éutapﬁtgn?gatéﬂlgw%g? s%rgé(;ucg)nﬁ f{ésﬁsg%%%i r%c%glc???gg;é
The i nvey s Guat izt heBrkhf 4k lero3@dli RYEISE] Je Byl Snt e fecaded Aata
S135 to generate an MDCT coefficient S130 using |,029 frequency conponents

as one ufd caedtevhpuligat e dIGhLoaFbiehenbn SERaosthe copbfdd®NEignal
shifting circuit 131 and the polarity conparing circuit 132. The

coef fi ciest tshigkhiemgtei titalidudilil sugaalt hel MNDCbraeef toaheni £ &di30-d ahghtbB3a
predeterm ned first frequency conponent in which electronic watermrking

i nf or matwiorh ithd ;b detigeiedd S3by refordesdahpéeeofhiour frequency conponents
in a direction in which the frequency increases to obtain an MDCT
coefficient FM3thigh¢ate i shehefomprpticd 1t Kaepdf &r iabputohParehdhe peaint
132. - 38 . 10 APR 2003 Based on the MDCT coefficient S130 input fromthe
MDCT pr dtlesidtifymaticm 5 305&ndr PRet MOCTL RO G ettt esTar KiRgui nfPERAE hen
coefficient shifting circuit 13|, the arity conparing circuit 132

conpar esSth{“éﬂprSe#et gﬁ']ﬁ:lhng i FFE@lpﬁaaugﬁ%yOto%%n%ERurﬁ Wﬁi]&#’erln@&lto@ni c
wat ermarki ng. information is to be detected with the second frequency
conponert 6T Fs&tY from the first frequency conponent by four frequency
conponents i h krecti I ! h CVe d , n a
compari Son si'gna "SL92 PharRar e & reetlt arERe fobmekron: TR e SHALE
circuit d83 18t gf8s Htfd pst reference accunul ated val ue used as a reference
in determ ni ng whether el ectronic watermarking informati on has been
enbedded in thetaddweb digral2,. tAs deselrd hed ahevesed hito fidistodiefee-aaCceD33
accurul at ed val ue corresponds, for exanple, to 800 of the nunber of those
of the ftregqueremateomhenentsowstbnel e€4 ramnd cthvatMrIremidong i shownatihoRigure
enbedded therein which have such a level that they are not |ost despite the
conpr esst cwpressss. ther aveis diqndle 54 dst thadMBaconddreamiendpecYRgohehe s
in which both frequency conmponents have such a | evel that they are not | ost
despite ® quantization error during the conpression process executed by the
MP3 ‘encoder 5, the detection circuit 134 cal cul ates, based on th _
conpari son sitgnaPlSLEFe qtRe rAt SRR EUhA SLEFEVAPEE THEA WY g% h@gﬂﬁ’ﬁf’)@f"%f
sets in which.he first econd.frequenc yponents are honopol ar. The
det ecti on &i'rcui% %f%geﬁgrgm%ﬁgg g%afse%%%ltl%/o%@‘é‘ wat er mar ki ng i nf or mati on

has been e”b%ﬂgﬁ‘? itHetHEBNEJ‘?‘léié@ ﬁs%évﬁ@dadefd tt%e tfhier %Trbitrary computers

7, to 7, owned by the unspecified number of users 31, via the computer
6.

When the user 32m attempts to store the downloaded MP3 file S5
in the MP3 player 15, using the MP3 recorder 38, shown in Figure 6, the

MP3 recorder 38m executes the processing shown below.
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- 39 1 (1 AP R 204 accumul ated value is equal to or larger than the
first reference accunul ated value read fromthe storage circui d%ﬁ &Eznoa
processi ng executed by the switching circuit 48 based on the détlec P

signal S126 is the same as in the above described first enbodi nent. The
musi ¢ di stributing system 100 has the sane operational formas the nusic
distributing system 30 according to the above descri bed enbodi nent 1 except
for the above described processi ng executed by the el ectronic waternarKking
i nformati on enbeddi ng device 91 and the MP3 recorder 138a. The nusic

di stributing_s m 100 provjdes effects . simlar to.those provided by the
misi ¢ di str Bt ESPERFS0 GobHHine Ehor hETRboVE GASerIBBY 11§ eEmation
enbodi nent.. Variatio th ond .E [ t T 0 scribed secand
enbod meRtertEag: rat st A Ea 28 L TR CE et 2P Uit R on et
attenuati I Cul, t [ [ - j I3 L eliec '

et or M Rg Tt o vt aedding oot ed BIRUE bur o e TRt R
coef ficignt 2,10 £xpcUt e1bhesspcess raeui-espendidihdd talkt eoMat hgy @aftd he
fixed ratio, the frequency conmponent in which el ectronic watermarking

i nf or matjisonohag rbpegnhdel ef pé neph to: e eberledcandnt hes shif timg tie: has
attenuat ed frequency conponent by, for exanple, four frequency conponents
in the dileettbanciwatdinch kibey inégueacion rabedsies. tHéer€ionthdsias ateorkharg
to this variation, the coefficient shifting and attenuating circuit 93 adds
f requencynpevebsdpbiral bdnbyutpuils thelQekePt R2G0Znatlt 8h6atd hgeoswitching
anplifying the levels of plural first frequency conponents, to second

f requency revapodnisdéaehlod f skat feeny e icordiespdedi-ng first frequency
conponent by four frequency conponents on the frequency axis. In this case,
f or predeterﬁ?n@dr%$ﬁikrf?ﬁ&nﬁﬂﬂﬁfhé@ﬁp6ﬁéﬁpétoﬂ8tHEOWPréP Fiegtentyls not

conmponents, the coefficient shiftjng.and attenuating circujt 93 determ nes
such o EETRECAEUEE CHGACATARL A £ o ESRIGHBALS | 4 il T3 Pttt or
anplified.that t | evel , of rres diing _seco reguen cgyponent
bggones%eépﬁewrﬁggegda?tF%%,ﬁqu%ﬁa€3f2@248§§? fﬁ%ﬂg%ﬁtﬁé%%‘%¥a value Th3,

shown i n Fi gy 6, 208, o,and: egiial,di6, & Jranoes chhanoactbreshol devid e Thd,

shown in Figure 2 n this case, frequency conponents at a equal to

or highgr sbhantt Be ddi&LeNQ| dndbdiares pLayeBLEdaf 1:0m hakngps asit despidia &
guanti zation error during the conpression process executed by the MP3

encoder i% shawaikarEbguee th3thackpatetber, Jmad ufsrgueiey Cammponeitisats a
| evel | ower than the threshold Th4 are | ost due to a quantization error
during whe chapiessddn Ipr abesssexed ednhytt hee MR3e efRDderl e5SShomntihven MP3
Figure 13. For predeterm ned fourth frequency conponents of the first

f requen®yagepodhent 8s eheeeoeffi theningdndént myf die aremiathitngagi peuit 93
determ nes such a ratio at which each fourth frequency conponent is to be
at t enuattédesrigapYi FHRREeHE®t he | evel of the correspondi ng second

frequency conponent becones, after the %ddition, qual to or | ower tq%p t he
threshol d val beA TR DHo GHR T giie P20 R &G SRaf1 BF Ut FAR K Hed t HY et d o
val ue T%%b%ggggéﬂéggiuigcgggressedintotheMPBfileSSusingtheMPBencoder
5 and then distributed from the computer 7 (6) in the Web site 2 to
the computer 7m via the network 1, the detection circuit 76 of the
electronic watermarking information detecting circuit 46 shown in
Figures 6 and 10 determines that the remaining rate of the electronic
watermarking information signal S72 is smaller than 20% and outputs

the detection signal S46 to the switching circuit 48 indicating that
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- 41 10 APR 2403 El ectronic watermarking information with a high
conpression tol erance has been enbedded in the portion of they4sgt d
frequency conponents to which the third frequency conponents Joﬁréfﬂ%ﬁﬁﬁﬁ?
while electronic watermarking information with a | ow conpression tol erance
has been enbedded in the portion of the set of second frequency conponents
to which the fourth frequency conponents correspond. In the exanple shown
in Figure 20, the third and fourth frequency conponents are m xed toget her
on the frequency axis. On the other hand, in the electronic watermrking
information detecting circuit |25 and 126 shown in Figure 17, when the

det ect | GIPRYINGULE AP LeOWH TS ddif e AB 2RP tHhe guibehibh t& PeuFenneyted

h in Fi 19, tively, "o" injtial, val f th
Thirh f e bBRCee ok habs - haUERy BRECEroR Lovas GramPRi T § b et bRC W a
hi gh conpressj on ..ol erance enbedded therein and.the | c tes an
hedum Brssletn oD B e SERRSEERAAS Rl ok §E FRe RS il don-

signals S122 5 L pdi 2 matched polarity, the accunul ated val ue
is a predete?ﬁ?ﬁg éé%ﬁ%ggégﬂﬁﬁaer irrespective of whether or not the audio

signal has been £aMpLessed bacause L AsnLbees ol 6pWALSIITRE Kidgnk M Of i8I 0N
with a high conpression tolerance is not |ost despitethe conpression as
shown i mdFogures (0B rand 2. 3dhenslar en byg et e abni Lt ke cageaiyl stath
value for the third frequency conmponent, it can be detected whether or not

t he audisa $599alrdpas delcect b prihe amipaaerki NG o fii®MPat oo etdreddedak greaim.
In addition, in the electronic watermarking i nformati on detecting circuit
125 shovim Fhgkigut e the MRbereddreiadeBégtax@mrudiesctthe 2T estsdwy shd@n belll .APR
2003 in Figure 18 sets "0" for an initial value for the fourth frequency
conponent haVhadikl gecrodes Wat esaartiengl eaf venit iwartewingh kangopaformation
conpressjon tol erance enbedded therein and then cal cul ates an accunul at ed
val ue byed@ditagy ¢ireBitnddihaymlinvdigeres Phendohpar PS6RTELBRAl PTITD PN

i ndi cates a _matched polarity, the accunul ated value is _equal or close to

zero i f W'e fAQYi 6NEFEnaP RASUbBenr cotpt edteFWhet 49t r8Se§haftianbr

| arger than_a predeter 'neq%value i f.,the.signal, has never.been conpressed,
because "I BREELPart &L Gl it KRG ORGPt oWy TR Sae o ROEDr T has Tt o

t ol eran i.s . lo SSi i.n _Fi €. Ther ef.qr e,
by det oPEoRreE The Aostiif 3t RPEet) P At i ek E T SR LS Y P,
can be deteetednhyhether amNobst PEcSHELP $d IPRLN AShhas Pesr soPERSFeGo | f
the detection circuits 124 and 134 of the el ectronic caatermrking

i nfor matthentdenesil N G edhtisthdh @k baf ydehergemerdthiain iBecapté® 1sisgnral
has el ectroni c wat ermarki ng i nformati on enbedded therein and has been

conpr essed,thehecdetection circuits 124 and 134 output the detection signals
S125 and S126 indicating that copying is disabled, to the switching circuit
48 shown i n Fhegur &7 MPOt heraw der; Bmewdet eetticohhei el aanalZd ogndenadyy duft put
t he detection signals S125 and S126 to the switching circuit 98 indicating
t hat copyienyP? sf disablledene i bpdteFORRFEaE 1 bR, thichaUddefFiElanf 4shy Maat§
and attenuating circuit 93 shown in Figure 14 and included in the
eIectroﬁﬁctﬁétgpﬁa?RFﬂﬂaniBrnation enbeddi ng device 91 in Figure 13 may
assign the third frequenc compopen w th aBQigh cogﬁfession t.ol erance, as

t
frequency fA and oWt t5equenci es é%(fo K&t R & FF dHueiiey e S Re Rt €0 t h
| - 3 i t - i i h
the tr edabresipal L SR ot R FER Ol SRR Ed! BIRICLRS QUEDE! A"
S49 and (M@3sEhk Eon2Qchay e H1Qfr haenEoNPI £ased.s hot hudihg thibhr g%aﬂfl;ﬂofﬁwro%

frequency conponents renain in the pattern shown in Figure 2

however gehBeaaidhoi§i grate $48d apds Mo idiee SEihave been conpressed, only
the third frequency conponents with a high conpression tol erance assigned
as the frequescyedd aned | overe f reegivaadings thebknmas i 8 haimt + b iguy e v2kEm
Based on this, the electronic watermarking infornmation detecting circuit
125 showd ¢f tHigueebddimantdetler milee twhet hewatorrmeotk itntge i nldioa bi gmad i gmag

el ectronic watermarki ng i nformati on enbedded therein and has been
conpressed, while the electronic watermarking i nformati on detecting circuit
126 can determ ne whether or not the audio signal has electronic

wat er mar ki ng i nformati on enbedded there&g.



El ectroni ¢ wat ermarking i nformati on may be enbedded so that the third and
fourth frequency conponents are nested. Alternatively, in each fotgpgg?ﬂgs
descri bed second enbodi ment and its variations, use control inf

t he audi o signal and/or information on the audio signal can be added to the
el ectronic watermarking i nformati on as described in the first enbodi nent.
The present invention is not limted to the above descri bed enbodi nents.

For exanple, in the above described exanpl e explained with Figures 20 and
21, the electronic watermarking information enbeddi ng device 91 attenuates
or anplifies the level of the first frequency conponent - 44 10 APR
Q003 anditaddé tieeraCeanbst 8gedr tanﬁﬁFﬁF’éHn?e{%@ REFIHE S &dofd Fteqbéfcy

conponent to generate the plurality of third frequency conponents having a
| evel at"alfidR ey h‘PEo%gtJr%%tanﬂle%*b?tt%e% Ré ‘Hﬁw%?@é@igdﬁa;{ﬁﬁl?%l ﬁ‘&’ﬁr‘?%‘gn

f t ' N | at [.ch they | ost . b th
compr oa< Bt - BEUer AT e PTRRLYE T4 ot TEVAID Gr- o RPPaD PRBGUERCYS.

it d I i t. I | ' he. ! (S t
oot dosp G o, SR e Fandt Rk el PEuLd, SRR O O o ™

fr eq“e”Cé’leccod%%’l%“hait%r&%l%‘k?ﬁ?ﬂii’l"ifBPmé‘t {&yel in%;eaflv\’qinc *E[hteh%bB'{rEq B&PfYcan be

conponent 1s |ost because o e conpression ore el ectronic waternarking
i nformatjQny iks erbedead th Bddithed .o B1EREr8ROY & ARG ARad (e MR BG-RBN Sn
the MP3 is illustrated as neans for conpressing the digital signal, but the
MPEG AAGH{Peaneet oAudi o teediing)tal & hen ATRACH ddr aslep et dad Adapid V@entify
TRansf orm Acoustic Coding), or the |ike can of course be used; the nethod
for contesskagediterai ghtfakmatgoal iThenotepanttireudl anfyrhatidedontrols the
Additionally, in the description of the above described enbodi ments, the
audi o sigmalothddiebesdivakéanby bmypefnikairpt eheduwudibe sppeséntoipvertpiordi s
applicable to processing of inmage signals for still or aninmated inmages or
ot her diggPrafiesegnbired nagbgasel Lhads alsby i ngcevrdinlg + perhet igmahe audio
processi ng apparatus and net hod of the present invention, it can be
det ect e WEthéP % HRRTANESH §PE DD SY GnBF IR E ArRHRe L PECEPONT ECRNER & Hak KT ng
infornatioq:eqﬁedded t her,

7%

ein _h b . As d i bed
accor di 1A e SFRAF Mo bCRIarHD ALY o LS Sind trithod cof "Pre™ brBLLkt
[ ti i, f igital si . wi t ic. - 45 . 0, AP 3
wat or rer B RS F s T hsta E R SIS o isstdasna o ke RSTRaTe e
can be prRRiPistgdahr 9m, 0el fg48CH ARt oA BRMRY Alai® 8RHAAUSHERN s the
apparatus, thereby effectively avoiding infringenment of the copy right.

Addi tiond loy, taecanthog &0 tie 13 raknpr e686sh Y. apPAr at Usr apdt 1B Qdm
the present invention, electronic watermarking information can be enbedded

in a di gidalradingnad 30 4 Babodtimean e detact eldisthetther asrtotutihe i gidlal
signal with the electronic watermarking information enbedded therein has
been conpriesbedpré sanistimeintAppl icabot i kiymifheel poeskehs hulvdist applisalale to
digital signal systemthat is effective in protecting copy rights and that
i s appl iagablcententsopuckanpl anivpbed r Prige watdrindr Kingdgedevpbds IRBESAUSI C
distributing systens for distributing nusic contents via a network or for
vi deo di stri BEFPRY LHReEHReRr distributing still or aninmated i nages. - 46

Figure 13 is a block diagram of a music distributing system 100
according to this embodiment.

As shown in Figure 13, the music distributing system 100 has the
same configuration as the above described music distributing system
30 shown in Figure 1 except for an electronic watermarking information

embedding device 81 and MP3 recorders 138, to 138,.

_27_



10 APR 2003 CLAIMS 1. A signal processing apparatus for detecting whether

or not a digital signal has been subjected to a conpression prfifjf Qﬁ
si gnal processing apparatus being characterized by conpri sing: Bé& 03

means for storing a first amount of information used as a reference for
detecting whether or not a digital signal with electronic watermarking

i nformati on enbedded therein has been subjected to said conpression
process, the first anount of information being the amount of the electronic
wat er mar ki ng i nformation; extraction neans for extracting the electronic

wat er mar ki ng i nf or mati on_cant ai .he n di 0 be detected; and
det ecti on medhets bF- d%FbEPfﬁh gb §géﬁﬁﬁ"égﬁhﬁ§eBF mEPTBREEh4t P& g%FE
amount of the electr ni,_c ter |nfor tlon act ed d co

said first ARBUNTELSE iﬁPoﬁ%&?qud ﬁ# S sebgﬁd ahguﬁwnoFl nqyrng r%o

detect wWhSL Defe Al £104 cgﬁégngégg %'owi'ﬂ{‘ﬁ} 4 Pe REadehent 6d t*ﬁ% Qx?eePefé'PéESéed

to the conpression pro si‘gnal “processi ng appar at us according t
Claima1l, ]ﬁﬂg¥ q;erlzed in that: said storage neans stores as said first
amount of i n ormation, the ampunt of information in el ectronic watermarking

i nformation kgt eh@@t?@ﬁl(@%&é‘i@ﬁéﬁﬁd ih@osRhH 1 6ANPRISSEd Ol RILGRSS o178y
said detection neans calculates a remaining rate of said extracted

el ect r oniie WetRrradddeg si nRar med i 1038, f oML Sk ddé ¢ Bib@dhsenpnth amwitls - 47
~ 0 APR 2003 of information to detect based on the remai ning rate whether
or not [Electronic Watermarking Information Embedding Device 91]

Figure 14 is a block diagram of the electronic watermarking
information embedding device 91 used in this embodiment.

As shown in Figure 14, the electronic watermarking information
embedding device 91 has an MDCT processing circuit 92, a coefficient
shifting and attenuating circuit 93, an addition circuit 94, and an
I(Inverse)MDCT circuit 895.

The MDCT processing circuit 92 uses data for 1,024 samples as one
unit to carry out an MDCT process on the audio signal S51 input from
a terminal 101. The MDCT processing circuit 92 thus generates an MDCT
coefficient for 1,024 frequency components to output it to the
coefficient shifting and attenuating circuit 93 and the addition
circuit 94.

Based on the electronic watermarking information 852, the
coefficient shifting and attenuating circuit 93 embeds electronic
watermarking information for a plurality of predetermined ones of the
1,024 frequency components.

That is, the coefficient shifting and attenuating circuit 93

attenuates the frequency components to which the electronic
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said digital signal to be detected has been subj ected to the conpression
process. 3. The signal processing apparatus according to d ai

characterized in that: said storage neans further stores a fi?Lﬁ $H38g2g03
Val ue used as a reference for detecting 4rhether the digital signal has
been subjected to the conpression process and a second threshold val ue used
as a reference for detecting whether the digital signal has said electronic
wat er mar ki ng i nformati on enbedded therein, and if said detection neans
determ nes that said remaining rate indicates a val ue between said first

t hreshol d val ue and sai.d second threshold vaJ ue, said detection, pea

ot eot o VAT ST R GReAF T GHAI T §OnES RGBT niE e e BEFEd oefle
conpr essj on, proc and t hat t igit si.gn Sy said electranic
maternarﬁ?%dgl%wgrnar}5We5nbed§%§q 8F§flCl%n%Tﬁ§§S|gnaf CPt ot Hirgess

appar at ug, ACg ocﬂcfhghg;%ockﬁ ?‘c}n%%\? AL LLLZG flb” O3 - eachge gé;ggg*noggn

means conpri S ort ogona con I on neans convert gl ta

signal tp,be deteated, fihomma & %ed@%huehe ai hEPOLEOSY 4QRRIBe r@Rdizand8
1 U~PRZ2003 fllter means for filtering, gase on a result of said

conver si oy r S ¢ afliggh & Bdn®d N clieche tdet eatee ubh@ cext K& butpud seh efdy ADEe

wat er mar ki ng i nformation. 5. e signal processing apparatus according to
d ai m 1, csbpfact@rti 283 obthhaktd sardudhgthal asdgnalrdce s awditbesiagaakioan
i mage signal for a still image, or an imge signal for an ani mated i nmage.

6. The st¢gnahitprdressi ng apparatus for detecting whether or not a digital
signal has been subjected to a conpression process, the signal

The addition circuit 94 adds the MDCT coefficient S92 from the
MDCT processing circuit 92 to the MDCT coefficient S93 from the
coefficient shifting and attenuating circuit 93 to generate an MDCT
coefficient 894, which is then output to the IMDCT circuit 95.

The IMDCT circuit 95 subjects the MDCT coefficient S$S94 from the
addition circuit 94 to IMDCT conversion to generate an audio signal
S91 for a time domain.

The electronic watermarking information embedding device 91
records the audio signal S91 on the CD 33.

Figure 15 is a graph useful in explaining the processing carried
out by the coefficient shifting and attenuating circuit 93 and the
addition circuit 94.

For example, as shown in Figure 15A, to embed electronic
watermarking information for predetermined first frequency components
f, and f,, the coefficient shifting and attenuating circuit 93 uses the
MDCT coefficient S92 to execute the process corresponding to shifting
of frequency levels by four frequency components in the direction in

which the frequency increases from the frequency components f;, and f,,
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processi ng apparatus being characterized by conprising: conparison neans
for determining a level and a polarity of a predeterm ned freqqe@cAPR ZUUdg
conponent with el ectronic watermarking information enbedded therein, base
on a conversion factor for a frequency domain of said digital signal;
storage neans for storing a third threshold value used as a reference for
detecting whether or not said digital signal has been subjected to the
conpressi on process; and detection neans for detecting, based on a result
of said conparison neans and said third threshold val ue, whether said

digital si | has Db bj.ect ed t.h i . 1. . The_sj I
pr ocessi Ty Apsat ALY LCUBt oI b BACG DUnal Gt or oo Tk PRgeLS. SR 1
0 AP R0 3RLA.SOIDALRRITRANS dptiept 3. hased 00, 53 d GOUVELSEPN,ony

factor, one o ura a predeterim ned first frequency conponéent and

a Secondsﬁirfgtg‘f%ngﬁfd %‘%’E‘%‘i’lﬂﬁgﬁpgféﬁ%uftr 9NcHRE 5%%#%{%8@%198889&%%@ a

predetermn i stance on equency axis in east one o
frequencyyconponents has a level at which it is |lost due to said
conpression process, and conpares a polarity of said first frequency

conponent of thheadet ecbedcsetuint tdy a1l athd wrefr $akd r¢eh EaSRONID Nghsesond
frequency conponent thereof, and said detection neans conpares, based on a

result aht akpedtbya saicdtee@nparisspongang,ta addieioh setthdavivagsaoied ohedl
polarity with said third threshold value, to detect whether or not said
di gi tal Simgnath hahs beedtstbj eeteddt br¢dpecmonpregsinemtpr dgessd 8, shbhensignal
processi ng apparatus according to Claim?7, characterized in that: if said
set in vHighkest LodagndonéBef Bt flilvstelfacdgqoancy webapoaskinandn Saimg tsewond
frequency conponent corresponding to the first frequency conponent has a
| evel atS3ghiléherpefdefost tdife asli®aicd IB8APP 5 sih tgv%d@é@lﬁa@faFF%a‘éﬁﬂ%é%n
determ ned, said conparison ans, conpares tq$ olarity of said first

i br it

f r equendy SEHRPENe FOBPRERTE pr ¢t dr i he RS et W i1 He Poisari™y of said
second T requency, comnonent  Lhe gof Gor 128BANTEAYL L8, 0% didesbont eS¢
conponent. - 50 . 3
are heteropolar before the electronic watermarking information is
embedded but are homopolar (positive polarity) after the electronic
watermarking information has been embedded. The first and second
frequency components f, and f, are homopolar (negative polarity) before
and after the electronic watermarking information has been embedded.
When the frequency level obtained by attenuating, at the fixed
ratio, the level of the first frequency component in which the electronic
watermarking information has been determined to be embedded is added
to the level of the second frequency component offset from the first
frequency component by four frequency components, the levels of the
first and second frequency components are likely to become homopolar
after the electronic watermarking information has been embedded. The

electronic watermarking information detecting circuit utilizes this

to detect the electronic watermarking information as described below.
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4 HIf'" ~ 2003 9. The signal processing apparatus according to Caim6,
characterized in that: said storage neans stores a fourth thr Mﬂ? 2
used as a reference for detecting whether or not said digitalegig Fﬁ bﬁs
el ectroni ¢ watermarking i nformati on enbedded therein, said conparison means
detects, based on said conversion factor, one of plural sets of a
predeterm ned first frequency conponent and a second frequency conponent o
f f set fromthe f i rs t frequency conponent by a predeterm ned distance

on a frequency axis in which both frequency conponents have a level at

whi ch t hey are not | ost_ despite the QO ressi on process, .and conpares
pol ari t Y rofddaf§or; e %?%%ﬁ%ﬁéfjébﬁﬁ6ﬁ it GHUaKe cfet edt S d 2 S&€ ??P@%ﬁ?ﬁ

Conpar 681 BACRHOERCA" T EBUINC LHES ABE By Kbt BoB GHAEr] Soh R o F rabry

sets havin te ed Iarlt ai four h thr h t
whet her < é[ﬁ)dm(? it af aé?i%gn?afl ahn)é lPhigh el &7 oni %:l vafa egﬁa Hﬁofég 1?%%&?
enbedded, T 9,
char act SRSRETYs Faye | iF R AEPEESR %%e%%?%%ﬁ%.“%d?%ﬁ%[l‘% P dedeg A

corrponefﬂhaaf_n%tsa' 9&@&9@%{&9}&&% GARRONEAL £OVL LSRANGIMRY ebRatiNgrfiisde
frequency conponent have a |evel at whi ch they are not | ost despite said

conpr essiPn, dHPCReS thas aLhgadyabesn det&r ranethqg -corbressliod . APR2003s sai d
conpari son nmeans conpares the polarity of said first frequency conponent of
sai d pr edeigdimedosel i widnbddiamepal, at it s gfr esairdibd ec ondt f irtegpee bey a Clohglonent
t hereof corresponding to the first frequency conponent. 11. The signal
processimgplappdriatyushatcohdi Agrsb @hai seéone harepteardy edrippneofpr Rseng:

ort hogonal conversion neans for converting, if said digital signal is for
the ti mhaomsilar sditerdihet Aregignay donreneisghavef beephehi Feqdeney domai n
to generate said conversion factor. 12. A signal proceSS|ng apparatus for
cont r ol ITHRUEN COMBPNENEBnpREaS ekl Rigikalesitgral PredatrERbRyd| hegels be

re roductlon devi ce, the
P lost after compression. In addition, as described below the electronic

watermarking information detecting circuit determines whether or not
those of the first and second frequency components which have
predetermined levels or lower have been compressed, based on the fact
that the levels become equal or close to zero due to a quantization
error during compression. In the above description, the first
frequency components are attenuated at the fixed rate, but it is only
necessary that some of the first and second frequency components
obtained through the shifting become almost zero after the homopolarity
and compression, and the fixed attenuation rate is not particularly
required. That is, the individual frequency components may be provided
with arbitrary different attenuation rates.

The electronic watermarking information is embedded, for example,
in about 100 second frequency components of the 1,024 frequency

components.
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si gnal processing apparatus being characterized by conprising: electronic
wat er mar ki ng i nformati on detecting neans for detecting el ectronic
wat er mar ki ng i nformation contained in said digital signal to‘]dBtArPRr@Oﬂs
whether or not to wite the digital signal to the nmenory in said
reproduction device, and control means for controlling a wite of said
digital signal to the nmenory in said reproduction device based on

determ nation by said el ectronic waternarking detecting neans, said

el ectronic watermarki ng i nformati on detecting neans including: first

storage neans for storing a first anmount of information used as a reference
for detectingnwhddhbionr Huts £rhqsimgnisiiddais tietrs- the casg gheneEhyos

| ect ' t Ki i nf ti nbedded _therein has b jected t
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said am ! _ ! ng extra !
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det ect r not sai si gnal has been subjected to the

conpr es{ QR NHREE§Bovand HRLLILA, NLRY 0 t dr-Moint eh 8 af b flicdidyabhx$ kghat wdeh
the nenory in said reproduction device if the digital signal has been

det er m na@: tra RaverbaaBnsybieat@tkiv sal dromessi daepneaegscodBondiie is
signal processing apparatus according to Caim12, characterized in that
sai d el eptt animd twelt epmdr k det ecti ng neans detects el ectroni c wat ermark
information contained in said digital signal to determ ne use contro

i nformati on iIndaddiedohyt hiee e¢ lexttrmiic wattermark ingf énfarmakionnd>sal @
control neans controls whether or not to wite said digital to the nenpry
in sai d emds@dcinorh el Fagealonoh YN BSof ket det BOAHSR SF MRt Hyt

oo St RetBnen, ROt it Poe 1 e Thaoss Lt P Ad iR RS, 20n BT %P

the electronic watermarking information S52 may be embedded all over
the audio signal S51 or in part thereof.

In embedding the electronic watermarking information as described
above, a masking effect is desirably taken into consideration.

The masking effect is such that if, for example, the frequency
is indicated on the axis of abscissas using a logarithmic scale while
the sound pressure (amplitude) level is indicated on the axis of
ordinates as shown in Figure 16, the human auditory sense does not react
to sounds below a masking curve 110. 1In this case, as seen in themasking
curve 110 shown in Figure 16, the human auditory sense does not react
to low sounds within a critical band area of width 100 Hz near a certain
loud sound. Thus, when the electronic watermarking information is
embedded in a frequency component within the critical band area while

controlling the ratio used by the above described coefficient shifting
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~ 0 APR 2003 14. The signal processing apparatus according to Caim 12,

characterized in that: said first storage neans stores as Saiﬂaai?ﬂjRaﬂﬁﬂgt
of information, the anount of information in electronic water
and

i nformation that has not been subjected to said conpression process,

said detection neans calculates a remaining rate of said extracted

el ectronic watermarking information fromsaid first and second anobunts of
information to detect based on the remaining rate whether or not said
digital signal to be detected has been subjected to the conpression
process. 15. The signal processing apparatus according to C aim 14,

char act e¥¢ 8dteRuphang Egicdif P3ost o epjea treshs ¥amalhef tieof bies a T pAgENCY

t hreshol d val ue used as a reference for detecting whether the digital

si gnal MR 5 #5) d8gddths %%‘én?:d?ﬁﬁse%éqeorlreﬁreécéésl%‘ﬁ%r at}?é’(:&ﬁ& rAEESABI d
val ue used as reference for t ect whe r the_di [ | has said
el ot r orft et Pt b P RO fellr G Solte @h%ﬂ&ﬁﬁltgr%fa tp2 it oufgedFon
nmeans det.e t ai i_ni i ndi val ue. bet.we n ./ ai d
first tﬁées ofﬁsQ (%%ﬂanégéal segggﬁdﬁkggsﬁgl %lé%tgﬁﬂ%f(ﬂﬁ2§§ N neans
detects fhat, said, digital signal to be detected has been subjected to t he
conpr essi on process and that the digital signal has said electronic
“ﬁternﬁrk'ngﬂdﬁ&wf@ﬁé&n1%%9%%Hﬂhﬂ$eh@kmeéﬂE$ﬁE5@£Béﬂ@§rﬂﬂ{ tRr¥EhbeiSai d
digital signal to the nenory in said reproduction device. éﬁ ~0APR

2003 16.adheesditdd RIRERSSiIthG appar-ahds 3€COREI 80cd©rdd @t Makdrmarking
characterized in that: said extraction neans conprises: orthogonal

conver si anfdmartsi dros 1 gAY et t g s $gh 81 dicgiptrals s3bgnal e dua daeb deheatrede fic6d A
time domain to a frequency domain; and filter means for filtering, based on
a resul t5 ofhaai drcdhivers d3, isaddsdirgbfial tskgnaintoe dscadettect ed to extract
said electronic watermarking information. 17. The signal processing

appar at us acdbedi hg. tes Aeigniked ehavaet ehpzZeen} inadratuasdiidadignt Bnf Snamal

is an audio signal, an inmage signal for a stil
encoding circuit 67 in the MP3 encoder 5 carries out quantization and

frequency components with low sound pressure levels may be lost due
to a quantization error during a bit reduction process involved in the
quantization process.

Therefore, to embed electronic watermarking information that
sufficiently tolerates compression, in an audio signal, the ratio used
by the above described coefficient shifting and attenuating circuit
93 to attenuate the level of the first frequency component is desirably
controlled so that electronic watermarking information is embedded
which has as high a sound pressure level as possible within the range
of sound pressure levels indicated by the masking curve 110.

[MP3 Recorders 138, to 138,]
Figure 17 shows a block diagram of the MP3 recorder 138, shown in

Figure 13.
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i mage, or an image signal for an animated image. 18. A signal processing

apparatus for controlling a wite of a conpressed digital signal,t
menory in a reproduction device, the signal processing appar atﬁsﬂ KP?Q 2003

conprising: electronic watermarking informatl O | detecting neans for
detecting electronic watermarking informati on contained in said digital
signal to determ ne whether or not to wite the digital signal to the
menory in said reproduction device, and control neans for controlling a
wite of said digital signal to the nenory in said reproduction device
based on determ pation by said_el ectronic watermarking detecting_neans, -
55 ~ 0 APRS28B3"Ratly %‘1‘-’&:‘1@ &ﬁi'cté\ﬁth@‘?ﬁ%wqrnfléﬁwﬁﬁsoﬁ%&ewgét‘Frh%o‘?ll%%ns
i ncl udi ng: gconpar.i_ son s far_ determnin | evel and a polarjty of a
predeteg%Vn 1 PGS ﬁ%&eggﬁﬁﬁﬁé ﬁﬁ%?&%ﬁ%ﬁh?@h@'%W%ﬁ%gﬂﬁj ‘hﬁa%%¥%ﬁ?&&?%n
enbedded in,..b . L O r r a frequency domai n of
sai d digf¥a%%§Fgﬁ§I?%igfggngt%?géggﬁéagééﬁ%#gs %ﬁing a third threshold

val ue used agsashgfifr BACR: §QFe dfF SCiNGPGINL RF Rk SAld iPidAle Signal
has been subjected to the Conpression process; and
configuration as the MP3 recorder 38, shown in Figure 6 except for the
configuration of the electronic watermarking information detecting
circuits 125 and 126.

Figure 18 is a block diagram of the electronic watermarking
information detecting circuit 125.

As shown in Figure 18, the electronic watermarking information
detecting circuit 125 has an MDCT processing circuit 120, a coefficient
shifting circuit 121, a polarity comparing circuit 122, a storage
circuit 123, and a detection circuit 124.

The MDCT processing circuit 120 uses data for 1,024 samples as
one unit to carry out an MDCT process for the audio signal 549 input
from the terminal 49 shown in Figure 17. The MDCT processing circuit
120 thus generates an MDCT coefficient for the 1,024 frequency
components to output this MDCT coefficient 120 to the coefficient
shifting circuit 121 and the polarity comparing circuit 122.

The coefficient shifting circuit 121 uses the MDCT coefficient
120 to shift a predetermined first frequency component in which
electronic watermarking information is to be detected, by, for example,
four frequency components in a direction in which the frequency

increases to obtain an MDCT coefficient S121, which is then output to

the polarity comparing circuit 122.
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detection neans for detecting, based on a result of said conparison neans
and said third threshold val ue, whether said digital signal haSLEFZHJ ?b
ected to the conpression process, and determining not to wite dﬁg QB
signal to the nenory in said reproduction device if the digital signal has
been determ ned to have been subjected to said conpression process. 19. The
signal processing apparatus according to Caim 18, characterized in that
said electronic watermark detecting neans detects el ectronic watermark
information contained in said digital signal to determ ne use contro

information indicated bythe electronic watermark information, and said,
control nean$assst P8I WHECRFOET Hoter o Sk Pt BREE d rergh haIMRT PReCRERDRY

i idr, duct, | ' based a | f.the detecti f _wheth
or not SH P i) SAGhAF WAS GRSt G rcTAALL Bl s eaFBR b GLESE
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conponent, of fis8ty ffPMntenbiish £ W@r]@é@fmﬁ%%eeaemtgy%rﬁee%;e%%%hemasgncy

di stance on a frequency axis in whic east one o requency

conponentsndiaferdt bevektatrditdl ithrks #05fudits; BnPBhENE PRI ePeRHLORESS

and conpares a polarity of said first frequency conponent of the detected
set W t hcamgslaitd yimofthsaidd reer:nespondiviges ecion dr £ & REVIBNE Vi rieoaeRent to
thereof, and said detection neans conpares, based on a result obtained by
sai d conpardisOre aranpard spatel @gfalset 32 hadi ngtanget chedl polfarhid yomphhi sand
third threshold value, to detect whether or not said digital signal has
been subj ect éat tbisheasenpthksspohaptiacexapaiingTiid reiugitall 2gr veessthg MDCT
apparatus according to Claim20, characterized in that: if said set in

whi ch atcaefsicignd oS 194 anfi FL1f Feqdrrynidvhgdifedievald oai dhseébrat and
frequency conpaonent corresponding to the first frequency conponent has a

| evel atSSHATh TFEIP8RFYTORAE S Ss i PrS5ipF e S IGT HPBe&Ys SRaS af to&dll Bekn
determ ned, said conparison s conpares the polarity of said first

f r equency’ SBIBIeRPTBP ISR CPY adit SFTASA BETUSHT h CHBOIS Ly FohT BFPStipa
second '110571;1115 %igsépﬁég&’én%{/ecgagrﬁ)’b%n@%%ﬁ%htkt‘c?&?%ec%rr%%p?ﬂg' 09489
the first frequency conponent- ; e signal processing apparatus

aCCOfdirEkédhéQ%? PokBonehat act &L ifed Enlé$643tﬁ%%i@hé%?&ﬁ@%uﬂ?@@ét588§§§t@-
fourth threshol d val ue used as a reference for detecting whether or not

fﬁi d di g taknsihdaakohas-@ealik @Al CccatenfREKE DEn ipHIdw tapreaheddedy the
ereln,MPB encoder 5 shown in Figure 13. The polarity comparing circuit 122
compares the first frequency component of this set with the
corresponding second frequency component thereof for polarity to
generate a comparison signal S122a.

Further, the polarity comparing circuit 122 detect one of the sets
of the first frequency component and the second frequency component
corresponding to this first frequency component in which at least one
of the first and second frequency components have such a level that

it is lost because of a quantization error during the compression process

carried out by the MP3 encoder 5 shown in Figure 13. The polarity
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sai d conpari son neans detects, based on said conversion factor, one of
plural sets of a predetermined first frequency conponent and

frequency conponent offset fromthe first frequency conponenff£§%g9RP2003
predet erm ned di stance on a frequency axis in which both frequency
conponents have a level at which they are not |ost despite the conpression
process, and conpares a polarity of said first frequency conponent of the
detected set with said correspondi ng second frequency conponent thereof,
and sai d detection nmeans conpares, based on a result obtained by said
conparison neans, a rate of sets having a matched polarity with said fourth
t hr esholadmpainiag eordet bct2vrmmparesaitdedf §r s bl f s Giriichasompieacaltee frighi
wat er mar ki ng i nformati on enbedded therein. 23. The signal processing

appar at B tadddidithg €8TEPaPARIDNT chRraed ehTSBENGY tapdPonents dibgreet (R

whi ch both said first freguency conppnent and saj econd frequenc
conponeﬁ¥”€ﬁ?ﬁé§58n8?ﬂ§r?getﬁeg?TP% L3R R Sé%?%. i OAPP 2%03

conponent haye a Jlevel at _whic hey are not l.ost .despite said.c ressi on
o obess has. PGl een HorEs A neso 8f 8 Dt LR et at SR Rl

ol ari 1y, 0fy sl _LhistohLEINENEYEAMMONENt.AlLinal &R adetatmaed, set iy bh

the polarity of said second frequency conponent thereo rrespondi ng t

the first AheaYeReM SOBRONMbeiba The RSl O o BEGREISINIYa BRRARE HSference
according to Claim 18, characterized by conprising: orthogonal conversion

nmeans f QfccmMatbidnga1id usdiidadigirbakrshgpaln ks tbenihhggtiHedamahe, asai
digital signal into a signal for the frequency domain to generate said

conver sisdynfadchak. b2bn Aompgassednbedek aigr idesd evdwar. enbeddi ng el ectronic
wat ermarking information in a digital signal, the signal enbeddi ng device
bei ng char acteei Zids hyedmmenicel agcunnl Abgdmad 1 womeensispondsangof ogxample,
converting the digital signalfrom
to 80% of the number of those of the frequency components with electronic
watermarking information embedded therein which have such a level that
they are not lost despite the compression process. The secondreference
accunmulated value corresponds, for example, to 20% of the number of
those of the frequency components with electronic watermarking
information embedded therein which have such a level that they are lost
because of the compression process.

For sets of the first and second frequency components in which
both frequency components have such a level that they are not lost
despite a quantization error during the compression process executed
by the MP3 encoder 5, the detection circuit 124 calculates, based on
the comparison signal S122a, a first accumulated value indicating the
number of sets in which the first and second frequency components are
homopolar.

The detection circuit 124 determines that electronic watermarking

information has been embedded in the audio signal 549, if the first
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atime domain to a frequency domai n; signal enbeddi ng neans for enbeddi ng

said electronic watermarking information in said digital signgl iﬂ&ﬁ?uﬁl
frequency donmmi n; and output means for outputting the digital sgg 03
said el ectronic watermark enbedded therein, said signal enbedding neans
enbeddi ngsai d el ectronic watermarking information in said digital signal so
that a predeterm ned or nore anount - 59 1 0 APR 2003 of electronic

wat ermarking information is | ost when said digital signal is conpressed.

26. The signal enbedding device according to Caim25, characterized in

that: said signal enbeddin an i ses: orthogonal conversion neans
for con@%FPPH@a§e§|§P%HF éggﬁﬁ afo Eﬁ% %??ﬁ??ﬂﬁﬁﬁq1qqﬁ(§%§s§l§ﬁ£Fr?8Fethe
 coteoat IR TS OB L TSOTGARE B g oo
Shectium SEUERGL FAFELISILE S S M0 L Lol A0 ROt Lipmapans o
infor”akb%ﬁonents in which at least one of the frequency components have such
a level that it is lost due to a quantization error during the compression
process executed by the MP3 encoder 5, the detection circuit 124
calculates, based on the comparison signal S122b, a second accumulated
value indicating the number of sets in which the first and second
frequency components are homopolar.

The detection circuit 124 determines that the audio signal 549
has been compressed, if the second accumulated value is equal to or
smaller than the second reference accumulated value read from the
storage circuit 123.

In this case, the second accumulated value is substantially zero,
since the frequency component is lost if the audio signal $S49 has been
compressed.

Upon determining that the audio signal S49 has electronic
watermarking information embedded therein and has also been compressed,
the detection circuit 124 outputs a detection signal S125 indicating
that copying is disabled, to the switching circuit 48 shown in Figure
17.

Alternatively, upondetermining that the audio signal 549 has never
been compressed and/or has no electronic watermarking information

embedded therein, the detection circuit 124 outputs a detection signal
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27. The signal enbeddi ng device according to Caim?25, characterized in

that: said enbeddi ng neans conprises: orthogonal conversion
converting a digital signal fromthe tinme domain to the freqztm?%mga

shift addition neans for attenuating or anplifying a | evel of a
predet erm ned frequency conponent of said signal in said frequency domain
to add the attenuated or anplified level to a level of a second frequency
conponent offset fromthe first frequency conponent by a - 60 1 0 APR
20D3 predeterm ned di stance on a frequency axis in order to enbed

el ectronic watermarking information. in s if gigit I si%ngl'.and | nverse
orthogoﬁé?5cbﬂ9éF§Fb%gﬁﬂﬁﬁéC¥6ﬁ”€6h&ér??%@ QK Uit SFL5FBARE G TR SRi4P
el ectronjc materﬁgrking knfornation enbedded therein fromthe frequency
dormi n £8°FRe Pi M9Ybfal A 28. A signal processing method for detecting

whet her or npf_a, di gl al, sl.gnal, 0as, hagh. subkeaiag Lody oMY 838k8Mon the

process, the 8Fdhal “processing e ng characterized by conprising

steps Ohie.t%éftﬁaﬁt gggngiegiwnig %ﬁé eI KiNg A @ mRbven 4eqpt-ahegdri Ast he
digital signal to etected, the step having storage neans for storing a
first anpuwatiipEpknformation used as a reference for detecting whether or
not a digital signal with el ectronic waternmarking information enbedded

therein has pegarsubyers ed HivSaidl Lonpr essitor plecessnitheatérsiriaimopunt of
i nformation being the amount of the el ectronic watermarking informtion;

and det egifbrgadisacastdeatbugt cofcuhf oxd@tion that is said anount of the
el ectronic watermarking informati on extracted and conparing said
As shown in Figure 19, the electronic watermarking information
detecting circuit 126 has a Huf fman decoder 135, an inverse quantization
circuit 130, a coefficient shifting circuit 131, a polarity comparing
circuit 132, a storage circuit 133, and a detection circuit 134.
The Huf fman decoder 135 Huffman-decodes the MP3 file $50 (S5) input
from the terminal 50 shown in Figure 17 to generate decoded data S135,
which are then output to the inverse quantization circuit 130.
The inverse quantization circuit 130 inversely quantizes the
decoded data S135 to generate an MDCT coefficient S130 using 1,024
frequency components as one unit and outputs the MDCT coefficient 5130
to the coefficient shifting circuit 131 and the polarity comparing
circuit 132.
The coefficient shifting circuit 131 uses the MDCT coefficient
S130 to shift a predetermined first frequency component in which
electronic watermarking information is to be detected, by, for example,
four frequency components in a direction in which the frequency

increases to obtain an MDCT coefficient S131, which is then output to

the polarity comparing circuit 132.
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first amount of information with said second anount of information to

detect whether or not said digital signal to be detected has 1 d
to the conpression process. 29. A signal processing nethod forbfﬁtgﬁﬂ 2@03

whet her or not a digital signal has been subj ected to a conpression
process, storage neans being provided for storing a third threshold val ue
used as a reference for - 61 ~ 0 APR 2003 detecting whether or not said
digital signal has been subjected to the conpression process, the signal
groces§|pg netrod Pelng characterized by conprising: a conparison step for
etermning a level and a polarity of redet erm ped freq y_conponent
with eIectr?%@%e%éFEFﬁﬁﬂﬁW§bCPﬁﬁ&ﬁﬁéFPgﬁgﬁﬁbé8885 ﬂgPé?ﬁ{H§§§é§Q§?%ff%g
conversiqn fact for fr nc mai n_of [ i Qi Sj ; - e
of " dot oEATAYL thasbash Y Sy Cop T Lh i Rbriar d5h SRbunkREdep R e ©P

§ E;eig%ﬂgg!{igﬁ’ et hery 9, gt g%in%icuggicbﬁgaﬂﬂaaéi{]aﬁ@q% éyﬁwﬁgcmeo

. process. - . oceSsing nethod for controlling a
wite O%r%d(é%g?fﬁﬁéﬁdfgfgkggfeéﬁ&w dSAIRIPLY, WM ian epredushien device,

the signal” processing net bei ng characterized by conprising: an

el ect r oRi,¢ ~MALELTREKL NEL ALOF & 10N tdebecdd ngstap wafthdeheckedgnd frequency
component offset from the first frequency component by four frequency
components in the direction in which the frequency increases, to
generateeacomparisonsignal5132indicatingzaresultcﬁfthecomparison.

The storage circuit 133 stores a first reference accumulated value
used as a reference in determining whether electronic watermarking
information has been embedded in the audio signal. As described above,
the first reference accumulated value corresponds, for example, to 80%
of the number of those of the frequency components with electronic
watermarking information embedded therein which have such a level that
they are not lost despite the compression process.

For sets of the first and second frequency components in which
both frequency components have such a level that they are not lost
despite a quantization error during the compression process executed
by the MP3 encoder 5, the detection circuit 134 calculates, based on
the comparison signal S$132, a first accumulated value indicating the
number of sets in which the first and second frequency components are
homopolar.

The detection circuit 134 determines that electronic watermarking

information has been embedded in the MP3 file S50 (S5), if the first
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el ectronic watermarking information contained in said digital signal to
determ ne whether or not to wite the digital signal to the rreqogyAip%smg
reproduction device, and a control step of controlling a wite of sai
digital signal to the nmenory in said reproduction device based on

determ nation by said el ectronic watermarking detecting neans, said

el ectronic watermarking informati on detecting step including steps of:
extracting the electronic watermarking information contained in said
digital signal, the step having first storage neans for storing - 62 10

APR 203 flrst t_of .inf t] d f f det ect i

o 02 RS ah R sLOLERIRY LOna el 85 S| eSS e pleheatiag

enbedded, t Nl HATRREN-SHE] eELRUCLE SEILL EOPIESHI0N pr.ocess, Lhe first
| of t

anount o nformation bei ng the anount el'ectroni c wat er mar ki ng

i nformation; raad; ASLECLH NP & 28¢RA0L 2NN At NG BFRELOD: R alsSa58h %t he |

anmount of the el'ectronic watermarking i nformation extracted, conparing said
first amud-tQbn RighAat E0PeWLE htBai fasecondi MMt Rfvd Rfe@rabiean rt9st
detect whether or not said digital signal has been subjected to the

conpr essndqimeeess, and determning not to wite said digital signal to
the menory in said reproduction device if the digital signal has been
det er mi ned t Ghhawes beehi subjbedtied tgssandl ¢dnpressicosapeocpssat 83énaA Signal
processi ng nmet hod according to Cl aim 30, characterized in that said

el ect r orisc thvat enahe kd et midid g s tseps taat 88t scededindoriicc that ebauekdescribed
information contained in said digital signal to determ ne use contro

i nf or matsHPdifgntat exasptt her ditkc ePEHP et et RTPAFSF MY e cUdnd BHitde
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The musicdistributing system 100 provides effects similar to those
provided by the music distributing system 30 according to the above
described first embodiment.

Variation of the Second Embodiment

The above described second embodiment illustrates the case where
the coefficient shifting and attenuating circuit 93 shown in Figure
14 and included in the electronic watermarking information embedding
device 91 in Figure 13 uses the MDCT coefficient M92 to execute the
process corresponding to attenuating, at the fixed ratio, the frequency
component in which electronic watermarking information has been
determined to be embedded and then shifting the attenuated frequency
component by, for example, four frequency components in the direction
in which the frequency increases.

In contrast, according to this variation, the coefficient shifting

and attenuating circuit 93 adds frequency levels obtained by
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1 0 AP R 2003 32 . A signal processing nethod for controlling a wite of a
conpressed digital signal to a nmenory in a reproduction device, Dh&pRgms
processi ng net hod bei ng characterized by conprising: an el ectronbc

wat er mar ki ngi nf ormati on detectingstep of detecting el ectronic watermarking
information contained in said digital signal to determ ne whether or not to
wite the digital signal to the nmenory in said reproduction device, and a
control step of controlling a wite of said digital signal to the nmenory in
sai d reproduction device based on determ nation by said electronic

wat er mar ki ng detecting neans, said electronic_watermarking information
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det ecting, whet her, %n%&ta§§%q digital signal has been subjected to the
conpression process; and a detection step of detecting, based on a result

of said conpahi g9 &R ,apdy SAtidthi i Hlr eshed C%r‘é%fu‘é%cyv@&ﬁwerﬁgé &f the

digital signal has been subj ected to the conpression process, an

det er m ni ings NGt cl@ eWekt €oBpdledt g) tale Sbgfiak cient henh MBI Y and §8t&nuating
reproduction device if the digital signal has been determ ned to have been
subj ect et tcnigaiad cerpresseenspehcessatio 64t whildh ARR Q03 136 .f rAgsiegngl
processi ng nmet hod according to Claim 32, characterized in that said
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information contained in said digital signal to determ ne use contro
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frequency donai n;
quantization error during the compression process executed by the MP3

encoder 5 shown in Figure 13. On the other hand, frequency components
at a level lower than the threshold Th4 are lost due to a quantization
error during the compression process executed by the MP3 encoder 5 shown
in Figure 13.

For predetermined fourth frequency components of the first
frequency components, the coefficient shifting and attenuating circuit
93 determines such a ratio at which each fourth frequency component
is to be attenuated or amplified that the level of the corresponding
second frequency conmnponent becomes, after the addition, equal to or
lower than the threshold value Th3 shown in Figure 20A and smaller than

the threshold value Th4 shown in Figure 20B.
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a signal enbedding step of enbeddi ng said el ectronic watermarking

information in said digital signal in said frequency donain; gn
step of outputting the digital signal with said electronic maaeﬂnaﬁﬂﬁuéﬁng

enbedded therein, said signal enbedding step enbeddi ng said electronic

wat ermarking information in said digital signal so that a predeterm ned or
nore anount of electronic watermarking information is | ost when said
digital is conpressed. - 65 1 0 AP R 2003 35. A recording nediumfor
recording a digital signal with electronic watermarking information
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In the example shown in Figure 20, the third and fourth frequency
components are mixed together on the frequency axis.

On the other hand, in the electronic watermarking information
detecting circuit 125 and 126 shown in Figure 17, when the detection
circuit 124 shown in Figure 18 and the detection circuit 134 shown in
Figure 19, respectively, set "0" for an initial value for the third
frequency component having electronic watermarking information with
a high compression tolerance embedded therein and then calculates an
accumulated value by adding "1" to the initial value if the comparison
signals S122a and S132 indicate a matched polarity, the accumulated
value is a predetermined value or higher irrespective of whether or
not the audio signal has been compressed because the electronic
watermarking information with a high compression tolerance is not lost
despite the compression as shown in Figures 20B and 20C. Therefore,
by determining the accumulated value for the third frequency component,
it can be detected whether or not the audico signal has electronic
watermarking information embedded therein.

In addition, in the electronic watermarking information detecting

circuit 125 shown in Figure 17, when the detection circuit 124 shown
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compression tolerance as frequencies higher than the frequency f, as
shown in Figure 21A.

In this case, if the audio signal 549 and MP3 file S50 have not
been compressed, both the third and fourth frequency components remain
in the pattern shown in Figure 21B. If, however, the audio signal S49
and MP3 file S50 have been compressed, only the third frequency
components with a high compression tolerance assigned as the frequency
f, and lower frequencies remain as shown in Figure 21C. Based on this,
the electronic watermarking information detecting circuit 125 shown
in Figure 17 can determine whether or not the audio signal has electronic
watermarking information embedded therein and has been compressed,
while the electronic watermarking information detecting circuit 126
can determine whether or not the audio signal has electronic
watermarking information embedded therein.

Electronic watermarking information may be embedded so that the
third and fourth frequency components are nested. Alternatively, in
each of the above described second embodiment and its variations, use
control information for the audio signal and/or information on the audio
signal can be added to the electronic watermarking information as
described in the first embodiment.

The present invention is not limited to the above described
embodiments.

For example, in the above described example explained with Figures
20 and 21, the electronic watermarking information embedding device

91 attenuates or amplifies the level of the first frequency component
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2dE: / frequency component is replaced with a level at which the frequency
component 1s not lost despite the compression while a predetermined
level of the second frequency component is replaced with a level at
which the frequency component is lost because of the compression before
electronic watermarking information is embedded.

In addition, in the above described embodiments, the MP3 1is
illustrated as means for compressing the digital signal, but the MPEG
AAC (Advanced Audio Coding), the ATRAC3 (trade mark: Adaptive TRansform
Acoustic Coding), or the like can of course be used; the method for
compressing the digital signal is not particularly limited.
Additionally, in the description of the above described embodiments,
the audio signal has been taken by way of example, but the present
invention is applicable to processing of image signals for still or
animated images or other digital signals.

As described above, according to the signal processing apparatus
and method of the present invention, it can be detected whether or not
the digital signal with the electronic watermarking information
embedded therein has been compressed.

As described above, according to the signal processing apparatus

and method of the present invention, if a digital signal with electronic
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signal can be prohibited from being recorded in a memory of a
reproduction apparatus, thereby effectively avoiding infringement of
the copy right.
Additionally, according to the signal processing apparatus and
method of the present invention, electronic watermarking information
can be embedded in a digital signal so that it can be detected whether

or not the digital signal with the electronic watermarking information

embedded therein has been compressed.

Industrial Applicability

The present invention is a digital signal system that is effective
in protecting copy rights and that is applicable to, for example,
electronic watermarking devices for music distributing systems for
distributing music contents via a network or for video distributing

systems for distributing still or animated images.
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1. A signal processing apparatus for detecting whether or not a
digital signal has been subjected to a compression process, the signal
processing apparatus being characterized by comprising:

storage means for storing a first amount of information used as
a reference for detectingwhether or not adigital signal withelectronic
watermarking information embedded therein has been subjected to said
compression process, the first amount of information being the amount
of the electronic watermarking information;

extraction means for extracting the electronic watermarking
information contained in digital signal to be detected; and

detection means for detecting a second amount of information that
is said amount of the electronic watermarking information extracted
and comparing said first amount of information with said second amount
of information to detect whether or not said digital signal to be

detected has been subjected to the compression process.

2. The signal processing apparatus according to Claim 1,
characterized in that:

said storage means stores as said first amount of information,
the amount of information in electronic watermarking information that
has not been subjected to said compression process, and

said detection means calculates a remaining rate of said extracted

electronic watermarking information from said first and second amounts
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3. The signal processing apparatus according to Claim 2,
characterized in that:

said storage means further stores a first threshold wvalue used
as a reference for detecting whether the digital signal has been
subjected to the compression process and a second threshold value used
as a reference for detecting whether the digital signal has said
electronic watermarking information embedded therein, and

if said detection means determines that said remaining rate
indicates a value between said first threshold value and said second
threshold value, said detection means detects that said digital signal
to be detected has been subjected to the compression process and that
the digital signal has said electronic watermarking information

embedded therein.

4, The signal processing apparatus according to Claim 1,
characterized in that:

said extraction means comprises:

orthogonal conversion means for converting said digital signal

to be detected from a time domain to a frequency domain; and
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6. The signal processing apparatus for detecting whether or not a
digital signal has been subjected to a compression process, the signal
processing apparatus being characterized by comprising:

comparison means for determining a level and a polarity of a
predetermined frequency component with electronic watermarking
information embedded therein, based on a conversion factor for a
frequency domain of said digital signal;

storage means for storing a third threshold value used as a
reference for detecting whether or not said digital signal has been
subjected to the compression process; and

detection means for detecting, based on a result of said comparison
means and said third threshold value, whether said digital signal has

been subjected to the compression process.

7. The signal processing apparatus according to Claim 6,

characterized in that:
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of the frequency components has a level at which it is lost due to said
compression process, and compares a polarity of said first frequency
component of the detected set with a polarity of said corresponding
second frequency component thereof, and

saild detection means compares, based on a result obtained by said
comparison means, a rate of sets having a matched polarity with said
third threshold value, to detect whether or not said digital signal

has been subjected to the compression process.

8. The signal processing apparatus according to Claim 7,
characterized in that:

if said set in which at least one of said first frequency component
and said second frequency component corresponding to the first
frequency component has a level at which it is lost due to said
compression process has already been determined,

said comparisonmeans compares the polarity of said first frequency
component of said predetermined set with the polarity of said second
frequency component thereof corresponding to the first frequency

component.
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H= 9. The signal processing apparatus according to Claim 6,

characterized in that:

said storage means stores a fourth threshold value used as a
reference for detecting whether or not said digital signal has
electronic watermarking information embedded therein,

said comparison means detects, based on said conversion factor,
one of plural sets of a predetermined first frequency component and
a second frequency component offset from the first frequency component
by a predetermined distance on a frequency axis in which both freguency
components have a level at which they are not lost despite the
compression process, and compares a polarity of said first frequency
component of the detected set with said corresponding second frequency
component thereof, and

sald detection means compares, based on a result obtained by said
comparison means, a rate of sets having a matched polarity with said
fourth threshold value, to detect whether said digital signal has the

electronic watermarking information embedded therein.

10. The signal processing apparatus according to Claim 9,
characterized in that:

if said set in which both said first frequency component and said
second frequency component corresponding to the first frequency
component have a level at which they are not lost despite said

compression process has already been determined,
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component of said predetermined set with the polarity of said second
frequency component thereof corresponding to the first frequency

component.

11. The signal processing apparatus according to Claim 6,
characterized by comprising:

orthogonal conversion means for converting, if said digital signal
is for the time domain, said digital signal into a signal for the

frequency domain to generate said conversion factor.

12. A signal processing apparatus for controlling a write of a
compressed digital signal to a memory in a reproduction device, the
signal processing apparatus being characterized by comprising:

electronic watermarking information detecting means for detecting
electronic watermarking information contained in said digital signal
to determine whether or not to write the digital signhal to the memory
in said reproduction device, and

control means for controlling a write of said digital signal to
the memory in said reproduction device based on determination by said
electronic watermarking detecting means,

said electronic watermarking information detecting means
including:

first storage means for storing a first amount of information used

as a reference for detecting whether or not a digital signal with
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electronic watermarking information embedded therein has been
subjected to said compression process, the first amount of information
being the amount of the electronic watermarking information;

extraction means for extracting the electronic watermarking
information contained in said digital signal; and

detection means for detecting a second amount of information that
is said amount of the electronic watermarking information extracted,
comparing said first amount of information with said second amount of
information to detect whether or not said digital signal has been
subjected to the compression process, and determining not to write said
digital signal to the memory in said reproduction device if the digital
signal has been determined to have been subjected to said compression

process.

13. The signal processing apparatus according to Claim 12,
characterized in that said electronic watermark detecting means detects
electronic watermark information contained in said digital signal to
determine use control information indicated by the electronic watermark
information, and

said control means controls whether or not to write said digital
to the memory in said reproduction device based on a result of the
detection of whether or not said digital signal has been subjected to

the compression process and on said use control information.
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14. The signal processing apparatus according to Claim 12,
characterized in that:

sald first storage means stores as said first amount of information,
the amount of information in electronic watermarking information that
has not been subjected to said compression process, and

said detection means calculates a remaining rate of said extracted
electronic watermarking information from said first and second amounts
of information to detect based on the remaining rate whether or not
said digital signal to be detected has been subjected to the compression

process.

15. The signal processing apparatus according to Claim 14,
characterized in that:

said first storage means further stores a first threshold value
used as a reference for detecting whether the digital signal has been
subjected to the compression process and a second threshold value used
as a reference for detecting whether the digital signal has said
electronic watermarking information embedded therein, and

if said detection means determines that said remaining rate
indicates a value between said first threshold value and said second
threshold value, said detection means detects that said digital signal
to be detected has been subjected to the compression process and that
the digital signal has said electronic watermarking information
embedded therein, and determines not to write said digital signal to

the memory in said reproduction device.



1'&S $10%bb&' ()-&S $10% & ()->IstzX9. @ 105@
:10%5&f()-!$10@55&f()-$10%5&f()-!&$10%&T()-!&$10@55&f()-!&$10§5§€2@?-t2ﬁ6§ﬁ@
105@: 1! 3"$10%\ & ()- 3"$10% & ()- !$10%P& ()--%$10% & () -- | %8109 R)
105 105)b@ 105! $10%\ & ()-$10% & ()-3940% & ()-F 10\ 10\ 10\f;
910% & ()-1$10% & ()-t\)0123z[ PE: 105 10\ 10\ 10\ @
10 & ()-!9%10%\ & ()-!9%10%& () - %BL10% & ()-!$10%\ & ()-3A "<PE: 105
1"$10% 0' 0& ()-! $10% 0" 0& ()- $10% o0& ()-!$10%
;& ()-310% 0&' ()-$S10% 0& ()-F bC 105 ! $10%K ()-s@
10948 () - $10%H& () -s$10%& ()-F 10'o0 10'o0
16. The signal processing apparatus according to Claim 12,
characterized in that:
said extraction means comprises:
orthogonal conversion means for converting said digital signal
to be detected from a time domain to a frequency domain; and
filter means for filtering, based on a result of said conversion,

said digital signal to be detected to extract said electronic

watermarking information.

17. The signal processing apparatus according to Claim 12,
characterized in that:
said digital signal is an audio signal, an image signal for a still

image, or an image signal for an animated image.

18. A signal processing apparatus for controlling a write of a
compressed digital signal to a memory in a reproduction device, the
signal processing apparatus comprising:

electronic watermarking information detecting means for detecting
electronic watermarking information contained in said digital signal
to determine whether or not to write the digital signal to the memory
in said reproduction device, and

control means for controlling a write of said digital signal to
the memory in said reproduction device based on determination by said

electronic watermarking detecting means,
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including:

comparison means for determining a level and a polarity of a
predetermined frequency component with electronic watermarking
information embedded therein, based on a conversion factor for a
frequency domain of said digital signal;

first storage means for storing a third threshold value used as
a reference for detecting whether or not said digital signal has been
subjected to the compression process; and

detection means for detecting, based on a result of said comparison
means and said third threshold value, whether said digital signal has
been subjected to the compression process, and determining not to write
sald digital signal to the memory in said reproduction device if the

digital signal has been determined to have been subjected to said

compression process.

19. The signal processing apparatus according to Claim 18,
characterized in that said electronic watermark detecting means detects
electronic watermark information contained in said digital signal to
determine use control information indicated by the electronic watermark
information, and

sald control means controls whether or not to write said digital
to the memory in said reproduction device based on a result of the
detection of whether or not said digital signal has been subjected to

the compression process and on said use control information.
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20. The signal processing apparatus according to Claim 18,
characterized in that:

said comparison means detects, based on said conversion factor,
one of plural sets of a predetermined first frequency component and
a second frequency component offset from the first frequency component
by a predetermined distance on a frequency axis in which at least one
of the frequency components has a level at which it is lost due to said
compression process, and compares a polarity of said first frequency
component of the detected set with a polarity of said corresponding
second frequency component thereof, and

sald detection means compares, based on a result obtained by said
comparison means, a rate of sets having a matched polarity with said
third threshold value, to detect whether or not said digital signal

has been subjected to the compression process.

21. The signal processing apparatus according to Claim 20,
characterized in that:

if said set in which at least one of said first frequency component
and said second frequency component corresponding to the first
frequency component has a level at which it is lost due to said
compression process has already been determined,

said comparisonmeans compares the polarityof said first frequency

component of said predetermined set with the polarity of said second
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requency component thereof corresponding to 'the first frequency

component.

22. The signal processing apparatus according to Claim 18,
characterized in that:

salid storage means stores a fourth threshold value used as a
reference for detecting whether or not said digital signal has
electronic watermarking information embedded therein,

said comparison means detects, based on said conversion factor,
one of plural sets of a predetermined first frequency component and
a second frequency component offset from the first frequency component
by a predetermined distance on a frequency axis in which both frequency
components have a level at which they are not lost despite the
compression process, and compares a polarity of said first frequency
component of the detected set with said corresponding second frequency
component thereof, and

said detection means compares, based on a result obtained by said
comparison means, a rate of sets having a matched polarity with said
fourth threshold value, to detect whether said digital signal has the

electronic watermarking information embedded therein.

23. The signal processing apparatus according to Claim 22,
characterized in that:
if said set in which both said first frequency component and said

second frequency component corresponding to the first frequency
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?xY: [ compression process has already been determined,

sald comparisonmeans compares the polarity of said first frequency
component of said predetermined set with the polarity of said second
frequency component thereof corresponding to the first frequency

component.

24, The signal processing apparatus according to Claim 18,
characterized by comprising:

orthogonal conversion means for converting, if saiddigital signal
is for the time domain, said digital signal into a signal for the

frequency domain to generate said conversion factor.

25. A signal embedding device for embedding electronic watermarking
information in a digital signal, the signal embedding device being
characterized by comprising:

orthogonal conversion means for converting the digital signal from
a time domain to a frequency domain;

signal embedding means for embedding said electronic watermarking
information in said digital signal in said frequency domain; and

output means for outputting the digital signal with said electronic
watermark embedded therein,

said signal embedding means embedding said electronicwatermarking

information in saiddigital signal so that apredetermined or more amount
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of electronic watermarking information is lost when said digital signal

is compressed.

26. The signal embedding device according to Claim 25, characterized
in that:

said signal embedding means comprises:

orthogonal conversion means for converting a digital signal for
the time domain into a signal for the frequency domain;

spectrum spreading means for spectrum-spreading said electronic
watermark information;

filter means for filtering said spectrum-spread electronic
watermarking information; and

addition means for adding said digital signal to said filtered

electronic watermarking information.

27. The signal embedding device according to Claim 25, characterized
in that:

said embedding means comprises:

orthogonal conversion means for converting a digital signal from
the time domain to the frequency domain;

shift addition means for attenuating or amplifying a level of a
predetermined frequency component of said signal in said frequency
domain to add the attenuated or amplified level to a level of a second

frequency component offset from the first frequency component by a
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inverse orthogonal conversion means for converting said digital
signal with said electronic watermarking information embedded therein

from the frequency domain to the time domain.

28. A signal processing method for detecting whether or not a digital
signal has been subjected to a compression process, the signal
processing method being characterized by comprising steps of:

extracting electronic watermarking information contained in the
digital signal to be detected, the step having storage means for storing
a first amount of information used as a reference for detecting whether
or not a digital signal with electronic watermarking information
embedded therein has been subjected to said compression process, the
first amount of information being the amount of the electronic
watermarking information; and

detecting a second amount of information that is said amount of
the electronic watermarking information extracted and comparing said
first amount of information with said second amount of information to
detect whether or not said digital signal to be detected has been

subjected to the compression process.

29. A signal processing method for detecting whether or not a digital
signal has been subjected to a compression process, storage means being

provided for storing a third threshold value used as a reference for
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II S 0%@5% e551on gr§éégs, the signal processing method being characterized
by comprising:

a comparison step for determining a level and a polarity of a
predetermined frequency component with electronic watermarking
information embedded therein, based on a conversion factor for a
frequency domain of said digital signal; and

a step of detecting, based on a result of said comparison step
and said third threshold value, whether or not said digital signal has

been subjected to the compression process.

30. A signal processing method for controlling a write of a compressed
digital signal to a memory in a reproduction device, the signal
processing method being characterized by comprising:

an electronic watermarking information detecting step of detecting
electronic watermarking information contained in said digital signal
to determine whether or not to write the digital signal to the memory
in said reproduction device, and

a control step of controlling a write of said digital signal to
the memory in said reproduction device based on determination by said
electronic watermarking detecting means,

said electronic watermarking information detecting step including
steps of:

extracting the electronic watermarking information contained in

said digital signal, the step having first storage means for storing
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1OQ@|J&f()érgggsglAégggi[gg;information used as a reference for detecting whether
or not a digital signal with electronic watermarking information
embedded therein has been subjected to said compression process, the
first amount of information being the amount of the electronic
watermarking information; and

detecting a second amount of information that is said amount of

the electronic watermarking information extracted, comparing said
first amount of information with said second amount of information to
detect whether or not said digital signal has been subjected to the
compression process, and determining not to write said digital signal
to the memory in saild reproduction device if the digital signal has

been determined to have been subjected to said compression process.

31. A signal processing method according to Claim 30, characterized
in that said electronic watermark detecting step detects electronic
watermark information contained in said digital signal to determine
use control information indicated by the electronic watermark
information, and

sald control step controls whether or not to write said digital
to the memory in said reproduction device based on a result of the
detection of whether or not said digital signal has been subjected to

the compression process and on said use control information.
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in said reproduction device, and

a control step of controlling a write of said digital signal to
the memory in said reproduction device based on determination by said
electronic watermarking detecting means,

said electronic watermarking information detecting step
including:

a comparison step of determining a level and a polarity of a
predetermined frequency component with electronic watermarking
information embedded therein, based on a conversion factor for a
frequency domain of said digital signal, the comparison step having
first storage means for storing a third threshold value used as a
reference for detecting whether or not said digital signal has been
subjected to the compression process; and

a detection step of detecting, based on a result of said comparison
step and said third threshold value, whether said digital signal has
been subjected to the compression process, and determining not to write
said digital signal to the memory in said reproduction device if the
digital signal has been determined to have been subjected to said

compression process.
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33. A signal processing method according to Claim 32, characterized

in that said electronic watermark detecting step detects electronic

watermark information contained in said digital signal to

determine

use control information indicated by the electronic watermark

information, and

said control step controls whether or not to write said digital

to the memory in said reproduction device based on a result of the

detection of whether or not said digital signal has been subjected to

the compression process and on said use control information.

34. A signal embedding method for embedding electronic watermarking

information in a digital signal, the signal embedding device method

characterized by comprising:

an orthogonal conversion step of converting the digital signal

from a time domain to a frequency domain;

a signal embedding step of embedding said electronic watermarking

information in said digital signal in said frequency domain; and

an output step of outputting the digital signal with

electronic watermark embedded therein,

said

said signal embedding step embedding said electronic watermarking

information in said digital signal so that a predetermined or more amount

of electronic watermarking information is lost when said digital is

compressed.
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35. A recording medium for recording a digital signal with electronic
watermarking information embedded therein, the recording medium being
characterized in that:

sald digital signal is orthogonally converted from a time domain
to a frequency domain;

said electronic watermarking information is embedded in said
digital signal in said frequency domain; and

sald electronic watermarking information is embedded in said
digital signal so that a predetermined or more amount of electronic

watermarking information is lost when said digital is compressed.



