Abstract A random nunber sequence is previously generated by the function
f8 for data confidentiality processing) which generates a random nunber
sequence, and stored in a randon1nunbe% sequence nenory (buffer). When data
(message) is input, the random nunber sequence stored in the random nunber
sequence nmenory i s obtained, and the data (nessage) is encrypted by an XOR
circuit to generate ciphertext data. In case of decrypting data, a random
nunber sequence is also previously generated by the function f8 for data
confidentiality processing and storegd i.n the random nunber sequence nenory
(buffer). Wen the ciphertext data i‘8°§#dth, by the XOR circuit, the random

nunber sequence stored in the random nunber, sequence ry is read and the
ci phertext data®t® yre ’i?ﬂq}‘epﬁ%lﬂﬁf%yl?‘r\éé’ﬁ&&@f@tgﬁrg)y the function

8 for data confidentiality processing, which generates a random number
sequence, and stored in a random number sequence memory (buffer). When
5 data (message) is input, the random number sequence stored in the random
number sequence memory is obtained, and the data (message) is encrypted
by an XOR circuit to generate ciphertext data. In case of decrypting data, a
random number sequence is also previously generated by the function {8 for
data confidentiality processing and stored in the random number sequence
10 memory (buffer). When the ciphertext data is input, by the XOR circuit, the
random number sequence stored in the random number sequence memory is

read and the ciphertext data is decrypted into the data (message).
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