EP°0 278 312 B1 Description This invention generally relates to

i nprovenents in operating systens fBPo2redMaBti buted data processing system
and, nore particularly, to an“operating systemfor “a-multi-processor system
i nt erconnecpedinphot | 0Cal 5 area network (LAN) or a w de area networKk
(WAN). IBMS System Network Architecture (SNA) may be used to construct the
LAN or VAN. Theis Ritich deR@ally Yeidt i MiproVdnibintdGn Spdratiktieystsive¥or d disiritl@d Bath SrodeSsing
accessi Ng Odystoinlafi mbiy phrti eIy, I dnSopérating BsteR St aaiiit-piebesBdi sy&tém MBRb et By Idcal €S
are | ocas edareainetviork (EAN)loRawidd &rea fistvadric(WAR! IBMTS SebteiNutwotk ArtHitectir® (SNA) indy beiused

di scl osed | 1o construas the LANorWAN. Tiieropetating lsythimaecdrdiyi te the ingentionplermite this @cktessing of files
ver si on of bypeockiisbrxin thespstent, novgateyehemthoséthiemareivcatet Indhe syateym Thepnefereed bxibddiznent

I mpl enment edofithe inyerition is displbseti i terms of &t prafiqured erbaditnestwbickinnplein®nted in a ¥rsianotthe UNIX!
machi ne opeeratalingpysion thowayerpthe inkantionreotichbe implemenitadrin oirer angieiifisrentapkreting systamsl e
real madhi ne Yjsiyelmaching operating eystem atedmawinjincthe prigtaskydhichy melkel aingle realmashine/appger to
simlar to hafievers machings These "BPF"I%F@WW?T&?‘"‘HW@ the,real spachingon whish thewarg pup r they

di fferent. ‘W‘IP?‘@’H& ng; Mhile many Mgt 6 NW@% Qjeped, @ Hamthemt
devel oped, m’g 7%@?“'%3 TRoPUpting systom srpatep the jligle

Syst enl 370. "675%?”3?!" f"lé' ?’éaﬁ"@@“?ﬁ@ ‘1791!’1"8{‘?“’ "ﬁawwﬁeﬁd'ﬂﬁ

sever al ﬁse fromterm nal s S n1370
varying a d&g&; %%%g ual 30 J'ﬁ?gms%ae "h;’;@ ot %Erig”‘ﬂilies
¢ ﬁ?ddﬂmsch

are manage operating system nres re:

or‘ di sk ar ol hﬁach@'pn%%%ﬁ,ﬁes%awv eu;m'iah&&&emﬁd &ﬁﬁés%gﬁ@t@nd
€S S 0y DY o3 RbritiGF fhi Vit s Bich @s £e0 &awﬁi unting. Munting I nes
and attaches pMasver dhdey VMISFESudePcah ad uemwfw&h&)bmm SREme RlnhiRg Gndbih e

virtual 20 vibBayeRRdrREdipén thesamb prbdSsor st heioREy of hiobherocBdsaicA usB@FAUsHiF ddn @68@ func-
owner shi p. fdalEVi870,calléd Crabstil tddddess ahisiiRF VIIBTD @ MVSBE0 Gherdtingfstéaiiion thé saimé Proc-
ot her oper aésgstir@r, Ry Siampms, a prdtSdstrdonhacted inty/ e 3aifle SNA ratwolicana lobatedPdrib,Framad Bnce
pr oCess@s or the nsat ks pmployed thistfiretionpthetilesat-Gtachedo shrothleropératirigisystandate avaltable férproc-

'Ae T,

tion of VM &gig bethd wer. " passthru to access anot her VML370 or WS/ 370
oper ati ng sys There arasamesignificapt drawbacks o thisapproach. Firsty when thepsecemploypthe trasathoy™ func-
connect ed i ligndo aagess gngiker apgmting-syaiem leithenldedliy erreraciely, the files iand opEratingcanviro@nentthals
t he user ha%erepspyi being yised are apdengeravaileble urti ihe Bewgessiqn Jigs hean epninated. Te Rely way
opevati i s¥eroems Hiewlrom e pthgysassippie taepstthe fileatp the other opargting sysfem andeffegtively makeo e
si gni fi cant viticatpisapies.on beth digls Segp r%%ﬂﬁ‘?"'"‘l’i“i‘%’?"%ﬂ'@ﬁ"ﬂ?@ ?i‘sagfheém rld
"passt hru" aAseessed; Bys proyideg.the. i I"l %{F‘?t aor
remotely, t F‘h% &P O ERASTI 5‘”__'_
used arg; AT e he
i 8 ' i Opere mo|
SR RS 558 Book b Astols L& ﬁ%&mﬁﬁ%ﬁeﬁ : 321‘?1’ o
to, the ot he&?“%&g%? g}(&;’f.' pfter 1
difgks. Seco ﬁé{»&n ﬁﬁ‘aﬂﬁﬁp?Jn?en @ﬂQOersbeﬁuL bNé(QBer&MﬁLﬁBE bBPat
are to be apgfaasdin omai'&peﬂﬁr@fjﬁiﬁﬁ iHg cePdcihisticy sirifaFt B8 BNIK chétatin stml The BRIX
integrity Oépeﬁahﬁg systénh ﬁinehlep By Bl fdbpﬁdn@ﬁ&b%ﬁuﬂest, Ih€ [ TB8Ssha DigheER(pRéht &
user. For fatioh (DEC) Ricligputsd Bal had Retonie@sbpllar dperati @fsteitiol HwitidRndeDK Minleariipu )s
Harvey M Deidimdre receintly, me@cofviputeral Onaekasdnifa thisipopuleityistiat hg UKIX 8pedating syplesh isiwsitied
by Addi son- idé®|Oxpyograhinrdag)iangaeyel, alsn dgv@lopadatiBeliiTelgihonet Labdritarjes, eathet thar intasdembig lakdVi
A Virtual MuagssothatilanobirecagpoSyifisThus, dompiberewritten fdevpiides niachinestsgivthemecababilitya d
by refer#i ngaked podslbt;mthmnh smge UDYX dpiaratiigcbystern from gﬂmmww}efow '[Daretﬁtﬁ application ed
Oper ati ng W thes opppatingisystgin guvironygeot P9 rogyedie machipe fotanethera r
to Chapter Fiosmeseinfarmetion onthe UIXopanting systen the repder ip 4 to INIXT System lisers Mapual,
her ei naf t er SXalgBLV, pybjl H%M"&?fter'?ﬁ'%?‘ﬂfé?"s r’@Ha’bﬂgsP@W"X"’Wéf the PN'& operating gystomy
may be used'sPﬁ"'ﬂﬁdr?éPB ey {RabEike iy 'i‘ﬁ'\'rﬁ‘f?f‘ pat °t
UNI X opéf at P4¥ “tﬁre P :'.:_. dpsoritip g
Tel ephone L Pfié’gd‘ urice . Jyach, Design.of the Unbe Qp i
( DEC) mf ni C 1e§ell haél?oe ‘2& Qﬂﬁainber& seﬂﬁe l%lk nﬁ)ra%rég dth%revgre now
range. of 1 Bl frol AT fvErel simngﬂnsa%@,
forthis populari yls operalng system1s vvrl e
progranm ng | anguage, al so devel oped at Bell Tel ephone Labor atories, rather
than in assgjglioped sdiicerstaBFaTet! (HK islalregislerBdadBthMCe APEN it (A6 OIS{A. nd ofHakEBuntries.
conpilerswritten forvarious machines to give them C capability 45 make It
possible to transport the UN X operati m% system from one nmachine to
anot her. Therefore, application prograng witten for the UNI X operating

system environnent are also portable fromone machine to another. For nore
I nformation on the UNI X operating system the reader is referred to [err]
System User'ss Manual, SystemV, published by Western Electric Co.,
January 1983. A good overview of the UNI X operating systemis provided by
~Brian W Kernighan and Rob Pi ke in their book entitled The Unix Progranmm ng



50< pub’l I shed by Prentice-Hall (1984). Anore detail ed description of the
design of the UNI X operating systenEPg92re81®81found in a book by Murice J.
Bach, Design of the Unix Operating System published by Prentice-hall

(198 6) AT Eg ericiidyverbia st tHa UNIX dperaiiha Sfhteth viid diNBiopddiby 1@ Uhiliéisity bCalifislal Berkdidy 2Mi-
oper ati ng Ssdoft/the pubNhérldBhEpoplifr MEBOS P08 dPbrting 25steé ddr harBdndt compifers i a
current ver ¢drdich khéwhUndeF théir trademérk 86 RENIX.. 2. Anot her version known as the

Devel oped and With theaardnceiyientdithbIBNLRY PC2(RISC (rédacHd ristrextiaithet complstETedhnibgy Adr8dnal N
the U S. A aontbutat)inctoss; iBMCarp. edaased a new berdfingsyBters talledBAIXHadviiied interaetive IERstutive)

t he UNI X opwhicitis sogpatipietatihe suplicatihainddriapsdevelyithANI&T' WNIX epegating/systém,Qaisiof H2,ahdinat
Ber kel ey. Miudesextansjéristo thml)penstatmmmflertim mmmnemlmhamowtmmm
operating strereadesis S R publishes by [BVHorp.. Iringt EditianiiNavy
trademark at®8RENIX. Wth the announcerrent of the | BM RT err] (RI SC (reduced

i nstruct®Pon sdbe 'EY?H'ﬁﬂHt'seﬁP “W@UW’G th&istribyied data processi charectembvanbm
Corp. rel ea¥ibepf Aroppese Wtk As petual P}; an&eﬁo n iAo 4 pluraljty of
é‘?’l"'ﬁ sq"@ @“V%"‘YWGZ

. é'rét $re

Executi ve) WM'?@?% E‘P‘?'B'I %1 ysPﬁ‘éN
Uhichtio

AT&T' s UNI
UNI X operat
oper at i ng s
Ref er ence,

-‘.... 'ca oomput
i nventi on 't?cuﬁ &b t ks.sté,} DU biifle urefor
S Y st-ems ch aﬁi@tﬁ&ﬁéd' ¥ubﬂs by Addié H-WysIQ% o) Ak, %&E@eﬂ
NEtMor K. 59 Asm Mmpl Menlemﬁ!;l%& 8ib diffdréhit oGS kAR the YN RP PC fhtedohtieBted BWotﬁHr nétBM
RT PCs i nt egsriah@heiindivet loBiVhrea mtwdresrisBMEe MR kK Architecture (SNA), and nore
speci fically sbifiedtiondd, the itNibvition G dédcAt@t Rerdiiabtel dirgététtd 4 @iButal 64 provassingEitem
SNA uses asSiniaicomrhunitiition st@bri.th fhie eidrbninentiedch prodessif sta nodatin theiakwork dofshlially may ac-
devel oped bgess@iti@filesnti@.network n&inbt(er 4t Shichriodestieites May rasiddnAs shiwntin Riguje |, a distributed
Asi npl i 2 edneahesicenvipinment 1 olay ddpsistiotiwabr mpregmdesd; BiandlCconnected ttifongh atchremértidatiantiak
| ocal area oraetworki3. TheyetwerkBoamhs ajlgvalardg oetivorlisyLAN)aermentioned errackide apea detBpnk (WAN),
Chur chi | | ethe lattorcommisingraiswitched mecaﬂehmem K'IH) mgnﬁetnn te pther n@ies P a PhiAxietworie d
by Robert Jof spitamsyAany ofiteatiodesch, Bigr © therrmay system 19 OB|e 10R suphyas the
descri pt i onaeremeniared IBMRE R Facheithqsa pystems F% W}B&? singlq ysersystany or g multin
arkd/SDLG? | Yser systam withythe apilty,to ysad '{?g‘ J é°€?‘° oo rodeimibe AftrorkiFoh s
Ar chi t ect ur %F‘B'(rf » the Reqopssing pxstemd A stiogal °dﬁ|ﬁ‘l53 sble thﬂﬂ'd? Bpnd fat t'@i"”(‘%‘?"g?s

It wll,

\I'fﬁe e uend%hgﬁﬁﬁd thar;tg th& ventio a0 By be | Ienpnéed
usi ng ot her QM i) ng t%fg émﬁ%c owm dure ;\'ﬁ':

ot her ne% aés elﬁh 2'permzhe 2 h as
: i )
rent | oned, dL a.lswr% Isfm lrQo &9 a&sea 409{4 il o

en(Lr onment gy embma rsﬁﬁﬁﬁﬁﬁfmﬁﬁﬂoﬁed iaerﬁ. nQﬁdi w#acp%@mau GchelcahBo/beStun-
cess al |t NgordiodddFieird of Meaaadﬁtmm a&amlma hRREIRAMENbticEBat®hid Srdidkde.
As shownei Nhdweedthe idformatichindw Fdsides i 8 mdium that INas ltsef R\fasted B4tR Ransfer rARRY vei PElSsl
of two or e eatéd@dasvedin mBinaytbnemiyiect ed t hrough a comuni cation |ink or
networ k 3. Thdn thestawialkineSystem) thademellboffex 12 ia idestified byidacks 15lwhidh am slesighated axtivedicer
a W de ar eanumberend logical\bisk nutmber witkin the devivesWhen siireag systepvdall tthie susd, il ielasued with a

t el epr oces sfilages¢iin®r ottharfiies aidarbytesange within thayije s, ap showp insteg Y in Eigye 8.kThe pperating
Syst ens. 46 At syste 10 fakesiikis infookationyand ponertsdt to davicenumber dnd logicah bioekaumbantof he devigein
10A, 10B orstep 102, Thsru'bﬁomati@mm G)"r"eﬁf’é ﬁlel"@fﬁeﬂ,lz acppiipgrto rhede\@a@vmlm andjiggisal block
systens 10Anumbeis, apd030C may be a si n | e user system or i- so _use

systemwthtmevsmrq i o Helc2 b et e 8 mebso%%ya% gecggé §1§Be?ﬁde%°a'esea
t the

t d q ‘gk;ﬂ
R i pw;y;r%?*{@g iﬁﬂs‘,,, e
. The pr obl e ance %E l'ﬁle g ?r{th%l irrPOd

ggsze:nStsﬁ)éﬁ as c%%ss own n' ure iﬁa%@bu@?ﬁr 12 35 |n t he one

operating system 1l is used to buffer the data transferred between the

per manent sigr ﬁTaCal%%Mﬁwafl ﬁ oradi sk In a personal conputer,
~and the usesmaagg l'ocal buffer 12 in the operating system
11 is al so faﬁe&fefiedtidamaxoa(eboimipmamhe or kernel buffer. For nore

i nformati on on the UNI X operating syster‘q kernel, see the aforenentioned
books by Kernighan et al. and Bach. The ¥ ocal cache can be best un-



defstodd in terns of a menory resident disk. The data retains the physical
characteristics that it had on diskEPagre:dBtver, the infornmation now
resides in a nediumthat ‘lends Itself to faster data transfer rates very

close to the kpligdy, asamition fromh theEBHiBatidy & ks A0P sa¥ed Rhiediately oh i disk 2 B6t3d VAN to the
system t hecalswﬂefmslw&iﬁ Sives'titnel ifnploiy the perfBithakidh oPih& Sdpfication 4/WAbdidbd AALE blocks in the
desi gnat ed a\sndiﬁ\arec‘aavdaumrd.smﬂenbaalmuerbﬂmmmaeberxmng Bystemithe devi ce.
When a read sysé éfacache lin dstdndaldreSystah thatlutilizés the ADXPerkiting Bysteny, which isithe ehvirprinent Of
the fil es 5 iamticleth®itentionavag inplsiviiited; inipfoed theé cverall perfarmaha\bnthée syswindjsk dridnininizes

Fi gure 3. Téweessgime by elimipating thegwped fanrsudcdssiva kead andwrite diskbparatiats. on and converts
it to devi ce inthddistrituted netwgrkipgénvindinment shawniireifigureot, thetecarecto ivays therpracessipg $y3em
Then t he opHiCdn logalnede Srcovld nead the fiteSAfaw nedech in ong way; the iPtdeesging systein d 0 eopldepy
nunber and thewyhaleffle A andithen tred & psif it were g loed) Ble Siirgsidingatnode BcRepdiag ihe fife indhisway?
is kept #®n @Rrahlemiifianether prgcessing systerm 0B a4 pade Bijpreramplesmpdifies the fle§A attes thefile
quently, a '?EEQ?@%‘QS‘@‘ '?"8%19- The processing W%’!"’!ﬁ'ﬂﬂ?‘l“%"&@%ﬁ tmhegreamod'fwiams i s
runni ng on ¥eessi n stem 55 10 for the sa ata @rgw ousgér

fromthe dISkAP h ROG "%1

o e CopE R AT ?@ﬂgﬁfﬁggffﬁé?‘? e %%;:gi'g

by readi’ ng %@% - e )

Cbvi ously, 1 i HesBfits MCRMBEH r%mé]&tasuf& et abEVB Ene

di sk_accessyggs 'fsfg&wtﬂe g g&séwmiaseaqu@mé ey {hEﬁ

and RT PC agdaq, t.fftnﬁﬁﬁ’ém de%rkt eﬁl&inég t;F £FdP bxa
Cowgor atg, ONif orle@F thb sevbraiodidts dls‘éwﬂtiﬁg&&ﬂ@ﬂ&tl'fe beaecdsEihd iR M MY hot b acce: g 0

278 312 Bl tﬁbﬁhl;tab&awaf.ﬂma&'awusttbaﬁww.pm&;nemaﬂ:a InteGrRt is RBX, shd ia fiode fay mwadsang

| mredi at el Yinédredt @Ry slicdated RlebUrhe inGentidl tb b&destribed Mol aktt&f anldpeftimgbadtdin WRAME S

time, inpropovigs hBsutprbltiepimarf Manabilddistituted ifdmhation.4. Modi fi ed data bl ocks
I n the cache Withiathis dogunestlt, tha terh Eseclies Willbe pesditotidicate thy prodessing sydiem wiEnd thefile @
t he operaat | pgmanpatlyetoredlland tiedenn klieat vithizhsed th mearsdny pitierlpoxessisy systemhévirgtprocesses
utilizes thecosisiigtipbleati ng system which is the environnent 5 i n which
t he i nvent i on Cthesanprepthesiosurpdrting sistdiuted data procassingsybter dytheWNiX opasating systee en-
syst em di skvirapraenharp kepwacher exemple.JSup Migrosysiems| hagiteleaser g dletwork hile SyptemyNFS) and Bell
successi ve kabgratoriasdiaggevelopedia B o SystesHEFS) 'FhetsH%MBF’%W‘ﬁ NEhps heamdetoriied d

enir onﬁénta%ﬂﬁ/ﬂ’im"’r’ﬂiﬂ“ lﬂ?"éd'“ﬂs'% @f‘@“é‘("@dﬂw R F'a'eﬁl&%%m% Q’E'éﬁ\"‘lo
in local no "“‘ g s J“" e S Newvor): Ellosatam” B2 e p .
rocessin ‘ypye-e o a7 s
e o R B %"ﬁﬁﬂ %*" ’mﬁ g i&éﬂ £ Y 10
crga; es tﬁ % i :",: .' .e
nodi fi es Q o .;-,. bli wu
DI OCESSi NG GENIR Bhrid c&ﬁu{eﬂdm't’ ‘a&x% mgﬁe’idésﬁ 3 55! m&ﬁeﬁ hﬁﬁ&mﬁ%\.}t 0
thig_file 5AyanARialdPs WBW of Raioth EfRERaG) Bp. 3 You; ot 8C FAS SysBmb S tuo

node A i's t8 ah@BicQGiaktiePét K., 4 FramdvolBordtvonihg i SsBMYF, BEL 1/EL em at  node
requiresoit. Anbicalitetithdidibi sorvitss &yatem inswhidhatie sabjstk Mven@arts .h@rammemwa%os S
t he 15 net inauikhe€ @ oM tHeGah MizidSystems NFS, fér@xdnip, 18 GEAESuii's bbpdach Wwidto Bdsigh what i edes .
Sendi ng t hesentdlipa étateless machineMupespacifically, thesbevet I8 a distritited sysunimay be desigred Bxbee stgte-
fil es acr oskessaThisztesos thattheserverideesnoistocecanpisformatjonaboul blientmodes, induding suctainfoanation
above. One px Wiidhalient node$ baye atshryertfilgrepen.cehathercatient grocessasayet a tile opende regd oniy e
net wor k 49 or read,wite smodescorwheiier aplient basilackssplacesh on byte rgnges ef thasfile} Suplf antimplemgnfation
data is st otimplifienthe designobibe sesver besguse theseryerdees ok hgvp fo depliyith PH"‘P"@B"PY?!'!@!}P?tP

may be | ostWhighdnayarisehpna cliorfaily qrseﬂqeffﬁ're V!“Heuf Breregly Mwwew thatitis relpasing

to the fil ec'a'mnesemmsomes accessi n i lﬁgl}/ be acce55| n t he
| at est U£dat e d\n prtively dif °d uteq "' 'g

et on't Jel e %&‘%ﬁ;ﬁﬁg f,h% el °Pia?§:;§3§g§tech

provi des a ;g;g; wf:
Wthin this he,ge.{ eHﬁ ch state
ﬁs&lﬁ@

processiggg e%aens.s We‘ﬁﬁ‘nbeﬁ&éneﬁ#h@dets%ﬁim

client will GLqL&tsrt@ad%n 284va FildRhd imé Rﬁ&ﬁ&b mmﬁ&gb&ayl ng processes

accessi ng t he (fid théefore a general object of this invention to provide a distributed services system for an operating
system which supports a multi-processor data processing system interconnected in a communications network

4

?



a her dpproaches to supporting a distributed data processing systemin the
UNI X operating system en- vironnent ERO278812BHh. For exanpl e, Sun
M crosystens has rel eased a Network File System (NFS) and Bell Laboratories

has devel Opﬁﬂ ﬁ@msﬁmﬁgpkﬁnéx&to%mnéﬁ&ﬁxn thd hetwork'dha b fo'peiformhiedS NFS has been
described in iﬁ& anBth&Shére Speeific Bijeet or@titveRtion td Hrdvidd iatéthmuBfor %ﬁhag&amﬂ%@wﬁs
An Ar chi teci;urr@o.ﬁwck;%bdbmtye File System Types In Sun UNI X" nf erence

Proceedi ngs, dohding tolthd3fventioh]tiisd ctjdetsiafdecompithed by 0Sisy the TolloWidiétéps td IGOR filep. [ the2 38
to 247, RKustiels afiealdilacthen thd UNIX operatinipsystem stainddrd filg1boking is Lised] Howe s, iftaliémoifile is to
Net wor k Fi | edockédatvt UNIZopdrating sysiem POOKRand FCNTIGgstenisalisdrintin@étied apgan rdridle fraceds30;
Dan Wl sh etall (RPC) DFR)LOEK ICONTBOL i br@cifed THaebmermkdelfedeivesShererneté progeps call 4nd cardes
124; JoMei w@htoalpck re@ieat The réduest cawld eptath iocking sitglevrsond, 4 st éfireegrdSonthe wholeffide: The
NFS"; JoMei setienthen sendsireNells the m gwakemby serding 8 sigaghwhile the¢lianlsurregatednode Is Kaitingr e
Net wor Ki# g fere 'pmefmﬁe PR%LPE TROL RRC. Thedliept %’"ﬂsﬁh@w #S'OH&%"’ avkaew'
been descri odgep rpgeipkof theRPG o the G‘BP?"Y,"&tTF"Q)?Fs"qVRS' Eg‘*

al., "RFS A&"@?W‘l"é%ﬁ"&f‘"%&fmﬁéwﬂ"ké Gﬂ?ﬁ"@tr‘@ ﬂﬂfﬁ?@%‘@a Pfrgzg-'-%'i-ﬁﬂ't‘a

Geor gia (Julf® %ﬂ lock

Adm ni strat rgs[g,ﬁ £ "@ nl‘f mh

Fr amevvg Ir1fkef%3r’ n%%the Mo g ¢ t 3"%9 gﬁafggmrﬁﬁ&‘gﬁ f

the distri but Euésfgﬁénééja '“'E‘Qt{‘% %"00? In?,' IPI OniI G Utﬁé’crﬂ

plerent ed g @a%ockhu% ldgtatipfca@ahmn M EABHSt e NS, f or
eXarpl €21 S t Pighro 3T, FowBARTSRGHHR RARIADY aNERFatih R U rbai oy dfdin call is

st at el ess ”cha&%yambﬁﬁﬁdﬂ%ﬁdlrﬁ%hldmoésb& server In a distributed system may
be desi gned t @iglie 4 Setatidek dihgpa® of theltiats stELIIS illistrating tHaQcanBoMErTollwiAta Pyt to & Fildlop-
any infornmati eftichiadallocst hdde aé perfostfed by th8 6peretihd€ystem ahich siibports Bsistbjectifiventitng h
client nodes Figures Samica areblodkidiagratpéfithe dataatri@ireiliustiiting fhe befers aad aftdastaditionk bf
open i n 26 eadotie\scanariofar a nogatdierdperetiomatieiocal mxle adystforewed by thé operatingsgsterh;ock s

pl aced on byt Eiguraddsseblask diagram,fsinjiler. to Bouré 1,showingal distributedidatantocessing lsysteneascarding
desi gn of thetotheipentidoecause t he server does not have to deal with error
recovery si t u&iowefds aiirck fagrenyofsheidsie stmrrtyre for the digtihufedifilesysiem owrinbigrs(ri ne

wi t hout ~ pr opefioyres Hyto Phiam flogk disgramp glopmpanent parts of the fats daisiursghowndn Riguse 3, on
sédrver rBsour EBures W, 1186 12 arp blockdiagrame.ofithe data stsuctures, flustrating the,scenpries for apaun 'FF of
t he distri but 6"’@\9?9‘? d following & path fo;a fllq gt p logal @ °'ﬁ?t%§°d°3t? digtdputed A¥pteRY &S Sprfqnie

I mpl enent ed Vi e

characteri zéd mﬁﬁrxfﬁﬁé}@ﬁ;{# e'gﬂ's'sgrteg{sgiﬁﬁﬁ/& LPoegee 9%&%

as that descr LJ).es
and howsghe le s ?eagﬁ“ﬁ'gﬁﬂﬂﬁes req ?cﬂrgggﬁqwa?‘%% g%h\?gr hg i"é%}Js'
way to detect g g 1ijch P, Siniar r@qs%;&nmﬂmst:mym%mmwo%ﬁnet e

| n{gr mat i on al?ﬁhl’et %tacdtalt@&lé rdnil Si {he Siale U mT#‘ﬁfuﬁé‘ WhiBP4hBWE s dXbmple of the
strategi es desgichbit mm[,mmagy%m e inplemented unl ess the server
keeps sush statgaasisaldﬁﬁﬁmmr@rmeJﬂ@lmwmmef.aemhmmhwm af fect ed,
as descri bed lpgue4s ish\dlaramBhsumgitieffiotd dafistrudd@eties whi ch have i ssued requests
to open a ser ¥igurefid is@ dageimistioving tiedélationship ofiockdists,déck tdbie sentrippamidnodést | S

t heref ore a g€igae 20 isalijagrain stdwinglthesleeplogkiist apdits relatinnship ta the docklfablé;and ut ed

servi ces syst Eigure 8t isadiagiemskawingdheSijock data stivctute. supports a nul ti - processor

dat a pr d€essi e folpwing dislostne deasrihes eqlutigns te prableraawhich iateentaynterethwheyysreiting a distrigp O
278 312 Bl ‘tefile Ptem incwbich the logic thatmeopaes enemasf-ws pltered tq aliewfilgsthat physieafiyreside
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I I fil I d.
e %ﬁ:&zﬂ ! g;%ééé'& B 1 s o
and FONTL Sysgﬁ&mﬁ ni :a%nufres ddb Rnbes cal | (RPC) DFS
LO0K COFROL praa b @théseéaﬁ%or? o ARG Ryitpocss cal |
and carr| €S Oldf a dird&ory Bériairis Bh iRy lof ehtHds brefEHERMng fok:d entai | | ocking a single

record, a set of hfgeQlifble Aimber)®heidiRs Rodel number @Rt 6Fdn indvRIdal HRBAhatiognothey | S
the client todpesrleeanddy sending a signal while the client surrogate inode

is waiting 10 for a reply fromthe DFSLOCKCONTROL RPC. The client confirns
the reception of the | ock and acknow - €dges receipt of the RPC to the
renote server. The server updates the lock table after receiving the
acknow - edgenent fromthe client surrogate inode. |If the server does not
confirmthe reception of DFSLOCK CON-

— .



TRO_ S %acknowl edgenent, then DFSLOCKCONTROL renoves the |l ock fromthe | ock
table. The foregoing and other obj cEP8278MPBtt s and advantages of the

I nvention, which is defined in the attached 15 clains, will be better
under st ood fr @)byicbrventioh,tdihddg nibleds the Hiledpsteni' btidRdtioRy is tobi riinger 2f er 1 ed
enbodi ment of Folle@ing the @ath f/diF /dwRAiIE" withih @ dEVIte's file@ysténethGiMONEN folld@ing Btapst NgS, | n
whi ch: Fi gur e 11Read tha filel ideafified bpinodamusies 2{tingdesicd’s ypot dipdctorl).st r i but ed dat a
processi ng sy 2t aarch thewinactoly fortep estryithoeme ndirtvent i on i s desi gned to operate;
Fi gure 25is a3bReadthe fileidgntified by theinede aumnbepasaodiajed iwitimdir1 {thia isdhvel next direstorydrethe path).
system 20 4. Semichthedirggioryforanfentrywithasme 2didwi ng t he steps performed by an
operating sys®dhae ﬁ'eaﬁeﬂ'éi&élbﬁp%*ﬂmwer“is@iam%h ¢z (thip is&mpﬂéww thepatiing
on a processor6 saPT" W@'WH“&"BP‘WR*"&F’B?}T@!&] of the data structur
illustrating h MP‘P?I W‘a%whéﬂﬂ' thislirgctory s thg ingder numper gtihe filp 5'?'?"6?# byithey

| ocal ndle as g

i nvention; Ei ? %gqo‘s '“ 'ﬁ: fé‘%ﬁi ste ’g"ﬁo t.s theS@EUbAiCt
ot Ien ks Wﬁ %Luﬁ ) ﬁﬁamer evéf}%m o S5 .'l', tm"w?
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whep Cr eat i iagho oflbdaf dirbdioriesiévetirbdtdris WhidhiaR Birbady bt of the 118 €red, G (6) i RtIng BARBES- 2
machi ne' s f mbte6r lbcal) avet fitéwhidh@realrbadparl of the fileaiee.physi cal | y resi de in several
di ff er ene nac i thendrtualfilegystera,theloperbtibngdwhidh ateipetfdrmed anaphrticulet fevicefile sysiemareisariye m
The i npl eneseparated frord hosesaperaliand whish deal witht @nstiucting @fd gsing tiei iode’saggtegate Bib el

Al X oper at i rrge's yityabfile syRtsmcallews@ecess o both lopat andrerote tiles. he above- ref erenced
Techni cal Ref dhemenaggmant gfiocdl fijen fsoa sirppiar preblem then imanagsment of remote jles. Eon thisisesons | ¢
know edge othe E"ﬁé‘sﬁ"tﬂlm"?)‘ﬂ't“al oy RI"K"‘?W inte,two\partss Fiedih pasislescribes opjy lgpahengrationsc

structurdd Themsr guss &HH“PP?’@”%’&;%‘P@H‘I‘M’ uctirgs,qrd gperations

%S%'f‘
i ncl udi ng |?T5§% "'émESRIF'FQ' ﬁ%ﬁ“&?ﬁ protion c@ﬁg*hﬁ@fpectzﬂtg
aspects of F4EN F'i“?é“mis?gl“q sfi'% %%PP%‘ ckltn e °ff§ig "a.@;ﬁ?ggf'%wss ipm

aspects of g

Ibflso:"’no ) na?c ﬂ b e (Y velad % Yd tﬂ&%&ustg %Nesﬁaqgtﬂu&urg I"ﬁ’l rg::nai fﬂ%ﬁ%k&%ﬁ? y
can be uni g axaf::a ngfm e 9 &'Jau.ls E&i ity tf %'man
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~inode nunbe(egrrméa frémblock B 5@@*@@, Vi dua file or that of anot her
di rect orsy; angyhanever an incde needs to be represented in the file system independent portion of the system, it is
represented by a vnode. The essential elements in this structure are the following:
a) a pointer to the vfs which contains the vnode (e.g., the amrow from block 22 to block 21);
b} a pointer to the vfs which is mounted over this vnode (e.g., the arrow from black 24 to block 25; but note



EP 0 278 312 Bl d) by convention, the Mvde nunber of the file system s root
di rectory | s i node nunber 2. Fol | onemg21stsezpnth u/dirl/dir2ifile" within a
device's file systemthus Involves the foll ow ng stepS' 1. Read the file

i dentified DYpbQ8ithafhbTRnodes ale'ife rﬁlﬁwpsﬁtf& i il %A nuu%omﬁf%ﬁr.&éas fnBe
directory for yfdin6datid not dnbdt e = . Read the file identified

by the Mode ngydiRinteRoSer abiidgatd ihéuedu.leanGM@gl &.ehhavmsuoodnc R blot 30);aiu t he
path). 4. Seairdipoinketod nothisl shtrly Ghis B2 nGilhull oniMvhdn theFIEis & reitiofedile).5. Read t he
file idexatifi qreAX operding8ysiem, Midshmbn withothel UNIX Bpersitihg systbrh Raséd&pbﬁt.dgsystdm Keepet
directory |ambéhey psitén} tabl8 whitlechiains infofmation sboiit@ach ikods thats it lugedbly tHa spstene For
file. 7. Thiestivivelvhenatieis opeparhits indde i raat friom thie disk dnd a bitiset otthis inadednformation,ttégether

| node nunbewithabme additibnal iefomubtion; isfiored infthe indde table. The essentiat dlements lof 4n/inbide Rbl6 pitey” .
Thefil e trews(gha pdintaréxtheliwad of aifitricedselstrictufeistand (phinformationfeom theedisk riolel thegstails
bl ocksf renmv#iwbkh are nelerisvant berer egat e file tree is built. Aparticul ardevice
(e.g., hard fiThefiipaseess rpagrdg informatian abqutabich nadesfiav thefilgwrer andabavt e modes
node' s r oot (reed pely aryead rite) ofithe qppnscTheredea sopprat file acjespatrusiure for each aede yish has they
be added t ofile gRenEhisstate information epables, _ggrerwwm ach clight fsrusipg,tbp saryep flle. _The_ t wo
princi pal par Jh?f'%? 'E‘B“ 478t pPe may.fiegérfomed.on ji SAmerpRts Wi g filee

15 whi df h Y f fy fgm ms th t the dlrectory
R L Teé ﬁ “ ; ﬁﬁﬁ*ﬁ,
the .root fil eTﬁ.S; r dan Bl 3 use p gy &Lt%ﬂ% .qta{,;aas

al\ceady eefhy ﬁ‘oﬁs e %aorﬁ tﬁle-d.m nareﬂ;s Avedbbisw: A

t he nount has been acconplished, paths which would ordinarily flow through
the "mount egh ewekup 20 directory instead flow through the root !node of the
mounted file system A nount operation proceeds as fol- lows: 1. Follow the
path to the mmthd vDlobkip ofration) the efdantial itafthee dtup i Tallowing 8 pdlitivt iaCits spstétivie ko ladateltiee
di rect orzg wisn@lof 4 matht comjsahent inaziiréxtbrpile arld@satheisssarthted inodecmmbét to I6dateditemext ditkatoty

st ruct ur e whithelehain Thepsagio cadedor thieah |iookdpnperhiivinlisdiaedpgiow? 5 a) the

devi ce name and Mode nunber of the covered directory; and b) the device
nane of the nounted deuh@ﬁoﬂ'%cpm;ah follow ng In the nodes aggregate file
tree consists of (a) t e file tree until
encount éPi ng an Inodelﬁ#n ch %g:e %ﬁég gogr\%élc or, of course, the end
of the path); (b) once a rmmm%dﬁ%tbel éoéhééu\ﬁ@e#%dilwtﬂgi’t he nmount dat a

structure to detern1n@u @rl¢haaec@ougtagx§olﬁhﬁéuaﬂﬁmdydlgnd (c) 30 begln
following the path at %igé' A Qodgésﬁg t@e device indicated in

t he nou structure. Th% ¥ f?u 4 2ol atile; .they are not
recorded on disk. The list &3 ﬁﬁaﬂﬂqgg podanternust be rei ssued each time the
machine is powered up as part of the Initial Program Load (I1PL). The
priggedi ng dis- cussion describes how traditional UNI X operating systems use
nounts of entire file systens tocreatefile trees and how paths are foll owed
In such @ file tree. Such an Inplenmentation Is restricted to nounting the
entire file 85 systemwhich-resides on a device. The invention described
herein is based on an enhancenent, enbodying the concept of a virtual file
system which allows (1) nounting a portion of the file system which
resides on a device by allowing the nounting of directories in addition to
al | ow ng®nounting of devices, (2) nounting either renpote or | ocal
directories over directories which are already part of the file tree, and
(3) mounting of files (re- note or local) over files which are already part
of the file tree. 40 In the virtual file system the operations which
are perfornmed on a particular device file systemare clearly separated from
t hose op@rations which deal with constructing and using the nodes aggregate
file tree. A node's virtual file systemallows access to both | ocal and
renote files. The managenent of local files is a sinpler problemthan
managenent of renote files. For this reason, the discussion of the virtual
file sygfemis broken into two parts. The first part describes only |ocal

- operations. 45 This part provides a base fromwhich to discuss renote

. operations. The sanme data structures and operations are used for both
renote and | ocal operations. The discussion on | ocal operations describes

t hose aspects of the data and procedures which are rel evant to standal one
operations. The discussion on renote opJ%ations




adds i fdf ormation perti nent to renote operations w thout however,
reiterati ng what was di scussed | n tErsdmmsa2BDperati ons section. 50
Figure 4 shows the relationship that exists anong the data structures of
the virtual file system Every nountoperation creates a newlrtual file
() o boi ner To the root yioNSS( SFAPALE MBER) POITERF <obiYRRR 1116 syetem
(e.g., the arrow frdockl dikeztory'sl do&d@3), and (b) a pointer to the vnode
arrow from bl ock 2510 ook ol MAEp! dkrchy B EL eIt o0 Chs othe
represented In the file syS&&RFEA¥BpEndent portion of the system It is
represented by a vnode. uhhlecksaerbe8brg! eABR&p I N this structure are the
followi ng: a) a pointer he _vis _which contains the vnode (e.g., the
arrow frtom bl ock 22 to Efgg’g%nszfgﬁy a pointer to the vis which is nounted
overthis vnode (e.gseargh direwtouin Ebvchade;to bl ock 25; but note 6 EP
0 278 312 Bl howevey gtthgbynat yal | vnodes are the mount point for a virtual
file system i.e., a null pointer indicates that this vnode is not a nount
point); c) a pointer tocéﬁgﬁﬁr f&iguPFBéi‘Feg?ﬁoﬂ%’“ﬁ a real Mdde (e.g., the
arrow frdm bl ock 26 to blecksa2inodadfdynd pnidirsctery emweeyd able entry
(this is a non-null onl . fple,] ide)sr D, The Al X
operating system In coﬁﬁ%sg\f‘bgggt kérv{'ﬁﬁgo%ﬁ%ﬁ% lia ‘}]é% based operating
systtems, keeps a nenor yupderledireabosywhnederont ai ns i nf ormati on about
each ljn%?? tlhat di sI bei nggufﬁgg pgﬁhgggsEétegbdgprbl ntst apc;a,h. when S fileis
opened, s Inode Is read fromthe disk and ‘a subset o i s inode
i nformation, togeth&S&i TR QBFreB"Qﬂﬂgti onal Information, Is stored in the
Mode tabl e. The essenti ahleckmdnrectbdbraninodee table entry are (a) a
pointer to the head of ake s structure list and (b) information
fromthesdi sk i node, thgegléltgi ?gfg?g, of which are not relevant here. The
file access structure records information about which nodes have the file
open, and aWMNPPENhe nodes (read only or readwite) of the opens. There Is a
separate file access structure for each node which has the _f; | e open. This
st at e i nf or naffhesunctionn_epsn crisatessa-file agcessstrigiuse\(onmodifies @h exigtingene) to secprd whit opene
sarver f3p| emodpp (READIWRITE e READSONHYbioropena fije (Theypsepdocpda fPighasvnapred APaRtign gésted
performed ofP'9 . A process interacts with a file 15 systemby performing a
file systemoperation as follows: 1. The user calls one of the operations
provi di ng (perhaps) +L.ap nmeters. 2. The file system1ogic
per for t he oper at i%%&ﬁpcﬁhgggég[tgr tge ifnﬁt;r ;}al hc{é}ta st%te of the file
system “3. The fil e i0pytem vogre petnter forthle H19 iheyopeaed per haps
returning sone returP pargngbghSﬂIQg (J@g?a;im.v&ﬂl% can be pen;]ormed on
a {ide systemare referred to assﬁggf‘g{r%ﬁ)ﬁnsm or Ovn_ops". 20 There are
several vn_ops, but the ones whi rtant to this discussion are
descri beg bel ow. VNLOOKUP | grehbevmodieoktpf themadebitishd fessent i al
Iterative step In follow ng a pa&peégiggf!le systemis to Iocajte the 25
name of a path conponent in_a_di rect&ry,l;é]].e and use the associ ated node
nunber to |ocate t h@WrEREJFPERED, §O0Q 1PREAEENY SHEESSSQd0 code for the
vnl ookup operation is listed bel failérecti on | ookup X0
input: 4irectory vno PQRLE ;1€ D& d Kk J i,rectory output:
vnode pointer to nameg%ﬁ Pg?hlﬁér ggg:é%? %?’Fr{ect o?}d\ﬁgggdgéi nter to an
i node pointer; 40 45 39¢k inode;

if( not permitted access )

50’



56°7 *EP 278312Bl -- use private data pointer of vnode |lock directory's

I node; 5 I f( we don't havepesemabBperm ssion in directory )

unl ock directory inode; return error; search directory for name; if( found
) create file handle for name; 15 -- use inode found in
directory entry; get poiamleck dnodede for file handle; unlock directory

i node; X0 e ( pgg@h to vnode; else -- not found unlock
directory inode; return error,; %CﬁEN The function vn open creates a

file access structuideY dhenfdile @scaSSc#tERFAYTrenEPrt Bhiscord what open 80
nodes (READ/ WRI TE or READ@MERY); to open a file. The pseudo code for the

vnropen operation is |iste f.unctiQn.vn_open_inputs vnode poi nt er
for file to be opened openqﬁfgé%w%els no, Z14SoAf es?eﬁgfﬂfFY
create node -- file node bﬁﬂdoﬂﬁter939|ng output: return code |nd|cating

success ¥Ur failure 4&( couldn't agqbcagbnggqetgc&égg s inode from vnode;

| ock inode; if( not permtted access,) 50 EP 9 278 312 Bl unl ock
i node; return( error 1; 5 Structure )} get the file access structure for
this client; unlock inode;

15 return{ error );

update file access structure read-only,
: read/write, and text counts;
&,; if( truncate mode is set )
truncate file:
unlock the inode;

25  LOOKUPPN

The lockuppn operation is the function which follows paths. Its input is a path (e.g., "/dirt/dir2/file"), and
its return is a pointer to the vnode which represents the file. Lookuppn calls vn_{ookup to read one directory,
then it checks to see if the vnode returned by vn_lookup has been mounted over. If the vnode is not mounted

\_ 30  over, then lookuppn calls vn_lookup in the same file system. If the vnode has been mounted over, then loo-
kuppn follows the pointer from the mounted over vnode {e.g., block 24 in Figure 4) to the vfs of the mounted
file system (e.g., block 25 in Figure 4). From the vfs, it follows the pointer to the root vnode {e.g., block 26 in
Figure 4) and issues a new vn_lookup giving as input the vfs's root vnode and the name which constitutes the
next element in the path. The pseudo code for the lookuppn function is listed below:

function lookuppn

)



1. 3 . . .
-- if there is no file access structure allocate one 10 I f(
couldn't allocate file access,stERORIBE#M2B1uUN| ock inode; 15
return( error ); update file access structure 'read-only, read/wite, and
text counts; if( truncate node is set ) 20 truncate file: unlock the
I node; 25 LOOKUPPN The | ookuppn operation is the function which follows
paths. Its Input i dnputst hpakhgame: [ dir1/dir2/file7), and its returnis a

poi nter to the vnodﬁewtqh m;gs_—elﬁbsvhbaef Eb? nafegupprecal I s vn_| ookup to
read onesdirectory, an# % %8 see %H vnpge eturned by vnJookup
has been mounted over{ £iEFE & J@c rn8f ﬁﬁ t &8 ver, then | ookuppn
calls vn_l ookup In thec&amenklWaodpsfew1sbﬁrbheisnuderhasr@eﬁn nount ed
over, then | o- kuppn foll pQl . fromthe nounted over vnode (e.gqg.
bl ock 24 in Figure 4) tod?%%chQYOQhBEE ‘mounted file system(e.g., block 25
in Figur® 4). Fromt®ds@ a, It follows the pointer to the root vnode (e.g.

block 26 in Figure 4) udrehtUnoden®drVeehoekUpsOuyénssas input the via's
root vnode and the nanme which stit tes t he .next elenent in the path. The
pseudo code for the Iookﬁﬁﬁﬁepungﬁfgﬁ PEY | EP@S "bel ow. 35 function | ookuppn
40 45 50,55 9 EP oepP@t312 Bl input: pathname out put: p0|nter to vnode

for nane file 5 if( nekk(cghbgheﬁgabgcﬁgghogspathulﬁ /' ) current
vnode for search is user's root directory vnodge; el se current

vnode for search is user“?léﬁﬁr€HFr&PFe898¢9 %ﬁ068°tr%5e%t i f ( next
canponent of path is n yiwtlag( féaer epstgmosle is root of a virtual file

sﬂsyen1)m20 Lre no eco t ogde_ihat the
virtual file systemis mouRt &t %8§e? oég ggcgmesngﬁe ?goggig?a%here i s not
mount ed over vnode ) return(t@ﬁr@nryual-fil?"sﬁatemrb%tmounted

over;
2 if( there is not mounted over vnode )
return( error ); =-- ".." past root
of file system
_ use vn_lookup to look up path component
— % in current vnode;
if( vn_lookup found component );
current vnode becomes the vnode
35 returned by vn_lookup;
while( current vnode is mounted over )
&¢ follow current vnode's pointer to vfs
structure that represents the
mounted virtual file system;
current vnode becomes root vnode of
the mounted vfs;
else -- vn_lookup couldn't file component
return( error ); -- search failed
until( there are no additional path
50 components );
return{ current wvnode );

The operation will be illustrated by describing the scenarios of following a path to a file and mounting a

65  directory. First, in following a path to a file, suppose an application process issues a system call (e.g., open)
for file "lu/deptS4/status”. This request is accomplished by the operating system in the following manner with
reference to Figure 4 (operations which are basically unchanged from the UNIX operating system are not ex-
plained here in any detail). The following assumptions are made: First, the vfs represented by block 21 is the

10



of' filé systemuse vn | ookup to | ook up path conponent in current vnode;
I f( vn | ookup found conponent ) curErRo788iDBEE becones the vnode X5
returned by vnl ookup; while( current vnode is nounted over ) follow current

vnode' s poi &t@fnuLIQIIeVJyﬁelﬁtée%BQHgfﬂL hilis fobiBSeniof B wholid Slock 94 BRUAHGE Plodk! 911 Hith, a
file systenrefidds meiht opsRHsHhal MEGHEAS devicd's fiYe K)&tem Biito thé)GirebBIY A Fhid/idunt Géhted the

el se -- VN ygledantc@by tibidk 35. FourtR, off SFTRRAHEried &id HleB fnvdhell BYe ol the sameBAd: Hifth, e ©d
unti | ( t her@ioing distor/bilires 68t thadaldatdddirectories: conponents ); return(
current gnode ); The operation will be illustrated by describing the

scenarios of following a path to a file and nounting a 55 directory. First,
in following a path to BIRECEORSuUppose an application process issues a
systemcall (e.g., opeRdpéoxuinte O/ ul dephed/ St akiepE NOMBEReEquest is
acconpl i shed by the oper atlgg systemin t,,he, foll ow nglganner wi th reference
to Figuri® 4 (operations whith are basi caII unchanged omthe UN X
operating systemare not e&5 plai ned HeteptiSd"any deta¥l). The foll ow ng
assunptions are made: Firsyy the vis neygsem ed by bieck 21 is the 10

EP 0 278 312 Bl root V|rtua} file system Second, the f|Ie 'us is

represent ed b lgllo 24 and °(: evgtgrrs heun

ock 31
oper at i df has he:yﬁt? WP name u” in he
mount Creat gﬂa

T

di rect or | esuses f' 'itoé’és e e "" "'"'
n r 0

directory egynhd |ﬁc§!e‘i§ tnﬁ:tthé I'HoJe fi ‘&%ﬁ G lséeﬁ?fh% 'isea?re h

NNNBER 20 inputvnode (bloM as a pointertot e In this case there is. Vn Iookup then fmd

nun the vnode (blésk 24 the root vfs (block 21) an@ﬁﬁﬁm pomher to the vnode. Lookippn didcovers that the

"status” returned vnode is Induntédl over in the fafentvis] @ fonbwsGike "mbinted Wp%miehﬁ:ﬁﬂis {rdde GRE

cal | s | ookuppw theombuntel ofé/(HideRr 25) AlobkupprrolicWPhe "rBit Ridde" paintek 13 &he'rod vnoda (bibek 26y b Ck
23) of the theadéw ufs (blotieds). iLodkepphyiew edlis (D lookup agsln, tiiwtiinedaputting & peimieritalihe todt Inodek
up the reane(block 6partdinemel tdeptsL".GAs\betbie] vir_loakpy @adarthexdiredtory, tfindsthevinmie @ssodlteddtbuie
finds I n thearefindsbroreates h stode foethis ingde it the parent afs shiack 25) aol refiutnis alpoiateido this vnade.

bl ock 31. \krokuppkealis ynulookup ence marednppiting the ynotdeforthe jus frunddireciory and-the namelistetnalde
15. To do tYn ipokup reags the ditpetorycfinds the inodeegsaciated wititthe namedkiock 34)) fiads or kresteq g vnode
checks to sibleck 38) fopibis dnogesin Hieparaatyyisbioak de)and returnsca polnteetqithis, ynade: Theccoggwhighipy t
vhade (P ocﬂe'm}s thesystgm fﬂl"ﬁ‘t’ performgs the raquesipd-gperationen thedlle. t hi s vnode. In this
case there é{’ sﬁH‘I:;P‘grf:ﬂ?&d P‘h%‘ﬁ ﬂéﬁ%ﬁ""?ﬁﬁ;@% mo "btlsb%?{“ ?HF oynt 8%2?’%“‘? wlzvé?;%(;%
(bl ock 21) e
retur ned vniygEm( RE ?ﬂ'g Iz)' arg Hasf"ﬁ& "Bﬂ'f“@’? ERWEPP% 96’?’% ™ $1& not Sxplalned i

over” nt 4 ﬁ§ 06 9 B%iduR! Ghicrrds steRtslt 3RS Gnd Ailurd € WREK re s th
TEp S e g

?ﬁgkﬁgﬁ’v”vlg“ ik
rd, ch
and nane ude[;'?S ns

| nigyt ti ng ﬁﬁ%ginﬁﬁnth&né ?edﬁﬂﬁfonééno e

bef ore, ookup reads the directory, f| nds the |node associated with the
DIRECTORY
INODE NUMBER NAME INODE NUMBER

2 Ilull . 15
45

2 "etc" 83

15 . "gorp" 92

50 83 _ "foo" 75

15 "filel" 89

The code which implements the mount system call performs the following operations. Lookuppn is called

55  to follow the path to the directory which is to be mounted over -- “/etc/foo". At the completion of this operation,
the root vis (block 41) contains a vnode for "etc/foo" (block 44) which has a pointer to the root vis (block 41)

and pointer to an inode table entry (block 45) for inode 75. Lookuppn Is called to follow a path to the directory
which is to be mounted -- “/etc/gorp”. At the completion of this operation, the raot vfs (block 41) contains a

1"



name, finds or creates a vnode for this inode in the parent viA (bl ock 25)
and returns a pointer to this vnodeFP028i8»Bh cal |l s vnl ookup once m)re
inputting the vnode for the just found directory and the nane status"”

Vn_| ookup reéksior"fafvgdip? @KoY whidh! Hasls pdikiét td the Fbet vsS(BIBski4af £hd a \Pbihter tb Beinsd bl
(bl ock 34) , enkrly ilszk 48) fo? Bl 92N the V6Lt 16did dPéates Bid)nes Bftud) {lle Systeit sy @irst dealiitPa new
parent Vi A {oploadasPany tian erediting bl fodvnodelier ithis vid (bibck 47) With a\poiftekbackitb s gafeievis Blogkh
im 30 pl esepaxidsa dointer B Wtraotinadel (inode@2y bivek 48) biths \id) A "mafied ever gointpds indtalledin @
the fil es SwopgebaodedbiodkK4liin theroatpfsibicks1)and ppante sthe \msdmorewﬁichﬁisrlriotunteq/(btbm
call to nouisineBllediimtbetewrys. | ul gor p” over the directory w ufoo". The

fol | owi ng sceiibe foregaingpiiiuatirates theriatatstrizciure for standtaldng o pfp@mgdswnnqdeto Figure

operating stwhichishqusgdisisibuted syster simiias tothet enewayin Eigura 4 Inwich Ba-Rystem WhighRUBINI X
operatin SWP @'ﬁ]pmsglt Iantienhap 5?°ﬁ (‘!EP'?"P?“‘H?’T '&Ef“ﬁ‘f"{' de%ptm' the tary ?’Wéﬁ‘éﬁeﬂ 9
refers tf he;nodg where,a fi ad “Ed?\'ﬂl ?"F’H’n% "“&I‘Fd g node
whi ch repr BroGegaes p SEH'F?“" "ﬁt??d eana
First, the e I; ’{ y ;
Second, al Iw P B |ch 7 ri ?‘\‘/‘é'a” 8"5’ t"ﬂ@ ?‘?B °8té°\'7? '3’5
Third, the YT UL bz 7 b %Aeﬁts
ilO , DI RE O%\QrtL de ture are shown in Figures 9A ith reference to
" U " access to files which résid ag n & remote server node. Such adiént gains access toa server's files by
gorp one of the server's dire¢teriéxin the client node, the data structures &eated by a remote mount operatlon
"foo0" compare to those créated’by mounting a local entity in the folidwiigSvays: Just as in the local case, a fstotk€

code whigh mhétat GeaRatavstiNithe BRRTHodeS(s 3/, BI6akSGAY. JusPRyid B6 [5Bal t428, us® bl a31é i@ virtual file
oper at i ons. sybted Whipdontais rRMbte Aids &rbatestandde birdtiird if the ﬂ&hhoaqe B o 5T)EIubt@S i the

whi ch i s t Oodabcass the ininde stkueture-has & goidtetd ia (hode tabfé entrin¢e.gG bIBEK68) THalinods tatilé¥ntry, how-
oper ati on, évagddes obt contain thb inpdekinférinatiandroimethevemaete fileOltisteddothe hbdsitabld entry céritdinsak
44) whi ch hesugogateinndaiThis surpgattipodestandsfor/or fdpregerits, the yemwtednodei nter t o an i node
tabl e er#fry ( Iithaderwebiods,spme datahtruGtares are odntnusteditasaliow the eetver & reeord stale informatide t o
t he di r ect ofbputipy temotesodes algwisingjig filesMare spegiticaliy, epsh prver hgs af"dummy yisTe gt blenks 78

t hi s oper at'P8rvide ;s fodheld filpp apen by topwie slientschyearear has oply one dummy vi, Agd glifilestppen fyode
for "/etc/ g‘ﬂ'r’ﬂW"{ Hipnie resideyin th Fhefiymmy V’gg{;ﬁt %93"108“? ?RS"‘*F' Hoie trge. 50" %F’H&kwhi

and a poi nt 'éPP"f'BV aﬁ"’PﬁGEﬂ? herpjs@

@'ﬁiﬁ ép( H}g hﬂ pen
mbunt | JBi % fe'a%gf’df shikmle 'eararv- [ e ot );% hin ew i % '\}%yvfs
ﬁ%é'

bl k 46
O ot 4b;c'%$§7 J{F %lfgemeﬁr%eem e s e sk e e Wochus,

(node 92, b r idb
&F&L Wﬁf}%fﬁt\ﬂﬁ iéd rit Fﬁj&é‘gﬁﬁ%

the 5  GOVELEGndH ﬁ?ﬁg

to the vnodggupp Fho rdqhest) Qhﬁw&&é‘ﬁﬁn Qﬁlkhﬁnél)a Whan & Gisiit

vis. The f Oéfﬁ?&h&ﬁ\ri:lla b3, rrﬁﬁofb%p’éth@q &, iheﬁfeﬁ#&‘etnw e b 2file hdriBIrnat IQ'REndle contains
opgration. tge $Bidd: Bevite WurhBRE froddhulb&r i@ inddeeherdtios Aaer, @ di st ri but ed
system sim | arrné ied 13P4 fil6 RENAR isl iNustrdtéli by Ehe FolloWiny\Ebefdfio. [SAFpoBPL divit imakes 2 )Eduéstvr a
whi ch sup- sepvel andigess apiledfandld in keplyEThe iclivit didiés dnE RiMeinbdes METRIB hatdle. SomeldoMvity at the
fol | ow ng depwr cepsdsttie fild th Be deteteth and the inede siot Rused &l arothet file. Théidientariakestalrequast die
wher e a fi | the segvepuningdhesivrddyiledtiawiies The senver redeives ti fiie Haridleartd perfamsihe cpetationamaire
any ot her nerddild; 3his weyldhe@n uraceaptable opematibmg the file. It is to be understood,
however, that ThinHav i@ prayented byuse of thpjeade generafignJymber.Jibel inedegeppration qumberdssterpon
term | 's #isediskas adigldn the aede. Whenthe seryap deletesafile itincremmats the dnode grneration Swpker. des
system | n wieAYept arjyes 3t g servar; tha filp handip b@hﬂ?ﬁ"é’a “lesd‘%lc‘t“F'BPy apy] inqdp pymhepfe used foo
supporting '3“‘% thainada, an t?ﬁf"%ﬂtﬂ ‘F'? @t'?'\THmbﬁﬁFﬁﬂ“péP f?ltl?eF'E’P%ﬂ[‘“ﬁgﬂ‘@ tign,

t he system ere nthes

hlf ﬁ
The dat str MY"‘ °p §%"?Y"B%§% et(eg pt‘}mechamsm
11l ust d°
Lo 5 Eydllot %ﬁ g - am& b e <
||

have access qh b nematoﬁﬂms .ﬁtha ﬁétmcamaqeestaﬁutﬁ& nade% &mm.

gai NS acCeSg s Petilf. &ﬁdsxe;remﬁo %ane afs GPAJW hérdGodWakéda rdqlést St BRoUHRF node, the following

di r ect Ol €Sepefations douk First e r&ﬁ:dﬁmg hoUE s6Hab @ medshbliHibh @fech SRS MpertibEIB BSIR

mount oper afehddbted and carries the parameters appropriate to that request. Next, the receiving node recsives the request
and performs the specified operation. Finally, the receiving node sends a message which carries the reply
parameters appropriate for the dfs_operation.
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conparé€ to those created by nounting a local entity in the follow ng ways:
Just as In the local case, a renptcERO278 31BBMt creates a vis In the cient
node (e.g., block 54). Just as In the local case, use of a file in a
virtual file THéS BAclobd cdFrel@tdN bétivbsh thediNDops that dr&Bsued RRtiBlocal N6AO B fiid sybterh didS
in the cli eté deogetherardissuedbvectse fetyork. Atypicalaperttion b & remdRdile i€ &ellows: IFist\a164E
struct ur e hkesnehisgues avre bp, hat keowingmdiethér atial fite tesing loperdted ap.is reinbte oldodal3 Secorld; sindenited €
t abl e ent r yfile resides ircaremote tkaie sherfiiet systeymimplemeritdtion dddelmndsthexomasponding dfs optoithiemode
renot e fé| ewhi¢hiwldethd filet Ninte that ifdie filectial beenratiocyi fikeothe aperationwaildrheegtmereperfommed, the
Thi s sur r ogeetusn parangterssyonid davebesn retuined, anpsithesteskiwould have bees coropietd. Mijidethe 1kBe which | n
t he server bhridsthe filaypqeiverthedfss pperation nequestandrequests ity local fileisystem tol pedermithiecorsespands
to record sih@ynsoneration Tha reiyr Pammetersrom thismcrpare Hsedtis constauch e return nasantetersder the
More speci f #8-&8PF ’t"etaﬁ'ﬁq“o‘é‘f"%‘?d°ﬁ&%'v°3th°dwp!¥f@’"' geryer nodgja sthe dfs_gp return
provi de % P& ”n*BP‘d‘s'i"M ’“'%’Q‘E‘Pﬁ‘er has onI one
dummy vi a, n ?i?ﬂe # ‘“ ”P% f"é’" '5%‘?'33‘

N9 8P 0 °’ts}“%P r’"é%P

dummy vie | ssu 1 oun i o%ou f'? ﬁe . "I’ Fﬁﬁ"el"%
open by ar éf noeltl ns m‘%zq%eais’am g& ¢->dg sce a :’ﬁ(;% iﬁi
i | S

durmy vig ji& igu hi Jhiﬂ ‘?gu

entry i n t h lSthQL&F Ies er'Q Qre

the same aSthL er\ﬂhlcﬁa ResSahd ﬁ|B§ @H’S%n fhe's evicd. Qﬁéﬁlﬁwﬁ’aﬁ eﬁt &ﬁn‘/ﬁié in i@&eda

file open. fikkosanpl e, block 84, which is In the table because of a renote

open has the same structure as block 88, which is in the table because of
perabi on at the server. Wien a client and server conmunicate about a

server file, they needS%LrW&%/ N¥ehde dentify the file. This Is 35 done with a
file handle. Wen a clipnkeeeoryest causes the server to reply with a

designation of a part (e.g not est), the file
s identified by afi Itﬁ(ﬁéﬁcﬁ]@éﬁ acdll‘@ﬁ{feq 5[1‘]2%5% %é’y%gﬁdesi gnati on of
a particllar file (e.g., a 2enmote open régfest), the fisle is identified by
a file handle. The file hajgll e contai ns.%&%..f ol I owi ngghi el ds: device
nunber, Mdde nunber, and | node generat| unber. The need for afile
handle Is illustrated by the fol | owi ng gd&dario. Supp8de a client makes a
request of a 40 serveeloesitgaddea file handle In reply. The client stores
and remefbers the file %g%gé’g I%)‘forre activity at the server causes the file
to be deleted and the ! 9 reused for another file. The client nakes
a request of the ser vVENOREINEMBER st or edWAMH e haJNOPE WNHMBE®r ver receives
the file handl e and performs the operatisyiden the newghile. This would be
an unaccgpt abl e operation. This flaw is preyented by use of the !node
generation nunber. The Md®3 generation ndi®¥er is stordd on 45 disk as a
field in the Mbde. Wen the server deletes a file, it Increnents the Mde
geyer ati on numhedode Whichimplefiéntsthe Mdunt systém ddlls Roluprve follow! theSpalth tb the laRetibhyowtich is

br oken apar fo bbmeurde\overe "eiaftoT At the complatishoof thisitpenation) the tostatd (bleck I56)aktsing dwhode
Mode, andd t foetetdfbe? (Hiack 88) Whichchaa pdintke todi@rant vfé (block S1)anth @ politer tacanioder talile dntry {bloek

i node' s Modét) emele Z8. Sioce theirstory. being meunied resides inchirdniotemade; g dfs_imeunt redquest isdsgued tithe s
rej ected. \¥asvernede paseing thepathi"/gerp” ag the patinto the lobjechin behounted; Udengecgivingthe disymount re-
server, it Qusetcheseryernede ralls fogkuppatotfoliow the-nathdmihe directeny whicl istp b meunigd c'd¥aemt M on
with the seﬁhee?mplesem é'ﬁﬁJ@t'ft’P PeRHans e pesYRE's W@@@r@P‘H‘dﬂ%P@‘"ﬁY'@d‘(fﬁ’ /gorpy whieh
wite, efc. “FI QI'HH%'E“P”% 'nﬁaah'enmafor servaiges e, ipfopnation
node uses e ‘¢I filo handlg 43&?3{%‘1’?? B?Wﬁfﬁ'%n
about exi st ﬂwg ?, Tv?eme 'g'w‘g% aé'd‘zs.' aggagf
oper at i ons 'f he drefEquPquest And ratiama the 2P "RBTE™ 7% on
its behgl, e call ed dl sops. V\hen a node makes a request
of “anot et o crei & e%g}mgﬁ(bm&%a}m it .tfbarréﬁfs(b UFGISRONE
node sends a WRRGEGH R4 164 fefble LidetB§! thdindds

and carries t idpthéyaBty ﬁ‘Jdﬁls%QQﬁdﬁ% B4 ThiEsubrBa :ﬁo@&lbb%ﬁfns nte,haﬂdheem.ﬁs@sy\mawg
node recei ves gbd& il Bspdmsa o tAd\Shed?s bik Qﬁdg&,;dn&tspem fied operation. Finally,

the recasVing oadds e3mBshted dveromBEIR thldbvarbd Vitids [bREk $3) theRbtt Vis RICISIRL €1 S
appropri at e f @jindtéign #Hé S (BIosk 5a)a pohter to theiods ugohSwhith # isbourftbplack 53).a Cl ose
correl ati on b&uppesdindwthat \aftarEsedutingt theiremote Srount dlestritiekd iahova (inauntiserveo fiigotpover did | e
system and értfetetiéa) a cijpst prdceds isaues aisgstaneakll \operats laetha tileWetcFoo/fia2t, Yimi binek numbers in
operation on a renote file Is as followg, First, a |ocal kernel Issues a vn
.0p, not know ng whether the file being Operat ed on Is remte or |ocal.
Second, since the file resides In a renote node, thefile system

| npl enment ati on code sends the corresponding dfstop to the node




57 whi'ch holds the file. Note that if the file had been a local file, the
operation woul d have been perfornpedEPPRE8 3M@Bdr n paraneters woul d have been
returned, and the task woul d have been conplete. Third, the node whi ch

hol ds the f inp RlisvigRcsrafo refafto igtird 91) Rhig leptBseht8 SHitBdondhidhs, LIRS 12, WHich rdpRiséHts
file systenmnbeysRfistads dief thopeR bierior Pirkt, the'tBde\Which ifplerioht® the sybtifh dalbéailé IBokuppn to
paramet ers folldWthé gatts LosRPPn Séres atith@fdotivilods itk 52) 6the rbet viFtad! fte BysAY(BIOR 5Olafd dalld

t he di s-op. vitukub It lodklup tHemgme W' innlisp diredey file eeprod@edtbip thisthedaOyn_foskub Yindshirothe dihe
server nedereatory thatthe nanfectu"dd aaeqeiated vith inoda 65. Vp dsohupsbastracts avnodaant inade in thia eot vir-
return par atuekfie systerofor ineded’ amyl retarins tonokupprea pdirites to thiswpadss Laokuphrecaliper latkupagaini | |
be i |1 ust r athisdimeyo idelaupitietiame fodin thedimetory istentifibd byonde 115 Yn doakupresds thbiindiveted diy

over a |loc arec'dtyme%d hat thegame)tgohig thdnode 75 i block B Thérealfepdysxists in the

scenar i o, ogkip4l a viadeLbl 'q5§)sf9" tjpingdeblack §1) $p va_leqkupratur fﬁ@d’e'"‘P'stS thisynegde.
" mount ? lgysl- F‘WQSSM eF‘Wﬁwéﬂ‘% “meLptac qvery gointey i ?f°b

| ocal clienf4 p?'E)‘P"I "?(5@9?5 ) “"é Frsr‘i‘?t ement

t '8
eauest 1S Fﬁ Fﬂf sg ,mg i gﬁ%;g
f | d
b: g?k gi& Isa&;gﬁ 21339 ésen %n % dentifi
the server g lﬂﬁe‘t@ﬁelﬁ’l aen. m% H.%h i % &s -

fol | owi ng e& SV 6bKEh reh&ht n%fs Et‘?ﬂetu&ﬁé ﬁiﬁnbe odifted

| NODE NUVBER 7. vn _lookup construct¥2VRode and inode irl thi ke stem for inode 67 and returns to

2 k/ 20 Iookuppn a pointerl fothid-hode. Dfs_lookup uses the mftﬂﬁitl%n In data structures returned’sy v dookup
“file2" to construct a file hénkledét the file identified by inode 67. IGbt@B ihisKRthandid thine EifehtYas thisbly
NUVBER to the dfs_lookuplidqidst, and releases tN&litodé\kidlitolds. 2n the client, a vnode (block 58) ‘aall Surrogate
83 36. inode {block 63) are created for @i found file. Since “file2" is the lask piade of the path, lookuppn refiins Td e
code whi ch itswllerapnihtsr to khe fovndivriodeslocksas). Tbe ¢ode Whicﬂdmpimntscthé sybtero walltiow parédiths t O
t he di r et othy reghestsld operatiomorthe fleunt ed over - "/etcfoo". At the conpletion of
t hi s oper at i ornthe digiriuted servi¢es systomdnwihich thp inventionts implementedgsishow@in Figyre 7, 3 loral éeiche n
(bl ock 53) 428 and 12Geexists ahevery node A, Band G.dfifile & pprmanpntly resiges)at povg Agn dish 24y use of o
an aode t abthg caghe F?A '(YB?“G 1%‘”‘%@!19@* the servar fede A ip the game-gs; that § ﬂaﬁ"ﬂ Glone
mount ed r esfY§iew ap PEGGARSEH19B Mequgng,aggqg FREPec-

oy %p%gﬁmgﬁq%‘?ﬁﬁgag&%ﬁ ,;;z

gor p% 2 c§££ W
vt (bl ogk P s yg.f.&cpm ‘%m&ig Y
the root Vfﬁn thi8 Brfod hé Yve hggd I no e server
uses, the i nf Orfgiystei ahdimé oMaQﬁw rﬂ@.m&egéamemm%%henmcmaﬁLms.rve.%aéhbhﬁa
haidl e for fheustbuBd eMIraﬂremmacﬁae High PéASmERE WhilsSprésBiving frie it d06aélsetnantits bitRe

reply to thgppiidaionBrogféim I6veKTHSdllovatlisting Pidgrams widheen dnbemwcmdesyaad toYléh.a distrib-

Fi nal | y, 40t heted bysemiwitheut enyiediificktion.[Thb Eilehaewds Semakitics [psdragdla)fild'Oinfeliity Y ISis BBihg t
request andogpasd lgrdiffereint pRocees thitiisatsresdand Waid systdnDcally te atce@sstand modify/theiflid. Tisd file
file systenmaasssisehantivcssrequisdthat only ome)l/Operation iscallovesd/ow any byth kangskat 8 dine, abd onCe ardite a
root vnode bpreratiohstartsyif cangdobeoprécerfiiod byiamhotler [JQ pperation o thelsamebyte range af thenfile.v f s

(bl ock 54) andnzxamplernf this iy gjveniin refeging to\fiaues 19 If piacess/ 13 issurs@owitedstem Sillic @ bythe
root nmod¥ ofangeN1sN2jnfilp § the writepyatem ogl! wenlwaeqmwm@venmmﬂrwe &NR s @yailatin
root vnode forapcessby 13pend no neaq gpesaiipn 'B‘QM“E therbyte rangm N 1N31s beipgexpeuped. Dugngy| o

r et ur ned byth:ngéecgtﬁ{ltgwwﬂe F%fﬂ ?tFG"P;%a org é‘ﬁlvtgs YR FAOR ;}@Eo e 5 ars 8us-
I nstal |
oot "1 (bl Wb i 7o, | }a* *FE A aawés?: e

an
nodeugn ﬁhe ” o BTl U o 6 wFSi b 70
the renote rﬁ jaliie sax &Gk b Al Wi the fil
Jetcl 100) apg sﬂi, m Ay e e e e e
"letctfool f ls nbver availdbfe @ﬁtﬁo eFhtions being executed. In this way, the next read issued by a
56  process will read the data just written and not the old outdated data.
In a distributed networking environment of this invention as shown In Figure 7, the execution of read and
write system calls from different application programs 4A and 4B and processes 131 to 13N and 231 to 23N
are synchronized such that the file access semantics as previously discussed are preserved. The system and
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bl ock in the device. This conversggn Ceﬁ% si nce the server cache
12A i s managed by devi ce nunber a Bl ock*nl within the device as it is
in a standal one system After thelesgd islster:to the server, it Is handled
t he samg, as If the read was com ngngigﬂéasl&ygl agplgfﬁrd,on in a 10

st andal one system as descri bed Wltg rgfe to Frgure 2. A dosed file
does not have a synchroni zation nf gr 9 once a fileis first opened
by a process, the file's dync node Is |n|t|aI|zed according to the
followng as illustrated in Figure 16. The sync node for a file is
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open for read only access 115. The sync node for a file Is initialized to
FULLSYNC 106 if the device where the file resides |Is open as a bl ock
speci al device for read/wite access 116, orthe file is open in nore than
one node and at | east one of the opens is forwiting. A block special
device nmeans that there I's a raw access to the device.



20 "Once a file Is initialized to a node, If the conditions change, the
file node may change. Transitions fER@RWE2Abde to anot her, as shown by
lines 118 to 123 in Figure 16, may occur under the follow ng conditions. If
a file I's poeRdndbithefile, ASYNC node 104, and the nunber of nodes where the
file is open bacdiEn1 ise offset,7MtRe to hddocation 8pbcifiB®byd YWhencB T e BELTHAIEE 5 theQangs to
FULLSYNC 10g8i16kedshown via line 119. Also, If there is an open of the bl ock
speci al devi ce |Dend0o2isdhd diz@ of thé @Andedsbedéked, 125, the sync node wi |l change
from ASYAC 104 iipid 204isitiephdCes2 i of th@Iock'slownes, retarned by fopt! intrasponsé 1 thetFHGETLKlcammant,

t he dose oper atliaysid 208 isthe nadh id of the hode wherethe fock'sxawnbrirbaides.and the file is still
open for writ &ocks grepssodiatedwith ppridilesinnd this natpfalte plage lock informpationiwith dhepther ipfoimation| s
the | ast do=keut@n openElefip thefilp's inodgstructure, dnthesAIX opemting system this(is impractipab theiinedeigiruc-
opens are fiyre heeatixed szeand GB'B’St °°PtHE fhevpriablp amoyntef datp thetneud begsagoiatd with the logks
shown vif8 |?rr?é"&2':teaq the logie) SPBH“'E'%”MW%FNGQS’S&"MWQ%&% f%and

then there 'P°§°9'? H@’%E@“ﬁ”%’%w ﬂ2E Pg‘ Al R30 af,
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open is for ?’5%’ P MefAoWIIM™ s for wite, then the new sync rode
I's ASYNG,104 if all the opens are in one client node, 127, as shown via
line 12 O herwi se, . the,s de is FULLSYNC. Fur- thernore, if the
device where the fi P&F nglégg $€ gpen for read/wite access, 130, the new
sync node for the file |Is Fett®@MWNEIaxle s33. For a dose operation, if the
dose is the last dose of thgnfiheg there I's no sync node for the file. If
'filegls still open at one or nore nodes after a dose operation, there
|s no change to 35 the sync node. 1%t ¥akefdgis presently in FULLSYNC node
106 and there is another open for tdwxddd d, or the device where the file
resides is opened, there is no sync node c If e | ose operation
of the file, there remains an open for reagﬁﬁgspe acgéé Qz?x he renote
node, arf8 the bl ock special .device where t ot @ifesi des is not open, the
sync node is changed to ASYNC sanode phid, as shown by bl ock 141 via line
118. The sync node 40 is changed from FULLSYNC 106 to READONLY 105 if the
bl ock special device where the file resides I's not open, and the file is
open for read only access at one or nodes as shown by bl ock 142 on
| \ne 122° or If the bl ock special evrce Where the file resides Is open for
read only access and the file I's opehr¥el FdqrkodPFeNécess as shown in
bl ock 143 on line 122. Al open ands&fset idiotik ehexkerfil es and devi ces
are resol ved atthe server nqde. The serverdeternm nes 46 the sync node of
an open gile when executingfany operation that nmay change the node. The
server also per- forms the change of the synchronization nodes. As the-

server gets neHé MORBEucirest2%,292,120% arb ldfaidell todethet irfid\sbpaifte lidhs, SigYor Eadi il BlrfeRtly
nmodes for tkRing arly@ockedst rRers héad BRREIRL is péintdd S by £Rbrhier 6F the/fIe's IS Btriicturé! 2o, biee
current oneadditiomal IBEF NI6dk sHGURESs iEm&ittaied By thy AIX opsrating Systmi FhislistatRebiBeplist2d0] 2340

al | the 4l i 232f Hg.\20,tahd isipeintbd tody the @l8eplolé 229! Tha sfebp kst he® ofgIENNG tbr bath picbass fnirfeﬁﬂy
time, the clryirgi establish atmpletut prevehted fronk doing So (and lencaresidep) becanlse ofapekexisting, liftefefing .
| f the nopdelogksWhentugestassipment&afiadinksd lisRENIRIZ| 223 of Ibnks ol 4 filey members efthwrfilockistruatyret he
cl i ent cachtave the follewinganeanipgs: al so for wites if the node I's ASYNC, as shown
In Fi gure 13. THeHs aflpck ﬁlru@amn%m & dapaription of the fpcked regjon ped tbﬂ/@'?“ﬁﬂ'féa“d node id of
communi cft i e Rrosepsewning thedaek.sarver . If the node is FULLSYNC as shown in

Fi gure 15, t he satwakefl is 59t when semﬂaveeea%asleeaﬁe'tm@r@? foek-forreapending tothjs ety tq bey g

or wite o/® osllnk to the server The server A, in
Fi gure 15, aI b'é ngua[‘%%&% tthe filels

e same o e e D Ty el A ke A

Whl ch nodesthgl opens are

Th 231
Tt a;,,maﬁ,jﬁ%mgfgg%r@mr& e e e

information I'n g ructure l'ist 150, as shown in Figure 15.
Each el ggent ofsﬁth rdlsc4 e%e.sas IS brtherdébdd o'whrﬁ%th&ﬁ& thiéat Blodled the feqiiévf Sesibbd

has the filesetmém 0 278 312 Bl open 152, the nunber of opens for rea
153 in the nodesmanaﬁid Bvas thel procdiss id bf thgbtesd dWning\thie loek thatblobiad the Peqiesti@escribsd Byhe
UNI X oper at theigpt mgmbetmy processes can | ock byte ranges within files so that
ot her processes do not have access to tQhgese ranges. Support for such

| ocki ng has varied fromone version of the UNI X operating sys- temto

anot her, however, in nost inplenmentations, |ocks apply to a byte range of a
~file. Alock over the entire s extent of a file locks the file and is
sonetinmes called a file lock. By convention, a request to | ock a range of
zero bytes In length indicates thatall bytes fromthe beginning of the
range to the end of thefileare to be | ocked.



This allows a process to lock a file before appending additional bytes to
the file while maintaining contrel ER®2783M2BHf the new bytes. A | ock over
an arbitrary byte range |Is sonetinmes. called a record | ock, but within this
docu- nent all grvBsSarmaettBbxe Foifibrd 1B e pRSioks il Rext dMhgbAs)in thé {dbubRainiedyTil. Y
referred to aaittolghthere &i€two diffeleft sisfein cAlsXhadmbalidetd @ pSr¥cih RIBRInglifié AIK dperalinglsys-
fentl (2) priem) bdeh sfeippiemnéntdddy calling B rdufirthamédreditck.[This kaufiteoperiitbs dsfollbes kS ar e
exclusive locks: if a range of a file Is wite | ocked, no other |ock of
ei t her k& ndreglaek] exi st on that range. Read | ocks are shared | ocks: any
nunber of overlapping read | ocks can apply to a segnent of a file. Notice
that an exi®PUFY read | ock does not block other read |ocks, but it does

bl ock other wite |ocks; and an existi ng wite |lock blocks all other |ocks
on an over | appilffge paipigjcrointesto inode forfjle fade fopkeds he Al X operating system are
oi ther I'h ent orfew-qtaﬁcamnﬁgoMueswmr-@cw be Ipese i §ie sire qaqtsing Hheicurant effsety

fafile |%90paRmage pidbe ing the file' i SS] ith th

Chrac syt em cRwev e Ao Bhes S5 b oD s Bk R ol el

enf or ced Io&llfﬁul.(ﬁl ocks on a file in advisory node are called advisory | ocks.
ocC

An advi sgry does not provide absolute protection for a file or record

because 1t dogg.etg@%omogyg o5 &W&ﬁer&&é’m&&w oAriting the lockedfile

orrecord. Advisorylocksonl'yaftectthe results of calls to locikf(2) 20 or
fentl (2), opgbéEpurBlst be used by processes that are cooperating, by using
| ockf (2) or fbntl(2) to query the status of |ocks on the shared files that
t / ar eggaccessi ng. The advantage of advisory locks is that they do not
have to be | nterrodit pdtbyegheskeintd alustandaxrdiifaamy %/adi ng.orwriting
operations. Enforced |locks will prob- ably be used | ess often. An enforced
| ock, Iike an advisory |ock, affects subsequentcalls tol ockf(2) and

fontl (2); but In aGaPVesk, range {lageeycenrlishant, AhthR)lemr eat (2),
fdear (2)& ftruncat @p2reqasgtsbonférn where €6 étmit nis Xelatdadk or wite

| ocked portion of ekl £S,. bekng. nged and that no wite |ocked
portion of the fiI%gi?thﬁﬂ%ﬁgcggsgﬁgg?Three di fferent conmmands of the
fcntl (2) systemcall are related to locking: F_GETLK Find the first

exi sting lock that eogbd pheienisth#y| ock described by fbntl(2)s argument
f Aam bei*hg granted_to thﬁ caller., 30 FSETLK Gguu t he | ockdescri bed
byfcentl (2)'s ar gumeREKoLREECER| RPinted  FR by e S P WSint ed be- cause
an existing | ock interserasturéh the request, return the description of
this existing | ock. F_SETLKW Grant the | ock described by fcntl (2)'s
argumentgto the caller. If the |ock cannot be granted because an existing
lock interferes w /i aktempfutegueshetk for deadl ock and if no dead-I ock

W | | be caused, cause the caller to wait. Each tinme an interfering lock is
cleared, the kernel, .again ajtenpts to, establish the 35 requested | ock by
séggching for any Fﬁtg?ﬁ@??%gl?o%?sgn¥9fﬁocess could wait forever. Although
deadl ocks that invol vescahyléckelistkSonnlaclks myreddie prosedst ect ed,

deadl ocks due to file | ock Lol , can occur. Also, a process

m ght never deadl ock, but ??ngu %iégifégg obtain the | ock for an

i ndefinite period beca¥@dogkckhe| RRrbirnHitf fany PFhdecks thadar ed,

another interfering |ock cghtérseceathe breqadst forrammy of these conmands,

a pointeéf to a structuy the_flock structure i by | , IS
provided 40 as an ar gU%%ﬁ?plﬁn¥h%r?%%ﬁfi;k%%‘?S?e%gél%%ggl?gg%?ucture has
the following form structaflocked samge thay hasdadiportions

short 1 whence; long yniodkehdrt; 1ong 1 len; unsigned Iong

1 sysid;_short 1 pid; | 65 The fields of the flock structure as shown
In Fig. %8 have the fol | ow ng nmeani ngs: Ltype 200 Is used to Indicate

whet her the lock is a getdraroa/wshicecesske/ | whenoe 205 Is 0 if the byte
range for this lock starts at a position relative to the beginning of the
file, I if the range starts at a position relative to the current position,
and 2 |fssthe range/%t athervise, preqeedsh ielkQ isat B lock */

19



EP0278312B1 to the end of the file, I-start 201 |s the offset, relative to
the | ocation specified by Lwhence, BEP92T8a31®BYi nning of the range to be

| ocked, 1-Jen 202 Is the size of the range to be |ocked, 5 Lpld 204
Is the process id of the lock's owner, returned by fcntl in response to the

FGETLK conmand, |sysi de¥d3 fior timtei®éeing QbckideonodaeWpeng khe | ock's
owner resides. Loc§§gﬁret$%§ochated WA%%F Een filLes, and it Is natural to
pl ace | ock | nfor math on S T hd Sodfert™ FdP%oA%GKout an open file, in
the fileés node striucture. In the Al X operating systemthis is inpractical,
the inode struc- ture J I cgnnot contain the variable
anount of data that cogﬁzcﬁgkgéggg?g%ggﬁ%?kh ?he | ocks 10 on a file.
Instead, the lock information is stored so that it is reached fromthe node
structure 210, Fig. 19 ifardqueistCeauseded WehhAldckt. The data associ ated
with fil locks is kept in_a.linked |ist pointed to by a field 220 of the
node structure 210. This IFﬁ%@EW P&FO331, 222, 223 is a list of entries In
a table called the lock table 215. Each entry of the | ock table has the
followng form 15 stry@ ¢nkeide0gls nofr§BgU§h-15EﬂCEaﬁiE; union C 20

int wakegfig; struct | uqngned | ong sysid; X6 -

.short prd; blk.: X /* i.e. can't put caller to sleep J*/stat: struct
filock *prev; struct filoclketaent exrgbrfhe filock structures 221, 222, 223
are chained together Into separate lits, one for each file currently having
any /'l ocks set. There head of the list is polnted to by a nenber of the
fi\_e's iamode structure/Z200wopatagaliesnsb sleepof filock $fructures is

mai ntai ned by the Al X grepal eR@ryYstctheThbek! babibsikhe skgep |ist 230,
231, 40 232, Fig. 20, gnd ig Bglntgd tﬁ bg the sleepicks 2é9. The sl eep
list has one entry for /éaChaiPge.00t0 FhEN F?ePriFﬁB'to estéblish a | ock
but prevented from doi f¢ the( sldepeddstahhsephebentrgefot ¥/ preexi sting,
Interfeng | ock. When ,\ys S t | | | | 221, 222, 223 of

| ocks on a file, nenbefls ggfghggkggggkﬁgg?ugfu?§i§§3e£§§e ?%Ilomjng

meani ngs: set is a flodk ¥eitdndr Eoront dpaknyangeeterbeti oh/ of the | ocked

region and the process /kduandcReds tHeOlobk thBEeP&RELYSoNI NG the | ock,
statwakefl g Is set mhez*s g&ocesi.lg aalegf .maLél for,the |ock
chberesphding to this ént %Et 6ePr LighsidentiEias .gggid ahd stat. bl k. pi d
are not used, prev and/Metheasteppinygepsotesshanfreheous ahfl next el enents
in the (doubly Iinked) ,Li u I ts, pf the sl eep
list 230, 231, 232, thé né%ﬁ%?gsth?ﬁggﬁﬁfpgﬁgs K EIEEE 21 have the
fol | owi gg neani ngs: se?*3bbej slgepebckssvaitingefe®nt ai ni i a description
of the region that the sleeping process wants to | ock along with the

sl eepi ng process's procgas id and noge id ,ségt:makefig 304 is not used, 55
stiatbl i ksysid 304 is t REINBRETY (*Bf S AP p1H8E&s owning the | ock that

bl ocked the request described by the set nenber, stat blk pld 301 is the

process 4 d of the proceggs I.0g e t I t he, y equest
process #d o 73SngWhB0ak0°a L R6 ke  Pekap! €558k L 1 /

/* the running process to sleep; */
/* first however, release inode if */
45 /* it is locked; this could happen *#*/

/* if this code is being executed */
/* during a read or write of a file */
/* in enforced-locking mode %/

if inode is locked

20



t he set menber, 18 EP 0 278 312 Bl prev 302 and next 303 are pointers to
the previous and nex elenents in,thepé2rssheB1|inked) |ist. Al though there
are two different systemcalls that can be used to performlocking in the
Al X operating sys- tem both are inplenented by calling a routine naned
reclock. This routine opergdesass frdddns: 5 [recl ock] I NPUTS: inode
pointer, pointer to Mode for file to be | ocked, 10 file pointer,
pointer to file structure for file to be |locked the file structure contains
the current of fset and/®pfinadlie rdadhesd il e, request, a pginter to an
flock structure containing a description of region to be |ocked or

unl ocked, QUTPUT: 15 returns O If |ock request is granted, otherw se
returns error |ndicati®FePPREFIRENEYXTIDYSH request into a standard form

*/ convert range (1 whence, 1 start, and 1 len) 25 in request
to formfMhere 1 start js relative t eqinning of file: I* get lock list */
Olock list is pointed Jt% W?ﬁﬂ%ﬁe‘gfﬂﬁb&g%ﬂ’ruct ure; /* attenpt request
*/ if request is to unlockeetfurn error; scan lock list for |ocks

owned by process that called reclock; unlock the portions of any such | ocks
t hat intgrsect the request's range; wakeup any processes that were sl eeping

on a | ocdked range thateks® Hacyonal awakenisdiéed; 80 return 0*/* success */

/* otherw se, request is tor siterfididng 1ok is GoRB3278312Blx}* test for
interfering | ocks on the f}Je */; while there is an interferingllock 5 /*

Chffk for deadl ock */ if reqiti TR SLERIRG 55

20
remove entry from sleep list;

if inode was previously locked
relock inode;
/* now loop back and scan the entire */

25

/* list again, locks could have */
U 0 /* changed while we were sleeping */
}
35
/* now, no interfering locks are present */
\%—v . . .
add the new lock to the file's lock list;
40
/* note that some entries may be merged */
45 if request could be added to lock list
return 0; /* success */
else
/* an error, perhaps there is no more */
50
/* room in the lock table * /
return error;
55 In a distributed environment, processes at more than one node can have a single file open at the same

time. Each time a lock is added or removed, a file’s entire lock list may have to be scanned and updated. A
straightforward design of such a system would keep the lock list and steep list at the file’s server: each time
alock is applied, requests are sent to the server (unless a procass local to the server is applying the lock) to

21



return‘error; if there is no roomin |ock table *6 [* i.e.
can't put caller to sleep *[ ret UEMG 2MBI3d2 B1 20 [* now put
caller to sleep; */ [* an entry of the lock table is */ /*

chai ned ontgbdifine h&:ﬁ&an‘y'a’éﬁms bn thb RSk ot SrfdbobdibN siddping PBGsE bt Wsybtéth based 8mthis
I each progg@htronlerd desian fss!tfRiibadVahtage of u,(nmw}ﬂe tRffic@nd ayralys WA G ohly ple& *
['*unl ockedgssdshavingiFie dpakhr8 alPibhiing P8 sifgldhon-server node. /* the sleep |Ist

i denti fies boMbst oftén] filés'in bMAIX Db&2RIAY %eﬁram&fedaflﬁlsmdwpr&’esspifmﬁﬁﬁﬁes& Bainnny\&ts
t he | ocks t hedlierit (nofsserver) node, the straightférwirl Gesigh @e&pribed aldveWduldiintrgdicethe undesirable costs
add entry tdcarin®mioating sitha rehibte serverin this commoh $ituaiivneadh time slockiwaBdhangedertistet. Sojnert
*/ [* the rtimes]afie prap AbSapetatingsystempis open by many: diffférent prodesses aicthe sameltime.sall of widdie
if */ 45  could be located at diffgrent nedes ip @ldistiibutedhéngiranmenitcAnl desjos for fite/and recard locking $n anode
i s bei ng exAlX onesting system shoyldjaypid the qosta of to strajghtforwand deaign in the simple tnore cammon cases
enf or ced® | cRIR Werls PRepRIly, even If not as efficiently dithe Ipssicprpmien mose qomelpxegsesolhe fpvention described
EP0278312B1in thisjagpfisation peseraplishes these conflicting goals. | { | g I|§qy$@r eady so

*] sleep, catPme §°M"§&*?'i'1 prablemmight pe fokeen conlas ofthe Ipcklisia 'sPséP'UPFPs&h?’GF““ES
else /* nor ef wnth thls appmach is that the lists donit tay lﬁte tléeqch therdae I’{’h nges
g , are eing ur)les ?teds IBch case all changes must be % e

eg'? ry fr % m tg "F"f y anfi gtv de ﬁd or changes tc:glas:h ‘ﬁgv
rel ock i no 84;' \/xefé"thm " “%ﬁ |§| e amh rgcqgfd ' °"F' ?es'mbgloﬁerhﬁadyks
c (? uld hav The invention described in thng fr'o% ﬁiy e W ofths IJ&&B{ f@l%azh ﬂ?lg’ The lock list

information is kept at the server when there are several processes located at different nodes having the file

\-/ 20 open, and the information is kept at the non-server node in the frequent case of all processes with the file
open running at a single node. The problems of multiple copy consistency are avoided, and the inefficiencies
of requiring network messages for each lock operation in the common case where all opens are at one node
are also avoided.

There are two important implications of this architecture. First, processes may have to use remote proce-
25  dure calls (RPC)s to set or test locks. These RPCs will run on the file's server. Second, when the synch mode
of afile changes, the file's lock list may have to be moved from the client to the server orvice-versa. The entries
of an inode’s lock table correspond to locks over segments of the inode’s file. To represent a lock, a lock list
entry must contain information identifying the range of bytes locked, the type of lock (read or write), the owner

of the lock.

'k/' 80 In standalone UNIX operating system a process that tries to establish a lock may have to wait for an existing
lock to clear first. Before waiting (going to sieep) the process must check the sleep list to insure that no deadlock
will oceur if it does wait. A waiting process has its proc table use the W_CHAN field of the proc table to point
to the lock table entry that it is walting on.

In a distributed system, waiting is not as easy. There are two ways to wait on a blocking lock: 1) directly
85 onalocal locklist entry and 2) indirectly on a server lock list entry. Direct waiting is identical to the standalone
waiting described above. It is used anytime that a process must wait for a lock that occurs locally in a lock
table. It is important to remember that a lock list for a file resides in only one node. If the calling process is not
\.a in the same node then the lock list is in the server. A process that attempts to lock a region of a file that has
its lock list located in a remote node (server) waits on the lock indirectly. This indirect waiting is done by RPC
40 thatinvokes a transaction program in the server and waits on the lock. In a standalone UNIX operating system,
a process never enters the SLEEP state if a lock can be granted or if waiting could create a deadlock. In a
distributed system, a process performing a lock request that does not reside in the same node as the lock table
always enters the SLEEP state, at least briefly. It must do so while it is waiting for the RPC to return. In order
to avoid unnecessary network communication, a process that is waiting for the reply from a dfs_flock RPC
45  will not know if it is waiting because the RPC transaction program is in turn waiting for a blocking lock or if it
is waiting because the transaction program has not finished running in the server where no blocking fock was
found.
When a lock is first applied to a file that has no other locks, an entry Is made in the server lock table if
the file is open in FULLSYNCH mode or READONLY mode; an entry is made in the client lock table if the file
50 is open in ASYNCH mode. Additional entries are made in the same table and chained together to form a file
lock list, as long as no open, close, or chmod system calls change the file synchronization mode. (Note that
chmod can change the file sync mode by placing a file in enforced-locking mode. A file in enforced-locking
mode is always treated as if it is in FULLSYNCH mode, regardless of the number of processes having the file
open.) When a file’s synch mode changes, due to an open for example,the lock list and sleeping processes
§5  are moved from one node to another.
Files in enforced-locking mode have FULLSYNCH synchronization mode, and like other FULLSYNCH
files, the lock lists for enforced-locking mode files are kept at the server.
Complications that must be addressed by the invention include the problems of when is the lock list infor-



1* now, no interfering | ocks are present */ add the new | ock to the
file's lock list; 40 /* note that sENM@278312Bts nmay be nerged 45 if
request could be added to lock list return O; /*
success */ RatiskRmbved BétwsEnnBdes, HOR g tRdISck it HifPmation MEved BétResn nodds, dnd héwPatsthe Prob-ne
| ock tabl e ¢sedsledpiywhié waitihd for locks fhafaged. Alttiough thedhtsuridtir®d UEBdTh AIXDIM) CuppoR tiat
nore than ofieand@stordaking iwa disthbuted Birénnieht afe thesame as thbse destitier abiovéor stdnddlidhe lop-Te
a | ock is aastien tierpracedupss@shd taaddiahdYemowveidcks ate differént Iniaiistribbityd dystera. The sysam calls
scanned &andoakpeahd foatiion acligrt naxlecthet fsameaderinla distgbuted eoviromuant that desg abteontaimihé tile kecep

t he | ock | iledkeds prg imsplamaeptetl with calist to thia eaix_fldck. The motineaaix_Bek works aedollaws:ock i s
applied, requests are sent to the server (unless a process local to the
server is dm®facdg the | ock) to 21 EPEI 278312B1 performthe necessary
actions on the | ook Iist and possibly sleeping process list. A system based
on this %t r¥PYREf or war d de5|gn has the di sadvant age of unnecessary network

traffic and dela when m% e%ie having a file open are al
runnlngatas ?'f %@ i n ap, AL X ope I .ng
system are ogg T'nt& % yrg for tile tW&%WSE%@??W%WFh@"H& g‘%s
client (por~Sery L JB% nnEPﬁ &HﬁﬁéﬂM@&@nggﬁrﬂﬁ 8#&%&8@8¢&Q8%§@$0“'d
|ntroduce t he u eS|ra e COoSt conmunitatin a renote server

this comonggigygat i on each ti rre a | ock was changed or tested. Sone- tines,
a file In an AlX operating systemls open by many different processes at
the .sane tinme, ratlins @ffldﬂbhsd%sﬁ%&r%db&hdrﬁ%ﬁﬂxs%&or@lidfcﬁtﬁhent nodes in a
dkstrlbuﬁed environment. Any design for file and record locking in an Al X
operating system should avoid the costs of the straightforward design In
the sinple nore common cases to and work properly, even If not as
efficiently, in the | ess conmon nore conpl ex cases. The Invention descri bed
in this application acconplishes these conflicting goals. One solution to
the pro#em m ght be to keep copies of the lock list and sleep |ist at al
nodes where it could be useful. The problemw th this approach is that the
lists don't stay consistent with each other as changes are bei ng nade

unl éss one list is denoted the nmaster, in which case all changes nust be
comuni cated with 15 the master anyway and no advantage over the
s&Laighf?ormard design are realized, or changes to each list are carefully
negotiated with other nodes having copies of the lists, producing

addi tional undesirable overhead in network traffic and del ays each tinme a
lock I's nodified. The invention described in this application keeps only
one copysof the lock list for each file. The lock list information is kept
at the server when there are several processes-located at different nodes
having the file 20 open, and the information |Is kept at the non-server
node: in the frequent case of all processes with the file open running at a
si ngl e node. The problens of nmultiple copy consistency are avoi ded, and the
i nefficisenci es of requiring network nessages for each | ock operation in the
common case where all opens are at one node are al so avoided. There are two
inmportant inplications of this architecture. First, processes nay have to
use renote proce- 25 dure calls (RPC)s to set ortest |ocks. These RPCs
will run on the file's server. Second, when the synch node of afile
changes,®the file's locklist muy have to be nmovedfromthe dlentto

t heserverorvice-versa. The entries of an inode's | ock table correspond to

| ocks over segnents of the Mbode's file. To represent a lock, a lock |ist
entry nmust contain information ldentifying the range of bytes | ocked, the
type of Jock (read orwite), the owner of the |ock.



30 "I'n standal one UNI X operating systema process that tries to
establish a | ock may have to waitf oEPa2r8a128ti ng | ockto clearfirst. Before
waiting (going to sleep) the process nust checkthe sleeplist to insure that
no deadl ockppddgpyggcur If it does wait. Awaiting process has its proc table
use the WCHAN field of the proc table to point to the lock table entry that
it is waiting on. In a distributed system waiting is not as easy. There

are two ways to it on a blockin Iock % dlrectl on a local |ock
list entsy and Z?a ﬁ@Fré@ﬁPFsﬁnl efrapdp QkaF§t try. Direct waiting is
identical to the standal one waiting described above. is used anytine

that a process M3y %%EF %ﬁé hoghﬁth 9C§H5§t gghly in alock table. It

I's Inportant to rene € resides in only one
node. If the calI|nglpﬁG@ésgnl§eﬁ@FS¢ntPhé°§§nEhﬁ§§e then the lock list is
in the derver. A proqeg&agha&sa&bqgmgsetQOIggblﬁngg?lgg of a file that has
its lock list located7i,n a renote node (server) s on the | ock
indirectly. This i nditiees waiting is done by RPC 40 that invokes a
transaction programin the server and waits on the lock. In a standal one
UNI' X opepating syst ee e eSkFEP state if a lock can
be grantéd or |f/wa|t| 8&ﬁ§s§Pg§¥egg§§ BFO%E& Inﬁa di stributed system
a process performng a Iock request that does not reside in the sane node
as the | ock tabl gndlieqyeremt grs the SLEEP state, at least briefly. It nust
de so while it ig waiting for the RPCto return. In order to avoid
uRpecessary netwdrk conmunication, a process that I's waiting for the reply
froma dfs flock RPC 45 wll not knowif it is waiting because the RPC
transaction program i;§ g3 1eUsR YR hisiichOmhogebl! OCking lock or if It Is
wai ti ng because the transactlon program has not finished running in the
server where no bl ocKing | ock was found. When a lock is first applied to a
file tha has no other Iocks an entry Is nade In the server lock table If

the file Is open in FULL an entry is nmade in
the client lock table if ng ﬁ?%géomse[)%“ﬁg. EPASYNCH mode. Additional
entries are nmade In the sane tabl e and chai ned together to forma file |ock

l'ist, as | ong as no open,«cl dgS¥ale | § gagnge ihe file
sy,zhro zati on node. (hételgégttgé Qa&%aﬁ cﬁanméxaEé T e synchnnde by

placing a file in enforcdd- Madking wp8dl Werrpm- |nFé§?o$ced | ocki ng node is
always treated as If it i/# isaritdghb¥NChogrdes pejatedecss by & he/ nunber of
processes having the filg,o n_a e's due to
an open gfor exanpl et he IZCKRER?%rgﬁ slg%%kng gﬁégésggggggﬁPare nnved from
one node to another. Files in enforced-I|ocking node have FULLSYNCH
synchroni zati on node, anqalkkgnggheguggg §¥§Ckhgage§s ﬁﬂgbépgg lists for

enf or oed- | ocki ng node files a pt.at fhe server. Conpl i cati ons that nust
be addressed by the Inventiof PHC&&HE £ké probl ems of vihen I's the lock Iist
infor- 22 EP O 278 312 Bl mation noved between nodes, how is the |ock
list Informati on noved b o] Y2 t = eases sl eeping
while waiting for |ocks ﬁgggéa gﬁéﬁogﬂgp?he d% 3 é?ruc Ur es uged In

Al X(TM to support the f/FeS&ﬁE:rééo#GS ogxnah Fﬂda agairi but ¥ envi ronment
are the sane as those described above for standal one op- eration, the
procedur®s used to add and renove | ocks are different In a distributed
system The systemcalls e | ockf and fcntl on a client node, that Is a
node in a distributed environment that does not contain the file to be

| ocked, are inplemented with calls to the raix flock. The routine raix

fl ock ks as follows: [raix flock] 10 |INPUTS: vnode pointer, pointer to
vnode for file to be | ocked, file pointer, pointer to file structure for
file to be locked, the file structure contains the current offset and open
node of the file, 16 request, a pointer to an flock structure
containing a description of region to be | ocked or unl ocked, OUTPUT:
returnsgd if |ock request is granted, otherw se returns error Indication.
20



25 40 45 5C 55 23 EP t 278 312 R1 PROCEDURE: c /* put request
into standard form*/ convert rangeEf@2rsdzBe, 1 start, and 1 len) in
request to formwhere 10 1 start is relative to beginning of
file; 65 /* keep trying until error or done */ while( TRUE) U 20 if
file is in ASYNCH nodgg 2 do I cal */ /* lock the file's
surrogat e inode, */J‘ff Pvéil tJrshd’ou 1 W EI le's /* surrogate inode
is pointed to by a */ /* Aermgde dfas chianged woodeysegadnurd/*1 35 wait
until susrogate inode is gqudOckady,then lock it; 40 /* could have slept in

the previous */ 1|* stf SO test synch node agai *| 45 55 24
EP@78312B1 if file i’ s i SHHAdyNEHASYNCH Mo de/has changed so try again
*1 5 gbtoequedsty;id *tdOanlsick la ragASMNCH node */ if request

is to unlock a region 10 a | ocks owned by
cal li ng Brocess; unl ock t%e npo]'r‘ﬁkon]'smcq)cf fg’% I1Iocc)"% S %«h@{i {)gtersect t he unl ock

request's range; calling Pr°°essr
unlock the portions of any locks
that intersect the unlock
b request’s range;
wakeup any processes that were
. sleeping on a lccked range
o 20 that has had portions; .

goto success;

/* else, request is to set a lock */

25
/* test for anv interfering locks */
while there is an interfering lock

N\ % {

/* check for deadlock */
- if reqﬁest causes deadlock
/* can't grant it */
(o goto errorexit;
-
40 if there is no room in lock table
/* can't put caller to sleep */
goto errorexit;
45
/*now put caller to sleep; */
/*an entry of the lock table is * /
/*chained onto the sleep list; * /
% /*the sleep list has one entry for*/
/*each process that is asleep and */
55

25



wdkeup'any processes that were sleeping on a | ocked range 20

that has had portions;. goto succeser62783eiBr, request is to set a lock */
25 |* test for any interfering locks */ while there is an interfering | ock
30 /* check for deadlock */ if request causes deadl ock 35 1* can't grant it
*/ goto errorexit; 40 . . . : ia tPere iS po roon;}n | ock table /*
can't put caller to sl deaiting: &ox, potagk: range ¥ ARE put/ cal ler to sl eep:
/*an entry of the | ock fainlecked;the* tbheknedbbatentihye ehép list; */ /*the
sl eep ligt has one entr * *e pE twhen ast gep and */ 55 25
EP 0 278 312 Bl /*majtieﬁf%ggthépqgégfa%ggﬁﬁgf%gg*?b§§unIgcked;the | ock
table entry on*/ 5 /*the sleepinghprereef enpdtth@entif{es both *1 /*the
sl eepi ng process and theproceks thaeCowhst BRE 0WBR thetlock that */ /*the

sl eeper is waiting for. dentry to.sleep. List. /*now we,are al nost ready
to put %1 /*the runnidaqgfbég S%FE 4P¥BLEIPT ¥PF 1t howkver, rel ease
inode if */ XV [*it is locked; this could happen */ /*if this

code is being executedjqg lendyt) 28 31688d19cewite of a file*/ /*in
enf or ced- | ocki ng node add’e %&; 2s }% ?node s | ocked rel ease inode; 90 /*
finaIIy1£eady so */ Mb sl eep, catch interrupts;

/*now we are almost ready to put */
/*the running process to sleep; *f
. /*¥first however, release inode if */
) 20 : /*it is locked; this could happen */
/*if this code is being executed */
‘/*during a read or write of a file*/

. /*in enforced-locking mode */
if inode is locked
release inode;
Coo |
/* finally ready so */
25 sleep, catch interrupts;
if interrupted from sleep
g_; goto errorexit;
“ /* normal awakening */
/* interfering lock is gone*/
45 -/* no longer sleeping so */
remove entry from sleep list;
50
/* has synch mode changed? */
55



if interrupted fromsleep goto errorexit; 40 /* nor nal
awakening *I /* interfering |ock,i SERER78312B1 , 1* no | onger

sl eepi ng so */ renmove entry fromsleep list; 50 /* has synch node
changed? */ 62 26 EP 6 278 312 B1 if file sync node is not ASYNCIlI goto
retry; 5 il L.y e _i.nad p Leisly | ocked rel ock
surrogate inode; 10 /* nom/ﬁgigqggc%gg%dm??§ gsgﬁﬁt*é§¥ﬁ§§ /*
now, no interfering | ocks exist 9o¥cag@td®w | ock to the file's lock list; O

20 if request could be added # @urrdlyagat Qnéa_EC@%%ae_lvimésl 7 ggccess *{
mode reques

el se 25 goto errorexit; else /* f%%% is not in AS

| ock at server, use dfsflock rpé? 4« dfs flock rpc will invoke 1* aix
flock at the server to *1 /* penfedorkt barregate iooBeng */ 40 if error
goto errorexit; 45 else if no errors goto success /* neither
error n# success, *I 50 /* |ock request happened during */ /* a synch node
change so just *1 55 27 /* now loop back and try again */

]

5 . . \
1 /* now, no interfering locks exist */

add new lock to the file's lock list;

\/. 20 .
if request could he added to list
goto success; /* success */
else
25 £3
goto errorexit;
else /* file is not in ASYNCH mode */
N\ % {
request lock at server,
use dfs_flock rpc;
35
/* dfs_flock rpc will invoke */
&,; /* aix_flock at the server to */
/* perform the remote locking x/
40
if error
goto errorexit;
45 else if no errors
goto success
0 /* neither error nor success, * /
/* lock request happened during */
/* a synch mode change so just */
55

27



EP 11278 312 B1 /* retry it *I'5

retry: if surrogate was unl ocked,urgEPRrést@Bogate; 10 /* now | oop back and
try again */ 15 errorexit: if surrogate was unlocked unl ock surrogate; 20
return error; success: X5 i f surrogate was unl ocked unl ock
surrogate; return O; 30 This function, raix flock, is invoked by calls to

| ockf or fcntl for remote fiM&sTXekgat its, when a process at * ciient node
uses locld or fcntl on a §ile at a server node, raix flock will be executed
on the dient. If the file is open at the client in ASYNCH file
synchroni zati on node, A flock will performonly |ocal operations; if the
file is open atthe clientifi suxregaseownsr thdackGYNCH, rai x|l _fockw || use
the df flock rpc, causing a lg@neek Bue¢egatk® run in the server. This
kernel process will |ock or unlock the specified range at the server,

where, i"h this 85 case, the file's lock list resides. The dfs _flock rpc
sent by the client caused*t hewdllebpobkckuandi erytagodenrvn, by a kernel
process, at the serng. The dfs_flock function's operation can be descri bed
as follows: [dfsNflock] 40 [INPUTS: (received as a part of drs flock rpc)
file handle, handle for file to be locked, file structure, file structure
for the Tile to be dra@tezki®@ntai ning the current offset and open node of
the 45 file, request,. a structure contiin%ng a description of the the
region to be |ocked o FHFEEERES ¥afri®iosted returned as a part of reply
to dfsjflock rpc) returnsandock Burkogageest is granted, returns error
nigber if error, returns JgBUSY kirepgration failed and should be retried
because of synch node changes 55 28 EP 0 278 312 Bl PROCEDURE: 5

if there is no vnode corresponding to the file handle [ /* file is no

| onger open */ success:

if surrogate was unlocked
unlock surrogate;
return 0;

25

\ 80  This function, raix_flock, is invoked by calls to lockf or fentl for remote files. That is, when a process at a client
node uses lockf or fentl on a file at a server node, raix_flock will be executed on the client. If the file is open
at the client in ASYNCH file synchronization mode, raix_flock will perform only local operations; if the file is
open at the client in a mode other than ASYNCH, raix_flock will use the dfs_flock rpe, causing a kernel process
to run in the server. This kernel process will lock or unlock the specified range at the server, where, in this

85 case, the file's lock list resides. The dfs_flock rpc sent by the client causes the dfs_flock function to be run,
by a kernel process, at the server. The dfs_flock function’s operation can be described as follows:

A\ [dfs_flock]
4 INPUTS:

{received as a part of dfs_flock rpc)
file handle, handle for file to be locked,
file structure, file structure for the file to be locked containing the current offset and open mode of the
45 file, :
request, a structure containing a description of the the region to be locked or unlocked,

OUTPUT:

50 (returned as a part of reply to dfs_flock rpc)
returns 0 if lock request is granted,
returns error number if error,
returns EBUSY if operation failed and should be retried because of synch mode changes



10 send error back in reply; /* requestor cannot still be awaiting *1

/* reply, since that would inply theR&278312B1the file was still open

*/ 20 | performlock operation using aix flock; 25 /* aix
flock is opRdoEURENdi rectly though *[ |* vn | ockf

*/ if error send back error in reply; else EBUSY X5 - send

back EBUSY in reply; else send back reply with indication of success

40 confir tlon ted; if return
confirmation indichf e*sh?‘F%tlﬁd“brdPés% CPé’&'&sPé’ s gt i §°4§ e “2ife’

[* original requestimgndgleocess s */ 1* gone, soO

*1 unl ock original .,requested | ock; sO The dfs_flock function invokes the
vn_| ockf vnode opeiatlon to perforn1|ock|ng at the server in response to
the dfs_flock RPC requéstfi h#lelﬁlrﬂ%é@mgxﬁ?o&@eépé/atl on at the server wll
map intd%a call of the alx floci function. This function is simlar to
the raix_flock routine t has kB%Q§ .CONgc rned with the mani pul ati on of
the file access structfﬁ I%ﬁﬁ?r éjiﬁ' X?terattenpts toacquire this

| ock and the | ockon the inode, aixc flok has to allow for the possibility

of changgs in the file®s 1YY lnner ER48a ﬁgegphgglﬁguld/have occurred
while waiting for thesg |oc Duri ng .t he sleig g addj %lonal opens
or doses coul d have befen & %ﬂrﬁiPQﬁat atppoplsy 2 E*aﬁn the file.

description of the fletthe effiileperaat iskildf open fl ock fol | owss [Iabxflock] 5

| NPUTS: vnode pointer, pointer to vnode for file to be | ocked, file

p&int er 20 poi nt er td file structure for file to be |ocked, the file
structure contains the current offset so and open node of the file,

request, a p0|nterpégfégmfid§u<daéyagh@meugaagaamknglacﬁgscr|ptlon of reglon
to be | ocked or unlocked, QOUTPUT: 15 returns 0 if lock request is
granted, otherwi se returns error indication. PROCEDURE: > X20

/* put #¥equest into a standard form?*/ convert range (1_whence, 1

start, and 1_len) 2% aix_flock is ¢411é8WESiredOy fdlgherea, 1_start is

relatlve /* vn_lockf */
/ % if error
send back error in reply:;
else EBUSY
3% send back EBUSY in reply;
’ else
g send back reply with indication of success

© with return confirmation requested;
if return confirmation indicates
that no process received reply

® I /* original requesting process is */
/* gone, so */
unlock original requested lock;

% }

The dfs_flock function invokes the vn_lockf viode operation to perform locking at the server In response

to the dfs_flock RPC request. The vn_lockf vinode operation at the server will map into a call of the aix_fiocl

85  function. This function is similar to the raix_flock routine, but has to be concerned with the manipulation of
the file access structure lock. Notice that after attempts to acquire this lock and the lock on the inode, aix_flock

has to allow for the possibility of changes in the file's synchronization mode. Sleeping could have occurred

while walting for these locks. During the sleep periods, additional opens or closes could have been performed



t0 bedginning of file; /* get lock list */ 30 lock list is pointed to by
menber of inode structure, inode, stEP&AT8BRBIs pointed to Mo

by nmenber of the vnode structure; /* get file access lock *I wait for
file accesgnknedte. and lock it; 40 /* could have slept, check node */ if file
synchr oni zat | Rdeséripich of the AstalbiCbpefbitiorhd? aik Glockollows: EP 0278 312 Bl goto ebusy; /*
notice that this cannot happen when */ 5 1* there is a file
open at thdabgs@sckler *1 1* attenpt request */ 10 if request is to unlock
scan loek |ist for |ocks owned by process that called reclock; 15

unl ock t he WRMTSi ons of any such | ocks that intersect the request's range;
wakeup any processes that were sl eeping on X0 a | ocked range
that has had p¥rade eainier paintorte aepde fopfilgtodgdaskads: 25 /* ot herw se,
request is to §letpointey, peinterdq filp st forfiig tojbp jogked the filg strystugescoptaing the cyrentoffsst 30
whi | e t Mer @4 epenpmodepfibpfiler i ng | ock /* check for. deadl gck */O%gdif r equest
causes a deadl 5akeshgpeintenty g flogk qtructise containing a descriptiop of rpgign fo ba ?'BEJ?H%?%n | ock

table /* i.qg. ﬁn't put caller to sleep */ goto errorexit; 4A /* now put
caller to & 5@ /* an entry of the lock table is */ /* chained onto the

sleep 1i,Sts /™ df}fis Gk GEedubstls gt BbErvidd rittimé Sfor inbication, €3CH Process that is

asl eep and */
PROCEDURE:

-~ 20 /* put request into a standard form */

convert range (l1_whence, 1_start, and 1_len)
in request to form where 1_start is relative

25
to beginning of file;
/* get lock list */
s 30
N
lock list is pointed to by member of inoce
structure, inode structure is pointed to
35 by member of the wvnode structure;
i,a /* get file access lock */
wait for file access lock and lock it;
40
/* could have slept, check mode */
if file synchronization mode is ASYNCH
45
50

&5

30



53 31° EP &278 312 Bl /* waiting for a lock range to be *[ [* unl ocked,;

the lock table entry on*/ 5 ., EPec2re3t2Bihe sleep list identifies both
*/ |* the sleeping process and the /* process that owns the lock that *1 /*
the sleeper is waiting for. 10 add entry to sleep list; 15 /*

now we are al nost readygé,_cbpg,g SXJ*/ /[* the running process to sleep; /*
first however, release ]node f? [ I* it is |locked; this could happen *! /[*
if this code is being eXedfttekre bhat thg icagnet, BABPER WhERe*4f a file */
/* in eaforced-I|ocking mModeheXe iifs ian@idd vpe@cletd thel eageeknode; 90 rel ease
file access structure lock; /* finally ready so 85 sleep, catch interrupts;
40 If interrupted fromsleep goto errorexit; if synchronization
nmode i s ASYNCH /*/¥% tattempfedretindsty *A eep */ goto ebusy; /* need to retry
*/ remove entry fromsleep Iist; 5D lock file access structure |ock; 55 32
EP 42787312 Bl if, inode was previously |ocked relock inode; 5 /* now | oop
back and scan theterigFeesy ¥s 49 s!‘ln]e({j%h n, |ocks could have /* changed
while we were sl eepi igean lock list for locks owned by process

that called reclock;
1% unlock the portions of any such locks that
intersect the request's range;
. wakeup any processes that were sleeping on
k,f 20 a locked range that has had portions
unlockéd;

goto success;

% /* otherwise, request is to set a lock */
/* test for interfering locks on the file */
U 30 while there is an interfering lock
{
/* check for deadlock */
85
if request causes a deadlock
: goto errorexit;
o if there is no room in lock table
/* i.e. can't put caller to sleep */
goto errorexit;
. .
/* now put caller to sleep; */
/* an entry of the lock table is */
/* chained onto the sleep list; */
50

/* the sleep list has one entry for */
/* each process that is asleep and */

31



10 15 ' /* now, no interfering |ocks are present */ add the
new |lock to the file's lock |ist; 28PdZzesead®i that sonme entries may be
nmerged if request could be added to lock list X5 goto
success; /* success */ else /* an error,
perhaps there is no nttewgit3fg for a lock range to Merodmhin the | ock
table goto errorexit; er 1t i+ e st,ructure | ock;

/ &M&%x%%ds.y%é efc?tﬁéetfz%ch{le e%%g{yz%n /

return error; 40 .. rel’'ease t1le access structure | ock;
return BBUSY; 45 succebsthe et1peP Otigp idantidf iafe Bedhi od*df tine that a

file synchronization yodenéshelespirng PRRIENGnd heSt ructyr es descri bi ng
the file are being up}:l@t ed at_both the ser%er and iqlgarr?onqr;-server nodes.
Because the updates |hvd¥EEHn M THT dhSi 95 Fétot € 'node, t he
processor can be preefiptiue afleepahel sipdsittdndaice .st art ed/and before they
are finished. To prevent processesfromfinding partially updated and hence
I nconsi stent information about 55 a file during the tine that the
synchroni zati on nmode 3<3 PRGN e TIREBIBERHger at i ng system uses file access
structure | ocks. Each opened file has a file access structure | ock that can
be set to indicate to,pther 0CEessS that_th erating,systeminformation
about tﬁ% fileis pos/sfb %"I"ﬁéco?\%ssﬁe%% & ﬁeea‘%r géc%’e(?ﬁlrte al*ij fl ock, shown
above, goes to sleep fhithagrwuming isnagdss ity dle@dpunder*donme condi ti ons.

33 EP 4278 312 Bl RefpifsdOidge vy | trd edd@ e itfhatsthe file access
structure | ock be reygsed.. | f_ ai xéc{yocli}di d not_release the file access
k ?nf

stouct uge | ock before watting ¥ Iticould f@pRedck *¢oul d occur. The
source code for the fj*%elificcless sidaicisirbeiny paduted bel*dw with sone
descriptive informti ﬁﬂé t i i Gy TRYCT FI LE ACCESS
* 1o* 10 PPF‘?‘?% \(l:\ééss ﬁﬁt‘iurficeuPynt erfgi*1 STRUCT FILE
ACCESS *FA NEXT; ;/* in enforced-lockingaqdg e Access *$tructure Flag 15
*/ SHOR#% FA FLAG /*

if inode ié locked
release inode:

W, %
release file access structure lock;
/* finally ready so x/
35 _
- sleep, catch interrupts;
40 if interrupted from sleep
goto errorexit;
- if synchronization mode is ASYNCH
/* it changed during sleep */
goto ebusy; /* need to retry */
remove entry from sleep list;
5
lock file access structure lock;
85
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Fi'l e Access Structure Total Users 20.

*/  SHORT FA COUNT, [/* 25 EBRG2z8at2dIss Structure Read/ Only Count */
30 SHORT FAOROCNT; [/* File Access Structure
Read/ Wite Count */ SHORT FA ORWCNT; /* 35 File Access Structure

Executing Processes *1liSHiR®de was previouddif(Ndcked* 40

File Access Structure Node Str STRUCT NODE *FANID;, /* a

File Access Structure Node ID g%iU%ﬁnfﬁéde FAND, /* File Access
Structume SI NODE Poi nter 50

*1 STRUCT | NODigx 6% 16bF; b@ckSand &éaR Y& esstie ucture Lock The
file access structure |9 E sl ock |slused to ﬁgﬁghronlze t€F use of the

| nodes and surrogate |ﬁ d és?sﬁﬁﬁbﬁe) PEFBpERv RV a distributed file
system (DFS). The synclifoghangednwhileewéovere sbeepimgl a deAdl ock 34 EP
0278 81% B1 situation which can occur if an !node and the s_inodes are

| ocked. I n a standal oneAl X operating system execution of systemcalls that
require access to affjile F are serialized by | ocking the Mbde for F during
the entire execution tinme of any systemcall for that file. In DFS, if file

Fis op at a re node . i S t e Ct epresent
file F. ﬁghu n? Bﬁwéegg;}gtéﬁgggggé:lééﬁgtﬁgeﬁéﬂgég?%r tﬁ?
speciflcflle atthe server node where the file resides, and the -inode at
the client node whgig He Bébelbékoggnthgof§géigl1ggksy§§@n1calIs executing
at clirent C, the asnode for file F is [ocked during the exe- cution time
fQL/eacb call. If an access to the server Is required to read a bl ock of
data not avail abl e/*nnbke cthatnsomacertride magebéometgeéd F i s*al so | ocked.
Locking the inode for file F In the server and the al'node for file Fin the
client for the entire execution 10 tine_of each systemcall can lead to a
deadl ock situationiff regueskdepuld hai addedctowboeksbistes are acquired Is
not al wéys carried out ghRot BAceags;order. Typicallysxtdgcaésodes | s | ocked
first and then the ierver is accessed via a renote procedure call (RPC) and
the Mode is | ocked®'fBwever, there are some exceptions to the above order.
Under certain conditioyfs, anherservepenhaphotkerée1$nmdemand teh send a
RPCto the client which,ge es. t I n t he sinods. 15
Adead! o& can occur |n/angggﬁeigfgﬁﬁe9§g#lgaﬁ%a situations In w%lch t wo
operations are current BptexeEueragibi and 02: a) 01 is executing at a
client node. 01 locks the sjnode and tries to lock the Mdde in the server
for a read operation. b% 02 is executing In the server. 02 | ocks the !node
and initjates a RBEOFEXERE client node to open a file.

release file access structure lock;

; return error;
40 ebusy:
release file access structure lock;
return EBUSY:

success:
return 0;

During the period of time that a file synchronization mode change is happening, the structures describing
the file are being updated at both the server and some non-server nodes. Because the updates involve com-
munication with a remote node, the processor can be preempted after the updates have started and before
they are finished. To prevent processes from finding partially updated and hence inconsistent information about

565  afile during the time that the synchronization mode is changing, the AlX operating system uses file access
structure locks. Each opened file has a file access structure lock that can be set to indicate to other processes
that the operating system information about the file is possibly inconsistent.

The procedure aix_flock, shown above, goes to sleep waiting on an interfering lock under some conditions.
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;.20 The execution of the RPC request in the client node waits on
the a node to lock it. Because bot [ERfRIB21ABMNS are executing and require
the sane two resources and each have acquired one and are waiting on the
ot her |0Ck%&ﬁﬁﬂg§f@hi AR Gh Qe 711 hdobl lstr@urd IBckite FeiéaBid. if Ak A6ckARINBY rblksh (e
cause, not gjid 4tadsh BpuctiRAGUkB6fsre Wil fr sBié lobkd, d dagdick Béikildestt OT the RPC from
the serverto tHeRouite coddfor thelTie debedestubiuieiprévied Sblowiwith bohfeldestridtive iffornifiéh téhow
attenpt i s thedbailédlodiock the inode. This Is the reverse of nobst cases where
the a n@de 25 |Is locked first and then sends a RPC to | ock the inode. To
prevent the above problem fromoccurring, the server could unlock the |Inode
before originating STRIETt o IBIFE_AGCESS0de to the client. Unl ocking the
Mode during the exgcugd on of the open operation will solve the above

probl em however, It, conplicates the sync node change managenent for open
files sihce nore th‘é’rﬂ-%lr'gc% ShHGRE FOI0568r ati on can occur at the
server In parallel. It may al so introduce another problfemas 30 shown in
Figure 17. In Figur ile IS QR&N . ASYNC node by,only one
process In client nsg?cﬁerjcél at 98%—- \A&S“Is%pere‘ghwg%s'rear'e In prog?ess: a dose
operatigp from CA &il® kgress Fpaetdlr@ &iliagn at 60 for the sane file F at
| abel 10 from another client G2 at |abel 40. The closg operation fromC |
at label 20 will lo t he alnode (whi ch _has a use count of 1) and sends a
"df s_cosed RPC at I%&‘T‘T 50 tcfp"t-%e“@;'rv © at |abel 30. The open operation
fromC 2 at |abel 40ikbeRisxcesOdftrwpmre MRCadt Usewsl 70 to the server at

| abel 3@ This 35 RPC arrives at the server and execukgs before the

"df sacl ose" RPC at |abel 50 fromC 1 at |abel 20. The senode forfile Fis
ASYNC, so the server unlocks the Inode and sends a wdfs.chngsyncnodeO RPC
at |abel 80 to C | ssormbel 236\ roqumstifzsg that file F at | abel 10 be
changed to FULLSYNC anpbde. This RPC will arrive at C at |abel 20 and wait
for the2a node to be unl ocked. Next, the Vdfs cl ose”" RPC at | abel 50
arrives at the server. _Since the Mode for file F at |abel 10 is not | ocked
at the server, the dB8ideoperaspofiteveturesRead/PplyCownt ver and a

wdf sadoseackl RPC at |abel 90 is sent to CG1 at |abel 20 Wen the
wdf sl cl ose ack! RPC bel 9Q.arri at, G 1 at |abel 20, the use count
oR_the & node Is dec_sgﬂéﬁt ed aﬁﬁ—éﬂ%ﬁrﬁt h}e* use count's value is zero the

ai node is rel eased aFillabakcess. sthusthraResadiWsiod®oundr t he sync node
change to be applied to In CG1I in |abel 20. Asolution t« this problemis to
have the sync node change procedur e increnpnt the use count of the s _in- 45
ode befgge waiting oMHPRT HoweFRLORYENE: abbr oach rai ses nore managenent
headaches for the fiFélennegessnsbtusysie Exdcweine Progusses iS to

I ntroduce a new | ock, the file access structure |ock (fasiock). Use of the
fagl ockwi |l elimnate the Mbode frombeing a critical resource. The two
critical resources WBHORBe t heFA_TRBEMTI n/the client node and the faslock
at the server. To preyeat A8c€8305eplcta@ry WhEd i Aicta@r Wex I Ng at a client
node whi ch requires holding the fas | ock shoul d "unl ock *tjle aynode before a
RPC is sent to the server. a0 Operations that generate a

RPCf r ont heser vert odl 8MREATSt acHODE et PRINED; atkbef ore sendi ng a RPC.

Exanpl es of situati ogglgnAecgyg@gp@é@ﬁigq@?%tﬁn and/ or an Ai X operating
system éhvironnent are: Renote Proce-dure Calls (RPC): 55 35 EP Q 278
312 81 * DFS OPEN : * DFSCREATE DFSCLOSE / *
DFSGET ATTR * DFSSETIAETR FA_NID; /* DFSLOOKUP * DFS CHNG SYNC MODE

UNI X System Cal Il s Frgm _Server P Y . *
CLOSE 1 Pl RRY8ts"SEEREE e s _INGDE moineer . [y | sraT
* CHVMOD * EXIT 15 */

STRUCT INODE *FA_SIP; };

55  File Access Structure Lock

The file access structure lock fas_Jock is used o synchronize the use of the inodes and surrogate inodes
(s_inode) for open files in a distributed file system (DFS). The synchronization is performed to aveld a deadlock
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st or i ng 2s aiigllocked tistand themsends 4 RAC to locisthe Wodet | east one second node when al |
processes havTargeventithy abévie groblpra from eccundeg, the seresr doutdanlockdheinade befare originating a@RPC
first node tolockthe srinpde tathe clisel/dnlogkingthebedosluring theexacutivn atthelipei eneeation wikalye the

sai d at | ezbeveprmblemphawaver it samplingies;t Baineflefchange @g@gemeahfgr apemiilps-aince miorg than

| nf or mat i orP"e APed andior clogegperption can geens atihe seryerjp E@?“E'ﬂ'f mﬁtﬂ!?@ “@'Pd'{"ﬁen ! @Weg‘ as
enf or ced® 5‘§°‘t’;“2" Figurp 47. \nFigues 17 SHe Frat 9 isoen "P ﬁ"f‘

i 'f>1rﬂ§%° a&oggc ﬁg
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| abl

of sard geries b Ll ke 2299 Lk e i ycésu aua%. bfm:%g

second node ile % bt Shibtils ﬂ%%ﬁdé% ds y&f?%h f tlabel

f ck;
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reS| di ng atgpdy ¢4 hidbel¥d tﬁdi le%ﬁﬁo%ﬁ €na %d%ﬂﬁ.ﬁ%

Qgt one seqnthabiPst thesﬁfn Shiey el RIBE KR Nakt! thd 8 clcae b%t i@l Sbca"MBéaat the

ri bi NY gabvel. SAGthOREUe ! Gile K @lab83b & nbi IbcRecPdt tHd@biTer] thé SbsedpsHRioh Secuteat the *

DFSODEN«; serverantt B "ds_2i6§b_ack?RAGat label 90 is sent to C-1 at [abel 20, When the "dfs_close_ack” RPC &t C
L r * DFS 1488E9d arrives at C-1 at fabel 20, the lidafcburbiithd k ifodéis dedrérfented and since the use count's™
DFSCETATTR vak&is zéiia,lthé\d_riade is released at fabdDFFGL Oiidelves nd ¥-fhode-HiEhdByhi mdédelohangblto)be
Syst em Cal |applied trin C-Sdriatel 20°Pr ocesses: * OPEN * CLCSE 10
* CREAT Asolution to this problem is t6 hay§#h@ sync mode change procedure increment the use countofthe s_in-

45 ode before waiting on it. However, this approach raises more management headaches for the file manage-
ment system. A better approach is to introduce a new lock, the file access structure lock (fas_lock). Use of
the fas_{ock will eliminate the inode from being a critical resource. The two critical resources will be the s_inode
in the client node and the fas_Jock at the server. To prevent a deadlock, any operation execut- ing at a client
node which requires holding the fas_lock should uniock the s_inode before a RPC is sent to the server.

56 - Operations that generate a RPC from the server to clients must acquire the fas_lock before sending a RPC.
Examples of situations in a UNIX operating system and/or an AlX operating system environment are: Remote
Proce-dure Calls (RPC):
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* " FULLSTAT * CHMOD * EXIT 15 The above UNI X operating
system and Al X operating system gpdaretarest2Bior respond to the fol |l ow ng

vn. ops: * vn open * vn create j2 20
* vncl ose * * Vn getatjr .V, ttr *vn
| ookup An exanpl e ongsvﬂPglbls execution Fés-d&%s us@ed bel ow. The operation

is executed ata cl *eBFSpGHESENd | ocks ©DFS [GRT IARRR: as usual if any | ocal

processing |s necesspg¥. sk REEROf t hex bWy erddiied RPCS is sent to the
server, sthen the srmgg Tnl ocked bef@;e The RPC ia}slf senf. In the server,

~l.s
the RPC request will gegﬁ{\l SSYNC MORE UNIX Syshem Cqkly From 5eEyernen it
will lock thepPrpodeskara file F. If it is a |local serveroperation, the
executing process WibBEgcqui re the fasal @gnd then lock the !node. If a
DFSCHNGSYNCMCODE or  a GETATTR RPC |s séntiroma serverto a client, then
the !noffe is unl ocke@RBATore sending theSTE. Thus, the servercan accept 3
30 read and witexopgtatirans after the ¢iMop s sent Wien the response
nmessages from all ;hg g%l ents are received, the server |ocks the Inode to
finish any remaining K¢l processing. If the operation was initiated at a
client gsode, an acknow edgenent Is sent to that client. The !node is then
unl ocked a f 35| . I ' 0
synchr oni 288 i X blnd Sl aGORS Cporoinyfih SptsiGpsiofaendio e ralRG IR ob
necessary software overhead that nust be devoted to a distributed file
system 35 Clains 1. A mdt NBdOPER | ocki ng a rarnfeaieatPtes of a file (5)
resi ding, at a first node#*(A&nh eldsaccessi bl e by vir qeaates 40 | ocat ed at

the first node and by prchgsggtggggt ed at at, l\ﬁé—s.l:[oo‘%?} second node (BQO),
said nmethod com prising: creating and maintainimg 1 ntormation describing

at least one lock for said file at said first node (A); noving said

| nf or mat i on tAn essmaplexdf a egoms egdcution Bsliscussed belaw Thechbparetiba isleitcid ath Hisntnmadelaodiodkei ng
char act e i 2kedc_ibgdetafigsuglifemdocalprotéssing is necessary. If ene ofthaaowwdistel] RRCSI senitio thewseevet, her
in said at thepthets_lpeds issunlocked befere the RRE s saht] In theservergthasRICIReayest wilkipak tie fsalockne n
resi de | n saiteh titiiobudy. theol bwill lock theninadg fogla file F.dfiit isadetel sevengparation, dheexecuting process
processes [Wikasauirg thafasdpekiand thentlock thednods. If e FE_GHNG BYNG MORE oseRIh GERAIERRBG i ng
said file dsepfrompgererigaciest ten the inade i prlecked beforesendisg the RPG.JhusyfheRervarrenacespt
etf or ceffentoadaerwriropsrations affopthe RPGI qent. When thesesponse massages iromgllinesiients arq rpgeiyed,
further coffi%eery "'gf’ee'gg'"'ﬁq any g cgl p %?'ﬂ% the ﬁﬂ";‘ﬁ'i;:é 'Bﬁﬁia'r?ogl%"tt 0
the first M2 ?d ";sﬁeBt that {118 jnodg fs;then Kojpgk a"f’I IR I tIP ‘node
to the secqud AT T TRNE YERT) ToNE iAo | pfiey
the fir node eh a confirmation of salrd sent notirtication is not

received by said first node from said second node. 55 3. Asystenforlocking
a range of dppings of a file (5) residing ata first node (A) and accessible
by _processes located at at |east one second node (B, C), said system

COMPri Si Ng:q, aAdREndd fof Ibdithb &' Fafgerb? Bytdsiold fI&)(SPresidiirtba firfinBde (R did Ad2bssibRibflprbdebdds at
sai d fiust nOfGatédst theifst node and®y probessesidcatedat it 1BEREGHS séddhd Ay (B(TY, sdidimdthbdlcomii d
data structur.grising: one of said at |east one second node (B, C); the system
bei ng char act er sectediing anderaintining inforoatiomdpsarihingl atdkmbtand Indkifor sald file atatidfistnodo(®)ir e
in said at | east wmpvngsaid wfodmationite ondaf naiciét/leagtroomsecaaineds (BEXI ng said fil e open
reside in said atthemathod heing chasesterized hythe stepsrofif or st oring said data in said
first 5% nodoring eaid inflaanation eitker in sqidatigastgnerecond pade whenall prgcegses Having spidfile
ones of said agenrgyg'psgjmcg@gmcprhgqj@ﬁrﬁaqqe“genthemareseveral processes located at different

ones of said at least one second node having said file open; and
storing said information In said first node when an enforcement mode of the file is enforced.

50 2. The method of Claim 1, further comprising the steps of:
sending a message from the second node to the first node requesting a lock;
sending notification from the first node to the second node that the lock is available; and
releasing the lock at the first node when a confirmation of said sent notification is not received by
sald first node from said second node.

3. Asystem for locking a range of bytes of a file (5) residing at a first node (A) and accessible by processes
located at at least one second node (B,C), said system comprising:
a data structure describing at least one lock for said file at said first node (A);
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provi dfng_renote access control means for said |ocal file, said renote
access coHeraBeve IIX operating syster.and AfX epwting system ereprtionsgorpspond fo thedeliowing, viu apsyy
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trol fPr nl ocki ng .sai d Io&g{efil. Lenn el Qn d I.rﬂr'sinugssthe
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appl ic‘gt i onﬁsi%é; 1? node apd ?%?F?ﬁe%s.e? E’éaée u%gg%%iﬁ%g%éng%ﬁ%%ﬁiaﬁjﬁﬁ -
€ P 0y ¢ aliog ol AR roRAIG dediiBh iy Ba I8 Pl M sk WA 2!
| ocal Tile or sahdinteid ifahna néaﬁfﬁm@iﬁ&ﬁmm@,@ﬁrver node; 533
sendi ng a si gnalid Rethddlbding eHafdBtbrizadby R8s ot NOde t o acknow edge recei pt of
said rgnote procgsiag saflitformatdR BithBidn Sl aflekdléls BB BRENheh BIPFTbdRSEeShaving Sdld file
surrogat e i nQdfrebife I$sHiddesRd N6AS, of INEHirst A6l whin ke afbeverdl Stodessel lobsiddlatdifférens ai d
server | nodesnesidf said at least one second node having said file open; and

storing said information in said first node when an enforcement mode of the file is enforced.

s0 2. The method of Claim 1, further comprising the steps of:
sending a message from the second node to the first node requesting a lock;
sending notification from the first node to the second node that the lock is available; and
releasing the lock at the first node when a confirmation of said sent notification is not received by
said first node from said second node.

3. Asystem for locking a range of bytes of a file (5) residing at a first node (A) and accessible by processes
located at at least one second node (B,C), said system comprising:
a data structure describing at least one lock for said file at said first node (A);
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zwei ten Knoten, daMdie Sperre zur Ver- ffgung steht; und ein Mttel zur

Frel gabe deb Jpemptoq %CEF%F tthainsiugig logkisg ﬁ“!i'é?a' Hesfrosha Rﬁﬁbﬂ‘é’ﬁ corpRising e stene

Knot en kei ne Bestiti un der Mttellu erhalten hat . En Verfahren zur

Ber@l tstel | ung voffd fﬁ dl %vg% e, !
T g,

Dat envewar bei t ungé&

di e sobh physi kal j

Dat ei ver wal t ungesy, Baumjat enstr ukt ur mt zahireichen

| - Knoten, die Ver- wal ungS| n or mati onen f~r jede der zahireichen Datel en
und zahl r el & herhé mbithedbdr Tlalvos fanhed eonmphising thestepdes Wei t ren oi nen Server-| - Knot en
der zahrf el chen | réfnestimyannlbckak saittTocal fil frdnf exilieaiandd;tt el fOr eine | okul e
Dat ei oder ei nen Tanlbckiig sdidikanl fdey aRht el der zahl rel chen Datel en, sow e esne
Sperrtabel | e, und updating sa@icclatable.

8. The method of Ciaim 5 further including remots access controf for unlocking said local file remotely com-

&0 prising the steps of: '
intercepting any remote file unlocking system calls from a client application;
replacing said remote file unlocking system calls with a remote process call;
pracessing said remote process call and unlocking said local file or said portion of said local file

at said server inode;

5 sending a signal to said client surrogate inode to acknowledge receipt of said remote process call;
sending an acknowledgement from said client surrogate inode to sald server inode; and
updating said lock table at said server inode.
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50 " knoten des Cient der zahireichen |-Ersatzknoten, der—dem—m
Server-|-Knoten mit dem Fernzugri f fERQ8SI2BNi tt bl f O gy bel
entspricht, wobel des Fernzugrifftstsuermttel uberein mm@m%mﬂ
Sperren dea,‘iafm,dchKnot ens verfigt, umdie | okale Date! © ]
derl okal en Datei tir den |-Ersatzknoten des Cient zu sichern, und das
Ver f ahr en zur EieVesfhlira 0inlSpéren\eings Byt Birdidhe bihé? Datel (S HIE1SEN i Eifidnedrbtbrekholen (A9 be-
ver ar bel t ungagiyidst enl aatxitd Prizebsgdm eeen Kindtehaihd Presessalin mindsstans/aemSyveitea iKaatér (Bf )N
zur Fer rdat ei spareifenswpbai des \erfaheen fdlhandestumfaBtuendung; das Erset zen des

Syst emauf r uf s dasniegen ynd Aufeschterbeltenvay Infermetionen, diemindtstonsdife@persaffindigfDatel im ersten
dasVer ar bel bt rknpfer(APbegchegitesy nauf r ut s und das Sperren der | okal en Datel
oderdes Tells da%verﬁeb'mnéprlmeﬁongm mindpgteng pipgm 2wejterpifnoten (B, C);

ERRERR | | || WO Feu:@rendrrcmspndeéchnttesemm@mn% Server - | - Knot en; des
Senden § nes 9 '@H“@é@"%’?@ﬁ‘t’”ﬂ'?ﬁ'ﬂ@ﬁ chal P&ESSS*’-
Prozel f er nauf (Ai§fke '}E' g9afinet hahe

be
wei tere Schrit A ﬁd?:'ﬁ’ rgF'éaPm'bzm% "°t8'é§' %eé'r? Kﬂ% T' ung
vom | - Er sat zki$8t Iﬁ e 'OEGL'J‘rer &31e0 Kpotom. WBt"@ﬁ“’l&‘ﬁ'&“’&% er RRip! pepsisiLy
der Sper,gt adelgas viahah mih Wadprdeh KRRIRBndeRschritds Ver f ahren nach Anspruch 5
zu dem Wel t er hidisdkasn ePiBENIdIdiAg Vo zwbiRl Rhdtéh A leRieR RndtéWwsbel b ShétenGufordoRAVir®N
gehort und desias S8ngénemer Mitdninglvbift erdteh Krioteh zund Aveiten Knoté?) 8arANY SpbrbeAIrVeFriguAg stent;
Sperre auf derund okal en Datei vom | okal en Knoten; das PrOfen der
Sper.rtabel | e, dasiFreigeblor der Spérei dnem;endﬁbteﬂ;mmedemmdm Kiten Kiiha Bdstatguag derdMiteliarg
si\ad; das V\artvetnzmlénmobnSpmuQabel | e der |okalen Date!, urn anzuzeigen,
dal S die Iokal e DateI zurVerle teht das S erren der | okal en Dat e! ;
und 15 S. je sighineingm ersten Kaqten ) bafindet
Anspruch 6, d : T"ﬁ‘é’h‘ﬂ'&d ?ﬁﬁ‘"ﬁ?‘é‘”ﬂﬁﬁ'ﬂ"ﬁ"‘ (%&“ﬂme&m‘ﬁ" Mobrigas
Entri egel ung eme . |e vom I p 0 der
| okal en 2Dat e em hle %éi;% erzvev'gtee (%.
Ver f ahren nac s ruc rqg as WEI er nzugr| uer ung T es

Fernentri egei gasl tens @ E,%;@ kU e@ﬁg gty dem foi gende Schritte
gehSren: des %h il ﬁg&b'gn% Hgis o BFAb 5 RS a0l K10 ﬁfﬂaer
Qient- Anwendtamm aBU SiGH TRinddsfoRs bétiplién, SiF2um
digsh 25’  spbiger d3F Daed nmsmua‘nm weithstoh Yibhrfe Fdzb @B ind/BfcHRidareR dbriRBbtbrsUT S
und des Entri anlmoedﬁm&dagakfﬁ%nweewimunel nes Tells der | okalen Dateb im
Server - | - Knot eiiMittsh2unBpaidhein 8ér Daten ibiderDateRstkturiml erdign Knabtar Werinih Zafigsfmbdue Bér UM
den Enpfang donteRsingastakdarderauf ruft zu- 30 rf dckzunel den; des Senden
siner R@cknel dung vom | - Ersat zknoten des Client zurn Server-| - Knot en; und
das Akt ual i%i dlag fystasynacneprughifedgsavelipshimynfabty or - | - Knot en. Revendl eati ons S6
1. Procd6 de WT“P ‘%%ﬁ?“iﬂ‘z!@@' %“rMﬁ'dE‘Fq:)‘f%%’e'&“ {fRoten zupp egsten ggten, der

i dant A un 10 C- ces ar des procedures pl ac6es
au VBt eri er ;E:ﬁg% o e 2 o K 4P i Rolen FRB B SR Wi
(B, O, 4bed|t corrprenant 40 |l a creation et e maintien

des informati %mmmgrr X Betr SR dton BB R NG F Lk ARk Corfbielidn LGRS

Bestétigung der Mitteilung erhalten hat.

5. Ein Verfahren zur Bereitstellung von Dateisperren in einem verteilten Datenverarbeitungssystem, das
zahlreiche Knoten und zahireiche Dateien hat, die sich physikalisch an unterschiedlichen Knoten befin-
den, sowie ein Dateiverwaltungssystem mit einer Baumdatenstruktur mit zahireichen I-Knoten, die Ver-
waltungsinformationen fiir jede der zahlreichen Dateien und zahlreiche I-Ersatzknoten beinhalten, des
weiteren einen Server-}-Knoten der zahrleichen I-Knoten mit einem Zugriffssteuermittel fiir eine lokale
Datei oder einen Teil der lokalen Datel der zahlreichen Datelen, sowie eine Sperrtabelle, und ein |I-Ersatz-

5o knoten des Client der zahlreichen l-Ersatzknoten, der dem Server-1-Knoten mit dem Fernzugriffssteuer-

mittel fiir die lokale Datel entspricht, wobei das Fernzugriffssteuermitte! iber ein Sperrmittel zum Sperren

des Server-I-Knotens verfligt, um die lokale Datei oder den Teil der lokalen Datei filr den I-Ersatzknoten
des Client zu sichern, und das Verfahren zur Bereitstellung von Dateisperren in einem verteilten Datei-
verarbeitungssystem noch folgendes umfait:

das Abfangen von Systemaufrufen zur Ferndateisperrung von einer Client-Anwendung;

das Ersetzen des Systemaufrufs zur Ferndateisperrung durch einen ProzeRfernaufruf;

das Verarbeiten des ProzeRfernaufrufs und das Sperren der lokalen Datei oder des Teils der lokalen Datei

38



ndeud {A); |e deplacenent desdites informations sur un du
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i nf or matd ons de#Sdndeh dinepRizkmadungiaoen icErdatrkixtpn’ desiClisnickem Serverddudterponddu fi chi er
est inpose. S@agAktiislaraivifer Spelrabelle bein SonverdiKpeten.on 1, corrprenant en outre les
et apes de: envoyer un nessage depuis | e deuxi bne nosud Jusgu' au prem er
noeud denarfy a?‘s M?Tfaﬂggg?fgé‘"sm derg H’eiéﬂ'/@ ‘ﬁs ?Q%'WB Aer "E‘E‘B‘h‘f’g eign.vop pinerm lokalen
noeud jusqu' a - cage est disponible; et
liberer ®e bl & 7; dudit o

aver ti Sse”?nt dgz] z% bﬁ@eée{gg?{ée;:\;%:l"r oul agee éﬂ -fl?g?{‘onen ; %tel %?V%fagﬁ@w >

| edit deuxi l
d un fichier WMS&%&&?B;@H%M& gdem er noeud (A) et ac- 39 EP 00278 312
51 das Aklefsledndbrdpbrrtateie, 11111 [ 1] * *s

~~~~~~~~~~~ C L M S* cessi bIe par des procé6dures placees au au noins un
deuxi eme naokudaé Berfafiden ndch dndprely 6, idesneiterhimtoigende Bchrittsiumfadt r uct ur e de donn6es
decrivant au nies Aordann éjhep Eotgegeldugliet lokadep Patei vominkalen inotend er noeud (A); des
moyans pour deaipé Entdagelnder lokgleniBatek uddins | adite structure de donnees sur un
didjt aye moi ns‘aﬂMMWWU@hﬂe(B O; 5 | e systenme 6tant

adite str bt g AE%B%% %&ﬁ”ﬁ%ﬁéﬁ' i T e A et
i
S

toutes |ea pr o i e e o B e AR | 20

noi ns un deuxi hs le
pren er 2hoeud g QF protHhfer auqura us eurs proce ures placbes en des noeuds

di ffirents ducldvedinditby das PioRefetAtirGdhd QEEENEHeBdRdbk Iokdibn Datei odbréeiied Tefld dehiokdien
ouvert; et degpaEPirtdesvelRiKHoeRMBgasi ner | esdites donnbes de |adite structure

de donnees darygs b&idbr eifds e@hﬁzummtzkmqus Ciidnt @Al BenCEnRIehg tdsi FAdkeltibrnduriuidiz6
eat inpose. 4. ickmideme sel on | a revendication 3, conprenant en outre: s5
de¢s noyéhs de ddesanaelreiRPRIckBAILAY i IEsabikRoiénaes CRAEAM Befverdattan undlu deuxi bme
noeud sur | e [eeAktelisistarcdsfiSmbatabsld belin Serverikaotage; des noyens pour envoyer un
avertissenent depuis |le prem er nosud jusqu' au deuxi ene noeud si- gnal ant
guo | e bl ocage eat disponible; et des noyens pour |iberer |e blocage au

pr em er jaocRayendieatlowsune confirmation dudit avertissenent 20 envoye

n' est pas recue par | Wit premier noeud depuis |edit deuxi bme noeud. 5.

Pr oc ede de bl & éeﬁq“tﬂ?ﬂeé’r“ﬁe Plagede G‘H'“%'?ﬁgf‘ Whidehige(S) residaptay e ﬁP"‘!?é“‘HB‘hﬁéﬁ@‘"
distribue du 963? lﬂ'fa%ﬂef pRPrERierNoaYTHRL PRRded pracddyras plpadeeA gipmoins un

!
fi Chlers resi ds dlfferen s de
un systhere de ges W’F T“E'Htfeérgwd'g?’g’?ga@%"%ﬂﬁ? '@?I“a’ﬁ‘f‘ i"g}‘ﬁ%{e g'%lp'emie'
arborescente d 2 usi. b I nodes .co a es
i nformati ons adm ée adesd'm "gorm %‘;Rés"rﬂ‘éj"f’fﬂ“?mnsupﬂ?ué{m%g% MB 8) chi ers,
et une pluralite mh.a énaim dtl&rwsb nslbﬁ?tah n.eﬂ@unchew&ﬂre\aséaam&suémsﬁé
plurallte d'i ’Mﬁ‘&r&%ﬂé’d‘tfu&ﬁ?&v idERbHaRETedf BeuxiBME fdBliE olftiaRi6ditPreRidrfoeitlors-
fichier ®ocal ¢@4yH sy prdobdred Flﬂéé'fas érl debhddlids!dftRdhts ditiitla@Mbihguniabuxtame Abdull Byahte
fichlers, une |m€bm§rd@emqroul i age, et un inode de substitution de client
de ladite plural i emmégdshertagites Rofrhdacrisidintbdiprentiss hisas PR hoda debstutibmaudrRhisie
serveur fourniesgmpdsé.des noyens de controls d' acces a dis-

% 2. Procédé selon la revendication 1, comprenant en outre les étapes de:
envoyer un message depuis le deuxidme noeud jusqu’au premier noeud demandant un blocage;
envoyer un avertissement depuis le premier noeud jusqu’au deuxidme noeud signalant que le blo-
cage est disponible; et
55 {ibérer le blocage du premier noeud lorsqu’une confirmation dudit avertlssement envoyé n'est pas

regue par ledit premier noeud depuis ledit deuxidme noeud.

3. Systdme de verrouillage d'une plage de multiplets d'un fichier (5) résidant & un premier noeud (A) et ac-
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tance audit fichier local, lesdits noyens de controle d Emm; l't{ﬂ!! MH“I
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serveur afin d assurer ledit fichier local ou Ibdite portion dudit fichier
llocal audit i Qdgibiipardsl probdatibd Sabsshau @l iSRS un deélinfe nBéua ¢ ag\l syolemé arersnt:
flchber s dans un séétRBRre@s dérindds!dBaMaN allfoirdn BRE:Ze Aidk Fikhior bt GRINIAF RUaad\fa);
"interception de ldedsmoyeriRlisdepifcePyes dGiiBestRindlbdite s@RiuFS el dofiiBbeur dh dlbAadiR
provenant d' unadappinencedd(B,C); cation client; |le renplacenment desdits
appebs de syst ene igkystivhediant carab®riddpahi er a di stance par un appel de pro-
cedur e a di st ance des reoyensiouremetapastiendestites dorabescheovenaoicie thditesstolctdne sie donpéesdans| e
bl ocage dudi t fleditelmeins snclemiidmeuosid ldrsydé toltesies precdduresiapant ledif fichierouvertaésidantdeansi t
Mode de ser voueditay@oins un deuxidme nqeud Qy priur eimagasirierjpaditesgoniiées dansdetiit prgasier noeud lors-
substitution dily B plugiqury ringpdures placfes erydge rqgudsliiférenigidudit awmeains updeyxiéme nesud|aapt A
di stance? |e peddieisowed® caracterise par |ea etapes sutvantes: envoyer un
accusA de recepti §p® ’Gyﬂ‘iﬂPg“"P@EPFQ”'F?TEﬂ@eﬂ@“%ﬁ%ﬁ'ﬂtﬁﬂ"ﬁﬂ@%d@mﬁH'E“s'“"t premier
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de verroullja @Hgéeﬁon'la%% g]&ﬂmma,@e SkRcede selon |a revendication 5
qui comprt's en Oldbd fio Emggp oy ohek il Hobad 3t B8 bl
noeud Iocal Cﬂm,gggwge ,pam? errander un bl ocage sur

fichier local ‘a pasd méyeﬁ&yabrtemu axLﬂEs%hent‘d@dufsllﬁi’rerﬁlﬁﬂbéud jubchial Gel.ﬂﬂme noeud si-
verroui | | age pmklant §ueld Bibdags estidispaniBlelide Situation d'inpasse n' est possible.
surveill er | adit e desxhdydnshourtibsieér diblocdge ge préiieii rioeddilesni'aiie donfinmhtiop Audit avertdseiisnt
qtbl edigy fi chanesysé h'est pas regnb pdleﬂkprpﬁiﬂtrhb;ﬁdehlmepmlawdéedmbeuﬂl chier local; et
nettre A jour ladite table de verrouliaage. 55 7. Procede selon |a
revendi cat i dn Rsocédasipblosagade fighiats ‘@ﬂ%‘ﬁt‘!s*ﬂ@e ded@mmtsqe donpéersigtrihué, ditype syant une
fichier I ocal pluraljié de inpeuds ot upe plusalith e P'UEL?J@F“'F@UFQS nPeyds iéffrefrtseegfﬂfs et

40 EP Q2 ;tfyi et systéme de gestion de flchlers dust ib nt rP |1
AN m%qs W‘.’é %«t ‘fﬁ;fﬂ'l.ﬂtn}‘mti‘hmd‘% ‘Ef f?f
S. 8. Pr OCE? rt\lo ens f| h| msv g Fg er I"l elgﬁﬂgll?-g €
d'acces A dis i (BV {de Ia d’modes
conpr enant | e n%res Iﬁ td He?v & kgg;
defichlera di %&rﬁ@%ﬁ‘dit lcRY¥AEAN e .t'd éiﬂl% obritiole hc 'a%nd&%
appel s ¢ Sy styaRSuidse RGAIIAedit S SeburdAl o' a4BuréHAR HichfbFlobll m&hﬁus&mﬁ dudlt
di stance; tr aichibr 1dcBiGHubiit iRdd8 b sﬂ@tit&lbﬁ@@dfdﬁtﬂedﬁ prHc&ds 48 6Bcadb déiﬁﬂﬁiel%%ﬁ un sﬁéﬂérﬁe
fichier |ocal d4ralenidhide d&ﬁ“sl(ﬁ&hbﬁb@hﬁ)reftdnt chier |local audit iode de
serveur, 10 linterceptiof UetpaY appéls dol systérhe dulbiibichgeide fichicl @ distahciprdveriahtaunél Gppli-
client ppur amatihelen;6ception dudit appel de pro- cé6dure A distance;
envoyer un accuse laremplaemit desditschppald de systiihet de iblockge desfichiet2adistanud paoum appel dé prent
sur |'inode deédme ydistanceet nettre A jour ladite table de verroul flage audit
Mode . de serveur. Iratémentduditappel deprocédure i distance etle blocage duditfichieriocal ou de ladite portion
dudit fichier local audit inode de serveur;
0 I'envoi d’un signal audit inode de substitution de client pour accuser réception dudit appel de pro-
cédure 2 distance; '
le procédé étant caractérisé par les étapes suivantes:
envoyer un accusé de réception depulis ledit inode de substitution de client jusqu’audit inode de
serveur; et
-5 mettre & jour ladite table de verrouillage audit inode de serveur.

8. Procédé selon [a revendication 5 qui comporte en outre le blocage desdits fichiers locaux & partir d'un
noeud local, comprenant les étapes de:
demander un blocage sur ledit fichier local & partir dudlt noeud local;
vérifier ladite table de verrouillage pour s’assurer qu'aucune situation d'impasse n’est possible.

i surveiiler ladite table de verrouillage dudit fichier local pour indiquer que ledit fichier local est dis-
ponible;
bloguer ledit fichier local; et
mettre & jour ladite table de verrouillage.
55 7. Procédé selon la revendication 8, comprenant les étapes de :

demander un déblocage dudit fichier local & partir dudit noeud local;
débloquer ledit fichier local; et
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mettre & jour ladite table de verrouillage.

8. Procédé selon la revendication 5 qui comporte en outre le contrble d’accés & distance pour débloquer &
distance ledit fichier local, comprenant les étapes de:
5 intercepter tous appels de systéme de déblocage de fichier & distance provenant d’'une application
client;
remplacer lesdits appels de systéme de déblocage de fichier par un appel de procédure & distance;
traiter ledit appel de procédure & distance et débloquer ledit fichier local ou ladite portion dudit fi-
chier local audit inode de serveur; :
10 envoyer un signal audit inode de substitution de client pour accuser réception dudit appel de pro-
cédure 3 distancs;
envoyer un accusé de réception depuis ledit inode de substitution de client sur I'inode de serveur;
et
mettre 2 jour ladite table de verrouillage audit incde de serveur.
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