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WHAT IS CLAIMED IS: 

1. A method, comprising: 

determining, at a first metering component on a host of a provider network comp sing a 

5 plurality 	of hosts, 	networking 	metadata 	comprising 	(a) 	endpoi 	address 

information and 	(b) 	a 	traffic 	metric, 	wherein 	the networking metadata 	is 

associated with one or more network transmissions for whi' 	at least one 

endpoint comprises a virtualized resource instantiated at the he 't; 

	

aggregating networking metadata from at least the first metering 	mponcnt at a second 

10 metering component in accordance with an aggregation ' olicy; 

generating, 	at a traffic classification node of the prov .er network, one or more 

categorized 	usage 	records 	corresponding 	to 	the 	one 	or 	more 	network 

transmissions, based at least in part on aggre 	ed networking metadata obtained 

from at least the second metering component and based at least in part on a 

15 representation of a network topology asst elated with the provider network; and 

determining, using the one or more catego 	ed usage records, a billing amount to be 

charged for the one or more netwo 	transmissions. 

2. The method as recited in cla 	1, wherein the first metering component comprises 

20 a kernel-mode component of a manager ent software stack at the host, and wherein the second 

metering component comprises a use,  mode component of the management software stack. 

3. The method as r cited in claim 1, wherein the one or more network transmissions 

comprise a set of network 	ackets for which one endpoint comprises the virtualized resource 

25 instantiated at the host, 	herein a second endpoint of the set has a particular Internet Protocol 

(IP) address, wherei 	the address endpoint information comprises the particular IP address, 

wherein the traffic 	etric comprises a number of bytes transmitted in the set of network packets, 

and wherein t 	networking metadata includes identification information of the virtualized 

resource dis 	guishing the virtualized resource from a different virtualized resource instantiated 

30 on the ho 

4. The method as recited in claim 1, wherein the aggregation policy comprises one 

,.r more of (a) a chunk size determination policy usable to determine an amount of aggregated 

networking metadata to be transmitted to the classification node, (b) a chunk scheduling policy 
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usable to determine a schedule in accordance with which the aggregated networking metadata is 

to be transmitted to the classification node, (c) a classification node selection policy, (d) v 

compression policy for transmission of the aggregated networking metadata, (c) a grou 	ng 

policy usable to combine networking metadata for a set of IP addresses prior to transmi 	g the 

5 aggregated networking metadata, or (0 a sampling policy usable to select a sub et of the 

aggregated networking metadata to be transmitted to the classification node. 

5. The method as recited in claim 1, further comprising: 

collecting, at one or more topology observer nodes of the provide network, networking 

10 configuration information associated with at least a 	ortion of the provider 

network; and 

transmitting the networking configuration information a o an associated timestamp to a 

topology authority node configured to generato the representation of the network 

topology based at least in part on the networking configuration information and 

15 the associated timestamp. 

6. The method as recited in claim 	wherein the one or more categorized usage 

records include a particular usage record indic 	ing a billable usage category of the one or more 

network transmissions, wherein the billabl 	sage category comprises at least one of: (a) a local- 

20 provider-network category, (b) an inter- 	gion-provider-network category, (c) an extra-provider- 

network category, (d) a category asso iated with a particular multi-tenant service implemented at 

the provider network, (e) a categ ory associated with a private network established within the 

provider network on behalf of . client, or (0 a category associated with a direct physical network 

link established at an edge 	ode of the provider network to connect a client network with the 

25 provider network. 

7. A s 	tern, comprising: 

a host o I a provider network, the host configured to: 

gene :te a plurality of networking metadata records, wherein a particular networking 

30 metadata record of the plurality of networking metadata records corresponds to 

one or more network transmissions detected at the host, wherein the particular 

networking metadata record comprises (a) endpoint address information of the 

one or more network transmissions and (b) a traffic metric; 
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aggregate the plurality of networking metadata at the host based at least in part on the 

endpoint address information; and 

transmit aggregated networking metadata from the host to a traffic classification no. 	of 

the provider network, wherein the traffic classification node is config 	ed to 

5 generate a categorized usage record corresponding to the one or mor 	network 

transmissions based at least in part on a representation of a netw. rk topology 

associated with the provider network. 

8. The system as recited in claim 7, wherein the host i 	udes a kernel-mode 

10 	component configured to execute on one or more processors to generate the particular 

networking metadata record. 

9. The system as recited in claim 7, wherein the .ne or more network transmissions 

comprise a set of network packets for which one cndp. nt comprises a virtualized resource 

15 	instantiated at the host, wherein a second endpoint of 	c set has a particular Internet Protocol 

(IP) address, wherein the address endpoint infor 	.tion comprises the particular IP address. 

wherein the traffic metric comprises a number of .ytes transmitted in the set of network packets, 

and wherein the particular networking metada = record includes identification information of the 

virtualized resource distinguishing the virt alized resource from a different virtualized resource 

20 	instantiated on the host. 

10. The system as re. ted in claim 7, wherein the host is further configured to 

aggregate the plurality of networking metadata records based at least in part on an aggregation 

policy comprising one or 	.re of (a) a chunk size determination policy usable to determine an 

25 	amount of aggregated n tworking metadata to be transmitted to the classification node, (b) a 

chunk scheduling poi' y usable to determine a schedule in accordance with which the aggregated 

networking mctad to is to be transmitted to the classification node, (c) a classification node 

selection polic , (d) a compression policy for transmission of the aggregated networking 

metadata, (e a grouping policy usable to combine networking metadata for a set of IP addresses 

30 	prior to 	ansmitting the aggregated networking metadata, or (f) a sampling policy usable to 

select a subset of the aggregated networking metadata to be transmitted to the classification 

no. 	. 

11. The system as recited in claim 7, wherein the host is further configured to: 

37 



5 

10 

15 

20 

25 

30 

WO 2014/190084 	 PCT/US2014/039023 

determine whether networking metadata records are to be collected corresponding to 

each network transmission during a particular time period, based at least in pa'  

on a count of a number of distinct endpoint addresses associated with net 	ork 

transmissions detected during another time period; and 

in response to a determination that networking metadata records corresponding to each 

network transmission arc not to be collected, utilize a sampling m• hodology to 

generate one or more networking metadata records during th 	particular time 

period. 

12. The system of claim 7, further comprising the classification 	ode configured to: 

obtain a representation of the network topology correspond' g to at least a portion of the 

provider network, wherein the representation is g. crated by a topology authority 

of the provider network and is based at leas 	in part on network configuration 

information collected by one or more top. ogy observer nodes of the provider 

network; 

receive, from the host in the provider networ 	the aggregated networking metadata; and 

generate a set of categorized usage rec. •ds based at least in part on the plurality of 

aggregated networking metadat and based at least in part on the representation of 

the network topology, wher,  in the set of categorized usage records is usable for 

determining billing amo 	is associated with the network transmissions detected 

at the host. 

13. The system as r' ited in claim 12, wherein the network configuration information 

comprises one or more 	estamps associated with a routing change, and wherein the 

representation of the net ork topology is time-indexed. 

14. Th 	system as recited in claim 12, wherein a particular categorized usage record 

of the set com 	ices an indication of a billable usage category comprising at least one of: (a) a 

local-provid' -network category, (b) an inter-region-provider-network category, (c) an extra-

provider-•etwork category, (d) a category associated with a particular multi-tenant service 

imple 	ented at the provider network, (e) a category associated with a private network 

esh lished within the provider network on behalf of a client, or (f) a category associated with a 

'direct physical network link established at an edge node of the provider network to connect a 

client network with the provider network 
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WHAT IS CLAIMED IS : 

1. A system, comprising a plurality of computing devices configured to: 

determine, at a first metering component on a host of a provider network comprising a 

plurality of hosts, networking metadata comprising (a) endpoint address 

information and (b) a traffic metric, wherein the networking metadata is 

associated with one or more network transmissions for which at least one 

endpoint comprises a virtualized resource instantiated at the host; 

provide, by the first metering component to a second metering component on the host, 

at least a subset of the networking metadata determined at the first metering 

component; 

aggregate at least the subset of the networking metadata from at least the first 

metering component at the second metering component in accordance with an 

on-host aggregation policy; 

transmit, from the second metering component to a traffic classification node of the 

provider network, aggregated networking metadata; 

generate, at the traffic classification node, a set of categorized usage records based at 

least in part on aggregated networking metadata obtained from at least a subset 

of the plurality of hosts and based at least in part on a representation of a 

network topology associated with the provider network, wherein a particular 

usage record of the set of categorized usage records indicates a particular 

billable usage category to be associated with the one or more network 

transmissions; 

provide the set of categorized usage records from the traffic classification node to a 

billing node of the provider network; 

determine, using the set of categorized usage records, a billing amount to be charged 

for the one or more network transmissions at the billing node; and 

transmit the billing amount to a client device. 

2. The system as recited in claim 1, wherein the first metering component 

comprises a kernel-mode component of a management software stack at the host, and 

wherein the second metering component comprises a user-mode component of the 

management software stack. 
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3. The system as recited in claim 	1, wherein the one or more network 

transmissions comprise a set of network packets for which one endpoint comprises the 

virtualized resource instantiated at the host, wherein a second endpoint of the set has a 

particular Internet Protocol (IP) address, wherein the address endpoint information comprises 

the particular IP address, wherein the traffic metric comprises a number of bytes transmitted 

in the set of network packets, and wherein the networking metadata includes identification 

information of the virtualized resource distinguishing the virtualized resource from a different 

virtualized resource instantiated on the host. 

4. The system as recited in claim 1, wherein the on-host aggregation policy 

comprises one or more of (a) a chunk size determination policy usable to determine an 

amount of aggregated networking metadata to be transmitted to the classification node, (b) a 

chunk scheduling policy usable to determine a schedule in accordance with which the 

aggregated networking metadata is to be transmitted to the classification node, (c) a 

classification node selection policy, (d) a compression policy for transmission of the 

aggregated networking metadata, (e) a grouping policy usable to combine networking 

metadata for a set of IP addresses prior to transmitting the aggregated networking metadata, 

or (1) a sampling policy usable to select a subset of the aggregated networking metadata to be 

transmitted to the classification node. 

5. The system as recited in claim 1, wherein the plurality of computing devices 

are configured to: 

collect, at one or more topology observer nodes of the provider network, network 

configuration information comprising routing information associated with at 

least a portion of the provider network; and 

transmit the network configuration information and an associated timestamp to a 

topology authority node configured to , generate the representation of the 

network topology based at least in part on the routing information and the 

associated timestamp. 

6. The system as recited in claim 	1, wherein the particular billable usage 

category comprises at least one of: (a) a local-provider-network category, (b) an inter-region-

provider-network category (c) an extra-provider-network category, (d) a category associated 

with a particular multi-tenant service implemented at the provider network, (e) a category 
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associated with a private network established within the provider network on behalf of a 

client, or (f) a category associated with a direct physical network link established at an edge 

node of the provider network to connect a client network with the provider network. 

7. A method, comprising: 

determining, at a first metering component on a host of a provider network 

comprising a plurality of hosts, networking metadata comprising (a) endpoint 

address information and (b) a traffic metric, wherein the networking metadata 

is associated with one or more network transmissions for which at least one 

endpoint comprises a virtualized resource instantiated at the host; 

aggregating networking metadata from at least the first metering component at a 

second metering component in accordance with an aggregation policy; 

generating, at a traffic classification node of the provider network, one or more 

categorized usage records 	corresponding to the one or more network 

transmissions, based at least in part on aggregated networking metadata 

obtained from at least the second metering component and based at least in 

part on a representation of a network topology associated with the provider 

network; 

determining, using the one or more categorized usage records, a billing amount to be 

charged for the one or more network transmissions; and 

transmitting the billing amount to a client device. 

8. The method as recited in claim 7, wherein the first metering component 

comprises a kernel-mode component of a management software stack at the host, and 

wherein the second metering component comprises a user-mode component of the 

management software stack. 
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9. The method as recited in claim 7, wherein the one or more network 

transmissions comprise a set of network packets for which one endpoint comprises the 

virtualized resource instantiated at the host, wherein a second endpoint of the set has a 

particular Internet Protocol (IP) address, wherein the address endpoint information comprises 

the particular IP address, wherein the traffic metric comprises a number of bytes transmitted 

in the set of network packets, and wherein the networking metadata includes identification 

information of the virtualized resource distinguishing the virtualized resource from a different 

virtualized resource instantiated on the host. 

10. The method as recited in claim 7, wherein the aggregation policy comprises 

one or more of (a) a chunk size determination policy usable to determine an amount of 

aggregated networking metadata to be transmitted to the classification node, (b) a chunk 

scheduling policy usable to determine a schedule in accordance with which the aggregated 

networking metadata is to be transmitted to the classification node, (c) a classification node 

selection policy, (d) a compression policy for transmission of the aggregated networking 

metadata, (e) a grouping policy usable to combine networking metadata for a set of IP 

addresses prior to transmitting the aggregated networking metadata, or (1) a sampling policy 

usable to select a subset of the aggregated networking metadata to be transmitted to the 

classification node. 

11. The method as recited in claim 7, further comprising: 

collecting, at one or more topology observer nodes of the provider network, 

networking configuration information associated with at least a portion of the 

provider network; and 

transmitting the networking configuration information and an associated timestamp to 

a topology authority node configured to generate the representation of the 

network topology based at least in part on the networking configuration 

information and the associated timestamp. 

12. The method as recited in claim 7, wherein the one or more categorized usage 

records include a particular usage record indicating a billable usage category of the one or 

more network transmissions, wherein the billable usage category comprises at least one of: 

(a) a local-provider-network category, (b) an inter-region-provider-network category, (c) an 

extra-provider-network category, (d) a category associated with a particular multi-tenant 
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service implemented at the provider network, (e) a category associated with a private network 

established within the provider network on behalf of a client, or (f) a category associated with 

a direct physical network link established at an edge node of the provider network to connect 

a client network with the provider network. 

13. 	A 	non-transitory 	computer-accessible 	storage 	medium 	storing 	program 

instructions that when executed on one or more processors: 

generate a plurality of networking metadata records at a host of a provider network, 

wherein a particular networking metadata record of the plurality of networking 

metadata records corresponds to one or more network transmissions detected 

at the host, wherein the particular networking metadata record comprises (a) 

endpoint address information of the one or more network transmissions and 

(b) a traffic metric; 

aggregate the plurality of networking metadata at the host based at least in part on the 

endpoint address information; 

transmit aggregated networking metadata from the host to a traffic classification node 

of the provider network, wherein the traffic classification node is configured to 

generate a categorized usage record corresponding to the one or more network 

transmissions based at least in part on a representation of a network topology 

associated with the provider network; and 

transmit a billing amount based on the categorized usage record to a client device. 

14. The non-transitory computer-accessible storage medium as recited in claim 13, 

wherein the program instructions when executed on the one or more processors communicate 

with a kernel-mode component executing at the host to generate the particular networking 

metadata record. 

15. The non-transitory computer-accessible storage medium as recited in claim 13, 

wherein the one or more network transmissions comprise a set of network packets for which 

one endpoint comprises a virtualized resource instantiated at the host, wherein a second 

endpoint of the set has a particular Internet Protocol (IP) address, wherein the address 

endpoint information comprises the particular IP address, wherein the traffic metric 

comprises a number of bytes transmitted in the set of network packets, and wherein the 

particular networking metadata record includes identification information of the virtualized 
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resource distinguishing the 	virtualized resource 	from 	a 	different virtualized resource 

instantiated on the host. 

16. The non-transitory computer-accessible storage medium as recited in claim 13, 

wherein the program instructions when executed on the one or more processors aggregate the 

plurality of networking metadata records based at least in part on an aggregation policy 

comprising one or more of (a) a chunk size determination policy usable to determine an 

amount of aggregated networking metadata to be transmitted to the classification node, (b) a 

chunk scheduling policy usable to determine a schedule in accordance with which the 

aggregated networking metadata is to be transmitted to the classification node, (c) a 

classification node selection policy, (d) a compression policy for transmission of the 

aggregated networking metadata, (e) a grouping policy usable to combine networking 

metadata for a set of IP addresses prior to transmitting the aggregated networking metadata, 

or (f) a sampling policy usable to select a subset of the aggregated networking metadata to be 

transmitted to the classification node. 

17. The non-transitory computer-accessible storage medium as recited in claim 13, 

wherein the program instructions when executed on the one or more processors: 

determine whether networking metadata records are to be collected corresponding to 

each network transmission during a particular time period, based at least in 

part on a count of a number of distinct endpoint addresses associated with 

network transmissions detected during another time period; and 

in response to a determination that networking metadata records corresponding to 

each network transmission are not to be collected, 	utilize a sampling 

methodology to generate one or more networking metadata records during the 

particular time period. 
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18. A 	non-transitory 	computer-accessible 	storage 	medium 	storing 	program 

instructions that when executed on one or more processors: 

obtain a representation of a network topology corresponding to at least a portion of a 

provider network, wherein the representation is generated by a topology 

authority of the provider network and is based at least in part on network 

configuration information collected by one or more topology observer nodes 

of the provider network; 

receive, from metering components at one or more virtualization hosts of the provider 

network, a plurality of networking metadata records associated with network 

transmissions detected at the one or more virtualization hosts, wherein a 

particular networking metadata record of the plurality of networking metadata 

records comprises endpoint address information and a traffic metric; 

generate a set of categorized usage records based at least in part on the plurality of 

networking metadata records and based at least in part on the representation of 

the network topology, wherein the set of categorized usage records is usable 

for determining billing amounts associated with the network transmissions 

detected at the one or more virtualization hosts; and 

transmit the billing amounts based on the set of categorized usage records to a client 

device. 

19. The non-transitory computer-accessible storage medium as recited in claim 18, 

wherein the network configuration information comprises one or more timestamps associated 

with a routing change, and wherein the representation of the network topology is time-

indexed. 

20. The non-transitory computer-accessible storage medium as recited in claim 18, 

wherein a particular categorized usage record of the set comprises an indication of a billable 

usage category comprising at least one of: (a) a local-provider-network category, (b) an inter-

region-provider-network category, (c) an extra-provider-network category, (d) a category 

associated with a particular multi-tenant service implemented at the provider network, (e) a 

category associated with a private network established within the provider network on behalf 

of a client, or (f) a category associated with a direct physical network link established at an 

edge node of the provider network to connect a client network with the provider network. 
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