1 COwVBI NATI ON MODES FOR NETWORK CONNECTI ON MANAGEMENT [ 0001] The present
invention relates to communication in snall-scale networks and, nore
particularly, to conbining nodes of a conmuni cation device, which nobdes
determ ne availability of the device to forma network connection to 5

anot her device. [0002] As small electronic devices, such as portable nusic
pl ayers, cellular telephones, digital caneras, personal digital assistants
(PDAs), etc., proliferate and receive increasing amunts of nenory and
conmputing power, the need for the devices to occasionally be connected to
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scan with, armng other data, an indication of the Bluetooth address of the
second devi cecalled Blugtooth™ and operates to allow the formation of small-scale wireless
networks over low-cost, globally available short-range radio frequencies. For
published Bluetooth standards and other related information, see
www.bluetooth.org.
20 [0003] The first step in the creation of a small scale wireless network, and often
the only step, is the establishment of a network connection between two devices.
A first device may establish a trusted relationship with a second device by
learning (by user input) a secret, known as a “passkey”, specific to the second
device. Through a “pairing” procedure, the first device learns a Bluetooth address
25  of the second device. The Bluetooth address is a 48-bit device identifier.
However, before the pairing procedure can be initiated by the first device, the first
device "discovers” the second device. The first device may, to this end, scan the
frequencies used by Bluetooth devices to determine whether any such devices
are in range. Where the second device is in range and is in a “discoverable” mode
30 (visible to other Bluetooth devices), the second device responds to the scan with,
among other data, an indication of the Bluetooth address of the second device.
The first device may then use the indicated Bluetooth address in the pairing

procedure.



The first device may then use the indicated Bluetooth address in the

pairing procedure. 2 [0004] Accordingly, one of the nost well-known and

basic Bluetooth security mechanisns is the ability of a user to sel ect

whet her a device is to be in the discoverable node or in a

"non-di scoverabl e" node. That is, users place their device in

non-di scover abl e node so that the Bluetooth address of their device 5 may

not be provided to other, non-trusted devices. [0005] Problematically,

since the Bluetooth address of the second device is permanent, at a later
devi ce has been placed in non- discoverable
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[0008] Maintaining a device in non-discoverable mode has security benefits, but
has the potential to make pairing cumbersome when the user wants to make a
legitimate connection. it may be considered inconvenient to the user to have to

20  change to discoverable mode when the user wants to pair with another device
and then change back afterwards. Furthermore, such a strategy does not
eliminate the vuinerability of the device to BlueSnarfing attacks.
[0007] A network connection establishment protocol is made more secure by
directly associating a mode in which a device does not actively scan for inquiry

25  messages from nearby devices {non-discoverable mode) with a mode in which
messages intended to initiate the establishment of a wireless network connection
are rejected (non-pairable mode) in a combined closed (non-discoverable/non-
pairable) mode. Advantageously, rather than allowing incoming pairing requests
even when a device is non-discoverable, the device in the closed mode rejects all

30  pairing requests. Responsive to specific initiation, the device may enter an “open”
{combined discoverable/pairable) mode, in which the device does actively scans
for, and responds to, inquiry messages from nearby devices (discoverable mode)
and a mode in which messages intended to initiate the establishment of a wireless



30 pairing requests. Responsive to specific initiation, the device may
enter an "open" (conbined discoverabl e/ pairable) node, in which the device
does actively scans for, and responds to, inquiry nmessages from nearby
devi ces (di scoverable node) and a node in which nessages intended to
initiate the establishment of a wireless 3 network connection are accepted
(pairabl e node). The device nmay be preconfigured to revert fromthe open
node to the closed node after a given duration of tine or after a given
nunber of pairings have been conpl et ed. [6508] In accordance with an aspect
of the present invention there is preferably 5 provided a nethod of
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an antenna, a receiver and a controller. The controller is adapted to, in an open
mode, instruct the receiver to use the antenna to scan for incoming address
inquiries and initiate pairing of the device with a requesting device responsive to
receiving a request to establish wireless communications and, in a closed mode

20  instruct the receiver not to scan for incoming address inquiries and transmit a
refusal message to a requesting device responsive to receiving a request to
establish wireless communications.

[0010] Other aspects and features of the present invention will become
apparent to those of ordinary skill in the art upon review of the foliowing

25  description of specific embodiments of the invention in conjunction with the

accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] In the figures which illustrate example embodiments of this invention:
30 [0012] FIG. 1 illustrates an exemplary personal area network;

[0013] FIG. 2A illustrates modes of operation related to the activation of a

networking protocot;



[0011) In the figures which illustrate exanple enbodi nents of this

invention: 30 [0012] FIG 1 illustrates an exenplary personal area
network; [0013] FIG 2A illustrates nodes of operation related to the
activation of a networking protocol; 4 [0014] FIG 2B illustrates nodes
of operation related to the availability of a device to be discovered by
anot her device; [0015] FIG 2C illustrates nodes of operation related to
the availability of a device to forma ng{mork connection w th anot her
device; 5 [0016] FIG 3 illustrates states of operation, in one of the
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invention; and
15  [0020] FIG. 7 illustrates a wireless mobile communication device from the
exemplary personal area network of FIG. 1, according to an embodiment of the

present invention.

DESCRIPTION OF PREFERRED EMBODIMENTS

20 [0021] FIG. 1 illustrates an exemplary small-scale wireless network 100
including five elements, where each of the elements has been adapted to use a
network connection establishment protocol, e.g., Bluetooth. The elements include
a mobile communication device 102, a PDA 104, a printer 1086, a digital camera
108 and a personal computer 110. As illustrated in FIG. 1, the mobile

25  communication device 102, the PDA 104, the printer 106 and the digital camera
108 communicate with the personal computer 110 using Bluetooth. Additionally or
alternatively, the mobile communication device 102 may have a separate
Bluetooth connection with the PDA 104,
[0022] Modes of operation for an exemplary known Bluetooth device are

30 illustrated in FIGS. 2A, 2B and 2C.
[0023] Asiliustrated in FIG. 2A, when the Bluetooth function is available on a
device, the device may be in one of two states with respect to the function. By
default, the Bluetooth function may be disabled (Bluetooth off state 202 in FIG.



[ 0022] Mbdes of operation for an exenplary known Bl uetooth device are 30
illustrated in FIGS. 2A, 28 and 2C. [0023] As illustrated in FIG 2A, when
the Bluetooth function is available on a device, the device nay be in one
of two states with respect to the function. By default, the Bluetooth
function may be di sabled (Bluetooth off state 202 in FIG 5 2A). A user
may enploy a user interface, including a user input device, on the device
to actively toggle 212 the device fromthe Bluetooth off state 202 to a

Bl uetooth on state 204. EquaIIy, when the device is in the Bluetooth on
state 204, the user mm e 214 the device to the Bluetooth off state

202. 5 [0024] Z{Ahehigerim sg%mg iBceser intpriacy, inplugingia UaeIgnPHEeN S8 PBYIS on
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creation of a bond or connéction between the first device and renot e

devi ce. Once HBefiscayergblpiradhdd4 Kuah l9agt A deddtemmined duration. At a la’fer
time, perhaps once the device has been discovered, the user may opt, say, for

security reasons, o toggle 234 the device back to the non-discoverable mode
222. In the non-discoverable mode 222, since the device does not scan for
20  messages from nearby devices, the device does not respond to such messages
and the nearby devices cannot learn the Bluetooth address of the device.
[0026] Additionally, when the first device is placed into the Bluetooth on state
204, the device may be in a “pairable” mode 242 (FIG. 2C) by default. in the
pairable mode 242, the first device accepts pairing initiated by a remote device.
25  That s, the first device negotiates the creation of a bond or connection between
the first device and the remote device. Once the first device has been paired with
the other device, the user may opt, perhaps for security reasons, to toggle 254 the
first device back to the non-pairable mode 242, While in the non-pairable mode
242, the first device maintains the connection with the remote device, as weil as
30 any previously established pairings.
[0027] Most modern Bluetooth devices are the pairable mode 242 by default
whenever the device is in the Bluetooth on state 204 and do not provide an
interface 1o toggle to the non-pairable mode 242. However, a “non-pairable” mode



the other device, the user may opt, perhaps for security reasons, to toggle
254 the first device back to the non-pairable node 242. Wiile in the
non- pai rabl e node 242, the first device maintains the connection with the
renote device, as well as 30 any previously established pairings. [0027]
Most nodern Bl uetooth devices are the pairable node 242 by default

whenever the device is in the Bluetooth on state 204 and do not provide an
interface to toggle to the non-pairable e 242. However, a "non-pairable"
node 6 244 is defined in the Bluetooth standard, so it is possible that a
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state 302 of di scoverabl e node 224 th?efp device enters 312 the | NQU RY_SCAN

state 304 per MBYMeaints/ierencge an for. an inquiry nessage, e.g., a Gener al
I nquiry Assesmpogare 6@kl opkfatidR, & RAYIBINEiooth device that is to discover other

Bluetooth devices enters an inquiry sub-state. In the inquiry sub-state, the first
Bluetooth device continuously transmits an inquiry message on different
frequency channels. .
[0030] FIG. 3 illustrates states of a Bluetooth device in the discoverable mode
20  224. The states include an IDLE state 302, an INQUIRY_SCAN state 304 and an
INQUIRY_RESPONSE state 3086.
[0031] When a device is in the IDLE state 302 of discoverable mode 224, the
device enters 312 the INQUIRY_SCAN state 304 pericdically to scan for an
inquiry message, e.g., a General Inquiry Access Code (GIAC). If an inquiry
25 message is not received, the device returns 314 to IDLE state 302. If an inquiry
message is received, the device enters 316 the INQUIRY_RESPONSE state 3086.
In the INQUIRY_RESPONSE state 3086, the device transmits a response
message to the origin of the inquiry message. The response message includes, in
part, an indication of the Bluetooth address of the device so that, at a later time,
30 the origin of the inquiry message may take further steps to negotiate a connection
with the device. Once the device has transmitted the response message to the
origin of the inquiry message, the device returns 318 to IDLE state 302.



25 nessage is not received, the device returns 314 to IDLE state 302. If an
inquiry message is received, the device enters 316 the | NQU RY_ RESPONSE
state 306. In the I NQUI RY_RESPONSE state 306, the device transmts a
response nessage to the origin of the inquiry nessage. The response
nmessage includes, in part, an indication of the Bluetooth address of the
device so that, at a later tine, 30 the origin of the inquiry nessage nmay
take further steps to negotiate a connectijon wth the device. Once the
device has transmtted the response nessa&e to the origin of the inquiry
message, the device returns 318 to IDLE state 302. 7 [0032] Wen in the
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LMP_not _accepted PDU is defined to inclide a field wherein a reason for

not al | owi ng OR84bailtisAypiealyhaidhe gewrs badn therpailgble pade 242n8 VAIGLERES: ed
device may '%'&@o@e%@%dvﬁ%ﬁﬁgy AsspoR@itd rié@e@@i@e@LWW"rancgﬂDﬁm%@h I'n

revi ew, when first device is dIS overa the first device wll react to
recei ving an Pﬁ@dﬁa@ﬁiiﬁm@§é@@aﬁm©rﬁf@0@éd©ﬁdJQtﬂ@Sﬂ ce by transmitting a

CrPonss, 197 SR8 L1 WREIERERnS AR BRI Lls B ghopid ad oo
addr ess for ttevidd negponds to a received LMP_in_rand PDU with an LMP_not_accepted

PDU. The LMP_not_accepted PDU is defined to include a field wherein a reason

for not allowing the pairing may be specified. In this case, the discovered device

may indicate the reason as “pairing not allowed”.

20 [0038] In review, when a first device is discoverable, the first device will react to
receiving an inquiry message from a second device by transmitting a response
message to the second device that includes the Bluetooth address of the first
device. Once the second device has recorded the Bluetooth address for the first
device, the second device can send the first device a pairing request (a

25 LMP_in_rand PDU) without regard for whether the first device is in the
discoverable mode 224. It is highly likely that the first device is in the pairable
mode 242, in which case the first device will respond to the pairing request and
allow the pairing to take place. As such, the practice of toggling a device to the
non-discoverable mode 222 for security reasons may not be truly secure.

30 [0037] Clearly, while a device is in the Bluetooth on state 204, the device is
most secure while in both the non-discoverable mode 222 and the non-pairable

mode 244,



device, the second device can send the first device a pairing request (a 25
LMP_in_rand PDU) w thout regard for whether the first device is in the

di scoverabl e node 224. It is highly likely that the first device is in the
pai rable node 242, in which case the first device will respond to the
pairing request and allow the pairing to take place. As such, the practice
of toggling a device to the non-discoverable node 222 for security reasons
may not be truly secure. 30 [0037] Clearly, while a device is in the

Bl uetooth on state 204, the device is nost secure while in both the

non-discoveraFIe gnﬂg 222 and the non-pairable_node 244. 8 [0038] In
overview, a cli§sBy nBA¥ewRV (gese 1odgyt0Rdses Bisodads mepeser bérain thatig a

conbi nati on ogorhbRafiéiofths ¢RWESisHErdPRIR0AE 228RM dthe nBRpaRabEAY R side 244.
When a device is in the closed node 402, the device does not accept any

pairing requbgenpigyvicerindt thesclogatbmgeeitee. theslsyisasioes nat peesdt apy pairing
LVP_i d P i . , i
_in_ran %‘dg%ttIﬁbUé.h%%@eé\ﬁéﬁﬁe%@%;g%e%%}rec[eﬂgﬁﬂmﬂ\ﬂﬁﬂra%?’ﬁﬂéYN?(]H

device is placed Into t | Uet oot 4, the devite may be 1 n the
cl osed node 482LMpP_def agteptedéi).a user of a first device wants to

establ i sh a pabng RRLNBRIYANG:IA] SBNI6E AORRSSRAALAE Yoseydt he  user

may toggle 41 first device 1nto an open nb I's"a’ conbi nati on
10 of the di sdewes amlaydemotie @2dechmdde BO2 hyiceddnlle Winadea R4&r. of[20i0dDJevidee fi r st

devi ce may be I QI in.in the. ope de 404 onl or _a

pr edet er m ned‘“’%ﬁﬁ§ 3&%%%&&1&1%%@:@[%“8?% Wg%g\r%?chn%ndf%geqc?’q;js({evg:g\,/mee may be
arranged t odauﬂe(mm;j tog%llewmetha first4ibdict intb lae dﬂe@&ﬁddémd‘ethéh@? a édnmemalaom }/el Y,
the firs evi.ce may be, arran to,remai.n in the _open node 404 only for a
15 pr edetLeri fléfﬁerql?ﬁé% rag@ r}gg@??ﬁ@gndm%al{a,%e ge ?@é@has conpl eted t he

pr edet er ni Pfdfoounbeﬁr?flfzwd\ﬁidﬁg&ay bbaéﬁahgga tﬂ%xmaﬁémldﬁnaﬁw@g?doh@
automatically return to the clos no . Notably, even i

et arous. delor 8eTPEEaST duetdeRr M e THS! BiUdirabeh tﬁ@ﬁf%ggw_ee MG i r st
devi ce whil e &dendddrstautdheaticady t&tuiny 14 thPeRseBddtlh?2. tanerfativsly, wevi ce
will respond o any pairing request 20 PDUs received after automatically

returning to 1REARIGSSBAY REdEranged i femaiR in thoronestmade 4pf ealvARILR [ 0041] As
di scussedier gopbeiingd numiet of BaKiAGS. dite the BeVREORLRARNES the | ncl ude

predetermined number of pairings, the first device may be arranged to
automatically return 414 to the closed mode 402. Notably, even if a nefarious
device is able to determine the Bluetooth address of the first device while the first
device is in the open mode 404, the first device will respond to any pairing request
20  PDUs received after automatically returning to the closed mode 402 with an
LMP_not_accepted PDU.
[0041]  As discussed hereinbefore, it is typical for a Bluetooth device 1o include
a user interface allowing a selection between the discoverable mode 224 and the
non-discoverable mode 222. However, it is not typical for a Bluetooth device to
25  include a user interface allowing a selection between the pairable mode 242 and
the non-pairable mode 244. In implementing aspects of the present invention, the
user interface may need no changes. Instead, a Bluetooth device may simply be
in the closed mode 402 by default and respond to a user selection, through use of
the user interface, of the discoverable mode 224 by entering 412 the open mode
30 404. The Bluetooth device may subseguently respond to the selection of the non-
discoverable mode 222 by entering 414 the closed mode 402, However, as
discussed hereinbefore, it is preferred that the Bluetooth device revert to the
closed mode 402 after a predetermined duration.



a user interface allowi ng a selection between the discoverable node 224 and
the non-discoverable node 222. However, it is not typical for a Bluetooth
device to 25 include a user interface allowi ng a sel ection between the

pai rabl e node 242 and the non-pairable node 244. In inplenenting aspects
of the present invention, the wuser interface may need no changes. |nstead,
a Bluetooth device may sinply be in the closed node 402 by default and
respond to a user selection, through use 8f the user interface, of the

di scover abl e node 224 by entering 412 the~open node 30 404. The Bl uetooth
devi ce may subsequently respond to the selection of the non- discoverable
node 222 by e[ﬁﬁéﬂi nd Wrshexareplalyoseiomsd epamdon isollestexted KsFICGiids basyBiRg

her ei nbef or e, .11l f. [Wox t-he

Cl osed mode 43! pePIoB EI G idkak chotfe R By OBkl K B Tisb AHB derbihRe 1 ary
met hod of opelstp H2) vdethdrastenaesido ienteF it discovasahienmeie 22elag beedevice i s

in the close f.aul I . ! ep 502)
whet her a regﬁggggqggiﬁ%jé\r/gﬁﬁﬁe%l(?ﬁjggtg\t}'ggg%%{ég%ggx@gg%&g? tr’t}gléanl&%trnecei ved. In
t he event & hatcsiuedh the Hegiue stay sayglet emlosed mode 402 hay wabiéama Bitargeguasdd,

t he device stay.in,the closed node 2 and. wai.t _for Later est.

[ the. devi ce! HB BV RaRRoFHER 1Y afpudest roo B L e Brafe b RHG R G 224
hﬁs OIbe_en r eqﬁf\fﬂdc%iv@@ tHe dicgies enters spop erodaniba (ﬁ%di’_\cstt).e'mﬁﬁhﬂfl)the Fbate |2 ; A
the device takes the necessary steps to enter the dis er e no

bnd e pai r ABKE egReSoSDY SEPBORG tieeSHedrebe e peh faf M dBhR o
(step 506). Thedépaer may be, for exanple, a count-down timer that has a
predeterm ned initial value and counts down to ze;Qr Al t er nat bgego}/, t he

ti mer may! Qe B0#FuntheFaviceeragemiyt adimr (Fieemltrer s Hipet 82y

predet er m neds,fiiid, &80 HR-dolWPOftddr thBeney baRict@inindtenitid PhB64ThAE cositep 508)
whet her the tinmer has 15 expired. Expi of the count-down tiner may nean

. I Ty :
reachi ng zer Fowihio zerexdtarpatbely, thaetipeumay (g & Forit-URdimaradid PRREMHE Mhe
pr edet er m ned,fi i 'toéjﬁr@@ﬂehﬁigh@%ngﬁ)ﬂl&e determ nes that the tinmer has not
i ce y then

expired, the devi _ eterm ne ('lstep 510) whether a request to
enter the nori08#4lcovéeatsvicerpae tEpXidiernine étep PBVleter the timry Rdgent t hat

Suhn | Piesbel ek TR AR A R RKE: BRETR fspay e, UhRo deshyer
the count-up timer may mean reaching the predetermined final value. If the device
determines that the timer has not expired, the device may then determine (step
510) whether a request to enter the non-discoverable mode 222 has been
received. In the event that such a request is determined not to have been

20 received, the device may return to determining (step 508) whether the timer has
expired. If the device determines {step 510) that a request to enter the non-
discoverable mode 222 has been received, the device enters closed mode 402
(step 516). That is, the device takes the necessary steps to enter the non-
discoverable mode 222 and the non-pairable mode 244. If the device determines

25 (step 508) that the timer has expired, the device enters closed mode 402 (step
516).

[0045] In the closed mode 402, that is, the combination of the non-discoverable
mode 222 and the non-pairable mode 244, the device maintains existing pairings
but rejects new attempts to initiate pairing. Optionally, for instance, for security

30 audit purposes, the device may record, say, in a log, each rejected attempt to
initiate pairing.

[0046] A second exemplary method of operation is illustrated in FIG. 6.
Assuming that the device is in the closed mode 402 by default, the device may



expired. If the device determ nes (step 510) that a request to enter the
non- di scoverabl e node 222 has been received, the device enters closed node
402 (step 516). That is, the device takes the necessary steps to enter the
non- di scoverabl e node 222 and the non-pairable node 244. |If the device
determ nes 25 (step 508) that the tinmer has expired, the device enters

cl osed node 402 (step 516). [0045] In the closed node 402, that is, the
conbi nati on of the non-di scoverable node _ 222 and the non-pairabl e node
244, the device nmaintains existing pairings but rejects new attenpts to
initiate pair , for instance, for security 30 audit purposes,
t he devi

i . ti [ ]
ce na;‘?g%é’&%%&S?@gg@}?%iWP%hQr@g[eqéﬁ%tﬁo eajes dhe disaevesakle Meste 334 hasat e

pai ring. [004%@/?\@(%@%@Er??h%rﬁ?ﬂeﬁfﬁhaﬁ&ﬁdwﬁjréHue@Pi%ro%ﬁérﬁﬁ}wéosnétlt%!ﬂlﬁ/é Bt&gl in
h | ed node 402

FIG 6. Assuming that the device is in the clos y default, the

devi ce may 10reqgstesy Hatevien Bigy 66m)in Witeelpeed moded@@sandrwitinr atatehequest.

di scover abl e mﬁ@dg%é%B@?ermﬁ?e%rlhétefféck\?@grto'eﬁrtérgﬁe ﬁ}é%%erwl@tmédia‘:?z@né@q“eSt
is determ ned not to have been recelved, the device nay stay In the closed
node 402 ahd waen rdcsived, et gvigeceniesstapeniroddéO4l ster 60deiTbanBibs delise a
request to en I f i ; evi ce
cnters open: miags AN TRENEHET BAEFnE TR uRiT BB R AN rhllIE ST
steps to entemddee4di scover abl e node 224 and the pairable node 242. [0047]

The device ma n4nitiallze airing counter (step 60 e pairing
Toonter ooy plod4dET 10k e Ay BRI e § UM d 5P BheL 228 Rt
pairing 10 cgumﬂr&er may ibei for akametk, herazgsdio dklwwﬁpahim&éwhcaﬁeiwe@airmigng
count er e ar,ranged to ,.count-down, in i ch case e iring counter
L B i R M R R o S U il
entry into theoonedwmdewhidA.cabdtHBhaidhecsavibeie inaxizben adré@dtainmaed st ep

608) whether a pairin as been onpleted. If the device determ nes that a
pai ri ng has nBX5e¥ER r@ﬁ%ﬁé’?@@?mf(ﬁ%&“”’i@ PRV IRRINE RBRN Jiadertidne (st ep

610) whet her mo48HUERHe HOVIENRRY théIedBRiNMEISRPIORY WRoMRAQ p2ihd 1R thagn
received. In the event that such a request is determ ned not to have been
recei ved, theCo@pietad. fdhe devige sletesminasdhal :Palfng Seepot Bem) compietash the

pairing has bgencs Amieé& detehhinen8tepamioy fndaies MeRBest (s brRr MdMon-

discoverable mode 222 has been received. In the event that such a request is
determined not to have been received, the device may return to determining (step
608) whether a pairing has been completed. If the device determines (step 610}
that a request to enter the non-discoverable mode 222 has been received, the

20  device enters closed mode 402 (step 616). That is, the device takes the
necessary steps to enter the non-discoverable mode 222 and the non-pairable
mode 244
[0049] if the device determines (step 608) that a pairing has been completed,
the pairing counter is incremented (step 612). Such incrementing assumes that

26 the pairing counter is arranged to count up. If the pairing counter is arranged, as
mentioned above, to count down, step 612 involves reducing the value stored in
the pairing counter by one.
[0050]  The device may then determine (step 614) whether the pairing counter
has reached a value equivalent to a predetermined value representative of a

30  maximum number of allowed pairings per entry into the open mode 404. In the
alternative, wherein the pairing counter counts down from being initialized to a
predetermined maximum number of allowed pairings per entry into the open mode



that a request to enter the non-discoverable node 222 has been received,
the 20 device enters closed node 402 (step 616). That is, the device takes
the necessary steps to enter the non-discoverabl e node 222 and the
non- pai rabl e node 244. [0049] If the device determnes (step 608) that a
pai ri ng has been conpleted, the pairing counter is increnmented (step 612).
Such increnenting assunes that 25 the pairing counter is arranged to count
up. If the pairing counter is arranged, ag nmenti oned above, to count down,
step 612 invol ves reducing the value stored in the pairing counter by one.

[ 0050] The device may then determ ne (step 614) whether the Eai ring counter
has reached aGfathiredeligimniicrstantt pagdaobanisiammipRondetle B @AYAE ve of a

30 maxi mum n%&%ﬁerﬁe}ﬁ%é&’r’me‘?&i rings per entry into the open node 404. In
the alternative, erein the pairing counter counts down from being

initialized ti60a1] pritetderice netermpdsnistapfird dhatdhe pradelasaringsl PaXgsTber
entry into t 404 1.0 i nvol ve
determ ni ng V\%éﬁtﬁ%&f{éﬁ%ﬁ%%g)ﬂnﬁgs P‘éf)%ﬁ[ﬂﬁfg’? @gggﬂ(g%e gée‘?ga\%[l@%g%}/ If the
devi ce detfer marese( sthepedtd)mahtientdederprins ettep 61 Mlevhathi ananuesidmseterof

al | owed pairi,ngs _per._entry. int , ve ccurred,
t he device m‘ﬁg{ﬁgfﬁ‘%"&"&%‘%@"?%?gg %%%%evgﬁg$ 'ge?ééﬁﬁlgq%@g‘% tr%éggtéﬁ}%r t he
non- di scover algleestos de22Ainza o eemavecosinvedeived, thbeleeicemayt felitrndaich a
request is de(iqerrri,ned not t been.recei ved, the devi @ﬁ,’en(?%/\/.return to

h
det erni ni ng ( tgrﬁn@@g)(smé@éwﬁ\é 5 AR S PR CEMRpE: "“he device
det ermi nes (sdeemeind3 (Stab1@® theow esjuckDioadtier tht Menisvotleebevendble2 made 222

has 10 been received, the device enters cl osed 4 t 16),. .That
2% the dil; dssen apelved TBe REvies Saie)s Sloapd MaeHIIS o e BhoTIal I AT e vt o
nmode 222 and gRes ﬂ@medagéér?@,@srf@@ateﬂﬁe nbAR&RbvémblchBogd osEdnattendtd2,

that is, the conbination of the non-di scoverable nobde 222 and the
non- pai r abl e RAig®oMede 2Ad. devi ce mai ntains existing pairings 15 but

rejects new afbbS%Pt In e LiBsdd RbBe RAL! iMAGis, IHRO&H bl NBeRE hek-tisReds @Bk mum
nunber of allowed pairings per entry into the open node 404 may be user

conf i gur abl e rAaade #8§ anfldhe ner-Paliele medee24t the device maintains existing pairings
15  but rejects new attempts to initiate pairing.

[0053] The predetermined maximum number of allowed pairings per entry into
the open mode 404 may be user configurable and may, for instance, have a
default value of one.
[0054] The first exemplary method (FIG. 5), wherein the device uses a timer
20  expiry as the criteria for switching from the open mode 404 to the closed mode
402, may not be as preferable as the second exemplary method (FIG. 6), wherein
the device uses the maximum number of pairings as the criteria for switching from
the open mode 404 to the closed mode 402. In particular, in the second
exemplary method (FIG. 6), if the maximum number of pairings is set to one, the
25  user may request a switch from the closed mode 402 to the open mode 404 to
pair with a desired device, accomplish the pairing in a short amount of time and
automatically revert to the closed mode 402.
[0055] In contrast, in the first exemplary method (FIG. 5) the user may request
a switch from the closed mode 402 to the open mode 404 to pair with a desired
30 device and accompiish the pairing in a short amount of time. The device then
remains in the open mode 402 until the time expires, at which point the device
automatically reverts to the closed mode 402. It may be considered that, during



default value of one. [0054] The first exenplary nmethod (FIG 5), wherein
the device uses a tiner 20 expiry as the criteria for swtching fromthe
open node 404 to the closed node 402, may not be as preferable as the
second exenplary nethod (FIG 6), wherein the device uses the maxi num
nunber of pairings as the criteria for switching from the open node 404 to
the cl osed node 402. In particular, in the second exenplary nethod (FIG
6), if the maxi mum nunber of pairings is §?t to one, the 25 user may
request a switch fromthe closed node 402 to the open node 404 to pair

with a desired device, acconplish the E}rrr ng in a short amount of tinme and
aut onat i cal | ythedies petwsentiae cpBBletiomod eaespring aubBE 9Ring shiedsper, e the

first exenpl aﬂ&vré@?sh%eégés‘ém@utrﬁé‘rﬁbﬂé%rbe%Ydréé%ﬂB%%lt a switch fromthe
cl osed node 402 to the open node 404 to pair wth a desired 30 device and

acconpl i sh t h®OgAl r i g Frillustrates: in gresiandetsl, therdrelassemelilh ¢aviaentd? r emai ns
in the open iré’rqa)nH‘?rletﬂ@‘g)eHsrB? t@(gresggtzrn@qt%'n‘r& Q@ln%lehgﬁte‘agr( ,'[trﬁegt |

automatically reverts to t I"'osed nD be consi dere
during 12 6 t heireiene nobilewdenice H@%Hmﬂweieea nafbile IdewpenE)EnﬁglllastoatectheSexpi ry of

e et el DAY foldnd MAASRIRL IS PSS, by BT LS e fgY BL ed.

[ 0056] FIG 71 i'n greater eta ess
102 famli ardrisplam?EBﬁwrﬂch Asmefetablpa falhgraphiesos fl! doWéerdr@rmml Dieptay

hent cer 105, SLai ottt &R e fe® Doy et Rive S b it d8roRRbYig
;(e?/lboard 724) d@n?e @mtmn}im‘obe_mw?g&) réahodn&ph@maﬁ(%)unmms ﬁomﬂeﬂ erabl%/ a
bt el ¢ 8bumigtn ind Rovhionrd 224 SpTtR S RpaR 2B e midbgSon dop RS

m cropr ocessome7cﬂ:>%)ratim o hieavaisprRiyenPet hs el asitRe Bl érall ép&aticwupinednditilebet ween
t he keyboard 724 an(g%t he di sp Ia 726. The mcr processor 28 co%#rol s the
operatlon of FRecq} |r%{,eep?§se IRt %U%‘W@Qﬁ YRP NEERVROREHY 5t OY Re

nobi | e devi cgse]FOZ in response to, in part, actuation of keys on the
keyboard 724 E%é user. [0057] The housing may be el ongated verti cal Ial,
may take on ol0REY] si heshQusing sy bR lngatehyartieriNgorema 19" IBAEFIARS an

structuref. Jﬁkf‘pe‘é?%%fr@ J@rﬂsl‘?@b’hd%g{lgﬁﬁuregpfiﬁe%@b&%rb 9B 4KR¥ ineluaetaher
har dware or software, for switchin ween text
mode selection key, or other hardware or software, for switching between text

entry and telephony entry.
[0058] In addition to the microprocessor 728, other parts of the mobile device
102 are shown schematically in FIG. 7. These include a short-range

20 communications subsystem 700 and a long-range communications subsystem
702. Input/output devices that are distinct from the keyboard 724 and the display
726 include a set of auxiliary I/O devices 708, a serial port 708, a speaker 711
and a microphone 712. Other parts of the mobile device 102 include memory
devices, including a persistent flash memory 716 and a Random Access Memory

25 (RAM) 718, and various other device subsystems 720. The mobile device 102 is
preferably a two-way radio frequency {RF) communication device having voice
and data communication capabilities. In addition, the mobile device 102 preferably
has the capability to communicate with other computer systems via the Internet.
[0059] Operating system software executed by the microprocessor 728 is

30 preferably stored in a computer readable medium, such as the flash memory 716,
but may be stored in other types of memory devices, such as a read only memory
{ROM)} or a similar storage element. In addition, system software, specific device
applications, or parts thereof, may be temporarily loaded into a volatile store, such



entry and tel ephony entry. [0058] In addition to the m croprocessor 728,
other parts of the nobile device 102 are shown schematically in FIG 7.
These include a short-range 20 comruni cati ons subsystem 700 and a

| ong-range conmuni cati ons subsystem 702. Input/output devices that are
distinct fromthe keyboard 724 and the display 726 include a set of
auxiliary 1/0O devices 706, a serial port 708, a speaker 711 and a

m crophone 712. Qther parts of the nobile fevi ce 102 include nenory

devi ces, including a persistent flash mend y 716 and a Random Access Menory
25 (RAM 718, and various other device subsystens 720. The nobil e device

102 is pref easaliieyRAMIAIS- way muicaionrsenan Bgevripydbaarile devien 168 Wave
havi ng voi ce ai?ﬁ'ﬂe%?&r@d?@m@ﬁ'}\ﬁafﬁon capabilities. In addition, the nobile
e

device 102 preferably has the capability to communicate with other

conmput er systl@ASOVi d hetreictarrecasspr 728,00807itioptyr ks DPryalNG sieBJuReiaNs
executed by t 1.C IS 30, |y I ' conput er
readabl e nedi %bﬁ%su%’%%gggfﬁi&ﬁgaig a@ﬁ%&?ngﬁ%%?ﬁ@@g%ﬁrl%@/lﬁ%12?.0/?% i n other
types of renopreddevinees,sesatsofasmra apphchtions jhareonirgl bagirQviceropgrations| ar
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ile device als s . .
m)cr opr ocesso[tﬂ%%bWq?'tmr?‘?@}‘?r%“?é@e%ﬂt’ﬁﬁﬁ e @Ss%ns?tQ%{ ?‘ﬁ%f%*h%qu‘e enabl es

execution of BedN WaHieh aRR!bet &iriieianey) al giesdmbirferndeivh eearf@2r (AN

predeterm ned set of software applications,that con | basi.c _device
operation¥  RRIGAURN, MRYRLES ﬁﬁﬂHf'Eﬁma&H‘?cﬁﬁﬁuﬁ@ %%ﬂpaﬁ‘ﬁ?t'anésata

conmuni cat i ongrefdrREY capAEBf oAy bR hinkggatd Remsndichasderiaie 102
during manufacture.” [0061] Additional software nodules, |IIu$tr ted as an
ot her ~sof t war @eferfifSecalgndm evgAlse HORAYANesSHIeE rARPRITEEIENE: BB fems.
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manuf acture. The ication is preferably capable of organizing and

managi ng dat aitémenie,a wiielRsagasierapiworkdystagtly. thadaindiamarenagsd Pyl mi |
ot of or abi 1 capippEPEtin 2o dTieaty HiBoraict Syt bRRR MEF DAL MRE
carrier netwowkeleFs edrgeabetyork, véthathe anohilerdevicarifgapery cotiesponding data
items stored at, or associated with, an enterprise server.
[0062] Communication functions, including data and voice communications,
may be performed through the long-range communication subsystem 702 and,
20  possibly, through the short-range communications subsystem 700. The short-
range communication subsystem 700 includes a receiver 750, a transmitter 752
and one or more antennas, illustrated as a receive antenna 754 and a transmit
antenna 756. In addition, the short-range communication subsystem 700 also
includes a controller or processing module, such as a digital signal processor
25  (DSP) 758, and local oscillators (LOs) 760. The specific design and
implementation of the short-range communication subsystem 700 is dependent
upon the communications protocol in use in the network in which the mobile
device 102 is intended 10 operate.
[0063] The short-range communications subsystem 700 enables
30 communication between the mobile device 102 and other proximate systems or
devices, which need not necessarily be similar devices. For example, the short-
range communications subsystem 700 may include an infrared device and
associated circuits and components, or a Bluetooth communication module, to



15 PIM application are seanl essly integrated, synchronized and updated via
the wreless carrier network, wth the nobile device 102 user's
corresponding data itens stored at, or associated with, an enterprise
server. [0062] Comrunication functions, including data and voice

comuni cations, may be perfornmed through the |Iong-range comunication
subsystem 702 and, 20 possibly, through the short-range comruni cations
subsystem 700. The short range connunlcatlgn subsystem 700 i ncl udes a
receiver 750, a transmtter 752 and one or nore antennas, illustrated as a
receive antenna 754, and a transmt _antenna 756. In addltlon t he
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| ocal oscillators (LGCs) 7 The specific design and I nplenmentation of the
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102 is intended to operate short-range conmuni cations subsystem
700 enabl e8 30 conmuni cation between the nobil e device 102 and ot her
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the receive antenna 754 are routed to the receiver 750, which provi des for
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Anal og-to-digital conversion of

encoded) by the DSP 758 and are then provided to the transmitter 752 for digital
to analog conversion, frequency up conversion, filtering, amplification and
transmission to the personal computer 110 via the transmit antenna 756.
[0065] In addition to processing communication signals, the DSP 758 provides

20  for control of the receiver 750 and the transmitter 752. For example, gains applied
to communication signals in the receiver 750 and the transmitter 752 may be
adaptively controlled through automatic gain control algorithms implemented in
the DSP 758.
[0066] A received signal is processed by the short-range communication

25  subsystem 700 and is input to the microprocessor 728. The received signal is
then further processed by the microprocessor 728 in preparation for output to the
display 726 or, alternatively, to some of the auxiliary /O devices 706. A device
user may also elect to send data items to the personal computer 110. The data
ftems may then be transmitted to the personal computer 110 via the short-range

30 communication subsystem 700.
[0067] The long-range communication subsystem 702 of the mobile device 102
may be designed to operate with the Mobitex™, DataTAC™ or General Packet
Radio Service (GPRS) mobile data communication networks and may also be



the received signal allows the DSP 758 to perform nore conpl ex

communi cation functions, such as denodul ati on and decoding. In a simlar
manner, signals to be 15 transmtted to the personal conputer 110 are
processed (e.g., nodul ated and encoded) by the DSP 758 and are then
provided to the transmtter 752 for digital to anal og conversion,
frequency up conversion, filtering, anplification and transmssion to the
personal conputer 110 via the transmt anggnna 756. [0065] In addition to
processi ng communi cation signals, the DSP 758 provides 20 for control of

t he receiver 750 a t he tran mtter 752. For exa ains a |ed
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in the DSP 7?_|8%k0066 A received signal is processed by the short-range
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al so be inplenented on the nobil
device, the user may toggle the mobile device 102 between the Bluetooth off state
202 and the Bluetooth on state 204 and also between the closed mode 402 and
the open mode 404,
[0070] As will be apparent to those of ordinary skill, aspects of the present
20  invention are not necessarily iimited to use solely with the Bluetooth
communications protocol. In fact, aspects of the present invention should work
with any present or future networking protocol having similar discoverable/non-
discoverable and pairable/non-pairable modes.
(0071}  Advantageously, aspects of the present invention reduce the likelihood
25 of a security attack by reducing the amount of time during which such a security
attack may be attempted. Further advantageously, functionality of the Bluetooth
networking feature is maintained intact and easy to use.
f0072] Advantageously, aspects of the present invention aliow the user
interface experience to be unchanged while, in the background operation of the
30 device, the operation of the device is more secure.
[0073] Other modifications will be apparent to those skilled in the art and,
therefore, the invention is defined in the claims.



device 102. In addition, the display 726 may also be utilized in voice
communi cati on node, for exanple, to display the identity of a calling
party, the duration of a voice call, or other voice call rel ated

i nformation. [0069] Using the keyboard 724 and/or sone other auxiliary I/0O
device 706, 15 such as a touchpad, a rocker switch, a thunb-wheel, or sone
ot her type of input device, the user may toggle the nobile device 102

bet ween the Bluetooth off state 202 and the Bluetooth on state 204 and

al so between the cl osed node 402 and the open node 404. [0070] As will be

apparent to thos%lof ordinary skill, aspects of the present 20 invention
are not necessari1y ™ Finmted to use solely with the Bl uetooth
comuni cations protocol. In fact, aspects of the present invention should

work with any present gfok E{ etnén ﬁ%%wl‘tk:agyipéigs%ﬁmmulﬂ@widﬁg abh B @'

di scover abl e/ non-" di scoverabl e an alrabl e/ non-pairabl e nodes. [0071]
Advant ageousl y, &¥Bbeewpiding he present invention reduce the |ikelihood 25

of a securitysattack Qyidiessebhs hite iRWRKAkeQienticdBretidanriea fvhndemirguch a
security attack may be attenpted. FurtQﬁr_gﬂvantaﬁgousl%P f§nctwgﬂﬁllty of
the Bluetooth networddr§s fELYIGs 8nq RaITAG HEYF H8HCS WL FalFRyn @ 42005 '8 Uise.

[ 0072] Advant ageousl| ymasaispieitibied ohetidver preesestis repaientto establish @wvelebe user
interface experiencec%gwgﬁmgn&gpnged while, in the background operation of
the 30 device, the operation of the device is nore secure. [0073] O her
nodi fications will bereyes ealosebmedrosavhiskiflepeancies afhrot apannght®r  t herefore,

the inventiongi s defipethihdladdiéssGhdirEE and Bairifd i@ nBBnitidied Rhéres Rodedls
enhanci ng security of wreless conmunications at a deyice (102),
conprising: 5 provi di"REFN 1D FEACIFBAUCIERS WNTEHRIRUERLI es are scanned for

i ncom ng address i nader swighmgdropedatd dgged inslaitwsadevpananadet fevertingtpuest | ng
device (110) nmay be jniti r i . Y blish
Wi rel ess connunicatf%%f?”%%ggﬁﬁﬂﬁg%%ﬁiﬁ@?é%ﬁﬁﬁﬁédﬁﬁa&ﬁﬁ%ﬁ(Egggﬁgﬁ@%is are
not scanned for 10 i needkiegniackdnesker ohralingees and pairing is not initiated
when a requesg IS

2. The method of claim 1 wherein, in said open mode, said frequencies are

scanned periodically.

20 3 The method of claim 1 or claim 2 further comprising switching from closed

mode to said open mode responsive to a user input.

4. The method of claim 3 further comprising, after switching from said closed
mode to said open mode, reverting to said closed mode after a pre-determined

25  duration.

5. The method of claim 3 further comprising, after switching from said closed
mode to said open mode, reverting to said closed mode after completing a pre-
determined number of pairings.

30
6. The method of any one of claims 1 through 5 further comprising, in said
closed mode, transmitting a refusal message responsive to receiving said request

to establish wireless communications.



received to establish wreless comunications; and after switching from
said closed node to said open node, reverting to said closed node after
one of (i) a pre-determ ned duration and (ii) conpleting a pre-determ ned
nunber of pairings. 15 2. The nethod of claim1 wherein, in said open node,
said frequencies are scanned periodically. 20 3. The nethod of claim1 or
claim2 further conprising swwtching fromclosed nobde to said open node
responsive to a user input. 4. The nethod of claim3 further conpri sing,
after switching fromsaid closed node to $4id open node, reverting to said
cl osed node after a pre-determned 25 duration. 5. The nethod of claim3
further conprising, after switching fromsaid closed node to said open
node, reverting t70 sarttk mbtasest darde fatHee toro@igpigetdontingsail eceideag exidi ned

nunber of pairi nggquegétoto%stazé%ﬁé«fﬁrr%@agéd)go@rﬁ%rﬁ%io@e of claims 1 through 5

further conprising, Tn sai no ransmtting a refusal nessage
responsive to receiving said request to establish wireless comuni cations.

17 7. The nethog of ﬁe{%ﬁfh@dif)f‘érnwaﬁéoch‘PameH%rBQgH‘ﬁﬁﬁ?érQh@Qid%Qséecei ving
said request to establish wreléess communi cations. 5 8. The nethod of any

one of clainms 1 CRMBLGIRACNRET BIOH "AEFOIIMHBICBYYS: comuni cati ons are short
range communi cations. 9. The nethod of claim8 wherein said wreless

conmuni cati ons are uet oot hTM co nicati. 0 method of claimb
wherei n said predet e?tﬁen@ﬁtgﬂﬂg%'\éie mgfw bai %aﬁé;ulﬁ%'egsocr?ﬁnu}%sh%%ﬁ%%i l e
conmmuni cat i on dedwtoctiUZpmounpaticeeng: 15 an antenna (754); a
receiver (750)4q and
10 The method of claim 5 wherein said predetermined number of pairing is

one,

11. A mobile communication device {102) comprising:
15 an antenna (754);
a receiver(750); and
a controller (728} adapted to;
in an open mode:
instruct said receiver (750) to use said antenna (754) to scan
20 for incoming address inquiries; and
initiate pairing of said device with a requesting device (110)
responsive to receiving a request to establish wireless
communications; and
in a closed mode:
25 instruct said receiver (750) not to scan for incoming address
inquiries; and
transmit a refusal message to a requesting device (110)
responsive to receiving a request to establish wireless
communications, wherein said controller (728), after switching
30 from said closed mode to said open mode, reverts to said
closed mode after one of (i) a pre-determined duration and (if)
completing a pre-determined number of pairings.



a controller (728) adapted to: in an open node: instruct said receiver
(750) to use said antenna (754) to scan 20 for incom ng address inquiries;
and initiate pairing of said device with a requesting device (110)
responsive to receiving a request to establish wireless comunications;
and in a closed node: 25 instruct said receiver (750) not to scan for
incomng address inquiries; and transmt a refusal nessage to a requesting
device (110) responsive to receiving a request to establish wireless
comuni cations, wherein said controller (728), after switching 30 fromsaid
cl osed node to said open node, reverts to said closed node after one of
(i) a pre-determned duration and (ii) conpleting a pre-determ ned nunber
of pairings. 18 122, Aceappetresdabradadle comdhugcoomitaiaxetidable instructions
conput er - execut abl e instr i h . ne . C dn a
nobi | e communi ca? ?ag’nwr}fé\ﬂegé%me%%gé)éécs?g%dé 'M%E@%'%s%@%%g?%ypqeg%gﬁ%%? (ﬁ%a;arret hod
of any one of cl areressortoimb@meBt thg methogi of eheere eietaitoy ktoc®npri sing a
plurality of mnpbile conmmunication devices according to claim11.

13. A wireless network comprising a plurality of mobile communication devices

according to claim 11.



