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Process Control System and Method Field of the
I nvention The present invention relates to a process

weewnadesyst em and net hod for nmanagi ng an aut BOBAU2007/000461

system particularly, although not exclusively for
managi ng an automation systemfor use in security and
situational awareness applications. Such a system
provi des for the | ogging of data, nonitoring of the
PreceSsICsitroES e ntahdMettfodont rol actions at a | ocal
| evel and at a wi der |evel. Throughout the
specification, unless the context requires otherw se,
F,@mmhﬁ,@ﬁgbhse or variations such as "conprises"
or "conprising”, wll be understood to inply the
inclu3|on of a stated integer or group of integers but

rBSorX VRIS @fai88Yid gioéé’ése%htref Sy5teP &fd method for
|nt gers. Furt er nor e, rou hout the specification,
mamwsgtae @otamston esy;atems mrlheulwly,e altheeigho inot exclusnvely for

ncl.ude" or variatio

| w " . ]
miafgilia an, 2utgifiec sTERat 16 u8S in e, 2 Situatiopal gareness

Aplidatdr. eeubnteeg%teﬁ{ pE6\AEEs fr het I8geing Sludat0imddi®ring of the
excl usi on of any ot her |ntaéers or group of integers.

U staie @nﬂlrautmnétlc 6PNQk aryioms i @s’@ﬁ@ide\tﬁ| angleat a wider level.
background of the invention is intended to facilitate

an under st andi ng of the invention. However, it should
Puougheuwicthe spetifieatiarheurlese dbsi eantext resuirgs otherwise, the word

PR AR TS SR AR RorThrista’ of Wuirishit?, WA 2 hferstocd to
igpNettRl inkhedrestae stfted teger sogrosils dfliedgers bliendtrtheigxclusion of

any jurisdiction as at the priority date of the
appeiheninteger arraseepOf jntegeiScess control automati on
systems are nobst often designed as a conplete system
with a systemw de self contained control problemto

hatheymaosg, WOlﬂg{@ngge @.pecmﬁamvwlg%H@Tgontlepg’@requwes otherwise,
tga”ﬂ}o% ©si QXIPHS m qu{? 16@56 Vil dn GaanRe) Lﬁfe'ssegr a‘ﬁgzludbn will be

oade 0 a Cco vice sulch as Pr og

UredprstoCd rtbriniphethd ifelusSion oBlaCﬁatedetégerlorsgrbuplafriniegers but not

not e@@}/ f or nglo ees in an enteriarlse to use. It
HESXCRISITEPIRRNPINED INIRSPTS QIEHRUR AV INBIRRENt . Typi cal

systensare often installed, maintained and adapted by

speci al i st engi neers and used by
Background Art

The following discussion of the background of the invention is intended to facilitate
an understanding of the invention. However, it should be appreciated that the
discussion is not an acknowledgement or admission that any of the material
referred to was published, known or part of the common general knowledge of the
person skilled in the art in any jurisdiction as at the priority date of the application.

Presently, process control automation systems are most often designed as a
complete system with a system-wide self contained control problem to be solved
by the system. In known systems, the complete system design is well
characterised and downloaded to a control device such as a Programmable Logic
Controller (“PLC”). Such a control solution is not easy for employees in an

enterprise to use. It must be relevant to their work environment. Typical systems
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techni cians. Furthernore, such systens are usually
i npl emented as | arge centrally managed networ ks whi ch

wae@7hasee and unwi el dy to manage. A decent r al PEEAU2007/000461

approach is to network together nultiple systens to
forma 'network of networks' so that the systemis
nore nodul ar. The present i nvefiti on describes a
modul ar approach to the problemthat is neaningful for

areeotien firstalied, peeiptainad dingrasianted dyespiaiafist impgiesreand used by
epite,, {FORbalmo R Siotd Bl e PBHT ifiperted 2o large

'éérﬁt@éﬂgpirﬁéﬁégéwﬁfmbfk%_f WVHIHE HEPRIrge cany stign@ldyorto manage. A
Closed Circult Tel evision , Securit

{ { " CCTV") ] , ‘
peeentralised anpreatisis tauiatyp og&ﬁmgm*ﬁﬂ%&ﬁ%m dp form a ‘network
%)rphét\/\llo??g}ottﬂaf té%t@rf\qs | R¥dGap! *f'ﬁ@ rdrggerit.r?n\%rrﬂ’l%h describes

o Unity di'sparate syStens. The present invention
avrodaarappliaghvibtthe anoElearhihaé & meantrdyitl fontHe differantypeople and
di fferent sources of information and control and yet

pounsRicessingiie SYR8Gd even by staff who are not

engi neers. International Patent Application No.

PCT/ AU2004/ 000243 descri bes a process control system

HheeaUritamsuint @fnes @Hmraav%apgﬁ&%%ssyx%t@ms afﬁegi%trememenfed
p 1] i r

IR GHAFEREC SOIRRLE. MR o Noh s for Closad

Ciropit etlevisior t(t(CCTWE), pecyritpnpeditien, aadndmoig, itpilding management and

A SRS S FUAD ST B e
spiEhls. ONRe MrdsahtanleidbldreBmes! IRPWIRAL AP BreHiidiuré gﬁat unifies

peri pheral devices can be accessed by users through
masny diferent abursessif érforrpationeand egnti yetdgsimpleitarbe managed

I .. Th i devi i
S P ke e A BORBR R at 1 on i nf or mat i on and can
transfer data to the programuabl e aut omati on
troll t t i onal P ' ' .
BB Rh8L P AR B, Nt PRI Msarpgs, , process
abftrel BpétBAr dnd whirtihGEfoptendbutdey i steh ar system.  The system
controlled by a controller. The pr)‘erl pheral devices are

Fe@dr ie@s gawpmrammﬂtaéﬂ@maﬁoarc@ Hpﬂgnﬁ@a has @ne or more process
RL&ET Bﬁhéﬁéraﬁ‘adé{ﬁcfes EBGHieRCHBR @l FRY! SRgPdRnable automation
ani que hierarchica

controller can be configured to define information about the peripheral devices
including trigger conditions and alarm conditions. Information about the
peripheral devices can be accessed by users through a user terminal coupled to
the programmable automation controller.  The peripheral devices operate in
accordance with the configuration information and can transfer data to the

programmable automation controller.

International Patent Application No. PCT/AU2005/001314 describes a process
control system and a method in which peripheral devices are controlled by a
controller. The peripheral devices are located in environments that are arranged
in a hierarchical nature. Each peripheral device has a unique hierarchical

identifier depending upon the environment in which it is located. If the

- environment changes then so does the unique identifier. This unique identifier

can be used for control of the peripheral device in accordance with its identifier.
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identifier depending upon the environnment in which it
is located. If the environnment changes then so does

wo b@7anideue i dentifier. This unique identifierPCEHAUR®I/000461

used for control of the peripheral device in
accordance with its identifiergDi sclosure of the
I nvention In accordance with a first aspect of the

@;{‘?gﬁ#‘ éoﬁ%ﬁ.‘rg‘n%ng E‘ere is provided a process control

rising etwor k of sub-networks, each
sub-network conprising an automati on server having at

5 32hey 08 b Aol Apesh, B The i el FiyBhfony g js provided a
pRycebd eoptib PEPEIERNCEApNSing anAetitk tof @uBknatabeks, teeh sub-network
network further including at Ieast one network server

GPMRTging ek align tS@r\fﬁrr{@aVIr&@b| eaptiong pedpherql device coupled
{’I’tét‘? t%bénsqw%bmy?étgest&léHQHBF (%’ ﬁé é’%tltoh'dété the automation
ne a eas

to one o one ne
servee ramdf eddlbonatJdatmtthe nnetf/vodlatfarthéte rethading eat, leabe oae network

| east qpe network server operabl e t
aSar Ao ALIWA HoeT SETBRELBOUORa RIS, Saflyaereby each of the
bﬁﬁiﬁ%ﬂdﬁ 86nehs WARRRNGR F\é‘t\/\ﬁ)rﬁuigrdoﬁﬂlé’din @Bngn@foft R 8t least one

[ east one network servers to the selected automation

setwark sew\aass &hycarhmusiationed data thenebesweser ther ati lsast one network
uerl t he, net wor k. se s, of th

Beer BNt So RN Bh S Ryate fxBbd §iotd Blsucttpl Algorgtion server
ﬂ@hsﬁiﬂécﬁlﬂrr\é%éné@t@ﬁ Qﬁéb}' ﬁ‘ofrpoﬁél Bf lhedaslehsicéesnetwork servers to
autonati on server on the basis of a natch of its

the: selesied caufostiont sarvgsoyrhasaby dhel seteciash automation server is
QU BY i€ blwdR e o i aci of BRAbGARS, St on
server on tlhe baS|t§ of |ts neaL | ocation to a tsel ect ed

n I
PEORIAR Fieot8 o hBrat.least Shg ustuphl Seliis dh etk fo query 2
guRICIiedR auRNHtRACISATEr Quethy Mm@ldf aAtHaeermof @8 Isedticer ® a selected
Alternatively, the one of the at |east one network

gepgephigal lq;aélpamﬁétemawe&h dhe onered togi 8t yeagk ope network servers is
Bﬁg?ﬁﬁéﬁgﬂé‘&r %( sbRchf| SSHORThRN KRRE! G HREDYSE Bf lfg etaF focation to

east one ne mork servers 1S opera
tarsetscted gebgrapldea) Idpatisaquenti al |y pol |ing aI !
automati on servers. Preferably, the data received by
the one of the at |east one network servers is

Preferably, the one of the at least one network servers is operable to transmit the
query as a broadcast query to all automation servers. Alternatively, the one of
the at least one network servers is operable to transmit the query as a broadcast
query to selected automation servers, or the one of the at least one network
servers is operable to transmit the query by sequentially polling all automation
servers.

Preferably, the data received by the one of the at least one network servers is
stored locally at the one of the at least one network server for subsequent access.

Preferably, the one of the at least one network servers is operable to emit an alert
in response to the receipt of data from the selected automation server.
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w0 b@7ats3beast one network servers i s operabl e POI/an2a07/000461

10

15

20

25

an alert in response to the receipt of data fromthe
sel ected automation server. Preferably, the process

control system further includes a configuration server

i t to th . .

BB B 1GoER $Bhifof SHeERE Mt Mishubfese epnfiqupstion: server
girovidee infthdatetwerpantesbUplednauhe Rib-0stwerky @hd Bk at least one
tngei\g 111(2 net rks thereoB such that one of the at

pr Ropierags pEFata exppytadhfipm avtomationeservees of the sub-
f r ces
&éﬁ{"?%‘@qz‘?ﬁ“é*m%ﬁ?‘m Prd R ot Tkt SR kol GaBbr R berable to
petievecata ﬁonhmerm:tnﬂgulﬂatmcbarwpl ed to the
sub-networks and the at |east one network server, the
processi ng server being operable to query sel ected
&U‘Bfm@blyo rthe eproeess ofortitod systeme funtiersinciuddsuat PRicessing server
proc&(? Eata Prkeferabllé he automati on server and
PREVIdRT JR ftRe Jstyark apd co '?f[nt% Q@ spernetpioghsepag | the at least one
nRAVORt iy e r 4%y 2 S a rﬁi@ﬁ oR.S
and i ncl utaﬁzes,lso%ﬁgeoerb‘rgreore pe?iéiglﬁgr g?i‘?\ge\% ces Igogol ggw selected
Bliéraeiion servetvotihecribamativosksfer durthersrecessad cﬂéta
present invention, there is provided a nmethod of

process control using a process control system

&ﬂfﬂr ally nipecautematiok sefves @indrthe watsrk saodr srela siegkosdrver.
conpri sing an automation server having at |east one
peri pheral device coupled thereto, and havi ng data

$refiesably hthecostwoirk s ndir g olpemilém alaatdrastioerver and includes
automati on server, and addit E%‘%dat a, the network

PhF &HoteReTiphery quéa{‘éjtu ®i@or k server with a

‘network user termnal coupled thereto, and whereby

ggch of the auytonation servers within the network is

AFPYUEaNEe gHib BrsecARd asppebet thenkresentisvntien ibete fsoprovided a
HESTHYA OF B @Rs @bnlBE ?ﬁlh&% ﬁ@é%@&tr&l% sfEh %89\‘”'?\%‘1 a network of

i ncludi ng the steps one o
subdelwos, secly eub- \mhwotkecdn’apnsngfan aetohcai'@hl seivelahaving at least

t on of a e of | east
e IeBPTSHD Weblttralbid Fidvele. i iBo et sres dhereom including
fotativh afethifen tﬁ@rawfmétrcﬂﬂ%wetr%d BdBi%HQEé&tat Mnd '?1%twork further

uer fromone of the at | east one network servers
(ﬁ oaleash e \network server with a network user termlnal coupled
thereto, and whereby each of the automation servers within the network is
coupled to one of the at least one network servers for communication of data
therebetween, the method including the steps of: querying one or more of the
automation servers on the basis of the location data by transmission of a query
from one of the at least one network servers; and receiving data exported from an
automation server transmitted in response to the query from one of the at least

one network servers to the automation server.

Preferably, the query is on the basis of a match of the location of the automation
server to a selected geographical location. Alternatively, the query is on the basis
of the near location of an automation server to a selected geographical location.
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the location of the automati on server to a sel ected

w@ewgnaphé cal | ocation. Alternatively, the quePgT/AB20M000461
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the -basis of the near |ocation of an autonmati on server
to a selected geographical |aqantion. Preferably, the
guery is broadcast to all automation servers.

| ternatiyel t he ,que .S, b . te .
SRR SHBLer 8 SHBE PP BURRALE BRI Phtomatiey, tho
(ﬁ’&’érki i8hrehdeddt t8WasEbd autematien sertsref er ahé yjuends a sequential
od includes the step of storing the data received

me

pylling ef athautsmatiesn sarveast one network servers locally
at the one of the at |east one network server for
subsequent access. Preferably, the nethod further

Prefewids the smaibes inclitdes e siep ohstoringbe diatp reesived by the one of
t ti f
Al Eﬁn%ﬁﬁ%tﬂo@é%eﬁ%}g ilég%h)gﬁf Hrich %ﬁg?mfﬁg’ at least one network

s&iver risopsdalientfacesss.he configuration server.

Preferably, the nethod includes the step of querying

sel ected automation servers of the sub-networks for

Prathly, ihecessrsll flattor iholudes ahdateps of tstoring bitadexported from
aspect of the present invention, there is provided a,
BEtOMAtONSRF VTS ofdhe subraraeske B8R & epnfigpeation sever provided on the

R S T SO

automati on server having at |east one peripheral

e R SR 9 g0 g encrs
setheesuRnStwils fardoahedaiogessdbdalat wor k furt her

including at | east one network server with a network
user term nal coupled thereto, and whereby each of the

A REBIdaPBeSOIY & thid BBpéctt dietheepmssickt iisvetttiop| ¢tkreois provided a
one of the at | east one network servers for

el SoRYeTORT BPrasess eoriFdsyslsrine WAk seyF being provided in
e r s 0 ive. .d
A It P S PSIoPs RAT SU bR R EKBriERf TP BRRhAon server
hevingnae ldast angupesiptisraindenieeofoupied ahetet@sandrwving data stored
mation seryve

networ k, servers tqQ the, sel ected, aut -
AhieeDy ingliisng localien Sid e AvtaBRUEH spivey Ay dijgnal date, the
:ﬂé B&tfﬁﬁhbr ﬁﬁ[ﬁéﬁﬁg an1dR¢ oRBTetwdik $&19et RAAtd ABVRRK Jser terminal
referably, the one of the at |east one network
seupkadsthesetopendwhereby @ashyofdhe automation servers within the network
is coupled to one of the at least one network servers for communication of data
therebetween, the at least one network server being operable to receive data
exported from a selected automation server transmitted in response o a query
from one of the at least one network servers to the selected automation server,

whereby the selected automation server is queried by the network server on the

basis of the location data.

Preferably, the one of the at least one network servers is operable to query a
selected automation server on the basis of a match of its location to a selected
geographical location. Alternatively, the one of the at least one network servers is
operable to query a selected automation server on the basis of its near location to

a selected geographical location.
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sel ected automation server on the basis of a match of
its location to a sel ected geographical |ocation.

w@\doennbé vel y, the one of the at | east one neP@DAK2007/000461

servers is operable to query a selected automation
server on the basis of its negp_l ocation to a sel ected
geogr aphi cal | ocation.Preferably, thg one of the at

I ' ble to transm t  the .
EA8RLB0 RSO R 1B ) S8 B bt ATt RS et the
Aueey asbibrebycasth@iepN® Alf alifdtndtion £A6ErsONRIBEWRIN the one of the
%F vergi S operable to transmit the query as a

5f NGhWPRK seivarisapesablgde dransminthectussy @,Sbalabrotaldeast query
tar L$..0pera to .
19858t dd Sy e AR A e BF Y A TR S s

apemhi¢ iotransmitéhes qu@ryetbyese@.hehtidllg ®ofling if adtbmatibn servers.
| east one network server is operable to emt an alert

in response to the receipt of data fromthe sel ected

Buefenatly ofmesate of thel at leasiosne netvavktderder 8 WpdhaBIB A8 @mit an alert
of the present invention, there is provided a
ELIRSPGOPS 16 16 tsPlRbof datH oy seslodion BHtmalan semvet he
configuration server being provided in a network of

ub- net wor ks, each sub-network conprising an _ _
ib@&ﬁ%ﬁdia@ﬁeé’é'm@rfoldahi aRpest of dae toresrntgaventiosy, dhere is provided a

i ) t j ta stored .. .
S5y S el AR, o i soer o
peovided aind aadubtivodnabf Cﬁlbanettf\lgek@e@aﬁhk_s?ﬁln@t\ﬁbqk co&nprising an
[ [ t er w a networ
AU ST sRrer SR P Rarloons BmiPHARel deyice aeRRd thereto, and
RHVIAGRIAtE BtSrRERERON, TkbIddi fo\ﬁ%é‘ta'fﬁ; g%ught%%étﬁn server and

R
one of the at | east one netWwork servers (
adeiionakdaliao thehetieork funibeelirtluding, atvibasteome tedwork server with a

R RC8 RlgtficFaniEe dBPRIECArd, Whebic eaehgs! die automation

gatvere it 8 HeOrrRYS Qﬁagie@ntost%é/ BF thePhbi 1Mt one network servers
sub- networ ks t hereon, such that one of the at | east

BfecoMslitationr pbdata sthepahedveen: wheseini thee coafiguratiom server is
LASIEAG Y SHLBAVREY B 1B, ATBSUNE AR Sl By storage o
gatac exponted S@iny eutdraation Bepess Sofcthizt §@h-nsWedRE) theR®N, such that
rocessi ng server being provided in a network of
gﬂﬁ-f‘f@\ﬁogk A NP SEBYOTKL SRVRIS npPREAlig tarretrieve data from the
URIBGSsREYCr having at | east one per pher )
In accordance with a fifth aspect of the present invention, there is provided a
processing server for a process control system, the processing server being
provided in a network of sub-networks, each sub-network comprising an
automation server having at least one peripheral device coupled thereto, and
having data stored thereon, including location data for the automation server and
additional data, the network further including at least one network server with a
network user terminal coupled thereto, and whereby each of the automation
servers within the network is coupled to one of the at least one network servers
for communication of data therebetween, wherein the processing server is
operable to query selected automation servers of the sub-networks for further
processed data.
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havi ng data stored thereon, including |ocation data

for the automati on server and additional data, the
wmedonarised urt her i ncluding at | east one networ RCEAU®I/000461

with a network user term nal coupled thereto, and

wher eby each of the automati on, servers wi thin the

network is coupled to one of 'the at |east one network

servers for comunication of data,ther

b . .
i el of e BERSoRG IBeTViEn. RS latho vEaTY o5 aphlied to a security
lﬁ‘;a‘tﬁﬂ AYLeMed QrsS Sbé(rr%glé??lf fIé)ﬂSlllﬁP By réﬁio‘()@ﬁé( $dti®'decentralized

er proceése dat a exi bi I'i"ty” of the present

arrd/enemtmh,zeﬂarmamgemelyt vdreh ewlatled tBy ar@mowngt yihe need for
aut onati on ers, t|on

S BaRI LR Gbeefiss. AelSls B ReH A P Biordar Sylibms thatis

GEVHIPRERE thSe Bith FEURMihNexjdifiseTRis @haplésbsysten® to be easily
re-engi neering, there is provided a flexibility to

adjupteds fort differemiathriest devels vand tpyetatoridven qoweao pAgTations where

i L R T R

oper ati ons where d| scrimnatory information capture

i t Brief De t f the Dr
g HleScRilol oI BrRkinBS now be descr i bed, by way of

exanple only, with refer ence to the accorrpany| ng

ﬂ\? Yfgq%%ém %ve\gﬂqoﬁhwfur :f?ﬁ oﬂ?ﬁ%‘ﬁ}e%g hb;é V}S?X) @é( ngample only, with

FABIRE 16 Y19 Qﬂéérﬂpélgﬁﬁg@?é\ﬁlﬂgw dfwamhaspect of the
present I nventi on; I gure 2 1s a schematic

illustration of a second enbodi nent of a process

Fflf;ﬁ?é of |S§3é55¢9f€rh§t|@¢lﬁ%h‘§ﬁ€ﬁ & s BrbDRRRENODS tahﬁrocess control

ent 1nvention; Figure 3 is a schematic
systest inatacordastceavitthan aispatiofithe preggntanyandions s
control systemin accordance with an aspect of the
present invention; Figure 4 is a schematic
Figunst ista snhmmaacﬁlmatmhoemwsmw embadjmentesfsa process control

Sydeanin Sk TR RS sreos o'hy edrliftoR. |1
illustration of a fifth enbodi nent of a process

trol t f th
Gt 5SSt RGTEB5E T el ik e Brasese ool
Sy SeAPInta Hfd A RO BRERDeBLLIPBHrESENTRerRIb;

Figure 4 is a schematic illustration of a fourth embodiment of a process control

system in accordance with an aspect of the present invention;

Figure 5 is a schematic illustration of a fifth embodiment of a process control
system in accordance with an aspect of the present invention;

Figure 6 schematically illustrates a simple querying process between network and
automation servers;

Figure 7 schematically illustrates a publish/subscribe querying process between
" network and automation servers;

Figure 8 illustrates a querying process used by the embodiment of Figure 2;



automation servers; Figure 7 schematically illustrates
a publish/subscribe querying process between network
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queryi ng process used by the enbodi nent of Figure 2;

Figurg 9 is a schematic illustration of a sixth
enbodi nent of a process control” systemin accordance

. .aspect of .tk resent, i nyention; Figure 10 is
f‘é@ﬁﬁé@i% seherpatic E'qugrﬁ%sﬂ of %r%gs%ﬂ%%m%ﬁ ofya tspgess control
sysidni h ScR@atidd WithReh Sddcfbi MRAre8BM IRQBNRIN:
operating as a security automation system and Figure

11 is a schematic | ayer nodel of the security

. d , : _ . ,
T ErRH 0 PP S Proias Al SYstefilpseg i @ securiy
500 %ﬁuaaﬂn@lrﬁwimnmmt opetdtingprses saturity\aeimdmation system; and
conprises a network 100 that can be accessed by one or

more users. The network 100 includes one or nore

iriguierk! isea sehamatia layet model f thesecarity automatiss sY8@m of Figure
H@ the enbodinment illustrated in Figure 1, the network

100 conprises three sub-networks 200; each coupled via

a router 300 to two network server 101 and to the

her. sub- net wqr ks, 20Q. ver, it should be

g’?&zM?%%&ﬁ%é@#W@%&%gggﬁnvgmonet wor ks 200 can

vary as can the nunber of network servers 101 . Each

?Etmork serv 101, is coupled to a network user

r
AP s f@ﬁﬁ%lﬁyﬁt% 0D erfs GRaembndiniest drthe teesent invention

B SOl G0 N Pan!ih Shes3eBEVER O BpRdpors

configure the network 100 as will be described in

THERARPHCA) oA T RIS Sy M o more

a Vi sSua

networks a20@xahplthe embodivherstc ilestratebhén rEGURY K, USHR! network 100
ftcerm'.nal 102 al so .incl uggﬁ a suitable processor 107 to

QUPriFes Heg AUb-tefwere 895 erchwrewpled ¥ia atrauiar 309 ipefo network

$8dver 10N aarits® t_ﬁ@cbtﬁ@lleé hefvétks e qu\hégérklit%%md be yinderstood

termnals 102 is wel nown to persons ifle
that thadyeber abtsubenalwodts BOA ¢an mapy srdadrethaleuaber of network

ESR,%ir@qofocept as is relevant to the

Each network server 101 is coupled to a network user terminal 102, such as a
personal computer or other suitable user interface, which is accessible by a
network user 103, and used to access, control and configure the network 100 as
will be described in further detail below. The network user terminal 102 may
include a keyboard 105, and a visual display 106, with, for example, a touch
screen. The network user terminal 102 also includes a suitable processor 107 to
facilitate data communication with the network server 101. The use and operation
of such network user terminals 102 is well known to persons skilled in the art and
need not be described in any further detail herein, except as is relevant to the
present invention.

Each network server 101 is also coupled to a network server database 104:
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present invention. Each network server 101 is al so
coupled to a network server database 104. Each network

w@eovars3t®l may al so be coupled to an opti onal P&l/an2aongoo461

device 108, such as a cellular hand-held radio
tel ephone or other suitable deyice, for providing
alerts to a user. Each sub-network 200 conprises an

BCRTRuER S8 0T 50y B5R54 60 5Tl Biohal atering device 108

8lh seahcéliuldr MATERIAI ra8RBIPONE or el sifitdbie8b@cd'SBF providing
interface, for use by a |ocal user 205 to access,

adaitste1a Heer confi gure the sub-network 200 and the

peri pheral devices 203 provided therein. The | ocal

user termnal 202 may include a keyboard 208, and a
Hashasulthefwarl 206 comiprines fasr aloumation serves R soupled.to one or

I I e ermal 202 al so,incl udes itabl e
DR PRI B Al LRI AR s @ personal
cbmpatérosmbinen stftabier ustd interfbbe, fveustnBy ePRcal U 265 to access,
such | ocal user termnals 202 is well known to persons

SRNPle@nin CORBguer thin UReRefwRBt 200 gk ithe egeriphesaly devices 203
BiSURGY URTLR,| TRE LR ps B R DR by IRNLAES ATfaR 200, and a

gistiahdisplayrd0&; dvithy focexamnple, atencipssreetC Tivd Rcal ugdrderminal 202
The automation _server 201 conprise

) curih}/ devi ces 2! . SES .
ingludss 2 suitphle pProgassOrs2Gy ipyéaciitais dafricomoiysusation with the
' t r ] ' t : :
STt Lokt BTGP Sl s gy s 202
2@l kimwn tck peesonarskdled infthéartrand meleddnaigheadésoriibdoin any further

remvabl e hard dis¢ or solid ate nory neans.., . .
SRS T nssPhetalds Viosr 203 (A Peranaipdiephioital devices and
caAl indluag, Gl fre MY RRSE tol REARIrEE 38MsHIS] /a'cﬁﬁt&%f %nd security
The dat abase 204 stores data and information for use

BeVicRe. aut omati on server 201 and incl udes

configuration and other data relating to the

automati on server 201 and peripheral devices 203
dbepRutPmatigretserderd 20Hi compaised emexpary: quiotessimdgemeans, storage

B Ot =8 € e R RS R edh R h w11

be described in further detail bel ow.

Storage means includes a database 204. The database 204 can take a variety of
forms including a fixed or removable hard disc or solid state memory means.
Similarly, /O ports may take a variety of forms including cable, wireless, infrared
and PCI/ISA card. The database 204 stores data and information for use by the
automation server 201 and includes configuration and other data relating to the
automation server 201 and peripheral devices 203 coupled thereto and which can
be exported to other automation servers 201, network servers 101 and other
servers provided within the network 100 and which will be described in further
detail below.

The automation server 201 is in data communication with the peripheral devices
203 and the local user terminal 202 through the 1/0 ports, as well the network
servers 101 on the network 100, via the router 300. The local user terminal 203 is

in control communication with the automation server 201. The automation server
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The automation server 201 is in data conmuni cati on
with the peripheral devices 203 and the | ocal user

w0 esomitngsbe 202 t hrough the 1/ 0O ports, as wel |l tPEI/AU2007/000461

network servers 101 on the network 100, via the router
300. The local user termnal 203 is in control
communi cation with the automation server 201 . The

t.ion server201 i.s in control conmunication wt .
1 TR Rl Ghiawutatoh VIR {he < SaNBeRRh AR McamEDS. I this
@Bﬁb@ﬂkh@'dﬁ@@ﬁurﬁo‘hﬂﬂ @8mh'§1rﬁ6é°clo% é:hfé’\/%h’lgt rou§h non-proprietary

non- proprietary communi cati on stan suc
rommMpigaipBsigadatds sushels Ta@JIP/diPr@nchiuemmm 201 is

coupled to an optional alerting device 209, such as a
cellul ar hand-held radi o tel ephone or other suitable
(‘feﬂﬂhc@tomﬁﬁt)n servetg0iviscoabled to arvoptiorss mlerfihg devical 209, such as

th nb d t d
U2 BEu 38 BRI Sl B B TRS LRa5R, ASle el e ceiver
\alnrtsitot@uggn dent to the person skilled in the art. A

| ocal user 205, who may or may not be a process
engi neer or other simlarly skilled person, installs

Mkl lpBer @éerdevinfs 22)@3 iRth R oRRmb A4S g%&%iﬂdt% galn computer

user 205 then installs the autonati on server
dicallyfataadadreanfigoationoes wodld béevident ko #uw persoasskilled in the
@ﬁﬁessary to secure data and control comrunication

bet ween the autonmation server 201 and the periphera

devi ces 203. The local user 205 is then able to

A2 biopLtg, 308 BHb IR . oY Ibiohsic cuBiess SoaBepp Baother simiarly

skitled %@'ﬁszﬂxeﬁstéllsﬂgeﬁ;ﬂﬁéfﬂﬂﬂévm%%g%@ d@@lré@%c"}#lbﬁgat'r'h‘énlocal user
server 201 by appropriate inputs via th user

?Qﬁrﬁ“ﬁ%l'n%éﬁs thepaetoguatian serven2fledan adn.iltlosalrdnswed Iocatlon and

e fi t nvi r onme
B SPER el sl sy 8 5O it S "SRR cimumication
tetveedn the autdmetionisegvetatali dind e pripHeral dbvise 20 Vi ce
203 in the manner of "plug and play" known to persons

skilled in the art; > defining communication channels

rre.emem dder 2065 isptiesrahbldets ESnfidfide ANE AUfSMALIGP BHR™D01 and the

serve ? dl
perlphera evices 203. Configuration commences with the local user 205

executing software recorded on the automation server 201 by appropriate inputs
via the local user terminal 202.
Configuration includes, but is not necessarily limited to:

> defining the environment in which the peripheral device 203 is located:

> detecting and storing details of the peripheral device 203 in the manner of
“plug and play” known to persons skilled in the art;

> defining communication channels between the peripheral device 203 and
the automation server 201;

> setting operating parameters for the peripheral device 203 as required;
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> setting operating paraneters for the periphera
devi ce 203 as required; > defining any trigger
wa@oodittizens for the peripheral device 203; > dedT/AU2@7/000461
any alerts and alarnms relevant to the peripheral
device 203; > defining and sggfing control actions
and/ or sequences for the peripheral devices 203, as

| nPordiaiing,af e SpArRaRe i Ve bS8 9% 205 i ng

geograph| cal information relating to the |ocation of

S b AT PR B SR Ak o

an alter natlve enbodi nent of the invention, ot her

| e.configuration ses cajy) be used as
S RTin ARg e ERg om0l Belings Ardlonspaiites [R5dhe peripheral
the Qﬁé %%Steﬁereﬁgfrgam' on server 201 and the

peri pheral ‘device coupl ed thereto. Data regarding
the configuration is stored in the database 204 as

neg 'd@fﬁ%oigﬂéf %ettfnﬁ d%[iﬁreﬁm% dg@ir%\ttlf)ﬁffof e edé?g%%?él%vice 203;

t he .environnents e perip devi c
provided therein are organised in hierarchies to

553 SgTfiF bR YO E ] I BELtalSY o poronors
f 1 exidawcead3usef ul control functl ons. The peri pheral

devi ces 203 may have their control actions dependent
upon and ordered with other devices and trigger

condi ampother fardmeleraot inftrenation relevand ép thedperpheraldevice.
envi ronnent in which the peripheral device 203 is

| ocat ed. Each peripheral device 203 has a hierarchical

Indeimt iditefiaties ephidathehhesfehd Ninvehtioh, defHenesuitdise conflguratlon
peri pheral device 203 in terns of its_environnment and

RIPEERET saPbRtUsedTas i5 knawm i Retsans tdlad inithe arg depending upon
%nﬁétaw fe gnd 58 fo‘?ﬁ&ﬂ)r?gerr\/?fa ZQWt%{HeOBeﬁgﬁe}/rﬁf dg\%es %@ coupled

|'ShS COnt T ol SEqUEnC s Vi Ng
therefodevi ces by deflnlng t he dependenC|es betmeen
devices and their triggerconditions. Changes in the
environment (and therefore in its identifier) can

Dateg gegardiny tivd caefigortioanid/ stored sedhendstabdsea@04oas mentioned

to be Initiated under control of the
above.

In one embodiment of the invention, the environments and the peripheral devices
203 provided therein are organised in hierarchies to assist a user o manage and
configure the peripheral devices 203 as a process control system and to deliver
flexible and useful control functions. The peripheral devices 203 may have their
control actions dependent upon and ordered with other devices and trigger
conditions. Control actions may also depend upon the environment in which the
peripheral device 203 is located.

Each peripheral device 203 has a hierarchical identifier associated therewith
which defines the peripheral device 203 in terms of its environment and sub-
environments. This hierarchical identifier is generated and stored at the
automation server 201, and allows control sequences to be set up involving one
or more devices by defining the dependencies between devices and their trigger
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linked to the hierarchical information and is stored
in the automation server 201 ,44s part of the
configuration process. As mentioned above,

devi ce, 203 can. .
SO LR S8 BB R BB o 2 i) can e
mcmtrot aetioniepnesrd abh@dnce 8f bblichd & bRALABRIE URder control of the
control sequences, trigger |evels and dependencies on

FUtnatien seper 28danmlery witht eaniral metions infqrination@bolt the type of
(RIS SpQ%UBHS Bgr%mét#%q%l)d ?@%@%?%qs l@g&fg?o]tsjg has gan be linked to

par aneters t uses
dbe |hmamhlc(alﬁnfannatubm ahdri} stdrad hn pies lanftﬁﬁéﬂlorﬂgé!ﬁvﬁﬁ 2893as part of

Ve s Sy R S U S AP
%e@i@ﬁ'@#&l'd&nd@%b@%éﬁﬁﬁfgﬂg dgﬁemc?a‘?iobnoft e gg\% Fdﬁﬁé&nor device, a

server 201 . Such vir ces orfer
inieipdalsrepresantatinn, i calibration pamnmters tdw&rotaequ@ﬁtfe%ﬁ@@ger levels

t
}‘@fp&é%:%r}oaeﬁ}qﬁateﬁsptﬁﬁ apglggg hlylg Q{é?ﬁjo MW%Q ;Cplcture of the
Hericecamthendhératienal QQP%Bﬁiﬁﬁﬁéfn %rém'e?&b%bt f@lseQfto be read (if a

condi tions (either defined by device tri

SeRaen) o6 @stivaiad dé garaptuaiods on ot her perlphera

devi ces 203, or by conputer program | ogical

statenents) before operation or assessnent of the
Eaghqeeripherali deviceed03 Tasbecamhybival devipersaichlas a ephesie switch or

gg\ﬁ/)le(begvéagneﬁg ag& rh@?t&{,ea%qp g@@ieﬁﬁﬁ d)yggé e e%:cg%putmg method and

imnplepiarite@sinahe SIMORIBMESESeRDOM. t 'Sdcﬁa{nrl‘éﬁ}”d%@ﬁ:eﬁ%\?er greatly
erl%peral devi ces 203 could al so be people, anim

dicraased firgipilign] &tar examale; Heey sam epesentbswitehest actibdted by a

S ro BRYL BRIt 0 W 081 R0 BSiing unctios

fThey mani pdmabé adgapereien2) dnag %@aéloﬁt%f%bnﬂltﬁhs (either defined by
d environnments. Each

hi erarchi cal | y _organi

SrVice didgeiC q{%@ig%?wqm% ¢n othes perigprral dlevises 203, or by
t \" {

SRS R RS Sllingle) DRSO BERER' of Msbblinont of the

gevige dphiniiated.ocEheyowanedlas i tempovartilgereplduer real devices for testing

purposes. Such virtual devices can also be organised into a system of hierarchies

and environments as with real devices.

The peripheral devices 203 could also be people, animals or any other object —
and the term should be construed accordingly. Devices may also be considered
to be environments for other devices.

As mentioned above, the peripheral devices 203 are associated with hierarchically
organised environments. Each environment may have stored with it the graphical
or pictorial representations of the environment and the spatial separation,
topological organisation and geographical location relative to the other
environments in the hierarchy. While this information could be relative to the
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usi ng geographi cal coordinates. Aternatively, the
previ ous hierarchically organi §§g peri pheral devices
203 and their control information can be deflhned by

r .npore conventi onal ans sych as e )
Ry BTG S Ahg Rl Febliesidt ESuid alserie absolute by using
YdograsHicall dovrdiRgtesame i nformation. Further, the
rel at??nshi ps between the hierarchies of peripheral

devi ces 203 can be changed nanually or dynam cally and

tAlternatively, Slel pfeibdd hF8Fcrdllg BrgbRReACHE [ d8¥ies 203 and
r can

aut omat i on sequences. The autofmtion serve
aheip comtrohiimformatiomein heesdefinedobyt drethas martatenedntional means

' [ | | . ,
SURAP! bERG HBESAER of 2B et RefleRe oo pubsgantaly the
psieimfeaBihtiohhi s data woul d be stored in the database

204. Each automation server 201 may be locally or
renot el y nmanaged over its rel evant sub-network 200.

IPurt@e et redtichshige lﬁ@dt\)@%hkth%%efa?cﬁiég%?ﬁr@)ﬁf&%ed?vices 203 can
rel evant automation server 201 . Local user of a

depchangrst namaellyasr sybegucallyeand ttbisatr dtaekferrareltri@tdautomation
j K ify the sub-network 201 an

t Césg%ehyB%@ré@ﬁg@%g?@ggqgggéﬁovi ded therein. It wll

be understood that |ocal users 205dmay be !lolcat ed

R0, f t -network 200 and,nay St.i, access

{ he éatgtt) Pch?&f’ Po%%%%be"r C%f[sé)nﬁorg%ﬁn q H@gé‘f@ gysiory 8 ﬁlenpéﬁ state of

dioe pewiphe] eevicber208ah® cap 4186 HlloWSRbRitorNG of the present state of
aut omati on server 201 handl es | oggi ng, automati on,

o PEosess gonipksysiemmPthl Bhisslata woudd be gtareddn e dalpbase 204.

the local user 205. In Figure 1, three autonation

servers 201 are shown but there could be any arbitrary
equtpmation ser@n204smay bedssally abreneotesmapagédbeer its relevant

\V phical information can be provided as
%ggtr%ct)wgﬁﬁgéé@onfi guration data. Ceospati al

information, such as geospatial coordinates, for each

%%#éﬂ;{ézrﬁ%tnojﬁav%ﬁe—n%@?orﬁ%ob 3 n%gﬁaeéeedd bi// Itr?e %e SV&'ll%CaalJItomation server
201. Local users 205 of a sub-network 201 can access the automation server 201
directly to manage and modify the sub-network 201 and the peripheral devices
203 provided therein. It will be understood that local users 205 may be located
remotely of the sub-network 200 and may still access the automation server 201
and for the purposes of this document are referred to as local users. The
automation server 201 handles logging, automation, monitoring, alerts and alarms
at its level as set by the local user 205. In Figure 1, three automation servers 201

are shown but there could be any arbitrary number (N) of them, as discussed
above.

As mentioned above, geographical information can be provided as part of the
configuration data. Geospatial information, such as geospatial coordinates, for
each peripheral device 203 may be entered via the local user terminal 202 for
each peripheral device 203 when it is added to the process control system 500
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each peripheral device 203 when it is added to the
process control system 500during the configuration
w@e@easse6 | n particul ar, geographi cal coordi naPEFATMTA00461
be explicitly entered for each environnent in which a
peripheral device 203 is |ocaygd, or each peripheral
device 203 within the environnent could inherit the

ﬁﬁﬁﬁ@%icﬂﬁi&ﬁ%{ogﬁgﬁ%&g neﬂgrlri]i\éh%g,g%nqeog(irgiaﬁig%g%o%}dintaté‘ss could be

SiPicBYVERRIEERToP saiH Enivitd@ieht tilewBrRAs BapeApheral device 203 is
coordinates of their parent environnent. Coordi na

locaited, o€ @@hlep%réophmﬁhdeviye 20K, withing then epvisonment gttéli_;si inherit the
deioalEl Bregt Siangl PR PR IEMIC M BIRAEH, A BBsence of

mor’@ra@c@‘alt@dataeg;.ua%\mmml é@gbulﬂaahéﬂmhe@m}spatial coordinates of
eospati al coordi nates cou e licitly entere S . ..
tgswanerét_ YrdeaMSNty FAEinGies 5_@#'5?@ oitered s Bydyping in via
tﬁﬁdlolcgpglbépqgrnﬁ’ihap%hh%rr KO VrNidéd ﬁ‘rcﬁﬁséﬁé’iher machine such as a
ternatively the geospatial coordinates coul d be

@Glubal Ebsitiening Bystemm 4“@BSHt deXicelimlzamaore fantemated and convenient
fté_%{]ns of distance or calculated froma fixed position

P8¢ by manual measurement of estimation, or froma
graphical picture of a facility of known scale with a

Fhenarosnatal draudiaian cul P ePRGTY ceaBreh 3 Apglute globally
rﬁ%@'ﬁt@%{i ?blirzt?r Y&h 28%afituag! dng dndi@BebEr 8RSINEY cBBRINate system.

ormation Is sufficient to calculate the
Aliswiativelygthes geos patiat soodiinatesscafld daes lenfrreti piedative to a point of

devi ce .203 and ,th i t ' it is | £ ,
JobaF b8 n R AR caylb fk o S oiter o
FFlaP e dbUrOReRBDP hinftipf! P Troth & yraphieli plotureast a facility of
wel | as providing convenient data entry for the perso

hnmg!wg a wihaa peirdtaf glokalsearenade F@o@@@mplg; a convenirclent global
ST QL0 R FE PR TRt Song) R0y, toanbo

BEsWOs&ers eiatethis Rfdrmatiorcisosufficiont W talcuiate the@bsslute geospatial
described in International Pat %n

t ljcati No. . . o
pogingied Hfoeach pesphard) Aavics 284 @Afgf&tbgg?r'“/i%ﬁm%dr\ewmch it is
[Hacta'ﬂ%de%ﬂ‘fﬁ tf\é d’@f&réﬁ@é Eoﬁ‘ﬁ OF ShvirdfmaRt %ﬁ%@'r@’, ggé‘ﬁ @s in the case
can e 1nmporte as a comra- separ ate vari ab at a
bf laepemonusi ity aopatiiclet asdaetl dsoproviding woimvesiegDEBra emiry for the

XML.
person managing the automation system.

The geospatial coordinates and other metadata may be used, imported or
exported between the automation servers 201 and the network servers 201 in
accordance with the process described in International Patent Application No.
PCT/AU2005/001314 or any other suitable or applicable method such as
database access. As an example, data can be imported as a comma-separated

variable data file, or using open standard formats such as CORBA and XML.

Furthermore, the géospatial coordinates and other metadata may be exported
over the network 100 to the one or more of the network servers 101 via the router
300 as metadata with alerts or with the output data that is collected and stored on

the automation server 201. In one embodiment, the metadata is automatically
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300 as netadata with alerts or with the out put dat a
that is collected and stored _?T@ghe aut omation server
201 . I n one enbodi nent, the ?adata i s

At IR 101, WG oMo SEurestanges the network
t
@@Wé?@ 10 ahay Ché W&rbbbfﬁéé?l%&ﬁgug_a EEEB%{;%E ‘?@%ﬁ esfﬁe Oﬂ%cess control

process control system 50
Sgiem $A0 tmanambn@wgmahlcgt cmupsrgahlsatlhﬂalefrbmtionalngroups In the

N T R ——

dhiferhayorosysteM(GIS) san@irs thatldan d?étﬂﬁ?bﬁ Qha@%ﬁ@bﬁd the numbers
rvers 101 that are in the network 100 either

PI?QFWW Keryepatdihihehpre inihe netwaﬂymo ieither i aﬁlaher a hierarchical
g(eﬁe Hygﬁltzgg@rﬂ%%rknom in the art and need not be
scr| t

I'n an her detail herein, except as is
rel evant to the present invention. The network servers

d ayt 1.0 r 01 .for
%or ma %éo%%oh'\é’lgéé%@@n& g{@éh%ﬁfﬁ tr}% e?k??ﬂ@{egl in any further
detmk:twe&p&xc@mtmaé relsmat © thanstesdiet ifddiopan be
exported to the network servers 101 in response to

such a request. These queries are based upon specific

Thgusstiverk sermeret 0Ordueity aidividtal AstoRthtioResdE0sd ¥YShformation
term nal s 102 to access a specific automation server

spitspronfigugrtions and the pesrheiad devises &032coupied thereto, ame the data

cgpric 007 PR SR SERUSTYOE Y ool By o et

kY beselquéﬂés Iaas bhsedh upor shedific Goqiie s frai ABWRK @sfefsp’ﬂDS using the
th Ievan uer.i ﬂgautomatl on server 201 may

'H%Fcfa RIS ¢ ﬁ%t%\%ss%rSPQP'f'EO@LUtPH‘%IQQeESWQF 201 or to
Eb‘éé’ésearﬂ Befdristior] ébr’vﬁf S0Mhict [y tﬁe%‘?@ét%ﬂ%@ﬁ\’@qﬁé automation

operates as "central configuration server
gedvier 293 tosatgeographiealt poibt of/\mbemls’e mmxeeme suohiation server 201

S REh ey BRAPdlsAlon Hels ot iy ke oiried Apkargation server
201 riap behstors) I&Qé}{y 50@he Q@M&Raééﬂer *'I’O’f‘% ‘é?[elédﬁgj; ﬁﬁure queries.

101 may process data queried froman auto I on ,
ipthis ways this networkwsenver 80t operatee ratsg‘centnalscmmgmuumgerver’ A

h@ﬁ’Nc;anﬁééronlo%f i9hast SRt 'té) brawsd e{hezOpzrocéo"lsserc:tontro'lr system 500

geographically using the metadata exported by the automation servers 201 to the
network servers 101 via the network 100. Optionally, a network server 101 may
process data queried from an automation server 201 to issue its own levels of
alerts, thus performing the function of an automation server 202. Alerts are

communicated by any suitable analogue or digital communication means.

The presence of an alert or available data and metadata can be displayed to a
user via the visual display 106 of the network user terminal 102 by a visual
indication such as, for example, flashing of an icon on the visual display 106 or a
change colour. This would could warn or invite a user 103 to investigate further
by the use of the keyboard 105, and/or by clicking on the network server 101
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comuni cated by any suitabl e anal ogue or digital
comruni cati on neans. The presence of an alert or

waravhaiske data and netadata can be di spl ayed POT/AU®E1000461

via the visual display 106 of the network user
term nal 102 by a visual indiggtion such as, for
exanpl e, flashing of an icon on the visual display 106

SProB 055 e ot PR BB B Borver 101

gyém@rrécé@é theasgédific Alericdr ddth Migatding beemgéneratedser ver
1l ocation to browse and nanage the resources

avai lable in that network server 101 or just to

DA SthYE iS @%ré@(iﬁ'tﬁé(‘da?!él@éée 00405t @adthaltdmstidreesrver 201 can be
generated. Data that is stored in the database 204

of
assehserbymnelerk siseed 03 aisingaa nedwakcsaived1 9l using location of the

BRVERT BtaR A Sl TS T Thea it ek g chfrept qutomation

RS20 0. iTiRNtbfay colild sodertmired torbei @ievemt \oaly Fothe. geospatial
The data could be determ ned to be rel evant _onl i

aesdigatespexadily watihernhieeaeaseadial Goordinales) of g Yufomation server
%IOZ ?\ﬁfg lﬁévtgfl‘eyréj Idg:"’{'%l‘f(é%n m?ﬂté’l%o Htoéb é& &b r%%'n the nearest

onput at | t be used
l[oedtetinatitbmatioar sstet 204tardautotratani smveﬁsr 9@1 vEdin & glven radius

G ot Roigt of teest: AnarialvBly? IS Ay ISt RS, SRS 201 within 2
%cg{ﬁb%ﬁs af&d JMdchbed %)b%%%ow B8R SIRSE rge*é%’eth&alashape might be

ygon or other geonetrical” shape m ght be returned.
ratdreedatAliashgtiveinethaawioeation sseyarsr2)26an berideatified through the

Leent Ll bedid nrpudh g aRR0lUAES L EALLOT LU RETRACIANer 201 is

@dwé&dThHﬁem saachievas byeerdily/a spedifio guansies lchosen number of
query to a chosen nunber of automation servers 20

aytomaiignrepracts: 3dtdas seadingya bmaéiqasbgp@%tq ah agtcrro@ﬂ@ servers
A7 AU 1 RS0 W Al SSRHSEE A atomation

sé9ene20 elupled.to Ane aetvagtk @0t of the querying process

will now be described in further detail. A query to an
automation server 201 initially requests data

ARGHhBbdithdrt ©fF pies gpbeisy predssasill 2% bedidsbebed in further detail. A
environnents that are | ocated at the

aueRYRL 8 AUKERGHaN §eryenZ%é@tia'bhr@iqye&q%gé{?g%gafding the Pefiphefa'
LRUPE e ohS, AECeRAg e p LS guace O Ruend automation
saiski or20driocatiemtoapeelde @ foundation to access the peripheral devices 203
and environments that are available in a hierarchical fashion or in an absolute
geographical form. The query process is illustrated schematically in Figure 6.
The network server 101 connects to the automation server 201 and carries out an
authentication process. Once connection has been established, then the network
server 101 is operable to query the automation server 201 and retrieve device,
event, or other data matching the query parameters. The network server 101 is
then operable to cache the retrieved data. This data is then exported to the
network server 101 used to perform the query. Any suitable querying process
could be used. An example of the data requested by the query could be to
request all information for all of the peripheral devices 203 located in a particular

environment which could be, for example, a room ‘or a vehicle. Other data



geographical form The query process is illustrated
schematically in Figure 6. The network server 101

wa@onacidss t o the automati on server 201 and car PCRPAUDMET/000461

10

15

20

25

30

an aut hentication process. Once connection has been
establ i shed, then the network_ §§rver 101 i s operable
to query the automation server 201 and retrieve

3EHloa ¥, ¥ e Re. BB, Biamegon @iatieniopes speeificcperipheral
wmé 2O®. rehé e Lalad de T&h&es‘?é’& %o' LRAP h?é?'QFHl'ﬁ@ﬂly or on the

n?:'pl
to the network server 101 used to perform'the query
Wl%gf 99@9'@9&[@@' ygeatdipatese o8 hyoallwn’niﬁnamum Amese methods. It is

AT Bateilh haF 0B RygfrbeT Bodthefet, o 815 o it iSaten servers

@M deﬁelﬁﬂﬁglupmt, €fdr igxat@! tHee YRy oﬁ@érfpﬁ@?@rﬁem P03 such as
@%J%? be, for exanple, a roomor a vehicle.

ea%%%dsue'auﬁa Mafione datptters, beri ﬁﬂ@bgael @eﬂsors such as
3. .T
R

@lsa posbidd sthaf ogm@san»hsedl onomecﬁadmaeaf raanPYfofns alone or in
t hese neth is al so possible that

MBI Wall, b GECeBuNatAIRG il Tharbp vl esRen B0 8 might be
REYPNfodRdd B9 RERslinONAMRRRapdRy. exanpl e, the type of

peri pheral device 203 suc as digital sensors such as
notion detectors, or anal ogue sensors such as

M@l@ﬁﬁéftﬁbgf e RS gfs%bseﬁbé’ﬁ{do%P 85ﬁ|beqﬁ1 éﬁé?t%g%rh‘%gﬁg the network

audi o and vi deo I's al SO possi
sared 101 ean adhswnlm‘ tarany dewromclﬂrcgw and tconfiguration change data,
hin the network

SB00 oPRbE B iRl uR B GhmesBRRIbydavi6s aa08i opdinen device,
dahfdaaton Ahhﬁgé@bhﬁﬁiryoon?fop H%ht%h:ﬂc%‘d:? o ﬂh%eald{Bﬁl%ltloﬁ Yorver 201,

be | npl ement ed whereby the network server
Shpisdermettionds aupligled tealt Bubsgribednuictaonit sgrvess 11 0h. This process is

vents relating to a
g@?ﬂ%%éj?&ﬂ%a“e%!b% §%§[g% h device, configuration
changes and/or control events occur on the autorratl on
B e RO TS Rlalé WHEEA S Madil e fetures ar

réfereicedt by likeheomkrala) the indtlb&un €0 7|ncl'u8e§rh cen’cr\‘?\l}1 conflguratlon
alternative enbodinent, illustrated in Figure 2

seRier A qfrwhich thereeisdlpisallyiopg for each logieal grouping of automatlon
B8R b0 O0ThOGlhaGSirftiore sl 468N p?ed % the sub-networks 200

and the network servers 101 via the router 300. Rather than querying each
automation server 201 for its configuration and metadata, the configuration and
appropriate metadata is stored in the central configuration server 400 in the
fashion of a database. Any of the network servers 100 that require data regarding
the automation servers 201 or the peripheral devices 203 coupled thereto can
retrieve the required data directly from the configuration server 400 and

automation servers 201 are operable to update the central configuration server
400 if changes to their configuration are made. This process is illustrated
schematically in Figure 8. The configuration server 400 connects with the
automation server 201, and retrieves and stores data such as configuration data
and configuration change events. The network server 101 is then operable fo
connect to and query the configuration server 400 and retrieve data matching the



10

15

20

25

30

server 400 of which there is typically one for each

| ogi cal grouping of automation servers 201 . The
wa@oenf7ilgiss@t i on server 400 is coupled to the  PCT/AU2007/000461

sub- networks 200 and the network servers 101 via the

router 300. Rather than queryygg each automation

server 201 for its configuration and netadata, the

SR R, PR 48 DB . e
fetdariaBaser 107Yis Mheh RGtMat ovrbbRebVQldTy 109 cbhﬁ%%rfﬁon server 400

require data regarding the automation sServers or
foha list of {heseaiutomation sepss 280 prkigh haichthe guary parameters. On

etrieve.the.r ir ' £
BB LS HEC Ak ettt SR s b B BPfutosaugy the relevant
ALBHohaYreels20P iRt et ditachat nalictisyfriogerqudrgparameters. The
server 400 if changes to their configuration ar

quipsglionseseers2q1 PipyiseathedaiwRERAYY 81 hsforenard Eaﬁ‘%%:t optional
%@?g%ﬁﬁé'a‘?\w Q\EHQ%SE[S%%?&.{J\@%@%HG & otMrlid cbfiguration is that both

on-server s and stores data
$ec Autsnationt isgtvers | 201 dmidanatvebrkosdiivgrs 401 ohavhangingle point of
events, The_network server 101 is then operable to

eoaeiior centighration INfOIMaYbnf i gurati on server 400 and

retrieve data matching thequery paraneters. This data
i s then cached b

Twpigaly there ivgoql%éﬂu] be Q%F@r%ﬁ@? g_rs\ﬁﬁéwégén éﬁ&‘%erﬁﬂ)e& Msugh more
T haungdd 95 SR B%Ia‘%y.a 'tlfcﬁ{e Hunid¥PSEF central configuration

autonmat i on servers 2 ch” ma t he query
saveretquals tan nunbarad nstvedrktseirgersi €1, thépetwarkeervaya 101 might

01 is then,able t he r.el
St P LSEIGD S L Yahd G 85, v o undon

Sﬁﬁﬁ%rﬁﬁéﬁ%héf fole TH a8 bPTEILIS Bf §RY drital 28AfIRIrBUSE server 400.
the metwork 100 as before and carry out optional

processing and alerts as before. The advantage of this

d QURBLIAR detvdinabbpdd thdraniBdl RIBidcaNinSGYRIoch Addting to the
A

and network servers 1 ave a single point of contact

periploenat idpwicasi 200 iarf(bthmmle’red_ Eppirermentst hstherwequests for data
SR oRe A% SSTUE O SN OE Y S JRSHELELAMED ror ezon

ehvieGitheat, pemphal addvide BT &5rs Eﬁﬂ}tﬁldf bbEphemabedevides 203 or
network servers 101 , the network servers 101 m

povironmenise [Edhis iggle be reliedseparpthanpehanges tﬁjtbﬂtaugqt]éation server's
B oo AL RAPREAL B BB S0 oA’ TyEeRs oy i the
configuration, availability or location, must be updated at the network server 101.
This can be done using any suitable, known method, for example by subscription
by the network server 101 to updates from each automation server 201 itself or by
subscription to an aforementioned central configuration server 400 that acts as a
repository and a database of such changes that are notified to it by the
automation servers 201.

By configuring the process control system 500 in this way, new capability is
enabled because data from peripheral devices 203 and environments — data that
can include analogue, digital, audio and video as well as metadata about the
content, including very importantly, the time that it was captured, and where and
why - may be accessed. This data may be further post processed by a network
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When a network server 101 has the initial required
information relating to the peripheral devices 203 and

wo b@7ned3e6 ed environnents further requests forPOHAHE2008/400461
be made by the network servers 101 on an i ndividua
basi s for each environnent, Sglpheral devi ce 203 or
group of peri pheral deV|ces 2 or environnents.

50167 50BN o RSB, e processing o

spevifeefidid and vidiedatalfer Rirer aft and bleBosnki rtlﬁis wadré done on the
availability or |ocation, nust be updated at th

PEmGHRN SERVET. 105, COHIS asith e aemevedi foy datp on that specific
FUGTRROG. <eH IR BOTE oS ol iplEX AR RIS i b8 arilysed for

e ne server

raotiormat smcu&cecarahenﬂﬂéingtweiﬁlemalgmyltmubscri ption to an

af orenenti oned central configuration server 400 that

acts as a repository and a dat abase of such changes

Ih @tthm %frimdli‘n'eﬁd dfCthétmbantthElllalstratmi imﬁigiﬂe&rmez@éiwork 100
configuring the process cont 500 in

mﬂugem PrREGFHAP2RVEE PU0s %ﬁ)&ﬁi&%ﬁ{%@y neivar 290 and the

Hwbﬂ@%%ﬁ)gréjel‘mcﬁé #&3r éﬁfg&?ft (‘! | AR EPn Sod bat, tARE whlere wider

can i1 nc anal ogue, audi 0 an eo as wel
deda nistrescaled, di’mnplrod:et&smg)semr 600nts! uﬂenaa@la/m yquery the automation

%ﬁg@t l éeitQ{mjngEaf péfthﬁeg?%gl%%?%rgﬁ ﬂ‘gs AV, ngaeta can first

BOfifterat Qﬁﬁcﬁé%tBMaﬁoﬁ PRI PA MRS th&lpéé%eh% khé @Focessing server
patterns’in the |l ogged data or to enhance t

G that 96 w@dmts@é@ltm ccommxtailcawlyvnt@é@mta@qufranalysmg video or

S B S8 B 998 bl S5 AL B o o s

Sl 2SS, el irPies régecrdaslb@nplbuqa alﬁéte@ﬂ’ng?@éwcemﬂ to WhICh alerts
exarrpl e, a video p| cture | %ht be anal ysed for
e

Q?rn bpasent.i cAe sreamle ¢ iangleBing davies Gani henmfianghokl callular radio
dfh%n%”t}ﬂﬁjre neetl)&&hé 'b%a%éé\éﬂy é«%@ek bbHSs Bgér%%lé b return results to

ure es a processing ser
tﬁ@(hetwoﬂpé;@detm’l 0 hforfulihercanalysis 200 aled iddue aseteqmrrted
servers 101 via the router 300. In this enbodi nment,
and where w der data is needed, the processing server

004 foartle @entedidimentd ocuulae yntdreioauitlosediednschenvaticall? 0 Figure 4, all
required for furth rocessed ﬂata In this wa

t
RIS AraaepsnaLEng AT SEByIn R SHIPBIION Serear At and remote
ROIVAR dsbREM PBRAAL EAct BEtoMh&fSSENEr 864 Wikctly by its sub-network

200 location. In this regard, remote network users 211 use remote network
terminals 210 that are arranged to be in data communication with the automation
servers 201 via the router 203.

In a fifth embodiment of the invention illustrated schematically in Figure 5, the
second and third embodiments are combined. In this embodiment, therefore,
processing and management of the configuration server 400 is separate from the

network servers 101.

In a sixth embodiment of the invention illustrated schematically in Figure 9, a
network server 101 acts as an automation server attaching none or one or more

automation servers 101 as peripheral devices in addition to one or more locally
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issue its own alerts, and, in this regard is coupl ed
to an alerting device 601 to_wgch alerts can be sent.
An exanpl e of an alerting device can be a handhel d

cel l.ul,ar di el e ) . tively.. :

SRt HerpRetel s BBOATE ARUGIAG! 1 P¥riohel® devieps 303 coupled
fd"ﬁhené?ﬂté(&féﬂ é@bﬁﬁtﬁ)nléérvéw 201Erdesupledl with thematwadrkrderver 101
I ssue as re%w red. In a fourth enmbodi nent of_ the

using nﬁhraoﬁtta ogs prianeafiof: sereri 1l B aPreKgulBe 4coupm peripheral
Qé\%@é % ﬁ%ﬁh’t’éﬁhe@ %tﬂ[ne H({ eﬁg@?‘@mgﬂtﬂ '?’Eerr%%mé@tdf %Re remote

ervers renote ne owse each

lautdmmtdmﬁemeryem ZMe tstubscﬁbejpwllsiht mesybneﬂmdodescmbed above is
Qcatjon

t
SIS f peo fide iR TAR S13 /TR0 dPe argaTYes 101. The
Q%ti"’ Vf(%ﬁ'ﬁer“’mﬂd %@Hrﬁﬁhéﬁ‘h Bt @A URATRINSAID é@hld Qfesrephcated N

e router 203. In a fifth enbodi nent of
levetlnteep allowing fort eggeaga@natﬂwatalrwlqatesﬂi@,&;h@lrarcmceé model at a
secon and third enbodi nents are conbined. In this
qﬁaﬁ}rt therefore, processing and nmanagenent of
the confl gurati on server 400 is separate fromthe

et wor k 10 t h,.embod
RN ROV N ——
%ﬁHVHrlbvv%?%)tSSélﬂéQﬁorﬁﬁhé RS fitlisasd oMBdataadRisiedn and control while

tach I Nng none or one or nore aut omati on servers 101
amorperorph@aamn@lh/vinmnrm andlysisi and achigher erdarifegeospatial display

oG St B Do ireRkes e iplef AL 4 BenreiR sbr I3 Hgt: Automation

%éhﬁé’mtzmnoﬁéfdféﬁﬁdé‘}%ncﬁ#ﬁlgcsmﬁl@ outt ttheir ruwm@uw land managing
server 101 using the attached autonation server 101

éhepjr SN lopﬁéngbrg@kg@rpbthlﬁwgd@ rolpirsiness togthegystem an(? improves

P26l B 0 4 0aml of oBogi lrfo mprovec
@isallyragimp distiiaded betwatkosevers 101 Lo seordinate goeipkeof automation

FREvarB ) R0 e it aRianalle SRR SR VUG 0B Sgis based Upon the

:ﬁ lé"?J‘frihQ d%%l' anp‘?nét%%'té:%ijﬁghéﬂi I5VaL®SERIA servers 201. The
al l'ow ng for aggregation that replicates the

leinfigurshionatiatan 0 leagh automation |sevesr. 201 might be managed at the
network servers 101 or, alternatively, might be centralised in a central
configuration server 400 if provided. The network servers 101 might also
undertake computationally intensive analysis of the data or, in an alternative
embodiment, the data is transmitted to the processing server 600 as described in

the third embodiment and illustrated schematically in Figure 3.

[t is further the case that access to such information will beneficially need to be on
a secure basis such that proper authentication to access data from the automation
server 201, network server 101, processing server 600 or central configuration

server 400 is used.

The primary advantages of this method of operating are that:
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In summary, the net result is that automation servers
201 can be nore rugged and of | ower specification and

wheoacisseed on data acquisition and control waCT/aUz@7®00461

conputationally intensive analysis and a hi gher order
of geospatial display and analgysi s can be undertaken
renotely at the network servers 101 . Autonation

oo R Gy BRI vRE D SRRl B fr mencain

this gisantemsionessaded P@@plé%ﬁh@@b@@@b tHingr@sation from afar can
immunity to network attack such as denial of service.

Coor dPis8t Gayerse uﬁrﬁgdb@dwl@amq:alyﬁam%@uapgm POBRJSEE and access
net wo S n
et Vo B8 Rd] ARRagr ALAnLBNRan R5a%h B AL et 1 i
own apessiblebdsasiblepemdésimbia dd pei scalratdheTHas & isrehsy to manage
net adat a, s |ied, by automati on servers 201 . The
conf i E’&F"HYS@ coRdingse 9 Yaut omation server 201 mi ght
be managed at the network servers 101 or,

ativ y m ght be centralised in a centr

alter

cor)i DGHues rﬁ@em@ehm@@@anfaq&r@wt@éiftaﬁ@éeﬂémarthe date, time and
ser ve u ] ut k
- enL".%\?i‘Qé at ysf) %tnhlg%gabaggsrfwgs{ a?ﬁbﬂﬂgér rllﬁ;f?rrp/aetmn may be
enbodrefer&ncedrmwcdmamagedteasnys bythctd rhachihe apddumsan nggardless of

server desc he third enbodi nrent and
r T v el Ben e rahen ik Hdea GFonReRtoiAt: nar
the case that access to such |nfornat|on will

neficially dto be on a s re basjis such that
SPeriptadt IbAIOE sveiem 80 ssebed-ahove bas e applications.  An

BULRPRI bPOMeSR Y&ﬁeﬁ%ﬁon anEl Y 51‘ stV ? Pro"c%%s;control syste stem 500 is in
processi ng se ver O or central configuration ser

gocourity andesituatioeal@warangsadonaxampke fof nilitasy usd.hod of
operating are that:1) People "on the ground" can refer

to the hierarchical nanes for managing their

Eigtmeraltﬂ iiius’sa@sachéamﬂcellyxﬁhmmatheepmdelse donmtrot sp$tem500 could be

om_ af ar n al nve se using the hjerarchical
ﬁg]gorbﬁ@cq:rgx §| p@a AWak ingg ¢ngili &mv&gr&went that is an

ggf&héﬁcgh 8pagmapdy.cal data to the nearest that it is
possi bl e, Teasible or desirable to be accurate. Thus

it is easy to manage | ocally but coordi nate gl obally.

RAuiE WReks 705 GRS BURSSaticH s fEEREBE0 S i & BRRGHaMP2Rd Control
the date, tine and

operators, Field Operatives and Expeditionary Forces, all act as network users

with access to one or more network servers 701 using user terminals 704. In this
embodiment, the network servers 701 are provided by computers loaded with
appropriate software.

Peripheral devices 703 are located remotely and are used to collect data and
information from their location. The peripheral devices 703 may include, but are
not limited to, Closed Circuit TV cameras, IP cameras, Chemical Biological
Radiological Nuclear Explosive (“CBRNE”) sensors, Velocity Position Altitude
(“VPA") sensors, and intrusion detectors. These peripheral devices 703 are
coupled to a secure automation server 702 in the usual way and are operable to
provide data to the automation server 702 and to receive control and configuration
data from the automation server 702. The network servers 701, the local user
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i nformati on nmay be referenced and managed easily by
whoedaoh/1insesi ne and hunman regardl ess of whet her POEXU2002/000461

famliar with the |ocal environnment or not. The

process control system 500 deégri bed above has many

applications. An exanple of Thg i npl enentati on and use

of such a process control system500 is in sec

tamints 164, am e patamelin sewer%zazrmr@ AllgproMaee: iy network 706

W% b P A o S SR, on b,

anplet using QPqiroml enessg oltmerasurbabla datpa eominuoinalinns protocol as
that is an automation system 700. Multiple users 705
isfwalegnot bBrideidh syst em 700, such as Conmmand and

Control operators, Field Operatives and Expeditionary

Forces, all act as network user th a Ss tp one
brothe a@tqmtmévst@rrs 961 p@ﬁlphar%scgw 3 a0 bgcoupled to fiter

%@Uﬁ%%o Q%r{ﬁ?lﬁé‘@ BlerSSiy %Te?tﬂ% %!e@fc%s WO@Vdﬁﬁ%lcaHy and

appropriate s
Eow elasy @hadgu |foreeom0moansempmmme|n1r mmbmar@ oai@madive:ieveloxaed for

ﬁé&&;&,&%@f tﬁgp aca%@%gid Aiy @IQDEI %%@dnﬁ&'ﬁs {0, cﬁ%tg th% large body of
@flﬁse@ﬁt mjfd att[‘oﬂ foft urg.?é?s %@cfﬁ‘ utmeYoﬁanaé}mgl Motion detection,

m cal i ca d| ol ogi cal Nucl ear

FEvpliant frame’ GBEMBT, wmewmtegraﬂynpoodt befravioural and pattern
Al titud

SR P B BB BRodP i 2apgton syt

20b UAREMBfbsS B Rirgd sk B hishitesingl many sited gEiVIag mformatlon to the
operable to provide data to the automati on server 702

sght perspp dethechaintaf sommand iffagiaPat i on data fromthe
autonmati on server 702. The network servers 701 , the

| ocal usertermnals 704, and the automation server

Fagurard sttierpaiisaliydiustrates the leyels giothe autamaion system 700 of the
co nication with each other. The data comruni cati on
SAFHEM: £ or exanple, using |IP protocol or any other

suitabl e data communi cations protocol as is well known

a ut onat | o t j I
Jnm @wop&gvog@nlsaﬁej ?tzl ?In oﬁfuﬁt%ﬂo %]? S{Efs‘?ﬁ%@ Data can be
| B eEEBTHRA ste@uﬁfyqﬁ\ég% alLRid, Svittéd, @do@ssumtmcs;um@mn7ood CBRNE
dynam cal 'y and p "
sensors), a vehicle or vessel's instruments, Velocity, Position and Altitude (“VPA")
and also from health, safety and environmental (“HSE”) sensors. The Deployment
layer allows for the flexible and economic deployment of the physical security
implementation by using the plug and play nature of the peripheral devices 703
along with simple network engineering. Deployment can be achieved quickly by
using a technician's skills without the overhead of a large integration program to

bring together the stovepiped systems that present a problem in the prior art.

Use 'Iayer one further manages the peripheral devices 701. This allows for the
security automation system 700 to be economically audited, adapted and
upgraded to cope with changed threat levels, new device capabilities or other
environmental changes. As an example, a new peripheral device can simply be

added. Typically, a new sensor or device can be integrated in under five minutes
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| arge body of physical information fall under
"security autonation” includingsnotion detection,
invariant frane rejection, sensor video integration,

A A R AN R g Rl

systeem 700 automates the | arge task of nonitoring many
sites giving information to the right person in the
chain of command for action. Figure 11 schematically

|Iialyle$ttmm enables ’dh@le'égrﬁﬁorﬁ hesr @éﬁcfm@él' 88w§¥§tﬁj§ 3991 ojs Sensors,

? i nvention. The physical worl | owest | ay
FClyaiers, and rAMeIAs With axtoruatic [ﬂ@fwnﬁwsbeTbtsl lISefbeddyer relating to

f t

%?@%@ﬂﬁa@é&@éﬁ%@@ 8 déé%?&hﬁ@é ess@i\éf‘&lré’ewdes 703. This

|lamrrpmmmm: theddudktiday, adPainst nh@mm@m%dnttdf%yélc\élz’é‘af)a that can be
ﬂ aﬂeso from he I th saf f;é and envi ronnent al _Ig

olleied and,ds Eﬁ% Nndation ¢ ?ﬂ%\{\'ldéh‘r\sﬂareﬁgetrh@ﬂfl M@ld@l eautomation

aﬁﬂoﬁﬂﬁ‘éﬂ]ﬂé VSRR PRI d eCEIBﬁ éBﬁi\éﬁ dl‘ﬁg:lerﬁg thgfcamera itself),

i npl enmentation by using t e
tSeaspd mhplicy detadiion c(’a@ldéﬂls |aframgi semdors) apd @BRNV@F bther sensor)

12l Hhod HinoBERa A e B ngratiosh Alerke.cab beradneraiedzat this layer
|diviegtly iaidegight] 199 PRSI ABHE FoPIdd2d éx@%ﬁ&nﬁﬁénf hﬁces a guard detail
probl em |

st ovepi ped systens that present a
Siationgsleat gyRermanent Lﬂrtﬂ&mporfawag@mpt faeilipye or paeodd forces mcludlng

t t t
G e .
llqagrsao&pl Using dipie Myénh wrmm@mdtlbhr g@hamiy ‘ﬂbﬁlbll?&?% thrgfst levels is

che ca b|||t|es or other environnental changes
the geginseringsphlemeeof datacaioragergng bEB‘IdWIdth planning
@@Iglgqtl gl_cal ly, a new sensor or device can be
integr ted in under five m nutesconpared with the
hours of programming for a conventional, nornally

SRS e OB 6 L S8R0 Dconvlics

sitdatiemal casreness systemat i ¢ rel ati onships. This is the
| ayer relating to the discrimnation and gat hering of
data fromthe peripheral devices 703. This

User terminals 704 are deployed with expeditionary forces either hand-held, at a
camp, or in a vehicle or vessel, on a ruggedized PC platform and then networked
over wired or secure wireless TCP/IP giving rich local bandwidth around the
server to handle video and many sensors and devices.

Layer three of the security automation model provides computationally intensive
activities (such as video analysis or complex sensor analysis) that may be
achieved in the network server 701 itself or might be delegated to other machines
over the network 706. As they are computationally intensive it is often beneficial

to execute this remotely using the bandwidth management delivered by layer two
of automation.
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| ayer provides the bul khead agai nst the vast anmount of
physi cal data that can be collected and is the

wo cundatsson of bandw dt h managenent. Typi cal aPCDAERI0GN00461
actions include visual notion detection (often
i nplenmented in the canera itsg{f), sensed notion

det ecti on (typically infrared sensors) and CBRN (or
ot he nsor i deq .tri

L@gﬁlé cal N cgqqﬁgy% W"B ria gﬁ%%g{ai ﬁ*ﬁ?cr:bdlﬂﬁ g%ﬂa’r\%pniques such as

fé’éléﬁ%bbgmﬂﬁﬁ o?”t@@bt Rﬁerﬁlhﬂéﬂ@ Fher pracédingl 18esls of automatlon act to
expedi ti onaral dorces guard detail stationed at
Wi

rpanagenthe: bandwidpoeedsd éasfectivsly pcgomplish this gemgialisThis layer

SHEIRNCOY HitSheticd . SPTRIEWideeTotonER ot o

debgaté@ e b réifnotel beomel slomethioamd targé@mﬂtemlmatchmg database
threat levels is achieved and the engineering problens
of data storage and bandw dth planning are mti gated.

L%TyeF avelis toddimirnut PRBiligetesistikationOsoffware alebterhniques and is
fully functioning decentralized situational awareness

tbgé’u@tdﬁy%@nh@y g nplemegtas a’églldlg,@dlqga{ gerver since it benefits
IR A PYEERIFH el At ) iy, Yy & atabomparions

provide e refuivedkipforavationwto éidd oaincs'aalwmfmml élhesm'ewous layers of
TCP/IP giving rich | ocal gandvvl dth around the serv
sesUAln g domalen- aRerera i elligencs sanalysige\qRetate L%{"yeﬁ‘e retrieved

étﬂ&‘ﬁ% i8h ddie vﬁﬁf:ﬂ'fe' éé(vélﬂéé’ér%tf efhdBeR toobﬂ)"(r#éé%pecmc lower layer

orrpu ationally Intensive activities (such as vid
dutalfipsi sach netwarkesergem&t indtsadytirety) if thiais jnaijfiess
achieved in the network server 701 itself or m ght be
del egated to ot her machines over the network 706. As
ltdey six eecorfyubatonuatin js thet eosinvand andscmﬁtcériayer Here specific

il QT eaeh AEAGEN] 6 GGVIy BN faeoBson, pically using

%éﬁg{?ﬁﬁ'l‘nbgﬂn\‘cﬂrﬁ?dtlofnoﬁstémg' R%bldha‘l’%l?'vﬂ?ﬂé feanRéd ather than local
ern matchi ng and techni ques such as faci al

e\aniy @ire iloggest andragied |Ltn>@m iLikecthe tielligerce paalaisn@ll authorized

m%\égg@el?%o tﬁ@:?tr{yﬁl %\@Bgacgﬁggﬁggq?goﬁﬂﬂ gétﬁq%ed automation

HABekits e ABVEARYL! of b@ing Nguien® iredsé reetd’nenét&bmlsbrver 701 in its
server 701 but is likely to be delegated to a renote
eriiatydf detaited enalygifistiEptified: pat t ern nat chi ng dat abase.

Layers three and above are typically network based and connectivity is delivered
by open standard TCP/IP integration. Typical open integration standards include
HTTPS, XML and database integration. Layers two and below are typically
implemented within a single computing device and so use inter-process
communications and standards that are more appropriate within a such a
computing device, rather than the network protocols used for layers three and
above.

The network servers 701 can scale to deliver this model of operation on a
handheld computer or a supercomputer from megabytes to petabytes of storage
using reliable commercial and off the shelf hardware of commercial, industrial or

military grade. In conjunction with domain expertise, they can be cost effectively



Layer five is the domain of intelligence distillation

software and techniques and is the first |ayer
waiorhedsge t 0 be inpl emented at all in a | ocal BET/MER007/000461

since it benefits fromnulti site data integration as

described herein. Milti-site_gata conparisons provide

the required i nforrmtl on to find anomalies fromthe

BET o R Pl RSP BT 2Py Sefpwere and expertse
it W%b@aglaba\w hTHlQQﬂééW@ﬂﬁaﬁg@)stflsbﬁdﬂce@ldrﬂ éfﬁectlveness is
br owse ?&;CI ic |lower |ayer data from each netwy

ineraased7ioami lacationsea® Hiverse pS vehices, /esEelS) Airergit, &t@morary and
d and control
e L bade PR B e beES oTTS "and i nfor mat 1 on

are di splayed and acted on, typically using

hi [ t i.Q , M .
87 &3n8PUrG3he e REIGIRP BN 0 2 BAPE8Y By Sifgnised around
el Iadetedsithe luh\l@i‘mtbheit ca bblregﬁlw@pmalay@d thatakly complex systems
aut hori zed personnel fromthe chain of co

theéinteerain nhyélqaémfp@v@’%praaﬂerﬁbﬁw% RN Qe%?qp?%q@y people acting
bR
ORI 80 oo OB v, TR ST REBISEA AT such oo i

beyerin tahh@am’mbaﬂyomfgaaﬂwd M‘plllt&l'y,l yvarmnentenpkisé asech aasd a global
connecti vi t)() is d er ed ﬁ% en standard TCP/ (Fj’ . . |
PATRSELRN B8R DY AR ais hgHie thele JPIPRLGN SPARRIS 2 devices in a less

and dat abase integration. Layers
&Héﬂﬁg) ggﬁg‘\?vda “typically inplenmented within a
singl e conmputing device and so use inter-process
. @t-
ﬁo\m‘“ﬁé g@é@%?jg@%&%’tﬁfﬁggfé?gc\)lllﬁéggknl;ég 5?1 R ear@ﬁﬁépﬁfdoﬁﬁ jons are
pebsiblswithdt theobsopes ef tme)rprdamninaverhtme a@nidtk@bdh@ invengion is not

netvvor k servers 701 o del i ver h| s ..model
Qt’chIﬁ e‘zP F%Sas%f te?f SrPIE, AlCIIENY G lgpovf?ﬁ querying
fah@”&dFﬁ éﬁ%nt&oﬁﬁo@h&éﬁ%@ﬁsé& Or@®Rr ytwerkd @émfﬁg{ﬂrgtlons might

conmer cl a off the shelf hardware of commrerci a
mmwm:sedl o‘kddﬂlfbmaltyr yfegturee. descrihgs dnceadh smbadiment may be

ST R g o'l oL o

software and expertise that is avail able globally.
This neans that cost is reduced and effectiveness is
increased from | ocations as diverse as vehi cl es,
vessel s, aircraft, (tenporary and
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per manent) bases and private residences. By enpl oying
the networks of systens and as descri bed herein,

woe@anised around the |ayers of the invention PCT/aE2000/800461

readi |y appreciated that very conpl ex systens that
i ntegrate physical informatiosgand devices can be
adapt ed by people acting renotely and coordi nating
globally. This could be in a planned way such as is

TRECIdimsADBfiANRY Bd Rdldntiot nas Fallswg:t ary, an
enterprise such as a gl obal corporation or by people
sharing their information sensors and devices in a

1, s pficdB! dontR F3BicHR Cowmdtising avhétwapr dfeambi-hstworks, each sub-
under st ood by persons skilled 1n the art, that

nodiefwerkt comprising |9es auiseatign iservambaviegpat deasthene peripheral

i TRFRE bR R rol B BB Bl herdafipingluding focation
al ek abr Vile  kaMatich eseyverg apddadditional eata,othe network further
protocol s can be used. O her network confi %uratl ons

mi dludeg At lerst eae NRvOH sravarwith enngRukdeses fepainal coupled
'n tﬁ%%‘ib ﬁ%ﬁ@%ﬁ?@&@éhb& ﬂ%@hf(‘)t‘?ﬁ%ﬁcfhngew&é/ &litHin thE &etwork is

enbodi ne i s Defining vention are as
Foldoopied tb. orfe pf tiwe atleashonelnedysitkeserverspfar siomymuanication of data
net wor f sub-networks, each sub networ.k conprisin .

i TAREERBSSh o8l et HiengotoTk S5B(er R, BPPEARL I Tecelve data
de\éxgﬁrtée e & dIEEBH Qutdhgtiol ¥t Ngr 4ahanktdd Rresponse to a query
thereon, including location data for the automation )
serfioen qed ofidtiiet &b tedst dertea netwierknsemerk thuinenhaelected automation

i ncl udi n t t t k s. it A

Lo iRkt Y e SHSeRE, ARbhalRh" SrPLug Bkl fhg network
autppdr AtHREs XS of M Beatidhaatact work is coupled to

one of the at | east one network servers for

conmuni cati on of data therebetween, the at | east one

NetABFdCe8IORtroP 8 SIENPREIHRING thTIAIRT ¢ Whekkh he¥PeIIF ke at least
froma selected automati on server transmtted in

r egnsnREIWOSk SSENRES Y6 Ppeiabimto areryr salecteshaytogtation server on the

Byt R R of Ra PR EE Sl SEPLr S 1dEliop,

the network server on the basis of the |ocation data.

%&@fcﬁcre%%gc%iwp ?g&&%hﬁg&ﬁ@gﬁtﬁc&éi% ﬁ],gwﬁwgre% %énoﬂle of the at least
one network servers is operable to query a selected automation server on the
basis of its near location to a selected geographical location.

4. A process control system according to any preceding claim, wherein the one
of the at least one network servers is operable to transmit the query as a
broadcast query to all automation servers.

5. A process control system according to any one of claims 1 to 3, wherein the
one of the at least one network servers is operable to transmit the query as a

broadcast query to selected automation servers.

6. A process control system according to any one of claims 1 to 3, wherein the
one of the at least one network servers is operable to transmit the query by

sequentially polling all automation servers.
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process control system according to claim1l, wherein
the one of the at |east one n2t7vvork servers is
operable to query a selected automati on server on the

basis of its near |location to a selecte t aphi cal.
(-0 Proess £ONIR! sySfers 8CeRiNG,0 @%P@ﬁ%’eﬁ% @*ffﬁngsrem the data

anyre@é@é& %{r{ﬂe‘ﬂr@ & th\%"’@c”@éﬁ drféené’c%r@fsewé?s # stofé$ locally at the
one network servers Is operable to transmt the query

as anebofthd i deasi opeyndatoodt serxat forsubsaguentancesss. A

process control system according to any one of clains

1 to 3, wherein the one of the at |east one network
8erA@rocess cperalizysteno accardimg to ahg meee@ings:laim wherein the one
bro ast ( to sel ected automation, servers. .

G256 3 arhstane. Jeik Selisrai GPPEbIAP S B el yi@sponse to

1 ttﬂe?rec&gﬁéﬁdé’tatfﬁﬁ'n e sBlectdiadbrlatidntse?ist. net wor k

servers 1S operable to transmt the query by
sequentially polling all automation servers.7. A

ro | By rap¥dingtae, r\'Girther including a
Ql a%ﬁéﬁg%{rﬁ}otl %g&%ﬁi‘g@%@g@ved r{g;'/pt he oge of 9

I easdnfrgmeat’rmt senvkr peovided i hesneimerk andatdupled ’tCt ’rh&‘. w{knetworks
of th st one network server, for u
acc%%‘i tﬁ@ aiA ‘f:ﬁ%c%'g‘i ehOrs | selvery JAl 4 t%%% ﬁg f%%\a%ported from
pr es@@hitgion! siridrsvrahel su-hewenes fHerébie, slicH ®asbnend the at least
network servers is operable to emt an alert in

r espiom setwarkisesvare éepperable trareirieveoshaterfeons dhe spafiguration server.
automation server. 9. A process control system

according to any preceding claim further includi n% a, )
d6nAipyacess mntmirsyaienpacwrdm foranyneresedingr ®alamdurther including a

coupl ed t.o the sub-n one

ot nsresso et Bl IRk 2ig sRRferEome submetworks
aut gAQtthe At fsdstone Métwidk séwérnmev\prdcesslhgrmver Iseinh operable to
that one of the at | east one network servers is

opefia@iveselectedt autemation: serversrefi the tPearks ifejfurther processed
ser§§£ﬂ 10. A process control system according to any

pre 'ng claim further including a processing server
provided in the network and coupled to the

é @2?&%&528@5,&8@ %Zﬁtﬁltn ggc‘?rtgg%"?? NEIVYrScsfhY Saint, Nherein the

automation server and the network server are a single server.

12. A process confrol system according to any preceding claim, wherein the
network server is operable as an automation server and includes one or more

peripheral devices coupled thereto.

13. A method of process control using a process control system comprising a
network of sub-networks, each sub-network comprising an automation server
having at least one peripheral device coupled thereto, and having data stored
thereon, including location data for the automation server and additional data,
the network further including at least one network server with a network user
terminal coupled thereto, and whereby each of the automation servers within
the network is coupled to one of the at leést_ one network servers for
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query sel ected automation servers of the sub-networks
for further processed data. 11. A process control

waymwansaccording to any precedi ng claim wherBETAUR®7/000461

automati on server and the network server are a single
server. 12. A process controlé§¥sten1according to any
preceding claim wherein the rfetwork server is
operable as an a nd i ncl udes one or

t omat i on server _ _
or OMBINFRLOR Ogé{%t%e@e&h%%ent engtho nchudiag Hbg steps of
of Eué}?ﬁ‘%soﬁé'ﬂrrrﬂbréjéf ?(é:IQIBFSr Bh tﬁ¥5c§a°s'§ of the location

conprising a network o su% net wor each sub-net wor
congatashntranamiasiamet acwesyefmm ohawif ftioe at léashshecm&work servers;
per | pheral .deyi §&CU d,thereto d havi ng data , :
ot orBa {eheiy fiac BBpige | BBat 19 Adpmatin Sabrer tansmited in
aut REpbhes téeth\éedjué’r?dfréﬁﬂdd)ﬁé R ahe Git Bast BAe nﬂétwaw servers to the
further including at | east one network server with a

net AdioRNafiosrsangei nal coupl ed thereto, and whereby
each of the automation servers within the network is
coupled to one of the at | east one network servers

flér Bonatheidcacdosgingfio diaien 1&ewwawquQWés mti:nedi]asis of a match
aut OB GPE S fomaBe ST 57 85e8¥ 15 aBpirrni location.
by transm ssion of a query fromone of the at |east

R ATFS BRI LS o by 3 B e the near

quero)caﬁé@m aR@uEmbtien Qén/'e?{’&é senate® heBhiaphRial fScatibA.
the autonmation server. 14. A nmethod according to claim

13, wherein the query is on the basis of a match of

tBeal preAdP Hcebrdife t@uérﬂi"@hboé‘f é%‘irﬁ@”é Qoa1§e¢vﬁ€Fé?|‘i’ the query is

geo raphi cal | ocati on. according to claim
m@peshtmaibataomaﬁlon%ovemhe basi s of the near

I ocatl on of an automation server to a sel ected

geographical location. 16. A nethod according to any

difeAomethed reecogling ta Sanywbaeedinclaiesql@ty 15 Wwhessitdhe query is

rmtl 0 ervers,. 17. A nethod according to
anyg%]r?éj% @I%'ﬁé}e§§u¥%“§@° NFAYPEI'n the query is
broadcast to sel ected automati on servers.
18. A method according to any one of claims 13 to 15, wherein the query is a
sequential polling of all automation servers.

19. A method according to any one of claims 13 to 18, including the step of storing
the data received by the one of the at least one network servers locally at the

one of the at least one network server for subsequent access.

20. A method according to any one of claims 13 to 19, including the steps of
storing data exported from automation servers of the sub-networks on a
configuration server provided on the network, and retrieving data from the

configuration server.

21. A method according to any one of claims 13 to 20, including the step of
querying selected automation servers of the sub-networks for further
processed data.
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18. A nethod according to any one of clainms 13 to 15,
wherein the query is a sequential polling of all

wa@eiosmetsson servers. 19. A net hod accordi ng t oOPEIXUI0E/000461

of clainms 13 to 18, including the step of storing the

data received by the one of t at | east one network

servers locally at the one of 9he at |east one network

22 é for subseq?ent access. 20. A nethod according

IRk HETEPTa OF 418700883 cLONTiok | YEleN, (1o NAPWREK Server being

St OproRfHedRlR £XRANVbAd dff QiB-ANINITRE, Qﬁcﬁeél)‘&h%t\l\g;rkt &ﬁ'ﬁgrlsmg an

sub- networks on a configuration server provi
net aiok)atiencsereer having gatdeast dneopetiptesrabdévige: rcaUptmi thereto, and

ser od accordi.ng to any ,one of  cl

5" g Bt sty 1ofReE" SRABY SR 483C0f 2as eltcation server
autmtauqmoaar uetss tied nbh@ombf’grtﬁéﬁ iﬁéldtﬁné Qt |t IdM network server
processed data.22. A network server for a process

contitia] a sRefweRk uses testinal kealied rthpeatag apdowheseby eagh of the
net YahKaRibnSevAR Wah theeﬁgﬁfostkgsés%ﬁhﬁﬁegf(}?e ﬁghogsfgpgat least one

an automatl on server aving a

devineterorio lgainestst foe rasnomuaitdtioa vofngatdathersitetivedn, the at least one
t her eon, . i ncl udi ngwaocatl on data for the automation

ser QRIWOkk Senver DeBishiongsghle tonsesrivawsiatar expaitad from a selected
| nchueiitiont ér@é‘lsltr?ﬁﬂ'ﬂ %%tlm’égpé V&edg eagrﬁb)ﬂ{grd? the at least

user term n coupl e reto
autmmnehmorkesermrs toi thii seledied razatomaﬂmn sen@u,p\h/ladrdby the selected

one e at | east one network servers fo
cor AT BR et S aBNEH L5 BB rRUnK SeiotEh fhibasis o the location
netmék server being operable to receive data exported

froma selected automati on server transmtted in
response to a query fromone of the at |east one

DSt AGHtwB L ¥ERRr ta‘écbfb‘?n?% iR 2 UL ASRH e SREVET thgyat least one

whereby the selected autonation server is querie
thenemmbrser‘wsweromrableetmmesy @& seleetddbaatdmatictatsarver on the

2 S AR Rl des 150 k38 elrafyodlSssiah,

operable to query a selected automation server on the

gg%fréeg{qpa%ggrfv%ga%fpghﬁﬁg ltg %atlmo t\?/hgreslr(le ltl'?é: ton(<]|a of the at least one
network servers is operable to query a selected automation server on the
basis of its near location to a selected geographical location.

25. A network server according to any one of claims 22 to 24, wherein the one of
the at least one network server is operable to transmit the query as a
broadcast query to all automation servers.

26. A network server according to any one of claims 22 to 24, wherein the one of
the at least one network server is operable to transmit the query as a
broadcast query to selected automation servers.

27. A network server according to any one of claims 22 to 24, wherein the one of
the at least one network server is operable to transmit the query by
sequentially polling all automation servers.
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24. A network server according to claim22, wherein

the one of the at |east one network servers is
woep@rdiiles t 0 query a sel ected automati on ser vePCDAULGME/000461

basis of its near location to a sel ected geographi cal

| ocation. 25. A network servepgaccording to any one of

claims 22 to 24, wherein the one of the at |east one

twork server is operahle to tr ' r .
3 ABeladRinetler S dinadh ovenie A ellrhs peto Rt pdRitne one of
netyne |&dst \6vle [RSQRFHI E8B/et s apsradietemit am aierlih tedponse to the
24, wherein the one of the at | east one network server

i s repeiphpf datedramihe selectatkaoriafioRseiv@yk oadcast query

to selected automati on servers. 27. A network server
according to any one of clainms 22 to 24, wherein the

heA sbnfigeration|sesver e pecrRssicosiol systesn.dperemfiguiaion server

t | ] i y
oty P Eef I ER Bl R RGN WelohltAhepuork pomprising an
anyaiogatibn Gepvarshadng at Bast whergariphehel devicototpledahereto, and

| east .one network server is gperable to emt _an alert,.
i n hadnpAata stored dhereen; W'L&ﬁmgjéq%@tlpnd%t??er ta éek%aﬂon server

am%éh&i’ﬁoﬁ?l{ﬁ(&% gfegpne tcﬁ? '?ﬁhﬁﬁ%ir fkiudhg 8 ¥efst bAB rstwork server

process con e configuration server being
pr owitileal netwarknaissorterminas upupdgdvdhémeto,eantd whereby each of the

sub- networ k conpri sin t ti havi t
SUbJECUEEK SO0Br! ShiG B0 SULOTRLL S0 S VB! YRt fast ono
havj&ig,ofit o9ty S8r t SthRRMICALBA! ofi AStal Qﬁéﬁéb@ﬁN@?ﬁe,a wherein the

for the aut omation server and additional data, t
net ewnfiguraliarh eervencisuddugledt tol s subrmetwetigoerdstey at least one

wth a netwrk user, termpal, cou -

whereloTE shRveS  1rGolRIeThE Brist 8B Gl HBHf Bhfomafidh servers of the
net yul-Ketwork® URednt @uenehaf ohbeofathel galdiasopaenediwark servers is
servers for communi cati on of data therebetween,

whePRSTAbIE® redisegiatadion tha eorffguratiheRives to t he
sub-networks and the at |east one network server, for

storage of data exported from automation servers of .
BAeAqIpcessing sRB/ES fiRsra PRCESEERNBAhSY AR, Hhe prroegsing server being

SR B AL .3 B BREAEL REgh UL ENE faprsng an
f or agtopiiatipsseroenhavihg atdéast orichpepiverak devige v@uptyd thereto, and
el quving data stored thereon, including location data for the automation server
and additional data, the network further including at least one network server
with a network user terminal coupled thereto, and whereby each of the
automation servers within the network is coupled to one of the at least one
network servers for communication of data therebetween, wherein the
processing server is operable to query selected automation servers of the

sub-networks for further processed data.

31. A process control system substantially as hereinbefore described with

reference to the accompanying drawings.

32. A method of process control substantially as hereinbefore described with

reference to the accompanying drawings.



provided in a network of sub-networks, each
sub- network conprising an automati on server having at
wo e@stiissee peri pheral device coupl ed thereto, BOTIAU2007/000461
havi ng data stored thereon, including |ocation data
for the automati on server and3fdditional data, the
network further including at |east one network server
h r. i . .
e e BREE Tor el 8y S SEbPeRraflf s hereinbefore
nedamrlbadswrbfm uspfemciedodhe actompanyingldragingsne net wor k
servers for conmuni cation of data therebetween,
wherei n the processing server is operable to query
3deAe coadigardtiomatsevvers €oveas podcddse cmm!lrohesysjelks slmStantially as
fu ther roc sse%datﬂhbé 1. A grocess cont.r ol stem
suBSEERR 8!’*? esEings W pEneedadne @B%%‘“RPE‘H”QQF@
to the acconpanyi ng drawi ngs. 32. A nethod of process
sybstanti as herei nbgfore descri be

ont r ol Wth |
5 3\C5 TRRERSIDG SPHET % RIRGRASIFYNHPARY IS st @pt;?ilyvasrlp@rembefore

se § ially as
e SRRl BERRARS Gl oM PG,
acconpanyi ng drawi ngs. 34. A configuration server for
a process control system substantially as hereinbefore
described with reference to the acconpanyi ng draw ngs.
35. A processing server for a process control system
substantially as herei nbefore described with reference
to the acconpanyi ng draw ngs.



