; e3el |1 v26JTq] VOLTAGE MONI TORING CI RCUI T AND MEMORY CARD | NCORATI NG THE
SAME BACKGROUND OF THE INVENTION 5 1. Field of the Invention ghe N eggnt

~inventio | a voltage nonitoring circuit for nmonitoring the

vol t age mmmmmmmmmMMMling data to or erasing it froma sem conductor storage
and, nore 10,pagticularly, to a voltage nonitoring circuit intended for a
semi conductor storage incorporated in a menory card or the like. 2.
Description of the Related Art Cards in which information can be recorded
have been 15 used in a variety of fields. The cards are avail able as
magnetic cards for retalVOHPAGRMSSETORING oCFREUOA ANDt he form of nmagnetic
information or as nenory cards designed to store necessary information in
sem conduct or st or ageMEMORY n&ARD yIN@ORBORRATENG nTHRO SRYRes: one type has a
built-in sem conductor 20 storage, and the other type incorporates a
program nenory or the like for inplenenting required processing by
accessing a central processing unit or other desired processing, the latter

type is known as an | C capdckSeausonductrer demirsesidwi It in the nenory
cards include dynam c random access nenories or 2~ static random access

menorigs that permt read and wite 0 3. JAN 2003 2 (hereinafter
referred to as "RAM') , electrically erasable and programuabl e read only

menories (hergidiaf t& oiff erdwdht9,@s "EEPROM), and flash nenories that
permt erasure in block S7.ZeS. 5 CGenerally, when a user of a nenory card

tries to use therfenDry caLdint e, PanspOal e ertid Al o mitharo ofnghe

user is checked to sure that the person enpting use

h H , , f . - . b . :
M one {ypaoRe oy poe el s VY e et d SRl e ea o
the card read r/mg%}er ;%de or the.hog% si des {n the other type, the check
is perfor e\?ﬁat% tlﬁ:e O & & STHePt ‘11?%% n@ 4el8Fi BBE afi© >?arrp| e of the

checkiga Brossdune appled Lot e bus ol LG cas adoet o Lg.gheglthe
semiconductor storage incorporated in a memory card or the
like.
2. Description of the Related Art
Cards in which information can be recorded have been
15 used in a variety of fields. The cards are available as
magnetic cards for retaining necessary information in the form
of magnetic information or as memory cards designed to store
necessary information in semiconductor storages. The memory
cards come in two types: one type has abuilt-in semiconductor
20 storage, and the other type incorporates a program memory or
the like for implementing required processing by accessing a
central processingunit or other desired processing, the latter
type is known as an IC card. Semiconductor devices built in

the memory cards include dynamic random access memories or

8]
o

static random access memories that permit read and write
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15 First, a personal identification nunmber is entered through an i nput
circuit provided on the surface of a card medi um of the |IC card 3 RH& 2003
~entered personal identification nunber is checked agai nst the personal
identification nunber that has been stored in the I C card beforehand. Wen
the check 20 result indicates agreenent, the use of the IC card is
aut hori zed to proceed to the subsequeﬁ% processi ng such as referring to a
transaction history or other information that has already been stored in
the 1C card. If the check result indicates disagreenent, then the personal
i dentifi cadhiear inaftter ref@bredttes @d BBAMMA) | e Yepeaichbéycdeskablé drie check
resul t 0 3 JAN 2003 3 indicates disagreenent for a predeterm ned nunber

of tines progartibae irkasucteyshencriken (hkeedunbFadicente HOEESHNGHl the
IC card is disabled and the use of the IC card itself is prohibited at the

same ti mespEpomumbernnef fdiasagrRemntss ravealedpye t8eaduebesk bsoskored
and updated in a built-in sem conductor storage as the nunber of error

count eacly;tigze the check result shows the disagreenent. Hence, when the
error count nunber reaches the predeterm ned nunber e.g. three, the use of

the | Gioard i tsekowtlibe phohi bi Led: 30 Toneheck the Psule, yeo

identitication nu C card by using t car writer, the

|C card i 3:/setded iy d hen el Jeader AupLi o6 capdothe.persqnaly

identification nu i roug rnput circui prOV|dES:%n t he

d der/ wri 4 1h f d is identical h
ot i oned WEbBYEC GO P IRCERGh. HrabeHTe M) SHP (089 oF° aied  tar d

btai ned by a.thi .son, who, h tained the | C by, 1 hef t th
Tke unt e3€ EHE CHRpaCon SEoRE (HIE I JAF Bor Oral T deRtE (1 at i on

nunber of the I% card. The_ personal 20 igentifiC@%lon nunber is conposed,
for exanpPd2idRPSiRpFHa FERESE &hPRRaYPS of thrakferS'DPshidtat s so
that it cannot be guessed right within a predeterm ned nuzBet of attenpts.

Thus, ¥ he 2S6OGTAF a5 O WBP 8 1iSsChef heaoncth e A8 rdese HBEAVARESE Sk error

count nunber is witten . .
or the host side; in the other type, the check is performed

within the IC card. The following describes an example of the
checking procedure applied to the type of IC card adapted to
check the personal identification number within the IC card.
15 First, a personal identification number is entered
through an input circuit provided on the surface of a card
mediun of the IC card. The entered personal identification
number is checked against the personal identification number
that has been stored in the IC card beforehand. When the check
20 result indicates agreement, the use of the IC card is authorized
to proceed to the subsequent processing such as referring to
a transaction history or other information that has already
been stored in the IC card. If the check result indicates

disagreement, then the personal identification number is

Lo
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entered again to repeat the check. If the check result



25 to the senmiconductor storage built in the |C card. For instance, 03
JAN 2003 4 to wite data to or erase it fromthe IC card, a vol p3gganeyf. a
“high voltage of about 20 volts for an EEPROMis required. If the supplggof
such a voltage to the sem conductor storage is prohibited due to the danage
to a source generating the 5 voltage required for witing or erasing or due
to disconnected wring for supplying thg voltage required for witing or
erasing to the sem conductor storage, then witing or erasing the error
count nu”@ﬁﬁi‘c%t%'ssé‘f’éﬁgreg b3t %?é?%eagttsa?ﬁli oS L G Rl dssuly al so to
t he menory cards that ve bui [t 10 fn sem conduct or storages requiTing
such a speglal I n ri i . L.es i

per sonal ?gg%Fi¥8€% |%%S%%%%éﬁgﬁﬁgkgge%ésggége&%i§g5%égggg§n0?g%§§Qg% SO
that the supply_of., the volt requir for.witjng or_erasing.tq.a

sem condubtal L aragehe ar e a8 dEmnentc Sarst a8l auhe Brinsh i no

| onger witten to or ypdated in the serg conductor storage. Thi,s enables the
chock of AUpEPEGHRNS B { {BACHGTEtten  FOUBEoBETE o BRI bRer of
times exceedi ng, a predeterm ned nunber. This has been presenting agProbIem
in that aSPRCRd:PETOFSrayrevRfafad yn i Rl bhr 13 %ﬁi‘%%%&%%’é%ﬁ €
identification nunber and unauthorized use of an I C card or a nmenory card

i s perm t 88dtheumvalRgr ot B QNENTItORRABCBERR Nt s, chack e ohjsd@Wof t he
present invention 25 to provide a voltage nonitoring circuit that permts
qui ck  0tBe dAprappsmBNgi.scBeREy, ofharh&hgf or seni YR I neRehtfHhply of
a voltage required for witing data to or erasing it froma sem conduct or
storage. khe pradetieemisigcatumnifert ies gor édeee,i nentisen afb tehildve s d
accurate operation in the voltage nonitoring circuit. It is still another
obj ect of itlseldr eddnt Henwerdhiidr ttesd appl y the voltage nonitoring circuit to
a nenory card so as to maintain security even if a nenory card has been

rewor kéd to di sabbeclideksiipplpercionalvobtagefiequivadnfimbew fdirnghelai@ 10 to
or erasing it froma sem conductor storage. To these ends, according to one

aspect : 011: clalrel pyesenhgi tiverddah rebliere wird teroviHedIe votd age inyrtted ng
e i; the card reader/writer and the personal identification
number is entered through the input circuit provided on the
card reader/writer. The rest of the procedure is identical
15 to that mentioned above.

Such a function prevents unauthorized use of an IC card
obtained by a third person who has obtained the IC card by theft
or the like unless the third person knows the authorized
personal identification number of the IC card. The personal

20 identification number is composed, for example, of a
combination of a plurality of characters or numerals so that
it cannot be guessed right within a predetermined number of
attempts. Thus, the security of IC cards is maintained.

As described above, the error count number is written

25 tothe semiconductor storagebuilt inthe ICcard. For instance,



nonitoring a desired voltage, the voltage nonitoring circuit having a
detector circuit that detects whether the voltage used 15 for wjBtJAang ogat a
to or erasing it froma sem conductor storage is a perm ssible voltage and
i ssues a control signal for controlling the operation of peripheral
circuitry as the detection result. The,detector circuit in accordance with
the present '?0 invention nay have a cénparing circuit that conpares a

vol tage according to the desired voltage with a reference voltage and

i ssues a sj i ndj ive 0O c rison sul and. a .retaini

circuit tﬁg?wnﬁ&%i%ngstcag#oo(étrpéfgglggjhgrpﬁao ntehzecgﬁ%gfi%éogll FSehl %a%g i ssues
a signal based on e output, sig as. a control _sj . ... 0 3 JAN 2003 6
The senic%ﬁ%ﬁ%?dYoigﬁgﬁg%Pi b%%bgﬁga FiEH At thlfhggﬁyﬂgﬁ 's a
nonvol atile penory using_a high voltage, which is higher than the lire

Vol tage, FortOfiTHPRLBOESARG VakE A% tHolbet SERUTPEGHC Rty SHAvaTs

vol tage dividing circuit 5 which divides the supplied high voltage so as to
conpare thé %Pgasétefivrial@d ity Hanfg s I s WRFYi FFRerrELRE WREh t he
reference voltage by the conparing circuit. The detector circuit in

accor dancBOW eHet PRIyt Be@ o MraRtingno et driveg @11 dvel t e Hasgiong esitesui t

that changes the 10 | evel of an activating signal, which corresponds to a

| i ne vol tdgeingofhirglupplvigy Itheelvaldaygalimeguiored hfgh woitage gener at ed
external ly and supplies the high voltage after the | evel change is supplied
to a vol tagesdnyi to Mheisemiidondugtidiestoiragehethenowyitand dnewasdmat i ng
the voltage 15 nonitoring circuit in accordance with the present invention,
t he data whetéenotcornerasese f rieomdd spailtedaf Théssepptoaducd brorstyortage i s

t he nunber of times a personal identification nunber is checked; the

checki ng ohet ie peatsignduti did ficaiHeomansbercasdsatisedhaue batdtding to
a first programstored in a 20 sem conductor storage for storing prograns
that i i hdependephbycpoeVisded algedmriche: 158 Mgt @MEHC 2015 pelcdr=agero 1ardet.he

If an unauthorized third party tries entering personal
identification numbers to use a card which has been reworked
so that the supply of the voltage required for writing or
erasing to a semiconductor storage is disabled, then the error

15 count number is no longer written to or updated in the
semiconductor storage. This enables the check of a personal
identification number to be performed for a number of times
exceeding a predetermined number. This has been presenting
aproblemin that a thirdpartymay eventually find out a correct

20 personal identification number and unauthorized use of an IC

card or a memory card is permitted.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the present invention

o
o

to provide a voltage monitoring circuit that permits quick



activating signal is generated according to a second program sto&ed in the
sem conduct or storage for storing prograns. In the sem conduct or §témﬁdﬁﬂ
“for storing prograns in 2~ the menory card according to the present
invention, the first 0 3 JAN 2003 7 program the second program and a
third programfor carrying out the processing of access to an area of the
sem conduct or storage where the nunber f checks of a per sonal
identification nunmber is witten or erased are stored in a scattered

manner . 5 (e RGN PEAL 2R XA CHL £, ACGH dN0 BT bESL et ap: of ver

by the first program an programis execu y an 1 ns tion

gi ven by the seco r I, EF PTL H . ig. 1lis
acircuit %Ga%%ger#g??aﬁg%ﬁ%%ggén;t or%c%a%?guﬂ:f}fgﬁ Qgﬁé\ﬁgl%cé?}%l?calg
enbodi nent_.in accordance with the present invention; Fig. 2 is a timng
chart ill &t %&3%g the operation of the voltage nonitoring circuit (10) in

the first enbodigent 15 in accordapce. Wth the present invention;. Fig. 3 is
a flowchart showi gl?ﬁQOMkPﬂéeﬁﬁﬁe%Fepms BéW@ﬁ&llquEﬁt“i?r}? %{‘f‘?gon
nunber _in an IC.card; Fig. 4 |s circuit diagramof a voltage nonitoring
circui P (EHCURREE Bboth et Bl taee pReRERPTIRGeREFEHLIt20 and Fig. 5
is a diagram show ng a program stored in a sem conductor storage (9) for
storing prograns Ifcnlﬁh'ét%%gcﬁfftptéh%dl%ﬁt of the present imventioen.tws

apply the voltage monitoring circuit to a memory card so as

to maintain security even if a memory card has been reworked

to disable the supply of a voltage required for writing data
10 to or erasing it from a semiconductor storage.

To these ends, according to one aspect of the present
invention, there is provided a voltage monitoring circuit for
monitoring a desired voltage, the voltage monitoring circuit
having a detector circuit that detects whether the voltage used

15 for writing data to or erasing it from a semiconductor storage
is a permissible voltage and issues a control signal for
controlling the operation of peripheral circuitry as the
detection result.

The detector circuit in accordance with the present

20 invention may have a comparing circuit that compares a voltage
according to the desired voltage with a reference voltage and
issues a signal indicative of the comparison result, and a
retaining circuit that retains an output signal from the

comparing circuit and issues a signal based on the output signal

]
Ot

as a control signal.



0 3 JAN 2003 8 DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The vol t age
monitoring circuit in accordance with the present invention w || 0BeJAN 2003
“"explained in detail in conjunction with the acconpanying drawings . Figure
lis acircuit diagram5 of a voltage nonitoring circuit 10 in a first

enbodinment. An IC card will be used as6the enbodi nent; hence, it is assuned
that the voltage nonitoring circuit 10 shown in Fig. 1 and the peripheral

circuitry thereof are included in the IC card. As illustrated in Fig. 1,
provi ded inside th I%a [ re...a_charge pu cjrcuit .1‘aiervi ng as a
hi gh-vol t age gen IrlgtF [ E%ngégggtrhgttoﬁé‘ﬁgr gf“egc%p%dgﬁ?%eol‘fla %% (e.g. 20
volts) which is _hjgher than a |line voltage Vdd (e.g. 5 volts) ;. a
sem condUBES? BEorAfe 5 PhaS SrEO A L BAROTETLRS 2 He HoMHT St
successi ve di sagreenents, i .e . the error count nunber, 15 in the checking
of a per sHRACH] g%ﬁ“t‘i?rriec%ﬁh@r? RORbELRE ¥oddmdel TRrotEsEiRg Uniar aHE®i naf t er
referred to as "CPU') 4 that reads out a desired programfroma ,
seni conduéhsr LBEoRaERCYOFoF 1 E5EBEE G2 PrivaiF s Vicdit agte dhisiifhj icheircuit
sem conductor storage 3 and other prograns for inplenenting various types
of prozesshaghi divheez20thar gupniiadi hgghheobheeki sg af tperasmpdre the
identification nunbers and updating transaction history information and
control s arR&agei dcuidsdi phrbegh Cloavd]l tage divotiagechpaitidrwhgh dibreuit
10. The charge punp circuit 1 boosts the line voltage vdd 25 to the high
vol t age Vppfamdnceansidittagye fey Hilgh amigagend/ppitouit0 3 JAN 2003 9 a line
6. The high voltage Vpp is supplied via the line 6 to the sem conductor
storage 3 and thBheoléagetowniciacuig dinr edicortdnce with the present
invention may have a level changing circuit that changes the
10 level of an activating signal, which corresponds to a line
voltage, to high voltage level according to a high voltage
generated externally and supplies the high voltage after the
level change is supplied to a voltage dividing circuit.
Further, in the memory card incorporating the voltage
15 monitoring circuit in accordance with the present invention,
the data written to or erased from a part of the semiconductor
storage is the number of times a personal identification number
is checked; the checking of the personal identification number
is carried out according to a first program stored in a
20 semiconductor storage for storing programs that is
independently provided from the semiconductor storage, and the
activating signal is generated according to a second program

stored in the semiconductor storage for storing programs.

In the semiconductor storage for storing programs in

[{)
ot

the memory card according to the present invention, the first



The sem econductor storage 3 uses the high voltage Vpp 5 supplied through
the line 6 to wite data or erase witten data. Mre specificallyg3iJAN i0s
-*enbodi nent, an EEPROM usi ng high voltage for witing or erasing data is
taken as an exanple of the sem conductor storage 3. If the sem conduct or
storage 3 uses DRAMor the like that wites or erases on the |line voltage
10 Vdd, then the charge punp circuit 17is not required; in this case, the
line voltage Vdd is supplied via the line 6. The operation of the CPU 4 is
controlled by the control signals issued by the voltage nonitoring circuit
10. For i mstcanes,, Whensehendoprageahevehddd thhe cpmogalarsfgnataisyand5 |ine
vol tage Vdd | evel (hereinafter referred to as "Hlevel") , the operation of
the CPU 4 s dheablredeselierecas wherstsheéovaht ageal efethef sémecamdteiodr si gnal
is a ground voltage Vss level (hereinafter referred to as "L level"), the
oper at i on safortahte GREré tiise anableddo f ahdddeofm phirebnadr dénopeiedt domi s
enabled) . 20 The CPU 4 supplies a signal for controlling the operation of
the sem coReOR sSteha8en3oreePasadVid &t H@lir0h dcheddrsldi@net o the
sem conductor storage 3 via a line 8. The voltage nonitoring circuit 10 has
a divi gi ngrid ISdddnd PRt 0f st wRecapagi hekdrdlnandolan a GdmRaioy 13
which ?~ is a conparing circuit, and a Dflip-flop ? 4 which is a retaining
0 3 JAN 2 i i £ £ t CGARAGH IS zC0nae t he
line 6, an Qﬁﬁgbgiﬁgg gﬁﬁg?ﬁ%?ggfg%é %@%nectgﬁuggi§¥ﬁg§éghgg %%é?%ﬁépof t he
capaci tor IS . o] npde [0 ol tage Vss (0 volt)
is supplie f%§fﬁgﬂ%$ﬁ%€g%%dg§ g?eg .tﬂ% %Eggggngggﬁﬁgﬁk, the ratio of the
capaci tance of the capacitor 11 to that of the capacitor 12 is 1 to N (Nis
a positive integer) . Hence, the voltage at the node nl is equal to the

vol tage at one end of i n of the voltage 10
suppl?ed t hrough the I%%gégnﬁgéééE@#iW%,8€$&¥%eéé%%$ééé supplied th?ough

the line 6 is 20 volti and N = A t hen, t he voI%age a& the node, nl .will be
20/ (919 1) - 2 vBiBs. 1adS @ FHICHE: FERUETBCF af eV O ERESCBRAPBAFAFSF913
erforns conpar,ison wwth a reference, vqglta Vref according to.the 15

\F/)ol t age atcjt%lrfod@% Hhe h bﬁstroﬁfngﬁélvﬁg%né? & CPh qeg with the

present invention;
Fig. 2 is a timing chart illustrating the operation of
the voltage monitoring circuit (10) in the first embodiment
15 in accordance with the present invention;
Fig. 3 is a flowchart showing the checking procedure
of a personal identification number in an IC card;
Fig. 4 is a circuit diagram of a voltage monitoring
circuit (20) in a second embodiment of the present invention;
20 and
Fig. 5 is a diagram showing a program stored in a
semiconductor storage (9) for storing programs in the second

embodiment of the present invention.
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supplied to the conparator 13 and conpared with the reference vob%agﬁgégﬁf;
however, the high voltage is prone to be considerably affected by *n0i .
“"For this reason, it is preferable to divide the high voltage to acconplish
nore 20 accurate conparison. Besides, using the high voltage Vpp as it is
for the conparison by the conparator 13 would require a high voltage to be
used for the reference voltage Vref. Th& reference voltage Vref should be
| east dependent upo I val.t d h system for
boosting the refereﬁ%%éggbégﬁyaég @g§f¥%65F§%%? %ggﬁgéﬁ%ﬁfﬁbnce, it is
nore desirable ,@&3 ~ ,JAN 2003.%1 t.0 conEare a.voltage di vi ded Lrgg1the
hi gh vol t age wi t HEhdOlePafeRCBLOrEAGe CVFEHIETHB BEHREFELE HHENUSEE f or
di viding the voltages or two resistive_elenents be used instead. The
vol t age atPE$REHod& iR OB Ip) &8 ﬁépﬁﬁénﬁékﬂpigggﬁﬁguﬁneﬁﬂ?JHﬂFEﬁops one
input termpnpal, of the conparator 13, and the reference voltage Vref is
suppl i ed thrBugheadFrARP2BYEBItdeanEy@s i vaE iR lehd 2 RHIrERLtsAi R8T her
input termnal thereof. Fromthe viewpoint of the accuracy of conparison,
10 t hebr efaf enve lisbeagenviet isgoal dchét| k@stn depéndénemppdarend .| i Aa
vol tage Vdd. The conparator 13 conpares the two supplied vol tages and
out put s t heC camshmisldn breesisletd aBokhiensnhndément /t hencef,eiénts gobumgd Vref
is 2 volts and if the voltage to be obtained by the voltage division, i . a

t he vol taget dtha eltageodenntoatogradinguib tthehoeheianEiegval tage tieef
should be 2 volts, then the conparator 13 issues the H | evel output signal
as a conpagesivh#esll¢iréul beyvohtagefatrehénntdeen imasthotI escted 2
volts. If the voltage at the node nl has reached 2 volts, then the
conparator 13 isgued lthedrdtenelinogtigut 15i grakidedasnkhgiec@mparicsearyesul t.
A data input termnal D of the Dflip-flop 14 receives an output signal of
the comparat®r 13 cand-ge ghegk deFdinal 1 tderepiqreseaves ga-ibildaefe Si gnal
TRGvia a line 16. Wen the D flip-flop 14 receives a clock pulse as the
trigger sighgdr2ridieirtdy st ¥ret bR8$hgRal aappin &b 1addargat@ igpeh
term nal 0 3 JAN 2003 12 Din résponse to the rise of the cl ock pul se and
I ssues a sygngd) Q%irﬁﬁgnﬁwﬁekocﬁaz‘{%' hage Jzél’m?ége"‘d?ﬂ&h(é.Sc_{.b%s%l%)t;he
stored signal, froman outpdt termnal Q For exanple, if The voltage |evel
of the si ' t [ 1 pnal;. D le T a
si gnal of g{lagvegﬁ@gdeﬁﬁce%e g|A]L'§O I seﬁgdeﬁggréﬁﬁ%%htlplﬁté ?’gr%r#ﬁgf%\f%ﬁdr Ielﬁ;é t he
vol tage | I i data i.npu 1.hal I
| evel , t h%ﬂé’b% Skgﬁqléég{%%‘?fagagggee%&eﬁqg’i Jg's%‘egﬁgr%lﬁ#?}%ergoélu tpwgrkhi nal
Q The,signals emtted from.the_output, term pal_Q pravide the control
S gnai e 10T Chr R T Re S epResSBnRY At o Bfee o PTG Lo CRNE SR, 1
this enbodinent, the Dflip-flo 4 is enplo as t, Ltaini circuit;
however, iX*¥e5°HeR? @ﬂ%égeﬁﬁlga%gﬁfsﬁ%ﬁgﬁgfﬁ8 33 kg:epé{s%I gntg‘a;\grfe?dﬁas
simlar performance. | n the enpodi nent, the control_ signals mhigh are the
15 out put sO0F 34 VoY RGO TG BT AgS T R TUG BP Brsd T PPt 5EPR&PEPU 4
which is one of the_peripheral circuits; however, they may be used. for
ot her per i%%‘?’é?m%ﬁ‘gﬁi%c%%ﬁﬂ%ﬁ; Ghfe seRad g Listdfada % 8“509?P8Ir t he
boosting operation thereof . In this case, the control signals disable the
oper at i on RFOYRRNDof U LEe R W gt Sydredt PdnPE RN hdRcENet he
current consuned fo boosting is reduced. Furthernore, even if the CPU 4
shoul d0car¢grddnalnehipertod Prasddssd A AL 132 Hil dapitildd Garfd atheurpers
should fail to stop the operation of the charge punp circuit 1, the
oper ati on ¥idtedehingetpanpactioni histoay 2rfbensdcreland grriiord ks
w t hout dependi ng on the CPU 9.

other circuits in the IC card; and a voltage monitoring circuit

10.
The charge pump circuit 1 boosts the line voltage Vdd

25 to the high voltage Vpp and transmits the high voltage Vpp to



0 3 JAN 2003 13 The operation timng of the voltage nonitoring circuit 10
Wi ll now be explained in conjunction with the acconpanying draw rigs.JARI 2003 e
* 2 shows a timng chart illustrative of the 5 operation timng of the
voltage nonitoring circuit 10. It is assuned that a signal of the L voltage
| evel is being emtted fromthe outputgterminal Qof the Dflip-flop 14 in
the initialized state. First, in response to an instruction for witing or
10 erasing data to or fromthe sem conductor storage 1 given by the CPU 4,
t he oper ati binefé6t h&hehdwige ot acier Vpipt 1§ sspbbitdatréd ahetlime td tand t he
voltage Vpp to be transmtted to the line 6 is boosted. At the timng,
namel y, tihe $émidynddiccdr tderna)d agendppewrbl t hgeandreetro £ Lhd v ibeestted to a
desired 15 voltage e.g. 20 volts, the trigger signal TRGis applied; by
this timmng, the conparator 13 will al so have conpl eted secure conpari son
processing. At the rise of the trigger signal TRG the D flip-flop 14
I ssues a signal pfietdenVObtageLbeVEeloLRLEESRONS gk I J& AWM viiggnal of
the conparator 13 from 20 the output termnal Q as the control signhal.. In
the wayef QEBE%eHh@aP&E(gﬁ”th e 08 +Qun - aﬁtéqf Efasﬁ%fgtftéﬂ‘aaft(y.l OWs
,~.etlh, 1t nme 0

after tir ns that the voltage leve the output signal of

L L

' . 0. 3,_.JAN.2003, 14 13
\rllgst gggn tgégltﬁg e%gﬁ@%‘%ﬁ?ﬁ@%??%eav&q g ‘éca\/&ﬁ 3§eﬁ‘pgsrt%\§ ’ga_(d)'pr‘?%g%t e;i red
'he boost THe BF iR 0B EasecUBEER the Lhebte SRS iTEY 1 PHAS Sropped

at 5 time_ t2. refore, even if the yoltage |evel of fhe output signal of
t he conpaP&fSr %ﬁaﬁg&fﬂfﬁéw Vage &Se? IercﬁsetshgncB%ter]o’rn%ivé’h&Ia ichis
t he out put_.of tBe voét ag}g nonitoring circuit 10 remai ns unchanged, so that
t he 4VAd/ nbPehf FRBt S T Re CRNEP viRkF @14 hiel Vol ife TRSM ARG ng eittdd t 10
according 10 to the _enbodi nent and the peripheral circuitry thereof are
appl i ed t 62861 Engartdnfi Vo ligW e/ Hbdd iDwmPl Rurta tBAoksna ft owchart
illustrating the checking procedure of a personal identification nunber in
the 1C card. FirBhe qreyatiomfafl fhe CRUst 5 senthatl leRebynikegicosk ro8 of
using the 1C card has been indicated. This is done, for instance, by
turning t Bégpewsr iGNued tbiye the cmrldage nionidaainl rehdevitr ifer ,Fax is done
by inserting the IC card in the card reader/witer. Then, the error count
nunber, namsitpncehewhembéheofro2@agiec deswilyv @ fdithagceermmtls sdfgre lperss@nal
identification nunber in the checking of the personal identification
nunbeiy i dineadol nage 8idB2evEiethétrebhbftea 158 fpmated dio aBSH Uevield )t he

sem conductor storage 3 to read is transferred via the line 8 fromthe CPU
4 in Fig. the dpetdeiomiofi che 03d) §tiat @istbied; nate Sa s otiein thelverl taged. O
~ JAN 2003 15 The CPU 4 conpares the read error count nu:-nber with a
perm ssi blleven sge¢hki edntwidiers iifnAUCeELSSigeothiGags peagat vsknlevep S3. | f
the specified nunoer 3, then the condition in which the error count
nurctber 7nkheispetichl edreahdd ks BOt D Bafé BF) £disd Nipfe fdNEi G I teeuUNt
nunber in the initialized state is 0; therefore, the program proceeds to

step S4 feputdesidiPibied (a state in which normal operation is enabled) .
20 The CPU 4 supplies a signal for controlling the operation of
the semiconductor storage 3, e.g. a write signal or a read

signal, to the semiconductor storage 3 via a line 8.

The voltage monitoring circuit 10 has a dividingcircuit

composed of two capacitors 11 and 12, a comparator 13 which

3]
ot

is a comparing circuit, andaD flip-flop 14 which is a retaining



processing of the personal identification nunber. To inplenent the checking
procedure in the IC card, the CPU 4 built in the |IC card executﬁf épg%

* personal identification 10 nunber checking programto accept the % A3
identification nunber through the input circuit provided on the surface of
the card nmedium To inplement the checking on the card reader/witer side,
the personal identification nunber is ergered through the input circuit of
the card reader/witer. 15 Wien no particul ar explanation is given in the
fol | owi ng pr §sing, it neans that the same applies to the checking
procedure 1nplenmented in the IC card and that in the card reader/witer. In

PLP, S5 LN et ekad e sond JSLIILEal o LIS 2O, L EheEked, 2gpl

e personal rdentifrcation
nunbert o beregi stered beforehand ma e stored in the storage circuit in
The TC cartt v AEaPiidTg SO0 TR Shedi RUNBEGEAMILE PniORS PE-cadte or it
may be s Cored_in the storage gircuit in the |IC card or host conput er
Capabl e ' TGP ARSI T diat b S UE FrHmtOnEREAeRE duder Pirdt S Rhen

0 3 JAN 2003 16 carrying out the checking procedure in the card_

reader Pwr iMRYE2IMYTSt KA Yk Sbnd Siud’é}%lielqgéﬁt?%% Hire € EhERRFRG T pr otRdur e
is inmplemented in the IC card, the CPU 4 is responsible for it; or when it
i s i npl endritied erRodiBeddr dtBerealice of thercaparel igmra o thkecRa%1 €dRPUL er
is responsible for it. The constituent responsible for checking the
personal ildefrpithaaef dhaaabaritpansd §s 1 he NCEUis aposkid ivesintewptl er
makes a deci sion based on the check of the personal 10 identification
nunber i n Bamepe S&hd fvalismgntadr edheparcsenall identiibilcabi bhenuabéagagates
with the registered personal identification nunber, then the error count
nunber st ared end aParite afagdrel tsem Thnduntary stbf el B of tlkesetolthge is,
set to 0O in step S7 . This is done because, if disagreenent occurred 15 in

the filost supskcaddtiiheakh then iihe efrorrepuskanplieer ivoulite hayet bgen
updated to 1 or 2. In step S7, the CPU 4 erases the data, nanely, the error

count nunhgipplied tafdu@h the BeAeCONUHCLOrvslosagrd3N At 9f htBehi tRe a
signal instructing the generation of the high voltage Vpp is sent, for
exanpl e, voltage at the node nl will be 20/(9 + 1) = 2 volts.
Asitwillbediscussed later, the comparator 13 performs
comparison with a reference voltage Vref according to the
15 voltage at the node nl. The high voltage Vpp may be directly
supplied to the comparator 13 and compared with the reference
voltage Vref; however, the high voltage is prone to be
considerably affected by noises. For this reason, it is
preferable to divide the high voltage to accomplish more
20 accurate comparison. Besides, using the high voltage Vpp as
it is for the comparison by the comparator 13 would require
a high voltage to be used for the reference voltage Vref. The

reference voltage Vref should be least dependent upon the line

voltage Vdd, so that an extra system for boosting the reference

N
[W]]

voltage Vref would be necessary. Hence, it is more desirable



20 fromthe CPU 4 to the charge punp circuit 1 . As describEdAfsg%&E t he
voltage Monitoring circuit 10 nonitors the high voltage Vpp. 283 ng
“the error count nunber, the ICcard is allowed to proceed to the next
processing e.g. the checking '?~ of a transaction history, and its use is
authorized in step 0 8 JAN 2003 17 $8. If the entered personal
identification nunber does not agree wth the regi stered personal
identification nunber, then the error count nunber is updated in the

seni conduéfofFosParggé ¥o3 tagesdyised |fras dhesdiigheradiiage upddt d3h4 he
data, nanely, the error count nunber, in the sem conductor storage 3,

hence, th&ederenceoyetl tagfoéfres. updated, for exanple, fromO to 1. At this
time, a signal instructing the generation of the high voltage Vpp is sent,
for instance, frowotheprePiUtsrisoatrkeuskar derloimiming ridid tvdl takse nertt i oned
above, the voltage nonitoring circuit 10 nonitors the high voltage Vpp.

Af ter stepws9retshietivegredrangoess back o wded pimsesadng of step S3 wherein

t he updated error count nunber is conpared with a specified value. If the

conparj son resul thendbTasgs 45 tHwtnddeenqondi sipplikletertios modirdivainber z
the specified value" is not satisfied, then the processing oz step S4 and

after is gapuitednaytwhfeht N orid MRpUthe e@ia 1GOHAt t RUNBSFpd SafoF tihey
updated to 2. After that, the processing of steps S3 through S6 and S9 is

repeated WAl khkheeenatenhed pensapal v20ri dendibp caEHOPH PYTERT 2 A1 8ES M th
the registered one or the condition "the error” count nunbér >- the

speci fiediywakue  nbgasabkst hpde bhat hedi spol sempat oft bepglsonalerminal

identification nunbers occurs in succession until 1t satisfies the condi

s e RO R R PhEL e e Hheddalincy et e 7
10 the reference voltage Vref should be least dependent upon the
line voltage Vdd. The comparator 13 compares the two supplied
voltages and outputs the comparison result. For instance, if
the reference voltage Vref is 2 volts and if the voltage to
be obtained by the voltage division, i.e. the voltage at the
15 node nl, according to the reference voltage Vref should be 2
volts, then the comparator 13 issues the H-level output signal
as a comparison result if the voltage at the node nl has not
reached 2 volts. If the voltage at the node nl has reached
2 volts, then the comparator 13 issues the L-level output signal

20 as the comparison result.

A data input terminal D of the D flip-flop 14 receives
an output signal of the comparator 13 and a clock terminal

thereof receives a trigger signal TRG via a line 16. When the

D flip-flop 14 receives a clock pulse as the trigger signal

|\ ]
Ot

TRG, it stores the signal applied to the data input terminal



0 3 JRN 2003 is identification nu_Tnber is attenpting unaut hordai‘gﬂwma of
the 1C card, so that the program prohibits the use of the ICc In"step
~"S10 by supplying a prohibition signal for disabling the operation to the
CPU 4, the prohibition signal being 5 separately supplied fromthe control
signals issued fromthe voltage nonitoring circuit 10. If a third person
enters personal identification nunbergyafter an | C card has been reworked
so that the supply of the voltage required for witing or erasing to the 10
sem condugtor storage (s .disabled in.,an att t, for _unauthorized use of the
e card. - PrighERg R ot S IR e trabr o Rt 1 S e EEs IS AL e aseq
in the sem conductaqr. _storage. .The vpltage nonitari circuit, 10, however
detect s ¢ RAE CPRECPAIFRGED FqaLEEAS! L Vart (b SePASPRoR £ ot thaery 15
generated and it sends a contral si_%nal to the CPU 4. The contraol signal

di sabl es FRENGPerFIBAOPULRRE GBI NaPhHs, ERT X5 Yfed iEnt e vaititasifove,
the use of the voltage nonitoring circuit 10 in the first enbodi nent nmakes
it possi bheVed pLelBAt SiEB2&nabPRerPzER GBe Epta dapyt Weirednzd iBs 4§ ovi ded
with the voltage nonitoring circuit 10, by a third party. This inproves the
securily BflewelcakFdenTaes bppl caf itbryoditadse laweduiits disgued frem k&evol t age
monitoring circuit 10 is not limted to a card; providing a devi ce having
a sem condugpot Broriayel Wit er duchha voilitagiet 1 ene o 25hets posal bppliedqui ckl y
di scover a problemincluding ral functi on 0 3 ~ JAN 2003 19 and ,

di sconnectbonhei thta é¢npoti teaninali Dgikol dapplyi nhenhe sdlgnade afséd f or
witing or erasing data to or fromthe sem conductor storage since the

oper at i onvefl tpeei phwes ki scigudd fyonsthd sabpet .t seicond Ehbedigmeiilts Wi | |
now be described with reference to the acconpanying drawings. Figure 4 is a
circuit deagtaedshewh nttheou@bhidgee ARihi DIJ pgoeiiHeut he Abntrd he iggeard
enbodi ment. In Fig. 4, like constituents as those in Fig. 1 are assigned
the like pefiehenge pHBEBAkHUtLOotthense¢ondagebpdni®Bl iROWI ddhifd 9.0.4 1S
equi pped with a level changing circuit 21 that receives an activating
signal vianathiiRe eddodihenty the W& 180 fAfod hey cepagchppoydd agdrhbe

sem conduct or storage 3 that received the high voltage Vpp output fromthe
charge puiReGlinGHigt c1r¥hdthNGolibd8:6 10 fAd P ne el NONLY 8581V & G 4t put s
of the |evel éhan&?ﬁgrcircuit021 iﬁ'F%g. 4? f%ee%%st d?q%ﬁg'cg |§hration
shown in Eig h§ddent eal . tQ t: fd.gurat.l Ln.Fig. 1 except
for the pEggFg%Iéﬁgkiﬁg ggi&i#%f#ﬁ#%%]%f%&gﬁ%gﬂﬁigﬁéﬁagggfage 9 whi ch
wi |l be discussed._| r ev c ' i r CUiit .changes .the |ine
vol t age Vvdd Ieve?nogﬂgh%méggll{{/lg#hg%?gggﬁggg%p%fﬁg‘%&ﬁr (%’glh %%% itrl?leé 22 to
t he high vol e Vpp.level, This |level charge utilizes the high voltage Vpp
generzia edobl);&)s%és‘ 8%aFé§ ‘g%%%a%?rl%%ri”ftcfl%e&sﬁ%‘ﬁla‘f fﬁaafr.%assuptﬁd‘eﬁ'cgécﬁe t he
;g;’ﬂlaﬂ‘ﬁg 3 Sﬁgf'ﬂ} gthicfn”irs" 2Re 08 LRYCLLEDBALTY ELTeUik Al noliRer,

they may be used for other peripheral circuit such as the charge
pump circuit 1 to control the boosting operation thereof. 1In
this case, the control signals disable the operation of the
20 CPU 4 and the boosting operation as well; hence, the current
consumed for boosting is reduced. Furthermore, even if the
CPU 4 should carry out unexpected processing by the disabling
and the CPU 4 should fail to stop the operation of the charge

pump circuit 1, the operation of the charge pump circuit 1 can

]
(1]

be securely controlled without depending on the C?2U 4.



Q3 JAN 2003 20 produced, for exanple, by the CPU 4. The activating signal
is generated by a programfor generating the activating si gnzﬂli‘}, JANF208A |y,
*"'the activating signal of the ground voltage |level, nanely, zero volt |evel,
is changed to a signal of the line 5 voltage VvVdd | evel. The programis
stored in the sem conductor storage 9 for storing a programfor accessing
the sem conductor storage 3 for updatilily or erasing the error count nunber
and ot her prograns for inplenmenting diverse types of processing in an IC
card including tﬁ%ecgﬁékhﬂgpﬁftﬂ@iéé’% th@?@élééﬁ@%&r’i‘ié@rﬂﬂ@t@fﬁc@f@
processing on transaction history informati on. The sem conduCtor storage 9
for stori r:Qgr : :ex ‘ : : | i :
R A e

st orage 94%%@5% ging prograns is showmn in Fig. 5. In Fig. 5 the 15
address nu ers‘%rbM/lomer upward, while they grow hi gher downward. The

progranms for inplenenting the processin n the semconductor .stprage 3 are
stored in a nenofgggfgaESf%8ﬁstﬁe%ﬁgméﬁpégﬁVgé§J§ﬂg%€r %V%rggrgﬁﬁ i ncl ude
the program for_.?0 ~~ri,ting_or, erasing the error, count nunber. Stored in a
rorory Sar EP SR HOR Rl PEnFF o GE R T TR A g L0-gnbt. £ The
program for generating the activating_signal inc¢ludes,an instruction for
Funpi ng t GYTEGH Sgeier SLIRAH O F LoPALEAGSt FEVERT bF ROtRE SRACHRA | n
the 2~ foregoing nenory area 31 after the activating_signal |is 0 3 JAN
20p3 21 geeatldte Btgrel Fermimehoe yohirdae 38 g%épégbppcéﬂiéﬁ 5PSgr ans
includi ng the one for checking personal identification nunbers . The

progr am f oD ehierkd RA pekalhal identification nunbers 5 includes an
instruction for junping to the programfor generating the activating signal
in the af oresai d Figsdny iar e® IR rafa dro iafpligatmuaiyien eposewbiting Prowchart
shown in Fig. 3. Menory areas 34 and 35 are used to store the prograns 10
for inPl ererasimy atdter toypes fobmptbeessnihgondlfictbe progegm 1ogiverdky ng
personal identification nunbers is defined as a first program the program
for generathexgCRhed acthe abpagaisigmad f i shelethaede aspumpsedarad ifir dgriam and
the programfor witing or erasing the error count nunber is defined as a
third progimitidited an tike socond tHoOGANEge Fpectbelei trarspdsedtvo an

the line 6 is boosted. At the timing, namely, time tl, by which
the voltage Vpp will have been fully boosted to a desired
15 wvoltage e.g. 20 volts, the trigger signal TRG is applied; by
this timing, the comparator 13 will also have completed secure
comparison processing. At the rise of the trigger signal TRG,
the D flip-flop 14 issues a signal of the voltage level
corresponding to the output signal of the comparator 13 from
20 the output terminal Q as the control signal. In the waveform
at the output terminal Q in Fig. 2, if a solid line follows
after time tl, it means that the voltage level of the output
signal of the comparator 13 has been the L level, that is, the

voltage Vpp has reached the desired voltage; if a dashed line

o
Ot

follows, it means that the voltage level of the outoput signal



instruction given by the first program and the third programis executed

in response to an instruction given by the second program THe$eaJANNP0E

" prograns are stored in such a manner that they are scattered with the
menory areas 34 and 35 lying 20 therebet vveen. the operation of the voltage
nmonitoring circuit 20 thus configur edr]rgn now be described. Referring to

the flowhart shown in Fig. 3, the sa processing as that in the first

e:rbodinment is carried out in steps S1 through S6. Steps S5 25 and S6 are

i npl enent T, 1. ro L~ J 22 for
np S8 the Egﬁm aﬁ;tofzpiggﬂﬁ”oe 250”%&( H HEQE?L A 9@?91\,\3}15, t?tﬁe@ylgggg

checki ng personal entl catl on ers program noves

fromste S h d am i s _exec ponse
to an in&%ct?onﬁé?vﬁéagf;e b rﬁs??%§§g¥§@n9?5etts§s§cOn§ﬂ§%%Stﬁﬁ?a |
When the segcpond progr I S_exe ed the ctivatin si er at ed. In
ot her  wor e, 5% @ﬁ?ﬁﬂé"tﬁéméaei 85 o SR BrATA e8Pt Fobbe RRZSDon Byt

| evel changi circuit ., an he hi gh vol tage Vpp, used for witin

erasi ng c%ﬁ ‘ir}g SLPp]pq%%%%%péj e b&ﬁ%ﬁ%éﬁ%@ g'tltﬁ‘ﬁ'gleti &écéFBPHGdtB the
oper at.i on state 10 qof th charg circuit 1. After that, in response to
an inStr ubtfent %r veﬁ'1 f ‘tﬁ{g b?&&reafﬁ’lthﬁget Illﬁﬁ’&lppégFQﬁt POEPWEI ti ng
data to or erasing it frontthe sem conduct or stora 3 is inplenented. The
i nstructi %h%nﬁero%ﬁé?%ﬂoﬁ@at%%éﬁg@hwmscﬁfl"tﬁ,u‘to ICB(%/ lsgedi 9énthe t he
second or third_program 15 Wen both the charge pu circuit 1 and the

|l evel chaf@nhgoti sianel Mhiek hetils edtpuieohi Ghevedt hgeeVvppnitosipgl i ed

al so to one end of the capacitor 11 of the voltage nonitoring circuit 20.
Hence, theisawkt\d) regeinsninarangeds soHatatothehePd ir 5% nertbalifeehedcan be
acconpl i shed. The 20 operation thereafter is identical to that of the first
embodi ment . Thush caseexipt e néd Vol degambnatiovengt hier vol t dfeacoottibngng
circuit 20 in the second enbodinent is able to provide the sane advant age
as tha& oboathedembotihmehitr shd2% hempadiimptyeira IFwiderinore, theréde seeond
enbodi nment, the 0 3 JAN pppg 23 voltage used for witing data to or

erasing iépplosithe senicawhte il Stroage dekssribledsupphpadeunl ssswihe
activating signal is generated (the voltage |evel of the activating signal

i s changed flmvidieatt r.te_Mzdﬂzaeg.em\&i(thleeaﬁé&klﬁgmcéduf@%ﬁaalséry@ﬁamg
si gnal cannot be produced due to a failure of the constituent generating

the activpdéngisignakoht REmBERSE Kt ¥8RL TN chbg . enbodi ments is in the CPU 4,
however, it is not limted thereto), then the high voltage Vpp is not

suppl i ed to the PO} 4 808 fTONd 18k POrkd & CHth s 2h é‘?k&r‘i@t'éhé’0§§t9ﬂu€1$9r the
10 voltage nonitoring circuit 20 to disable the operation of a.

s ger T oo o dhosenenviots Dk ingeitacadd 4an, Lomemdeer pram
instance, by turning the power ON in the IC card; or in a card
reader/writer, it is done by inserting the IC card in the card
reader/writer.

Then, the error count number, namely, the number of
20 successive disagreements of a personal identification number
in the checking of the personal identification number, is read

in step 52. Specifically, a signal for instructing the
semiconductor storage 3 to read is transferred via the line

8 from the CPU 4 in Fig. 1. 1Inthe initizlized state, the error

count number is 0.

[Sv]
oot



program for checking personal identification nunbers and the 15.third
program for witing or erasing the error count nunber; theref03eJAN 203
“‘activating signal is not produced and the voltage enployed for witing data
to or erasing it fromthe sem conductor storage 3 is not generated
accordingly even if the CPU 4 should glo out of control and suddenly junp
fromthe 20 first programto the thir %rogram Thi s enabl es the voltage
nonitoring circuit 20 to disable the nmalfunction of the CPU 4 and to

prot ect data st dited GRU theogmd namdust aresst erage 8ofundnmbabery wakpered

wi th. Especially when the first program the secon program 25 and the
third praqoean ssEbbeéovedspact ieedeminbaducfosusteosafee dDs3giAdnZBS 24 9
for storing progra~ra so that they are as nuch scattered as possi bl e,
secure neaswtasp &N be ft akenspgaiisedt hemaé oresajbrunérepeohead tawhf inct i on
of the CPU 4. The charge punp circuit 1 and the level changing circuit 5 21
are not paifcutiael ¥rrequchesti hukdie rsemteenHaars iddradaes is i e to
wite or erase by using the line voltage Vdd; as an alternative, however,

the agtivadt Ngr séQRAlndBY hBee SHPP IR t Qukhier SeNt KONFHATIQN iSAL 888t8 Or to
one end of the capacitor 11. In this case, the sem conductor storage 3

woul d wife oor thQreirese | Rher ??Egh?ﬁmbﬁré‘ééé@s e s@ell ¥8l#dd +$e0PAbut

Further, 1n place of the |leve anging circuit 21, "a transfer gate may be

provi ded 0,29 beruPplY of NS alii29% ganal aeddy. the charge pump

circuit T'to't gej:lg{;-':m&congu or storag to one end " the capaci t or
L, 150, SRRl SR A ARYARLARR. 009 0PhEL T A SERECY, 10
Unen,he SenCAISNELal 3Loteta. U3k, LS Do aliage, Yom, Los U RS,
vol (oe VB 20 bleie supnly of hecLLae ol Lage vad s contfalled,by (he
oL 298 % le SRR SoR ERDNCLEY 2101208 caBRble OLLLLI I 9 22 19, DY
stonal My, 2%ard medfum, “Po’ BB1dnent the checking on the card

reader/writer side, the personal identification number is

entered through the input circuit of the card reader/writer.

15 When no particular explanation is given in the following
processing, it means that the same applies to the checking
procedure implemented in the IC card and that in the card
reader/writer.

In step S5, the entered personal identification number

20 is checked against the one that has been registered in advance.
The personal identification number to be registered beforehand
may be stored in the storage circuit in the IC card when carrying

out the checking procedure in the IC card; or it may be stored

in the storage circuit in the IC card or a host computer capable

)
[W]]

of transferring data to and from the card reader/writer when



25'Thus, it is understood fromthe above expl anation that the vol tage
nmonitoring circuit in accordance with the present invention i ted

“"to the constitutions of the above enbodi nents. 5 Furt hernore, he deV| ces

to which the voltage nonitoring circuit in accordance with the present
invention are not limted to I C cards Ryt extensively used for nenory
cards. The application of the present invention is not limted to cards;
t he sane advantage can be obtai ned by applying the 10 invention to other

devi ces hay 1| i hav

exanpl es %1&3, mbg‘ﬁv@% ?@%%gg%épgcggg?g %?% 'ﬁgrgarp é? cj‘?lgnf alh the
features and advan age obt ai ned the b%/ \?]Iﬁtlﬁ\l 200% g V\HAT IS
CLAIMED IS: A voﬁf“ ge ﬁ‘&nptedtsoﬁlcf C|lr lIthﬁa - aCFFFE&tRPol t age
conprising: a detector circuit t co gs sal st Vi Itage with a

t h
r ef er ence PFQHEAYE Sand Om%llﬁr%erét% nt?o afafor E At 51 ifn Soper ati on of

a control circuit control ling the wit] n of . data to and the erasing of

dat a from* & SROMAP L & &iqF flttr'stoﬁld‘t’l?%%elEe%ﬁglﬁgﬁéméﬁéédf ﬂ@mtélevélatrége used
to wite data to or, to erase data fromthe nmenory, said first voltage being
| ower hark edgied /$&ddridF v diNttagel ooz tlrﬁeh%ttfa@@p%ﬁrtwwm%mle
according to G aim1l, wherein said detector circuit conprises: a conparing
circuit tH&r petrforms the conparison of said first voltage with said
reference voltage; and a retaining circuit that retains an output signal of
sai d conparing cFheucongtifingnsurpapsnaibilgnébrbalsedkbngstihe martgenaki gnal
as said control signal. 3. The voltage nonitoring circuit according to

C ai m 2, \iderdiificsdiidbnmemmibgri, snanabgy ot fat IR deomritheusbag conputewpl t age,
which is higher than a supply voltage, for witing or erasing; and wherein
sai d det eatadre Ciar cledi o e sed coNphiésekseakvort ape gevisdnad circuit which
di vides said high voltage to generate said first voltage for conparison in

sai d ¢onpardery ifirqatifon hunlher voh t &g€p NBBL t orf Nth & etieteacCpOrEbAFLL O
Claim 3, wherein said detector circuit further conprises a |level changing

circuit thaerafigniges itdie diensdr 28gpéeanwachi ¥REI BQgi‘sﬁ@%'ed WairGinal
corresponds to said supply voltage, to a high voltage |evel according to a
hi gh vol t age rganarated L Hhad | hettikte 8¥ebr count number stored in
a part of the semiconductor storage 3 is reset, that is, set
to 0 instepS7. This is done because, if disagreement occurred
15 in the first or second check, then the error count number would
have been updated to 1 or 2. 1In step S7, the CPU 4 erases the
data, namely, the error count number, in a part of the
semiconductor storage 3. At this time, a signal instructing
the generation of the high voltage Vpp is sent, for example,
20 fromthe CPU4 to the charge pump circuitl. Asdescribedabove,
the voltage monitoring circuit 10 monitors the high voltage
Vpp.
After erasing the error count number, the IC card is

allowed to proceed to the next processing e.g. the checking

(V]
[}

of a transaction history, and its use is authorized in step



changing circuit supplying said high voltage to said voltage dividing
circuit. 5. The voltage nonitoring circuit according to C ai g . JANgpEi n
“"the data 30 witten to or erased froma part of said nenory is the nunber
of tinmes a personal identification nunber is checked. 13 JAN 2p03 27 6.
The voltage nmonitoring circuit according to Claim2, wherein the data
witten to or erased froma part of said menory is the nunber of tines a
personal identification nunber is checked. s 7. The voltage nonitoring
circuit aé8ording to aim3, wherein the data witten to or erased from a
part of said nmenory is the nunber of tinmes a personal identification nunber
is checked. 8. Thf tind teade mashpeosiong lcident i £ Acebi dnnguhioe €l doas Syotwher ei n
the data io witten to or erased froma part of said nmenory is the nunber
of times agpersohgh theendéqfstatédmorwherl 1denbeckedti9n Meby o) ttagen
nonitoring circuit according to Claim1l, wherein said voltage nonitoring
circuit ishapptred dourkt ARABRY CantbddtedOn tHe swealilRopiumnd @rtidkhdd rcuit
according to Claim?2, wherein said voltage nonitoring circuit is applied to
a menogy gaifl. stdp Sthe vol 50688 $PNIHHY CPY £iuSdl te 30005 HAth t @ aEaaiym 3,
wherein said voltage 20 nonitoring circuit is applied to a nenory card. 12.

The vol ta@%e”@ﬁtéﬁrddlﬁmtchhﬁ&'etr agk Al @Gm&@o%@b'ﬁb‘} s%%abm saicd ol tage

nonitoring circuit is applied fo a nenory card 13. ¢ard conpri'sing: a
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vol tage’ myu 145 gﬁ%rﬁér%" g?%@&h%lt?ﬂct?a\gf{ﬁ? Lo SELENLY 4 Baty dgtieg s
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circuit 10 mnonitors the high voltage Vpp.
After step S9, the program goes back to the processing
of step S3 wherein the updated error count number is compared
with a specified value. If the comparison result indicates
15 that the condition “the error count number 2 the specified
value” is not satisfied, then the processing of step S4 and
after is carried out. At this time, the error count number
is further updated to 2. After that, the processing of steps
S3 through S6 and S9 is repeated until the entered personal
20 identification number agrees with the registered one or the
condition “the error count number 2 the specified wvalue” is
satisfied. If thedisagreement of the personal identification
numbers occurs in succession until it satisfies the condition

“the error count number 2 the specified value” in step S3, then

)
O

it is very likely that the person who has entered the personal



13 JAN 2003 28 |l evel corresponds to said supply voltage, and which is

out put from peripheral circuitry controlled by said control os3 g 2030 a
~"high voltage | evel according to a voltage generated externally, said |evel
changing circuit outputting a high voltage signal resulting fromthe | eve
changing to said nonvolatile menory. 14. The card according to Caim 13,
further conprising a sem conductor storage for storing prograns provided

i ndependently from said nonvolatile nmenb¥y, and wherein: (1 ) data witten
to or erased froma part of said nonvolatile nmenory corresponds to a nunber
of tines a personal identification io nunber is checked; (2) the_checking
of said perdmalficrhipPhialPeh hEinbekerRttagrpeaubherbyed veeseipkbgram
stored in said sem conductor storage; (3) said activating signal is

gener at ed By cabe ®®d thedgithm Brogean prelal bl e kot todr theofageards)
said first program said second programand a third programfor carrying
out processl mterd Sctdsy swpphyith@ar tpofh ol tiownybymal | £or sdheab! ynar e
stored in a scattered manner in said sem conductor storage; and (5) said
second progiampsrekiont €d aheoCHUNg, t thanpirpat biuctioon sjioreri eisaj d first
program and said third programis executed according to an instruction
given Iy sséshsecond pipol beal b Thellontaiod adgardisng skaed dromlthesai d
detector circuit further conprising: a dividing circuit for dividing said
hi gh voItag&ipwg@umgﬁig@gingr@nrgaﬁd hevel changing circuit; a comnparing
circuit for conmparing a divided voltage fromsaid dividing circuit with a

reference vol tage;r SAltth COINGEF Sh CoR €S 9EPESARE1L NYdant QWi pHE 188 Si gnal
representing a result of the conparison; and a retaining circuit for

retaini ng s@hile PYt Pt ST GNAlC Eléea! B&L b SOMATIN & IHichatSahd L8581 01 ng

circuit outputting as a control signal a signal based on said output”signal

from said gpnpag : ﬂ}&]ﬁc‘ééﬁ“%qu%? é6fo?h%gﬁ%'si?qgggrrmé@atsqrrfgngogitrﬁi t

according to U a erei'n the contr out putte y sai d detector

ci rcuify hases (118t cpotenthal Level dfar,disabli ng qperaton gl the control

circuit when sai Irs adé is ower Than said 29

ref erence | e_and.,has _a_secon otenti | eyel f n i tion
0 he oot ParO8Fy 2R FRe W L P ZRER) Bhen 8o, PEReF PRI D EhELE

ref erence yol t age. 1gt Thg card qgcgrging to ngin11§h wherei n_sa
peripherall%i?% iy;y en to or updated or erased in e semiconductor

storage. The voltage monitoring circuit 10, however, detects

that the voltage required for writing or erasing is not being
15 generated and it sends a control signal to the CPU 4. The

control signal disables the operation of the CPU 4.

Thus, as explained in detail above, the use of the
voltage monitoring circuit 10 in the first embodiment makes
it possible to prevent the unauthorized use of a card, which

20 is provided with the voltage monitoring circuit 10, by a thirxd
party. This improves the security of the card.

The application of the circuit similar to the voltage
monitoring circuit 10 is not limited to a card; providing a

device having a semiconductor storage with such a circuit makes

[ ]
(W4}

it possible to quicklydiscover aproblemincludingralfunction
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**Claim 17, wherein the control signal outputted by said detector circuit has
a first potential | evel for disabling operation of the io control circuit
when said first voltage is | ower than said reference voltage and has a
second potential level for enabling op&éPation of the control circuit when
said first voltage is higher than said reference voltage. 19. A voltage
monitoring circuit for nonitoring a desired high voltage, which is is
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. hamely, zero volt level, is changed to a signal of the line

5 wvoltage Vdd level. The program is stored in the semiconductor
storage 9 for storing a program for accessing the semiconductor
storage 3 for updating or erasing the error count number and
other programs for implementing diverse types of processing
in an IC card including the checking of personal identification

10 numbers and processing on transaction history information.
The semiconductor storage 9 for storing programs employs, for
example, a mask ROM, which is a programmable memory.

How the programs are stored in the semiconductor storage
9 for storing programs is shown in Fig. 5. In Fig. 5, the

15 address numbers grow lower upward, while they grow higher
downward.

The programs for implementing the processing on the
semiconductor storage 3 are stored in a memory area 31 on the
lower address side. The programs include the program for

20 writing or erasing the error count number.

Stored in a memory area 32 is the program for generating
the activating signal. The program for generating the
activating signal includes an instruction for jumping to the

program for writing or erasing the error count number in the

4]
(v 1]

foregoing memory area 31 after the activating signal is
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5 includes an instruction for jumping to the program for
generating the activating signal in the aforesaid memory area
32 after implementing step S6 of the flowchart shown in Fig.
3.

Memory areas 34 and 35 are used to store the programs

10 for implementing other types of processing. If the program
for checking personal identification numbers is defined as a
first program, the program for generating the activating signal
is defined as a second program, and the program for writing
or erasing the error count number is defined as a third program,

15 then the second program is executed in response to an
instruction given by the first program, and the third program
is executed in response to an instruction given by the second
program. These three programs are stored in such a manner that
they are scattered with the memory areas 34 and 35 lying

20 therebetween.

The operation of the voltage monitoring circuit 20 thus

configured will now be described. Referring to the flowchart
shown in Fig. 3, the same processing as that in the first

embodimant is carried out in steps S1 through S6. Steps S5

[ ]
Ot

and S6 are implemented by the first program, namely, the program
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S7 or S9, the second program is executed in response to an
instructiongivenby the first programin the second embodiment.
5 When the second program is executed, the activating signal is
generated. In other words, executing the second program
enables the level change by the level changing circuit 21, and
the high voltage Vpp used for writing or erasing can be supplied
to the semiconductor storage 3 according to the operation state
10 of the charge pump circuit 1. After that, in response to an
instruction given by the second program, the third program for
writing data to or erasing it from the semiconductor storage
3 is implemented. The instructions for operating the charge
pump circuit 1 may be given by the second or third program.
15 When both the charge pump circuit 1 and the level
changing circuit 21 are actuated, the high voltage Vpp is
supplied also to one end of the capacitor 11 of the voltage
monitoring circuit 20. Hence, the same voltage monitoring as
that of the first embodiment can be accomplished. The
20 operation thereafter is identical to that of the first
embodiment.
Thus, as explained in detail above, the voltage
monitoring circuit 20 in the second embodiment is able to

provide the same advantage as that obtained in the first

o
()

embodiment. Furthermore, in the second embodiment, the
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5 activating signal cannot be produced due to a failure of the
constituent generating the activating signal (the constituent
in the embodiments is in the CPU 4, however, it is not limited
thereto), then the high voltage Vpp is not supplied to the
voltage monitoring circuit 20, making it possible for the
10 voltage monitoring circuit 20 to disable the operation of the
CPU 4. This permits quick discovery of a failure.

In addition, the second program for generating the
activating signal is provided independently of the first
program for checking personal identification numbers and the

15 third program for writing or erasing the error count number;
therefore, the activating signal is not produced and the
voltage employed for writing data to or erasing it from the
semiconductor storage 3 is not generated accordingly even if
the CPU 4 should go out of control and suddenly jump from the

20 first program to the third program. This enables the voltage
monitoring circuit 20 to disable the malfunction of the CPU
4 and to protect data stored in the semiconductor storage 3
from being tampered with.

Especially when the first program, the second program,

25 and the third program are stored in the semiconductor storage
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The charge pump circuit 1 and the level changing circuit

o 21 are not particularly required if the semiconductor storage
3 is eble to write or erase by using the line voltage Vdd; as
an alternative, however, the activating signal may be supplied
to the semiconductor storage 3 or to one end of the capacitor
11. In this case, the semiconductor storage 3 would write or

10 erase information by using the activating signal.

Further, in place of the level changing circuit 21, a
transfer gate may be provided to control the supply of the
voltage generated by the charge pump circuit 1 to the
semiconductor storage 3 and to one end of the capacitor 11.

15 In this case, the foregoing advantage can be obtained by
employing the activating signal for controlling the operation
of the transfer gate. When the semiconductor storage 3 uses
the high voltage Vpp for writing or erasing, the voltage of
the activating signal must be boosted to the high voltage Vpp.

20 If the supply of the line voltage Vdd is controlled by the
transfer gate instead of the charge pump circuit 1, then the
semiconductor storage 3may use a semiconductor storage capable
of writing or erasing by utilizing the line voltage Vvdd; in

this case, the voltage of the activating signal may be the line

|V
(@]

voltage Vdd.
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monitoring circuit in accordance with the present invention
are not limited to IC cards but extensively used for memory
cards. The application of the present inventionisnnot limited
to cards; the same advantage can be obtained by applying the
10 invention to other devices having a similar problem. The
embodiments have presented the examples where the invention
has been applied to the cards to explain the features and

advantages obtained thereby.

15



#10% & () -1 N #10%hnh& ()-1* SHLO0%Mh& ()--! SEL0%h& () -- 10% h& () -, #10%
|

) -
h& ()- 10cdMeej f gcgdgwU6+/ 10 h 4#10% h& ()- !14#10% hi h& ()- LS
*#10%shsh& () - ! X*#10%hxh& () - ! XL#10%hxh& ()-!\L#10% h| h& () - d@égi@uwggmw
hG i mV #10% h& ()-31 M 10% h& ()- Sf#10% h& ()-38&9! 10% h& ()- 10%
h& ()-0#10% h& ()-Z 10 h 10 hiij A ~j j KAEMV #10% h3' M 10% h&' () - %t10%
h& () - 3#& 10% hé&' (&- FI110% h& ()-3M 10% h& () - F& 10% h& ()-kkl I 111 mbC#10%
1098 () - #, WHAT(IS CLAIMEDIIS: h 10 h3: "10% h&' ()-32f #10% & ()- O0#10%
h& () - Mm@ 90owooodEbCH10%910%& () - ! 10%& ()-| @10%& ()- ! 10%& () -
-#10%&' ()-"!10%&' ()- o#p] ppppgqdEbCH#L0% *L! 109&' () -
I (, 10‘(%)& () 18&10A(&o(tgg% n§oriYRg (circhit Zdﬂ%hﬁc)rmg@ first voltage )comprlsmg
109 Og~qqq*ri r dEbC#L0% T 109&' () - 4L! 109%&' () - 210%
0109%&' () - Y. @ 0% ¢§tegtos crgykthat qomnéef% saigdir h’i'@g?#fi%ﬁﬁéfeﬁe&ncwm ()-zf

09 $
Torer ibva: AEodtbats & Lol sianal for controling qperation of 3 control cirout
Y3#10% () -doBY8Hihg%he &iriting!of dataiRand the erasireRidts-fm smenioxy, said
109& & 0Y& 10%& F 10 10,
G areos! | firetiiiass Heing Daterardd 110 1sdiaae Used Yo e ety ta priemrEse: () -
IﬁlO‘V&' () - M HrRVie hefnd® 193 itstvolthge being ibiverthdn &% &econdvdRide.() - 10

10 2. The voltage monitoring circuit according to Claim 1, wherein said
detector circuit comprises:
a comparing circuit that performs the comparison of said first voltage with
said reference voltage; and
a retaining circuit that retains an output signal of said comparing circuit
15 and outputs a signal based on said output signal as said control signal.

3. The voltage monitoring circuit according to Claim 2, wherein: said
memory is a nonvolatile memory using a high voltage, which is higher than a
supply voltage, for writing or erasing; and wherein said detector circuit further

20 comprises a voltage dividing circuit which divides said high voltage to generate
said first voltage for comparison in said comparing circuit.

4, The voltage monitoring circuit according to Claim 3, wherein said
detector circuit further comprises a level changing circuit that changes the level
25 of an activating signal, which corresponds to said supply voltage, to a high
voltage level according to a high voltage generated externally, said level
changing circuit supplying said high voltage to said voltage dividing circuit.

5. The voltage monitoring circuit according to Claim 1, wherein the data
30 written to or erased from a part of said memory is the number of times a
personal identification number is checked.
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8. The voltage monitoring circuit according to Claim 4, wherein the data
10  written to or erased from a part of said memory is the number of times a
personal identification number is checked.

9. The voltage monitoring circuit according to Claim 1, wherein said voltage
monitoring circuit is applied to a memory card.

15
10.  The voltage monitoring circuit according to Claim 2, wherein said voltage
monitoring circuit is applied to a memory card.

11.  The voltage monitoring circuit according to Claim 3, wherein said voltage
20  monitoring circuit is applied to a memory card.

12.  The voltage monitoring circuit according to Claim 4, wherein said voltage
monitoring circuit is applied to a memory card.

25 13. A card comprising:
a nonvolatile memory using a high voltage, which is higher than a supply
voltage, for writing or erasing; and
a voltage monitoring circuit, said voltage monitoring circuit comprising: a
detector circuit that detects whether a high voltage used for writing data to or
30 erasing it from said nonvolatile memory is at a permissible voltage level said
detector circuit outputting a control signal as a detection result for controlling
operation of peripheral circuitry, said detector circuit comprising a level
changing circuit that changes the level of an activating signal, whose voltage
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14.  The card according to Claim 13, further comprising a semiconductor
storage for storing programs provided independently from said nonvolatile
memory, and wherein: (1) data written to or erased from a part of said
nonvolatile memory corresponds to a number of times a personal identification

10 number is checked; (2) the checking of said personal identification number is
carried out by a first program stored in said semiconductor storage; (3) said
activating signal is generated by a second program stored in said
semiconductor storage; (4) said first program, said second program and a third
program for carrying out processing of access to said part of said nonvolatile

15 memory are stored in a scattered manner in said semiconductor storage; and
(5) said second program is executed according to an instruction given by said
first program, and said third program is executed according to an instruction
given by said second program.

20 15. The card according to Claim 13, said detector circuit further comprising:
a dividing circuit for dividing said high voltage output signal from said
level changing circuit;
a comparing circuit for comparing a divided voltage from said dividing
circuit with a reference voltage, said comparing circuit generating an output
25  signal representing a result of the comparison; and
a retaining circuit for retaining said output signal from said comparing
circuit, said retaining circuit outputting as a control signal a signal based on said
output signal from said comparing circuit.

30 16. The voltage monitoring circuit according to Claim 1, wherein the control
signal outputted by said detector circuit has a first potential level for disabling
operation of the control circuit when said first voltage is lower than said
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5 comprises a control circuit that controls the writing of data to and erasing of data
from said nonvolatile memory.

18.  The card according to Claim 17, wherein the control signal outputted by
said detector circuit has a first potential level for disabling operation of the

10  control circuit when said first voltage is lower than said reference voltage and
has a second potential level for enabling operation of the control circuit when
said first voltage is higher than said reference voltage.

19. A voltage monitoring circuit for monitoring a desired high voltage, which
15 is higher than a supply voltage, said high voltage being used to write data to or

to erase data from a nonvolatile memory, the voltage monitoring circuit

comprising:

a detector circuit that compares a first voltage with a reference voltage

and outputs a control signal as a detection result for controlling operation of a
20  control circuit controlling the writing of data to and the erasing of data from said

nonvolatile memory, said first voltage being generated from said desired high

voltage, and said first voltage being lower than said desired high voltage.
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