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pan- Eur opean nobil e tel ephone system GSMis currently recogni zed as an
acronym for d obal Systemfor Mbile communications, and represents the
criteria devel oped as anoRgibts ofrtdweomidk rehnther fonsipe Special Mbile. In
io general, GSMrepresénis a set of nobilTe telephone standards and
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as a result of the work of the Groupe Spécial Mobile. 1In
10 general, GSM represents a set of mobile telephone standards

and specifications. Equipment that meets GSM standards in

one GSM network is compatible with any GSM network. GSM

networks now exist worldwide.
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Figure 1 is a diagram of a communications network.
Figure 2 is a diagram of a communications network
including an anonymizer.
Figure 3 is a conceptual diagram depicting the flow of
20 data, and goods or services in an electronic transaction
involving an anonymizer.
Figure 4 is a diagram of an anonymizer.

FPigure 5 is a flowchart illustrating techniques for

providing anonymizer service. TR
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GSM systens are digital systens that enploy time division nultiple access
technol ogy, allow ng several subscribers to share a frequency channel at

t he sanewo s4823M systens are intended to interface w t hP@T/BQIAI06625
conmmruni cation networks such as the Integrated Services Digital Network

(1 SDN). GSM systens are also intended to work wi th anal og communi cati on
systens, such msgiie Publ iac £Sekticded Malephanendletapido(PSTN). Figure 1
shows a typical communi cations network 10 that zo includes GSM systens. A
subscri besnobymi#s. Wi rel ess access to network 10 via nobile device 12.

Mobi | e device 12 may be any kind of term nal that accesses network 10, such
as a nobile tel ephone handset. Mobile device 12 typically is assigned a

» uni que International Mbile device ldentity, 2s which identifies each piece
of nobile device 12 to networdegTd 1.rWOhREREHRRL PCT/ USOL/ SOGX 10. In
addition, nobile device 12'interfaces wih subscriber ldentity Mddule (SIM

=14, which uni apiel Ve d dentduse et e S LI Ne L 11 BWwNRENRS K 10. A typical SIM
14 is a snmart card that  is inserted into a GSMterm nal. The a subscri ber

can nmake el ld5,aWth ' dewi 12+ Mobil g, device 12 accesses
net wor k- 189%,‘5%; a%ﬁeitgﬁi r?g a \%\j?g?gts%&}:lommrﬁﬁéatgi %)n %i ik Wi th a base
Lranscel Ver gl 841 0N, Qo diasenlr 805gelyer (Bhakl 881 AP 1Nl desicgrkpanscel ver
that defines a cellu cal 'i'ng area. Base transcelver station io 16

typi cal |y handl Sgsnahhe J;/gvraecl esspLoL ¢ orlls uvg‘st grgogi | eCldaelvi e 12. Aplurality
of base sPatPBh°THansteiVers are geheral 1y minaged by & base station

controller 18. A plurality of base stati ontrollers is usually coupled
to a nobi ngiléFW‘Ec)% ¥ tééﬁi ﬁﬁnggh’f e?gﬁ%inggﬁw%lﬁl At et s as a
central conponent in_ the cellular network. Base transceiver station 26,

base $fatFORA-EEhtT®IFE 18 and nobile services switching center 20 are

typically operated under the auspices of a GSM @r ovi der 22.

GSM systems are digital systems that empioy time

division multiple access technology, allowing several
subscribers to share a frequency channel at the same time.
GSM systems are intended to interface with digital
15 communication networks such as the Integrated Services
Digital Network (ISDN). GSM systems are also intended to
work with analog communication systems, such as the Public
Switched Telephone Network ({(PSTN).
Figure 1 shows a typical communications network 10 that
20 includes GSM systems. A subscriber obtains wireless access
to network 10 via mobile device 12. Mobile device 12 may be
any kind of terminal that accesses network 10, such as a
mobile telephone handset. Mobile device 12 typically is
assigned a unique International Mobile device Identity,

25 which identifies each piece of mobile device 12 to network
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Mobi |l e services switching center 20 interfaces with zo other communi cation
services, such as | SDN 24 and PSTN 30, each of which may be operated under

t he auspwoer/osis2di f f erent conmuni cati ons suppliers 26, 28PCT/BBIN/R®462and PSTN
30 provide service to subscribers such as tel ephone custoners 32. In
addition, ISDN 24 and PSTN 30 may each ' z5 connect to autonated

subscri bers. 341n Sl tASnG ONPBL BE Sdedice W2 WAEORF4324 WEH USOL/ sOl (2 copyi ng
machi nes, toll booths or vending nmachines. Toll booths and vending

machi nes, sHsc LXUP| BenPYEydMSRENS €( SB)Vi1A6S whk cBORESqdIgN provided with a
si gnal author|2|ng themto do so. s In typical network 10, a subscriber can

use mobi | @dgﬁtyiﬁfeslzcﬁeo Ribaee 188 et &AL QN quder af oyp gaodser 19er vi ces.
This transaction nmay be processed in several ways, such as by accessing an

account ok sayt forizi g PIVTRNE sbynsLsdid Galds €88 feihathf.or rReocessi ng
the transaction ao is to use subscri ber data stored in SIM14. |Invoices can

-then be bi|}ed 19 ¢ g%rﬁ%%r 'ager r&c@LFOUN W LA FONLIPL Vi &S @24 2Typi cal 'y

the entity receivin e order |learns personal information fromthe

subscriber’'s S f‘eadadur&bllbeaésgéggs Jr?etw%%ch asbghgs1fsé&slcsrﬂl%r S

identity, location or is calling pattern. 1n exchange for the Sinplicity of

Taki 0g an, eLeelLon GuhiANSATHLONRL O AL ] 98088, 0L FALY i85 cRUDSCT | ber s
W?Y be g|V|ng up S0 of el’r privacy tec niques descri d bel ow

GS b b t h wh i
all ow P%%u S%%%%rrf%né) %%%gggati e'f6F¥Héﬂ%%Xs |I£§é£%#%r¥% el %gkronlc

transact S and servi CES

conmuni cat.i Qns netmnr tha i, ncl udes %¥ em 52. Unl tke network 10
of Fi gur e’ ﬂ%fmﬁr?a 3&?8 2a¥%%1u&%§e 8P§ﬁ%ﬁ¥e%43 o5& call ed

herei n an_"anonym zer ause it rOV|des anon ervice. In Figure
2, andfynitfeFYB c?&%ﬁnhﬁﬁéi&ﬁoﬁ ﬁ1V§ A eSPBITHPE. X§2%YEQHW / SOG62 sergice

to GSM subscri bers u5|n%-netw0rk 50. Network 50 of ,
device 12. urality of base station transceivers are

generally managed by a base station controller 18. A
plurality of base station controllers is usually coupled to
a mobile services switching center 20, which typically acts
15 as a central component in the cellular network. Base
transceiver station 16, base station controller 18 and
mobile services switching center 20 are typically operated
under the auspices of a GSM provider 22.
Mobile services switching center 20 interfaces with
20 other communication services, such as ISDN 24 and PSTN 30,
each of which may be operated under the auspices of
different communications suppliers 26, 28. ISDN 24 and PSTN
30 provide service to subscribers such as telephone
customers 32. In addition, ISDN 24 and PSTN 30 may each

25 connect to automated subscribers 34, such as computers,
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Figure 2 also includes a payee 56, which may be an automated subscri ber

| i ke autonmated subscriber 34 in Figure 1. A GSM user 58 who subscribes to

t he anonwo byosagnvi ce provided by s anonynmi zer 54 interfaees/Usdvivceeet wor k
50 via an interface such as nobile device 12. Payee 56 interfaces with
network by way of an interface such as a connection to PSTN 30. Anonym zer
54 is showsp{ndigiiein2 s3s tbhl epposied detepaanbSTcBtheand mayee 56, but
anonym zer 54 may i 0 conmunicate with payee 56 by way of PSTN 30, or by way

of anot hepoEPRFUHE atd i nghaBBREne FUT{d1CIERNG 1 e ANOAY M Zferld coul d be
pl aced at other locations in network 50. Anonym zer 54 could be, for

exanpl e, paptifls GMEHLIha’ BRevoRal alieth undegnihenadisicengof GSM
- provider 22. is Anonym zer 54 may alternatively be operated under the
auspi ces QfRPSIN 89 L. any ot her communi cation provider. The service of
anonym zer 54 may al so be offered by an anonynmity service provider

- I ndepepdent Ofzﬂhfymawme%%mnl6?twd%sc%iﬁotemeeanr@se apeyyRd zer 54 is not
limted to zo application with an anal og system such as PSTN 30, but may

provi de anopypitys i), g djQ Lal SYSLEMAULRS ksPNy2dad not shown in Figure

2). Subscriber 58 to the anonymty service provided by anonym zer 54 may

conduct transactjion ; i.di er t qggﬁy roviding a
Zflected gﬁéﬁﬁfeéz 3??%%&%%%§QCQ%&£%?%? y3£%$§%#ﬁ%§0§?8€3 f?g?ta.

nonym zer protects e privac r.i her ; idi o]
personal "AFSf nBETONS &Y 1AGeFEa" eggd%ataﬁﬁ?ognﬁ |%n¥l?%%%5§3gggg. Fi gure
3 illustrates an, exe ary transaction using. . .s a y ~-Subscri ber
58 pl aces gncﬁ?gﬁFrféggftlp SE@?S %a?o%ngﬁﬁ' 3%%3 gggdp%§§%§§ﬁ%q€e from
payee 56, .using nobile device 12. Subscriber, 58.5ends_information that wll
be nedfedifoBrBEesI e %Eeﬁ?%guéﬁoﬁﬁﬁt%ﬂa%?an&%Of g%?%%%%f &sired or the
quantity of product_needed. .In ig addi tion, other inLorgg%ion‘%%%%I
subscri beth§8 RayPhE1&F ArR ittt SYPEGF ORI T AISPIREUER AT TALIARESSF t he
subscriber, the I ocatjion of the call apd the equipneni used to nmake the
order. Thi2-i nfEPhaEalbn Ghe padddy FBCeSiing HEmPs9er antP iy be rel ayed via
PSTN 30 to anonymi zer 54. is Anonym zer 54 pelaxs the order infaormation to
payee 56 @EeiraoPSTNIBHoBRa tHidTef rednfhai eI T ReFASnELY, LH YR IHEt rel ay
the other information about subscriber 58. Instead, anonym zer 54 may pass
al ong | i mdeedcenldr nee¢lorealidgt sobbsErboers Sglentié v nio¢aktIbrPpassed al ong
is authorized :

15 calling pattern. In exchange for the simplicity of making

an electronic transactional order for goods or services,
subscribers may be giving up some of their privacy. The
techniques described below allow GSM subscribers to preserve
their privacy while making electronic transactional orders
20 for goods and services.
Figure 2 shows a communications network 50 that
includes a GSM system 52. Unlike network 10 of Figure 1,
network 50 of Figure 2 includes an element 54 to be called
herein an “anonymizer,” because it provides anonymity

25 service. In Figure 2, anonymizer 54 provides anonymity
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20 by subscriber 58. For exanple, anonym zer 54 may pass al ong an address
to which delivery is requested. In addition, payee 56 may pass infornmation
t o anonymiex0s3321t o be rel ayed to subscriber 58, such as BCDURI/I0AEA | on
nunber, or a demand for additional information. Anonym zer 54 may al so pass
zs along to payee 56 personal information about subscriber 58, 6 WO

02/ 05~321s86H d4¢ S /SNCEAbas ribét s bes ides ereitlvedki BO noMestdetdd [S0belfow. Af t er
receiving a satisfactory order, payee 56 provides the products or services
to subscribgird8 414 imdledaepi &npagesig)atdd chymsypliserdibetuthatedPayment
for the products or services may be handled in several ways, As shown in

Figure 3, sabyeuther N\ betpassed $@anameT 3e gRNei@hxe a voucken
-represents an el ectronic paynent authorization, such as a credit or other

record i 0y8xghangeed! fifsriBAYMESt thd N oruERET sbEaNSH Ao doyi agonyni zer
54 to payee 56 may al so represent a guarantee of paynent, such that payee

56 doeg n@hoReAlz&r ISk fe 1FABRAYIEM {QwdOEYCY $a Oin SBIN GR%del i ver ed.
Subscri ber 58 ultinmately pays for the goods or services is provided by

payee 56, Jpuh $UDRGEI RET4eR8 YR CAl Py RS aRL8RELLYs OFNEL ddtaR payee S6.
For exanple, as illustrated in Figure 3, an arrangenent between the GSM

provider pe @00 NS ANARMPLLSEhUh Cfs B riRLLE B UL Sedtly B3groucher bei ng

transmtte system to anonyni zer e bi zo for the goods
or services may b r%gﬁde}i 0 the il f o%i (q%lgl seLyi ggtg%%gséco subscri ber SS
by GSM provi der %ﬁy E?ernatlvery, the BT 6r “the goods or services is
then to the bLLL sent 4P SUPRSLEReEG 58,1 4115, ABQRY MBS Yo 597 Vi ce provider. 7
10 communicate with payee 56 by way of PSTN 30, or by way of
another communication channel. Furthermore, anonymizer 54
could be placed at other locations in network 50.
Anonymizer 54 could be, for example, part of GSM system 52
and operated under the auspices of GSM provider 22.
15 Anonymizer 54 may alternatively be operated under the
auspices of PSTN 30 or any other communication provider.
The service of anonymizer 54 may also be offered by an
anonymity service provider independent of the communication
network. Furthermore, anonymizer 54 is not limited <o
20 application with an analog system such as PSTN 30, but may
provide anonymity in a digital system such as ISDN 24 (not
shown in Figure 2).
Subscriber 58 to the anonymity service provided by
anonymizer 54 may conduct transactions by providing no

25 personal data or by providing a selected amount of personal
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A system di agram of anonym zer 54 is shown in Figure 4. Anonym zer 54

i ncl udes comruni cation interfaces 80 and 82, by which anonym zer 54

connect swo02RBIN130 or | SDN 24, and by whi ch anonym zer SBECT/USINMb@at es

Wi th subscriber 58 and s payee 56. In sonme circunstances anonym zer 54 may
function with a single communication interface. Anonyn zer 54!£Jso may

i ncl ude dmirabasBn8Gymins b & ParEsCtaf BReERY 10R Wb &gt SEEBSEHP®RrY. i ncl udi ng
directives as to the degree of anonynmity desired by each subscriber. io
Anonymi zesy péofidiherne nus uabes Ipiogessat i@y, Ahildfipert BF rECstVer al

functions associated with anonymty service. For exanple, processor 84
retrievesirffraamabhpntd roayaatdbase 86 about subscribers' desired

-anonymty. Processor 84 al so receives subscribers' orders fromone is
comuni cat i on figheef acel B ardt aselaay sxehplar derepnFagta 08edhl conmuni cat i on
interface 82. In addition, processor 84 stores subscriber information in

- dat abase ffnyMieRynbaer Sdbsayidee: i98pbéreas el dlacteranpl e, as a conputer
system Techni ques enpl oyed by anonym zer 54 nay be inplenmented as zo

sof t war e, W Gty abe ostier efoi i ayaweic hirneeoviconpuime Pag@st 6fr on any
machi ne-r eadabl e nmedi um such as a magnetic di sk or optical drive, or may be
stored wifbigy Rpivel akiviee MenDr ySuscirikerr BAdsemdy IndPoTPtEROM) . Figure 5
is a flowhart illustrating techniques for zs providing anonym zer service.
In an exepph@lyi® beWn@ehtd1idys2dcRGT/HneSOLHSOE 2uaprds Fireatkind,

anonym zer 54 receives data related to a subscriber's order, such as the
I dentity 8% éé%%fE@”ﬁ%sﬂi@@ or the quantity of product needed. In
10 addition, other information about subscriber 58 may be
transmitted automatically, such as the name of the
subscriber, the location of the call and the equipment used
to make the order. This information is passed to GSM system
52, and may be relayed via PSTN 30 to anonymizer 54.
15 Anonymizer 54 relays the order information to payee 56
(via PSTN 30 or other communication channel), but does not
relay the other information about subscriber 58. Instead,
anonymizer 54 may pass along limited information about
subscriber 58. The information passed along is authorized
20 by subscriber 58. For example, anonymizer 54 may pass along
an address to which delivery is requested. In addition,
payee 56 may pass information to anonymizer 54 to be relayed
to subscriber 58, such as a confirmation number, or a demand
for additional information. Anonymizer 54 may also pass

25 along to payee 56 personal information about subscriber 58,
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product or service desired, and the quality or quantity desired (90).
Anonym zer 54 al so receives data identifying s the subscriber (90).
Anonym zWO @0543xt1r i eves fromits database informati on aboRETAURG/Ma&scri ber,
i ncluding, for exanple, the degree of privacy to be afforded the

subscri ber. Several degrees of privacy may be offered, providing a io range
of anonyniesywilhebe el idfedanonyoi¢ yde s itlotell ognonf it ey . recedayiod recei ves
no personal information about a subscriber having total anonymty. The
subscri ber mayispecidyy arddessepadegree mfovadesyrheypbyduattowing anonym zer
54 to relay to payee 56, for exanple, information about the is subscriber's
name but setvianésrnatswrscalibetr BBeosutscr ideerips catlddessgnadtddeplyone nunber
~or calling patterns. The subscriber nmay al so specify that informtion about
hi m be kepubttoibpaye®. 56, but that denographic information about him be

di scl osed. A subscriber may permt payee 56 to know zo the town where

- subscrisber |ivesyméot #&xamlee prodtbositodisolvisiesgmbhebs ubsodlidderi'ns nane or
address. A subscriber may al so provi de payee 56 with a pseudonym or a

f requent pyeghaser whgent idd calowanifodeguANd, her vbache of mnandsy hasyseamy vary
on the basis of the identity of the payee. The as subscriber may authori ze

di scl osur @ c0bnBRYAIL PeF soNAalwidaha r81ay W02yl ZBET{INENL 5 @2 when
ordering airplane tickets, for exanple, than when ordering flowers. A

further f@_ragneefas@nonymgt{éhémql WEFoL BRI I et cARGNYKHT bYeltidtiich Wi ll Dbe
explained in nore detail bel ow.
payment authorization, such as a credit or other record
10 exchangeable for payment. The voucher transmitted by
anonymizer 54 to payee 56 may also represent a guarantee of
payment, such that payee 56 does not bear a risk of
nonpayment for products or services delivered.
Subscriber 58 ultimately pays for the goods or services
15 provided by payee 56, but subscriber 58 typically pays an
entity other than payee 56. For example, as illustrated in
Figure 3, an arrangement between the GSM provider 22 and the
anonymity service provider results in a voucher being
transmitted from GSM system 52 to anonymizer 54. The bill
20 for the goods or services may be added to the bill for GSM
service sent to subscriber 58 by GSM provider 22.
Alternatively, the bill for the goods or services is then to

the bill sent to subscriber 58 by the anonymity service

provider.



' S After retrieving the information fromthe database (92), anonym zer 54
relays data to payee 56, such as the order and voucher information (94).
Anonym zei0o &0sney al so pass along to payee 56 anonynous i BENUB#/®aE2 on
data, i.e., data about the identity of the subscriber that the io

subscri ber has authorized to be passed along. In addition, anonym zer 54
ordinarily proresgesel H dgransact anon(iRier & ¢h sywn niol udigrudebidt.i ng t he
subscri ber's account for the voucher issued to payee 56, or acknow edging a
voucher ragaehygdzér a1 GSMIpideki demmi cAnany Minter£54e 580 adrsb 82¢l ay i 5
information from payee 56 to the subscriber, such as a confirmation nunber
(98). As desahibgdamdiomezeancny gbareécbd tmypgmosioderalswnge) ofangnonym ty.
-Figure 6 is a flowhart illustrating a variable anonynmty technique. In
this techmyqugichhenstegiesz@iotonnenytaties MExXhbeapser past 36 anlde
transaction, and is automatically "negotiated" by anonym zer 54 on behal f

- of subgcrihgee58candrpay@ee 28 rcORSDNAEEEarhsh i kzays 5 anmap ofyeisnor der f or
a product or service to payee 56 (100), and includes an offer to provide

addi ti onak,;i-pf Qr BLE DD ZSRblQUL tSBRSERIDEIA RS | ﬁkn@iﬁﬁiﬂ@ﬂ@ﬁ §ora100QNsi derati on
from payee 10 WO U2/ 0S~321 PCT/ USOL/sU(62 56, such as a discount. The

offer is pLe aUEDQKL 28 B¥a SURFGT LRSEN S8:0dds RAYREnaBi sk CaME (104),
anonym zer 54 provides the additional information to payee 56 (110) and the

transaCti%%bB%%g§§g§ (112 na1PRY 88 rab IRYs &l &) thReqsgeéfesrand put forth a

counteroffer Payee's counteroffer may, for exanple, propose a

smal | er di el t revl ion. Anonym zer 54 eval uates the
C3ERYALL0" oL SONES o] QL BLIBLAON y

b . .
countero In p neters previously authorized by subscri ber

58, which are stored.in_d 6. ' epeffer; ;s not within
t he pé?aneters?ngﬂ§m%%%ht§gC)éggie?sl?éﬁg%giéh(f%%%ggnggfhgﬁ%éansaction
proceeds (112). If the counteraffer is accepted,.,a ] 54 provides the
addi ti onalPS5 P5Pﬁa??%%r?§:%31§€°§§ ¢1i0 l%&é?tﬁightggﬁég%%?%n pr oceeds
(112). is The.technipques shawn in Figure ar e f.or _purc es_.of

i |1 ustrat StV G8ri akgﬁnix?ﬂap Se ptré)gﬁglsaﬁe% ar’e possi bﬁggg oerlé)leci(narrpl e, payee
56 may initiate the off to provide the product ar service at a di scount

i f additidﬁﬁF‘PﬁFaPﬁﬁ?igé 7294%w§§kaga}gﬁﬁg é%ﬁﬁfﬁ%zgpog mﬁﬁ%'counteroffer.
Subscriber_zo 58 naﬁ alfo zfecLﬂy a rgnge.offgernkﬁsgble gréggs, quantities
or degr eeF IO SEPERAI 21 7P oTFRANHYSS, SUPF oA urtHEr Sof F 8Fs'&nd
counteroffers. In addition, payee 56 may refuse to accept anonynous orders,
in whiBh GEFEYL.sagonnt eRbtyf ‘x?§8r€§€nf§l%Y%ﬁ§ﬁhP§ o Yhat?unl ess certain
zs information is provided, there will be no transaction. 11 WO U2/ US~321
PCT/ USOl hGBS2A ROMBEP16RT B dditPEARSeoP2 t helt AASHITOR hBYBRSHE¥N descr i bed.
Al t hough the techni ques for maintaining various degrees of anonymty have

been describedorest Rebeshiest grLoFneiPRet hotktakasdy Sfay BROZYMAST to any

network in which a s subscriber w shes to avoid having personal information
54 may be implemented, for example, as a computer system.

Techniques employed by anonymizer 54 may be implemented as
20 software, which may be stored in a machine or computer
system on any machine-readable medium such as a magnetic
disk or optical drive, or may be stored within non-volatile
memory such as read-only memory (ROM).
Figure 5 is a flowchart illustrating techniques for

25 providing anonymizer service. In an exemplary
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passed to a payee. These and ot her enbodi nents are within the scope of the
followng clains. 12 WO U2/ OS-4321 PCT/ USUL/ sOGx2 CLAIMS 1. A nethod
conpri si WP 0¥E¢Rilvi ng an el ectronic order froma first paPEUSHEDEG2vi ng
information about the first party; 5 transmtting the order to a second
party; transmtting | ess information about the first party to the second
party thacowfsgueseived;arammyntizanshit teéorgiwesycacherelatedetsecond party. 2.
The nethod of claim1, further conprising transmtting to no information
about thestibsstiparty dwidrhe sseboad pag tiderFitThefnehhopewde cltdiem 1,

further conprising transmtting selected information about the first party
to the sepanduparsdy, savhered nlebiangm ssd orheofquaie tyebecteantifyor mation i s
~authorized by the first party. 15 is 4. The nmethod of claim1, further
conpri si nglesekedeyddy. i rAromyatizen b4 ol so defatiase denseidemugi fivhiendf i r st
party, and selecting information about the first party for transm ssion to
‘the seeondhpastigsbasiesr ofpd)he rebnyevesr i 54 aratatiieoRs bromhetgret hod of claim
4, wherein retrieving records fromzo a database concerning the first party
conpri ses daetbbe¥i NPfddnat M @G 182 1s & ALY, skheCad thd ectdrwves
describing the information to be withheld from

example, the degree of privacy to be afforded the
subscriber,
Several degrees of privacy may be offered, providing a
10 range of anonymity. One degree of anonymity is total
anonymity. A payee receives no personal information about a
subscriber having total anonymity. The subscriber may
specify a lesser degree of anonymity by allowing anonymizer
54 to relay to payee 56, for example, information about the
15 subscriber’s name but not information about the subscriber’s
address, telephone number or calling patterns. The
subscriber may also specify that information about him be
kept from payee 56, but that demographic information abou@
him be disclosed. A subscriber may permit payee 56 to know
20 the town where subscriber lives, for example, without
disclosing the subscriber’s name or address. A subscriber
may also provide payee 56 with a pseudonym or a frequent-
purchaser identification code. Another form of anonymify
may vary on the basis of the identity of the payee. The

25 subscriber may authorize disclosure of more personal data

9



the second party. 6. The nethod of claim1, wherein receiving information
about the first party conprises receiving information about s the first
party frwoe/asakdcri ber identity nodule. 7. An article coP@QFUSIINEOE
conput er - r eadabl e nmedi um whi ch stores conputer-executable instructions for
receiving and transmtting information, the instructions causing a machine
to: to reativer@erehgchlopland ransecs, ofak exaeyldr dimea Whest party;
receive information about the first party; transmt the order to a second
party; tranRsdding e3sweRbor nmat furtahodorinheff anstynpiant yinvolvhe i 5 second
party than was received; and transmt a voucher to the second party. 8. The

article of,&l&iimeed bRenyRASty Uctitang: fwintihee eapsiingd e mackine to
.transmt no 1 nformation about the first party to the second party. 20 ao 9.

The articjecHf1 daaion.7, the instructions further causing the machine to
transmt selected informati on about 14 WO 02/ 0S~321 PCT/ USOLl/ SOC~-C~-2 t he

first party todhe $2¢endvpagt ¥he Witdgivathibanspbs siton deftalhsesel ect ed
information is authorized by the first party. 10. The article of claim7,

the instrughjons, Jiindiheh 6auséngyd hesvmaeld payt ' ' i
By Wiy _ ye@ befrdwite dsnfcbemati on from a
dat abase s concerning the first party, and select information about the

first parfy fpratd ansbresi ORebPndHeorse@and panbiykased on maye atebr i eved

i nfornmati on.

pass along to payee 56 anonymous identification data, i.e.,
data about the identity of the subscriber that the

10 subscriber has authorized to be passed along. In addition,
anonymizer 54 ordinarily processes the transaction (96),
which may include debiting the subscriber’s account for the
voucher issued to payee 56, or acknowledging a voucher
received from GSM provider 22. Anonymizer 54 may also relay

15 information from payee 56 to the subscriber, such as a
confirmation number (98).

As described above, anonymizer 54 may provide a range

of anonymity. Figure 6 is a flowchart illustrating a
variable anonymity technique. In this technique, the degree

20 of anonymity may become part of the transaction, and is
automatically “negotiated” by anonymizer 54 on behalf of
subscriber 58 and payee 56. Anonymizer 54 relays an
anonymous order for a product or service to payee 56 (100},
and includes an offer to provide additional information

25 about subscriber 58 in exchange for consideration from payee

10



11. The article of claim10 wherein retrieving information fr

concerning the first party conprises io retrigving directivesogggcgﬁgﬁggse
the i nf owediesaszio be withhel d fromthe second party. 12. PORESeWIE e of
claim 7 wherein receiving information about the first party conprises
receiving information about the first party froma subscriber identity
modul e, If,i $utB. ad 8Yysiemowronpr itsengffar prodeeserthngiacdatbase, wherein
the processor is configured to receive information about a first barty

wher ei n tggﬁgyya%gisge,lsxfom&quJﬁédatoepe$eﬂkﬂ$)ana@p@&miéﬁrc5ﬁransactibnal
order fromzo the first party, wherein the processor transmts the order to

a second partise sahleWhanet totdie ideoabastohnicd usesel 56 (WEOD
! . i 2#m&, 1321 PCT/ U
. SU 1/SUE@2 information about the first party and directives describing the

i nf or mat i gfL ghawsalhe ohi psbcadd y(1tia)be pa j
_ pesnié ey trejeks Skeond party.
14. The systemof claim 13 further conprising a s conmuni cation in?erfgce

coupl ed torfhe N PGRESCbrthSa dhentsrsifemrof1eéai mEyestier e
. ! nth
receives Information about the first party and an order froma ?iP;?CSZf?;

by way of .{ Qe SUFRUY Gl OBl syt iskcai i
c , | ORok N LdrhAIcs. plopodéaea Hmmfdiskaint 14r wh
the processor transmts’io the order to a second party by way of theereln

conmmuni cal i on, 1t erfa0e.rolhar 168, SYSIRnakzeel 8l neddl uaterseithet he di i
descri bi ng %ﬁe |ﬁ§%rnation about the first party to be provfdeg tgr?ﬁélves

second party inclsde naJAREL8ESt Spalelidtiens pheviafaryahitomort -
in exchanﬁ% For con5|gkration5froﬁ?the sézong party.}TgF‘A g;gfgﬁ]prOV|ded

ﬁg{rpv\;'ri' NG 8,500 U .Cald OQnIBhWREK: s @b fdd Sh Ratiyasaites face caapl ed to the

10 counteroffer is not within the parameters, the counteroffer
is rejected (114) and the transaction proceeds (112). If
the counteroffer is accepted, anonymizer 54 provides the
additional information to payee 56 (110) and the transaction
proceeds (112).

15 The techniques shown in Figure 6 are for purposes of
illustration. Variations of the techniques are possible.
For example, payee 56 may initiate the offer to provide the
product or service at a discount if additional information
is provided, and anonymizer 54 may counteroffer. Subscriber

20 58 may also specify a range of permissible prices,
guantities or degrees of personal information, allowing
further offers and counteroffers. 1In addition, payee 56 may
refuse to accept anonymous orders, in which case its

counteroffer represents a stipulation that unless certain

25 information is provided, there will be no transaction.

11




zo a second party interface coupled to the network; and 16 WO U2/ Ua~321
PCT/ USOL/ SUC62 an anonym zer, conprising a processor, a database and a
conmruni cwo evsktier f ace, the anonym zer coupled to the neR@DUROIP6G2he
comuni cation interface, wherein the anonym zer receives information about
as first party, the anonym zer receives an electronic order placed on the
net wor k t hr oughntineef i o §tegardipneintsepfatiee irieerdrionyeyerbeenconfigured to
transmt the order to the second party interface, and the anonym zer is
confi gur ekstaxribednsnil thessh itifeoorteahnoguaboinr meentipistngaréyiows t he i o
second party interface than was received. 19. The system of claim 18

wher ei n te reeBNuii gabh phi e thsork beral ddesribddSNImehworknt@0t dher syst em of
-claim19 wherein the first party interface includes a subscriber identity.
nmodul e, a3l wWeekwerR, i shepfmayraid arlaphedt to heny iresttwopar ty weteh ved by the
anonym zer is supplied by the subscriber identity nodule. 21. The system of
- cl ai ms18 sareriibetrheishawy catdien haetingr ket smialdes farmahi egr at ed servi ces
digital network. 22. The system of claim 18 wherein the conmunication zo
net wor k igydsedescaapphlés. swiiahedniebepbonannetivenks 27e wihih 2/ CS. 1321
PCT/ USOL1S0CC2

the scope of the following claims.
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23. A nethod conprising: placing an electronic order with a second party
on. behalf of a first party; and providing information about the first
party towdwe/ssrecond party; wherein the anmount of i nforne€T/HRVIFVNZ ded i s
a function of consideration fromthe second party. 24. The nethod of claim
23 further conprising offering to provide identifying information in
exchangeCLBEMBo consideration fromthe second party. 25. The nethod of
claim 23 further conprising: receiving an offer of consideration fromthe
second party Arﬂn%&@rgrﬁg@lﬁrdﬁipgevi ding information about the first party;
and 15 deci ding whether the offer is acceptabl e based upon paraneters
speci fied by rhaeciving grartlgcprpoictorgdmadineg ehdiostepar2s. An article
-conprising a conputer-readabl e nedi um whi ch stores conputer-execut abl e
instructions fereieow vinfpramdiezo sbews e ifdgsitnpertmt i on, the
instructions causing a machine to: 18 WO 02/(1S. 1321 PCT/ USQO1l/ SOG&X

- pl acesan el ectramsnitorider thict brdesecorn graranyg parbghal f of a first party;
and provide information about the first party to the second party; s
wherein the abtpamsmoftimy drasat iofopnavidedbasitathenéiron pdrigons derati on
fromthe second party. 27. The article of claim26, the instructions
further eadssagotrdepamohitiarnt @aef tetetwedr @ridde i dentifying information in
exchange for consideration fromthe second io party . 28. The article of
claim 26, thecrasétuciions veuther causiagddoadnpabtie to:

2. The method of claim 1, further comprising transmitting

10 no information about the first party to the second party.

3. The method of claim 1, further comprising traﬁsmitting
selected information about the first party to the second
party, wherein transmission of the selected information is
authorized by the first party.

15

15 4. The method of claim 1, further comprising retrieving
information from a database concerning the first party, and
selecting information about the first party for transmission

to the second party based on the retrieved information.

5. The method of claim 4, wherein retrieving records from

20 a database concerning the first party comprises retrieving
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8. The article of claim 7, the instructions further

causing the machine to transmit no information about the
first party to the second party.

20

20 9. The article of claim 7, the instructions further

causing the machine to transmit selected information about
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10%& () - N@Eg%}@)%ﬁé\%}%ﬁogg&f%%rém A fJrmptOUs £yomya database

5 concerning the first party, and select information about the

first party for transmission to the second party based on

the retrieved information.

11. The article of claim 10 wherein retrieving information
from a database concerning the first party comprises
10 retrieving directives describing the information to be

withheld from the second party.

12. The article of claim 7 wherein receiving information
about the first party comprises receiving information about
the first party from a subscriber identity module.
15
15 13. A system comprising:
a processor and a database,
wherein the processor is configured to receive
information about a first party, wherein the processor is
configured to receive an electronic transactional order from
20 the first party. wherein the processor transmits the order

to a second party, and wherein the database includes

15
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information about the first party and an order from a first

U

party by way of the communication interface.

16. The system of claim 14 wherein the processor transmits
10 the order to a second party by way of the communication

interface.

17. The system of claim 13 wherein the directives
describing the information about the-first party to be
provided to the second party include parameters

15 defining the information to be provided in exchange for

consideration from the second party.

18. A system comprising:
a communication network;
a first party interface coupled to the network;

20 a second party interface coupled to the network; and
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network by the communication interface,
wherein the anonymizer receives information about a
s first party, the anonymizer receives an electronic order
placed on the network through the first party interface, the
anonymizer is configured to transmit the order to the second
party interface, and the anonymizer is configured to

transmit less information about the first party to the

10 second party interface than was received.

19. The system of claim 18 wherein the communication

network includes a GSM network.

20. The system of claim 19 wherein the first party
interface includes a subscriber identity module, and wherein
15 information about the first party received by the anonymizer

is supplied by the subscriber identity module.

21. The system of claim 18 wherein the communication

network includes an integrated services digital network.

22. The system of claim 18 wherein the communication

.0 network includes a public switched telephone network.
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24. The method of claim 23 further comprising offering to
provide identifying information in exchange for

10 consideration from the second party.

25. The method of claim 23 further comprising:
receiving an offer of consideration from the second

party in exchange for providing information about the first

party; and

15 deciding whether the offer is acceptable based upon

parameters specified by the first party prior to placing the

order.

26. An article comprising a computer-readable medium which
stores computer-executable instructions for receiving and

»0 transmitting information, the instructions causing a machine

to:
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27. The article of claim 26, the instructions further

causing the machine to offer to provide identifying

information in exchange for consideration from the second

10 party.

28. The article of claim 26, the instructions further

causing the machine to:

receive an offer of consideration from the second party

in exchange for providing information about the first party;

15 and

decide whether the offer is acceptable based upon

parameters specified by the first party prior to placing the

order.
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