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1 TITLE OF THE | NVENTI ON PORTABLE ELECTRONI C DEVI CE
BACKGROUND OF THE | NVENTI ON The present invention
relates to a portable 5 electronic device such as

IC card for executing a variety of processings immmmmmwmmmwn
response to instruction data supplied from an

external device. In recent years, for exanple, an |C "139159*
card has been practically used as a portable

cerory capabl & of w51 ng and renet tina sara o NFUMIUENINN
control elenent, an interface for _ makin «GO0001*
communi cation with aﬁI@%FePEaFHéeqﬁygNTégg the |like.

o BgBEpbEer R R ah B o el o !
card, an 1D card PECSAdS on i RPN Snd 2
prepai d ggrd Gan hg fme \fﬁ}%rpyreqrétIésctcoa;agiﬁélxg%%#%gs

an | C car ethlng a plurality functions,
20 andcdabaikeaeivied SRCrORY ald ¢ @3y Hod Mecuting

functions are stored in a nonvolatile nenory In a

fila variatyosf pRozRRlsicris ah BespRRIdLCad Ahdasistion

In addition, the I1C card carries out a variety of

pr odessi sgppadeadr dirog o axtiersialudddvdirg.conmand) 25
froman external device. Therefore, the |IC card

sel ect s drf idegcehdppleiagsst,i dOr iexaagde ,daceiddrd has been

practically used as a portable electronic device. The
ID card has: a nonvolatile memory capable of writing
and rewriting data, a control element, an interface for
making communication with an external device, and the
like.

Such an IC card has an advantage that a plurality
of application programs can be maintained in one IC
card. That is, a plurality of functions such as a cash
card, an ID card for personal‘authentication, and a
prepaid card can be aehieved by one IC card. In such
an IC card having a plurality functions, applications
and data required for operating each of the functiens.
are stored in a nonvolatile memory in a file format on
an application by application basis.

In addition, the IC card carries out a variety
of processings according to an instruction (command)
from an external device. Therefore, the IC card
selects a file (application) in accordance with

the command from the external device, and executes a
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the command fromthe external device, and executes a 2
variety of processings. In general, data to be stored

in the nonvolatile menory incorporated in the IC card

is stored in the formwhich consists of an identifier
(tag), a data length (length), and a data value 5
(value). Thus, inthe ICcard, it is possible to

provi de an access (readout, addition, rewiting, and

del etion) or the like to spetiffed-data, based on the
tag specified by a command. However, sone of the data

to be stored in the 10 nmenory incorporated in the |IC

car Yardety mdstemgensings. Hor gseemil, dataSoHlEE stored
7816-4 Annex. D, a structured tag field is defined as

an d¥arfie I HA ke meme Ty inerrpreeitedr ot the. IC card
Such data hayving the nest structure , has a_probl em

t hatt %2 SHYES Hbdde D FRTERES tof 183ndaggntifier
whi i i t.ai t f data. F ' | e,
e e it T G BE s Mrar veiRe

! _ . e ot

yy SRR, A A WL 4o Ele g oot I ESEL I o

can rQvifed SA/KON ' hy .20
BRI EF é%ﬁ\?&ﬁ@ &5 |§\|It\1/%NT| N ﬁégg%&bbfg@%gg%n%he

preset ddleRitdron 9 tHY oM e b PPt fe @l @5ELONbEsed
devi ce capable of efficiently providing an access to

dat anhahendaay gpesiiftgdidpre.caimaetording to the

present invention, there is provided a portable

el ectronifoweme e somproSitige data to be stored in the
memory incorporated in the IC card has a nest structure.
For example, in ISO/IEC 7816-4 Annex. D, a structured
tag field is defined as an example of the data having
the nest structure. Such data having the nest structure
has a problem that a direct access cannot be provided to
data which exists in a certain t&pe of data. For
example, in a conventional IC card, there is a problem
that, in the case where a plurality of second hierarchy
data exist in first hierarchy data, a direct access
cannot be provided to the second hierarchy data.

-BRIEF SUMMARY OF THE INVENTICN
It is an object of the present invention to |
provide a portable electronic device capable of
efficiently providing an access to data having a
nest structure.
According to the present invention, there is

provided a portable electronic device comprising:

a memory which stores data having a nest structure
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a menory which stores data having a nest structure 3
in which a plurality of |ower hierarchy data exist in
upper hierarchy data;. and a control section which
provides a direct access to only a specific |ower

hi erarchy data fromanong the plurality of |ower 5

hi erarchy data which exist in the upper hierarchy

data, with respect to the data having a nest structure
stored in the menory. Additional3 obj ects and

advant ages of the invention wll be set forth in the
description which follows, 10 and in part will be
obvibuswhiehn 2 heldeatitpt o6nlover hagrbedhyadass Bxrist
practice of the invention. The objects and advantages
of tHe YPRhtRbRr#aFhyedatari 288 2ar@nsBOdi S&¢typn which
means_of, the instrunentalities and_ conbi nations
rxut?%ﬁﬁ%é?? HAFHTREE oRECRBFeFRaPPAY. 215PBRIAERC lower

DES PTl OF, THE SEVERAL VI OF. THE_DRAW NG. The
acco %ﬁﬁé@hﬁcﬁ%ﬁ@n ?mmﬁTEHQEgEE PhUSRPALY: &F Lowednd

f Lfi [ illus- trat
COPSEASULFoRy DAL Slnl BF SRESL! LESLLAN LS Lo,
gened i a d63CEH PLd QP Ot VED £ROVEaRRALL0E gegahgg@ 2 ructure
description of the enpodi nents given bel w, Serve to -

expl;ai@ré@eirprﬁmir@é@@rpf the invention. FIG 1 is a
bl ock di agram schematically depicting a configuration

of an | C madilt bodaBnobfee8sdanystafantbldesl 6FCaHé invention
serving as a portable electronic device 25 according

t o anilkhbosi sent fefth hin ptlesedéscpYpBtibANWhiEhGFol liows,
a bl ock diagram schematically depicting
and in part will be obvious from the description, or
may be learned by practice of the invention. The
objects and advanﬁages of the invention may be realized
and obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF TﬁE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which. are incorporated
in and constitute a part of the specification, illus-
trate embodiments of the invention, and together with
the general description_given above and the detailed
description of the embodimenfs given below, serve to
explain'the principles of the invention.
FIG. 1 is a block diagram schematically depicting
a configuration of an IC card and an IC card system,
the IC card serving as a portable electronic device
according to an embodiment of the present invention;
FIG. 2 is a block diagram schematically depicting

a configuration of the IC card;
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a configuration of the ICcard; FIG 3 is a diagram
depicting a file structure of a data nenory; FIG 4A
is a view showi ng an exanple of a configuration of
data having a nest structure; 5 FIG 4B is a view
showi ng an exanple of a configuration of data having a
nest structure; FIG 4Cis a view show ng an exanple
of a configuration of data having a nest structure;
FIG 5is a viewillustrating d4ta~-nanagenent 10
information; FIG 6 is a view showng a format of data
i ndicated by control information; FIG 7 is a view
ShOMAng :%%ﬂf 3 gt? a?i dhagran depictonempditde structure of
reque ng readout of data having 15 a nest

st rdc QL% is a flow chart illustrating a flow

Str uctur ?ﬁ%?‘é’ﬁ o Lt PR ERarES ?ﬁ‘b%‘z«?rﬁ% ook 1 ow
avin
nesEO R ucr%[}?%q?%%gd%é AEEENT S oot sf«ﬁ‘s&mr?he

pr ocessi Mard orgp CRECKi A ‘sogﬂseqﬂﬁﬁcsnbg fe2ofal

address and data engt management |on
FI Geoh¥ iigh ra til @iV th o 1 ﬁa&ﬂ%'&uﬁé‘ét ogltpﬂic@uf' fa

change command for requesting a change of dafa having
a nest SWHIELWE® is a view showing an example of a
configuration of data having a nest structure;

FIG. 5 is a view illustrating data management
information; |

FIG. 6 is a view showing a format of data
indicated by control information;

FIG. 7 is a view showing a configuration of
a read command for requesting readout of dafa having
a nest strﬁcture;

EIG.‘8 is a flow chart illustrating a flow of
the processing for reading out déta ﬁaving a nest
structure;

FIG. 9 is a flow chart illustrating a flow of
the proceséing.for reading out data having a nest
structure;

FIG. 10 is a view illustrating the processing for
checking coincidence between a data address and data
length management information;

FIG. 11 is a view showing a configuration of
a data change command for requesting a change of data

having a nest structure;
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5 FIG 12 is a flowchart illustrating a flow of the
processi ng for changi ng data having a nest structure;

FIG 13 is a flow chart illustrating a flow of the
processing for changi ng data having a nest structure;
5 FIG 14 is a flow chart illustrating a flow of the

processi ng for changi ng data having a . nest

structure; FIG 15A is a view 'bl lustrating the

processi ng for changi ng data having a nest structure;

FIG 15Bis a viewillustrating the processing for 10
changi ng a ving a_nest structure; FIG 15Cis a

view ill atfﬁgl% h@ Bf%‘ée%’%?ﬁ@ Fblustrakip@gaghiaw of the
havi nest structure:. Fl 15D is, a view .
il l?sq't%r atihg 1 heOIbr%_rZ:aeré%Jrl?w%G(?%ﬁ'a Q&l‘éﬁb‘? My eth fEEragure’

a nest st t 71 5. F 1 ] [ showi n

exanpl e &$H§,Q%gn %g%rg |%ng€?£§af%r%§€%%€l%gn s?fow of the

: . . ¥ . .
3atr a hav%ndglq}%gglggbrrlga %ﬁ?i?%&/ear orgar‘él%g? urg%a%! ?’#){‘?‘F% rei

hi erar chyrxiat a14 H & a 16Fow Scida ¥t eﬂﬁb@ﬂ%é‘@iﬁ? EXEIB €of the
of the 20 configuration of data having a nes

st r patogresssimgviaeh cleampdinglddtya afawanpnd hi e asehycture;
data having the sane identifier are included in first

hi erarchyfidat a} 5&13 d7viewaiVlest sdiolmagtise processing for
configuration of a sequence specifying read comand

f or Chgagimng fpte Inseenhcesthdrwipiasté ng readout of

data having a nest structure; FIG 18 is a view

showi ng & fERurkR i vV W illustrating the processing for
changing data having a nest structure;

FIG. 15C is a view illustrating the processing for
changing data having a nest structure;

FIG. 15D is a view illustrating the processing for
changing data having a nest structﬁre;

FIG. 16A is a view showing an example of a
configuration of data having a nest structure in
which a plurality of secbnd hierarchy data having the
same identifier are included in first hierarchy data;

FIG. 16B is a view showing aﬁ example of the
donfiguration of data having a nest structure in which
a plurality of second hierarchy data having the same
identifier are included in first hierarchy data;

FIG. 17 is a view showing a configuration of a
sequence specifying read command for specifying a
sequence and requesting readout of data having a nest
structure;

FIG. 18 is a view showing a configuration of
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6 response data in response to the sequence specifying
read command; FIG 19 is a flow chart illustrating a

flow of the processing for reading out data having a
nest structure 5 whose sequence is specified; FIG 20
is a flowchart illustrating a flow of the processing

‘for reading out data having a nest structure whose

sequence is specified, FIG 21 is a flow chart
illustrating a flow of the 710 %rd&e55|ng for reading
out data having a nest structure whose sequence is
speci fi ed; is aviewillustrating the

d,_ FIG 22A .
pr ot 885PRGSr SRt aydife BESRAS taihgy seanancs isrraifring

FI B i view illustrating the processing for 15
deF%?%ﬁgCSQP% dving a nest structure; FIG 22Cis a

view 1wl atifg 4 be Aeeeslg9 fofysduelid qﬁtgg“é of the

havi ng a nest structure; |

Conﬁkgéééfsiiﬁga@cora re%%lli‘?l%’b%gltc %E%”%afﬂfng %q L}%Sslé n%.fucture

del eti on of ta having nest struct

I s fhbkewsehaehdel lidsspaldifd Ry ;f | ow of the processing
for deleting data having a nest structure; FIG 25 is

a flow clFact 20l ust matfileg @Hdraw iaf dhe AW 9LESSi b Vf the
del eting data having a nest structure; 25 G 26 is

a fpoacehaingi foustreatiing auftl datal hakd ngdE0eRSY Rt ructure
for deleting data having a nest structure; FIG 27A is
a vVB@RSE| Fgaueacend st kpepiddessi ng for

FIG. 21 is a flow chart illustrating a flow of the
pfocessing for reading out data having a nest structure
whose sequence is specified;

FIG. 22A is a view illustrating the processing for
deleting data having a nest structure;

FIG. 22B is a view illustrating the processing for
deleting data having a nest structure;

FIG. 22C is a view illustrating the processing for
deleting data having a nest structure;

FIG. 23 is a view showing a configuration of a
deleting command for reéuesting deletion of data having
a nest structure;

FIG. 24 is a flow chart illustrating a flow of the
processing for deleting data having a nest structure;

FIG. 25 is a flow chart illustrating a flow of the
processing for deleting data having a nest structure;

FIG. 26 is a flow chart illustrating a flow of the
processing for deleting data having a nest structure;

FIG. 27A is a view illustrating the processing for
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7 additionally witing data having a nest structure;
FIG 27Bis a viewillustrating the processing for
additionally witing data having a nest structure;

FIG 28 is a view showing a configuration of an 5
addi tionatly witing command for requesting additiona
witing of data having a nest structure; FIG 29 is a
flow chart illustrating a flow of the processing for
additionally witing data haVina a™nest structure; 10
FIG 30 is a view showing a configuration of a search
command, for reguesting a search for data having a
nest®&+utena bly presit3ngj dakavhewingodi ngsh structure;
confi guration response data in response to a '
searc% co nd£%§51§IEiV39Wiéléu§FE§FéH6thg pocessing for

. figu-, [ f a. dat
for B Fros ERDorebe 1 4 e e PihST °§§$Fo%ig%‘ﬁa”§5‘%2¥
il j I fo . [ r _making a
search 1 ob T8arad o8 £ vibRCaRRRERT S e Br el ER&BnTpr an

iSf%ddfﬂ!éﬂﬁﬁiyi&fi@ﬁﬁélé&ﬁmﬁné!P@fogg%éggtgﬁgﬁgﬁﬁgggonal

for making a search for~ data havi ng

Fl Gwidbring doF i @ ey ey 2a CROEE I8 BLEPAOf 25 a

data output conmand for requesting an output of a
structureFDé. dag aihayi AJor OBSELSIIVGEUEEtiRGGa 8BolSof the

a view showi ng a configuration of
processing for additionally writing data having a nest
structure;

FIG. 30 is a view showing a configuration of a
search command for requesting a search for data having
a nest structure;

FIG. 31 is a view showing a configuration of
response data iﬂ response to a search command;

FIG. 32 is a view showing an example of a configu-
ration of a response data memory for storing response
data;l

FIG. 33 is a flow chart illustrating a flow of
the processing‘for making a search for data having
a nest structure; _ .

FIG. 34 is a flow chart illustrating a flow of
the processing for making a search for data having
a nest structure;

FIG. 35 is a view showing a configuration of
a data output command for requesting an output of

a structure of data having a nest structure;

FIG. 36 is a view showing a configuration of



8 response data in response to a data out put conmand;
FIG 37 is a flowchart illustrating a flow of the
processing for outputting a structure of data having
a nest structure; and 5 FIG 38 is a flow chart
illustrating a flow of the processing for outputting
a structure of data having a nest structure. DETAILED
DESCRI PTI ON OF THE | NVENTI ON reinafter, preferred
enbodi nents of the present 710 Tnvention will be
described wth reference to the acconpanying

s a configuration

draw ngs. FlI 1 schenmatically depict

of TETHESEA R el AF SRR Hrd a%l‘gafe? e RRF coaByRRE/
di hodi t af fhe, t, i ti

15 and AR 1T oo & SybrE LISt g TTe e tBFan FRow of

FI G j : I 4Si

Feadt ST T o8 Sl R e te of gpea

Si nmlay,irn?f & G d 3EHi & W Jang public comunication
network 4, and an information center 5. Also, in 20

the | C card.s)38 e 4 herdw GHabe Apnldesht 8Rgl &£ eabd of
(contact type IC card) for maki ng data commuhi cati on

by lrhien gireg etsisd nlgC fear duk partt e o eadarditd ebf 2d4 40
contact with each other; and an I C card (non-contact

t yp@avdngared nefsdr stediiatgureat a communi cation via 25

wi rel ess communi cati on without bringing the IC card 1
and the readdtBVaIhER DESGRIPTION «RF TWE hINYENT®ONer .

The above reader/witer 2 is provided as an
Hereinafter, preferred embodiments of the present

invention will be described with reference to the
accompanying drawings.

FIG. 1 schematically depicts a configuration of
an IC card serving as a portable electronic device
accordiﬁg to an embodiment of the present invention,
and an IC card system utilizing the IC card.

In FIG. 1, this IC card system is composed of
a reader/writer 2, a personal computer 3 (hereinafter,
simply referred to as a "PC"), a public communication
network 4, and an information center 5. Also, in
the IC card system, there can.be applied: an IC card
(contact type IC card) for making data communication
by bringing the IC card 1 and the reader/writer 2 into
contact with each other; and an IC card (non-contact
type IC card) for making data communication via
wireless communication without bringing the IC card 1
and thé reader/writer 2 into contact with each other.

The above reader/writer 2 is provided as an
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9 external device for reading out or witing data from
or intothe ICcard 1. The reader/witer 2 is
connected to the personal conputer (PC) 3 serving as
a host device. The PC 3 has a function for nmaking
connection 5 to the external information center 5 via
the public communication network 4 such as the
Internet, public telephone network, or ISDN. The
above PC 3 also has a conputTnggseEtion 6, a display
7, a keyboard 8, a hard disk (HDD) 9, and 10 the

l'i ke. The uting section 6 has a CPU 6a and a
mentf eBBait g*%"?ﬁé EPY ER3HMT AU Pt bp@rdatanfrom or

f th he CPU_6 ut ty of
gr o%:@ggipﬁﬁg i % g@ES‘r &aﬁc “ es ecrc/r’ffarrl\é’raerllbs%é%%rﬁonneCted
d 6b t e The menor
Funce! she"phaSolET R a[%% e TG CAClgh vt

fungtions . aSTﬁbS@bag RaNS. fﬂ%ﬁf%éﬁﬂfg%lng F”%K%ﬁﬁﬂ%%;ion

exanpl e, notifies an operator o opera

or 88 €RnerakikB#nslatgrothat iRy RALS o fata'ntg{bs giblic

i nput means. The keyboard 8 Iis 20 operate

i npobhednbyathenopetabek, 4f ducexa®lihe Iﬂteeﬂ}?étd Hitkic
device (HDD) 9 functions as storage neans.

pl utalephont hekesrkwhioeh 13D .confi denti a

information, are stored in the hard disk 9. The _
conf i denfhal abefrer Pat Borm lise e ssteoremhput ire dwedch oh S
25 device 9 includes, for exanple, a first electronic
datd dippéar17, aaskeyhdagbed,r eniha rdatdd sk | @D, Bndiral

third electronic data file F3. In the PC 3 confi gured
as the like. The computing section 6 has a CPU 6a and

a memory 6b etc. The CPU 6a controls a whole operation
pf the PC 3. The CPU 6a carries out a variety of
processings in accordance with a control program stored
in the memory 6b or the like. The memory 6b functions
as a main storage device.

The display 7 functions as display means.
The display 7, for example, notifies an operator of
operating procedures or an operating state. The
keyboard 8 functions as input means. The keyboard 8 is
operated and inputted by the opefatpr, for example.
The hard disk device (HDD) 9 functions as storage
means. A plurality of files, which are confidential
information, are stored in the hard disk 9. The
confidential information to be stored in the hard disk
device 9 includes, for example, a first electronic data
file F1, a second electronic data file F2, and a third

electronic data file F3. 1In the PC 3 configured as
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- 10 described above, exchange (transm ssion and
reception) of a variety of data is carried out
between the PC 3 and the ICcard 1 via the
reader/writer 2. The reader/witer 2 has a function
for making 5 conmunication according to a

comruni cation node of the |1C card 1. The
reader/witer 2 has an internal_nmenory and a

communi cation section (not §hoﬂﬁ5.'The reader/ writer
2 reads data fromthe ICcard 1 or wites data into
on and reception 10

he .| C d 1l data t ' )

bot SESRERRE S RIS S KNS S gty B #geeption)
le, Jn. , | C rd . nilcC ar

CoomtLS: vEHE S RAIN U Mhanir iyt demsn O (b, 3

[ ' it [ C is
\élgﬁgﬁf glmr?? gtcp%%gitd cg{] \}c/:!c?n?: a{i\cg”,%&e&f/edargetr%rwd% '_t er 2 15
has a fuRgld Gledddr TRKI NG dRl, © tdéprkdxn aking
contact with the contact section of the _cardI&. %n
addicbinponicatibe s MieiE dde |dommirl cht i i a8t the

type I1C card, the reader/witer 2 is provided with an

| C 86rdardsért Joet ireadarotwrsium)2 fiors idrs arddithdlnenemory
IC 20 card 1, and the reader/witer 2 is provided so

as 88d @osemming cedritcactsedttifora (urit adtowsct | Mheofreduer/
IC card inserted into the IC card insert section. In
addPERSRT PnreRelsc sedavfarcm dhe GG arard s ar e idersd data

- t _type 1C card) for nmaking data 25 _
ComTRBoEBRo YR = e s St dhATicsn o ecUizaggpt Lon

For BRERrRG T Pk eet b M min FE 1618 W AR C

card

For example, in the case where an IC card is an IC
card (contact type IC card) for making data communi-
cation via a contact Section with which the IC card
is brought into physical contact, the reader/writer 2
has a function for making data communication in
contact with the contact section of the IC card 1. 1In
addition, in the case where the IC card 1 is a contact
type IC card, the reader/writer 2 is provided with an
IC card insert section (not shown) for inserting the IC

: card.l, and the reader/writer. 2 is providéd so as to
come into contact with a contact section of the IC card
inserted into the IC card insert section.

In addition, in the case where an IC card is
an IClcard (non-contact type IC card) for making data

- communication via wireless communication without any

physical contact, the reader/writer 2 has a function

for making wireless data communication with the IC card



10

15

20

25

- 11 1. Also, in the case where the ICcard 1 is a

non- contact type I1C card, the reader/witer 2 is
provided w th a comunication section for

transmtting and receiving a radio wave for wreless

conmuni cation with 5 the non-contact type |IC card.
Next, a configuration of the ICcard 1 will be
described here. FIG 2 is a view schematically
depicting an exanple of a conflyuration of the IC
card 1. 10 As shown in FIG 2, the ICcard 1 is
conposed of a ., netic stripe section 11, a

conﬁum(ﬁﬁﬁQWI%gg? ®ncase whereoklee (B¢ @apfiutalpte non-
S e TR LB i prevics
comitth b (o P o S b B8 S8t T adRl o1 i s
ead St A Qo A 0o HSLNOE 1S \oblifont qapon with

pr ow}@m&g@on@&@%ﬁgnf@céafdpe IC card 1, the

comuni cation section 12 Is conposed of: an antenna

section fsxt)anSEdhtif@ratiénl S£6LNE NECacAAEi © WRYE: be
a nodul ator circuit for nodulating transm ssion data
and dessaniged eerwdul ated data by the antenna

section; a denodulator circuit for 25 denodul ating the
radi o waviBl§ modul sit & dv ivew e3 chenzt Vesll 1 pydépecahhenaa
section; and the like. In this case, the

coOMPFHHFERAS Hf ool A afeien RbstpoWeE cand ah.

As shown in FIG. 2, the IC card 1 is composed of a
magnetic stripe section 11, a communication section 12,
and one (or a plurality of) IC chips 13.

The magnetic stripe section 11 is provided on
a card surface. Data is magnetically stored in
the magnetic stripe section 11.

The communication section 12 functions as
receiving means and output means for data exchange
with the reader/writer 2.

In the case where the IC card 1 is provided as a
non-contact type_IC card 1, the communication section
12 is composed of: an antenna section for transmitting
and receiving a radio wave; a modulator.circuit for
modulating transmission data and issuing the modulated
data by the antenna section; a demodulator circuit for
demoduléting the radio wave (modulated wave) received
by the antenna section; and the like. 1In this case,

the communication section 12 generates power and an
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12 operating clock to be supplied to each section

incorpo- rated in the IC chip 13 fromthe received

nodul ated wave. In the case where the ICcard 1 is
provided as 5 a contact type IC card, the

comuni cation section 12 conposed of a contact section

and a communi cation control circuit etc. In this

case, the conmmunication section 12 obtains power and

an operating clock from thé rddder/witer 2 by

bringing the ICcard 1 into 10 contact with a contact

term nal section (not shown) provided in the '

r eaQBEARGING Pochhe&q b YPrid 9% teanisafdeFagt ke Irgorpo-
card _nmaih, bo in a. state in which the chip is

ConmECEE T (178 HE: ESThRr LAt e e i TRyigted
chip_13, as showmn 15 in FIG 2, has a data nenory 15,

a moFWFﬁg menory 16, a program nmenory 17, and the

like. Th%nCFt):LﬁelA'c ééé’]%}{.eorrés tie Ccoégrrao!l ei;/se(nﬁrng\iide-rc?eas

CPU 14, for exanp carries out a vari‘et

Pr 0GeSTInMIGt (AL AlcdnGRy Wil %&r&p&ﬁi@fﬂ{gg?rsaé@ﬁrqr?qu

the like stored’in the program menory 1 r exanpl e,
t he colfidobe Xt W et ddt &e3@liRG 01 Y Refimi&ation

operation described |ater and carries out a variety of

pr ocessirmds csilrctuias eticscr i Ao ayelcass prdfunication

determ nation processing, data witing into the data

25 semtriynl 52 adt adatsa poemdownd momdpee addtray redrarky £from

15. The data nenory 15 is provided a nonvolatile

membhye egalsny wifi treawd tiyn dprdatgd ngrdrheeXdhlaed tlhiisito
contact with a contact terminal section (not shown)
provided in the reader/writer 2.

The IC chip 13 is embedded in the IC card main
body in a state in which the chip is connected with
the communication section 12. The IC chip 13; as shown
in FIG. 2, has a data memory 15, a working memory 16,
a program memory 17, and the like.

The CPU 14 functions as a control element;_

The CPU 14, for example, carries out a variety of
processings in accordance with a control program or
the like stored in the program memory 17. For example,
the CPU 14 executes a file selection processing
operation described later and carries out a variety

of processings such as discrimination processing or
determination processing, data writing into the data
memory 15, and data readout from the data memory 15.

The data memory 15 is provided a nonvolatile

memory capable of rewriting data. For example, this
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- 13 data nenory is conposed of: a nonvol atile
storage elenent capable of rewiting data such as an
el ectrical erasable and programmabl e read only menory
(EEPROV) or a flash ROM A variety of data such as
application 5 data are stored in the data menmory 15.
The working nmenory 16 is conposed of a nonvol atile
menory such as a RAM (Random Access Menory), for
exanpl e. The working menory 16 ¥&nctions as a working
menory for the CPU 14 to tenporarily maintain data 10
bei ng processed.,K The program nenory 17 is provided as
a r VR i TRMORY shb| eonPASeraff eanBaDBV9latdlecginphge

i ] d of:
| o TR E AP T Vot cxSPEPERSR: 8§E€ﬁsﬁ§hfi\;ﬁa§l@ sépctrical
. _The 1 r stores _a
o RS E g AR o TG 2o PL OBLET BRID el TRERERY)
- A h 7 stores a__ .. _
iﬁnt§%{aS%ograﬁ??%?eé@L?%%?%%ygggﬁé%F&tﬁéc a8fcaPplication

funcldonsa sl d15:d £arthd GUED RSmgPyosESSing for a

command fromthe reader/witer afile

st ruct ur eTipé xﬁ’@f]@iﬁ%%@rﬂof? wei_sdé&ﬁﬁaggaf%flé Wohlvolatile
be described here. FIG 3 1s a view show ng an exanple

of andridry sichicdsire RAM! (RagedR NEEBSY MEmof§) shewm

in FIG 3, the data nenory 15 stores a 25 variety of

dat @¥ampldi | dHorvetkinhendmdey st 6 uftnceions ssoanwoblRking
FIG 3 is based on ISOIEC 7816-4. The file structure
shoERE I IRr Fhe GRBVI 4etb atemporaeily maintain data

being processed.

The program memory 17 is provided as a rewriting
disable nonvolatile memory. For example, this program
memory is composed of: a rewrite-disabled storage
element such as a mask ROM (Read Only Memory). The
program memory 17 stores a variety of contrél programs
to be executed by the CPU 14. For example, the program
memory 17 stores a control program for achieving
each of the basic functions of the IC card 1 such as
processing for a command from the reader/writer 2.

Next, a.file structure of data stored in the
data memory 15 will be described here.

FIG. 3 is a view showing an example of a file
structure in the data memory 15.

As shown in FIG. 3, the data memory 15 stores a
variety of data in a file format. The file structure
as shown in FIG. 3 is based on ISO/IEC 7816-4. The

file structure shown in FIG. 3 is provided as a tree
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14 structure of a directory having a variety of

folder types. In accordance with the file structure

as shown in FIG 3, the data nenory 15 stores data
relating to a plurality of applications. 5 For
exanple, in the case where the ICcard 1 is used as a
card having a plurality of functions such as a credit
card, a point cord, and an ID card, the data nenory

15 stores data relating to a pﬂérarity of

appl i cations such as an application which functions 10
as a credit card, an application which functions as a
poi AtTE&FYICaRd &n IAFSIAtOFY &R Vidrdian st iy |1 8F chedider
In addition, as sho in FI.G 3, the data nenory 15 is

confYHGPed <8 ERECTSANGE Pkt é"rheFiqié-l)e ZLtq@tﬁ%\gﬁggﬂhown
: ition . DF (Dedicated Fi ,
and B BECh, 87 pEBT HabuREEP ha WEEET SR felating to
El L F26,. FFE27, and EF28 are
|(orogrggg%%ﬁggr%Eaéﬁpégct%%éggszmzz, DF23, and DF24. In
addi ti ongorURd@inpYe2 1.1 rf R das el A %Aéjlefigc{%ér{ 1 is

EF29 used to store key information or e

est abedshkng a@rd0haeeesgs aPPIRireiiey foF At okdrsich
1. The above DF22, DF23, and DF24 are provided as

fol dera seedfiar ceadh appbiieat icord, Thevefor D tdwrdabome
DF22, DF23, and DF24 are provided in nunber which
cor daspomdrory flhe sthomeer daft aapelliatdmicons rmwpitwethiity of
25 the | C card 1. The above EF25, EF26, EF27, and EF28
ar e2pPé¥Fasdongs spichegsf en spPpdileg tdena whicth aanmsterons
data actual ly . . ) )
as a credit card, an application which functions as a
point card, and an application serving as an ID card.
In addition, as shown in FIG. 3, the data memory
15 is configured so .that an MF  (Master File) 21 is
provided at the top position; DF (Dedicated File) 22,
DF23, and DF24 are provided under the MF21; and EF
(Elementary File) 25, EF26, EF27, and EF28 are provided
under each of these DF22, DF23, and DF24. 1In addition,
under MF21, there is also provided a key EF29 used to
store key information or the like for establishing an
access permission for the IC card 1.
The above DF22, DF23, and DF24 are provided as
folders set for each application. Therefore, the
above DF22, DF23, and DF24 are provided in number which
corresponds to the number of applications mounted in
the IC card 1.
The above EF25, EF26, EF27, and EF28 are provided

as files for storing data such as user data actually



10

15

20

25

15 wused in applications. In addition, EF25, EF26,
EF27, and EF28 each are provided files for storing
data relating to applications which correspond to the
upper DF22, DF23, and DF24, respectively. 5 For
exanple, in an exanple shown in FIG 3, EF25 and EF26
are provided as files in which data relating to
appl i cations defined by DF22 is stored. EF27 and EF28
are provided as files in whichlfata relating to
applications defined by EF23 is stored. 10 In the
present enbodi nent, as shown in FIG 3, a description

wi | 1SEE diny @prddSahing s-natin At kon nehbey, 1BF26, EF27,
stores; application for, th Ccard 1 to function
as 3%@3%%%@ AEDRT Y, cf égﬁpeam?% BFPEhpggdata

appl.i Iy . an application for the 1C card,1 15 10
fungteicl%trtfla? atl:oC% anlfa lsonpsoiwn l%%_r%f%%%%%? O tﬂe upper

ori d 4 cat| 15 22N ion for the IC
cargﬁ?%fo ¥uﬁ%t?%%pg¥u§ecghpgny %&giint card :
(Conpany g ,0rd i AP | £td QAo 14 NshSFn EXATPLE, SROWRF25
in FIG 3, DF22 (hereinafter, referred to as DFi)

is seld @F2® faldeyirdviidedt &fd N 1de 10BN Xa®ii £81&8€ing
application. In DF22, for exanple, a DF nanme serving

as ad iappliaar ichsselefanhetd "oy €@F22 TonpadyeX. . EF27 and

Further, under the DF22, two files, i.e., EF25

( heE&i2Bafetrer prosfistacdedh st £ ide£Rin Whichl &6 2Elating to

(hereinafter, referred to as EF1-2) exist as files

f or 2PPIAIGRG ieisa dedimghdt FHEhe ConpaeseK: ori ent ed

appl i cati_on. , ,
In the present embodiment, as shown in FIG. 3,

a description will be given assuming that the data
memory 15 stores: an application for the IC card 1

to function as a Company X's credit card (Company X
oriented application); an application for the IC card 1
to function as a Company A's point card (Company A
oriented application); and an application for the

IC card 1 to function as a Company B's point card
(Company B oriented application).

In the example shown in FIG. 3, DF22 (hereinafter,
referred to as DFl) is sét as a fdlder-for storing the
Company X oriented application. 1In DF22, for ekample,'
a DF name serving as a file name is set as a "credit
Company X". Further, under the DF22, two files, i.e.,
EF25 (hereinafter, referred to as EFl1-1) and EF26
(hereinafter, referred to as EFl-2) exist as files
for storing data relating to the Company X oriented

application.
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16 DF23 (hereinafter, referred to as DF2) is set as

a filter storing the Conpany A oriented application.

In. DF23, for exanple, a DF nane serving as a file

nanme is set as a "point Conpany A'. Under the DF23,

two 5 files, i.e., EF27 (hereinafter, referred to as
EF2-1) and EF28 (hereinafter, referred to as EF2-2)

exist as files for storing data relating to the

Conpany A oriented applicattont®élnaddition, DF24
(hereinafter, referred to as 10 DF3) is set as a

filter for_storing the Conpany B oriented ‘

appl i cat i3 | fheFeinafberexspfrsred bPF aanbF23eigi sgt as
as a fil.e nane is, set_as a "point Conpany B". Now, a.
confd d{fﬂg—*ﬁrorﬁtcﬁrﬂa‘i at vt %nheétOréwge@uaapé@@aéaon-
in the mory 15 will _b 15 descri bed here. The
dat&ﬂhé%§$§ 15 cart &R %’d%tthEQWﬁgsﬁrﬂégg as a file name
strygt ., The, dat a. havi esh st turge us e er
denot es eg:ataaéqc;%om?é%llf?gd¢§%p%ﬁgtﬁsécogﬁgﬁlrefla?c 287" 8o
(I owared)i ara ShYArSAt thd Se PLEEEOL, | Pt hi graLchy,_
(upper 20 hi er ar chy) dg?a.eln t he brgggﬁ%féﬁbggi%%ngyz b

theaHdTEFZQﬂGHéﬁéibbeE@,aﬂgféﬁféadtgi§§aﬂﬁf¥2pa%§ist as
are configured in a simlar expression format. The

firdildseranchtoring dath sSesDaeihy eEar ey dahBary ea

produced in an expression format such that an

i dewiriifardred tagpli@at2bordat a | ength (length), and a

data value (value) are arranged in order. The

i dentifiem (addptisnprdvz4ethaseinafvennt refietped to as

identifying the data. The data | ength
DF3) is set as a filter for storing the Company B
oriented application. 1In DF24, for example, a DF name
serving as a file name is set as a "point Company B".

-Now, a configuration of data having a nest
structure stored in the data memory 15 will be
described here.

-The data memory 15 can store data having a nest
structure. The data having a nest structure used here
denotes data configured so that second hierarchy (lower
hierarchy) data is present in first hierarchy (upper
hierarchy) data. 1In the present embodiment, the first
hierarchy data and second hierarchy data are configured
in a similar expression format. The first hierarchy
data and second hierarchy data are produced in an
expression format such that an identifier (tag), a
data length (length), and a data value (value) are

arranged in order. The identifier (tag) is provided as

information for identifying the data. The data length
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- 17 (length) is provided as information indicating a
size (length) of the data value (value) of the data.
The data value (value) is provided as a main portion
of the data. 5 FIGS. 4A, 4B and 4C are views each
showi ng an exanple of data having a nest: structure.
The data having the structure shown in FIGS. 4A, 4B
and 4C indicates an exanple of data stored in an
"EF", for exanple. 10 Here tTn ¥/ GS: 4A 4B and 4C, it
is assuned that data relating to the Conpany A
oriented lication, is stored in "EF2-2". In
addlf%%ﬂﬁtﬁﬁelﬁbﬁﬁﬁﬁydﬂg QEpPpéﬁFméhlﬁﬁnagdSCétlng a size

[ ur rel.atin pl ural types of points
?poiﬁ{ L ghi)da?ﬁegiguﬁ0|ﬁ?%uﬁPe°§s§bﬁeéaFé beThe
o LR AT LR AR Bl LLLATLA00 BLGH S Bheion o
appl t FIG 4A shows an exanple of a
cgnﬂPg%r%§?%n of .data 100 of point X 20 The data

(first h'Pf@SChXAdaEE) §g04@fa98'95e?FeE§cﬁ g98§gqgogn

an identifier (tag , ata length ngt

dat cexd@hpEe (vl d4gta HQ?lﬂ@'Qtnéégaﬁﬁruéggreas @HQ“@atQ
FIG 4A, is conposed of: an identifier

ser\iawgimas tne i slentictues QﬁoWﬂelﬂaFBGQOO4A254B giﬁaa4c
| ength 102 serving as a data |length of the data 100;
and isnditated 12n sexample asf adwvtd ust of et hen dah a"EROP. for

The data | ength 102 indicates a data | ength of
example.

Here in FIGS. 4A, 4B and 4C, it is assumed that
data relating to the Company A oriented application
is stored in "EF2-2". 1In addition, the Company A
application manages a plufality of data relating to
plural types of points (points X/ Y, and Z). The
points are assumed to be data changed according to
a utilization state of service provided by the Company
A oriented application;

FIG. 4A shows an example of a configuration of
.data 100 of point X. |

The data (first hierarchy data) 100 qf point'x
is composed of an identifier (tag), a data length
(length), and a data value (value). The point X data
100, as shown in FIG. 4A, is composed of: an identifier
("E1") 101 serving as an identifier of the data 100;
a data length 102 serving as a data length of the data
100; and a value 112 serving as a value of the data

100. The data length 102 indicates a data length of
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18 the value 112. The value 112 of the point X is
conposed of data 113, data 114, and data 115 serving
as second hierarchy data. These itens of data (second
hi erarchy data) 113, 5 114, and 115 are conposed in
an expression format of data simlar to the above data
(first hierarchy data) 100. Nanely, the data 113,

114, and 115 each are conposed of an identifier

(tag), a data length (length),l&nd a data val ue
(value). 10 The data 113 is provided as data

i ndicating a Point val ue of point X The data 113, as

show{*§ va ; is conposed of a data |ength 10ﬁ
serving a d ength of the data 113 and a val ue
105 servi Ja %eo%ftlﬁ?lepﬂa‘t"ﬁ >il335 ggnFpEedapf data

var a3y rﬁag.aneld%fs i ?%é't*%ﬂd'ﬁﬁ‘{ A Jrfb erj%]e%@tlgkerarchy
S

: 3ent Il er ok%r f%d%ﬁ; dﬁAaea[ta( QTF %erﬁ’f)‘gh%e‘?%?ﬁb 113,

as a1dgt adendtd He thsy ey ﬂé#f?r%% @111 oilr%t

serving as a val ue of the data 114

provflethtas gatiddmdcatidGrovd idita UW@E& d@:{@ré’fchy
point X. The data 115, as shown in

conpleged dfQ0.an Naesity,f itete (ddiFeO311)3,1091t§,era/rhd1911i§ &dlch
identifier of the data 115; a data 25 length 110

ser vingy canpo shat @ f enmgtideft e dattead)l5;a daih al stedtie
111 serving as a value of the data 115. The data
st r UdtREHy dsive idetal alak i ralefedry ed

The data 113 is provided as data indicating a
point value of point X. The data 113, as shown in
FIG. 4A, is composed of a data length 104 serving as
a data length df the data 113 and a value 105 serving
as a value of the data 113.

The data 114 is provided as data indicating an
upper limit value of point X. The data 114, as shown
in FIG. 4A,.is composed of an identifier ("DF0O2")
serving as an identifier of the data 114; a data length
107 serving as a data length of the data 114; and a
value 108 serving as a value of thé data 114.

The data 115 is provided as data indicating a
final update date of point X. The data 115, as shown
in FIG. 4, is composed of: an identifier ("DFO3"™)

109 serving as an identifier of the data 115; a data
length 110 serving as a data length of the data 115;
and a value 111 serving as a value of the data 115.

The data structure as shown in FIG. 4A is referred
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--19 to as a nest structure. Nanely, the data having
the nest structure indicates data configured so that,
in the first hierarchy data in a predeterm ned fornat
(data 100 in the exanple of FIG 4A), second hierarchy
5 data (data 113, 114, and 115 in the exanple of FIG
4A) in a simlar format are nested. FIG 4B shows an
exanpl e of a configuration of data 120 of point Y.

The data (first hierarchy data)l220 of point Yis 10
provi ded as data relating to point Y. The data 120, as

shown in FIG 4B, is conposed of: an identifier ("E2")
121 eAf fy St i yss er Mamehy dete dota hawving the

I h,12 ' as a data | th of the data 120;
o AR o008 SRRl el

I i td. t, h I 123 of, int Y. is conpose o]

dnt S ik (P RS R0 AP Rt ; heimat

dat a. ' r t 127_ an .
egcﬁ(dg;%eclﬁ ﬁgrﬁﬁg?{%%ﬁ%ﬁaa&%i%f%sﬁwﬂ f%‘?‘ﬁ%?&shleramhy

si Mdaai t(‘ﬁéttaheildﬁt a4_1(4‘di ;ar;rfd hi £ 31'%*%9%%%%60 FIG. 4A)

Nanel y, 20 data 12 ating to poi as”a

nestirstd UGiiNer fAMahY¥e inkddda, 4B. The data 127 is
provi ded as data indicating a point value of point Y.

The data HIZY., 4B stwwn dm e Hdipldbhf is conpbyesaofonans

identifier ("DFO1") 124 25 serving as an identifier of

t he dddiea 1207;0fa iditret Y.ength 125 serving as a data

l ength of the data 127; and a value 126 serving as a

val ue of Thfe diian Ofirst hierarchy data) 120 of point Y is
provided as data relating to point Y. The data 120, as
shown in FIG. 4B, is composed of: an identifier ("E2")
121 serving as an identifier of the data 120; a data
length 122 serving as a data length of the data 120;
and a value'123 serving as a value of the data 120.

In addition, the value 123 of point Y is.composed
of: data 127 and data 131.serving as second hierarchy
déta. The data (second hierarchy dafa) 127 and 131
each are configured in a data expression format similar
to the daté (first hierarchy data) 120. ‘Namely, the
data 120 relating to point X'also has a nest structure,
as shown in FIG. 4B.

The data 127 is provided as data indicating a
point value of point Y. The data 127, as shown in
FIG. 4B, is composed of: an identifier ("DF0O1") 124
serving as an identifier of the data 127; a data

length 125 serving as a data length of the data 127;

and a value 126 serving as a value of the data 27.
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20 The data 131 is provided as data indicating an
upper Iimt value of point Y. The data 131 is conposed
of: an identifier ("DF02") 128 serving as an _
identifier of the data 131; a data |length 129 serving
as a data 5 length of the data 131; and a val ue 130
serving as a value of the data 131. FIG 4C shows an
exanpl e of a configuration of data 140 of point Z.

The data (first hierarchy data)20l40- of point Ziis 10
provi ded as data relating to point Z The data 140 of
point Z, as shown in FIG 4C, is conposed of: an_

i denti fi efng "¢zta W Lerpreyidedaas ﬁdéﬁthhdepﬁaﬁngﬂen
data 140; a data length_ 142 serving as a data_lengt

of DRPTardmifo VAHRE 0% RN 45 16T8%, Jakg 48 laivaramposed

40.. 1, ddj tion,. t | ue, 143 of int Z
' Crpdthg eaftlué?edral&%r?hﬁ%ng ?Eel,vs?%ﬁﬁgaat%s‘?lsﬁﬂjenufmer
' hi h ta. .L at a, (secon
ﬁ?;ﬁgp%hk%ség%%)q%ﬁ, |aer1§arf_§:a glnecf?gl%é_ ]eggh?%%;%%n?fgﬁr dgta
[ [ S at a
RS i b i R Che R GeaTREEME 3/t S BT

poi it valales®Mathed S 1$tructure, as shown in FIG
4C. ‘The data 147 is provided as data indicating a

poi nt valRms of 4pashitwe. ard Nex &b Pe 147, 2 3808 BOWArhBiokO0s
FIG 4C, is conposed of an identifier ("DFO1l") .144
serdatg ddlGarod gemtritf iZar of the data 147; a data

l ength 145 serving as a data |length of the data 147;

The data (first hierarchy data) 140 of point Z is
provided as data relating to point Z.

The data 140 of point Z, as shown in FIG. 4C, 1is
composed of: an identifier ("E2") 141 serving as an
identifier of the data 140; a data length 142 serving
as a data length of the data 140; and a value 143
serving as a value of the data 140.

In addition, the value 143 of point 2 is composed
of data 147, data 151, and data 155 serving as second
hierarchy data. The data (second hierarchy data) 147,
151, and 155 eacﬁ are confiéured in a data expression
format similar to the data (first hierarchy.data) 140.
Namely, the data 140 of point Z also has a nest
structure, as shown in FIG. 4C.

The data 147 is provided as data indicating a
point value of point Z. The data 147, as shown in
FIG. 4C, is composed of an identifier ("DFO1l") 144

serving as an identifier of the data 147; a data

length 145 serving as a data length of the data 147;
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21 and a val ue 146 serving as a value of the data 147.
The data 151 is provided as data indicating an upper
[imt value of point Z The data 151, as shown in
FIG 4C, is conposed of an identifier ("DF02") 5.
serving as an identifier of the data 151; a data

l ength 149 serving.as a data |length of the data 151;
and a value 150 serving as a value of the data 151.
The data 155 is provided as datéa indicating a final
update date of point Z The data 155, as shown 10 in
FIG 4C, is composed of: an identifjer ("DF03") 152
ser #0h Sy 3Hs dedhl i I8 BFLRY 2R R bugsnE Bheadata 147.

I th 1 a_data | th of the, data 155
aﬁgga valu £ Vlng}sfnbsa§r3V§§? a%fd?ﬁﬁ H éciggng an

datap %ﬁmry@%%ge‘;?w%g% i ed he alcg?ed Igsgho‘?l\g glﬁown |

exanp| ¢1@f, dad a TENAGRIENL of o “Pcﬁéﬁﬁf:? Pe #h 06 £4l

in the data menmory dat a managenen orrra |on

. as skawirdd 43 Gn Siddst PF Vi Aol @se r@&@eger@ﬁt a data

informati on for reading out 20 data, rewiting dafa,

or mekigih dsPatving data. ddhe gk ot ateddata the ;
data nenory 15 is controlled to be accessed based on

t he aalsbwe et rfthgesmening i ad o ned 1w, of ncleeldidtHnis51.
data having a nest structure is managed for each item
of the it dites alThylsaproviedhes dddea nmdpearing a
i nformati on shown in FIG 5 is conposed of a data
i t efilm@dbarrdads chetRL speont rdl  The olatsa | b5 1 e oshown
201, and a free space 202. The data
in FIG. 4C, is composed of: an identifier ("DFO3")
152 serving as an identifier of the data 155; a data
length 153 serving as a data length of the data 155;
and a value 154 serving as a value of the data 155.

Now, data management information contained in
the data memory 15 will be described here.

FIG. 5 shows an example of data management
information to be stored in the data memory 15.

The data management information as shown in FIG.
is provided as management information for reading out
data, rewriting data, or making a search for data.

The data contained in the data memory 15 is controlled
to be accessed based on the above data management

information. In addition, data having a nest structure
is managed for each item of the first hierarchy data.

The data management information shown in FIG. 5 is

composed of a data item number region 200, a control

information region 201, and a free space 202. The data
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22 item nunber region 200 stores information
indicating the nunber of data itens (the nunber of
control information itens). The control information
region 201 stores control information 20l1a, ... whose
item nunber 5 corresponds to the nunber of data itens
(first hierarchy data for data having a nest
structure). In addition, each itemof contro
information 201a, ... contained@2 n-the contro
information region 201 is provided to be associ ated
with each itemof 10 data (first hierarchy data for
dat & tiedv invbe hesrgian Al wiere sEdatf dumarhisin comtiradting

informati on 201a is conposed of infornmation for
conth§ MWPeheslata ifmamdi i eldumbamn ofh contmsle

shownf n FL.G 5, eac |t m of control jnformation

201&n ormaﬁ&q&) 1 todedtifqriation region 201

5 %
ot CERE oo T A O D2 @f&m'"?tel:ﬂ?.ff%%%cmw e
o BTzl g,gm%ﬂsf% toT%e |on |n(F gt ﬁ Jt"% Cor

i's DFOVI forma |ng an

of @@%@a%@h@okﬁﬁ§PQQﬁ§QﬁnﬁptﬁﬂﬁJﬁﬁ%tkgsﬂ @@?ﬂggdeB

201 ... 'Wth respect to dat avi ng a nest

struct ur gn tdRiidatch, i< ifded dmchid’E&tdloflerjchrdaStlon
provi ded as an i dentifier of the first hierarch y

dat 2018hi s .datnitadnied iier thef eomirodn 12 rivd tused de@fion
speci fying data to be 25 accessed. For exanple, in

t he 20ds d swiperoy idketch tico bee assordeted fwiddn theh item of
reader/witer 2 in a command is specified by an

i defeitR dfinstte hieremahyl dedepdiogs dalte@ having a nest
structure). Each item of control information 201a,
is composed of information for controlling the corre-
sponding data. In an example shown in FIG. 5, each
item of control information 20la, ... is composed
6f data identifier information 210, set address
information 211, settable size information 212, and
security condition information 213.

The data identifier information 210 is provided
as information indicating an identifier of data
corresponding to .the control information 201a,

With respect to data having a nest structﬁre, the data
identifier information 210 is provided as an identifier
of the first hierarchy data. This data identifier
information 210 is used for specifying data to be
accessed. For example, in the case where data to be
accessed from the reader/writer 2 in a command is

specified by an identifier, the IC card 1 compares the
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23 command specified identifier wwth the data
identifier information 210 such as each item of
control infor- mation 20l1la, ..., thereby making a
search for the specified data. 5 The set address
information 211 is provided as information indicating
an address to which data is allocated. Nanely, the
set address information indicates to which address
the data corresponding to the ZbntTol information
201la, ... is allocated in 10 the data nenory 15 of the
IC card 1. The settable size information 212 is

pr oFARERE SRefbfird | bdenhbf tex i witanthe| dabsl éddatafier

si ze. the settable size informati on 212
|nd|]l:ra%\%§“aaggs‘?rke2 Q/\lrﬁ‘é‘hhc"’aﬁ Paceitem @htg@ontrol infor-
corre JQQQ to t he ng 15 i pformati on 201a,

I n 6'%aner &r the dat’e rr%%]bb?l%llﬁgs?%r?lﬁefEBnFFSI

i nfq i Qﬁ?ﬁ . can be changed as long as the
data |s mnt I n € range of sizes set in the settable

SIzeIlﬁ<ﬁﬂﬁﬂéé¥1é@é&eé@dldﬁ§ﬂg%ﬁ ﬁofﬁitigtFrov1ded

i'nformation 213 is provi or ma

| ndizeAtinih BnSEH | it CoHidd oh A4 & to which data
corresponding to the control™ information 201a

The izeclrlidoateahdi tNae iy ATH@tdON 4d&dPEOY ﬂﬁﬂoaﬁa@mn
security condition required for, in the case of

r eadingfj cangs dro meirght iadptdres deia, dpt Vs PgsPdnding to
access to the 25 data. The data managenent
i nf dhfatduFaosl desfinsddion R et aid. i nis fallexated ejn

Jpn. Pat. Appln. KOKAI
the data memory 15 of the IC card 1.

The settable size information 212 is provided as
information indicating an aliowable data size. Namely,
the settable size information 212 indicates a size:
which can be set as data corresponding to the control
information 20la, .... 1In other words, the data
corresponding to the control information 201a,
can be changed as long as the data is within the range
of sizes set in the settable size information 212.

The security condition information 213 is provided
as informatioa indicating a security conditian faf data
corresponding to the control information 201a,

The security condition information is provided as a
security condition required for, in the case of reading
out or rewriting the data, providing an access to the
data.

The data management information is described

in detail in, for example, Jpn. Pat. Appln. KOKAI
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24 Publication No. 11-282989. FIG 6 shows an exanple
of a format of data having a nest structure
controlled by the above control infornmation 20la
(201b, ...). 5 The data shown in FIG 6 is stored in
an address on the data nmenory 15 indicated by the set
address information 211 of the corresponding contro
information 20la (201b, ...). In FIG 6, data length
information 220 is provided as ﬁﬂnagenen; i nformati on
10 indicating a data |length of a first hierarchy d?ta
val u alue). Data 221 is provided as a portion o

t he ??égfcﬂFiPﬁrEHy aéfg8@§B§e (value). Data validity
management.. jLnfarmati on_222 is provided as managenent
infornatigﬁbfo gﬁ?&?iﬁ?n&ﬁ?ﬁ@ @fV%lﬁﬂqﬁPQﬁoﬁtﬁ?qﬁ
firs jerarc a E xanpl e h alidity of the
dataﬁ?gigﬁe%kg%sgyggﬁugggfung tFS&ﬁ@?I%QU %ﬁ'QHﬂye control

i key : Jat a ngth panagenent i nformation)
220 l%ﬁ%r%gfég?dg9ggvg?9g§fy'ﬁé%égenent i nf or mati on)

221. Nexttha dassrkRAbLANiW Frghe 69ii§e'%t\8irlel?i ePRECT
20 to a variety of processings for data having a nest

st r usdidif €s$ Nnoh hehé Cdaebdmémeenf 1guradiastdesel ke set
above. First, a description wll be given with respect

to téddpessessfogmévioneatiingfoyheseeendshoacanghtontrol
data contained in first hierarchy data having a nest
strubrfeenarian 205a0WB0%N, exampl.e dh AIGoNnKi,gdmatai Aength
of information 220 is provided as management information
indicating a data length of a first hierarchy data
value (value). Data 221 is provided as a portion of
the first hierarchy data value (value). Data validity
management information 222 is provided as manégement
information for discriminating the validity of the
first hierarchy data. For example, the validity of the
data is checked by an exclusive logical sum or the like
of the data (data length manégement information) 220
and data (data validity management information) 221.
Next, a description will be given with respect
to.a Variety of processings for data having a nest
structure in the IC card 1 configured as described
above.
First, a description will be given with respect
to the processing for reading out second hierarchy
data contained in first hierarchy data having a nest

structure,

FIG. 7 shows an example of a configuration of
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25 instruction data (read conmand) 300 for
instructing readout of second hierarchy data having a
nest structure for the IC card 1. This read command
300 is supplied to the ICcard 1 fromthe
reader/witer 2. 5 The read command 300, as shown in
FIG 7, is conposed of a command header section 301
an Lc section: 306, a data section (readout data
identifier) 307, and an Le Sect4%n 308. The conmand
header section 301 stores data indicating
classification, jnstructions, 10 and paraneters of

t he %ﬁ% om&at@ s@adirgumandbr Q0| fpsr MastsHcting
507 SR Bireherar i kR 1@%?@%@% b8GRS r8§SEn

i f | dd

Ic:gfn%:atlné}% erf%grtec h|eonf€ reacg 15 T:%fﬁ)gg%%l cr:org(mgﬂg 300
(cl Q%S)su%%‘it i t?bo%heart(dp’%%ré Ii’lsf]_[&gt%}gg) réggélrg‘gg%’ﬁgr 2.

303 par amet er section 3 and

par anet errHPPe L EdnbrP 300 N6 & ti?“Fﬁ@? gtoggs

data indicating classification (class

comuaittbo B dfiNG SRt RARIS SO £6n 08B, an Lc section:
indi cating an instruction of the command. For exanpl e,

i n 306, r eadiatenmset 1300, (daidouthdond | gedt 1 €86r) 307,
instruction is set at the INS section 303. The first

par @mst @n (Rl)sesrdiaroB0®04 Ak semomxhd 2epdeaneéetion 301
(P2) section 305 indicate which identifier of first

hi ec&ogiey gata iimdiggds nen dlearificeatidn, seestductions,

hi erarchy data set at the data section 307.
and parameters of the command. The Lc section 306

stores information indicating a data length of data in
the data section 307 of the command. The data section
307 stores an identifier of data to be read out. |

In addition, the command header section 301 is
composed of a CLA (class):section 302, an INS
(Instruction) section 303, a first parameter (P1)
section 304, and a second parameter (P2) section 305.

The CLA section 302 stores data indicating
classification (class) of the command. The INS section
303 stores data indicating an instruction of the
command. For example, in the read command 300,
data indicating a read instruction is set at the INS
section 303.

The first parameter (Pl) section 304 and second
parameter (P2) section 305 indicate which identifier
of first hierarchy data includes an identifier of

second hierarchy data set at the data section 307.
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26 For exanple, in a read command for requesting

readout of the point value 105 contained in the point

X data 100 shown in FIG 4A, data indicating a read
command is set at the CLA section 302 and the INS
section 303. 5 At the Pl section 304 and P2 section

305, "00" and "El" are set-as identifiers of the

first hierarchy data. At the data section 307, "DFO1"

is set as an identifier of The28econd hierarchy data.

In the case where the read command 300 as shown in 10
FIG_7 has been received, the CPU 14 of the IC card 1

di sEImTHAERLE hat t her eBANEABNAZda fPEad cauePEdtobasadout
on t _tata set_at ih%nghé section 302 and the INS
sectH o 0P ety .CMMEAIRRE dBMPRRIPPiNE Kesata

, U A4 di i mi pates first hi dat ,
ToRS s i il KT HLPR £RaiBERE ng & 2eat gohtand is
b t ti 3
oSl B A0 ol eaLg) 30! a8 HHE Phesetion-tdts.
di sgytd rﬂmtmsé@@i&@tmnghadpﬁgséewegogb%raﬁvggM and "E1"

data to be read out by the Pl section ahd

secClaren sHt Hp, iddwet (FLb14 FESEntMENBLESn38EQREhy: data. At
hi erarchy data to be read out, the second hierafchy

dat &hexicttiangséatidre 307 st"breLar chysdat asspacibiefdibYer of
the paraneters of the Pl section 304 and P2 section,
basédeosadmdidtiergsarpndataer archy data identifier)
set at the data 25 section 307 of the commuand, and
reads outIn Hh&eceatrl whereatbayrdatdacomaand 806 as shown in
processinp for reading out data in
FIG. has been received, the CPU 14 of the IC card 1
discriminates that the command is a read command based
on the data set at the CLA section 302 and the INS
section 303 of the command. When the command is a read
command, the CPU 14 discriminates first hierarchy data
which includes second hierarchy data to be read out
based on a parameter (data) set at the Pl section 304
and P2 section 305. When the first hierarchy data is
discriminated, the data including second hierarchy data
to be read out by the Pl section 304 and P2 section
305, the CPU 14 discriminates second hierarchy data to
"be read out, the second hierarchy data existing in
the first hierarchy data specified by the parameters
of the Pl section 304 and P2 section, based on the data
(second hierarchy data identifier) set at the data
section 307 of the command, and reads out the second

hierarchy data.

Next, the processing for reading out data in
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27 the ICcard 1 will be described here. FIGS. 8 and
9 are flow charts illustrating the processing for
readi ng out second hierarchy data stored in the data
menory 15, the second hierarchy data having 5 a nest
structure. First, it is assuned that the reader/witer
serving as an external device has supplied the read
command 300 to the IC card 1. Then, in the IC card 1,

t he conmuni cation section 12-reééives the read command
10 300. The received read conmand 300 is supplied from
t he communi cation section 12 to the CPU 14. Then, the
CPU Bl gkt eFdFAed Vhal PRedessimihedi berke read command
300 by thg &%A nd IN§ of the conmmand header section
301 of thelfBcePveBdcdnRERdiley phentst ildugsretingedhe

t hat received co nd is . the read ¢command 300,

t he RETF 9 Flk L5 SERREAT PUF PREORA BLORPEPANCARta stored
dat a ' tifl Lch,.coincides with r anet er .
ot rons BT LEL eSS BEL B L LD B TR Ravsng
compnkk $00s+ JhE sy pEocessi ng 20 operation nmakes a

search for contro? I nformati on which coincides with

i dentifiersrsppciti ed BystReqPingectheny §9ér?ﬂ§i?%r
section 305 fromthe data managenent - i nformation

shovaervirnd Gs Sar séePe £A80) deVDct heasasgpopheLg €RO! f@ﬁd
information on the 25 identifiers which coincide wt

t he qraweared e3G0 ofo the Bt ssedi D0 30He@NdifP2tBECEE08ard 1,
305 of the command 300 cannot be specified (step
S10G:ha\@ommel GPLide section 12 receives the read command
300. The received read command 300 is supplied from
the communication section 12 to the CPU 14. Then, the
CPU 14 determines that the command is the read command
300 by the CLA and INS of the command header section
301 of the received command. |
When it is determined that the received command
is the read command 300, the CPU 14 makes a search
for the first hierarchy déta on an identifier which
coincides with parameters set at the PI section 304 and
P2.section 305 of the command 300. This processing
operatibn_makes a search for control information which
coincides with identifiers specified by the Pl section
304 and P2 section 305 from the data management
information shown in FIG. 5 (step S100).
In the case where control information on the
identifiers which coincide with the parameters of
the Pl section 304 and P2 section 305 of the command

300 cannot be specified (step S100, NO), the CPU 14
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control information is not registered, to the
reader/witer 2 (step S101), and term nates

processing. In the case where control information on

the 5 identifiers which coincide with the paraneters

of the Pl section 304 and P2 section 305 of the

command 300 can be specified (step 5100, YES), the CPU

14 - checks whether or not a sec4#ity condition set by

the security condition information 213 contained in

the 10 control information (step S102) is nmet. Wen -

t he OHBIES saciespP9nednsraten irdhocathng thaeStﬁeozpntrol
NO,, the CPU 14 outputs a response status indicating
thétlnﬁq@%&miw %&%dﬁ%ﬁt?ge%tt@e‘ﬁbetée@ﬁer/wrlter 2

d [ 2 (step S103), and term pates
procklifhy iy il bt il
0 S - .
whe her "or* 1501 2471 Fe R Coarty dhferTcLen FO°EAS
dry i sy : S on
cddrinsind i 028 obh. BN L i AR Sed 1OOL RS Lo0. 218
In thee Gsesaberén tigy fAdStphi SEE LAY §6% 8o F St nHOLoffilng

to an address indicated by the set address _
| nf @0fatdaon 12 Iswent fi e d( e he1 @ONtYIS) | N & "@bh 0Dy

(step S104, NO, the CPU 14 outputs a response status
i ndiderdkey Whettheater irotna setyrivy tdendeades / 96t 16y the
2 25 (step S105), and term nates processing. In the
cas ST Y teand idhievk eich fdatattien f2¥Stcomt atmedhin the
dat a}:oinstrsoelt itnofoarr;naat(jlidorneS(S stlenpdlSclaot2e)OI ibsy I}lehte. When the |
above security condition is not met (step S102, NO),
the CPU 14 outputs a response status indicating that
the security condition is not set, to the reader/writer
2 (step S103), and terminates processing.
In the case where the security condition is met
(step 5102, YES), the CPU 14 checks whether or not
the first hiefarchy data is set to an address indicated
by the set address information 211 contained in the
control information (step S104).
| In the case where the first.hierarChy data is
not set to an address indicated by the set address
information 211 contained in the control information
(step 8104, NO), the CPU 14 outputs a response status
indicating that data is not set, to the reader/writer 2
(step S105), and terminates processing.

In the case where it is checked that the first

hierarchy data is set to an address indicated by the
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29 set address information 211 contained in the
control information (step S104, YES), the CPU 14
checks whether or not a data length indicated by the
data | ength managenent information 220 on the first
hierarchy data 5 is within an allowabl e range

i ndi cated by the settable size information 212
contained in the control information (step S106). In
the case where the data | ength 42 the first hierarchy
data exceeds the allowable range (step S106, 10 NO,
the CPU 14 outputs _a response status indicating that
the 33t a2fdhagembAfornaEinat PdA Fen&BADeAnin the control

i ndj ' d I h ds th |1 bl e
angH) RN THOR cARBRP WL 061 JEPLt chhe1677, 14nghecks hether

checkod That O 53£$§ctﬁia§?a%%$:§ﬁéﬁgpeéiSﬁkér§§g§¢h

i i r ) ’
e ML AL ey e
o0 Hchn L SPGB Ot ige "THBPEHERN bR PhET ke an e

the cnse hesemibeoNapidi tynphihbg {47 8he BLAFELENY
data has not been successfully checked, nanely, in

t he raSermdteten absospesityg) of the first hierarchy

data has been determ ned (step S108, NO, 25 the CPU

14 out putEnathespassewseneushendacat Leggthabf the datat

validity managenent information on the first

hi erfskefar elay oda ta abroeeds thedaLhowagle hatndat astep S106,
NO), the CPU 14 outputs a response status indicating
that the data management information is abnormal
(indicating that the data length exceeds the allowable
range) to the reader/writer 2 (step S107), and
terminates pr&cessing.

In the case where it is checked that the data
length of the first hierarchy data is within the
alléwable range (step S106, YES), the CPU 14 checks the
validity of the data by referring to the data validity
management iﬁformation 222 on the first hierarchy data
(step $108). o |

In the case where the validity of the first
hierarchy data has not been successfully checked,
namely, in the case where abnormality of the first
hierarchy data has been determined (step S108, NO),
the CPU 14 outputs a response status indicating that

the data validity management information on the first

hierarchy data is abnormal (indicating that data
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30 wvalidity cannot be checked), to the reader/witer
2 (step S109), and term nates processing. In the case
where the validity of the first hierarchy data has
been successfully checked (step 5 S108, YES), the CPU
14 reads data on an address indicated by the set
address information 211 contained in the contro
i nformati on by one byte (step S110). Wen one byte of
data is read in the above step39110, the CPU 14
checks whether or not next data (next one 10 byte) is
provided as a part of an identifier (step S111). Wien
it véldRddveFamat tiee dieakeiia 13 the oveaer Asriter 2
art, of t identifjer (step Sill, YES), the CPU 14
Peaég%ﬁ5&2ﬁ855a BAPortE H&t FS@S5inIn the case

it hecked t. dat 15 | t
or ovi ded 15 TG RS ({4} l%gtctéé %ri%??lrm |
he .G re in e oye
gt 2 8 gc% ? i %g: hgﬁ Eﬁg?l g’ %I%S tb%raeté’\;sg;e% easssa%“a]t i c_rr}b? %é?%{ n & "a?\l:
i d infgi : t . r e o]
heStoree TRShIRieer cPdId Cad s R A 2 Mlaress D]

20 theibdateld Biverdet e tdalR idb AGHHAMGE W 1911 Nontained
above steps S110 to S112. Therefore, in the case

whede ithel soniteeked nfidigfatlite: MeX oty (Wiep S110).
provided as a part of the identifier (step Sill, NO,
t heWgRY taedbyeniofesia?’s \fsetreard dm rte tdiovalesntdp 110,
read in the above steps 5110 and S112 coincides with
an taenCiPli éd checks whedhred lniremartcmexdatdatspemiditedone
at the data section
byte) is provided as a part of an identifier (step
S111). When it is checked that the next data is
provided as a part of the identifier (step S111, YES),
the CPU 14 reads next data by one byte (step S112).

. In the case where it is checked that the next data
is not provided as a part of the identifier ({step S111,
NO), the CPU 14 determines that data read in the above
steps S110 and S112 is provided as data indicating an
identifier. That is, the CPU 14 reads an identifier of
the first data in the second hierarchy which exists in

. the first hierarchy data in accordance with the above
steps S110 to S112.

Therefore, in the case where it is checked
that the next data is not provided as a part of the
identifier (step S111, NO), the CPU 14 determines
whether or not the identifier read in the above steps

S110 and'SllZ coincides with an identifier of the

second hierarchy data specified at the data section
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31 307 of the conmmand 300 (step S113). . In the case
where.it is determned that the identifier read by
this determ nation coincides with the identifier
specified at the data section 307 of the 5 received
command 300 (step S113, YES), the CPU 14 reads the
next data on the identifier as data indicating a data
length of the identifier data (step S121). In the
case where it is predeternined $hat~a data length is
one byte, the CPU 14 reads data on the next one byte
10 of .the_ identifier as_a data |l ength. Wen the data
| engtd &T ttee i cRIme3nd 309 s (6heR s?éaaj,- the CPU 14

reads th nexﬁ data on the data length ,as a data
val ue (vatte)Poredde €RebRdihi dFarehprmingdoyha ghea

U A 18 Mo g BV ELIE rabiel 2.0l

t he "secon I"erarc

theﬁﬂ%J£H£ﬁ¥%%?E§ §§5%{ﬁg€dd§£atﬂglHgtgvgggﬁéoﬁ2g07 of the

information 1 ndicating t readout processi

nor rrlded el Tediahath (364 of §B8p °§1'}§9‘! ¢ak) ”gtBQaEEQOM reads

abnormal ity occurs) to the reader/witer 2 as a

r espoves eeditatdist § ain tttee comEmOdr 860 45t Rt S1284icaPdng a
term nates processing. In addition, in the case where

it idateetlemyguledf tited ident ehérfdetar eatepysibe). 1In
determination of the step S113 does not coincide with

t he th¢emaiss ethexs idpeics fpeedatethinedt ahaecai dat30Tength
of the received command 300 (step S113, NO, the CPU

14 ASad®dohytahdhreGPWath verdsedatenonftke nexh one byte

data length of | |
of the ldentifier as a data length.

When the data length of the identifier is thus
réad, the CEU 14 reads the next data on the data length
as a data value (value) of the second hierarchy data by
a data length (step S122). When the data value (value)
of the second hierarchy data on the identifier is read,
the CPU 14 outputs the read data value (value) and
information indicating that readout processing has
normally terminated (information indicating that no
abnormality occurs) to the reader/writer 2 as a
response status for the command 300 (step 5123),.and
terminates processing.

In addition, in the case where it is determined
that the identifier read by the deﬁermination of
the step S113 does not coincide with the identifier
specified at the data section 307 of the received
command 300 (step S113, NO), the CPU 14 reads out

the next data on the identifier as a data length of
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32 the identifier data (step S115). When the data

l ength of the identifier data is read, the CPU 14
deternmines a start address of the next data on the
second hierarchy (identifier of the next 5 data on the
second hi erarchy) based on the read data |ength. Wen
a start address of an identifier of the next data on
the second hierarchy is determned, the CPU 14 checks
whet her or not an address coTre%%onding to the
identifier of the next data on the second 10 hierarchy

coincides with a data |length of the data I|ength
nandé@ﬁeﬁ?eWﬁ¥€%ﬁﬁtﬂ@ﬁaziét6§t§51§116). In the

' ' S116, f , le, th _
coi ot derieefsEeRetRed RsEsPoptuRbendreorinser Heta Lo
t ala_on e _sec
o arie Ry one Sl U8 APEbaRbRerh 5hesP dilnatoss che next
pasSdb O diCLia! SobBAd! 1 SPERLRY =01 MKt DR 4R Be E1E Rene

management infornmation 220. 1 _
nat it fork henst 88cSAdOniblakengpt BELACHNWRRLNEL o

r
not the next data on the seconggﬁierarchy S norna? iﬁta

(whelldreytior niotiet he sexttdatiaresst Be s8COHEANPL €8ECHY the
exists). For exanple, FIG 10 is a view showi ng a

caseigxt whitth dmetisé asécaddrrseratchheipedbtdehaned, the
the second hierarchy exceeds an all owabl e range of an
addriéys bhseheoks teetlhen bengdbh ah sddrdatacbengsponding
25 managenent information 220. In such a case, the CPU
14 ‘Retlern Henthbierhef neke dexh datzhensetbensgecond

[ h i s abpormal (dpes not exist).
hleﬁ%ﬂgr rchy co{hcfgés(with a data le%gth of the data

length management information 220 (step S116).

In the determination of the step S116, for
example, the coincidence is checked based on whether
or not the start address of the next data on the second
hierarchy exceeds an allowable range of an address
based on the data length specified by the data length
management information 220. Namely, in the determi-
nation of the step S116, it is determined whether or
not the next data on the second hierarchy is normal
(whether or not the néxt_data on the second hierarchy
exists). For example, FIG. 10 is a view showing a
case in which the start address of the next data on
the second hierarchy exceeds an allowable range of
an address based on the data length of the data length
management information 220. In such a case, the CPU 14
determines that the next data on the second hierarchy

is abnormal (does not exist).
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33 In the case where the address of the identifier of

the next data on the second hierarchy does not

coincide wth the data | ength managenent i nfornation

220 based on the above determ nation, nanely, in the

case where 5 the next data is abnormal (does not

exist) (step S116, NG, the CPU 14 outputs a response
status indicating that data has_been abnormally

searched, to the reader/ wftef32 tstep S117), and

term nates processing. In the case where it is checked

that the address 10 of the identifier of the next

data on tHhB §E@oﬁésehW€ﬁ5ﬁcﬁ%ec@ﬁﬁéﬁéés0& thet Helegdtifier of
| engt.h managenent rnatlon 220 gste S116, OK),

t he 1gx geg dQPat §nS5RORGdPES aES egﬁéﬁdpﬁé g@incide

S R 4B B A8 VR RS g e
. t
o sk Uo IS ODRYESUER, A NG P e ere

i's pﬁﬁﬂ“ﬁéﬁtaéaﬁapﬁﬁtaBBoﬁBaid?HBEE'ﬁB §E§Eesiéggp S116,

In the case where it ist checked t

dat NG5, ptlw¥i ded 88 gupphtsOh EEprHSQtbEh@ﬁszgnﬁiEgﬂlng
S119, YES), the CPU 14 reads the next data by one

byt ecst eatdZBas baeaddbhbenalln tB&reneq, Wher €hkt riedder/
checked that the next data is not prOV|ded as a part

of twelitededtistep B3lep, Sade, t&hinthes CPboddssing.
determ nes 25 that the data read in the above steps

S118 and H12bhej sapeovhase it am rHeakefli thadf theeaddress

next data o t he _second hjerarch That is, the CPU
14 r dgh?hgdentffler of the nextydata on the second

hierarchy coincides with the data length management
information 220 (step S116, OK), the CPU 14 reads data
on an address corresponding to the identifier of the
next data on the second hierarchy by one byte (step
S118). When one byte of data is read.in the above step
S118, the CPU 14 checks whether or not the next data
(next one byte) is provided as a part of an identifier
(step S119). 1In the case where it is thus checked that
the next data is provided as a part of the identifier
(step S119, YES), the CPU 14 reads the ﬁext data by one
byte (step S120).

In addition, in the case where it is checked
that the next data is not provided as a part of the
identifier (step S119, NO), the CPU 14 determines
that the data read in the above steps S118 and S120
is provided as an identifier of the next data on

the second hierarchy. That is, the CPU 14 reads the
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- 34 identifier of the next data on the second
hierarchy in accordance with the processings of the
above steps S118 to S120. Therefore, in the case
where it is checked that the next data is not
provided as a part of.the 5 identifier, nanely, in the
case where the identifier of the next data on the
second hierarchy is read (step _S119, NO, the CPU 14
returns to the above step S113.34Inthis nanner, the
CPU 14 determ nes whether or not the identifier of

. . h

N S L N R A T

[ i fl ified b he dat ti 307 of the

o e R BeE S a3 o hotninabAtespEpes 5110
3 0 t ecuted until ,the

Caenid (31200 fierd £068, BN VLRSS E L' b ' gheckea

ent | 1167 cac 15 erdPehy datach
Cection Sor ot et Sinkh o Soor FOTRAT Ao ol RaF: ‘Bheene

secantbri £f 86 ENyn &l By ONi &k Nene | 8884 1 1 &F « SPREI Haggt?¥ier of
the data section 307 of the command 300 is read ou

and titee meetd-datta Sec ol 28edbed A Lhya BSh R 1S PEARUILEL
to the reader/witer 2 as response data. The

i derli¥9 ,erNQ), tttee SERIDIY hit et eyt dlatife M@Yov&estep S113.
configured in one byte or in two bytes or nay be
conflirguiteics imanieme theedPbrl frdet e fotnexanlpé ehet her 2hot
identifier of the second hierarchy data is conflgurgd
in e phdentifienmf he gpxisidatann 3120 seeond hierarchy
omtted, ,In addition, in the case where the . .
idemﬁqq(%n(ﬁhqrﬁpove steps S118 and S120 coincides with
the identifier specified by the data section 307 of the
command 300 (step S113).

The processings in the steps S133 to S120 are
repeatedly executed until the identifier of the read
second hierarchy data has coincided with the idenfifier
specified by the data section 307 of the command 300.
In this manner, the second hierarchy data on the
identifier specified by the data section 307 of the
command 300 is read out, and the read-out second
hierarchy data is outputted to the reader/writer 2 as
response data.

The identifier of the second hierarchy data may
be configured in one byte or in two bytes or may be
configured in three types or more. For example, the
identifier of the second hierarchy data is configured

in one byte, the above steps S119 and S120 are omitted.

In addition, in the case where the identifier of the
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35 second hierarchy data is configured in two bytes,
the above step S120 is executed for each identifier
only once. Also, information (data |ength) indicating
a b5 data length may be configured in one byte or may
be configured in two bytes or nore. For exanple, in
the case where the data length information is
configured in one byte, data for next one byte of an
identifier is read.out as lengdh imformation in the
above step S115. 10 As descri bed above, in the case

where there has been successfully received a read
commIREORAVI HEr25pBYi ArEA LReCPRE3gUKPEr ARCHYOdRYVASsnd the
t he sgcond hie%ﬂéSh data to ge read out, the |IC card
read¥®2lE BHED s%@c?F?@Htg c6RY RPEPalegptddigr only
mhicgn$éists 15 in the specified first hierarchy

data’ Th'this manner, the specified second hierarchy

dete can ResgastbreERat ol Geem A0GSRCL ALY <

hi erarchy data w readin e

hi eras€8y1 88§ en ﬁ@yabéeéHbfighEeQeﬁgnﬁﬁepB %Ebbga%%yz%e

efficiently read out specifiC secon I erarchy

contebneighfed henf twstbhtesabehiodat a hayi BGampl@St in the
structure. Next, a change processing (rewite
pr ocesse ngherepehat davaoledath {aecondthbar aschyndaga)red

having a nest 25 structure will be described. First,
an i hetonetbyne( ddtba changeerbnonadbyter ofr equésienng fder is
changgaérgxgi;;n %ngihsfgggngLfggrggythe above step S115

p .

As described above, in the case where theré has
been successfully received a read command having
specified-the first hierarchy data and the second
hierarchy data to be read out, the IC card reads out
only the specified second hierarchy data which exists
in the specified first hierarchy data.

In this manner, the specified second hierarchy
data can be easily read out from the specified first
hierarchy data without reading out the whole first
hierarchy data. As a result, it becomes possible to
efficiéntly read out specific second hierarchy data-
contained in the first hierarchy data having a nest
structure.

Next, a change processing (rewrite processing)
operation of data (second hierarchy data) having a nest
structure will be described.

First, an instruction (data change command) for

requesting a change (rewriting) of second hierarchy



10

15

20

25

36 data will be described. FIG 11 shows an exanple
of a configuration of a data change command 400 for
instructing a change (rewiting) of data having a
nest structure stored in 5 the data nmenory 15. This
data change command 400 is supplied fromthe
reader/witer 2 to the IC card 1. The data change
command 400, as shown in FIG 11, is conposed of: a

~command header section 401, an %@ Section 406, and a

data section 407. The command 10 header section 401
stores data jndicating the classi- fication,

i nst ﬁﬁﬁi%ﬁlir¥ﬁwékéﬁg+geﬁnd the like of the command.
The Lc s Lon, 406, stores inforgatign indicating a

dat a Ieng#t;%ébflﬁﬁ%o‘%n?ﬁi ﬁEBmPEgt ﬁg ag&eRrfdegdmadd oot

of they Th S ion_407 15 stores an

idendtqiec%l er o# hENi ag?r%{%%)@dcﬁggggaf angatHc !lE‘ﬁgf"gfhé'ﬁ@e
dat a.rdyfy Addi &y CRIPPRg he .on. 4 .S . .
cong(orse“{ik of a(})|CLoc,50\]f _(%%%s? secgi%nﬁggé, gg%EFﬁgre Stored in
(i NHeICd 1) )m&Rs# ¥ Ons 4037h A Flig 84 Bx?é%?@t EBPEEi‘ab ggo is
section 404, and a second paraneter (PZ2] section 405.

The sCippIsieet | farod O2hest s £ge B A1 t 881 gatbNghbNec card 1.
classification (class) of the command. The I NS section
403 st or éBheladata nchamge ngomnahdst00¢t kensabwhheén FIG. 11
command. For exanple, in the case of the data change

25 dEMRARPAOT! afat & i ewtiveznd nigeadelnt sechAaoged01, an Lc

instruction is set at the I'NS section 403. The first
par &FtECN PO6 setd oh de a3ricthen 407. The command

header section 401 stores data indicating the classi-

[4

fication, instructions, parameters and the like of
the command. The Lc section 406 stores information
indicating a data length of data contained in the
data section 407 of the command. The data section 407
stores an identifier of data to be changed, a data
length, and data. .
In addition, the command header section 401
is composed of a CLA (class) section 402, an INS
(instruction) section 403, a first parameter (P1)
section 404, and a second parémeter (Pé) section 405,
The CLA section 402 stores data indicating the
classification (class) of the command. The INS section
403 stores data indicating an instruction of the
command. For example, in the case of the data changé
command 400, data indicating a data change instruction
is set at the INS section 403.

The first parameter (Pl) section 404 and the
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37 second paranmeter (P2) section 405 each indicate

which data identifier includes an identifier of the

data set at the data section 407. For exanple, in the
case of the data change conmand 400 for requesting a
change 5 of the point upper Iimt value 108 contai ned

in data on point X shown in FIG 4A data indicating

a data change command is set at the CLA section 402

and the INS section 403. Then, 37El = and "00" are set,
respectively, as identifiers of the first hierarchy 10
data at the Pl section 404 and P2 section 405, and

" DF02ecpBdsparamesnri dEryi Sieatioh 405 sexdndindieratre hwhich
data at the data, section 407. In the case where the

dat a9@hangeeRortdRd AngludesspowidentiifGer phaheaata set
recei CPU 14 t 15 IC card 1 first

di sc‘?anﬂ‘at gét?hﬁﬁciimncé For X3l ohdifydhe case of

he CLA
and The TRRsslRPaR” g%}"%flﬁft Q%t it FE 5 : Stelcr%h%q inge
ata _.cha
compna "EhBSLED HHBGr AN TRdbe B Chaei &y cata
dataoMmpébntnﬂlHHS%nSQEO@QGh'Q@?rg d@%%fﬁ%t %ﬁ' fata
at a tive P

changed based on the paraneters ( set at

secttlhang84contlaid §§Cbéenaﬁ05he|EL%h%é@ﬂEﬁh'E@?%ﬁﬁpy
data including the second hierarchy data t

changee DbySt kecPiome¢dBon TRBn404Eamdaiiy gemﬁﬂ%ﬁe4%%t,
Is discrimnated, the CPU 14 discrim nates the second
hlera¢%hgcuavalyo be mdanged;ershefsehendlhsarmﬁ@Eﬁrchy
data §XéséénghénPgh§e£L;gL 404 and P2 section 405, and
’
"DF02" is set as an identifier of the second hierarchy
data at the data section 407.
In the case where the data change command 400 as
shown in FIG. 11 has been received, the CPU 14 of the
IC card 1 first discriminates that the command is a
data change command based on the data set at the CLA
section 402 and the INS section 403 of the command 400.
When it is discriminated that the command is a datal
change command, the CPU 14 discriminates first
hierarchy data which includeé second hierarchy data to
be changed based on the parameters (data) set at the P1
section 404 and P2 section 405,
If the first hierarchy data including the
second hierarchy data to be changed by the Pl section
404 and P2 section 405 is discriminated, the CPU 14

discriminates the second hierarchy data to be changed,

the second hierarchy data existing in the first
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- 38 hierarchy data specified by the paraneters of

t he

P1 section 404 and P2 section 405 based on the

identifier of the second hierarchy data set at the
data section 407 of the conmand. Wen the second

hi erarchy data 5 to be changed is discrimnated, the
CPU 14 rewites a value of the second hierarchy data
to be changed into data on a data length set at the
data section 407. Now, a charge 3§rocessing (rewite
processi ng) operation for second hierarchy data in

t he

Ccard.1 10 will be described. FIGS. 12, 13 and

14 aPéSfPERNYh&ets é&ﬂ?iﬂﬂQQKQM%ﬁHQKP&;aMQﬁgpa of the P1
ocessing (r i te processing) operation for
ChangtRg SBcand

“changF

"P4¥ o 5Be BHCER FiRE b avo R e 2t Siayideg et ion

I'S assune

me
it

R & AP Dt 4% dpssch arhghtatiglentifier

[ Led h d
b 08 pEOHLC I Py 1 B SRS SO o

car

CO”“HBiEétEHEnEEQtﬁgndlég&ggﬁhg%%dth%h%aE%Upgazggﬁggtes

conmand 400. T

e recelve a chaﬁge commran

20 sappaled bEORhENGeeRARUR: LR SEG0R 1AL Q8 ey into
mvan

CPU 14. Then, the CPU 14 determ ne

i s
and
of

that the co

datadahaacHange leagmhnde40@tby hehaaChAsseetican 4462
INS section 403 of the conmand header section 301

t he rBewivedcbamyengro2e s\dier N&eh&i&%tgm@déyéiﬂg)

that the received command is the data change comman
t he @Perakipakésrasseandhhifyrerchy fiatst ihi ehar ¢ty card 1
datawyfich cQi ncides with the

be described.
FIGS. 12, 13 and 14 are flow charts each

illustrating a change processing (rewrite processing)

-operation for changing second hierarchy data stored

in the data memory 15 incorporated in the IC card 1.

First, it is assumed that the reader/writer 2
serving as an external device has supplied a data
change command 400 to the iC card 1. In the IC card 1,
the communication section 12 receives the data change
command 400. The received data change command 400 is
supplied frbm the communication section 12 to the CPU
14. Then, the CPU 14 determines that the command is
the data change command 400 by the CLA section 402 and
INS section 403 of the command header section 301 of
the received command.

When it is determined that the received command
is the data change command, the CPU 14 makes a search

for the first hierarchy data which coincides with the
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39 paraneters set at the Pl section 404 and P2

section 405 of the command 400. Nanely, this
processi ng nakes a search for control infornmation on
the first hierarchy data which coincides with the
identifiers specified by 5 the P1 section 404 and P2
section 405 fromthe data managenent information

shown in FIG 5 (step S200). In the case where the
control information coincidirng3® th the paraneters of
the P1 section 404 and P2 section 405 of the conmand
has not been 10 successfully specified (step S200,

NO) ParREetpys1 setogtpihe £ ensdricm Al wand rRA cadtigon 405
that the control information is not registered, to

t heOFeEESrFWWm@é‘ld 2005t &emsiyn) therfd Rr&afSFdtnes makes a

' .h | jnf t
D5 S8 RBY oy SRRt St grrmansht P G e fb;%é’téa”%egq%”rchy
d i.Qn . f, co nd .has been , _,
Soeda TR S} el TR MR R by
: : Y C [
Chet e REsaek LoBl 40 Al p2P S tbrC NS xll Bl e

t hemgARGERENn20 1nFLRMARL AN dhdwiBt n( FIRP %ﬁzq%)t'etpl B A9
case where the above security condition is not met

(step S202, tNQ cash&he?ld theo Wiy 1 InEHIANRE oHf at us
indicating that the security condition is not nmet, to

t hecogndédimgi wéth 2hespapah2®@3)s afd ther Wiinadk@%ion 404

processing. 25 In the case where it is checked that

t heardcBRi spctiondidObonfi sheetomsepn 8382no¥EBkent he

CPU 14 checks whether or not the first hierarchy data

i s 8eecassinlly specified (step S200, NO), the CPU 14
outputs a response status indicating that the control
information is not registered, to the reader/writer 2
(step S201), and terminates processing.

In the case where the éontrol information
coinciding with the parameters of the Pl section 404
and P2 section 405 of the command has been successfully
specified (step SéOO, YES), the CPU 14 checks whether
or not the security condition set by the security
condition information 213 contained in the control
information is met (step S202). 1In the case where the
above security condition is not met (step S202, NO),
the CPU 14 outputs a response status indicating that
the security condition is not met, to the reader/writer
2 (step S203), and terminates processing.

In the case where it is checked that the security

condition is met (step S202, YES), the CPU 14 checks

whether or not the first hierafchy data is set at an
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40 address indicated by the set address information
211 contained in the control information (step S204).
In the case where the first hierarchy data is not set
at the address indicated by the set address 5
i nformati on 211 contained in the control information
(step S204, NO, the CPU 14 outputs a response status
indicating that the data is not set, to the reader/
witer 2 (step S205), and térm4fate&s processing. In
the case where it is checked that the first 10
hierarchy data is set at the address indicated by the
set aé{?d?ee%% indigGatad y e oot AMEsH imowpation 211
i nformati.on (step 204,'???, the CPU 14 checks whet her
S S FRE [HgtdPT AL atEP AR IR det iR ehed ) -

' i .nf ti 220 the first hierarchy 15,
at a5 vit HHE Res MRERT e b T hl Lo R Ry Sake is
et ' i.nfor ' Qnt.ained, i.n. t.he contro

S O Rt T HORL AL SHUALIG WY (O T (fdress

| enginf¥ Fimdtherd 218t cd?‘iteariq{é‘cf‘yir‘g%fe et:’tiﬁrg&@[ff}'gformation

al | onabl e range (step S206, 20

out Nt SRENONES StrlTiNdiL N Adpsd@ status
managenent information is abnormal = (indicating that

t he ichatizcdtamgy thaft toihe fdatsd i eter dut, dad alexceetiSer/
the all owabl e range), to the reader/witer 2 (step
S20Fritemd 2 eistiaratsed Sr,ocessitegmitiates tdm ossei nder e

a data length of the first hierarchy data is within

t he al | ovdblta fafe Wieys 132068 oIEl)ked HthadPUHel first

checks the validity of the
hierarchy data is set at the address indicated by the

set address information 211 contained in the control
information (step 204, YES), the CPU 14 checks whether
or not the data length indicated by the data length
management infofmation 220 on the first hierarchy
data is within an allowable range indicated by the
settable size information contained in the control
inforhation (step S200).

In the case where the data length of the first
hierarchy datalexceeds the allowable range (step S206,

- NO), the CPU 14 outputs a response status indicating
that the data management information is abnormal
(indicating that the data length of the first hierarchy
data exceeds the allowable range), to the reader/writer
2 (step 5207), and terminates processing.

In the case where a data length of the first
hierarchy data is within the allowable range (step

S206, YES), the CPU 14 checks the validity of the
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41 first hierarchy data in accordance with the data
validity managenent information 222 contained in the
first hierarchy data (step S208). In the case where
the validity of the first 5 hierarchy data has not
been successfully checked, nanely, in the case where
it is determned that the first hierarchy data is
abnormal (step S208, NO, the %PU 14 outputs a
response status indicating that** the data validity
managenent information contained in 10 the first

i b d t t hat th

Vel P R dgichse %”H&@g&if@agg%gg the faka
2 S20 t t

b 0B b g O B s o AT o i nefletn

f I hecked

(Istr?g)qehfgr%fogy %é)ackﬂ? c—p%?LJ(sfﬁfgereaoig Jth)(; gafa on an

addr ess ﬂmddrF@t@adsé?%:ﬁé‘Fe e APl £3 '”59@%&' ?E il

contained in the control In ornatlon one byte step

S210)eraedy Qe dHas Hotdaderd ssd&a&béfhibf GRO¥Red
step S210, ‘the CPU 14 checks whether or not the next

dat aafredyt, 20 ade ydsw) witers oM ded Bstermaniéd ofhap
identifier (step S211). In the case where it is thus
chedhed fiilvstt e nmexdhylatetd St prajriaeth As(st@ars208, NO),
the identifier (step S211, YES), the CPU 14 reads the
nextthen& By fld eutpwdisa J eAPEEED)st A nindbcamirg that
where it is checked that the next data is not

pr otii§edade Fadddityr managenant finfomatelern Spantamd in

thetgguf%rs%e%%g@5¥% tt1gt§l¥%(kg5%g£§¥jz{hdlcating that
the validity has not been successfully checked), to the
reader/writer 2 (step S209), and terminates processing.
In the case where the validity of the first
hierafchy data haé been successfully checked (step
S208, YES), the CPU 14 reads the data on an address
indicated by the set address information 211 contained
in the control information by one byte (step $210).
When one byte of data is read in the above step 5210,
the CPU 14 checks whether or not the next data (next
one byte) is provided'as a part'of an identifier_(step.
S211). 1In the.case where it is thus checked that
the next data is provided as a part of the identifier
(step S211, YES), the CPU 14 reads the next one byte of
data (step S212).
In the case where it is checked that the next
data is not provided as a part of the identifier (step

S211, NO), the CPU 14 determines that the data read in
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42 the above steps S210 and S212 is data indicating

the identifier. That is, the CPU 14 reads the
identifier of the first data in the second hierarchy
which exists in the first hierarchy data in .
accordance with the 5 processings in the steps S210 to
S212. Therefore, in the case where it is checked

that the next data is not provided as a part of the
identifier, namely, in the casef%heTe the identifier.

of the second hierarchy data is read (step S211, NO,

10 the CPU 14 determ nes whether or not the identifier

of tHe sRIVR RreparedyOdard Feid is drsastagdcszing the
and S212 cojncides with the identifier specified by = |
t he YRR SEtET on WoAt ot St hEh@ofhHNd4( §EaFSSEDS) ideptifier

o AT} ohPe AR R o SR S
d ' [ . i NGj ith the identifier
Spec] G Lfy’f%%%e%a%%gé@%P%%Q%o%“no?csﬁid%g% Yeae the
' 2413, 1 t.he next
ggta on é%%ﬁ@%gn%?f?ﬁﬁ»%Eéggdg?gbléﬁg?%ggf the 20

i dentifi erhéaéfof&] ePnSAa) ca¥lengnthe dat 3l englhedf
the identifier data is thus read, the CPU 14

det eyl thesha véRt tdacldr essnot ptbeineyt adahapartt BE the
second hierarchy (the identifier of the next data on

t he kderonif heey anatwlyf rbom the caad Rhedat ahkengehtifier
Wien the start address of the next data identifier is
det e7fi el setenChtianachey kdathei heread (mbept B211l, NO),
address corresponding to the next identifier
the CPU 14 determines whether or not the identifier
of the second hierarchy data read in the steps 5210
and 8212 coincides with the identifier specified by
the data section 407 of the command (step S5213).

In the case where it is determined that the
identifier of the second hierarchy data read by this
determination does not coincide with the identifier
specified by the data section 407 of the received
command (step S213, NO), the CPU 14 reads the next
data on the identifier as a data length of the

_identifier data (step S215). '

When the data length of the identifier data is
thus read, the CPU 14 determines a start address of
the next data on the second hierarchy (the identifier
of the next data on the secéﬂd ﬁierarchy) froh the read
data length. When the start address of the next data

identifier is determined, the CPU 14 checks whether or

not the address corresponding to the next identifier
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43 coincides with the data | ength managenent
information 220 (step S216). In this determ nation,
for exanple, the coincidence is checked in accordance
with whether or 5 not the start address of the
identifier of the next data on the second hierarchy
exceeds the allowable range of the address based on
the data length of the data |ength managenent _

i nformati on 220. Nanely, in +hed43abeve determni nation
of the step S216, it is determ ned 10 whet her or not
the next data on the second hierarchy is nornal
(wherdigrcitemorithethexdatat dengthhranegemdnthiafareBy ion
exists). In the case where it is determned that the
addr oitemeSibehtifier of the next data on the 15
second hierarchy does not coincide with the data
length nEhagehendetarsination, 22orbexemplabotbe

. . ly. in th wh it
ot GTRaTTEn Thendered ihi aarGoR8RBFRaN. tubeRbeT of
[ S216, th Ul tputs a_response
or a1 RN 2R ess a&%ﬁw%ﬁ%ﬁﬁag;a&@: next

' 2 te n
or et o i S dERE L LSRN sk Ebils Endar ElltapLe

| hfaredednd Najaldes WHLEISo0T chOCL TN LILEY O the

the next data on e second hierarchy coi nt

t he diadan 1NN e JPERGSEEIA £b REQE DB | 990 22044 5L 8P, in th
S216, YES), the CPU 14 readsftheggata on an ad@regs in the

whi @boor rdespamtind i dheof i gleat €éprsofe) her next g8t Amined
on the second hierarchy by
whether or not the next data on the second hierarchy
is normal (whether or not the next data on the second
hierarchy exists).

In the case whefe it is determined that the
address of the identifier of the next data on the
second hierarchy does not coincide with the data length
management information 220 by the above determination,
namely, in the case where it is determined that the
next data is abnormal (does not exist) (step S216, NG),
the CPU 14 outputs a response status indicating that
abnormal data_hés been searched, to the reader/writer 2
(step S217), and terminates processing.

In addition, in the case where it is checked
that the address of the identifier of the next data on
the second hierarchy coincides with the data length
management information 220 (step S216, YES), the CPU 14
reads the data on an address which corresponds to the

identifier of the next data on the second hierarchy by
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44 one byte (step S218). \Wen one byte of data is

read in the step 5218, the CPU 14 checks whether or

not the next data (next one byte) is provided as a

part of the identifier (step S219). In the case where

it is 5 thus checked that the next data is provided as

a part of the identifier (step S219, YES), the CPU 14
reads the next one byte of data (step S220). In
addition, in the case where Tt 4% checked . that the

next data is not provided as a part of the 10

identifier (step S219, NO, the CPU 14 deternlneslthat

t he Yt P¥ehd($hepnd2sBbps Bnes ane Isphe o§ gabvai tiedread
as datg . ndicating an identifier. That is, the CPU 14
readg‘?ﬂgai%§$9i$$%$'o?h?hQP%e%ﬂ eheaksnwhebhescondnot

hi erarch ich exists in the first hierarchy data 15

in a{%{ceorr}qleafﬁv%ge&%?h(??fét p?%%gkéﬁﬁbsl‘? nP¥ABide p%SEQéBart of
to s ore, ,in th e ere it is checked, .

t hat' The ek f%%ég f%te tg%fgird:gnagh% %%EE ?fﬁelt is
I dertqd Nade! i e re t ] ifier

20 crﬁﬂl{éhthneext da%a%ﬂtéggngggo%%\@ﬁilgsr aéllg%‘f/l(?és]érae%da part

(ste t38l%adiride CRLJ4SIES Urpsst O E@f ShEP1 $218ads

and det erni nes whet her or not the identi er of the

nextthedatextorondiopes anel d €4 a(step reashy n the steps
S218 and S120 coincides with the identifier specified

by 25 thelnladdseténonidOfhefcabe wiosrandt (54 ephS2E3d -

In the case where it is determ ned that the

i derdhiaty dthe gk hydate detrotriprdviotedfad e dep & 16he
identifier (step S219, NO), fhe CPU 14 determines that
the data read in the steps $218 and S220 is provided
as data indicating an identifier. That is, the CPU 14
reads the identifier of the next data on the second
hierarchy which exists in the first hierarchy data
in accordance with the processings in the steps 5218
to S220.

Therefore, in the case where it is checked

that the next data is not provided as a part of the
identifier, namely, in the case where the identifier.
of the next data on the_second hierarchy is read (step
5219, NO), the CPU 14 returns to the step 3213,'and
determines whether or not the identifier of the next
data on the second hierarchy read in the steps S218
and 5120 coincides with the identifier specified by
the data section 407 of the command (step S213).

In the case where it is determined that the

identifier read by the determination of the step S213
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45 coincides wth the identifier specified by the
data section 407 of the received command (step S213,
YES), the CPU 14 reads the next data on the
identifier as a data length of the identifier data
(step S214). In 5 the case where it is predeterm ned
that the data length is one byte, the CPU 14 reads
the next one-byte data on the identifier as a data

| engt h. - When the data length-ofédhe-identifier is
read, the CPU 14 determ nes whether or not the data
length 10 read in the step S214 coincides wth the

| engiPiRfidee whkbnthei tderthiient speoibeedhhrgste thea
| engt h bei ng §pecified by the ddata portion 407 of the
conmirat ¥R ef0 SQ@lShelﬁe?ﬁ%ge@e?%mﬂﬁﬂﬂtK%h?PLE2z§i YES),
det ' th t the second hjerarchy data
o PR JFFUnPT, Bk Stk o S, SR o
h th the, second hierarch a ew
dgféihﬁ%é%gfﬁég€$e%Fa€%% 1%%?5}€@?ﬁgd§ c??ggadggi% e In

| : ' ' e ' ,hat
ot i or Thent St Aot et v theadsrimbied HEAFHERG 082 penatn

det ef i 5yl 1199 & 5t eRe 22T 14/ER ad NenLRLL 14 gﬁéib§gg?g5ta

processing for witing new data specified by the

sectoroneHO7i @ént hei sonamng 490a f1omgtpe next address
of the data length read in the step S214 (step S228).

When wri tWhegnothéhilstaevengtia o6 006 Mbibyt2Bier is read,

term nated, the CPU 14 outputs information indicating

t hattheCRGSKS i deparminey weethented fotndilcatdaga Lbagth

no abnormality occurs) to the reader/witer 2 as
read in the step S214 coincides with the length of the
second hierarchy data to be changed, the length being
specified by the data portion 407 of the command (step
$221). In this determination, it is determined whether
or not the second hierarchy data which currently exists
in the first hierarchy data has the same length as the
second hierarchy data (new data) to be written, the
data being specified by the command 400. |

In the case where it is determined that both
of them coincide with each other by the above
determinatioh (step S221, YES), the CPU 14 carries out
processing for wfiting new data specified by the data
section 407 of the command 400 from the next address
of the data length read in the step S214 (step 5228).
When writing of this new data is normally

terminated, the CPU 14 outputs information indicating

that the task is normally terminated (indicating

that no abnormality occurs) to the reader/writer 2 as
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46 a response status for the conmand 400 (step S229).
In the case where the size of a data region to be
witten (a data length of data on an identifier
specified by a command) is equal to the size of data 5
to be witten (a length of data to be witten, the
data being specified by a command), the CPU 14
changes data by overwiting thg second hi erarchy
data. In this case, the data | ﬁgtﬁ of the second :

hi erarchy data does not change. Thus, there is no
need for changing the 10 data | ength managenent

| nf OF R FRFR 2905 BRF Y nEORS L PReCARRANFeAGOh (GramS229) .

first hieiar g¥ data and a g ta ;Ien%th of . t he second

hi er ar chy Ha% ° FRASENIECRENRBE, SifReCfelofidtn drogiqly to
dat I ' el ddi_tion, .in the,
cas S nlr R SR IE ¥R A TIGhAEE s BaB b BN, bt e
th : ] [ t 1, ,

OLE i BV HSHRLmDatLonoulot €0 SELeD od B

steptSAUd Wpito88e(a0le8§ORI 8F HRBA tbNBedatad @9t Rhe data
of data (new data) to be"witten, the data being

spechdimg Hyetheicanppnd 46ambsbiep BRE2Lpu2Q@ 4l RHMQes data
case where it is determned that the data |ength read

in the crtepvSRiingstisdoséeontihaherhecHgt datkhength ahis

the data to be witten, the data specified by the
conme@age 40he bjathelemove dét thei aacond hieepr8h2data does
NO, the CPU 14 noves all the second hierarchy data 25

t hatN9| FRARIE he Blewndtiere at ehpodaeadi fiorhehkingsng the

hi er ar chy datﬂhin an _anount obtai ned by subtracting
the B3 1ehgth TRPBFPEN Hat BEPERGERPNOR2PhEegxEAT @5

the data length of the first hierarchy data and a data
length of the second hierarchy data. In this manner,
the second hierarchy data can be normally rewritten.
'In.addition, in the case where both of them do
not coincide with each other by the above determination
(step S221, NO), the CPU 14 determines whether the data
length read in the step S214 is longer or shorter than
the data length of data (new data) to be written, the
data béing specified by the command 400 (step S222).

In the_case whére it is determined that thé data
length read in the step S214 is shorter than the data
length of the data to be written, the data specified by
the command 400, by the above determination (step S222,
NO), the CPU 14 moves all the second hierarchy data
that follows the second hierarchy data in the first
hierarchy data in an amount obtained by subtracting

the data length (changed data length) of the data to
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47 be witten fromthe data |l ength (current data
length) read in the step S214 (in an anount
corresponding to "current data |length - changed data
| ength"). Further, the CPU 14 changes a data |ength
of the data | ength 5 managenent information 220 (a
data length of a whole data value of the first

hi erarchy data) to a data I|ength (whole I ength) after
changed (step S224). In additioh! iT the case where it
is determned that the data length read in the step
S214 is longer _10 than the data Ien%th of the data to
be ek TeThet TR i Rt 3 peepdERd (ByreaBt cdatrandength)

400,_ by, t.h b d i nat i t S222, YES), .the

CPU BRI TN etk ?ﬁ?'%’fgtgfﬂﬁgaa?arieﬁgp aing°to

whal of 1 Lrst ,arc

data AT i ?%eresﬁ%‘f‘???%éz%?a gﬁgéi FRagthy Tt neturtner,
mapd i ' e S e ze

ggeci fied | nllLlaic(%lzl,f)":{_rIji én?str:]ea \M&‘%ﬁg ?%Jéggrét ?gb?ggsggga length

| il erRont A Siathd fbd N2 00s T gheal DERLER! bENaOhno1e

the first hierarchy data (step S223). In the case

wherdatid vl uwetef nihedtihet hherabehg d20a) epgth ghtsr
changed exceeds the settable size by the above

det dremgtdt i (ovhq(Ist elerBSp28), MY r thendEW (4tepubpRys.a
response status indicating that the data |ength of

the firstlthiagdrtlgndainm tle abasenshere fheis determined
reader/witer 2 w thout changing data by the command

25 A6@Y $thep datmp)length heeadskn vhie estepi §24ét s nilorder
: E:ttg)té'{r]fﬂegldeatlaenlgetnhgtag toefr gl?eangaega dggsbgoarft):(ggg'd the
data being specified by the command 400, by the above
determination (step S222, YES), the CPU 14 determines
whether or not the data length (Whole length after
changed) of the first hierarchy data in the case
where the data specified by the command 400 is written
exceeds the settable size specified in accordance with
the settable size information contained in the control
information on the first hierarchy data (step S223).
In the case where it is determined that the whole
length after changed exceeds the éettable size by
the above determination (step S223, YES), the CPU 14
outputs a response status indicating that the data
length of the first hierarchy data is abnormal to the
reader/writer 2 without changing data by the command
400 (step S226).
In the case where it is determined that the

whole length after changed does not exceed the settable
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48 size (step S223, NO, the CPU 14 noves (shifts)

all the second hierarchy data that follows the second
hierarchy data in the first hierarchy data i n anount
corresponding to "changed data length - current data 5
l ength". Further, the CPU 14 rewites the data | ength
of the data | ength managenent information 220 into the
whol e I ength after changed.(stq§§8225). When novenent
(shifting) of second hierar.chy ta that follows the
second hi erarchy data and change of 10 the data

| engt.h managenent i nformati on 220 have been conpl et ed

in BE6T deirt P Wid43 ¢ MOkt eph 20U 0k 4 Spo%es (hbilfPy) 1411
ot $Fei RF oo 14 G By 1FeC tckt 26 Gebol baws 4be oRotaRd

b on i it S T WF r EOpOndrheE PHRRY | SR E L sepunt
dat 776 FRATRERS | S 404 FF BERREG, GofLBEEN daca

speqidrgd oy EtJlQ:kﬁ%],;‘ %g%;éﬁ ?£7ré)vf1r£{]<§s C%a%gtad'ofength

as second 20 hiera e correspondin

i dewtsi feirey daa_{aeaerﬁ;?caﬁ)mar%}ném Si Mo Ehdi 8252 96€Mhto the

normal |y conpleted, the 14 outputs a response

st atho liendiesafting At criged hedtgsp psPE®SSi ng has

been normally term nated (1ndicating that no

abnor nal itherocswen)enito {dtel fenng) /oPSsecon@rhetsi€Py data
S229), and terninates processing. The data change

pr oddedi dpldpetsattinen serated dridmarclapolatavidnd behange of

descri bed by way of a specific exanple.
the datayleAGth manggement inféghation 220 have been

completed in accordance with the step $224 or 8225,
the CEU 14 writes the data length of the data to be
written, the data being specified by the data section
407 of the command 400, as the data length of the
second hierarchy data on the corresponding identifier
(step S227).

When the data length of the second hierarchy data
is rewritten, the CPU 14 writes new data specified by
the data section 407 of the command 400 as second
hierarchy data on the corresponding identifier (step
5228). When this writing has been normally completed,
the CPU 14 outputs a response status indicating that
data change processing has been normally terminated
(indicating that no abnormality occurs) to the reader/
writer 2 (step S229), and terminates processing.

The data change processing operation as described

above will be described by way of a specific example.
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49 FIG 15A shows an exanple of first hierarchy data
including a plurality of second hierarchy data and an
exanpl e of data (new data) to be witten as the second
hierarchy data contained in the first hierarchy data 5
val ue (value). For exanple, as shown in FIG 15A it

is assuned that the second hierarchy data on
identifier Bis changed to new data on a data length
which is longer than a currentd®ata length. In this
case, as shown in 10 FIG 15A, new data overflows from
a region_in which the second hierarchy data on t he
current iFdéht i¥ershays anteranplames, fihst sebemarchy data

hierarchy data on identifier C serving as data that
f ol FB&@‘%‘H@%@CMr%%Ya%;ﬁwW driqyarahierdatid ends an

IS ed.in amount correspondi ng to "changed
datggﬁgﬁ&ﬁhc&néégﬁbﬁper %¥3%ﬂ%§l?? %ﬁ%?ﬂﬁﬂmﬁ?rﬁhﬁ(Eifond
15B;, ; [ er he regi.on for stori t he secon

i o BPERy i S (GRR RE e icaiiar Sy cate

Si z rr ing to a data length of new data, as
shoaglgg ﬁﬁﬁgﬁgﬁ'15c. At this tinme, the data | ength

Managenemor ioHaaRL,i ok 23S irr@vvfc{{ efsbpl ntq g data g

t
length after the whole data | ength has béen changed.

In thas shat eecohel ddkaaretgt Hadfa the i3e@Fier B is
hi erarchy data on the identifier Bis rewitten into

25 thendatlatbengwh datanew datdataan@nighd mewchatia W%ngef

witten into a value of the second hierarchy data on

t hetha@enei fusreBtwhletiat Rengekt. addr ¢ésd sofcatske as shown in
FIG. 15A, new data overflows from a region in which
the second hierarchy data on the current identifier
B is stored. Thus, the second hierarchy data on
identifier C serving as data that follows the second
hierarchy data on the identifier B is moved in an
amount corresponding to "changed data length - current
data length", as shown in FIG. 15B.

In this manner, the region for storing the second
hierarchy data on the identifier B is changed to a size
corresponding to a data length of new data, as shown
in FIG. 15C. At this time, the data length management
information 220 is rewritten into a data length after
the whole data length has been changed.

In this state, the data length of the second
hierarchy data on the identifier B is rewritten into
the data length of new data, and the new data is

written into a value of the second hierarchy data

on the identifier B when the next address of the
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50 data length of the identifier B becones a start
address (nanely, the data value of the identifier B
is rewitten into new data). Then, as shown in FIG
15D, with respect to the second hierarchy data 5 on
the identifier B, the data length is obtained as a
data |l ength of new data, and a value is obtained as
new data. As described above, in the case where there
has been successfully recefved®a data change command
having 10 specified first hierarchy data and second
hierarchy data to be changed (to be rewitten), the IC
car Gatﬁeiﬁr%@ 61 Fhend depédifiiead Bs besraesi ar ST
data  which exists in the specified first hierarchy

dat 899FFSEhilDamg Y ar theo oty Wﬁéu§p€é|FP@d¥9%?ﬁﬁflﬁ§ B
hi b t f , t
i o B ERY =82 Rn" IARC AER dabad Fng TPRE WS SRR A ©
h'e?@bChX56at%1tﬁsr%s%%%%lEb E%ebggggﬁﬁ NS %Ql%gt%ata

efficrently’rewrité specifiC secon lerarc

conpai ped hﬂehﬁgf&b&sg hicgpagghy qaﬁatgaﬁ'n%bﬁaQ%%h as
20 structure escrlptlon W e given wt

respeghtat QedgitBadeuheRl @a@sS RAdORCKALAN 1 %no%Q%l%%%eas
where a plurality of second hierarchy data on the
samaewi danki.fier exist in the first hierarchy data. 25
FI GS. 16A and 16B each show an exanple of a data

confi gur &si desiar iteel adovephdne taeplcasal wheref theeentas
hi erarchy data on the same identifier exist in the

been successfully received a data change command having

specified first hierarchy data and second hierarchy
data to be changed (to be rewritten), the IC card
rewrites only the specified seéond hierarchy data
which exiéts in the specified first hierarchy data.

In this manner, solely the specified second
hierarchy data can be easily rewritten from the first
hierarchy data, without rewriting the whole first
hierarchy data. As a result, it becomes possiblé to
efficiently rewrite specific second hierarchy data
contained in the first hierarchy data having a nest
structure.

Now, a description will be given with respect
to a readout processing operation in the case where
a plurality of second hierarchy data on the same

identifier exist in the first hierarchy data.

FIGS. 16A and 16B each show an example of a data
configuration in the case where a plurality of second

hierarchy data on the same identifier exist in the
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shows data 160 on point P as an exanple of the first
hi erarchy data. As shown in FIG 16A, data 160 on
point Pis 5 conposed of an identifier (EA) 161 of
the data 160 on point P, a data length 162 of the data
160 on point P, and a data value (value) 163 of the
data 160 on point P. Aplurality of second hierarchy
data 167,. 171, 175, and 179 eX}st™in the val ue 163
of the point 10 P. The second hierarchy data 167 is
provj ded as, data indicating a poi nt val ue of point P.
The st 1iseRrrchyi dabi velval (Balsetonposed of an

var e (valt) 166, SRk 8ebRuTRDEPr Brynaarace en Erampie
addit] v o SRR B a4 above second i erar chy
(oFoa) 1e 1937 ant A6T FAATTIRRA AR GACBbYRE"E g
second b arbr by nal ST 85 B 18D 46otheVerhote0

sanmeon destint i By 4 DA - 1&ERGEh 1662 sbpwehandgkanpks eh point
data 180 on point Q as the first hierarchy data. As

shovify iandFl&G dd6B, valle (edPudB016BR §9i the QiaBa 160 on
conposed of an identifier (EB) 181 of the data 180 on
poi Mot &P datiA pluwa hi tiB2oR5setondichilatardBP datpoisbty,
Q and a data value (value) 183 of the data 180 on
poi 71 ¥t end B/ Plerbst tin tfe sezbuel h62rafchhie point
data 187, 191, and 185 exist in the
P.  The second hierarchy data 167 is provided as data
indicating a point value of point P. The data 167 of
this point value is composed of an identifier (DFO01)
164, a data length 165, and a data value (value) 166.

The second hierarchy data 171, 175, and 179 are
provided as data indicating an additive value of point
P. The above second hierarchy data 171, 185, and 179
are composed of identifiers (DFO04) 168, 172, and 176;
data lengths 169, 173, and 177; and values 170, 174,
and 178. 1In addition, the second hierarchy data 171,
175, and 179 have the same identifier (DF04).

FIG. 16B shows an example of data 180 on point Q
as the first hierarchy data. As shown in FIG. 16B,
the data 180 on point Q is composed of an identifier
(EB) 181 of the data 180 on point Q, a data length 182
of the data 180 on point Q, and a data value (value)
183 of the data 180 on point Q. Further, a plurality

of second hierarchy data 187, 191, and 185 exist in the
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52 value 183 of the data 180 on the point Q The
second hierarchy data 187 is provided as data
indicating a point value of point Q This point val ue
data 187 is conposed of an identifier (DFOL) 184, a
data length 5 185, and a data value (value) 186. The
second hierarchy data 191 and 195 are provided as

data indicating additive val ues of point Q respec-
tively. The second hierarchy d&%a 191 and 195 each are
conposed of: an identifier (DF0O4) 188 and 192, data

10 lengths 189 and 193, and real data 190 and 194. In
addiveilewe, 18Re ofeddiad dater drithyoridibe 1ainhdl 195Thaveecond
the same identjfier 9DFO4). FIG 17 shows an exanple

of HIEFRELHYr &dten 1 imdruckdssh amte 3 etpdheating a

i f.yi d d 15 500 for, i i '
%23%@&%&” g&fﬁaensﬁ%% Yonditis cé){ltr_ﬁ e@%%%ggifza 167 12
| erarc 1.S, S nce |
D00 Rublestfel, o' iafiuance OhRE)) 148, L538 E0 TRt
i C B
[ podld, ekl Gl WIS (they 1HE. Seduenee,

command hgadefe &G I Rloh fuds SEST | Oy §9§’a9edGBEBVided

section 507, and a Le section 508, as shown in F

11. aEhejatemimiid RAGRS SRblH G SR EEHIEs iRt Q, respec-
i ndicating the classification, instructions, and

par aniwtedys ofThehesezanmandie ridycHse deeted | DL S&10d €59 25each
information indicating a data | ength of data set at
t he ad®t Toyectsegh 7 aof itden ttiodhieand( DETM) db8 & sedt 18R, data
507 stores an identifier of data to be read and a
lengths 189 and 193, and real data 190 and 19%94. 1In
addition, the second hierarchy data 191 and 195 have
the same identifier (DF04).

FIG. 17 shows an example of a configuration of
instruction data (sequence specifying read command)

500 for specifying a sequence and ihstructing readout
of the second hierarchy data. This sequence specifying
read command 500 is providéd as a command to be
supplied from the reader/writer 2 to the IC card 1.

The sequence specifying read command 500 is
composed of a command header section 561, an Lc section
506, a data section 507, and a Le section 508, as shown
in FIG. 11. The command header section 501 stores
data indicating the classification, instructions, and
parameters of the command. The Lc section stores
information indicating a data length of data set at

the data section 507 of the command. The data section

507 stores an identifier of data to be read and a
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- 53 readout sequence of data on that identifier. The
command header section 501 is conposed of a CLA
(class) section 502, an INS (instruction) section

503, a first paraneter (Pl) section 504, and a second
5 paraneter (P2) section 505. The CLA section 502
stores data indicating classification (class) of the
command. The I NS section 503 stores data indicating an
instruction of the command. Tn ®he Sequence specifying
read command 500, data indicating an instruction for
10 readin%:out the second hierarchy data on an

i derRSFIVFC TRRVRGRNAF ngata PRetbpsciifeagiddguance is
set at t INS section 503. The first paranmeter (Pl)
section 500 aRP#Rd ReRERY §aF&dererOlPis somposedes a
i ndi ¢at ' 15 identif] f_the first hi h )
20530 SATLED, Aol L 8L L0 UL LS
dat d bei ng.set .at the data

Gal s U £EA Sland0E. 008, DELRG, SR ok Ll 028 g
readiilatited BEPOIELOOLOL 398111 ¥heVaLHE S63RGAR 583! 2

in Second 20 hierarchy of the correspending

i dendtidiedy )aaltdt 10Ot Enakberdabaibhi el ;
hi erarchy dat a) ﬁ6o'on j:]IS%intaP shown %n FKG.ang,Of the

dat admdiraht | e ies asecbaoge508NBBBLdesSdSeh ahdib8ting an
CLA section 502 and the |INS section 503; "00" and

" El "irerterwstion espedie vebymaad. asThhehéi setubheeakpbyifying
data identifiers in the 21 section 404 and P2 section
405.reqo-gomandtSQl, ditea dhndisatingnadOinsndiicatiea for
that "02"-th data is
reading out the second hierarchy data on an identifier
corresponding to the specified sequence is set at the
INS section 503.

The first parameter (Pl) section 504 and the
second parameter (P2) section 505 indicate which
identifier of the first hierarchy data includes an
identifier of the second hierarchy data to be read
out, the data being set at the data sectién 507.

For example, in a command for requesting readout of
a second point additive value (second data in second
hierarchy of the dorresponding identifier) 174
contained in the data (first hierarchy data) 160 on
point P shown in FIG. 16A, data indicating a data
change command is set at the CLA section 502 and the
INS section 503; "00" and "E1" are set, respectively,
as the first hierarchy data identifiers in the P1

section 404 and P2 section 405. "DF0402" set at

the data section 407 indicates that "02"-th data is



10

15

20

25

54 specified fromanong the second hierarchy data on
the identifier "DF0O4". It the case where there has
been successfully received the sequence specifying
read command 500 as 5 shown in FIG 17, the CPU 14 of
the ICcard 1 first determnes that the command is a
sequence specifying read command based on the data
set at the CLA section 502 and the INS section 503 of
the command 500. When it is di¥trihinated that the
command is the sequence 10 specifying read conmand
500, the CPU 14 discrimnates the first hierarchy

dat SPETHEH F 4 AR dE e F2F g himrarehy hdataaen

out _bhased, on .the pgrameter (data) set at the Pl
secttl?)c‘?nl Er%&rfé‘eﬁg s@cﬂ% on 505. After discrimnating

the firsty hi r ta. 15 includi t he_second
hierarchfiga ééf%; %qféﬁf 0 er%yh?ﬁgg?ﬁns%%??%ﬁsgﬁhly
and B2 S8l CPU 14, -di scrim na h
secgngehi e:da%&eg%%ﬁdaé}&oe b%%%%%yirg%t%é%ﬂeé(g@%rﬁ(g 500 as
hi esabehy idatereexist,i nghd regher {1 §stendli £

specified by the paraneters of the Pl 20.82%%?%H92%ﬁrst
anddBZ exedinedn t3dT RS esbraridiel 4 dendddihdice afsbcifying
sequence of the second hierarchy data set at -the data
sectreed SOhmahd e seahmand O MatAf test ditscrhér cLAad édieh on
the second hierarchy data to be read out, the CPU 14

r ea88920anda tdet 4 Nfalass (vl )3 off tttee ssmmmech®500.  When
hi erarchy data, and transmts the read-out value as a

respdndé dd sordmicad@d whatertlle qanmand shovise ssequence

exangle,of,a configuration of
specifying read command 500, the CPU 14 discriminates

the first hierarchy data including the second hierarchy
data to be read out based on the parameter (data) set
at the Pl section 504 and P2 section.505.

After discriminating the first hierarcﬁy data
including the second hierarchy data to be read out
by the Pl section 504 and P2 section 505, the CPU 14
discriminates the second hierarchy data to be read
out, the second hierarchy data existing in the first
hierarchy data specified by the parameters of the P1
section 504 and P2 section 505, based on the identifier
and sequence of the second hierarchy data set at the
data section 507 of the command 500. After discrimi-
nating the second hierarchy data to be read out, the
CPU 14 reads out a data value (value) of the second
hierarchy data, and transmits the read-out value as
a response to the reader/writer 2.

FIG. 18 shows an example of a configuration of
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55 response data 600 for the above sequence
specifying read command 500. This response data 600
is provided as data to be outputted fromthe IC card
l1tothe reader/witer 2 as a result of execution of
the 5 sequence specifying read command 500. The
response data 600 is conposed of an identifier 601, a
data |l ength 602, a data section_ 603, a first status
code section 604, and a second 2PatTs code section
605. 10 An identifier of the second hierarchy data

specified at the data section 507 of the sequence
speci$SPYSF ed@t 2 oRABENEO5 00T E; abAVEf FEAUSRCENEPecifying

read-ou secong gb rar%F dataé is set as the above
| derk 97 FOMERRY R0fiat atPEAgERoBPTS: G258 6R0 {RePARVAded
t ] j t dat h 602. .A I
of 1he 48l 68 B8 SEtefl e hlrLoBhoshE 0t cOP R, 1 Oet  E e
gol L fyi . 00
B A e e e N e

codesédngesdé i 88eci POiRGOcLa8I BIMhEAY! 508f the sequence
speci fying read 20 conirand 500 Iis set at the first

status cotkReseekpOAse684tafshot ak BURBEkedf otfth@nsecond
hi erarchy data on an identifier specified by the

sequithert sprer f §0hg aeadtacbengod 600, a8 detaaketheon 603,
second status code section 605, the second hierarchy

dat a2 ek} x$t ngtanus heofler secRbohi 604y cagddat aespadi stedus
by the sequence specifying read conmmand 500. For

exarfPde 3ecthench@d. where there has been

An identifier of the second hierarchy data
specified at the data section 507 of the sequence
specifying read command 500 (identifier of the read-out
second hierarchy data) is éet as the above identifier
601. A data length of data set a£ the data section 603
is set at the data length 602. A value of the second
hierarchy data read out by the CPU 14 according to
the sequence specifying read command 500 or the like is
set at the data section 603. A status code indicating
the processing result of the seqﬁence specifying read
command 500 is set at the first status code section
604. A total number of the second hierarchy data on
an identifier specified by the sequence specifying read
command 500 is set at the second status code section
605, the second hierarchy data existing in the first
hierarchy data specified by the sequence specifying
read command 500.

For example, it the case where there has been
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- 56 successfully received the sequence specifying
read command 500 for requesting readout of a second
point additive val ue (second hierarchy data on second
identifier "DF0O4") shown in FIG 16A, the CPU 14 5

out puts response data obtained by setting a val ue of

a point additive value 174 as a val ue of the second

hi erarchy data on the second igf tifier "DFO4" at the
data section 603, and then, “se ng data " DF0403"
indicating that three itens of the second hierarchy 10

data on the identifier ZPF 4" exist in the second.
St aEHEesaE ot VRIS A (5 rea
e section .605 indjicates_that three

"t opetgEE, SN Atk Fb AR il o o oo
ddityi . ' tad f i y "oexist in

PIdpAE A YR (el Slen PROL, Sl Sl dS
desqeieplt!iaf o Mpey gl Wb Uh HARDECed 0 1ifs Ay £f

t he processing for sequentlafly specifyi'ng an

r eadiufgudiat CTREO NG Y Q{}:ﬁtraﬁmédj%eﬁ SRPURNGE value of
speci fyi ng readout processing). 20 FIGS. 19,” 20, and

21 ar eofinawaehrrtisecanil ud 110st ra igdiiee HOESS| S¥tond
for sequentially specifying and reading out the
secoig¢rairahyr clatadatna. thie rssicord liderasisiinnd "tHR04't het
reader/witer 2 serving as an externalldeV|ce
supfheeslatas sqedrice B speaid yihe r et twiorgradet H0DEDI 03"
the IC.card 1. In the 1C card 1, the comunication
secNEAcer inge &ihpds thiee déqmenaf $pecisedang éararchy

( 00. .The received '

Congggg %n the %dentifier "DF04" exist in the second
status code section 605. The "DF0403" set at the
second status code section 605 indicates that three
items of the second hierarchy data (data on point
additive value) of the identifier "DF04" exist in
the first hierarchy data (data 160 on point P).

Now, a description will be given with respect to
a flow of the processing for sequentially specifying
and reading out the second hierarchy data (sequence
specifying readout processing).

FIGS. 19, 20, and 21 are flow charts each
illustrating the processing for sequentially specifying
and reading out the second hierarchy data.

First, it is assumed that the reader/writer 2
serving as an external device supplies a sequence
specifying read command 500 to the IC card 1. 1In the

IC card 1, the communication section 12 receives the

sequence specifying read command 500. The received
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- 57 command 500 is supplied fromthe comruni cation
section 12 to the CPU 14. Then, the CPU 14 determ nes

that the command is the sequence specifying read

command 500 by the CLA section 502 and I NS section

503 of the command 5 header section 501 of the

recei ved conmand 500. When it is determ ned that the.

recei ved conmand is the sequence read command 500,

the CPU 14 nakes a search for *he first hierarchy

data which coincides wth the paraneters set at the

Pl section 504 and P2 10 section 505 of the conmand
500.COMRaN G Pt skt niprkied Hroeatld ¢ormenhcadbion section
inforjration on the first hierarchy data on an
ideﬁ‘t%n?‘%%rtq%i%’ﬂ} cof nci R wi the thRU i Hendetermépgs that the
specified at, t P1 section 504 and, P2 section 505

P OHIHENRLE T TR L EHESRY | FORBARAGE00 by
5 f Q ; se e_t he, con I

i mS ztrher?gtlé'o%g E’)eccogllnr%i:rl¥ | nééaavﬁ?#}f%es%%t}la%tiég of the E?mmand
secty i : onm as

not H%Hnﬁéuecﬁéfﬁﬁ%fpgh%%%&%%\%% _ 5‘1@%0?8% he
CPU 14 2Guigedt ik S8 doeonfisred! hae LA £aLE80ekNBbrmand
the control information on the first hierarchy data

I's na tHe@ahthtth ddad omeaderdon) tete 20061 €P makes a
S301), and term nates processing. In the case where

t he se@nalol famftdrerefti et 26 exod reh i der aM wii ¢Recoincides
paraneters of the Pl section 504 and P2 section 505

of tHdhe stk BOR s Fah atsudvesRY et speciO4 eand P2

(step S300, YES), the CPU 14 .
section 505 'of the command 500. This processing makes

o

a search for control information on the first hierarchy
data on an identifier which coincides with the identi-
fiers specified at the Pl section 504 and P2 section
505 from the data management information shown in

FIG. 5 (step S300).

In the case where the control information
.coinciding with the parameters'of the Pl section 504
and P2 section 505 of the command 500 has not been
successfuily specified (step S300, NO), the CPU 14

. outputs a response status indicating that the control
information on the first hierarchy data is not
registered, to the reader/writer 2 (step S$S301), and
terminates processing.

In the case where the control information
coinciding with the parameters of the Pl section 504
and P2 section 505 of the command 500 has been

successfully specified (step $S300, YES), the CPU 14
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58 checks whether or not the security condition set

in accordance with the security condition information
213 contained in the control information (step S302)

is met. In the case where the above security

condition is 5 not net (step S302, NO, the CPU 14
outputs a response status indicating that the

security condition is not net, to the reader/witer 2
(step S303), and term nates pré@e55|ng In the case
where the above security condition is 10 net (ﬁtep
S302, . YE he CPU 14 checks whet her or not the

fi rthﬁFg%a}" ﬁ}}h&ﬁt 8Tj §0&etthgy s&ﬁ“&dd:ryes%or}q;cﬁm ﬁﬁﬁt in
by the set,_addres ormation 211 contained in the

ot POPOFHRBPRaPT [oRoloSuOrY Frnid Wb dnfRiA Ehen 213

he, add ,
| ol C2t 0 By KB CBE agaredy”oh s‘%gm%{a‘ EEER $902) i
contgefed ki the €aUL ghekl! HERLLAY. (A Icaltsg,%%@tlon is

the CPU 14 outputs a response status

the hbtshebi esaephy3dat anbs,nehesetry ﬂé’&dﬁbuts a response
reader/witer 2 (step 5305) and term nates

processtog. ihaitheingsehwhetlel kechrah gc%%$dﬂﬁ¥oﬁrﬁ% not
first hierarchy data is set at the address indicated

by thet,stb tddreeadenferiatiron Zkte@O$Bm3ﬁ¥iddatﬂé%mlnates
control information (step S304, YES), the CPU 14
checkRsoopesheg.25 or not the data | ength indicated by

the data | ength nmanagenent information 220 on the

“first hi efBr€hy gass Wh§r®|thﬁnabbgeMSamMﬂﬂuyrcnnﬁitlon is

|nd|cated by the settab
met (stgp S302, YES), the CPU 14 checks whether or not

the first hierarchy data is set at an address indicated
by the set address information 211 contained in the
control information (step S304).

. In the case where the first hierarchy data is
not set at the address indicated by the set address
information 211 contained in the control information
(step S304, NO), the CPU 14 outputs a response status
indicating that the first hierarchy data is not set,
fo the reader/writer 2 (step S305), and terminates

- processing.

In the case where it is checked that the first
hierarchy data is set at the address indicated by the
set address information 211 contained in the control
information (step S304, YES), the CPU 14 checks whether
or not the data length indicated by the data length
management information 220 on the first hierarchy data

is within the allowable range indicated by the settable



59 size information 212 contained in the contro
information (step S306). In the case where the data

|l ength of the first hierarchy data exceeds the

al |l omabl e range (step S306, 5 NO, the CPU 14 outputs
a response status indicating that the data | ength
managenent information is abnormal. (indicating that
the data |l ength exceeds the allowable range) to the
reader/witer 2 (step S307), a t'er m nat es .
processing. 10 In the case where it is checked that
the data, first hierarchy data is within

I th.of t
RN R A s D
val i di
gcgggggﬁ%@%lﬁﬁt h(sttl%j %Iaﬁotaa\/‘al idity rranagerrgnt

nf or mat irgn 222 LS e, fistabler Arehy, data (st ep, o

S308). In the case where the va ty of "the
hi ehaeehy cH3t Aahas Hdedlfen RUGEESSAl] & %Aﬁéeés%eep $306,

nanmely, in the case where it 1s determne at 't

firmo)hi enar oy dat dutp ANl Edsgstp 308:s Nai @ ing

the CPU 14 outputs a response status indicating that

t hetHatathel idditiay 1 emaragetRidgenday matf O dhei d i ddormal
hi erarchy data is abnormal (indicating that the

val i{dhtychig ngott hiade it heu clearsss flldrigt e heodesst) s tithé hel 1owable
reader/witer 2 (step S309), and term nates

pr o&§889engto25hen reslegasr et & t tetaml S )y, ofnd he

first hierarchy data has been successfully checked

(st EpErMBBHBESYPLPCesSHAn@RU 14 clears a counter (not

shown) , . .
) In the case where it is checked that the data

length of the first hierarchy data is within the
allowable range (step S306, YES), the CPU 14 checks
the validity'of'ﬁhe first hierarchy data in accordance
with the data validity management information 222 on
the first hierarchy data (step S308).

In the case where the validity of the first
hierarchy data has not been successfully checked,
namely; in the case where it is determined that the
first hierarchy data is abnormal (step $308, NO),
the CPU 14 outputs a response sﬁatus indicating thét'
the daté validity management information on the first
hierarchy.data is abnormal (indicating that the
validity has not been successfully checked) to the
reader/writer 2 (step S309), and terminates processing.

In the case where the validity of the first
hierarchy data has been successfully checked (step

S308, YES), the CPU 14 clears a counter (not shown),
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60 and reads data on an address indicated by the set
address information 211 contained in the contro

i nformati on by one byte (step S310). The counter may
be provided on the data nenory 15 or nmay be provided
5in the working nmenory 16 or in the internal nenory
of the CPU 14. \Wen one byte of data is read in the
above step S310, the CPU 14 checks whether or not the
next data (next one byte) is fOvided as a part of an
identifier 10 (step S311). In the case where the next
data is provided as a part of the identifier (step
S31Bndymgads tgataomn 1an raddse s hel ndicabe@ hytehefset
dat a tep S312). In the case where the next data is
not aﬁﬁﬁﬁ%dm ratlon Sl ifentabhed rivrtherepneral

NO) ,, CPU 14 . 15 d ' h d d
the SURTEAGIGT i 28 25 £ pf STt BL et I8 o G Fhgray

the Héj%gé\;iocfé? or;rh@llxe i éataél{}geﬁ& 1f'5 rc?@dr%ad}t? Weér%lf%%jyded

i dent1 filer he first he” seécon

contia{ nath iyt Pend i hehorP £635FNYn deh@ Dy dhga1 memory of
processings in the steps S310 20 to S312. Therefore,

I n tdee case where the next data is not provided as a
part of the identifier, nanely, in the case where the
identifi edhef ohe bytstotafiatanisheeagecanthdi ghavehytep

inthe first hierarchy data is read 25 (step S311,

NO ,S3ME, GR\e 1AP@el £rcheclss whiee bleer oor nodt the next data

identifier of the second hierarchy data read in the

st ep S Prdo B3R toipredbdedi &b @ pardent i dmneidentifier
(step S311). 1In the case where the next data is
provided as a part of the identifier (step S311, YES),
the CPU 14 reads the next one byte of data (step S312).

In the case where the next data is not provided
as a part of the identifier (step S311, NO), the CPU 14
determines that the data read iﬁ the steps S310 and
S312 is provided as data indicating the identifier.
That is, the CPU 14 reads the identifier of the first
data in the second hierarchy contained in the first
hierarchy data by the processings in the steps S310
to s312. | |
Therefore, in the case where the next data is’

not provided as a part of the identifier, namely, in
the case where the identifier of the first data in the
second hierarchy in the first hierarchy data is read
(step 8311, NO), the CPU 14 determines whether or not

the identifier of the second hierarchy data read in

the steps S310 and S312 coincides with the identifier
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61 of the second hierarchy data specified at the data
section 507 of the command 500 (step S313). In the
case where it is determned that the identifier of
the second hierarchy data read by this 5

determ nati on does not coincide with the identifier
specified at the data section 507 of the received
command 500 (step S313, NO, 't CPU 14 reads the data
that follows the identifier as data | ength of the
identifier data (step S315). Wien the data | engt h of
10 t@@ |dent|f|e dat a | detern1nes

art A dfi Y ol?l?lﬁ%r%é&tg%l%? as%?f”c Jee eRbntne y
h f
h: g: arc ycin (% rom héer?% eéejl%madg?d " eng?%{gpva:)’%gfh:eg?grt
dd '
Geterm ned 10 R el Ao Chacks SREPRL oY EhFLY phS

addriREntGN & SPOKE Ngeddnd f}?léh%(fc}@}at@a‘%‘ tdgq S€§O\E‘ﬁils
hierarchy coincides with the data |ength managenent

| nf elgtidntima 2idh (&P B Qoiddiddiwitiet el I@dhOlfier
for exanple, coincidence 20 is checked in accordance

Wi t Ispstetfiesd at ndie tdet stsedtiaBEBsoHftlidereceived
identifier of the next data on the second hierarchy
exca@marite HQ oletire $3hYe NIF) + Hehe LRIV ebs hasadsl Dme data

the data | ength specified based on the data |ength
manddeiferfo i kAT e olferol L ety 2 idaE tergth of the

oL SR T AL TS e e B hengen o

IS rrggen j%ler)data is read, the CPU 14 determines a

Y
start address of the next data on the second hierarchy
(identifier of the next data on the second hierarchy)
from the read data length. When the start address of
the next data on the second hierarchy is determined,
the CPU 14 checks whether or not the address corre-
sponding to the next data on the second hierarchy
coincides with the data length management information
220 (step S316).

In this determination, for example, coincidence
is checked in accordance with whether -or not the start
address of the identifier of the next data on the
second hierarchy exceeds the allowable range of the
address based on the data length specified based on
the data length management information 220. Namely, in
the determination of the step S216, it is detérmiﬁed
whether or not the next data on the second hierarchy is

normal (exists).
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62 In the case where it is determned that the
address of the next data on the second hierarchy does
not coincide with the data | ength managenent

i nformati on 220 by the above determ nation, nanmely, 5
in the case where the next data on the second

hi erarchy is abnormal (does not exist) (step S316,
NG, the CPU 14 outputs a response status indicating
that abnormal data has beerm s&fchied to the
reader/witer 2 (step S317), and term nates

processi ng. 10 In addition, in the case where it is
checked tHatthe reasgidriaze ot the Fekermbnedophehethe

S R 55 SR T o
re
h

'hf elérceieiﬁéeldn%l“ teﬁ% GE o4 S g heabs

one ;! dal;]:?c?\g \(l)gr;g {\:n%ﬂ{a(@fog'?ndr?arﬁgly,

an iggatl |er of t he next

hi erigf dhe (HKP D - th\@%ﬂ‘edaé%{tcﬁu chh%a%éacéﬁd rgfbrarchy
in the step 8318 the CPU 14 hecks whet her or

t he inexbritading I NRIde PRHHE:E)st)S 24y B Ted o) 2 @@étcpu
of an identifier (step S319). In the case mhere t he

nextl datuec pust praoviedgubrese & tpads afndidwt itenihdt efbnormal
(step S319, YES), the CPU 14 reads the next one byte

of ditta (\epR3PGeanahatidid itds renddw/ wasee s éstep
the next data is 25 not provided as a part of the

i derf3¥iler qnet die1SBIBRteN@LoQdRsICRU 14 det er ni nes

that the data read in the steps S318 and S320 is
provided:H% 3R iYn4 fierthg case where it is checked that

the address of the next data on the second hierarchy
coincides with the data length management information
220, namely, in the case where it is determined that
the next data on the second hierarchy exists (step
S316, YES), the CPU 14 reads one byte of data on an
addreés which corresponds to an identifier of the next
data on the second hierarchy (step S318). When one
byte of data is read in the step S318, the CPU 14
checks whether or not the next data (next one byte) is
provided as a parf of an idéntifier (step S319). Iﬁl
the case where the next data is provided as a part of
the identifier (step S$319, YES), the CPU 14 reads the
next one byte of data (step S$320).

In addition, in the case where the next data is
not provided as a part of the identifier (step S319,
NO), the CPU 14 determines that the data read in the

steps S318 and S320 is provided as an identifier of
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- 63 the next data on the second hierarchy. That is,
the CPU 14 carries out processing for reading the
identifier of the next data on the second hierarchy
in accordance with the processings of the steps S318
5 to S320. Therefore, in the case where it is checked
that the next data is not provided as a part of the
identifier, nanely, in the case where the identifier
of the next data on the second &4 erarchy is read 10
(step S319, NO, the CPU 14 returns to the step S313,
and determ nes whether or not the next identifier in
t he W R thiddtedr iy theadegrnheh keepecisai s Bhatsiso
c0|n ides with the identifier specjfied at the data

secth 07 % CtaH"e”r?o‘-‘mPé’er BRRFY ST WY HAB)reagding the

el B o G A qe;s%%% %Qgtrats'éﬁy
d 313 d
ot A s 0 SRR 952 AT LR s

I ecgiovegd gonmand 500 (step 8313 YES), the CPU 14 20
i ncrenents the above counter (step S314). Wen the

above coueteddrd NGIErEY eshsd hen SRV {d fgeeﬁécked

whet her or not the sequence specified at the d

sectihait 502 nefxt hatconmanrb B Gvided das A @rt h@f the
count value of the above counter (step S321). 25 In

t he idese itienrg irtanied yjetier miedcddmtwhidre Sleguedsetifier

speci fied at the conmand 500 does not coincide wth

t he ofoluite velxie deftat lve dlhey sesmnd dridnandhy is read
(step S319, NO), the CPU 14 returns to the step S313,
and determines whether or not the next identifier in
the second hierarchy read in the steps S318 and S$320
coincides with the identifier specified at the data
section 507 of the command 500 (step S313).

In addition, in the case where it is determined
that the identifier of the second hierarchy data read
by the determination of the step S313 coincides with
the identifier specified at the data section 507 of
the received command 500 (step S313, YES), the CPU 14
incremenfs-the above counter (step S314). When'the
above counter is incremented, the CPU 14 checks whether
or not the sequence specified at the data section 507
of the command 500 coincides with the count value of
the above counter (step S321).

In the case where it is determined that the
sequence specified at the command 500 does not coincide

with the count value of the above counter by this
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64 check (step S321, NO, the CPU 14 proceeds to the
step S315, and repeatedly executes the above descri bed
processi ngs. Nanely, the processings of the step S313
to S321 are repeatedly executed until the second 5
hierarchy data on an identifier in sequence specified
by the conmmand 500 has been found. In addition, in the
case where the sequence specified by the command 500
coincides with the count valuebbf The counter in the
above step S321 (step 5321, 10 YES), the CPU 14 reads
the data that follows the identifier as a data |length

of tMEGKIlRETR 332t é‘lo)(se%}éﬁdcﬁﬂeiérﬁmcéadﬁ tg boe
d t 322 When the data | ength of the data
reat% (Psd%ﬁ—ﬁs'fi d repsatedlynexeputed FhadabeNe dgssribed

I h I f th
Rtk RERGR T hﬁﬂ%eﬁéesﬁﬁggﬁoﬁetEﬁiayesyssls
3 [ n t he
val (8 St Ak e Y Mascded SnBETT by 59%ene
. e _ . o
at T SR S, JAGE i o2 CER e U ERBE Bl ried

t he pyaltie Porlntthd SN hdd Bagghyodaya specified by
the command 500, the CPU 14 sets the value of the

read secdnd ddditarebhy tatehétcasdapegecthenséB8densk
response data 600 with respect to the command 500 25
(st epesdZied Werthehecormared 0500 heot eatldsecwith the count
hi erarchy data on the command 500 is set at the data
sectigdye of the counter in the above step S321 (step S321,
YES), the CPU 14 reads the data.that follows the
identifier as a data length of the identifier data
(second hierarchy data to be read) (step S$322).
When the data length of the data on the identifier
is read, the CPU 14 reads the data that follows the
data length as a value of the identifier data (second
hierarchy data to be read) by the data length (step
S$323). In this manner, the value of the secdnd
hierarchy data specified by the identifier and sequence
(namely, second hierarchy data to be read) is read in
the command 500. | -
When the value of the second hierarchy data
specified by the command 500, the CPU 14 sets the value
of the read second hierarchy data at a data section 603
of response data 600 with respect to the command 500
(step S324).
When tﬁe value of the read second hierarchy

data on the command 500 is set at the data section



10

15

20

25

- 65 603 of the response data 600, the CPU 14 checks
the coincidence between the address of the next data
on the second hierarchy based on the data |l ength read
in the above step S322 or the step S325 descri bed
|ater 5 and the address based on the data | ength (data
length of the first hierarchy data) of the data

| ength managenent infornatLan%gO_jstep S326). In
this step S326, it is determ ned whet her or not the
next data on the second hierarchy exists in a nornal

St of0%D4, e e el e nehe SEGotd (e des cine
. ’ ! . . \m h
ot e AT Barm el I BRI GE A Elafts on

t hetgasaceheie Hi%ﬂﬁé@%&%frﬁ]%;ﬁ%eﬂeﬁéé{ﬁ read in

first hierarchy data i s norma

on the ageqrd sftieg;m cﬂ.attﬁ'léjoéacseﬁ‘cg32_33(ic§ésc1(§%§cﬁ) later
S326, END), the U 14 term nates reading of the

secand hiher aideine sdata satl tdie dHe daty ereddly 0#dth length
and proceeds to the step S327 described later. 20 In
addiffi she ifid ristte hdasm naher eldtta)i oflather Mated 1digth t he
first hierarchy data is normal and that the next data

on FRBagerenRd Hindoamethi caxiZA® (step $BXH,. O ,thie step
CPU % prqQceeds to the step S330 described later in

or dél;-l; fo ftad St Heteeringsd yheathak aeonid e mestarddna on

[ e first hierarchy data.. In addition, in the case
:/\Aqe%get ﬁ:?cfbf’lds 1oAY I IS 3T Qo neitats ein the

S32§ir§§)hi%Q%r%ﬂ9 data. .That is, in the step S$326, it is
determined whether or not the first hierarchy data is
in a normal stateland whether or not the next data on
the second hierarchy exists.

In the case where it is thus determined that
the first hierarchy data is normal and that the next
data on the second hierarchy data does not exist
(step S326, END), the CPU 14 terminétes reading of
the second hierarchy data in the first hierarchy data,
and proceeds to the step S327 described later;

In addiﬁion;'in the case where it is determined
that the first hierarchy data is normal and that the
next data on the second hierarchy exists (step S326,
OK), the CPU 14 proceeds to the step S$330 described
later in order to read the next data on the second
hierarchy in the first hierarchy data.

In addition, in the case where the first

hierarchy data is not normal (step S326, NG), the CPU
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66 14 transmts to the reader/witer 2 a response

having set a response status indicating that abnornal
data has - been searched (step S333), and term nates
processing. That is, in the case where it is
determned that 5 the next data on the second

hi erarchy exists in the step S326 (step S326, K),
the CPU 14 reads data on an adgéess corresponding to

the identifier of the data on

e second hi erarchy by

one byte (step S330). Wien one byte of data is read

b t S3 10 14 checks whet her
n hqftﬁﬁgxﬁ%iﬁed%?aa?%e§?a%ﬁé>%§f5?r ?sapF8§P8€§ea§a31ng

: ﬁ(ratsr?g{(t pasi sé%'r%tva.'ééé%eggg'ggéﬁi?g BpafabiREntir fera nas
(st eReP3Yleardnrld ; é?%?gﬁ)adgﬁé tépﬁ1H$E£30§§%Q¥SSing

of data (step S332

I on

wher e theﬂﬂﬁﬁtiﬁatﬁn'@h@O&aQéowhgﬁg 28 8sPaLtePhihB8 that
identifier (step S33 NO), the CPU 14 determ nes

t hatt heheredatt aideadon ntl‘i@esé?é@:@d PBBOraPEhy388iEBs in the
provided as an identifier of the next data on the
secenerhiSH26 clytegdhed26,5,0khe €Y AU 29 reads A@¥ta on an
identifier of the next data on the second hierarchy in
accaddaeses Widtresmomptiovestsd ngise of déei £ s¢2pst SBRO d8ta on
S332, Therefore, in the case where the next data is

not tbﬁo\ﬁw%shi@rpwqhsofby hené devité f [erepn3d@0)y, iWhen one

case where the identifier of the next data on

the é’z' ot rﬂagraar%f?%d rJéhdtli%t%tbo‘E%a‘iteIP\I@33@het®LﬁPU

S334 in which

IS
det%aro% $%et(%§n§3 not the next data (next one byte)

is provided as a part of an identifier (step S331).
In the case where the next data is provided as a part
of the identifier (step S331, YES), the CPU 14 reads
the next one byte of data (step 8332).

In addition, in the case where the next data is
not provided as a part of the identifier (step S331f
NO), the CPU 14 determinés that the data read in the
step S330 and S332 is provided as an identifier of the
next data on the second hierarchy.‘ That is, the CPU 14
reads an identifier of the next data on the secbnd '
hierarchy in accordance with the processings of the
steps S330 to S$332.

Therefore, in the case where the next data is
not provided as a part of the identifier, namély, in
the case where the identifier of the next data on the
second hierarchy is read (step S331, NO), the CPU 14

proceeds to the step S334 in which it is determined



10

5

20

25

67 whether or not the identifier of the read data on
the second hierarchy coincides with the identifier
specified at the data section 507 of the command 500
(step S334). 5 In the case where it is determ ned that
the above identifiers coincide wth each other by
this determnation (step S334, YES), the CPU 14
further increments the counter ﬁstep S335), and
proceeds to the step S325. Tn 3 is"step. S335, |ike
the step S322, 10 the next data on the identifier is
read as,a data |en Eh of the next data on the second
Fog Sst

hier%P%EQ?raﬂH ng HﬁnﬁégéeFOZFhEh§téB:QSQEFaI?E
ral . ' oS . > hat the
e %eéﬁf‘%‘E@lségégﬁﬁ@ﬁ?&'ﬁhh%eﬁﬁgﬁﬁﬁg zﬂepﬁifler
e
" oenepPePelshoBe SeRD amtl) sekbfortbal of ot Re Pooppands

at asdorsstepasysqspode 604 of the response data 600
(step 8337),§and tﬁe identifier specified by the

conmand 598 thdeBhkti fhek theiseadtdah@nen thHetserend
20 hierarchy) and the count value of the counter are

set alve hbdepcbfitless atosnedde HObh(sh6R SBRSEY . byhehis
count value of the counter: value indicates a tota
nunbdeteoninat bont éseepnS8Be, seEONd ther@pehy4 ofurbker
specified identifier, the data existing in the first

hi er EREFSMEBE 3athe spednternd (dyep h@33dmaand phecetdis to

response data 600 having set the first status code
604 WY THRP steond starbBizodeem0$38s, like the step 5322,

the next data on the identifier is read as a data
length of the next data on the second hierarchy, and
processing goes to the step S$326.

In addition, in the case where it is determined
that the next data on the éecond hierarchy exists
in the step S326 (step $326, END), the CPU 14 sets a
response status indicating that no abnormality occurs
at a first statué code 604 of the response data 600
(step $327), and the identifier specified by the
command 500 (identifier of the read data on the second
hierarchy) and the count value of the counter are set
Iat the second status code 605 (step S328). The count
value of the counter value indicates a total number
of data items on the second hierarchy of the specified
identifier, the data existing in the first hierarchy
data specified by the command.

When the response data 600 having set the first

. status code 604 and the second status code 605 is
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‘received a sequence “spe

- 68 conpleted, the CPU 14 outputs the response data
600 to the reader/witer 2 (step S329), and

term nates processing. The processings in the above
steps S325, S326, 5 S330 to S332, S334 and S335 are
repeatedly carried out until it is determ ned that
the next data on the second hierarchy does not exi st
inthe step S326. As a result, %he count val ue of the
counter is obtained as a value§ ndicating the nunber.
of data itens on 10 the second hierarchy of the

identifier specifie t he conmand when the end of

t he %g&ﬁiege%ﬁtm %é%\/i]# %W%%&®KSB@%S§¢T?eGOO
[ cessf u

above,, ikl Q%a(@%ewvﬂ%reg:it ie(:? egaa%e'sg%e)eg?su ferminates

havi iitised an identifier of the first hierarchy

data?ggﬁgﬁﬁéﬁgﬁfier of the second hierarchy data, and

sequence, 118 diS A iRAdh, Ute A d N A G538, L8556,

second hierarchy in the specified sequence, from

anong3Bhe tsesand, hisesar ahy ¢a3d @ H%_p%%ecféqflifq:a’uﬂried
identifier existing in the specified first hierarchy

dat acuknunhiid dmnder detleemdeeadndhiite rdvec e xdatad ddeche

speci fi ed sequence from anong the second hierarchy

dat aS8ROoNAehdpaeirthyd dodennioti exican ihe teasistey eBE@5 As

out fromthe specified first hierarchy data. w thout

r eadPng 8L te hehghepunti ved usi efatbley coandear ia loktheined
as a value indicating the number of data items on
the second hierarchy of the identifier specified by
the command when the end of the task is determined in
the step S$326.

As described above, it the case where there has
been successfuily received a sequence specifying a read
command having specified an identifier of the first
hierarchy data, an identifier of the second hierarchy
daté, and sequence, the IC card reads out only the data
on the second hierarchy in the specified sequence, from
among the secénd hierarchy data on the specified
identifier existing in the spgcified first hierarchy
data. |

In this manner, the second hierarchy data in the
specified sequence from among the second hierarchy
data on the specified identifier can be easily read
out from the specified first hierarchy data without

reading out the whole first hierarchy data or all the

second hierarchy data on the specified identifier. As
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second hierarchy 'data on the specified identifier. As
- 69 aresult, even in the case where the second

hi erarchy data on the sane identifier exist in the
first hierarchy data having a nest structure, it
becomes possible to efficiently read out specific
second 5 hierarchy data. Now, a description will be
given with respect to a processing operation for

del eti ng the second hierarchy @%ta‘having a nest
structure. First, a processing operation for deleting
the 10 second hierarchy data having a nest structure
wi |12 eeShtE ef‘F‘{/e%Ie%l&rF%%dcﬁF?hWPéF@r &hee segoad hierarchy

(£ le. FIG 22A | i ew showi )
exarfi & 11 & Mt SAIE O B PonSTRSEnARcAOE ASEE t he
d. h cop identifiers A B and C
i SR s WP, 47 Ry caPRicEhel. .35 besges

61 Of . goni | i on.i 0 th wh
onl P T or G R SRR Ohedh R0 BrbRR ciP Refige”

beem jdet £t fdom . the data having a nest structure
shown in Fl 22A. In other words, FIG 22C shows an

exanpl e afow, datde20r i bHUK AL L OBe ?ib@% «a%e WaRRct to a
the data is further reconstructed after deleting the

secqmbddsving hype xist toonfdtletelét engBrhdhakcbd hAerarchy
the case where the second hierarchy data on

i derfldtfa dra B ng alatesedstrootthe. first 25 hierarchy
data shown in FIG 22A, the CPU 14 first erases the
second hiE¥&fhya daxrecessinencpératign for deleting the

second hierarchy data having a nest structure will be
briefly described with reference to a specific example.

FIG. 22A is a view showing an example of a data
configuration in the case where the second.hierarchy
data'on identifiers A, B, and C exist in the first
hierarchy data. FIG. 22B shows an example of a data
configuration in the case where only the second
hierarchy data on identifier B has been deleted from
the data having a nest structure shown in FIG. 22A.
In 6ther words, FIG. 22C shows an example of a data
configuration in the case where the data is further
reconstructed after deleting the second hierarchy
data on identifier B.

That is, in the case where the second hierarchy
data on identifier B is deleted from the first
hierarchy data shown in FIG. 22A, the CPU 14 first
erases the second hierarchy data on identifier B

(identifier, data length, and data value (value)).
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(identifier, data |length, and data value (value)). 70
Then, the value of the first hierarchy data as shown
.in FIG 22B enters a state as shown in FIG 22B

Wth respect to the data in the state as shown in

FIG 22B, the CPU 14 noves the second hierarchy data 5
on identifier Cthat follows the second hierarchy data
on the deleted identifier B so ?6 to follow the
second, hierarchy data on identffier A In this
manner, the contents of data 221 serving as a val ue

Kk th
o i AT g%‘tgagzrﬁa%pgepat@h@sagown
14 t t nage I Rf.o
theC a?§ﬁ§h|%% c%%g?% ke Ptagﬁeggeggﬁg hﬁgr %gta

on 'W@%ﬂ'fé%@eéﬁa@ﬁ EH@ asesond Eh@rgEgg ggtgh%@n ip

identifier i S manner, e data having a nes

strugtall 22, shynchy thmo%8§ tﬁé bécEBHWEQerQQWhyadata

descri ption will be given with respect to 1nstruction

dat eorf dbdett NPl OBt 76011 6ws! eHEeskCBAd ﬂ%'e%tair@,'ﬂly data
of the second hierarchy data. FIG 23 shows an exanple

of aomontie glebeten bieR0ifhetr Bcsboasdabafpdebet ithg second:
conmand) . 700 for instructing deletion of the second
hler%#%h@r@%Yadhﬁwlﬁg ddeptifierrct ule. thhissmdeneti nghe
conmand 700 is_provided as a command supplied fromthe
reao%?l?wn*%%m@ d3ta hé2]l cseruing a8 Fhwaabevefdshet fhgst

h FIG 23, is conposed of a
2ﬂ€£d %8§Eér 'i@?{%%eggq the data arraggement as shown in

FIG. 22C. Further, the CPU 14 changes the data length
management information to the data which consists of
the second hierarchy data on identifier A and the
second hierarchy data on identifier C. In this manner,
the data having a nest structure as shown in FIG. 22C
is formed.

Now, a description will be given with respect to
instruction data (deleting command) 700 for requesting
deletion of the second hierarchy data.

FIG. 23 shows an example of a configuration of
instruction data (deletlng command) 700 for 1nstruct1ng
deletion of the second hierarchy data having a nest
structure. This deleting command 700 is provided as
a command supplied from the reader/writer 2 to the IC
card.

The above deleting.command 700, as shown in
FIG. 23, is composed of a command header section 701,

an Lc section 706, and a data section 707. The above
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an Lc section 706, and a data section 707. The above
71 command header section 701 stores data indicating
classification, instructions, and paraneters of the
command. The above Lc section 706 stores information
indicating a data length of data set at the data 5
section 707 of the command. The above data section

707 stores an identifier of the_second hierarchy data
to be deleted. In additi:on, t he lconmmand header secti on
701 is conposed of: a CLA (class) section 702; an INS

10 (] ] ion 703 . a fi t P
sectPRRbbHS hedRe:d SO i rnet S okt disn vy

Th : tian 7 ores data indicati

o1 asTRPHELELALIBH, Mt NS A PR afughe

sectk} 3 shpesHAta findl i i td ;
of %ﬁgﬂgg%mntdr?lel f}a t he &eﬁqgt%l%}gm%n%%t%@ﬂé%amn

indigaicRgiag aneaecliciytilotdedatd nwWal@d He data
specified identifier is set at the INS section 703.

Thesabovenf 705t ofardeetemnal, Semid Ubok4 ditth td¥rtion
second paraneter (P2) section 705 each indicate which

20 7@dénskbres eh tilerftirfte hicefr artohysedsdtrad iHicd tedesh  hiata
second hierarchy data to be deleted, the data being
settat behdedgtgdsecti on 707. For exanple, in the

command for requestin del eti on of the point upper

limt valie af%té&ﬂra?tﬁ'@j comngng dgadep s est pr nt0X
shown in FIG 4, the data indicating a deleting
comhEnBCTRCSEA &f *t e &Pa (S@SSn section 702; an INS

(instruction) section 703; a first parameter (P1)
section 704; and a second parameter (P2) section 705.

The above CLA section 702 stores data indicating
classification (class) of the command. The above
INS section 703 stores data indicating an instruction
of the command. In the deleting command 700, the
data indicating an instruction for deleting data on
a specified identifier is set at the INS section 703.

The above first parameter (Pl) section 704 and the
second parameter (P2) section 705 each indicate which
identifier of the fifstuhierarchy data includes the
second hierarchy data to be deleted, the data being
set at the data section 707.

For example, in the cpmmand for requesting
deletion of the point upper limit value 108 contained
in data 100 on point X shown in FIG. 4, the data
indicating a deleting command is set at the CLA section

702 and the INS section 703. Then, "00" and "E1"
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702 and the INS section 703. Then, "00" and "EI " 72
are set, respectively, as identifiers of the first

hi erarchy data, at the 21 section 704 and P2 section
705, and "DF04" is set as an identifier of the second
hi erarchy data, at the data section 407. 5 It the case
where there has been successfully received the

del eti ng command 700 as shown in FIG 23, the CPU 14
of the ICcard 1 first discrimtates that the command
is a deleting command based on the data set hatlghe
CLA section 702 and the I NS sec¢tion, 703 of e

comfHid % %ﬂe?FlYngrsﬂﬁlh?ﬁ%?égl?ﬁ§t°fh5héoﬁﬁﬁﬁ§

{ﬁeﬁgirs ﬁﬁ%P%?gﬂy %ggggggg}uﬁ?ﬁbl?ﬂé4ggt%ﬁélP "8e&tion
nb e_para
ot RS land 2 Brb e Des CELET 80 DRSEdcRR: HIELPBEATRL hecond

10506 416y @Aesl| gL nahingathes LLesba s archy data

i ncl'udi ng the second |erarc y data to be déleted by

the Pl sectieRe 7@ésénﬁh§’§eS@Eék@nhzg%eéﬁesggyggﬁ'ful
di scrim nates the second hierarchy data to ete

t he miatei wsd Sthagdé et heg f Esmhakd €700 chy SRé@n in FIG. 23,
speci fied 20 by the paraneters of the Pl section 704

and P2 2l | bh o7 Obhdasedcandt hefidentdfseriminidbes that
second hierarchy data set at the data section 707 of
t he WwmrRemnFod. 15 At teelell brg i pommandgoased semonlde data set

hierarchy data to be deleted, the CPU 14 del etes the
secdid qﬁ%r%ltrﬁ/e@%%%n 82 Nowdd Bhe | BVS ofeehiton 703 of the

rocessi del eting, the second hierarchy data
\F,)V,H Cgtgnéu'g%cé englt is discriminated that the command

is the deleting command 700, the CPU 14 discriminates
the first hierarchy data including the second hierarchy
data to be deleted based on the parameter (data) set at
the Pl section 704 and the P2 section 705.

After discriminating the first hierarchy data
including the second hierarehy data to be deleted by
the Pl section 704 and P2 section 705, the CPU 14
discriminates the second hierarchy data to be deleted,
the data ex1st1ng in the first hlerarchy data specified
by the parameters of the Pl section 704 and P2 section:
705 based on the identifier of the second hierarchy
data set at the data section 707 of the command 700.
After discriminating the second hierarchy data to be
deleted, the CPU 14 deletes the second hierarchy data.

Now, a flow of the processing for deleting the
second hierarchy data will be described.

FIGS. 24, 25 and 26 are flow charts each
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FIGS. 24, 25 and 26 are flow charts each 73
illustrating the processing for deleting the second
hierarchy data having a nest structure. First, it is
assuned that the reader/witer 2 serving as an
external device has supplied a deleting 5 conmand 700
to the ICcard 1. Then, in the ICcard 1, the

comuni cation section 12 receives the deleting command
700. The received. deleting Tonfdnd=700 is supplied
fromthe comunication section 12 to the CPU 14.

Then, the CPU, 14 determnes that the command is a 10
del eHL’@SEBﬁFrﬁﬂa bhet Receeasipgt for dedesangl KBe second

secti on.__703 of, the copmand header section 701 of the
recel v ar%%ﬁnﬁﬁéa7BBVlVﬂeﬁ.P?SFSSHEPEFHFﬁed that the

KA D N AL e ek B
' 7 ; ti .
P15 L 8 AeeFlot L 000 T HUE . Bl

cont&ehmaid 07 0Bt QNLhONTENEa Fiyr Bt h’fﬁ%ﬁ‘[ CEJMt 9?%21@1%&% 1,

coincides with the identifiers specified a

secttlon JmantciPidN s66tion YDS5réeomvébetdat deleting
managenent information shown in FIG 5 (step $S400).

I n tdenoasd Were Totretel nédrdaléoingotothahag70vi Lh

the paraneters of the Pl section 704 and P2 section

705 $izep higd beem stive essrfmlih ycspion f $edt 26n (32 epo SYRO, CPU

NO, the CPU 14 outputs a response status indicating

t hatl £ontTRANI rtlee ek ¥ ohd | deprrmines sthaedthe command is a
deleting command by the CLA section 702 and INS section
703 of the command header section 701 of the received
command 700.

When .it is determined that the received command
is the deleting command, the CPU 14 makes a search for
data which coincides with the parameters set at the
Pl section 704 and P2 section 705 of the command.

This processing makes a search for control information
on the first hierarchy data which coincides with the
identifiers specified at the Pl section 704 and P2
éection 705 from the déta management information showﬁ
in FIG. 5 (step S400).

In the case where control information coinciding
with the parameters of the Pl section 704 and P2
section 705 has not been successfully specified
(step S400, NO), the CPU 14 outputs a response status

indicating that control information is not registered,

to the reader/writer 2 (step S4019, and terminates
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to the reader/witer 2 (step $S4019, and term nates 74
processing. In the case where control information
coinciding with the parameters of the Pl section 704
and P2 section 705 has been successfully specified
(step 5400, 5 YES), the CPU 14 checks whet her or not
the security condition set in accordance with the
security condition information contained in the
control information is net'(sf@% $402). In the case
where the above security <condition is not net (step
S402, NO, the CPU 14 10 outputs a response status

i ndifERSSF ¥ security condition is not net, to the

S403 d t
b ocess! it AhE (P A TR %n*?ﬂg ;ﬁ%g]%ggggappt gotnciding
ste Y, the CP
whet léerhogcrﬂe &a@af@‘ierfg f"i’s‘i1 Zh?n ARy A0 s ag tPgt

ey T ol 0 S MR s
In tyis)casgaveaie theHddsd M@E@éfwr g%@ tﬁ%OEQEuJQ:‘?{:y

at the address i ndi cated by the set address

| nf @omtitder Eetc o aldskddhddioy Lant{iod éé‘é@fi@%i €Bndition
(step S404, NO, the CPU 14 outputs a response siatus

i ndiicefidmattilat ddrecdined im efles dvntied B 1 5rEPhatedbn is

to the reader/witer 2 (step S405), and terni nates

pr odessi (ef.e$402 )t .he Imasthaevherse twteefé risiie haleoas chygcurity

data is set at the address indicated by the set

addreendiitifgy e int met (step S402, NO), the CPU 14
outputs a response status indicating the security
condition is not met, to the reader/writer 2 (step
S403), and terminates processing.

In the case where the above security condition is
met (step S402, YES), the CPU 14 checks whether or not
the first hierarchy data is set at an address indicated
by the set address information 211 contained in the
control information (step S404).

In the case where the first hierarchy data is
not set at the address indicated by the set address
-1nformatlon 211 contained in the control 1nformatlon
(step S404, NO), the CPU 14 outputs a response status
indicating that the first hierarchy data is not set,
to the reader/writer 2 (step S405), and terminates
processing.

In the case where the first hierarchy data is set

at the address indicated by the set address information

211 contained in the control information (step S404,
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211 contained in the control information (step S404,
75 YES), the CPU 14 checks whether or not the data

| ength indicated by the data | ength management
information 220 on the first hierarchy data is within
the all owable range indicated by the settable size
information 212 5 contained in the control information
(step S406). In the case wher he data | ength of the
first hierarchy data exceeds t al | onabl e range
(step $S406, NO, the CPU 14 outputs a response status

NI : i ti .
abnclr 10 R ot ISR O R B S| BAGt hhexdesas length
al 4. der/wit 2,(ste ,
PN N RIS B on
; . £ hi als wthin

the 1] ouatl e g (Rt R A B vEhEn Bt a1 Ovan1e
chegleh feha nealdfidy bgf drhe {éi@éblé"ﬂ%cf%f?%étwn 212
accordance with the data validity managenen

i nf eomidioR 2% ahd heodd Fst i}h%ﬁﬁ&@yoﬁa@tég@@oe)
S408). In the case where the validity of the Tirst ' 20

hi er ar chyirdattee hesseathdwentciseiceessf ubhytaheekede first |

namely,in the case where it is determned that the :

fi r $tielriagicinyt iela tohatex dee b ridreTed L { swaipl S468ng &0 stephe4 06,

CPU 14 outputs a response status indicating that the

dat &NV al itdyer FERAdgeadmut shforrespomsenstaeugsindisating

hierarchy data is abnormal (indicating that the

val itg‘iattytﬂ?z% dedta FedR RS ST smahbeketly albnenmal
(indicating that the data length exceeds the allowable
range) to the reader/writer 2 (step S407), and
terminates processing.

In the case where the data length of the first
hierarchy data is within the allowable range (step
S406, YES), the CPU 14 checks the validity of the first
hierarchy data in accordance with the data validity
management information 222 on the first hierarchy
data (step S408).

In the case where the validity of the first
hierarchy data has not been Sucdessfully checked,
namely, 'in the case where it is determined that the
first hierarchy data is abnormal (step 5408, NO),
the CPU 14 outputs a response status indicating that
the data validity management information on the
first hierarchy data is abnormal (indicating that the

validity has not been successfully checked) to the

reader/writer 2 (step S409), and terminates processing.
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reader/witer 2 (step S409), and term nates
processing. - 76 1In the case where the validity of
the first hierarchy data has been successfully
checked (step $S408, YES), the CPU 14 reads data on an
address indicated by the set address information 211
contained 5 in the control information by one byte
(step S410). \When one byte of tais read in the
above step S410, the CPU 14 chetks whether or not the
next data (next one byte) is provided as a part of an
i dentifi (step $S411). In the case where it is thus
checked t t€k?mF§EFr1 eraathei ¥apigitdeafashg parstof
4 reads the

the. i.dentifier step S111, YES), the U

next 6HE e daoff(a d'éafsas?%?%ps %???Pngh%%EﬁE@dmﬁéFép

it heqﬁgg t t t [S.not provided as a
parF%g?'the |deﬁ?% fgﬁj?g e% %é%i?ééiSORKE? ?ﬂgrﬁﬁﬂ 14

det erpiinas dhaly tie dat@ ' a -
S412 ig providéa as g%%a_%ﬁ%?%%%i%gfo?%ge?aéﬁ%?%ig??talned
Thatin $het %r@%éllf‘irﬁ%fm@@i&wb?. oRE O PEE! NBtep S410) .
operation for reading the identifier of the first data

on thensenenbytierdf aytd ni accesdangeth@lapbvd §b6p 5410,
processi ngs of the steps S410 to S412. Therefore, in

t he tb@&s € Rihdrée dhedlss orfestideslr dhatot hehaexéxtadiata s (next
not provided as a part of the identifier (step $S411,

NO) onehbytrl) 1is dstaridedsas whapdet of aotidéetifier (step

identifier of the second hieraychy 25 data read in
t he Séildps SAT0 thfd e Wi rri Hesiwi thus hehédkedi that the

‘specified at the data section 707 of

next data is provided as a part of the identifier
(step S111, YES), the CPU 14 reads the next one byte
of data (step S412).

In the case where it is checked that the next data
is not provided as a part of the identifier (steb S411,
NO), the CPU 14 determines that the data read in
the steps 5410 and S412 is provided as data indicating
the identifier. That is, the CPU 14 éarries out a
processing operation for reading the identifier of
the first data on the second hierarchy in accoréance
with the proceésings of the steps S410 to S412.

Therefore, in the case where it is checked
that the next data is not provided as a part of the
identifier (step S411, NO), the CPU 14 determines
whether or not the identifier of the second hierarchy
data read in the steps S410 and S412 coincides with
the identifier specified at the data section 707 of

the command 700 (step S413). 1In this determination, it
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the conmand 700 (step S413). In this determnation, it
77 is determ ned whether or not the identifier of the
read second hierarchy data is provided as an
identifier of the second hierarchy data to be

del eted. In the case where it is determned that the 5
identifier read by this determ nation does not
coincide wth the identifier of the second hierarchy
data to be deleted (step S413,7NO T the CPU 14 reads
the next data on the identifier as a data |ength of
the jdentifier data %step S415). When the data is

t hust § 3Rt e¥REnepUvhethardetepritnsbeaideatd fagdr ofstoe read

th t 0 second hierarchy (identifier of
thg $§§én%295¢5ﬁr?ﬂx dak@ohd RrevaPeRyRst eBmidRatidigr of

h d
on o ﬂeQeccoﬁraWQ?%?Eﬁpz §¥aedd E?eﬁg%ﬁe%ﬁé-?ﬁgf 14ata
wh t r conre |n
Che' i dent 111 cheobaBB whdfe  2iots BRTRRIEERDRRC
*“f”fHéHB&EE%PC£Q§§ t@hggedgﬁg§mlé§§ggn Hgggggg%n501nc1de

i nformation 220. ove ste f or “exanpl €

tfﬁiwiMhrﬁhéeﬂﬁént§f93§05§dth8 QEEeﬁgaﬂggrﬁ&EhgmﬁsEgeEo be
or 20 not the start address of the next data

secaiul died alstyp (SUDB} WAy esBe0tPUhe4i denlisf LBE AExt data
the next data on the second hierarchy) deternined

fromn Hehelatdent efigeh at &héatdebenfthrofdathReexaendsfier

the all owable range of the address based on the data

IEHmﬁatﬁﬁ(Qm@92§4b&ia | $hen ht hrandgtaens thbsr meadpnthe CPU

220._ Nanmely, in the determ nation of the step S416,

it ild Re@FmiRes a start address of the next data on the
second hierarchy (identifier of the next data on the
second hierarchy) from the read data length. When the
start address of the next data oh the second hierarchy
is determined, the CPU 14 checks whethef or not the
address corresponding to the identifier of the next
data on the second hierarchy coincides with the data
lengfh management informationl220.

In the above step S416, for example, the
coincidence is checked in accordance with whether or
not -the start addresé-of the next data on the seqond
hierarchy (start address of the identifier of the next
data on the second hierarchy) determined from the data
length of the identifier data exceeds the allowable
range of the address based on the data length of the
data length management information 220. Namely, in

the determination of the step S416, it is determined

whether or not the next data on the second hierarchy



whet her or not the next data on the second hierarchy -
78 is normal. In the case where it is determ ned that
the address of the next data on the second hierarchy
does not coincide with the data length indicated by 5
the data | ength managenent information 220 in the
above determ nation, nanely, in the case where it is
deternmined that the data is abnarmal (step S416, NG,
the CPU 14 outputs a response d8atUs indicating that
abnormal data has been searched, to the reader/witer
2 10 (step $417), and term nates processing. In

addiBi BRIMA4 -t he case where the address of the next

data on the _second hierarchy coincides with the data
| engt h ﬁ‘aé?iﬂ‘?erﬁa%enf SR i 1dh DAt REH A dthathgghe

. e 15
R e P N St S
secgpdshhekarghy ckﬂigo :aﬁ oY el %faet%A %@%he% c%\g:eed by

byte of data is rea the step

h h 4t _ |
chegke wheh Q%n%rthn%nta@%,n%gﬁ:t il?ffté% it )egrl)’l 3@9)@%{ Ie%hézg

provi ded as a part of an

t heabase deeeeniine tioL!, (ﬂﬁhﬁéligﬁ RrowWhdeda% iad & is
the identifier (step $S419, YES), the CPU 14 reads the

nextiebrembned ahadatthe( slatp $42@bndrmalhe strge SH1,e NG) ,
the next data is not provided as a part of the

i dehief CEP (4t optBats, aNDesponeeCRat4s Amddetagrimigneshat
that the data read in the steps S418 and S420 is
profbredMad data hagi beenngealrehedenttiof itdve, reader/writer 2

(step S417), and terminates processing.

In addition, in the case where the address of
the next data on the second hierarchy coincides with
-the data length management information 220 (step 5416,
OK), the CPU 14 reads the déta on an address corre-
sponding to the identifier of the next data on the
second hierarchy by one byte (step S418). When one
byte of data is fead in the step S418, the CPU 14
checks whether or not the next data (next one byte) is
provided as a part of an iaentifier (step S419). 1In

"thé case where the next data is provided as a part.of_
the identifier (step S419, YES), the CPU 14 reads the
next one byte of data (step S420).

In the case where the next data is not provided
as a part of the identifier (step S419, NO), the CPU 14
determines that the data read in the steps S418 and
S420 is provided as data indicating the identifier,

and returns to the step S413. That is, the CPU 14
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and returns to the step 5413.' That is, the CPU 14 79
repeatedly executes the above steps S413 and S415 to
S420 until the identifier coinciding with the
identifier specified at the data section 707 of the
conmand has been found. 5 In addition, in the case
where it is determined that the identifier read by
the determnation of the step 13 coincides with the
identifier specified at the data section 707 of the
recei ved conmand, nanely, in the case where it is

hy d t
- oad St #?%?e%é‘gﬁ%%?@%a1%1@&%%%‘%%@%0%%5%‘. %?gr@ag,z
1 YES t he CPU, 14 reads
fhe S n P AR E TS | R e el el BEn ST i R LB

t he sicantd £1 8¢ gﬂ?éhglggaaﬁ %l gg?ﬁ %zg@% eLed)s 3158758 N e

15 When readin he second

hi ercoretdhdatias tedte dahgied, the CPU 14 deternines a
start address of the next data on the second hierarchy

(identifikt additieomexindend @aséhgnsesond. béeaéﬁéiliﬁlned
based on the read data | ength. Wen the address

cor rdeypordiengi dem tt i ene xit e d dl sy Iﬁh@rdéﬁeﬂﬁix@ém&@%f the
the CPU 14 checks the coinci dence between the address
cor idfporith Iny qaaindicder i tilartie fidentainfii éhespelat fied at
I ength indicated by the data |ength nanagenent

i nf cg‘}FWa %fr? BRrtiqrey W4 xf the n1¢delvedpc@ardnd 25namely,

S eclfl the CPU 14 det erm nes whet her - or not the
fPr&P zﬁ%ﬁﬁ/Wﬂﬁﬁﬁ|%¥|%§zﬁ?ﬁﬁﬁﬁﬂn%ﬁzﬂhﬁ%uﬁh@Wﬁ§¢mmd

hierarchy data on the read identifier is provided as
the second hierarchy data to be deleted (step S413,
YES), the CPU 14 reads the next data on the identifier
as a data length of the identifier data (data to be
deleted) (step S414).

When reading the data length of the second
hierarchy data to be deleted, the CPU 14 determines a
start address of the next data on the second hierarchy
(identifier of the next data on the second hierarchy)
based on the readldata length. When the address
corresponding to the next identifier is determined,
the CPU 14 checks the coincidence.between the
address corresponding to the next identifier and the
data length indicated by the data length management
information 220 (step S421). 1In this step S421,
specifically, the CPU 14 determines whether or not the
first hierarchy data is in a normal state and whether

or not there exists the second hierarchy data that
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or not there exists the second hierarchy data that 80
follows the second hierarchy data determ ned to be
deleted. In the case where it is determ ned that the
first hierarchy data is abnormal in the step S421
(step $S421, 5 NG, the CPU 14 outputs a response
status indicating that abnormal data has been ,
searched, to the reader/ mwlteé 2 (step $S426), and
term nates processing. .In additYon, in the case where
it is determned that there does not exist the second
hi er a 10 that_ follo e second hierarchy
dat P?gf%% déﬁ%t%ﬁcoP Phsrer Ysgéia(gﬁéﬁn§$ﬂfd N be
follg ﬁ gdata exists), the CPU 14 deletes the second
hlerarc y data (step S422). In this case, the data

I ength of ti g8k Eﬁgﬁa&ﬁg¥e %% g ge%ﬁfﬁﬁgﬂﬁfﬁgE%Pﬁhf first

del eting the seco hierarc

needsi épa sERPIGat BeidabBnbenglhigf thhe [ &
hlera}chi da?a aThe%eforg ?ﬁ% i th@ St%Eu?§§1 (gtif S421,

| engtiy) , obhei OrU DY éubpﬁagtangeapSQEa keagiul Q%dh@%tlng
second 20 hierarchy data deleted froma data |ength

of ttleat slbmoe=nalddadaonashbeénr stabihedr, chy. tBasedarr/
the data length of the computed new first hierarchy
dat awritewe ZP(stdpche26rt sahietdananhengt proketsisd ndat a
l ength rmanagenent information 220 (step S424). 25
When t hes&npr@désspngsiar Ehrocaakl yheyerplist é¢, defter@Rned
14 ouhguts a reggonse status indicating that no
t there es not ex1st the second hierarchy data
that follows the second hierarchy data to be deleted
in the step S421 (step S421, No following data
exists), the CPU 14 deletes the second hierarchy
~ data (step S5422).

In this case, the data length of first hierarchy
data is changed by deleting the second hierarchy data.
Thus, the CPU 14 needs to change the data length of the
first hierarchy data.

Therefore, the CPU 14 computes a data length
obtained by subtracting a data length of the second
hierarchy data deleted from a data length of the
current data on the first hierarchy. Based on the
data length of the computed new first hierarchy data,
the CPU 14 corrects the data length of the data length
management information 220 (step S424).

When these processings are normally completed,

the CPU 14 outputs a response status indicating that no

abnormality occurs to the reader/writer 2 (step $S425),
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abnormality occurs to the reader/witer 2 (step $425),
81 and termnates processing. In addition, in the
case where it is determined there exists the second
hi erarchy data that follows the second hierarchy data
to be deleted in the step 5 S421 (step S421, Foll ow ng
data exists), the CPU first deletes the second

hi erarchy data (step S422). In this case, it is
necessary to nove the second ﬁ“erarchy dat a t hat
follows the del eted second hierarchy data. Thus, the
CPU 14 etern1 es a novenent 10 quantity of the

fol B FiBG Rt a based on the data

lrrgcgtrrgn? T qhgeqqogtegleg&ggofrggt e &gt ﬁhﬁ?%fhg@t Shofatasmined
on the delglied s %%n%éycﬁ{c?ﬂyr?% 1@§Fa flngtcfﬁ%.]fows

nmoves t he second lerarc

del ehed seeenrd iy c@?&@ oy bé‘ AOPL Leqg! fﬁ‘%ﬂeogtep

the del eted second hierarchy data”" as a novene

quasitly (eftehes42al,| oW INbwsard ik th &1 §8Y) , d@ﬁé €Bbepirst
S423). Further, in this case, the first hierarchy data

is d20e¢bang®@ e comd g ddzerdiof |dat 09(SeEPNSi422) |

hi erarchy data together with deletion of the second

hi er ar chyrddthd.s CHues, itthel CRAEdds saedstbomohangket he
data length of the first hierarchy data. Therefore,

t he S€PONE4 higrpmchy sladat &Nadndfidl v theel dyleted second
subtracting a data length of 25 the second hierarchy

dat A16ERECEY FRdm-a FRUS/ &hp IERH tThedeterrines|asmovement

ased n the thus
h|erach%tdat fofiow1ng second hierarchy data based

on the data length of the deleted second hierarchy
data. This movement quantity denotes a length of the
whole data on the deleted second hiérarchy. That 1is,
the CPU 14 moves the second hierarchy data that
follows the deleted second hierarchy data by "a whole
length of the deleted second hierarchy data" as a
movement quantity of the following second hierarchy
data (step S423).

Further, in this case, the first hierarchy data is
changed by moving the following;secoﬁd_hierarchy data
together with Aeletion of the second hierarchy data.
Thus, the CPU 14 needs to change the data length of the
first hierarchy data. Therefore, the.CPU 14 computes
a data length obtained by subtracting a data length of
the second hierarchy data deleted from a data length of
the current first hierarchy data. Based on the thus

‘computed data length, the CPU 14 corrects a data length
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‘conputed data length, the CPU 14 corrects a data
length - 82 of the data | ength managenent infornmation
on the first hierarchy data (step S424). Wen these
processi ngs have been normally conpleted, the CPU 14
out puts a response status 5 indicating that no
abnormality occurs, to the reader/ witer 2 (step
S425), and term nates processin As descri bed above,
it the case where there has ~‘beeh successfully
received a deleting conmand having specified the

fi ' h t dth d 10 hierarchy data
to BE ddibiAr? Feh e ChrbeGenen ol BAPyTeE hanoBboRGe Tirst

Cpet i Rr Y HARECILEER shafL ™ R O S mmnner i1 s

possi bl e . £ashd Ve #SESSsEH?FEQSG%ELEQnSﬁggﬁ%}gYChy

hi erarchy data from1the speci r'rs

dat @ oMglild F avkd e pg I@eoM@§ﬁ€sd§tfe9§?%F§ %%Qﬁﬁs

hi erarchy. As a result, it beconmes pos

ef f iicicEdd da el £ SReCAbhErBeTong oBERFE! ChY Rt areader/
contained in the first hierarchy data having a nest
struotitreer 20(Noyy SUZRSLrAnd i Ormihhtde ghyeasMAd.
respect to a processing operation for adding the

second hifs atesgribled aabove, t he thestabeewheebytHatré@ has
(additional witing processing operation). First, a
proé%%%ﬂIﬁFQRﬁﬁ%ﬁuk#Vftﬂc%wm¢®gat@@leQEHSechmbpd having
hierarchy data into the first hierarchy data wll be -
br i egﬂef}éésedjri% Th - rleterarehy t @2k sprdi the second

hierarchy data to be deleted, the IC card deletes only
the second hierarchy data specified, the data existing
in the specified first hierarchy data.

In this manner, it is possible to easily delete
the specified second hierarchy data from the specified
first hierarchy data without rewriting the whole
data on the first hierarchy. As a result, it becomes
possible to efficiently delete specific second
hierarchy data contained in the first hierarchy data
having a nest structure.

Now, a description will be given with réspect to
a processing operation for adding the second hierarchy
data into the first hierarchy data (additional writing
processing operation).

First, a processing operation for adding the
second hierarchy data into the first hierarchy data
will be briefly described with reference to a specific

example.
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exanple. 83 FIG 27A is a view show ng an exanpl e of
a data configuration in the case where the second
hierarchy data on identifiers A and B exists in the
first hierarchy data. FIG 27B shows an exanple of a
data 5 configuration in the case where the second
hierarchy data on. identifier Cis neWy witten into
the first hierarchy data shown in FIG 27A. That is,
in the case where the second‘hi%?arthy data on
identifier Cis additionally witten into 10 the first
hi erarchy_data_shown in FIG 27A, the CPU 14 first
wites dat wCon?{fiehfi fi Biew shawanpf pBr exgmpae péngt Hata
and data val ue value%%?that fo]l ows the second

hi erBP IR B oR +hehie FaFeRY ?ﬁ%n?h?héeaﬁﬁg géﬁGErChy
| irst_hi data | s change t he

o it P Wendl Pl efL A% éan%?it% mﬁehihﬁgt

b : kA ' 57 g N ges ,a

oo BT S T T oL e T SR8 e

220 donf Bguhed 81 b NP htl?@f‘éé§é'@%eg% dﬁ%@ %ﬁ@?ﬁ?shierarchy

hi erarchy data on identifiers

MannErta tde Seeends 28 ht el ar byl falh 8 ofeh dent b E8E Eirst
iIs newy added into the first hierarchy data, and the

dat éhdleeraptdh yredeige nEindwn | 1l OF D@L | TR eNt ers a nor nal

state. Now, a description will be given with respect

to instruthabnisat in(blei thsaavheretthg seconddhiéoarchy

25 requesting addjtional wwiting of the second

hi erdfhyen difdenthiter He §s raddhtionakhy wattten into
the first hierarchy data shown in FIG. 27A, the CPU 14
first writes data on identifier C (identifier, data
length, and data value (value)) that follows the second
hierarchy data on identifier B. Then, the data value
(value) of the first hierarchy data is changed by the
second hierarchy data on identifier C which has been
additionally written. Thus, the CPU 14 changes a data
length of the data length management information 220 to
a data length consisting of the second hierarchy data
on identifiers B and C. 1In this manner, the second
hierarchy data on identifier C is newly added into the
first hierarchy data, and the data length managemént
information enters a normal state.

Now, a description will be given with respect

to instruction data (additional writing éommand) for
requesting additional writing of the second hierarchy

data into the first hierarchy data.

FIG. 28 shows an example of a configuration of
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FIG 28 shows an exanple of a configuration of 84
instruction data (additional witing command) 800 for
instructing additional witing of the second hi erarchy
data into the first hierarchy data. This additiona
witing conmand 800 is provided as a command to be 5
supplied fromthe reader/witer 2 to the IC card. The
addi tional witing command 800, as shown in FIG 28,

i s conmposed of a command header84ection 801, an Ls
section 806, and a data section 807. The conmmand
header section 801 stores data indicating the classifi
10 ch??%ﬁucFﬁgPrGEFFoﬁéddéﬁéoﬂaﬂawﬁﬁ§#§go€0mménﬂlkéOO for
of ction,806 stores information

i ST ROCEERG: adfErgtn SrVEAFANGePT o enesaar Fierazeny
h at ecti.aon
L ordta PR chOCe R Eﬁamrgaﬁdg Eea ddihis coditipnal
1t1 oha
o Miengecantall®hab Ty BRLT1484 080 LbhaRaH Kgybe
is  ogsposed PfomatﬁéArésaé§ PPy BECL §”t§0 he® 351?;’28

(instruction) section 803; I rst paraneter

section 80He éﬂdl@léﬁﬁQndrﬂﬁiﬁaeESEméBa)8§@Cthgnsﬁg§n in
The CLA section 802 stores data indicating fhe

cl asBiGi c28j obs (comsssedfof he command. hdhget l\§eé€95h0901
803 stores data indicating the instruction of the

conmandks | gechiomddi0é) omad awdatagsectbands @0, The 25mmand

data indicating an instruction for additionally

wr i therfekatection eB01 nstoresadatsetndbraBlTgi sheetlagsifi-

theégﬁion, instructions, and parameters or the like, of
the command. The Lc section 806 stores information
indicating a data length of data set at the data
section 807 of the command. The above data section 807
stores the identifier, length, and data value (value)
of the second hierarchy data to be additionally
written.

In addition, the command header section 801.is
cbmposed of: a CLA (class) section 802; an INS
(instruction) section 803; a first parameter (P1l)
section 804; and a'second.parameter (P2) section 805.

The CLA section 802 stores data indicating the
classification (class) of the command. The INS section
803 stores data indicating the instruction of the
command. In the additional writing command 800, the
data indicating an instruction for additionally writing

data stored in the data section 807 is set at the INS

section 803.
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section 803. 85 The above first parameter (P1)
section 804 and the second paraneter (P2) section 805
each indicate which identifier of the first hierarchy
data includes an identifier of the second hierarchy
data to be 5 deleted, the data being set at the data
section 807. It the case where there has been
successfully received the additional witing comand

. 800 as shown in. FIG 28, the €PU I4 of the IC card 1

first discrim- nates that the command is provided as
an addi ti qnal ting command based on the data set

10 i
at the CUA® saéi‘%‘{%[r#%r(ﬂt RRF ARG Bk 1197 5o 894t Ard
CommiE] sedng Yﬂ%er%gte‘tf'ftf?f’@%%a"%ﬁ”ﬁi%@ﬁ%a%imdi?te |
, 2, i im {. first hierarc
ot lcn (el d ikt Y2 A Al da i) e Yiludes

addighl qualrlos eardd LN digsed g The RArAPlar.d dal 3l

set at the Pl section 804 an sect o, _
di seleilaitRal,i thel kRt belind & Y Wt daddddon 1907,
witten by the P1 section 804 and the P2 20 section

805, the IEPWHet ausd amelad aHdemdd ivternfsidee se60NTy
hi erarchy data, length,' and data) to be witten, the

dat xelpeiinvgpds etheataddie idmiad swdittiony 8@hmand @dhes shown in

first hierarchy data specified by the paranmeters of

t he FRG.s@8i de7Chlarid RE et iI6h c2OS LR2FiNmt, i fdmoimi-
of the processing for additionally witing data
havifdges tdst dheycommang |is peoydsiad lsed.an additional

writing command based on the data set at the CLA
section 802 and the INS section 803 of the command

800. When it is discriminated that the command is

provided as the additional writing command, the CPU-14
discriminates the first hierarchy data into which the
second hierarchy data is additionally written based on
the parameter (data) set at the Pl section 804 and P2
section 805.

When discriminating the first hierarchy data
additionally written by the Pl section 804 and the P2
section 805, the CPU 14 writes data (identifier of the
second hierarchy data, length, and data) to be written,
the data being set at the data section 807, into the
first hierarchy data specified by the parameters of
the Pl section 704 and P2 section 705.

Now, a flow of the processing for additionally
writing data having a nest structure will be described.

FIG. 29 is a flow chart illustrating the
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FIG 29 is a flow chart illustrating the 86
processing for additionally witing the second .

hi erarchy data having a nest structure. First, it is
assuned that the reader/witer 2 serving as an
external device has supplied an 5 additional witing
command 800 to the IC card 1. Then, in the IC card 1,
t he conmuni cation section 12 receives the additiona
writing command 800. The recei%8d additional witing
command 800 is supplied fromthe comruni cation
section 12 to the CPU 14, 10_Then, the CPU 14

det é??ﬁ’%%%S%mt LoheadeimaRRaldY prdbingdthe aecond

addi t i onal onmmand b CLA section 802 and
e L er e oaaf? ]Pﬂ‘g:)ggnﬁvaﬁﬁs‘:hé&&@g Sééri on 501 o

. etern ne a
the ?ZEZ: %ﬁ% gm e 28 pdeg shanedne it 2
Wity §09xtépﬁﬁlf§%5}éenﬁggssﬁ %ﬁ%r%P for

data |ch coi ncides w aneter setat

Pl s£gdi©fo$df @Bﬂtfggssswngﬂdf%%o 96 the %@mé%% 1.

This processing nakes a search for the control

i nf orimedt ) ofn whhehrcotaeddes whehcbhfuhdelih of0 skdc@lion 12
specified at the Pl section 804 and P2 section 805

f r onredei ves at henadeéhensvnabf wrirai hgncshmand B00Fl GThe
(step S500). In the case where the control information
coi neseeR higed addi htopal awei tisgotomnnen®1886ctisosupd ied
25 and P2 section 805 has not been specified (step
S500£reo) the heormmenigabiepusechionspante thet GHU 14.

i ndi cati ng
Then, "the CPU 14 determines that the command is

provided as an additional writing command by the
CLA section 802 and INS section 803 of the command
header section 801 of the received command 800.

When it is determined that the received command
is provided as the additional writing:command 800, the
CPU 14 makes a search for data which coincides with the
parameters set at the Pl section 804 and P2 section 805
of the command. This processing makes a search for the
control information which c01nc1des with the identi-
fiers spe01f1ed at the Pl section 804 and P2 section
805 from the data management information shown in
FIG. 5 (step S500).

In the case where the control information
coinciding with the parameters of the Pl section 804
and P2 section 805 has not been spécified (step S500,
NO), the CPU 14 outputs a response status indicating

that the control information on the data specified by
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that the control information on the data specified by
87 the conmmand to the reader/witer 2 (step S501),
and termnates processing. In the case of specifying
the control information which coincides with the
paraneters of the Pl section 5 804 and P2 section 805
(step S500, YES), the CPU 14 checks whether or not the
security condition in accordance with the security
condition information 213 cont&’ned in the contro
information is met (step $S502). In the case mhg;e t he
above security condition 10 is not nmet (step S5

NO) ,t %ecﬁﬁmﬁ%q bt phesrgadeedpansersat(ss s dddt)i-ngnd
that_the, security condition is rnot net, to the
rewﬁﬁ?%&??%?s2p¥§?§ﬁs§§@3), and terninates

rocessin t a where t he above securi.ty. ,
gonditiong?skﬂi5g§%% %gtgsggégffngE © fﬁgﬁéﬁﬁ tfformation
checl4s; she n a h l.r et,.at__an.
cdar s e Eae Ses Do ot e A el e BENIRT £t s b ion
contg Neghd np2 heec€8AT 8bsi NELERREERR, ( e SY) P 14
the case where no data is set at the address

i ndi €tod €kls byhé bike 5 b r 288t e6Re28eklrekBtbRdi2ibn in
contained in the control information (step S504, NO, :
t he CRibAdameé putshathespeoseisiyatoadiitidnCahifdgniataon 213

no data is set, to the reader/witer 2 (step S505),

and ¢enta iredsiprobessongrolnitliormasé onhdse méat g sitep

set at the address 25 indicated by the set address

i nf o714 ) on Pnitkentasaedhera the sbaveolsecufrdtyationdition

(st efs Sr?gé’me\(gszétégesggg, 11%0) ; the ClPU 14 outputs a
response status indicating that the security condition
is not met, to the reader/writer 2 (step S503), and
terminates processing.

In the case where the above security condition is
met (step S502, YES), the CPU 14 checks whether or
not data has been already set at an address indicated
by the set address information 211 contained iﬁ the
control information (step S504). 1In the case where no
data is set at the address indicated by the set address
information 211 contaiﬁed in the control information
(step S504, NO),; the CPU 14 outputs a response status
indicating that no data is set, to the reader/writer 2
(step S505), and terminates processing.
In the case where data is set at the address

indicated by the set address information 211 contained

in the control information (step S504, YES), the CPU 14

checks whether or not the data length indicated by
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checks whether or not the data I ength indicated by -
88 the data | ength managenent information 220 on the
first hierarchy data specified by the conmand is
within the all owabl e range indicated by the settable
size information 212 contained in the contro
information 5 (step S506). In the case where the data
length of the first hierarchy data specified by the
command exceeds the allowable P8nge (step S506, NO),
the CPU 14 outputs a response status indicating the
dat a nanggenent 10 informati on on the specified first

hi er@eh H%téen@Fhdmeaﬁsﬁ@epﬁaﬁnﬁwgnﬁﬁﬁgn1f%@&rvn i?e first
d h [ ] bl -an t h er/fwiter 2

O ot U 0 e A U e

wh it_i d_that .t dat 15 .l engt h of .t he

i roni ot S dREaarahdBcirica Y Hhe thEomrkratle Size

L chaskeRefeoarra: ey RSRipRE B8 TRE conkasl, dhdBgiay ion

the gatapvaspgity managenent information 222 on the
firs? H%%rarchb data specified 20 by the conmand (step

S508) . |n:hheheaaaséheharbhﬁnéwdaﬁd>1éﬂqgﬂﬂéﬁiﬂﬁa first
hi erarchy data specified by the command "has not been

successfarttlyy chetkedpést Ene850§, tNe) cohandPdxbéeds the
out puts a response status indicating that the data 25

val iall igwabbagearge i(aftepn8b06n ¥O0)théhki CPU Ridenarpyts
specified by the command i s abnormal (indicating that
a response status indicating the data management
information on the specified first hierarchy data
(indicating that the data length exceeds the
allowable range) Fo the reader/writer 2 (step S507),
and terminates processing.

In the case where it is checked that the d;ta
length of the first hierarchy data specified by the
command is within the allowable range (step S506,
YES), the CPU 14 checks the Validity.éf the data
in accordance with the data validity management
information 222 on the first hierarchy data specified
by the command (step S508).

In the case where the validity of the first
hierarchy data specified by the command has not been
successfully checked (step S508, NO), the CPU 14
outputs a response status indicating that the data
validity management inforﬁation on the first hierarchy

specified by the command is abnormal (indicating that

the validity of the data has not been successfully



10

15

20

25

the validity of the data has not been successfully' 89
checked) to the reader/witer 2 (step S509), and

term nates processing. In the case where the validity
of the first hierarchy data specified by the comand
has not been 5 successfully checked (step 5508, YES),
the CPU 14 checks whether or not the data | ength of
the second hierarchy data to be added, the data being
set at the data section 807 of8%hecommand, coi ncides
with the current data |l ength (data | ength managenent
10 information) of the first hierarchy data specified
by tHhedehan (shepresdey/wrhtehe2alboversEbpo5510ndit
is determ ned whether  or not a nenory overfl ow occurs
|r1tqﬁ¥W%ﬁﬁ;%ﬁmﬁ€Pc%ﬂﬂ%$9onal witing i s done.

S f the 15 e where the data set at the
Thta SectibItBbICHES URAFe; CNA| o IhRREYeR, FbE FRESE

or | HSRHHE Le tE orot SFe ey P RRER AT g Sqapt been
e PO et A9 68, °FRSY ¢ hfs bRk
i nf B RO hdd v | Sr ﬂ%? éﬁgjd%éadfé A ngs wﬁgtggéond

or not the data length I'rst erarch ata

af t efi el fchypdgh td opal by %déaenthéxasﬁﬁl%ébﬁg set at
al | owabl e range indi cated by the settable size

i nf arreatdare 242Gt bows B0 Do £ hehdatemhen@f heoinéb@e25with

current first hierarchy data and the data | ength of

t he Wt cwaterdt daea ddmgsliect{daba 8Déngth management
information) of the first hierarchy data specified
by the command (step S510).

In the above step S510, it is determined whether
or not a memory overflow occurs in the case where
additional writing is done. Specificaliy, in the
case where the data set at the data section 807 is
additionally written into the first hierarchy data,
the CPU 14 determines whether or not the data length
of the first hierarchy data exceeds thg allowable
range indicated by the settable size information 212
contained.in the control information. That is, the CPU
14 determines whether or not the data length of the
first hierarchy data after being additionally written
exceeds the allowable range indicated by the settable
size information 212, based on the data length of the
current first hierarchy data and the data length of
the data set at the data section 807.

In the case where it is determined that the
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In the case where it is determned that the 90 data
| ength set at the data section 807 does not coincide
with the current data length of the first hierarchy
data specified by the command by the determ - nation
of the step S510, nanmely, in the case where it 5is
determ ned that additional witing of the data

speci fied by the command is disagled (step S510, NO,
the CPU 14 outputs a response st4t us i ndi cati ng that
the data length of the specified first hierarchy data
exceeds the all owabl e range (indicating that a nmenory
10 F | PR LY 3 the dabacPeGEieRr897 (deep not

SH11 es _processi ition, in

.casé;%&ﬁ§i§%:§$€gggé%rﬂ?ﬁﬁﬂntt#g?étLgngggaofeﬁﬁ?hféggg

gét R b R s r 5 Py et 08 Yo HEP et exmi -
DAL SHTEE LY S0, dol5T AL o, LIE GhEP FRale «c
dat & specid iRthdy tHe £QATBIGhE8N PEr fAdi éfoalg{e: §ata

witten (step S510, YES), the CPU 14 addition

Wi tsgse d e elitisy Sttie adoti@n@0i slad Bs §18Téd 00s 888 9610 henoy ,
conmand 800 as the second hierarchy data into the

dat &lseddPbNl { valtmtofa tdepdnsstsbatuar ohyidet éng that
speci fied by the conmand 800 (step S511). In this
casethe ettt kengiytdf ofhe hepdécifie@5f hr et anbdyadahp data
I's changed by the additionally witten second

hi ere¥e9sdsidile ahlevable Cyd4(irdticatbng that a memory

overflow occurs) to the reader/writer 2 (step S511),
and terminates processing.

In addition, in the case where it is determined
that the data length sét at the data section 807
coincides with the current dafa length of the first
hierarchy data specified by the command by the
determination of the step S510, namely, in the case
where it is determined that the data specified by the
command can be additionally written (step S510, YES),
the CPU 14 additionally writés the data set at the
data section 807 of the command 800 as the second
hierarchy data into the data section (value) of
the first hierarchy data specified by the command
800 (step S511).

In this case, the data length of the first
hierarchy data is changed by the additionally written
second hierarchy data. Thus, the CPU 14 needs to

change the data length of the first hierarchy data
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change the data length of the first hierarchy data 91
(data | ength managenent information). Therefore, the
CPU 14 conputes the data | ength added by the second

hi erarchy data additionally witten into the current
data length of the first hierarchy data. Based on the
5 data |l ength of the conputed new first hierarchy
data, the CPU 14 corrects the data |length of the data
| ength managenent i nf or mat ion 2220 on the first
hierarchy data (step S513). \Wen these processings

are normally conpleted, 10 the CPU 14 outputs a
resﬁgﬁ§é &ﬁ&ﬂﬁ%iWﬂﬂ%ﬁ%WQR}t%ﬁﬁoqﬂﬁt%ﬂﬂﬁﬂrnﬂhQSﬁforer the

, h der/ wrj 2 (¢ 14),, d
o SETatde HPRUIEE e A e it aiRrD B rf Hihes aod
wh b . ful Iy, i.ved
ndar EEALC T EEtay TR R bR P dhs jqurrent
fi [ he, . i h
e esty SRRy et ad DA TR & cne
secaadahilenyttNbr 4 Rfitfdedd dihespaddded data,

first hierarchy data. In"this manner, the new seco

hi ecaechkpudaia care2@ sheeasidts adIRAH @t hd idata length
hi erarchy data wthout rewiting the whole first

hi emanelggmeatta.info matdom 220 ion hdeonEy siodsiddardhyy
efficiently carry out additional witing of the
secdndiahi(etgpc®plddt.a into the first hierarchy data
having a nest structure. 25 Now, a processing

oper at i oMhegy tha§enProcssiidtgs fasre derrmaialyl meprep resed,

stru%ture wi_| | be descri bed o .
the CPU 14 outputs a response status indicating that no

abnormality occurs, to the reader/writer 2 (step S514),
and terminates processing.

As described above, in the case where there has
been successfully reéeived an additional writing
command having specified the first hierarchy data
and the second hierarchy data to be newly added,
the IC card additionally writes the second hierarchy
data specified in the specified first hierarchy data.

In this manner; the new second hierarchy data can
be easily.added to the first hierarchy data without
rewriting the whole first hierarchy data. As a result,
it becomes possible to efficiently carry out additional
writing of the second hierarchy data into the first
hierarchy data having a nest structure.

Now, a processing operation for making a search
for data having a nest structure will be described

here.
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here. 92 First, a description will be given with

respect to instruction data (search conmand) for
instructing, search for the second hierarchy data
having a nest structure. 5 FIG 30 shows an exanple

of a configuration of a search command 900 for
instructing search for the second hierarchy data

having a nest structure. This search conmand 900 is
provi ded as a conmand to be-supdlied fromthe
reader/witer 2 to the IC card. 10 The above search
command 900, as shown in FIG 30, 1is conposed of a
conmand hE&adet,sectessrdptiand wddlLbe géoenowidldi. refpect
above command header section 901 ' stores data .

i ndi @t +RLFHEtEPRSIRERCABRENCh AeTMapd) ofor dngtructing
paraneter of the command. The above Le section 906 15

st or 8828k af PRAFREL PRGORIAAL§TPERRYhdBEat Ravddamandrest
header _section 901. In addition, the command header
sect?%ﬁuﬁgﬁr?s conposed of: a CLA (class) section

902; an IE?Ei§bgsgﬁg%%:%ﬁ)sgﬁﬁﬁh%no%og;c%ngﬁrg%gﬁgf%} of

par aneter 07 sec ; -and "a secon
(PZ)a$§8$£9H389§maﬂ5h909b9¥?.95@t§ﬁ€%&ﬁ§ gggr?ho%%§
data indicatiing the classitication (class) of the

conmeRd. sdB8ndbRYEratBRyS8EEEORa998gShORRS td@kFucture.
indicating the instruction of the Command. In the

searthisosuapndh988mmdatasdh iBdpeaiingdansi BStbushne to

for making a search for the second hierarchy data on

t he beestppiltedspeomf thd bgader/writer 2 to the IC card.

The above search command 900, as shown in FIG. 30,
is Composed of a command header section 901 and an Le
section 906. The above command header section 901
storés data indicating the classification, instruction,
and parametér of the command. The above Le section 906
stores data indicating a data length of the command
header section 901.
| In addition, the command header section 901 is
composed of: a CLA (class) section 902; an INS
(instructién) section 903; a first parameter (P1)
section 904; and a second parameter (P2) section 905. .
The above CLA section 902 stores data indicating

the classification (class) of the command. The above
INS section 903 stores data indicating the instruction
of the command. In the search command 900, data
indicating an instruction for making a search for the
second hierarchy data on the identifier specified by

the parameters of the Pl section 904 and P2 section 905
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the paraneters of the P1 section 904 and P2 section
905 93 is set at the INS section 903. The above first
paraneter (P1) section 904 and the second paraneter
(P2) section 905 each store data (paraneters)
indicating the identifier of the second 5 hierarchy
data to be searched. For exanple, in a command for
requesting a search for a final update date of point
for the data shown in FIGS. #A 94B and 4C . (fina
update date of point in data on point X shown in FIG
4A and final update date of point in data on point 10
Z shbnseh ﬁFGEhﬂC¥N3d§ﬁ§tﬁ@@i@&ﬁ-ng a search command
is set at_the CLA section 902 and the INS section 903;
"DF" is sER€afPPNE PirsécPaFRIEILr ofl ) epctiionsf04tand
the P2 section 905. It the se where there has been
succeRSfTEFYD 1@aF€@8%§§d(P%3 §8§Féﬁnb§§ﬁaﬁgc®o@t§§e data
car [

' .. _the CPU 14 of .the .l.C, first
3?2???%9%15%‘??? ﬁafn&%ﬁg &BME‘% ilt eﬁaﬁ&%&édo stéA‘erSéeCOHd
d t t .
SectoeFRRERY [aREa CEpfle BB, 0 0tk hteh‘g?n@?ﬁm& a
0. itebs gdbsGhLEipat ad 2 nd |
oV L g B geRRen’ dsn's, FHHER boldce

searddité osf tpeisecend bher anehy sHat@d QR rIBS. 4a, 4B and 4C
identifier specified by the paraneters (data) set at

the PlisaLtupda®didand BZ pethitoan9dataThhs pseakCR shown in
result is transmtted to the reader/witer as a 25
respoHse 4& ané Sémathupdatenda®elofFbGindliahawsaann point
exaqglgthnaigogiéguzggiOgagg indicating a search command
'
is set at the CLA section 902 and the INS section 903;
"DF" is set at the Pl section 904; and "03" is set at
the P2 section 905.

It the case where there has been successfully
received the search command 900 as shown in FIG. 30,
the CPU 14 of the IC card 1 first discriminates that
the command is provided as a search command based on
the data set at the CLA section 902 and the INS section
903 of the command 900. When it is discriminated that
the command is provided as the search command, the CPU
14 makes a search for the second hierarchy data on
the identifier specified by the parameters (data) set
at the Pl section 904 and P2 section 905. This search
result is transmitted to the reader/writer as a
response to the search command 900.

FIG. 31 shows an example of a configuration of

response data 1000 to the search command 900. This
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response data 1000 to the search conmand 900. This 94
response data 1000 is provided as data to be outputted
fromthe ICcard 1 to the reader/witer 2 as an
execution result (response) of the search command 900.
The response data 1000 for the search command 900 5
is conposed of a data section 1001, a first status
code section 1002, and a second status code section
1003. The search result rel évam? td the search conmand
900 is set at the data section 1001. At the data

ti 1001, ,inf ion indicating an identifier of
1o (RERATA W ol (0 R BrTTEatR 38 d36A doR o outputted

hi d ified identifi ' t

N ok d ot Bfed e S FASEILEL el

hi ' Ce h nd 900.

' Rt S Re SR U Enolled Mo SGHE A ST peiana 900.
second st@idisy£Oen 400342 PHG0 SEL f‘@héltééélﬁcﬁoé&tﬁxﬂaend 900

each indicating a processing resu rel evant to

searieh upesyt WP a kit £X380d Lon 17061 d G LR HEYE DY code
the data showmn in FIGS. 4A, 4B and 4C, response data

obt aemed dyy 10 1 iavgd ea dedcondledtd fuercddd "sedt foh nt0os.

and a data 20 identifier "E3" of point Z which serve

as the fiTlse sdnxcharchyuliatzelsvantt pud tete t9edheh command

search command for specifying an identifier (DFO3) of

a fi%d ifpdate atatthe clatpoisrcslaniiPlas tAle Sezotaka

hierarchy data. FIG 32 shows an exanple of a _

confSiSGHAN o &, I rmadriny {ndirdnsy dit aldrmpkider of
0Q.for_,starin t he above response dat a.

1 %he first hf%rarc y data inéﬁuding the second hierarchy
data on the specified identifier is set as a search
result of the identifier of the second hierarchy data
specified by the search command 900. In addition, the
first status code 1002 and the second status code 1003
are set as status codes each indicating a processing
result relevant to the search command 900.

For example, in the IC card having the data shown
in FIGS. 4A, 4B and 4C, response data obtained by
setting a data identifier "E1" of point X and a data
identifier "E3" of point Z which serve as the first
hierarchy data is outputted to the search command for
specifying an identifier (DFO03) of a final update date
of point serving as the second hierarchy data.

FIG. 32 shows an example of a configuration of
a memory (response data memory) 1100 for storing

the above response data.

The response data memory 1100 as shown in FIG. 32
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The response data nmenory 1100 as shown in FIG 32 - 95
is provided in the data nenory 15, for exanple. This
response data nenory 1100, as shown in FIG 32, is
conposed of: a region 1101 for storing the response
data | engt h managenent information and a region 1102 5
for storing response data. The data stored in the
response data nmenory 1100 is provided as data set at
the:data section 1001 shown1n %1 G~ 31, for exanple.

Now, a description will be given with respect to a
flow of a processing operation (search rocessin% 10 .
operist iIRFOVIHRD meki Laenrednony ihe E@éo‘hlﬂamp e. This

hi erarch data having a nest structure as described,
AbOVEESRARES R EEmOr tar b0 oW & HEATER chRHE G- 32, is

il [ h [ Ki , h fi

o S % OSTATLSaL Fe F TR Byt
oLtk d ARSI AAB A5 RERROL A o LEHOS 1502
SO AH S EmPEnsladorlee, Mo 2B o 8 S8 e

CONTREE K 4 & g $E£ trheio Ay? IW@W@?E@@;‘L@@@%Q d8ta set at

conmand 900. The received command is supplied from

t he oemiui £ ad e Gecl0®N sowd imer(PY 34, Fbenexéhple.
CPU 14 determ nes that the conmand is provided as a
search coomnda bgestei @t foseeilbnb®0@ived WiNShseespent to
903 of the command header section 901 of the received
25 oconflegnl @D Mheressing eltmamiord(sdéatch herocessing
recei ved conmmand
operation) for making a search for the second hierarchy
data having a nest structure as described above.
FIGS. 33 and 34 are flow charts each illustrating
the processing for making a search for the second
hierarchy data having a nest structure stored in
the data memory 15 incorporated in the IC card 1.
First, it is assumed that the reader/writer 2
serving as an external device has supplied'a search
command 900 to the IC card 1. In the IC card 1,
the communication section 12 receives the search
command 900. The received command is supplied from
the communication section 12 to the CPU 14. Then, the
CPU 14 determines that the command is provided as a
search command by the CLA section 902 and INS section
903 of the command header section 901 of the received
command 200.

When it is determined that the received command

is provided as the search command 900, the CPU 14 reads
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Is provided as the search conmand 900, the CPU 14
reads 96 out first control information fromthe data
managenent information shown in FIG 5 (step S600).
When the control information is read out, the CPU 14
checks whether or not the first hierarchy data is set
at an 5 address indicated by the set address
information 211 contained in the control information
(step S601). In the case where %the first hierarchy
data is not set at the address indicated by the set
address _information 211 contained in the contro

i nf YFatfiidiP eyl sepfiormigyion erampirha @ebacrgsagement
t he st S622 described later, In the case where it
is &H@E‘é‘@%’t%ts P 130 H1G e afSHEP 0200} s sBhent the

211 R dd LA L ol rReq ﬁ#%fﬂﬂ%ﬁ?%ﬁc?%gi @ g2ks

J {
engle S o oy ?l‘i%%“'ﬁ%%ﬁ%‘%&%%@% it oot at an
length Tndi ¢ data LA
e ST bl e o by e e Pafr el el 211

| nf Jorpidigfed? i QO adiRdd N ihEorkONtER! (§0LQT %bh?n
(step S603). 20 In the case where the data length o

the firstIn hiey arady wiled e exigeetisr sheh abtavehledranges
(step S603, NO, the CPU 14 outputs a response status

I ndincdt iseF athdthe reldisgss nendigeateed by f ohieasédbnaddress

the first hierarchy data is abnormal (indicating that

t he iddiormes lan@i ordainadelml thmvatdrt rahgeh fopmahgon

reader/ witer 2 (step S604), and term nates '

pr ocedS§m$ 601, NO), the CPU’'14 proceeds to the step $622
described later. 1In the case where it is checked
that the first hierarchy data is set at the address
indiéated by the set address information 211 contained
in the control information (step 601, YES), the CPU 14
checks whether or not the data length indicated by the
data length management information 220 on the first
hierarchy data is within the allowable range indicated
by the settable size information 212 contained in the
control information (step S603).

-In.the case where the data length of fhe first
hierarchy data exceeds the allowable range (step S603,
NO), the CPU 14 outputs a response status indicating
that the data management information on the first
hierarchy data is abnormél (indicating that the data
length exceeds the allowable range) to the reader/

writer 2 (step S604), and terminates processing.

In the case where it is checked that the data



10

15

- 20

25

In the case where it is checked that the data 97

| ength of the first hierarchy data is within the

al | owabl e range (step S603, YES), the CPU 14 checks
the validity of the first hierarchy data in accordance
with the data validity managenent information 222 on 5
the first hierarchy data (step S605). In the case
where the validity of the first @ierarchy dat a has not
been successfully checked, Ranmey , in the case where
it is determned that the data is abnormal (step S605,

10 T hiihe VP St %ﬁ%ﬁﬁﬂiﬁﬂ?%gﬁgghﬁ%ﬁ? iaﬁ:e

i ' a
the 2T RRTY R EERS 1805 0rEREen bACEEDs ll EheRKs
CheQﬁﬁg)vaffH£@§ 5??9@@lﬁgf%ﬁr?%e£§fgﬂyiﬁg§g"ﬁggccordance

term nates processing. € case ere

val iydidy e t i §511qhier .
Lo Ay e 0L 585t pradgieehe, WAEpBRRR o 222 on

r eadshalatiar o lode Palediep sdat d{ seépdsbysy he sat +addrasse
i nformati on 211 contained in the control information

by ovieetwyttehd staeli &6y )of 2bhdhehreovehbytarehydabaal Bas not

read in the above step S607, the CPU 14 checks

whetlean grugrsass fiel Iexchelted ( mexttelpneibythy tase where

provided as a part of an identifier (step S608). In

t he idases WirRfrernined thafs dhect@tet hatabhermadxtstapas60s,

is provided as a.fart of the identifier (step 25 S608,

YESNO e PGBl T o I8t R e rexie @RS BysbatuByiadicating

(st QcQaa%:Got%?é data validity management information on the
first hierarchy data is abnormal (indicating that the
validity of the data has not been successfully checked)
to the reader/writer 2 (step S606), -and terminates
processing.

In the case where the validity of the first
hierarchy data has been successfully checked (step
S605, YES), the CPU 14 reads data on an address
indicated by the set address information 211 contained
in the control information by one byte (step S607).

" When one byte of data is read in the above step S607,
the CPU 14 checks whether or not the next data (next
one byte) is provided as a part of an identifier (step
S608). In the case where it is thus checked that the
next data is provided as a part of the identifier (step
S608, YES), the CPU 14 reads the next data by one byte
(step $609). |

In the case where it is checked that the next



10

15

20

25

In the case where it is checked that the next 98 data
is not provided as a part of the identifier (step
S608, NO, the CPU 14 deternines that the data read in
the steps S607 and S609 is provided as data indicating
the identifier. That is, the CPU 14 reads the first 5
identifier of the second hierarchy data in accordance
with the processings of the steps S607 to S609.
Therefore, in the case where i t®8 s Thecked that the
next data is not provided as a part of the
identifier, nanmely, in the case where the identifier
10 éﬁtﬁhéss@@@n@rmvélcﬁcbrﬂﬁ datRels okathe sidentbb8er (step
the CPU 14 detern1nes whet her or not the

.deﬁ@PﬁveP’%f thige GEdad éiﬁi?ﬁjfmﬁrﬁsar‘;:fh%z delk@ data read in
cecEREn 368 g s ncb U Go Veﬁ%ég%%\?‘aﬂt%ohﬂ%haatlng
Sorbne iRbht Ei el Lad “’“t%eefé’mﬂeére?% GF) thg' Ebrst

i d.e%teghﬁrﬁ@%a%fbxhteh's% &fﬂ@?gﬂg&ég&g& n,g% accordance

coi Nnci h the i1dentitier spec

receh ¥ad t3@ape cec HOQHs t@&&@@eoi\q?ié@@e crPU,

14 reads the data 20 that follows the identi er as a-
data | enghle e, Seldhe Wiese tige lat 8c | £80ERekRelihus

read, the CPU 14 determnes a start address of the
nexthdat ahenevelxt iddent iifs ergt hased ded tde 4 egdirtdadf the

| ength. When the start address of the identifier of

t heldebtiadierdanamed Wetier mihed;aseheviGte Ithehbddostifier

whether or not the address corresponding to the

i de@fi ther second hierarchy data is read (step S608, NO),
the CPU 14 determines whether or not the identifier
of the read second hierarchy data coincides with the
identifiers specified at the Pl section 904 aﬁd P2
section 905 of the search command 900 (identifier of
data targeted for search) (step S610).

In the case where it is determined that the
identifier read by this determination does not coincide
with the identifier specified by the received search
command 900 (step SSlO, NO), the CPU 14 reads the data
that follows the identifier as a data length (step-
S612). When the data length is thus read, the CPU 14
determines a start address of the next data (next
identifier) based on the read data length.

When the start address of the identifier of the
next data 1s determined, the CPU 14 checks whether or

not the address corresponding to the identifier of

the next data coincides with the data length management
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the next data coincides with the data |ength
managenent 99 information 220 (step S613). In this
determination, for exanple, the coincidence is
checked in accordance w th whether or not the start
address of the next data determ ned based on the data
length read in the 5 step 5612 exceeds the all owabl e
range based on the address of the data |ength of the
first hierarchy data indicated %y The data | ength
managenent information 220. Nanely, in the above step
S613, Jt is determned that whether or not the next
dat & "G HFRE QS el 165HeRr 2P LAY - exiBt Ehifp dpkermiBgtion,

hi erarchy data. I.n the case where,it js determ ned
tka QFhS&agﬁﬁﬁﬁsé{&ﬁ ?%bnﬂ%Q?nFﬁehFiF#@FkﬁgekP aggordance

i nGi i he. d { t inpf ti
2206y e#ﬁe%eo%eoelaer?%%ﬁ%?fgﬁrhﬂ%ﬁé?%?si Rt ﬁég‘é‘ﬁég
wh it 4 ; ] X
seggﬁgahideeﬁzar c 13?&%2%%5‘%%&2?2% ?gjtagpi%g?gﬁ ﬁgaéafg)ifhe

t he sERY Bh1PT0a8Ss tond hsma@abﬁéZzaﬁ?é %égsg bg}]g{le

In addition, in the case where it is deferm ne _

t he agididreass off HHwe dexd 16egthfoercgoi nckgdesn2OrbtRy data
the data | ength managenent information 220 by the
aboueddetadred rimt ithe dane! Yengththensgemembei €fbimdtion
deternmined that the next data on the second hierarchy

exi 929 .( stNemedan3,invES)e alhevEPitdd $6h8s ilat As otlet@rmined
address corresponding to an identifier of the next

dat #h2% sthete s e thi thareeyt bdaead on the sleceond

| ength rea in the step S612 (step, S616). Wien one
byt &1&F st j&Xists in the first hierarchy data.

In the case where it is determined that the
address of the next identifier does not coincide with
the data length management information 220 by the
above determination, namely, in the case whefe it is
determined that the next data on the second hierarchy
does not exist (step S613, No data), the CPU 14
proceeds to the step $622 describéd later.

In addition, in the case where it is determined
that the address of the next identifier coiﬁcides
with the data length management information 220 by the
above determination, namely, in the case where it is
determined that the next data on the second hierarchy
exists (step S613, YES), the CPU 14 reads data on an
address corresponding to an identifier of the next data
on the second hierarchy based on the data length read
in the step S612 (step S616). When one byte of data is

read in the step S$616, the CPU 14 checks whether or not
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read in the step S616, the CPU 14 checks whet her or
not 100 the next data (next one byte) is provided as
a part of the identifier (step S617). In the case
where it is thus checked that the next data is
provided as a part of the identifier (step S617,
YES), the CPU 14 reads 5 the next one byte of data
(step S618). In the case mhgreléé i s determ ned that
the next data is not provided a part of the
identifier (step S617, NO, the CPU 14 determ nes

that  the dat d_in_the steps $617 and S618 i

o1 VT BOR R AR | ARt 3HRy DR lart§ BOANIISG) 2 3 RAKE of
.a.__Ther.ef i ' it is.checked

et o REeREAE i ofSee e o0 gl S £ T g o

io?et@hiufsi The lohat nchtéq%egg:s%ha%eries h{/}%l‘}.sidcre%}aicg%%{ part

e next data on the second hierarc

(step @he Nt it CRU G redir NSl tRg StaR) S01Greads

in which it is determned whether or not the read

| defihief neiktC@ncitdas Wit dde (HAey idgie)s, speci fied

at the Pl section 904 and P2 section 905 of the

command 900 t{isd efa 6 Mher0id N HdEdd indd) tHEL CHSE next

where it is determined that the identifier read by

t heddéirerdsi matti grr cofidete assteepa3Gl ® fc dihec i idkestvii filet hestep

identifiers specified at the Pl section 904 and P2 .

secBi63d 909 )of thee GRALdid el tesmimsts dhatarthehrstgad in

S610, YES), the CPU 14 stores 25 the data identifier

i nf &heasiteRs2 FP ldomngl Rl 8 g mrovdsiad @S idetd rdisiating
Ly, the identifier of

201%n(Q%g%£%fier of the next data.

Therefore, in the case where it is checked that
the next data is not provided as a part of the
identifier, namely, in the case where the identifier
of the next data on the second hierarchy is read
(step 617, NO), the CPU 14 returns to the step S610
in which it is determined whether or not the read
identifier coincides with the identifiers specified
at the Pl section 904 and P2 section 905 of the
command 900 (step S610).

In addition,.in the case where it is determined
that the identifier read by the determination of the
step S610 coincides with the identifiers specified at
the Pl section 904 and P2 section 905 of the received
search command 900 (step S610, YES), the CPU 14 stores
the data identifier information 210 contained in the

control information 20la (namely, the identifier of

the first hierarchy data) in a region 1102 of the above
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the first hierarchy data) in a region '1102 of the
above 101 response data nenory 1100 (step S620). At
this time, the identifier of the first hierarchy data
is set at an address having offset a data | ength
serving as the response data |ength managenent
information stored in 5 a region 1101 of the response
data nenory 1100. When the identjfier is set in the
region 1102 of the responsé’dé& menory 1100, the CPU
14 changes a data length of response data in anount
corresgonding to the data for the set identifier by

addi h§SPeRse) glats, Wrryeslp}&r?se(%foﬁpaﬂf&?t-h r%ﬁnargynﬁsrﬁime,
i nf i, , St S . ' t fi t
LR a8 Sy I RE P e o
i nf ' 13, s t it L.

0 LA 2 g LA LDHAR RI 20 e

S6OlreggbhgeSB%EaSQ%%gt%rHF% SRmedtl)in J?ﬁé%%éflgtored in

det er mi hes whet her or “not e~ next contro

i nf oANBELEBNEANDNS oSt $24PbnskN dftd RMR>Mher®d .t
is determ ned that the next "control infornmation

exi sts (sWeenSEX2 ¥MED)Liflike GRUsEE i20 yreadseibn tTe2 of
next control information (step S623), and proceeds to

t he thepr&epdnsehalatias memoeyCRU0D4 téxeQmUed 4 lthanges a
processings in the steps S600 to 5623 for all the

cont #akaj Arvgikt iodn relsporisies dagandmn, amousearasir fempdriting

second hierarchy data on the identifier 25 specified
by the §B&reptéofeandheosets ideas ifderaby g rstl”

hier§rch¥ dat a i ndi cat ed b% each item of _
or the response data length management information

(step S621).
When a search for the first hierarchy data
- indicated by one item of control information 201la,
from among the items of thé control information 201
has been made (No in step S601, NO in step S613, or
step S621), the CPU 14 determines whether or not the
next control information exists (step $S622).

In the case where it is determined that the next
control information existé (step S622, YES), the CPU 14
reads out the next control information (step S623),
and proceéds to the step S601. That is, the CPU 14
executes the processings in the steps S600 to $623
for all the control information. 1In this manner, a
search for the second hierarchy data on the identifier
specified by the search command 900 is made for all
the first hierarchy data indicated by each item of

control information.
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control information. 102 |In addition, in the case
where it is determined that the next contro

i nformati on does not exist (step S622, NO, the CPU
14 determnes that a search processing operation has
been conpleted for all the 5 first hierarchy data

i ndicated by each itemof the control information. In
the case where it is thus determ ned that the search
processi ng operation has beenl@8npreted, the CPU 14
transmts response data 1000 as a result of making a
search for the data stored 10 in the response data
menory 1160 RédikéopeadBr tRpi cape2whegeeptséz4fetpamined
contained in the region 1102 for the response data
IenggmaFn?%?nﬁ?FBnchEF%?néHfPﬁmﬁﬁéoPeﬂPSE B95188fSthe

sectFohEA0RR2%, T "BEE A dohahat e A B snarer
operatyoaceEhd, #Ber el hoE hedh SRRt EER RuPatty the
mader { | odi ﬁﬁgkggcagaaaeg 99595g9gat%%oggeasltlea 88t +ak
t he Irst status section an the secOn status section

20 ofohbeol esREHERatBbR. 100R. the €8S6rhhEHcaRBVEs thus
the case where there has been successfully received a

seargdéteonined baxtnghespestéhepdrasfesdenyi bperattiag) has
of the second hierarchy data contained In data having

a nes¢estcomplieeedf hehé CPB téardrankesta seapohs&odata 1000

all the first hierarchy data (parent tag) including
t he 8scandedudtapthypakiing anseaech for the data stored

in the response data memory 1100 to the reader/writer 2

(step S624).

Data contained in the region 1102 for the response

data length iﬁformation contained in the region 1101
of the above response data memory is set at the data
section 1001 of this response data 1000. In additioh,
a response status indicating that the processing
operation for the research command has been'normally
made (indicating that no abnormality occurs) is set at
the first status section and the second status section
of the response data 1000.

As described above, in the case where there has
been successfully received a search command having
specified an identifier (tag) of the second hierarchy
data contained in data having a nest structure, the IC

card makes a search for all the first hierarchy data

(parent tag) including the second hierarchy data on the

specified identifier so as to output the identifiers



specified identifier so as to output the identifiers
103 of all the first hierarchy data including the
second hierarchy data on the identifier specified as
the search result. In this manner, the first

hi erarchy data including 5 the second hierarchy data
on a specific identifier can be easily detected

wi t hout analyzing a respective one of a plurality of
the first hierarchy data each h8%ing a nest
structure. As a result, a search for the second

hi erarchy data can be efficiently nmade. 10 Now, a

des@fi Riborths ITimRt diiataxFhh dakpebiclieding the second

processi ng operation fqQr outputfing a data_structure
cont '?F@o‘g?*}iptq?ét% i tEhe elrdaffr)’b"hlyfbealf SRt S edviagthe

nest_strycture ntFirst, a description will be given
\Mti?%%ﬁﬁhxﬁei 15 instruction data (data structure

) _f ' j f .
ot ot ur CChaniae dpre S TS hERERERRT (b B8 §REduaing
havi B d¥std Hi fzjcgﬁ) -datd Gn 3 WEf B0 £ABAPL 18 can

a configuration o a data structure out put

complteashiiy datetadd UettiSu O Wit y S0 drd208ct $ve one
provi ded as ‘a command to be suppli'ed fromthe

readef /avphefali gy dheeH sk ThieddiSh@adat st é86hURBving
out put command 1200, as shown in FIG 35, is conposed

of @ auewmnsthesadere seds an 2EsUl),]l anseanchefsecthensecond
1206. The above command header section 1201 stores
t he iz ichli ctiangcameelafidiently made.

Now, a description will be given with respect to
a processing operation for outputting a data structure
contained in the first hierarchy data (data having
a nest structure).

First, a description will be given with respect to
insﬁruction data (data structure output comﬁand) for
instructing an output of the data structure contained
in the first hierarchy data (data having a nest
structure).

FIG. 35 shows an example of a configuration of
a data structure output command. This data strﬁcture
output command 1200 is provided as a command to be
supplied from the reader/writer 2 to the IC card 1.

This data structure output command 1200, as shown
in FIG. 35, is composed of a command header section
1201 and an Le section 1206. The above command header

section 1201 stores the data indicating the classifi-

cation, instruction, and parameter of the command.
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cation, instruction, and paraneter of the command. 104
The above Le section 1206 stores the data indicating

a data length of the command header section 1201. In
addi tion, the conmand header section 1201 is conposed
of: a CLA (class) section 1202; an INS 5
(instruction) section 1203; a first paraneter (Pl)
section 1204; and a second par ter (P2) section 105.
The above CLA section 1202 sto the data indicating
the classification (class) of the connand The I NS
section 1203 stores the data indicati

i nstRGc PG Sofle e Toftfhnd. 0§ r?ﬁcr?ée%aﬁr‘g e Sfiacipdicating

B bt TR B, i A R D980 en 1201,
structur g ol nedh 4 Neolha méaeaa archycgala 990,

the identifiers specified arane ers o

sectig O%O}r%%gsele %b%%ﬁeﬁl%)l@écéﬁoﬁeiz@i the 1S

section ove first paraneter (Pl) section

1204 iand Ae iS00 ¥E R HTEL By 3 { B2) £ Sest | 9ar iROPe Bt 0P ES

the data (paraneter) |nd|cat|ng an identifier of the

firstectlicer arady; daid.a F¥cadmdeamétet heP2lpt dection 105.
structure 20 output command 1200 for requesting an

out put ofTle datave STkAIcseceianni 202estonedathel06ta
(identifier El) on point X shown in FIG 4A the data

i ndilgatiioed iire e aclaigiftieatel out b@la@@}nmﬁdthg gemmand.
at the CLA section 1202 and the INS section 1203;

"00'Thes W sactinn ARGt orepstheodatanindipatiggsthe

at the P2 section 1205. The CPU 14 of the IC card 1
hawqﬂquyggygﬁjqqu;he command. In the data structure

output command 1200, the data indicating an instruction
for requesting an output of a data structure contained
in the first hierarchy data on the identifiers
specified by the parameters of the Pl section 1204

and P2 section 1205 is set at the INS section 1203.

The above first parameter (Pl) section 1204 and
the second parameter (P2) section 1205 stores the data
(parameter) indicating an identifier of the first
hierarchy data. For example, in the data structure
outbut command 1200 for requesting an 6utput of a data
structure contained in data 100 (identifier E1) on
point X shown in FIG. 4A, the data indicating the data
structure output command is set at the CLA section 1202
and the INS section 1203; "00" is set at the Pl section
1204; and "E2" is set at the P2 section 1205.

The CPU 14 of the IC card 1 having received the

data structure output command 1200 as shown in FIG. 35
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data structure output command 1200 as shown in FIG 35
- 105 discrimnates that the command is provided as a
data structure output conmand based on the data set

at the CLA section 1202 and the INS section 1203 of
the conmmand 1200. When it is discrimnated that the 5
command is provided as the data structure out put
command, the CPU 14 anal yzes a ﬂata structure
contained in the first hiefart data on the
identifiers speci- fied by the paraneters (data) set

at the P1 section 1204 and P2 section 1205. This
anaﬁ%§9¥%m%ﬂﬁqeﬁs¥hﬁ?tqhﬁuﬁﬁmm%%pt%ﬁtHEOVéﬁaérPﬁwPt@Pta

1206 RS SRR APTEIADI SR H19 R AP GO BE | BRCORS
esngoedata A0, Lo die dpta S FetULe: QULPYD 3 of

IS response I'S provi ed-as

dat He® c]of?m&%cg%z‘?}ﬁ.t ey d:P £ heg 'Ei§€£9?&n5‘8e8h€pat the

rea er/mﬁlter as an execution resu response

t he dahdh i HUCTIH R 1 ud I QTR 12000 c{fiBe! 88B g§e

data 1300 for the data structure output conmand

IS cumesRy afhe amipt® satdl Pres 28 d303; strhitate contalned
status code section 1302; and a second status code

sectirpnh3EL rstheh st xdhy esand ol evanidéntibeedat 8peci-
structure output command 1200 is conposed of a data
sectfiimd 1801 he pdramsitestat (datodesgeceét ohhé3b2, santiian

second status 25 code section 1303. The search result
rel é2dHt ansl 1B sretaion ridQour e This analysis result is

transmitted to the reader/writer 2 as a response to
the data structure output command 1200.

FIG. 36 shows an example of a configuration of
response data 1300 to the data structure output command
1200. This response data 1300 is provided as data to
be outputted from the IC card 1 to the reader/writer 2
as an execution result (response) of the data structure
output command 1200; |

The response data 1300 for the data structure
output command 1200 is composed of: a data section
1301; a first status code section 1302; and a second
status code section 1303.

The search result relevant to the data structure
output command 1200 is composed of a data section 1301,
a first status code section 1302, and a second status
code section 1303.

The search result relevant to the data structure

output command 1200 is set at the data section 1301.



10

15

20

25

out put command 1200 is set at the data section 1301.
106 At the data section 1301, the data indicating the
data structure contained in the first hierarchy of
the specified identifier is set as an analysis result
of the data structure contained in the first

hi erarchy 5 data specified by the data structure

out put conmand 1200. In additjipn, the first status
code 102 and the second st'atdsoegod'e 1303 are set as
status codes each indicating a processing result

o Bl ot he. 0" T e U ST P e
full ived .a.d \ d

rucsesaALLY ESSEbIER LR s ol S

et ek bogt B 38 shova.) r ety d e o

(Tdoalifher ofrubPhPb ¥BLURISRVLR0 % I1G SCeiMarchy
hi erarchy data); "DF02" (identifier of the upper Iimt

val ger 9 spokDE1 88T BYNEhaS daltd $eGeRd UHelAtPit Einand
and "DFO3" (identifier of the final update date of
poimoser vingaadithenseched firatarstat wdata)dead 0@ afdl the
identifier of the second hierarchy data included-in

dat secon@oshatiXs(thdesp8O3f iagd fsietstashissraanchycatltsa)gach
the data being contained in the data section 1301. In
addindbpating dapzosessénd weshd tr asd@entddica theedata
1100 as shown in FIG 32 is set at the data 25 section
1309t sectnEer eypBHEecarane3d@0ds shown in FIG 36.

For example, it the case where there has been
successfully received a data structure output command
for requesting an output of a data structure of data
(identifier El1l) of point X shown in FIG.'4A, the IC
card 1 outputs response data having set "DFO1" |
(identifier of point value serving as the second
hierarchy data); "DF02" (identifier of the upper limit
value of point serving as the second hierarchy data);
and "DFO03" (identifier of the final update date of
point serving as the second hierarchy data) aslan
identifier of fhe second hierarchy.data included in

" data on point X (the specified first hierarchy data),
the data being contained in the data section 1301.

In addition, the data stored in the response data
memory 1100 as shown in FIG. 32 is set at the data
section 1301 of the response data 1300 as shown
in FIG. 36.

Now, a description will be given with respect to
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Now, a description will be given with respect to 107

a flow of a processing operation (data structure

out put processing operation) for outputting a data
structure in the first hierarchy data having a nest
structure. FIGS. 37 and 38 are flow charts each
illustrating 5 the processing for outputting a data
structure contained in the first hierarchy data
having g nest structure. Fird®7 it is assuned that
the reader/witer 2 serving as an external device has
supplied a data 10 structure output comrand to the |IC
card filoynofha procespdng, oprsatdprprulfasei 65 rysirgnoutput
12 receives the data structure outgut connand 1200.

Thép¥%5%?§éagcaﬁﬁﬁﬁalpg §8§pPP§HUF &Rft Redata structure
12 t CPU 14. Then,

S TRCLRS FORsE B P RethyrAaka e inar foptaty sk ige EFY.

dat a Strf&bsr639g%8§tB%Og%gn%l%% Eg%ﬁgEAea%%PHHQBS{%%%lng

and I NS section conman eader ~ seéect

1204y, of EB@e §Sﬁ V?GrCBUEngt %na §QEB %Erh%t

determ ed t ?he recei provi S as

thecgﬁiélﬁéﬁuihUEﬁeOEEEHE 69EFBREny288tat RBviAG &PHek4

makes a search for control information on the first

hi esergbyudata on an identifier which coincides wth

the paraneters set at the P1 section 1204 and P2

section F2@5tef ithdscamsaméd tThias pheceesidey /makesra 2

search for the control information which coincides

wi t fe2Bingeasdant ekiersadpdevficedhas shppkieseet deta

1204 and P2 section 1205 fromthe data nanagenent

i nf 9Epactvheshvipnut command to the IC card 1. In the IC
card 1, the communication section 12 receives the data
structure output command 1200. The received command is
supplied from the communication section 12 to the CPU
14. Then, the CPU 14 determines that the command is
proQided as a data structure output command by the CLA
section 1202 and INS section 1203 of the command header
section 1201 of the received command 1200.

When it is determined that the received command is
provided as the data structure output command 1200, the
CPU 14 makes a search for control information on the
first hierarchy data on an identifier which coincides
with the parameters set at the Pl section 1204 and P2
section 1205 of the command. This processing makes a
search for the control information which coincides with
the identifiers specified at the Pl section 1204 and P2

section 1205 from the data managemént information shown

in FIG. 5 (step S700).
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in FIG 5 (step S700). 108 1In the case where the

control information on the identifier which does not
coincide with the paraneters set at the Pl section

804 and P2 section 805 has not been successfully
specified (step S700, NO, the CPU 14 5 outputs a
response status indicating that the contro

i nformati on on the data specified by the cormmand is

not registered, to the reatderi@fiter 2 (step S701),

and term nates processing. In the case where the

control information on 10 the identifier which

coi nci destitthe t¢rsparhaing dre eentrel tirfqungeten opn the
1204 and P2 section has been successful|y specified

(st é&%@l%@ ighdagunpl cHaddawettHerthe ppifameters

A 54 G T BT o
I f ste 0 t ase., wh e

ot ¥ ¢ O”mﬁ%oﬂa}é eeé’%lsf.ylne e 'S fnafly ¥ Ceu 14

dd { t

SO o PR SR I LR o

r eSReREtalds didiHatdi% (e datay iy NHe 2c‘:})mmarad is not

regi stered, to the reader/witer 2 (step S703), an

t er Mol fHDCaSSItHe Adhddie/ i Wer @& & TEB) pesid
set at the address indicated by the set address

i nf aremtiirat el bropdsadirerl in the control information
(step S702, YES), the CPU 14 25 checks whether or not
t he dat a Irergten ¢angk caterk byhe heordat@l | Emfpimation on
managenent information 220 on the first
the 'identifier which coincides with the parameters
set at the Pl section 1204 and P2 section has been
successfully specified (step S700, YES), the CPU 14
checks whether or not data has been already set at
an address indicated by the'set address information 211
contained in the control information (step S702). 1In
the case where no data is set at the address indicated
by the set addreés information 211 contained in the
control information (step S702, NO), the CPU 14 outputs
a response status indicating that data is not
registered, to the reader/writer 2 (step S703), and
terminates processing.
In the case where data has been set at the address
indicated by the set address information 211 contained
in the control information (step S$702, YES), the CPU 14
checks whether or not the data length indicated by

the data length management information 220 on the first

hierarchy data specified by the command is within
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hi erarchy data specified by the command is within 109
the all owabl e range indicated by the settable size
information 212 contained in the control information
(step S704). In the case where the data | ength of the
first 5 hierarchy data specified by the command
exceeds the allowable range (step S704, NO, the CPU
14 outputs a response status i@%icgting that the data
managenent information on the ecified first
hierarchy data is abnormal (indicating that the data

| engt h exceeds the 10 al,l owabl e to the

rea /vi‘v\)jt e(&aé‘&es lca%ﬁt{ia‘tkg tZttena‘i*‘é’stable size

pr oG ing. .n-t case r I,s checke

|eng\e"#5 5‘%ttlt?é"f' SRR e SIS iR ion
thtnn the all owabl e range (step S704,

YES) U 14 checks the validity of the first

hi erarchwn daf& ddsaGardangs Mddh thengd doralidi Fyrst

managenent 1 nformation 222 on the first hierarchy

dat & igReGidHedatly dpricaemml (e ronmid é}[béét?s the
case where the validity of the first 20 hierarchy data

speGilflicdGHle thenhgEoMEtEd R0 410tNdIgerthes WTRESS, Witputs
checked (step 8706 NO, the CPU 14 outputs a

r esporxseespsire&mstatd;s:atndﬁg:aﬁiatg diiveor nele didtea management
validity managenment information on the first hierarchy

dat dnfermedaions putithe e ified oiintgtd ierarchy rdps is

that the valldlt of the data has not been
suc G&gsY Jcn%aéédt)nq Fhate thendrbawieangtly §xgegds the

S7O-Z:-t)llowab].e range) to the reader/writer 2 (step S705),
and terminates processing.

In the case where it is checked that data length
of the first hierarchy data specified by the command
is within the allowéble range (step S704, YES), the
CPU 14 checks the validity of the first hierarchy
data in accordance with the data validity management
informatién 222 on the first hierarchy data specified
by the command (step S706).

In the case wﬁere the validity of the first
hierarchy data specified by the command has not been
successfully checked (step S706, NO), the CPU 14
outputs a response status indicating that abnormal data
validity management information on the first hierarchy
data has been specified by the command (indicating
that the validity of the data has not been successfully
checked) to the reader/writer 2 (step S$707), and

terminates processing.’
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term nates processing.' 110 In the case where the
validity of the first hierarchy data specified by the
command has been successfully checked (step S706,
YES), the CPU 14 reads the data on an address
indicated by the set address 5 information 211
contained in the control information by one byte
(step S708). Wien one byte of aisread in the
above step S708, the CPU 14 ¢ s Whet her or not : the
next data (next one byte) is provided as a part of

the identifier (step S709). In the case ere the next
10 data i@ FiFSF é‘g‘eaf%aﬁrie 6‘?‘;}{ Gy i?rP%rP’(E?Ep
S709,, YES), the CPU 14 reads.the . next data one byte
(ot BieEaThpy fhedn rbrad IRb Ay T rertta 13€ Her
pr oyl t i dent-i~f4 er te ,
Phe SePh e Er R B SRk d Sl 30 Gl el PRt reads

the'data r'e

st CRASEIR AR SHIQddt MU ALALY AU |44l addiress

the secon hi er ar chy ta contained i'n the first

hi erngifeihadalcr 21Thdordteinddie iGPYR doadsot enféfmition by

identifier on the second hierarchy contained in the
firshehipgitar gl egatsy 080 .spetidn ethdbiithe @f afeSsi gsread in
of the steps S708 to S710. Therefore, in the case

whertédet adovexts tebt &708 ,nathe WRWildedchaesckes patétiodr tde not
identifier, nanmely, in the case where there has been
suctésshgidty dedad (rextf iongt bytaet)a ion ntvistedmls a part of
hierarchy contained in the specified 25 first

hi ertduec My eddridf iest e(r?tSPO§,7Q\£b-, tle W=y casstwrese Bpe next

identifier of the read second hierarchy, data_,
data is provided as a part of the identifier (step

5709, YES), the CPU 14 readé the next data by one byte
(step S710).

In the case where the next data is not provided
as a pért of the identifier (step S709, NO), the CPU 14
determines that the data read in the steps S708 and
S710 is provided as an identifier of the second
hierarchy data contained in the first hierarchy data.
That is, the CPU 14 reads the first identifier on the
secona hierarchy contained in the first hierarchy data
specified by the pfocessings of the steps S708 to_S710}

Therefore, in the case where the next data is not
provided as a part of the identifier, namely, in the
case where there has been successfully read the first
data on the second hierarchy contained in the specified
first hierarchy data (step S709, NO), the CPU 14 stores
an identifier of the read second hierarchy data

(namely, identifier of the second hierarchy data
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(namely,' identifier of the second hierarchy data -
111 existing in the specified first hierarchy data)
in the region 1102 of the response data nmenory 1199
(step S711). At this tinme, the identifier of the
second hierarchy data is set at an address having
offset 5 the data |l ength serving as the response data
| ength rmanagenent information stored in the region
1101 of the response data'ﬁen%%% 1700. Waen the
identifier is set in the region 1102 of the response
data nmenmory 1100, the CPU 14 changes , 10 the data )
Ien@ﬁhséﬂnﬂhénré@ﬁoﬁ9§9$ﬁ%§ql? Mitrepoirray o

[ oo pBRsE=APR R0t R AmERAyRARORa % hmeoye Dhob fotep
S71 h did | f. ead_ | h
15 422 rondly 00 Raneut Eiche o S Pt TAT o PG

Yy 160 |
| CohLER Ry R e e S8 e The arar TR Rfses
thugheeadtal NengRH WA Q8RS Hehe MHInfddiLes Péngth

t he next second "hierarchy data (next identifier) based

. 20" maRabkaentad ndrirmaltargt btdMan ihecisd ardgasidlr B561 06
- the next data identifier is determ ned, the CPU 14

chetke wespleise @atromentra yaddrss corresponding to

the next data identifier coincides with the data

| engt h ofWhelme tdheet d ddhtidhigith mnegfentmt thaf eghonohl02
220 (step S714). In the determ nation of the step
S710f the gﬁgmmm§e1QQ;a memory 1100, the CPU 14 changes

the data iength of the response data in amount
corresponding to the data on the set identifier by
adding "+2" for the.response data length management
informat?on (step S712).

When the second identifier read in the response
data memory 100 is set, the CPU 14 reads data that
follows the 'identifier as a data length of the
identifier data (step S713). When the data length is
thus read, the CPU 14 determines a start address of
the next second hierarchy data (next identifier) based
on the read data lenéth. _

When the start addréss of the next data
identifier is determined, the CPU 14 checks whether
or not the address corresponding to the next data
identifier coincides with the data length of the data
length management information 220 (step S714). 1In
the determination of the step S714, for example, the

coincidence is checked in accordance with whether or
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coi nci dence i s checked in accordance wi th whether or
112 not the start address of the next data determ ned
based on the data length read in the step S713

exceeds the range of the address based on the data
length of the first hierarchy data indicated by the
data |l ength 5 managenent information 220. Nanely, in
the above step S714, it is determ ned whether or not
the next data on the secormd: Hilé arthy exists: in the
first hierarchy data. In the case where it is

determ ned that the 10 address of the next identifier
coi met deRewstarthaddaeas pénghe @ﬁX¢h§a@atdeméﬁ@ﬂned based
nanagenent information 220 .in the step S714, nane

i n PRetRasdathet 8NPED; §ea§eﬂérﬁpﬁeétﬁﬁa§7@ﬁeeﬁ@ﬁﬁdéaﬁ§e

CPUFH9% et QdPEégéa%ég%_nfiée °Hd§§‘§2§a%ﬁ4&ﬁ¥$‘)“ ot Ene
222%‘313 R s r s Ry.dahs onbRisthstaty 3R diRadathetine
8921 ddn D toﬂﬁfﬁﬂlgtﬁékg?fg?wﬁamsw 19"EHRYLE 9k

data Is°rea e step

whesfer 97180t jEhesnaxt «dali dctNfhk t0RS %&tﬁbtthbSnext
provided as a part of the identifier (step S716). In

t heagegeohene kbeonaxhidahachy RKQILGE ias tAePE il s@f
the identifier (step S716, YES), the CPU 14 reads the

nexhidatachy daeabyte (step S717). In the case where

it is determned that the next 25 data is not

provi dedIasthepapseofvhelre udenErﬁaﬂenmmngd ﬂﬁEﬂStmﬁj

the CPU 14 determines that the data read in
address of the next identifier coincides with the data
length of the data length management information 220
in the step S714, namely, in the case where it is
determined that the next.data on the second hierarchy
exists (step S714, YES), the CPU 14 reads the data on
an address which corresponds to an identifier of the
next data on the second hierarchy based on the data
length read in the step S713 by one byte (step S715).
When one byte of data is read in the step S715, the CPU
14 checks whether or not the next data (next one byte)
is provided as a part of the identifier (step S716).
In the case where the next data is provide as a part of
the identifier (step S716, YES), the CPU 14 reads the
next data by one byte (step S717).

In the case where it is determined that the next

data is not provided as a part of the identifier (step

3716, NO), the CPU 14 determines that the data read in

the steps S617 and S618 is provided as data indicating
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the steps S617 and S618 is provided as data indicating
113 an identifier of the next data. Therefore, in the
case where the next data is not provided as a part of
the identifier, nanely, in the case where the
identifier of the next data on the second hierarchy
has been read 5 (step S716, NO), the CPU 14 returns to
the step S711, and carries out a processing operation
for setting the read identifidd3(identifier of the
second hierarchy data) for the response data nenory.
The processings of the steps S711 to S717 are 10

r epeat ddianteifeican eoff ubiné | neéxt hdstdeenThierefoiaedint hhe case
the identifier of the next data on the second

hi eMdedtyy dvenemt @3EatisnnehePsPBEdsT1aS mrp of the
t he |nfornax|on indicating a data structure in th

firddaiterbiethy RSl ¥pethif Hog %?S?H%h%%?atg?rh@?%Féfler
i el GHiP GUORE GASE 7y FASLRESPRY SLRFaFaREnGaGeabayn read
i S‘e%%éed” péri,‘lﬁe\i,??@g?s%?g?% CPADEécdan? L8 BREOLEARCET,
S, iy (U £S AETE Llobos el Bhoedk 20, BBE LbEting the

e |dent|f er o next data on

secadhdli RISH €11 SPepi Adht £PL 8681 8 ¥hé hsébsndahferarchy

l ength of the data | ength managenent infornmation 220
byt ety ted | fssOdnsbedst &pmé&ddy (step S714, No

data), the CPU 14 determ nes that an anal ysis 25

processi Mheoperateonihgs bEenheospepsed7idrtohe7lat are

structure in the first hierarchy data specified by
repeatedly executed until it has been determined
that the identifier of the next data on the second
hierarchy does not exist in the step S714. Namely,
the information indicating a data structure in the
first hierarchy data specified by the data structure
output commaﬁd 1200 (identifiers of all the second
hierarchy data existing in the first hierarchy data)
is set in the response data memory 1100 in accordance
with the processings of the step S711 to S717.

That is, in the case where it is determined
that the address of the identifier of the next data 6n
the second hiérarchy does not coincide with the data
length of the data length management information 220
by the determination of the step S714 (step S714,

No data), the CPU 14 determines that an analysis
processing operation has been completed for the data

structure in the first hierarchy data specified by

the data structure output command 1200. In the case
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the data structure output conmand 1200. In the case -
114" where it is thus determ ned that the search
processi ng operation has been conpleted, the CPU 14
transmts response data 1300 as a result of anal yzing
the data stored in the response data nenory 1100 to
the 5 reader/witer 2 (step S718). The data contai ned
in the region 1102 for the response data |ength
managenent information containkd in the region 1101
of the response data nenory 1100 is set at the data
section 1301 of this response data 10 1300. In
addiwhiedi®, irte sioridal ss dgtigyay rek Ehatditde i srpremaprocessing
processi ng has been normally carried out for the data
st r GPEFHAE IR Has &ﬂ%ﬁd’“ﬁ(ﬁ?e@'nd‘%%ﬁ% thairaesmits

abnornmality occu set at t st status s ction
1303 SHRPTRe déé@of%@%ﬂt e St G ooy e e da
response scribed a

CooBtied, e s ﬁgsswgeen Kol ad i

dat g t orgw| havi ng specified an
[ dentl%ﬁerw ecteﬂ'fuzlfO stt Sty Al erarchy data having a nest
struct ur epnd hesd £ Lt 2 anal vaes Eé&ér@eﬁéi | Pch Ofe

all the second hierarchy data contained in th

speGiddphdd It i lRmytdh Ynadal dg%me&ﬁ: a.n.&lﬂd)rn%ﬂ:[bﬁ dd¥tained
identifiers of all the secon hi erarchy data i ncl uded

i n time the stediicar Arldily ofattthe HEepdrissd destd memory 1100

analysis result. 25 In this manner, the contents of

t he iseceid athitdreardaha datetdiarc|W3Ed afh thies fresponse data

hi erarchy data
1300. In addition, response statuses each indicating
that processing has been normally carried out for the
data structure output command 1200 (indicating that no
abnormality occurs) is set at the first status section
1302 and the second status section 1303 of the response
data 1300.

As described above, in the case where there has
been successfully received a data structure output
command having specified an identifier of the first
hierarchy data having a nest structure, the IC card
analyzes the identifiers of all the second hierarchy
data contained in the specified first hiérarchy data
so as to output the identifiers of all the second
hierarchy data included in the first hierarchy data
specified as fhis analysis result.

In this manner, the contents of the second

hierarchy data included in the first hierarchy data-

having a nest structure can be easily detected.



havi ng a nest structure can be easily detected. 115
Addi ti onal advantages and nodifications will readily
occur to those skilled in the art. Therefore, the
invention in its broader aspects is not limted to
the specific details and representative enbodi nents 5
shown and descri bed herein. Accordingly, various
nodi fi cati ons may be made mﬁthff% departing fromthe
spirit or scope of the general ventive concept as
defined by the appended cl ai ns and their equival ents.
116 WHAT I S CLAINED IS: 1. A portable electronic
deV|ce c A tsionpl AdEaRr3AsHhi 204 Shed bl et LoRav A la

P AU AL S U, e
contral SEALIATNIEH y%c#c%geéﬁldlggéctaézc% not 128 ¥ed to

Specl lerarc rom-anon

Pl urgld top e fi1Queie i serarLhy e S84 fxge'é}nﬁ &iments

upper hirerarchy data wth respect to t e data having

a, neHowk) arld lﬂgéﬁﬁbﬁd)r}%irélrh ! heydmd®d g By, Avarious
portabl e el ectroni c device accordlng to claiml,
whemRidi fiilkte HiRey nldenay eindaslatiocdiok tdepat©i®g from the
hi erarchy data are expression formats conposed of a

t ag,spa digngith, scapek apfvadhee.gehera pamwditei vt econoapt! as
device according to claiml, further conprising: a
comuefiicwd dy ddut iappedderh gisdass comdntieht i @guivalents.,
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~upper hierarchy 25 data spébiﬂ

with an external device, wherein, in the case where
t here has been successfully received a conmand havi ng
20 the upper hierarchy data and the | ower hierarchy
data specified by the conmunication section, the
control section provides direct access to the | ower
hi erarchy data specified by the command from anong
the plurality of |ower hierar%gﬁ data existing in the
by the conmand. 4. A
portabl e el ectronic device according to claim 3,
wherein, in the case where there has been 117
successful Iy recei ved "iATedd &GP he¥i ng t he upper
hi erarchy data and the | Qwer hi erarchy data specified

by the cérmufti EREFER1Se BT I e TS tT o ng:
the 5 coMmHRCFYoR g CEHE S iy 1S [t sHucture
hi dat Sy : . '
L g s R
devj58e cggéggggggodaggaighg, wherein, in the case

as been

wher'e tﬁere 10 successfully received a data

change caneBAdrbaviskgttibe WhAh HrefAlddY datecans-¢dss
| oner hierarchy data specified by the comuni cation

sectbobnliyhgpeentiel 1oweet hderaewhyt eftenl frdrheanmav@rthe
hi erarchy data specified by the command into data to

be phargkdtylbft hewdat aikeanrghys siagre s ttirey cdommensl, upper
fromanong the plurality of |ower hierarchy data
exi Biengrchy thsauppsh mespacthyoddathe sieda fliasdihy a heest
comand.

structure stored in the memory.

2. A portable electronic device according to
claim 1, wherein the upper hierarchy data and the
lower hierarchy data are expression formats composed
of a tag, a length, and a value.

3. A portable electronic device according to
claim 1, further comprising:

a communication section which makes communicatibn
with an external device, wherein, in the case where
there has been successfully received a command having
the upper hierarchy data and the lbwer hierarchy data
specified by the communication section, the control
section provides.direct access to the lower hierarchy
data specified by the command from among the plurality
of lower hierarchy data existing in the upper hierarchy
data specified by the command.

4. A portable electronic device according to

claim 3, wherein, in the case where there has been
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6. A portable electronic device according to claim3,
wherein, in the case where there has been 20
successfully received a sequence specifying read

command havi ng the upper hierarchy data, the | ower

hi erarchy data and the sequence specified by the

communi cation section, the control section reads out

only | ower hierarchy data in sequence speci fied by the

25 conmmand from anong the uppe¥lhierarchy data

specified by the command, of the |ower hierarchy data
existing in the upper hierarchy data specified by the
conERgessi8lly Aegsrivald @ elesst raminabviael rg coneli wgper
to claim3, wherein, in the case where there has been
sucBésspgchy faksi vad &hdellavary anatehhalaty sprcified
uppg hberarc data ,and the | ower hierarch data 5
spefVi i TCE O csﬁqt&ﬁrérectt}}%rf:orl o*?ﬁ‘F%Jron reads

I ST I RRE A GRS L

QLE%??&%%%&%"“*@%%% Bigfi 4} porfa%@ééf‘%é %jla%%h

devijae 12e%aiiRg e tHeAl 5%8 ‘Mleélealfbm} Wi §388ified by

where there has "been suc fully recelved an
addithieOahmamhidt.i ng command havi ng the upper hierarchy
data specified by the conmunication section, the
control gact ipopaddidliondldit tcn ¢ | desi dat &cédrdleng to
additionally witten, the data being assigned by the
comeadadm 35 Iwhweereilm,eriar dihe dmtse iwhere titeetgppeas been
hi erarchy data specified by the command.
successfully received a data change command having
the upper hierarchy data and the lower hierarchy data
specified by the communication section, the control
section rewrites only the lower hierarchy data
specified by the command into data to be changed,
the data being assigﬂed by the command, from among
the plurality of lower hierarchy data existing in
the upper hiérarchy data specified by the command.

6. A portable electronic device according to
claim 3, wherein, in the case where there has been
successfully received a sequénce specifying read
command having the upper hierarchy data, the lower
hierarchy data and the sequence specified by the
communication section, the control section reads out
only lower hierarchy data in sequence specified by the
command from among the upper hierarchy data specified

by the command, of the lower hierarchy data existing

in the upper hierarchy data specified by the command.
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9. A portable electronic device according to claim3,

wherein, in the case where there has been 20

successfully received a search command havi ng t he

| ower hierarchy data specified by the conmunication

section, the control section searches for the upper

hi erarchy data including the | ower hierarchy data

speci fied by the conmand from anpong the data having 25

the nest structure stored in thé8nemory. 10. A

portabl e el ectronic device according to claim 3,

wherein, .in the case where there has been 119 .

successf Ul y & &agitakl & fkr @t 6oR bot debheanChavihgdt he

upper, hierarchy data specified by the conmunication

secPlBA™ the WESTS, Sdttilth BaT AT e ntk ks peen

i ndi cating_.all, the | ower, hierarchy data existing,in

{ he SUBFEPALATer (P UEE bt 11 by CRARS ARG the
upper hierarchy data and the lower hierarchy data
specified by the communication section, the control
section deletes only lower hierarchy data :specified by
the command from among the plurality of lower hierarchy
data existing in the upper hierarchy data specified by
the command.

8. A portable electronic device according to
claim 3, wherein, in the case where there has been
successfully received an additional writing command
having the upper hierarchy data specified by the
communication section, the control section additionally
writes data to be additionally written, the data being
assigned by the command, as lower hierarchy data into
the'upper hierarchy data specified by'the command.

9. A portable electronic device according to
claim 3, wherein, in the case where there has been
successfully received a search command having the
lower hierarchy data specified by the communication
‘section, the control section searches for the upper
hierarchy data including the lower hierarchy data
specified by the command from among the data having
the nest structure stored in the memory.

10. A portable electronic device according to

claim 3, wherein, in the case where there has been
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successfully received a data output command having

the upper hierarchy data specified by the communication
section, the control section extracts information
indicating all the lower hierarchy data existing in

the upper hierarchy data specified by the command.



