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Met hod of nodifying the instruction set of a smart card. BACKGROUND
OF THE 1 NVENTI ON The present invention relates to a nethod of
nodi fyi ng t he i nstruction set of a smart card. Mrre particularly, the
pr esent I nvention relates to a nethod of nodifying individual

i nstructions¥8P7¥387 3 spart card. A smart card, PEIERT0M4ed | C
card (IC - Integrated Circuit), is- an electronic device for effecting
paynents. The integrated circuit of the card contains a m croprocessor

or the like fMetRé6eHBEIGifRkAe instructith Pé6LSS far@f carasmart card is
normal |y provided-with an instruction 10 set conprising instructions
(commands) such _as READ_ WRI TE. UPDATE, etc., for operating upon the
(paynment ) dat PACKTRON, OF THEY INVENTIONG. often standardi zed instruction
sets are used, such Tae pregendefrnvratiopyrelates Eoaoprthnd NG PAIERTARE. thdowever ,

such an instrugktARtE&] sé oBOL 8RHAN édryl. More palrBidu@srly, tdhelgioREed tO0 the-
nunber and the scone Gl hdg &”“&éﬁfi&é Q8StoatRyin /’i%d?-li‘ist{ QR S uPEY%IE e
systens involving smart cards devel op, the rneea oftéen arrses to add
new functidns 4 6M8%tecd®r d, or to alter existing functions. Such
changes usual ly i mal ymextnesatilf iaded icobledf I¢ leexd (IC = Integrated Circuit), is

an electronic device for effecting payments. The integrated circuit of
the card contains a microprocessor or the like for processing data.
The processor of a smart card is normally provided with an instruction

10 get comprising instructions (commands) such as READ, WRITE, UPDATE,
etc., for operating upon the (payment) data contained in the card.
Often standardized instruction sets are used, such as e.g. defined by
European Norm EN726. However, such an instruction set is necessarily
limited with respect to the number and the scope of the instructions.

15  As electronic payment systems involving smart cards develop, the need
often arises to add new functions to the card, or to alter existing
functions. Such changes usually imply a modification of the
instruction set of the smart card. This would normally involve a
redesign of the integrated circuit of the card, which is not only

20 expensive but renders existing cards obsolete. Furthermore, altering a
standardized instruction set would jeopardize its compatibility with
the standard. -

For these and other reasons, the need arises to be able to

modify the instruction set of smart cards without substantially

25 deviating from the existing set.

SUMMARY OF THE INVENTION
It is thus an cbject of the invention to overcome the above-
mentioned and other disadvantages of the prior art and to provide a
30 method which makes it possible to modify an instruction set of a smart
card without adding commands. It is a further object of the invention
to add new functions to a smart card, the new functions being based on
the original instruction set. ' _
In ordexr to achieve these and other objeciives, the invention
35 provides a method of modifying the instruction set of a processor of a
smart card, the smart card further comprising a memory for storing
files and groups of attributes associated with the files, each



I nstruction set of the smart card. This would normally involve a

redesign of the integrated circuit of the card, which is not only 20
expensi veé but renders existing cards obsolete. Furthernore, altering a
standardi zed instruction set would jeopardize its conpatibility with
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smart carsd fyatédh@ectodnpri sing a nenory for storing files and groups

of attributes assgﬁi@tl?,d a\‘_\é:c;ﬁiw%of ti.lleeﬁtesgffi‘l? Iinvent::l.on instructiéns are
modified by modifying their attributes. As the attributes may be
organized in groups associated with specific files, the method of the
present invention allows instructions to be selectively modified, i.e.

10 modified for specific files. An attribute typically specifies an
access condition or a specific key to be used by the instruction
concerned. However, the attribute may contain machine code (or a
pointer to machine code) specifying a further operation, the operation
performing a specific function (such as a cryptographic procedure). By

15 inserting a new operation, or a modified operation, in an attribute,
the function of an instruction may be modified without altering the
instruction proper. '

It will be understood that the inserting of an attribute may
involve the replacement of an existing attribute. In geheral, memory

20 locations may be reserved for storing attributes. The insertion of a
new attribute generally involves the storing of the new attribute in
the corresponding memory location, in which case any information
previously stored in the memory location is overwritten.

The method according to the invention may be applied in

25 situations where the groups of attributes of the instruction set
comprise a first table containting first attributes and a second table
containing second attributes, the first table containing references to
the second table and wherein a new attribute is inserted in the second
table. Such a first table may e.g. comprise said specific key, while

30 the second table contains procedures (operations) to be used in
conjunction with the instruction concerned. It should be noted that
the first table may be referred to by a base table containing
references. By inserting a new attribute in the second table, the
modification is achieved with a minimal change in the attributes.

35 Modern smart cards may have at least two different data files,
e.g. for different applications of the smart card. In such a case, a
group of attributes may comprise subgroups associated with the
respective data files. The invention allows a new attribute to be
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2 attribute specifying properties of an instruction of the set, the
met'hod .conprising the step of inserting into a group of attributes a
new attri bute corresponding with an instruction to be nodified, said
new attrlbute g_’pemfyl ng a nodified property of the respective 5 .
instructi onW That is, according to the present FRVERYYHM

i nstructions are nodi fi ed by nodi fying their attributes. As the
attributes may be organi zed in groups associated with specific files,
t he method of the present invention &@lows instructions to be
selectively nodified, i.e. 10 nodi fied for specific files. An attribute
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attribute table of Fig. 3.
Fig. 5 schemaﬁically shows a procedure table associated with the
15 attribute table of Fig. 3 and the key table of Fig. 4.
Fig. 6 schematically shows an example of a hierarchical file
structure of a smart card.’

EXEMPLARY EMBODIMENTS

20 The smart card or IC card 1 shown schematically and by way of
example in Fig. 1 comprises a substrate 2, in which an integrated
circuit is embedded. The integrated circuit is provided with contacts
3 for contacting a card reader or the like. It should be noted that
the present invention can also be applied in the case of so-called

- 25 contactless smart cards.

The integrated circuit 10 shown schematrically and by way of
example in Fig. 2 comprises a processor 1ll, a memory 12 and an
input/output circuit 13. The memory may comprise a volatile (RAM)
memory part for temporarily storing data and a non-volatile (ROM)

30 memory part for permanently or semi-permanently storing data. The
latter part is preferably an EEPROM (Electrically Erasable Read Only
Memory) type memory. The data stored in the non-volatile part may
contain both programming data (instructions, programs) and payment
data, i.e. data relating to monetary transactions. It will be

35 understood that a separate memory (not shown) may be provided to store
the instruction set of the processor 1ll.

The processor 1l may be a microprocessor having a standardized
instruction set, for example in accordance with European Norm EN726.



conprise a first table containting first attributes and a second table
containing second attributes, the first table containing references to

t he second table and wherein a new attribute is inserted in the second
table. Such a first table may e.g. conprise said specific key, while 30
the second tabl e contains procedures (operations) to be used in
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: readers. The input-output-circuit 13, which may contain suitable
buffers, is connected with the processor 1l via a data bus. The
processor 11 and the memory 12 may be connected by means of the same
data bus.

10 The attribute table shown schematically and by way of example in
Fig. 3 and denoted in general by the reference numeral 100 comprises '
several parts, associated with different files (a possible file

' structure of the smart card will later be explained with reference to
) Fig. 6). A first part, associated with file A (21 in Fig. 6).

15 comprises the-fields 111, 121 and 131. The first field 11l containes
the file indicator, here denoted by "File A". The second field 121
contains an instruction table, i.e a table éontaining the instruction
set of the smart card, or at least references to the instructions of
the instruction set. It will be understood that the instructioms

20 proper comprise the machine code executed by the processor. In the
example shown, the instructions "READ", "WRITE" and “UPDATIE" are
shown. The third field 131 contains attributes of the instructions in
field 121. That is, for each instruction of the second field 121 there
may be an entry in the third field 131, the entry constituting a group )

25 of attributes which further specify the functioning of the
instruction. The attributes may for example comprise access conditions
and key numbers, denoted in Fig. 3 by AC and KEYNR, respectively.
Access conditions may comprise ALWAYS, NEVER, PROTECTED, and the like,
Key numbers may refer to entries in the Key Table depicted in Fig. 4.

30 The third field 131 of the table 100 may thus constitute a base table
of attributes, which refers to further tables (depicted in Fig. 4).

Although the first, second and third fields of the attributes
table 100 are shown in Fig. 3 for the sake of clarity as adjacent
fields, in actual embodiments the fields may very well be stored at

35 different, non-adjacent locations of the smart card's memory 12.

The attributes listed in field 131 all correspond with File A,
as specified in field 111. That is, the attributes of field 131 are
only valid for File A. Such a structure allows instructions to have



flexibility of instructions nmay be achi eved. 5 BRI EF DESCRI PTI ON OF THE

DRAW NGS Fig. 1 shows, in perspective, a smart card as used for
payrent « and identification purposes. Fig. 2 schematically
shows the integrated circuit of the smart card of Fig. 1. 10 f
Fig. 3 schengtigcal shows an attribute table of an instruction set o
a gnart car33“55§¢h¥he smart card of Fig. 2. - Fi JCTEPIT00644
schematically shows a key table associated with the attribute table of
Fig. 3. Fig. 5 schematically shows a procedure table associ ated
with the 15 attribute table of Fig. 3 and the key table of Fig. 4.

Fig. 6 schematically shows an exanple of a hierarchical file structure

of a smart car different fupsyiopslifies Gpmodiffayrar fdaca) files. Puch enfile mayr d or
| C card 1 showronckimnddtiacedthyreapecthyo viagpefific appkixatjohe(fiuactiiof) of the

conprises a subgltelc@rd, TiplcihiaphlRAtidisCeabREse”, "1dyalGHblograneThgAded.

The integrated gircuit is vi ded wi contacts 3.fol cqontacting a
card reader or tHe T keé.°rl aﬁ‘g?ﬁ)ﬁfcfeﬁgiv B8 PAVPIRGE. colleckine ?J?xé’g@ht i nventi on
can al so be3 appiredirs; nandhgaiping apgessota Jiilddngss and thetlike.| sespestigely.car ds.
The integrat ed EvehOuithinl GuahenapsTitabRin fiddel Yhad6hedYatsyilef may be uséxanpl e
in Fig. 2 conpriges.d wrgcaéﬁ%e,lésso@iﬁgg%xu%%gm Adtes may exPRUTAOYL PUL

[ it 13. Th COMpri s VO [ RA mory part for
Cemmor ari by st FFHLE BheSbe AREeIbub S Une, P oy« S0 Erofly BHELTRr

permanent |y or %fefh-inservariont #ay.sttodperf Sent sbe Parts defined Fytanrrifmces, S
preferabl ylan BEPBiddifHd esta noml Eylelrnaabl theRaadsOebiyditions of the

instruction "READ" may vary between a file containing e.g. purse data
(storage of electronic money) and a file containing personal data of
the user of the smart card. This will further be explained with
reference to Figs. 4 and 5,

15 The actual access conditions, shown symbelically in Fig. 3 by
AC, may be contained in the base attributes table 100, or may be
contained in a separate table (not shown). Similarly, the keys (KEY 1,
KEY 2, ...) shown in Fig. 4 may be contained in the attributes table
100. For the sake of the explanation of the invention, it will be

20 assumed that the entries KEYNR, which may simply numbers (1, 2, ...),
refer to the Key Table 200 of Fig. 4.

Each entry in the Key Table 200 of Fig. 4 contains a key number
(KEYNR.), a key (KEY 1, KEY 2, ...) and a procedure identification or
procedure number (denoted PRONR in Figs. 4 and 5). Each procedure

25 identification refers in turn to an entry in the Procedure Table 300.
Each entry in the Procedure Table 300 contains a proéedure number and
a procedure (operation), denoted in Fig. 5 by e.g. DES or RSA. Such a
procedure may be a cryptographic procedure, such as DES and RSA, or
some other coperation on data.

30 In accordance with the present invention, the instructions of a
smart card may be modified by modifying their attributes. Thus by
modifying an entry in the Procedure Table 300, a new function or a
modification of an existing function ﬁay be achieved. In Fig. 5, a new
function (e.g. multiply data with a common factor, or substract one

35 from data) is entered at the second entry of the Procedure Table. Thus
if in the Key Table 200 Key nr. 3 is selected, the Procedure Number
refers to procedure nr. 2, being the new function. Each time an
instruction is executed which involves the use of XEY 3, the new
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use of the table without actually using a key,

Instead of inserting the new function in the Procedure Table
300, a pointer may be inserted which points to a memory location where
the new or modified code is stored.

As explained before, in the base attribute table (100 in Fig. 3)
different attributes may exist for different files. The method
according to the invention allows for a flexible instruction set by
modifying attributes for individual data files.

Smart cards may comprise a hierxarchical directory structure for
organizing their files. An example of such a structure is shown in
Fig. 6. A main file 20 has three subfiles 21, 22 and 23. That is, the
main file may contain references to the subfiles, or such references
are stored elsewhere (e.g. in a common directory). A group of
attributes is associated with the main fiie 20. It is possible to have
individual groups of attributes for all three subfiles 21, 22, and 23,
as depicted in Fig. 3. However, in case a group of attributes is
associated with file 20, said group of attributes may be applicable to
all files lower in the hierarchy relative to the main file 20. That
is, the same group of attributes may be associated with files 21, 22
and 23 as well. In other words, if an instruction is changed by
modifying an attribute (of a group of attributes) associated with a
certain file, the modification may hold for all files hierarchically
lower relative to said file. This allows an instruction to be altered
for e.g. a specific card application where this application involves
several files. _

As is explained above, the modification of instructions is
achieved in accordance with the present invention by replacing and/or
modifying attributes. The method of the invention thus enables the use
of standard instructions (standard card functions) to effect non-
standard operations. The invention also provides a modified
instruction set of a smart card, as well as a smart card provided with
a modified instruction set. The actual inserting of a new attribute
into an attributes table is done by storing the new attribute at an

. appropriate memory location. The data representing the new attribute



data bus. 10 The attribute table shown schematically and by way of

exanple in Fig. 3 and denoted in general by the reference nuneral 100
conpri ses several parts, associated with different files (a possible
file structure of the smart card will later be explained with
reference to Fig. 6). Afirst part, associated with file A (21 i-n Fig.
6). 15 coﬁﬁplgeﬁw?he fields 111, 121 and 131. The first FFEPH’

cont ai nes - the file indicator, here denoted by "File A". The second
field 121 cont ai ns an instructlon table, i.e a table containing the

i nstruct.ion set of the smart card, or at Ieast references to the

i nstructions of the instruction set. It will be understood that the

i nstructi ons 202y bgrexsesferseh frew at pRUPHERh ViR acerre ES@@EM"’@H‘:‘W‘? He
processor. In imbdory of thexanql Befilreiwg tbiRigl rist thecHaonere RbdsfertedRyiE" and

"UPDATE" are  che 1/6*19% 13TP@ :hbl.{eﬂloéy chknlﬁlxsﬁaﬂhahﬁé at tributes of the

instructions in t, i for t t he
second field 121 thIt é’ﬂf"e u“%ers'i?"g b &% ﬁf{?rﬂmt % Lh 8T3 t he

entry constsit uFP?@iae’gtlso%prcQ%"’d Provatare &YFES"Y\AMYCH “P‘G‘I'Rlﬁe?“lé"p@%ﬁ 9t he
functioni ng of mkiye modificatiffs randtdddntiohb carat pasisibliecei byt departingfirén

conprise accessyugqad) % I0®Nhe Presen@qgv&&xotpunbers denoted in Fig. 3 by AC
and KEYNR, respective Access conditions rmay conprise ALWAYS,

NEVER, PROTECTED, and the like. Key nunbers may refer to entries in
the Key Table depicted in Fig. 4. 30 The third field 131 of the table 100
may thus constitute a base table of attributes, which refers to
further tables (depicted in Fig. 4). Al t hough the first, second
and third fields of the attributes table 100 are shown in Fig. 3 for
t he sake of clarity as adjacent fields, in actual enbodinents the
fields may very well be stored at 35 di fferent, non-adjacent |ocations
of the smart card's nmenory 12. The attributes listed in field
131 all correspond with File A as specified in field 111. That is,
the attributes of field 131 are only valid for File A. Such a

structure allows instructions to have
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5 . different functionalities for different (data) files. Such a file
my = - contain data with respect to a specific application (function) of
t he smart card. Typical applications are "purse”, "loyalty progrant,

and "access", for making or receiving paynents, collecting loyalty 5

credits, aW@’GMan access to buildings and the |ike, rcSTaPOTA0644y .
Even within such an application nore than one data file may be ‘used,
and thus nore than one associated group of attributes nay exist. As a
result of the attributes being specific tgo a data file, the function

of an instruction may, at |least for the parts defined by attributes, 10
be specific t@aA®Yata file. Thus, the access conditions of the

i nstruction "READ HetRoa YE mpdiTSi HE Qe ainfsi:f&tﬁﬁﬂk@é BENQ pEo@ssdU(£18 81a2
(storage of clget g0k Qlwgﬁxﬂm‘ Ard . FuG@ N AL 0; RELERRA! (1017'e3, Of

the user of t e explarnec

reference to WQE“B ﬁi fd(%}, 223 and 8r°“1’sT‘|’fe“§E"tIB‘a'f“a &s ACe IR BBS, shown
synbol i caf | y Pnafdogia@diwith the filespmachattoibuae mpdeifiyingprdpaseieatdff i but es
tabl e 100, Orag @¥stRfction (e.g. READ) of the set, the method comprising the step

of inserting into a group of attributes a new attribute (e.g. NEW
FUNCTION) corresponding with an instruction to be modified, said new
attribute specifying a modified property of the respective

10 instruction. |
2. Method according to claim 1, wherein the groups of attributes
are organized in a first table (100) referring to a further table
(200, 300) '

and wherein a new attribute (NEW FUNCTION) is inserted in a further
15 table (e. g. 300). :

3. Method according to claim 1 or 2, wherein the insertion of a new
attribute involves the replacement of an existing attribute.
4, Method according to any of the preceding claims, wherein the

memory (12) of the smart card (1) comprises at least two files (e.g.
20 21, 22), a group of attributes (e.g. 131) being associated with each
file, a new attribute being inserted in a limited number of groups.
S. Method according to any of the preceding claims, wherein the
files (e.g. 21, 22) are hierarchically organized, each group of
attributes being associated with at least one file (e.g. 20) and all
25 files (e.g. 21, 22) hierarchically lower relative to said file (20).

6. Method according to any of the preceding claims, wherein a set
of attributes is associated with all files of the smart card (1).
7. Instruction set of a smart card (1), modified by the method

according to any of the preceding claims.

30 8. Smart card (1), comprising a memory (12) and a processor (11)
having an instruction set modified by the method according to any of
the claims 1 through 6.

A O 00
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25 nodi fying an attribute (of a group of attributes) associated with a
certain file, the nodification may hold for all files hierarchically

| ower ‘relative to said file. This allows an instruction to be altered
for e.g. a specific card application where this application involves

several filgsy o 0ssr As is explained above, the nodif}

instructions 1S achi eved in accordance with the present I nvention by
repl aci ng and/ or nodi fying attributes. The nmethod of the invention

t hus enabl es the use of standard Egzytuctions (standard card
functions) to effect non- st andar perations. The invention also
provides a nodified 35 instruction set of a smart card, as well as a
smart card provided with a nodifiqgobpstruction set. The act ual
inserting of a new attribute ~into an attributes table is done by
storing the new attri but eret—an eproprrete—reror-y=—y ocat i on. The data
representing the new attr) bute 30387

PCT/ EP97/ 00644 KEY TABLE : 7 may be

transferred froma conputfr _via a card reader/witer to fhe

KEYNR. KEY PRONR.

1 KEY 1 1
2 KEY 2 3
3 | KEY3 2

Fig. 4

300
i

PROCEDURE TABLE

PRONR. PROCEDURE

1 [DES]
2 [NEW FUNCTION]
3 [RSA]

Fig. 5



menory of the card. Referring to Fig. 2, the data are transferred via

the 1/Ounit 13 to the nenory 12 in a usual nmanner. It will be
uncder st-ood by those skilled in the art that the 5 enbodi ments descri bed
above ‘are given by way of exanple only and that many nodi fications and
addi tions are 055|ble Wi t hout departing from the scoRg-rApetdbgsd’ €SENt
i nvention. ’g WO 97/ 30387 A

PCT/ EP97/ 00644 CLAI M5 .~ Method of nodifying the
instruction set of a processor (11) cﬁqubl smart card (1), the smart
card further conprising a nenory (12 storing files (21, 22) and

groups of attributes (e.g. AC, KEYNR KEY 5 1) associated with the files,

each attribute specifying properties of an instruction (e.g. READ) of
the set, the nmethod conprising the step of inserting into a group of
attributes a new attribute (e.g. NEW FUNCTI ON) corresponding with an
instruction to be nodified, said new attribute specifying a nodified

property of the respective

-Main ~20
File A File B File C
( ' { : -
21 22 | 23

Fig. 6



10 i nstruction. 2

of attributes

further table (200, 300)
FUNCTION) is inserted in a further 15
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table (e.g. 300).
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according to any of
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{54) Title: METHOD OF MODIFYING THE INSTRUCTION SET OF A SMART CARD

300
)
PROCEDURE TABLE
PRONR. PROCEDURE
1 [DES]
2 INEW FUNCTION])
3 [RSA]

(S7) Abstract

instructions.

The invention provides a method of modifying and/or extending the instruction set (READ, WRITE) of a smart card (1). Use_ is
made of the attribute tables (100, 200, 300) associated with certain files and with the commands of the existing instructiyn set to modify
the functions of the instructions. Thus, non-standard functions may be implemented without the need to use additional, i.c. non-standard




