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50

Detect a resource creation request from a client. ™~ 505

v

Responsive to the resource creation request being an initial resource
creation request for the package, verify the integrity of the package
based on properties in the resource creation request to create a release

secret in the cluster for a positive integrity verification result for the
package. The release secret represents a specific deployment
configuration of the package on the cluster.

v

Responsive to the resource creation request being other than the

initial resource request, check if the resource creation request
corresponds to the specific deployment configuration of the package (515
by checking against the release secret in the cluster.

!

Responsive to the resource creation request corresponding to the
specific deployment configuration of the package and the release
secret being present in the cluster, create a resource requested by the
resource creation request in the cluster.

v

Identify the package content by checking in the owner reference in
the cluster and verify the integrity. (525

520

End

FIG. 5
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0

Provide a Helm package 601. ~-701

!

Sign the Helm package 601 by a package owner’s key, and store the
Helm package 601 and the signature (i.e., the signed package 601A) }~_ 702
in a chart repository 603.

y

Sign a deployment configuration 602 by a signing authority to obtain
a signed deployment configuration 602A and persist the signature as {~_ 703
a CRD in the cluster 606.

v

Responsive to Request 1 being received, detect an initial admission
request with a release secret and verify the integrity. (710

v

Check the name of the resource (e.g., sh.helm.release.v1.ac-test-
appl.vls) in the admission request.

v

Check the signature on the package content retrieved from the chart
repository 603 and match with a Helm template definition in the |~_ 719
signed Helm package 601A stored in the chart repository 603.

v

Match the content between the signed deployment configuration

versus the deployment configuration in the request. (713
Create a release secret in the cluster. ~— 714

FIG. 7 @
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? N 700

Responsive to all of Requests 2-4 being received, identify the package

cluster and verify the integrity.

!

Check if the Requests 2-4 all correspond to a specific application package
deployment by checking against the release secret in the cluster 606.

v

Verify integrity using the signed Helm package 601A (template) and the
signed deployment configuration by (a) creating the expected resource

deployment configuration 602A and (b) comparing the expected resource
definition with the resource definition in the incoming admission request.

!

v

Responsive to all of Requests 5-6 being received, identify package content
by checking ownerReference in the cluster 606 and verify integrity.

!

Check if the request corresponds to a specific application package
deployment by checking the owner references.

content by matching the package content to the existing release secret in the ™~ 720

721

definition from the signed Helm package (template) 601A and the signed (~_ 777

Create the resource with a special annotation in the cluster 606. ~~— 723

™~ 730

™~ 731

v

Responsive to the owner being able to be found in the cluster 606 and the
integrity of the request being verified (by confirming inclusion of the
special annotation), deploy the signed Helm package 601A in the cluster
606 and create all package resources.

732

!

Get resource signature and verify the integrity of the updated resource in the

740

request

FIG. §
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Input:
Incoming k8s API request
Resource (name, kind, namepsace)
Operation: CREATE, UPDATE, DELETE

Output:
verdict: ALLOW or REJECT
annotations: add “integrity Verified=true” to resource.
reasonFail: Error message

Steps:

if (Is Internal k8s System Request == Yes):
Return verdict “ALLOW?”
else:
if ( Operation is “CREATE ):
HandleCreationRequest ()
else if ( Operation is “UPDATE” ):
HandleUpdateRequest ()
else
return verdict ALLOW

FIG. 11
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function HandleCreationRequest:
sl: Check if a request is the first resource creation
originating from an application deployment package

("if ( First Request == Yes ):

s2: Get resource signature for resource in the first
RI - request
s3: Verify integrity of resource in the first request
- ReturnVerdict ()

(else if ( Is Resource Associzated == Yes ): '
R2  — s4: Verify integrity of associated resource in request
- ReturnVerdict(ALLOW)

("else if ( Verified Owners Hierarchy Found = Yes ):

R3 — ReturnVerdict()

else

~ | ReturnVerdict(REJECT, “No verified owners™)
—else:

s5: Get resource signature

s6: Verify integrity of resource in request

\ ReturnVerdict

R4 —

function HandleUpdateRequest:
s5: Get resource signature

RS { s7: Verify integrity of resource in request
ReturnVerdict

function ReturnVerdict (msg)

if (Integrity Check Passed = Yes):
{ Annotate resource b

adding “integrity Verified=true” flag
Return verdict “ALLOW”

else:
R7 { Return Verdict “REJECT”, reasonFail=msg

R6

FIG. 12
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