A PROBESSOR SOFTWARE DEVELCOPMENT AND TEST APPARATUS Fiel d of the gogygp )t on
The present invention relates to apparatus used in the devel opmentjg?‘g
testing of firmvare for enbedded processor systens. [err] The use
enbedded processor systens is w despread.jTheir applications range from
simpl e consuner el ectronic appliances to advanced aeronautical systens.
Apart fromthe hardware desi flrrrwar ans have to be witten in
order for enmbedded proceésﬂig mg’éé&nﬁ‘@lﬂgm'fspem fications.
The testing and debugging of fi rmmﬂ”pmrpgssysterrs can be both tine
consum ng and tedi ous. The processor enploys tine sharing strategies to
service the Rigldioftise fovagiononal software nodul es of the systemin real-tine.
Thus, it is often difficult to determine the current state of execution of
the processor at &ibg present tyentionprelates forapparatus wsed in dedevelopment and testing
in-circuit-enulators are used to aid in the devel opment and debuggi ng of
firmiare pr®ffamwagg for emhedded progesserolystemsaci ng and stepping facililies.
In-circuit-emul ators erem)te pods that are plugged into the processor's
socket to probelliHale AHELERE processor'! s signals. An interface allows
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It is not po to carry over e use o ator fromone class of
processors tegbet@ddrocésedrs!th Yuribkibh QE@Rding ¢6 R spetifiefsdig! S- Emul ators are

t heref ore processor specific. The software equival ent of the

i n-circuit-enmul at @hecastingl & dsbuggiag dof Cirderaré \in tréal-tion systenntan Ye bbth time
firmvare. A software emulator is a piece of software that is used to
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various functional software modules of the system in real-time. Thus, it is often
difficult to determine the current state of execution of the processor at any particular
point in time.

At present, in-circuit-emulators are used to aid in the development and
debugging of firmware programs with the help of code tracing and stepping facilities.
In-circuit-emulators use remote pods that are plugged into the processor's socket to
probe and examine the processor's signals. An interface allows the user to monitor and -
intervene in the operation of the proééssdr. The in-circuit-emulator pérmits break
points to be set at specific locations in the code. The contents of the internal memory
and registers can be viewed only when the processor is in the halt state.

In~circuit-emulators function exclusively for the family of processors that they
are designed to emulate. It is not possiblé to carry over the use of an emulator from
one class of processors to another totally different set of processors. Emulators are
therefore processor specific.

The.software equivalent of the in-circuit-emulator can also be used to verify
the functionality of firmware. A software emulator is a piece of software that is used to

simulate the resources and behaviour of a specific processor. However, this method of
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¥2- testing is not capable of investigating the effects of the firmware on
the associ ated hardware that is connected to the processor. A hardware '
device that nonitors the input and output signals of the target processor
is used. This device allows data or cormasad signals to be driven into the

I nput pins of -the processor, so that the response of the processor to a

gi ven input can be nonitored. The above nentioned hardware device, and an

i n-circuit - qeRing! 8 @pible JfNEACREBAER! tHel EHURY Bf 48D YR HIWITe DASHRBsociated
can however, be used together to formwan integrated devel opnent and test
system The Hafibidre thad idicohmbetgd) torthe prodessoiwar e i n enbedded real -tine systens
is often tedious and tine consum ng. One such exanple is given in the field
of consuner el ect rAoandbvaré/aleyicel thatt monitars athe|inputcaxl owtptia isignals r efathet tanget
clock with events that are triggered at specific clock val ues preset by the
user. Test i mgocessprdemsedyi dus devicecallaws dasm o wommandt sigaals to be deivenistontbe g
because of the need to wait for real-tinme to pass before the,  event schedul e
can be tri gdapuPmsgidhe Rrochssapeso that the kespenseipd the PrARESSET to :giveD Rt cAR b s
to be tested again, These lengthy repetitive test cycles significantly

prol ong the I?‘?‘ﬁ'&’r?‘f’eeded to test the system No provision is nmade f-or
unsupervi sed veri fqqcati t ted.to e | = 1] C .

such exanple is tk'lf‘eh%t %%@?n%g%@f{%ﬁeﬁﬁiﬁ%@ g‘% ¢l %@kaéu —cg%{sn‘t{r-‘eé%ﬁa??ixl%r e%o
consuner audj LR BB k I
times can bgh%lpgset ?%‘P Wt ed%HtlJl ‘ogggsa?ﬁg?ﬁent Sﬁggo‘?é\‘?gpg{]g%gﬁ%éﬂn%&g t%’[s:"fleep
node) or to ahlhfegfiied dévelopilenbatitest systefnem a wake-up time or a sleep tine
is first set. Real-tinme needs to el apse before inspection can be nmade to
see i f the correctTievestingemduebuggihg of firmware in érplgsdded heal-tinwesystinssis dfenby
node may be many hours away. This results in a long wait for tinme to el apse
before the aetioupanditime censuniivgppedine sech exanpiplie, given irh¢hec Gicldeof consumers
0700 hours, and a _wake-up tine is set to be at 1900 hours, it would result
in a 12 hourelegiopicsThi s | ong wait is time consunming and needs to be
reduced.

Many electronic appliances contain a real-time clock with events that are
triggered at specific clock values preset by the user. Testing and debugging carried out
on such systems is time consuming because of the need to ‘wait for real-time to pass
before the event schedule can be triggered. When a change is made to the firmware,
the system needs to be tested again. These lengthy repetitive test cycles significantly
prolong the time needed to test the system. No provision is made for unsupervised
verification of events related to the real-time clock.

One such example is the testing of the timer and clock sub-systems in a
consumer audio product. The timer has wake-up and sleep modes. Speciﬁc times can
be presef for the audio equipment to go into stand-by mode (sleep mode) or to turn on.
To test such a system, a wake-up time or a sleep time is first set. Real-time needs to
elapse before inspection: can be made to see if the correct event occurs. The time to
trigger the sleep or stand-by mode may be many hours away. This results in a long
- wait for time to elapse before the ftppropriaté event happens. For example, if the
current time is 0700 hours, and a wake-up time is set to be at 1900 hours, it would

result in a 12 hour wait. This long wait is time consuming and needs to be reduced.
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t3- |t is necessary to exam ne the contents of nmenory and registers during
t he debugging of a real-tine system Current in-circuit-enmulators only '
all ow the nenory contents to be changed when the processor is in a halt or
reset state. No nodification of the nenocg-by the in-circuit-enulator is
possi bl e when the processor is executing. In-circuit-enmulator equipnent is
often costly, and processor specific. In an environnent whereby a w de
assortment of progessaedes &%t@&hﬂnﬁﬁ' thel cOntens of Rty i RPSslers during the
correspondi ng emul ator can be financially prohibitive. Tine'is also
required to debigging b€ aussalrtihe sgaem. fCunrdrit dn-cirgnitietnnltére onbe ahow ahe aiensagh
new emul ator. No emul ator capable of targeting different fanmlies of
processor s icontgutsi todis) @hanw;lewhen thezprocassamisiis anadeorf resen state. (Ne nmufdificagion
processor to another in typical system the program variabl e assignnents
and | abel na¥fdbe n@m@mp)é@q in-aircuitegiunlator lsmwblpévhme DEQCEHOT fS §XPERINE. ar e

usual ly different, as the re often wjtten di fferent author third
party attenpting tIB'cFFB’t'j Fq‘PPi@e‘Ftllﬁrﬁ/t%ﬁne ¥4 aE‘iﬁ’é?‘feé%espa?’%Ft c lal9r| n
conprehendi ng_t he code, a ar bl e a d | abel s e

untt §onal | vipEmEsh ndtin A SR ndrinithy BF BrocBipes o Btk 1 fes Ftviciae

t f
|l OO BB
generic enulgioQs thes user! #Plga ﬁlhfénnﬁgl‘hg%v%tﬁ% SPERRIGE of Wck i lehfIHHE  No

devel opment of firmware foOr enbed processor systens. [err] In accordance

with one aspgidlatef chpable o€ IRigkting) dfdrenfatdiliéseof rdﬂemi'@%%dvzﬁlabﬁm ‘Whéna
nonitoring apparatus for testing and debugging of firmvare in an enbedded

processor basagitionsisanadesfron thepuseadfusnecpropesser iy anathew §1f a dgpipait gystem, the
sub-system a target sub-systemrepresenting the embedded processor system
a conmuni catprogram vidriablehassigomentsiand dahed namges ¢mployérkinthe tcurreniandeprevious set

sub-system and the target sub-system and;
of firmware are usually different, as they are often written by dlfferent authors. A

third party attempting to troubleshoot the firmware will experience difficulty in
comprehending the code as the variables and labels used for the same functionality are
named differently. _

Accordingly, a low cost integrated apparatus for testing, debugging and
monitoring the system under development, Which includes a subset or full set of the
functions of a generic emulator is a tool that can greatly enhance and expedite the
development of firmware for embedded processor systems.

Summary of the Invention

In accordance with one aspect of the present invention there is disclosed a real-
time monitoring apparatus for testing and debugging of firmware in an embedded
processor based system, said apparatus comprising:

a host computer sub-system;

a target sub-system representing the embedded processor system;

- a communication link sub-system interconnecting the host computer sub-system

and the target sub-system; and;



¥4 - a nonitoring sub-systemresiding on the host conputer sub-systemfor
noni toring operation of said target sub-systemin real-tine and retaining
nonitored results thereof. In accordance with another aspect of the present
invention there is disclosed a method for4the standardi sed devel opment of
comuni cation primtives to allow one of a plurality of target sub-systens,
each having a different controlling processor, to be tested using a host
nonitoring system | had,. | @kiAGot fo _

st andar di si ng var iaagﬁdexﬂtr?g%s% %I{aﬁ{ e%%lﬁgﬁgi gﬁd&{ﬁﬂ‘g’ﬁgﬁ’c t?egns%t% sjggelné for
target sub- &ﬁ@ﬁm§aapbrétmmbﬂ s#if @AIFE sub-bYtdin Sial fealffe AANdtAiNINEOmOWR6RA
and (b) st andar di si ng conmmuni cation primtives for and anongst each of
sai d diff eressulsahéreof. i ng processors and a controlling host processor of
said host nonitoring systemand retaining same within each one of said
target sub-syst endn aceordamcerwithn grothért 4spect of ke prespmicinveritionithengrie slisclosed a
invention there is disclosed a universal in-circuit-emulator apparatus for
devel opnent ragthod fastthe gtapdardised developsent of commpnicetignyprimifives &mﬁo‘ém obf

said target st.ens _havi ng .a control | farget_.processor, said apparatus
compr i o1 ng: DIURLGH Of feigt SuEsystrnss rarh Bivind 7 SIes; cConbuling, Sresstsar. 1o be
depository sub-system t est dat abase _enaqi ub-syst e n auto tester
Sub-system EPtEENEPE & nof miRlerind FHGE oS aetiod tSRd B s el | ¢
emul ator hardwar e gyb- syt g i gy T{ﬁ%ﬂﬁgs LR Eadll ﬁglﬂséto%p kion of said
sub-system Arising fromone entbdl nmen e invention, an ecdnom cal an
ef ficient systRMaARARKR Al RGAASS LAk Hifin'SRfl Lot RbniTBHRE ¥ysiaf; &R0 St er
contents in real-tirne has been devised, which is able to nbnitor the
operation with anyb)ype seinderiisdit esmufieRsTOprimities THE had aimdfigst ¢ach af FRIANS
to monitor the nenory and regi ster resources of

different controlling processors and a controlling host processor of said host monitoring

system and retaining same within each one of said target sub-systems.

In accordance with another aspect of the present invention there is disclosed a
universal in-circuit-emulator apparatus for development and testing of one of a plurality
of target systems, each of said target systems having a controlling target processor, said
apparatus comprising:

a user interface sub-system;

a processor resource data depository sub-system;

a test database engine sub-system;

an auto tester sub-system;

a generic emulator software engine sub-system;

a generic emulator hardware sub-system; and

a generic remote processor pod sub-system.

Arising from one embodiment the invention, an economical and efficient
system capable of accessing and modifying memory and register contents in real-time

- has been devised_, which is able to monitor the operation with any type of embedded
Processor.
Thé system includes a means to monitor the memory and register resources of

the target processor in real-time, facilitating the verification of processor operations,
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the target processor in real-time, facilitating the verification of
processor operations, -5- and a neans by which different famlies of
target processors can be nonitored using the same host and conmuni cati on
sub-system The host processor sub-systemg ncludes a neans to store and
docunent test cases for specific tests, a means to carry out testing over
extended periods of tinme wthout any human intervention, a neans to

descri be theyy I I f t g 2 oni torj.ng
System . momiol BEAE by AReH e faie of 15k MEORETSRn bE rlcHfip Rl b
nmeans to encsgdt hseind comthenicioisabsyétemsend i nformation to target sub-
system The target processor sub-systemincludes a neans to decode the

i nformati on sent bPhe hestipretessornsubesystem idtudey 3t BAnsato RS ahd d¥Eihéht ¢t
read fromnmenory and registers as requested by the nonitoring sub-system
and a neans Gagess &ndspepifigriestsi armenns kot cartyheutrresiing overg estefidedly périvtls dfOtime
address the problemof having to acquire a new enul ator whenever a new
processor i sWitRQHH any hymany steryention, |a-menns 4 gescriba shd intgsnaluestadicesvafithé target
provi des a nmeans to Qgﬂqn;tgr. etsgﬁprocessors across different platforns and

manuf act ur erOESPSYYsO 16 o3 MEARY (3ceePtuseE pt and prayide feadbaski t
the internal,.r c [ tion of the variouys faml.ies of processors
in a processt(())rtﬁiéja?ll A’ ge‘%%g’;t“g%&d& YrEL Py angﬁqnag? sﬂ‘fg}qumttgﬁ?%&%r

data fromthggggpository to initialise and setup the universal emulator for
use with a néw target processor, a nmeans to provide a standardi sed user

interface regardl epg ﬁigét*}ﬁoéei%i&%ub% S@th@@mﬁ dfﬁ%ﬁ:de@o&@ﬁ{ésin&&niagxgﬂa

and wite nenory areas in real-time, “whi t he pro%ramls executing a
means for t hent bywhehest aaafitping RAD-syterdC & GHERRASI A6 Syrite GMASEA $roM hibnftr( faaReNt
packagi ng and pin configurations. To address the issue concerning the

vari ed use okgistrs abrajuested by rtherimonitoring siitebystsmeandoy nibahé & eftid THEMMARRA! S
across different processors, a neans is used to standardise the nane of
vari abl es arhfck & thesmonjtosing\subspistem. pr ef erred enbodi ment s.

To address the problem of having to acquire a new emulator whenever a new
processor is used, a universal emulator apparatus is provided, which provides a means
to debug target processors across different platforms and manufacturers by using only
one set of hardware, a means to store and edit the internal resource configuration of the
various families of processors in a processor data depository, a means to extract the
relevant processor data from the depository to initialise and setup the universal
emulator for use with a new target processor, a means to provide a standardised user
interface regardless of the target processor being used, a means to read and write
memory areas in real-time, while the program is executing and a means for the remote
processor pod to accommodate processors with different packaging and pin
configurations.

To address the issue concéming the varied use of variable assignments and
label names by different developers across different processors, a means is used to

- standardise the name of variables and labels is providéd in preferred embodiments.

Brief Description of Drawi
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[err]s -6 - Fig. 1 is a schematic bl ock diagram show ng the vari ous
functional nmodules within the host and the target systens and how t hey
interact with each other, according to an enbodi nent of the invention; Fig.
2 is a schematic block diagramillustratigg the shared use of the

comuni cation and control |ines between the host, target and the external
device, in a particular system Fig. 3 is a schematic bl ock diagram

depicting the intafgcyi;en M?ﬁ’é‘ ' {v#%c |

uni ver sal enul at o?fl 'p%éfggt%geo tﬁfgegrdg%gé@le%me omeon?a%o;uggggé@é}ﬁnfhpgsa
schemati c flwifihahd hédt afd tikAardet BRstARCARE hoVe tiy SR witth@achatBiet according
processor. [err] Fig. 1 shows a host nonitor system 10 interconnected to a
target syst aoad@mbodindenool tedavémionpr ot ocol i npl ement ed usi ng conmuni cati on
line 39. The host nonitor system 10 is used for the software devel opnent
and testing of thdfigt & geta sphamatic3blocKhdiaprast iltustiating thes tshared Ouseon€i thes
of: - a user command interface nodule- 18; - a communication nodule

i ncl udi ng a JeEHRNMeasionAndcogtrel Hnpsthetweea the hestsitarget and therexteznal deNigeqin a
comuni cation primtives nodule 14; - a nonitoring nodule 15; - a

dat abase end?“ﬁ'gchoﬁXF@miﬁ - an auto test nodule 16; - a set of target

processor specificatigns 19;.- a S rocesgor. 11: - .3 host bus 12
i nt er connect i ng tﬁﬁghgdffl ascherpafic H@C%d&grﬁmoggggtg}g the “%FF@CE‘%R 3’8?‘”“*595?%
30 of Fig. %a?ﬁﬂ?'ﬁh&ioqfai modules of the universal emulator apparatus of the preferred

embodiment; and

Fig. 4 is a schematic flowchart of a real-time operating system of the target

Processor.

Fig. 1 shows a host monitor system 10 interconnected to a target system 30 via
communication protocol implemented using communication line 39. The host monitor
system 10 is used for the software development and testing of the target system 30.

The host monitor system 10 consists of:

a user command interface module 18;

a communication module including a hardware interface 13 to the
communication line 39, and a communication primitives module 14;

- a monitoring module 15;

- adatabase engine module 17; |

- an auto test module 16;

- aset of target processor specifications 19;

-  ahost processor 11;

a host bus 12 interconnecting the modules with the host processor 11.
= The target system 30 of Fig. 1 consists of:
- atarget processor 34, generally including RAM;
- processor firmware 35 for the target processor 34, generally formed in

ROM internal or external to the target processor 34;



i a target processor 34, generally including RAM - processor firmare 35
for the target processor 34, generally formed in ROMinternal or external
to the target processor 34; -7 - - system hardware 36 including al
devices controlled by the target processgg;,_ a communication nodul e
including primtives 33 and a hardware interface 32 to comunicate wth the
~host nmonitor systemvia the communication Iines 39; and - an internal bus

31 connects conponentggdlh HafiwAE 954 GE}é%Eﬁlg]n%ﬁuggviE&e éoFl&Gﬁéd p(;l g@és%%{ﬁ.

In particular, the syStem hardware 3 areal-tine

perfornms operations' gedesssr; t hose nentioned above. The user conmand
interface 18 accepts user input. The user first specifies a particular type
of the target processocondsuticativn medude inchoinge bripiitivels 33nahdt £hirdegre interface
Application specific attribute values and settings can be issued to enable
initialisation of the2 tor ¢gmmpnicateswith tiB4hostimonitorrsystemevinahe cosmainication

di spl ays the responses returned by the target processor 34, informng the
user of the results dinesss: ak i nput. The user interface 18 conmmuni cates

with the nonitor nodul e, 15 via user commands 28 and ni tor responses 29
when sending or recei® W&Wﬂf@ﬁé iCBanchoﬁ?’PP@’ePQrﬁ%HPes%geénﬁyﬁﬁ ?ﬁeto the

noni tor nodul e 16 re%%%ﬁ#ﬁfg%?ﬂf?‘ﬁ of target specifications 19 and,

together with the inp ser interface 18, constructs

communi cation co ”ﬁzariugél OtiRCsifith Habavdle §@e@r§§l”hﬁﬁfd§e°§ %Rﬂﬁ'xh@:caétk that,

col l ection of standa ‘processor 1 ndepend primtives resi

comuni cat i ORrfYrindioperdBendRIEH a8 thfte mEARoRALatRbe Pri M tives provide access to
data in the M and registers within the target processor 34. A

correspondi ng set THe ek Roimaad interfates 18 AERPRuseP it VTR Uisek M stCevities .-
In order to achieve a higher |evel of encapsulation so that the differences
i n har dwar e partitulare ¢yper ef dlie -thrgéteprcesspr Gdeks be sused in development and testing.
Application specific attribute values and settings can bc issued to enable initialisation of
the target processor 34. The user interface 18 also displays the responses returned by
the target processor 34, informing the user of the results due to the input.

The user interface 18 communicates with the monitor module 15 via usef
commands 28 and monitor responses 29 when sending or receiving information from
the target system 30. The monitor module 16 reads in the set of target specifications 19
and, together with the input from the user interface 18, constructs communication
commands 22 to be sent to the communication module.

A collection of standardised, processor independent primitives reside in thé
communication primi_tives module 14.  The set of primitives provide access to data in
the RAM and registers within the target processor 34. A corresponding set of
primitives is also needed to carry out the commands.. In order to achieve a higher level
of encapsulation so that the differences in hardware architecture of different processors
can be hidden, the priinitives that carry out the commands are implemented differently

N across various types of processors that can be used as the target processor 34. The

primitives are to be named in a similar manner, so that those with the same name are

always functionally similar, regardless of the processor platform. Using this approach,
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t¢an be hidden, the primtives that carry out the comands are inplenented
differently across various types of processors that can be used as the
target processor 34. The primtives are to be naned in a simlar manner, so
that those with the sanme nane are almays_kqnctionally simlar, regardless
of the processor platform . Using this approach, -8 - the differences
that exist in the architectures of different target processors are hidden

f the h The t: I f.Ccat i ' RL: A
pr ocessor  SpRTEReenaep natohis LB s SREGhles o4 B0Ral RRR bfokedd GEMAES

of the targefoa\iad BRIt IPster@cessor specific information includes the
regi ster configurations and the RAM and ROM nmaps of the target processor

34. Application spesd fargetispécdficaioh® depository B cantalns pdceésop BpevififMfbrmation
al l ocati on and usage. Use of programvariable nanmes for simlar functions
can be st andsrwel$ asl application @pédific infornpationafthe tppet Systens 30 HP®rovessor $peeific
address locations of simlarly named variables can differ. The auto test
nodul e 16 deinforgwtion dn¢ludast the registar perfiguwratipns rand dthe Rdhad BOMeamaps of the
operations. The test operations are sent to the _ nonitor nodule 15 as_a test
sequence 24.targerpregessar 3. « irpHeationowesilis infosmation inglydes @ descripdon: of RAMy
the specifications depository_19, _ the nonitor. nodul e .15 .sends the

AT opr | at o SIS0 SSHEF { 1150 COF HRFEA YEROISORAIRRS. FOF S TERSHIORD AR e 5
recei ves respon J [ 0 Wi e .L£o Lcatl

nodul e and r%@?g?%é&glgégeﬁ% ?%g‘%%s@ Eﬁ%ﬁ’t%g a%%e%ée}s ttﬁ%n%%s %gati@nsaof
series of tegh;: giafn% : : est nodul e 16 sends the results for
storage 27 is;ﬂ'ﬂfdfr?{ie1§ at aggggat;ei%gfﬁfe&? . In addition, the auto test nodule 16

is able to interprehe hits it Shbdute 16)abridsats BHG 6 4 Pﬁ&@&rﬁfﬁé&& efilddt €

15 and act accordingly. For exanple, it can choose ermnate the tests

if it has defesichpératiidt (T e$eopédationsohret ent ttor gt monh6ee scdule345has a test
entered into an erroneous state and is unable to proceed w thout hunan

i nt er vent i onseqibneed 2dabadiogethen| with 7 thes preeedsdro spedifications t tatrievedp dnmes thef
the target system
specifications depository 19, the monitor module 15 sends the appropriate commands
22 to the communication module. _
The monitor module 15 receives res"ponses 23 from the target system 30 via
the communication module and redirects the responses back to the auto test module 16
as a series of test results 25. The auto test module 16 sends the results for storage 27
in the database engine 17. In addition, the auto test module 16 is able to interpret the
results that are received from the monitor module 15 and act accordingly. For
example, it can choose to terminate the tests if it has detected that the execution of the
target processor 34 has entered into an erroneous state and is unable to proceed without
human intervention. |
The database module 17 is used to tabulate the responses of the target system
30. The database 17 also stores different test sequences needed to test a target system
for a particular application. A database record can contain:
- - type of application,
- type of processor,

- type of test,

- documentation for test,
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30. The database 17 also stores different test sequences needed to test a
target systemfor a particular application. A database record can contain: -
- type of application, - type of processor, - type of test, -
docunentation for test, -9 - - list of gomuands used. The dat abase
engine 17 sorts the records by fields, or by keywords in the fields. A
comuni cation primtive is a well defined command whi ch denotes the

smal | est functional it lofedinhfddd @egcoMuni cation. For exanple, a function
to receive one single byte fromthe comunication port <receive_one_byte()
> can be classifi eThadaabaei diginey €7 softs IRE réor@s b§ fidlEs, V‘GFH e}r@JoH’sr irf* the
parti-cul ar processor. In order to receive ten bytes, the <rece ve one byte
0> conmand wheldsl need to be invoked ten tinmes. The col | ection of

comuni cation pri mtlves interprets the information received fromthe
comruni cati on | i ned eqramunications primitivehds appelb plefimeé @oimanris whidhe dencaey ilens
can include the fe&wgl ng..or wrltlng of data to registers or nenory of the
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to the targefimpgocessor 34 whenever it reqU|res service. The target
processor 34 needs to have a

The collection of communication primitives interprets the information received

from the communication lines and carries out the appropriate actions. These actions
can include the fetching or writing of data to registers or memory of the target system
30. _

The code to implement the set of communication primitives in the target
system 30 is kept separate from the application firmware 35. The number of primitives
is kept to a minimum so as not to unduly interfere with performance of the processor 34

~on the target system 30. The complexity of each of the primitives is also kept to a
minimum so that they are easily implemented and will not take too many cycles of the
processor 34 to execute.

The host processor 11 issues a <request for service> signal to the target
processor 34 whenever it requires service. The target processor 34 needs to have a
means to detect, interpret and service the request that is being sent from the host
processor 11. The means to detect the request signal depends on the architecture of the
firmware 35 that is being chosen, which varies with different applications. The scheme
selected should not introduce interference into the target system 30 being monitored.

) A request line from the host processor 11 can thus be connected to one of the
interrupt pins of the target processor 34, thereby generating an interrupt signal

whenever there is a request from the host processor 11. The priority level of the

interrupt assigned to the incoming request needs to be selected so that the host



freans*to detect, interpret and service the request that is being sent from
the host processor 11. The neans to detect the request signal depends on
the architecture of the firmware 35 that is being chosen, which varies with
di fferent applications. The schene sel ectgd shoul d not introduce _
interference into the target system 30 being nonitored. A request line from
the host processor 11 can thus be connected to one of the interrupt pins of
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peri odi cal | ymaia hodiléle Thefashivae 35 diethe Npforkison 387cah Beodlsd Bfgahided into
arrangenment of Fig. 1 defines the standard in which the target system 30
and t he hosttasksrnthatocannipe astiiatesh viith mespectadhe timet Gourte; fre a eveqirentigk nahner, or
information. It is inportant to note that in a given application, the ports
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be many avail abl e ports that . . o
request signal can be implemented as a single task that is woken periodically up by the

scheduler. .

The communic’atioﬁ protocol for the arrangement of Fig. 1 defines the standard
in which the target system 30 and the host monitoring system 10 must adhere to in the
exchange of information. |

It is important to note that in a given application, the ports of target processor
34 may be almost fully utilised. As such, there may not be many available ports that
can be used for communicating with the host monitoring system 10.

If the target system 30 'being monitored is a real-time system with critical
timing requirements, the communication with the host monitoring system 10 should not
affect the ability of the target processor 34 to meet its own timing requirements.

When the communication ports of the target processor 34 are all being used by
its external sub-systems, it becomes necessary to multiplex the use of those

T communicaﬁon ports. This is illustrated in Fig. 2 and is described in detail later in this
specification. Using this method, additional control line(s) are used to arbitrate the

allocation of the communication lines.



can be used for comunicating with the host nonitoring system 10. If the
target system 30 being nonitored is a real-time systemwith critical timnmng
requi renents, the conmunication with the host nonitoring system 10 shoul d
not affect the ability of the target procepsor 34 to neet its own tinng
requi-renments. When the comunication ports of the target processor 34 are
all being used by its external sub-systens, it becones necessary to
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parallel form For serial transfer, a synchronouds transm ssion scheire |
preferred, ssubagstetlsh a schenme can be applied to a wider selection of
processors when conpared to an asynchronous scheme. In the synchronous
schene, a bit cl odbatadransfer betvpehithe tavigttprockisbs B4 e the anéiitiringhéysteds aipv er
can latch the data as_it conmes in. For parallel transfer of data, a word
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processors when compared to an asynchronous scheme. In the synchronous scheme, a

bit clock _is sent together with a bitstream, so that the receiver can latch the data as it
comes in. For parallel transfer of data, a wokd clock is required to allow the receiver
to latch in a word of data.

A number of possible configurations exists to implement the communication
protocol. The choice of configuration depends on the number ports available, the level
of error immunity and recovery needed and also the presence of any external sub-
systems that is attached to the target processor system 30.

In addition, the monitoring system 10 can be used in conjunction with a device
(not illustrated) that analyses the input and output signals of the target processor 34.
The signal analysing device captures the logic levels at the pins of the processor 34 and
sends a representation of the levels to the host monitoring system 10. The analyser
device is also capable of driving appropriate signals onto the input pins of the target

N processor 34. In this way, the response of the target processor 34 can be monitored
from its output pins. The use of such a device in conjunction with the monitoring
system 10 allows the user to access both information internal to the embedded

processor and also externally at its pins. This integrated test and diagnostics sub-



of error immnity and recovery needed and al so the presence of any external
sub- systens that is attached to the target processor system 30. In '
addition, the nonitoring system 10 can be used in conjunction with a device
(not illustrated) that analyses the inputjpand output signals of the target

processor 34. The signal anal ysing device captures the logic levels at the

pi ns of the processor 34 and sends a representation of the levels to the
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appropriate Signals onto the input pins o e target processor 34. In this

way, the regpgises ¢ifthe begdtprobsd@dcessor 34 can be nonitored fromits
out put pins. The use of such a device in conjunction with the nonitoring

system 10 al | ows {Tueningeowtto Rigcdsm derview of dheraniversal enndatoa apparatub 80 can
enbedded processor and also externally at its pins. This integrated test
and di agnostbeqsowided. The system 80 cpmpuisesnfshe fallowdpgbiodisley: of accessing dat a
fromboth the pins, as well as the RAM and regi sters of the target
processor 34. Turni n@ Standagdisediuger interfage W@F‘@i%é\iv of the universal enulator

apparatus 80 can be provided. The system 80 co i.sgs of the follow ng
nmodul es: - a staﬁdaracﬁrg%ﬁﬁs‘?}'s"ﬁo“ir?ﬁ‘é‘? @@Sﬁ%d@‘%gi a processor

resource data deposi tqé%_ﬂggy%eeagﬁ{gﬁ%duzﬁé@st dat abase engi ne nodul e 88; -

an auto tester nodul & ator software engi ne nodul e 86;

- _a generic enul ator, Qﬁfodﬁé@tEFmg?lﬁulsq- 83; - a generic renote processor pod
nodul e 85; - a host agr ocessor ;and - a host bus 82 interconnecting the

nodul es wi th the hosty phegesmihtctkoftwar dighirdasdiile8d; user interface nodul e
90 allows the user to communicate with the enul ator and the target

processor system 30. alfehetie emiRte Hatdwide nivddlea8rs, the user:is able to
view all the nenory and register contents of the target processor 34 in
' - a generic remote processor pod module 85;

- a host processor 81; and

- ahost bus 82 interconnecting the modules with the host processor 81.

The standardised user interface module 90 allows the user to communicate with
the émulator and the target processor system 30. Unlike conventional emulators, the
user:is able to view all the memory and register contents of the target processor 34 in
real-time, while the processor 34 is executing. In addition, various debugging tools
such as the setting of breakpoints in the code and trace functions are available. The
outlook and usage of the interface remains the same regardless of the processor 34
chosen. There is no lead time needed for the user to orientate himself to a new
environment in the case of a new emulator. The user interface 90 issues and receives
commands 98 and data 99 via the generic emulator software engine module 86.

The type of target processor 34 is selected from the processor data depository
module 89 to initialise and configure the emulator apparatus 80. It contains the
processor category, the input and output pins assignments, the packaging type, the

- register and memory maps, unique resources that exist within the processor and other

definitions to fully define the processor. This module also has the facility to add, edit,

search and delete information pertaining to the processors.



veal-time, while the processor 34 is executing. In addition, various
debuggi ng tools such as the setting of breakpoints in the code and trace
functions are avail able. The outl ook and usage of the interface remains the
same regardl ess of the processor 34 choses._ There is no lead tinme needed
for the user to orientate hinself to a new environnent in the case of a new
emul ator. The user interface 90 issues and receives commands 98 and data 99
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al so has t heppheationt A tiatabase recodd tan smainh and del ete i nfornation
pertaining to the processors. = - 13 - The test database engi ne nodul e 88
t abul at es the respond¥pe offappleationr get system 30 to the sequences of.
commands issued by the auto tester nodule 87. The database 88 al so stores
the different test sd¥R§eHd¥eCes¥Ueded to verify the functionality of-a

particul ar applicatiqn. dat abase record can contain: - type of
application; - type e‘grtS‘cgESsor; - type of test; - docunentation for
test; and - |ist of onung?est'T test dat abase engine 88 sorts the
records by fields, or by kKeywords 1r the fields. The auto tester nodul e 87

obtains its set of_ CQEF@ﬁaxﬁﬁﬂﬂﬁgﬁéﬁ fromthe test database engine 88.
These conmands are in turn 1ssued as a test sequence 93 to the generic

emul ator sof t war e ‘FOtestiatibase enghid 88 eits fheGBEoray by Fidlds, of By rdsOin' the
stream of conmmands are channel | ed back to the auto tester nodule 87 as a
series of. t efidlds. :

The auto tester module 87 obtains its set of command sequences from the test
database engine 88. These commands are in turn issued as a test sequence 93 to the
generic emulator software engine module 86. The target system's responses to the
stream of commands are channelled back to the auto tester module 87 as a series of test
results 94, ' |

The ability to handle a variety of processors is made possible by haviﬁg a
generic emulator software engine 86. This is the heart of the whole emulator apparatus
80, and derives its settings and manner of operation from the information extracted
from the processor data depository 89. Commands 98 from the user interface module
90 are channelled to the engine 86 for processing. In conjunction with the processor
type selected previously, the commands 98 received are translated into a predefined
format before they are issued to the generic emulator hardware module 83 as an output
bitstream 91. Conversely, input bitstream 92 data acqﬁired from the hardware module
83 are decoded according to the processor type and sent to the user interface module 90

N via the data line 99.

The generic emulator hardware module 83 interfaces between the software

engine 86 and the remote processor pod 85. A communication strategy is employed



'esul t's 94. The ability to handle a variety of processors is made possible
by having a generic emulator software engine 86. This is the heart of the
whol e ermul at or apparatus 80, and derives its settings and manner of
operation fromthe information extracted fgomthe processor data depository
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controlling processor of the personal conputer

coor di nat i oncempirterowhichl pepformbIthé beordivation andredhtriSoft ilﬁihecﬂﬁﬁiuh trHé(ﬁlléshﬁlat
host nmonitoring system 10. The dat abase engine 17 perforns al

necessary f uernstitwe thedwst menitaringRysteme1. pr ogram fl aws det ect ed dur| ng the
process of firmwvare devel opnent and testing of the CD radio cassette
pl ayer. The remedi e dathbase engise Eegerfouns allo theemeéessary functions required to

document program flaws detected during the process of firmware development and

testing of the CD radio cassette player. The remedies and the test sequences to verify
the absence of the respective flaws are also stored in the database. A search engine is
incorporated to allow the retrieval of information regarding specific program flaws
through the use of keywords.

The auto tester module 16 issues sequences of commands to the CD radio
cassette player without the need for any human intervention, and derives its input from
script files. Each script file implements a particular test to certify a certain function of
the CD radio cassette player. This module is heavily used in firmware verification tests
involving events which are dependent upon the real-time clock of the player, and also
channels all test results to the database module.

The monitor module 15 receives test sequences 24 from the auto tester module
16 or user commands 28 from the user interface 18 and issues application specific
instructions 22 to the communication primitives module 14, based on the CD radio
cassette player specifications that have been previously chosen. Conversely, responses

23 from the player which are obtained via the communication primitives module 14 are



the absence of the respective flaws are also stored in the database. A
search engine is incorporated to allow the retrieval of information

regardi ng specific programflaws through the use of keywords. The auto
tester nmodule 16 issues sequences of commpyids to the CD radio cassette
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This method 1s allows the sane .user commands 20 ahd test sequences 24 to be
used across differend ugdrghesass 18 pi‘eféthﬁ?lflﬁf pléméiited B¢ aGRapigalcuser HRekh@
player. The user interface 18 is preferably inplenent ed y a graphical user
i nterface (Q@GUI)nmodile 188empipyenly frgenerayingernaltipleg da | viewd e divphyvthe wherhory
di splay the nenory and regi ster contents of the player. Mdification of the
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views. A script file viewer and editor is also
changing the data displayed in the various views. A script file viewer and editor is also

present, to form an integrated monitoring interface. Additional views showing the time
and data status of the player are also present. The database module 17 is preferabl.y
contained within the user interface. All commands entered by the user are directed to
the monitor module 15. ..

The communication primitives module 14 obtains instructions from the monitor
module 15 and translates them into well defined communication primitives. The string
of primitives is transferred to the hardware interface in the form of an output bitstream
20. It also receives input bitstreams 21 from the CD radio cassette player via the
hardware interface 13, and decodes and interprets the information received and directs
them to the monitor module.

The hardware interface 13 is implemented using a printed circuit card which is
inserted into an expansion slot of the personal computer. Communication between the
card and the communication module is effected by the use of hardware interrupts. The
card contains circuits to generate and receive signals from the hardware interface 32 of
the CD radio cassette player. Input and output registers are used to buffer the transfer

of data between the personal computer and the player.



present, to forman integrated nonitoring interface. Additional views
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depicted by reference nuneral 36. These ices are controlled by the
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instructions to the

The communication primitives module 33 obtains commands from the host 10
in the form of bitstreams 38 via the hardware interface 32 of the player. It interﬁrets
the information received and directs them to the microcontroller 34 via the bus 31 in
the form of commands. Data and responses from the microcontroller 34 that are
intended for the host monitoring system 10 are channelled to the module 33 for
translation into communication primitives and subsequently to form the output bitsﬁeam
37. |

The hardware interface 32 of the CD radio cassette player functions as a
junction and buffer between the communication link 39 and the microcontroller 34.

Fig. 2 shows how the communication, arbitration and interrupt lines can be
connected between the host monitoring system 10, the microcontroller 50 (34) of the
CD radio cassette player and a CD LSI module 51 of the player.

The CD LSI module 51, occasionally sends CD subcode data 58 to the
microcontroller 50, and uses serial in 54 and serial clock lines 54 that constitute the
communication link 39.

An arbitration and request line 52 is used to determine the direction of data

flow between the host monitoring system 10 and the player. In addition, the line 52
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m crocontroller 50 (34) of the CD radio cassette player and a CD LSl nodul e
51 of the plinteads torkendatd i thathosd systein 1@cic asnduetd 4 vhesktd asédtainivbettier et a
58 to the mcrocontroller 50, and uses serial in 54 and serial clock |ines
54 that consatbittationtline Boisnassértest i Shtheiline 3 hasAnotabéeint previously sasserted dhje the
line 52 is used to determne the direction of data flow between the host
noni t ori ng SHost aYstery 19xdt assertytheline 53 and; sendsiayh clackedy angesesial data 53 o the

al so serves as.a nean fgIPSt he P S essaqr indj cate a service

t 10 t.
request to tHSt SEStMB: e "ieleB{IO .aﬁi}tré‘é%ﬁlg? 1§ 359 pspdntol eppitzol a

| evel on the i ] Lin one part.y .inforns the t hat, it h
data to senas.%e}héég?# gﬁ%béésn&cqﬁg%bé?ﬁst ?Ogﬁﬁérﬁlg 0 l?ﬁt‘gﬁﬂ’sﬁ?oeé% 183? etsttjl ?‘ﬁz
host system i tgp, @ check to ascertain whether the arbitration
line 52 is a%lgen}l%nteoggﬂ?ﬁi%@'l i ne 52 has not been previously asserted by the

host system 10, i tTRSS&@fal Yatathe 53 EraRspofts UabChitsireditls fFoRGHe AHCRBSNAR er S0
data 53 to the host system 10. The signal | 2

_ evel on the arbitration line 5
i s al so usedofithe piuyer @ tha hev theditdringtsysttmervabl es or di sabl es conmmuni cati on

bet ween the CD LSI nodule 51 and the mcrocontroller 50.

A serial data line 54 is provided that transports command and data bitstreams
from the host monitoring system 10 to the microcontroller 50 of the player and also CD
subcode data 58 from the CD LSI module 51.

A clock signal on the serial clock line 55 is used for synchronous
communication, and is always generated by the microcontroller 50 of the player. The
use of the line 55 is shared between the host system 10, the microcontroller 50 and the
CD LSI module 51. When the microcontroller 50 is notified that the host system 10 is
about td send data, it generates clock signals on the serial clock line 55 to retrieve
information from the host 10. During this time, the connection between CD LSI
module 51 and the serial input port of the microcontroller 50 has to be disabled.

An interrup_t line 59 is provided as shown and whose signal originates from the
CD LSI module 5. When the CD LSI module 51 requires service from the
microcontroller 50, an interrupt request signal is génerated. The particular interrupt
request signal line 59 is also connected to the host monitoring system 10, thereby

N allowing it to know that the CD LSI module 51 is about to seize the use of the serial
data lir_nes 54,55. If the host monitoring system 10 is in the middle of a transmit or
receive operation, it first finishes the transmission or reception of the current word of

information, before releasing the use of the line 54 to allow serial communication to



Thé serial data line 53 transports data bitstreans fromthe nicrocontroller
50 of the player to the host nonitoring system 10. A serial data line 54 is
provi ded that transports conmand and data bitstreans fromthe host

nmoni toring system 110 to the nicrocontroILq%_SO of the player and al so CD
subcode data 58 fromthe CD LSI nodule 51.77A clock signal on the serial
clock line 55 is used for synchronous conmuni cation, and is al ways
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connection between CD LSI nodul e 51 and the serial input port of the
nmi-crocont rol ther GO A% modble dilsablAdr éxecititier theptintbiropt %8rvice Pioaihéledh@s
shown and whose si %nal originates fromthe CD LSl nodule 51. Wen the CD
LSl nodul e 5MicTogRAtraller X \Writes fr gigmalt onto rthe rasbitration | liner 5300 mrfornmtthe rhost
request signal is.generat ﬁﬂ The particular interrupt request signal |ine
59 is al so cBIPRUGHHS SYSm 18 that dt cangasums its.pre¥ipys operation prier thipe dfteovibhg i t

to k that th . |e 51 i b t [ th f th rial
ot 11 nes 5a. 55, hESRACRGH & s cPngollegind Fnblovel o ml andotisstiy the
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the execution of the current instruction before genefating clock signals to
retrieve dat systenortOtand thdmitiStomtrullet 605 1When AHid SWitéh 86 i thosed, ; hBéteys iR

service routine, the mcrocontroller 50 wites a signal onto the
arbitration 19 désablestits ¢omrounication odile anditheoexahgngey of data Iktwéat thet CDanSI
resume its previous operation prior to the interrupt. The switch 56 is
vol t age cont M9fnledland themierpeontroller 5Q is thempeossibileabl e t he

Applying the above exemplary embodiment to Fig. 3, the host processor 81

represents that within a personal computer where the universal emulator apparatus _
resides on. It performs the coordination and control of all the modules that constitute
the emulator.

The test database engine 88 documents program flaws detected during the
course of firmware development and testing. The remedies and the test sequences
necessary to verify the absence of the respective flaws are also stored in the database. .
A search engine is incorporated to permit the retrieval of information regarding specific
program flaws through the use of keywords.

Automated testing of the firmware is achieved by using the auto tester module
87. The module 87 issues sequences of commands 93 to the target processor 50
without the need for any human intervention. It derives its input from script files.
Each script file implements a particular test to verify a certain function of the firmware.
This module is heavily used in firmware tests involving events which are dependent

upon real-time clocks. All test results are channelled to the test database engine 88.



tines: connecting the CD LSl nodule 51 to the comunication |link 59. Wen
the switch 56 is open, the serial clock 57 and subcode data out 58 |ines of
the CD LSI nodul e 51 are di sconnected, and conmunication is only possible
bet ween the host system 10 and the mcrocgptroller 50. Wien the switch 56
is closed, the host system 10 di sables it% comuni cati on nodul e and the
exchange of data between the CD LSI nodule 51 and the mcrocontroller 50 is
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all the nodules that constrtute the enulator. test database engi ne
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and testing. The renedies and the test sequences necessary to verify the
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engine is incorporated to permt the retrieval of information regarding
speci fi c pr awoasetsfdfalata bshmappjing tthecuses eommakds/with despeéitipdhe resdutces wiithin the
the firmware is achieved by using the auto tester nodule 87. The nodul e 87
i ssues sequéﬁlﬁé@dopl‘oémﬁ)és Fhesey provessed r epamandsc ares den 5@niite Hbe thardwangeed
for any humgn interveg}_ti' derives its input fromscript files. Each
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in the formof user commands 98, and the proCessor resource data pository
89 in the forpe &mmARBRIBSHE tfaied Th ithe Sindrhanmd? s ThE ildividhal RofERARIS YedeMrAe
two sets of data by mapping the user conmands with respect to the resources

within the stebmahedsaprintesacanodfle 90hese processed commands are then sent to
t-he hardware

Information which fully defines the internal résources and characteristics of the
variety of target processors 30 available for use, are stored in the processor resource
data depository module 89, which has facilities to add, edit, search and retrieve data.
The user initialises the hardware and software of the emulator 80 by selecting the
appropriate type of processor from the store. The information retrieved is delivered to
the generic emulator software engine 86 so as to allow it to translate the user commands
and memory maps éccording to the processor chosen. In addition, the data is used to
configure the operation of the generic remote processor pod module 85.

The user interface module 90 is realised as a graphical user interface (GUI).
Multiple windows and data views are used to display the contents of the various
memory segments and registers in real-time. The data for the different views are
obtained from the generic emulator software engine module 86. The contents of the
memory can be modified by directly changing the data displayed in the views. These
changes are sent as user commands 98 to the generic emulator software engine module
86. The user interface module 90 also implements the code tracing, stepping, and
breakpoint features. Selection of the processor type can be made from within the user

interface module.



interface 83. Likew se, data received fromthe hardware interface 83 are
decoded and transferred to the user interface nodule 90. -This nethod all ows
the emul ator to exercise the flexibility that permts it to target a w de
vari ety of processors. Sequences of comasgls 93 are issued to the software
engine 86 fromthe auto tester nodule 87. The commands 93 are treated in
the same manner as the individual commands received fromthe user interface

nodul e 90. Infor ' Wk [ . @gﬁ : .
characteristics of ‘ﬁfeiarvarl eltnit/éftdfgtggﬁégg prag@gghsé)l%@é gégifl ag%égg@ ﬁ%rg
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generi ¢ enul Fhe commiuniction eprgtocel 8feds feanmes datal émor idetettiont raad stoateetivie farser
comrands and nmenory maps -according to the processor chosen. In addition,
the data is rebiableteperasion; gommynicasion rwith die genericeergulatori softwane €agipe ffetssor
pod nodul e 85. The user interface nodule 90 js realised as a_ graphical user
i nterface (csifocted\hy (ysing: hafdwars\dntesEptsq: Registens ars ased £Q) bubferineaming and
contents of the yvarjious nenory segnents and registers in real-time. The
data for the®HEPPE98R views are obtained fromthe generic emul ator
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user interface no enents the c raci ng, stepping, a
breakpoi nt f gktdedfand B! fi6édsSut 4vhildtle processor type can be made from

wi thin the user interface nodul e. ~-20 - The hardware interface 83 is
preferably inpl eneThe genica rgmotd tprocessoropod mopduld 8351d§ gefierally cinderdi intc thide
expansion sl ot of the personal conputer, and contains circuits that enable
hi gh speed dpitoressar baokgiofiihe tangkesygtene80.c Itsaability tp raccwsmodatp adwide diariety8af
The conmuni cati on protocol used features data error detection and
correction, precessors is made possible by the use of a selection of hardware adaptors that conform

to the different packaging and pin requirements of the various processors.

' Fig. 4 shows the flow chart of the real-time operating system which is formed
about a real-time operating system scheduler 120. The various firmware code segments
are grouped according to the specific application function to which they belong. The
firmware thus comprises of groups of codes (122,124,126,128,130). The processor 34
attends to the many applicatibn functions by employing a time sharing strategy to cycle
through the different groups. When the processor 34 approaches a.group and finds that
no service is required, it then proceeds to attend to the next group in line. Thus, the
frequency whereby a group of codes is serviced depends on the total number of groups
that the processor 34 has to cycle through.. A software solution with too many groups
will cause the application to be unresponsive, as the average waiting time for service is
increased. A comprbmise has to be struck that allows an optimal number of program

- groups with the given timing constraints. This approach to firmware design permits
real-time monitoring to take place, with minimum intrusion to the execution of existing

application programs.



rel'i'abl e operation. Communication with the generic enul ator software engine
86 is effected by using hardware interrupts. Registers are used to buffer

i ncom ng and out going data. The comunication |ink 84 between the hardware
interface 83 and the generic renote proce%for pod 85 is designed to have
the capacity to handle the bandw dth of the nost demanding processor
avai l abl e. The generic renpote processor pod nodule 85 is generally inserted

into the process Orcmaﬁgq blGebRt ﬁﬁeﬁosl?}(ftaﬁ 0 ét%?ééeis%t%hitgoeg@gtegfbya

accomobdate a wide variety of processors is

sel ecti on of the Roshimiricatidn Roftvare Sidup 22 Whith EQn&lﬂg r‘ah{uflé%rtsrﬁef %tg&[rgtnd
pi n requirenents of the various processors. oW C

the real - ti nheogeequesnigr sysicers wignehfrom the @b@débr 21! <Othet | i'éfﬁm@P% ddng
system schedul er 120. The various firmvare code segnents are grouped
accordi ng t candmodifie tiefmemanypindoegisten afeas of therprocesséri 218 alsbeiicla@ddREhintha
firmvare thus conprises of groups of codes (122,124,126, 128,130). The
processor 348@¥Pends to the many application functions by enploying a tine
sharing strategy t cle thr h the different groups. \Wen the processor
34 approaches a gr‘gtfg%aﬂﬂyqu aré, §FOURo 124 eontaias the rowfines &g, impleménsrall the

pr oceeds to end the ex oup in line. Thus, the frequency whereby a
group of co §s§rys ‘@éear}ﬁ%%‘@ﬂﬁs on the total nunber of groups that the

processor 34 has t ngﬂ t.war ution th t 00
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constraints. This Bpbpstatior of fmer CANSELER ﬂﬁ?érgi@ lﬁeﬁdge&%gr ﬂ?l Ffﬁnsnuﬂhﬁpmeng
to take place, with mnimmintrusion to the executio sting
application qassmgeqxlnyersoftwarﬁkreu;ﬂﬂﬁmm cation between the host 11 and the
target processor 34 is effected by the communication software group 122
whi ch contai ns r ouFhenpogramsidoecbandinthe displayr of thtieCB radipeasseftorplayervinee>

signal fromthe host processor 11. O her routines to read
represented by the display software group 130.

)

Previous method of validating the firmware are both tedious and time
consuming, especially in tests for events related to the real-time clock. With the
capability of being able to remotely read and write the target processor's registers and
memory manually or automatically through the use of commands in script files, the
presently disclosed systems significantly reduce the time needed to test the firmware, or
to verify a particular firmware modification. With the use of standardised
communication primitives, the same monitoring system can be applied to a wide variety .
of processors, as long as the primitives are implemented in the processor's firmware.
This results in a faster turnaround time for firmware development.

The use of the universal emulator apparatus of the preferred embodiment
results in improved cost efficiency by eliminating the need to acquire a collection of
conventional processor specific emulators. Productivity is also achieved by using a
standardised user interface, rather than having to adapt to the different interfaces
employed by different emulators.

The standardisation of variable assignments and label names in the firmware

across processors for similar classes of applications reduces the tedium of



and*medi fy the nenory and register areas of the processor are al so included
within this group. A CD player software group 124 contains the routines to
i npl enent all the necessary CD player functions. Those software routines’
required to realise the tuner functions a2 contained within the tuner
software group 126. The operation of the gﬁésette pl ayer is managed by the
prograns within the cassette player software group 128. The prograns to
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wite the tgegeled Wil @SHatdey! €9i sters and menory manual |y or automatically
t hrough the use of commands Tn script files, the presently disclosed
systens significarfley féregoing ddscribésneniyeadasmber tofStmbbdimehtsMoRrbe presér
verify a particular firmvare nodification. Wth the use of standardi sed
conmmuni cat i dnventioni andvmedifichtions anbwiaws rto tthosenskileds ire thec art, ban dpphaded thepeta

w de variety. of processors, as |ong as the primtives are inplenented in

t he processdvithout depaxtipg fromhihe spisié and scapg of thegpresent inveatiodund ti me-f or
firmvare devel opnent. The use of the universal enul ator apparatus of the
preferred enbodi nent results in inproved cost efficiency by elimnating the
need to acquire a collection of conventional processor specific enulators.
Productivity is also achieved by using a standardi sed user interface,

rather than having to adapt to the different interfaces enployed by
different emul ators. The standardi sation of variable assignnments and | abel
nanes in the firmvare across processors for simlar classes of applications
reduces the tedi um of -22 - conprehending a new set of codes for the
sane application. The lead tine necessary to



switch fromthe use of one processor to another in a particular

I npl ementation is thus reduced with this strategy. The foregoin I ' bes

only a nunber of enbodi ments of the present inventionumnllmﬁﬂ! ﬂﬂ i‘l&}\

obvious to those skilled in the art, can_?%_made t herleR A ting
%

fromthe spirit and scope of the present ;

ention. -23 - CLAIMS 1.

A real-time nonitoring apparatus for testing and debugging of firmvare in
an enbedded P or based system said apparatus conprising: a host
conput er sub-System a target sub-systemrepresenting the enbedded
processor system co NiCaks | Sspb: Bt {i e host
conput er sub-syste% an%hg&?g?g;trﬁ%%f@gs?@n?étg%df;oga&rﬁgn '?%fral rg_iggggﬁj‘ll}%y@tsem
residing on HhAwhRSH MQMBeI8sd Srobessoishaaed sytenOdaid @;;pafaup&ﬁﬁ?ﬁsiﬂ% of said
target sub-systemin real-tine and retaining nonitored results thereof. 2.
Appar at us- accor di ng hbst cohputer sub-g$seeng;i N sai d host conputer sub- system
conpri ses a host processor -interconnected with a user conmand consol e via
whi ch user conmmands target subjsystemnaeprasanting she emtedded preessBr systemAppar at us
according to claim 1, wherein said target sub-system conprises an_enbedded
target processor ah€oBBURjcAGER]ink BHusYstens intsreennegting thedigsticaapuien subrsysess or
and which are controlled by said_ target processor. 4. Appar at us

accor di ng t oaRd thejarget $P0=5Y8te®s @84, ormuni cati on i nk sub- system conpri ses:

data, clock and coptrol.lines int ' id h
Sub- systes; . confFioEMeHTE BbOYSER R oot e ShihoberRilet, RB s fo

ot et e YRR LrBBn e Yk, A4t SRt 5 Sl montore

results thereof.

2. Apparatus according to claim 1, wherein said host computer sub-
system comprises a host processor interconnected with a user command console via
which user commands are input to said host sub-system.

3. Apparatus according to claim 1, wherein said target sub-system
comprises an embedded target processor and peripheral apparatus external to said target
processor and which are controlled by said target procesSor.

4. Apparatus according to claim 1, where said communication link sub-
system comprises:

data, clock and control lines interconnecting said host and target sub-systems;

a communication protocol for establishing data and control transfer between
said host and target sub-systems; and |

a set of communication primitives in the target sub-system.

5. Apparafus according to claim 4, wherein said communication lines
serve as a minimum and sufficient number of links through which commands, data and
control signals are exchanged between said host and target sub-systems.

- 6. Apparatus according to claim 4, wherein said communication protocol
is a predefined or standardised format of commands, data, arbitration and control
signals to which said host and target sub-systems adhere to in the exchange of

information therebetween.



5.* ' + Apparatus according to claim4, wherein said ¢ es
serve as a mninmum and sufficient nunber of links t nds,
data and control signals are exchanged between saiql "Ha H ﬂg L&W
sub-systens. 6. Appar atus according tg claim4, *wherecn el
comuni cation protocol is a predefined or”standardi sed format of comrands,
data, arbitration and control signals to which said host and target
sub-systens adhere,to i \2fo L r . 7.
Appar at us accor di ?g to g?‘ Hﬁt‘ggf&%%g(rgggggsc | é’g?vrhb' Ehctg d s%lpgg}[/&l%ggnumcaﬁ%ﬁ
primitives naghihBdrddiihd'fh fRHost st LBt | @ieAlohufti i
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data accordigyd hshdidithe REiRCAld tRnsmissiofNUToEGHhmandC aAd HakO abeor@ing! 16 Baid
wherein said set of communication primtives in the target sub-system

i nterpret sigomkcsl.on the conmunication |ines and handle the recei pt and
transm ssion of commands and data according to said protocol. 9. .
Appar at us accordi ) to chppamatus acdording o slaim 6 miberain isgidssed -of yeomenunieationde s
at least: a user interface sub-systeny a target nmenory nonitoring _
sub- syst em REEMikiyes in dbe darget BibsSysieaninterpeet Signals oA SBe sopmynication lings and
Appar at us accor di ‘to,claim9, wherejn said user interfgce sub- system
acoepts. i npdiandleh resint aad tranirpissipn Gf coramangs ad:datp,accarding e taid BEOWORAL dat o

fromthe target syb-system 11. ratus according.to claim 9 erein
said target nenory ‘noni t‘%ﬁ’qaﬁ%% ﬁﬁog@ggg%cgﬁrf]o@swﬁ?fg%gaé‘? I?%m(ffﬁlggfugﬁas cm
nodi fy the r of the target sub-system 12. Appar at us
according to gﬁglgsm&ég&%herei n said auto tester sub-system

a user interface sub-system;

a target memory monitoring sub-system;

an auto tester sub-system; and

a database 's1'1b-system.

10. Apparatus according to claim 9, wherein said user interface sub-
system accepts input from the user, and displays current operaticin status and data from
the target sub-system. |

11. Apparatus according to claim. 9, wherein said target memory
monitoring sub-system allows the user to query and modify the memory areas of the
target sub-system.

12. Apparatus according to claim 9, wherein said auto tester sub-system
allows the user to pre-program test séquences or test cases for automatic tésting' of the
target sub-system without intervention by the user, and subsequent reporting of results
of the tests and any errors or exceptions identified therein.

i3. Apparatus according to claim 9, wherein the said database sub-system
documents anomalies tdgether with their possible causes and remedies.

T 14. Apparatus according to claim 1, further comprising a device that
monitors external input and output signals of said target processor, so as to achieve

analysis of the operation of the target sub-system.



allows the user to pre-programtest sequences or test
testing of the target sub-system w thout intervention

t he user
subsequent reporting of results of the tests and any ear & L"ﬂ
identified therein. 13. Appar at us accojgding to clai aid
dat abase sub-system docunents anonelies together with therr possrble causes
and renedi es. 14. Appar atus according to claim 1 further conprising a

devi ce that nonitqiss exter palholNpt tﬁ@dstgrﬁfapd‘igeds' ﬁrggﬁ t St Q:oﬁﬂﬂ%%ation

processor, so as to achieve anal ysis of e 0 era t he target

sub-system (Pmm@ﬁes to allow one of a pluralityl 6f Edrg&%ub-systémsméﬁélpﬁa\flﬁé at Hﬁferent
st andar di sed devel opnent of communi cation primtives to all ow one of

plurality ofcongolislg protessyst &ntbe @8l fing ng hostdinidnitofing $ehi,okdid nﬁethod
processor, to be tested using a host nonitoring system said nethod
conpri sing tdmm;n’tsisrmhafstepsaﬁ standardi sing vari abl e nanes within each
field of application of said target sub-systens and retaining same within
sai d host nonitori(@y systaadudising varighle names within gachi figldcefmanplication of said
primtives for and anpongst each _of said different conptrolling processors
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17. A method according to claim 15, wherein the standardising of said
communication primitives uses similar names for primitives of similar functions, even
though the primitives can be implemented differently across said different processors to
achieve the same functionality.

- 18. A universal in-circuit-emulator apparatus for development and testing
of one of a plurality of target systems, each of said target systems having a controlling
target processor, said apparatus coniprising;

a user interface sub-system;

a processor resource data depository sub-system;

a test database engine sub-system; -

an auto tester sub-system; '

a generic emulator software engine Sub-systém;

- a generic e_mulator hardware sub-system; and
a generic remote processor pod sub-system.
19. Apparatus according to claim 18, wherein said user interface sub-

system displays the register and memory resource contents of the target processor in



target processor, said apparatus conprising: a user_interface sub-system a
processor resource data depository sub-system a test database en
sub-systenm an auto tester sub-system a generic erm{lm“u“gﬁl lﬁu&i@ ne
sub-system a generic enul at or hardware _s%bb system

processor pod sub-system 19. Appar at'usS” accor di ng t'o &larm 18 wherein
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any data pertaining to the target processors.

22. Apparatus according to claim 18, wherein the said database sub-.
system documents anomalies relating to the target system together with their possible |
causes and remedies.

23. Apparatus according to claim 18, wherein said auto tester sub-system
allows the user to pre-program test sequences or test cases which can be used for
automatic testing of the target sub-system without user intervention, followed by the
reporting of results of the tests and any error or exceptions.

24. Apparatus according to claim 18, wherein said generic emulator
software engine sub-system provides all the necessary functions and logic to implement
said apparatus, including the flexibility of being able to cohﬁgure itself to handle a wide
variety of the target processors.

25. Apparatus according to claim 21, wherein said generic emulator
hardware sub-system interfaces said emulator software engine with said generic remote
processor pod to enable high speed data transfers and error correction necessary for

- viewing the register and memory contents in real-time.
26. Apparatus according to claim 18, 'wherein said generic remote

processor pod has the ability to be used for a wide variety of the target processors by



——+eporfing of results of the tests and any error or—exoepfroﬁs“~24*~—
Apparatus according to claim 18, wherein said ge tmare
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i npl erent sai d apparatus, including the flexibility Ok Delng
configure itself to handle a wide variety of the target processors
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renot e process Rggﬁmpmnnamm é#r ee data transfers and error
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real -tine %Q roumﬁmmaratus according to claim 18, whereirn said generic
renot e prgg or pod has the ability to be used for a wide variety of the
t arget processors by - 27 - [err] having adaptors that

accomodat e the di fferent packagi ng and pin configuration of the target
processors.



