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WD 2006/ 014205 PCT/ US2005/ 019388 SYSTEM FORR
Bl OVETRI C SECURI TY USI NG A SMARTCARD Technical Field
wab@epresent i nvention relates generally to theCT/ES200$/019388

integrated.,Giscuit 5 or
comBVa TR QRURIGBIRIGRECHETY T INE A SMARTEARD
met hods and system for using bionetrics with a
smartcard in the context of a distributed transaction
Tecﬁmﬁb&ﬁlechackgr ound Art and Technical Problens 10 The
term"smartcard" refer generah#%%o wal |

sndiNeeRresgphgIventien relgies 9¢Rera hshHER é)itgbtggzﬁed Srcuit cards,
or Qh%gteﬁ%t’*ﬁk 'cSquﬁQrc?él Y MsabfoPARYmERS Bamiculdrly, té Rsthods and

fe conpl ex than magnetic-stripe and
syswnm rfed- weihg ebioaratscs swith t  asrdaricandy imethehapaieik rafz 8d distributed

; Q!?hl sticated nenory managenent and security
ra”ﬁ@ﬁi‘ 8¥SteMa typical snmartcard may include a
m crocontrol | er enbedded within the card plastic 15

whi ch may be electrically connected to an array of
Ba mtm{mbAztcamdt @@tﬂj@gﬂgbéﬂ@n the card exterior. A
card m.crocont
S Rl R RGRAE e SR, o T AL mater caras
mcd’FEHFHtMg(glﬁlﬁB@Woéégso‘Btd?rmmﬂocmmlléﬁt@storéaemtbmam@e%ata within

menory (RAM) for scratch storage, and read only rréa r'%
the(qaml/p Mo@r cgm@lamtjlanh@a@aeﬂc-éﬁa%@n%g’ﬁt%r werate cards, sartcards

%W$%¥rl?%@&%0%§t?%%§ rtn%h{o?{/ %%Wgr%é?ﬁ%ﬁpaﬁdj SHH&it§ features.

A typ“tl;éi Wsahartedrd sn@y ireudis atraicreddnitiolier 8ntbetddeﬂ Witin the card plastic
m crocontrollers with about 8K of FEPRO\/I

whlglsmmﬁy lee elasdrioply iamngcissolo a5t airay of exigsnal con?agts&)rowded on the
car Nt Hnear hrd %lﬁmﬁroﬂér EF}Q% dﬁ°‘1a ai\"n@lu*@]%eﬁn electrically-
e%/ opedA\

ress gener al nt egr at ed
era@d%tliletartd ngfammalgle rdaSCbﬁI@]Jﬁem)or?a(EEPROM)yfs)r cﬂcbrmg user data,
characteristics (L 25 1S5S0 7816-2, Part
rangpREAGIBRSTEMPTY SR Ibior SCTAtED SLUADR. Al (eadsfily pagsnory (ROM)

for % ﬁ1 C’g]ep e%ltldgése@mt £, SRSANS) f@i@l’lgdléafﬁ%é&itﬂﬂlers may be

1992, And.
ade?:ﬁﬂu]aﬁe o cBatrol these fiarctiansd uEhuw itcoayrdedgotf wnusual for smartcards to

o L PSRNk A PSR B RGP memory (e

exa{njj@ﬂetihe' blorbb%Eh5 Shhtel BOEISRicrodor@dIBrE)Dl S 7816- 6,
ter-in ustr data el enments 30 (1995); I'SO' I EC WD

7818 nimktRreraf S‘Tﬂ.‘anmaﬁm berredevelaned g adshasmaggneral aSpeC’ts of

: d SO 1EC

BRI O bl et croen)

ISd‘?B*?BéQ | PP P Wiicp@idns asd etion. ofFthiet mﬁamrse(w@emam 7816- 3
i nformati on regardi ng magnetic stripe cards and

Pat & dSlestegniDe GalnccH AN BTG A 0AabYs (1065, Amd.1 1992, Amd. 2
oI PE TR BE Rl SR B e (1o 150
7816-5, Part 5: Numbering system and registration procedure for application
identifiers (1994, Amd. 1 1995); ISO/IEC DIS 7816-6, Inter-industry data elements
(1995); ISO/IEC WD 7816-7, Part 7: Enhanced inter-industry commands (1995);
and ISO/IEC WD 7816-8, Part 8: Inter-industry security architecture (1995). These

standards may be hereby incorporated by reference. Furthermore, general

information regarding magnetic stripe cards and chip cards may be found in a
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Effi ng, SMART CARD HANDBOCK (1997), the contents of
whi ch may be hereby incorporated by reference. Wile
wG@oime/0s1re3 t card systens have stream i ned the PCT/US2005/019388

t ransact i I ocess.. stem f
S haaihien, o gracinin B Dot e ARG 9B and Rank &
il t q dgr e t
Efﬁﬁ%t r?é\ﬂrﬁ%ﬁcac?‘%gnpi?‘ys\@hégﬁrgl at d@g%%&?\;{%ﬁga&ﬁlv&h&gh may be hereby
incdvpoeadse by referbecdai onetri c technol ogy exists with
re t to certain access systens and |limte .
1 NAGR orag Sreacard e SRS oS GirepPTIBet et ffegsagion process
anoaﬁl%?ﬁd@ boéys‘%rﬁh‘o? R4 q%&%*&%é{me%ﬁﬁfﬁiw@%cmﬁtﬂogy has
scarce. suc a nee O exists to integrate
stillbnotreaddquately hadtmpped dsamee Of wiheh arbentication issues related to

| . Additi [
trarjREf R s ehneR e el BebBoRAlTRESs Wi fgsppgtto certain
acce8s P8Gterhs AMdViphiterl ﬂ“lﬁ@@@l@fﬁ@gterﬁ@em@d@émﬁ Ibajlrﬁémc security in

may be often subjected to unnecessary del ays, pett
assppieian evithe aestcartsdrammaing SKICeEIqY; and SCAFGEs cAS suoh a need

e S B8 BRn S 56 1855y, LIRS I HhBred Wnclooy.
andadguiomalyt odessite/ | saneed mcmmmrhiiolnortechmyogy and process
i nvol ve S|gn|f|cant time del ays due t

straamelgbgriiihcesPest topbare! PEREIEMESEDi W& “magam taygler may be often
[ n d

s8R ALY ACHEbEncES, 4 Do bbapenvor

Thdgeatralelr eLaterd mwyl beaMoehavn@tSumrhm wirlrfe,t hetel, and rental car

| nvention The smartcard systemis configured w
industgast Mer@e%ru@nglpgs@@f Yinghdor 5EBHERT ga@ds@ee?m(ﬂwda‘ﬂons may

Vg RTS8 fuatuun e, GomAepin, and
a hoscofuotber adhnms‘eﬂhwe:nﬁﬁmemmehatb\s sie:ﬂ‘eat sedd alset exists to expand
sanpl es and device for verif bi ometric sanpl es.
the useyQfiSTtCaTES HHp ¢ Lﬁlﬂ@%ap 'ﬁ@ ?)'?%sent i nvention
di scl oses nethods for proffering and processing
bi onetric sanples to facilitate authorization of
Surmnnaary af the hyenibe pr esent invention nmay provide

se cﬂ?% |S§7185Eﬁ§a i ar 3?1 Ic]%bfla %rséga\(ﬁlgtg %; Bloﬁ@%‘?{: e%cwr"iitf sttem The

blO Ve sabf t@éterﬁﬂﬁbl‘u@é&@%&dﬁdai’d Rindngtrebges e6mtinicating with
er eby overcom ng the limtations of the prior 30

theasystemn abe dridametic gpewrityrystarpedso dncludes g bipspgtric sensor that

detpScioriarc abmes i 4 FoiSuER PR RE AT Rioehi, samples. In vet

anctHEl htalimeatthiCpidsent imesitioh disclpsss imethadstfoaygbffering and
contexts; for exanple, airline, hotel, rental car,

proaaasmgpmetrmeqaam@as é@iﬁqﬂﬂaﬁ HBOrZaINRIFFARTREORF h
o‘fﬁéﬁ%‘%‘?ﬁﬁé@@&hﬁ gﬂe m%tﬁ%é?@g/r g)ﬁé@@ts é‘%r a smartcard

smar
sysfcé’rht hetiichegeearaly | aed s r@aneemedtlysemmegmtesf emm[mrmt travel-related

applications with biometric security, thereby overcoming the limitations of the prior

art. In accordance with one aspect of the present invention, a smartcard system
may comprise a cardholder identification application and various additional
applications useful in particular travel contexts; for example, airline, hotel, rental car,

and payment-related applications. In accordance with another aspect of the present

2
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wi thin specific applications which provide partnering
organi zations the ability to construct custom and

wG@emane2dd | e structures. In accordance with 0nH?"HI§SB)05/019388
of. t he..present .i.nventi.on, ag{nam c.smartca

inVesyiRBPoRMEECALH SYSHet IdiaFRY e%OfBee\%%§P68?rﬂ'Ld Securiy features
e L a

i TRHES Spb R 1Pl S TRt g, BEARAIRAS, 0 aoity o

consindctecustorm sy ssdure ditg aﬂumiaraspdat e syst em along with

2 Mo RPnidaioB a1 e aabepad)ing AEFer A st Dai i smartoard

sync‘fﬁrdn?éé?loﬁrggfs?&rﬁr&)m Sscdeek Mohnts &omBEUFR BLRRRIE a transaction
cli'ent ser a card object database Update system 10

in coMORC)N Vaihea smartsaed, et en’q@rpw dafeccallpation onitzand ercard object

oot AER E  EE SohE SET0O Si pyemtr

dyn9Fn|6m§3f?lcﬁP@ﬂ£§tﬁfrﬂ SP516RS DB \NpefERIblY de)rn%hsle@ various smartcard
I nteroperably accept an |nterface Wi th smartcards

access anlréecearﬁe@:ry seipbodi alient sermss aeaidrobjeet database update system

caSEnPen Pl gBPu Y EELArER RiEeR-BhokEBaAcR, EDSI). an
updaes IgiaBgstei, dhedorf bt erteasiscdatal cdlleetion aa&@(EDCUs) and one
i nvention, personalization_ of nulti-functio

or rntE SOWEArG ACaeRD MPINTS m&flgwaﬁigtoalr%@r@ﬁéf%b'ké aceet ppg interface
wﬂkﬁﬁpﬁ@aﬁg . |“Z \@e%*%ﬁabpégf dlﬁl@ﬂf 'I§§§§<§Bﬁr§??%é;@§r;S"ér%onallzatlon
systeth t &ifd eare ndeyopnt Smainmhmt e;rsteduroon@ugumﬂ ftonabmphadeate with

of the 20 smartcard issuance process. These features
COBRMS .ot her advantages of the system and nethod, as wel |

as .t Iy I

o 045 I8 PUPEERPD 06 MR ponavator

of rheltifuncifin BmaefcaEdsrsraqﬂunW&bédtUwgDaatmm@trm gewm’ﬁy 1S[sie’tem and
present invention may herei naf

2 SRATIHCEPRT WM UTE gbpg%%a S alal Fetlipreochybographic key
infofX Flﬁhnfrbﬂnk?ndlhﬁgréﬁl%r;ﬂ?}‘) Vst Bk CHBIM S thé%alﬁbl@se of the

: ustrates an exe rtcard appar at us;
smaﬁcadssstmrmel prodessyr am of an exenpl ary smartcard

|b|ng B@:Ietg‘cqrgﬂ[ QW hOWI ngoqub!?gﬁfﬁggqrhj%ﬁtd ood as well as

the Wifetlre’ 458 %Feﬂf@ﬂ\egf {/é‘n@Ué ¥RE®B|ary lereifodihiamesd of Qhe% stem and
e\%&%e/ 014 PCT/ US2005/ 019388 r¥-| G 4 sets forth gn

me’é»o@lnpr@dys@’m@bb@ewstructure in accordance with an
exenpl ary enbodi nent of the present invention;

Brief Description of the Drawing Figures

The present invention may hereinafter be described in conjunction with the
appended drawing figures, wherein like numerals denote like elements, and:

FIG. 1 illustrates an exemplary smartcard apparatus;

FIG. 2 is a schematic diagram of an exemplary smartcard integrated circuit,
showing various functional blocks;

FIG. 3 is an exemplary diagram of files and directories arranged in a typical

tree structure;
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FIG 5 sets forth an exenplary cardhol der ID data
structure in accordance wth the present invention; 5
wWO-R@s/061288t s forth an exenplary paynent systenPCEUS2005/019388

stryct ur e .L.n.aceordance ith.the pr t . ion. .
LB Y Sk AR oy 5o Rl IS Bl win an

exelibla6CanBaamtetidiithd Prosdpt @fRMAtiohnvention; FIG 8 sets
forth an exenplary rental car data structure in

ac ddfddneetsafartn ai cexemeplpregaishoiderdRt gl stueture is@csordance
fort n empl.ary hotel systemdata structure in
witr, et e SRnETRERIGH: ,

Mt he present invention; FIG 10

I | RIS, Bodats farfth exesnasidrdpaymehus \eterdata atiuicture in accordance
systemuseful in practicing the present invention; 15

withFihg, presenkingesi®smat i ¢ overvi ew of an exenpl ary ‘
dy : i : yshem k0 o i )
.7 YRR Rl AR ence win
presémanwentiorover vi ew of an exenpl ary secure support
client server; FIG 13 .is a fc,cherraﬁiaiéc sgvervi ew of an .
exdrifi- 4t geieniosthprn sxemplary reptal GasiHaia sicigg in accordance with
[ CTRN G 14 is a schematic overview of an
theg)?é%rftary ”J@:?ate | ogic system FIG 15 is a schematic
ovefl@. Avsets fortleeanpkemplaey thetgr systemadatacslirieute ém accordance

X ugli/%; FI Gt 16 {.s a schematic overview of an exenplary
with, dP'G5PEEVEAYAbase 25 update system (CODUS); FIG -
17 {18210 | ipysthaes éi?@x@rr‘npﬂﬁryaﬂis@l’ﬂﬁf@ﬂatrré(néﬁﬁtibﬁds%}%m useful in

synchroni zi ng pendi ng transaction information;
pratifcing thee presepharventlepi cti ng an exenpl ary net hod for

YO8 P ARl ol ARREBY A el BRI Ric b onizaton
syskh 39 BatoreRhte WithwerRils adpeets @thepraséntamdi@icn;
depi cting an exenplary nethod of snartcard

perf&nal 2 Ziat # csehematvo evenview PaT/ exsopisr o ssgse support client
se FIG 21 is an exenplary ransaction data structure
fitable for use in a travel context;

FIG. 13 is a schematic overview of an exemplary enterprise data
synchronization interface;

FIG. 14 is a schematic overview of an exemplary update logic system;

FIG. 15 is a schematic overview of an exemplary enterprise data collection
unit;

FIG. 16 is a schematic overview of an exemplary card object database
update system (CODUS);

FIG. 17 is a flowchart depicting an exemplary method for synchronizing
pending transaction information;

FIG. 18 is a flowchart depicting an exemplary method for synchronizing
update transaction information;

FIG. 19 is a schematic overview of an exemplary personalization system;

FIG. 20 is a flowchart depicting an exemplary method of smartcard

personalization;
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FIG 22 is another schematic illustration of an
exenpl ary smartcard in accordance with the present
w0 povet420:; 5 FIG 23 is a depiction of an exen@i/a82005/019388

DLOMRL LI GS. Pr.OCESS..:A..accor dan ith the. ,
v P fs B bl ara et P SRIABEE Lag in a travel
conﬁ%&?,”pl ary smartcard bionetric systemin accordance
wth the present invention; FIG 25 is a schematic
i | IFUSt r22 iisnamdthan sshemptiar jllustration a0fd ane gyempiaty gmartcard in
accordange,Wwth the present invention; FIG 26 is an
acces Pa‘(\”&' W@p‘?@??%ﬁ'ng?n ?nFr ack 2 layout in accordance
Wi tHhat bg is Breshction @N@rﬁ‘bk@rﬁﬁla&?@i&h&ric@brb@ewin accordance with
exenpl ary depiction of another” Track 2 l'ayout in
the poesandémveationj t h t he present invention. 15 Detail ed

De i ptjon of enpl a i S [ : ;

DO I 3'schR MRl s ae BB Bl Ao iomennc
sysfe?h in RE@RHhREO WithRe Preésaitinientiont i on may now be

described. A smartcard 100 generally nmmy conprise 8 .

cariGocthy 1902 Sehemaicailishaln Gt AbreYcRpIan FoAtGHd reader in

acc§éfq\biggh\pigh%%xgﬁr%%ﬁfﬁggbtimn' contact conmuni cation

\ erna ICe€ (e.g., a card reader) and
an F|G o8 istaedexdmplary dépitienodpsTitaek&layotrhimaceordance with the
body 102, Communi cation region 108 preferably may
preg@ppyeydios; @donduct i ve pads 106 whose pl acement and

Si 28 Copf ré’?ﬂe&ehﬁfl&%@%&cﬁ&@b@ faﬁ@fﬁércﬁlaékltﬂhlay@ut in accordance

comunicatl on region I'n conformance w

with e f@s6ninpertier.abl y may 25 conprise VCC cont act
106(a) (power supply), RST contact 106(b) (reset), CLK
contact 106(c) (external clock), GND Contact 106(d) -

Det%ﬂélé?pé%);rigt\/c?#oﬁe%ﬁ(ﬂa&@%Sadm{e%lt@gr ammi ng vol tage),
ata rrne). VCC 106(a

iUi Referyng nowi tde- |Eenwdr and 21 en ex@nfplepyi aprtgasi @/rts?pgm/suitable for

% .. CLK d ; [ '

pragiieib a6 PEossey ISR Ay R LBe Sostibgy & Bpbar o generall

ma [ SRsES A Whrf HRIE NG haiing ddmhuniteatin egidrabdg for providing
S

ed to transmt a reset signal to IC 110 during the

corthacit bm@cg&gﬁé&ﬁiecomrﬂﬂaibacbety\mpnn@gewl Jdavice de.g., a card
AR RebEIOAME ig, EattBodRgTte, R oony 102
CoRphuieftbrs ir8gienmasr ﬁrdf&%bl@/r@hé}mdqm;bnimrsmorm\ewaﬁve pads 106
charge 5 2006/ 014205 PCT/ US2005/019388 pun .

whpse splacenent " gpg) sizee gonfoyn 4 O&Q%ﬁﬂ &-vvhi @Qr@ ajpadicularly, a
co%Fn%nPc%\f\%E fréé)lght I1685Li'r'?|O!:éfnformance with 1SO-7816-2 preferably may
comprise VCC contact 106(a) (power supply), RST contact 106(b) (reset), CLK
contact 106(c) (external clock), GND Contact 106(d) (ground), VPP contact 106(e)
(programming voltage), and 1/O contact 106(f) (data line).

VCC 106(a) may suitably provide power to IC 110 (typically 5.0 V +/- 10%).
CLK 106(c) may be suitably used to provide an external clock source which acts as
a data transmission reference. RST 106(b) may be suitably used to transmit a reset
signal to IC 110 during the booting sequence. VPP contact 106(e) may be used for
programming of EEPROM 212 in IC 110. As may be known in the art, however, this

contact may be generally not used since modern ICs typically incorporate a charge

5
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vol tage (VCC 106(a)). 1/0 106(f) may suitably provide

a I!ne for serial data conmmunication with an external
W(deoms/_@ggzosand G\D 106(d) may be suitably used tBCT/US2005/019388

« pr.ovi.de. .a._.gr d reference. Enc ul at ed..i nt eqr
Uty RtiAbIs 7 PR T Timues STRGY SBRER tp IS IS the supply

chJea A th ' - rligd fon oS
o O O A R foncsetial data
contrhanicationivdtl bp-ddenat dguice, ahdsND: 4p8(d)aneawhs: sejtably used to

B e b BB, bt TSR STV o b o
to d¥ntthahichYe efictedIi§rWith ceRRICELY 86 vid a?gmhﬁb@p@r Redvah @dckaging

that contact|less Cards may al so be utilized to
tecimigaes,canclbiing nfosnexemplerh dhermgsandgallydianged gold wires, tape

[of0) | cat.l o hod be enpl oyed usi ng such
au“?'@%ﬁfhﬂ%@hgg—r@é’aﬁ@#{%gm%eoupI ing, inductive coupling,
andyhilean éxetnplasy smyrtbardisaiecusset Eboxetin tisapeniekt wea plurality

coupling involves incorporatin it | at
of exietnal eontarta, HompysberAriasiatast 414t aeRipeioss CATGS Gy also be
o8 et VSN TR S BHTERA PRI rods may
be bitipl®ad ysihf-suhiteciodiquasias capdcitive asupkinggindante caypling, and
be typically less than one mlli, ter.u&:l.nductive . .
thedikgpl AsgMarybe koY BolllA g CaPaRKE Coupling dBYRlYes ingerporating
1 i p' . o) | H
Cadggﬁ&? g‘ﬂ?{aet%i @ﬁ?ﬂwe ng?@ytl%n‘cg}‘%%%rgg% ofla WRRRIQLR R card reader may

_ frequency, or
be arpVideddiromghlsymmetricl pairhicd cayded, surfacesy Wherein capacitance

valggh i s dueicall dbsh pROFrage.are HEGTGE epe A B typicaly
les?ﬁﬁ&ﬁ‘ddﬁég nAlfinfef qRAhiRe adbifihg Rtdy adiéy @dbling elements, or

ornmati on regar di ng non- cont act techni ques, see, . .
corfductiexx anpdps, cispased eps aamdaklyserimied trepsfqreer1ameadguration

e hess inisnt PRt ER BPBb SRR, i may be
apﬂrf!égi'égétﬁth’ét,eﬁlef loRBlién B fdonsrhaRichion irggidn MBS &fisgdsethbafor within

e resistant t 0_ varl ous envi _ronm_ent al fact ors, . .
card. §0Q rpay siacaldepeidingt eni eardt ¢anfigurationral Farxaddifigral information

and ESD (el ectrostat.ic disc e [ Lt
B oIk RO S50t LS80 SrantDhe el b L3Rl Stancarcs
ISO/MECa0ERBl hd RGIECPIauei Whlchcaredidrdby inodisSorated by reference.
(acrylonitrile-butadi ene-st roll), PET (pol yeth

| ene . . .
t er Sprartearchbeyly 162 maw bei weferablydnasiie rawrorf\{ a sufficiently rigid

mafi e aivet P g B3t 0. [EHoysr RRVREMaRAA Yotorg, g0 physical
detdAdrativhb . thafmBo dxtreffsyaand oBPDI $eleatrustatiet gisoharge). Materials

SO0 HPrEaIPENGT Sbe MBFEN IyOTEes 828 bz, 01 bxample, PVC
BT MR S i BiaRa Rl PET® otetions
tereptithtiate), add Yhe diaef onmsan exepla)- enspetinentachipncad 100 may
coryf%)rn%ch(st/hglﬁnze%%aﬁi%;{ LrJeSqZUC?rOeSnQeOn 23888% forth in ISO 7810, 7813, and 7816.
Body 102 may comprise a variety of shapes, for example, the rectangular ID-1, ID-
00, or ID-000 dimensions set forth in ISO-7810. In an exemplary embodiment, body
102 may be roughly the size and shape of a common credit card and substantially

conforms to the 1D-1 specification.
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Deferring" no"w to"F[1b""';'1'C 110 preferably may
conprise regions for Random Access Menory (RAM 216,
woe@do@hy Menory (ROM) 214, Central Processi npCT/UB005/019388

" ¥R 7O e b P a0 PRk el iy €oraElia Bighe for Random
Acd&mén{oﬁﬁﬁm 218, ReaBihhREL0 Rty WWDSZBIWQD@ﬁtréleProcessmg

menory which may be used b the card primarily fo
Unltc(BaUXROﬁedeteybUQZQO Inpyit/Eiuspet (jl/.Q)ezQﬁgan@lt&jectncally-Erasable and

cal cu I t

Profgn R Rer Ry el B PR P caet 256 byt es.
EER%SM 21@ BY donaiigte valatiRn mithaly Whidie iy beegdeanby the card
whi ch may be "erasable and rewitable electrically

prlraardym serataliymeEnary e o dostieiedntgritasiiatg) Gadculatie resrdis and data

d
onciihn HEESERS AP SERRLRRY LI U biEe BBagt o bytes
i P\E:EIFR:DM EEPI%M ajkavu:nteyageombtaaéﬁhyﬁm%mew vfegnshowalcm may be
urality o1 relatead to, car t
erasa@emdq@vgga@ea@leetapam|9d@rWhﬁﬁdPﬁ)ﬁ ﬁdgec{on HgFR, inter alia, user

daté e)?srt éagﬂ{rgg{cg?(ﬁ ht?%ntfﬂ%ia%ﬁ@ BafidH @[t !rﬁfl‘re &dhtext of the
ex enp ar n ance W th
presemsmnbntlmeEEPR@MEEﬂ?m&ﬁbé swd;abl;euseni ttaldtgreus gqulutatity of files
store 15 travel -rel ormati on i

relaipQ &g BRrANOIGRN MEMBUPT aNE LTS GEIOA! GicROR inTogjiation, payment
mfoi%prrart car t?nfe?rtn%?lsécf@)-t’lr%l‘méﬁcﬁ? M oh@ae%ien%aﬁb’éﬁﬁbodlment in

dent I er as used herei n, nmay I ncl
acconyarascwiiin the prasent inv@tion PEGRRDMo 2 riay hzg/su@atqu:;u@epl to store
tra@i&%’a@%@m{g&%ﬁtd@%%%@eg gélq%%tgg I%gﬁél t&élop/glgaqqr]juﬁcgloﬁn with Fig.
3). tE@P’RbI\@Q@rtﬁeféréﬁl%/ rﬂ@ﬂlébw@%e%@léﬁ%’cm mitasned by a
transacti on accoun rOVI . g., payment
autmcsmamardnndeoamrere)s aaadvhﬂrelm rfagy hacludedanyp account number,

cafd ERaictiof, e G Bkl Bald T AbdBarp Bffr ok Chny fERbunt (.0,

creaﬁdcwarrgetdaa%it EREKIMGRtdafiings, $¢waroa$oyé1t9r trawelng ee m«? which may
pa SSpOTt nunber a river's |license nurrber a SOCl a

be srﬁamtam?d nbyrbertrangastion asgouthefovideli (2for PA¥®ENE @uthorization
cer}téé @;‘%&Qdﬂ%ﬂt&)‘ f 's%%%o?%rp@%?@gita%%ﬁ?ﬂgﬁorT}'%n%/mQHEQFd identifier

ma@Gesluaé fidaheibl traByadidreinforeiationd ORL.Grdatadind or otheiiformation,
account, loyalty account, travel or rewards accou

SUGRaPAT AP GHALIRIE.L 3 PASHRDbIUSIRAY, éhiOrNPES. IEenAReryIERA, @ socia
seq%ﬁﬂﬁﬁgﬁ}bsetygﬁﬁdﬂwyn& oth%%cﬁé%ﬁ ¢s84 tBhfgcfh’ceh@ ldé:ﬂfflc%ﬁéﬁ access

I'ng, resent 1 nvent

andles any beterviiypd of éspeattidra A tgpiedll aacccmmﬂ rmxm:hz&rr(e g., account data)

wever t should h t th t 3 t
b GoElstEd 19 b areSIIoDARBR Ao IhIRYRB APETT Ty TaNET O rewards

ac%ﬂi‘mﬁtaﬂ{?d Sapds SEEVELE BRtiffy a@ﬂn?&ﬁ%‘h@xﬂ@%é Visa and/or

e contenplated to be wthin the scope of

MaBtharda&emhe like e rfdromase? iNNINAOGEaidg,othe present invention may be
/

desccg wi l?%sopleg%% a credit card account. However, it should be noted that

the invention may be not so limited and other accounts permitting an exchange of

goods and services for an account data value may be contemplated to be within the

scope of the present invention.
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11 In add'ition,'lie account"nunber (e.g., account
data) may be associated with any device, code, or
w@edenid20ent i fier/indicia suitably configured por/ab100m019388

o I b PARRbe e TR o i
anyFQﬂﬁncéJebéééla'or' defr fddmaffieamdisiabsnitdd Nbonfigured nes  allow the

code, 5 digital certificate, biometric data, and/or
consumar tq:lermﬁeracttcam |0@mmndiC§tQa witthdheceusten, SWGRbas, fery example,

s B3GR RS 558" B BN oy S bt coce

dlgi@éﬂf@brtlﬁdﬁét b¢cﬂh€tnc”@@t@6tar@/@‘t oihee |d@mtﬁ|cahan indidea.cafftk account
and/or the |like. The account nunber may be distribuyted

nuraber Reyrasioptionaly lecatasi on a prwaidscare @t&r%maéd credit Gard, debit
carﬂfgl%g)%cf g?nﬁ:g‘i'él%ri@rﬁ’é bgfq sh 8§r Mg@lg%g%% card, bar code card,

andi@NthHEhkd\ G'heta’.trmmgnumb@r mmberdlmbutmi ahdstored in any form of
exanp a, sixteen-digit credit card nunber hough . .
plase%he@ptr@ntc preenatic, mad/qn §p{'%%%ﬁMW€eP?H@bl§y§l% ewgsm'ﬂ'ng or
t [ u i
doifAdfiy, 4t (o o SRS delicd H0 RilsTémad BeedhsitiBlr may be, for
exaropipl v swtelentdhgtt cre«hmmard/ nsindtesn dbinatighe éatbraredit puevider has its

OWRCRUTRBTS LS P Bl S B 1o R OBl Fbege0 Sydlem used by
An{e‘ﬁEéﬁsF%F‘é%sby EBeén ”H@f‘ﬁ%@ny sORRLYI0QRPd ORGPLBRD CcompRy @vith that

typrcal” exanple, the first five to seven digits are
compsnay 'y sthridardized fesvahguguthabdbe campanyeusing @ sikteen-digit format

il GEH A DB S oo ROA Shfperh” sl ESTRl oy 1HE rumber
OObbeOQ(DO“O@@@ 000@i. t |METBRiical T®Rrhpleethedirst Sive to seven digits are
-to-ten digits are used to uniquely identify t

t he
reseoxe@u&xro:recesm patasestandidsatiisther isauing bandieatd dype and efc.

In (i SunpEalt AR SRS aleh ma B (s B e i The sixeen-

digit '#ber. dTha inBymBegiafe sighitiieden I@llgitsr@red@sed to baloqely identify the
an exenpl ary enbodi nent, CPU 202 ;{ﬁl enent the

custerer.ucifeoacaant runa@%rostpfedawTZ@% X INeackn@ sty as defined in

SREBIFTBR g ey T, 345088, SN B ), 990 ook 1 o

Tra?g\ﬂ ddik r?é?fb%(rjdﬁzicﬁbedm aiors detbaul ng?; nrats1 ked" with,

e smart car operatin em That , th )

S8 ARyHSENRIRBE ERIOIMERl (R rAl may aledgt B inStuction set
I 2

ol BT P48 AP 1 00015 oo

212, anfeogrdinplestinputdutgutadtivitiesi 1.ys3i@BO8BO oxi dati on,
ion_i npl apt at i

d
geanA\(‘l%/1ADé’re‘%lr‘t‘t’é)?te‘gD ?'Pé\?%?;m'?%ﬁ. 6}%%\(/' o ﬁ"?ntgmgesmart card
op atlﬁgc\ﬁ/sﬂ:ﬂn' (SOISTENTAGE &) tH@B@@StMayad@preﬁ'QWIé?ﬁented as

access ti1nes provided by masked
hasiaivirath| lpgicmity ROMprd1de uam@ustamambmayk edesign ranebrsgmiconductor

procre(sefsﬁrga%é/thgttjslvevgﬁt kr}gﬁnb}/n ShRe aPt th' S p%otollthography, diffusion,

oxidation, ion implantation, etc.). Accordingly, ROM 214 cannot generally be

altered after fabrication. The purpose of such an implementation may be to take
advantage of the fast access times provided by masked ROMs. ROM 214 suitably
may comprise about 4K-20K bytes of memory, preferably at least 16K bytes. In this

8
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WD 2006/ 014205 PCT/ US2005/ 019388 regard, it md"'tha't
al ternate nenory devices nay be used in place of ROM
wWQ1ds/oi20ked, as senm conductor technol ogy progPERBEERN5/019388

ul Loy TEEY D By e 1. & S LR _enpl e .
redgtd Ty 8 PRPPEIARE S pfafiRe eSS aR oy Ted in piace
of RO Mg, | nfrfosel | 88 $Milohauetdd fechnblole pesdtesser] it may be
nore particularly facilitates storage and retrieval

adwgntageeuss tor@aplayt MeTeEEPRERED farmst pemenrinyor example, flash-

&Eﬁ ing system the SCOS may operate according to a
EE N?\%'efi ned command set. In this regard, a variety

of KnevWBCOBI tortrlsl ipfrheitiong flsws teandrayomb¢he uddrdpland more
t he purpose of this invention, for exanple

;
parliaviery Racliieie StoxRae P00 oIS AbaLAAIA Hares SHBiA EESRON 212. As

_ e . ¢ . ) . o _
wih Yy BBy oy P SEInS S ol SELPONR 9 hetgened
corgnwrmlysetth én $l’hiagdgaldi, tar‘ﬁfietysbf kedwn gsrmirt tatdoparaing systems may
irectaries substantially in accordanc 1 th 190 . .
be pgialg forde MPQ?P&W*B‘@I'%‘(;@Q“ON Waﬁﬁa%@@i @HB@FWHOH Card
- g s . y
(MESRERSFAAI] STl 5150 HEBIGRLO o ASTS R pRESpprate by
refedeacer edtile the IBMeMEiConpeiingosystemi mayagmpy the standard tree

strSURDRT fliRe eno alacises: SubaRtiaiy & hiedeRBs dth 1o 78164 (as
detalled BEICK! MRy BLOsereqhicespuioab|skilcadH enyhareiatBind @perating

ownl oaded and executed by t'he smartcard during a
systermanseedalonwotish bexamiadly dailablepior etaplemantation of the present

. 0bj. ect and the |like). Gven the [, . .

invERldTS . MarBlYert Rl 4R poantaBed 528N Rertain agmssds of operating

systém fuRGtidialiAPRAEESE olitBiRe the\Waft® ifeanBigh@form of blocks of executable
m crocontrollers and contact-based snmartcard products

codenompich nmaye ber tdr?\m}b%éedjs%’@_ taxepwﬁﬁderbynfthe/aasTadgard during a
wa RS0 TRR S aBlp i cBASIE, AN bRt B e

ST16hehBheajeherapehtractaristics bf sh@Bcatbm®0ms outlined above, it may

M croel ectronics, which incorporates a Mtorola 6805
be ranpeseinthes| @ syide rangeskl RsoCeRtreligsrRand seatantpbased smartcard

prol&}ﬁﬁﬁskrﬁéw 1 r’%%%fﬂrpna Sﬁ%?ﬁgﬁgsiigﬁz%gﬁ PYENGU .eH%tdimﬁpts of the

partic ar e Invention mg
preseftiingertione a8vitisie dsmactcasnimap} liecladey tfor gxeatme, the model

STESCER! SEBIC i Sind "SR Pl Mg, wnc
mc@f@%@?[&ﬁﬂo&ﬂgﬁ 9886 %g@gﬁgﬁﬂ@rf\mtﬁ TBRBARNBK ERPROM, and 384

I er or any ot her account
bytesmif &AM [Hatay beyappeeciaiede Hoveverndhat partisulair genbodiments of the

prés%ﬁ@émtﬁ)g{ gﬁx‘gi%ggllq%&ir\égl%&te;ggv%ﬁco %i%ﬁ%ﬁfol@g vt\)/ﬁh greater
' v I kpn t

CEPRONAR A1 (9L g SR ittt ey o vel

kndven abthei artor por at ed by reference. The

In accordance with another exemplary embodiment, the smartcard identifier

and/or any other account number or data may be stored in magnetic stripe format.
For example, where the account number may be in magnetic stripe format, the
account number portions are governed by the International Standards Organization
ISO/IEC 7811, et al. standard, which are hereby incorporated by reference. The
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9 WO 2006/ 014205 PCT/ US2005/ 019388 standard requires
the magnetic stripe information to be encoded in three
wO eovaokeds (i.e., track 1, track 2, and track BJT/USHDH019388

s PR b 35l i by e s
(i.et teadk Bresskt 2 inchrgeip). i dentifier, the name 5 of the
account hol der_ and at | east the expiration date of

\ the, ) )
t r aRgt styrdaectask Tomanbetyaisalktused tevealy thehaiser's identity.

o . | . | o

Trdch P b8 TeSERRET0, bRcAfE tyd epRlioR B8R TRRLfer, the name

of theeadaurghdldgpand oft least tHatexpistionathte roftthadkankactiomaccount or
[ several djstinct predeterm ned

theé‘&sanr?%/aﬁ%g”? gvg”?é“ %?Telei%g”)at'%rer&%’@éi IRgradke T yARAY Besalpha-numeric
NG e oY .
an?ﬁrﬁ%ﬁﬁéﬁg‘y@éﬂéﬂ 2(BBu} PEhRRer R AHeiahbRiY Mot of the data

e use et erm ni ng
stodef iimittackn$, tack He may bensdgnoentefdrioto dederal atistenabfpredetermined

Fi el Code. T k 1 S=St, S i | "o )
poripREdR or 15190 TARBRPRNGDS ABLiDUS 2CEQUM Rty ngajormation. The

— t oA — | . i . .
BRI Bt SEAPE Aty IR LBO ST SR CAN formation

progitedypt ed PIN, etc. 20 ES=End Sentinel "?"
LRC=Longi t udi nal Redundancy Check Table 1. Track 2
may be the track nost commonly used by the Anerican

Bankapig of HelfsSodeor Mhag@eoci at ed banki ng
institutions. Track 2 may be typically reserved for a

dupbBestart wendneh %t the transaction account

i de {}EF g he expiration date of the transaction
acc% n ogrﬁafﬁ, d ransacti on device stored in track 1.

| n pANi=Privnaryt Acstk# 219 drRjtsimak)ude an encrypt ed
Personal Identification Code, and other discretionary

dat BS=Figlweparathedata in track 2 may be encoded at a

oS by SR chogdeniety (hep (e daa

enco tain track 2 may be nuneric
onl xdditiodanBytdsE xpiratice Datd, cffsettercrijptes/RINactat er .

The_lower density ratio in track 2 may be designed to
ensEGPEERERRIUNGI I Tty with ol der technol ogy readers and

to %R@[bﬂ@it&&ﬂﬂﬂﬂé&@%&bﬁ%&di ng with newer

t echnol ogy~r eader s.
Table 1.

Track 2 may be the track most commonly used by the American Banking
Association associated banking institutions. Track 2 may be typically reserved for a
duplicate version of the transaction account identifier and the expiration date of the
transaction account or the transaction device stored in track 1. In addition, track 2
may include an encrypted Personal Identification Code, and other discretionary
data. However, the data in track 2 may be encoded at a lower Bit per Character
density than the data encoded in track 1. The data in track 2 may be numeric only
and may be encoded at about 5 Bits/Character. The lower density ratio in track 2
may be designed to ensure compatibility with older technology readers and to
provide redundancy when reading with newer technology readers. FIG. 26

10
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WO 2006/ 014205 PCT/ US2005/019388 illustrates an
exept"ary layout"o "the data stored in track 2,
wob@s®ei4203 rack may be segnmented into several PUBHUS00$/019388

B BB AP S SR W2 i a2 may o
seghfartedMing tahda) Watinee pregéigkmirid pdeiopsnioni evgcddiey the various

definitions of the information provided. 5 Table of
accpuel ilepdfiing finformatien. 2As shews; dhe falowingdablegmay be useful for

dotgiipind e A88hIBFs oLine MRS bERE gy 1 @ 011

Dat a=Expi rati on Date, offset, encrypted PIN, etc.
ES=End Sentinel "?" LRC=Longitudi nal Redundancy Check
Tablable of k@ldCadesdombiadke2.of sinilar description as

Tr ' .1 hey Lnternational Standards
O%%v%%&fﬂ%p % on of standard |SQ | EC 4909, track
3 d@Stberinsan@idl¢c;” stripe format was no | onger used by

t he_banki ng i ndustry. However, other transaction
dePANSPrimary dicel #a(1%Q88s M3t ri pe, such as drivers'

li GeELSE@S)g géﬁagag&o‘guzo 3, which may include both

numeric only and al pha nuneric characters. Track 3
mayAduitiornal quetaFBxpinatiort Datsk offsehenicnitpded YNt etchave
data_read and TJTEN on it. Cardhol ders woul d have
ac deomENd WF'H%ﬁ?on UPDATED ri ght on the magnetic

st nipe=| JhGties e U4l icHecgNt i ci pates that a smart

card user's travel-relate Information profile and/or
acchablé 2. nformati on may be updated using track 3. 25
Unfortunately, track 3 may be al nost an orphaned
standard, since nost readers currently in operation

arer@ek T oRdy Ber 8 sirfilal désoriiiba @NtTvack IPRIWIthCthe International
stripe. The "~ original design of track 3 was to con

trol
Staofiards QeganizationaadepiiongystaydarddsiE(g 4999&“@@‘&?’&%{‘3 magnetic

data for later ref n byt | N I.futj
svighs bl Bkl IBREEETRESSY, I ERKIEE AR L Lelleyer, ot
trafbaetibe e vibeashtlaaingya heshid. stdfe, Tuehnas trivemsiicenses, use track
techni que used to encode data in magneti c stripe

3, whichemaynagluge Rotbwitrasriajady, apdpalR @ nyperic characters. Track 3
ma B AP B A% S PUORR AR 0 arevResEN on 1
Cardioftgrat wouldl hSvernstyolst iffoymatioat UBDATED) rigliven the magnetic
striE:ngS%Re tpvgsgrt\ta%%%aggn te?nt%ll'lp;achs ttﬂgt gngr%gli'tngar%r S(S:gﬁss travel-related
information profile and/or account information may be updated using track 3.
Unfortunately, track 3 may be almost an orphaned standard, since most readers
currently in operation are not configured to write data onto a magnetic stripe. The
original design of track 3 was to control off-line ATM transactions by recording
transaction data for later reference by the banking institution. But since ATMs are
now on-line, the usage of track 3 has been drastically reduced.

The most common technique used to encode data in magnetic stripe format
may be known as Aiken Biphase, or ‘two-frequency coherent-phase encoding.” The
American National Standards Institute (ANSI) and the International Standards

Organization (ISO) have chosen two standards to guide the encoding process. The

11
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11 WD 2006/ 014205 PCT/ US2005/019388 isb encodi ng
prot ocol specifies that each of tracks 1, 2 and 3 nust
whegsniand end with a length of all Zero bitspCTab1008019388

GLOCKING, BI TS. ..JThese are used to h ' t .
ISOmcpdmgo@mtmlfSQ@pmﬁé that @acrpngyacé%ﬁﬁarq‘iﬁi éﬁrﬂué}%eg.n and end

with Sd| ltgneq en%ﬁglﬁtnéeyryﬁ r{dllgﬂ @:‘F_@ NENBETS, US?h@EGHQFé Qsed to

use elt er the 5 ANSI/ |
syncdNrbhize Diiea S‘e‘lﬂcﬂ@&ku@g fElamré\NSll bi-BRaBED &icing.or h‘utadomﬁn most

tran%&%l %@y@te%g\?/lﬁ@{l] g&%ﬁ%géﬁgeygﬁgqg Hggprg %91 blf% é(a"ner the

AN#I/I@@JV A t étgqﬂ}m%PBF?ﬁe ANSIIS G eI ab ataRYmie rFEtﬂrdexampIe
Si gn I cant The ANSI /1 SO ALPHA

track drnmty tehtypécligrersetded omﬁé‘d&IﬁS@ALﬂhﬂ &at@rf@rmaltaNhlch may be a

h
7 biboRaR e &Iparly Aiarba) oSy Brts” e Shts, hlay be read least
S|gngac%?1|f5blg fad 3TﬂEeA'NSJIIS® 'M_FErWAoﬁﬁ'ﬁ"ndtnc%bférS@et BGhtains 64

whi ch may bit, 4 data bits + 1
chapmitersy 48 talphmhi)mem mat framhm/flelqlapbataewte@eandoﬂ8t gentrol/special

cnafiyiui O e R Rap L2 41 BLq 8 pRaD) BrtBedd in ansinso
Bcw'mgﬁ[ §%r%§t wmbrﬁnre%é al5 BiRes data bn@arapbﬂrysmt Q@dd) format. The

nari | proxy account nunber ortion of
chardutet rehstact lhen ANSHSR Babnthatn fmmahd@%arég nEehlcontains 16

Chaif%ggrtlsi,r;{(%) Q%Ipbﬁfgﬁ )% o, fr%ﬂﬁg@/f?etﬁd {:iﬁéeragf??gﬁéﬁd 8N¥%ontrol/special

chaPi@yjisder. The conmon i nforrmtl on (also called "comon

character," herein) ma |nclu e th
r o@ndn'ganly;m@xy a;?coga He qep,a @gtj(glihg [{%ﬁsgg’uon account

TR TS AUEn 18, panss v

infoRrhatyn tianaag beccommondarthe ladeﬂlll ntfprevideor M @emmnlmononformatlon

Ame Ex
(lsaksog ‘coamnen Pharasias havaiduny iBoEskioh ERRRSL bicer routing

nunig%?fm (,3% n%%cggl?l%et i'ilnglcfa‘tcﬁJ duétp ttH@“cHﬁl%"c@erS%ébes reserved to

aract er may be ordinari encoded
inditadine ientifiozipre of mesissup@ banlmatThL% vhage Qﬂe proxy transaction

sl WA SSISD S TR e o

traﬂ@%ctléﬂcgcﬁﬂrﬁr [Fehtifid ﬁfgay}zln%ﬁh‘él‘és thé ecorffordioh@aradted number 3,
sterCard account nunper 3111 2222 3333 4444 with

encexpdr e dield diatatia2/ wheten suchdcomomen ¢hesarter meynhe. ordinarily

Si nce MasterCard us r 3to identif t
encodgA da Mieddiongt BRgne cshpg %l”@?f/ account identi %/I IerS

W '#l@'%ﬁ iMRgrdide tﬁ@ dMeBERIg afwlérha/vom@aarammwub@gdone by an
system (e.g., reader 104 or mer chant system 130

entiby, csuott a|sr doi esampleurlflasiercasbinitiess 2 Hafm%“he Fﬂ?‘oxv shows the
endi5iibnt e SR oBD R FEBL 311 8369 4144 pin oprtion
dat&XBod 8n thditiora! tA®k 1 format. Since MasterCard uses the number 3 to
identify its transaction accounts, the proxy account identifier will also use the
number 3 so that the receiving system (e.g., reader 104 or merchant system 130, or
account provider) further recognizes that the proxy account identifier may be from a
MasterCard transaction device. It should be noted that in this example, the “3" and

the “101” may be common characters to all MasterCard transaction accounts. For a

12
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the "101" may be conmon characters to all MasterCard
transacti on accounts. For a 12 WD 2006/ 014205
wWERADLAE2005/ 019388 PCT/US2005/019388

mér@eia&é%@% tlcgr?g m‘ae%%teﬁglsg' fog[‘égp S@ C@%‘i@%’g@% fi% ;@é Patent
Appk%%&wog@ém Mos Gl 26n MARM 268 nz@ol\jtl&eéhtﬁ}éaTgwsTEM AND

NCODI NG 1 NFORMATI ON
MEWBIIPEFGBRBNK)ODMGUSEFORMWDIWFRHMBQNETIC STRIPE FORMAT

ok R AL NACE By, SSERPIEANEN, PRARSRETONS,

.n@p?,rattg@hgrég QyaBfbrbcd 10, an overview of a smartcard

e structur in accordance with the present
i n\Hmiing thusagestsipedean gxemplasysmarseed 0RRHKLIE {|d0FpOverview

t 400
of 4 smarisard ble' Strdfini M aCRrArRe Tt RiesPRE feRtiof Ras now be
des%ﬁbé@u?éﬁhﬁwq—'ﬁ@w{o Foe. A0fiRestwidtog: 400 rpay Ib@pf‘ef&raﬂnly used to
travel, rent cars, hotel reservations and the |k

storebinformetian celpted yo gard-holdarRrelRrenae® sk iariaus yieﬁawsefl" for
cecB ARSI 9 b P 48! g P BRHE R e e, v

par§oBAEYN filaptriictaid @a004piferadiyt edaycemm@ppél ccaxdhoiuiedf]l@ application
and cardhol der verification data. 404

406appaworat egyShymt W@@@C@h@n 1401 Airting %PI?“C@\%'QP Hﬁ@ tfoty] system
|

appé@?ﬁéi%ﬁ?aféhtgl er?ae"tg i% glghg)égfirc%{glglﬁélgtbg vegﬁcaﬂon data 404. It

mapadid apptediatbdnisy itlovse (smllgd inahel amdhahtieeternet‘application” in this

cor&?%t?réiﬁg%h&”wi‘ R CLIRATBI B ol FUECED B P (Paicyy function

ggaéfrfl iR, Z?%%a é]r?‘ladtﬁoéﬂk bh eréLrltﬁbleS%’lmal@‘ cédi@ although
Fesent’ 1 nventl er verification data

theusef ef akdouthblesmeddeesaasipaftudf any p@ﬁtlpﬂkﬁl’r@phzatlon falls within the
cardhol derﬁpgent [ t%épdu“ ng a transaction. In an

SCO@? cardhol der verification data

404 Wérﬁ%aﬁ@ﬁ cPe\tQMOAlb}éFeﬂ‘eF‘eﬂﬂ)ﬂh@h@éé data useful |n verifying
verification nunbers (i. PI N nunbers) referred t

cardhol@eWidentity GHKing acérada@o;tm Irm@@qemaryoﬂmboélment Cardholder

SR B ol M B 50! Seggton rumoor

(i.e208I NS RBers) BRI toHSISHV 12ndiCHY.' s | i cense,
personal preferences and the |ike). Cardholder ID

appCardhoider [ogpplicatieastds peitally n@ka@r@pr@@w@iﬂpugél'%?mrelated to
oerBaSCHAEAT o)’ b8, GhogMior RGE Herf¥ HEPIARRY ViR carcs

dr.@‘rfselfdéna@ BEFEBRIEE ppdfetdriesanid thesliked. LCardhotimrmD application 406

umber and expiration date i nformat dit [
is cﬁsarlb@ld ihgeeaiageiail Gelaw inhecrjpaean WIE'POETL grgdithonally

t t |

ConEIRERL S o BpFRUAE RSB RRY G, e fmon usotl i
effécstrnga cahdﬁermg&a@%aémmceaj tacaosaic triurniser %E[},dTEinll’atlon date

system application 40
information traditionally stored on a magnetic-stripe credit card. Alternatively,
Payment system application 408 may comprise a full EMV-compliant application
suitable for a wide range of financial transactions. Payment system application 408

is described further below in conjunction with FIG. 6.

13
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I's described further below in conjunction with FIG 6.
13 WD 2006/ 014205 PCT/ US2005/019388 Airline ap
wGkiceat420h 410 suitably may conprise data hel pPci/Us2005/019388

.St.reanl.ining.conmerci.al, airline travel ; for, exanple o

- o1 A Sppicalion AgPevaiabiv caaY comiRenral PR streamiining
corA@réine aufng ¢aee fdrmELAMBIY, QBlevaht |ersomi Pbrietarehess, electronic

410 1s discussed in greater detail belowin _
ticketmjamdciréquentifidr iffaBmations Aidinel appbipatioadti Ors disgussed in greater

suitably may c ri I Af ormat i on useful for securing
detﬁﬁb?g’:ﬂ/hﬁo.JUP&%‘@}?F&@(& vations, including an array

of {5fep it ibrRrag2 BuRbBIeMEScorngess irfbetativrt Dseful feit securing

of preferred hotels as well space for electronic keys.

] .as v . | . y
and-pewing fapppiet sesesvations, incledise @saway of fifernationyang preferences

B
apicBach UM Rds didtusbed i geetsr dbtait Beloveint ednjametionewitin FIG. 9.

i ncluding, for exanple, car preference and frequent i

r eniRantal e application kidtitabiyr MAYpEorRLise flata Aspiul in expediting

q Ci . h 0 _ . ot )
nolFREEASSY, b0, PSRy JELTY, DS, 10 SHR: L thdtnce anc
freqapttirshiat dfermatiores Reatal caerapplipatiam4 $4 i descritid imefurther detail

in one enbodinent, utilized in order to allow nultiple

be'@‘E/_'BéPW”é@“PBYHﬁk%‘QJS% of certain file structures
V‘h'llnefeﬁﬁﬁvﬁptthé‘gamumﬁoﬁ%a ﬁgbl‘iéétibﬂﬁ,o s%gh%'ﬁéatewb'é%cess and
specifically, partnering organi zations (e.g., hotel

enarhatiors sclaémes meay beaimone mnalbodienenfgéilicedsh ardgr tor abow multiple

o} o SR L SRS i SaSS0SLRRAS by {REIHERLea oty

intd BiHePY'S I\ﬁ@r‘“e“ébédffidﬁl??ldéﬁﬁeri@g‘%? shtichsd@S§! hbesl dhains, airlines,

further detail below In conjunction with Table 40. 20 _
andRetntalicay agenciesFn@y Togatentheircana idlormagdedie structures (ie.,
. Sui tably used i,n the con f dicStri ,
pof{feh Sl HrbREg ] P TLERG 100 dviaferndhé yBHBGE sqghgty measures
emgn%aq%@sé%q RifuVtABF BU&ilaEI6W $n BOhjIhatIdH withi Tdblaay,

e connected via network 19 to an issuer 10 and at

| eaBefesrieg part el iGhg! Gorsgaariceasd i168 nay bessiitablyiased in the context

or £t ke PRGBRAR b Sty ARDBGE AR SR BYRatoara 100
at FioM8! dccdss poitits ABaRKich B B Kbnnkotedhiia netwbkx19 td hr issuer 10
term issuer' refers to the organization that

anch@tugpply onespaeneing organicalion drd rlesusmi0 syiably may comprise

i gh-1 evel e ' fo fi .
vl o FSGERS SN S SORT oL L s St
as W{b)s pddtabasensystenpti.sdntthis vamtestjsthbdeah ‘issbernefers to the

rental -car agencies, airlines, and T{Sﬂe like, vvh%, thave
orgapizatientthahppiughy issues 189 Samrécafaga etginssame high-level access

to il %fééjs e sﬁ%fhr@ﬂ"obg[@é{ MBdYeldpy. zation 12

Surtably may conprise a database and appropriate

har Baaneriry drgarfizataoms t2(apotHb),sand so on, comprise the various hotel
chains, rental-car agencies, airlines, and the like, who have access to appropriate
data regions within smartcard 100. Each partnering organization 12 suitably may
comprise a database 13 and appropriate hardware and software components
necessary for completing a transaction over network 19. Network 19 may comprise

the various components, databases, modules, and apparatus described above
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necessary for conpleting a transaction over network
19. Network 19 namy conprise the various conponents,
waelaabeses, nodul es, and apparatus described aPOwES2008019388
WD 2006/.0142 1US2005/ 019388 conne
congigcteshy'a ecw?éiv 18 SR R AR Bt T sn 2 neibsic may consist

of VEROUSAsidal éEfnn\ééflbr‘?sJ%sPﬁyé'%btﬁ@f‘@@ﬁ%rﬁ%ﬁaﬂ@a‘t& p@otocols for

vari ety ‘of conventional data protocols, for exanple
exam;deTtDIé/T(PPﬁPmrotnﬂoJ lttmmpewpma@dltbatewwetlndtvldtreé connections

ooty NSRS e e SRS Bop e cnetwor 1o

malfBdorAPeY i Wl@alé‘%s" IS sndtwdri) e Watdtne TIOR/EP nedinn&Edn,Pa public
connecti on, public _sw tched tel ephone network

swn(@svmsele@megneworar(&%m oy digiteblpadsamaipgorikelesametworks, and

the the |like. Those skilled in the art nay appreciate that
A‘%r. ety of hardware systens nay be suitable for
| Mot iesERNEkiNGd i@ rRE ey hppeiidie thalvaniapisty wddendware systems
routers, 10 CPU s, nonitors, back-up systens,

maj dwesuitaite feragplementiag ith eregent rwﬂrﬁ@ne rMawé‘j maglems, routers,

CPQFn%ohfoﬁBtInge:B Efdg;}a&erﬁs‘e KI\%E%EJE)B I é{én%%rals may be

emp dttong:aline ahe Q#rixfite \of the mresentssysgeml BM kReSembediment, for
tware may be used to i Iement servers

d f th .
exagPplge it COMashFrainea-GPrANerOpgadRg 1Pr i (S EBHSRREN! Using
IBI\W ({Qa%%ﬂ/%r ISBalfL P eN]sekPis blfsﬁfé?‘ﬁ@er\r/é’r@rhs&j fbr the present

e database so tvvare pac age may facilitate data
mveutdﬂrangﬁsrther aacdbmrdnpaqumlmat kemputare operatingntn oa. Windows/NT

en ViRt BT SHEShEr ColPaSEoRTRE PACKAGE e faciltate data
exﬁ{éﬂ?bg% Qgé&‘aaﬁ?,e‘()ﬁm th@sprgéérﬂ\’lﬁ\rlcﬁwtﬁ‘jhd sof tware

sul Interfacing w a cardhol der and
perEacmangess p@lahsécftultablyomev qqammsekarlgppmrs\’ﬁsmabr@der 104

or R R S 5, R, AR A st for

. lhté‘ﬂfdllﬂ% ywi% FeaasihofletNang cpsfodiihgt & raMsacwdridswer heowork 19.

exa standard hone tel ephones, various PCS

Smarncerdaascssaspem 1§a@ﬂovpmﬁ1@grdlrpédemt@pgajarﬁme§s§0 the distributed
hook
A FOR SaSRaTR L St R MERHE ol Fcacly] QBT cpy include.

for Sdtfipie, ostanhRs koma@efeléphon2s, cenpusePES Ndsgless systems pay
personal data assistants (PDAs), or any other sujtab

pheng#, inglmiep CUORMIGHS, dmteb@plsﬁwpams lnﬁ@f@@&@@ﬁsﬁtﬁfﬂ%nsl@utomated

| tel%ﬁﬁhegcf:jrpe%: @@‘45} ﬁntj {Slfo ?tgﬁﬁﬁa%f %P@ﬁﬁ?tﬁ&daﬁgn!slrlﬁsﬁ{s network

corhbatees (NGsWIﬁérs@n@élfdaia %sn,star&m(laDAs;a,rorfaw bihier ssijtably configured
hotel | obbi es, travel agenci es rrg tg
coraEniGasion mrﬁ&t&eé\% Ssp@én 5 @tp%a g dasdn the case of

PD%%' cf&él’dlgr éﬁ ééljpc% rloé’é%e&“ﬂr% Sle PisainRRSticketing and
ravel ”“Th a ary e od| ment, vari dus access

gateolrdas, rental car facilities, hotel lobbies, travel agencies, and malls. In
addition, businesses may see fit to host an access point 15 to streamline their
employees’ business travel. In an exemplary embodiment, various access points
15 may be configured to interface with contact-based smartcards 100 in accordance

with the relevant portions of the 1ISO-7816 standard.
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15 may be configured to interface wth contact-based
smartcards 100 in accordance wth the rel evant
w@ersioonss of the |1 SO 7816 standard. 15 WO 2006POLURDB5/019388

PCT/ US2005/ 019388 | | b f
o SRl PROBRIAMeTBaRINHY BY Gy BrareTtc TORNEEN TR fles and
dlreﬁgg{e%ﬁ"g'av t%esforr&? in 3t ‘t%%t’ Whechireldd MELirateddni G That is, the

smart car | e structure may resenbl e
smdrtoardilé MnmrdVBaaS)OBEs(aWbleott@‘ welth lgrkownqgésali)% Mlcrosoft Disk

n o8 Bl o) BSOS VRSEEL bt 87, R SRt

; hr
b g St iy s, ol petned 150

78168F)dedmateai filest (OF)f elemengyy lfﬁ$e Elﬁ)asar@r afmnpstefdie yMF). The

a3 HEIRED G e USSR SBE R o B8Pl otrr

filedP@naclivatibMesli r BEFRAIRISTiRE N agl ﬂ@réc’cuélty dlrboﬂodesgar folders for
other DFs or EFs. Thus, M- 30 contain an

holdingiatherr PFswmers.ofl hoss Nﬂﬁ@@anamant%@@ @lbgr% rgimber of DFs

soe g REL R, B, AR 0R B By Bt cBfae{ gufn P o, OF

3oae}ndEr&Werﬂé filasl hianynb@ us@edtocatoeel dsdrede(te gnd nﬁﬁyaax)st within a
W t hin DF IéFé orW|th|nt flle

dedieated fijq (8.9, @Q)Wl ] %6306 8 Qr gﬁ the xas qﬁ,—j@e (e. g EF 304

Wlﬂ'\fﬁf F &gﬂfgl—ﬁa@{ér I‘é%labf?g@@ CHEL QASith Hfﬁj\éebﬁar‘?lf:h%rr‘ alpé)llcatlons)

dedi cated files (ADF
may be d¥fenamferead to aé apblicdlien dedicaibd fitas/ (AlF g)ssi gned a

¢ hel MR gngeeasel (heobkPIgNhEE s ghay thertigien = aieBl: two-byte
file 'Ft?éht ﬁé? rqegdg °§y% ndéhtleh, Whe RIF ay be tm@iaupgassy@imn FID of

ormed Dy tracing its entire pat
‘3FG® ahgxngs@ﬂeatroe NFanTEtEsmeﬁFtMetM; @pﬂfaanwy@tewmay then be

perfarinechbBeira: o entfRoaty sasting ke bl o TS, ERnd it Egntains a

DF%ﬁPéfI@"M@G §H8‘¥I$i§5’t)FVﬁ‘u &0h eehiciis h EF With3FPD *ANIDO, then this
and may be appreciated that the FID ma

EF esskhibe adfieyerscedi alusohs mg@l@pqga,sswprgel@(g@na@f,ﬂg)s#&(grmoo and

R I

theZége NEYstER &P Rehsit adirstibyed lm@efllest(uﬂ neay ibe hbe intended to
ow—l evel EEPROM addressin r ef er abl

indicatel beahyisical address \gtits &ERPROW 2 |y/6 \ he @pBregiated by those

S U PR PR ] s o e

SCQfS Wcod}@tﬁ&ld@mﬁh OHWphE, the file header associ at ed
rticular file prefer I ncl ude .t

f i | EaCMéIFﬁaprf@?abd){:h@} arg ?ﬁ,o%ﬁ‘t;glf%{%@@@%r CEB‘@H?'FQ (yﬁglous indicia
of @gd@gwa?@i&ﬁw ' -MED NideS pérﬁ?@l‘éﬁy, ﬁ‘n:@ﬁlé ¢iadet @9sociated with a

y may’'enploy 30 one our structures:
partitaias piile e ptefetdbheanay iinelddel theedite videntiftare(FIDy, dilecldize, access

coanltlorEsr] and file structure. In this regard, smartcard 100 suitably may employ
one of four file structures: transparent, linear fixed, linear variable, or cyclic. For the
sake completeness, the nature of these file structures may be briefly reviewed.

A transparent file structure consists of a string of bytes accessed by

specifying an offset and byte count. For example, with reference to Table 1 below,
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sake conpl eteness, the nature of these file structures
may be briefly reviewed. A transparent file structure
w@ovsiosss of a string of bytes accessed by spmr/ﬁyzong()l%ss

Gty SRaBTSe Behg cae, RSe200an Hbso Al b GEbTedE4sing an

Oﬁ@mgg,xaéhd a'ﬂer@(ﬁ%f?our“ ng (r)f" data, byt es 7 through
woul d be accessed using an offset of six and a

Iength of four. byte# 1234567 89 10 11 12 13

14 | - -p- - - - - oo offset ---------------- >

< -yteR . l ength ---------- > 5 Table 1: Transparent
fillg Staucgufg Psligeary fligxgd fi{@ [styr Uiqpure3npy4 | ... | ... | n
COINprijse @ prurat ity of Tfecqrds| of equal rengt

e.rg— H-st—ot+—ho 1 ) i t
e i e R T

reference to a record nurrber In addltlon it may be

possible to refer tgibq. TigRbpa@t filRy SMicwe record

relative to the 'current® record (i.e., the nost
recently accessed record). In contrast, a |inear

Va[A?B'gS;/ )lfﬁfffnSt | uc qurrgﬁaﬁ%ogmﬁ Sﬁ.a,leéalﬁ of &@S’c&?és of equal length
ésf ruct " g'P’.Bh@ r%—rﬁBé%l) whiedinl Aeeas {d sadindftidual record may be

15 A cyclic file structure may be a ty
achiéved treaugh irgtederidd to atreceidhnamper.niedaifipn, uiemasrdcua pessible to

erfll e e SR el TR Y OGS, e mosi

recbhfly btEsdsddeeebel). Thdontrast, & thﬁérr‘abl@ﬂlé@trm@fms? comprise
a series of records arranged in a rin at a

recerdsuef aibitrarraut kapwinl I9ngrrap@miamay Wettherq gf@gaary@lqacuy more compact

storin d as secure messaging in
thaEr‘H&P@Eﬁ%‘%"eg% ﬁaﬁr*@ﬁs 20 may be the BER
t agAlcgem filevgthutguesy mayLlbé' a sypeiof Lum@rl fixeglcfile vatearein sipointer may
I SO | 8825, hereby incorporated %e er ence,
Nt

be vERd dBj RAIRL 19 rrreohaﬁbdat?nsefe\gfaﬁ@n g t leshAata ée?@rﬂ may be
wriftn £ qhég)toﬂ{tgpﬁér’%ﬁfﬁs%th_%@rétrr‘ébb‘l%e dTI?ét‘?é‘Qa E}/élf& #18%nay comprise a
S€ a ta

act udl ct nmay

seridy ohraatens ighriaagetiiia 4 yirey’ ofA cbhetta s(crarsturel pardculedy imoortant with
the appropriate specrflcatlonz=| a Ienath fiel

rogPte AL 1caTE it Well 9% Sgghiss MasSaRiGyit Sesicard Bpplications
mag%é M B}flﬁ tﬁg‘{%@ﬁ AR Gr e flstm@(ur@qr‘ipéécﬁﬁdénée with ISO/IEC

rimary exanple, the TLV object illustrated
8829 hhbbwrﬂ:ob@mﬁeobbymel@sendm trea {TL'\pblojent, siriformatidr egarding the

typggsr@@-dleg ﬁwf 8ﬁg§trqrb%]%9& {%ﬂ)&{j %{oté& wrtﬁw the actual data.
ThEEsd g0t 66}82;1‘ mAY comprise a tag which identifies the type of data (as called
out by the appropriate specification), a length field which indicates the length in
bytes of the data to follow, and a value field, which may comprise the primary data.
For example, the TLV object illustrated in Table 2 below encodes the text “phoenix”,
which has a length of 7 bytes, and corresponds to a the “city” tag of ‘8C’ hex (a
hypothetical tag designation).
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WD 2006/ 014205 PCT/ US2005/019388 F' HM 11 HRiim
Tag Length Value '8C '07" p hlelni Ix Table 2:
wes@aplasy prinmitive TLV object It may be apprBCi/asmds/019388

_Té@ﬁowﬁ tid-angEh sy a priori That is_ in order for
‘8G’he tad Pfeld {® be usdful. {Re sndr@cardl Bnd ar||)!/ | x

external systens comrunicating with the smartcard nust
conformto the_sgne t specifi.catian. . In.this regard,
| SO/ | EC 7816- 67 Pi%e@g%{“B?éYPe@?‘Bﬂeof%Qbiﬁ‘scgful in the
context of the present invention, as does the |IBM M-C

3.2 specification. 1SOIEC 8825 sets forth the basic
endbdiayg be dmzretistedh tia\theomegsingnohtie vefiouetag values must be

"tenpl.ate” data ohject i.ch. may, be u
Knouisi I e RYRBIT &b o) TR S, i Piat ot Fie B8 afoid o e useful, the
smB¢cht Rd adRNEaBRRSs ster@BC aRw i AliCating iviitt itde din¥rtcard must
objects within a larger tenplate which may be itself a

coriforn dbjtee tsanmeftag ripegifieation.o FItais regasd, EX@ApCar$16-6 defines a

smart.card d i it ht
seradns rvbiin ghe eV of B BECRTIAN Wy oo (o 1BM MFC
3.2 15p&difidsgion! e 190000 Sgebabbty foryr trebasie eacdBingOlesdor a TLV
five DFs: Cardhol der 1D application 406, Paynment

systaratand definascar fesaplates, datg bjacs VRPN iRaX Periisproas Agtqtainer for
mu@lﬁ@é Q@T‘:\‘}a:qcﬂi%é%z’ THA iRent ?rﬁ)ayf:g{el dRBhi 58VAR8g84ds thNencapsulate

ed description OwW, varl ous~acronyns
prirgiﬁde C LTS @Njeaﬁs Wiﬂlﬁn@k&rge’(ﬁj}ﬁeﬂﬁ@et\micl&émy be itpalf @i TV abject.
ata types, formats, and the like. A key to the 20 .
2 rIRARARNGNBOWDIP ¢ T1Gi | @iy eHl APl SENFREATN Opkp) Siracture in

acc@géi%e QMWW@#%@ meﬁg@grﬁ%\gnoﬁ ﬁg%é‘s%ﬁb%?l\lﬁ% detail. Data

nventi on Bits array B
struBtuvar $0GOpridferBbyhmayusoirprisd a UEe402 jarst ifivee@FBCOardholder 1D
appEIBiicgﬁ(r)rs{ fo%qelgagr%%kpglyst-{a%)la%p:ﬁé:at}i%er?/ 4t0% 6}f“nr'h?{]eyra”ﬁplication 410, Hotel
application 412, and Rental car application 414. |

In the detailed description to follow, various acronyms and abbreviations may
be used to refer to particular data types, forméts, and the like. A key to these

acronyms and abbreviations may be presented in Table 3 below.

AN  Alphanumeric
N Numeric

B Boolean

C Convention

M Matrix

D Data

AR  Bits array

BIN Binary

RJ Right-justified

LJ Left-justified

BCD Binary coded decimal

Table 3. Key to acronyms
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35 18 WD 2006/ 014205 PCT/ US2005/019388 In th e"
i scussion th'a "ifoiiows, the various features of an
we@aplery data structure may be in sonme caseBCT/US2005/019388

oS BRI I, W St e i gy o

strUBRYrel gRlyi Ze&in Q@M@V@sestdwcnb@d Wfing Ebﬂlc@tyﬂm@ structure types (i.e.,
smartcard file structure types may be typicall

trangpareml, &éxedr ef.). npheseskilad nartlye @é&ma&meallZ@éi%Never that any of
theSt ogrﬁrrné sggé)rrt%aé)fﬁagﬁ% str"‘&ﬁF%rt p:elts§ o%{/?ggg:tggl'célh( suitable for

lmm@hehﬁnglred?f §éﬂ@dlatrft&tta SslﬂlfuhtL&e SF@M@k@m@IemiNhéw a file structure is
desi or _exanple, using a |ist of recor

desgrben® ngidiag 13 ﬁ%@lltvuqfer@cmd {kHapyi be élﬂ@'ﬁrﬁi@%rthat such a
stri@¥rePfnd (}}§8| de ﬁé@n%?géuﬁ?@ é: '&S Lea OII s@fcﬁfs?écort?' a%é%ralqaled in a

corresp e varl er native

linear SfixXed(C filgr wrimsﬂnbeadro rdesdgmed blsntwlf'l'a\tremepanglst file (and offset
assenbled in a |inear fi Xe'l%ﬁs; Id§ or W

valyesnsogesPeny. toTikes VaRgu, 86 @nﬁtwev{,vl RYE ﬁd?ﬂﬂ&luﬁ"e may be
dee{ﬁﬁéd tm%ar t\?'s@ﬁﬁ?&f ds38mbyéd qﬁsa lird2ir Cf é@Ynl%’%rfWﬁhm a larger

most ary - may be not explicit
tempiatet eVt abhissmayabe ftbe laase 1@wdastinoling the [fact that partlcular tag
now, to .F

val@%%l ¢ tl{:ﬁnﬁn;)g gﬁfralg/ r‘r@%gﬁt@@?r@%@—cﬁég? ot eprIC|tIy listed in

theltabRsTRA @Mowe! ated to the cardhol der. Port| ons of
this information may be freely available to the

partnering organi zati ons, thereby preventing the

st or 0 t edundant i nformation. 20 Nore

Cam&%ﬁpdépwcag'gpdhol der 1D application 406 preferably
MyReRMAG FOw @ FESIDahokR2, IDﬁipﬂ@étldﬁM@E &2 banmded to store
m scel | anéous DF 530. Holder ID 502 referably may

varigsigpinfyenationeelged, torbrecarghalder. ﬁm'%@%gf trisgotprimation may be

fre%&e@%agg%egomgﬁ: p%hé&ru@@%ﬁ‘& %a@: étrﬁe@'{/t @%&_‘Ehﬁﬁé tR8 storage of

redMhaaat infsrematmnEF 530 preferably nay conpri se paynent
card EF 510, 25 sequence EF 512, issuance EE 5

pr ellere exarfiewgriwnsardnoles, 1Dy appbigaliph dbbe prefesatipgnay comprise
diré ﬁS@P%f;eéfE rp%gf’et th F 562 BRa! %@l{é&%ﬁﬂﬁ ggs@e Holder ID DF 502

pre}ﬁér@blydma@ ¢araprisd IIBFEFF |50ét homei IErﬂOG‘ |t&xwﬁeﬂsdEFsﬁzﬂﬂ spreferences

or the vario hi gh-| t
e Slngpabon 5 1 SRS Bl DR 5 and o 7
51§ef}(/ﬁ§%édi§@e HECEFoﬁs@ %éf%ggh h?ésﬁ'co%ﬂr%%t %'éym'eln%tdd?a EF 510,
secp.mmicedﬁft: 52, IlsaimahcécEF 5ad:hpm?en’ed prm@mm&EEeﬁZ&a@mard number

DS ARG PR ek B0no Tind s b Pl RERHRH ARt betow.
gﬁg@frgét%?ﬁ Bi 5R2EMMy HrBvide £ NemBf aPpiladtion Hehefiéw. and labels for
the various high-level DF’s existing under cardholder ID application 406. That is,
this file serves the function of a high-level directory listing which specifies the
location (i.e., FID) and application label for each DF — in this case, holder_ID DF
502 and miscellaneous DF 530. In an exemplary embodiment, directory EF 532

may be structured in accordance with EMV 3.0 as shown in Table 4 below. In one
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maj or application (e.g., h

otel, ai

rliine,

enbodi nent,

each
etc.) has an

wasz®ooiaved directory file with a substanti al PG]T/I;TSIUBS/OI%SS
I on. Exter nal

T oy R B o) el

il e .structure.. ..Record.des
emﬁﬂ@l@?% efigh agioh aRRlicatiay
dlre%‘?&ly' et

App I cation AN 16
m scel | aneous DF 16 AN 16

AN R I\Q["I l: Tahl e /I l_un

ASCl |
ASCI |

nMI

F‘g%%‘?hg%ﬂj Sahe il BrudifreN 16 ASC |

n associated

Application ID for

Appl ication | abel

16

70\ LAT]

Resord deseiptian | p er 504 py

mformann related to the

Sigar dh

Albal
al UI{UI U

e ‘f%n

| aVa

L%rna]a 0

ipyies)

yBe. e

%'Ze nane

1 Type

Apgdicatiad |Diforthgldemd d3dncy ¢

oHi act ,

ddner al

ef er eng

&SClI

Apdhdatiéhbel ke.

In an exenpl 8y enbh@d nment| 1@renber ERSCII

Ap‘»b%arwwg%mhls%@uéﬁ@aué pFds1iget 1

ANerth fngTabl e 5 ASCII

A gn‘

TILILBU TTEe
Bon Jaoa] et

dma Mg € a sHpcat egonRsCl|

Ext er nal
Type
ASCI |
ASCl |

Last
M ddl e

Cll ll \JUI Cll

f or mat

NesHpe 39 FAM
Name Suffix 4 AN 4 ASCI |

RNECUTrU"uUcSCT1 t T UTT
format (bytes) Size Type Size
afS§ardhofder $D divard AN 20
8 'ASCII Honorary Title 8 AN 8
Date of Birth 8 D 4

LAl
IICI U.
I nt er nal

Nanme 8 A

o0 St ol Ay SRSl Dol o B o

car&ﬁ@kﬂer eggl

Hdred, date df BN effeegend3Ocdntaér, §6Beré]5€méfﬁrer1ces and

SpeC| al

Per sonal Requi renents 12 AN 12

theLdsﬁgda@@ exasmelpanedbodgaseiz g)ember b A8d may gengprise the fields set
fort R 5 Befdw. dtBicdd' Het hames indicate a subcategory within a

particular field.

Record description External format Internal format(bytes)
Size Type Size Type
Last Name 30 AN 30 ASCI|
First Name 20 AN 20 ASCII
Middle Name 8 AN 8 ASCI|
Honorary Title 8 AN 8 ASCII
Name Suffix 4 AN 4 ASCI|
Date of Birth 8 D 4 BCD
Social Security Number 10 AN 10 ASCII
Emergency Contact
Last Name 20 AN 20 ASCII
First Name 10 AN 10 ASCII
Relation 1 C 1 BIN
Phone 20 N 10 BCD
Gender 1 AN 1 ASCI|
Special Personal Requirements 12 AN 12 M
Language Preference (ISO 639) 2 C 2 ASCII

Table 5: Exemplary ID EF data structure

In the above table, and the tables to follow, both internal and external data

formats may be listed.

As the conservation of EEPROM space may be of
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15 In the above table, and the tables to follow both
internal and external data formats nmay be |isted. As
wao besoonser vati on of EEPROM space nmay be of  2BCTHADS2005/019388

. 2006/ 014205 ,.PCT/,US2005/. 019388 "
eI AHe tahees iar BRABAT oh ek SLIR Bl yithin EERRAM,212) may
be ﬁ@%ﬂ‘f‘f?&ﬁ)thg%‘ te e’_dfofrﬁ'lﬁf 8hthef a5 (1.8 asersbEbiahe card reader at

ormat of the data (i.e., as read by the card reader
an atcessrpaioc8)s 'blmilmtfoﬂ@)ammms,dat©fleé<mﬁp!|€@,n3t§t @hadour-byte BCD

recp R WS B8 UPeBdieAg e e RE Bl yinE g Rhal. tis data
ma Bertidtdertetitb ardéilpt-byterieRaC@INE féreflof® camvenient processing.
ei ght-byte deci mal val ue for nore conveni ent

pr ddemei R S06iprefarablzomayrivclidantigtantgfatedciou@ae it grore of the

relate | ' S
carihRbe hennestfediie, Sh, HECEERRIND' ERbRIRRE home EF s0s
corfirihg shé geldaesdt ifertielth Tablefebélow. NTA&@bEeesdhab ebowl chiEitge account
personal travel charge account pointer may be
poipies meay beyPratasablydisgssiogdrtienall Ak expNRIaY paymsit card, and may
) i St - o
cor§f oI hThker LofeBgb ifacl, Gae Ao SafREREea techis wini
payrferitldard &R 61 0 ¢detodédvlowecor d descri ption External

format Internal format(bytes) Size Type Size Type
Home Address 1 40 AN 40 ASCII Hone Address 2 40 AN 40

REZDT BestiiiQr oo o5 O UYTEeffafonR T | FPREmalfifedbytes)

At S I ANV 9 AOoUl ] }_IKJIIC Type

it 316D Al
ASCLl—Hone Address—Zip 45 10" ANRE AscHPZ8e
Hoaa Adlgkessllephane 20 N 1 CD AN Ay p:%OEAY 20 | QSClI

Haroe BodresoRe E- mmi | _addr 4% 40 ANAN ASCI |40 Per songASCII

HdmaveldressaCifg account 2 N8 BCD |PANber pp2hHiter TablASCl

Héme RRIRSaBYatgoNe EF filpsstructur®N 15 BuSi ness ERASCI

f-|§d-{§5r LT{;@;@@@%@ Inclupg variouspdata rgpated to T

RS AUUESS Zih CBRE eSS (T} %y -~ adUTERNES,  PIRHE MUMDETASCI
[ Home Adgresshelennone; ne i b48s sor et h inl 1dble 7 | BCD
Home Address FAX ~ 20 N 10 BCD
Home E-mail address 40 AN 40 ASCII
Personal travel charge account 2 N 1 BCD

number pointer

Table 6: Exemplary home EF file structure

Business EF 508 preferably may include various data related to the
cardholder's business (i.e., addresses, phone numbers, and the like). In an
exemplary embodiment, business EF 508 comprising the fields set forth in Table 7
below. In this regard, the credit card pointer field may be preferably used to point to
a payment card record within payment card EF 510 (detailed below). The cost
center, dept., division, and employee ID fields may be employer-specific, and may

or may not apply in a given case.
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In this regard,

the credit card pointer field

may be preferably used to point to 20 a paynent card
WO e@o0ti208 t hi n paynent card EF 510 (detail ed bedDu$2005/019388
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Table 7: Exemplary business EF file structure

Preferences EF 514 preferably may comprise data related to the cardholder’s

default personal preferences.

may include a field comprising an array of preferences as set forth in Table 8 below.

Preference values may be preferably chosen from a list of preference tags as set

forth in Table 39.

In an exemplary embodiment, preferences EF 514

Record description

External format

Internal format(bytes)

Size

Type

Size

Type

Preferences Array

20

C

20

C

Table 8: Exemplary.preferences EF file structure

Passport EF 516 may be preferably used to store cardholder passport

information.

fields set forth in Table 9 below.

22

In an exemplary embodiment, passport EF 516 may comprise the




Record description Exte
format (byt es)

r nal

WQ0602020C 10 Tabl e 8: Exenpl ary,

f or mat
Si ze Type Size Type

I nt er nal
Pref erences Array

pr ef erences EFT/ﬁSiOGS/Ol%SS

..... :rr mfur R1R mm,J rr\f er abl Az
Respts} @e$GIMRAL der _passpol EXterbaldprhat on ’(gﬁrna‘fformat(byte)
exenpl ary enbodi nent, paSigort ER 15D6 may rise It hpe
Pa$spdit dluthsbeet forth in Tabl e 9 bdlAdw, 22 W20 ASCII
Pa3006v: T2y PIEI57605/ 039388 R4 d des¢pi ption | ASCII
lssﬁéh‘éé'ﬁ: te! OT TaU TTUernal gf or mat (Qyjes) Sizq Type SizZBCD
City'df JssUsiga" 5 ‘M.'“?”XZ',«..‘ PofN 20" ASGIY —PasTBRrT COUNTAR
Exgirafien Dalge 20 aN 20_aN 8;:3.‘1?;;: Cate 340 4 Bop1BED
Rergristions(plesses.gl asses, PBOAN 20 AS 1 disaBility, |ASCH
disabdity, €fabl e 9: Exenpl ary passport] EF filejstructure

Driver
driver |icense dat

driver EF 51B2Ri8fphris

e

format ( byt es)

forrmt
Driver's License

EF 516 preferabl y may conprise cardhol der

A eSssaarer aud sFURde

10 below. Record description External
Si ze Type Size Type

di nment,

Inte

€in Tabl e

r nal

I\Io Didera= P 6183 Eeferallyimay comprisercasdhaldar dgver licepspaiata. In an

Li c

VREST Pib

at1on

Dat

t e/ Co
5 exeriensE AT rragie dng Bds GBI i Table 10
belbly// € structure 10 Biometric EF 522 may be used to
store bionetric data (pr ef erably encoded) such as
fi Pfger print dat a retina scan data, or any other
SH Lol oant L HE=v= H
Record description e Hheres & 5iBfhal format | Internal format(bytes)
Size Type Size Type
Driver's License No. 20 a 20 ASCII
Driver’s License Issuing 2 a 2 BCD
State/Country
License Expiration Date 8 D 4 ASCII
License Type 2 C 4 BCD
Table 10: Exemplary driver EF file structure
10
Biometric EF 522 may be used to store biometric data (preferably encoded)
such as fingerprint data, retina scan data, or any other sufficiently unique indicia the
cardholder’s physical or behavioral characteristics. Information related to biometric
data stored on biometric EF 522 is discussed in further detail below. In an
15  exemplary embodiment, biometric EF 522 may comprise a single data string as set
forth in Table 11 below.
Record description External format Internal format (bytes)
Size Type Size Type
Biometrics template 100 AN 100 BIN
Table 11: Exemplary biometric EF file structure
20
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cardhol der's physical or behavioral characteristics.
I.nforrm.t|on related to bionetric data stored on
whe@mawieds EF 522 is discussed in further detapPdT/D81008019388

n@h’é&t“%ﬁgﬁﬁ"% a‘S%[f?raﬁb/ a:glagggggnhoglg,gﬁ "ﬁﬁ%‘f%@%a for static
autlﬂéntfb%'tlew ofaﬁ%oééjrgﬁﬁlﬂéf 'IIPMGH‘ aﬁﬁﬁ@a{tﬁﬁﬂ TRlsn@4tal Mia§r ielunique for

I ze Type Size Type Bionetrics
eacheoapﬂdataendlﬂmwuelﬁt[fﬁdaentlwaj@lm;)l@n suBketiglt snopnkpéafbvalugs cannot

fea%@-y X e str gélg prﬁ/epé %rggfggﬁcqu‘égguoﬁfgteé'felt cards (i.e., cards

with neﬁﬁé@ﬂh@hkl&aﬂw dSRIJPbLS Bok8 et PrEVEMT éreatish ajfiraultiple copies of
uthnti authenticati on of the cardhol der I D 406

the gppenteaidon. This data may be unique for each card,

200 e QEmB AR AT Sy £F 2t el b ouot ke

cerGiceaé ifelisPhs "shewn eonatbler fZ2bklovarwherdin ¢he extardal ormat may be
wi th new aut henti cati on dat agb’ but does not Erevent

idemtiaghitp dheontarnal fosmat.c Jpiekerably. thadssuan BRA kay dnay pe 640 bits
e r [ entl cation EF 520 ma
long ki %@@%ﬁb@éﬁﬂ’gg?)e"@gpf DB ol e ae shown T

Tabl e 12 bel ow, wherein the external format may be
identical to the internalformt—>Preferably—the

Recosddpseiptigey may he 640 hits 10 | Bigmabigimatibvies)
key may be 768 bits | ong. Record desSiZ€ption | ntleb¥id

SigrsdstdtiyAsslicatioh Datdype  Si gned St aBDc Appl i catliBn

Stal Paty ARtherhtiebtion Pagaidut henti cati pneTag List 1B

lSéJ_J:éi bli LKQS) e&ﬁ'}éa@ tTficate 96 B Qésuer Publ 1 qBKey
Heht |SSU||-L"'. } R B Tabte
IsspieT Helpl XRQNEE At ¢ ati-on—EF Tﬁ"-i.."fFLﬂ‘fn... B

|qur£§mﬁd@y erfnpmlq DE 530 p Z o e

EF 528 preferably may conpri se data rel at ed to the
hot el s, and roleBl® iy Exgimi e EMRROEETII™ Fh: o
EF, in an
Turning now to files under miscellaneous DF 530, preferred programs EF
528 preferably may comprise data related to the cardholder's preferences as to
airline companies, hotels, and rental car agencies. Specifically, this EF, in an
exemplary embodiment, may comprise a plurality of records (e.g., three) indicating
preferred companies for each type of travel partner as shown in Table 13. The
actual data values conform to an arbitrary convention; That is, each airline, hotel,

and rental car agency may be assigned an arbitrary three-byte code.

Record description External format Internal format(bytes)
Size Type Size Type
Preferred Airlines 9 (3x3) C 9 C
Preferred Hotels 9 C 9 C
Preferred Rental Cars 9 C 9 C

Table 13: Exemplary programs EF
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exenpl ary enbodi nent, may conprise a plurality of
records (e.g., three) indicating preferred conpanies
wo eneeaehs t ype of travel partner as shown i n Tedl/ESH85/019388

conveTROnCarGF §0 Felidhe BRTeED Liaf I 2abling Hitpagon retted

o har cRERBRKY %r%@lsaéaiﬂn%‘rﬂcbaﬁ‘@s arei HEBI Yok, edadyé @ards, and the
code. Record description Exter 'nal”’ format I nternal

likef olmamn exempiary snpedinygd, saymemy gard BFahay compise ¢argsnumbers

oy s e SRLERERSLBhBNR 8 5 TR 5P i

des?né’t‘l%déﬂe@'@l@ﬁ:l HA 28 3PGHII52PeEIied 23 8rtichRY nyayemdntcedrd number
" 10 may be preferably used to catal o%&nformatl on

format. aBust 1 amexemplimeaIOEmesH ier BayIRENET BERUSO card number
scHe %{,n%? Bbtu ol dﬁ/l'or§ rgﬁ rﬁé’¥ %%a?@%ﬁfa@é% ttﬁ:éc;[rk;girsl éée‘taaébt may be

od| nmen
sufﬁ@edt OHWOEirS‘camdoleiamseat”ltmnsmleasfmr etmmpier tranaactions taking
shown |n Table 14. The "|1SO' and "non-
plaa%ge@ﬁéﬁ V()’Yﬁer?é?r@f theocqarg@u;rg@gr a%l%ﬁ"@ﬁ%’& idﬁf%g"'aé( be requnred to
r ay t
o3 L SRR TRE SO RIS oL lor WPl A (oescrioa

belowirbrrst becsstetoneffedbe “oa&ﬁprewbn‘édms,actld)n may be
appreciated that this data set nay be sufficient only
for "card not present” transactions, for exanpl e,

REIFITREELGn L aki NG Prace [EEant el YorfakT €| Pithal f?ﬁmp;(bwes)
card namberand expr “kLi’! S8 o LIVie "'Sl%%::l Type
Fl@@?@é{m%gqr@{#ﬂ% 7409 (r‘lpcrjrg hed Hlpl n\Ah mmf he |@§‘D
Fitst Peymeastt Gardcar d present " |© ansactPon. Retord BCD
Expérationgdaten External format| | nternal fornmat (bytes)
SeSone Aayraed Cardi¥ peon-FSOst |Rayment | G d # 20S0) 19 |MSCI]

SednB@ayhercCafpynent Card [ D 4 BOD Exp[4ation DarD
E)é‘ﬁ%%ﬂ [fagmsnt Card # (non{l SO 20} AN 20 ASCII ~ Segond

Payent—Card B—4—BCD—Exprrationm Date Tabte14:
Exenpl ary payment card EF file structure 15
Table 14: Exemplary payment card EF file structure

Sequence EF 512 preferably may include information used to provide
synchronization of the host and smartcard databases. [n an exemplary
embodiment, sequence EF 512 may comprise a plurality of records comprising the
field set forth in Table 15 below. This number may be analogous to a “version”

number for the data stored in the application.

Record description External format | Internal format(bytes)
Size Type Size Type
Sequence Number 16 AN 16 ASCI|

Table 15: Exemplary sequence EF file structure

25



Sequence EF 512 preferably nay include information
used to provide synchronization of the host and
warmshoansl dat abases. In an exerrpl ary enbodi nRCit/US2005/019388

ST TR B 6 R A 05 Bt
sm%rtﬂéasrdn ) Zr?g?%{scp Bgaﬁtﬂd’ﬂﬁ%yt @erﬂ/ahbﬁr(%ls%escr@@dﬁh father detail

or the ored I n the application. Record
below} c Pirgfierairly Fxarelr mathbeo Efre526 mayr eeinprise st ¢ipht-byle string as set
Type Sequence Nunber 16 AN 16 ASC |
fortgérﬁﬁ—@-&g%gf@%l ary sequence EF file structure 25 WO
5 2006/ 014205 PCT/ US2005/019388 @Qard''"n" Unm'i ber "~ EF"

526"M ay" be used to record uni que nunber
Reavethdiesgiiptipn he snar t car d, an&xtampabiosnab ¢ Inieseelfigrmat(bytes)
key derivation (as descri bed|iSied ur { igpe dgtSiré Type

CRENWhpeFr €T erably, card nunbgr EF bP@Xmy gonprise| HEX
erght=byte string as set fortn in lable 16 bel ow. o5
Record description External format Internal format
bytes) Size TypablSitfe BygraplaGacardNuurbber BFHEX 8 HEX
Tabl e 16: Exenplary card nunber EF |ssuance EF 511 may
be used to record various details related to the

I%Eﬂa%&?EFrBWﬂn‘é B 8@sPR) r*e%@l'fd Qdridus @etallﬁ @éléted fiethe manner
was created. This fil i ncl

10 in whfcbrimt applicatibat @e.,t cardheldeddit DFy4({ﬁ) wae created This file may

o FHBPGR A e SNy SR M, P o
ap@ P‘gh ahy wel RO SRRKtion @M@HQ@ th& appblicaion ROSRr lﬁSen exemplary

s as set forth in Table 17 below. Field Exter
embodimeent| isseancs EFdd Hamaywsarejsediclds agset @rﬂbmﬁ@@e 17 below.
Country Authority 1SO 3166 2 Issuer Authority 10 RID -
SO 5 HEX 7816-5 Application version 5 XX YY 2 BCD

Fidp! 1 cat 1 on expi r atE@8riial YonméyM DD 4 BCD | maémal format (bytes)
AppiTcation effectigigedare 8 -wryéll\/l DD 4 e Type

Country Authority ISO 3166 2

Issuer Authority 10 RID - 1SO 5 HEX

7816-5

Application version 5 XX.YY 2 BCD

Application expiration 8 YYYYMM DD |4 BCD

date

Application effective date | 8 YYYYMM DD | 4 BCD

Personalizer Code 1 AN 1 ASCII

Personalization 1 AN 1 ASCII

Location

15
Table 17: Exemplary issuance EF file structure

The personalizer code field shown in Table 17 refers to the organization that

actually “personalizes” the file. That is, before a smartcard may be issued to the

20 cardholder, the database structure must be created within EEPROM 212 (FIG. 2),
and the initial data values (i.e., default preferences, cardholder name, pin numbers,

etc.) must be placed in the appropriate fields within the various EFs. It may be

appreciated that, given the nature of the present invention, the smartcard “issuer”
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Personal i zer Code 1 AN 1 ASCI|I Personalization | AN I
ASCI| Location 15 Table 17: Exenplary issuance EF
wo 2009/0542051c:t ure The personali zer code f| el d shepemUB2005/019388
uT@bl r.ef.er s..t.o.t.he.or i zation tha act ua
and oS ES dov STNQNaT anPitalen Ty Bt 85 e BGIRHT Tbrgrore. it may
be B aRtidedBy R F(ﬁcotraevar Céét%h@'d?eﬂheR%\A o@héh?émﬁﬁ process within
structdre nust creat e wi thin EEP 212 (FIG ?
smaridardht0Q fiself. aBnmaaranssaaumﬁl(a steucturgst may tbe prowded or the other

o “prleetons: e R oa Lol BERze T e Bioribed i

gregFe?détéll ABX%ike appreci at ed that, given the nature of
the present invention, the smartcard "issuer" 26 WO

2006/ 014205 PCT/ U82005/ 019388 and "personalizes"for
any' given"application may not be the sanme. Therefore,
Pa¥mgﬂg§y§‘88‘ Rgeg‘?ﬁq?&eous to record various details of

t NeRBRINGAG Hdw ab i PIG.PE,0papaent thstam aipplitstiord 41D60preferably may
itself. Simlar_issuance file structures nmay

comppase aetiractprytie 630nisueri)fo02pd a1uraher oonmfm%@Fs 603(a

S e described in 5
() PRI BB in g EhaRRR! aABhlRoBe, o Aol cat fon
Ref Birettogy EFWGY 0 drefarably rpayrimmde3est|ﬁnmfaap|d)l|aadnbnadentlﬂers and
408 preferably may conprlseegcdlre

labplssaredessribegaboyedndna ¢t %@PPQ%NES@%O“G@%?%)“O%O

(n) ne r
Di rlesfg ory E@glg‘%&: ?hpﬁge)}idégyBIFﬁéoﬁdgﬁf;ﬂfI"f‘rgdi\fg%lude data that
woaldptradiéibhally ibeestoréd emthnarajtralchm @ mmgeticrsthipe cavdvge., debit

carlpigsé‘r grﬁg%re ' 2 h%l OI‘la i&%gcatl‘ﬂznﬁ;ﬁp&}%ﬁyls described in

gréa'fkﬁjdlﬁgll g%@ethat woul d trad|t| onal Iy be stored
thin a track on a magnetic StrlIDFe card (i.e., debit

15 raadsexehatayy embddimentd pakié DFKkEY4 rrnamormprzml a plurality of

oS a8, B AP B RS BB 3 5 Bl ool 1
bellwral ity of records having comonly known

magnetic-stripe fields as specified in Table 18
beI OW. 20 Record description External format Internal

Recar de‘sc?‘iptlod STy e ST T B {IREl format | Internal format(bytes)
Size Type Size | Type
Format Code ( Track 1) 1 AN 1 ASCII
PAN (Track 2) 15 N 8 BCDF
right
padding
Expiration date ( Track 1 or 2 ) 4 YYMM |2 BCD
Effective date (Track 1 or 2) 4 YYMM |2 BCD
Discretionary data ( Track 1 or2) 5 N 3 BCDF
right
padding
Name (Track 1) 26 AN 26 ASCII, LJ
blank
padding

Table 18: Exemplary Pay1 EF file structure
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Format Code Track 1 1 AN 1 ASCII PAN (Track 2) 15 N 8
BCDF right padding Expiration date ( Track 1 or 2) 4
wOuMo22BCD  Ef fective date Track 1 or 2 4 YYMMRUSIOD5/019388
Dh.sgr.et. | nary data ( Track 1 or 2) 5 N 3 BCDF right
Alrmdépw alRAne (Track 1) 26 AN 26 ASCI|, LJ bl ank

Hoe rBI heay? € i
SIS ST S Uit omprcs
dirqutoryaEFi 330, Refrenon NGFn6O2t angl issugr D rMGdneand additional airline
p .i ef e abl may conprise directory EF
apﬁ.@g 'O'E%kbrgp? -D%(?‘?’XB% "5{1 suer DF 704, and additi onal
ai rﬂ)iré‘&o?ﬁEF' 'Vg@tdré‘ﬂé?atﬂ(}%é} inolQé @ Llstaéfdaﬁpllc@ﬂon Sdentifiers and

Directory EF 730 preferably may include a |i st
Iabalmﬂa desdribediabaveiin tke soaieit of eaydheldes lla@mlc@w é%ve

o H65 0Bl S AP A e BB L ppgiipating

airlilek, Mﬂé'|§édé@tDF19043}dddrz§l%5mavﬁ1ntladewwrﬁlﬁ1 Tt onIy be read or
eneraII%/ may i nclude data which nma onl¥ be read

writign te dry the gmaqugrdsmuegar/@rlp@sa@phcanpm preferably further may
t t t
corBls 51 62, HR FERFEH] /34 ARTTRY BB SORgc8etloy avine
parmerfng brgtmuzamfrtsner‘l‘ ”ﬁ@ i9r gasi zidirieopartnghaay havenaccess to and
airline partner may have acces specify t
SPaATy e el cBiTe a1 dtd sred WA O BESRDS(es ek as.gamge EF 702),
F N r
o BB o8] ey M€ s Rl OF, PO} Preso parner DFs
pre}ﬁér@b%ﬁmwrm o)ige:g mlemmmmmmisecvfahe lAﬁAtsprms‘loatlonhe

[ ATA DF. 702 sui
TP asie S 92 EERA oY RBUTRFSC Moot WElG ypuld be of

r r
use%}? aﬁ?rdg Qﬁé r\{?ﬁ??@?‘é\’tﬂgrlﬁg eln"hHIS%Tl &, ’:e%alsos@ﬁgggggfzgggéequent flier

EF 708, IIE'thPo?WIEbaardlnEFEWTZlZ asd bim@ACcESA/ 14n contrast,

T e SaT DS s PR ST LR bt e b e, b
updtabitbonfy by BRe7d&d @Rder, ie., preferences EF 716, PIN EF 718, and
issuance EF 720.

Referring now to information stored within common EF 702, passenger EF
706 preferably may comprise various records related to the passenger as specified
in Table 19 below.
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speci|fANd i

n19'ab| e

2A\SClI

Ap?ﬂ-’lbé’t\%n need description Expe

rnal [fnpr mat

% nt er nal

BIN
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Srze

Tpe S
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Tabl e 20: Exe

'yp

EF file strialler®: BxerhflanEpadsehger &fefiledtyciey
conprise a plurality of electronic ticket
set forth in Table 21 below. The format of these

el eﬁ:]

san

YRy

records

AT ine Custoner
npl ary frequent flyer

as

o Ri9ERE, 3R dlent APEOE Sy d@nia'?%dn‘ﬁﬂ—lﬁe a plurality

tion of the Records External
of fqum&ierfmtmmrs((lew etan n@npersiswirg the stylpxgurq Epeqflqda,ln Table

OQI\‘14BIN IET 2 14 AN 14 BIN |ET 3 14 AN 14 BIN | ET

20 RelpW- AN 14 BI N

Record description External format Internal format (bytes)
Size Type Size Type

Airline Customer ID 22 AN 22 ASCI|

Table 20: Exemplary frequent flyer EF file structure

IET EF 710 preferably may comprise a plurality of electronic ticket records as

conforms to the |ATA standard.

set forth in Table 21 below. The format of these electronic tickets preferably

Description of the Records External format Internal format (bytes)
Size Type Size Type
IET 1 14 AN 14 BIN
IET 2 14 AN 14 BIN
IET 3 14 AN 14 BIN
IET 4 14 AN 14 BIN
IET 5 14 AN 14 BIN

Table 21: Exemplary IET file structure
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IET 5 14 AN 14 BIN 15 Table 21: Exenplary IET file
structure 29 WD 2006/ 014205 PCT/ US2005/019388 11 1°
w0 p@ei0i420&xenpb” ' ryenbod' inrent boar di ng EF 71PCTrE§2005/019388

' G'Q ,rélfl’]sgzgéa?% %% ég‘jtzmeﬁf,‘g) 'Hgt ]%? gygfg?rgoknsenbc?grdmg data
to Bé%fs%foaahﬁnﬁoéﬁé%fk”ﬁ\ b8 $Mifddil i Sase faZat Tied folesoofl this data

description Extern format Internal format (bytes)

preféirakly Bopdorgng to thepd TABRadficadiodat a 40 AN 40 ASCI1 5
Tabl e 22: Exenplary boarding EF file structure
Bionetric EF 714 may be suitably used to store

RedoRIBESEfptiH @ associ at @b(tevnatllromli@c car dhaédeil fortna (bytes)

retrma b(..all data;—f | ngergrLnt ¥ or ~agygother [Type
Bgéluﬁé!fggl "gg?" Hy—36—thi-ot %Iél & ; ean ,g dhot—der A)é%ll
} o

a mi.
\II or -’-‘ll characte _,L' cS-~ H uruut| Bh

S related to bionetric data stored on bionetric EF 522
i's discusse r A dardiel Bivad Srgdupxenpl ary
enbodi nent , q‘tﬁﬂgerrg?rltégéw r%ﬁd ar on‘prlljserdaya as
specified in Table 23 bel ow Record description

S domyasac i g ey suuShgGrsad Yo 5de (PTa& Bt Rita, gssociated
wﬁWéﬂ:{%kg’%rg@? r Pé’un%':sédﬂ @at%lt FiHgEAHr AL 'd%\waﬂ%ﬁ&hg%ufﬂmently

may be sui used data related to
10  uniges iredicia affthetclaaihmnlercmlshmxpal|O¢éxe|h6M@ra|I¢h8éaCt§fd§mﬂ alinjormation

relaﬁ&?&ett{]‘s&tegéc EF / O Pé ﬁgé?n%rdl S%Bgaihafurther detail
bel \QOG/I@W%&eﬁ@é?@&%ﬂ%&ﬁS%mrﬁéﬁmEF 714 sy esomprise data as

ormat Internal format (byt es) Si ze Type Size Type
spegifiast inyT ghle Z3rbalowl SO 3166 2 2 letters |ssuer
Authority 10 RID - 1SO 5 HEX

Record description External format Internal format (bytes)
Size Type Size Type
Biometrics data 100 AN 100 BIN

15

Table 23: Exemplary biometric EF file structure
Issuance EF 720 may be suitably used to hold data related to the issuance of

the various applications. In an exemplary embodiment, issuance EF 720 may

20 comprise a data structure as specified in Table 24 below.
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7816-5 Application version 5 XX.YY 2 BCD Application
expiration date 8 YYYYMM DD 4 BCD Application
W@ﬁ(fOG@MZV@ dat e 8 YYYYM\/I DD 4 BCD Personal i zePCTUS03/019388

F'?'lduqt om r‘nrh:\\ T}Ih| e

structure PIN EF 718 989 be sdit¥6lv used t9i28t ore PIXPe

Cawaltyelutborityespondi ng to each |3S€F316@ par(td ci pati ng
( letterap partners. In an exenpllary enbodi ment, PIN EF

|sgUE? ARMorilgompri se a pjourality |®IDe@wds Haying the| HEX
structure’specified |in Table 25dyg.gw, wherein each

Ad 'b I5 U&y (SW retat q:—BlU the waunm T fntry g BCD

nnnnn A Ana

ARRlics @ii‘ﬁa' g'% dateorld one i n"Eg%gwmﬂcgh on) 1 BCD
Amplication giieciverdaten & ernal f qroaY YMM &A14 £ or mat | BCD

Pdrbgnalizer Siade Type Si|Ze Type RIANS AN 8 BI|N ASCII

Pdrsonalation Ldattio8 D[4 BCD 10 [Tkl e 25: Exlehpl ary P| ASCII
(cﬁﬁofﬁ' J;@dé;)tructure Prlef erences |[EF 716, in an exenpl afy

enbodi MeNt, mnay cOnpri Se a preferences array as shown
in Tabl e 26 bel ow. The preference values stored in
this 15 fi |Tabteldedspemplary istuarcalEE dis stdcibed ow i n
conjunction wth Table 38. Record description External
format Internal format (bytes) Size Type Size Type
Pr epg ePCPFs ﬁ'iéyabie %uﬁa& Blstd B dt6reZBIN E4RIER| ks Eondlng to each
preferences EF 716 file struct ure 31 WD 2006/01
of theTpausaipating 20888 paReers.* il aCaxemplgyiarabotinret ePN kf 718 may
now to F ental car. applicati,on 414 f.er
coriafe Gnplrall offsriorauss, My SQucdly, BRolisg R AghgRs below,
whefeiiMeaeh r8ol mégbd Feiat8ddo (the %orresﬁ@&ﬂlﬁ%; erﬁ@&hbf}eq@mﬂ flyer EF

so on) corresponding to individual rental car

70& Genciesord enedminn’ Ti-comgsrandsrtPyeceiders ey 08-agdsso on.)

which is described in detail below Rental-car DFs
803 each conprises a rental-car-id EF 807, reservation
Ré&dord description External format | Internal format (bytes)
Size Type Size Type
PIN 8 AN 8 BIN
Expiration date 8 D 4 BCD

Table 25: Exemplary PIN EF file structure

Preferences EF 716, in an exemplary embodiment, may comprise a
preferences array as shown in Table 26 below. The preference values stored in this

file correspond to those discussed below in conjunction with Table 38.

Record description External format Internal format (bytes)
Size Type Size Type
Preferences Array 8 C 8 BIN

Table 26: Exemplary preferences EF 716 file structure
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809, and expenses EF 811. Directory EF 820 may i ncl ude
a list of application identifiers and | abels for the
wao 20060u20DFs under rental _car application 414.PdIes2005/019388
«SEt et ure.of .t hi.s.ER.preferably 10 conforns to that
Re’&éL@Pf%@B“%ﬁ}We in the context of cardhol der ID

apReeAiiPRoRIS. FIG Sntefitd bak Apylieatpdi 1 preferably may comprise
preferences EF 805 may conprise a set of preferences

corampayBFf 802, directotyud £20stanshona aamaserenill 63y Dis 803 (i.e.,

80AE ST apt 3 ) eelieRpRBAME RPN uEE oAt Bt
5 Tahtematon BF MagVothsRECHichsredBe SRFE808| whiehratdescribed in detail

Internal format( bes) Preferences Array (Default) 8 C .
belgwBRentak caePESENS eachgompesesy rgntel scam i EF 807, reservation EF

8095%2%&%%%%%% 1No. 38 C8BIN Preferred |inousine

ASClI | Table 27: Exenplary preferences

EF Resdtaty ERB200mE0 nclage bdiststdpplicatibaridertifiensient labels for the
rental information, upgrade 20 I1nformation, i

variouSoPatiNGRT ramal 1dss dRAleatiam 4df. clESHPIe ASdRISE R breferably

to. corfl ey NG Sy BTG Sobaton oo
PCﬂh@QQﬁ@h@ﬂ@@%mb@dtméntdemefteirérmeisoEF"8@5(treay1ajomprise a set of
SELNEE WET AR N O W
pret\%gﬂ?e /ég\&@s fordsle ig%h(éfqﬂééé“éﬁags 3fe dBEOWeITbebW iy ddhjunction

ccunul ated points 8 N 3 N Rental features

witiARaBleBB& Car Type Upgrade B | bit B Wek-endNacation
Special B 1 bit B Guaranteed Late Reservation B | bit
15 B Insurance Array 2 BIN Loss Danage Waiver (LDW B 1

R&UJrd BesEiptgal AUt onobi T iERwIFeimest B 1] Mtbrrdl format( bytes)
8

Proforances Afra) (Obfagy Ve 29 B 1T TS BIN
Preferences Array (No. 2) 8 C 8 BIN
Preferences Array (No. 3) 8 C 8 BIN
Preferred limousine company 12 AN 12 ASCII

Table 27: Exemplary preferences EF
Rental_car_id 807 may be used to store frequent rental information, upgrade

20 information, insurance information, and the like. In an exemplary embodiment,

rental_car_id 807 may comprise a file structure as shown in Table 28 below.
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Cdvabeat8 lIsuraBG® Locati on cg
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BN

3 BIN Tabl e 30: Exenplary expenses EF 5 Hotel

Application Referring now to FI G
appl i cati on 412T#Pefsk dexsmplaly refs
920, common DF 914, one or nore ho
and one or nore property DFs 903.

. hot el

syst em

%P?ééd &M ectory EF

t el

chain DFs 902,

Reservation EF 809 may be used to store confirmation numbers

corresponding to one or more rental car reservations.

embodiment, reservation EF 809 may comprise a plurality of records (e.g.,

having a file structure as shown in Table 29 below.

In an exemplary

two)

Record description

External format

Internal format( bytes)

Rental Car Company 3 A 3 ASCI!
Location 3 A 3 ASCI!
Date 8 D 4 BCD
Time 4 T 2 BCD
Reservation Number 15 A 15 ASCII
Flight Number 5 M 5 BIN
Airlines 3 AN 3 ASCII(RJ)
Flight number 4 N 2 BCD -
Preferred profile 1 C 1 ASCII

Table 29: Exemplary reservation EF

Expenses EF 811 may be used to record expenses incurred by the

cardholder during car rental (e.g.,

the total rental charge).

In an exemplary

embodiment, expenses EF 811 may comprise a plurality of records (e.g., five)

having a file structure as shown in Table 30 below.
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Common DF 914 may conprise reservation EF 918,

expenses EF 916, key- 10 of-the-room EF 910,
wee@berentes EF 912.

Hot el

chain EFs 902(a),

and

9PQ1/b%2005/019388

and so on, conprise preferences EF 904 and stayer ID

EF 906 associated with individual hotel chains. In
RetBM 8SiptBRCPET Y EFS Y03(@kerfil#iat_aNthtemaformat( bytes)
Ty ',Q!F@k@éqae Dlnll:al cunr L\:nlr\rci- bLl rure U(,I ad ‘QO Y\/I [E] ASCII
DPQ $ hot al —ProOpPETTTesS 8| "I > Ijl(.lC[JCIIEC:“IHLn Ol . aCD

: = ey be—a ferber—of

Logaliomeedele chain). In an exedmlary |&bhadi ﬂnﬁm, ASCI|
Ama@sgdr vati on EF 918 may conprise a pNirality of BIN

records having the structure shown in Table 31 bel ow.

In general, this EF may be wused to store confirmation
nunbers transni t takie s S'T%Péﬁmlélé‘%e)i@ﬁﬁ% Fthe

cardhol der nmakes a reservation at a given hotel
(designated in the property code 20 field). The date
Hotkl Apglicitiones the date on which the confirmation nunber

| iRAREING ORihiPoy1Ge)0: BRL DENSAPRIYRD POgErERDly may

co @%%I\ﬁ i%@ C@S@Zb cBRin§orf DF ABQP:e SORMolré %tél%aNPEFQTQOZ and

Tabl'e 31: Exenplary reservation EF
oneBdrM@reﬁﬁlﬁje@t}/ﬂBS%B:rl US2005/ 019388 references' E "

eferab rlsethree set s —of r
a0t SR i BioRes MERARTER 9T Rborsgs £F 916, kev-
of-tﬁé—%%ﬂ?l“%ﬂ@daﬁé'p@é‘fe‘réhc%OE'F gngtion with Table 38.
Record description External format |nternal

f orhete| Iohais EFFs902(a)ype2().zandaseonpeemprisaciefaenags EF 904

oSG0 5 2By AR SRS Ty S propers

EFS03EIURb) dHEker encesmphs&Expennis file @thﬁcture assocnated with
preferably nay conprise a [ist of recent hote

indiyidueh bets) pr@nﬁm@&é@; @depgaﬁe@dﬁtv@etaehﬁh@rp@%@ﬁg bgtel may be a
mefid LS ddilfwiddcRBngxenpl ary

In an exemplary embodiment, reservation EF 918 may comprise a plurality of
records having the structure shown in Table 31 below. In general, this EF may be
used to store confirmation numbers transmitted to smartcard 100 when the

cardholder makes a reservation at a given hotel (designated in the property code

field). The date field stores the date on which the confirmation number was

dispensed.

Record description External format | Internal format(bytes)
Size Type Size Type

Property Code 3 AN 3 ASCII

Date 8 D 4 BCD

Confirmation Number 15 AN 15 ASCII

Table 31: Exemplary reservation EF
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plurality of records (for exanple, fifteen) arranged
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Rohabhk e .3 il ; th |
o1 e RBRR: o a2 pReran oy PP, Yl Yoie gt amay
prePé?@ﬁBé@S e toepcular @@6’@3 fussgdnbthesenareayd @Fé distaiseed below in
anount, and Emogerty code. 15 Record description

corginationanith de 8nternal format(bytes) Size Type Size
Type Type 1 C1 ASCII Date 8 D4 BCD Property Code
3 AN 3 ASCII Amount 7 N 3 BIN Tabl e 33: Exenpl ary

R&CORPE A886riftiorKey - of - t he- rpagirar fétthtPr eff Iatarthbformgt(bytes)
Conprl SEe el ectroni c Key g/lgéues Erpaé :A)SI%V be useﬂ/plen

PrEfTeHas ARy THERRTT T TIers TR oV eocess TBIN
LI [Tl CTTpPT CIIUUUI T T

Pr, @Feweﬁﬁﬂayr(ﬂwmré; rgq\/ compi se a g\l ural ity N

PrafeseaeemAray (ReybesBles &is shoWf in Tabbe 34 bel dBINRS
5 WO 2006/ 014205 PCT/ US2005/019388 +ivi+t. vvv' .v
vn. avf v+ na

1 R d "
External for mat q'laﬁ[]ee#%a X?'\é't% ec%é%’)gesssége Typg Si ze

Type Key value 40 AN 40 BIN Table 34: Exenplary
key-of -the-room EF Stayer | D EF 906 preferably may
conpxpenselsr BHURHE psefageéﬂy drayacomiprige & lipapt renginghotel expenses,

hotel ch rhod
for GBeRE. (oG PRESt UGN e §?§§,%S? HEf olte, @ T il G fexemplary
10  embBdihfdHte e?(éelb@é@EF 5@6% rllséta @lurehtyesn adcords r(IWr example,

I nt er nal format (b | ype Size Ty Fr eque
fiftesrg yasrangeebisr a pg!cl{q\rﬂtpgsmg@qe any sguuntsing ﬁﬁfle\g@,@]own in Table
33 %@Né@%s%r{dgoﬁe‘?‘mﬁbe TR &S ekite BRI gritt '20Mst B recently

incurred expenses by type (a code fixed by convention), date, amount, and property

code.
15

Record description External format | Internal format(bytes)
Size: Type Size Type

Type 1 C 1 ASCII

Date 8 D 4 BCD

Property Code 3 AN 3 ASCII

Amount 7 N 3 BIN

Table 33: Exemplary expenses EF

Key-of-the-room EF 910 preferably may comprise electronic key values that
20 may be used in conjunction with card readers to provide access to particular hotel
rooms. In an exemplary embodiment, key-of-the-room EF 910 may comprise a

plurality of alphanumeric key values as shown in Table 34 below.
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ot el aln 2, except that nuch

2006/ 014205 PCT/ USZOOS/ 019388 ofth e' fr equent st ayer
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WNray i n¢

N@de onl
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FrefeefiBlayeevend] Cadant er
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AN equent

1st ayer
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Fréh@éﬁ%t‘é?é&é@ﬁ@%p‘hﬁ@ﬁl
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Dgct1on wi
ar hot el

MY Yoy !

chain or

g 33 abo
ptroperty

/BCD

copY choose—to |||p| ement

han + hat Ance hod ahaov Pr Af Ay 4
caeSeHoea—above Tt

EVWE‘I‘QO{UHE{ briefly above, %_n_e_x_gnpl \/

i o | e b
?OUI ffere IAL,NSI I,\:IG‘:G:L]IQ;LL urc ASC“
5 5

enmbodi neni_rxa'BlN

Hajel eauegtiStayer BiNsuch t h@t prefeiéMes nay8he | acat BN
in several files distribut ed t hroughout smartcard

100; i.e., in pr ence airl pr ef erences
EF 716, hotel &@EL@@% E%f @Xft%@% and car
preferences EF 810 This all ows apparently

conflicting preferences to coexist within the card
deplarederre@cea Efof04 preferally mayaepnerise threayseie opageay wreferences

as gEBYVBt Jah f%lﬁlgoéb Snﬁwk' n%rtlcuIarhc(f*‘ocf:eaér 3@&5 ﬂ?rthéé% arrays are discussed

below in conjunction with Table 38.

Record description External format Internal format(bytes)
Size Type Size Type
Preferences Array (default) 8 C 8 BIN
Preferences Array (number 2) 8 C 8 BIN
Preferences Array (number 3) 8 C 8 BIN

Table 36: Exemplary preferences EF

Property DFs 903(a), 903(b), etc.,
partnering hotel may be not part of a major chain, or when the hotel chooses to

may be used in cases where the

employ its own data set independent of its affiliation. In one embodiment, these

property DFs may be identical in structure to hotel chain DFs 902, except that much
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15 while choosing the snoking option w thin the hotel
application. In the case of conflict, preferences may
wheooseatod romthe top level to the bottom | evePCT/E8ZH05/019388

o iy RIS YA e 0, PRI, i
proEblLt?V@F W%ﬁegﬁﬁﬁhs@%r@%?@néé%aE@Qngﬂeh@a‘l%)pr@ﬂer@ﬂces 904

appl i cat’i -149 Rental car application
des¢tibed HBVEIAlKig Withea afgyer dRtEp9341@hichonaysaclage é}nhe@he CDP,

ol 3 i 140 N TR

Tablé 3B abBYe bAltFALRE t’tlo‘uvéﬁ otien chainl er ﬁ&)dwlyomay%oose to
37 WD 2006/ 014205 P /U 2005/ 019388 "

implereenta djferept-de sisisturethgmiiat plgrpiised sheke ng oo
Non- snmoki ng 01 Hone as preferred address 02 Wrk as
preferred address 03 Handi capped 04 Hone as

PrefsreheeGsties mai | 05 address V\brk as preferred e-nmail
06 address HOTEL PREFERENCES K| -si ze bed 50
Quedh aentionssibeafly Benwe.cah&xesw M @W%ppgg@ntrg@% lsey configured

suchP'thdt PP&fet@Bs>May be located in several files distributed throughout
smartcard 100; i.e., in preferences EF 514, airline preferences EF 716, hotel
preferences EF 912 and 904, and car preferences EF 810. This allows apparently
conflicting preferences to coexist within the card depending on context. For
example, it may be possible to opt for non-smoking in the cardholder ID application
while choosing the smoking option within the hotel application. In the case of
conflict, preferences may be read from the top level to the bottom level, and each
level supersedes the previous one.

- An exemplary set of codification rules may be set forth in Table 37 below:

0-49 General purpose (Cardholder ID 406)
50-99 Hotel application 412

100-149 | Rental car application 414

150-199 | Airline application 410

200-255 | Other

Table 37: Exemplary Preferences Code Ranges

More specifically, in an exemplary embodiment, preference flags may be
coded as set forth in Table 38 below.
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Near el evator room 55 Away from el evator room 56

RENTAL CAR PREFERENCES Conpact car 100 Standard car
W(IQIID6/0M2015 Si ze car 102 Luxury car 103 Al RLI NECT/US2005/019388

PREFERENGES- i

preferr rSferenceow cal or e 152 \ legimabs

Di abet | cCCENERALWWRIAOSHE 155 Kosher 156  Tahle 38

Exenpl ar $mokefer ence codes Securit§0 5 In the context

of smarftRapsndlangactions, data segurity has five

primary thﬁeé’bsbféférre&)ad@?é@ confiiglentiality, 2) data
i ntegri W.,Q.ﬂgéﬁﬁ éf@?r%é:é: Hrbg& A wt nen[ rcation, and

5) non- g Bt HOik these ] frefstons—hay—be
addresseﬁ_ﬂiﬁwnd_a_ma—et—ﬁ—ei—#ecm ity rechani-ss-
Data copfipaenas Brafered @ingh  deal |0% th keepi ng

i nf or maf@daiesecret (i.e.. unreadable to those w thout
access |Wark 38 WﬁeZn@alﬁé-meOS PCT/Q€52005/ 019388 : F~
be.J .| addressanti! key)', may su.Jstally ensured

usi ng efcryption technol ogy Datal integrity and data
source QT'E LF; EFIEREN@E&,S on ensuri ng Inat dat a

remai ns 'u\,u fi Gurhg ransfep and—typtcatty nay
en'p| oy é@ henti-cation—t ar-hﬁ\ gues—~ACEess

cont r ol | HeENwize bedd halder veri if9tation and other
requi r epPaublermskessary in order 5/ %%r a party to read
or updaf High fpsortroond ar _file. Autheslication involves
ensuri npL&Rafbor Fdemcard and/ or thesgexternal device may

be what "Eg BIeRaidrTob PE, and mopss repudi ati on dears
R 074 4 2 A LA N

cooaygt— o oC— Ao IrciToT G . C., l. IIO.I. A

consunmel_mav._not repudi

that it | RENTAL GAGIPREFERENGERS hori zed party

Car dhol géompexct Eaicat i on usi ng 100
Standard car ' 101
Mid-size car 102
Luxury car 103
AIRLINE PREFERENCES
Window seat preferred 150
Aisle seat preferred 151
Low calorie 152
Vegetarian 153
Diabetic 154
Low sodium 155
Kosher 156

Table 38: Exemplary preference codes

Security

In the context of smartcard transactions, data security has five primary
dimensions: 1) data confidentiality, 2) data integrity, 3) access control, 4)
authentication, and 5) non-repudiation. Each of these dimensions may- be
addressed through a variety of security mechanisms. Data confidentiality, which

deals with keeping information secret (i.e., unreadable to those without access to a
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10 a bionetric security systemis described in greater
detail bel ow. Aut henti cation may be preferably
w@esobot4rexl usi ng a "chal | enge/ response” al gorPeTs200$019388

" aner Ly o cati.qon  t hrough a cha lre S
g R He sRACIA &) B bRk b Br e Rl 6 i8R fiporty (and
datd sfddréé vR#fiEAtiord) fobli 86 BhSstisemingfthbhatd AdifigmMsnuBIRINged during
to a second partly (the "challenge", 3) encryption of

trangfer, r andi dyipicsllyn undye renyloy Haeseagsn @ufantigation deslnigaase Access

co oY AP PR YRR B HABin e RS ol i orcer

for'd gaRPTSESad obLipdafca Ytrictarofilet h@th@ﬁtﬂ@ﬁﬂdnumibelveb)ensurmg that
the first party, and conparison by the first part

theoparch@ngi@s thes @xierngl r §1ayl het whag 4k ouipeite t@h@e %nd non-
rephﬁ?eﬁ%ﬁ@?%g \gm ‘fll?e re%&’%&%%lé S?Ebgu rﬁg%?ﬁeth%u&?&%gf&l the data or

hentrcati on ma uccessfu

medeage h’(altb@auh@’mttlbpﬁé | tmatraec;onmrﬁerbnayl nmﬁsa:xudﬂdﬂe a transaction by
external world may request authenti catl on

clagnigg thal iwesnsigngdl by arnEaytheizashya hngaad@%@w%nf@aﬂon using
a bw?frlﬁ%lél%ﬁg’m é\’ﬁ% 'd%@&ﬂ)l%ﬂ 'y n%rjea‘t’eg‘?féttg ’ Béfowyor 1 d

erna enti cation et al account of
an Authapltieatjorc mady deg erefesghin perfarmedi uﬂngnay chelléngafrsponse”

algaGR et 9502 DB eRURR Y im ESHE e PRSI Tesponse  system
mv?l'v@gd?)" ﬁéner@%nt@‘ é?m&Mﬁ%Jn%ertWan%t Bé‘ﬁ S@)‘:Héhér}ﬁlssmn of the

nctio however, 1t may be pr eci at ed
ramlonb@undferdbharsa)pmdeparrty:zﬁiheo‘fcl“aﬁgng@t r3) c@ncwemuocﬁdbs random

TR N EYLENCAC A AR MR TN T

trafSthRSRN @ﬁth@fer%?f%ﬁé@lt r‘a%ofﬁ S@rhbbh[@théﬁfﬁifﬁgiafr’dyc(tr@éﬂesponse ), 5)
asymetric. Symmetric 30 al gorithns use the sane

endryptien of yipe randemdunaleerypy itlen first grarkyx amgl @) cma(la@n gy the first

oo IBY' G LRGH MO 1585 OBl 1Ny rvmpgr mat

auﬂh@nﬁéﬁﬂdrﬁﬁ{ay bs eucvessilf, fienentthé eyshestivatisacmal b@ewnsuccessful
nd one public key. The RSA al gorithm for exanp

Notes dhatt authendinaiiery Inanwverkpbeint wayke th%gewr@cbowbcizmexs request
autﬁ?ﬁ ééﬁ%gwog‘/ P éﬁ}%ﬁ@ a/\therrLal at}tltn?r’lt ca'tlbn fanr a Lana'FBa'rd! hay request

conmpu toring

auﬂh@ﬂﬂ@m)’n e thaﬁbﬁt@malAddrld | (lemﬁrnall aﬁﬂTe”lmbatmmx he‘SemarEd detailed
ot her cryptographic princ es may be found i .
aceaumb el ast §mmr@qlk@iaa§)rg$raﬁn8@x kgﬁr@msaazérbey?%nd in the [BM
F?E%ﬁ%tl YPTOGRAPHY: AN | NTRODUCTI ON TO COWVPUTER
() 989); Rhee, CRYPTOGRAPHY AND SECURE

MPNBy eniiediment, Sher&E;& algmﬁﬁﬁmmmﬂ&ﬁcrymmtandard)
AND PRACT I

magdefmplaed l(:%h%?/)&gm'm W\?HE@R XPT%WG‘@M ltgeﬂy]gpeargpremated
tha\ﬁ%ﬁglrﬁpnsa\(gﬂ_ %}/@Q%rﬁgﬁlicﬁ%r 293Bmetfibs teeRhig0ES Ay be used in

h are her
the context of the present invention. More particularly, there may be two general

categories of encryption algorithms: symmetric and asymmetric. Symmetric
algorithms use the same key for encryption and decryption, for example, DEA (data
encryption algorithm) which uses a 56-bit key to encrypt 64-bit blocks of data.
Asymmetric algorithms, in contrast, use two different keys: one secret key and one

public key. The RSA algorithm, for example, uses two such keys and exploits the
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i ncorporated by reference. Access control nay be
sui tably provided by including access conditions 10
wowdkion2ohe header of each EF and DF. This preB@rrUszoaS/owsss

SRR g, L S P, o
infor Y3 bh'tﬁ@§e 'émﬁ H@PB dﬂbéﬂa‘phﬁﬂpnﬁ@ﬁbés%é?Qfeefﬁurﬂcmeéﬁumber of

condi tions rray e appropriate in a smart card
stadardetexts, far exampie: Sebehy &rﬁemf@adeﬁﬁW@@%&ﬂHYe AN INTRODUCTION

o GEHISLISECuEL. U5 Kb b ERHEP by B qpcsmons

(199@% abliu&t. CRYBTbERARHY: lﬂﬂ@dim\é"Ar@nd*Rﬁbﬂ@Et €1988); CONTEMPORARY
hentication as descri bed above may be re%égl r ed.

CRYSTSGRAPHY hPo 1R SRENGR €8s INFORMATIOh l(\'f@%ﬂ’e@ @) hendi Schneier,

o 6 e RN R, TEPEE P bl GESACEfo nerony

incoipdehted byreferenggor d requires "signing” of the data
usi ng a nessage 20 aut hentication code (MAC).

mayA@ReSSheRHe! BTaYadeaStiERhty dirovidest byningluging A@\O@@%ﬂ conditions
Wlt|ﬁ) il ggt% | CcﬁgeeaclthFCQﬁ‘(ﬁ ¢ afhid Iﬂ)?e\@ﬁé%gﬁagfcﬂlaﬂ operation (e.g.,

hi Ag ~procedur e,

rea€éimgy pptupdatingy %wwmg)m)edbrmbé msasﬁ@eu(\teme mecyeqmryed access
be created using.a msssa e, ut henti cati on

conifote sayeagiilflen MTH STcel e Sasso PG Gumen e appropriate
in gg‘é@ﬁf{gg?ﬁjx%ﬁ@ deyt ?(gen?_ &, WRC dimartdid t ey ?&Rﬁl@%@rdholder

he nmessage an to the card (or "external
verifieatioe (i.al empendishthadthe catdhader erdeda FHN) befateia Blel dperation may

be %ﬁnergt eé&mﬂa’}/ﬁclgtg?e t%gq{ggg Y ;glﬁtﬂgnﬁ@ c an(%ﬁe {Bed above
ma btei}elqhﬁegvm i nternal |l y-gener at ed MAC. If either the

ssage or MAC was altered during transm ssion, or the
senfinoipepainyortird motess ecaritionor (referrekkyio teseint tas the SIGN

cordlorlegosRpbaF PR 45 THE'S Ao VHE oL i EERFh. Bfgted and

whéRe up@@ﬁﬁésop@“%éd)l@in réQirde “bighlrig’| 6fl théndafeheising a message
particular file operation may proceed' . A MAC nay be

authenticaticadcasis (MAG)v & MAG neay mAbougmrofea@aaﬁpﬁn qf reéectromc seal

us 3% (B, Ve O 5 SO T Sl gk siing

proB@Eﬂ#éS?é)Qﬁér@ér%iBf?end@yrbt@d Hepyesentdtion bﬁﬂTeTmes,sage (the MAC) may
"th e”act ual key may be "diversified' thr

be ereatpgtusing wi MESSage ﬁ#@b@ﬁtmﬁ%ralgﬁﬂtbﬂh@%égwﬁ Soniugcgion with a
key’ gllﬁéé&ra i Iﬁ%ﬁwethaéqg oL el SQFetrﬁ%ll dse\fl jarfL gacMi tgg e fhen appended

tTon may be foun he r erences CcCi
ont@&hbﬁhés@gd hed sBM tdViie sprecidriexédrnahdedic@wdepeiding on context),

and Biaivaroiee] CPRETAESERVAS, °Eag$€?§n3m b ssagREnd the known

key’ 85Re "Wl §hen CB2ir8s fthk §eceived MAC with its own internally-generated
MAC. If either the message or MAC was altered during transmission, or the
sending party did not use the correct key, then the two MACs may not match, and
the access condition may not be fulfilled. If the two MACs correspond, then the
access condition may be fulfilled, and the particular file operation may proceed.

A MAC may be generated using a variety of MAAs, for example, the ANSI
X9.9 method using an eight-byte key, or the ANSI X9.19 method using a sixteen-
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operation (typically updating) may be never all owed.
The FREE condition, on the other hand, corresponds to
w0 b@soares where eit her updating or readi ng a fPECBEUS2005/019388
Jecord.. nmay. . be always. .al | owed, w thout .any .additional .. .
bﬁﬁﬁ@@oﬁ:&'ﬁ%@rﬁofh%&@%Leﬁﬁ’ﬁynb%o VPR eci‘otﬁ{c%; ! ragaryptlon with
a rhRgOR ﬁh%%eﬁlo?fd{\séregpbfdpﬁfatéf vaRRy e Thega-drikPutiertdedsils regarding
may be necessarily performed using asymmetri cal
MACe grnetaiien. nbyabe ifeyundhén they naferenced citet lehpyaes wigas the IBM
MAC. " seal i ng" use a key known to nore than one
MF a?qvﬁ'ﬁ'gﬁ'techni gues may not be used by a

t hi T@opatHey pcredifr heddssWaehdigbns hpaysbertpe NEVER and FREE
nmessage may be correct. Thus, non-repudi ation

condjtinnsal IfnendE\EnI endifion cpuBEPendejo dhergans viese regertain file
ovd i (oS TEBARBY GafE B} el 16k FHEE congion, on the

othth@anedcebiresitoy toythesesse Waere elth@sppdatirtgop tdading kefile record
to authenticate the signature. In the context of the
majyhesainaysialoweds withouhary addiiendlPreggngjlions farancess.
perf.o ' . | i G 3 .
ey PR A R ARES Sty R b ot i repuciatr
mayi bb secteddrily eperfyrphecdrusid® ssfmmmtical etdoieiquasn t fibat is, as

card for assenmbling th Lgned, nessage. Vin hus
Syrgmedicah teshnaues, aHeh @WWQ%&@E@? %%Pg@t@%@%&ﬁmve than one

u . diti
oo GRS 8 RSTS84 81 36rS iy e e

sowrae iob tise aressage coaylbeicomrect. of hegotorErRpusiation typisallnreay employ

it.h regard to et her the fil.e may be j d .
a piblia kel B SHEes (o o Reculatnar s P sysfifepherein the
senddiseRt &- ic(:(reé‘{%y"l%""rﬁsgjri"’ t}éb%ﬁé@éagdé?adﬁd]ﬁfe retEfing O;l)artiytuses the

etc.), and key nane y & isted. In this regard,
comaspanelingppulklid kel authenticaie kg signaturanyn tlae apbiext af the present

o G SR L A ) S g o
sec?é@@ﬁ rikYEARhIERYMAY B SEeliGNN e Yhe aendidnigonitic enialbleasncryption
\Y Cardhol der ID 406 DF Holder I D 502 EF ID 504

softwrEe repident gelbercad ¥ar assenping thesigneEMssSeRle SSUER

KEY], . EF i p FREF . | Eg . |
Pr e%gylgﬁctggg ﬂ\zeﬁiﬁg%?eél W'é&@ﬁyﬁé EEXé'éjS gg%mty EP {8ced ures,
an BREmMpRNsdt SHUBeE&¥bnditions may be set forth below in Table 40. In this
regard, the various access conditions for each EF may be tabulated with regard to

whether the file may be being read or updated. In each case, the access condition
(FREE, SIGN, etc.), key “owner” (issuer, partner, user, etc.), and key name may be
listed. In this regard, it may be appreciated that the key name may be arbitrary, and

may be listed here for the sake of completeness.
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EF Bi onmetrics 522 FREE SI GN | SSUER KEY1

EF

Driver

FREE SI GN | SSUER KEY1 DF M scel | aneous EF Paynent
EF Sequence SHCT/BSIOES/019388

W@ 200d/05005 FREE SI GN I SSUER KEYI

518

, 26 FREE Sl f:l\l I\JCI 1= | VA eV | I'\I_
| | annr 602 EE B3y ATAN’ FREEFRE
DE Airline 410 DEAGERIon |FOSNSEE '@és;@mCQWE ey
SLGN | SSUER KEY? | cepdii®ondent flier | #9809 g N
M SSUFR KEY? FFE I|EFT 710 BREE FRFE EF Boarding 712 ERE
DR-Qedholder 1B} 40t rilc 714 FREE FR D | ssuer |704 EE
DR rleltier #RE68 716 KFREE SI GN | SSUER KEY2 EF PIIN 718 FRE
EFSD304 SSUER KEY2 | HREH ssuance 7R0 FREESNI G\ [IISSUER KEY1
ERKEY2e 506 Rent al ¢&REEL4 DF Commpn S03IER Pr afleBdh&es | KEY1
ERRRGsifddsBE0RSER | DEINREE N |DF Rent al ¢&GR03 HBARSSUER KEY1
EfRRerfabnsrsuD 801 FRREEE SI/GN RENTCAR|SEYS ER ISSUER KEY1
EFRS&p¥AGEN 809 FRREERRER EF Expenses| @il FREESBERN | KEY1
EFBOMeiiRs5o30  (anEEEs  (append)| (appemdN T DESBUBRER | KEY1
EF bNerGiRaSE) (ETdFRER €7 95€) _ HOT &GRYST §T5SYERPE | KEY1
DREE flll‘,nlt&i)ﬁ&"lfl’: :-?:E e \'_l‘:itll o 918 FREE FREE EF EXpenses
EFPayment card 510 [ FREE" SIGN ISSUER KEY1
EF Sequence 512 FREE FREE
EF Card Number 526 FREE SIGN ISSUER KEY1
DF Payment System 408
DF lssuer 602
EF Pay1 604 FREE FREE
DF Airline 410
DF Common 702
EF Passenger 706 FREE SIGN ISSUER KEY2
EF Frequent flier 708 FREE SIGN ISSUER KEY?2
EF IET 710 FREE FREE
EF Boarding 712 FREE FREE
EF Biometric 714 FREE FREE
DF Issuer 704 )
EF Preferences 716 FREE SIGN ISSUER KEY2
EF PIN 718 FREE SIGN ISSUER KEY2
EF Issuance 720 FREE SIGN ISSUER KEY?2
DF Rental car 414
DF Common 802
EF Preferences 805 FREE USER IDENT PIN
DF Rental car 803
EF Rental car ID 807 FREE SIGN RENTCAR | KEY6
EF Reservation 809 FREE FREE
EF Expenses 811 FREE SIGN RENTCAR | KEY6
(append) (append) (append)
IDENT USER PIN
(erase) (erase) (erase)
DF Hotel system 412
DF Common 914
EF Reservation 918 FREE FREE
EF Expenses 916 FREE FREE USER PIN
(append) (erase) (erase)
IDENT
(erase)
EF Key-of-the-room 910 | FREE FREE
EF Preferences 912 FREE SIGN ISSUER KEY1
DF Hotel chain 902
EF Preferences 904 FREE SIGN ISSUER KEY1
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(append) (erase) (erase) |DENT (erase) EF
Key-of -t he-room 910 FREE FREE EF Preferences 912 FREE
W(SIZ(GNOBS@UER KEYl DF Hotel chain 902 EF Pref eP€nUsx05/019388

: . . ajﬁ%%_ﬁ 42 \\ND- 200646 2N
> Hy - VA4
DCT/ US2005/.019388 E AL 'f\VG Rmiﬁﬁélx nnnnn

L=/ LA\ 4 IaL:L:CDD

Omner Key Access | ORFRSS KE)QWQ?tSnd{Efy ﬁcm 1di 1 i OH"SEF Key
Staver | D 906 EREEORYIUQ] torel Keys | §YM! n/lr-

S

EFESJ@?]?“'QI‘%Q@%CCPSS EREE ti gns Tr ansact SN I@IE{Q KEYS

thus given a detailed degcriptilon of an exenplary

smartcard 100 and an exenplary data structure 400
the various details related to transactions involving
smartcard 100 now be de cr| bed. eneral, a
typical smartc ,aé)le %&s Wfﬂp 8Pees Cc(rfﬂt'%\rﬁlvatl on of
the contacts (or conparable non-contact neans); (2)

card reset; (3) Answer to reset (ATR) by card; (4)
Traheéctioret i on exchange between 10 card and host; and,

t he cqncl us f 5) .deact f
cortang s B3N s etted ey Piohat alcaebniBhy Shafprg 100 and
an '&afeplaff QAtdedirastupd meﬁﬁa \2Riolk Yetaildndelatdd abl eransactions
connect I'ons nay be made between comTunl cation region

invalogosmestcard. 000amayt haw dr deseripst. IBygenasgl, a typical smartcard

conmuni ate X SW car ):
sesEi piipese o iEin SRS HuREeRr bohirabed e Gffelt means)
(2) vhidrebet: @S axswe itd FesE (ATRY biy riaed ;:3@) |rvﬁotrhaam esshange between
poi nt 15 via comuni catjon region 108 any sui table

card @nsumnstaandratdhe saerlysiog ofip %%ssn%ﬂ%sé%ﬁn@ iog of contacts.
tel l-elpglopgrdq%(‘gﬁﬁ%)f @BNGiin aaEar’dnltera%I%?:growded at an access

| nterne erac%| on devi ce, onl

pomprrﬁuandaémm conﬁéetiomemqnmmmnm |m|hseemaoerhrasslcatlon region
conmuni cat i ons, tran er communi cati ons,

108 pRzcavet s rnd thgycar el ynat%?%ﬂmmater'{eﬁ MB?&E@Y swipe
car@r; 1y (l)%mﬁglgrtdg% fdC ?éO% PR bBRmt! 1%%nd@r”§‘-i@'a@@F 'a%Qomated with

€ use o one or nore bionetric securit
acceys tpdint s semd lbtm‘achwgm eatess peintilb vieecemmunigation region 108 by

anyegueig)l 3 %}ﬁmngﬁ%la @BR&%%%S'@A%%” %ﬁé%g(\;gl%gég@ eSRylﬁ%% network,
an 862 APaAGANETEE RSB dISt dFHRraction device, online communications,

off-line communications, wireless communications, transponder communications,

local area network (LAN), wide area network (WAN), networked or linked devices
and/or the like. Communication may entail the use of one or more biometric
security systems described in greater detail herein.

In an exemplary embodiment, physical contacts (contacts 106 in FIG. 1) may
be used, and DATA, CLOCK, RESET, VDD, and GND connections may be made.
These contacts may be electrically activated in a particular sequence, preferably in
accordance with 1ISO 7816-3 (RST to low state, VDD powered, DATA to reception
mode, then CLK applied).

The card reader then initiates a reset (i.e., RST to high state), and the card
returns an answer to reset string (ATR) on the DATA line, preferably in

conformance with the content and timing details specified in the appropriate parts of
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These contacts may be electrically activated in a
particul ar sequence, preferably in 25 accordance with
w0 306/865 3 (RST to | ow state, VDD powered, DATGT/U$2005/019388

i {00 nelPd e, -+ hen CLK a The .card, read
15 RERB! 1P A AR b S BP S AR hertar i Gyt ter £ i ey chosen to
reﬂbB?a Claﬂdprdtc%d!r Q§yrﬂihr@lﬁ‘§t\(§9rha‘lfodl.'i;ﬁéﬁtbIééK—bﬂGn{eﬁTﬁbd@W Further in
Iine, preferably in confornmance wth

accmdarecm vuﬂndISG)fﬁ&ﬂ@ -Yeatiel thespawst serds ian ARR Strlng and the proper

profed Rl k18588 O e SR Shmoatsi juedish mose). host 314

andl R@rd nitoer 6@@@ ®laersiAge BRYoREn&IRS aRdtiespbaséetitatacomprise a
T=1 protoco ﬁ%nchronous hal f - dupl ex,

par@p@@ki@nsaﬁwu ge)atureuet theseicommands imdissuasedin further detail
belé O 7816-3, after the card sends an ATR string and the
oper protocol may be selected (in an exenplary

enbatithengnd tdfe aTsiharoded , sdssiin, 3ddntaciend 06anthyl @@ deactivated.
begi n. t he exchange of commands and responses t hat
De@@ﬁ*ﬁﬂt'ioﬁé)fapm"%‘?tﬁﬂ&ﬁ Byayt by RERietahn perfRemad i the @F der specified in

1sA esi8.- §9rgm rgéﬁr kS 160 SGHES K Mo fiok tdiste %?A?A't8 B&! S%te, VDD to
e end a may be

At th smartcard session, confa
inadthax stata).eAs nidgdioned adbore, dheddﬁﬁ’mﬂadt&&agmbe et utilized in an
ef erably perfornmed in the order specified in 10 I SO
exé}ggl@rygemb IMemsT to | ow state, CLK to | ow state, DATA

to I'nomesgéﬁ@é t YPlthé ?r?é‘é\ﬂt Fn\&@nﬁér@t@amwfé%d"@l%é%%d instructions

above P cont may be not utilized in an
magxlaaermrawgleérfoodl rmcmklng withhappliwatientdaié (i.ne fleesdated within the
| nventi cl asses d i NS tion
varlglS, ARERCAUST) 2hoR SRS ST et Pofatn Ba0ROgTent, and 4)
pelff(brlrﬁﬁ??ﬁl@é@lfbn‘@ohg'fﬁ‘nét%s 15 various applications), 2)
ensur data security, 3) card nmanagenent, and 4)
perApphﬁa’q@nndataemraﬁ@asudg hayidae @uéablmbneic@%d iab reedeatiag, readlng,

an P gAY GBI LSS Sl e o Securts

coMﬁW{d@Smm@/témlltﬁblfyl iherideSsstHiiahys f@lOB’Gﬁﬁﬂﬁm@%e&bﬁéll@hbﬁ/response
i ncl ude comands for perform ng t he chal | enge/ response
e

authenticatignt PEWESSN ge@@@ﬁgg dgen @uwgmbarm AdiRgera@r, updating

o DS Sy B3/, 48190 o coces

(CHH\EhdaoH Ve VEard %@g@n@mmaﬂdmswmyy $nueltidd cymmands
i ncl ude commands . which al |l ow for the cr&gr_tl on (ﬁlé’ie
whiggy @{Q%ﬁmoﬁ’edﬁ?ﬁe@@%ra@sd?@ﬁ@? of firestigsntlalrs) and glementary files
F
T VissH SR TR0 e SRR o, RN o baud

rate and taglirics Varisud eal statisties (eggethtaloggeyl duridgqiroduction of the
cardh  famabe SRR LT RagBaNY e aaroEnd SetS could be designed
for implementing these basic functions. One such command set may be provided
by the IBM Multifunction Card Operating System 3.51, hereby incorporated by
reference.

Referring again to FIG. 10, access point 15 preferably may comprise
software which may provide a user interface (for example, a graphical user
interface) and may be capable of executing the appropriate SCOS commands in

accordance with the particular transaction being effected. For example, consider
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for inplenmenting these basic functions. One such
command set may be provided by the IBM Miltifunction
W(Eamd/omeﬂ ating System 3.51, hereby incorpor atBdI/B§2005/019388
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for updating car preferences EF

be sentftol th@oﬂppft)%atﬁp?ﬁrtrt%'tnﬂo?f gaB\ZégP%\rﬁEa a&é@gabgern@artner ) and
lssu.ge? PO‘%R/'eF%eltt\WSrW?Qrto"l?é '%tcﬁ' hﬁ'tﬁ@nr%s@é@ﬁ\% @Q%a‘é@ge& and 11.
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phi cal
profef & 0-10600y1% ABOERbI PSR WOGGT P Bart of a
COMEBR a8, " 44 SnolirSeNathpR, TRY fypRAl H@@awgﬁsécg,ohhe As detailed

appropri at e part nering org ani Zatgl on ., a rent al
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car%@lafe?”n‘i’é‘} %‘%aﬁﬁes%hm AR tHenusd SofPd e ghicel ugelgmterface the

he ori gi nal transaction proceeds off-1line,
optioontsi thake ahoseloeservadirampl/eon aheosingi Eis oREeR the software may

A 8P i TRy B £ 524 i carholger
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inter 0 k t
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S D AR T (i
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I
perty, e cont act
(as descrlbed below)

Once a reservation has been made, the associated confirmation number
supplied by the hotel may be downloaded into the confirmation number field in
reservation EF 918 along with the date and the property code of the hotel. This
step may require the cardholder to transmit appropriate credit card information,

which may be suitably retrieved from pay1 EF 604.
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the appropriate partner 12 over network 19 and
requests a hotel roomfor a 25 particular set of
wa@l210e8142T%hi s step may i nvolve an interrogati onP@f/Usm95/0193ss

var ﬁgﬁﬁgiﬁ'@rqt%gwelh eeparﬁi)ég c% gyélu%;g astér%grrt]%gdfé h1(90eqo access a
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a ki osk or other conveni ent access point provided for
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t(')- person I ntera ere car
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|n|t|ated by personnel at the front desk. At check-in,
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roofgig?]gﬁe dsfﬁ[r%félié Qi oP %&é]%ﬂ%é?‘lcpﬁ?lbgf W@L b%ogt@eéﬁ#a;g%y-of “the-

not ~assi previ ous
roony e @110y | Qamal vmdersrnnayl Ipgy, thén cemplogedpps opart atfethe door lock
reference fi references EF 904 or 912), a .,
apr gl Gagh S aTon gBhRe GoBtTed ioRen VY HHbypECeiving the
corfdtd ke pe like. This list may be matched against the
hotel "s dat abase of avail able roons, thereby hel pi ng
t 0 At ekeck-dultimee papment s yyiakerplage msif@payrmo’ecard information

sto{q%gﬂ]bgg aﬁg&aﬁ@?ﬁnﬁgm&a ang%ﬁeﬁfk-eggég onadlsﬂﬁattﬂg smartcard

reaabpgi@u@%é‘dért conTRjuré@yvitte a%&@ésﬁ%oirﬂ k@yTﬁéy tHéeFrd\@déa in any
10. Card readers may be then | o

enpl oye
localian gemvenierikior chegk pai.a2-gs tln@hoteidcnbbxo@m/vmhm the imglvidual hotel

rooﬁaﬁgﬁé% Thgtc%?ﬁ?lﬂ%% p@%ﬁEn @Z}éﬁ rég% E\i gt%%rr [@%ts which

wotﬁldMﬁWWe@@Udtm foﬂbrmtthérstaﬁir@D@Fs P06 qwNe86). cBUHNnfhe course of
510 and payl 604. A(_Zial n, a suitable smartcard

his by ef the hotel, éhe sandioldemnmayuhaxe inauRrescary S1upahert of expenses
relalt%% 1o %Tbseeerf?lézgy bﬁ ﬁszte' d]{lfﬁ@yrlobble%ﬁ‘é' 8@‘% ?Iﬁé‘l’ﬁ%.' Ghest Yxpenses,

or &rulibsetl tiadrebfit wiay hs@wavednenﬁpldmmloé’dmj reto déwplettees By 916 for
t hen acquire frequent stayer points, which would
later keisieval, PHARUtNG ¥ig8IViY-t he stayer | D EFs 906 (or

93Q)se BHELRO100'H 5 RSP AT context would necessarily involve many of the
same steps described above. The task of assigning a car would involve retrieving
car preferences stored within preferences EF 805 and comparing them to a
database of available automobiles. Upon returning the automobile, the cardholder
may then be awarded frequent renfal points (through update of frequent renter EF

807), and an expense record may be stored within expenses EF 811.
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his stay at the hotel, the cardhol der may have
i ncurred any nunber of expenses related to
WO owaseovi ce, on-site dining, filmview ng, aPdr/ukmos/019388

conbaREeRTy BONARGEAEs 100 o5 hed AEEs rdfBhvafons, record

pre\‘é}bﬁéeé,ebhﬂe[%!@video%i RatHent Ahedns sy degcribée dlfovear dn addition,
100 in a rental car context woul d necessarily involve |
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e 3E PR N SR T P G EBO7 8 hay fhon be used to
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aut onobi l es. Upon returning the autonobile, the
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SRS (ST RIS RIP oy Corfill Syp st clens
serlgﬁgrl digm,gai Gefrdrcfrmecbtodatahase bedatgpysteth ¢i166 {EAHAUBY &fe or more

. Frequent flyer,K EF 708 th b d t 5 .
entgRriseeds SYRRPEIFRlioN may RGP ﬁ@e@?'ﬁe@? Upgfgte logic system
1170, Bri bt H]O%%?'E%ﬁﬂﬁi )(/j‘él'té BolyertioAUsiRSPELt EEPEUsheand one or more

present 1 nventi I ncl ude met hods and appar at us
smardcaeaseess peintsy 1ancbrdigused dalintereparshlyoaccapigand interface with

smPRAET AT, B0 A B BRART B e TRBEF i Bomprse -
pers8h8liZdiis §Rmor 0Gand hn AkcaKe Mdineadyeapsiend 142 configured

synchroni zation system (DSS) preferably may conprise a
to cwomnuaicatig patht CODUS 1 108er ver 1104, a card obj ect

dat ghase updat em :

ent 5% Pelfiod. & Aot Stk meft Sopll iyt client server
1184 RRy be ddnHBORHEOVRE Suitatsit eBiwdAld, EDSEs dr08thmugh enterprise

enterprise data collection units 1112 (E_DCUsgﬂnand on%_ ,
networkdild4. drRBischtQP meydas lipgchiosundate degic systegn 114 10, which itself

ml RS 6 sy RP s AT ABERS] St 12, IE0BIBIAE 9o cotectr
unieP MM 2 $ea@ bepitikednial CODU SN 19Bstminstid® aunpparh clhectoserver 1104.

mai nt enance system 1142 configured to communicate . .
In genaTabeeLsseibed TVBHEIC AILFIRN Fach enigTPERe e Cargine partner,
] t, u clhientser 0 i
nof [ RSATED' SR LhGRIAERE) AT o8 it Dfgtabalis win o
corréspmrging ERSpr168, edterpasevorctwadl4114D8nd EDARJ rilyl Zoe That is,

EDGU | THHaE) 15T @PenaY | Ge EhRMIa | LOP QeI rP AR So1 DeBverk 1114(a),
=OFY BB acaet 18ns] ool S A gebgcp 1400, an
so on. The DSS may include an arbitrary number of such functional blocks in
accordance with the number of enterprises represented.

Personalization system 1140 may suitably function as the issuing source of
smartcards 100. That is, personalization system 1140 may create and issue
smartcards for use by the consumer by providing a predetermined file structure

populated with initialization data (e.g., account numbers, serial numbers, smartcard
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In general, as described in further detail below each
enterprise (e.qg., airline partner, hotel partner,
WO ea@sml42e5ency, etc ) may be preferably assocnmnﬁsml)s/ﬁn%ss
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rvice an hi s capaci acts as t
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communi cate wth account mai ntenance system 1142 in

IBNrer Servesswifigeare Uis tuseer tosigilerment sgcuiepséarait gtienteserver 1108,

B8 e T B4 e, B EESERE RRg B osks, an
EDSUN { 12 Yarid CEDUS ki 1% @ﬂhéhbmpleﬁm\t@d JﬂﬂO@eCompaq Prolinea
skilled in the art wll &ﬁ_rem ate that a variety

of
comprigRapReraling disa \Wirdaws/Ndbeavirenmerb INeRRiRg| agsqlt?@le database
ention. Various nodens, routers, CPU s,
sofﬁ&% e}Sogrcsleaa ack-up systens, povver-suppl i es, and
peri pherals may be 15 enployed to realize the benefits
of the presen ystem |In one enbodi nent, for
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Referring now to FIGS. 11 and 12, an exemplary secure support client server
1104 may comprise a security engine 1202, a supplemental application support
1204, and a router 1206. Security engine 1202 may comprise suitable hardware
and/or software to provide secure messaging between server 1104, EDSUs 1112,
and enterprise network 1114. More specifically, security engine 1202 may utilize

authentication, data encryption, and digital signature techniques in connection with

48



10

15

20

25

30

sof tware package. Secure Support Cient Server Secure
support client server 1104 may provide, where
wappsopriate, any 25 functionali ty m ssi ng f recT/ubmo05/019388
TN 2T VA d.uc? GGESS:pPi.Nt: 15 U et ina?. transactlto |
incefiie G PRGPES FEFSatiet BBESF hand: sty idigoagventhal security
algoRaFAgeRay Qi@é’cﬁéﬁnplﬂbné&téﬁt bPthd 'b?esiﬂﬁrlﬁ@émﬂirﬁ mcludlng, for
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aut

acEIssy’ yiht 46, utmzdd duwgingas teirgaation.e If actessypeint i1% does not include
connection with 48 WD 2006/ 014205 PCT/ US2005/ 019388

the; aeRrePRgtaRaitwals i eferting eswayesisskansactiony dpersprver 1104
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a variet ther rrmetrlf
meg; Vakiger M8 el se@oda 25,195 PERRSTOATOT ARG BfSRsAge packets
(de3BRBAY fin mgaffefe?él? s@ﬁt’ oGOHRIFAE v b&@@bﬁ‘works comprising the
har dwar e and/ or so e conmponents re ate

DS$pheEof exaamd&asrshqa'm mttransacﬁicumtakesrmace yia Bbraccess point 15 which

oSSl S S SRS B 808, R nany
funbhéﬁ‘élﬁ?tmg? bd fsuﬁﬁl‘?&:ﬁ% P&iEr k3 0dosscAlRle tH@Lsté?tcahﬂ‘Q‘eader by
appropriate software for effecting the regueste

itsalr, an@jabeionty capaiie o traasferring m&}ssggpp It @sdiffam smartcard 100 in a

‘o Bt Vghevl 1w LRl SRS SRR uced for

acdddesointl 13, mﬁbﬁnémmf\icﬁbnbﬁ@%b?w supplicaeyy varlous software

include, inter alia, software nodul es for properl

moglglaseresiding ickedde. pasueh & Ca(S@e§@WebédOi4rﬂn$wﬂ?ﬂ@|0nly transfer the
el losP Ay HheRERa i, FUE, gl ERES B ekRppyng, acationa

softedes Pdaee fuln@n@mamywﬁé)% beostpplisdl rbadh bﬁuymyntable method, for
consists entirely of a stand-al one snmartcard reade

exarsple, th'f%'ﬂhn@ﬁr‘llsjﬁ gF porteblec spldwara £9deys- QoeJ%\(?ppﬁ‘?té’@X and the
y 23"
il SERIRUBD LoRRER TEn e W, SELEN SO 1 karss 00, anor
server 4mo4f rom smartcard 100 |n a "dunmb”" manner.
en a suit ny co ured PC may be incl| uded

for Y)ﬁi%fﬁ%@w SHE R Lking o e ?@%@ﬁbenﬁ@pmpﬂate
EDRRS RS} Srteh \égﬁ%tg}ggk %g@%g@p& a§ge§@ng§in§széseg¢] it18 rfoliter 1206
matyr lae shafigtteel to identify the appropriate functional blocks W|th|n the DSS to
which a given message packet should be sent. The identification of the appropriate
functional blocks may take place in a number of ways. In an exemplary
embodiment, the identification may be accomplished through the use of a look-up
table comprising a list of appropriate destinations keyed to information extracted

from requests received from access points 15.
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vari ous nessage packets to and from access point 15
wi t hout supplying additional software. Added
Womwmmlml ity may be suppl i ed through any suiPEbS2005/019388

et B A SRR P e e BB sugport c
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cards 100, "and/or 25 server 1104. Router 1206

suitalily sbegifindnal erdesde iokyiaie thesweaskortservee 1486 oﬁe{@r@aévely, the
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coﬂa%@ﬁémwntdm Ahehefdorsananmgt i onal bl ocks vvuthl n the
S to which a given nessage packet shoul d be se

Theltimantier pepfaciied by esapiiilsst inathe ad thahihe Eﬁrra] “transaction”

t
PP, LS AR S FHBRFEE Bt sl for et
paﬁmamﬂpbbahefbrt lexargdie t mebuitmaog[;e aalithokization,t aindaference changes,
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reSeRY IR SIS tioket BaUSF o R ﬂéhaé@ f%lgb v der X Ble. Shows an

exé\f\ﬁ%?g tr%ﬂ'sﬁ&ﬁor}Eat#%trﬁn{%fu?@%éﬁxjr%g?e ?ﬁg(égfesgh@tr@ﬁgﬁ%san on-line

aater na a enb o invent
transactioni with aatraeeltpm'trsarpMBreinltherﬂeld gemﬁe21mz,odawaty/pbe2104 (‘'C

for RRprge s sadBI Syt enadl 41055 2ae, S5 BoR o e M be listed in
taluRR IRl WrtH%r e%é{%le /i‘héetPé}?Jdc‘t’Shyme&g@gesf %WW s0itabl9fcomprise

server 1104 may 'ocated and distri buted

comma)dglhnmed tata mats althepghatber dataatiucideamaybe@mployed.
manner. It nmay be appreci ated by those skilled in the
art that the term"transaction" refers, generally, to

Cawmmmabémmb@sygteﬁvmom ystem for effecting
partl cul ar go for exanpl e, debit/charge

aut ODES 116 rrpamwte@dm seeurahyeiore Irrf@rér@atm reJated to the state of

i AP S P SBHEIR, 3ol DB 1B 21 4 16, an

exénhbl#l?;’ Wrebogiidit, OODDS ¢ 006 exhy Qfonmﬁsf@@ﬂs@@rﬁy englne 1602, a
on-line transaction with a travel partner, where

datengmanagemeatemedols 14k eppebids database1616, 2 card object
adgﬁ}ggﬁ @od'ﬁ?é(hgbwéﬁg%ﬁ %gp@ﬁc,pa 240, and description

Misted™in ar torm In this exanple,

theStebam?a@hgm nMePLagesy ayvidei saivdhlecoepuritgeforcdnier alia, the
delimted data packets, alt hoi%%w%gi%ﬁ{i§data structures,

inforgyatian %ﬁfﬁ%‘p’éﬁm Q@e@ad?&a%?ee éeﬁifgaﬁ%c%%teéﬂine 1602

el AR OB Bt P 0 G St technicues

in comentioanwitt neodsng Gdd (Rﬁgelngimgssag/e packeatss Sultabkenalgorithms in
exe

theég%t:q?(gg?ghgéyg ?%ﬁ/ﬁﬁ? odi e ngjtge* 6(<g:ro<:a)ng'mlp?'e?,GDE@)yencryp’tion, RSA
authentication, and a variety of other symmetrical and non-symmetrical
cryptographic techniques.

Data management module 1604 may suitably act as a data interface
between CODUS 1106 and account maintenance 1142 as well as between CODUS
1106 and the various EDCUs 1112. More specifically, module 1604 converts and
translates between the data format used in these systems. For example, data

stored within object database 1616 may not be stored in a format which may be
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20 data managenent nodul e 1604, an obj ect database
1616, a card object adm nistration nodule 1606, and
waeooadi2os fil e 1608. Security engine 1602 nay PCDUB1065/019388

ea§baat bt tCHE 1012 B BeGauh bRintnes 42 cohpfPraingly, data
maﬁ@?éfﬁetrﬂ/ nfEHLI&9 6®§%ay RYnptidd snRbYRFdRINes for effecting conversion

henti cati on, data encryption, and digital signature
and ﬁvmatmsf E@thllncwm@,eamd outgmmghda’m;om ng and out goi ng

éﬁgie Zé‘é 5’mm}§t %t?)g'{ﬁn?q]lg ﬁ]é(%m Pg?%&é&pﬁ“%? éﬁé}lde suitable

dat@BQéé! Rioftare ﬁ@%dltaubﬁﬁfé ld‘eﬁ’étboﬁi/nélfﬂﬁnﬁeV@hUeérYSL@é non-corruption
ot her symmetri cal non- s rical cryptographic

of d@tamiomde\glthrnattaemeetgbmﬂ3ﬁod°uwarlthf deigbass paefgges may be

sl P REEUAG T 0 50 SR o BBt sonratin

reldtikifal dathbake Mafiagaife rh$12GL\NeDBMP)eci fi cal y,
nodul e 1604 converts an transl ates between the d

f or Audit fike 4608 stitekly gy ek chegoes tambiect daiakase 1616 thereby

nlB L8 oo Ty A LR Ay REOBASS P, o

parffClilak$2 MHer0 Lh3RGee dsi bbyect lMaibésebyl 616" tal@l@lameeuat result of

mai nt enance 142. Accordin enent
Prei@ienCRu{PIeHh TASacHPRR ".ycah@n ﬁ@gcf?@ CBPNges %c? Hhe tice, audit
fllec'%%eﬁ% 2B tﬂéqﬁftoh‘n@lﬂoﬁ efé@éd“td'ﬂ?é’é@@l@a &% time, date,

out gol ng dat a. rd obj ect mnlstratlonrm é 1606
anqbnafweﬁmﬂd)ccrlﬁ@fntmfdlve«tbaagetabI e 5 dat abase software

o B RS P Sh8) R B BRIt vervs
sm%%ar . Y60).! el[gy é?'ferﬁlattﬁ@%‘fﬁtepéfcgaﬁﬁértém&! M8y badlchaRlcferized by a

or this tas |nCU|ng for exarrp , varl ous
suitaie eet Dboaild indigia. hirgenenempary embadinerd| whereibasdata structure

o EESHERER W TR oA PR 3045, 86%emg 101 stors

infdriedtRIAYreldt8d h@ltﬁé ngdmauanéppslﬁ:ambﬁs iphbe&Hti dry i va&aéws smartcards
data stored wit CODUS 1 . More particularly

108v{ieer ém?ge@”tiﬂe(ﬁjrtéﬁwredaisawgg@slmﬁemdm@lqjﬁ@t@s a@rq;;tones and
ol 5} ke TS ATRE=HBES, A31o SHRERAEH ect dpose 1616 may

be thbserd 60&h At it hagknGudé akuitablf setraiidatanfielelsdbed divien smartcard
t hese changes, e.g., tinme, date, and nature and

10@ontent of the change. 15 Object database 1616, may be
used to store the known state of the various
smartcards 100. In general, the state of a smartcard

Enterprige Dalasgntiaohizatiohynterfagsei t abl e set of card

indicia. In an exe odi nent , rein at

st r it @fir exemplagy p TBagEeTl dhe Gaova 1 Sy 598 36k changes to
smaMRLAY 8dta ARERF atHcalESE LREEpSA@RESto individual enterprises. With
reference to FIGS. 11 and 13, in an exemplary embodiment, EDSI 1108 may

comprise a communication server 1302, a security engine 1304, and a file structure
400.

Communication server 1302 may suitably facilitate communication with
enterprise network 1114 and update logic system 1110. In this regard, server 1302

may be configured to translate between various formats, media, and communication
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information related to the individual applications

present on the various snmartcards 20 100 (i.e., the
W@mﬁfai4205| e structure) as well as the indiviBCEDS2005/019388
fi, e| dSy. 861 QLIS w.aRd data that ri se thos
protgspls G iTAY. bR ﬂﬁP@S%quuetV@F‘eﬂF%rp%%Pg%r E?'gﬁag components
emélgﬂlé qmay be chosen such that it may include a

able set of data fields for a given smartcard
10(Sec26|t3Eengmr13m mmyaprSyudemwmabtasemmty measuses With respect to

the%ﬂ:g%gg l artgrgtggr dgﬁn@&pé'@ Hit ﬁ%?%(?q 1#%%urt‘|try é:#glne 1304
ma? %Flgfezggggué‘guf@tlegiidg ;Hﬁ%é e;%%lhﬁftig)ﬁ' ggg %&él%lgnature techniques

in cemhediiorewith iIEGSingLa8d maygonm@amas@gea)a%ﬁtmnéu&ablarﬁlgorlthms in

oSEilEh 2 s e SRt BB DS sncrypton, R

auth&hiiaioy, f agdl | 4 abarie§Mmuni efidrorsywimbtricant endr i sen- symmetncal
network 1114 and update |ogic system 1110. In this

cryptegeaphic teohnéquels302 nmay be configured to translate

v R VA Pe IR 500, g S o s

dathéde bf-dsetof Histributed ' daitalgases, anddnay hitably pooidecalrseans for
as may be necessary given the particular choice, of

stogrgnsorstnasd iefepmeyien. relded o iRdiWdyRhRaARe® RafNisBISRRe During

syn§ﬁ chrﬁf%tﬁ)gg E&&O{B&é’r Héﬁan@ﬁugtﬁemdgaﬁéllr S?IBﬁQt rnhfgct;rbérﬂég%j%cﬁésstructu re

40(Sﬁﬁ%'r béf pr@:{@eﬂ@d gﬁ@@ghﬁhmysmm bhdevieanievss, changes elsewhere in
aut hen t

therSHGREE b Commneran i Stvchie i End N, Sadayiedtion may

be gﬁr@fﬁgﬁlgp%hst Securel R{ Wikg aé&fifrlé)t/ hefRyihé 1‘3(‘5‘43) ‘FrPrE nction with

resent 1| nvention, for exanpl e,
cormmunjgationrse nRSA! 30t hentl cation, and a variety of
other sy trical

t eclAnfgREMals @mbegg?gﬁgﬂfggm%“%ﬁ@seﬁ (geod)%ﬂaﬁ‘h EDsls 1108

magrk?@tf&(ieg%ﬁi lth@%Yr%spHﬁdln?OE‘IDULﬁq 132si mghe is, dphitd apeillustrated
a set of distributed databases and may suitably

empodimeatd raaymnplos/cnne ot ondraghysioally separatedr Rels 6ﬁ08 it may be

related t I t
2255187 B oPMBEIHLESS  RSRPAAD0Rr il By o
ﬁﬁ?Eﬁ)dU’ﬁﬂQ%ﬁétbﬁ@t blogk. 400 may be propagat ed
ough The system and, visa-versa, changes el sewhere

|n 15 the system may be comunicated to file structure
Thi nication may be preferably done

00.
Upé_%‘i,ed'r%q'?/%@'ﬁgqrﬂg security engine 1304) in conjunction
Wt SoreRephplaty @misedinent,18@date logic system 1110 formats and

securely routes card data received from and transmitted to EDCUs 1112 and EDSls
1108. Referring now to FIG. 14, in an exemplary embodiment, update logic system
1110 may include a logic engine 1402, a data management module 1404, a security
engine 1406, an enterprise update administrator 1408, and an enterprise update
audit module 1410.

Logic engine 1402 may suitably function to direct and distribute information

changes across the system. Thus, logic engine 1402 may be able to determine
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In an alternate enbodi nent, the functionality provided
by the EDSIs 1108 nmay be folded into the
W@ ensespondi ng EDCU 1112. That is, while an il PCEUSHDEO9388

G STBEEEE R B2 o0 EoURL3 68 o gt e

Chaﬂr%{eeam i ne the DSS by incorporate this functionality
o the corresponding EDCU 1112 functional bl ock.
UpdBata Lrognag@ynsh‘enn@diulen1éﬁ4emyp|sartgblgrrbotj|aﬁer& data interface

ettBeR BRI a0l S BIRTR 4 £ T iR SheshREY) ek 554 may be
ablanto Eethveert 1HB trdfRifer beaveshv dé?taFf&naHusé@ N these systems.

exenpl ary enbodi nent, update |ogic system 1110 may
Acgardinghs @aﬂaogwa@agag\ermé madde HEhreaysaatuisensuitaiial reutines for

o i Sl R ARG
LSRR o0 s, s ety mosares

with respgelt tondatenflewingotireugh ¢inskata degic myptare BbiQk t&ecurity engine

0 e B Al gy ot

tec?ﬁ%}}letsqmc&frirmg?m tvéith angﬂ% doak auﬁg&n*feggmwstagﬁqm&kets Suitable
may suitably act as ata. interface between

algerings 1inothea santetl®f ther Prespiite inyEBEEPR Jﬂ'ﬂlq‘& %dgx%mple DES
en%’i@ﬁoﬁﬁ&% a&hgmufatfo CORY & vy tdfagrﬁgé‘t §leﬂﬁﬁé§ﬁ@é\ and non-

rmat use ése systens.” Acc ngly,
syrmaddeaienptogdphe tbehdiquey. conpr i se sui tabl e routines
for_ effectin conv rsi,on and,f of both
| R A g0 AT sed | Pylatty: Revafomaiisp overhead
sofﬁﬁar‘ésﬁecé%a?g%' Birt4int GQfaetI%ﬁgférr'Bé’[w%ﬁSED%ﬁTs Mddhand EDCUs
respect to data flow ng through update |ogic system
1114.10. Securlty engi ne 10 1406 nay ut| I i ze various

F ochATkinESe RdaishAudt AP 1B BHENG My Pk yBRAls Tmormation
floNﬁ@StﬁE{ﬁjg‘ha@ﬂf@été logtels :y§fé]n$ 1 14b9cmeor*elwrnbmaﬂpewﬁ@ﬁtmtmanon may
t he pr esent 1 nvention i ncl ud e, for exarrpl e,

DES
be e:mnwnlaahed R&Pos8ILNdAtE degit grystemndl Bl Gataseey regulioph @reference

op AR R B TR 8 e B BB gt mosul

1450 i APIrAckBYItSISIBIRAISR OV RAGkrmatiit, \&2g € tifes; @RAeY nd dature and
mai ntain data transfer between EDSIs 1108 and EDCUs

contenbof theteanpmusisatipdat e audit nodul e 1410 suitably may
track update i nformation

Enterprise Data Collection Unit

EDCUs 1112 preferably store and coordinate the transfer of synchronization‘
data corresponding to a particular enterprise. With reference to FIG. 15, in an
exemplary embodiment, enterprise data collection unit 1112 may include a security
engine 1508, a customer update transaction database 1504, a customer pending
transaction database 1514, an update database 1502, an EDCU audit file 1506, an
EDCU administrative file 1512, and an EDCU data management module 1516.

Security engine 1508 may be used to provide suitable security measures
with respect to data flowing through EDCU 1112, Toward this end, security engine
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flowi ng through update |ogic system 1110. More
particularly, when information may 20 be communi cat ed
wa@emessi2epdat e | ogi ¢ system 1110, (as a resul t POF/US2005/019388

r.ef erence.updates,. transa tion lication
(ﬁ:‘tm@yw iZenYagass “aenticatipny data a%%?ryptﬂﬂﬂjuﬁ@d qigitg! signature

tecﬁﬁtﬁg{eé 3ﬁ i%o?lWeEg&h §¥|BH: gfcg@@ nﬁhb tgbﬁ‘{goﬁLE%%bQQ pdtkBts. Suitable

ate cont en
algodihmasniic athieocontxt Eft ﬂTeorpreEriDaMaemm ecrtaluﬂe Ufdrt example, DES
store and c te the

EDCUs 1 bl
enGrYRHAT RS AGHETIGHDRataSh & dBrZ0eaHr SRS Ratesal and non-
syn%biﬁc%‘ﬂ'céfw&ﬂidﬁ%btﬁﬁo%r%ﬁﬁté@ﬁrﬁﬁﬁ%e to FIG 15, in

an exenplary e enterprise data collection
um(t)uﬂﬂ:hibmagpdartm:l trdesactmecmﬂatabaseeng‘i% aBY8,bea used to store
te transa n_ dat abase

QS RPRGM BT R oo BR4IG dih deoTa oM | O huf STIEH Has not yet
progégéfe%ls?o ]tﬁgzvarﬁﬁusE@géb%@Qétaﬁd 'rfét\ﬂfé% tHt refgfdie updating.  For

nistrative fil 2, and EDCU dat a managenent
exaroplel sm&idard BéQ:umay >beeuge¢héo1@@geayzahﬂwa@e"dpteferences in the

coR5E B & Bl wie e EHERRRE, Tk TGRERGHOR would, in the
sho??feWri 1b)é ﬁamonm ddtadbd¥a 2@@43/(1616”?@561%1' Ialﬂ%m@l@n@é)?@ﬁﬁi it could be

ufil"ize "'"vari ut henti ca

fanlg@@t@ﬁ@rgiéaté‘ﬁ 14 agd gthEaapmp@ﬂaﬁ%E@Cw%aﬁﬁﬁqa@@ 'ERSIs 1108.
ThiEARERH tBsdeon. b BBy ABRKE ARINGIGREA0D Danret S

I nvenstopter perdingléranbacticrxdatabase D534 mayrbqosmlwbly BSAd to store

aut hentication, and a varjety of other s m’neﬁ1 (61‘ and
infofgationgelated to dransagirnsnwhishdiaver e8! aghmethout |rect use of the

sméﬁ&é\%’ %@Sg/l(ﬁ%s r—tg’rﬂ'@ulaH?d?(Srﬁett éf&%@%h@%@té‘%g $&relatt® changes

use orna I on i ch

andJm@ﬂle arayabe rititteay By E)Gardwmildemmmdm@aa cdnnegtwhich does not
propagated to the varlous %aba es an et wor ks t hat

invelg LT Q%aaat ¢ag: feiopxamp r YRIRAY re@éesagVeied standard
teldpiefiel AnCHRAGL 586 dé}ﬁi Q%epanea%eﬂefesenow tthie oﬂéiac‘rﬁw B8 suitably

a transaction particular enterprise.
stored dr meEniding Wanisdctiom dalt&bawhdﬁﬂéli efhe ﬂu&nsaabloeddaw remains in

datgBire 150+ Y iee-Coues o AL ATeR A R B oG agdniunction
WIt#Mo&éﬁaﬁﬁm LM Seh PO smama$d tmmtseﬁf SaRSIRGS 'O’(DDUS 1106)

is described in 'further detail below Custoner pending
may henseitated withethicoaew infelmai@y: be suitably used to
nf.or mat,i

o ook ST D, R ARG 835, 88l e, vpos of

tradd¥etiolB! Be PaFdrisabliévid WhicHo iyt héhba Wlasyifablé L@u@@ate loyalty or
preference changes and the like_ may be initiated

pendingr dier ceanpleoughate cRtahase ﬂEDth@Mehen@mplqyﬁdoM@’tore file

strt%&@rre %pi$§ﬁ%§r(%,tal e%rbaé\%rrpl e, through a verbal request
Audit file 1506 may be used to track changes to update database 1504,

pending database 1514, and database 1502. Audit file 1506 therefore helps to
ensure the integrity of data in the respective files.
Administrative file 1512 may provide suitable database software necessary to

edit, update, delete, synchronize, and ensure non-corruption of data stored within
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tel ephone. In such a case, and as detailed further
bel ow, this data may be suitably 20 stored in pending
W e@ederdd on dat abase 1514. The transaction dat@(r/Uszoos/owsss

Jemi ns..i.p...dat abase.1514 until the_corres
thesﬁ%fﬂ@t&aﬂapaiv@@eﬁigabéouw@e.% DEdh;! 1020 TohS iat bages 1502, 1504,
an@q?qgs poi nt 15, whereupon smartcard 100 itself (as

as CODUS 1106) nmy be updated with this new

i nf DatatranagebptdtreodadeatiidembyRovidy detasvanapéyeos edpabilities

es of 25 tra

to g TR e T ERa L Rdatetsds, 6p4, 1614, and
15@@%‘ Wl OJS b@%@mmes%oaaﬁbag@é anduip@abded ah gg@ﬁg 1502 update

may be enployed to store file structure updates as
logitesysterd1 bH) and QOEIUS f1i1086. 1'5!01&3 rekaja meanagement modale 1516 acts

s, to date data ase: dat abas
as FHSHCE IR SoptifasenTgap 9 ansieh L dpia SR tpRSERDs avstems.
helps to 30 ensure the integrity of data in the
respective files. Admnistrative file 1512 may provide
Pergnalizationdaysibse soft ware necessary to edit, update,

ot Efori N 8, i, 380 RN SRR B! R alzaton
systélﬂhl i 14Gbsuitadyf ﬁuhé/%@ﬁpﬂléélai Bard a=Hgeen iy stdh21902, a legacy
e., databases 02, 1504 and 1514 Dat a managenent

ma.magarr@nisaﬁtﬂ@y 1904vi Aegathen arpliggtiornmogafmbi906,i ege or more
datggtaaggslg'mat 4Q9q\%{@haﬂl%gﬁr1§b%5£%gg§ﬁ@ﬁ Itc%‘?cﬁq% %Qﬁal%ﬂon utility

191@%8@!235393:&;19?& lam@aghﬁa’m mag:i)g}és@@}ﬁmrd secarity sgdat €916, a key
c system and , CODUS us

maﬂﬁﬁﬁ@'@\‘i‘éﬁvs"ﬁﬂ?ﬁ?g&l@ﬁ% 0Re(Q Maee ke sysiges iﬁzgnggayemanagement
syst&dM s&ﬁé&g{;ﬁ%t nquﬁg aﬁ&%féﬁ‘éﬁew&dd’lérf@? GSicHiEee module

ersonal I zat | erring now t G 19,
1924 leyesysteamyl 926badd eytsysieen 48881 | zati on  system 1140

sui onprise a card y 902, .
eg ?W%ﬂ%a@ﬂ@ﬁtm%wm@@ae G SR tshovghin F1. 11),
.e&néi“‘?%I é?ﬁ P%&ﬁ@ﬁ? 1008t aletAF M) Gorffhunicate with account
act t| on ock 1908, a conmon card personalization
mairttehange 1]1922whto®Pmayabeealsowrtﬁlgumtqmnrrmnmterwwth CODUS
11 @rd security server 1916, a key 15 managenent system
and one or nore key systens 1920. Key managenent

systar %@%érﬁk&ygtémw oBRTREY SRitablFeabResthBushi erequest 1901
1922, CI D replace nodul e 1924, key System 1926, and

and dyitigiest the getr@ringosf infommation &8Ny Verpue savieesat @enerally, card
rele b gERntiel, Sttt otlivate i By e iBiueREBRhdad o specity 2
dedifgtPWtbup of card characteristics. Such characteristics may include, for
example: a smartcard identifier (a serial number, account number, and/or any other
identifier of a particular smartcard 100), a list of desired applications (airline, hotel,
rental car, etc.); a designation of whether the card may be new, a renewal, or a
replacement; a list of default cardmember preferences corresponding to the desired
applications; personal information related to the cardmember (name, address, etc.);
and required security levels.

Card management system 1902 may suitably parse the card request and, for

information already stored by the issuer, sends a request to legacy card
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20 mai ntenance 1142 which may be al so configured to
communi cate with CODUS 1106. Card managenent system
WA 2B/ 0reyYs SUI tabl y receive the card request 19P0T/Us2005/019388

I S . Pt e RGBS g o
ma}jgg bRlht g?&%ﬂﬁ?ﬁ ?b@ff&{y\@ﬁé We 'ré‘lb@&ﬁiteéjoﬁ]ﬁoﬁéﬁ%' df¥caid #8quest 1901

red group of car aracteristics.
to adethact applitatios maydulec|1906, f dn aexam@lnmolaa/ semmbodment, card

maBRGOBEHL SYSIPLAGDE FEPOBTS D aPTt St A gapracteristios

for@ phftlcutir &68 legtedPRYOFALTIRASS( BAFd hﬂ#vag@ﬁieﬁh system 1902 may
rental car, etc.); a designation of whether the card

suitably detarine he ap@mpnatertyae of egsharteard nzhip 401 hessedl based on a

el RSSTETRE! RERUTECTSERSY" TR, Bl neutatonal

corhplekie sratémeiebired (SBviRity a@ﬁétm Sigmilaily, 8l optiamirhesmartcard
security levels. Card managenent system 1902 may

opeyatinabsystemr $2COM g1vd beeghesen.and; anpralterngter @mbqshment the

smBLESA: S ke L e BB Ry HGRb i, car reces

190managenent ent sysfem 19( " 4:" or information not
avai | abl e as | egacy data, card rmnagemsnt gﬁstem 1902

f or WRgIRY trnena@w@@ahtsse%%on@r% s cF8d & edfiitahle 1 tgppsitory  of
inf&r?poaqghhr%rl?@ﬂ%'tﬁ@téé?ahgi‘a@% %a%??élaan%@g EXRM\ALY with the card
enpodil nent, car

managenent’ system chooses the

issaipyiorganization.c &od e&ample;ai ca:rblaomlrmayshémes aﬂomgﬂstwdlng credit or
particul ar, card request

deldll apeaHmiont issyinacropaie Sadbatal i o High aé%r gamrﬁ%%gg mag-stripe
carw Bﬁd ‘?lfnssl%? 6864 rﬁél:yplﬁe tanQﬁtaFiéSGlemel%téd 1rﬁH'ﬁ?§ fissued card.
0 Neno

actors, or exa ui rehents and
con@athﬂrl epplllcatloorrmwule y1%6 trhay desi suitebye oanfigyred to receive
ard operatin

mférumi fg@@@rg]nrgwgéé@ﬁgg éﬁ&t Irrhnlfghi %a Llegacy m nagemeﬁt system

19(9‘47%%' fﬁ%ﬂt intdrfelWith Bt \S«‘éﬂd@lscﬁéiﬁba%@ M@t oNg ?Mﬁ’fe? nall remaining
the like, may be specified in card reques

appjzegaory lmifarfag&m ﬁpesmed emncaabneq;tﬁst 1881a I%r@ferablye databases 1910

cof SRR 5 el b S ed U e Rttt BRI ehrorories

wh@hgéﬁb?aémﬁﬂcarﬁobppﬁ@”’f@n%, for ceedmolsairtazmy hege(edg., enterprise
| ong- st and |n|£!j credit or 15 debit account with issulng
(

netmjbﬁuétm GG ( bhkebhem far examale: @ @’fﬁé@%@ﬁtrﬂ&émsWF'iCbénC'Uded a

oo B8 ol R DL B, B SR Sob p, pe t

corfipflinicatibPOfitirene Heppribtbhytet dafabase €d 0t dHoket database 910 would
i nformation fromcard rranaﬁerrent system 1902 and

thenegeisyn raieagelient skgaiving the correct file structure, access conditions
(security), default values, and other data necessary to configure smartcard 100 with

the requested application. Communication with the various databases 1910 may
take place through any suitable means, for example, data communication over the
Internet, PSTN, and the like, or through other channels, such as simple phone
requests.

Activation block 1908 may be suitably used to provide a means for the

cardmember to activate the card once it has been issued. For example, it may be
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1904 and then interface with the vari ous databases
1910 to gather all remaining 20 application
w0 ndoerrds on specified in card request 1901. PCT/US2005/019388

wPreher ablv. dat. ba e85, 19 gorre b :
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channél's, "such as sinple phone  requests. Act
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ssi@Be MO0 IO A &5 PTGy S0TIGHSACC ST 1 Joamat of the card
obJB&T{ouﬁ@Qﬁé%@%%fﬁd tlésnu%ﬂ():e é)ﬁstem th%e YiskH Qﬁ%sﬁ@ed below). Thus,

ommon creée icar s be sent
gatbar ctn:mlrbahom reystemat 806 mapqdﬂllvlenga triekativelye high-hvehtienctionality

reckgh | 84T 1 o et Gerte, A THE e, d0IOF Sondy e In the

,mﬁlg,plleﬁ%ﬂoy] acconplished via entry of the card nunber
other suitable ID using a touch-tone phone. In
th| Befzsqnegmtmn ServnoatBLwaalu)M@dlé lm@sccrmpn@% su#aplet ardware and
sofIwge cc{rﬁbé&é& ﬁﬁgf ol Ctlﬁge? prgLo(il(rl:lﬁ I%r&tof ﬁ%%ﬁ%ﬁ@&%ﬁor |§§Jgnce to the
res?@@ﬁfeﬁia&‘drﬁw@?nbe&spaﬂﬁ'tﬁlél @é%é‘rar GerdE® ﬂ&b&unﬁ91bem¢§/eﬁwclude a
O create a correctly for ted card ob} ect" -

suitaide spariaardg pgparem henple ther tran%ﬁeé of jofogmatian| tOoﬁhﬁe$martcard

| abl d
orBYf Y S5 S0 bR Bt SRR B0, 0 0, oy ke
platé O'SuetaBht sartehrd benteremagancidenidr RBIBIE, 14y ¢f e series 9000
recording the card' s state as issued). CCP 1912

Y
anghe Spries er1401 y sewicaElir éPURBCE aisysienhe Maufactumd {Tg¥ Datacard
Co@rgtloﬁ)gt @ﬁﬁné’@ Qq\gmpem fic card issuance systemto
e

sed eF RS ber ow). Thus, gather application

sy sCemméd Garnthyedeiity \sarver t&1 &(@@88}) suitghh/ revagl comprise software
functionality 15 request, and

and paedware cQspp@rants feCaEsaryda retHeyve i%r?%ﬁg%ﬁ?%t( ff}iﬁtapfﬁaﬁon from
varioﬁfsf%ﬁér‘qig%h\%;é g%ggig?ﬁs Bygaau 13140 MkehMIRfY SSmbodiment, this
information may be accessed by service bureau 1914 in order to complete the
personalization process. More particularly, it may typically be the case that a
smartcard 100 contains a number of different applications associated with a wide
range of enterprise organizations. One in the art may appreciate that the writing,
updating, and reading of these files may be advantageously restricted to particular

parties in accordance with a set of access condition rules. These access conditions
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sof tware conponents to conplete production of the
smartcards for issuance to the respective
w@andenzhers. In this regard, service bureau 1BAHUSHYS/019388

A nelude.a .20, sui.t.ahl.e.smartcard "printer” to handl
may the' Rl BRPIBMAIES Hirhdi GHPIOGTAMHC KRYF UTTY maghpp kagwn by the
A c _or i
opSaep TR SANEL EISRP 1000 ary s i By e tocrat
ancpoptilete tmagarchfileusteyctéicr —exaamphet, aiinitif, hdve secdsssto the keys

neqRAARAt BNy TR O5 BoRLSTaH BUETRI S fpgwn systems
havd\-attépn5eamRN seffed t19i8CHFdHIomS BY VaEcukdiatin§ S data in a central

suitabl'y may conprise software” and hardware )
repositpyrusedsinrtbedssuancet process.i theeehyr grpating ayhiradasptable security

dnformation from various, enterprise ke stens 1920.

sk, Seti0dsinin arGearBits e Merpteseni Bikatds, kit allow for

corffrtiRfEBien MEtRBENthEe shrlresiid EdtdhenaiitRIal key GYBRIRS 8920 as the
t he Ber sonal i zati on process. Mre particularly, i

t
cargrapay ppiheing issbed: Huiscallowing key infgonatien ta ke gecomly downloaded

ant ai ' f dj ppl4 cati a i
to (4 KNt WIRRD s Miso 8PN P8 B8 b4 onETE DY may be
suil‘a'bg/ asbd ey fauiiRatec thls erobeds tblyeraweiving dnfornpdahi figm CCP 1912
and reading of these files may be advant ageousl

regaeding ithe identity phha waliais aprlicatiens ite, bﬁc‘ﬂ’@?%@e%@i \aiogs cards,

thefi7hiygh BEERISH SO pHhE BubeiE 514185 IRERARRIE AR b Mbtance by
serldice YWureap ! 1@tent eshtastimy the yppapriagh key leygtermdizOhtomeguest a key
be known by the arties. Thus, service

to e iAo SeRHiEe DUtk 1614 Ry eersonatin. anc
pg%é?tsgstte'ﬁ?s qg?ﬁeédknggriﬁ EHEABIE RatalhBe @?%ten%bcéﬁéﬁlb%f storing,

have "‘access to S necessary to pe ormthis
gerfarating,orandAsseneingly o tradsnittie§ | grypbographiondwryss yasisepimted with a

ave attenpted to solve thi robl e | ati
parayBr PSS cKRYBRaoupea: Buramideat REShEY: B i context,
sysPERCRparabf &PXe s§3tdd 1800 UPBCRRRIERIG 58CHWhEY” by the party
risk. thods I n acCordance wth the presSent

implementing rthe hpevwsesalizadionogystem. cldremikey«ganesating tfueetipn may be

. the, smartcard t he ,ipdi vi dual ens. 1

distte Delany GESsL ARG FEL RuEths B0 StiaTsiscaf® Réys may be

gendthRid"® ireal timedat SBCBSeN Y160 mrdrthride twatht BRyorithms and key
smartcard without the intervention of a third party.

infapmegion receingd heom the pasioplaissierpasesk rpihestkan hping generated at

[oce receiving information from CCP 1912
ke);r)%ygsgpl‘%%@&phe identity of the various applications to
be |grpay ek iappkdgatedr ioovecskilikd in tthenart whah thg domdtiahal blocks

by service bureau 1914 (or, alternatively, prior to

illusteatad e &1Gy 19 Jaay, bedmplareantedaising ad@hiehe of ﬁarotvm,re and software
[ k 1 . .

cof RGNS, Hl  SHELSHET BRICLoHERYP b AheY. Baldbait imensive

funptidrs pariormbdpor Expnplet byscarfi2hanagpricrd systémbl 802, may be
dat abase systens c f storin

apabl e ,
implemented using any swtapb?e database packa%e, e.g., Codebase, dBase, or the
like.
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generating, and securely transmtting cryptographic
keys associated with a particular enterprise. Key
woravagenent system 1918 may be, in this contexeCT/ES2005/019388
u»S«%.Sl; em conpar.abl.e. t.o.key systenms 1920, but which may
Pergahaliglign Pio¢eshe party 20 i npl enenting t he
per 5 t inNBorhi i i
ayf Bt offleafin G, o oL I SolEtog i FIG. 10
mai that suitably beed dy ffimgntheissye reelaage dumbaredl srnareards with a wide

CCs 91 [ d g it h [ 5. . .
rang o Mt vk deT s TS ek dnfafes ctdinih fafoardiopting, in
timt’lél?t %hi%ﬁ‘,a%ct?@ﬂa?@ gsperet esdiiduak argmehiitrs 182fbss2the various

| e appreciated to one skilled in the art that
partreginguenterpissls sippokied by thessysieed Imthis ®gard, apayde the case

thaL ?}‘E‘bgﬁg ﬁ%gge@ﬁ %%&arp}/i?%% eats%gr%; togﬂiaﬂ\é@reed i%ngﬁ%oVPBF proprietary
dat8USTRI dsiehReificiudel daeRampleNsrivege KeyBclidean connection with
performed, for exanple, by card managenent system

smacd aegessecondifivrsds wellas fdilp styichiiet aml Candmgmpas personal
datgackage, e.g., Codebase, dBase, or the 30 like. 58 WO
006/ 014205 PCT/ US2005/ 019388 Personalization rocess’
A pRefePGY indMt i0RIGS st @rarais20iese eixbatlalyosraartoard personalization
conjunction wth FIG be suitabl éi(yused to

19 m
Progess vy PesIRSCEDREY gEirﬂuﬁB%rsyé?er%rfﬁP 87 & Smarragd request
| a £ -Qnal.i ' :
(s 25021 By PRIl Lo pBbon 502 moy bo sutably
usdoasdireveivaciher ehrel deduest cand ruitiztedtd gathetingrioérisformation from
var%furs? gélrtggg._t\é r}qoqusq s§r1:92)3;9@?aq?§] trﬁ%g%bagéh?gggéégtdinformaﬁon
67548, BRI OUBTEEH SRRl SN dgactenscs
mayniuﬁludie,, fboremgm‘rpi @ spraricare idewytfiars ed lish of otesitad @pplications
Wt smartcard access condi ti.ons .a | fil
(airpe uBetH-o oAl r okt oepnalat o Weelsr 476 merd oy po new. a

renBQM| L& :f }@acéﬁeﬁﬁ% B of e BBIdRhYMBBR pETafdhces corresponding
personal i zat1 on process may now be described. First,

to thealesjredeapplications: peisenalrinioamatioe qeletad tq Hreepapoember (name,
nmenti.oned above, car. nagenment system 1902 may be
ad@éf§’.%99' an E%ql{'r(?dr.%etcé'i”\%é@ﬁg‘card request and
| Ni R ehe BRstai §BeEBAnesnidHmrdBfieoand confidiratien iapysopriate for
sources. Card request 1901 suitably may consist of

thergivere sard reqrasatlioond (sten 8AAdH Thissgierimgy Hegeditatly performed by

{ ey S !
carluféRadombll o R LS, B TR ARRRBl4rR; 1902 excmines o
nurhb&t oPfactgs i Bghtagfmfoeattion seceived In card rbquest, 19GN(eay., memory

car, etc.); a designation of whether the card may be
requE@Mments, (%esired secu%ity functions, and the like), then selectg/ an appropriate

smartcard chip from a library of available chips. In the same way, the optimum

smartcard operating system (SCOS) may also be selected.

Cardmember information may then be obtained (step 2006). This step may
be suitably performed by gather application module 1906 operating in conjunction
with databases 1910 and legacy management system 1904. More particularly,
cardmember-specific information may be preferably classified in two groups:

information known to the personalization system, and information not known by the
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renewal , or a replacenent; a list of default
cardmenber preferences corresponding 20 to the desired
wa@ppbiocavi ons; personal | nf or rratl on reI at ed t oPCT1ES2005/019388

oSS AT g

thréUBH & QRIsE rd % fish HRs \Aﬁ’(ﬂﬁﬁé (@r’g?éﬁdzé?trbrﬂl)@@étﬂfg” ihat ;ﬁarfs@hahzfa\'ﬂ Bn system.

gi'ven card request 1901 . This step maé
In sugh amasepaertarmdatabgucrcasccaﬁamigerraames@qemﬁla@'o illing address,

titey E8Fopeffy &P AR B R SRR DL e KB 5B e Sl Sopication

datheasigsti infSfatich ehay BERIAbIyrREEd BMaAtismag e feﬁﬂeved from, one
security functions, and the like), then selects an

or aq@pe@#aﬁatéa@s @cpmpﬂ%lagde@&ﬁypmna@emqnt isyaigm g904.  As part of step

20(Zé’ﬁgfrhl ag¥s§e cllf*nd;allgyng é% 6n|§§er§%/08%t§rmines whether the

caraeétmledreqﬁaedaetmabm nffaatrag,i a9 memtidrieh umaﬂpbamv@edt may be
(step 2006|) This ste 30 be suitabl ﬁaperfor

comagaichappi7biStieken otk & Poprdoiat Acigd e cardmember that
scfAIPHRA Y BRar iy Ao BSEEDISE 805 heenkTRgRanpHohes o

use of canraltanatety pbenprw‘smrabl yThod adwida ed whnethwo a particular card

[ oups i nf or mat i nown to the personalizati on
reqﬂ'ﬂf@?eﬁ‘?"é@*@q nfigy g??sr%it q{ho@mnﬁ t’(erﬁeOnga%S for example,

derﬁgg tp@ﬂészoémﬁ’ﬂéfés%%%&@%%mawem& sta‘l‘?"étlcéaa§sdc1§teb with the
system

Known "t1nformation generally may consist of
cardmmlwtﬁjzlpmbdetmumbgm a past relationship with the

org t|o sting the persaonalizati S m _.ln I
cucroLeasat nditedh baac) BAR RS & T R bra Pl hane” appiication
mo@ﬁl%”ﬂ'Q@BysQltalﬁlyn&@d%mmcatbt With eatmRR¥s €00, to¥trieve the
nost |ikely alrteady known, as nmy certain

|animatloﬁat1$ cst@aaaasfysqand resussted0dn ks ¥oruatiammImay typically

oo 014 o R o 458, AR 809 £ Bl e s

and3ehgtPl, AP ack88, cortiticly Spekificaness ffoe athey parfiuiidre enterprise-
1908 preferably det er mi nes whet her the card shoul d

spansgied @palicatian.i dior epfmplps in dke wasei whe® §af%f¢quest 1901 may

R o, TR BB SRS P 905 wo

corigtt thatdatabade tdreesndintato the eatprpriss hpstimy tHeoaltlm appllcatlon
Activation typically involves the use of an automat

thep TG94 B RECoTHRYII FERCHIS INTBTREOT, DIETERPas VgHccontinue
in tplerﬂfb'r S3h Helv XF‘HO‘Eﬂ’l %ﬁﬁgﬁt‘?ﬁ%ﬂb n@orPHFH?@? gﬁé the smartcard.

tors, for
nurme‘uﬂ;,camimemtierfdaawdesmay 'ektelnclse assated dstp 200) suitably using
15 For dtan i nclu

COPf 1P G acy hisnAalsbsaht s A drtiog, Mt HL GIBRI P‘éa‘t“?"?fﬂ%?/ service
13 5L I G B ot
vargarld orexesstodiraédt, thdicard objmchutay nompyiseywphatdhas been termed a
Binary Large Object ("BLOB”). The card object may be preferably tailored to the
selected smartcard configuration (e.g., chip type and operating system as specified
in step 2004), the content of cardmember information data (gathered in step 2006),
and the intended smartcard “printer” (i.e., the apparatus used to create the finished

card within service bureau 1914). This allows the system, in the preceding steps, to
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consist of file structure 400 information, e.g., the
DF and EF hierarchy, data types and |lengths, and
wa@ewesss2edndi ti on specifications for the partiPRCi/Ea82005/019388

s B S Re RSt 280 hekendycth SRR 8w how
f a i gt i h I n
o Sy fp 51408 VL S iy e

acdessetie Umuaetipstep2(ss thagysteen need ionty dpyslopa fatatjvely high-level
|e st uct u

moplAf B R T Corh b 65 LB A b OB D E P CTIoR PGy g gpbstantally

invRafd thawpet ourlibied application to be incorporated
into the smartcard. 25 A full cardnenber data set may

t hel deabewste enfadipenbogyioysidetaiisyoffbe mgnartsard taie obJect may

oo T e S b TSNSy TPBLE A Apl o cop 1oz

ma§r6§dlgﬁlb‘dltedTbmJn@r\férWustdmenpﬁlﬂ’f%t@bfﬂ@sme vary. I n

one enbodi nent, the card object may nprise what
beeHaviagnesgated mawaasdnw!g@r dﬁjaeé@t PFB@Q'E objecthip §fﬁpd2008 this
datinBF nd %rgggﬁg i g@ggé( L fé ?ét@ﬁ id’l({)heﬂ?fg dér‘géﬁéé %H'at the DSS

(pastycitl iy @OIDJS:IMIOGQI haa astamraaﬁf@he sheartozmd esﬂateofat the time of
cardmenber infornation data gga hered i

pergaBalzasionnt d ik dnferraRIRM Ay Br 'mrpﬁg@??lyt AEIaBlS to account
maﬁﬁgﬁéﬁg@%ﬁ@ﬁdﬁ cr eate the finished card within

rvice This allows the system in the
pr eTlae icagd sibjgas, mayb b%mmmaﬁlmmemureau 1914 and (if required)

PCT/ 005/ 0 8 f fil
COS8 157 §t(§§e&5%§§b *ibkdssay (Buainas e PRATIERY e dllpw service
burdahh S itest‘h(euﬁﬁlé'ﬁé‘d @ﬁiér@:%r@'@% e@om(}t OAfshﬁ‘nentloned above,

smart car ow the data may be ‘accesse unti |
steptmﬂ@ﬁeﬁ/ be relitaibt penforaeet bm(ycaévé%@ e@ncerrantlw@rﬁerlally with

thelisPuaacH Brogeta- sipeans entadlpet e, AERS iAURHER 4 may be being
cre'aﬂ%ﬂ ﬁél‘ﬁbeaﬁ %s@'ahc@lé&s@@? s&ﬁé@¥ lbentan =AldepvibattRireau 1914, service
nbodi nent, vari ous detail the smartcard data

bu@b\pedmﬁayhﬂtemmat@ﬁeeﬁﬁs&&%ﬁ forpthe raprypatiaien crypiographic keys
T
TS KBRS el bon BB TR bRt 1870, AR 1% carer

(i. eHaé{ﬂtérgst‘é pead £, bhenpabdmetimiedoiat @astime O regpotise to the request
object, In step 2008, this 10 data may be then se

fromoseruoed Urees 1(95114epAb&m@5welmh§ @veUmay heneatripyRd b$§CSS 1916
an(i ﬁ%}{s@ﬁ%&é‘cbkﬁ@?&%é&ﬁ R o?ﬁs%%%fl{rfj offthé N&rd d ohject to service

€ at 't persona izat1on

bueaLoTIMEL. i tmeitimer dxesel, iem keynoe diens ehgy beahéabéieved for inclusion in
account mai ntenance Séotem 1142. The card object may
theeard ipbied created 18 8f8R €@0&ur eau 1914 and (i f required)

15 2) y
o TTP A o Pl R ke BHSeIE ARY, SBHAG LR, 1914 may
suitdabiy @lwdﬂ@ardartheanadd (cjeqt i2@lMe comentstriarivadd dizodware using the
correct cryptographic keys. The initialized smartcard may then be packaged and
distributed to the appropriate cardmember in accordance with conventional

methods.

61



10

15

20

25

30

step 2014 may be suitably perforned by CCSS 1916
concurrently or serially with the issuance process.
w0 pooener2enbodi nent, as each individual card naRCDES2005/019388

.being .created .using..an i ssuance system suitably
Syﬂ%&f‘é’?‘éaﬁ% B§‘éqexﬁsce bureau 1914, service 20 bureau 1914

i ntgrr Lo Ar PRISOPdei®ed ab i ;
cr y%t ggﬁgp ?CQ@@%&%@& glyggésrﬁh?\?e eit helﬁ3 beaenOve nvarious
embedinieniedndy b ksed toy traekthd dgtateimf thel@nsainers smartcard. The
i.e., after step 2012), or . be retri.eved, in
Staéeea‘?ef- {thére SIACALS oHEY 1 t%t%&qﬁ?{aa?% sBYvihg structure of

aprﬁi‘ééﬁ% 1244 inAHee sRircEed Yand Bt KEMSusBedSs betddiaviagt may be
y S 1916 and transmtted to CCP 1912 prior to

storadawihindbesm applicaiionsar d obj ect to service 25 bureau

1914. 1n either case .the key or keys. : .

- evA nuplhetas e ain s s By e i e AR dTion sartcard
corfi& = i3, three mahoRimARy chgtayredeciswith Gohsd ﬂ@qm@ﬁ?,-and relate

Service bureau 1914 may suitably downl oad the car

to: dhjupdiate tapseelionserd)deending tiadspations. g 8) fita sljueivee changes.

o015 UL TR 5 8 35| P4 6! 6% pren

invefduepri ate cardnenber in accordance with conventi onal
met hods. 61 WO 2006/ 014205 PCT/ US2005/ 019388 SyndF
roni za i on rocess A dynam c synchroni zati on system as

Exﬁg%rki:t @dﬁgﬁgggéé‘%@%i ous embodi ments may be used to

the consuner's smartcard. The
st alt emafy béequsiterdoramdnnéyr becaulhbldErytac raake t 2rlozald change to

by the rycture of 5 applicatjons ysed, in .
e 400 whieh fiay bl el Tareiti  AlldRegfptghases which
couid oef(ﬁ/%l\nﬂ u.@.lalt hei@ 88P!draRls PRSrmANIUTFr Slample, suppose that

synchroni~zation 1ssues nmay arise in the nmulti-function
upaanitialiationc et ewtheni thike edrd e @riginallyi igsted cvisapersonalization

Sysirtcferﬁﬁﬁﬁ{q)}"%tﬁggg’rgﬁg\géﬁgi ”egrﬁémgﬁgq i(/\%lr?g%:grg" ] orgsl ]t?JI r:é@g&t § general
prefdreHEE UFGt Ehadians - \(ﬁl?HE@‘hB Ffic t BERQIEASESBOBYAROHRE keyed to

described in turn resgect to the present .
smokingfroinesmokinghpbet the Upardnelder anaucwistes ia ohaypgpethis general

ute mon.for_a car | ke a | ocal change

pr engg% rrteggptoa Teﬁ'ﬁkﬁ%ﬂgﬁgﬁg% ot immediately
r ef negie ¢k, adfertily ndal ebases. Whi, cf8 witiukébpect to an exemplary
advant ageously make use of this information. Fo

embgdimens, ofsthpprresenhiventipbnthiencardhpldeaman syita@g', ingidpard 100
i BTN BFARK IR nSe GEPET hBeREFERIUNERI AN of e cord
and@epfiagdireddéo taeéd esihca @eeer#802). In an exemplary embodiment,
authentication takes place in accordance with relevant sections of the ISO 7816
standard.

Next, the cardholder uses a suitable user interface (supplied by access point
15 working in conjunction with server 1104) in order to perform a transaction — i.e.,
to request a change to the preferences file (step 1804). This change would typically
be reflected at the smartcard 100 immediately. That is, access point 15 and/or
server 1104 would include the functionality necessary to access and update the

appropriate files within smartcard 100.
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preference for snoking (e.g., one file contains a
Bool ean field keyed to 20 snoki ng/ non-snoki ng), but
wao b@eoarahol der now wi shes to change thi s geneP@l/us2005/019388

. pr.eference.f.il e.t ct a non: in ref.erence. ..
P RN aation et 1 2p Rbvever B G ieR FollsS e ffifSaction to the
apﬁrséﬂ%t pardy, 3%, &XF WM 08eHRREIETROU 10112t '&@rr@éﬁé@dlhg to branches

ention,”’'the cardhol der may suitably insert card
1807haoda18:’lc9nm1ueetwely | Dloait ieddeperdisgpwi e ﬂstemw@@et@matlon the

oL L68L Fhohe DRoERi HuPa Pl lRAss of ifSnatien,
ma}Wehgsdd ikl At MHeesr 9@h&%\ﬂoh oREEGREE MBS WThkseahevares will be
Sections of the 1SO 7816 standard. Next, the

desssib@Hdn dein. uses a suitabl e user interface (supplied by

1 , :
TroayiR MiantR oY PEICE T ahEadaib Yl ) 1 spqt to and

stofRfliefie applopigte EOSIME108 ea‘tepei ft'ﬂpbd%lté%@ﬂ she@hn. 1110 then
Thi s change woul d t g}ltcall be reflected at th

trangiars ihig ehamas faavest i beyarpraptiatedEDatkb ttE poil- gt’ thg EDCU 1112
cofoing ] 1 paBatROs) GUEL Y8R} Do RN be sty

stovéd In thes garrespordlidd Wpdaks detaha86/ tae 0T he information may be also
PCT/ US2005/ 019388 I cat

1
disiribuied (RpIhet 6D Red th%ﬂ@aém%xqmelﬁsae{ig@dggﬁ; Fysein T110 would

- t
s 085545,856 it sl A% o 4 0 EBHIAGS smoling

stalilsat Sueh sysipasdnay mnhucdehe‘osyxaremec vafidgs hatelmrrenta‘i@ar agencies,
fhe to be changed may be associated with a particular
ang el i se or, alternatively, 5 may be associated with

LgeAgéIQ\%'ﬂi/ Izt fo‘HBmM%Sb#a'ﬂﬁht1%5[?§$ IGThesthd d‘@ta(‘rﬁé?ﬂreﬂ"ﬂé stored at

escri din tuarn. | 'owi ng branch 1807 in
thelapptdmiamm@Udéstapnh&me teemtdistobuieg tetathed EDUCﬁe1112 and

r i_ate EDSI 08 (step 1808). Update |logic system
ED%T%G%%@F{ deetslcgﬁg(ﬁ@ﬂ)gv?hl s change request to the
apprRE’ cakP &HEU chbhde- rhag- bet hRelDindtbldlto CODUS  1106.
corresponding to the particular EDSI (step 1810). This

Specificallyathevanays fieldsuancdfiles aggasiaigd iwith He smartcard 100 may be

[ r,espon d at heg. i h@on
opfBEGEP ThHRRC 418 ol o 0B 1 Il GelabhSpashn Thus, e
inforisdtnt wRKianBOH U 8 poidiee cbefgris stpsthatmcdatdinhaw witthin smartcard 100

identify those sejstems that would benefit from know n

and hthes ArlieuBd D6 §nr613i1Rg angh fxlsls SUKP. sy Afiars thigy trandfer, the
cor‘gé;sgdo%% ERAng GAR R un¥iatd BUB1RELalop rhﬁgb@ 16 (step 1818).

ooy ternative
branch 1805 in FIG 18, the data may first be stored

at the appropriate EDCU (step 1812), then distributed
Exaimplst AelPertingd ransactignd

The cardholder may make a change or perform a transaction through a
channel that does not directly involve smartcard 100, thus creating an inconsistency
between the data in smartcard 100 and the data in various databases throughout
the DSS. Such a case may arise, for example, when the cardholder calls a hotel to
make a reservation (rather than performing the transaction on line using smartcard
100) and makes an oral request to change his preferences from smoking to non-
smoking. Referring now to FIGS. 11 and 17, in this case, with respect to an
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EDSI s 1108 as descri bed above. The card data change
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EDBurh142 5@@@ 1EDB) aWhe s ntfres|desan‘npleﬁd|ng1@atabbee 1514. At this point,
cardhol der call s a hotel to a reservation
smarteandetOq Haelf peayt be mbhyoyﬁéoﬂh%?aaeeorﬁ%ﬁ lesHE, i dhe gardholder

wer%r%r ﬂ‘]ﬁl% dq s]nqgl)tcafrﬂ gDm S reﬂ{%a%@h trh%oé{ﬁﬁispbﬂdmbaéﬂ%rpnse would

erences to no
IlkeBefcﬁjkrierg todhe tdfatd:lstESctuld |ra1r$malrfcard n QChfos piramenms hand as just
espect to an 63 WO 2006/ 014205 PCT/ US2 05/ 019388,
staiqql wqw,d mestikelyarrive Iﬂ?%é% wrpng lqppcgl‘s%(n g 8psmg ng room may

be aQé@ﬁS&‘%oRMﬂ%ﬁQﬁd|h§‘fl“r‘é‘ké%oldé’r% &&fr@@&idjﬁf fét‘ern%b)

acts an exenpfary enterprise through a neans that
doels order todmedy thissiteatian, 109 present inveationsnay proemide a method

o B S AR TR e B9 ). T
is, Qﬁert fh%%ﬁf‘i‘éhb@l“ﬂ | [Ty l‘%eln%@r@@t @tdar( %b@@sslﬁgﬁh)c 15T£\4\d§ n‘i_ay be suitably

ange may stored locally wthin a particular
authanmmeds@te@tmrqa 1ha 4syséero/ tntemr@gaﬂ@é Qemhag dataage 1514 to

detEinie OF e ehy ShARGST RALT BRebS™aRe 5P, D8 ShaERY S information

malFBelddidalied &P smeEPRhrd W@ (Stept1megi des in pending
dat abase 1514. At this point, smartcard 100 itself

mayAfier g .ahqy@slrﬁ@rrmai@rbﬁ@ng@r m@yabeewcgssfwlytmﬂpleted the

d d r
ol B BB Pl 54 3005 1308, MBS BB storea it
objetk@atabboe K 66! SFFmtan)y tthe rdapectiier indratationnwitiiar perating database
100 for preferences, and as just stated, woul d nost
1514 may\pbeasleatad Ger A&18k ong concl usion (e.g., a snoki ng
room may be assigned notw t hstandi ng the cardhol der's
expressed preference). In order to renmedy this
Ex@rhpmaibilﬁl@s Strbetups/dpplicatiom@nangs may provi de a net hod

ﬁseln( gql@igérl? gtﬁﬁes %’gl Eq%?n'%ttb tlgﬁg %}e?gllelﬂoogmlletz S’c:hnaen)gges to the
structure of data stored in smartcard 100 may also be desirable in certain contexts.
That is, during the life of a smartcard, it may be likely that the card issuer, a
partnering enterprise, or the cardholder himself may desire to extend the card's
functionality by augmenting the suite of applications housed within the card. For
example, a cardholder who uses a smartcard for rental car and airline reservations
may also wish to use the card for acquiring and paying for hotel reservations. In

such a case, the appropriate hotel partner may process the cardholder's request
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is, after the smartcard may be inserted at an access
point 15 and may be suitably authenticated (step
wazmepl42ohe systeminterrogates pendi ng dat abaBeT/S245/019388

o S T ] 1S 0 s s
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sy 3L RGOS PG gEioR) 6i6add 1 16)may

be E’ﬁﬂé@%\@'ﬂlf%ﬁﬁﬁeﬂe@nm@bhang@ fThe ‘thddgé¢ iimformatiaa may be then
hot el I|cat|ont zﬂgedtote smartcard file
cle%rﬁfidtqrn ab%%ﬁ%@% >1 the smartcard issuer

MRRARHE htﬂgs' é)?arhgfe ﬂ%ﬂbéét%sofs(;taforg?‘%(b%98| AeAHES&IYY in general
its own, for ex

a credit and/or deb
terrappthe gidrticular @[ahwr@r stldgtaiflomep ahdofrom Mramromaie memory

t
locatins WiHndRe SREnBIABE RBRarhEMnosE R B Rdne A | | oo
SUNHCLHE e r@@ﬁﬁlagﬁ%‘?ﬁbMenﬂQﬁVﬁegPVeé%t hﬁV&htﬁﬂw | & $artcard

manner ana ogous to the procedure s forth in FIG
trarisactiod qu'etm‘n 2,00 maydree ceafugmed witho onghercmope bigmetric scanners,

prog{al | nat v /or ﬁgst%rbbsf g/? élmq?raghanﬁlja&em;ggélh%rﬁartégrd flansaction

sy s'té}f'lo'?ﬂ@b' GR BBYorB8ndd WitR' &tk | preEBRY ihldratidr, OIWhereln exemplary
exanpl e, in database 1502), and then transferred t

corspanentarfor 1088 ihecompletiogra smgﬂwduyéasaﬁl%msmg:ttradﬁl -related

AT B HB8a, | SRRRCH R BB el 10 havia € 110,

SmaREERNY 6d rRay @idtebai cvafign@iof with a eré&ﬁlsor 2204, described in
(speci ficall y, dat abase 1116) may be simlarl

furtvedidietait heteinef Bygiem RE0Q HEAY @ISOTIFeMKisRga ﬁW%@ﬁ‘th ieggler 2500
con?alg};ug%’qe 16 N mURicStE WithdshaREL AR 180351 Lefésd PbRR 15. Smartcard

reader 2500 may be configured with a biometric sensor 2430, described in further
detail herein. Smartcard 100 may communicate with enterprise network 1114
and/or network 19 through smartcard reader 2500.

A biometric system may include one or more technologies, or any portion
thereof, to facilitate recognition of a biometric. As used herein, a biometric may

include a user's voice, fingerprint, facial, ear, signature, vascular patterns, DNA

65



10

15

20

25

30

Wil e the exanpl e transactions set forth above are
described in general terns, the particular nature of
walaioa/oi42ev t o and from the appr opri ate nenory PCT/US2005/019388
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/
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Pl Filnetfe Hlgbesas S/l ANl INEEOmRBIS G ds Sreoards 100).
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sone of the 5 exanples di scussed herein may 1nclude a

lncl;udetﬂwem@rsomwmww holdingordn posapssion aftibei sinarieardn or it may
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renot e dat abase portabl e storage device, a host
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any other direct or indirect means, communication device or interface for a person
to contact an ASR.

A cardmember may then proffer a biometric sample to the ASR (step 2303).
As used herein, a biometric sample may be any one or more of the biometric

samples or technologies, or portion thereof, described herein or known in the art.

66



10

15

20

25

30

15 conpany, the mlitary, the governnment, a school, a
travel entity, a transportation authority, a security
w@ospameys and/ or any other systemor entity the€T/Dsa00He19388

aut.hori.zed.t.o.recei.ve.and store biopetric sanples and
By geeffring eneryy @Qﬁ%|bé%m@1rt%sa@5§§, @ Blogelfie AR be scanned by at

lea&abﬁ?a&egs%Tséﬁ@nﬁi'@cééaﬁgrﬁrﬁérbHﬁP%énﬂ fragd' print scan, hand

smartcar used a user o
gemnetry caan, voize dintisan, oasaolar sican| &aciginared/er ay s2@n, signature

soagy KeNETaHm B GAGPNY FCayAITREY FHUSSRYS RERGo TR Scan, andior
anyfg%ﬁgf%éé‘%ﬁ‘ SREAABRIRLRSa Qﬁ%aéglragéé@gfe.} B o BEdriAi g the sample,

O use the smartcard. illustrates a
the systerh angy selyinittthatscanngd saryila to the ASRdandmttiensvduting the scan,

AT oy KSR S AR e el i, T
scaiRES RHrepBlhbE iISAnM %Shé@c@ﬁggégh,g@(ﬁﬁg%%}) digitBErepresentation,

cardmenber may contact the AS submt a sanple in
an pealogrniersioncurgnyaothemsonégurationder transmittieg the sespdd  The ASR

recf¥gelPy sangls RO, G P aheY o Bt OIRS e cardmembers
biofREOatdi SIBRY iith TROdShpRtorost 4 alffsrest timenef withPya diferent data

other direct or indirect means, conmunication device
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cartimenitseranforeiagionrtoraveateod daltee phtketefor itlte sampid esdmtore the data
technol ogi es, or portion thereof, descri ﬁ%d erein

1naol O or ,
pagkebiih digital Radiartany giorees soedHoN Kpoun et os¥o48agherein, a
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datgpRERY, HolafiRae, e MRiifre! Hfhnafof ERRS, (& at lengt pre of
bioseéaic samsle s @ansgistens rgjometrics sampldiandstorédtbisoetric sample, a
hand geonetry scan, vo'cg print sc vascuyl ar scan
S

profigegch| DIgMtds.” &ar POEigHe @%tupesa%’ qaidremiigs  information,

smaftéad mff)ﬁﬁéﬁ%gy and?sh ﬁ@?‘d(%ﬂwgl‘ Yin®inafibRNS THeaktsr A ata packet,”

scan, and/or any ot ype of scan to obtain

"bidrheiriet saroplednphd "sapple”swayienysed énterohsingeabtyne As used herein,
system may, submt .t he scanned s e to, the ASR in
rogfRTERORETII AEPY HeEI LS Mg BbHEVEL P (METSleRh gpred and
assddidied ahitieeedmEhMerainfsthiation. t IBE skfligthe tifa packet in digital
scanned sanpl e may include a hardcopy (e.g., _ _
forpattibgr ABR may digitide maprivdymaiionosontaiedaitalong of the biometric

b LA OGP SO B BT VLS, e
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desifable fordagkfunearthardhital PusRRsast ) from recei ving the

f:g"f’ﬁ? Q}OW%é'és%E@Ig/n\?\néx %%rodrsgag?&;ci&% Vit L8 ahforARfoA o create

a data packet (step 2305). The sample may be associated with user information at
any step in the process such as, for example, prior to submission, during
submission and/or after submission. In one embodiment, the user may input a PIN
number or zip code into access point 15, then scan the biometric to create the
biometric sample. The local access point may associate the biometric sample data

with the PIN and zip code, then transmit the entire packet of information to the ASR.
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cardnmenber information to create a data packet for the
sanple and store the data 15 packet in digital and/or
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accoun car tion may al so
assoeidtad rwitmthee sahipbe, thieoABR: tray transmit the information to the Access

point. The Access point may then present cardmember with a list of the three
accounts associated with the biometric sample. Cardmember and/or a merchant
may then chose one of the accounts in order to continue and finalize the

transaction.
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The ASR and/or cardmember may associate a specific smartcard 100
identifier with the biometric sample by any method known in the art for associating
an identifier (e.g., through the use of software, hardware and/or manual entry.) The

ASR may additionally verify the cardmember and/or smartcard 100 by using one or
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secondarily associated with a sanple. For exanpl e,
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wasmeoiaved with his right index fingerprint. PSI/HS2005/019388
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ASRC 3P AR B Riber Ny SAERfing StreY %rn‘i’ér‘?dmdoinformatlon to

unav Iable the secondary -~ account™ may be accessed
infotbmdaont mtﬂwémefromhecammngamfmmnatldnh|f|toa§n pai crandyn@mbers driver's

oo ThoASR BRYasBL ATy 100 duSeniactug fife WSATbf smartcard
10@@@rﬁrrm'\mg?9ff%hﬁ’bca?d‘¥ob'm‘fé§ié§ hyd Eb' a s?%cfﬁ'é' c%?dﬁ?é‘fnli& In another
np

enment e respect to t e assocl ati1 on.
embodimeng, theh‘bSBandymnb\mtemyantG&rd r@St during ﬁyesnegmttailon procedure

to wﬁes’smﬁﬁ%mﬁ QP8 Mt i LS Tlar g gl nformation

ma %@EF@be‘PI‘?' AdSocidrel Nwith ¢8é taakdmaiber itk thRImember's specific
purchase anount is | ess than $50. The cardnmenber may

biometria isemglles: i He rABR meay additiemalyocapl@song ef saete Vverification

e o I SRENLGR Furel BEBnAh E posagn o. or

exaams;mlel fife MSRSMA \Agdrédm%st nfwrﬁrtaeeu@érod@mogsa;gneah&frmdman further
Furt her, ile fingerprint sanples are discussed

biometris rsaraplgs bRAMSN | ARy sARET dnfpaliale ohe Wpedierein, "confirm,”
"coﬁgﬁr?%ljtﬁ &Sgﬂf rsfi‘%ﬂgr 10 r?nélﬁd@sp‘éfeﬂf%/’/r}gj)‘:érUssfﬁfi:’cél?clallg verifying the

at e ansaction usin the 1o
acoliras) exRierhsy, eon-ex3stefbe, aékﬁthde cm amﬂdmlthnshéqe mﬁstyle information,

associ ate a specific sn;a _hca:%ﬁl] Nt i f|I
comprnafitopeany PoEighinersy Hlﬁykﬂ Hopaly ﬁ@péﬁ‘}{ one or more
addéﬁ’(gnéfsg?r%%&egglhﬁ de"l‘ﬂodisdqm !/)rfde‘?rto( ?ac?htaté t7é1’s%t=.l€i’%«’ub|¢ieomu%\e biometric

sof war e and/ or manual entry.)

. samplg. addi US@rhéHelremyeheftyzrmh;m’ocassjngnbay laoldﬂerscanmng, detecting,

smartcard 100 by using one qor 69 WO 2006/ 01420
asSPORHOG> HIGRa B IRG, EOTBRRRDFOrNE. GBI ge dBeyRtipa. andlor

nma
v ORISR SRS SRS AR orh o8
i nfldpmmtassncratlom aﬂﬂmemﬂca’mxm aedﬁqrwﬂﬂcamméélmmlme’mc sample
rom a, cardnenber.'s

o S, 0 BT Bl 3 SRS B e anc

stﬁcér@Hﬁanfdén%ﬂéstfe@) oB0D) I bRt ors MdeC dathidd@swan and/or in
Issued to a specific cardmanber I n anot her

coramibinitiationt with HeystesR 2490 ata v ReWasla FEBMI d COUWPURS iQigany other

e o SN, B8 RS B RIS TT L B0Ro gy b any type o

dathbhes WRbbAed ABkeiRe FUrapeitleaa Mematrdsainple stueed on smartcard
cardmenber and the cardnenber’'s specific bionetric

10G anqy e SWQdAE)REl’EﬁR@%Wﬁoné‘-h%/ d@Fﬁ?W DhEay bgplasated at or
ondEi] BEAHER %, THTRE SR80 o By i GBI ne aS
anﬁ&%g&%hrrewmblbn@mld betabsee operatgr.aphi ¢ i nf or mati on,

furt
The information stored in the database may be sorted or stored according to
one or more characteristics associated with the sample in order to facilitate faster
access to the stored sample. For example, fingerprint samples may be stored in a

separate database than voice prints. As another example, all fingerprints with
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bi onetric sanples and/ or any other information. As
used herein, "confirm" "confirmation" or any simlar
W@ egoa014203 udes verifying or substantially veriPgr/nsonHe193s8s

aGcecuracy .- exi-stence, -non-exi stence, corroporation
ceTLal WA RRGTR &NGY Benslofe df daseraTate; Sk Shgjor database

fror%%g%‘?bﬁﬁt@Miimﬁfcﬁ%at’ce—m& ASR may additional ly enpl oy
one ‘or nore additional processing nmethods in order to

f acT he téareeticsssenpies onay dlsa e siosed pod/os assbeiated witbexipersonal

idegﬁﬁcg%@hn@}%btgrgwgﬁc érscintﬁlga ?(f&%’@ii}‘i%éltougasqilﬁ%%%écne%’s to the sample.
Thé APIPRITAN ,bes tcardRBmbef Céaldttel Jor #8EAMMRINY BsighBE/ & the biometric
verifying a bionetric and/or a bionmetric sanple, or

sargple. porlthieorPiMhehnayf copsistpein ays ahiasagters such as, for example,

alpBHhIF R S RefHtr EaHoh B Bertrd: cace o
dat Bheagkieim siay furthee plteteat B kainphidby pravidiegr dddifénal security

identifrer (step 2309) in one or nore databases on N
with {e oyample. c dRemspceiity sraynads;ssfos mxanumey packyption, decryption,

. . t e .Of
sodEHIREls, O e OTRY! ool ADkr S ePBRES mepgg known
in the artlyamd'pﬁsbcmfsséﬂ Imkerba'ba&’lendeﬂcmb?debari@i nendf%rs may utilize the

exanpl e, jonmetric npl e stored on smartcar 100
seqy,ggt,y H@e‘%ﬂogﬁe@ g?PrEEPP{%rzﬁ%eSthﬁ‘ed?!%%@'@_( §§‘”¥P®S-beThe present
. 0 . e y . 0
RS Sheatls ORSUBISL B ALORARS Sy e, syen tat
sarhpleamalyi el firshiengnipitedreindiar stateabaisderop seatidly. prosedure, such that

the TR WUl B EPoo860aNe SoETAGH M 1 BLatar ey lsof acosss or
secFBP AR dcoMddponds &AR! Sroliielr d86edsOtd @Rk ! tofé® sample. The

faster access to the stored sanple. For exanple,

samplegeny batacsaspblesbyragridie vwindoeisuch as, foepaasipe, smartcard 100
dat abase than voice prints. As.another  exanpl e ||

trafag 8Pp??‘fﬂ@tv@r€’ﬁ'dee§os>(ﬁé?r§o@é’/ SRS ST SRIDRgL system, a

smEREARI NsMairr byNAit CaRSeAioyRe, H dinefcial AstRIBBhat# non-financial
. sub-dat abase and/or database fromfingerprints wth
instifuganp &t tayely-poidepmvidrit ra cosypgnyedhaamildare the government, a

sorphlit et thn ST Blet A d@rSra3PRER seaurty soupapy
f acThé tamhartenrdess the itventRanmas: indluddre BaNidtiar Becurity system
cardmenber sel ected or randomy assigned to the

wheyiedinile securhinsivstenTirRcqrprraiey acedrdlar Sforagfjic system. As shown
in Fg AAC LA ScalE Y 8?‘7}1%3? %cl@dﬁ?%i&netrfﬂ ﬁ%@;@(”g{/%tfémrggoz configured

aracters and/ el gn Tanguage ¢
for %ﬁﬁtaﬁngﬁ?oﬁetrtdﬂ&cmnpmthng,}que exawlaéid?rmm$mp@s. As used
addi tional, securit with the sa e. The security nay .
herpw{mﬁrpf'afr s@ dnagniBeisle; SAMRRT IfpPnenor nere fingerprints,

SR B SIS S S et Bt socurty
systera@Xenhajeneude aChienwetrioseassrez2204 whichendhyr ise wapfigured with a
Senustoirlain%:ﬁort gt%er hardware and/or software for acquiring and/or processing the
biometric data from the person such as, for example, optical scanning, capacitance
scanning, or otherwise sensing the portion of cardmember. In one embodiment,
biometric sensor 2204 of the security system 2202 may scan a finger of a

cardmember in order to acquire his fingerprint characteristics into smartcard 100.
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security nmethods to store and/or access the bionetric
sanpl es. The present invention anticipates that
W(SR(E)S/&QHOS)f the bionmetric sanples may be such l’(tiHUsmosmmsss
nple may be first encrypted and/ or séored under

Biomwtig |Sﬁ§139'f ‘82ediunay beuthcemmunicatione Wi piegratey! @mlyt 110 such
tha lg%i‘sfg ?%(?Sge??bﬁlﬁ@é}gﬂﬁt w‘ Crgr}aﬁtilégpag{noggﬁlﬁsoﬁ'@%’ gl s@flal da CPU 202 to

facm’m@@:t”&/atm%Gthét@peﬁdtl@mrmIsmaer:mfd $®(Drplkspcm@'r beurce (e.g., VCC
accessij bl e certain vendors

ch as, .for e
conadir B4R B by SRSHEN R BATGLE M ROIIG SRS AN C 110 to
u S chant [
pro{/lﬁ% eeHrC]ne gl%tsg%% goW%rr glﬂ’f Ioﬁ &Tn?fﬁstplém(?rg%fr@ setifty system
cornmnéntsanm al 20 institution, a |oyalty-point
provi militar t he ver nment

d
D HBoPnen kPR AT Vo HEPRGHIOR Of calsbtipeat i B JORMBPI4(S biometric
secﬁﬁg/e sfenf 9200 ttM?Cd%@P%ﬂé olh& H@hgaF rothd Bometric sensor to

|on may i nclude a particular sécurity system
initiates tiee mutial setheriticaticly greeessnbeiwrarsawrtcapdrtdlc andrsmartcard

reale 2EHDI 0Bt & brrafas vollialin §f B Bpr STRHEY! “sitftcara 100

ma?‘%!‘tﬁltl%*ﬂ%jflﬁéelfp@lht Bﬁ@'dokﬁpféréﬁﬂa@hlﬁﬁteé fdlgitlﬁj:ﬂngénprlnt stored in a
Using, for exanple, fingerprint sanp

databa%e e. Q;,laﬁg?éflb'r EEPP&M& ln@lydemnu%r@aaam &0 ofl h@ri‘@gerprmt
BB b SR T, BB M BBl SR e or more

par(ziﬁ@iﬁfétiaéessli@hﬂmn?@ fgn’\‘i?/}thl $rphtdarda 100 oedudie aﬁgne@hmunlcatlon
be configured with a sensor and/or
sofewarer angfccrmaéd\am onchslindwios exaMBlegufMer§akhdesder 2500, a

Unl§§?8%?§$él£§anp?e’ B é%ﬁ%bﬁoﬁahavﬁk%@st BSnH@étﬁ)‘?P §UWhputer, a

( i cal ‘scarini'n capacl t an
net@@a0Rinddor ay otiar meaas Sfensongnmrineatmgt i This (brfansfer of information

cardnenber. I n one enbodiment, bionmetric sensor 0 ,
mayfinglHee diseupt epCrypieRNeTYRLIGHySeUAR KeYs, n@@&ta ocrerﬁfz Cates and/or

€
o SESFESIoN PNl eS8l e Sy 100 may

add?mmmzaemmma% \Aaihomimtd—partyedatabaseﬁmonwcn!ﬂ.ete ra comparison

o R SR 00 Db AR S Y A8 win r
bloHe@tr@@h 18s.S1/anaked Pkl 8rphfe, écﬂﬁpéﬂlécﬂi gnd similar terms may

activating the operation of smartcard power
inclederdegeneining siviarities rtiterences,(@yyteney obglarrnents non-existence of

tion.wth bionmetric sensor 2204 and IC 110 to
elegle&t%@p@/arttip]%llla%& red power for operation of the

bi ogply QQZ%Q}»‘%&M@%’%@%C&%&%@N@ td Aueghticate the biometric
exenplary a ication of smartcard 100 i ncorporating

ancbu\mhéate dhesé’thI‘rmatle’lsysl‘-\ém obdbe embogiaenisaynay a?&lt@rnatlvely or

n t |
ol BelusBroroGie BTBRbeda PRERmbE 2 Eittdlef bpne or more
thlréftﬂarﬁﬂaéédiﬁlﬁ)ﬂ wehdgrader OHe0lor andreor cdraparison diechniques and/or
verification of the user's identity. Smartcard 100
technologies may be used for comparisons. For example, for fingerprint
comparisons, CPU 202 may utilize an existing database to compare fingerprint
minutia such as, for example, ridge endings, bifurcation, lakes or enclosures, short

ridges, dots, spurs and crossovers, pore size and location, Henry System
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may digitize the fingerprint and conpare it against a
digitized fingerprint stored in a database (e.g.,
WG e@anif«2ys EEPROM 212) included on smartcard 10BCT/Ukm05/019388

caligioteq RHEh s ORSt MDY Bnang arers PR gdhsT MEthSd known in
thedﬁfﬁﬁ% §rm{ﬂgf,@l‘ Floﬂg with smartcard 100 through any
t'hon

conmmuni tware and/ or hardware, including
f orSemasieprde, 1 @mnayaaddmeaaiefr bes @onfiguredniwith ssecondary security

progefiiscl? SaMMALENG! ERenRIPBIEtS PoGtes RLA® 1o} bahg Bsed. For
exé%ﬁﬂ@“fﬁ Gét‘e'c["éhe Jé‘é of HIRNH RIrs SmaREAITRI0 Aay tB@ﬂthher configured
i ncl ude use of encryption, decr ption, securit

to oiegsued binad flowe do etheshdobrcorer E@llgéedrrldgesdé{m%§d@§3 of the

conflr the securi of the sa tc
findig S alior iy SPeE siebaftal oRplReta Ffsi’ Bl sagty fraud.
OtHe? dergirity brdRRIrEOTHRENS@AThg BRI WaEHRridRY tofasiembBi samples may
identifi'er and ot her srrartcard identifiers stored with

inclurle meinéiadingi RuRihiRteN s ekl ARG/BT riis ciAPEr eressure: sensors,
bl"ﬁﬁ?rﬁ)l%glrngﬁ é:ﬂﬂg?PWHo%nt §ér§£%r§m od nﬁé#{dg?ﬁﬁr‘ér rB))%'bQ@ pressure

ferences, €xi's enent

serﬁm’s eandibe sy @‘therelpwcmmseaﬂdfown tihethel loet @5 diﬂhbrﬁ[dfétlng the
y facilitate the | ocal conparison to authenticate
aUthﬁ@t'(EﬂYd?féi'@i‘@t”%ﬁ%mp[ﬁsl date the information. Any of

t heAﬁé'P\?éjﬁfgﬁgttﬁeWm@ rfcelhf?ﬁHaY?hysﬁ%rtcé@‘l 0 %Hﬁ'érﬂartcard reader

i nclude re e conparl sons ormed or controlled b
25@enay ayie amthenticaimrt yam:bctheliraynsm)hldnrmayOpeoccHedmceordlngly
nd/ or echnal.o

HoWgrSe Jhg Ry SEHRT cRBeTadtains: Bat 155 BAGRIG ohloetlt Hormation
ma§ BRAF | 5 Ay f PQPnltJ .ﬁQﬁeWnéétohbh %%cﬁ%@xﬁtéx%%ﬂét é’ﬁéﬁfhe mutual

0O comnmpare nger rlnt m nuti a such for exarrp
authed@ceatmu Agany ppfnn e the transaclioss the swtermmaye@ddltscmﬂlw request

carpapg{:ekp%;n ot SﬁcﬁryaD glllg %ﬂﬂ &fy%oé%gyeéla%%gg%'tezc? Ph the transaction

acdaht URPOBLRHEHR s&ApRIES 'p‘?@vnééq{lr’tﬁér \epifisation @Fl Ssardmember's
and arches, and/or any other nmethod known in the art

ldeﬁtbﬁlca’uongeAprpaﬁ o the ransastion, Sasdmesnber KEYORW)ay be requested to

addj tional | nfl u th 0 e t
selBPoblitPle o SRE AR HEE o o BTGB b S SFslr Foqgys, debit
acdRinRoAnder rmhelrsadco&qs adsoetatPvgih the Bedraetrict S8mpke The user

of fake fi ngers, smartcard 100 maty(?be further

may obe i feseatedo Wiasulig i sgountoaptions ek dispfay associated with
sm%ﬁéé@ﬁéé’de%%ﬁ&?dsecongﬁi 3bot I%\ethg égrttgfsreté:gﬁg/eﬁboﬁgr§nd/or any

any ary proce

other gimehtiat sretrtansaotionr dedice d3dveiatoac witht 3 tpamz&xﬂlones In another
for ensuring the authenticity of bionetric sa ngg/
empadingd, ARHYEs TAY SSIRRLIONGi 9 atPP@r?CPHPtSr cFpmaxa H@ﬁ@r partment

sl 3530, AT SOk gnaul Lo Bgpapam store issued
acqoues Stiaeailable, for a transactlon

In another exemplary embodiment, biometric security system 2202 may be
configured for facilitating biometric security using facial recognition or recognition of
any other body part or object. As discussed herein, facial recognition may include
recognition of any facial features obtained through a facial scan such as, for

exémple, the eyes, nose, cheeks, jaw line, forehead, chin, ear features, head
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sensors and/or any other procedures known in the art
for authenticating the authenticity of bionetric
w@a0opleros After verifying the bionetric informeT/o82005019388

sheg, B ®A9 G 1eadig ot REOR e BRBTT dAr P b gbeel shape, distance
bet?/%%ﬁftﬂﬁ%%y -anfd?ér BRI RS b VBIBHIcIFC GRBLAITPS &S 2202 may
hat t I cati'oh o y

e Vverl lonetric information ray.
incladeua iomatric pensar 2204 hvéhich amawndis oanfiglordawith favideo camera,

exanpl e, after.the tu aut henticatign.
P51 et Hardeiihaalis dArevinst dyeou Ay Aiher dipngre andior
soffvPSHEeR acikHEE TRE hidPetit Bht flBhiN RO PersodtdiRh as, for example
Identifier associated with the transacti on account

videmétannibgoaptical scsanjiigeor othervisedeerising pay portion of cardmember.

verification of ca er' tdentificat]
In o mieman, pRbE SR F2rreab B b s n 202 may scan
thelf86&'65 h *ArdmenfiRlr &6 brddraoiaegeairehis keidl icharsdtefistics into smartcard
accounts, |oyal té@accounts, credit accounts

: ( I debi t
10G.c Binmetric seaser 2304 anaynbe i semnugtcation wWilh Wt H Q sich that sensor

22 RSB St g TS SO, LB o o it

acthaBng caedoperatien @S8Martsardt t10ar d ALpowen $durcd-(eag.i WCC contact
securi t%éi devi ce and/ or anét 25 ot her financj Al ar .
106(parTsaKPegh CAIVNHBICAIER I PIBMAN ReRSal 2eidhend 4. 1 10hto provide
i r i . f
iR o RSB ERon AR B Sk SRlodinents
manwaldne axdhplargubpptication lof smidcarda ¥pdnconporating biometric
store issued account, if availa

T SRR Pl o o et
to ipg%{’;mé ﬁﬁ@&%dtﬁ%n%bﬁ%%gg&; BBve¥h sHBreary nggraﬁ*@j smartcard

acilitating bionmetric security using facia _
readec @500t iaod/avrtor povite vérdficatibn efripeotsasis loemiitypaSecority system
ject, As discussed herein, facial recognitiqn
2207 ke PEBTHE PO S med Mak TPaS Bopan iy feet away
frofnNE&YY Zodaci RddigGmNys %@hs@ﬁQ%Mma?W@bﬁﬁ?@ﬂé@l Ry @8tect facial
nose, cheeks, jaw |liné, forehead, chin, ear features,

feahwad of 231540t RDEE/ A 1a2s B0ty ress tusamhibeswMelifape,

airline featur.es: sld Q j r;
o i T AR ot g i, B Edbpd At  ciized

factHlYséH tdteredt her 8oHatdBiagBeld.bC S€EUHLY t EEPROMMZ2Z)2included on
may include a bionetric sensor 2204 which may

be .
smedngidgdPed Whehfagialisgen wdereration By additiepalinde compared with

. 1 magi d I Vj her .
qu{g}%wg?féérgn@f & IQF gﬁé%f t'p\i\ﬂjg%ea rwo'a“gt'r ggglsﬁé‘ I@ég{r? ﬁrté Iegfl%%r\sl\{'trhi smartcard
100l ah@dubhaanyt bempRirseaticgustitasre and/oexanglvare, indeding for example,
scanni ng, optical scanning or otherw se sensing an
smgdeaidoreaster cheh B Conﬁeew,@%@'%%??nﬁ@@ﬁ%b d gomputer,

f rd 2 .
ne PRI nf SRS G YRR TTY RF R b Rrormaton
maghﬂt‘:l@déaléesbf enctyption sdecryption) sedlity Repsredipital serificates and/or

204 rm%/ be .in conmmuni cati on w.th ]J % 110 SiJCh thalgt
othggs segHrity devices fo confirm the security of the sample.” Smartcard 100 may
additionally communicate with third-party databases to facilitate a comparison

between smartcard 100 identifier and other smartcard identifiers stored with the

biometric samples.
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10 2204 receives the facial information and transmits
a signal to CPU 202 to facilitate activating the
W@mﬁfaldzw of smartcard 100. A power source (ePr/USMQEN19388
106( a) ) in conmuni cat i Wit h .. . :
‘o ORBEk 202 JBhe HolBE T dore aaDPREeq By Al iehtisgte the biometri
fesay odi f ARAIH | HIMRhEhS ﬁ%@pértém tivel
an sysé%m é%gnmio nrog‘]ne%eféf Pgére?mappl I cation atvely or
additimmdllyaindlut@Orémater pmmaerla@nsblperfermed or1conicdliad by one or more

thlra%/pS&{ mWZZOIZaI%syStdeorpﬁtZJZPﬁqréa Zﬂscmaaget Ecgﬂrﬁaerlgon Fec%nlques and/or

tecﬁHct)IB ﬁ%‘y ‘acf%ﬁscékﬁbéﬁ‘i‘s%hssn%P Eathpl@0fdfcial recognition,
smar car rea er 2500, and/or to provide verification

CPbf 2ﬂﬁena$ertlllze|arem<l3ttlyg Gshase jo spmpare 2003 peigtsheuch as the

s QB 4 b eSTEATEEE 58 3 b gootn o e

use?f%oéyéTBMleﬁsCW\VHIQ Wi sbﬁhed’g/‘p%gtoff rsdadlpoird® dredlstedsthe present
of a user turned at |east 30 degrees toward. the

inventinyr ecogmigesdhatit mbnwy t@atgthfarez are aeert 8 differgatanoda doints on

o GOBRL Sadd RPN BoChAbd £l LB et

Ad@lﬂ@hélﬁﬂl’tlﬁird-garty'ﬂeeld‘e@@wh wwmalmémgmﬁemeoﬂwwe and/or hardware
additionally be co d wwth information from agn

sysiene oay ba iseriy fag e&gesalasmmmﬁq@ & {ftp Systems developed
by ‘?‘/ﬂ%%é: e}h%ﬂ?mabqu%ﬂﬁ u i @Q%gmrrg[e@télﬁé?nﬁms ’t’f@{tﬁacmtate both

r’exa
seaerhﬂlgrfaZ;i'z(DQanoﬁoKJEBr ceans dnd adjusting retbest datmbasedoon eyewear,

comput er net wo h f
facal nﬁwnae%pmeg 5 oSS QB fafial AryPLaat BapSargiice.
'dlnglétf%‘?t arf 1 Q erﬂé YRy di nalﬁﬁ%e\’@o'nﬂgureﬂe%m t36coBNary security

|cat S an ot her curity devices to
procediifesmtd benfirer thatt fakef biohetdarsaineplesmaay dwr dofldeingaysed. For

ox o B30 5L SO CRts. it AL 8ol HREPRES Be e

coﬁf@%‘?é%fté FleRfe %H?ﬂ flcﬁﬂairot &Steet & desrd Sﬁtt%rﬁta%@éiat@d With facial
t e ionmetric sanple 74 WD 2006/ 014205

feaR(r@s,Lm@/@B/amgﬁber sezmdzemsz pregedugeitp iredyed hiomeitigl security fraud.

Othec{n?a“ Ol?)ﬁctécoq :eﬁ%ﬁr‘?ﬁj@n %hﬂﬂ%ttlgh)z ogrkﬂ%rﬁwt@(rlc samples may

|ncFE1|d(eeFrRﬂﬁ’doVﬁbpr§>pﬁll dﬂdﬁbrﬂ ifgnaklivall A6d/oddris eving, pressure sensors,
conparisons performed or controlled by one or nore

blirtking csqmaorsy Revani mptigenaensnrs ohedyr hear éeemaang@«ﬁ any other

proggﬁ_g Oigrﬁoﬁ(gawg%raer?g eﬁnﬂ&#\ c%ftlﬁg gﬁg?éu?g%ﬁg%ﬁ? ‘E)'iomet&glsamples

AftéPdermiinguthiel bidmetic BXodhatig, datatase 100 @tdmmaetcaaﬂaeader 2500
poi nts such as the distance between the eyes, the

mayiedin authemsicatiyeby ey of Mg meieodsAeseribedigIEN- of t he
uselr an&ther Se%t‘rgﬁd&yt%mbbﬁmﬁ’éﬁty bRIAEE YRR g&@?ﬂ 2202 may be

Tt €NareE | resent ~ 1T nvention recogni zes
coriflmired tfort fackitating bimathethbﬁeeuatyeusmgrvo&tb de(fo‘gimtam As discussed

herre?nda\lmgeo Ir<=r,=]<§osgn(|)’tPon may include recognition of voice and/or speaker features
such as, phonated excitation, whispered excitation, frication excitation,
compression, vibration, parametric waveforms, tone, pitch, dialect, annunciation,
and/or any portion thereof. As discussed herein, these voice recognition features

may be collectively referred to as a "voice print.” Biometric security system 2202
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10 a human face that may be used for conparison in the
present invention. Additionally, third-party devices
wGeewh/0a03 aci al recognition software and/ or haPCWESE®05/019388

«SYSteNns. may .be used.i.o..f aci |tatefaC|aI recognitia .
maw@ﬁl%@ 2n Biogyelris rgensey Qvhighy RY B &ony 'Hﬂ[ﬁi'w'ﬁh@n audio
I [
cap o il SLER aR Pt HIphafe, beThar Ine, computer, speaker
anda{d; Memgasmmedamtﬂba sbfiwiate dor egquisiag, thel biohaettial data from the
ther nge n outward facial and/
perdansuclits, ToLEkamot S saghing: et Sdh8hise sensing the

orﬁgﬁfdfggfcﬁﬁembbh secondary security procedures to
confirmthat fake bionmetric sanples nmay be not being

useld. oRer exermipiye applicalionesf smeartgaed of0G dreorpasatilg biometric

cec LBy 5 9202 A S R o S2BHR Y B2 dhamember

to iARBES e ALtMalt AuthastictioRGrbessd betvean irairtcany 100 gid smartcard
secondary procedure to reduce bionmetric securit

reaflen 2500 CiAREYOTs deu pravjder weidinaties. Pér thensifdrsg ideriy. In one
e Riortefle SREE 230 PTG Shcllily sVBERY#202 may capture a

vo@@?ﬁnt VeSS W ejsgegreoﬁés fol exenple, Smr[msssphhawaor audible PIN.
nmotion sensors, bo eat sensors an

Biopraitie genear %%%Waynyq ecqpmunizat @unt‘ﬁghfé 07 Hfﬁ@’f sensor 2204
rec?wggecﬂé'\fb éey %)dooff‘?ﬁém&s 24 & %0 Cﬂﬁi%d e ‘éirlteftwa%ﬂvatmg the

b orre mat 1 on rtca smar
opéreﬁdﬁrof%ﬁwtca”rdyl Me%mmﬂrmm@m gorvVe¢ mr}tadﬂ(ﬁﬂr(e)) may be in

corgrmbuRaTeRNI b bR SooseuRed 389 dEHTEBIaHp e desired power
foregafétwﬁmhé%oﬁeﬁlé ééo@htwgyé%w@;rﬁp@néﬂgur ity using

I ce recognition di scussed herein, voice
r ec8grartcacch 168ymay digitize hheoaym priohaod comnaée air@gamst a digitized

RSN e B RSO S} 4 hRRed on smarcar

1O@°”ﬁ5@%ﬁd§1prlﬁt Bf&fnh&tbn ﬁiHyaHBHi’ubﬁaN\P‘b@f e6MparddMth information
pitch, dialect, annunciation, and/or any portion

fromheneof moke third-pastyetitakasssncommsicatingakith smwgivard dQO through

any, SR RigaHR ek /by T ebEls HhEld Wi RxatBlé Ssmartcard
rea@l@@ﬁ.iw?éﬁ)%_rédﬁ%%h0é93/8r§Ieslchonrﬂbotloﬂ B computern a network

tl. maylncludeablomstrl
and/@érﬂs’b’r ommmmnghfq&e@prb@uemﬁmgur &P 402 dﬂawaplbtate the local

corﬁ@? %ﬂ;ri g%ﬁgﬁej\t%gfeht Stéf;&n%tgé %?J \r/‘aﬂld g;ltﬁ@nﬁﬁ?matlon Any of the

embadimMerte angy oaltemitivelye d‘roradalﬁwuvatly nindlige bremete | comparisons
data fromthe erson such as, for exanple auditory
peréerargf AGcOntElRddhgnNSPr mqﬁ@rtW%-@a%ﬁ@antytw doss.
por n r X HH t490
o Eop G T lon (R ARReS P tecrBRRqiBS A R sed for
cordgdsorsy s Femeaplareyr vaigtureogiton oCe&) ROR maytitizes an existing

car dnmenber
database to compare the voice print by comparing voice print waveforms in the time

domain, by comparing energy content in the voice prints across the frequency
domain, by the use of stochastic models and/or template models, and/or by any
other voice recognition method known in the art. This transfer of information may

include use of encryption, decryption, security keys, digital certificates and/or other
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to initiate the nmutual authentication process between
smartcard 100 and smartcard reader 2500, and/or to

w@e@eideoverification of the user's identity. POI/USM0IQ19388
.enbodj nent ,. biopeLrlc. .sensor. 2204 of the secyyi

It
secuyibt &RVioes? toresordiam e seculibh & thei sem MRlfen Smadeard 100 may
addéﬁ&déll?scorn%urﬁ@t'ep%% %l&?ééﬁ?hﬂéﬁﬁagés %dréklllﬁa% '?i companson
lonetri'c sensor 2 may be 1n conmuni cation Wt
betWé8nssmbrtthat 166nislentiR04nd radeeri semrtcaed vdéntdigus |s’n®red with the

. a trans a n to CPU 202..to facilita

bioReiTic, SATRIPS: & Uil e BRSERT EHETIGS ATEse Uggygtone or more
third gy e iods suthhasORiLe Fecotha S0 gnd/or Hardware systems to
facrhtaberwkscehprrmitesnonWrrsomer sutbr agpdemtaxempe BAELINK and Voice

S ng c security system conmponents. Smartcard 100
eqr.g&y ya %e the voice print and conpare it against a

di g8 niariedrd WQO%d?br Bhy Steéethirdtharty abalatgevdrRid - system used in
security EEPROM 212) included on smartcard 100. The

conneictien pwithit smattoardat1i08n Mmeyy addiionabn e ycandigdeeh ayiky secondary

soch L RL OB o i QTN B SR uses. For

exahileC ATYteeR the nustoTof v recaiddtovoibe) dyetetn 2204 udayde further
for exanple, smartcard reader 2500, a USB cqnnecti on

corfigurec te sietee naedio] nise asse@pipdewith 22 SlRFNIC Sey)csy and/or any
[
othgr%el% %rg%‘&éfig% & ‘?Ig%é‘nrgaﬂr??@gﬂ%t O%ﬁtﬁﬁ%@atﬁéﬁer verifying the
biohieti@tinfarmatidny adrhdatardt HO0i ahdr satareard Aeadef 25@0 2%ay begin
enbodi rents may alter gat [ veI or, additionally include

authepigationdnptive BgHwds (ﬁmcontrol |l ed by one or
morie Aithdr %’S?érhélaéﬁémﬂoh é!W%ﬁ pr tQhverich, , biometric security

conmpari son es and/or tec ogl es may be use
systemn 220hpeay bensonflguree Xanfdaditafing bianetria ee@g“rtytuscurg srgnature

oo A b et e SR R SR goiton o

thet%g@ @Peé@ g5k NstylD¥ [TESNAE! HGiRH RIFEMMSTON, Qfﬁaréﬁer Aeight and

vol ints across the frequency ~ domain, by the use
widdt aadmrrmt;en signotise smfarmat:ﬁn anefor any pastien éhereﬁﬁd@rm%%e act of

her Vol ce, reco on neth k
siofds TAErGERSEd (B aeSR FEDMTet Pttr it Ypaltibs may be
coll%%ﬁ\r/é_’ly_trefer’fredjﬁﬁéy R *éi?‘hatﬁr%csléaﬁ Y Biowsetridisgclifily system 2202 may
certificates and/or 76 WO 2006/ 014205

incled®/ a/diomsing seasor 2884 rwhigh deay dess copfigeied witht e LCD screen,

drgﬁ%ﬁﬁ:}[ a&%eét rgn‘/gre ﬂﬁ%ﬁ%@g@g§ﬁ%ﬁ&@h ét&/%g??léfat Ja{:rlrgates diqitization of

biofrRgfi¢ dhed from BRNPefsoRciuchbel, ieesxanpld sighdtutéGcanning, recording
identifier and other smartcard identifiers stored with

or @ﬂaewlﬁeeﬁesmgdheﬁm%gre ¢ugardeembele present i nvent i on
ant j Cipat Sotfifa oaﬁﬂﬁceﬁ[ﬁ)ng%? tsr’ﬁaﬁ@ér‘od (100) tlHC(%%Y)re?t% biometric

sucll'11 as voi ce war e and/ or har
secifity estérn 20aQ| Isyseéra 2202 empiyi chptuweptte sigisatusicdtan of the

cardmerIrt?er teoxﬁrrrrtrr)alrtg tﬁéﬁ%h{\dﬁr %n%entrca? lon process between smartcard 100
and smartcard reader 2500, and/or to provide verification of the user's identity. In
one embodiment, biometric sensor 2204 of the security system 2202 may capture a
sighature scan, when a user signs, for example, his name or a specified word or

phrase. Biometric sensor 2204 may be in communication with IC 110 such that
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Security Systens. Smartcard 100 and/or any ot her
third-party security vendor systemused in connection
wowaok/ostzes t card 100 may additionally be confi geeEUS20%/619388

Secandark Vo ..10. securd L.y..pr ocedur e o copfirmthat, f
SeiPbriOl BCeRs 11 HATATE B GndstanSPLr R do U 202 to
fac@ﬁ%ttgcéctﬁlﬂfgngzstﬁeOépéga{i(gﬁ FASHaMOL e 108Y SASRBWEP dolRE REg., VCC

her onfl gure etect audi 0 noi se associ at ed
contad¢th! Gfay)Ireay berin codeviinisationl dth iognetric RensaredHdang IC 110 to
rocedure to thwart bionmetric,.securi fraud, . After .
ool i ciefied "Bobiese e aRAr S Porins MG Skrity system
cor@@&‘u%’ﬁ@”card reader 2500 may begin 15 authentication
the met hods descri bed herein. In another exenplary

enbBatianteard 300t maypdigiizet tHengigmatwre, searomsdr cempare it against a
. secyrit system 2202. ma configured for .
dioR e Iy R OHRLR] 1 SUBLIES (G nge G UREERBOM 212) included
on SRfERERYKA 1100. THe Higtats e dcre ifofmatidre Mddy BEditionally be compared
recognition may include recognition of 'the shape,

witls pisfafmationokrem seng u preres thied-pertyi databases neamemnicating with

o C aht oy , ) .

smAFBRAAT oBLER s Sorg M blelin eRluPrsinsr R RRe fotucing for

exdthples i stmdrighrd A adics C26G% da e8I Bonhéwtiom, Sa gniatlese connection, a
recognition features nmay be collectively referred to

coragutgr gingiwetly andarany Bierenpars dc BpPMMUNGaingm 5902 202 may
facfitite. ey f ?%#ﬁggﬂﬁ%'fb %%‘Eﬁéfﬁic%?@ﬁhé“b%éﬁ%l gfid validate the

confi gur e screen, lgitizing ta
infaxntition. otArsr oficthévwambodiménis salyt akhematitialy dacidditiGitadly include

digitization of 25 bionetric data fromthe persan, such .
roniS SR PRSSATS BOGPENER | eCUHIRIRInGY BB drile TOR-Darty security
grw se sensing the signature of cardnenber. In one

exenpl ary application of smartcard 100 incorporating
bi offi@t exampleefarnicice Leegeitiop20PU 202 reay atlze amgxisting database

to GaiRbRls (15 FAUVRS o 2 Gigiraie o X GTBRYTED GEanig Fharts, and or
othePRI=& abhtihgOto3hape, §P§é«9,¢§fr6ké,e§t%!s é%&ur@,rﬂhmﬁg tigformation,

provide verification of the user's’identity _one _
charabiedihedght, amnd ovidthr Bodsrzo ang Zdken Signatureem@gognition data. This

system.2202 capt.ure S| tur an .
g & inrelB ) e EoRu B SR g gt 8y keys,
digRAIr 8&RificBicRMBhEIcF S81RF05edlRy dBWCde td Noarfitiiuthe addouiiity of the

with IC 110 such that 77 2006/ 014205,
sarppEl Bredsanh S maysaaditenalyae mugeicais Withdhisdpeaty fatabases to

k0, 2o SO e LOFrk 8O0 Whfr 85 L Cmarcar
idefffigreesi®ed. withChe tiovhatic kaG(Hes. miuriher] the present invention

communi cation with bionmetric sensor 2204 and | C 110 to .
antifipategdisenel @88i eremQseviBIdfRAMtYodRYIges SHCBfas signature recognition

soffhSYEBLAY/Or FRFAATY syMERREMo PaciRIRCBERbIre scan comparisons, such
as, for example CyberSIGN, LCI Computer Group, and Xenetek.

Smartcard 100 and/or any other third-party security vendor system used in
connection with smartcard 100 may additionally be configured with secondary
security procedures to confirm that fake biometric samples are not being used. For
example, to detect the use of a false signature device, system 2202 may be further
configured to detect a thermal pattern associated with a human hand and/or any
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Smartcard 100 may digitize the signature scan and
conpare it against a digitized signature scan stored
WO pooa/odadabase (e.g., security EEPROM 212) i ncPameEs2008619388

.smar.t.card 100. .The.si.gnatuyre scan infor i 0 .
OthGHgeEP RN BoSETUE R TaKa PR SPRATDOFeHd ork e eRying the
bioﬂ%“tﬁctihfddﬂil%%ﬁt ysrﬂéﬁﬁé’tgs%oc%'ﬁﬂu.%h%%a?& Midd2r 19500 may begin

smart car t hrough any conmmuni cation software
authediicatiomapydtker methods| deticnigetl drereiexanpl e, smartcard

- Eorniier e EMRANGTROSHIGR: B el RereoetinSaigm 2202 may be
corg@:grﬁg&ﬂ] rSetdcatingblodfdrid®scufifCiiding AR clibe J-0enh _rg%?genition. As

arison to adthenticate the bionetric and vali
discissed hemimayasoularApgiten ey eebold reaogsitipayof structures, depths,

and AFEF RabBl ol o PR S50 TRl gpgues. canitary
tissuBk! EpiRgiiay tis8GaH, idonnekBnsl s Sued, MhusiafiBbges, firvi@d 8Ad/or other
recognition, CPU 202 may utilize an existing database

innep tisshparand/or anyapaitieos Btereofsi dimtdisaussednheigin, these vascular

r ry «Other « ng n: :
pe RGNS 9580 cBIRNb, PO (ESS LORLRUEELBIADY Biomet
seduityr srtémn 2200 ehwy datledehai gidmetnid \wedsbr ARP40rwiigh may be

any other signature recognition data. This transfer
congigured oWt ABNORREA! | EANIRE. UsEBYof UIEREPYNE i §eMputed tomography,
1 I T
thoffiE YPART. R E6E ik Atfrare SrbTbofiible 1 FaETiaies capture of
bionfettit edataafiphe.th&npetsoar dudif Oasyaforaddamiptenaddayining, detecting or
conmuni cafe with thi r%;%arty g(?tab ses to facilitate
othgnKisRSENSEErR KesadnPal R &P MBEDElent i fi er and

ot hey %areggﬁn%hiéabﬁﬁﬁgni & SstbRCERH Wdd ihB&porating biometric

bi onetric the present i1nvention
seamity csysitras 2268, ofystera @20Boneayt Hapiknearthy dasdutas scan of the
uch as signature recognition. . software and/ por
carliiamiiere o feRtiRe gRrGe auliinicaRgh Afrest Bafreen smartcard 100
and SARAMCaP® PSad TUPADO, 3d/bioto BroRTHY fefilidigion! SM¥helider's identity. In
Conputer Group, and Xenetek. Smartcard 100 and/ or any

oneembodimentd bizmelyicssensor 2904 of the segwity systesd 2202 rsay capture a

connection wth smartcard. 100 may additional Ly b . .
vaseOt sGanonnih c SEHREE Gis teReR AR Of shaiiealsciner. Biometri
serfsen 208 hBfbef iRk nindARktbA VviENT a3 0auRhnBbt Behstsr 2204 receives

used. For “exanple, to detect the use of a fal se

thesyagraarr ecaiedndetrargmwitera simal fayCBY P2 ttRefacilitate activating the

onsionl TR arsr ARG R BobroaagRiad b ay be i
cormifaliniaRi0054ithL BidBtetrio skasos22eh dad YCpiracledsrogideothehd@ited power
bi ometric securlt%{ fraud, After verifying the

for pperation &f thabimelricdiecushas St EOrURPNYES s ar t car d
SRR DB A L PP ol LA eference
poihisoamd compaes ir againslys égitizrD2asmylabscan stored in a database (e.g.,
security EEPROM 212) included on smartcard 100. The vascular scan information
may additionally be compared with information from one or more third-party
databases communicating with smartcard 100 through any communication software
and/or hardware, including for example, smartcard reader 2500, a USB connection,

a wireless connection, a computer, a network and/or any other means for
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5 configured for facilitating biometric security using
vascul ar pattern recognition. As discussed herein,
we aweokens pattern may i nclude recognition of PCT/US2005/019388

.St.ruct ur,es dbfl;hs .ahd other bionetric referenc
conypHRicating. AePbk 262 ey &ilfate, the lagal soEWarsep; o) %lﬂtpeﬂtlcate the

bloﬁrgﬁgiqugﬁq vERIABh Rrofrh SRAE dAr(x)? ngﬁéér Hn\SBdﬁhérﬁ%?ﬁayﬁ alternatively or

I SSuUes, nervous an Inner tis

adcﬁthalllly naﬁmgeordmae @d};}ﬁp&r@éons%edbsneﬁmdcdrﬁr&ﬂed by hxmeor more
vascul ar 10 pattern features may be collectively
fhlr@l@:aéhyrww@/wc@mvascm ar scan." Bionetric security

ﬁ% )Sf o éTHVor' U&ééﬂ?ﬁr gaﬁbﬁﬁ%{: Gnifi&AS TP 2882 WahGhutilize an

co |gured n optlc scanner, Xx-ray,
existingr dstabade to amuputard thenmcahh)scantbyecmmlpaﬁogmmetnc reference

d/ t h har d d
oo oSy Bt SR b KBS Sl S e
blo&ﬂ’ A:)r%ﬁﬂ%l RcREAY W efdHise dibidtic HotchSs OiRSIANc Sressure, systollc

sing a vascular pattern of cardmenmber. In one
pree&tmplaaayrcﬁpphcptclaei’o andaiulsenpressare, a0d/or mayrgibeachagcteristic of

el S St LR PR EPARAAER Y nclude o o

endrithtidrat BebRBtioN! Wakbuatt keps) itfdncerificass badwaenther securit
srm\rtcar '?8 and sn%tcgrdqﬁ%ader 2500, and/ or Y

devmeta/leecomﬁrmfﬁh@aW@wtbfoftth@ sryaples iSneattcarg. 109 f)zt@)'o@ftiltlona"y
corﬁ%ﬁﬂcﬁ%%@hnﬁ)@%hg QS%%%%eQZQ“ Heilitde Saecégm%é(nson between

vascul ar scan,

smaheses100 Sd&atifiériand bthyr Qﬁaﬂﬁar@lptdenaﬁe&caimed with the blometnc
Bi onetric sensor 2204 ma){ be in. communication with
sampless Utwtherathe prasent inventips @ntigipates Hée\P}sQﬂﬂ aF ”Qfﬁﬁ'h'fd party

cofih YATAS e EiEln LAPAID SR el Ghglt Rokare systems i
facmfa!éc\ﬁas(oeua} scMCCorapdrsons 1 Gich) s miyr beample28/EID International,
onmmuni cat.i on W|th |om=3tr|19[9%ne o 2204 and IC 110 to

IdeBWéﬁ/?H@At%@Agé@W% [SERRiFiC ief-i on of the
bi %%Hc‘éros%ﬁréﬁdfor%ﬁ% OIS seSiy vetddr ¥Y8tem used in

Ize the vascul ar scan based on blOﬂEtrIC
commfcaoanweth groartcardari@0c mqyaaddltlonatml s tcomfighiegict iwithd secondary

seoERLEIRCEBo] I PRiEm Bt Be b DRRNG S8mPiRataaa béifo used. For
exaﬁﬁ@@ 'td‘f:l@fé@?hé’ﬂsé%f eI ROGE ddupaTad dtierh es PRERAPEOR Widyhbe further

ofmation fromone or nore thi rd-party dat abases
corfigumeth e detasy avﬂwermehmttezrarassmo@tedw withgtasghilar patterns and/or any

ormrunl ation s r r ' u
othg;(éﬁ.ﬁpg a"é/n%rﬁc@ \A?cbgia%? g}ﬁ@eﬂgc %rﬁtxrﬂ}%@ i %ﬂbq véﬁfylng the
bioWieti§ ERforARABACdABcAdCaUDURAL, sthatehrdr feaded/ 280@yay begin
ot her means for 79 WD 2006/ 014205 PCT/ US2005/ 019388

autbenticatiosay g metmdgcizaaezﬂyed éi'@ﬂ’q?'ﬂt ate the local
fggp?é'}‘%t?‘gﬁ ?(8ﬁ+btl%§ Haﬁg{l lol?hé’cﬁgtsrécﬁr@ﬁgyéf@H 938 may be

od| ment
corfiigupsdddi ¥Rlilitatrig bﬁﬂﬁeﬁrlbogmidr&y iustHgl DA diterhetrics. As discussed

her(c:a?nnﬂp[?{l}\sb?gr?we rlecrsfr%rag‘lergcll?cge ?gcrg)tgwlaclcjnegf sqyuc?gr%soéegg Irsgquences and
other genetic characteristics of skin tissue, hair tissue, and/or any other human
tissue and/or any portion thereof containing genetic information. As discussed
herein, these genetic features may be collectively referred to as a "DNA scan.”

Biometric security system 2202 may include a biometric sensor 2204 which may be
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third-party security vendors. 5 For exanple, for
vascul ar pattern recognition, CPU 202 may utilize an
wezi0s014205 dat abase to conpare the vascul ar scamhyszoos/()l%ss
oints, vascu

corfGurel WA Mizsed omCalmerapa SaeDioek AERRE it ptper hardware
andyBd sgﬁﬂtafbsthat%emféé@é %%gf{fré df%b#\@!ﬁ&dé@y%ﬁf ffe person such as,

Icrotic notches I ast 1 C pressure systo I C
for praswple ecaramg,rdntectlmg)ochﬂ;@r\wse s;amlsw N scen chedfdsnember.

any, ot her char cterls 0_vascul d/or tissue

oot Focle. SHATP iy aroplodtish ot SARERI 1(R] nfumblTi piometric
sedrity § QEMPDDOD, s\EEEMYPI0DhayS@pitifet thekBX® séirdbt Ble cardmember

certi cat es an / or ot her securltémdew ces to confirm

to mHil@t@atmmutlyal(ﬁuthaetl@mm rrocgsmbebrgan swarfeayd 100 and smartcard

ddi L Il ' th t t
reefGfs Sa nblora WoRRTe Sleesbln of I el TOBRR. 1n one
embe@itiéritl ®iorABHicoOs&REorsPBI4 R rthe | skt ls?él‘érﬁtZZOQdeyt bapture a

the bionetric 15 sanmpl es. Further, the present

DNAnseat ivieraatuser sebatts ganele roaterial tonggnsar 204 piemetric sensor
22(%1;@%?%%“ d@ofﬂﬁ‘nﬁfﬁé{twna&v tﬁ%‘ %40 ¢ T‘loﬁ{gttée% ?‘fﬁo‘ﬁafe%elves the
scan

war e sys facrlitate vascu

DNeosgar and lt@nsmnteha siginaf tor CEXB2PR ¢ f&lll&blma@tr\mh'gdhelaperation of
I dentica and ABT Advanced Bionetric Technol ogi es. )
smafgaRdc atdP- 1000 aRBNEF  8RAYICEt HEHD-t hY ¢ §- M@ctsgl&ﬁak may be in

r
Co'ﬁﬁ‘q'?rr‘%‘_\}é’éﬁ@. ona%l”brégggggg ﬁf‘gcﬁm% seconc?tf%djesIred power
forspet:a‘tldnyofnhedaecd’ae‘em sen:ucnnsﬁystamtdmnpcbmwl onmetri c
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associated wth vascul ar patterns and/or any other
(e.geconmluity lﬁEE’MMr&QOJ lnl@lmiletd wnorsarteardedPi t yThe DNA scan
the 25, bi ric,informtion

iR ey i e oePareeL BB sk gl R ge B more thiro-
parf 3esdseat b@rﬂnh}hlééiﬁlmthoﬁﬁaﬁééﬁ HBEdthgligH iyl Bommunication

anot her exenpl ary enbddi ment, biometric security
soffyareeand/e0 handyatss inclodinggfareexanaplef soiaricaad iragder 2500, a USB

coffRTFh! = YGEEHS BRI n B e i f5°8er moans

for%bfn\#ﬁ@'lrhib@mg gere) 3e2 wencesilitetadnsd el b@m;ﬁm@@hlt@ authentlcate the
characteristics of skin tissue, hair tissue, and

biomejrie and validaterthe infosnatiamd Ady o,ﬁme thqd@ﬁenwem@waltematlvely or
BN RS, b PAEbAE eyl 619 e, or moro

thirdspaaty’ @Nmrsyca@ndgrsBl omnet r| c securl ty system 2202 may
include a bionetric sensor, 2204 wh O
200EPTRMEMBIeptor DNAJESPENERECFbbats @Bﬁyeét'lﬁet?ﬂ gxisting database

o (A B BATSe3  CamoFNETUpRoRBS: Bood Mpenebl auitor
regivrareinitistichat and r stopt feodpes s oexaiokroas ,borders, and/or any other
characteristics of DNA. This transfer of information may include use of encryption,
decryption, security keys, digital certificates and/or other security devices to confirm
the security of the sample. Smartcard 100 may additionally communicate with third-
party databases to facilitate a comparison between smartcard 100 identifier and

other smartcard identifiers stored with the biometric samples. Further, the present
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for exanple scanning, detecting or otherw se sensing a
DNA scan of cardnenber. In one exenplary application
w@boosienroxard 100 i ncorporating bionmetric 5 SM‘,’UUSIWS/OI%SS

t 202, .. 1 202 tur.e th
VERED les Ute Pl d (er A (Patut HEHEPE asiich a5 DNA
rec%gﬁﬁlgﬁsso%\ia%%o%ﬁhér%é}e Qtend 1S radifitard DNA 8886 comparisons,

00, and/or to provide verification of the user's
sudhdesitfor 9xampleo¢npplmhﬁb% feiencewi onetri c sensor 2204 of

t he.se yst em 2202 fure a can, whe .
S b e TR %ﬂ%éﬁ%@%&ﬁr sySteil used in

corﬁlé@iﬁ@hYMh Sﬁﬂéﬁbaﬂao 1@@0%3;&39(1@&@@@ opeELEdrdigured With hsecondary
I C 110 such that sensor 04 receives the sca

seqidy preaesivresstaacenfyrathat dakepbiopastric sampies preanet being used. For

ex%ﬁél' Vzcr) (o%ge&tr}ﬁg/%%eeggeﬂ P’Q’%o%ﬁ\{?‘& 59(59 njrgf be FUPRAE" configured to

takeoa DA CSHmple wirédtlybbfinetusiee eﬁﬂmoan}Z&HeraﬁécdrﬁlaNQ)rbOedure to
provi de the desired power for operation of th
thwarb hiemetec §§§UW"iytf93l¥£st°@ﬁWcY8 dngamesblwgetsﬁamfp&@aaono@ﬂartcard

103 S8 5D D3P RERR By AR s

herdiMA scan stored in a database (e g., securlty EEPROM
212) included on smartcard 100
i nf Br ARPIER SYRIPRIY &7 ﬂgumvtbél%ﬁﬁar%&uvfx gystem 2202 may be

coﬁf LPEARG @eﬂ:nlfté %‘Tﬁn@frlc'@é%lﬂltgodsﬁ% E\%hﬁy%gé}héﬁ?gcﬁémetncs As

muni cat i ng smartcar
d|scmﬂum|hea¢momami gebnvﬁrye bawmetricshmayvmdude nltelcognrhlgn of hand
ard r.eader nect

GoQGITY P BBE LR oS JOE GHATTA, e e o lendt, finger
thicknes8! fi er'@ﬁ{?éturé %rndf&”éﬂw éﬁfo'nnt%eré%'?u ﬂ@%lé&ﬁésed herein, these

faC|I|t e the | ocal nﬁarlsonto aut henticate the
hamd geemeitry faawrealmaj,ab@ ectivelyorefafredio asng "ladnd geometry scan.”

o SUEII R PEPbY 5A  RH SRS ey be

cor’m@fu?ed Abittt knr shirgel YostRslirdénsov,eadeise-diraensisaaimaging system
for DNA recognition, CPU 202 may utilize an existin

angfar gﬂwg@ar@wa%pé spfiwars\has mlltggﬁsc@ﬁimq g@blometgc data from
then;%% tsSRté g 389?0%% 1 eErinin Qg #e%@lﬂ%yor cgtﬁgh/ﬁgé sensing a hand

rat odons, bor

ge@ﬁdir?%canbf@émﬁembbar acteristics of DNA. This
transfer of information may include use of encryption,

30 Lﬂb(gn)epteixgmp %ryc@pphg,atpé&@f gmgrtpqu G iipeRrppEating ‘biometric
secg.{llﬁg( %&sfségrﬂp 2O§e§#3fe%%a 9l @%@ 5@)’[ % g‘ﬁgfi r@e&ﬁéﬁ{/'sto)én of the

cardmmﬂb\ercw mltvat’:é Fthehnutlal rmltlh%(;tm:atlabqs’esessa btbeedn satartcard 100
a ari son between s car 0 i tifi d, . .

NG SR B Ead 2 T R el NV oD Y B gy s identity. In

on%mggﬂ 6’3‘@@%@&%3% ©564%f tﬁels%r%g%%%%@@ may capture a

I'nvention anticipates’use 0 one
hamd geohtstrydsqzar, twheatea assr glaces dés BAAD in front of an optical scanner.

Biometric sensor 2204 may be in communication with |C 110 such that sensor 2204
receives the hand geometry scan and transmits a signal to CPU 202 to facilitate
activating the operation of smartcard 100. A power source (e.g., VCC contact
106(a)) may be in communication with biometric sensor 2204 and I1C 110 to provide

the desired power for operation of the biometric security system components.
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recogni tion software and/or hardware systens to
facilitate DNA scan conparisons, such as, for exanple
W(Ap(mlsmedoi)NA Sci ences. Smartcard 100 and/ or anRCDUR®N5/019388

Lhird-party. security. vendor t d
commanGaH ADOR MedigFe theo 4 em@é@?ﬂ%@naﬁcw pgsed on hand

geoﬁ%‘?& ;%Jr’éﬁﬂet%‘f 5 akeg@%@ ?% g%\?rfs"t' Bl d%ltlEé@%@ﬂHr%%rﬁ@try scan stored

con sanpl es are not
in audatdbas®|e.gexswrality, EEG’R@MeZ‘tZ)tIheludsd drasmartonng 100 The hand

geoé&&egézﬂiyﬁa@og\fmgg qggig n%ﬂﬂjbb?&i{ﬁéja%ﬁh\g{lh ggegﬂgﬁlﬁw from one
or H%P& GHHG S)e{rﬁ/e d%@%rs%s bb&‘lﬁﬁ'gddlcgatﬁﬁc Witht ¥niaireed ‘r‘Ud 6Ehrough any

verifyrn Iometri ormatron, smartcard 10
conandnisation caftdare addfor 2E00wars; |belgdmgafmr lexampdet $mﬁrt§§rd reader

25ohE RSl Btk o, BLFBGSF S RN ancor o

oth |‘?\‘Ce'a‘él§rf8[;‘I chbRimbmeatind.atamyg Jo0rRly foeilRgteUthict M)CEIB b@@lparlson to
d geonetry bionetrics. As discussed herein,

autrgmmate %e)lbmmeiiﬂlcc@dmyilldml t@@d”f@’ﬁt@é'@ﬂt i BAY g1f th@n@mh?edlments

eonet r ar amet 0
o SEEENAE: A7 BB SH bl FerRATRb e R P eAemed o
confrBfé®by @B\b@%bf@ﬂhlrﬁqﬁrqoéecuﬁﬁydeﬁ@msed her ei n, these

hand geomet ry features nmay be col] ective referre

- as Foraxamplgderbang geemetry re@pgﬁﬁlpm e %8&2 gy §§}%49e%ﬁ1 existing
dat%%qc.)ﬁq B%)ég@%%"e’#ﬁ%na & 'éEtf*h l‘?rfn‘?@"thﬂ’%%gs "BYg&ecurvature

an in rare

andidy Ry dithemsi t1eab0i difigiong r&ylslt gmrﬁ@tmmﬂramemmeknown in the art.
har dware and/or software that f CI it

This, ransler 0 raTeAYTIAY G Lsero! SEIRON. HroB A RRourtY keys,
dlglgag AGatedCL S Pr@chgf s%%ﬂﬁfy)""d%%lc%%nﬁi Qﬁmﬁrrﬂaﬂﬂa security of the

try scan of car I'n one exerrp
sangse! IS}ﬁéﬂtcmdolfO&nmaytadaintd)n]aﬂm conuoumicatst Wity thurcbpetty idatabases to

DI R G
|deﬁﬁf 53‘1‘@' st@t@cmmﬁ Cti’\FgI berﬁét%e§§n-§€>o neepyRABY,t % hré8nt invention

smartcard reader 2500 r to provid
antmq:ratés cade aof ohet be moee’ tirdearty tdﬁVIqe@ suﬁb as hand geometry

oSN S R SHELE 1 B50P0 820 0 ERGSEHEN ooty scan

con@&fso‘?ﬂsac%cﬁ“ gshapf ERamppnt |Rf ReBognitivaalServi@eserand Human
iometric sensor 2204 may be in conmunication with IC

ReddghitiorcBetvicas. sensor 2204 30 recei ves the hand

geopetry s and,, tran :
PR3P oA A1 k3 U ), s Yo g usoo

conﬁe@%‘ﬁrwﬁlﬁ’ WrA8rié4£rdd 100 VREyc adtiRiohallyl O aphfigaseddeviiin secondary
communi cation with bionetric sensor 2204 and I1C 110 t

sequrity persedures @eeanfisan thawiaker ipMsies samplesoare pet being used. For

exa%;g %gé@?%p%ﬁﬁﬁgwggﬁ%&% 2282 M%) be further configured

to measure blood flow, to detect body heat and/or any other secondary procedure to
thwart biometric security fraud. After verifying the biometric information, smartcard
100 and smartcard reader 2500 may begin authentication by the methods described
herein.

In another exemplary embodiment, biometric security system 2202 may be

configured for facilitating biometric security using auditory emissions biometrics. As
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U'-'"-SmartcardR- -i"00--may' - digitize the hand
geonetry scan based on hand geonetry paraneters and
W@mﬁpmleost against a digitized hand geonetry BCHINS2005/019388

.St.0r.6 w0 AL.20aS g security EEP 212
s HRAEG 281 oh LT G SIats bR g g ESIHR: 5 islops that an ear
gedé?’%férs”\ﬁhbﬁ”st a%dbws%ﬁ%' ¥ub® OUBAtRMsVEAN reverberated sound

ormati on m one or nore third-party databases
wammndﬂoasaanwgomonhthenmﬁ chs dlistossedrhaugin, drgse auditory emissions

mmini ca softvva /or. hard Qr
reafifEie BE e iyl PésBBR o Hsvd " ily cielifib ahs Biometric
sedMnhﬁ'&%/%fﬁerﬁOQQ@Qt iy iAclGe8PH! BlomeatridebBRssr APDAOTWHIBN may be

ot her “means for conmuni cating. CPU 202 may facilitate

confvgeredaw&h aoinared optica) sepsdh an auditosy seaSY), erauditory generator

onf s 0L ol Lo R Rl 1 SRRt ot

frorfOfiRapERsINS sBEH fe! MBF eRbmple Boual! @éhémtlﬁ)@ esednnig e detecting or
third-party securlty vendors. For exanp for hand

othgeise sepsingcayAVditesy entpsiops scagpf mardmgr@bsﬁ exi sting

datab h :
SRR IR SpBRRP LR e TR iomer
seditylsydteneP20 s tarr AR map xapteteahe dun!dwy emigsiens scan of the

art. 15 Thijs transfer of inform |on c|l ude us
cargmemiat, i Infiat eoteerrww%@u GRlios heagass Bghyjrammartcard 100

amfﬁfﬁdr{da?@tr %}f@?@(ﬁ% il oSSr‘bgfdet Veﬁﬁ%‘?tl%ﬁ%ﬁtﬁe%@cr‘srl%ntlty In

e securl mar t car
onaedidddimeht, ybmm&tnmgeraﬂcn 2/2(14hof tha deqaity ysyd’mmk?é’@ésmag capture

o R R T T o o wors
auddr{? én'?@s@h@ﬁﬁé?'b‘e Q8RR by "_t}iértn'éﬁio sEhSoPP2SENBiometric sensor

I nvention 20 anti ci at es use of one or nore
2204 may bar myc@emwwthwnhsJOnama ebnihat ysen|see @gnAkt teseives the

ftwar.e .and/ or har resstems f
aqu '§S'993rﬁca@o?|[b‘g I %&g(paigo (?15 %@gh%fgcaﬂ%te activating
theRFeR8iid bPBmaetcid $80 aRdpdivaRSourte (e VCencemavt ﬂﬁ@(a)) may be
Smartcard 100 and/or any other third- art1yOSsecur|t

in mmn@@nemthsl@dmatﬂc 38n8@nA2e4 iane tePrege the desired

diti l ). conf i ar
ool obs iR ecmBfieGRRu I St easarafier
sansh%%tcarmootm@ﬁummsm@ alditory exdsgibes stan tetedton emissions
the use of fal se hands, system 2202 may be further

Wa\éﬁzfﬁfmgtﬁréﬁcom@a%gsﬁﬁaénﬂl%Q&'?ZWU@@PW&@@@'%d%%ﬁiored in a
dat%lﬂgéé) re@qysé)édqrﬁy S ,&? tngcgl?@ééc; Qﬂaﬁpﬁﬁf %00. The auditory

rlc security fraud.
emiystie sdam infdratatiehimay additiohaky be mmmeam\dtmm&rmtaim from one

reader 2500 may begi n aut hentication_ b
or gayer fhiekpary tﬁbgfff?? SRBIRERICRYRGVIE: yf'@%‘%‘&ﬁ?ﬁn&ﬁg through any
2; r
corfﬂaCI & af\isz(gﬁzﬁ e o &Mﬁh&%@ |Wlﬁ’%f%ﬁ%da€f$, &thdrRiard reader

1Y7e security usi
25071 = 8ISB1sobhectiety, iacwirelass c®@Bnection, a computer, a network and/or any

other means for communicating. CPU 202 may facilitate the local comparison to
authenticate the biometric and validate the information. Any of the embodiments
may alternatively or additionally include remote comparisons performed or

controlled by one or more third-party security vendors.
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WD 2006/ 014205 PCT/ US2005/ 019388 di scussed herein,
auditory em ssions bionetrics may include em ssions
W0 bab/oanoar generates when stinul ated by soupc/usS200$1019388

.as. vi brations and rever.berated sound . wav or any,..
o o RRE B T e STueBaNs JBEPibRe SR G AlA Grap Utiize an
paehal {vel .
oS GH3Bse 10 BhMihe BNadEn CHEREACY R e Ry, Sy berh, ancor
othey shamcitidRicametivaeh tide tmnbmithext and reeerberat2adbunidi waves. This
be. configured with an infrared tical sensor, an,
tranith O59/OSBRYER MaN BGHAEOHSE GErrEIChIIoN. Lirsrghlcgt rscurty keys,
digFﬂ@f géﬁmeat%%d/e\ga/o?r%ﬁw@e@w defddd k@t EsnilrRe th8PseEBity of the
o) lometric data romthe person such as, for
sareplenBreadoand @@ nayaadditionallyanommyniodée withithigd-garty databases to

erw se _sensing an auditory em ssions scan_of
facRlalang nbemPaREor rPaESEx ST EAP ol (CaR, afd other smartcard
idefififdrs C 8icfed ORith NG RAGABHTRY sBhfEd." | Fur§ReUrhé Ype¥sheThvention
2202, system 2202 may capture the auditory em ssions o
antkipatesfuschof enre dremose thisdipairtyi dewcesnesualt aal auditory emissions

reoB BRI B2 B R AR AT b B misgions scan
corfipalidthsUsencts heerort ¥xample anesenbiedélopsd, byi ahet University of

sensor 2204 of the security system 2202 may capture 15
Sodthampienory emi ssions scan, when a user hears an

audg g Pl t i AV j-S.Sd .
oL B Ao B e B e PR ST 4 st

coririetion wiROdmamyake 100 aaaymadditianiaty beé tdonfigutdd it lsecondary
that sensor 2204 receives the auditory em Ssi ops scan

secuiily Praseshes tacanfymnihat fakepbjomeiric sartRles prehat being used. For
OT . i .
or oL bt e QB RLE Mo B RS e AR 2202 may be

furthemoonfigatadoto wietdctbélestoniccneisa saaso2zidd amith laCdetidet producing
provi de the desired power for operation of the
elegira: A RCRRITSORY STEHR e GMYoRY sSeagPdA L drgeagere to thwart
bioFR¥ridis8LltgCirhhi§ aNfbl QexfyRIG §¥ BRon&Rd NnRAARAOAN smartcard 100
em ssions “waveforms and Coffpare it against a _
andlisgidriceed raadet @500emaysbegis adhanticasioadby tha methods described
dat abase (e.g., security EEPROM 212) included on
her§fﬂartcarq 100. The auditory 25 em ssions scan
| nf1r ARGthep exaMn syl émBeBainheht bBiokREAB REUNtY Bystem 2202 may be
information fromone or nore thi rd-fparty dat abases
confignmeh far £acitiating ttiometiia seaudityl 0ging pifegiphy Rigmetrics. As discussed

gy RPe Tk e e "Pag aRA(SbyaRtY Bl 2, bl BPngFato§ when odor
evaldrele8SPormOoMME6F @Y, partice MRercef., Ax distuesdd heedioy thesy odorants
ot her nmeans for conmunicating. CPU 202 may facilitate

mayHee icobestivebnyrierrednior as 30 snellpsint. c Biemelic seeHly system 2202

[ [ r Pelale f [ t :
el f B, AILBICRicH oD d REoFERRH, BFF1SH ctctroni
serfgopardnepfisalpesisyradd/r ancelettrohicest thyerafval sensor eonfigured as

third-party security vendors. 84 , -
an array of chemical sensors, wherein each chemical sensor may detect a specific
odorants, or smell. In another embodiment, biometric sensor 2204 may be
configured as a gas chromatograph, spectrometer, conductivity sensor,

piezoelectric sensor and/or other hardware and/or software that facilitates the
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WD 2006/ 014205 PCT/ US2005/ 019388 For exanple, for
auditory em ssions recognition, CPU 202 nay utilize an
W@2008014205 dat abase to conpare em ssions differpCEsions/019388
ot her _characteristics

frequency, .wavelengt h, ~and/ _
AU BERONIREG HalRS AT 8 BEFach Yeh Ber lf GdeBonceSRvaRg, detecting
or QbRish <8RS S BHAY SR ARGy ncl ude use of

encryption, decrypt , Securl eys, 5 digital
cer ni foneatexs mghaiyo rapptitations exd usmaytcded/ i s incompondtingm biometric

secyifl SFORE PO SoMAIAMC 2002 WAHCRRI I M | RHR GG s cargmenmber
to ilfmg%ité !tlieahﬁjt@al%lgﬁﬁﬁﬁéé%fbnb&‘o\é@% béﬁ?éérF%i'r%rt%QFH 100 and smartcard

entiftier an er smartcard identi rs stored
readier h250@, lsinohent rto ¢ psevipe everiffaatipheof thee yses'serdentity. In one
Lnvention. anticipates f.,, one or.. more thijygd-part
empgaat BinRokle ST R4 o dup Gty Budisn 220gn e capture a
smembrinteivheAng/uker RedrbnihFy at RAZBt two ffést b aihsor 2204. Biometric
audi tory emi ssions scan conparisons, such as

, for _
senspa204 Mavde inesanapairatipniwith UniliBrssichythgt sensor 2204 receives

: tcar N .
tho PR PR vl 5 Lkt CEIL 0 M activation g gperation
of \Whidrcimar 1o d AGfoway stigcd | @l YCOe contddtguoed)W Ay be in

secondary 15 security procedures to confirmthat fake
corpimuigatiop vdtthpiosaetse sepser Bédhgnaded 10Hs P@X&’@pﬂ@,deﬁdred power

t audi Y 1 SSI QRS scans,
for Sk Fior gt B Aule TR e St IR RE® et act
el eStmanicacd 100 rapsigitizetiedsmietlbrict atel comppre dtusgaigst a digitized

el ectroni ¢ .audito em ssi ons .an r her
SmESH P SbaaPEsE Jo thatirB ERR M2 Ehikied on smartcard
r . iof Ak i he d tl e ; -
104 SHE s HAEPEED SORETBLL b8 34 B nfornton fom
oneor neorei thiad i pamtybgatobases thousumiesting it srharteand. 106 through any

corﬁ%ﬁigg)&%%g@e&ggﬂ%%@dR{cﬁiﬁ}féﬁq é’fajﬁ{)%ysmartcard reader

2500, HTRISE EofS&dtidnt ¥ WiEREs YohRABERSY, LoPULAIC e nd¥vork and/or any
di'scussed herein, olfactory bionetrics nmay include

othed onearss far rcmmubisdfingenePat 262 whay facllitate thelegsd reprneparison to

autp RS 0P PP RE VAR B (pnati ey PR pE B fpioodiments
may'S Eiterititively: “orBl RiRficrAlyS esslidé Yrérﬁéieef@cﬁﬂgérisd@/ performed or
include a bionetric sensor 2204 which may be

corgeiedduyr e ar meraithied-patty 6ardritys@ngers. a cheni cal

cont Pt aRiss Tof AnfBEDIGL icert B Biltes” 8R°GHisting etabase to

corgpafe tleediifenceanynoletblar dtiuettires, shnichl codPounds, temperature,
odorants, or snell. In another enbodinent, bionetric

magg rdifererges. pEGSHES, QiR Al @IREATES Jas UsiiD rdaitgicabn/ANN and
netﬁ’Bﬁ&}rpﬁ’lg‘?tt hnicﬂoi%]éd.uafh‘fétt}‘aﬁs%rs f inthﬁ%f?@rll eﬁ{aﬁ{' fclude use of
sensor and/ or er hardware and/ or software that
endragfidn,t deesyptior, Bourity keys, digital certificates and/or other security
devices to confirm the security of the sample. Smartcard 100 may additionally
communicate with third-party databases to facilitate a comparison between
smartcard 100 identifier and other smartcard identifiers stored with the biometric
samples. Further, the present invention anticipates use of one or more third-party

devices such as smellprint recognition software and/or hardware systems to
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WO 2006/ 014205 PCT/ US2005/ 019388 capture of bionetric
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W@l 2106/01420F) or ot herwi se sensing a sneliprint BPET/US2005/019388
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more third- art% security vendors. For exanple, for
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third-party databases to facilitate a c arison
canggameler tos rmmat@atha mg@al@éﬁh¢nt|0@iloarﬂf06@$febe n sgaiteard 100

aniﬁ:gﬁﬁdéa'rg %ad"ér%i%b ot fbepm\ﬁﬁ'@(/éhﬁcat%ﬂw e users identity. In

serit 1 nventlon antici pates use
on@enthwdmeht, rMbrpa’trtcysembev 2264 of tivdr sasuritpslysfam 2202 may capture a
recogni ti on software atnd/or har dwar e sg/%tﬁms to .
keystroke scan, when a user types, for example, IN or pass phrase into a
keyboard configured with sensor 2204. Biometric sensor 2204 may be in
communication with IC 110 such that sensor 2204 receives the keystroke scan and
transmits a signal to CPU 202 to facilitate activating the opefation of smartcard 100.

A power source (e.g., VCC contact 106(a)) may be in communication with biometric
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86 WD 2006/ 014205 PCT/ US2005/019388 If 17.nn iF k.. F
ntt TEnV nl't f ..tl.. -. n..kt tin. It ryn.LL
wo 206l0i€2ez e anel | prinfi corrparl sons, such as, POT/US2005/019388
Lexanmpl e..those .devel.oped b ny Mastiff EI ectr nic, .
soregER8Hg Ay § 4aria PTOGE P BPSIR) PAVIE 10k PpR@lIBa e biometri
temused in connection with
secﬁrﬁrfép%ﬁsgéf{rg %ﬁaér%@%igddl tionally be configured with
secdmasicsrd 516 cmayt igitize eftier ekeystnolc@nécann bésad fakekeystroke

bi ometric s |l es are not bein sed.,. For
chauRigaE e g EMSera tha,Poe G00F BhE T dyzed keSBaakmagabatored in a

datéa norgéﬁrq Ca?% %}JEE (%]\A@’F@%clﬁﬁ@d@ﬂ@n@ﬂ@b}cﬁoo The keystroke

t and/or any other
scasuenoﬁndmtmnpmagaﬂmmrtaﬂytbma@mpareﬂmlth Iefcymﬁiilphtfyom one or more

third e o Aot o8 ORISR, o 0By SETAy b n thiguan  any
con%%hh%*hbﬁ@dﬂ%ér@)éﬁdﬁ@r H%Wé i@h@w rf@ﬁﬁr &eireple, shiartcard reader

anot her exenpl ary enbodi ment, bionetric security
2508y st UBE2comentipnbe wWicelass ganaactast, & eempuialt arrgetwork and/or any

o) R Sl 508208 AL AN R Lobarion t

authEfREH1E tthebibimers Bhe vaiidte thecInfdienategng Myl ohthef efrt®diments
duration of keystrokes, |atencies between keystrokes

may 5 altanatively <1t cidslitianaly 'ﬂ%}‘ﬂﬁ%gre&ﬂ@f@r GqeRRfsAnp, performed or

hereof. As
conér%él%ﬁsbgl #%é?@?’?le ﬂﬂﬂd Qéﬁ? gv'eﬁrggr e collectively
r ef e @;darhpleaﬁora(eys’trekétscak@ Gléalrﬂdz Blammtillzecarsemshmg ylatabase
system 2202 nmay, i ncl ude a biometric s

ch
to eabate dimPegaVSIviabai e Bhytive Seidbierisdss assodiated with
keyféﬁé}«g?l ﬁ‘%sfe‘?‘ ofifr‘ﬁ?mﬂﬂ |c% g?é;ﬂ(n% udd &L oh@ﬁgwglgn, decryption,

or s vvare that tacl e capture o
sedurioyedyd, cigitd @eftrfrcatetshquer etbler saclritysieviaas texcambirma, the security
scanni n

o 5 Bt oy o o
datgf)%éé‘é’% fgﬁﬁ%ﬁfsa aﬁ%enfBHtwééﬁ%Qrtcéﬂdaq O@hééﬁﬂ‘f@?' &nd other

eys, t ouch screens, an d/ or an)t/
smaltttaznd idepeifiend stamdt thtlt%éllomﬂtrméame@l afyrther, the present

icati.on of s tcard 100 .,i.n or
invifen, &ici85te8 1580 500" mEyS AT 8BS FlreE aplelE ketroke scan
recégbfﬁbho@ﬁﬁ%?@ ehdldre haF@wErE"dBftetng itdi Fhdlitetd hReystroke scan
tual authentication process between smartcard 100

coraparisons; twahoas,e‘ad@wamth@&@dd@velp@e@MBm@asswor@ by BioNet
verlfL tion of the user's identity. In one
nt, bionetric sensor 2204 of the security

Sy SSRErRARP 1(!5@yar¢cﬂﬁt 'elhg> cthe K Bit-pakie secarity véreiorasystem used in
types, for exanp I N or pass phrase into a 30

corephionr wltboﬁmﬁQfGﬁ@h 100 mase raBitiopatiy, be combighred Yk secondary
sot e gfBRkshled b cf O i M Hilc Sy 8ot Bahg usea. For
example, to detect the use of a false keystroke, system 2202 may be further
configured to detect body heat and/or any other secondary procedure to thwart
biometric security fraud. After verifying the biometric information, smartcard 100
and smartcard reader 2500 may begin authentication by the methods described

herein.
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transmts a signal to CPU 202 to facilitate activating

the operation of smartcard 100. A power source (e.g.,
wo/agsoonvact 106(a)) may be in communi cati on WETIUS2005/019388

biometric. ..87. W0 2006/ 014205 PCT/ US2005/ 019388 | se

2308 2RINPEEXEIRIYYRB0PHENhe DRERTE FHSHADY SYgipm 2202 may be

corfg@ﬁFéﬁ o Fa&ilitatin H?brﬂgﬁ'%%é“cunﬁﬁg;ﬁhg itfs 8¥&h BMmetrics. As discussed

nmponent s. Smast car na igitize the keystroke
hersiraiirishacat bnmédeigs tmak includearegogpitiogt dfhasactedstigsapkthe colored

s SRR B o S 28 R BB Bl nor

porifRItherdd. 1Q@ dieBskay Hereime thesd dhrQ6tBRELN Y be collectively
additionally be conpared with information from one or

referoack tot &$ ran piis scant"abBiwectionseeurtnt sysiewi 2802 may include a

: - 1 d 1 h h Tuni ' ,
oo S8 ode VRRETA e BODRATIS L S B ere, an optca
scanfades digiklGanderdSR elesargecidupled deviceeh®ddr otmutedidiare and/or

a con‘guter, a network: and/or any 10 other neans for

sofaraunBt faqilitgiesdbe cantuieagf bigenatrie slada fiem tae ierson such as, for
xBTS s BT BL R LB RILR) i s ot ARk ber

al tier vaki ekbynpharyadgplicationl lof smattadel red@otircorporating biometric
conpari sons (gerformed or. controlled by one or nore
Sequty BYFam 924 ysiery 4287dBaY Capiire dhg it acan gf the cardmenmber to

i TS SO RAER T BG4 b Bfient A ang smarcan
readby s25@0, cmavarctier psdvides earifiatianedf witeh udes'gstiderkdg. [n one

BB i B! LR Rt copr an i
sca{rﬁ tWHE §@%§§u§%§%§ﬁs@ﬁi@4 RESAHN hi¥ 19 WHHBShd MayBY Up M five feet

e securit e sanple. Smartcard 100 may
awayl dion seakby 2264nuBensare?2(4 mayhsean e uger'sidisabusugh contacts,

surldsiigs PR/ AT SHNEL D86 P AATRF: deRISiNG FeSticrans may be in
corfriuniddi®nPWRREIC | £1 5 &teh ethat HehsBEr2204heedsigs€ the iris scan and
I nvention antici pates use of one or nore third-part

. 2 O . y
transvite essignal o £P U &P todrellivtaactivalingghietapaiation ohamartcard 100.

and/ or har dwar st t il : r : . .
A eenfepaerOGh (8L Sir 3ohes Rgl Y B4 ESKRMURERIAF R biometrc
serfBiop P2eavardl (@ 1 10MoBiroiNek th&yiekres povlef. foR Bpéraiohasfrtle biometric

100 and/or any other third-party security vendor

seayiby systegeePmponedsnecti on with smartcard 100 nay

addii | e N L C CH I n

o oo AR igBCwR iR erth SO RRRAN o, TR Hiarabteristios and
corfiparebttiengcats edairfsoa dighiasplids stan didech int helataleass (ag., security

fal se keystroke, system 2202 n? be further . . ‘
EERGAMged inslugedeon SHMfIoREAL é(hd/ dheafijs o¢as} information may

o GTATPEY SIEREH, Bl B BN FBPRER Er RBUEREMy catabases
coramamicading W@ smartcard 100 through any communication software and/or
hardware, including for example, smartcard reader 2500, a USB connection, a
wireless connection, a computer, a network and/or any other means for
communicating. CPU 202 may facilitate the local comparison to authenticate the

biometric and validate the information. Any of the embodiments may alternatively or

89



10

15

20

25

30

and smartcard reader 2500 may begi n aut hentication by
the net hods described herein. 88 WO 2006/ 014205
W(PQITDB/OIBQ@S)S/ 019388 | n anot her' exenpl ar yenodi mePtT/US2005/019388

ONEL ri C. Secur ity .system 2202 b fi f
adcht&zna"vtlaphugs GRe; FOBPEHEIN py%ﬁm@ ettt by 'SHe or more
th,rﬁé)%ff@tgeicggg, fsndligcussed herein, iris scan bionetrics

recognition of characteristics of the
coIEnreeIxampE es idsiscansdCRY 262 mapyi Utjlizeug @@Sttﬂgedatabase to

corh e oL S GEL 5% Sl R Ee e the ovels

corﬁ&)’rsbcﬂ” tR8!iti8 Enldv Sletting &f Ehés?éj cbe 361 tHe tdxtur® Sdlbnce in the iris.
Biometric security syStem 2202 may i nclude a

Thisitrameferiof infermsetior? oty inhiude wammrg gdeetyplionhsecurity keys,

53R RS el e B8 W seaf B, ST of e

sarﬁﬂfet &harit At 103 Aidy ddtigsndlifecedntinicateivithithif@lparty databases to
data fromthe person such as, for 10 exanple

l e
facitaiend neomaatiedn i brjweenosmerierek Khddeniifien and sofbéansmartcard

O T e

ant2fdes )68t 6MoAB03r Myrectirtusaatyt Hevices ssubhaas dfis tduan recognition
cardnenber to initiate the nutual  authenticatjon

sofpasecayl/pehartvarenaystens do foeliaiey iR 4OMPariSaNer such as, for
R Bleb el b dRnL PO Cleeabheg s BBE el

lonetric sensor 2204

\%‘ SharteaclinD0yarsd/st anyZﬁﬁéZr thergl - mmt seeurdty varidor system used in
en a user uses se r 2204 t nhisiris il.e he
conpggtige \Yh ¢ smarGarc 300 miz, dﬁ& =l n%rc%i'gﬂrevg;éfﬂﬁbrsecondary

se(%%ﬁf'f)%\édﬁi:@sntot %ngﬁglag tf%l{é §|0HHt@é’§Bnﬁ§PéH §Fé Rot being used. For

asses, and er type of eye gl asses.
edenp)IHetcr det&eétheous@b@é fateg itie, $ystemc2a‘ﬁmmatbe)furmetrt@onﬁgured to

b3 A 3R S0 SISO b e oy oot

andi6f iaYIZt bther tRRoABEFA B dRke SBBINWER BickRBtric Se@@Wprfraud. After
sourc g., VCC contact 106(a)) may be in

vertfyxngﬁhe ctmnnetmmrufdwmnﬂtmnretsmaﬁcaf,@ﬁ@@rar@emmrcﬂ cpaqer12p00 may

oogif Pt eaiad BylFe yh P oB LB ANELT soar Ccard 100

may|ndhghthbE %xéhfbléﬂyl SmB6@IMdIAS Bidreutrit 'Seturity system 2202 may be
characteristics and 25 conpare the scan against a

configgred ferdfadilitating: divreelbicerpduntia Ugigatsdial geagning biometrics.  As

5B, el A Ao SR 0L e, oron o

chavhtieristié® 1oTathieoreffectot eatinalrpattera ohithial-eyay tsuch as the location,
dat abases communicating with smartcard 100 t hroug
strugiyres odiEeniangk isBAPgoPt VRIPRd ArRssels angiernany, ppﬁ@nu&h%rgof As

bGP PRI 10 SEB SRS AR a0l FORORSY R o retna
scanly Bibh@trmeemﬂf/tyystem 2202 may include a biometric sensor 2204 which
may be configured with low-intensity light source, such as an infrared source, an
optical coupler and/or other hardware and/or software that facilitates the capture of
biometric data from the person such as, for example, scanning, detecting or

otherwise sensing a retinal scan of cardmember.
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comuni cating. CPU 202 may facilitate the | ocal
conparison to authenticate the bionetric and validate
wao b@elonf205 mat i on. Any of the enbodi nents may PCT/US2005/019388
.al.t ernativel.y. ar. .. 89.WD 2006/ 014205 PCI/.US2005/ 019388 . .
addft PBAFX§MPlaEY uaRPlicalien e OF cipasadnd Oe MG RR/GIPE biometric
secGAfY fbtemac02, 30l 2793 oy Lablre B Mgl if the sardmember to
initiatd the enwtoakeauientigatitat phacasst betweempamartched J00f aseé smartcard

oo B, Sl e GRS e THBEE B 1 e
embO@RfR ,ogfo{ﬁéfﬁ?té%sb?)gmeoﬁW%@@ﬁriﬂynsyf'diérﬂ pPe2 rhBi/Scapture a

transfer o ormation may include uUse of encryption,
retiniglcsagm, ivaren sesansory2204y shinediaylighl seweei inia theesiser's retina and

det%{[ig{tlﬁé & y rql Ee_ Fr%{rrhétﬁrgfv %r%%r?ggﬁ%%}'/ b,gtﬁtch% @seecr%rljerti}ﬁal pattern
wheéiP B RisERNayvbEug b Fiderfabt vwdgt fdRsesndap 240K Bidraklic sensor
a conparison between smartcard 100 identifier an

d :
2204t may berdntacanmiuneatioanvith iler $1@ syebdhat senspe 2204 receives the

.bi ' |l es. . ' ,
BB A5 SRS GG S 20RO TE0Hg AR, tre operatin
of Sheditcasd i 10 S@arpovesiogoutdeor(e.gsoNM@@r eontadt 0t06(a)) may be in

hardware systens to facilitate iris scan conpa

corgmsRicagon i IR EoRsRIsistoaed ipdd Odp ATPYEE4RS degired power
for Eh:é‘r:égifag'?if‘fﬁe B%%&?i?%\%ﬂ%s‘&ﬁ%@%eﬂ@/ or any other

art'y securi systemused in 15
cordweattcan WO mayrdiditize thel inabgcarn diasedra ratintad characteristics

configured with secondary, .secyrity procedures to
anch GAMIFGRS (hat Sl 08 MO Gigitizehyiie. SR SRERC Haigiatabase (e.g.
t AT .
soo Y ECHOUP AP |y BAIARAIAD N30 4 Ak rommaton
may i gtiditishallye bentcontgeredywith oinfatnuatidno frgpapone dot anden third-party

to detect body heat. and/or her . secondary . .
datBPRReR G BB At SBTRERPTS | DR S BaceImiigationsoftware
and/6F hhMwie! iﬁ%lé}e@'ri@giégé)&rﬁm@érﬁﬁﬁbém resider &a0da 108B aethnection,

snmartcard rea may begin authentication by the
a wizelesss comsentioneda heempnier] ra aniosk @x@apl ary other means for

enbodi ment , ~Rj ric Curity sSyst .may, b .
corgahngurey PoH Paeimay Jeeiige el Bo st i pgnicate the
bioftiidahd $SRAULE Me MTEBAtIGE SANPSf il smbsaRdefteraay alternatively or

retinal scanning bionmetrics may include recognition of

additiongilar inclugei mele ermpadsons pedoered dri ¢rNtrgligd By onsr or more
. the e, such he | ocation, structure, size, and
tthTP%@Vﬁcugryo ‘?ﬁqs%é'sel s and/or any portion thereof. As
di SW@)@%PI@[ firetihblesershTRIG 22wkl adilinaanbexisting database to
collectively referred to as a "retinal scan.

corgpaigsihe; logd vesselypaiiarns at 4be seting, by rompRIng sfosee @nddetected
. 04 i C . i e i .
R
decFpplicrs sealrifkeys; diphal certifitatesaamd/or otheheectviy dievices to confirm
and/ or software that facilit%testhe,capﬁure of . . .
the security of the sample. Smartcard 100 may additionally communicate with third-
party databases to facilitate a comparison between smartcard 100 identifier and
other smartcard identifiers stored with the biometric samples. Further, the present
invention anticipates use of one or more third-party devices such as retinal scan

recognition software and/or hardware systems to facilitate keystroke scan
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bi onetric data fromthe person such as, for exanple,
scanni ng, detecting or otherw se sensing a retinal
wa@ ean/oof20xar dnmenber. 90 WO 2006/ 014205 PCT/US2005/019388

.PCT/.US2005/.019388.. L.n.....one _.exenpl a I
COMPAISORSr FUEHO a8ndBF RxEHIR! ﬁgmésmné@w%wggw F??K'@%?@% Retinal

Tec%?ﬂggJ (g%stem 2202 may capture the iris scan of the
car |%3 er to initiate the nutual authentication
pr cSmaetcalet wee rarsiier acaotharohirdrrbryraecwity d/endea@gstem used in
2500, and/or t ro e verifi at| n,of the user'
coriigeien oyt PemareR” Shl e attTiRhafaH codfgUBR’ ¥, secondary
secgﬁtgi ﬁ%cé@@iﬁé foVeonteinaia &ke %Me@ﬁ%érﬁ?le’% afeehdtiing used. For

when a sensor 2204 shines a source into
exanmieu@edetect thel use ahad faldetreling syistem e?IﬂOanéM beefuirther configured

to Ry 15§ RontRBRRE i85 dhe Sk W akn, R, GieiBh, ¥ figtect body heat
anJ/éPEh?ethﬁ@F s%%@ﬁda@l prRedute 36 Bart B%Metﬂ'@)/sétﬁlrityl fraud. After
communi cation with'I C 110 such that sensor 2204

verifdogithe diametriconfasmatian, seantcard 10panshemarigard graderi2p00 may
oo BT RRFEA OB EY M0 el S bR et St ac:

10@(@6%0@% benartcard o0 mhaatbeo bomfigurelli witketa isecastys oerification
2204 and 1C 110 to provide the desired r for . L
meehaitiam toh Verifyt Waethies tae samaled &'Pwt%@@gmc'@ﬁ)t@ﬁe'ﬁf%rmat'on is
rLc e .
staﬁﬂ? o ?fﬁgﬁégrgic ??Jcr gééq%rt @@Odﬁ trh@géregﬁflﬁ);v@ﬂﬁz%%ﬁri'nechamsm
maylgbenslsea doglshfexﬁ@rdrbmm@tan mforredtlmm frooat gétting lost and/or
(e Securi ty EEPROM 212) included on smartcard
cormef@mlmwéh?ﬁgﬁ @M nformation may additional ly be

ConpalLAadtibhall MRt %Bc?]d?me‘?ﬁ‘ SrRArEREGehAbF 2'5(9’@*H5W include

dat abases communi cating with smartcard 100 through
oneconmoné catu by sg/efetmmbeream theseduritd waistem involperates @m or more

SO e
sec‘t’.lhgﬁF yS! a 2562’ Conf§UireHTbF ?édllﬂgtln@%rﬁgﬂlc%bufnﬂﬁ Ubin(gaé ®iometric

conpari son to authenticate the bionetric
sarapld. v &ioniatre Bheumtplf@ymnu 2002 Angy dﬂcluﬁe aniyoaietigsensor 2504

o5 BB S 3 LELAE Y PSR, Bamere opca

scahhkef qq&@%bhdrcﬁeeéh’d/bﬁ B iREware Bnr sofraEpé gor Acquiring biometric
retinal scans 202 may utilize an existi

datafoemdbe neassomauplareé, foreexaraple, Peteall sqeaning: nn%emw@lh%ensmg, or
Othélﬁ/{[l%gadﬁggctﬁ:ﬁ@%r bgﬁgﬁ cﬁrcea?d %t?eﬁ';tellgfgﬁger’%gé este'ngﬁ} 2504 may be in

corfmuBRtetivAtwitna seheor yeiface/dgeseup 506/ slﬂefy?ohatdsemsbalmterface 2506
certificates and/or other securjty devices lj
receiyessbigmeattiy ipformaéiosaandl dranstaity casignadof $62 8 facilitate

ad@%ﬂ}};élﬁ?‘%@b}e%tgﬂmm%g VVO h third 30 party databases
CiTi

Are a conpari son between smartcard 100
i delnt bié exeadary application of smartcard reader 2500 including biometric
security system 2502, the user may submit a biometric sample to the biometric
sensor to initiate the mutual authentication process between smartcard 100 and
smartcard reader 2500, and/or to provide verification of the user's identity.
Smartcard reader 2500 may digitize the sample and compare it against a digitized

biometric sample stored in a database (e.g., database 2510) included on smartcard
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other smartcard identifiers stored wwth the bionetric
sanples. Further, the present invention anticipates
W®3®6mi42(’me or nore third-party devices such aBCT/HSionﬂbl%ss

. recogni.ti an.sof.fware _and/ or hard st,ens
rea«flngZWQ ath @ekt@%}e‘tm(ga@@genln naie nzg@g/q\gll?ﬁt%@fly be compared with

mfofr%f Wﬁ%lﬁgéﬁﬁorg}gﬁ’ﬁgéﬁg%t aBa na?émrﬁtﬁ{lceﬁ tR smartcard

hose devel ope Technol ogi es.
1008tluom@arad1y1<&QnmmMcztloarsofb‘laTerand7{or tapdware, seatudingyfor example,
connection Wth snmartcar

d
SMaHG; radch' i %mgfﬁ%éﬁ‘legﬁﬂfﬁq %lwlgedew Feralglalcieiiol Py ><;orrg:)ujfer a network
ano?@rcé‘rﬁ)} bme?rnﬁ’é"é?r@iro‘?%oﬁﬂn&lﬂeéﬂlﬁ Thatrahafe dikRhatién may include

sanpl'es are not bei ng used or exanple, to detect the
useucsfeeraxfryatléraldgempéonnaecwgtxétkémm@lggah@@mfi@atﬁa ranséer other security

confl ure var the l.ight sho e
oo 1 T e e o er §15 SB00RE. botgotiede Yaldtops00 may
adoﬁﬁbﬁéﬂ&h%nﬁﬁﬁﬂ&ﬂér Withr ﬂﬁfﬂjyél@yt@atbbé@éé toi @vRitaieC a comparison
security fraud. After verifying the bionetric

betwatorsmarteard daarideatifierian atterssmaricard identiiers stped with the

10 in authentication by the nethods descri bed
blo'ﬁ'gﬁeq %e.lmﬁ%%'rti onal Iy, smartcard 100 may be confi gured

Wi tA smafedrd treader iCPYanben rrl@cﬁa@h@t@tmevwddl ycomparison to
whet her the sanpled bionmetric and/or rel ate

authaTsee the PioBeis: SYMAG @l Sy Valisate 100 IaRENaHon.c Reader CPU
250 Ry DRSSl YinV 8 hbhfial SAidIPR RSBl CBY RP.USARY of the

eguard ometrrc 1n lon fromgetting | ost

embodifents 1 mayonaiternbtesly oor t hddhiostllpy ichrde | reraste  comparisons
additional or altern

d d
PorRS TS CORERISAeD SHIE- BR3P RUAIS TS &y SPEHAYRRAR i the art
for%?’g‘ﬁéﬁﬁgrﬂ'é'%eﬁ%s&ﬁ i ncor porates one or nore

C system shown, in Fig. 25, snartcard
r ecSimart2aaD readdaru @880amaiyoaisbr be cadiguréd ywidly stemondBop security

Proge st DO & A g, b faite, Bhe e, SAEhestdreBpb Befhg used.
For &Y, thFé' lég?arﬁ:éﬁa QBBYES 9566 ba%ﬂhe%bﬁhgmml feemeasure blood

con gure a sensor, vi deo canera, di g
flovcdwmiwbeaipamdfar any mherewcqndgm pEaneduiEe i dediceoblgaistric security

o, N5 SRR SO ol RO A BRI ol ol

ma? GREIDHE %omﬂﬁmgcﬁiplls@il%ﬂlbﬂqor PstinaPERESONM i8€ sdeh€GbrieBSure sensors,
e portion of "cardmenber. Bionetric sensor 2504 may

blinking serzre ohuman daelighsensas sardAE 8Ry .qﬁlﬂ%rrrm@@sdwrﬁsmown in the

t hat f
art b ki eaicay, (et eginenib® o nBofiehe, LFERey"s Afigpyerifving the
biorfedrid dnfafidtiohat émamedrdvddOnantihenepieaad i @adet 2500 may begin

smartcard 100. In one_exenpl ary pli cat| n of
autbaatieationg andéh@ﬁrazge@ilqm@audqr%eﬁf 8Reard Ir@ Y-security

Sysl\@%ﬁﬁ%l?y ERR) Usfs Yy SHOMLSnyurbQ " Rith! & SBER§ Verification
mechanism to verify whether the sampled biometric and/or related information is
staying on smartcard 100 and/or reader 2500. The security verification mechanism
may be used to safeguard biometric information from getting lost and/or
compromised on the host system.

While the biometric safeguard mechanisms describe smartcard 100 and/or

smartcard reader 2500 configured with a biometric safeguard mechanism, any part
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30 sensor to initiate the nutual authentication
process between smartcard 100 and smartcard reader
WQM@/Olanﬁjlor to provide ver| fication of the UBET/US2005/019388

O 2200 B B8 pea i 2 BamalT sete QiArarSstdf, For example,

theslﬁ%htﬁ)rﬁb@ﬁt%%pléte% r‘é@bm@eﬁ bG@m@tnc %ﬁgl@aémyﬁlﬂé reader, only at
i ncl uded on smartcard 92 WO 2006/ 014205

thereomaIlszU0 81 botivte smeddeid aBbthe rEasen gngl any othwmsiombination of

ool B 1 S 68 Rsrinciool SERRARS dsblsseeberein may be
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thecr‘e%g%f %rcﬁ’arﬁ%@%‘%r‘a "n c?c Pé?ﬁ%h rﬁeﬁ‘t@déh%r b@ﬂ%’etﬁ{; ESEunly device

or conmunit ca e trans er-o ornma

maneye Iowaltewlawavsfeomfthermmpbﬁ sale iggpbindfor ovidei éthier functions.
certificates and/ or other sec

t
Foee%??@@fe,%e%me e 3ReUsBE dRYic Bt bR | ea@itﬁgenegr the item to be
puréﬁgﬁé&ﬁ a?é’djﬁ{adatgk catf@)ﬁqélﬁl’llﬁréﬂlddfsﬁemﬁ‘é ?r"f’ér@hant In one

art abases to I''tate a conparison
embetlineent, smmlorauema@@cud’r@rnde\flcerma;nobe)ﬂcbrea’cedrmxtsn:ier df a jewelry

cidentif { W 1 { | A
dispRip cliPl 3 LSHENS Cok Y sl Pubefficaias pRESPs Eafore check-out,
bulCR8Bab iaHel A&tesBUbNPR!peaLSt \F\/Hﬁnﬁher@%‘fﬁ c%%%g' l‘ri?El t@?’e.ggegard, the

may validate the information. Reader
bloma’mfcc pacetyi dealcmmgr canmunigate dhehinforofatioputedize paiyt of sale

nb d |

deyie bl asofEnointd mal Mok BB béGonaBan BErhd M lawtpiry box is

thebga;tn@ Perseﬂr fhat SEChBW tBuIe dRE SjeWBIr?n)’Ir\/\@)hdﬂW’érﬁb@dlment any
t he ar for conparing bionetric Smart card

pomleaom‘rsms@o 2400 anayo beecardigiireslingt aikiomebioaaeunty device. The

it bl TGS % AIELALE oh AP LA, e sourty

devicds e b teAflglired>oP 6wy abe/druhird®argohidratioed Rg? example, the
nmeasure bl ood 20 fl ow, body heat and/or any other

preseBbiananfiopr seaienndates fhaise Bf Jhisdmastys Baeinript scanning and
sec%uﬁl{ﬂﬁ%ev@egeéu&f“a%r {Hdéepﬁ%%%dpl%qﬁté‘rm{k Gé'?éé’tfc?rﬂgst REytronic, Identix

enticity o tric

BiotausH, &1 Ongetpdd, londlickt adiof other G’ﬂrd%piartgmdhdorsl r| s
scans, pressure sensors,  blinkin S% sens rs,

not NoYetsariBek embrginent e dakia ré%omna%rmn pay contain
terfoliSt aftifor EAMi tlm%'?lkﬁﬁaﬁ' 3 lﬁ%b%l i t'ﬂ'ﬁ%fgéh%% éﬁd/or criminals may

bi onetric sanples ter veri
inciudeortembrists, $etans.cacrimibads, amﬂnsm&rt madldterdeanensozsoolnsurgents

. begin apthentica ransacti on ma . ,
revaR§oBates Bon Uiy HBGRETonaTiS IneB0RB8T 4 MRty MEide biometric
mfd‘rmﬂnbaugﬁféo ol mfﬁrns&iaﬁ hé xﬂegs.rbéd ﬁéﬁéwnarrérﬁ%earo%meﬂ@ses used,

verif her the sanpled bionetric and/or related
Courmfyooirmmdrmo&s affiliations with gangs and terrorist groups, and/or any other
terrorist and/or criminal information.

As an example of a secondary security procedure in accordance with the
present invention, the biometric sensor 2204, 2504 may be configured to allow a
finite number of scans. For example, biometric sensor 2204, 2504 may be

configured to only accept data from a single scan. As a result, biometric sensor
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staying on smartcard 100 and/or reader 2500. The
security verification mechanism 30 nmay be used to
W@ 2doeguend bi orret ric information from getti ng POBUS2005/019388

2]l T B 5 el e 2

flan EH@réc%ﬁrt‘ﬁ e%fégotoCBdelrglé" %Q)rﬁ‘éttrlﬁ §‘ample Biometric
NG

i ometric saf eguar anism any part
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xR B eleisensos 220t Syt eENecleRdmpng PIOWRDTE samples
befbré/ﬁMﬂng%fFM/@HBéaétﬁ@té@wavﬂoaw @o@bﬁaﬁir@nﬁar&?a’mlréader 2500.
_\r/ at the reader, only at the smartcard, at bot
he

keraensarrer amdothies pacaeftystain 2400angy elseeactivate upon sensing

2 peﬁmbeﬁtv’eé’%aﬁmg Bianli€ SafiAles oTné Bai bRy dngluge sending
é*%ﬁé]' Ibnﬁkmgssag@lb% eabuwdt msamtm@;slagiebe@pmchmommgaba olfactory

e smartcard may scan a user bionetric, but the
sigoal aﬂa@@ngsaelhvwald@u@aﬁlw@h ansl Piswiding at temparakire signal to said

usc;r{%ﬁw{[)&atﬂ [Illkl o P8 cur ﬂ'ﬂfle l?{hveéenéorll d%&é}ﬁ gﬁﬂgﬁm%ﬁq a gold card

devi

mehiten) theesystémt mal dagblay @eyp@r&alacb‘fﬁb!rqm acosrssalpomt Hér If the sensor
functions. For exanple, the bignetric security devic
detggls ®EepertAusiPghthe ReNSPE MaYosigealier pelify i Bwnager t0 approach

the! ch‘s"f’cﬁ1 Gy éﬁ'(? Wnl@ﬂ)iéﬁ{ n%drgﬁ@fr r?ﬁeé(i" B IRYrtas: éﬁwbwﬁnent the

bionmetric secur
sysd:l@w ey sand Iaelgm:lab edprimbsi aecanint aojdaan/@lr ey aihsrpﬂ)agsonmr device

I h
to GiYdaSmBRb e sHEIcATIS Dofia usp e T FoRIKEEaYs e s being
vnof{a@ &{)gd%gr | SbdVe $’ﬂ@’0(§j)' splay case. In this regard,

omstr C securi ty devi ce may conmuni cate the
i nfbnymxf ither bi@metrie pedurity si/steatse descried berain raay eglditionally be

cor BBl PR EhalF ibchRlod "FoBER AN BT GIST siBm, svon s
bloh%*f\ﬁé raeculify %ngéherzmmogswnmayaaé cHTdured & 16y SAIEMiometric
may be configured with a bionmetric securi

sample;swanﬂtted dn emericacd 488wand/gr smartcardresadss %élﬁchahécstore the
g0 G EBF S om G b ReRiciphy® SheBH 22, 2604

a neW ar¥eRRifsrehhBioAttAE @3@ile i ¥apimittstl Gritdffdsates thdog data,
use of third-party fingerprint scanning and,. security

blOﬁ@&ﬂ@@@C@ths@éemh%%% naeled yay gnapley rWSEP‘é"@VrW@P@QUFG such as

GolH . e Tt 1 R FL TRAGA R, 8B tor any oter

sedmippgiosedure.t he dat abase used for conparison may
contain terrorist and/or crimnal infornmation.

us eBIOMEE secuBhr sYstems230dy 3904 andiaidhe higynetse securlty system
cor}f@gllkécjc? ﬁl‘?rs{)@{érﬁt%O(ﬁ eljn%gs?ls?rrevgtﬁ#ﬁuréﬁn%' %tb?alg ,a plurality of

ons, i nsurgents onaries an
bionidbds safﬁpimléo:s veitfieationf andfatr i athemsgcuntyl papasesmefor @xample,
after biometric security system 2202, receives a first biometric sample (e.g., scans
one finger) it may be configured to receive a second biometric sample (e.g., scans a
second finger). The first and second biometric samples may be compared with

stored biometric samples by any of the methods disclosed herein. The second
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i nformati on, personal information as described herein,
arrest records, aliases used, country of residence,

wW@Rdoslo14£03 ons with gangs and terrorist groups,P@Enusmns/019388
any .ot her. ..t.er r.ori st..and/ or crim nal &grmat
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obtain a bionmetric | e. Biom 4 . .
xaBE tog BB BT TG LS APeb e s gEesP Tropding limit a
pur@rﬁas%céﬁéeed?ﬁ? a X! fumbep BB trdnsasttsnrard2Pértictbof a purchase

receive three invalid bionetric sanples 5 before

andulcnr transsctigrt invalyig aeREronaiaes s (edr.d Payndaadpertion of the

vorSR S LERET A TN TIPS B S IFTE any i

purftididd and/ar tiaypacton exceauling abpreset of eswahmmsllmﬁhe()ardmember
activation may include sendj n]g a S|%§al blin
in

2 thlsPBIY ISBIATCRYSIFBUA BN, TN S5y G PTGy randlor any
othg éﬁﬁt&oéry@{s?éﬁnﬁkg é%rtQtYI i R ?re%@ fhfdl TR G ﬁ%@/‘ be used to

era ure s to sard 10 user
predat/ ﬂéudh@héﬁ k@lerﬁmftsemnjﬁd)repthér htre-desinglle situations associated

wﬁi{ﬁé%ﬁ&?t Igr?é] F;{g{gn?g}ar@?ﬁ Le]%cgﬁagsc EE gtégéh}pﬁer]igg St emﬁcgq%O is stolen
anosﬁ{ésf?‘{le f fiek %tr?alé’eaéqgﬁg? pGreRE 88 ®lith ﬂﬁec NG blBMNetric safeguard

or not manager to approach the cust oner
meahiwh|Srlman1eyt pmmehbrthe rmjrcham)emml lsasgimeswer's idanttyhisr verified by
bi odi rent, the systemmay send a signal to a primary
'0'5‘@ KUME3RSI der or any other person or device 15 to

notdyekdifple! Bﬁiarﬂcaﬁj sUerrﬁa@ra@tuvaeb@bﬁ@tms@@lcmftytslyatem 2202 to
condition or rule is being “violated (e char ge

notifip aveses E00SIT. whnys eftemipénpitormaeke a Igmwncbaggéft@nt@e user must

orof R BT BE B TERY oB bU DigB g 9] b i 100
ma§y§é eEnfRfEdd a5 phivid@tdn carmisler bignak ysisean 3rfMal, b@ﬂéal signal,
be confi ured to Io% all bionetric 20 sanp | es

meslnmcalt eigneh ‘éh’ﬁﬂ’ilO@arQlln Y, aFianainds rkearing, dPFQ;\%I@g an olfactory

oL gl P ohED B B0 98BI B o s

usekn@h@ford Pfré\ﬁd@ nbnfl othesrr hctlﬁwﬂdne tbs as wandrmeatberhat Accordlngly,
differs fromthe | og data bi onetric securi

carQQ@mb%manV&@pﬁ%h yestieatiqn PYp?‘-tpé'@'gmgeasfte%’ﬁ’%gc sample, for
exagwg@g rﬁaé@%bg@g rﬁ?@%P /R]/%F %ﬁrﬁ@féftché&%% g%%ueéﬁd/ae My other biometric
sed@lﬁqﬁﬁéui‘ces used in association with smartcard 100. Blometrlc sensor 2204
may then digitize the biometric sample (e.g., fingerprint) and use the digitized
sample for verification by any of the methods described herein.  Once
cardmember's identity and/or smartcard 100 smartcard chip identifier may be
verified, smartcard 100 may provide a transaction authorized signal to CPU 202

(and/or to IC 110) for forwarding to smartcard reader 2500. Smartcard reader 2500
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Bi onetric security system 2204, 2504 and/or the
bi onetric security system configured with system 2400
woreaealees be configured to obt ain a plurality BET/US2005/019388

ma\g@g%?ﬁé»%%?ggg%}sgg rYéLl fnglsola@qx gp/»&rqu%gﬁlet 15 in a similar
maﬁr?&ﬁjéé lYdSyeS LRt (?tﬁ%ntléﬁéﬁbq\?an@eﬁ sy stenty Qrﬁ@Wdcéss point 15 may

sanple (e.g., scans one finger) it may
procema‘ |tlge1rteahsa§:tloacend@r thes guerchhabt’ @nb;;am@sssas;pueu@es’@ndard If

sm %ﬁé fqo F?gsd ng@fg %g The f' %St eﬁtﬁygﬁ%énot be verified and

theb!réﬁéaédﬂoﬁ $RdIP s cBMcélTéd of AHBﬁloﬁﬁgﬁoﬂﬁedbﬁﬁh@@e%rther security
herein. The second 95 WD 2006/ 014205
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confiBeAtREbyERe b Ahane BheSr aRptotiadr ddviriy Efw@tﬂuréwmayl beused.
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saflsanatenexgaplieenemagdingaimsmartqand sprder2 0l Mayahe equipped
wﬂfﬁ?@l&%ﬁ%&ﬁcog% cb yﬁ{c’e%g%\ﬂls 258§ ggé@uﬁg? ﬂ:)g]% EEMMBR application

of Qﬂh@ﬁf@aﬂi Ireadérh@ﬁow alnedirésard nrezsieab2 5Gheday uliss tmmmbtrlc security
as or exanple, a purchas exceedi n bI|
sysirap 250PdRAkheize-atRgsaelan t agwofﬁ} s%sr%@w ,nge guch as, for

exaﬂﬁﬁ]éeta gHF@%rgfgtexééé’%ﬂﬁ%Céd %‘%ﬁabl@ﬂ%dpﬁéﬂ 9Fbr%fseasper)1/dlng limit, a

chas r transaction 1 nvolving hon-nonet
purt:lnms‘és ekeegdingpayregetanpober of teinsaciond andémsanymiher purchase
I ine m

excgﬁg;rlw(glr o§al t%tﬁgs?é@@p@aiggp aﬁaf ert’qbgﬁ,saa l{doHarty ls)suer system a
th|r§>b%h HHQné’laP%?ﬁ%Fn Of &thidny harbr éﬁ}/tothgare%mfsystem may

party fssuer system’a third-party financi al
esta!ylﬁslhemlne aoresabdmyts-:md]'be bmifs mtabfebeeh$$d ytoopreyant efraud, theft,

oveleilS; ghlsy sk noRagaTapRenutgs Aaparplec yif fgtficial and non-
fingplcradeenfes Forkh@n®ié, URisnedifcarg STO0 & Sl awidt the- thief tries to
financial and non-financial accounts. For exanple, if

makers targedpushase witlithe caidd thediemptic spiegyard Meganism may

e GRS B a4 8. Iy GRLFRYEfoans

| dgRt b exd Jvhetk Byrdrhémbet lid sth‘@aaScorﬁmnysbsaUBU esmartcard
smartcard 10 ma activate biometrjc, security

10022@"zaft@ardzdoﬁomafyyﬂs@ e 8 pisesetniimit of é&aﬂﬁéﬁﬁf?gﬂﬁg that may be

e P S st Y
corfff 9088 FRENES b el YBBUIBHS, 1 HAGYLEE Brcecds the
trari®2ictibi i Ingit, smartcart deddir 25@@ rhay cbmﬁ:ogﬁgwédtm pcaxvlajé)lometrlc

an audi bl e signal, visu [ [

sarpRlera erde) tos\reg"mhe W%Sa'@ﬁBHg’n%(’Fqﬁlggfﬁ‘lg aih%hggra flﬁf@y provide such
vorBEER A%y SRS LAl AR, 1 Snsbpish Rl fina son
to lsiogredlic sensai B5Q4 l&‘martwvci/ r@edpr @bDBemanthen tekgitize the biometric
sanrw]r())lteI (felé: a%ét?n%l tp%ttgrnc) fhe d%%:ordd seﬂ%lppé’ for verification by any of
the methods described herein. Once cardmember's identity and/or smartcard 100
smartcard chip identifier may be verified, smartcard reader 2500 may receive a
transaction authorized signal from a security vendor authorized to give such a

signal. Smartcard reader 2500 may then provide the transaction authorized signai
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cardnmenber may provide such verification by submtting
a bionetric sanple, for exanple placing his finger
wW@®s/obi2esret ri ¢ sensor 2204 and/ or any ot her bP@I‘msmi)sj0193ss

Securd t. evi.ces. used. i.n associ ati,on w h smar t
to RGBS 15 AnosHYGT PR0RS! Ay 15 FigRe VB qeivepfignal PIN driven
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00

ver Rie e LiaReli doreb oy s orRaes Sesr i Berd bst ingerprint
scatint Bhd adtifhios@ndify Filbidhetrié @Bﬁgﬂ’é vefifit&tichl®r &&mplification,

forwarding to smartcard reader 2500. Smartcard reader
any bgnetgie saDNpB06BIayL e oBibpaitedide0osrilicaizes authgtizatipn and/or any

othgg F‘ﬂ e%%gtrﬁs] ﬁuh&%%%a é} 8)?@@&[%% 'Eé'%ggﬁf lgngghvérf ﬁé%:e%’?ﬁates the use

of G616 @BEO@MEbN Piialr AneBr 1s redBgrish, A6igRSTIre TeBbgdifion, vascular
rocess the transaction under the nerchant's
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trlggered such as, for exanple, smartcard
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blo@ﬁrﬁﬁgéh@( ?ﬁ%p rfocﬁbﬂ or”@?fcn?ﬁt wﬁ@ﬂﬁéﬁé&ﬁt &dr example,

r any~other security procedures
smHHyan’roieﬂMSadd/drmeadmtI&}O eyt eonfigembad do mm:ﬁlve a biometric sample

srrartcard eader 2500 be equi, 10 wi
fromgi BnetS'i c gﬁf §@mﬂ% éﬁﬂ&}ﬁ ﬁfeégﬂp& yse ,nqun%xample as a
artabfe t & ﬁn@@?&bﬁa&dkﬁﬂatl&f tosé'@ddré Y. ﬁ‘%ﬁéhs@?%nts to retrieve the

may use bionetric securit
encrypmelndalﬁmhewmtmusﬁ sebmitt thantsdemanb roiometrio/issmplesnd have it

tabli sh d f , .ch
au@Rpfeapn oamoet e meRtiey Ao R ERe T8 HIGPTT sample
is aﬁljth@rﬁrc@t@@ezh%@@&wnm& deB y?ﬁéﬁ forebess.of transactions
and/ or any ot her purchase 15 exceeding a preset or

est Qinilaslyea blomettrlc Maydvaeubed as dothiarRiiviede ey iadshuz public key for

end T g RE g rmRSRhTE, 2, EIBE g oo storen

bioR{e®86 sahipi® tisforrhBBoh it81 dricryydda iHSendrtnglr siwdlak to a public key.
fraud, theft, overdrafts, and/or other non-desirable

The detamayriheaseo epatiguredi suehrthakités anlysaerassitle by a real biometric

sl BRSE ShaPERO Y B rFHATEL S s L, 408 ocer. Lpor

verffisatibasef hé hrddiebioatatric t swmpleo ntbier dat&aﬁagube ddecrypted and/or
mechani sm may prevent the purchase until cardnenber’'s
retiiemask i ty is verified by bionetric means. In one

ex si o |
ShalHIE: O ErABRATIRBadiRS SechiE0 HASH 3N Geference to
idehtifigdtionf autlergizationrsd baﬂhonzatldre processks; &dshoeldibe understood

thagﬁ&ng%ﬁétﬁ\éesgcufya&s ems and meth ed% descrllbe% ferein may be used for
identification purposes only, authentication purposes only, and/or authorization
purposes only. Similarly, any combination of identification, authentication and/or
authorization systems and methods may be used in conjunction with the present

invention.
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pragliesehihieday@tian,unleys xPrass!ViRaIHHE @és@nsﬁﬁ%e'hef giritical.”
Once the bionetric sanple is authenticated, the data
will be decrypted for access. 20 Simlarly, a
bi onetric may be used as both a private key and a
public key for encryption purposes. In one exenplary
enbodi nent, an entity nmay use stored bionetric sanple
information to encrypt data in a nanner simlar to a
public key. The data nmay then be configured such that
it is only accessible by a real bionetric
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sanple, for exanple, by a user proffering a

fingerprint sanple at a reader. Upon 25 verification
wo@toobloes2o®al bi onetric sanple, the data nmay bePCT/US2005/019388

decrypted and/or retrieve aLﬁﬁﬁgle the exenpl ary

enbodi nents descri be herei reference to -

identification, authentication and authorization

processes, it shoul d be understood that the bionetric

seddhiat is Glagmeds and net hods descri bed herein may be

used for 30 identification purposes only,

aut henti cation purposes only, and/or authorization

purpos esp Athirtcard Mraddddtionagystsranddrifiured with a biometric security

i dentification, authentication and/or authorization
devigas tseifs sysiamenrnprsingay be used in conjunction with

tp?:-?-/ ngg%%‘m%%\égmorﬁ@uﬁcs Io, &t ﬁg—&% i842°QRh a reader, wherein said

readér @@dasaigdbioniese rs'el@hht?l”d@%c@@@%@ffbguemmdl cenireinidate with a
t he i nvention makes reference to the acconpanying

hosfrad.ngs, whi ch show the exenplary enbodi nent by way

of illus ti I I d
are descrtBedimelly ¢ Sef iRy (EVERP iKaRtby Carabetric  sensor
corsiigurdcecdtoi Wetdut ar prdfterpdabbnmeirlc hearBplenvend i anyerification device
shoul d be under t ot her
configare kvl sg PVO%I%&S Bloratia saetae gﬂq'téﬁaﬁ‘]é’é@sﬁ%@“
be made w t hout depart| ng fromthe spirit and scope
of the invention. For exanple, the steps recited in
any2.of tTiee rsma”rmar@rtrarmaoti@rssysﬂem of cleyn bhewdeeeiotsadd biometric
[ not limt

oo b BB B ol A0 5REAED ideastone o sl

smgﬁé‘éﬁd' SSid raakiBg Mdea AEtBKE 10 servers as necessary.
the preceding detail ed descrlptlon is presented

for purposes of illustration only and not of

n%t o ﬂé% éﬁ?n%&aaigsc%pa? "g’& Sg’g%gjl W?—ﬂé %in@te %ﬁf%eﬁg%lometnc

sec'ﬂﬂ)aééﬂge ¢ éd)lﬁ'ﬂ?gur&@'l’@fédﬂﬂateoé fieite Admivel @9esanaind
sol'utions to problens have been described above with

regard to specific enbodi nents Hovvever t he benefits,

:Id\é nt a(g.@ﬁe sgﬁ%ﬁ%ﬁ{ﬁ%ﬁ?@“g ene 'F%ia@g@,aﬁftﬁ%éeén said biometric

seciRitytieoideti® configured tdwgoaﬂeraief enprainp datted bdornetrict sample, a

be construed as critical, required, or essentla
propessest biomstrie sampie §n6fa %tﬁgﬁ@bblomqt“@ Gt O ms. As used
herein, the terns "conprises, ‘conprising," or any

ot her variations thereof, are intended to cover a
nonsexcl Tisé vemartcands iransastiorh stybmmaofplcmlmsé fmathbodncludmg a
article, or apparatus that conpri.ses.

databaseRoBTg¥Ed RGOTNa| P8RKSE  VHhgesin S ﬁ#%paﬁ%etrfampﬂses at
Iea’stncdﬁéd%fo%ﬁﬁr ?LL fareqt Blcfﬂﬁétnéxﬁéﬁlﬁﬁisy llég?’% §|‘éo°rb|ometnc samples,

nherent fo s process artiec
proffpped atses .infeunatien, registeredraser debnrrnnabenl ttm’cms*t information, and

cnmm%\imq‘gr%aft%rn the

6. The smartcard transaction system of claim 5, wherein said database is
contained in at least one of said smartcard, said reader, said biometric security

device, a remote server, a merchant server and said smartcard system.
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practice of the invention unless expressly described

as "essential" or "critical." 99 WO 2006/ 014205
weEanbE2005/ 019388 CLAIMS What is O ai ned: 5pdT/U$2005/019388

smartcard transaction system configured with a

bi onetric security device, said systemconprising: a

t car

ahere n o grergekElah LARNBRIGR A iy Julersffsaid database i
configurezktoahe operdted by emh authonredisaimptecrageivera host ;

and, 10 said bionetric security device conprises a

bi onetric sensor configured to detect a proffered

bi ggret r i n S R rRar rt‘r‘én%a&%d fsé@t@hﬁ BN cfifvi $ewherein said biometric

configured to verify said proffered biometric sanple
sensor fsaconfiguaed vatht a’rdaaa’mmemf aa 0p1ﬂhél AINEE.a@ gapacitance scanner,

t,ransacti on said bionetric
a vidgo LRk Ay 9”3@? cs’greleg %'Hﬁ? .d&iﬂzéag ?%bq@gmmni cate with
said host via at | east one of said snartcard, said
reader, and a network. 3. The snmartcard transaction
sysﬁ em ofhesmaricard iessariion systen ofstaimct, whersinspid biometric

soct] 5555 GOUHIBUEEE B8, DA SHRP DU bR IRGEg Sfpoms o

least orvd ef ﬁﬂge?@idﬂwdy Oifetddtion, fesl ehylodands; 8hokt ridges, dots spurs,
configured to log at | east one of a detected bionetric

CrOSSAWEIrs, PQe S (958 (ralipBmeoRs cWhakp| hawhesst or ed
bi ometric sanple. 25 5. The smartcard transaction
systemof claim1, further including a database
confQ.gureite tsmartoare tamndattiopapkiem ohMokaimi h, whietbidataad biometric

packet conprises | eas
sodbgurise L aesech o §EGek P8R e ek eBeS chfkETerstis ncuaing
at |85$(f6ﬁé o nBﬁSf pblﬂfsortﬁ'@'d'ls‘??mcé Behwvd ST Bt B9&E the wndth of the nose,
rn errorist ormation, and ~crim nal
theijzm/dxnlsratanome d6pih. of the eysmockeatsd t ransacti on syst em of
claim5b, wherein said database is contained in at
| east one of said smartcard, said reader, said

bi Of‘Et r '?hé%%’drtda)‘d t%‘éb@ﬁ@n é%/é%t@m)b? chfmV € wharein said biometric
ant server and said smarfcard system 100 WO

secaf6deviee0s em’lﬁgysgdol@/ detrggaam vqrﬁ‘éy sigieiwer gcan characteristics
lncILg%résaa%t 'Ieast St Gt a%l a s%]ee*d m@ﬁ&?é ns?ﬁueg &%%EB%S and timing

information.

12.  The smartcard transaction system of claim 1, wherein said biometric
security device is configured to detect and verify at least one of blood flow, correctly

aligned ridges, pupil dilation, pressure, motion and body heat.

13.  The smartcard transaction system of claim 1, wherein said biometric
security device is configured to compare said proffered biometric sample with a

stored biometric sample.

14,  The smartcard transaction system of claim 13, wherein said biometric
security device is configured to compare at least one characteristic of said proffered
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configured to be operated by an authorized sanpl e
receiver. 5 8. The smartcard transacti on system of
W@ k@bi14R95 wherei n said biometric sensor is copdT/gs20es019388

M.t h .a ast..one. af scanper, a capacitance .
andsc%tﬁfec{ L’%&“W'Qeo%é%‘ﬂ%?a iR ndontan OB PaBRSS prints,
' I r
wafifShh, Fodtah el ok el o*@*“neé%?f)ﬁ’“%o@%%iﬁﬁ@ eI Patierns,
blood floenaind lnoely Hemtdet ect and verify finger print
mnutia including at |east one of ridge endings,
bi furcati on, Iakes encl osures, short ridges, dots,
SPUWE,  THES tr@%§ctﬁinz§yst@ﬁf &F HaRRUBOKhdrEAPSaId biometric
whorl's, and ar . The smartcard transacti on
secsyibt eevige 9 aﬂtnieastvwm@fna sthird-partyrsecusty vendet @evige and a
gqe?\épce is confi %1(? ed to detect and verify facial scan
pro 3%‘3%?”%‘%?%’[ &1 udi ng at |east one of nodal
poi nts, the distance between the eyes, the w dth of
the nose, the jaw line, and the depth of the eye

socket s. The smavécaltrelr ansacHon reyisterpt ¢ oﬁlaypsi%nwbﬁreim &aigl stored

ol el BT e R L,

characteristics including at |east one of shape,
speed, stroke, stylus pressure and tim

1 bf. et TTom STigstcatth Ha8 RGPS 1SRN O wheiednsaid registered
blomeﬁjd%a]mg\é@ﬁgaeégggg@% Q%‘Feéét%nezcﬁ 820l ¥ %‘ﬁ’{ tfb‘?]é g?edlt card

cont 1 gur verity at ast one
infdrination ¢ debit addry lnfa)lrmgheni savdiggs acpapitl indodnzdtioon,and loyalty point
pressure, notion and body heat. 13. The smartcard
infarmafieAct i on system of claim1, wherein said biometric
security device is configured to conpare said
proffered bionetric sanple with a 30 stored bionetric
santB.e. THe Shartcami treasdctioraraystamonf sfaimen Gf whiesgim different

IACTEEER ST e
infor g%ﬁrOérfaﬁfte@ardl%fdl’ﬂaagﬁwmz%rﬁ’cﬂféﬁﬂé‘w 0%8988s account

*store i(r)metric...... sanpl es i ncl udi ng
lnfamna(tlbnaandmwmlr}ﬁanﬁoﬂmﬁﬁon prints, waveforms,
odorants, nodal points, reference points, size, shape,
thermal patterns, blood flow, and body heat. 5 15.

Thetg marfi§@kfhdricaRs 88hbatichyS/stsmalt didigi 17 Wehemdhvesgidregistered
said bionetric security device is at |east_gne of a

biometrici spenple iss pmarilyy asedrked guith @é leadd ape of first user information,
w258 RS REaTFAR P, p e ATl orit care

infokfhalibameebit casannformatiopy ssdsga acegust pfethdtiomyend yalty point
lnfosfr?\g?lloﬁ and wherein said registered biometric sample is secondarily associated
with at least one of second user information, wherein said second information
comprises personal information, credit card information, debit card information,
savings account information, and loyalty point information, where second user

information is different than first user information.
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17. The smartcard transaction system of claim 16,
wherein said registered bionetric sanple is
waz®eoiaded with at | east one of: personal i nfPCTES10051019388

.credi.t .card..inf.orpmation, debit card infqormtion, .
saithgs & SMAICAME HRRERHAN SYsiem) Qfdyqpm 1pgﬁ1§rem1gald smartcard

trarié?gﬁénr\"’%)%s?é\ﬂ ]rsSIquQ?F fs&mfi GAL tbfﬁﬁgﬁggﬁgﬂlﬂxaﬁyﬁhﬁéﬁﬁﬁation upon

wherei n ereft regist ometric
verifieatpresf saié prsfeecidatiechedid $araplei f f er ent one of :
personal information, credit card information, debit

card information, savings account 20 information, and
| oyl 1y 1Y BinarfebRd ﬁ%ﬁé?&ionl stdmeofSETBING Gakgherein said smartcard
transaction systemof claim17, wherein said
is coefijwreditedeabticateturian rejaqiios df sajst piediered bisaelcicaeale.
with at | east one of first user information, wherein
said first informati on conprises personal infornation,
credit cpid spfaricat@timishetion €¢sten eREmimnnt owhBEdiAsaid biometric
savi ngs account information, and |oyalty point ]
senispf ds mearifignrechria pravids @ ogtificatiog sipepedetschingt of said proffered
bi saggslne isI secondarily associated wth at | east one of
IONEHYHPIREr i nf or mation, wherein said second
information conprises personal information, credit
card information, debit card information, savi

acobunt Theg gm@ﬂcagﬁﬁtraaﬁ@cﬂws@m@iqﬁim ﬁfwhﬁﬁqiﬁg%jd verification
oo ESE EERRORA'SSTegfld P OBIRL bR b bbbt o sooonc

deViRSeT 2B | AEM388tidr, ariDa ndhdinasictal treasdctioransact i on
systemof claim1l, wherein said smartcard transaction
systemis further configured to begin mnutual
autent | ' MfJCald fo1 SRl ier
o1 Gt 1 18 SarReRE g S PRI AR STIAR 1, RRGIRSRA verification
devigestie noarifiguired niol facilitatesithe sasel afimat tleastl ories secondary security
configured to deactivate upon rejection of said
Progedier ed bi onetric sanple. 22. The smartcard
transaction systemof claim1, wherein said bionetric
sensor is configured to provide a notification upon _
det2fit i oh noéthedifor faciitbting diometrisi ssmtrity & easppeEcaniiransaction
The smartcard transaction systemof claim1, wherein
SN FOTWISi%ati on device is configured to facilitate
at | eastrc@BRiRf daes T Behartar@vigdfa aea@sQherein said reader
device, a financial transaction, and a non-financi al
cornmanisates with sell systeMie smartcard transacti on system
of claim rei ' [ fi.cati L CE HaSai :
confi gur%eg}ef;t\({)wqeaacié}f)ﬁ%{eg t%ﬁgrh%fg@ é# (a;tselggka%t ﬁ’é‘r‘?ie'” said sensor
corfRtiaRAtsy wiB &alid bystefir toastsisihea proffered biometric sample;

verifying said proffered biometric sample; and

sy

authorizing a transaction upon verification of said proffered biometric

sample.

26. The method of claim 25, wherein said step of detecting further
comprises detecting said proffered biometric at said sensor configured to
communicate with said system via at least one of said smartcard, said reader, and a
network.
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20 25. A nethod for facilitating bionmetric security in
a smartcard transaction system conprising: receiving
walai0a/0f4203n a snmartcard via a reader, wherein sBCTUS2005/019388
reader comunicates with said system detecting a
proffered bionetric at a sensor, wherein said sensor
25 gpMUDhE @ﬁ&ﬁob&"df h;laﬁﬁi g5 SWﬁé@'ﬁ "sgldoélbé'df deteEfid 8si@8Dbroffered
bi onmetric sanple; verifying said proffered bionetric
biogwaific eprrmmaea@pmnﬁng said profferad diemetriaupiopne of an optical scanner,

2 cSBAciaArER aetoh of APaRehiass G LEaf RElgond A Rajfeind tabiet

detecting further conprises detecting said proffered
bionetric at said sensor configured to communicate
wi t B8.sai tihe yretbat \afLlaim Reautheseie ssid stani of datactiagdsomprises at

loa88t RE G Bssistng. SfBrieestlth S AP ot st

said step of detecting said proffered bionetric

conpri ses detecti ng sald proffered bionetric at one of
n epti chhe ekt of glafBpdei HIRIEINs SaithetieP a0l drdgcting further

a
cofGBSE P HEPe SREC0ORR 8 hikEP g, s, o

tramsEgbiionses at | east one of: detectlng, storing, and
processing said proffered bionetric sanple. 29. The
nmet hod of clai m 25, wherein said step of detecting

fu ri?(? rReffl 8 %Ieﬁr%CQS V\g‘?‘l@aré’}nf d1 tseteﬁ Lk5f"38éte‘éfin%chompris.es

pr o ered iometric sanples during a trahsaction.

log@img eaxthhprdffefeccbiaimetfls samipde.ei n sai d step of detecting
conprises |ogging each proffered bionmetric sanple. 15
31. The nethod of claim 25, wherein said step of

det®eli Nphé UnhRid SFOBRIMSES, 6!fffhér@ﬁl‘ﬁtsa‘imest@i‘) of detecting further
det ecti on, processing and storlng | east one second

COmDMQ%ﬂéd{eaﬁtcﬂm of dletestioine . processing Blﬁl@l sleringdatofeast aing second
%5 N said step of verifying conprises

Pro 8%@2850%8 E%Sa”]& Gf fered biometric sanple with a
stored bionetric sanple. 33. The nethod of clai m 32,

wherein said step of conparing said proffered
bi 0%t r i Eh%mi®Wf ¢l 85st\/%ﬁ§@mbl3@'ﬁieﬁ'ﬁeipc of yepifidng comprises

corﬁBgfﬁ’rﬁé 35 p%ﬁérle%gblometnc sample with a stored biometric sample.

33. The method of claim 32, wherein said step of comparing said
proffered biometric sample with said stored biometric sample comprises storing,
processing and comparing at least one of fingerprint minutia, a nodal point,
signature speed, signature shape, signature stroke, stylus pressure, signature
timing, voice patterns, nucleotides, code sequences, regulatory regions, initiation
and stop codons, exon borders, intron borders, biometric reference points, blood
pressure characteristics, voice print waveforms in the time domain, energy content
in voice prints across the frequency domain, stochastic models of voice prints,
template models of voice prints, hand shape, finger length, finger thickness, finger

curvature, auditory emission frequency, auditory emission wavelength, auditory
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25 processing and conparing at |east one of
fingerprint mnutia, a nodal point, signature speed,
wWGEr@eatae shape, signature stroke, stylus preBGUDS£2005/019388

eSO HE L oTse GUTIPER( . ey SEare i TG patBli and blood
Vesg@ﬂgasgemgxon borders, intron borders, bionetric

reference points, blood pressure characteristics,
voi ce print waveforns in the tine domain, energy

co nt 30 in voice prjnts. acr .he_f.ne nc : :
dortdin. Toechelfid Sbaat° 327 BRge ) rsaid BB G paparing said
proffefr] BiophetM@isathpds withssaibl atstesilsipmetrid 8a@Ipld ed@iphises comparing
finger thickness, finger curvature, auditory em ssion
saig p ag\piomatrictsanyplewits ableaghore ehatiomatits sasrple afgcriminal,
0 / 005/ 019388 ens"sion A
ate\rpﬁr%g,.aﬁéqoééﬁg%giuggé , h" keystroke scans, eye surface
patterns, and bl ood vessel patterns. 34. The nethod

of claim32, wherein said step of conparing said_ .5 .
pr o13-er ebn®iBadod; ef skaim dowwheraini gaigt sfepdobiveriiing comprises
| £ j [ [ I i HC
verfAfE il ITRRLRT DEREAL S2ni@tind iffor Bt MGl on at least
onecof arlowall databaser a oemste datathaae samd tdhird-pastyrcondolled luatabase.
nmet hod of claim 25, wherein said step of verifying
conprises 10 verifying said proffered bionetric
samy e r n atiehe i i
2| Beal T Epeoa” G LR, 25 AMTER ST iobeB verBiey Pomprises
verifying r shide (prafiereidaseomaBic Haenpiet bsithgofone aif ma2protocol/sequence
V\,h(ﬁrei n,said step of verifying conprises verifying
contrg grapgfafatbpga) YoretiiheY F'e using one of a
prot ocol / sequence 15 controller and a third-party
security vendor. 37. A nethod for facilitating _
bi odbt r i A reethodi foy facilitatisgriiaroatis seeuiitadt rovmMaggaidetansaction

onpri sing: .prof i ; [ [ ' e . .
sysEfesl P Rkierhy Yo B daR, b By SRR cbhfigunicating witn
said &lyistdra abl witicRé \erificalidreiofch proff@edi biopstit esdnaple for facilitating

facilitatin 20 authorization of a transaction. 38.

autlradzationnefca g’@ﬁsﬁﬁtm@l aim 37, further conprising

registering at |least one bionetric sanple wth an

aut hori zed sanple receiver. 25 39. The nethod of claim

38, 38vherEhe nshod $dregf addint 89] Biriher mgnfprisideregistering at least one

. conprises at_|east one of: contactjng said authorized

biomgitpit sampleawiila An auterizad sgmplegiegeebnetric to said

aut hori zed sanpl e receiver, processing said bionmetric

to obtain said proffered bionmetric sanple,

ass3fi at Ty reathddpobfdiaine B&)i whetain csadngtep ofvredistesing further

information, verifying said proffered bionmetric . :

corbgigAsnal AR S Phec Snancaetpy oY Ferga agulp icgeiver, proffering
sai§ BBhRAP S 484 | Utk&i2<N sample receiver, processing said biometric to
obtain said proffered biometric sample, associating said proffered biometric sample
with user information, verifying said proffered biometric sample, and storing said

proffered biometric sample upon verification.

105



10

15

20

25

30

105 WD 2006/ 014205 PCT/ US2005/019388 1-. 40. .....
The. -net h' odWl ai m 37, wherein said step of proffering
weowpoiees proffering said biometric to at | eaBCT/U8m0D619388

,an,,.. pt i.cal ..scanner., paci tance nne eo ,
P, - The tbano 6 Aot Whgran Ay Fabick oot comprises

proﬁ‘@ﬁn §518de%é7cLé"t6‘ 3t leddtebRE NofS @hdopti é’cf,anner a capacitance

pr of er| ng furt conprises proffering said
scannenm videotaanseriad abildiR scieensantd adigitang ialklat.i ng with

said systemto initiate at |east one of: storing,

conparing, and verifying said bionetric sanple. 10

42. 4The TRE he@tiRfd Dratiaim 737 Wb saidd siégPofobroffering further

proffering a bionetric to a bionetric sensor
coroprisemipceitering amdhbmeingygtwdttyomtmq geasor communicating with

sa@f ﬁ%%s&%@a&%r{mt\%%gtr%el{?%g% [j'gt?ggtogrg% ﬁ%n?ﬁjggt gﬂassenfylng said
biof@ii@saepid.n at | east one of a smartcard a smartcard

reader, said sensor, a renote server, a mnerchant
server and said srmrtcard transaction system 15 43.

The %n;t hofle %etﬁb@'omc im W‘G\X/ﬁéfélr?sé@. &E@%f%froﬁerlrg%a biometric to

pro rong sal to sai

a biometry eemmgcamh’mrﬁ@tm\gswﬂhaald syisterhi tat imitiate verification further
verification further conpri esc arlng?

COpPE$e PERFSS e dtabaga i ioR, Wheteh exh d%ﬁ%%%ecmformatlon is
conit?fé‘i%ldgp AP 44 -onEnGr ABHRRERT, £ERIMCART redRiresdidSindor, a remote

conparing conprises conparing sald proffered
serbegremerchard spher tandsssid setavtcadd transattidncsyséeml e by
using at least one of a third-party security vendor

devi ce and a protocol/sequence controller. 25 45. The

rret,!pg)d oTn& InRetRbd df el 57, ﬂNﬁéFeih shiansteh &?Wf’érlr@)gsald biometric
said proffered biometric sanple to said stored

to baidhbiometrisasgnsor ceompmusésatingnpithi sejdasystematn initiateotverification
furli6 RPSPTSpS AR NG s ProTt g BiarPelisafon B3 fha stpygd biometic

sarﬁbre(?ke stylus pressure, signature timng, voice

patterns, 30 nucl eotides, code sequences, regulatory
regions initiation and stop codons, exon borders,

i nt ur e‘?@%jﬁ%tptog c?l’?l%ﬁ'h %4, %ﬁér%ﬂ?%a%%l’é Sof Qé)rﬁl’jg)gring comprises

pre I'CS, ’'voice pri

cor’hEanﬁ% BRidAsdersd Bioaiabic sanipito salld\stomei tmomemc aampis by using
requency donai n, stochastic npdels of voice

at ,}ﬁ.aeﬁtgnet@‘n@ id-pardy| secirty, gfendor 1@gvice and a protocol/sequence
controller.

45. The method of claim 43, wherein said step of comparing said
proffered biometric sample to said stored biometric sample comprises comparing at
least one of proffered and stored fingerprint minutia, nodal points, signature speed,
signature shape, signature stroke, stylus pressure, signature timing, voice patterns,
nucleotides, code sequences, regulatory regions, initiation and stop codons, exon
borders, intron borders, biometric reference points, blood pressure characteristics,
voice print waveforms in the time domain, energy content in voice prints across the

frequency domain, stochastic models of voice prints, template models of voice
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WO 2006/ 014205 PCT/ US2005/ 019388 prints, hénd" shape,
finger ength, finger thickness, finger curvature,
wa@eashorys em ssion frequency, auditory em ssiPCI/US2005/019388

o R et B st care. adiory
em%%r{o'ﬁ%‘éﬂeﬁéﬁsgg fP&gt 8&1“5%10@ virelditRh Mg gaggg/oferrﬁéé}bﬁnwbratlons

wherei n sal proffering sai nmetric
smekliprints; keystroke ss:ans,oeya:sxmfana Rattemns, and bloog essghpatierns.
further conprises using said bionetric sensor to
detect at | east one of blood flow, correctly aligned

ridges, TREPhéthel!AdAm 3Pr\/@ﬁ§ﬂé5r€saﬂ[§té9@)f PRk said biometric
heat. 10 47. The nethod of claim 37, wherein said step

to edid driefediic sgnseNl eomuimicating With seid @ysicombeither g@mwses using

saif SR pooril B et Gk T AR EBME qerspty sligned ridges,

puplEdiggionD BreddUes,ansiittg apdbodly tidang at | east one second
proffered bionmetric sanple. 15 48. The nmethod of cl a| m

37, wherein said step of proffering said bionetric

sai g bi r

£ 5 TR SRS | B S L e
to 8hid ermhettiBesaETINCENhUEEATINGt withr wddws&emlﬁ? initiate verification
further comprises at least one of detecting, processing and storing at least one

second proffered biometric sample.
48. The method of claim 37, wherein said step of proffering said biometric

to said biometric sensor communicating with said system to initiate verification

further comprises the use of at least one secondary security procedure.
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