WO 02/ 076051 PCT/ US02/ 08641 SELECTI VE FEATURE BLOCKI NG | N A COVMUNI CATI ONS
NETWORK The present invention relates to comrunications systens, and is
nore partwoukardogirel ated to controlling the action of fearursesoseal

comuni cations systens. The proliferation of data transport networks, nost
notably the Internet, is causing a revolution in tel ephony and other forns
of real-tinme comruni cation. Businesses that have been accustoned to having
tel ephony traffic and data traffic separately supported over different
systens and networks are now novi ng towards so-called "converged networks”
wherein tel ephone voice traffic and other forns of real-tine nedia are
converted into digital formand carried by a packet data network al ong
with other fornms of data. Now that the technol ogies are feasible to
support it, voice over data transport offers nmany advantages in terns of
reduced caBERECEIVE FPATAUREBLOCKENG TN COMMINICAEIONS NBETWORK bi lity.
For exanple, at commercial installations, custoner prem se equi pnent

i nvest ment s g res%HtQ%‘é/é}ﬂfo'n%ﬂatés S BARENTRE SRS steins,! 44 1§ ARAERH 1NN Hd19%RE

such as PBX and automatic call distribution ?UI’IC'[I ons, may reside in a

ser vi cto gmirplling the agiéemefl featurgsin eowmupjretionsfsygiameways al | ow for sessions
to be established even anong di verse systens such as | P phones,
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i npl enenti ng new services, and desi gni hg new equi a way that woul d

have beysterol arfd magvorksaré naw moevmg/mwa;dsweenalslech‘g@nve‘r@cd aeivaiks” sttiengin a

ar ci ¢ PR € BRbRCmg e hEt o P Bl E ke AR B N Bmgma

I Nspi r ggribd by AGabkddatal mw&ﬂz alongW@itls 6the Rime af dathUNo@f Bafibk tdRAGIS SRE htey
limted to such an environnment. In sone respects the protocols and control

ar chi t teesiblede supRY itheichewer dayrapepaiteliers maay edvantages inferns ehicduesd any
for m Ogap'i{afi%? ﬂerrat r%?ctg E) &@o&lyeﬁc%ﬁ%gﬁ@gﬁﬁﬂl }and the IETF' s Session

I nitiatron are exanp protocol s whi ch nay be used for

establ i shi nﬂ 1§jl exCa%lp e, na't 8&}11'11%10051211 ns aﬁia%ons cu&gmer premise equipment investments are

substantially reduced as most of the enhanced functions, such as PBX and automatic call
distribution functions, may reside in a service provider’s network. Various types of gateways
allow for sessions to be established even among diverse systems such as IP phones, conventional

analog phones and PBXs as well as with networked désktop computers.

To meet the demand for voice over data transport, service providers and network
equipment vendors are faced with the challenges of establishing new protocols and standards,
recognizing new business models, implementing new services, and designing new equipment in

a way that would have been difficult to imagine twenty years ago.

For establishing a communications session in a network, new protocols and control
architectures have emerged. It is worth noting that these have been inspired by the migration to a
voice over data but are not necessarily limited to such an environment. In some respects the
protocols and control architectures described next may be used to establish calls through any

form of transport.

Both the ITU H.323 standard and the IETF’s Session Initiation Protocol (SIP) are
examples of protocols which may be used for establishing a communications session among

terminals connected to a network. The SIP protocol is described in IETF document RFC 2543
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term nals connected to a network. The SIP protocol is described in | ETF
docunent RFC 2543 1 WD 02/076051 PCT/ US02/ 08641 and its successors.

Vari ous awohewa®sur es have been proposed in conjunction wWPCR/USaz88841
protocols with a common thene of having an address resolution function,
referred to as a "location server," sonewhere in the network to maintain
current information on how to reach adny destination and to control
features on behalf of users. In a SIP-controlled network, a variety of
features and services may be inplenented via a SIP server. These features
i nclude Centrex-type calling features (call forwarding) as well as
advanced features such as SIP presence support, |ocation managenent, and
Find-Me capability. A typical feature in a conmunications network is cal
bl ocking. Call blocking is defined as the ability for an admnistrator to
pl ace omtlgisngeessuirs. Neagions exoim@@ur@ﬁhawd:een sreposekiaconiupstion wih firse

adm ni strat make r.estri
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addi ti eqydafloh @&%ﬁr SR WIRIre th B3 hbﬁvdrlﬂﬁi maintiée ugért éefolativnandow tmiegch ng
calls can also be initiated as a side result of a feature invocation. For
|nstancaeydcainatlf)mauétmmitjmlé@ﬂfewfh]?@ﬁgro UgHs ot her features, can result
in an outgoing call indirectly. However, adm nistrators may wi sh to apply
di ff erent pdhiadSIBscontrotltd setworfsea vriciynel fp@tgxesmad servicgs meyhe daplementndr-de f

calls. i nstance,. | e ok.to d ect |
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D stance, as his may | ead to a fraudul ent use of tﬂ%ﬂ hone from outsi de
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shown) adhﬁn@ﬁﬁtbtﬂﬂhﬁﬁmak?ﬁéstﬁbﬁén@@ﬂomgymg'&klds taettsintinteRetioyal Bhaodnumbel Party
B 303 may nmke calls to C 305. However, the network serving these
parti edanges doindi mnéﬂldt‘ﬁduagrué &nt Party A from placing calls directly to
Party C. For Gl B9 a AssldRRegy plabay, BeEoidE chld b dlache r ed
in calling artgﬂ%m%g%ﬁﬁr%u %e aut hgrl zed tgyFncur gE%chgl ong distance
char geSnmad:dlas azideonesudt 0a fﬁlatmelrwatat@nt Forastapce calbforvgeding sall tiaRHEL 28 |
attenpts

other features, can result in an outgoing call indirectly. However, administrators may wish to
apply different policies to these type of indirect calls, as opposed to direct calls. For instance, it
might be ok to dial a Long Distance call directly from a business location for a particular user.
But, it might not be acceptable for that same user to be'able to forward calls to Long Distance, as
this may lead to a fraudulent use of the phone from outside the business location.

This situation is depicted in FIG. 3A. FIG. 3A shows three parties which have specific
permissions to place calls among one another in the context of a given communications system
(not explicitly shown). In particular, Party A 301 may make calls to Party B 303, and Party B
303 may make calls to Party C 305. However, the network serving these parties is configured to
prevent Party A from placing calls directly to Party C. For example, there may be long distance
charges or tolls incurred in calling Party C. Party B may be authorized to incur such long
distance charges and is allowed to place calls to Party C. On the other hand, call attempts from
Party A to Party C may be blocked to avoid costly calls by Party A. A good example might be in
a corporate setting wherein Party B is an employee of a corporation and is allowed to reach

remote Party C, even if the call involves long distance charges. Party A may correspond to a
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Party Ato Party C may be bl ocked to avoid costly calls by Party A A good
exanple mght be in a corporate setting wherein Party B is an enpl oyee of
a corporawpen/oandl is allowed to reach renote Party C, eveoTiUdSovbssscal |

i nvol ves |l ong distance charges. Party A nay correspond to a 2 WD 02/ 076051
PCT/ US02/ 08641 courtesy tel ephone placed in the | obby at a business

| ocation or nmay be assigned to a contractor or tenporary enployee within
the conpany. Party Ais allowed to make calls within the conpany, but not
to make out bound | ong distance calls. As shown in FIG 3B, a problem arises
when Party B activates a call forwarding feature, or any other feature
that triggers outbound calls. A call fromParty A nay be forwarded or
redirected to Party C, resulting in a call that would have normally been
bl ocked ot herwi se. Aside from providing a possible nechanismfor fraud or
for i nagueedyeielephamaphated indhe bby hba ussness tdsatiorconmapbeassignad &F a pentragtor

screening may be a problem for other reasons. .JThe unwel.co rom User
Ato tr%%%a%yee%@wewﬁﬂmﬁ? coPatyy AP 188} vye(gfglﬁogréal%ecgsﬁ%ﬁgl{ﬂnstg%u” ty
(harass bt ﬂaqnd@émﬁucﬁﬂﬂqoﬁ%aaﬂs@me ®lllsvacy or confidentiality
(attorney/client or doctor/patient), or the security of faci|it

Wt hout pl acAnshownlineFlCe¥B 4 problsasarses her Dangy Bjactivafeypeal} fopyarding %é‘hlfff; ol

the abilit f Party A.to ca t r t

rout | neprebketies Saing iR il & ok Sl BREEHE Ry RlacHlR

cont r ol lejiingttdd e Faarydt,iegilahg fnepdallrthatgendd Abechormatlpbeen blocked ailsewise.

i ndependent |y of the outbound calling_perm ss%ons of the user Is aﬂq]r essed

by the MHesEAM PrpYAdETE § PRSI IS haRNSER 0 iatc OF o PRV BRr) P S TUIO, OF Chares

f eatur qpAehen Al SO0kl {Bdenfty) By be £BobRIn? it Sldh debnd. MPhcfvicl CUhd @il
%rocfl e 0 a sesslon

user's In response equest or inbound call. More
of ten t#an Uvet A ta tieomiaaeire Yearet atiglt, foy eaathplat eomapromisstpersonal seeurityng
feature, will b

e djfferent infgrmation than.is. .kno b r_provided by,
the r ec{b@‘@ﬁﬁm@tspﬁﬁ 2, POYARFCAL %‘cPﬂWYtoﬁéo’gﬁ‘ié@Bﬁf yﬁ‘(‘/"éﬁﬁ/ @?’f’,nPP ﬁe screeni ng
control 3 ff Akt & WS Qe a@fligets s configurable apart from outbound
cal l'ing perr}r)i Ssidns in a conprehensive approach that may be unjformy

appl i ed acr owsthant wating endyestesrictiditseondtastydhtit is rﬁ@&imﬁl%‘ﬁ’_ eonye! the abiligeef f or
this Clg)arll’%cyI zg ltjcg ga%lsle '0513{3 t%%a%ty&?,rréga?‘ bs s WS E(Rﬁl?l]:glféa‘%m%@%lesinvoked by Party B.

The need for separately controlling the handling of feature-generated contacts for a user

independently of the outbound calling permissions of the user is addressed by the present
invention. As is described in greater detail herein, feature-generated contacts may arise from
processing of the destination user’s profile in response to a session request or inbound call.
More often than not, a contact generated by a feature, such as a routing feature, will be different
information than is known by, or provided by, the requesting party.

In one aspect of the present invention, the screening control of feature-associated contacts
is configurable apart from outbound calling permissions in a comprehensive approach that may
be uniformly applied across an entire system. The present invention also provides for this
configurability on a per-user or per-profile basis.

Further features and advantages of the present invention will be apparent to those of

ordinary skill in the relevant art upon reading the following detailed description in conjunction

with the accompanying drawings.



Furt her features and advantages of the present invention will be apparent
to those of ordinary skill in the relevant art upon reading the foll ow ng
det ai | ed wesen7gsi on in conjunction wth the acconpanyi n@Carieoe/osggt 3 WO
02/ 076051 PCT/ US02/ 08641 The present invention is illustrated by way of
exanple, and not by way of |limtation, in the figures of the acconpanying
drawings and in which |ike reference nunerals refer to simlar elenents
and in which: FIG 1 is a diagramof a data comruni cati ons system capabl e
of supporting voice services, in accordance with an exenplary enbodi nent
of the present invention; FIG 2 is a diagramof functional elenments

i nvol ved in establishing a session anong parties according to an exenplary
enbodi ment of the present invention; FIG 3A - 3B are pictorial
representations of calling perm ssion arrangenents anong several parties

accordi ng t gheheesphi @Feritidn is Alustratkdiby veayaslekamblnarnt] mehbyrwayepfilmitatipnain
sequence of nessaging events related to g,eéfl,gr ?“afnﬂ% a call forﬁ{ di.n
f eat ur 19 ReuroToHaAFeuRREING R erdin which like feffionce BperRlsGeERIo MBIt | ng

a_sequenee ling events related to performng a sequentia
"find-%e %g Eﬁg%ﬁgag comuni cation system FIG 6 is a diagramof data

e
cxempl ary. e hehiiogkrT hE? BaeBRrh FRVHAR SARhL Bl Br BRRRpERYE, 1 11 &0

descri Rimibed iRROGREMm ATt ane dnidary @uibotigndne afdetpsesantinizationpor at i ng
feature bl ocking aspects in accordance with an exenplary enbodi nent of the

present i nveRgl 98y a dfabfam 8f fudicBordl ENETRAS inebAeET ih RbtaBlihif)y #6R8i6n bong
screeni ng feature-associated contacts in accordance with an exenplary
enmbodi iperites eécardieg po es exemplagesmbastimentod the mmesept inyertiaf; agr am of a conput er
systemthat may be used to inplenent an enbodi nent of the present

i nvention. [FIGt bk —f3B brvpicgridiespresgttations ofiedlling pawissen arcangewenta aghodgyi ces
may be shown in bl ocg. di agram form or ot herw se summari zed in order to

avoi d SFYFERPEELESiaceor H@éﬂ?ﬂ%@qu spresent
FIG. 4 is a call flow diagram depicting a sequence of messaging events related to

performing a call forwarding feature in a communication system;

FIG. 5 is a call flow diagram depicting a sequence of messaging events related to

performing a sequential “find-me” feature in a communication system;

FIG. 6 is a diagram of data structures useful for implementing feature blocking in

accordance with an exemplary embodiment of the present invention;

FIG. 7 is a flowchart describing a process for handling routing requests and incorporating

feature blocking aspects in accordance with an exemplary embodiment of the present invention;

FIG. 8 is a flowchart describing a process for screening feature-associated contacts in

accordance with an exemplary embodiment of the present invention; and

FIG. 9 is a diagram of a computer system that may be used to implement an embodiment

of the present invention.

In the following description, well-known structures and devices may be shown in block
diagram form or otherwise summarized in order to avoid unnecessarily obscuring the present
invention. For the purposes of explanation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It should be understood however that
the present invention may be practiced in a variety of ways beyond these specific details.
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i nvention. For the purposes of explanation, nunerous specific details are
set forth in order to provide a thorough understandi ng of the present

i nvent i onwolog/osdesul d be understood however that the preseQt/isSavessti on nay
be practiced in a variety of ways beyond these specific details. 4 WO

02/ 076051 PCT/ US02/ 08641 For exanple, although the present invention is
di scussed in the context of the Session Initiation Protocol (SIP) and an

I nternet Protocol (IP)-based network, one of ordinary skill in the art

wi |l recognize that the present invention may be generally applicable to
ot her equival ent or anal ogous comuni cation protocols (ITU H. 323) or other
communi cations networks (ATM frame relay, etc.). It should be understood
t hroughout this disclosure that, although SIP-type nessages are shown for
conveni ence, any type of protocol or a mxture of such protocols may be

applied in peREkaHslePAticughithd fesepy Bivahtiorsiy disetdsed i fhakcbhtext dfithe Séssionout i ng
requests and responses between the roxy_server and | ocation server. nay
stri ct |Iyitietion Brsgeto} (3B fand gn fgermerPy 0091)&8)‘5%5}?@ petworls g of P?&@rﬁﬁgﬁ]degﬁ? or
may be proprietary in na Fl G, i £ :

conmun iagta‘?’@&ﬁ & %%et t«i}ﬁ% @Ség%%g 1§¥e%§18% ;r)% 9 ?OI eﬁe}?g? g%‘ﬂ?ﬁg“&? O{O%t%t gr}m\r’%grllt-otri e
CoMMUNIgalbbORScon@hihietfon protoreBQITARLF23)iok bthencemanpications netvokis (ETM, of t he
present invention. The conmunication system 100 i ncludes a packet data

t r anspdrameystayoele-)101, which in an exenpl ary enbodiment is an Internet

Protocol (1P). based network. System 100 provides the ability to establish

communi cat i dhdloalﬂﬂ)h@umﬁit@%thf@}ﬁi{wﬁféhls displosprecthet. alshnmnel @ ¥ HNSdPessages A as

t el ephope 125, PBX .phon i qmy be

t housantevBioh o PuRacto £ g BF BBl oL P EREERbr b pRIFEIoEE b Aplied e

Syst ensafif8s pA& dfskdoveilesystert.hn paeticnldrSthe rphtinpe'equestsand regpoases betwasntthe

(e.g., a personal conputer, a web- I'anqe,gﬁtc.} g at is configured to

pr ovi dé’f%yFﬂeﬁY%r@@dﬁQﬁ?@Ppé?FéfPli@f%%tm%ﬁg’fgpﬁﬁ HAYHEE 1D Wmtcé%éert he form

of - st andahAde ABKUEES, pr fiafpe pibpkBrpRffuERy be designed and configured to
apgbear ]Tﬁe a Pl gl III) a

function an Tel ephone Service (POTS) tel ephone

station. A %I@h(flshg\% a dizgtam %f %Xtﬁrcoﬁhﬁm?caﬁgﬁst Waleth GdphBIRlof Sdifhobe t hat run,

for exanple a conventi onal “pérsona
telephony or other real-time communications services, in accordance with an exemplary

embodiment of the present invention. The communication system 100 includes a packet data
transport network 101, which in an exemplary embodiment is an Internet Protocol (IP).-based
network. System 100 provides the ability to establish communications among various terminal
equipment coupled thereto, such as telephone 125, PBX phone 118 and SIP phone 109. In
practice, there may be thousands or millions of such terminal devices served by one or more

systems 100.

As used herein, the term “SIP phone” refers to any client (e.g., a personal computer, a
web-appliance, etc.) that is configured to provide SIP phone functionalities. The SIP phones 109
may take the form of standalone devices — e.g., a SIP phone may be desi gned and configured to
function and appear like a Plain Old Telephone Service (POTS) telephone station. A SIP client
111, however, is a software client and may that run, for example, on a conventional personal
computer (PC) or laptop computer. From a signaling perspective, these devices 109, 111 may
operate quite similarly, with the main differences relating to the user interface. Unless otherwise
stated, it is recognized that the functionalities of both the SIP phones 109 and the SIP client 111

are comparable and that the network operates similarly with either type of device.



conputer (PC) or laptop conputer. From a signaling perspective, these
devices 109, 111 may operate quite simlarly, with the main differences
rel ati ng wo olossosser interface. Unl ess otherw se stated, PCI/US82/0888¢DgNi zed
that the functionalities of both the SIP phones 109 and the SIP client 111
are conparable and that the network operates simlarly with either type of
device. 5 WD 02/ 076051 PCT/ US02/ 08641 The system 100 provi des a nunber of
el enents to support the voice services, including an enterprise gateway
103, a Dedicated Access Line (DAL) gateway 105, a network gateway 107 and
SI P conferencing platform 127. In particular, system 100 conprises the

i nportant elenents of a proxy server 113 (also known as a network server
(NS)) and a location server (LS) 115. Location server 115 serves as a
repository for end user information to enable address validation, feature
st at us, and THeaksteinm®0spibsides Hanmbearaifelenanonbisgppart thervoicéddividesyiatiuging S

G R LB R0 BT Se R FAR
enterprl seypl E&{fgﬁeg&i:n g L FatRpeS 7t hﬁ‘#}aﬁﬂ&ﬁlaﬁ Q&0 BAIpHORAhE InfpHiant ¥RhRMs1 00

may be Tapplica a variety of user types and communi cations needs.
Syst emof@@roxsy sebtee 118 (alspkwrwn acasttwwsr srvdigNSeandadpentioniservet €3)ddat i ons

with voice and data_requirenents shqwn, .epterprise te . Pr.ovi des
connectogatigp quYﬂrnlis 352 IW§1W Grigive 10 OPE}FIE%“ %)rengﬁﬁgéﬁ%f %gaild_%é Ta
single ffé’#&[‘egﬁﬁﬁs GRS LB bl @fbRt feafiré Borffigurdtidy. Plaanamaly,8)s 18 aagkiong f or
calls fromPBX 117 into the P network conprises information which uniquely
i dent i toegurhttorcmédromtion. t runk group, or carrier. This allows private
nunbers to be interpreted in their correct context. To interface to PBX
117, ent er piFos chegatrporay of &dlamyionsthe capabiitizs efisysdingl @Gare Yesoribed svithetespack
(I'SDN), G rcuit Associated Si | ] S).,. or other. PBX ipterfaces (e.g.,
Eur opedhlargs SuemmiEh st %Fﬁsn%ggﬁ‘ﬁ%ﬁ%g £éq%ﬁ_§%ﬁ“%%988(tﬁ?§f3fs PRl 86 %)Vj%eThe

Dedi Ca%ﬁ@ic%ﬁfe%sd Va8 (AL %?@é AMCBIibRioRREAY e SyétBmS8tieald e0suppord | ow
virtual“private network (VPN) custonmers to be able to access their service
even f costomersdhaemintagmaiultipdé Wshidons widh vaies ansliapd regnisenyeNs. Thr ough system

100, communications may be established anong the voice stations 125
As shown, enterprise gateway 103 provides connectivity from a PBX 117, which contains

trunks or lines often for a single business customer or location (e.g., PBX phones 118).
Signaling for calls from PBX 117 into the IP network comprises information which uniquely
identifies the customer, trunk group, or carrier. This allows private numbers to be interpreted in
their correct context. To interface to PBX 117, enterprise gateway 103 may use Integrated
Digital Services Network (ISDN), Circuit Associated Signaling (CAS), or other PBX interfaces
(e.g., European Telecommunications Standards Institute (ETSI) PRI, R2).

The Dedicated Access Line (DAL) gateway 105 is employed in system 100 to allow
virtual private network (VPN) customers to be able to access their service even from a

conventional telephone not served by the VPN.

Through system 100, communications may be established among the voice stations 125
that are serviced through the PSTN 123 and personal computers (e.g., PC 111) that are attached
to packet data network 101.

Keeping in mind the similar nature of PC soft clients and standalone IP telephones, it
maybe said that four possible scenarios exist with the placement of a voice over IP call: (1)

phone-to-phone, (2) phone-to-PC, (3) PC-to-phone, and (4) PC-to-PC.
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that are serviced through the PSTN 123 and personal conputers (e.g., PC
111) that are attached to packet data network 101. Keeping in mnd the
simlar mapbuee7®b1 PC soft clients and standal one | P tel eplrcmasp2/08641 maybe
said that four possible scenarios exist with the placenent of a voice over
IP call: (1) phone-to-phone, (2) phone-to-PC, (3) PC-to-phone, and (4)
PC-to-PC. -6 WO 02/076051 PCT/ US02/ 08641 In the first scenario of
phone-t o- phone call establishnent, a call fromthe phone 125 is swtched

t hrough PSTN 123 by a switch to the network gateway 107, which forwards the
call through the I P backbone network 101. The packetized voice call is
then routed through network 101, perhaps to another simlar network
gateway 107, to be at anot her PSTN phone (not shown). Under the second
scenari o, the phone 125 places a call to a PC through a switch to the PSTN

123. Thi's vaheke fidt beenbrid bgp\hdmitbqihede ball édeblistonbht] 2 3alt fromitke Phdhe IRStiwor k
gateway 107, which forwards the voice call to a PC 111 vg? t he ngtwo Kk
101. Thwitched trenehPITN 1230y pswitch tthe petwark gateyiay d @, which forwagdsfhe gall o

statio g i ; P i a
ct r cam P8 sl 3E ort Sebyork oD The KRLE-REEALPEQ i Mo b D RERIERE
net wor K 0g apeians td @dothdhdmBbPnetebriogdtewat B0Gyo hOF amotheePSEN phoae fraxd kkowrled
voice information into a POTS electrical signal, which is circuit swtched

to the voi Qg 8ld RBodEsc@narid) A IEhoh@ 925 pladsd 4 Yall fora ROehrbogh 4 bwitderoahe 0, a
PC 111 establishes a voice call wth another PC (not shown): in this_case,

packet iPS3N V3. cBhigapiveicall is thew pvitehied trtberd B RY 128 ta the P élef‘mfkrgéf%ﬁ’kl o1 to
t he ot %%Chpgﬁé’?@tﬁfﬁ%gmg Ca1mez{1§9t1@f59atatﬁ5%ﬂw%‘?ﬁ‘1tfﬂ' ce data is decoded. As

menti o nay enp 0 exchange session setup nessages.

Anot her po ar, session establ i tocol kST r.ed. S H. 323
pr ot ocol p gl he b Seenatig 1nvgi\fe&gwrgﬂ1§é$la§?s arcea{l IZE é‘?pgcﬁec??“ glgé?%@.pp %(t)r}u?ﬁ gat ed
by the 1bsy.evgiag ae0e cheb&sMMBRU Cidtihesdides @tredn diioitopackesdmplthshétngrk
mul ti media conmunication. SIP is an alternative standarﬁl t hat hgz been
devel op8d thaf ardestinedfordhe Bhqetven sitewaysk7rdie STy peFeyk saiepay {02 cag) i ng
protocel. %Méﬁie% voti)caesiﬁg)r&gtign fitd Q%bl%eél}é&fice{m%la}, wWHEREE 3lrbit SPREHeA 9o tHRAL
clients ThVvOKe Tequired services by

voice station (e.g., phone 125).

Lastly, in the fourth scenario, a PC 111 establishes a voice call with another PC (not
shown); in this case, packetized voice data is transmitted from the PC 111 via the network 101 to

the other PC (not shown), where the packetized voice data is decoded.

As mentioned, system 100 may employ SIP to exchange session setup messages. .
Another popular session establishment protocol is referred to as the H.323 protocol, although it is
actually a set of related protocols promulgated by the International Telecommunication Union
(ITU) for accomplishing multimedia communication. SIP is an alternative standard that has been
developed by the Internet Engineering Task Force (IETF). SIP is a signaling protocol that is
based on a client-server model, generally meaning that clients invoke required services by
messaging requests to servers that can provide the services. Similar to other IETF protocols
(e.g., the simple mail transfer protocol (SMTP) and Hypertext Transfer Protocol (HTTP)), SIP is

a textual, humanly readable protocol.

It may be noted that neither the H.323 or SIP protocols are limited to IP telephony
applications, but have applicability to multimedia services in general. In one embodiment of the

present invention, SIP is used to establish telephone calls and other types of sessions through
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nmessagi ng requests to servers that can provide the services. Simlar to
other | ETF protocols (e.g., the sinple mail transfer protocol (SMIP) and
Hyper t extwOroafosdoer Protocol (HTTP)), SIP is a textual, hecanisy2/essadabl e

protocol. It maybe noted that neither the H 323 or SIP protocols are
limted to IP tel ephony applications, but have applicability to multinedi a
services in general. In one enbodi nent of the present invention, SIPis

used to establish tel ephone calls and other types of sessions through 7 WO
02/ 076051 PCT/ US02/ 08641 system 100. However, it will be apparent to those
of ordinary skill in the art that the H 323 protocol (wth sonme

nodi fi cations or extensions) or other simlar protocols could be utilized

i nstead of SIP. Separate from SIP, but often used in conjunction with SIP,
is the Session Description Protocol (SDP), which provides information
about HEi@ 190! SRRever) if WA BaMppareeicthosesfrdinaryt shilpir the brt thue tieldi3pBent s of
the sesSion description to participate in the session, The |nternet

Engi neerdtaepl Twith spmedrodifigitions pp exsersionse pf ofber simparRygtocely seul ‘F’i‘&ﬁ‘ést s,
whi ch ar I e I : : i I NVI TE
ot hod TR SIP n ORGSR i 31p Bt REE e RGO PSR et SRrhe. BYE

r eques Desvhptih ProticoB(SEP)] Waichtprevided informagiodhebaue inedmestreamn intheenultimedi,

BYE term pnates a connection between t users or P[ar.ti es in a . conference.
Anot heBeSSO0R HRIPETENE e resimieeiRoT i 180N FFCEPHR RW LRI It Le FEF S at i on
about capabilities without necessarily_ establ] tyg]g a call, The REG STER
met hod may Jdedntemns Eagingering hasknies %éﬂ% Hogmgi % ? pumeroys hpes, of xegpests,
present_.l.qcation. i i - S i : rWVhiEES are
esori DA Re e s rRHRRE, A swbbdllhadey SR AR AHpaEhiES!

Ser vi Cegvites dWid€r t &, coh®9nceT rAatsir sisdtlond ie theIB PE mepmsig ehichandicatkethat theealln an

P network th h th Il k User Dat t ocol (UDP h h
e moes e PIEBI. T AR B BImars o SR BcdoR R est gt Fekes o Spastity 48T
or ot h%n{%ﬁeﬂ%@.c%g‘fh%gﬁﬁd‘@ el HPTRAIG A, TBEShensd 8l afoanalRinabout

net wor K, e ac la or "traffic" that is to be communi cated anon
users mayabilities wiltane neessail yl esigblisbingtaecalle The RFSHS TERanethpdaayged ioqrpvide

Prot OC?rll OIRI;.’lréllD 1onat% adﬁcsre}v%? gbclmq atuggr’sl 1|>Er-|<;s':ent (ljooc% H0E NESREC 1869,

Details regarding SIP and its call control services are described in IETF RFC 2543 and
IETF Internet Draft “SIP Call Control Services”, June 17, 1999.

Transmission of SIP messages can take place in an IP network through the well known
User Datagram Protocol(UDP) or through the more reliable Transaction Control Protocol (TCP).
Whereas SIP, H.323, or other protocols may be used to establish sessions through a data
network, the actual media or “traffic” that is to be communicated among users may take place
according to the well known Real-time Transport Protocol(RTP) as described in the IETF
document RFC 1889.

It is likely, though not essential, that all of the call control signaling (SIP, H.323), media
traffic(RTP/RTCP) and network management and provisioning will be communicated through
common transport network 101, Thus, in FIG. 1, all of the elements appear in a hub arrangement

around transport network 101.

In the traditional telephone network, calls are directed to specific locations or terminal
devices uniquely identified by the called telephone number. In contrast, system 100 enables the

caller to specify a called party to be reached independent of any particular location or terminal.
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It is likely, though not essential, that all of the call control signaling
(SIP, H323), nedia traffic(RTP/RTCP) and networ k managenent and

provi si orwog2mdos1 be comruni cated through comon transpoPCTASOMAS6K1 101.
Thus, in FIG 1, all of the elenents appear in a hub arrangenment around
transport network 101. In the traditional tel ephone network, calls are
directed to specific locations or termnal devices uniquely identified by
the call ed tel ephone nunber. In contrast, system 100 enables the caller to
specify a called party to be reached i ndependent of any particular |ocation
or termnal. 8 WO 02/076051 PCT/US02/ 08641 The user may nove from one
termnal to another and, at each termnal, may register as being present so
that inbound calls are directed to the nost recently registered |ocation.
Furthernore, a user may have both personal and group-w se profile settings
that affect theusepfial vadveGror@bné Gfinitiab s ardtieh and; ateddh thintindli mgy repister a5s a

function of the tinme of day. Because of the dynam ¢ nature.of user |ocation
and of heing priesenéise thgt rr@atmfi/ gals %%éﬁeqt%{feégﬁt m0§tde%€§ﬁ¥5?51§tﬁfeﬁ?%f€§9¥’-on is

first rQuted [ 1SSl : iof i ed,
desti na]?qn&ﬁnﬁér T%ggeég%@%%égﬁoﬁeg%’wg%\ng L%gﬁepc?gerﬂ@%'te 3’?@‘? g?%ﬁ?ffgéfiﬂg a user
or a bugtinass ¢feyathes, arblak edll biocking, evah las a Regties bithartmsefidayced i nternal |y
or by passing themon, possibly after translation, to other servers. A
proxy interps&hgse AHe didaniie&@8SQHFuser RdhtidnemdaficalliasdlingHesmgs, cabiefaest
forwarding it. In general, location server 115 accepts g routi {31% rrgfgtéest,
such adofestablish gyessign sefingbroutesia 2 pIRXYyarTSH &2 thal i §5ERIsHPNS TRRY, PE¥ErElicd,
corresppndi ng tq.the dest. i ! ii t.
1 oo iRty Pt aRe BihE il dpodel RAEE B b 4 (1 of PUIIAG, iR 1R

I S PONSHHpli6dtidthe ShlM IR 6QUMsRCire bdtioedrtiérnailyf @rbytjassipgitteyn on, possblyafied t hat
messagi Nng between NS 113 and LS 115 may uyse a nodified version of SIP. For
exanpl dransiabondR SHWI SHYESnes BRF¥ INFRTR ang’rfﬁé?f&sé‘é?f’)’ie‘%’i%é?ﬂ%% H$598Hd LS

115. & i : gi ng anong network functions, such as NS 113 and LS
115, mﬁ%?%r‘é‘é&@{aéﬁggﬁtg SIP or even non-SIP alternatives. System 100 further

i ncludes an (per at| i recust, SRR B0t proXyQ¥hvk,amidNg.
billing, anﬁ%@%;,g@%glﬁ%gﬁgﬁ15?%%%;@??;6%@3 GC%S’ 121 r?ay prgvi le an
determines addresses or “contacts” corresponding to the destination party expressed in the

routing request. In response to the request, the location server may return a redirect response
comprising contact information for the party. It is noted that messaging between NS 113 and LS
115 may use a modified version of SIP. For example, SIP acknowledge messages may be
unnecessary between NS 113 and LS 115. Otherwise, messaging among network functions,

such as NS 113 and LS 115, may use standard SIP or even non-SIP alternatives.

System 100 further includes an Operational Support Systems (OSS) 121 to provide
provisioning, billing, and network management capabilities. OSS 121 may provide an
environment or an interface, such as a web-based interface, for provisioning many aspects of
dialing plans, user permissions and how features operate on behalf of each user. Many of these
aspects are configured via OSS 121 by changing information within location servers or databases
within system 100. Some specific features that may be configured by OSS 121 include legacy

Centrex features such as Unconditional Call Forwarding, Conditional Call Forwarding, Call

Blocking and Call Screening.

One feature that may be configured involves the so-called “Find-Me” service. A Find-
Me schedule provides a mechanism to route calls using a list of possible destinations, wherein

each destination is tried in turn. A Find-Me list may be specified to apply during a time-of-day
9



environment or an interface, such as a web-based interface, for

provi si oni ng many aspects of dialing plans, user permssions and how

f eat ur es wparat@son behal f of each user. Many of these aPpaaiSe2/686e1
configured via OSS 121 by changing information wthin |ocation servers or
dat abases w thin system 100. Sone specific features that may be confi gured
by GSS 121 include | egacy Centrex features such as Unconditional Call
Forwardi ng, Conditional Call Forwarding, Call Blocking and Call Screening.
One feature that may be configured involves the so-called "Find- MW"
service. A Find- Me schedul e provides a nmechanismto route calls using a

| i st of possible destinations, wherein each destinationis tried in turn.
A Find-Me |ist may be specified to apply during a tine-of-day 9 WO

02/ 076051 PCT/ US02/ 08641 or day-of-week or may be associated with different
cat egory,- gy-8f-wesk bt Ay BeEBRIchited With BETI®I ateg@ricieif 2ullihg munGedve Furtherndrght
be provisioned to determ ne general handling when the nore specific

Fi nd- Ma defsitsFind-dabst tightbs provisioned thdesempne senssalihandling ghenthg maraq. ve
list can b ific addresse ssociated with an account's profile. For

i nstané ?CnicE@%?létsc%?Pgtﬁﬁc?%fgahunber or wire-line phone nunber can be a
possi bl e desti nation address. . Furt her.npre S a user i I:
presence at etp@FSﬁ]?]ﬁéllae,Sﬁr??f@HS s ﬁ’ﬁlg%lﬁ 1HEh ?SP%Céé%%dd{rrgsgéssggg 5‘??;%@1% eli;hrﬁm hal
maybe %@{Hﬁﬂf’@?f&ﬁie.aﬁ&eﬂsttaﬁcé, hapdifglcdfephdngtnuntber oewizt-Anp phoee pirebdrican behe
Find-Me [1st Can contai n speci ?I c destination addresses provisioned in the
user pipofsible destindtion addnesst divetheraners, s ysermegistys el mEefeRerttade@ainalygichas

diti | . ph behi nd ' i | Lpg-Me i
can cotar R B A R e G BARhA e BB AR G e FRENG IR 2T Lot e

and/or a refere o the_user' -phaone. . Th I: | s e can
be enabl ed f8F agflﬁgéﬁ)nedwpfirf:gﬁ‘gﬁggﬁe @% &4t F%ﬁalgﬁgg%lﬁg%géﬁlﬁlé{éﬁ%i@%%% he

user. ?%ﬁii@ﬁedﬁﬁ@ﬁ‘e t@r bRsHIE] dhd/ovR rbfefdnceaycub@ny piplstdretladdyedsas tFdrhe Feat ure
Bl ocking List for the subscriber's dial plan._The uiigr profile has.a |ink

to updataditional phione brking jag entegpriseiicgay pyofiles the FindYie hist ey confaggPecHie user

to Creat ead, . Updat e . t eV, g LRkr's PBXL

wni on SangloReureRes bR R g R e o Bl ot oRia PRt vaas B ARR,

users teFagi-Medist frgurd @af 8gesibied fod b ub@giuring accounyorastjorf andrth¢rhepdated by
the user. Entries made to the Find-Me list may be verified against the Feature Blocking List for

the subscriber’s dial plan. The user profile has a link to update the Find-Me list. Specifically,
the system 100 allows the user to Create, Read, Update, and Delete an inventory of potential

devices, which can be used for populating Find-Me listings.

SIP phones 109 allow users to register and de-register, or login and logout, from the
phone. In an exemplary embodiment, to provide mobility, SIP phones 109 permit usernames and
passwords to be entered for visitors. By logging in, incoming calls to the visitor’s profile are
directed to the phone. When a visitor logs in, SIP phones 109 register the visitor with the
Network Server 113 and Location Server 115. Any incoming call to any of the profiles
registered by the phone can be directed to the phone. Network Server 113 and Location Server
115 may respond similarly to both situations where a user is logged in as a visitor or where the

user is logged in to their usual home device, if there is one.

A “Do Not Disturb” feature may be available at a terminal so that incoming calls are
declined and, in the case of telephones and pagers for example, no ringing occurs to disturb users
nearby. When “Do Not Disturb” is invoked on a SIP phone 109, the SIP phone 109 returns a

Busy message if contacted by NS 113. For example, the phone returns a busy signal instead of
10



phone. In an exenplary enbodi nent, to provide nobility, SIP phones 109
permt usernanes and passwords to be entered for visitors. By logging in,

i ncom ng walw®7do81 t he visitor's profile are directed to Phe/ysewesss1 \When a
visitor logs in, SIP phones 109 register the visitor with the Network
Server 113 and Location Server 115. Any incoming call to any of the
profiles registered by the phone can be directed to the phone. Network
Server 113 and Location Server 115 may respond simlarly to both
situations where a user is logged in as a visitor or where the wuser is

| ogged in to their usual home device, if there is one. A "Do Not Disturb"
feature nay be available at a termnal so that incomng calls are declined
and, in the case of tel ephones and pagers for exanple, no ringing occurs to
di sturb users nearby. Wien "Do Not Disturb” is invoked on a SIP phone 109,
t he S| AnpihgiehehQd iheémingscall arfBussy Wikasthg SIF pharerii0aattachsta/ 486 Bikg” nfessage,

| th h t b tead of 10 02/ Q7605
PCT/ Usiz ek ggr%ﬁéf%%ﬁ%%a&lé%ﬁ%éﬁﬁl%c%ﬁﬂ?% s i sigony Pl e
109 r eta%%gspr@ﬁle gﬁ: o eﬁ SSCFCForwaltEn MOhMRIY feaRlird Bhs Bdeh RBHsteREA! | ON

Server can I gent routlng deci sions based on a user profile,

such as wheth I n
F o e R P e R e

Pr ot oc@r es@abR3hing %mﬁﬁm&bhbﬁskmdggom)mmm cations sessions. Briefly, a
sessionis initiated in the foll ow ng manner: The proxy server first

receives a BrRAYESkessMGHiASatad & the TOINWiEmaiRE s e proyypscgedr fiystireceives a
calling station where a first user desires to contact, a second user. The

secondrfulslest sneh ab@ 186 ﬁNVﬁTE’anﬁysageltémmilyefr@mm@mnglstaﬁoadfd?eé%% firguseni f or m
resour geﬁl ucgéc?nt?cg s'%%mf({ Qor E¥RMRAEnd J&?nﬁ&%’éx Ft‘i‘f'\é&'i) ﬁolﬂg %uﬁn?%f"XPa

routin ocatl on server SUC S verirtylng t he

privil ﬁ&ﬁéssobr tkieorid fesburds ®ycatok (URERLr éﬂamﬁeﬁlmbmxy Servén maly thgn oeley ar nor e
| ocations for the second user and performng a call ha dlin t%ggggres
[

provi sioHiag regiest tedhe W@EIO%Ferg‘?cféﬁﬁ“ﬂ?é}’&osesc%ﬁé’?@fm% thetl?’fév Cees PRREr
res pongo e ehéh {hlaese A Yses w cmfn(fr RS ? 81" E?letsQ@onHrL@éﬁ’ arRI§IeYRImAHRCan9"

nore addr esses o terrina ere e second user maybe contacted.” Upon
r ecei ptalbharidhiag detdures provisionetefor the ﬁrsfmnsBMdluscrat GsnergBy,the locatien garvsty

rver
serve responds to the proxy’s request by returning to the proxy server one or more addresses of

terminals where the second user may be contacted.

Upon receipt of the address information from the location server, the proxy server
commences to send an “INVITE” message, or the like, to each address. Thus, the proxy server

attempts to reach the second user by trying the addresses either serially or in parallel.

Multiple addresses may be returned by the location server if, for example, a given user
profile indicates a “Find-Me” list, that is, a set of contacts that should be tried for reaching the
second user being called. By provisioning of their profile maintained by the location server, a
user may specify, for example, that incoming calls go to an IP telephone first, then another
‘phone, then a mobile phone and, if there is still no answer at those locations, then into a voice

mail system.

To better describe the interaction between a network server or proxy and a location

server, a simple call scenario is now described in FIG. 2.

FIG. 2 is a diagram depicting the typical interaction of basic elements according to the

prior art to perform a session setup by using the SIP protocol. Communications among these
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commences to send an "I NVITE" nessage, or the like, to each address. Thus,
the proxy server attenpts to reach the second user by trying the addresses
ei t her sewbpakloyeoor in parallel. Miltiple addresses nmay be pcatusonass4by t he

| ocation server if, for exanple, a given user profile indicates a
"Find-Me" list, that is, a set of contacts that should be tried for
reaching the second user being called. By provisioning of their profile
mai nt ai ned by the location server, a wuser may specify, for exanple, that
incomng calls go to an I P tel ephone first, then another phone, then a
nobi | e phone and, if there is still no answer at those |ocations, then into
a voice mail system To better describe the interaction between a network
server or proxy and a location server, a sinple call scenario is now
described in FIG 2. FIG 2 is a diagramdepicting the typical interaction
of basictenadnenmwill typinally takiernjaqeghiongh aﬁpmamnaqapkqtda%érerwr#nS&C&@s@qﬁ@ﬁﬂ%léﬂup by
usi ng 3@&_§IP prot ocol. Communi cations anong these 11 WD 02/ 076051

PCT/ US021 03641 elements will typically take place through a common packet

d h 101 i .G 1. In FIG . Us 0 |
Lo ostabl| sinEiameie ofidssiienio Supligttognunuions oo H oA, VaEhald o°
at any Plea SRR #lanPOHE 88§R8ral ANBERAITHRE 8Q&FeREs 6OSINRRISMARYOre@bHLE pond

to converntional tel ephones, |P phones, wreless phones, pagers, etc. The
| i st ofto ecitresticra teteghones;dR pbeneshwirglesyphonespagers qigy ke @ﬁ@dfkmesf Bgysters

as bein esent . at rious termnal eyice . . {or mati on
about ng%‘%%gléang&gtag\éﬁsef IBP\ﬁeﬁtai%]%t a[ng r? IISDtIeC aaI§ Ibé%éaqr%{égtl %g%ﬁ&g]te]@%a i on
server 3¢RePs2d. ik AFRKEREEMERBLIbEY Wer B @ntach fodiatiohdsyplvalie malittained
initiate contact, User A 210 accesses a_termnal, %glling station 212, and
speci f ilpcatippserBer240i0idn g PEISERRTRHATY 8 $Eng e RAFIOVRI TR x pr essi on of the
specific desired destination na take the formof dialing of digits or of
sel ecting a Tesinitiatmemntant, URE As2 [ accessel @ tegmineb palingstation 242, apd speeifiges,

User A | aple t N js i,deo,
i on b By e d8afRG: e TURER" TN Bl ith, B SRR Tty M2
sessi Opake@nE Corid\6f diglintest dijzits orsqFeclettirh ader aame boURL1RyleadSiess frot\ HE" In

nmessage describing the request i s conposed and sen . . . .
J some cases, Use% A may als% be able to explrgs?s Wﬁat type ofs sesstion is desired (video, high

quality, messaging, etc.) or specify a desired quality level for the session. Once the request is
Aspeciﬁed at station 212, a SIP “INVITE” message describing the request is composed and sent

to proxy server 230.

Proxy server 230 typically forwards a request to location server 240 to retrieve one or
more contacts at which User B might be reached. As described earlier, proxy server 230 consults
location server 240 for a variety of purposes, such as invoking profile-controlled feature behavior

and obtaining the latest known location information pertaining to User B.

Location server 240 analyzes the request and responds to proxy server 230 in one of
several possible ways. Location server 240 may disallow the session if User A is not permitted
to contact User B, if User B’s address cannot be recognized, or if User B has a feature activated

that renders User B unreachable by User A.

Location server 240 may determine that User A is allowed to contact User B and may
even find multiple addresses at which User B may be reachable. If this is the case, location

server 240 returns a SIP “300 Multiple Choices” message containing a list of the contacts to be

tried.
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to proxy server 230. Proxy server 230 typically forwards a request to

| ocation server 240 to retrieve one or nore contacts at which User B m ght
be reachedo 0A®7@escri bed earlier, proxy server 230 consul PET/USOTB6HDN
server 240 for a variety of purposes, such as invoking profile-controlled
feature behavior and obtaining the |atest known | ocation information
pertaining to User B. Location server 240 anal yzes the request and responds
to proxy server 230 in one of several possible ways. Location server 240
may disallow the session if User Ais not permtted to contact User B, if
User B's address cannot be recognized, or if User B has a feature activated
that renders User B unreachable by User A Location server 240 may
determne that User Ais allowed to contact User B and may even find

mul tiple addresses at which User B may be reachable. If this is the case,
location serpsreddPing @ttt desporsthrodPseriét 230nhen donomess tryimgthgeontacts to
containing a'list of the contacts to be tried. 12 WO 02/0 68'%5,% .

PCT/ USe¢gd 08541 B cap shcacssfslly, baipachediat any efthssemesnopding tarminals 225 oThip cRind-
conmencges, £ 1 ying.. i : : eached
ot any 355 RS SRS Ted She R R ARl G RSB AR IR PED BT
usual | Yocafibti betbliowting B spetficcorder stovisiogedvdr /sehB (phoste thecgagen)r dysemner ed

| ocation or follow.ng a specific order ai rovi si ongag for er B Phone

t hen pageligurationssidipconceiyrbly that Prayyserve ?’@méﬁﬁ%‘?l]% | eonpagtyn ‘server

230 may attenpt all contacts in parallel. An attenpt to_e; L.sh gont act
Wi th aAmeatiemmito establisheanipetswith p darmdnad 287 mvolyqypsending %)&%Méh ithEe and

wai ti n?ﬁrg’g%e}l%{lé %Et}/né'sﬁgiag%}égyﬁ&fﬁvg%g&%gss% digddure. FIG 4 is a call flow

di agra i ng asequ nessagi ng events related to performng a

"call forwarding.on " feat i i . L0, qt.hi

scenari o, @Qrgﬁ %%qfﬁg‘%ﬁfa}%gar%gg?&%l? %g%uﬁg%/@oandé S%Jskg?g %ﬁeﬁg‘g elta g tBIC;I I

For Yv?r Be@HmBHS ¥ AP dirwaling 60Bhd g R drclin a 2omEnmiction 8ystem! in fiiwsceridjser A
calls

User by sending an | NVITE nessage_ _tq the 1. as, in step 601.
For pUispodasllswhilatiser Bas bepys #nd EsarB hagdhe %yF?@@gfﬂla Bysy h‘leﬂ%@fi
AUTHO?Ian g,lugc\ld %Esgffh @ calls to User C.
User A “calls” User B by sending an INVITE message to the NS1, as in step 601. For
purposes of authorizing the call, NS1 may respond with “407 AUTHORIZATION REQUIRED”

message as shown in step 403. User A acknowledges the response in step 405 as is customary in

the SIP protocol. In practice, the response in step 403 carries a challenge or “nonce” in the form
of a character string or number. To achieve authorization, the User A terminal is expected
process the nonce value and generate a response to accompany a subsequent, separately
submitted INVITE request. This subsequent request containing the user terminal’s authorization

response is depicted as the INVITE message of step 407.

Now recognizing a valid response to the previous authorization challenge, NS1
commences with processing the INVITE request by sending routing request, in the form of

INVITE request 409, to a location server (LS).

Meanwhile, in step 411, NS1 sends back a provisional “100 Trying” response back to the User A

terminal.

Soon after, the LS responds to the proxy with a set contacts of represented by a SIP “300

Multiple Choices” message in step 413. These contacts refer to the User B terminal and User C
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message as shown in step 403. User A acknow edges the response in step 405
as is customary in the SIP protocol. In practice, the response in step 403
carries awohalof@sage or "nonce” in the form of a charact ePCItuUsogp6or
nunber. To achieve authorization, the User Atermnal is expected process
t he nonce val ue and generate a response to acconpany a subsequent,
separately submtted INVITE request. This subsequent request containing
the user termnal's authorization response is depicted as the INVITE
nmessage of step 407. Now recogni zing a valid response to the previous

aut hori zation challenge, NS 1 comences with processing the |INVITE request
by sending routing request, in the formof |INVITE request 409, to a

| ocation server (LS). Meanwhile, in step 411, NS 1 sends back a provisional
"100 Trying" response back to the User A termnal. Soon after, the LS

r espondémiifalt BePBaxightbé fistad 584 comidt acthe whallsepepwhateedUbyr Gm8Y Be" 300

Mul ti pl e Choi ces” ressage in step 413. These contacts refer to the User B
t er m nalesignatedats “db” eontpgh addyesy wobeuspdfordaysardmet thedisstaddeess isyisy. B ni ght
be listed as a contact in the usual sense, whereas User C may be

desi gnat ed ds step'ddhprozy N cctsagwndbe firsh coadi by gending ro IMMFH mgssage the

first dress. i s _bysy. S 415, XY1. NS clSyupon the f.irst..contact
by sendibEain FRRrE TedBetl Rt eoafait A4 BTl ebtlis bSO
sends BeelrRinatBbuByperiips alreddSRosSed innddi€Ridnhgestibalor séthe at' BNt Distush”
busy, perhaps already involved in a different session or set to a "Do Not

Di st ur oderpsdlescabedesidicr-bed earlier. NS 1 acknow edges receipt of the busy
indication in step 419 and then proceeds to try the "cfb" contact address,
narmel y User NS1 &ksowiedeFEreneigtaffbe Josssintisatisrein sten 4l Ssandgherpproegeds o try tlso

Ri ngi ng" ,t,esponse, is return i e User Cis at...east not,,busy"' and
is ringFig °8$ta° %‘i‘é‘?‘s\ﬁﬂ nagiely Jseq ‘?n?ﬁeﬁéﬁﬁi’é&?ﬁ SRt %ap§%§§fﬁn YPotr g2 A
The ri ngk@ai@l&g@%gﬁm&@is%mcbdfiﬁ@fapuas.r Uset O iSitdeastAd “basyTdpagahgidghack to
User Ain step 425 so that User A receives a "ringback" signal simlar to
t he audthsreiseisiggpling Sedinepnringcall gtterppifrem st Aconvent i onal t el ephones.

The ringing response returned from User C in step 423 is propagated back to User A in
step 425 so that User A receives a “ringback” signal similar to the audible ringing sound that is

heard over conventional telephones.

When User C answers the call, a “200 OK” message is returned by User C in step 427
and is propagated back to User A in step 429. In some cases, the OK response may comprise a
session descriptor describing parameters for the session to be established between User A and
User C. In other cases, User A will have already proposed these parameters in earlier INVITE
messaging. These parameters may include media type, sampling rate, codec schemes, ete. (Note
that, in the traditional telephone network, these were all inherently fixed values and never had to

be specified or negotiated among communicating parties.

User A acknowledges in step 431 and the acknowledgement is “proxied” to User C in
step 433. Once this exchange has occurred, User A and User C are aware of each other’s
addresses and an RTP media stream is established between the user terminals using the mutually

agreed upon session parameters.

This two-way media communication (full duplex telephony) continues until, in this case,
User C decides to terminate the call. In response to User C “hanging up” a “BYE” message is

sent to NS1 in step 435 and is in turn sent to User A in step 437. This instructs User A that the
14
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are referred to as “Terminal 17, “Terminal 2”, and “Terminal 3.” It is noted that, in general, any

number of terminations (i.e., destination clients) may be specified in the Find-Me list of User B.

Under this scenario, it is assumed that User B is eventually reached via Terminal 3.

Each terminal device User A and Terminals 1, 2, and 3 can be a SIP phone or other type
of phone and may be coupled through an enterprise gateway or a network gateway 107 or the
like. User B has a Find Me feature as part of their profile, resulting in multiple contacts to be
tried. Based on this, NS1 responds to User A’s request to reach User B by sending INVITE
messages first to Terminal 1, then Terminal 2, then Terminal 3, where the call finally completes.
In this example, Terminals 1, 2 and 3 are assumed to be SIP phones. Each instance of a message

being sent from one element to another will be referred to as a step, as in a process or sequence.

In step 501, a SIP “INVITE” message indicating User A’s intent to reach User B is sent
from User A’s terminal to the proxy, NS1. In step 503, the proxy responds with a SIP “407
Authorization Required” message to challenge the authenticity of User A before honoring any
requests. To provide closure on this initial exchange, User A sends back a SIP

acknowledgement message to the proxy in step 505.
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are referred to as "Terminal 1", "Termnal 2", and "Termnal 3." It is
noted that, in general, any nunber of term nations (i.e., destination
clients) way2bsospecified in the Find-Me |ist of User B. PUORdS02/04sits
scenario, it is assumed that User B is eventually reached via Term nal 3.
Each term nal device User A and Terminals 1, 2, and 3 can be a SIP phone or
other type of phone and nmaybe coupl ed through an enterprise gateway or a
network gateway 107 or the |Ilike. User B has a Find Me feature as part of
their profile, resulting in nmultiple contacts to be tried. Based on this,
NS 1 responds to User A's request to reach User B by sending INVITE
nmessages first to Termnal 1, then Termnal 2, then Termnal 3, where the
call finally conpletes. In this exanple, Terminals 1, 2 and 3 are assuned
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t he pr in step 505. 15 02/ 076051 . PCT/ 2/, . Use . nt
Fepent SoAvES PRARHERIE ARG, PRGNSRt H0k L hite 10D TP Re PRIt REPE! Y
aut hentd &at btk theREIELer A trBSROAS & chlP pidpfess Ralida@ @ softs. SR tbétdaftdrf thehe
aut hentication of User Ais sati sfactoré(,él then, in step 509, the INVITE is

. . ep L
f or war dezitiv server tesprnds dnstep A& WithpEP|“geaMudtiple §dwoicss” Meyraxindicatinghag t he

request, .and. det.er m. nj wh . N -yres are
curr ent] }iﬁsg‘&%‘t@? ﬁ#'&ﬁeehsrtrg(%wé{eﬁegf e1iK}1r11§3rs,e? ‘g(%lsg‘i@ﬁg Ifégqs %d]%{]&l’fr %?\%ﬁs %Sg{#{si onal
I esSpoNgBmniimi&Eth WiaCKsdr® iHvaldiseittefnptal, id thad cags Tarnsiahls 1p2 and 8ss i ndi cat or
of sorts. Soon thereafter, the |location server responds in step 313 with a

SI P "300 !\/Uhtﬂe?r&gﬁsilfﬂﬁ‘&f'bdgﬁﬁ&ﬁ&@g thedbrakts Beuehi@dlly. iTh shep$ 150D sérdike an
Find-Me list for er B. Thi's response conprises a |list of contacts at
whi ch INYFHEmessededn Terminaltevhaeunon Teaminal hrespaprsdn stoprd 1 Ayith & Not

Termnals 1, 2 and 3.. Th i i . c acts

sequentondymeiAEs Dy ScRiat Qg IO BRAAEHE M Tt 1T AMETS

wher eupgkholaEdael d@he U04E SRBBLLR biysesdiag backlanitACK anied e Nostep 519. Without this
acknowledgement, Terminal 1 would repeat the “404” response at intervals to make sure its

response had been received.

In step 521, proxy NS1 attempts contact via Terminal 2 by sending an INVITE message.
In step 523, Terminal 2 sends back a “180 Ringing” provisional response as a progress indicator
telling the calling party that the terminal is ringing (telephone) or otherwise alerting users in the
vicinity of an incoming call. In step 525, this ringing message is passed from the proxy to the
User A terminal. Eventually, after Terminal 2 has been ringing for awhile without being
answered, a timeout is declared and NS1 issues a “CANCEL” message in step 527 so that

Terminal 2 will stop ringing.

Proxy NS1 then tries to reach User B via Terminal 3 and sends an INVITE message to
Terminal 3 in step 529. While this new contact is being started, Terminal 2 happens to respond
to the earlier “CANCEL” by sending back a “200 OK” message in step 531. Terminal 2 then
sends a “487 Request Cancelled” message in step 533 to indicate its understanding of the recent
cancellation. Proxy NS1 terminates the transaction with Terminal 2 by sending an “ACK” in step
535 confirming that the call attempt to Terminal 2 is cancelled.
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" to screen feature-generated contacts, and especially to distinguish such handling from the

originating permissions for a user, depends on user profile information maintained in the

communication system and provisioned by OSS 121 or other means.

With respect to user profile information, FIG. 6 depicts a pair of data structures which

may be used to implement the present invention when populated in a manner that will now be

described.

User Profile Table 610 is shown to comprise user profile records 612. Each user profile
record provides a set of values that control service processing. Various ones of these values may
be set by provisioning activities through OSS 121 or may be user-configurable through a web-
based interface or a SIP phone, for example. Some values may provide indices to yet other

tables, such as a listing of currently registered locations for the user.

Each record in User Profile Table 320 represents a unique user profile within system 100,
and generally corresponds to an individual user. The SUBIDs in User Profile Table 320 have to
be unique. As those of ordinary skill in the art will appreciate, a SUBID may be derived from,

for example, the combination of a unique dial plan identifier along with a listing identifier that is

unique within that dial plan.
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destination party being sought. In the prior art, these contacts are not

I ndividually screened to ensure that desired calling restrictions are
observed woan/oween features are invoked. The ability to ®PCTASN2/08641
feature-generated contacts, and especially to distinguish such handling
fromthe originating perm ssions for a user, depends on user profile

I nformati on nmaintained in the conmunication system and provi sioned by GSS
121 or other neans. Wth respect to user profile information, FIG 6
depicts a pair of data structures which my be used to inplenent the
present invention when populated in a manner that will now be described.
User Profile Table 610 is shown to conprise user profile records 612. Each
user profile record provides a set of values that control service
processing. Various ones of these values may be set by provisioning
activities Uhd@ﬁg@pﬁﬁ&DﬁEhﬁnmﬁmmpfh@adkmh&@nmﬁhgamahbﬁwthmnMQM\H&%Bﬁhihased
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listi n&'hitﬁjgmdté h@mbbfad plaf. un| que within that dial plan. 17 WO 02/076051
PCT/ US02/ 08641 A dialing plan IDis a function of a particular enterprise

customer hay, fg e@ca%@ﬂ: emflh} 6t Sach QUMb i 0s IPad¥ile ThABIeW 18!k Sitbwl Rtohtprise
ensures that nulti can coexi st and be adequately differentiated in

syst enptdfle fields 6éﬁ,a@ﬂﬁ| md 8 wirithyimazicach kiivalvialngs et eqrirad diffrggmsp®ts ¢ a

private network belo h

fest | nSEGR PR AT RE CARp ARy ok, BEVNCH TRy’ 26 RecbiPREBd Hhetusine

100 happesgedn@bsOO8Y anéanindahb pePnisdi@saot Mg usérto iokiginatd salls.e The lvblae In’ﬂg
plan. In the exanple of FIG 6, each record 612 in User Profile Table 610

i s shofielda 7Tooameifed terprinatingeal jseteering 95" T6F 7 mgsaingalishag hemssr Ba¥ACIEY e
val ues gt Bam&eNTH Bgﬂg{lfakfﬁg%lu@ﬁpﬁéi& Bl Qi‘nay control feature-associated call screening or

simply “feature blocking” or “FBL”.

A Screening Table 620 is also shown comprising screening criteria records 622. Each
record 622 is shown to comprise several fields, including a LIST_NUM field 624, an ALLOW
field 625, a Nature-of-Address field 626 and a criteria field 627. Each record in Screening Table
620 describes outbound origination and inbound termination permissions in the communications
system. The LIST_NUM field 624, when populated, identifies one or more related records in
table 620. The criteria field 627 expresses a particular value (such as an IP address) or a range of
values (telephone numbers within a certain range) for comparison to numbers being screened.
Nature of Address (NOA) field 626 expresses the types of addresses to which the record pertains.
Naturally, a given criteria expressed in the field is only meaningful in the context of a particular

address type, such as an IP address, E.164-type telephone number or a private number.

The ALLOW field 625 conveys the sense in which the record is to be interpreted. With
one value in the ALLOW field, a record may express that any numbers (telephone numbers or IP
addresses) which fulfill the criteria set forth in criteria field 627 are to be disallowed. With
another value in this field, the record may be interpreted such that numbers in the criteria field
are the only numbers that may be allowed. Note that the type of screening that criteria is applied

18



service processing. For exanple, the value in field 616 for each record may
affect originating call screening or "OCS", neaning the perm ssions for

t he user wooeni@snate calls. The value in field 617 may @&Cfrasp2/ossuem nati ng
call screening or "TCS", neaning calls that the user may accept from
others. In particular, the value in field 618 may control
feature-associated call screening or sinply "feature bl ocking" or "FBL". A
Screening Table 620 is al so shown conprising screening criteria records
622. Each record 622 is shown to conprise several fields, including a LIST
NUM field 624, an ALLOW field 625, a Nature-of-Address field 626 and a
criteria field 627. Each record in Screening Table 620 describes outbound
origination and i nbound term nation perm ssions in the comunications
system The LIST NUMfield 624, when popul ated, identifies one or nore
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only ny AOint hat
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record s&%anlngsaﬂlé p2mutFor axdmplem| sbbwofin Fi@ 6‘ thel fourtls i@ 081 iA tdvle 618 hevavaned
the "pqginter” ecord 2. Tables 610 an d b or are
accessilbfhe E%L 8 EELEEP %W@’P Sfﬁ%atfe(f?wr‘g% dP?‘i‘tﬁE;%a Ore ﬁr@e’%‘é’a ure
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system 100, “[ocation server 115 will consult the user profile table to

det er mof&ISBUNUHL adue&mdhatm@Shéﬁﬂn@gfsmléa meyRewset settings in the

t abl e.
It is contemplated that a single instance of screening table 620 may hold records affecting

all forms of screening, that is, OCS, TCS and FBL. The uniqueness of values in the LIST
_NUM field, as well as careful entry of values in fields 616, 617 and 618 ensures that 0CS, TCS
and FBL records may coexist in table 620 without confusion. Alternatively, another field might
identify each type of record or separate tables might be used for supporting OCS, TCS and FBL
functions separately. As those of ordinary skill in the art will appreciate, many variations are
possible and various performance parameters, such as throughput and the ease of updating table

values, will drive the design of a working implementation.

FIG. 7 shows a process 700 for handling session requests, including novel provisions for
performing feature-associated call screening. Process 700 may be performed within location
server 115, for example. Process 700 commences in step 702 upon the receipt of a routing
request from a proxy server or the like. The routing request is submitted to the location server,

perhaps in response to a session request initiated by an originating user.

In step 704, the routing request is interpreted or parsed to identify the origin of the call

and the intended destination party or termination for the call.

19



A record in table 610 may have fields that reference specific records in
other tables. In particular, FBL field 618 may contain a val ue that
cCorrespore (RO7@8E or nore records in screening table 620CTRi02/686anpl e, as
shown in FIG 6, the fourth record in table 610 has a value 1in the FBL
field corresponding to two separate records 622 in table 620. For
efficiency in locating records, it is conceivable that the records in
screening table 620 may be sorted in order of LIST NUMvalues or that a
hash tabl e of sonme kind nay be used. It is contenplated that a single

i nstance of screening table 620 may hol d records affecting all forns of
screening, that is, OCS, TCS and FBL. The uni queness of values in the LIST
NUM field, as well as careful entry of values in fields 616, 617 and 618
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routing, request froma proxy, server . he like., The routing request is
subni t tEptheg of R Béﬁloé}ﬁe%%% @ppmlﬁgﬁ aééeﬁ %#6%16?}@?11?&%}3%@5@? n request
i ni ti atedi Bin@9n PfdrBifathl REreUSBE crildfiast €p 704, the routing request is
interpreted of parsed to identify the origin of the call and the intended

desti nati on r ] 1 : :
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| ocation server. As nentig before, .a principle role of the |ocation
server 8pEVErdof rPPEV%r%Stgﬁ‘%l‘Vsirﬁqeﬂ)‘M‘é’? gtgﬂg%'out users that affects
service processing.. Part of the_ infar ion available fromsuch profiles
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accept ahler kN aUAtheRhdiSmlifld WhenEEhBthRldRtg BAIHIY is dviilable, as may have
already been discovered earlier in step 706. If the terminating profile is not accessible, then no
features are specified for the terminating user. Consequently, there is no need for feature
processing nor feature-associated call screening and the processing moves to step 716 to provide
contact information without involving feature invocation and to convey this information as

response back to the proxy in step 718.

Returning to step 714, if it is determined that a user profile for the terminating party is
available, step 712 is performed to apply feature processing based upon the profile. For
example, the terminating user’s profile may indicate that a find-me feature is enabled and may
provide a list of contacts to be tried. In accordance with the prior art, this list of contacts will
normally be returned to the proxy so that the proxy may then try to reach the terminating party

using these contacts.

Of course, there are a wide variety of possible features that might be implemented. The
general manner in which these features are processed are well known and need not be explained
to enable one of ordinary skill in the art to apply the present teachings. Furthermore, the specific

manner in which such features processing might be implemented are subject to many
20



the context of a particular routing request received in step 702, both of
these factors affect whether or not the session request is permssible.
Step 706 Worozioesosentai |l s appl ying these originating and tPemTmsazoseny
screening criteria. In step 708, the result of the screening is eval uated
and, if the call fails to pass such screening, execution proceeds to step
710 wherein a denial response is returned to the proxy in answer to the
routing request that was received in step 702. O herwise if, in step 708,
it is determned that the call request passes screening, then, in step
714, it is further determ ned whether the termnating profile is avail abl e,
as may have already been discovered earlier in step 706. If the
termnating profile is not accessible, then no features are specified for
the term nating user. Consequently, there is no need for feature

proces Sih{}g%ﬂa{taﬂcﬁﬁé L STARSAR frefercdl hnBALREARY Adki@¢holides, ) SORLBiSh RgveIes

to step to provide contact information wthout involving feature

i nvocatbearing npont theapatagipniofiithe prafest waentem- as response back to the proxy in
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not contact the terminating party at the present time. If there are no contacts, then the

determination of step 720 causes execution to proceed to step 718, wherein a response is sent

back to the proxy, in this case providing no contacts that the proxy should try.

Step 720 also encompasses the possibility that no feature block screening is configured
for the terminating user. This may be evident, for example, from the lack of any value in the
FBL field 618 of the terminating user’s record 612 in User Profile Table 610. If this is the case,
then execution proceeds to step 718, bypassing steps 722-728.

Returning to the situation where there are indeed contacts resulting from step 712 and
assuming feature block screening is configured for the terminating party , step 722 involves
selecting one of these contacts as a context for steps 724, 726 and 728. In step 724, a process is
performed to screen the contact selected in step 722. As will be described in greater detail in
FIG. 8, step 724 looks for feature blocking settings in the terminating user profile to determine if
the contact is allowed to be included in the response which will eventually be sent back to the

proxy in step 718.

Next, in step 726, if the contact passed the screening of step 724, then execution simply

bypasses step 728 and proceeds back to step 720 to determine if any more contacts need to be
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reaching the intended term nating party. After the feature processing of
step 712, processing noves to step 720. Steps 720 through 728 inplenent a
| oop to swoaen7@ach contact in the working |list of conta®C3/uShzosewns
generated in step 712. In step 720, it is determi ned whether there are any
contacts in the working list that have not already been screened. Upon
first entering step 720 fromstep 712, there maybe nmul ti pl e possible
contacts, all of which have yet to be screened. Accordingly, a systematic
screening of each contact wll begin by next executing step 722. Anot her
possibility upon entering step 720 fromstep 712 is that there are no
contacts, perhaps due to feature processing that determ nes that the
originator may not contact the termnating party at the present tine. If
there are no contacts, then the determ nation of step 720 causes execution
to proseechedo By die axtign ofidesisipn sted 7366 thecontackdaes nophasg thescraepingrafsiep j n
this c rovi ding. NQ _cant ac WV ot : SO
encomp 2ROt HeP oL Brefie Rrisove B P EO g Wik e ikdor RGPt 20

for thewd@ntchahdvadabls & be TetimBedaythberexyi deftdr mdkixg e aoplaet,unhvailabldie | ack
of any value in the_ FBL field 618 of the termnating user's record 612 in
User Pexdoutien Petseedsdrgk to step 724 tq detenming i 4py more eontacis peqd tBE?eﬁFrG s to
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be sen I'n step 718. Next, in step 726, if the contact
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726, if the contact does not pass the_screening of s 26 hen step 728
i s exeeliteda to 8 PRRiFBIAE ctlher SR E3IULESo MR P‘F'FE‘CM %F‘?fﬁsq %@fap&zle ftohctehf’aflg% render
contacts resulting from feature processing against feature block screening criteria expressed in
the terminating user’s profile coupled with a screening table. Process 800 may be viewed as a
subroutine or callable function with a binary return value represented by the execution of either

step 822, indicating that a contact passes screening, or of step 824, indicating the contrary.

It is worth noting that, in accordance with a novel aspect of the present invention, feature
blocking criteria are expressed in the user’s profile independently from other forms of screening
criteria, such as originating and terminating screening criteria. Furthermore, as was evident in

step 724 of FIG 7, the point at which feature blocking criteria are applied is also novel and

advantageous.

Process 800 commences in step 802 when a contact for a terminating party is to be tested

against feature blocking criteria associated with the terminating user’s profile.

In step 804, a “list number” is obtained from the terminating user’s profile. For example,
referring briefly to FIG 6, a record 612 in User Profile Table 610 may have a field 618 that
determines how feature blocking criteria may be obtained from screening table 620. Step 804

relates to obtaining the value in field 618 to be used as a record locator in screening table 620.

22



t he contact unavailable to be returned to the proxy. After naking the
contact unavail able, execution proceeds back to step 720 to determne if
any nore woriardst need to be screened. Steps 720 through P8/ momoseepeat ed
for each contact. Wien it is determned in step 720 that all contacts have
been screened, then the final set of contacts, if any, resulting from
feature processing and feature-related screening are returned to the proxy
in step 718 in answer to the routing request that was received in step
702. Process 700 is then concluded with respect to handling the one
routing request. FIG 8 provides further description of how the feature

bl ocking of step 724 may be inplenented. Process 800 conprises a sequence
of steps for applying configurable screening criteria to a particular cal
or session request. In particular, process 800 applies to _check
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record eh(g&ﬁé ) ,Siglﬁg %t{i]ﬁa%]@laf @R !cﬁlt@%tgrass%g AR B K GORNIRETIr S RABEAdp The

i st nuftDer varue s ned w conpared to values in the LI ST-NUM
field @24, @turning an indication that the contact does not pass feature screening.

Returning to step 806, if a list number for feature blocking is located, then execution
proceeds to step 808 wherein the type of address of the contact is used to differentiate among
two different screening tables, one for private or public telephone numbers and the other for IP

addresses. The difference in the tables could be the manner in which criteria, such as ranges of

values, are expressed.

The “nature-of-address” is an attribute referring to the differences in format and
significance between an IP ad@ress, an E.164 type telephone number having significance in the
public telephone network, and a private (VPN) telephone number. Although two separate tables
are described by way of example to accommodate IP addresses and telephone numbers, those of
ordinary skill in the art will appreciate that many other arrangements are possible. For example,
it is possible to have yet other tables relating to other address types, perhaps to accommodate
new types yet to be developed. It is also conceivable to develop a scheme for various address
types to coexist in the same data structure despite the differences in how criteria, such as ranges

of addresses, might be specified for each address types.
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screening table 620 in order to find applicable criteria records. In step
806, it is determ ned whether a |list nunber for feature bl ocking, such as
field 618woim/oresord 612, was actually found. In nmany casesT/usoyossen user
wi |l not have any feature blocking configured and this field may be
non-exi stent or contain a null or zero value to represent the |lack of that
feature. If this is the case, then decision step 806 causes execution to
pass to decision step 820, wherein the default screening behavior is
assuned. It is foreseeable that the default behavior mght be to allow all
calls where feature screening is not applicable. It 1is also conceivable to
have a systemthat defaults to disallowng all feature-related calls unless
a feature block screening criteriais clearly net. Depending on the
default screening criteria configured for the user or s¥sten1_the put come
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Regardless of whether step 810 is performed or step 812 is performed, execution then

proceeds to step 814 to branch based upon whether or not any criteria records have been found in
the appropriate screening table. If not, then execution proceeds to step 820 to invoke default

behavior as described earlier.

Otherwise, if criteria records have been found, then execution continues at step 816 to
evaluate whether the specific contact address meets any of the criterja expressed by the records.
An example might be to find if an E.164 number 3129756483 provided as a contact falls
within the range of “3129750000 — 3129759999 specified in criteria field 627 of a record 622

within screening table 620.

If the contact does not satisfy any of the criteria set forth in criteria records, then decision
step 816 causes execution to resume with step 820 to cause default screening behavior as
described earlier.

On the other hand, if, in step 816, the contact does meet any of the criteria expressed in

the criteria records, then execution proceeds with step 818 to determine the sense in which the
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If, in step 808, the nature of the contact address is determned to be a
public or private tel ephone nunber, then execution continues with step 810
to use a woreeemiosy table, as exenplified by screening tafica/Ganesesn | ocat e
criteria records having a LI ST NUM val ue that matches the |i st

nunber' derived fromthe profile in step 804. In finding such records, the
nature of address determned for the contact in step 808 is also used to
select only those criteria records having a matching NOA field 626. This
ensures, for exanple, that an E. 164 contact is conpared to E 164
criteria and not to any private nunber criteria that may al so be confi gured
for the termnating user. , Alternatively, if, in step 808, the nature of
the contact address is determned to be an IP address, then execution
continues with step 812 to use a different screening table, analogous to
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none of the remaining records need to be evaluated with respect to the contact. Another
advantage with ensuring that only a single criteria record applies to a given contact is that the
screening sense of the record, as indicated by ALLOW field 625, suffices to unambiguously
convey the disposition of the contact. Otherwise, without some additional logic, having
overlapping criteria with differing ALLOW field values creates the possibility of conflicting

screening determinations.

Those of ordinary skill in the art will appreciate that there may be alternative ways to
process criteria records even if criteria are allowed to overlap, such as establishing some

precedence for considering the net effect of all of the criteria that the contact satisfies.

FIG. 9 illustrates a computer system 900 within which an embodiment according to the
present invention can be implemented. The computer system 900 includes a bus 901 or other
communication mechanism for communicating information among system components, and a
processor 903 coupled to the bus 901 for processing information. The computer system 900 also
includes main memory 905, such as a random access memory (RAM) or other dynamic storage
device, coupled to the bus 901 for storing information and instructions to be executed by the
processor 903. Main memory 905 can also be used for storing temporary variables or other

intermediate information during execution of instructions to be executed by the processor 903.
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WO 02/ 076051 PCT/US02/08641 <criteria is to be applied. For exanple, by
referring to the ALLOWNfield 625 of a record 622, it is determ ned whet her
the critewbDazloaiong net signifies that the contact is pernPEIIUSOB0sBAL I S Nnot .
In one sense, perhaps if the ALLOWNfield contains a 0', the fact that the
contact neets the criteria expressed in the record may nean that the
contact is permssible, whereas the |lack of any nmatching records m ght
signify that the contact is inperm ssible. The criteria record would, in
effect, specify the only contacts all owed and exclude all others. In the
opposite sense, if the ALLOWfield contains a 'P, the contact having net
the criteria may nean that the contact is to be disqualified. In one
enbodi ment, the criteria of screening records may be configured in
observance of a policy that none of the criteria rggﬁfs shoul d overl ap.
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ot her R fpge device, coupled to the bus 901 for storing
inforng¥ion1§#§§?n§tructions to be executed by the processor 903. Main

menory 905 GaR,AtiSPro e UiishdiREntHirid iMGettRAPRL ALY s4& RbFchalfieCdrber
provided by the computer system 900 in response to the processor 903 executing an arrangement
of instructions contained in main memory 905. Such instructions can be read into main memory
905 from another computer-readable medium, such as the storage device 909. Execution of the
arrangement of instructions contained in main memory 905 causes the processor 903 to perform
the process steps described herein. One or more processors in a multi-processing arrangement
may also be employed to execute the instructions contained in main memory 905. In alternative
embodiments, hard-wired circuitry may be used in place of or in combination with software
instructions to implement the embodiment of the present invention. Thus, embodiments of the

present invention are not limited to any specific combination of hardware circuitry and software.

The computer system 900 also includes a communication interface 917 coupled to bus
901. The communication interface 917 provides a two-way data communication coupling to a
network link 919 connected to a local network 921. For example, the communication interface
917 may be a digital subscriber line (DSL) card or modem, an integrated services digital network
(ISDN) card, a cable modem, or a telephone modem to provide a data communication connection
to a corresponding type of telephone line. As another example, communication interface 917
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internediate information during execution of instructions to be executed by
the processor 903. 25 WD 02/ 076051 PCT/ US02/ 08641 The conputer system 900
further iwoloadea®sa read only nmenory (ROM 907 or ot her st &CTawSoyosspage
device coupled to the bus 901 for storing static information and
instructions for the processor 903. A storage device 909, such as a
magnetic disk or optical disk, is additionally coupled to the bus 901 for
storing information and instructions. The conputer system 900 may be
coupled via the bus 901 to a display 911, such as a cathode ray tube
(CRT), liquid crystal display, active matrix display, or plasnma display,
for displaying information to a conputer user. An input device 913, such
as a keyboard including alphanuneric and other keys, is coupled to the bus
901 for comunicating information and commuand sel ections to the processor
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| ocal or exanp comruni cation interface
a wide area network (WAN) or the global packet data communication network now commonly

referred to as the “Internet”) or to data equipment operated by service provider. The local
network 921 and network 925 both use electrical, electromagnetic, or optical signals to convey
information and instructions. The signals through the various networks and the signals on
network link 919 and through communication interface 917, which communicate digital data

with computer system 900, are exemplary forms of carrier waves bearing the information and

instructions.

The computer system 900 can send messages and receive data, including program code,
through the networks, network link 919, and communication interface 917. In the Internet
example, a server (not shown) might transmit requested code belonging an application program
for implementing an embodiment of the present invention through the network 925, local
network 921 and communication interface 917. The processor 904 may execute the transmitted
code while being received and/or store the code in storage device 909, or other non-volatile
storage for later execution. In this manner, computer system 900 may obtain application code in

the form of a carrier wave.
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917 may be a digital subscriber line (DSL) card or nodem an integrated
services digital network (1SDN) card, a cable nodem or a tel ephone nodem
t o provi dwoazdatoal comuni cati on connection to a correspomrdiTripo/ggsel of

t el ephone line. As another exanple, conmunication interface 917 26 WO

02/ 076051 PCT/ US02/ 08641 nmy be a | ocal area network (LAN) card (e.g. for
Et hernet TM or an Asynchronous Transfer Mdel (ATM network) to provide a
data communi cation connection to a conpatible LAN. Wreless |links can al so
be inplenented. In any such inplenmentation, communication interface 917
sends and receives electrical, electromagnetic, or optical signals that
carry digital data streans representing various types of information.
Further, the conmmunication interface 917 can include peripheral interface
devi ces, such as a Universal Serial Bus (USB) interface, a PCMCI A

(Personal Corfieutet “ddmnmutyr-Eadablé miediundtasowed hotsisaefert toany niediven thete, et c.

Al t hough only a single.conmunicatjon interface 917 j.s shown, it. S

r ecogniPAEIFRAkeHIN rPB‘PY‘&’ﬁBén%HWﬂﬂ?ﬁ tt?(ﬁ“? BYCesSi ée@f fg{: 8’%6"}1@1- bgucg]rﬁ)lf‘gé}gﬂ“ N
conmun 'tf?l?etrﬁar‘g fogmg',' ihEBERRLUR ROWRAIS] RHOnCRYIHIE fediRltolntleWddia, lahak 919
typically provides data conmunication through one or nore networks to

ot her desmissionreslia. FNpn-oxkatibt mediatiaclde; fasrekamplekomics! ppmagicsyidisks gsuch as

connection hr o I L, network, 92 Q. t C : i has
con nectSFQ??gifsetvﬂseﬁﬁet\&ﬁ%%le%w( lél.‘:]é'l.%e %Xﬁ%mgélp EE ng? \%%ﬁ?"?’é\%ﬂ)ow(;?@he

gl obal RackatsislaiRdRANTINAE EatxiRabled, Wopier Baw mdfivenbptics| mthdingdhe wims thahe
"Internet") or to data equi pnment _operated by service provider, The | ocal

net wor kogptisebies it WHERSTOBS 0B Fladia @@ alfodale the rm of aceu S aRiifehiof, or

opti cal ,si gnal V, ' | ' r ' : '
*br ougif EHER sl ARy it o o BBl S d ABIMELLATARET B RBal ()
t hr oughlagosBmninEaitics. Cohenbmafoems bY compitetreadrbiemiediatiecludgforaxanipleaa with

t t 900 ) 1 for f '
1 or nelapo i AFRblG 4k LA REH By g LS SR RO TR e

" SSSOHS 08, o A By pal 8 s uac i o

server physitalshalimn witlgpatternsofdmilds or ethee optichlly seroghialda gndigiaanR Aphl 4 BROMsn

proar am s drehdPh BT BSRR IR RSl chif orRAARRHY, o ARARRWARE, diftgH "
other medium from which a computer can read.

Various forms of computer-readable media may be involved in providing instructions to a
processor for execution. For example, the instructions for carrying out at least part of the present
invention may initially be borne on a magnetic disk of a remote computer. In such a scenario,
the remote computer loads the instructions into main memory and sends the instructions over a
telephone line using a modem. A modem of a local computer system receives the data on the
telephone line and uses an infrared transmitter to convert the data to an infrared signal and
transmit the infrared signal to a portable computing device, such as a personal digital assistance
(PDA) and a laptop. An infrared detector on the portable computing device receives the
information and instructions borne by the infrared signal and places the data on a bus. The bus
conveys the data to main memory, from which a processor retrieves and executes the

instructions. The instructions received by main memory may optionally be stored on storage

device either before or after execution by processor.

While the present invention has been described in connection with a number of

embodiments and implementations, the present invention is not so limited but covers various
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network 921 and commruni cation interface 917. The processor 904 nmay execute
the transmtted code while being received and/or store the code in storage
devi ce 90Wp oen7@bher non-vol atile storage for |ater exec®Cirars02/08s4t hi s
manner, conputer system 900 nmay obtain application code in the formof a
carrier wave. 27 WO 02/ 076051 PCT/ US02/ 08641 The term "conputer-readabl e
medi um’ as used herein refers to any nediumthat participates in providing
instructions to the processor 904 for execution. Such a nmedium may take
many forns, including but not limted to non-volatile nedia, volatile
media, and transm ssion nedia. Non-volatile nedia include, for exanple,
optical or magnetic disks, such as storage device 909. Volatile nedia

i ncl ude dynam ¢ nenory, such as main nmenory 905. Transn ssion nedia

i ncl ude coaxi al cables, copper wire and fiber optics, including the wires
t hat cdbvpus seodiicationg and equivaled sirangeneetitsn wdach @allsvithia ke pireiefvorfithef
acoustic, 0 hifal or electromagnetic waves, such as those generated
duringapggfg f£QEQEncy (RF) and infrared (IR) data conmunications. Comon
forms of conputer-readable nmedia include, for exanple, a floppy disk, a
flexi ble disk, hard disk, magnetic tape, any other magnetic nmedium a
CD-ROM CDRW DVD, any other optical nmedium punch cards, paper tape,
optical mark sheets, any other physical nmediumw th patterns of holes or
ot her optically recognizable indicia, a RAM a PROM and EPROM a

FLASH EPROM any ot her nenory chip or cartridge, a carrier wave, or any

ot her nmedi um from which a conputer can read. Various forns of
conput er -readabl e nmedia may be involved in providing instructions to a
processor for execution. For exanple, the instructions for carrying out at
| east part of the present invention may initially be borne on a magnetic
disk of a renote conputer. In such a scenario, the renote conputer | oads
the instructions into main nmenory and sends the instructions over a

t el ephone |line using a nodem A nodem of a |ocal conputer systemreceives
the data on the telephone Iine and uses an infrared transmtter to convert
the data to an infrared signal and transmt the infrared signal to a
portabl e conputing device, such as a personal digital assistance (PDA) and
a laptop. An infrared detector on the portable conputing device receives

t he
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information and instructions borne by the infrared signal and places the
data on a bus. The bus conveys the data to main nenory, fromwhich a
processorwparii@ies and executes the instructions. The i PETUS0L/DSIME
received by main nenory nmay optionally be stored on storage device either
before or after execution by processor. Wile the present invention has
been described in connection with a nunber of enbodi nents and

i npl enentations, the present invention is not so limted but covers various
28 WD 02/ 076051 PCT/ US02/ 08641 obvious nodifications and equival ent
arrangenments, which fall within the purview of the appended clainms. 29 WO
02/ 076051 PCT/ US02/ 08641 CLAIMS WHAT IS CLAIMED IS: 1. In a

comuni cations system a nethod for establishing a communi cations session
with a party conprising the steps of: invoking at |east one feature in the
comuni cations systemthat results ifla&dIM®ast one contact for
establ i shing the communi cati ons session with the party; applying at |east
one screening criterion to the contact to determ ne whether the contact is
pern?tgﬁg[LpﬁgéLgiﬁgﬂ§9§_connunicating with the party; if the contact is
permtte 1}0 e use or  communi cating with the party, using the contact

to establish communications wiwth the party. 2. The nmethod of claim1l

wherein a user profile associ at eq?o\gi h iar%? 1;llarty i S nai c[1t ai ned | n.{hhe
syst emlarld 2 WERHERROS GHIEP: § ETOLHPLTE TSGR FECTUYMPIPHR IR &4 b t he
user prafd 'c@mpﬁsin%'?ﬁeﬂ%%@@@ of claim1 or 2 wherein a user profile

W t he par

associ ate y is maintained in the systemand the screening
criterion i snefkiegatddadtyne featurein thetcommunigatigaesysipipthial resulls inphleagheani®od of

[ 1-3 in the.. . on..of . eat [ ffected b
The °cganirt o s OF Gl SBT R B i B 00T 7 (R’ syStem and

associ at ed Vphlyidda 18#a% bie screening criterion to the contact to determine whether the contact is

permitted to be used for communicating with the party;

if the contact is permitted to be used for communicating with the party, using the contact

to establish communications with the party.

2. The method of claim 1 wherein a user profile associated with the party is maintained in the

system and the invocation of the feature is affected by the content of the user profile.

3. The method of claim 1 or 2 wherein a user profile associated with the party is maintained in

the system and the screening criterion is affected by the content of the user profile.

4. The method of any one of claims 1-3 wherein the operation of the feature is affected by the

contents of at least one data structure maintained in the system and associated with the party.

5. The method of any one of claims 1-4 wherein the screening criteria is affected by the contents

of a data structure maintained in the system and associated with the party.

6. The method of any one of claims 1-5 wherein the step of applying at least one screening

criterion to the contact is conditionally performed as a function of whether the contact results

from the invoking of the feature.
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5. The nmethod of any one of clains 1-4 wherein the screening criteria is
affected by the contents of a data structure nmaintained in the system and
associ at edowewoshe party. 6. The nethod of any one of cl @cwastz/@ewher ei n
the step of applying at |east one screening criterion to the contact is
conditionally performed as a function of whether the contact results from
the invoking of the feature. 30 WD 02/ 076051 PCT/ US02/08641 7. In a
comuni cations system a nethod for processing a request to establish a
comuni cations session with a party conprising the steps of: froma
requestor, receiving a session request specifying the party; obtaining at

| east one contact by applying at | east one routing feature in response to
the session request, the contact pertaining to establishing-the

conmmuni cations session with the party; accessing user profile information

associ at elg ra‘o@F. hlléﬁrlﬁ%%t%rs Yster P4 AbthoR Qolﬁﬁro!:&ﬁ?ak aQBGueBCtoRBMAbAGh £Edrh@ihieRtiddsom

t he user ormation’ ~applying the Screening criterion to the

cont actsedstondeitie b partg colngtikiag thdwtepsardt act is permitted to be used to
fulfill the session request;. dependi ng upon t h .contact is
pernmitted tdrRagemestion IeeRYER Sfﬁéonsrgg‘é{%g??e\é\gﬁléggl&ﬁa “ncl udi ng the cont act
in a response to the request; and sendin th(ta resdpyl?ngﬁ‘?&% t he sessi o([h
request to toh&iniageslagionegontp ynaé’&’%%g legst Qe . .Frlp{eﬁgorgﬁé? S on
lm; c;{]ie gés%gotrf l‘ggli}JSquly E(Fnt%ﬁ tp@lftéliﬁﬁl 86 cQYbiidhEUBE EomBiudicklibhs JabstsWith @b pdty; A

erv couple 0 comuni cat1 ons system for use in achieving a

The | ocati ofceesyRooL gl B L NG SRR BT 2, Coti ng request:

rsrng: recel a routing request;
nmeans for inyoking a,feature to det.erm ne af | . for
establishiné’EW@ng@B#WﬁHF@§?$%W@g§5§§PBE“W%ﬁﬁégﬁﬁﬁﬂgﬂﬁggﬁ@é i ig and
destination parties; neans for applyin t | east one eeni ng.criterion to
the at | eas tagah@&&ﬁtsal@@n% cagqnggﬁ? c%n’%ct to d%?ermme whethér the Sohtddt 1st
permitted to be used to fulfill the session request;

-

depending upon whether the contact is permitted to be used to fulfill the session request,

including the contact in a response to the request; and

sending the response to the session request to the requestor.

8. The method of claim 7, wherein the operation of the routing feature is affected by the user

profile information.

9. A location server, coupled to a communications system, for use in achieving a
communications session between a requesting party and a destination party, the location server
comprising:

means for receiving a routing request;

means for invoking a feature to determine at least one contact for establishing the
communications session between the requesting and destination parties;

means for applying at least one screening criterion to the at least one contact to determine
whether the contact is permitted to be used for achieving the session;

means for sending a routing response, the routing response including the contact only if

the contact is permitted to be used for achieving the session.
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whet her the contact is permtted to be used for achieving the session;
means for sending a routing response, the routing response including the
cont act owlby2iof605t he contact is permtted to be used for RChIES02/08%41 he
session. 31 WD 02/ 076051 PCT/US02/ 08641 10. The | ocation server of claim?9,
wherein the routing request is received froma proxy server |ocated within
the communi cations system 11. The | ocation server of claim9 or 10,
wherein the routing response is sent to a proxy server |located within the
conmmuni cations system 12. The |location server of any one of clains 9-11,
wherein the routing request includes information relating to the
identification of the requesting and destination parties. 13. The | ocation
server of any one of clains 9-12, further conprising nmeans for obtaining a
user profile, wherein said user profile affects the st |east one screening
cri t erilén Thedocatien seoienef elaing &w&remfth@fwt@a seqyestds Eogiyed rom PIORESPVehe
feature ¢ ri,se e the set consisting of. find ne, cal
forwarg?ﬁggpggﬁﬁﬁP?é%%jﬁ@%?ﬁ %f\&%%ﬁ ng, call blocking, do not disturb and
call screening. 15. The location server of any one of clains 9-14, further
conprising means for obtaining at. |east one screening table, wherein said
scr eenildg Thlosatigngsryesed clagn geqff i lngwglﬁlietré EOHBEAPIPODSTIS FRHIS A REOXH SSF¥aist

one scr&enl \Qithil the bdMBrunfEtions system.

12. The location server of any one of claims 9-11, wherein the routing request includes

information relating to the identification of the requesting and destination parties.

13. The location server of any one of claims 9-12, further comprising means for obtaining a

user profile, wherein said user profile affects the st least one screening criterion.

14. The location server of any one of claims 9-13,wherein the feature comprises at least one of
the set consisting of: find me, call forwarding, conditional call forwarding, call blocking, do not

disturb and call screening,
15. The location server of any one of claims 9-14, further comprising means for obtaining at

least one screening table, wherein said screening table comprises screening criteria records

comprising at least one screening criterion.
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