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DESCRIPTION Title of the invention: MOBILE COMMUNICATION METHOD
AND MOBILE STATION 5 Technical Field [0001] The present invention
relates to a mobile communication method for communicating between a
mobile station and a radio 10 base station using a certain key. Background
Art [0002] A conventional mobile communication system of the LTE 15 (Long
Term Evolution ) scheme specified by the 3GPP is configured to
communicate between a mobile3t&G& RIH @Nd a radio base station eNB, by
using a certain key. [0003] The certain key includes, for example, a key
KRRC_Ciph used 20 for "Ciphering" in an RRC protocol, which is a C-plane
piatotel bEtueen thvee mdiote: sk B Eanduk eaat ko BatETstan kNeNBB I LE
( elsls8 tratum, AS) , a key KRRC_IP used for " Integrity Protection” in the

protocol, and a key KUP_ciph used for "Ciphering" in a U-plane protocol
between the mobile station UE and the radio 25 base station eNB (Access
Stratum, AS) and the like. These certain keys are generated using a first key
KEREBTHEBY] 1€ dsing the same key as any of the certain keys and the first
kgpd@®NP, for a long time is not preferable, because it makes the

The present invention relates to a mobile communication
method for communicating between a mobile station and a radio

base station using a certain key.

Background Art
[0002]

A conventional mobile communication system of the LTE
(Long Term Evolution) scheme specified by the 3GPP is configured
to communicate between a mobile station UE and a radio base
station eNB, by using a certain key.

[0003]

The certain key includes, for example, a key Kgrc_ciph Used
for “Ciphering” in an RRC protocol, which is a C-plane protocol
between the mobile station UE and the radio base station eNB
(Access Stratum, AS), akey Kgrc_1p used for “Integrity Protection”
in the RRC protocol, and a key Kyp cipnh used for “Ciphering” in
a U-plane protocol between the mobile station UE and the radio
base station eNB (Access Stratum, AS) and the like. These
certain keys are generated using a Tirst key Keng-

[0004]
Using the same key as any of the certain keys and the first

key Kens TOor a long time is not preferable, because 1t makes the
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system's security vulnerable. For this reason, a procedure for updating such
a certain key or a first key KeNB, during handover is devised by the 3GPP.
[0005] 5Here, operations of a handover target radio base station (Target
eNB) acquiring a first key KeNB** used for generating a certain key in the
handover procedure of the mobile station UE are described referring to Fig.
12. [0006] 10As shown in Fig. 12, first, a handover source radio base station
(SysiteéNBegendreyestdmanahbediatokethiHeNBassed o acstdraw: fifer

ke NB. a parameter "Next " ar, er "Hapdover "

o AR Y e o SR8 Bl R hangiover
thesidintifisatobynfoneadiGiPRof a 15 handover target cell. [0007]

Sfﬁ@?%i’ the handover source radio base station (Source eNB) transmits the
g ated intermediate key KeNB,* to the handover target radio base station
(Target B 200008t Idirdly fizeHmanioxer teaggeadiadiasdatatiotation
(Target eNB}w%nerates, based oigthet e received intermediate I%d}gel\lB,*

ah G EIRN FNO PRAUIS Nk etlnbRY) 1oy alldtetsy By tnaenigraduso
targes eedia ikei/key HeNBiangeddpr penssaling af the mobile station

UE are described referring to Fig. 12.
[0006]

As shown In Fig. 12, first, a handover source radio base
station (Source eNB) generates an intermediate key Keng* based
on a stored Tirst key Keng, @ parameter “Next Hop”, a parameter
“Handover Type” representing the parameter type and a parameter
“Target PCI” representing the identification information of a
handover target cell.

[0007]

Secondly, the handover source radio base station (Source
eNB) transmits the generated intermediate key Keqpg* to the
handover target radio base station (Target eNB).

[0008]

Thirdly, the handover target radio base station (Target
eNB) generates, based on the the received intermediate key Kens™
and “C-RNTI (Cell Radio Network Temporay ID)”” allocated by the
handover target cell, a first key Keys** used for generating a

certain key in the handover target radio station (Target eNB).

Disclosure of the Invention
Problem to be Solved by the Invention

[0009]
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25 certain key in the handover target radio station (Target eNB). Disclosure
of the Invention Problem to be Solved by the Invention [0009] However,
as described above, in the handover procedure of the conventional mobile
communication system, there is a problem that both handover source radio
base station (Source eNB) and handover target radio base station (Target
eNB) have 5 to use a plurality of parameters and functions to generate a first
key KeNBewased in aﬁedmmm«ﬂa@m\radid ptatiod (RerdeveNB)rdoedof

ar, there i th ndo purce. 1 tatio
ci)lucr%cii elé%% andtth \Eejﬁgrg%egt]ﬁg o égegs Aion Hgarge%%%\ﬁfs) hévréljl
tqnueb I@NBhaUnbemohatndotms fikay @emation basetistakiDdt) diferarde

f h of th d th bil U has b
A e Roe SRRy i e S G et & B T ve

Fuﬁhmmoarep Lus alinberspnpa thaidteNs, aned deuiodid oipdated @@neﬂang ta
P sical Cell ID) o andover target radio base station.

RLRh AR e Rt FLA GG VR B LR ha LR Broet
CeRBYII, since KeNB, needs to be updated according to C-RNTI. [0013]

Accordingly, the present invention has been made in view 25 of the
aBBQé%scrlbed problems, and an object of the present invention is to

provide g mphil FeMMENIgALR et vitewhinh e fiet keNdsRS1_Gurce

handover target radio base station (Target eNB) can be generated through a
skAgifRPprscedaiion (Source eNB) and the handover target radio

base station (Target eNB) have to use Keys conversion functions
(Key Derivation Function, KDF) different in parameters for each
of the stations, and the mobile station UE also has be provided
with the KDFs, whereby the procedure is complicated.

[0011]

Furthermore, it is cumbersome that Keys Nneeds to be updated
according to PCI (Physical Cell ID) of the handover target radio
base station.

[0012]

Furthermore, there is a restriction in flexibly changing
the allocation of C-RNTI, since Keyg Needs to be updated according
to C-RNTI.

[0013]

Accordingly, the present invention has been made in view
of the above-described problems, and an object of the present
invention is to provide amobile communication method with which
a first key used in a handover target radio base station (Target

eNB) can be generated through a simplified procedure.
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Solution to Problem [0014] A first aspect of the present invention is
summarized as a mobile communication method in which a mobile station
performs 5 a handover from a handover source radio base station to a
handover target radio base station, the mobile communication method
including the steps of: (A) acquiring, at the handover target radio base
station, from the handover source radio base station or a switching center, a
k&9 fortdalcukningraliilsttkey for 10 generating a certain key used in a
ﬁroqﬁﬂujtication between the handover target radio base station and the

Ile station; and (B) acquiring, at the handover target radio base station,
from the Avfilatsitgacspeet, aBddung kegdatcatoreatinga istkeynmrized as
gener ti?% a certain ke¥_used inﬁa C mmtﬁnic%tion tlgel\e/eert%?l_a next f
hARTOVEr targat radic Dasd SatoR Grid' e HR0shid Sddsn [ods" PEnnahes
fieshaapedk iheromhilcacomveunicaliccemathoslicaefotheil mciusia Handtaper
of: (2(3 updating, ahthe mobile station, upon receiving a handover commarqld
SR E Tt P RaaSGer St Q0 2o BRA Lea I RAGRELqB, method
OPRERIHTDNG a@Teaistq)sustd i/ casni PRAsioiketmeendhadanda@rget
source radio base station and the mobile station, to the first key for

gEREARiRGTRSIAHIA ke f TRBINFREMIAYRLSELESS AR Rase RiddR
typeh radipdensmgtationeand thekagbile ptatire ARIePHE] a FiRdeekEst for

aspect, in the step (C), the mobile station can update the first key for
gSRBRITfHE tHe BeRBINRAY USRY iHSAE dSmth GOBEHE GREVBBNRABRGTIRNRS

SRYHoAGORA%R SiPHaRARA deedTaRie SlaHant iR the i ket dtion; and

generating the certain key used in the communication between the handover
g2 126616 HA5E stafohhhBane ovetildaxadh readedtnss pdriiery Trom

InGluded it s ﬁ@%ﬁ?@@%@%ﬁg R3Y FPML 1 cu IR R LASRSERP

step (C) can include the steps of: (Cl) generating, at the mobile station, the
fifkukegefoe Grhbngting che tahaikeyussst intiee commnnicatidbarbéeegen

¢ : ; " i
T T O NS SR e B,
pho@heger is incremented; and (C2) generating, at the mobile station, the first

ey for ggnerping he corlan ey yised i e.communicaten bepsen e,
handover targeei radio base Station and e mobile Staton based 0n the first
k€uifaher include the step of: (C) updating, at the mobile station,
upon receiving a handover command signal from the handover source
radio base station, a first key for generating a certain key
used In a communication between the handover source radio base
station and the mobile station, to the first key for generating
the certain key used in the communication between the handover
target radio base station and the mobile station.
[0016]
In the first aspect, in the step (C), the mobile station

can update the first key for generating the certain key used

in the communication between the handover source radio base
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15 generating the certain key used in the communication between the
handover source radio base station and the mobile station, when the
parameter included in the handover command signal is not incremented.
[0018] 20In the first aspect, in the step (Cl), when the parameter included in
the handover command signal is incremented, the mobile station can update,
based on the parameter, a second key for calculating the first key for
gehatatiny and ddreairokd\l @ ssthibiibie ,comthmiatisit eywdon herearadovey
e aafiphace P silien A ine iblls siafion, and cangnerale e st
key for generatmg’fhe certain key used In the communication between the
htiadgedr tardeb rhdischatatiadiornaand the mobiid statiatbased lwastd on a

updated second k .%O 19] In the first aspect, the parameter can be KiI.
e ter iR L, i AR R R Ao o further
irdade fhe step of: (D) storing, at the mobile station, 5 the received

parameter. [0021] _ A second aspect of the present invention is
B mmar Ot ot (RS8R TR Charcas e e 8PS

radio @3o st whphgg naabite staiieri periorasiamardaverikd ratey for
handover source radio base station to the_handover target radio base station,

SPGB A HRioTERERMINGEY HSEAcA MU FRRBHAG GRS RS aPGkHEED

freRe thaidoor et sRyEte Fadinbpas Stataria kn@raricHih g ditsitedh
for generating a certain key used in a communication between the 15

hBABBJP kBt PANRISAST A MR B KISHRAN AU SERBPNSCaAATRS -
URR &SRS IR E s MR AeHERRY SRICR)SERPRILRY I, at the

calculating a first key for generating a certain key used in a communication
beekdde Stakiiemddng Btgelydwy e seehadidhdirolsiRy Eationkey

2000P¢h the CHMEARAG G RSCRESS HHD YRV S SEAMYREASLRS Base

mobile station which performs a handover from a handover source radio base
sekivhiena Aadddver taak kadstisddostadianetheomobiie sfaristinkkiintp a

kSXﬁ%?E@PHd“PE&°829¥E¥k“key used In the communication between
the handover source radio base station and the mobile station,
when the parameter included in the handover command signal is
not incremented.

[0018]

In the Tirst aspect, in the step (C1), when the parameter
included 1n the handover command signal is incremented, the
mobile station can update, based on the parameter, a second key
for calculating the first key for generating the certain key
used in the communication between the handover target radio base
station and the mobile station, and can generate the first key
for generating the certain key used 1n the communication between
the handover target radio base station and the mobile station
based on the updated second key.

[0019]
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30

25 update, upon receiving a handover command signal from the handover
source radio base station, a first key for generating a certain key used in a
communication between the handover source radio base station and the
mobile station, to a first key for generating a certain key used in a
communication 30 between the handover target radio base station and the
mobile station. [0023] In the third aspect, the key updating unit can be 5
configurddhtatbpddie; asaspec t,pddengerangddesd dathde Kl .
hgaa%jrcommandsignal, the firstkeyforgeneratingthecertain key used in the
communlication between the handoversourceradio base station and the
mobile stitiarheofthesftrsidmycior ddree nadnpl th e certam kay usednetihed can

caommunication, between 10 the handqver target radio hase and the maohile
o 0B 1HS L ERH QLpett e Ry ThuatnG G pestat fon.

cehiguracktib/gengeatemeten the parameter included in the handover
c mmﬂd signal is incremented, the first key for 15 generating the certain
k 9% in the communication between the handover target radio base

station apndgbednabieséonibasrd ppdberparameistiand ilke kevnineping
unit can be configuredﬁtgggnerated when the parameter included in the

haRdBvERAMMAARE SEALITRMIMNAERMEREH QRS RSt RelFNISY GEELGSE
the.asBanhkey $e2eiBrthAHEMAWYEFIRN VM EBA therRNdRY e RESRI0REI0

base station and the mobile station, based on the first key for generating the
céiahkEPNdeysH FRUEGAMBARANGT DSt Phd hahgovandayrde FabrsEt

bpga ReHA’ QG i BIPPIEnE!gtian; ¢ HA9e5E tat iBHNEHENGATRECa S KSY

updating unit can be configured to update, when a parameter inc uded in the
hasa¥Ed BenwBE SR W REEMaatidl Eesefbat RéeibRPERVRIISMES

o et Ly hied Sttog ard e o Liatont Dabed o tg”
paenesai agdqm@@mhne kiey flusekkey m@g@nmrmm'gceériaﬁn m@f@ﬁm e
VSRR PSSR ey ol e
tegalameteuodn e KFI02F]J to acquire, from a switching center,
a second key for calculating a first key for generating a certain
key used in a communication between a next handover target radio
base station and the mobile station.
[0022]

A third aspect of the present invention is summarized as
amobile stationwhich performs a handover from a handover source
radio base station to a handover target radio base station, the
mobile station including: a key updating unit configured to
update, upon receiving a handover command signal from the
handover source radio base station, a first key for generating
a certain key used in a communication between the handover source
radio base station and the mobile station, to a first key for

generating a certain key used In a communication
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In the third aspect, the key updating unit can be 10 configured to store the
received parameter. EFFECT OF THE INVENTION [0028] As described
above, according to the present invention, 15 it is possible to provide a
mobile communication method with which a first key used in a handover
target radio base station (Target eNB) can be generated through a simplified
procedure. Brief Description of the Drawings 20[0029] [Fig. 1]Fig. 1 is an
obeltareeon fidner dtoméd visw e rg e ikddontrasei ctimhigystant aticerdivig itbea
fig aeﬁg%diment of the present invention. [Fig. 2]Fig. 2 is a diagram showing
an example of a 25 hierarchical structure and a calculation procedure of a
kEpazey in the mobile communication system according to the first

embodiment of the present inventjon. [Fig. 3]Fig. 3 is,a.sequence diagram
Sonma i e SR R W K FRae R eatan e
sysiefi gocettling tapuaties) epalsedinent af ta-aresent invertiaedFipn 4the

Fig. 4is a sequence diagram showing an X2 handover procedure in the _
AR HTAROA et Se ol E T TRBaERoF B tair
PresensEWaMi®Re communication between the handover source radio
base station and the mobile station, to the first key for
generating the certain key used in the communication between
the handover target radio base and the mobile station.
[0024]

In the third aspect, the key updating unit can be
configured to generate, when the parameter included in the
handover command signal is incremented, the Tfirst key for
generating the certain key used in the communication between
the handover target radio base station and the mobile station,
based on the parameter; and the key updating unit can be
configured to generate, when the parameter included in the
handover command signal is not incremented, the first key for
generating the certain key used in the communication between
the handover target radio base station and the mobile station,
based on the first key for generating the certain key used iIn
the communication between the handover source radio base station
and the mobile station.

[0025]

In the third aspect, the key updating unit can be
configured to update, when a parameter included in the handover
command signal is incremented, a second key for calculating the

first key for generating the certain key used 1in the
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5[Fig. 5]Fig. 5 is a sequence diagram showing an Si handover procedure in
the mobile communication system according to the first embodiment of the
present invention. [Fig. 6]Fig. 4 is a sequence diagram showing an Intra-eNB
handover procedure in the mobile communication system according 10 to the
first embodiment of the present invention. [Fig. 7]Fig. 7 is a sequence
diagram showing an Si handover procedure in a mobile communication
sgsienuatcaitding tbetweeondieen badicosetroftiiegerte semd frovdiatisn . Eiion

SL?Q&'S Adhiag %a@t%*#O.k‘%Wg BASXCHIPBN T israrelycal %%“E&“@e%ﬁ‘é‘gate
calculation procedure of keys used In"a mobile'communication system
atberdifigreta tkiey erfibodigent phthegresemnttaventioey $FigiH&ig.i9 isEhe
sequence diggram showin X2 hangdover rocedure.in the mobjle_ .
SRS ) R R e, R iR bors plesdapy
irveantione [mgb 1 0F-igta@ isma,segismteodiaghamuphaieg se&omankoyer
piocedlie in the mobile communication system according to the third

e ent of the present invention. [Fig. 11]Fig. 11 is a sequence diagram

showing pn lot@-eNBrid Aapeever precesdtirans€be raahileeorynunication
system according to the third embodiment of the present invention. [Fig.
1 %6712 is a diagram showing an exemplary

In the third aspect, the key updating unit can be

configured to store the received parameter.

EFFECT OF THE INVENTION
[0028]

As described above, according to the present invention,
it is possible to provide a mobile communication method with
which a first key used in a handover target radio base station

(Target eNB) can be generated through a simplified procedure.

Brief Description of the Drawings

[0029]

[Fig. 1] Fig. 1 isanoverall configurational viewofamobile
communication system according to a first embodiment of the
present invention.

[Fig.- 2] Fig. 2 is a diagram showing an example of a
hierarchical structure and a calculation procedure of a key used
in the mobile communication system according to the first
embodiment of the present invention.

[Fig.- 3] Fig. 3 is a sequence diagram showing an initial

establishment procedure in the mobile communication system
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calculation procedure of keys used in a mobile communication system
according to a conventional technique. Best Modes for Carrying Out the
Invention [0030]  (Mobile Communication System According to First
Embodiment of 5 the Present Invention) A mobile communication
system according to a first embodiment of the present invention is described
referring to Fig. 1 to Fig. 6. [0031] 10The mobile communication system
aacommlg g titis ethbodinreitt is@nﬂioﬁleruomﬁ Uthieatiuresgstent nyevidiothe

|sa ed and include Iitosichjn en MME#
V\/%I':‘ da pEHE)I%]Ity of réi‘dg éjase s 'ngﬁﬁbﬁﬁw éﬂ%%?%ﬁ%ﬁé%\’%r
eNB#&Rju |165[i)|®3ﬂje moAdreexample ixatdvle sismibemUicsosahifigurea e
%l %ln n the ceII ]'éh under the control (%f.the radio base station
Stalion %ﬁ#ﬂ\ﬁesrﬂnd Aeertain key described
appye. 26[p033]|:|g Ewﬁﬁarweemdhei hagdavesraéaduse Sheantbrer

station UE, the handover et radio base station (for example, the radlo
bBE@c\s‘?%ﬁeNrByﬁ)W@Qﬁ%gﬁ?@@%&ﬁa&'rgﬁr@% »ée%p r] g e

[Fridianciistiinéruerretagmeatainkeyadneied in a commumcatuon
with_the mobile station UE, without using an intermediate key Kemp,*

gbhtfatefby thE FandbAS SoSRBUSRES HALRMERoRNRYH b A1 'HEARIG
bRaAEHEGYBEdtH e [(PRIAIDA PEQURANERPEN A yBe dciatdieaing

structure and i i i
to the first embodiment of the present invention.

[Fig. 7] Fig. 7 1s a sequence diagram showing an S1 handover
procedure in amobile communication system according to a second
embodiment of the present invention.

[Fig. 8] Fig. 8 1is a diagram showing an exemplary
hierarchical structure and calculation procedure of keys used
inamobile communication system according to a third embodiment
of the present invention.

[Fig. 9] Fig. 9 is a sequence diagram showing an X2 handover
procedure in the mobile communication system according to the
third embodiment of the present invention.

[Fig. 10] Fig. 10 i1s a sequence diagram showing an S1 handover
procedure in the mobile communication system according to the
third embodiment of the present invention.

[Fig. 11] Fig. 11 is a sequence diagram showing an Intra-eNB
handover procedure in the mobile communication system according
to the third embodiment of the present invention.

[Fig. 12] Fig. 12 1is a diagram showing an exemplary
calculation procedure of keys used in a mobile communication

system according to a conventional technique.
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the calculation procedure of a key used in the mobile communication system
according to this embodiment (that is, a key used to calculate the certain
key). [0035] 5As shown in Fig. 2, a key KRRC IP used for "Integrity
Protection” in the RRC protocol, a key KRACClIph used for "Ciphering" in the
RRC protocol, and a key Kupclig, used for "Ciphering” in the U-plane of AS
are generated using a first key KeNB n] 10[0036] The first key KeNB[n]
is calculated by using a master key KASME from the formulas given below.

[ e37 2| B[O :OI§,D Or(rKAsmEOu %]SeN)I%SIé%NBO n+1]=KDF1 (KAsmE,
eg%%n@ﬁ?leiloit E-aleréf the mz’a\lﬁer key KXsmTills nown only to the
njalgkodtation UE and the switching center MME, but must not be known to
B e o R B DENAR N b o
behgeerrélsemohitesstatibon)E and the switching center MME (Non Access
Snau”nvyﬁﬁﬁbile communication system according to a Tfirst
embodiment of the present invention is described referring to
Fig. 1 to Fig. 6.
[0031]

The mobile communication system according to this
embodiment i1s a mobile communication system to which the LTE
scheme i1s applied, and includes a plurality of switching centers
MME#1, MME#2, .. and a plurality of radio base stations eNB#11,
eNB#12, eNB#21, eNB#22, ...

[0032]

For example, a mobile station UE 1i1s configured to
communicate, in the cell #111 under the control of the radio
base station eNB#11, with the radio base station eNB#11 using
a certain key described above.

[0033]

Furthermore, iIn the handover procedure of the mobile
station UE, the handover target radio base station (for example,
the radio base station eNB#12) is configured to acquire First
keys Kens[N+1], Keng[n+2] and the like for generating certain keys
used in acommunicationwith the mobile station UE, without using
an intermediate key Keng™ generated by the handover source radio
base station (for example, the radio base station eNB#11).
[0034]

Fig. 2 shows an example of the hierarchical structure and

10
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[0039] 25Hereafter, operations of the mobile communication system
according to this embodiment are described referring to Fig. 3 to Fig. 6.
[0040] First, an initial establishment procedure in the mobile communication
system according to this embodiment is described referring to Fig. 3. [0041]
As shown in Fig. 3, before starting the initial 5 establishment procedure, the
mobile station -DE holds KAsmE (in step 5101), the radio base station eNB
htls noddeyisladadfor geneetincecetfiin &keyselin s1iepdb102) abdehenobile

switchin ter MM ds eR,S103) . [004 tep S 04
theé) [r%nmo nﬂe%s%l |énNﬁE¥r%hsar§$br H%C%’n%gctloﬁ)@k (ﬁjer%s%?]ﬁ %C%EY)]I’]G%C’UOH
rwgestﬁglnajw watheutalte btlse statraa &NBxegd in step S105, the radio
iS%éTlon eNB transmits "RRC Connection Setup (RRC connection setup
o the mobile station LJE. 15[0043 ] In step S106, the mobile
Statlon -DE t@mnitsi"rRFF(ig:omecﬁokégetungcpmmlew(%e connestjpity
set complete SI nal to the radio base sijatlon eNB and "NAS Service

e A se cd RS uBREsigHAFARA wing KRS diresiguetSEAuhBEr
2@Qib|4’e'i')ln@04ﬂﬂ1 the RRC protocol, and a key Kyp cipn Used for

“Ciphering” in the U-plane of AS are generated using a first
key Kens[nN]-
[0036]

The First key Keng[Nn] 1s calculated by using a master key
Kasve From the formulas given below.

[0037]

Kens[0]=KDFo (Kasve, NAS SN)

Kens[N+1]=KDF1 (Kasve, Kens[N1)., (n=0)

Here, the master key Kaswe 1s known only to the mobile
station UE and the switching center MME, but must not be known
to the radio base station eNB.

[0038]

Furthermore, the NAS SN iIs a sequence number (SN) of a
NAS protocol which i1s the C-plane protocol between the mobile
station UE and the switching center MME (Non Access Stratum,
NAS) .

[0039]

Hereafter, operations of the mobile communication system
according to this embodiment are described referring to Fig.
3 to Fig. 6.

[0040]

First, an initial establishment procedure in the mobile

11
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In step S107, the radio base station eNB transmits "51 Initial UE Message"
and "NAS Service Request (NAS service request signal)" including "NAS SN"
to the switching center MME. 25[0045 ] In step S108, the switching
center MME calculates Kemp, [0] and KeNB [ 1] from the formulas given
below. [0046] Kemp. [0] =KDFO (KAsmE, NAS SN) KeNB [1 ] =KDF1
(KAsmE, KeNB [01]) In step 5109, the switching center MME transmits
"Siomitial LeB Oom ey Seu@iodind UK conteri setopsigma)tinctudasgcribed

K'e e[phl%N%l}:and "%JAS SN" to the radio Base station 5 eNB.
Furthermoré, ' :b?"ma'y or may not be Included in this message. [0047]

Ife®3110, the radio base station eNB transmits "RRC Security Mode

Command (RRC secutit e coynmand_signal)” 10 ipcluding "NAS SN" t
tho Mmoo SR O {00610 MrotdiSorE 1Rtk alh LB Licd
celctdaies talBiOprocetherioyntia giveri belewa i UES KeNdRs [Bl=kDEN

(KAsmE, NAS S Furthermore, the mobile station UE calculates KRAC
B RRRAEn A7 KOPAE r5Ress SHIRBNIB) AR IYR Hoed for

sybaetadiing T ePEHRHKe3#PBN[806P]S102) , and the switching center
MME holds Kaswe (in step S103).
[0042]

In step S104, the mobile station UE transmits “RRC
Connection Request (RRC connection request signal)” to the radio
base station eNB, and in step S105, the radio base station eNB
transmits “RRC Connection Setup (RRC connection setup signal)”’
to the mobile station UE.

[0043]

In step S106, the mobile station UE transmits “RRC
Connection Setup Complete (RRC connection setup complete
signal)” to the radio base station eNB and “NAS Service Request
(NAS service request signal)” including “NAS SN (sequence number
of NAS)”.

[0044]

In step S107, the radio base station eNB transmits “Sl
Initial UEMessage” and “NAS Service Request (NAS service request
signal)” including “NAS SN” to the switching center MME.
[0045]

In step S108, the switching center MME calculates Kens[O]
and Keng[1] from the formulas given below.

[0046]
Kens[0]=KDFo (Kasve, NAS SN)
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20In this stage, the mobile station UE holds KeNBJ[0], and "KI (=0 ) " (in step
S114) , the radio base station eNB holds KeNB [ 0 KeNB [1] and "KI (=0)" (in
step S113), and the switching center MME holds KASMEr KeNB[1] and "KI
(=0)" (in step S112). [0051] 25If "KI (=0)" is not included in the "Si Initial UE
Context Setup (initial UE context setup signal)" in step S109, the radio base
station eNB may initialize "KI (=0)" automatically by receiving the above
messagek4@033FKDF1 Rifthermibsas [iBdradio base station eNB calculates

KgRcip, KhhC. Ci KUP. Ciph based on KeNE[ 0], ses them in..
subsequéﬂt gggﬁ)hrrﬁ]%ka |0%S.SW)'0%§Z§ BN s(t:egpng%'g& he %E%‘é‘ rgaz}l'srgsstat?oln
eNtl taatnis 'CiRERtnSediign Riecobiiglratiorc(RRExtosedttorsignal)”

reconfiguration si )"0t obile statian YE. [0054] In steps S116 and
R I ek el o o gl R s T e
Cansmana-Cosipleie (RRA sea)itynmgdercazynand ¢empheibuzigdabi ariti s
"RRC Connection Reconfiguration Complete (RRC connection

rdéohififration complete signal)” to the radio base station eNB. [0055] 15In
SE31]8, the radio base station eNB transmits "51

In step S110, the radio base station eNB transmits “RRC
Security Mode Command (RRC security mode command signal)”
including “NAS SN” to the mobile station UE.

[0048]

In step S111, the mobile station UE calculates Kens[0] From
the formula given below.
[0049]

Kens[0]=KDFo (Kasve, NAS SN)

Furthermore, the mobile station UE calculates Kgrc ip,
Krre_ciph @and Kup ciph based on Kexg[0], and uses them in subsequent
AS communications.

[0050]

In this stage, the mobile station UE holds Keng[0], and
“K1 (=0)” (instep S114), the radio base station eNB holds Kens[0],
Kens[1] and “K1 (=0)” (in step S113), and the switching center
MME holds Kaswe, Kens[1] and “KI (=0)" (in step S112).

[0051]

IT “KIl (=0)” 1s not included in the “S1 Initial UE Context
Setup (initial UE context setup signal)” in step S109, the radio
base station eNB may initialize “KI (=0)” automatically by
receiving the above message.

[0052]
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Initial UE Context Setup Complete (initial UE context setup complete signal)”
to the switching center MME. [0056] Through the above procedure, all keys
necessary for 20 protection of AS communication (integrity protection and
ciphering) are prepared at the mobile station UE, theradiobase station eNB
and the switching center MME. [0057] Secondly, an X2 handover procedure
(handover procedure 25 between different radio base stations) in the mobile
communfaaitinedysee, atice rdaetl toliheesitioddiomneal B cebevibatiae férring to

e e e SRR LR ST

hagdovemsoucEtieahis base station (Source eNB) holds KONB[n] KeNB[n+1]
aE "Kl{=n)" (in step S1002), and the switching center MME holds KASINE,
K 1] and "KI (=n)" (in step 5S1003). [0059] In step S1004, if
predeterminedsorslitians tive sadisiiody e neabita stateNBUEr trassinits “RRC
Measurement R : é)ort (measurement report S|%nal " to the happlover _

SSBRﬂ?ﬁﬁﬂ8%a conflguratlon (RRC conne n reconfiguration
signal)” to the mobile station UE.
[0054]

In steps S116 and S117, the mobile station UE respectively
transmits “RRC Security Mode Command Complete (RRC security mode
command complete signal)” and “RRC Connection Reconfiguration
Complete (RRC connection reconfiguration complete signal)” to
the radio base station eNB.

[0055]

In step S118, the radio base station eNB transmits “Sl
Initial UE Context Setup Complete (initial UE context setup
complete signal)” to the switching center MME.

[0056]

Through the above procedure, all keys necessary for
protection of AS communication (integrity protection and
ciphering) are prepared at the mobile station UE, the radio base
station eNB and the switching center MME.

[0057]

Secondly, an X2 handover procedure (handover procedure
between different radio base stations) iIn the mobile
communication system according to this embodiment is described
referring to Fig. 4.

[0058]

As shown in Fig. 4, before starting the X2 handover
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10station (Source eNB). [0060] In step S1005, the handover source radio
base station (SourceeNB) transmits"X2HOPreparation (handoverpreparation
signal)" including KeNB[n+1] and "KI (=n+1)" to the handover 15 target radio
base station (Target eNB). [0061] In step S1006, the handover target
radio base station (Target eNB) stores the received KONB[n+1] and "KI
(=n+1)", and in step S1007, transmits "X2 HO Preparation Ack (handover 20
prajesedio neactihevteddd eigrtaltinmthlé Hrmidiwéem[mr]:@r@w&baéeraati()iﬂ

SRR ool R A SRR SRR B Pl s e 00
tHlEﬂldB M@b@@emeaﬂhﬂ@mnmnlcnn(ms) [0Qa@38] stem StEQDS)OO&ﬁdhethe
e R TR oA T (35 Moo
Ir$$fm1331009 the mobile station UE calculates KeNB [n+1] from the formula
Oeél tg)ﬁlow and in step 31010, stores KeNg [nil] and "KI (=n+1) ". 5[0065]

In step S1004, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0060]

In step S1005, the handover source radio base station
(Source eNB) transmits “X2 HO Preparation (handover preparation
signal)” including Kewg[n+1] and “KI (=n+1)” to the handover
target radio base station (Target eNB).

[0061]

In step S1006, the handover target radio base station
(Target eNB) stores the received Kens[n+1] and “K1 (=n+1)”’, and
in step S1007, transmits “X2 HO Preparation Ack (handover
preparation acknowledge signal)” to the handover source radio
base station (Source eNB).

[0062]

Furthermore, the radio base station eNB calculates Kggc 1p,
Krre_ciph and Kup_ciph based on Kexg[N+1] and uses them in subsequent
AS communications.

[0063]

In step S1008, the handover source radio base station

(Source eNB) transmits “RRC HO Command (handover command

signal)” to the mobile station UE.
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KeNB [n+1]=KDF1 (KASMEr KeNB [ n]) Furthermore, the mobile station
UE calculates KiNeu KANN Ciph and Kup piph based on KeNg [nil] and uses
them in subsequent AS communications. 10[0066] In step 31011, the
mobile station UE transmits "RRC HO Complete (handover complete signal)"
to the handover target radio base station (Target eNB). [0067] 15In step
31012, the handover target radio base station (Target eNB) transmits "51
PE#O&itch (path switch signal)" including "KI (=n+1)" to the switching center

oo en STLHEP Q1R G Sl COU L MR BRI R

KeNBI[n+ orniula given below, and in's ores
KENB{rth2] fodidl 4=givh. HeA6s],KanBijn £1 ¢ KDEI0(KStareskaeNsE fnt]]
) In ste ?l 15, thg,switching center MME transmits "51 Patch 25 Switch Ack
(Sa switcHalKn wledge s ignal ) " including Kemp, [n+2 and "KI (=n+1)" to
ti@basgover target radio base station (Target eNB) . [0070] In step 31016,

the handover target radio base station
Kamin+%f:KDF1 (Kasve, Kens[Nn])

Furthermore, the mobile station UE calculates Kggc ip,
Krre_ciph and Kup ciph based on Kexg[N+1] and uses them in subsequent
AS communications.

[0066]

In step S1011, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the handover target
radio base station (Target eNB).

[0067]

In step S1012, the handover target radio base station
(Target eNB) transmits “S1 Path Switch (path switch signal)”
including “Kl (=n+1)” to the switching center MME.

[0068]

In step S1013, the switching center MME calculates
Kens[N+2] from the formula given below, and in step S1014, stores
Kens[N+2] and “KI (=n+1)”.

[0069]

Kens[N+2]=KDF1 (Kasve, Kens[Nn+1])

Instep S1015, the switching center MME transmits “S1 Patch
Switch Ack (path switch acknowledge signal)” including Kexs[n+2]
and “KI (=n+1)” to the handover target radio base station (Target
eNB) .

[0070]

In step S1016, the handover target radio base station
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(Target eNB) stores Keus [nil], Kemiln+2] and "KI (=n+1)". [0071]
Through the above procedure, Kemp, and certain keys are updated in the X2
handover. 5[0072] Thirdly, an Si handover procedure (handover
procedure between different switching centers) in the mobile communication
system according to this embodiment is described referring to Fig. 5.
10[0073] As shown in Fig. 5, before starting the Si handover procedure,
tHe esiie stabpnsaBresdKKelNBih] antlKIn=A)" @ndtéik 52001y 107é.-
ﬁga?gﬁr source radio base station (Source eNB) holds KeNB[n], KeNB[n+1]
n)" (in step S2002), and the 15switching center MME holds
KASINE TKehi@Bjh+ Ihan ab&i/(azrp)l*cétreshxapeszw@) $0Q7 e rtalim stexyS2804,

Ifli'f %E/F mme%] %e satisfied, the mobile station UE transmits
= easure ep(?rt BYr%easurement report signal)" to the handover
sgomnadlo base statlon (Source eNB). [0075] In step S2005, the handover
source ra %%se station urceeNB) transmits

[

"51HOR@ @ﬁan@%vgﬁeﬁﬁ@ PUEEIR DRSRIIR iCERRARY RENYRSITURS
"IKefEeeh” todefargaver switching centers) in the mobile

communication system according to this embodiment is described
referring to Fig. 5.
[0073]

As shown in Fig. 5, before starting the S1 handover
procedure, the mobile station UE holds Keys[n] and “K1 (=n)” (in
step S2001), the handover source radio base station (Source eNB)
holds Kexg[N], Kens[n+1] and “KI (=n)” (in step S2002), and the
switching center MME holds Kaswe, Kens[N+1] and “KI (=n)” (in step
S2003).

[0074]

In step S2004, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0075]

In step S2005, the handover source radio base station
(Source eNB) transmits “S1 HO Required (handover request receipt
signal)” including Keng[n+1l] and “K1 (=n+1)” to the handover
source switching center (source MME).

[0076]
In step S2006, the handover source switching center

(Source MME) transmits “Relocation Request (relocation request
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source switching center (source MME). [0076] In step S2006, the
handover source switching center (Source MME) transmits "Relocation
Request (relocation request signal)‘includingKAsmE,KeNB[n+1] and"KI
(=n+1)"tothehandover target switching center (Target MME). [0077] In
step 32007, the handover target switching center 5(Target MME) calculates
KeNB[n+2] from the formula given below, and in step 32008, stores

KeNBlak2T dng tkd QWNA)éhe[D&Zr&IKeNBa[ndZ]QKDﬁr@KSM Eh&bRBdprer
Bﬂ' %%t?%%?ﬁnﬁ%?i%%@ﬁe-lmo egp\égers%?ma%\y/g?gggec;g;al)" including
KEOBIri}1], KeNB[n+2] and "KI (=n+1)" to the handover target radio base
Qaﬂon(Wﬁg% %BB§488;?]the handover target switching center
(Target MME) calculates Keyg[n+2] from the formula given below,
and In step S2008, stores Kens[n+2] and “K1 (=n+1)”.

[0078]

Kens[N+2]=KDF1 (Kasve, Kens[N+11)

In step S2009, the handover target switching center
(Target MME) transmits “S1 HO Request (handover request signal)”
including Keng[Nn+1], Kens[n+2] and “KI1 (=n+1)” to the handover
target radio base station (Target eNB).

[0079]

In step S2010, the handover target radio base station
(Target eNB) transmits “S1 HO Request Ack (handover request
acknowledge signal)” to the handover target switching center
(Target MME).

[0080]

In step S2011, the handover target switching center
(Target MME) transmits “Relocation Request Ack (relocation
request acknowledge signal)” including “Kl (=n+1)” to the
handover source switching center (Source MME).

[0081]

In step S2012, the handover source switching center
(Source MME) transmits “S1 HO Required Ack (handover request
receipt acknowledge signal)” including “Kl (=n+1)” to the
handover source radio base station (Source eNB).

[0082]

In step S2013, the handover source radio base station
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In step 32010, the handover target radio base station 15(Target eNB)
transmits "Si HO Request Ack (handover request acknowledge signal)” to the
handover target switching center (Target MME). [0080] In step S2011, the
handover target switching center 20 (Target MME) transmits "Relocation
Request Ack (relocation request acknowledge signal)” including "KI (=n+1)"
to the handover source switching center (Source MME). [0081] In step
SERA2yr dee [eAiEJovEr snamdetswit@iibg cent€omBa(EbultaMMEZS tragonitandi
HQ Required, Ack (handover request recejpt acknowledge signal)" including
"Igllgnnaﬂ" t(zl)t éé %n@%\g/e':eri goﬁaeﬁlaﬁo %’se station (Source eNB). [0082]
ITetg8%$2013, the handover source radio base station (Source eNB)

TRl S5 e (e savel e rle
Keng{reHd Foemothintpeyving Farmadel, #ndsitesiegp826]15s stares KahNpirtl]
and “KI (=n+1)”.

[0084]

Kens[N+1]=KDF1 (Kasve, Kexz[N])

Furthermore, the mobile station UE calculates Kgrc i1p,
Krre_ciph @and Kyp ciph ON the basis of Kew[n+1] and uses them in
subsequent AS communications.

[0085]

At this stage, the handover target radio base station
(Target eNB) holds Keng[n+1], Kens[n+2] and “KI (=n+1)” (in step
S2016). The radio base station eNB calculates Kgrrc 1r, Krrc ciph
and Kyp ciph based on Kexg[Nn+1], and uses them in subsequent AS
communications.

[0086]

In step S2017, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the handover target
radio base station (Target eNB).

[0087]

In step S2018, the handover target radio base station
(Target eNB) transmits “S1 HO Complete (handover complete
signal)” to the handover target switching center (Target MME).
[0088]

In step S2019, the handover target switching center
(Target MME) transmits “Relocation Complete (relocation

complete signal)” to the handover source switching center
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and "KI (=n+1)". [0084] KeNB [n+1]=KDFi (KAsmE, KeNB n ) Furthermore,
the mobile station UE calculates KiNep 10KIeRC Ciph and Kuppiph on the
basis of Kel,m[n+1] and uses them in subsequent AS communications. [0085]
At this stage, the handover target radio base station (Target eNB) holds
KeNB[n+1], KeNB[n+2] and "KI (=n+1)" (in step 15 S2016). The radio base
station eNB calculates KARC IP, KRACCiph and Kph. ciph based on
KEPInee] M) ustadtHensihesuBb26Q0entAS kantnvaic&mnc¢0e86kching
In.step 32014, the mobhjle—statipn trgnsmits " 20 Comple
(%agr?(%v%r c%ogr%,sea?g si@r@" toig {haéﬁggr'%%ver aerge cré‘la%_1 i(8) ascgeos%qi%{ril%(TaAralét
el (k287on tosEER20ER;Khewlatdipyestaygal Jadidbaddstatiandover
('Earﬁet NEVB\)_t aﬂsmits "51 HO gr?m Iette dover complete 25 signal)" to
thé hdhRtovert (fgép gwﬁ%ﬂiﬁ%"c t r%’?arge ME). [0088] In step 32019,
tE@baagover target switching center (Target MME) transmits "Relocation
Complet%greloc%tion complete si nalg'('jto the handov%{ source switching

center rough the above proceédure, Kene and certain keys™are
updated in the S1 handover.
[0090]

Operations of the mobile station UE in the S1 handover
procedure are same as operations in the X2 handover procedure
shown inFig. 3. Based on the same processing, themobile station
UE is capable of performing both X2 and S1 handover procedures.
That is, themobile station UE is capable of performing a handover
regardless of whether the handover type is “X2 handover” or “S1
handover”.

[0091]

Fourthly, an Intra-eNB handover procedure (inter-radio
base station handover procedure) in the mobile communication
system according to this embodiment is described referring to
Fig. 6.

[0092]

As shown in Fig. 6, before starting the Intra-eNB handover
procedure, the mobile station UE holds Kens[n] and “K1 (=n)” (in
step S4001), the radio base station (Source eNB) holds Keng[Nn],
Kens[N+1] and “KI1 (=n)” (in step S4002), and the switching center
MME holds Kaswe, Keng[Nn+t1] and “KI (=n)” (in step S4003).
[0093]

In step S4004, if predetermined conditions are satisfied,

the mobile station UE transmits “RRC Measurement Report
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(Source MME), and in step 32020, the handover source switching center
(Source MME) transmits "Relocation Complete Ack (relocation complete
acknowledge signal)" to the handover target switching center (Target MME).
5[0089] Through the above procedure, Kemp, and certain keys are
updated in the 51 handover. [0090] Operations of the mobile station UE in the
51 handover 10 procedure are same as operations in the X2 handover
ploesdireesimwn e Kigt3s Bz iDdhtthetban@ g iocbesiags tha hoobil8 etatien
Ug\]%capable of performing both X2 and 51 handover procedures. That is,
the nfobile station UE is capable of performing a handover regardless of
wf@@8dithe handover type is "X2 handover” or "51 15 handover". [0091]
Fourthly, an I ra e do %r proce dure (inter- r base fgtron hancm%/ r
procedure inthe" mobire ernca"i"ron sy il aéc n?g totRE' ¢ €
emrzodiments is* Eescmbe@mfﬁanﬂg (b20fiy et [0092hnd FigsheYm ind-igh6,
bef re startrn the Intra-eNBhandover procedure, the mobile station UE holds
(1§ aAEKAQ2N)Ein step 34001), the radio base station (Source eNB)
hgt;tyglgggNs[n] 25KeNB [n+1] and "KI (=n)" (in step 34002) and the switching
center MME holds KASME, KeNs[n+1] and "KI (=n)" (in step 34003). [0093]
In step 3&60%%%&9&@%#?& forEak U iicd e AbSH aliBA 1]

U BiARgei o It FMARRH He B RapRr i ABR_p 506! SBOFeEIIQR) HP1]
the radio base station (Source eNB).

and “KI (=n+1)".

[0096]

Kens[N+1]=KDF1 (Kasve, Kexs[N])

Furthermore, the mobile station UE calculates Kggc ip,
Krre_ciph and Kup _ciph based on Kexg[N+1] and uses them in subsequent
AS communications.

[0097]

At this stage, the radio base station (Source eNB) holds
Kens[N+1] and “K1 (=n+1)” (in step S4008). The radio base station
eNB calculates Kgrc 1p, Krre ciph and Kyp ciph based on Keng[n+1] and
uses them iIn subsequent AS communications.

[0098]

In step S4009, the mobile station UE transmits “RRC HO
Complete (handover complete signal)” to the radio base station
(Source eNB).

[0099]

In step S4010, the radio base station (Source eNB)
transmits “S1 Path Switch (path switch signal)” including “KI
(=n+1)” to the switching center MME.

[0100]
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[0094] In step S4005, the radio base station (Source eNB) 5 transmits
"RRC HO Command (handover command signal)" to the mobile station UE.
[0095] In step S4006, the mobile station UE calculates KeNB[n+1] from
the formula given below, and in step S4007, stores KeNB[n+1] 10and "KI
(=n+1)". [0096] KeNB [n+1]=KDFi (KASMEr KeNB [ n]) Furthermore,
the mobile station UE calculates Kppu KARC Ciph and Kup uiph based on
Kemp, [nk1l] atepsest@idm intbebsayutain 180A S eokmiunititions 1 0obrtes

this stage radiohase station urce eN ol e +1] "Kl
e S T R I SR RO s
Kibie vipheafid i aiph Baded anomp, [n+1] and 20 uses them in
fﬂﬁgﬁ ent AS communications. [0098] In step S4009, the mobile station
ransmits "RRC HO Complete (handover complete signal)” to the radio
base stakop [BeRickbNB) KRa[P09%]\s[n#13ep S4010, the radio base
station (Source eN%%é transmits "51 Path Switch (Path switch signal)” includiﬂg

K1 (=n+ P HHe ihin R R GRG0 MNE transmits 1 Pat

Switch Ack (path switch acknowledge signal)” including Kens[n+2]
and “KI (=n+1)” to the radio base station (Source eNB).
[0102]

In step S4014, the radio base station (Source eNB) stores
Kens[N+1], Keng[N+t2] and “K1 (=n+1)”. At this stage, the mobile
station UE holds Kens[n+1] and “KI (=n+1)” (in step S4015).
[0103]

Through the above procedure, Keys and certain keys are
updated in the Intra-NB handover.

[0104]

Operations of the mobile station UE in the Intra-eNB
handover procedure are same as operations in the X2 handover
procedure shown in Fig. 3 and in the S1 handover procedure shown
in Fig. 4. Based on the same processing, the mobile station
UE i1s capable of performing all of X2, S1 and Intra-eNB handover
procedures. That is, the mobile station UE is capable of
performing a handover with regardless of whether the handover
type is “X2 handover”, ““S1 handover” or “Intra-eNB handover”
[0105]

(Advantageous Effects of Mobile Communication System According
to First Embodiment of the Present Invention)

In the mobile communication system according to the first

embodiment of the present invention, Kepg[n+1] and the like used
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In step 34011, the switching center MME calculates Kemp. [n+2] from the
formula given below, and in step 34012, stores KASME KeNB[n+2] and "KI
(=n+1)". [0101] 5KeNB [n+2]=KDF1 KASME KeNB [ ri+ 1] ) Instep
54013, the switching center MME transmits "Si Path Switch Ack (path switch
acknowledge signal) " including Kemp, [n+2 and "KI (=n+1)" to the radio base
station (Source eNB). [0102] 10In step 34014, the radio base station (Source
eNB)tHerbantNe fnedl,gedNchtHiz] HageKs tant0)Y. Gkangedtagil )heanobie

SIRO0 LEPIRS KNI+ Uand i Gred)s (o piep S4015). oi0a] -
rough the above p%cedure, emp, and certain keys are 15 updated in the
Irfted-08d handover. [0104] Operations of the mobile station UE in the

Intra—eNI]’E haﬂgover E%:OCBd%e are e as operations in the X2 handover

Hdr 9. Y aniPiNRE B FANUSVEr BRECLLRYS KRB AR fH "9

procedure HAWn e
Fi@ 4hBasedon thesdimeproceRtng, heswbtcisiadnnidh jstapadlé ©fno

formi Il of X2, 51 and Intra-eNB hand d . That s, t
TSI CLROR 96 RRBTARAST S0 RS i SR Qs A AT

whesaedtheharedprer Iyps i9tX2handaraoverl egpdoy analidtyeNB s1
handover" 25[0105] (Advantageous Effects of Mobile Communication

RMAVEL ANy b BrSNBnERANERE df the Present Invention) In the

ilg7qommunication system according to the first embodiment of the
present invention, KeNB[n+§yand the like used in the handover target radio

b&YetdfohqrargdcaliBy e ay BhejeheraEd R gros sanpifBRqs beeatref
[@HB]present Invention)

Referring to Fig. 7, a mobile communication system
according to a second embodiment of the present invention is
described by focusing on differences from the above described
mobile communication system according to the first embodiment
of the present invention.

[0108]

Specifically, the S1 handover procedure (handover
procedure between different switching centers) in the mobile
communication system according to this embodiment i1s described
referring to Fig. 7.

[0109]

As shown In Fig. 7, operations in step S3001 to step S3006
are same as operations in step S2001 to step S2006 shown in Fig.
5.

[0110]

In step S3007, the handover target switching center

(Target MME) calculates Keng[n+3] from the formulas given below,

and In step S3008, stores Kensg[n+3] and “K1 (=n+2)”.

23



10

15

20

25

Furthermore, in the mobile communication system according 5 to the first
embodiment of the present invention, there is no need to change operations
of the mobile station UE in a handover procedure regardless of the handover
type (X2 handover, Si handover or Intra-eNB handover). [0107] 10(Mobile
Communication System According to Second Embodiment of the Present
Invention) Referring to Fig. 7, a mobile communication system according
td @lskktbnd embodiment of the present invention is described by focusing on

gliegr%r:rc;ﬁesigrléﬁn%ﬁ b Eﬁsﬁ%bﬁe{ﬁf ile gommynication system
g st embo to nt invention. [0108]
Specmca{gagmers]:hﬁrﬁio(mw@ce@ugﬁr(ha]uyover procedure between
cerent RVCHeg cour) ke ToRlE R P RESLeR PR e
F(ga}gﬂlemm@wnarmﬁ 3081 E@ﬂeqﬁﬂmﬁrﬁrmsme peeaTatidnmhbl )~
PATBHIEH Ot gbr X EAiny Kb (PAr PSR CaRAXackRoRRBRA{RURT
th%wawlaa@iwerbag@vm@ﬂ uhS@'mSQQQSemes KeNB[n+3] and "KI
(T%?%E]KeNB[n+ﬂ:KDF1(KAsmE,KeNBm+1])

In step S3010, the handover target radio base station
(Target eNB) transmits “S1 HO Request Ack (handover request
acknowledge signal)” to the handover target switching center
(Target MME).

[0113]

In step S3011, the handover target switching center
(Target MME) transmits “Relocation Request Ack (relocation
request acknowledge signal)” including “Kl (=n+2)” to the
handover source switching center (Source MME).

[0114]

In step S3012, the handover source switching center
(Source MME) transmits “S1 HO Required Ack (handover request
receipt acknowledge signal)” including “Kl (=n+2)” to the
handover source radio base station (Source eNB).

[0115]

In step S3013, the handover source radio base station
(Source eNB) transmits “RRC HO Command (handover command
signal)” to the mobile station UE. This message may include
information indicating “KI (=n+2)”.

[0116]
In step S3014, the mobile station UE calculates Keng[N+2]
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KeNB [n+3]=KDF1 (KAsmE, KeNB[n+2]) In step S3009, the handover target
switching center 5 (TargetNIME)transmits "S1HORequest
(handoverrequestsignal)” including KeNB[n+2], KeNB[n+3] and "KI (=n+2)" to
the handover target radio base station (Target eNB). [0112] In step
S3010, the handover target radio base station 10(Target eNB) transmits "Si
HO Request Ack (handover request acknowledge signal)” to the handover
tdrgen dhicchingodateg ivarybeMWE il L3 sitept §3EED. s tresdhdolet 2]
t%lrlggt smtcii:rhq& nter 15 (Target MME) transmits "Relocation Request Ack
(relocation request acknowledge signal)” including "KI (=n+2)" to the
hpadidvdr source switching center (Source MME). [0114] In step S3012, the
handovey, soyrce WEBEin ﬁenter 0 rce MME) transmits "Si HO

JakhEe & p

Required A¢é Tﬁ% dOver reqise réwd nowledge signal)" including "KI

(=n+2)" R IREHaPREF SqQeRrAdebPseIFation (Source eNB). [0115] In
Step S0k e Ma0re Ve R RS BTG Ue calcutates Kec 1o,
Krre_ciph and Kyp ciph based on Keng[N+2] and uses them in subsequent
AS communications.
[0118]

At this stage, the handover target radio base station
(Target eNB) holds Keng[Nn+2], Kens[n+3] and “KI (=n+1)” (in step
S3016). The radio base station eNB calculates Kgrrc 1p, Krre ciph
and Kup ciph based on Kew[Nn+2] and uses them in subsequent AS
communications.

[0119]

Hereafter, operations in step S3017 to step S3020 are same
as operations in step S2017 to step S2020 shown in Fig. 5.
[0120]

Through the above procedure, certain keys and Key used
in the AS communication in the handover target radio base station
(Target eNB) becomes unidentifiable to the handover source radio
base station (Source eNB), whereby system"s security is
improved.

[0121]
(Mobile Communication System According to Third Embodiment of
the Present Invention)

Referring to Fig. 8 to Fig. 11, a mobile communication
system according to a third embodiment of the present invention

is described by focusing on differences from the above described
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25 (Source eNB) transmits "RRC HO Command (handover command signal)”
to the mobile station UE. This message may Include information indicating
"Kl (=n+2)". [0116] In step S3014, the mobile station UE calculates
KeNB[n+2] from the formulas given below, and in step S3015, stores Kemp,
[n+2 ] and "KI (=n+2) ". [0117] KeNB [n+1 ] =KDF1 (KASMEr KeNB [ri] )
5KeNB [n+2]=KDF1 (KASMEr KeNB [B1+1] ) Furthermore, the mobile
staniohl e E-oaltuites WIRR GYB ki hacCiphdding RIOPtO#pIf besedohaaNBNt

B +%]q%n%hlug%gr%@em in SLtbsequent AS communications. [0118] 10At this
, the'han

s?age over farllr\g/;ee? radio base station (Target eNB) holds Kemp,

[TEA]22dmp, [n+3] and "KI (=n+1)" (in step S3016) . The radio base station

eNB calculates. KRRC IP, KRRC Ciph and Kph. ciph based on KeNB [n+2
v v om0 TR S TN e R
opheaticnd du$tepi 530 1pTrieceiepre3020 ate Skeye asseperdtionglie stepbile

S2017 to_step S2020 shown in Fig, 5. [0120] Through the above procedure,
SR RIS ATk SY TR AFSE T 1Y A MM STRAIA ST thaaiober 2

taept rrdia hasacsipiandtaraeieeNB)-tepanes/ynidentifiable to the
handover source radio base station (Source eNB) whereby system' s security
idsdled.

As shown in Fig. 8, a key Kgrcip used for “Integrity
Protection” in the RRC protocol, a key Kgrcciph uUsed Tor
“Ciphering” in the RRC protocol, and a key Kyp ciph Used for
“Ciphering” in the U-plane of AS are generated using Kensrnjn -
[0124]

Kens[N][m] s calculated by using Keng[N] from the formulas
given below.

[0125]

Keng [N1 [0]=Kens[N]

Kens[N][Mm+1]=KDF, (KensIN1Im]) (m>0)

Furthermore, Kens[N] 1s calculated from the formulas given
below using Kasue-

[0126]

Kens[O]= KDFo (Kaswe, NAS SN)

Kene[N+1]= KDF1 (Kasve, Kene[N]), (n=0)

Hereafter, operations of the mobile communication system
according to this embodiment are described referring to Fig.
9 to Fig. 11.

[0127]
Firstly, an X2 handover procedure (handover procedure

between different radio base stations) iIn the mobile
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[0121] 25(Mobile Communication System According to Third Embodiment of
the Present Invention) Referring to Fig. 8 to Fig. 11, a mobile
communication system according to a third embodiment of the present
invention is described by focusing on differences from the above described
mobile communication system according to the first embodiment of the
present invention. [0122] Fig. 8 shows an example of the hierarchical
strqmmue rati ohesyatamemc probadliteo of lallsegnizediiinetht aobidscribed
r'1|c:ﬁémg sy|§tem cording to this embodiment (that is, a key used to
E:u?atet certain k . [0123] As shown in Fig. 8, a key KRRC IP
uﬁealzeﬂ"lntegrlty 10 Protectlon" in the RRC protocol, a key K
-RAC Cl

ae ? %dvf/%r "Cr%p rlng" (n the RRC prq%ocgu and éfgu c%\ used

pheri n& %the'U are of AS ?e eneratdl ggk ][mf1 %ﬁf
K@Nﬁ@aﬂqne] |smlcmwecl é)ysmamudﬁemﬂohml tf@meﬂafﬁﬂmﬂf{ﬂﬂ Bm\]en ‘K1
(RO A0 s iore KA R Eheu ST FBOHE TR RURAE gt
20hsdowratingrKg&sporce eNB) holds Kens[N], Kene[Nn+11, Kene[N1IM].
“K1 (=n)”” and “RC (=m)”’ (in step S6002), and the switching center
MME holds Kaswe, Kens[Nn+1] and “KI (=n)” (in step S6003).
[0129]

In step S6004, 1T predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the handover source radio base
station (Source eNB).

[0130]

In step S6005, the handover source radio base station
(Source eNB) transmits “X2 HO Preparation (handover preparation
signal)” including Kepg[n+1] and “K1 (=n+1)” to the handover
target radio base station (Target eNB).

[0131]

In steps S6006 and S6007, the handover target radio base
station (Target eNB) stores Keng[n+1], Kens[n+1]1[0], “KI (=n+1)”
and “RC (=0)”. Here, it is assumed that Kens[Nn+1][0]=Kens[n+1]-
[0132]

In step S6008, the handover target radio base station
(Target eNB) transmits “X2 HO preparation Ack (handover
preparation acknowledge signal)” to the handover source radio
base station (Source eNB).

[0133]

27



10

15

20

25

[0126] KeNB [0]= KDFO (KAsmE, NAS SN) KeNB [n+1]= KDF1 (KAsmEr
KeNBIn]). (1-10) Hereafter, operations of the mobile communication
system 25 according to this embodiment are described referring to Fig. 9 to
Fig. 11. [0127] Firstly, an X2 handover procedure (handover procedure
between different radio base stations) in the mobile communication system
according to this embodiment is described referring to Fig. 9. [0128] As
shown inliRigs B¢ befisieGtartiietHead heaitd oaev Boprocad iupe biemabid& ion

0B e PR RO Lot PastiSict o Tomircd BNE) Ve KANES

KeNB§lH1], KedBiding "t (=(Fhand " R&hGtiRC (iG=29 0 36@0ﬂb1annictbe le
sw tcth center MME holds KASME KeNB [ r1+11 and "KI (=n)" (in step
0[0129] In step 36004, if predetermined conditions are
s@USIBz‘.q the mobile station UE transmits "RRC Measurement Report
(measurement report %i]gnal " to the I:56%1dovet source radio Ease StatloEQ

(Source dRETARBT9SY- thE 48 &4 ahLonaHE R SulAdE Paliree

sﬁﬁ@R4§punmaﬂnﬁhW@mﬁwéﬂ%EH&Iaegav@wbéhawdQM&MI&@&@&Q@Oll,
signal)" including KeNB[n+1] and "KI (=n+1)" to the handover targ(etcggldlo

babe'ssideetaighl eNpyeboidddd] . “KI' Gn+1)” and *
[0135]

Kens[N+1]=KDF1 (Kasve, Kexs[N])

Kens[n+1] [0]=Kens[n+1]

Furthermore, the mobile station UE calculates Kgrc ip,
Krrc_cipn and Kyp cipn based on Kew[n+1][0] and uses them in
subsequent AS communications.

[0136]

Hereafter, operations in step S6012 to step S6017 are same
as operations in step S1011 to step S1016 shown in Fig. 4.
[0137]

Secondly, an S1 handover procedure (handover procedure
between different switching centers) in the mobile
communication system according to this embodiment is described
referring to Fig. 10.

[0138]

As shown in Fig. 10, before starting the S1 handover
procedure, the mobile station UE holds Keng[n], Kens[N]1I[m], “KI
(=n)” and “RC (=m)” (in step S7001), the handover source radio
base station (Source eNB) holds Kens[Nn], Kens[N+1], Kens[n]1IM],
“K1 (=n)”” and “RC (=m)”’ (in step S7002), and the switching center
MME holds Kaswe, Kens[Nn+1] and “KI (=n)” (in step S7003).
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In steps 36006 and 36007, the handover target radio base station (Target
eNB) stores KeNB[n+1], KeNB[n+1] [0], "KI (=n+1)" and "RC (=0)". Here, it is
assumed that KeNB[n+1] [0] =KeNB[n+1]. [0132] 25In step 36008, the
handover target radio base station (Target eNB) transmits "X2 HO
preparation Ack (handover preparation acknowledge signal)” to the handover
source radio base station (Source eNB). [0133] In step 56009, the
hbAdad9dr source radio base station (Source eNB) transmits "RRC HO

Comma over ¢o nd signal)".including 'Kl (=p+1). "RC (=0)"
o the moSICaEbor RGO Sl S S heas iz dreisite
cakutgie sddaNBi+il] st KeSED 04+ [ ttepmIbeldrmn@egivenfieons .
afgiiﬂ ep 36011, stores KeNs[n+1], KeNs[n+1] [0], "KI (=n+1)" and "RC
(20)"."[01.35] 10KeNB [n+1]=KDF1 ( KASNM KeNB[n ] ) KeNB [n+ 1] [0]
=KeNB [Ith+sitp STFartherserehteiowhiessiaiion UaditcWates ISRACIEN
K RcCiEh and KUPCiph based on KeNB n+14n{gé?éaj‘d Zﬁest em in

sSBSYEGEN RS 2orh R EAtShs. T8f0138] © & PBWEPYEEnLCommand
insigpa#9 2 e EaShiY 7akasarea-ap)CPeiaionrd §tap)31abl ihstemobidts
shown_in Fig. 4. [0137] Secondly, an 51 handover procedure (handover
p?&@éb'tﬂ@ between different switching centers) in the mobile

c mqfation system according to this embodiment is described referring to

Fig. 10. [0138]
ere, instep S7014, the handover target radio base station

(Target eNB) calculates Keng[n+1][0] From the formula given below
and stores it.
[0142]

Kens[n+131[01=Keng[n+1]

At this stage, it is assumed that the handover target radio
base station (Target eNB) stores Kep[ntl], Kens[n+2],
Kexs[N+11[0], “KI (=n+1)”, and “RC (=0)” (in step S7015). The
radio base station eNB calculates Kgrc_1p, Krre_ciph @and Kyp_cipn based
on Keng[N+1][0] and uses them in subsequent AS communications.
[0143]

In step S7016, the mobile station UE calculates Keng[nt+1]
and Keng[n+1][0] From the formulas given below, and in step S7017,
stores Kens[n+1], Kens[n+1]1[0], “KI (=n+1)” and “RC (=0)”
[0144]

Kens[N+1]=KDF1 (Kasve, Kexs[N])

Kens[n+1] [0]=Kens[n+1]

Furthermore, the mobile station UE calculates Kggc ip,
Krrc_ciph and Kup ciph based on Kewe[n+1][0] and uses them to

subsequent AS communications.
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As shown in Fig. 10, before starting the 51 handover 25 procedure, the
mobile station UE holds KeNB[n], KeNB[n] [m], "KI (=n)" and "RC (=m)" (in
step 37001), the handover source radio base station (Source eNB) holds
KeNB n KeNB [n+1] KeNB n [m] "KI (=n)" and "RC (=m)" (in step 57002) and
the switching center MME holds KASINE, KeNB[n+1] and "KI (=n)" (in step
57003). [0139] Hereafter, operations in step 37004 to step 37012 are
shfiedad operations in step 32004 to step 32012 shown in Fig. 4. [0140] 5In
step 370 hehandaover source radio hase jan, (Squr ransmi
TRRC HOT SR R R R o S S R S
"RE Gt tmmadblestiefiof20E, [@b4$k2PHSPO20 tBpvBY0il4, flig. 5.
hgﬁ?%éjr target radio base station (Target eNB) calculates Kemp, [n+1 ] [O]
from the' formula given below and stores it. [0142] KeNB[n+1] [CU- eNB[n+1]
15At thisT$tage 1 i js assumecthathérhaddoeer argetbtiadie bebetsiatioadio

(;g%{get eNB)_stores Ke L?il Kemg, g\+2], KeNB [n+%2iaHOé, "Kl (=n+1)", and
"RESEOHLIHISRp CHHAEREBEER bR B e RRAD WAt on
Kepsitdinhaard Kamginfbbened emtfianipelnt ijddeserisrsitiediring to
subsequent AS communications. 20[0143] In step 37016, the mobile
sfEt®n E-calculates Kemp, [n+1] and KeNB [nil] [0] from the formulas given
betomignd in step 37017, stores KeNB [B1+1] r KeNB [ nil ]]"KI (=nil )" and
"RC (=0)"

( As shown inFig. 11, before starting the Intra-eNB handover
procedure, the mobile station UE holds Keng[n], Kens[N]1[m], “KI
(=n)” and “RC (=m)” (in step S5001), the radio base station
(Source eNB) holds Kens[N], Kens[N+1], Kenxs[n1[m], “KI (=n)” and
“RC (=m)” (in step S5002), and the switching center MME holds
Kasve, Kens[Nn+1] and “KI (=n)” (in step S5003).

[0148]

In step S5004, if predetermined conditions are satisfied,
the mobile station UE transmits “RRC Measurement Report
(measurement report signal)” to the radio base station (Source
eNB) .

[0149]

In step S5005, the radio base station (Source eNB)
transmits “RRC HO Command (handover command signal)” including
“K1 (=n)” and “RC (=m+1)” to the mobile station UE.

[0150]

In step S5006, the radio base station (Source eNB)
calculates Kensg[n] [m+1] from the formula given below, and in step
S5007, stores Kens[nl, Kens[N+1], Kene[n][m+1], “KI (=n+1)” and
“RC (=m+1)™".
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[0144] 25KeNB [n+1]=KDF1 (KASMEr KeNB [ri] ) KeNB [n+1] [0] =KeNB
[n+1] Furthermore, the mobile station UE calculates KRRC IP, Kppu
uiph and KUP Ciph based on KeNB [B1+1] and uses them to subsequent AS
communications. [0145] Hereafter, operations instepS7018to
stepS7021aresame as operations in step 52017 to step 52020 shown in Fig.
5. [0146] 5Thirdly, an Intra-eNB handover procedure (inter-radio base station
hbAdbddr procedure) in the mobile communication system according to this

embodiment i ibed tefery ig.4d. [0147] 10As shown in Fig. 11,
before sta??ﬁ@mrﬁlgnﬁl%%ﬁ?fhgr@ﬁg@ﬁﬁﬁ” edure, the mobile station UE holds
KeNB[n] FeBinrpn: "HTi¢amt kobARE $tani 6n skihaae0d)y tes 1o,
base station (Source eNB) holds KeNB|n], B .. Kemp. [n] [m], "KT
(B 2t -RESR i s BB D08 aheHhe LMtk ng Lot Al to
15HASNMe ke MB[reckiansi dehFons (in step S5003). [0148] In step S5004, if

piedete mined conditions are satisfied, the mobile station UE transmits "RRC
ment Report

At the same time, in step S5008, the mobile station UE
calculates Keng[n] [m+1] From the formula given below, and in step
S5009, stores Keng[N], Kens[N][m+1], “KI1 (=n+1)” and “RC (=m+1)”".
[0153]

Keng[N] [M+1]=KDF2 (Kens[N1L[Mm1)

Furthermore, the mobile station UE calculates Kgrc ip,
Krrc_cipn and Kyp cipn based on Kew[n][m+1] and uses them in
subsequent AS communications.

[0154]

In step S5010, 1T predetermined conditions are satisfied,
the mobile station UE transmits “RRC HO Complete (handover
complete signal)” to the radio base station (Source eNB).
[0155]

According to this embodiment, “Path Switch” in the
Intra-eNB handover procedure can be omitted.

[0156]

As shown In Fig. 9 to Fig. 11, by introducing Keys updating
in the radio base station using the parameter “RC”, Keng Can be
updated whille omitting an inquiry to the switching center MME.
[0157]

Meanwhile, in the procedures shown in Fig. 9 to Fig. 11,
the parameter “RC” may be omitted from “RRC HO Command (handover

command signal)”.
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(measurement report signal)" to the radio base station (Source 20eNB).
[0149] In step S5005, the radio base station (Source eNB) transmits
"RRC HO Command (handover command signal)" including "KI (=n)" and
"RC (=m+1)" to the mobile station UE. 25[0150] In step S5006, the radio
base station (Source eNB) calculates Kemp, [n] [m+1] from the formula given
below, and in step S5007, stores KeNB[n], KeNB[n+1], KeNB[n][m+1], "KI
(#0458 nd "RC (=m+1)". [0151] KeNB[n] [m+1]=KDF2 (Keus[n] [m])

Furtherm the radio base stationeNB_calcu ip KRREC Ciph a
Kupeiph \@ggsgdq%r% }Péel\lljé%rﬁqi(rgnril and hsse%gsrgthlg%n%%o%@ﬁbsfgg ?thSA%é)mmaﬂ%
c@handoicatiasniabs? 1 gnaAdthe sanessmty iofStapcs8M068 tihegnfdkilecan

statign UE calculates KeNB[n] [m+1] from.the formula given below, and in
o s R AR HHAE HoF A A R il (BS ppen
193 dfaNB [0 [mat]=KDF2 (KeNB n [m]) Furthermore, the mobile

station LiE calculates KARC KRRC Ciph and Kupeiph based on KeNBJn]
[ 91?3 d uses them in subsequent AS communications. 15[0154]

InstepS5pf Ot tiferedater ke deerdilinpsarpsatisticd: He mebylenstagiesd¢Eto
transmits "RRC HO Complete (handover complete signal)” to the radio base
stdtion {‘@Sﬁﬁ%SeNE)t.Tﬁl‘S‘gf" has not been incremented, “RC” may be

incremented.
[0160]

Alternatively, If the parameter “RC” is omitted from “RRC
HO Command (handover command signal)’, the mobile station UE
may, on a trial basis, maintain the present value of ‘“RC”,
increment “RC” or reset “RC” to “0” and then check “Integrity”
with respect to a message received for each of the cases to
autonomously determine which one of the cases is correct.
[0161]

Note that operation of the above described switching
center MME, the radio base station eNB and the mobile station
UE may be implemented by means of hardware, a software module
executed by a processor, or a combination of both.

[0162]

The software module may be provided in any type of storage
medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
register, a hard disk, a removable disk, or a CD-ROM.
[0163]

The storage medium is connected to the processor so that
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20According to this embodiment, "Path Switch" in the Intra-eNB handover
procedure can be omitted. [0156] As shown in Fig. 9 to Fig. 11, by
introducing Kem3 updating in the radio base station using the parameter
"RC", KeNB can be 25 updated while omitting an inquiry to the switching
center MME. [0157] Meanwhile, in the procedures shown in Fig. 9 to Fig.
11, the parameter "RC" may be omitted from "RRC HO Command (handover
cthenpndcigsaly’. ¢abs8pAth@mtha patamiedio Rt ionked feord "RRChe
HQ Command (handqver co signal)’, necessit incrementing “RC"
o A A R or e e SR £ SRR I
indienpatttiedszanat. [PILS9] thelfstherddé heesdieenancarhentedcdaSO mapy
be reset to '0", whereas if. the_"KI" not been incremented, '"RC" may he
R NP ARG TR ARG b BT BR AR ST no
froem tBRMHQ @hmmadidheasievet sphomagBsignal ) hthenondldite sedibion
UE_may, on aFtJial basis, maintain the present value of "RC", ing)rement "RC"

o Feseh 1RR TR SERGIHEA S Y doHaR REQGRS T BaM e ReLshysd
raceivied Kwiaashi atthe casesimERUE FaUBY ety vieribice et tiene

c%g%si ilsecgr{g%ti.é(r)]lglé as a discrete component.
[0164]

Hereinabove, the present invention has been described iIn
detail using the above embodiment; however, It Is apparent to
those skilled in the art that the present invention is not limited
to the embodiment described herein. Modifications and
variations of the present invention can be made without departing
from the spirit and scope of the present invention defined by
the description of the scope of claims. Thus, what is described

herein is for illustrative purpose, and has no intention

whatsoever to limit the present invention.
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Note that operation of the above described switching center MME, the radio
base station eNB and the mobile station 20 UE may be implemented by
means of hardware, a software module executed by a processor, or a
combination of both. [0162] The software module may be provided in any
type of storage medium such as an RAM (Random Access Memory), a flash
memory, 25 a ROM (Read Only Memory), an EPROM (Erasable
Programmable ROM), an EEPROM[Abé&onically Erasable and
Programmable ROM), a register, a hard disk, a removable disk, or a
CD-ROM. [0163] The storage medium is connected to the processor so that
tHe processmbadre readauntliwatd oriometbiod fionwhadhoaheostolagetation
medi¥m. Also, rt]he toragefmediu maé}/ be inteéﬂated int Ihebproces%cl)?a
ASE HRESioPa g8 MiEd it Bhdl'tid BROCEsSET may b pFavid8d i ST "
The ABlhamyeletpyideddd ibeswitchingti centéa MM Enta-radid hasase
station.eNB and the mobile station UE. Also, the storage mediym and the.
prociA? At Id Br&dERS IPRIAGICANY PARF W@ﬁﬁ%‘%‘ic%”%’é!as 'ng
s@iwnsadpsad the mobile station UE as a discrete component. [0164]
10Hereinabove, the present invention has been described in detail using the

above erkD3 AL HORe\RE, e BppdAMR I HARRKARKP RS S LA Re
PragRntinLenipmiis/eet piieddo fhe Pinbedisnentaasshibedfieein key for

Modifications and variations of the present invention can be made without

d8RARIALIBIrGmABELSHA KRY 6ot Nu pRIYEHT InadHRsh Retinegmythie
desRUBIRT FAPESEIRRITERTIS SIS MRS ERECHDSHIRCEHA LS &; and
illustrative purpose, and has no intention whatsoever to limit the present
invention( B 1a&pek ring, at the handover target radio base station,
from the switching center, a second key for generating a certain
key used in a communication between a next handover target radio

base station and the mobile station.

[2] The mobile communication method according to claim 1,
further comprising the step of:

(C) updating, at the mobile station, upon receiving a
handover command signal from the handover source radio base
station, a first key for generating a certain key used in a
communication between the handover source radio base station
and the mobile station, to the first key for generating the
certainkey used in the communication between the handover target

radio base station and the mobile station.

[31 The mobile communication method according to claim 2,

wherein
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[1]A mobile communication method in which a mobile station performs a
handover from a handover source radio base station 5 to a handover target
radio base station via an inter-radio base station interface, the mobile
communication method comprising the steps of: (A) acquiring, at the
handover target radio base station, from the handover source radio base
station a first key for 10 generating a certain key used in a communication
between thethangtepr ¢alpettizalindiade ssdidn andipdakeb ihstdtiors akey
(& pouiing. 405 handeueripresy adio Base sialon, oM snilelinde,
cen a second ey for genera ing Ya'Certain key used in a communication
btheeleam;loegrhamdwerltam lzake Kxbtseorstatidntiuednibb nlebdesstaton.
[?T mobile ¢ mmunjl(patlon method acco %drn% ﬁlarm further

[Snd W SeeiSr 12N A tA the Hopifer SdfiBn < G¥on TE8eilhdthe
ZGdWMﬁMCMnnmA@en atfrerrnalmeldwedovargeu readddiodaase stattina

first for nerating a certai sed in a communication between the
R it L Sl W e e
graatR g theopedaimkeyyaadinthecommunicationbetweenthehandovertarget

25 radio base station and the mobile station. [3]The mobile communication
method according to claim 2, wherein in the step (C), the mobile station

updijtes thexfirsskprorefnBrAta T hCRIEANIEBeeF i if to claim 3,

communication between the handover source radio base station and the
mésrEedRtbRe S HRPHICt keGIBP hoRERaHIP tHEteRRaffikey used in the

(C1) generating, at the mobile station, the first key for
generating the certain key used In the communication between
the handover target radio base station and the mobile station
based on the parameter included in the handover command signal,
when the parameter is incremented; and

(C2) generating, at the mobile station, the first key for
generating the certain key used in the communication between
the handover target radio base station and the mobile station
based on the first key for generating the certain key used in
the communication between the handover source radio base station
and the mobile station, when the parameter included in the

handover command signal is not incremented.

[5] The mobile communication method according to claim 4,
wherein

in the step (Cl1), when the parameter included iIn the
handover command signal is incremented, the mobile station
updates, based on the parameter, a second key for generating

the certain key used iIn the
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5 communication between the handover target radio base station and the
mobile station, based on a parameter included in the handover command
signal. [4] The mobile communication method according to claim 3, 10
wherein the step (C) comprises the steps of: (Cl) generating, at the
mobile station, the first key for generating the certain key used in the
communication between the handover target radio base station and the
nashileustatiat lsasdetnehe paranheted irnverdéd g eite reoht Jerso refaihitbn

signal, 15 whe parameiter is incremented; (C erating, at
tﬁ%ﬁoéﬁg srtﬁé?%?;,he :ﬁﬁgﬁéy 1’0r%%ﬁel%%é]%gq%ag%%ertgpneke%y}L?S%Ed ig(%%e for
cgemauaitatignthetweantthenhkegovsethret thdiccbase stateni andlib&ween

bile station based on.the first key for generating the_certain key used.in 20
A e b o LA el e s ety
mueistedstationhe hepddegearsaaeted ikeyded in the handover command

signal is not incremented. [5] The mobile communication method
according to claim 4, 25 wherein in the step (Cl), when the parameter

inégded ThéhRdRNED \CSnRMTeaREiSiaNaé Ehibg rapssted nl o elits station
updates, based on the parameter, a second key for generating the certain

KEJJEBAn (HBSIE D mediPEREfvesh tHe handover target radio base

station and the mobile station, and generates the first key for generating the
certain key used in the communication between the handover target radio
bhéd statibf APHENTHIRShEBE D A8eEH tRe cpbalew sk revkepe of

[RITAgM8bYs copngatig Pt SGEPTURA L0 SHRIMEGs Fm S,
wherein the parameter is Kl. 10[7]The mobile communication method
accordin§0 arstendng clapt 3 elaifPb Ilrth&tédmphsind it stgsefved

parameter.

[8] A radio base station which functions as a handover target
radio base station when a mobile station performs a handover
from a handover source radio base station to the handover target
radio base station via an inter-radio base station interface,
the radio base station comprising:

a first acquiring unit configured to acquire, from the
handover source radio base station, a first key for generating
a certain key used iIn a communication between the handover target
radio base and the mobile station; and

a second acquiring unit configured to acquire, from a
switching center, a second key for generating a certain key used
in a communication between a next handover target radio base

station and the mobile station.

[9] A mobile station which performs a handover from a handover
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(D) storing, at the mobile station, the received parameter. 15[8]A radio base
station which functions as a handover target radio base station when a
mobile station performs a handover from a handover source radio base
station to the handover target radio base station via an inter-radio base
station Interface, the radio base station comprising: 20a first acquiring unit
configured to acquire, from the handover source radio base station, a first key
faayaiter aihey a kasaintatiosetoia Azodavienitatige beavdenhechahabven,

tatrlgﬁt I[;%(E)i?peassetgqq 5rtr1le &%biléel gtlargion; and a second acquiring unit
configured to acquire, from A switgrﬂng center, a second key for
generatirzgkeyeujailakéy g sed h ecocdmguwiredatiorupeliateen @oexrbaadoveg

target radio base statiop and th obile station. [9]A mobile station which
o e AR Sinal D Rl R AY 0 Bhse
haudeventargefiadie basg fatiogetieraphilg statertaimpriciygused aikey

updating unit configured to update, upon receiving a handover command _

SRR A AR P VEP SBURE rHOGYSY SSQUTIGR, R TS Station
generghegrbertain ey isied th ACPMTHEINestiFo beayrRamtErhaandverain
source radio_base station and the mobile station, to a first key for generating

akEH&RGEy! (SR MY B AFALARARAHERTE AR h BRI B r aF g b oS 10

bpgestatier #A thednehie sedire Kl dihe mobile station according to
claim 9, wherein the key updating unit is configured to update, based on

a parameter included in the handover command signal, the first key for

OpNETRIAGENGEBH D KRAHFEH 1ALRe FMGURSAtiPRihP SCNYRER LG

handover source radio base station and the mobile station, to the first key for
generatid@en&e¥ i xEYNG et HtHS copirhliaitzgd ribetpdet ehe MRERIOWT

taiqﬂfﬁﬂgtg?s?rﬂfﬂl%”i%bjiﬂétﬁgﬂﬂover command signal, the first

key for generating the certain key used in the communication
between the handover source radio base station and the mobile
station, to the first key for generating the certain key used
in the communication between the handover target radio base and

the mobile station.

[11] The mobile station according to claim 10, wherein

the key updating unit is configured to generate, when the
parameter included in the handover command signal is incremented,
the fTirst key for generating the certain key used in the
communication between the handover target radio base station
and the mobile station, based on the parameter; and

the key updating unit is configured to generate, when the
parameter included in the handover command signal is not
incremented, the first key for generating the certain key used

in the communication between the handover target radio base
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20[11] The mobile station according to claim 10, wherein the key
updating unit is configured to generate, when the parameter included in the
handover command signal is incremented, the first key for generating the
certain key used in the communication between the handover target radio
base station 25 and the mobile station, based on the parameter; and the
key updating unit is configured to generate, when the parameter included in
tietatimdovencorthearitbbiyhal stadtiinorerhasied, de filse kKEyfeitgkryrafiog

the certain. d in the communication between t andquer t t radio
o A B R B S R R e
cthaih&egaisad sotheceonauoibatten Hedween tredhtind ovelo Ebeirseatdm -
base station and the mobile station. 5[12] The mobile station according to
claim 11, wherein the key updating unit is configured to update, when a
pRI2PetMhinchaten e bheatdatoweraardinandeigobhisnntiemehtad im
second key for generating the certain_key used in the communication

Mg vebacues g

between t o rHiibhdS SRRbHH SAatRe YRBBITE st 2

bpaeedmnche Rt ARt EnaeaRIREe tenirshHeY fdens miibgarRIbhaiad ,
keys used in the communication between the handover target radio base

sEatiSRGMPhEo iR st RNE BHH ot (HRited RebSi KSPA sHE) $he
MeRiREARAUYRAHeRIeeNOEhacsaIsiRg &3 ClaiFy &t Frddaen das avRaret dhe

parameter is Kl. [14] The mobile station according to any one of claim 11 to

cRiih TReiobEle SRAL Y- LPASBAPINENS BHIRIIRtE e SfctPIraAEE

PRFRMEf§st key for generating certain keys used in the
communication between the handover target radio base station

and the mobile station, based on the updated second key.

[13] The mobile communication method according to claim 11 or

claim 12, wherein the parameter is KI.

[14] The mobile station according to any one of claim 11 to
claim 13, wherein
the key updating unit is configured to store the received

parameter.
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