-1- AN ACCESS CONTROL SYSTEM Field of the Invention 5 The present invention relates to an
access control system for controlling access to an area and/or resource by a person. Background of
the Invention 10 It is known to provide an access control system for electronically controlling access to
areas and resources so that such access is restricted to authorised persons only. In one such system,
access by persons through any If one of a plurality of dodrsis controlled by providing each door with a
credential reader for gathering one or more credentials from a person, such as a pin number or ID
number stored on a card, and a backendAdysi€IGESRNEOIETROLth& X Eadetial readers through a
network. Verification of 20 the gathered credentials may be carried out at or adjacent the credential
readers or at the acEe!nd iéstﬁm. I—|owever, this type of access control system is relatively inflexible
since changes i ular the security levels to be applied to each door, are
difficult to make. Summary of the Invention 30 An access control system comprising: a credential
reader arranged %@afﬁﬁégélﬁ‘ﬁsi Ave asmtipbTare PeES Oarf QRIS @@?%h@quqiygrt@mcess
point associated *_\/lth t cgisl control s tem the_system being arranged t se ti}ge at least one 35

o) Sred o YESSUF
credential to provide an |n catlon ' a9 tS R %enhtty §t'thé person;
person.

Background of the Invention

10
It is known to provide an access control system for
electronically controlling access to areas and resources
so that such access is restricted to authorised persons
only. In one such system, access by persons through any

15 one of a plurality of doors is controlled by providing
each door with a credential reader for gathering one or
more credentials from a person, such as a pin number or ID
number stored on a card, and a backend system connected to
the credential readers through a network. Verification of

20 the gathered credentials may be carried out at or adjacent
the credential readers or at the backend system.

However, this type of access control system is relatively
inflexible since changes iIn system operation, iIn

25 particular the security levels to be applied to each door,
are difficult to make.

Summary of the Invention

30 An access control system comprising:

a credential reader arranged to gather at least one
credential from a person desiring to pass through an
access point associated with the access control system,
the system being arranged to use the at least one

35 credential to provide an indication as to the identity of

the person;



-2- at least one access control device arranged to control access through a respective access
point such that access by a person is allowed or denied dependent on whether a positive decision as
to the identity of the 5 person is obtained; and a data storage device arranged to store security
level data indicative of a current security level applicable for the or each access point associated with
the system, the security level defining the criteria 10 reqdired to provide a positive decision as to the
identity of the person; wherein the system is arranged tq facilitate modification of the stored

security level data so adh &Rk RRERGRERS)AFRAEE DL SaEES iRbIRN96§9 5% ovide a positive

indication as to theitleRtl efctpeksoth ibagh eanbesipetit ivesysieess aiengeddadaciiaia
modification of the stored security level data by an 20 operator, The security leyel data associated with
each access poifiTHE BeTNATRERS RIbAHRER By ARt al URHoPRRRINE AESL points may be
grouped togethemndiad Hersec ity kvl dadetshoiatewitha glasipiefactesy poihtxhwdified
simultaneously by an 25operator. In.one embodiment, the system is arranged to facilitate modification
of the storeaBSecéﬁtﬁg\';'eI'd%\tz(iJ %Eﬁ)'rﬂgtgca”?% sed on defined modification rules. The 30 rules may
define the security levelalala bacetiingagetheédinieef day.angiay didhstoaek. segurity

level data indicative of a current security level
applicable for the or each access point associated with
the system, the security level defining the criteria
10 required to provide a positive decision as to the identity
of the person;
wherein the system is arranged to facilitate
modification of the stored security level data so as to
change the criteria required to be satisfied in order to
15 provide a positive iIndication as to the identity of a

person.

In one embodiment, the system is arranged to facilitate
modification of the stored security level data by an

20 operator. The security level data associated with each
access point may be individually modifiable by an
operator, and/or multiple access points may be grouped
together and the security level data associated with a
group of access points modified simultaneously by an

25 operator.

In one embodiment, the system is arranged to facilitate
modification of the stored security level data
automatically based on defined modification rules. The

30 rules may define the security level data according to the
time of day, or day of the week.



In one embodiment, the modification rules used to automatically modify the security level data are
modifiable by an operator. In one embodiment, the security level defines the number 5 of credentials
required to be gathered from a person in order to provide a positive indication as to the identity of the
person. In one embodiment, the system comprises a wireless card 10 reader for wirelessly reading an
access card having an identifier indicative of a personst@red on the card, and the credentials comprise
the identifier In one embodiment, the system comprises a hiometric reader 15 arranged to gather

biometric informa B3 eHAddRed tHe & BRAI DI CREARR e HA BRoHEER ik rmation. In one

embodiment, thezfyéteia €PEWNIBYS roEyPAdEiEangas P iAnAble adBrsRLty eter a PIN number, and
the 20 credentials c%{mfrisgihe PIN number. In one embodiment, the system comprises a high

security level wh&i& 3 RYe Mt AREL R uired to be gathered from a person in order to
provide a positive 25 indication as to the identity of the person, a medium security level wherein 2

_credgntials are rmuir@ﬁleto@ﬁo@@{m@f.tf,romm;pg@@primpydqretogtpmigf mggsi&veginﬁiiﬁm@n as to the
dently of (e noEP"cPRAGRYFC PRI TSRS ESIIALIP PRUled (BRpsiOqhered fom

a person in order to provide a positive indication as to the 7d / of the person. In one embodiment,
the security leveleiREs t0e RIBY IR RIRPsddEhgn e akdRabRTo e pErsort de8ifAd Yo 35
gain passage throdgithe goeesspoint. - 4 -

In one embodiment, the system comprises a wireless card

10 reader for wirelessly reading an access card having an
identifier indicative of a person stored on the card, and
the credentials comprise the i1dentifier

In one embodiment, the system comprises a biometric reader
15 arranged to gather biometric information from a person,
and the credentials comprise the biometric information.

In one embodiment, the system comprises a keypad arranged
to enable a person to enter a PIN number, and the
20 credentials comprise the PIN number.

In one embodiment, the system comprises a high security
level wherein at least 3 credentials are required to be
gathered from a person In order to provide a positive

25 i1ndication as to the identity of the person, a medium
security level wherein 2 credentials are required to be
gathered from a person In order to provide a positive
indication as to the identity of the person, and a low
security level wherein 1 credential i1s required to be

30 gathered from a person in order to provide a positive
indication as to the identity of the person.

In one embodiment, the security level defines the maximum
false acceptance rate allowable for a person desiring to
35 gailn passage through an access point.



In one embodiment, the system is arranged to store reference credential data, to compare the
reference credential data with corresponding gathered credential data, and to provide a positive or
negative indication as 5 to the identity of the person based on the comparison. In one embodiment, the
system comprises a network that may be an address based network, such as an IP based Ethernet
network. 10 In one embodiment, the system comprises #h access control station arranged to carry out
the comparison between the reference credential data and the corresponding gathered credential
data, the access tontoked@ntodengratrangesl Hysteand gatherethgedehbalsdadaigo the access

control station. I%?m@gim@%gp&q%rﬁé@y?l ggtacién%gpg ke pegesssRigrol station. 20 In

an alternative embodéi][nent, the credential reader is arranged to carry out the corg%%gison fetween the
reference credentibFGSA R tH ac‘b?ré’%bsndﬁ%rd’aqﬁg ¢ Bfe l?l%ff B?Iﬁe ) &r!w% diment, the
security level datdakgeciafst ih RIRcACEes poirsd tbved ar thiregati@nsal koddeeddsoriAasd with

the access ppint.dp afhalteyaatie eRboringer!, Bierachessa08d obre e i<ampaRNged Lo carry out
the comparison between the reference credential data and the corresponding gathered credential

data. In one embodiment, the security level data associated with_ an access point is stored at the
access control ddVic®BS L8beditPREn tHd8cssstshincanprises a network that may
be an address based network, such as an IP based Ethernet

network.
10
In one embodiment, the system comprises an access control
station arranged to carry out the comparison between the
reference credential data and the corresponding gathered
credential data, the access control device being arranged
15 to send gathered credential data to the access control
station.

In one embodiment, the security level data is stored at

the access control station.

20 In an alternative embodiment, the credential reader 1is
arranged to carry out the comparison between the reference
credential data and the corresponding gathered credential
data.

25 In one embodiment, the security level data associated with
an access point is stored at the credential reader
associated with the access point.

In an alternative embodiment, the access control device is
30 arranged to carry out the comparison between the reference
credential data and the corresponding gathered credential
data.
In one embodiment, the security level data associated with
an access point is stored at the access control device
35 associated with the access point.



In one embodiment, the system comprises a terminal usable by an operator to modify the stored
security level data. The terminal may comprise a personal computer, a PDA, or a tablet computer. 5 In
one embodiment, each access control device is arranged to control access through multiple access
points.  In one embodiment, the access point is a door, turnstile, 10elevator, or gate. The system
may further comprise a lock for each access point, each%ock being controlled by an access control
device so as to allow or deny access through the access 15point. In one embodiment, the system
comprises a sendor arengathiodiztecttyhdther sesdmess@uint isepen ctelosedadnd sabdpstem

comprises an alag deyics,aFaRYRd IRPISMFRZOM aLdble-anYeEYiSHIS ARETLWhaR ke sensor

detects that the zﬁtpzess ﬁoml IS %pen in the absence of a positive indication as to th%'dentit of a
person. Brief De %ﬁ& SRl rgﬁ%ggoﬂgﬁﬁﬁﬁxgs ﬁﬁﬁgﬁ&wﬁﬁmQHﬁ$5ed%s d, ﬁayof

example only, wikaeletneemptitesiccompanying drawings, in which: Figure 1 is a diagrammatic
representatign of an 30 access control system in accordance with an embodiment of the present

invention; Figure|2 isoanglo&qg(i)gﬁ%@n%f ane%cc%esgccggérol d§vi%? (())i trbeeac%eessicsonglgll,g%st m shown
in Figure 1; Figuren3 IS @ block diagram éf an access con?r_o? B Station 6F 1 the_access CORtd system
shown in Figure TOorigQrLl o aicESHadrRuRRtAuld jkeiongress points.

In one embodiment, the access point is a door, turnstile,
10 elevator, or gate.

The system may further comprise a lock for each access

point, each lock being controlled by an access control

device so as to allow or deny access through the access
15 point.

In one embodiment, the system comprises a sensor arranged
to detect whether the access point is open or closed, and
the system comprises an alarm device arranged to produce

20 an audible and/or visible alarm when the sensor detects
that the access point is open in the absence of a positive
indication as to the identity of a person.

Brief Description of the Drawings

25
The present invention will now be described, by way of
example only, with reference to the accompanying drawings,
in which:
Figure 1 is a diagrammatic representation of an
30 access control system iIn accordance with an embodiment of
the present invention;
Figure 2 is a block diagram of an access control
device of the access control system shown in Figure 1;
Figure 3 is a block diagram of an access control
35 station of the access control system shown in Figure 1;
Figure 4 is a block diagram illustrating functional



- 6 - components of the access control station shown in Figure 3; Figure 5 illustrates an example
security level control screen presented to a user of the access control 5 system shown in Figure 1
during use; and Figure 6 is a diagrammatic representation of an access control system in
accordance with an alternative embodiment of the present invention. 10 Description of an Embodiment
of the Invention Referring to Figure 1, an embodimentoffarraccess control system 10 of the type
wherein passage through an access point by a person is allowed or denied based on whether 15 the
identity of the pesangspesitiselyfvetifiedassbssn cond spdtestad iruruddsoaiplurality Djaceess
control devices 13, each of which is associated with an access 20 point 14, in this example in the form
of a door. In this example, 4 access pojnts 14 and 4 respective access control dﬁvice 12 are
provided. although it wil B0 UhGersddd YR ERb e Abkrarallie s BER 1RnKe¥ebcinted access
control devices 12ant plissgeden iPresisvtedvidayat e bne brthereasiars accesteerkrol
devices 12 ngay kg atepciaiRe Wit MUl pecassRtitsgl 4186 asapwn in Figure 1, each access
control device 12 may he.ass ciaéeq gvitg adgirégllga%(r:nceés (poinet 1r4e' ssgn%%&hi%%ceosf pé)ri]nt 14 also has
an associated door lock TEthat i this examp? "Is con rolled By% respective access control device 12
such that the doc*4668 86 GRIE bagystfRiNeddblaer prelantdpuaty Gha hEekaapdive14 in

response to an apphapdiptesigneiffremahp resest canvelrbievice 12.

10 Description of an Embodiment of the Invention

Referring to Figure 1, an embodiment of an access control
system 10 of the type wherein passage through an access
point by a person is allowed or denied based on whether

15 the i1dentity of the person is positively verified is
shown.

The system 10 includes a plurality of access control
devices 12, each of which iIs associated with an access

20 point 14, in this example In the form of a door. In this
example, 4 access points 14 and 4 respective access
control devices 12 are provided, although it will be
understood that any number of access points 14 and
associated access control devices 12 are envisaged. It is

25 also envisaged that one or more of the access control
devices 12 may be associated with multiple access points
14 or, as shown iIn Figure 1, each access control device 12
may be associated with a single access point 14.

30 Each access point 14 also has an associated door lock 16
that in this example is controlled by a respective access
control device 12 such that the door lock 16 may be caused
to enable or prevent opening of the access point 14 in
response to an appropriate signal from the access control

35 device 12.



- 7 - Also associated with each access point 14 is a credential reader 17 for gathering one or more
credentials from a person desiring to pass through the access point 14. In this example, each
credential reader 17 is in the form of 5 a card reader arranged to wirelessly read an identification
number stored on a card in the possession of a person desiring to pass through the access point 14.
However, it will be understood that any other device capdbte of gathering identification credentials
from a 10 person is envisaged, such as a biometric reader or a keypad for enabling a person to enter a
PIN number. Whid sothissexernplecttievartbseaointatd¢ess dpoms) tt il besagpreciatkhthied bther

types of access RRIBIAE Ho7epdFagRMrIFY S Bheleypiansirer drEtRbice PRIKNEBGHE, £ any other
physical barrier. Durmgé)pl%ratlon, the credential reader 1 c%%tures one or mare crg%entl s from a
h e

person desiring tBep'é§ %ﬁﬁ%‘@eﬁﬂ:c@@?ﬁo H9 %nﬁgpg‘fsfr&?)b@ﬁv ccess control
device 12, and tHehdseesaophkel, dedch 12edept tak neaeive bf thsgdimetde cikaentialfs) to an

access contipl statiea t§ cpeageeddp thp GeaeITDCW T FeyisPyl - Brgugtha network. In this
example, the net\ivgrk %Ei ﬂd%({eiso% nﬁltJVr\ﬁ I rSWifgrzodfoé rz]ipgr%pariraéelyndirﬁglgn(% trgffié: tglﬁ%u h the
network and a plura‘ﬁpy Of NETWOIK connections Ihterconnecting the access controt g%vices to the
access control stafoR 1BeRERIYhARS hémgrkté?miﬂ;@ﬁ@.wm% dhgnpecarsnaabitisldr-a type

wherein nodes oHbweaiworki arendddrebsahladeichtan dn tibarnahiy petheiwode thedeises IP
pnﬁocobfordaﬁ%gaggfé of gathering identification credentials from a
10 person is envisaged, such as a biometric reader or a
keypad for enabling a person to enter a PIN number.

While in this example the access points 14 are doors, it
will be appreciated that other types of access point are

15 envisaged, such as an elevator door, turnstile, parking
gate, or any other physical barrier.

During operation, the credential reader 17 captures one or
more credentials from a person desiring to pass through

20 the access point 14 under control of a respective access
control device 12, and the access control device 12 passes
data indicative of the gathered credential(s) to an access
control station 18 connected to the access control device
12 through a network. In this example, the network

25 includes a network switch 20 for appropriately directing
traffic through the network and a plurality of network
connections 22 interconnecting the access control devices
to the access control station 18 through the network
switch 20.

30
In this example, the network is of a type wherein nodes of
the network are addressable, such as an Ethernet-type
network that uses IP protocols for data transfer.
However, it would be understood that any suitable network

35 architecture i1s envisaged.



However, it would be understood that any suitable network 35 architecture is envisaged. - 8 - On
receipt of the credentials data at the access control station 18, the access control station 18 compares
the credentials data with stored reference credentials data and makes a determination as to whether
the credentials 5 are valid. A response communication indicating whether a positive identification or a
negative indication exists is sent from the access controBstation 18 to the relevant access control
device 12. On receipt of the response communication, the access control device 12 then either 10
maintains the doOnlockdéip tincctithte destatbeortdedivd sesathatd obndo ke dspeditg oh whether

the identification isrpqsitiye QbneqatyeaEQEBSCERRTPOIN dEJEPa aesacinipd sesuidevel that 15
defines the degree of rigour tq apply to the %?terminati n as.to whether a person is deemed positively
identified or negAVERFLEAGHIS, SNl S RY TR BRURISIGS ol tehse Gkgour in

identifying a persandhaakeswer ded@tip inatiianhasvdp avhighbero teeutwadeas braliges a

greater likeligoochip@t gRieRn iIscaregiiyrdentdivantban edewsh seeid i g niRis@mple, the
security levels define.%iieria in the for. : c(:)(,l‘1 {:hi% Aumper of factc%rs of autkaelntic tion 2 regg&ired to be

carried out in orderto. e't\é?mllndeeﬁlgf a personis Sosit%/erllye entitied. THe Tactors of authentication may

include identificaB§htisihigih b saccess control station 18 to the relevant
access control device 12. On receipt of the response

communication, the access control device 12 then either

10 maintains the door lock 16 in an activated state or
deactivates the door lock 16 depending on whether the
identification is positive or negative.

Each access point 14 has an associated security level that

15 defines the degree of rigour to apply to the determination
as to whether a person is deemed positively identified or
negatively identified. A higher security level provides
for a greater degree of rigour in identifying a person
than a lower security level. In this way, a higher

20 security level provides a greater likelihood that a person
iIs correctly identified than a lower security level.

In this example, the security levels define criteria in
the form of the number of factors of authentication

25 required to be carried out iIn order to determine that a
person is positively identified. The factors of
authentication may include identification using an access
card, using biometric data obtained directly from the
person and/or using a PIN number. The security levels may

30 also define other criteria relevant to making a
determination as to the likelihood that a person is
genuine, such as the maximum false acceptance rate.

In the present embodiment, 3 security levels are

35 available, i1dentified using the numerals 1, 2 and 3, with
security level 1 corresponding to a relatively high
security level, for example requiring 3 factors of



card, using biometric data obtained directly from the person and/or using a PIN number. The security
levels may 30 also define other criteria relevant to making a determination as to the likelihood that a
person is genuine, such as the maximum false acceptance rate. In the present embodiment, 3 security
levels are 35 available, identified using the numerals 1, 2 and 3, with security level 1 corresponding to
a relatively high security level, for example requiring 3-fa@tors of - 9 - authentication, and security level
3 corresponding to a relatively low security level, for example requiring 1 factor of authentication. 5 In
this example, thessadhueitytieeaisifon eaeimdcsessupaitly14 ave $tdBe d tocedig o titl acces cntrol

device 12 associa@ﬂawiihlggﬁqwswl}r%w {5 EMboPeat SRS RACFESR PRIt d4has

associated 10sensors 24, is example to detect whether the access point is open or closed. Any
suitable sensor f%sratm—so uﬁ?) s@%@ﬁﬁ%&&&f YH-in this example magnetic-type proximity sensors are
used. 15 The sensors 24 are connected to a respective access control device 12 that monitors the
SEensors ano@?“dﬁ awﬁrgir&mmwpieaﬁi@nsawghﬁbe NepEq tf’dh? @&éﬂ_s%@@@ié@ snnels, _f0f
example to mquﬁ tg |tj‘lae 2¢0ess o|n(§ré)(,jl1 ffttlpg 18ty_\llgen an access r;?ﬂ_nt E4 gg \Qfgg. I?e 20 warning
may be used to trigger an alarm, for examp g ﬁ]e evene_f?ﬁat X SENSOr 24 indicates thaf an access
point is open but 3B pdIRAc s lERt INR AESRSTh RS BBdUrtéd. 25 The access control system 10
also includes an operator terminal 30 in communication with the network and arranged to enable an

OpeﬁuorK”“Od”h4h%ﬁ?§u@WBgﬂ¥ﬁéﬁ%q each access point 14 has associated
10 sensors 24, in this example to detect whether the access
point is open or closed. Any suitable sensor for this
purpose is envisaged, and in this example magnetic-type
proximity sensors are used.

15 The sensors 24 are connected to a respective access
control device 12 that monitors the sensors and sends a
warning communication through the network to the access
control station 18, for example to indicate to the access
control station 18 when an access point 14 is open. The

20 warning may be used to trigger an alarm, for example in
the event that a sensor 24 indicates that an access point
iIs open but that no valid credential verification has
occurred.

25 The access control system 10 also includes an operator
terminal 30 in communication with the network and arranged
to enable an operator to modify the security levels used
for the access points 14 in the access control system.

The security levels used for the access points 14 may be

30 Tfixed in that a specific security level is selected by an
operator of the access control system 10, or may be
automatic iIn that the security levels are defined
according to a business rule such as time of day, day of
the week, and so on.

35
For example, the security level for an access point may be
changed on a temporary basis to a lower level for



for the access points 14 in the access control system. The security levels used for the access points
14 may be 30 fixed in that a specific security level is selected by an operator of the access control
system 10, or may be automatic in that the security levels are defined according to a business rule
such as time of day, day of the week, and so on. 35 - 10 - operational efficiency reasons to enable a
larger number of people to pass through the access poidfin-a given time. In a further example, the
security level for an access point may be changed to a higher level because of a 5 perceived
increased threat oparahaatiolisedrBrcesnaifempasirise tptienald ke apelatogef theuadmess control

system, dlfferentéﬁchgydq\éeligw?égg wﬂwn@uali.y i@{goraéggggersgt-weﬁﬁ pRINY§ }dn for example
depending on thﬁé)e and!or loc Ltrﬁ the accesi(gomt and/or the. SECUJ&X’ i:e may be changed
for multiple acce Gints 85 ‘g?Bye@?B[TB. ’acEQSs ﬁgﬁﬁ’{fo@ét |v@r§/, the
security levels foﬁ@ﬂ:@@@e@p@ﬁtmn’@@/ hangeasbdtsinultahgbeadly Ieive bpbegausemdibl 30 in

this examplesis spewaapRacHRICrEEFBaUERrteUsh ihwillprutaepistthacapy device capable
MComnmanm%¥fha ompmemMmWZOamjmmmmganomymomovmwandmo&Wsmmms

for the security levels|is enwsaged For example, the terminal may take the form of a laptop computer,
a personal digital assistant (PDA), a mobile telephone, or a tablet computer. 25 An example access
control device 125 sbloendptigirec® an operator of the access control system,

different security levels may be individually set for
10 different access points 14, for example depending on the
type and/or location of the access point, and/or the
security level may be changed for multiple access points
simultaneously by grouping access points together.
Alternatively, the security levels for all access points
15 may be changed simultaneously.

The operator terminal 30 in this example is shown as a
personal computer, although it will be understood that any
device capable of communicating with a computer network

20 and enabling an operator to view and modify settings for
the security levels is envisaged. For example, the
terminal may take the form of a laptop computer, a
personal digital assistant (PDA), a mobile telephone, or a
tablet computer.

25
An example access control device 12 is shown in Figure 2.
The access control device 12 is shown connected to at
least one door lock 16, and one or more credential readers
17 shown in this example as a keypad 14, a card reader 42

30 and a biometric reader 44.

In this embodiment, the access control device 12 is also
connected to at least one sensor 24 for sensing whether an
access point 14 is open or closed, although it will be

35 understood that in some embodiments the sensors may be
omitted.



The access control device 12 is shown connected to at least one door lock 16, and one or more
credential readers 17 shown in this example as a keypad 14, a card reader 42 30 and a biometric
reader 44. In this embodiment, the access control device 12 is also connected to at least one sensor
24 for sensing whether an access point 14 is open or closed, although it will be 35 understood that in
some embodiments the sensors may be omitted. - 1t -The-access control device 12 includes a
processor 32 for controlling and co-ordinating operations in the access control device 12, a memory 35
usable by the prodessaicg2 ssstooe tiatalindeaiice ol pragrathsdese deb\piegessess@5 Iprand a

data storage devigsn g ¥R AISINdBe e AhR ARARGsEr3A fOnYiOWAd BV daval data
indicative of the security levels assigned to the access |nlt15§(§\)% 4 socrfged with the acceéfé control
device 12. 10 ThEUREESS CORYA G vker1 2ol IRENIde aRAR b Mertie 8 HER3F9ddetne
access control ddicsHithenedatek dordicaicavien@hpabiigr ang aiseckdyy ddneroptineasspianged
to control the; or egch depRl lackidtasseeptasovileti-accans aani! druigp 2, pAd-thd Sks¥icular to
control activation ¥ dae- ct{v%iggeofélée ogi:(?aatlch g%?rilr(lmk SleGCsuortpfat pilg%aqq.e t(_ﬁ]é%légh the access point
14 is allowed or é_aenie_d. 1€ access cohtro unﬁ_ IS résponsive toB_/instruc ions generated by the
processor 32 badeifdisabyienafickhien Feeiddnrdgyede Aestored iferfhbe 38arsHthe access

control station 1§inilices(e pf Mhetlsaciersed swi etiertials asceerdfiecbororat] Ddend eselthe
access control device 12 uses the security levels stored in the data storage device to govern the
10 The access control device 12 also includes a network
interface 38 that provides the access control device with
network communication capability, and an access control
unit 46 arranged to control the or each door lock 16
associated with the access control device 12, and in
15 particular to control activation or de-activation of the
or each door lock 16 so that passage through the access
point 14 is allowed or denied. The access control unit 46
IS responsive to instructions generated by the processor
32 based on a communication received through the network
20 interface 38 from the access control station 18 indicative
of whether a person’s credentials are verified or not.

During use, the access control device 12 uses the security
levels stored in the data storage device to govern the

25 degree of rigour to apply to identification of a person,
in particular the number of credentials to gather from the
person. After gathering the required credential(s), data
indicative of the credential(s) are forwarded to the
access control station for verification.

30
An example architecture of the access control station 18
iIs shown In more detail in Figure 3.

The access control station 18 includes a processor 50 for
35 controlling and co-ordinating operations in the access

control station 18, and a memory 52 for use by the

processor 50, in particular for storing programs used by



25 degree of rigour to apply to identification of a person, in particular the number of credentials to
gather from the person. After gathering the required credential(s), data indicative of the credential(s)
are forwarded to the access control station for verification. 30 An example architecture of the access
control station 18 is shown in more detail in Figure 3. The access control station 18 includes a
processor 50 for 35 controlling and co-ordinating operatiéhs-in the access control station 18, and a
memory 52 for use by the processor 50, in particular for storing programs used by - 12 - the processor
50 to implement Hwriireddopstsmalif0 Toe acgebenentorsgtianréd afsonrtiokes ki dzta storage
device 54, in this example in the form of a computer hard 5 drive usable to store data indicative of
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15 unsuccessful 36cess at empts. TRe Access Bontrol Station 18 Alsoihcludes anatwork interface 62
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10 access points 14. In this example, the data storage

device 54 also stores data indicative of the security

levels 58 for all access points 14 associated with the

access control system 10, for example for back-up

purposes, and log data 16 indicative of all successful and

15 unsuccessful access attempts.

The access control station 18 also includes a network
interface 62 that enables the access control station 18 to
communicate with the network, and an alarm device 64

20 arranged to generate an audible and/or visible alarm in
response to an alarm signal received from the processor
50, for example in response to a signal from an access
control device 12 indicative that an access point 14 has
been subjected to an unauthorised breach.

25
In this example, the access control station 18 is
implemented using a PC server, although it will be
understood that any suitable computing device is envisaged

30 A functional diagram indicating functional components
implemented by the processor 50 and associated memory 52
of the access control station 18 is shown in Figure 4.

The functional components include a credential verifier 72
35 arranged to receive data indicative of a credential

gathered from a person desiring to pass through an access

point 14, and to compare the gathered credential data with



25 In this example, the access control station 18 is implemented using a PC server, although it will be
understood that any suitable computing device is envisaged 30 A functional diagram indicating
functional components implemented by the processor 50 and associated memory 52 of the access
control station 18 is shown in Figure 4. The functional components include a credential verifier 72 35
arranged to receive data indicative of a credential gathelt&d from a person desiring to pass through an
access point 14, and to compare the gathered credential data with - 13 - corresponding reference
credential data stooew ésfhendhiagtorafe devoe S ddenitisgrpods tsdorentbniial WificaPauses a

look up applicati(gptgé}-g@g %;&th@dgIevpaprefﬁr%]CE&%%@gigl(ﬁhg)rmigpg|With 5 the
gathered credential siﬁﬁt}%eg%edential verifier 72. A deciiion communé,ligat r 76 then generates a
t ic d
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15 to generate an a Fh when recéjmrrneudﬂ.' 1GRITPe Understoodhat each acéess control device 12 has

associated store§QBRWH (IO thak Ridficatly e bifrityhalied bEhreaadhexadof the access points
14 credential and the reference credential match and the

decision communication is sent through the network
10 interface 62 to the relevant access control device 12.

The functional components also include an alarm initiator

78 arranged to make a determination as to whether an alarm

condition exists and to interface with the alarm device 64
15 to generate an alarm when required.

It will be understood that each access control device 12
has associated stored security levels that define the
security level to be used for each of the access points 14

20 that are connected to the access control device 12. In
this example, the security levels for the access points 14
connected to an access control device 12 are stored iIn the
access control device 12, although it will be understood
that other arrangements are possible. For example, the

25 relevant security levels for an access control device 12
may be stored centrally at the access control station 18
and accessed directly by the access control device 12 when
required.

30 It will also be understood that the security levels may in
addition or alternatively be stored at the credential
readers 17, and each of the credential readers 17 may
include a processor and associated memory for implementing
required functions for applying the security levels, and a

35 data storage device for storing the security levels.



20 that are connected to the access control device 12. In this example, the security levels for the
access points 14 connected to an access control device 12 are stored in the access control device 12,
although it will be understood that other arrangements are possible. For example, the 25 relevant
security levels for an access control device 12 may be stored centrally at the access control station 18
and accessed directly by the access control device 12 wifen-required. 30 It will also be understood that
the security levels may in addition or alternatively be stored at the credential readers 17, and each of
the credential redterad 7thay optudeta prdasassonalbd 28soeintenp@eatny farsnadidraentiting required

functions for appmmtﬁe BRrelsyels: gggﬁga%@r@w%@r%i%@@&curity levels. -

14 - Using the operator terminal 30, an_gperator js able to modify the stored security levels used by the
access control d&HEEY fl??r id ?3 it&J

GHitSRanmste b&%c’é §§n8)éa§}§: MvBFESTr 48rétn 80, an example
of which is 5 sho®@dh FAidiye Vb sutinolbvectarol 8Crecn8@kanks afeyb point isbels 82
indicative ofghe agefA CPAtPligRIpES B4 associated with the system 10, and also access point group
10 labels 84, 86 that group together multiple access points 14 according to type or location, or that

group all available access points together. The security level control screen 80 also includes a 15
security level droptso,88eUsd blexedpsaidiie kekk eed d8Grddsdelffy Iaef Rt P tEess

point 14, or for miitiped sc@ssipriiisbat/bavrbetie gempessiogetheroh thisiexesnila, the available
security levels args’lslgcqra & rr%&qu%t% em%m&q&i Iaw&psg&&gg@e}sg?n@ épghr%atlc

setting, or an off setting. A high security level Tequires 3 factors of authentication, such as PIN humber,

card verificifion, laR&NSmBtHc R&AERAEN O AIiFRRLDRE It LR85 %5SE PO NTS
authentication, sd¢h as@dxchungodrantygerdd5 Jerdatiion;,arad a tha tegundypead kequires 1 factor

of authentication o eA Hle/ eAHERLRN points together .

The security level control screen 80 also includes a

15 security level drop box 90 usable by an operator to select
the desired security level for each access point 14, or
for multiple access points that have been grouped
together. In this example, the available security levels
are 1, 2 or 3 corresponding to high, medium and low

20 security levels, an automatic setting, or an off setting.
A high security level requires 3 factors of
authentication, such as PIN number, card verification, and
biometric verification; a medium security level requires 2
factors of authentication, such as PIN number and card

25 verification; and a low security level requires 1 factor
of authentication, such card verification.

The operator may choose to individually define the
security level for each access point 14, or may choose to

30 define an automatic setting wherein the security level for
each access point is dependent on one or more rules.

The type of automatic setting may be further defined using
automatic setting drop boxes 92, for example so as to

35 cause the security level to be defined according to the
time of day, according to the day of the week, and so on.



The operator may choose to individually define the security level for each access point 14, or may
choose to 30 define an automatic setting wherein the security level for each access point is dependent
on one or more rules. The type of automatic setting may be further defined using automatic setting
drop boxes 92, for example so as to 35 cause the security level to be defined according to the time of
day, according to the day of the week, and so on. - 15 1Phe security level settings entered by an
operator using the security level control screen 80 are communicated through the network to the
relevant access ddmrabdeuvicety 2] and/br getdmegsneodieents by easin dipe ceettentiasa ngaders 17

in addition or alteggliSiPIT BURNTL YelD 10 dis sisiotalipa el mUnicated

security level settl sar StoéS in the re l(evantd stor e devices 36 for subse éuset overn
t
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security level coritibl samumo AN opengoeisld maﬁ&kwwr@éﬂsimodifﬁdmhty level

settings for any qfé%saae@es,@?pcint%amﬁt@é vethederryeRm I’Xﬁ”§t619e15tﬁécwlﬁl'
system 10 is opejalanpl SqRRrigO RGPS L3NG A RecERmIGHT pelieps
security level settings are stored in the relevant data
storage devices 36 for subsequent use to govern the
security levels to be applied to the access points 14.
10
It will be understood that by using the security level
control screen 80 an operator is able to quickly and
easily modify the security level settings for any of the
access points 14 associated with the system whilst the
15 access control system 10 is operational. Separate off-
line modification and updating of security level settings
In the access control devices 12 and/or the credential
reader 17 is not necessary.

20 It will also be understood that the particular user
interface shown in Figure 5 for enabling an operator to
modify the security level settings used by the access
control devices 12 is exemplary only and other user
interfaces are envisaged. The Important aspects is that

25 an operator is able to use the terminal 30 to select and
modify security levels to be used by the access control
devices 12, and the selected security levels are
subsequently stored and accessed by the access control
devices 12 in order to set the security level to be

30 applied to the access points 14.

Furthermore, it will be understood that the system may be
arranged such that the security levels are modifiable only
by authorised operators, and for this purpose the system

35 may require the operator to execute a log In procedure
prior to allowing the operator to change the security
levels.



in the access control devices 12 and/or the credential reader 17 is not necessary. 20 It will also be
understood that the particular user interface shown in Figure 5 for enabling an operator to modify the
security level settings used by the access control devices 12 is exemplary only and other user
interfaces are envisaged. The important aspects is that 25 an operator is able to use the terminal 30 to
select and modify security levels to be used by the acceb@ control devices 12, and the selected
security levels are subsequently stored and accessed by the access control devices 12 in order to set
the security levelTthdeak@applienho dienaode ssxpaeisclr beothenmped attwitirbetonderstoocdethat the

system may be agnged pUShdirahing FeEHEY KIS A redifiaieionlyrox Authadsed operators, and
for this purpose the syste geecma reoéuére_the Oé)eratolréto execut aloa in rocedure%riorto allowing
the operator o RSN b SRVHEPRVAR, L6 FHO B oE0 A ARSARH: £ <3RBT relation to an
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and the access coplielideviass 4AgormeuniegigMiE treoaqgess fgntrahd pratigidieard pagstaiminal
30 through an IP ad resskbasg_g network. H Wevir it,will bﬁ dmpe{st d {hat other canfigurations are
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possible. For example, as Shown In \élgu’re bran alternative access 1 controFsys em 100 is shown.

Like and similar fe@fifdgurations are possible.

For example, as shown in Figure 6, an alternative access

10 control system 100 is shown. Like and similar features
are indicated with like reference numerals. With this
embodiment, an IP address based network facilitates
communications between the access control station 18, the
terminal 30 and one or more access controllers 102. Each

15 access controller 102 interfaces with the IP address based
network and performs the functions of multiple access
control devices 12.

It will also be appreciated that instead of providing an

20 access control station 18 in networked communication with
the access control devices and arranged to make decisions
as to whether gathered credentials are valid, any other
architecture suitable for providing the access control
devices with an indication as to whether gathered

25 credentials are valid i1s envisaged. For example, the
reference criteria may be stored locally relative to the
access control devices, and the access control devices
provided with the capability of making decisions as to
whether gathered credentials are valid based on

30 comparisons between gathered credentials and the locally
stored credentials.

In one particular such embodiment, the reference
credentials are stored at the credential reader 17 or at
35 the access control devices 12, and for this purpose the
credential reader and/or the access control devices 12 may
include functional components similar to the functional



are indicated with like reference numerals. With this embodiment, an IP address based network
facilitates communications between the access control station 18, the terminal 30 and one or more
access controllers 102. Each 15 access controller 102 interfaces with the IP address based network
and performs the functions of multiple access control devices 12. It will also be appreciated that
instead of providing an 20 access control station 18 in nktworked communication with the access
control devices and arranged to make decisions as to whether gathered credentials are valid, any
other architectureouiteire fidrsproviongite adcetbeocatobdsyiceswith hnstiditaton &8 totvhether

gathered 25 credghgials a8 il e ovsaves Fat p@@p&e,lthgdeﬁg,re%gitﬁgg ngay be stored
locally relative to the access control devices, and the access contrpl devices provided with the
capabilty of makiTFASIGAAY XG5 BAAer htngrel O URAE KIS RSBaddlt oA Gmparisons
between gatheredegd@dmizlsandtind paby sithed credentials. In one particular such embodiment,
the reference credentials are stored at the credential reader 17 or at 35 the access control devices 12,

and for this purpgsg Wieﬁegqr%%al B%a%gvrparnéjéqa tpee POERSY pqﬁ)ﬂtrglodeevice%so%% g}maé/{_li Iudg{unctional
components similar to the functional” - 17"~ componeénts provided at thé access control station 18 of
the embodiment 88%#k iPERRIrE§ Tab @t aderstitalal MaicP g 2SE W& A RicHBEN 74, and a

decision commuuicaies<6catidyilleiso befppeeniateditbaicintsianis ehwbdgnenteracteadt some
reﬂHence(xedenpggmnﬂﬁgeégggggm&g+@e5y a card reader, and compared to
10 credentials such as a PIN number or biometric information
gathered directly from a user when the user desires to
pass through an access point.

Modification and variations as would be apparent to a
15 skilled addressee are deemed to be within the scope of the
present invention.



access card, the reference credentials being extracted from the access card by a card reader, and
compared to 10 credentials such as a PIN number or biometric information gathered directly from a
user when the user desires to pass through an access point. Modification and variations as would be
apparent to a 15 skilled addressee are deemed to be within the scope of the present invention. - 18 -
Claims: 1. An access control system comprising: a credéhtial reader arranged to gather at least one 5
credential from a persqn desiring to pass through an access point associated with the access control
system, the systerﬁ 'c%!r'?bsérranged to use the at least one credential to provide an indication as to the
identity of the person; 10at least one access control device arranged to control access through a
respective accesipoint such that access by a person is allowed or denied dependent on whether a

positive decision s to the iféteor FR P 9dn Y SHERLARY ¥4 ¥hta storage device arranged to

store security level dataandicetie efi a burreatisecuiity avgbdppliicadpdetfos theor kealk acoegs point

assodiated with e sysief, e pegiiy 16l dsfinga e Sitery Squiied i pigude g posiive

access point associated with the access control system,
the system being arranged to use the at least one
credential to provide an indication as to the identity of
the person;

10 at least one access control device arranged to
control access through a respective access point such that
access by a person i1s allowed or denied dependent on
whether a positive decision as to the identity of the
person is obtained; and

15 a data storage device arranged to store security
level data indicative of a current security level
applicable for the or each access point associated with
the system, the security level defining the criteria
required to provide a positive decision as to the identity

20 of the person;

wherein the system is arranged to facilitate
modification of the stored security level data so as to
change the criteria required to be satisfied iIn order to
provide a positive indication as to the identity of a
25 person.

2. An access control system as claimed in claim 1,
wherein the system is arranged to facilitate modification
of the stored security level data by an operator.

30
3. An access control system as claimed in claim 2,
wherein the system is arranged such that only an



200f the person; wherein the system is arranged to facilitate modification of the stored security
level data so as to change the criteria required to be satisfied in order to provide a positive indication
as to the identity of a 25person. 2. An access control system as claimed in claim 1, wherein the
system is arranged to facilitate modification of the stored security level data by an operator. 30 - 19 -
authorised operator is able to modify the stored securitylif8vel data. 4. An access control system as
claimed in any one of the 5 preceding claims, wherein the security level data associated with each

access point is irfiEEAINSRE BB AN bpePREE stAMAEEY HhGPLed ReaUdYin any

one of the 10 prepedup clatms, wherein the system is arranged so that multiple access points are
groupable together and the security level data associated with a group of access points are modifiable
simultaneously by an operator. 15 6.An access control system as claimed in any one of the preceding
claims, wherein the systam iscawaigesbivtipoilitay stedifieadianlefithe staredaegudiydewd ddie
automaticallg based on defined inonlificatiopI rules. .

preceding clamms, wherern the security level data

associated with each access point is individually

modifiable by an operator.

5. An access control system as claimed in any one of the
10 preceding claims, wherein the system is arranged so that

multiple access points are groupable together and the

security level data associated with a group of access

points are modifiable simultaneously by an operator.

15 6. An access control system as claimed in any one of the
preceding claims, wherein the system iIs arranged to
facilitate modification of the stored security level data

automatically based on defined modification rules.

20 7. An access control system as claimed in claim 6,
wherein the modification rules define the security level

data according to the time of day, or day of the week.

8. An access control system as claimed in claim 6 or
25 claim 7, wherein the modification rules are modifiable by

an operator.

9. An access control system as claimed in any one of the
preceding claims, wherein the security level defines the
number of credentials required to be gathered from a

30 person in order to provide a positive indication as to the

identity of the person.



207.An access control system as claimed in claim 6, wherein the modification rules define the security
level data according to the time of day, or day of the week. 8. An access control system as claimed
in claim 6 or 25 claim 7, wherein the modification rules are modifiable by an operator. 9. An access
control system as claimed in any one of the preceding claims, wherein the security level defines the
number of credentials required to be gathered from a-3@Person in order to provide a positive
indication as to the identity of the person. - 20 - 10. An access_control system as claimed in any one

of the preceding RimsANhERFEER SRS A iR A&y RiteIREy 8 ding

an access card haringedfi isgngienindicalive pé arpetsen sipsadnndompoprisesanrd nbrerpgestials
comprise the identifier 11. An acgess cantro] system as claimed in any one of the preceding claims,
wherein the systSASALET B dE TSRS L RRUNBY e GRSt CRIARGE Hom a 10

person, and the errd¢diéais EFiigrisénbd bionieigicoffoampteson 2 shb redess cahieolsyptem as
claimed in any one f@?e receding claims, wherein the system comprises a keypad 15 arranged to
enable a pel%on @gnt fﬁﬁﬁﬁ‘lﬁﬁﬁéﬂﬂ%dﬁﬂ@%ﬁé&n %%ecdrqﬁﬂrgg ﬁeeﬁlN number. 13. An access
control system as claimed in any one of the preceding claims, wherein the system comprises a high 20
security level whirfin at least 3 credentials arp e qued tq be @Fthereg from a person in ?_rdt r to

: . dicAdACCESe CULro sten as clapried 1 ?H% anen .‘%e
provide a positivé indication as to the identity of THe person, a medium security tevel wherein
credentials are reréeedons glthens), frommea persoblhie csysrtienprovidpraises a biometric

reader arranged to gather biometric information from a
10 person, and the credentials comprise the biometric

information.

12. An access control system as claimed in any one of the
preceding claims, wherein the system comprises a keypad

15 arranged to enable a person to enter a PIN number, and the
credentials comprise the PIN number.

13. An access control system as claimed in any one of the
preceding claims, wherein the system comprises a high

20 security level wherein at least 3 credentials are required
to be gathered from a person in order to provide a
positive indication as to the identity of the person, a
medium security level wherein 2 credentials are required
to be gathered from a person in order to provide a

25 positive indication as to the identity of the person, and
a low security level wherein 1 credential i1s required to
be gathered from a person in order to provide a positive

indication as to the identity of the person.

30 14. An access control system as claimed in any one of the
preceding claims, wherein the security level defines the
maximum Ffalse acceptance rate allowable for a person

desiring to gain passage through an access point.



25 positive indication as to the identity of the person, and a low security level wherein 1 credential is
required to be gathered from a person in order to provide a positive indication as to the identity of the
person. 3014. An access control system as claimed in any one of the preceding claims, wherein the
security level defines the maximum false acceptance rate allowable for a person desiring to gain
passage through an access point. - 21 - 15. An access2dontrol system as claimed in any one of the
preceding claims, wherein the system is arranged to store reference credential data, to compare the

reference credentiat datd WRF EEFSsSHING Jaf¥rd & Br R rtlrd Bath, HhdABYhroti8e &fp e or
negative indicatig-ag&eltheydenaling fhaperwivbases &y geceriBadsamnied\taceassreontrol

system as claimed ip any one of the preceding claims, wherein the system cq Prises a network 10
that may be an aﬁai%s%h%%d%‘?@gﬂ& 5 h%@%’IFtBawE%?n t\ﬁ%flg $7%&n access control
system as claimaskiaddaini 2d, \Whainiehsysiememspapritascayattessed ok d@toi b arranged to
carry out the comparison between the reference credential data and tljtz. correzﬁgndirﬁgathered
credential dita, tHE Wace 0B oIRN L 5o Ry ARRhEANGo QEnH S LE cER ATAIA Bine
access control statorthiwoudetita tigtvafkthe I ¥soactessaenhntnol tystecoapealaisedin claim 17,
wherein the security level data is stored at the access control station. 2519. An access control system
as claimed in claim 15,

16. An access control system as claimed in any one of the

preceding claims, wherein the system comprises a network
10 that may be an address based network, such as an IP based

Ethernet network.

17. An access control system as claimed in claim 16,
wherein the system comprises an access control station

15 arranged to carry out the comparison between the reference
credential data and the corresponding gathered credential
data, the access control device being arranged to send
gathered credential data to the access control station
through the network.

20
18. An access control system as claimed in claim 17,
wherein the security level data i1s stored at the access
control station.

25 19. An access control system as claimed in claim 15,
wherein the access control device i1s arranged to carry out
the comparison between the reference credential data and

the corresponding gathered credential data.

30 20. An access control system as claimed in claim 18 or
claim 19, wherein the reference credential data is stored

at the access control station.



wherein the access control device is arranged to carry out the comparison between the reference
credential data and the corresponding gathered credential data. 30 20. An access control system as
claimed in claim 18 or claim 19, wherein the reference credential data is stored at the access control
station. - 22 - 21. An access control system as claimed in any one of claims 18 to 20, wherein the
security level data associated with an access point issté#d-at the access control device associated
with the access point. 22. An access control system as claimed in claim 15, wherein the credential

reader is arrangetfto cafify ARIRESORPEHEBH bRYRLEN tRSrtd _HRe L rddeAIYY d9REa T the

corresponding gaihararscredenidval Zaia.wRerAf mcenss sedia! Brgterneas Elaiaed in claim 22, wherein
the reference credential_datgéig stored at each credential reader. 15 24. An access control system as

claimed in claim 223 ¢ B EeRERABIA LS aSL0kaR AkitH AR RTEESBoint is
stored at the credshniiarcdadés\apseciatssbaiip thelacaads aoiet. 20cs #\npadaess control system as
claimed in any one of the preceding claims, comprising a terminal usable by an operator to modify the
stored securﬂy level data. 26. An access control system as claimed in claim 25, 25 wherein the
terminal comprises a personal computer, a PDA, or a tablet computer. 27. An access control system

as claimed in any28ne oMhprReAIPOEHY WS ERMeaH &d@b8R9nk8I §dAdRisI30 arranged to
control access thpguiItiale AEFRIFPRIFISI -RU03% AR A8FISTERUIISYSIERT S SIMERdN any

one of the preceding claims, comprising a sensor arranged to detect whether the access point is open

or closed, and arFSERATARAL Betugsnothodiedare o e eFortASE AL 3Whdh%he sensor
detects that the assepe HpiividE BREY Hcheralisenee é atiesitisiagication as to the identity of a

person.
23. An access control system as claimed in claim 22,
wherein the reference credential data is stored at each
credential reader.

15 24. An access control system as claimed in claim 22 or
claim 23, wherein the security level data associated with
an access point is stored at the credential reader
associated with the access point.

20 25. An access control system as claimed in any one of the
preceding claims, comprising a terminal usable by an

operator to modify the stored security level data.

26. An access control system as claimed in claim 25,
25 wherein the terminal comprises a personal computer, a PDA,

or a tablet computer.

27. An access control system as claimed in any one of the
preceding claims, wherein each access control device is

30 arranged to control access through multiple access points.



- 23 -

28. An access control system as claimed in any one of the
preceding claims, comprising a sensor arranged to detect
whether the access point is open or closed, and an alarm
device arranged to produce an audible and/or visible alarm
when the sensor detects that the access point Is open in
the absence of a positive indication as to the identity of

a person.



