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METHOD AND APPARATUS FOR DETERMINING TERMINAL
PROFILE, DEVICE, STORAGE MEDIUM, AND SYSTEM

[0001] This application claims priority to Chinese Patent Application No. 202010368072.7,
filed on April 30, 2020 and entitled "METHOD AND APPARATUS FOR DETERMINING
TERMINAL PROFILE, DEVICE, STORAGE MEDIUM, AND SYSTEM", which is incorporated

herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of communications technologies, and in particular,
to a method and an apparatus for determining a terminal profile, a device, a storage medium, and

a system.

BACKGROUND

[0003] Currently, a terminal profile is increasingly widely demanded in a wireless local area
network (WLAN), for example, roaming optimization, load balance, access control, and radio
calibration. The terminal profile refers to a related network capability of a terminal on software or
hardware. For example, in terms of roaming optimization, to improve roaming experience, a
terminal profile related to the roaming optimization usually needs to be determined, and then, a
corresponding roaming steering condition is determined based on the terminal profile related to
the roaming optimization, to perform roaming steering on the terminal. Therefore, how to

determine the terminal profile becomes an urgent problem to be resolved currently.

SUMMARY

[0004] This application provides a method and an apparatus for determining a terminal profile,
and a device, a storage medium, and a system. A terminal is detected online, to accurately

determine a corresponding terminal profile on the basis of minimized overheads. The technical
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solutions are as follows.

[0005] According to a first aspect, a method for determining a terminal profile is provided. In
the method, a network device obtains a plurality of groups of profile detection data. The plurality
of groups of profile detection data is determined by detecting one or more first terminals for a
plurality of times. The network device determines a reference terminal profile based on the
plurality of groups of profile detection data.

[0006] Optionally, for one first terminal, the reference terminal profile is a terminal profile
corresponding to the terminal. For a plurality of first terminals, the plurality of first terminals
belong to a same category, and category information is reference category information. In this way,
the reference terminal profile refers to a terminal profile corresponding to a terminal that has the
reference category information.

[0007] In this application, the network device may detect the one or more first terminals for a
plurality of times, to determine the plurality of groups of profile detection data. In this way, the
network device can determine the reference terminal profile based on the plurality of groups of
profile detection data. In other words, in this application, a terminal is detected online, to accurately
determine a corresponding terminal profile on the basis of minimized overheads, and different
terminal profiles can be further determined for different category information, to adapt to a
category of the terminal.

[0008] It should be noted that the reference category information may include a model
identifier, or the reference category information may include a model identifier and a version
identifier of an operating system. In other words, the one or more first terminals may be the same
in model, or the one or more first terminals are the same in both model and operating system
version. Certainly, the foregoing merely describes content included in the reference category
information as an example. In some other embodiments, the reference category information may
further include other information, for example, a type of a terminal. The type may refer to that the
terminal is a mobile phone, a notebook computer, or another type of device.

[0009] It should be noted that the version identifier of the operating system may refer to an
identifier that can identify a type of the operating system and a version of the operating system.
For example, the version identifier of the operating system may be 10S 8.1.1, Android 4.3.1, or
the like.

[0010] In this application, the network device may determine the reference terminal profile in
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a plurality of manners based on the plurality of groups of profile detection data. The following
describes one of the manners.

[0011] The network device extracts corresponding key feature data from each of the plurality
of groups of profile detection data based on a reference profile type. The reference profile type
refers to a type corresponding to a terminal profile that currently needs to be determined. The
network device determines the reference terminal profile based on a plurality of pieces of extracted
key feature data.

[0012] It should be noted that, when types of reference terminal profiles are different, extracted
key feature data is different. For example, when the reference profile type is a link quality
measurement type, the key feature data includes a protocol support label and protocol description
data. The protocol support label is used to indicate whether a corresponding terminal supports a
corresponding link signal quality measurement protocol. The protocol description data is used to
describe the corresponding link signal quality measurement protocol. When the reference profile
type is a roaming steering type, the key feature data includes a roaming steering label and steering
feature data. The roaming steering label is used to indicate whether roaming steering detection on
a corresponding terminal succeeds (that is, whether steering of roaming of the terminal succeeds).
The steering feature data is used to describe network information when the roaming steering
detection is performed on the corresponding terminal and/or a steering manner of performing the
roaming steering detection. The network information when the roaming steering detection is
performed on the corresponding terminal may include access point data and terminal data. The
access point data may include network information of an access point device, such as signal
strength, a load, a channel, a quantity of associated terminals, and a frequency band. If the steering
of the roaming succeeds, the access point data may include network information of an access point
device associated with the terminal before and/or after the terminal roams. If the steering of the
roaming fails, the access point data may include network information of an associated access point
device and network information of a steered destination neighbor access point device when
roaming steering is performed on the terminal. The terminal data may include a service type, traffic,
and the like of a service performed by the terminal when the roaming steering detection is
performed on the terminal. The steering manner of performing the roaming steering detection may
include a steering protocol used for roaming steering detection, a protocol parameter value of the
steering protocol, a steering frequency, and the like. When the reference profile type is a network
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detection type, the key feature data includes a detection support label and detection description
data. The detection support label is used to indicate whether a corresponding terminal supports a
corresponding detection capability. The detection description data is used to describe the
corresponding detection capability. The detection capability includes a frequency band and/or a
channel.

[0013] After the network device determines the reference terminal profile in a roaming
steering detection manner, the network device may correspondingly store the feature data of the
one or more first terminals and the reference terminal profile. In this way, for another terminal, for
example, for one or more target terminals, when a terminal profile corresponding to the one or
more target terminals is determined, terminal feature data may be directly obtained. The terminal
feature data is used to describe a feature of one target terminal or a common feature of a plurality
of target terminals. In this way, the network device may determine, from a plurality of pieces of
stored feature data, target feature data that is most similar to the terminal feature data. Each of the
plurality of pieces of feature data corresponds to a terminal profile, and terminal profiles
corresponding to the plurality of pieces of feature data include the reference terminal profile. In
other words, the terminal profiles corresponding to the plurality of pieces of feature data may be
determined by roaming steering detection. Then, the network device determines a terminal profile
corresponding to the target feature data as a terminal profile of the one or the plurality of target
terminals. In this way, a speed and efficiency of determining the terminal profile can be improved,
and the efficiency can be further improved when there are a large quantity of operating system
Versions.

[0014] It should be noted that when the types of the reference terminal profiles are different,
determined profile detection data is also different. For example, when the reference profile type is
the link quality measurement type, the profile detection data includes terminal description
information, access point description information, a protocol support label, and protocol
description data. The terminal description information is used to describe related information of
the terminal, for example, a MAC address and a terminal identification identifier. The access point
description information is used to describe related information of an access point device associated
with the terminal, for example, an identifier of the access point device. The protocol support label
is used to indicate whether a corresponding terminal supports a corresponding link signal quality
measurement protocol. The protocol description data is used to describe the corresponding link
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signal quality measurement protocol.

[0015] In this way, the reference terminal profile may include protocol support data, and the
protocol support data is used to describe a link quality measurement protocol supported by the
terminal. If the reference terminal profile is the terminal profile corresponding to the terminal that
has the reference category information, the terminal that has the reference category information
may support the link quality measurement protocol described in the protocol support data. Then,
link quality measurement may be performed according to the link quality measurement protocol
supported by the terminal.

[0016] When the reference profile type is the roaming steering type, the profile detection data
includes terminal description information, source access point description information, destination
access point description information, a roaming steering label, and steering feature data. The
terminal description information is used to describe related information of the terminal, for
example, a MAC address and a terminal identification identifier. The source access point
description information is used to describe related information of an access point device associated
with the terminal before the terminal roams, such as an identifier of a source access point device
and an identifier of a BSS. The destination access point description information is used to describe
related information of an access point device associated with the terminal after the terminal roams,
for example, an identifier of a destination access point device and an identifier of a BSS. The
roaming steering label is used to indicate whether roaming steering detection on a corresponding
terminal succeeds. The steering feature data is used to describe network information when the
roaming steering detection is performed on the corresponding terminal and/or a steering manner
of performing the roaming steering detection.

[0017] In this way, the reference terminal profile may include a roaming steering condition
(for example, an applicable roaming network condition standard) and/or an applicable steering
manner that are/is applicable to the one or more detected first terminals. A roaming network
condition refers to a network condition that needs to be satisfied by the two access point devices
when the terminal roams from one access point device to another access point device. The network
condition may be signal strength, channel utilization, a frequency band, a quantity of associated
terminals, channel bandwidth, or the like. For example, the network condition standard may be a
signal strength standard, for example, one or more of a signal strength threshold corresponding to
the source access point device, a signal strength threshold corresponding to the destination access
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point device, or a signal strength gain threshold between the source access point device and the
destination access point device. Subsequently, a person skilled in the art may determine, for the
reference terminal profile, the roaming steering condition and/or the applicable steering manner
corresponding to the terminal that has reference category information, and further perform
roaming steering on this type of terminal according to the roaming steering condition and/or the
applicable steering manner.

[0018] When the reference profile type is the network detection type, the profile detection data
includes terminal description information, access point description information, a detection
support label, and detection description data. The terminal description information is used to
describe related information of the terminal, for example, a MAC address and a terminal
identification identifier. The access point description information is used to describe related
information of an access point device associated with the terminal, for example, an identifier of
the access point device. The detection support label is used to indicate whether a corresponding
terminal supports a corresponding detection capability. The detection description data is used to
describe the corresponding detection capability. The detection capability includes a frequency
band and/or a channel, for example, a 2.4G or 5G frequency band.

[0019] In this way, the reference terminal profile may include capability support data, and the
capability support data is used to describe a detection capability supported by the terminal. If the
reference terminal profile is the terminal profile corresponding to the terminal that has the
reference category information, the terminal that has the reference category information may
support the detection capability described in the capability support data. For example, if the
capability support data includes the 5G frequency band, it may be determined that the terminal
that has the reference category information can support the 5G frequency band.

[0020] In this application, the network device performs detection based on a terminal
identification identifier. In this way, before performing detection, the network device needs to
obtain a reference terminal identification identifier. Therefore, before that a network device obtains
a plurality of groups of profile detection data, the method further includes: The network device
obtains reference category information. The network device determines a reference terminal
identification identifier based on the reference category information. The reference terminal
identification identifier refers to a terminal identification identifier corresponding to the one or
more first terminals. The network device detects the one or more first terminals for a plurality of
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times based on the reference terminal identification identifier.

[0021] When the network device is a data analyzer, the data analyzer is further capable of
communicating with a data detector. In this way, before that a network device obtains a plurality
of groups of profile detection data, the method further includes: The data analyzer obtains
reference category information from the data detector. The data analyzer determines a reference
terminal identification identifier based on the reference category information. The reference
terminal identification identifier refers to a terminal identification identifier corresponding to the
one or more first terminals. The data analyzer sends the reference terminal identification identifier
to the data detector, to enable the data detector to detect the one or more first terminals for a
plurality of times based on the reference terminal identification identifier.

[0022] Optionally, that the network device determines a reference terminal identification
identifier based on the reference category information includes: The network device determines,
from a plurality of pieces of stored category information, target category information that is most
similar to the reference category information. Each of the plurality of pieces of category
information corresponds to a terminal identification identifier The network device determines a
terminal identification identifier corresponding to the target category information as the reference
terminal identification identifier.

[0023] Optionally, after that the network device determines a reference terminal identification
identifier based on the reference category information, the method further includes: The network
device sends the reference terminal identification identifier to a plurality of access point devices.
The plurality of access point devices refer to access point devices that are capable of
communicating with the network device.

[0024] Optionally, after that the network device determines a reference terminal profile based
on the plurality of groups of profile detection data, the method further includes: The network
device sends the reference terminal profile to a plurality of access point devices. The plurality of
access point devices refer to access point devices that are capable of communicating with the
network device.

[0025] The network device sends the reference terminal identification identifier to the plurality
of access point devices, to enable the access point devices to subsequently apply a corresponding
terminal profile to a terminal. After the network device sends the reference terminal profile to the
plurality of access point devices, the access point device applies the reference terminal profile to
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the terminal that has the reference category information.

[0026] Optionally, after that the network device sends the reference terminal profile to a
plurality of access point devices, terminal profiles corresponding to a plurality of second terminals
may be further evaluated. To be specific, the network device obtains a plurality of groups of profile
quality data. The plurality of groups of profile quality data refers to quality data obtained before
and after the reference terminal profile is applied to the plurality of second terminals that have the
reference category information. The network device determines one or more third terminals from
the plurality of second terminals based on the plurality of groups of profile quality data. The one
or more third terminals refer to a terminal, in the plurality of second terminals, whose quality is
not improved after the reference terminal profile is applied. The network device reallocates a
terminal identification identifier to the one or more third terminals, and redetermines a terminal
profile corresponding to the one or more third terminals.

[0027] Optionally, each of the plurality of groups of profile quality data includes one or more
pieces of quality indicator data. In this way, that the network device determines one or more third
terminals from the plurality of second terminals based on the plurality of groups of profile quality
data includes: The network device determines, based on the one or more pieces of quality indicator
data included in each of the plurality of groups of profile quality data, a category split value
corresponding to each of the plurality of second terminals. The category split value is used to
represent roaming quality of a corresponding terminal. The network device selects, from the
plurality of second terminals, a second terminal whose corresponding category split value is
greater than or equal to a split threshold, to obtain the one or more third terminals.

[0028] According to a second aspect, a method for determining a terminal profile is provided.
In the method, a data detector determines a plurality of groups of profile detection data. The
plurality of groups of profile detection data is determined by detecting one or more first terminals
having reference category information for a plurality of times. The data detector sends the plurality
of groups of profile detection data to a data analyzer, to enable the data analyzer to determine a
reference terminal profile based on the plurality of groups of profile detection data. The reference
terminal profile refers to a terminal profile corresponding to a terminal that has the reference
category information.

[0029] Optionally, the data detector obtains a reference terminal identification identifier. The
reference terminal identification identifier refers to a terminal identification identifier
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corresponding to the one or more first terminals. The data detector detects the one or more first
terminals for a plurality of times based on the reference terminal identification identifier, to obtain
the plurality of groups of profile detection data.

[0030] In other words, after the data detector obtains the reference terminal identification
identifier, the data detector may detect the one or more first terminals for a plurality of times based
on the reference terminal identification identifier. A first reference terminal is used as an example,
the data detector constructs a detection instruction based on the reference terminal identification
identifier. The data detector sends the detection instruction to the first reference terminal by using
an access point device associated with the first reference terminal. The first reference terminal is
one of the one or more first terminals. The data detector receives, by using the access point device
associated with the first reference terminal, log data that is reported by the first reference terminal
before and after the detection instruction is received. The data detector determines a group of
profile detection data based on the log data that is reported by the first reference terminal before
and after the detection instruction is received.

[0031] In other words, the data detector may construct the detection instruction, and the
detection instruction is used to detect a network capability of the first reference terminal. In this
way, after the first reference terminal reports the log data, the group of profile detection data may
be determined from the log data, to perform subsequent terminal profile identification.

[0032] It should be noted that, for terminal profiles of different types, information carried in
detection instructions constructed by the data detector may be different, so that information
included in a group of profile detection data may also be different.

[0033] In this application, the data detector does not unconditionally construct the detection
instruction for the first reference terminal, to detect the first reference terminal. Instead, the data
detector needs to determine whether the first reference terminal meets a detection protection
condition, to construct the detection instruction only when the first reference terminal meets the
detection protection condition, so as to detect the first reference terminal. For profiles of different
types, detection protection conditions are usually different.

[0034] To be specific, before that the data detector constructs a detection instruction based on
the reference terminal identification identifier, the method further includes: The data detector
determines, based on the reference terminal identification identifier, whether the first reference
terminal meets the detection protection condition. If the data detector determines that the first
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reference terminal meets the detection protection condition, the step of constructing the detection
instruction based on the reference terminal identification identifier is performed.
[0035] Optionally, a type of the reference terminal profile is a roaming steering type. That the
data detector determines, based on the reference terminal identification identifier, whether the first
reference terminal meets the detection protection condition includes: The data detector obtains
first signal strength and second signal strength. The first signal strength refers to signal strength
corresponding to a first access point device. The first access point device refers to an access point
device that is associated before roaming of the first reference terminal is steered. The second signal
strength refers to signal strength corresponding to a second access point device. The second access
point device refers to an access point device that is associated after the roaming of the first
reference terminal is steered. If the data detector determines that the first signal strength is within
a reference strength range, and a difference between the first signal strength and the second signal
strength is greater than a strength threshold, a steering protection parameter is determined based
on the reference terminal identification identifier. The steering protection parameter is used to
indicate a maximum degree of performing roaming steering detection on the first reference
terminal. If the data detector determines that the steering protection parameter meets a steering
protection condition, and the first reference terminal is outside a protection whitelist, that the first
reference terminal meets the detection protection condition is determined.
[0036] Optionally, the steering protection parameter includes a total quantity of times of
steering for a terminal that has the reference category information, and the steering protection
condition includes that the total quantity of times of steering is not greater than a quantity-of-times
threshold; and/or

the steering protection parameter includes an average steering time interval for the first
reference terminal, and the steering protection condition includes that the average steering time
interval is greater than a duration threshold; and/or

the steering protection parameter includes a total quantity of terminals on which the
first access point device performs roaming steering detection, and the steering protection condition
includes that the total quantity of the terminals is not greater than a quantity threshold.
[0037] Optionally, that the data detector obtains a reference terminal identification identifier
includes: The data detector sends the reference category information to the data analyzer, to enable
the data analyzer to determine the reference terminal identification identifier based on the reference
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category information. The data detector receives the reference terminal identification identifier
sent by the data analyzer.

[0038] Optionally, after that the data detector sends the plurality of groups of profile detection
data to a data analyzer, to enable the data analyzer to determine a reference terminal profile based
on the plurality of groups of profile detection data, the method further includes: The data detector
determines a plurality of groups of profile quality data. The plurality of groups of profile quality
data refers to quality data obtained before and after the reference terminal profile is applied to a
plurality of second terminals that have the reference category information. The data detector sends
the plurality of groups of profile quality data to the data analyzer, to enable the data analyzer to
evaluate, based on the plurality of groups of profile quality data, terminal profiles corresponding
to the plurality of second terminals.

[0039] Asecond terminal periodically reports log data of the second terminal to an access point
device associated with the second terminal. The access point device forwards the log data reported
by the second terminal to the data detector. Because the access point device applies the reference
terminal profile to the second terminal, the data detector may determine the profile quality data by
using the log data reported by the second terminal.

[0040] Asecond reference terminal is used as an example, an implementation process in which
the data detector determines the profile quality data includes: The data detector determines a
moment at which the second reference terminal applies the reference terminal profile, to obtain a
profile application moment. The second reference terminal is one of the plurality of second
terminals. The data detector may determine a group of profile quality data based on the profile
application moment by using log data reported by the second reference terminal.

[0041] According to a third aspect, an apparatus for determining a terminal profile is provided.
The apparatus for determining the terminal profile is applied to a network device. The apparatus
for determining the terminal profile has a function of implementing behaviors in the method for
determining a terminal profile in the foregoing first aspect. The apparatus for determining the
terminal profile includes one or more modules, and the one or more modules are configured to
implement the method for determining a terminal profile in the foregoing first aspect.

[0042] To be specific, the apparatus for determining the terminal profile includes a first
obtaining module and a first determining module.

[0043] The first obtaining module is configured to obtain a plurality of groups of profile
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detection data. The plurality of groups of profile detection data is determined by detecting one or
more first terminals for a plurality of times.
[0044] The first determining module is configured to determine a reference terminal profile
based on the plurality of groups of profile detection data.
[0045] Optionally, the first terminals belong to a same category, category information is
reference category information, and the reference terminal profile refers to a terminal profile
corresponding to a terminal that has the reference category information.
[0046] Optionally, the first determining module is configured to:

extract corresponding key feature data from each of the plurality of groups of profile
detection data based on a reference profile type, where the reference profile type refers to a type
corresponding to a terminal profile that currently needs to be determined; and

determine the reference terminal profile based on a plurality of pieces of extracted key
feature data.
[0047] Optionally, when the reference profile type is a link quality measurement type, the key
feature data includes a protocol support label and protocol description data. The protocol support
label is used to indicate whether a corresponding terminal supports a corresponding link signal
quality measurement protocol. The protocol description data is used to describe the corresponding
link signal quality measurement protocol.
[0048] When the reference profile type is a roaming steering type, the key feature data includes
a roaming steering label and steering feature data. The roaming steering label is used to indicate
whether roaming steering detection on a corresponding terminal succeeds. The steering feature
data is used to describe network information when the roaming steering detection is performed on
the corresponding terminal and/or a steering manner of performing the roaming steering detection.
[0049] When the reference profile type is a network detection type, the key feature data
includes a detection support label and detection description data. The detection support label is
used to indicate whether a corresponding terminal supports a corresponding detection capability.
The detection description data is used to describe the corresponding detection capability. The
detection capability includes a frequency band and/or a channel.
[0050] Optionally, the apparatus further includes:

a second obtaining module, configured to obtain terminal feature data, where the
terminal feature data is used to describe a feature of one target terminal or a common feature of a
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plurality of target terminals;

a second determining module, configured to determine, from a plurality of pieces of
stored feature data, target feature data that is most similar to the terminal feature data, where each
of the plurality of pieces of feature data corresponds to a terminal profile, and terminal profiles
corresponding to the plurality of pieces of feature data include the reference terminal profile; and

a third determining module, configured to determine a terminal profile corresponding
to the target feature data as the terminal profile of the one or more target terminals.

[0051] Optionally, the apparatus further includes:

a third obtaining module, configured to obtain the reference category information;

a fourth determining module, configured to determine a reference terminal
identification identifier based on the reference category information, where the reference terminal
identification identifier refers to a terminal identification identifier corresponding to the one or
more first terminals; and

a detection module, configured to detect the one or more first terminals for a plurality
of times based on the reference terminal identification identifier.

[0052] Optionally, the network device is a data analyzer, and the data analyzer is capable of
communicating with a data detector.
[0053] The apparatus further includes:

a third obtaining module, configured to obtain the reference category information from
the data detector;

a fourth determining module, configured to determine a reference terminal
identification identifier based on the reference category information, where the reference terminal
identification identifier refers to a terminal identification identifier corresponding to the one or
more first terminals; and

a first sending module, configured to send the reference terminal identification
identifier to the data detector, to enable the data detector to detect the one or more first terminals
for a plurality of times based on the reference terminal identification identifier.

[0054] Optionally, the fourth determining module is configured to:

determine, from a plurality of pieces of stored category information, target category
information that is most similar to the reference category information, where each of the plurality
of pieces of category information corresponds to a terminal identification identifier; and
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determine a terminal identification identifier corresponding to the target category
information as the reference terminal identification identifier.
[0055] Optionally, the apparatus further includes:

a second sending module, configured to send the reference terminal identification
identifier to a plurality of access point devices. The plurality of access point devices refer to access
point devices that are capable of communicating with the network device.

[0056] Optionally, the apparatus further includes:

a third sending module, configured to send the reference terminal profile to a plurality
of access point devices. The plurality of access point devices refer to access point devices that are
capable of communicating with the network device.

[0057] Optionally, the apparatus further includes:

a fourth obtaining module, configured to obtain a plurality of groups of profile quality
data, where the plurality of groups of profile quality data refers to quality data obtained before and
after the reference terminal profile is applied to a plurality of second terminals that have the
reference category information;

a fifth determining module, configured to determine one or more third terminals from
the plurality of second terminals based on the plurality of groups of profile quality data, where the
one or more third terminals refer to a terminal, in the plurality of second terminals, whose quality
is not improved after the reference terminal profile is applied;

an allocation module, configured to reallocate a terminal identification identifier to the
one or more third terminals; and

a sixth determining module, configured to redetermine a terminal profile corresponding
to the one or more third terminals.

[0058] Optionally, each of the plurality of groups of profile quality data includes one or more
pieces of quality indicator data.
[0059] The fifth determining module is configured to:

determine, based on the one or more pieces of quality indicator data included in each
of the plurality of groups of profile quality data, a category split value corresponding to each of
the plurality of second terminals, where the category split value is used to represent roaming
quality of a corresponding terminal; and

select, from the plurality of second terminals, a second terminal whose corresponding
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category split value is greater than or equal to a split threshold, to obtain the one or more third
terminals.
[0060] Optionally, the reference category information includes a model identifier.
[0061] According to a fourth aspect, an apparatus for determining a terminal profile is
provided. The apparatus for determining the terminal profile is applied to a data detector. The
apparatus for determining the terminal profile has a function of implementing behaviors in the
method for determining a terminal profile in the foregoing second aspect. The apparatus for
determining the terminal profile includes one or more modules, and the one or more modules are
configured to implement the method for determining a terminal profile in the foregoing second
aspect.
[0062] To be specific, the apparatus for determining the terminal profile includes a first
determining module and a first sending module.
[0063] The first determining module is configured to determine a plurality of groups of profile
detection data. The plurality of groups of profile detection data is determined by detecting one or
more first terminals having reference category information for a plurality of times.
[0064] The first sending module is configured to send the plurality of groups of profile
detection data to a data analyzer, to enable the data analyzer to determine a reference terminal
profile based on the plurality of groups of profile detection data. The reference terminal profile
refers to a terminal profile corresponding to a terminal that has the reference category information.
[0065] Optionally, the first determining module includes:

an obtaining submodule, configured to obtain a reference terminal identification
identifier, where the reference terminal identification identifier refers to a terminal identification
identifier corresponding to the one or more first terminals; and

a detection submodule, configured to detect the one or more first terminals for a
plurality of times based on the reference terminal identification identifier, to obtain the plurality
of groups of profile detection data.
[0066] Optionally, the detection submodule includes:

a construction unit, configured to construct a detection instruction based on the
reference terminal identification identifier;

a first sending unit, configured to send the detection instruction to a first reference
terminal by using an access point device associated with the first reference terminal, where the
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first reference terminal is one of the one or more first terminals;

a first receiving unit, configured to receive, by using the access point device associated
with the first reference terminal, log data that is reported by the first reference terminal before and
after the detection instruction is received; and

a determining unit, configured to determine a group of profile detection data based on
the log data that is reported by the first reference terminal before and after the detection instruction
is received.

[0067] Optionally, the detection submodule further includes:

a determining unit, configured to determine, based on the reference terminal
identification identifier, whether the first reference terminal meets a detection protection condition;
and

a triggering unit, configured to: if the first reference terminal meets the detection
protection condition, trigger the construction unit to construct the detection instruction based on
the reference terminal identification identifier.

[0068] Optionally, a type of the reference terminal profile is a roaming steering type.
[0069] The determining unit is configured to:

obtain first signal strength and second signal strength, where the first signal strength
refers to signal strength corresponding to a first access point device, the first access point device
refers to an access point device that is associated before roaming of the first reference terminal is
steered, the second signal strength refers to signal strength corresponding to a second access point
device, and the second access point device refers to an access point device that is associated after
the roaming of the first reference terminal is steered,

if it is determined that the first signal strength is within a reference strength range, and
a difference between the first signal strength and the second signal strength is greater than a
strength threshold, determine a steering protection parameter based on the reference terminal
identification identifier, where the steering protection parameter is used to indicate a maximum
degree of performing roaming steering detection on the first reference terminal; and

if it is determined that the steering protection parameter meets a steering protection
condition, and the first reference terminal is outside a protection whitelist, determine that the first
reference terminal meets the detection protection condition.

[0070] Optionally, the steering protection parameter includes a total quantity of times of
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steering for a terminal that has the reference category information, and the steering protection
condition includes that the total quantity of times of steering is not greater than a quantity-of-times
threshold; and/or

the steering protection parameter includes an average steering time interval for the first
reference terminal, and the steering protection condition includes that the average steering time
interval is greater than a duration threshold; and/or

the steering protection parameter includes a total quantity of terminals on which the
first access point device performs roaming steering detection, and the steering protection condition
includes that the total quantity of the terminals is not greater than a quantity threshold.

[0071] Optionally, the obtaining submodule includes:

a second sending unit, configured to send the reference category information to the data
analyzer, to enable the data analyzer to determine the reference terminal identification identifier
based on the reference category information; and

a second receiving unit, configured to receive the reference terminal identification
identifier sent by the data analyzer.

[0072] Optionally, the apparatus further includes:

a second determining module, configured to determine a plurality of groups of profile
quality data, where the plurality of groups of profile quality data refers to quality data obtained
before and after the reference terminal profile is applied to a plurality of second terminals that have
the reference category information; and

a second sending module, configured to send the plurality of groups of profile quality
data to the data analyzer, to enable the data analyzer to evaluate, based on the plurality of groups
of profile quality data, terminal profiles corresponding to the plurality of second terminals.
[0073] Optionally, the second determining module is configured to:

determine a moment at which a second reference terminal applies the reference
terminal profile, to obtain a profile application moment, where the second reference terminal is
one of the plurality of second terminals; and

determine a group of profile quality data based on the profile application moment by
using log data reported by the second reference terminal.

[0074] According to a fifth aspect, a network device is provided. The network device includes
a processor and a memory. The memory is configured to store a program for performing the

17



10

15

20

25

30

method for determining a terminal profile in the foregoing first aspect, and store data used to
implement the method for determining a terminal profile in the foregoing first aspect. The
processor is configured to execute the program stored in the memory. The network device may
further include a communication bus, and the communication bus is configured to establish a
connection between the processor and the memory.

[0075] According to a sixth aspect, a data analyzer is provided. The data analyzer includes a
processor and a memory. The memory is configured to store a program for performing the method
for determining a terminal profile in the foregoing first aspect, and store data used to implement
the method for determining a terminal profile in the foregoing first aspect. The processor is
configured to execute the program stored in the memory. The data analyzer may further include a
communication bus, and the communication bus is configured to establish a connection between
the processor and the memory.

[0076] According to a seventh aspect, a data detector is provided. The data detector includes
a processor and a memory. The memory is configured to store a program for performing the
method for determining a terminal profile in the foregoing second aspect, and store data used to
implement the method for determining a terminal profile in the foregoing second aspect. The
processor is configured to execute the program stored in the memory. The data detector may further
include a communication bus, and the communication bus is configured to establish a connection
between the processor and the memory.

[0077] According to an eighth aspect, a computer-readable storage medium is provided. The
computer-readable storage medium stores instructions. When the instructions are run on a
computer, the computer is enabled to perform the method for determining a terminal profile in the
foregoing first aspect.

[0078] According to a ninth aspect, a computer-readable storage medium is provided. The
computer-readable storage medium stores instructions. When the instructions are run on a
computer, the computer is enabled to perform the method for determining a terminal profile in the
foregoing second aspect.

[0079] According to a tenth aspect, a computer program product including instructions is
provided. When the computer program product runs on a computer, the computer performs the
method for determining a terminal profile in the foregoing first aspect.

[0080] According to an eleventh aspect, a computer program product including instructions is
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provided. When the computer program product runs on a computer, the computer performs the
method for determining a terminal profile in the foregoing second aspect.

[0081] According to a twelfth aspect, a system for determining a terminal profile is provided.
The system includes a network device, a plurality of access point devices, and a plurality of
terminals. The network device is configured to implement the steps of the methods in the foregoing
first aspect.

[0082] According to a thirteenth aspect, a system for determining a terminal profile is provided.
The system includes a data detector, a data analyzer, a plurality of access point devices, and a
plurality of terminals. The data analyzer is configured to implement the steps of the methods in
the foregoing first aspect. The data detector is configured to implement the steps of the methods
in the foregoing second aspect.

[0083] Technical effects obtained in the foregoing second aspect to the thirteenth aspect are
similar to technical effects obtained by using corresponding technical means in the first aspect.
Details are not described herein again.

[0084] The technical solutions provided in this application can bring at least the following
beneficial effects.

[0085] In this application, the network device may detect the one or more first terminals for a
plurality of times, to determine the plurality of groups of profile detection data. In this way, the
network device can determine the reference terminal profile based on the plurality of groups of
profile detection data. In other words, in this application, the terminal is detected online, to
accurately determine the corresponding terminal profile on the basis of the minimized overheads,
and the different terminal profiles can be further determined for the different category information,

to adapt to the category of the terminal.

BRIEF DESCRIPTION OF DRAWINGS

[0086] FIG. 1 is a schematic diagram of a roaming process according to an embodiment of this
application;

[0087] FIG. 2 is a schematic diagram of an implementation environment according to an
embodiment of this application;

[0088] FIG. 3 is a schematic diagram of a structure of a network device according to an
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embodiment of this application;

[0089] FIG. 4 is a flowchart of a method for determining a terminal profile according to an
embodiment of this application;

[0090] FIG. 5 is a flowchart of a method for determining whether a terminal meets a detection
protection condition according to an embodiment of this application;

[0091] FIG. 6 is a flowchart of another method for determining a terminal profile according to
an embodiment of this application;

[0092] FIG. 7 is a schematic diagram of a structure of an apparatus for determining a terminal
profile according to an embodiment of this application; and

[0093] FIG. 8 is a schematic diagram of a structure of another apparatus for determining a

terminal profile according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0094] To make the objectives, technical solutions, and advantages of this application clearer,
the following further describes implementations of this application in detail with reference to the
accompanying drawings.

[0095] For ease of understanding, before the method for determining a terminal profile
provided in embodiments of this application is explained in detail, nouns and implementation
environments in embodiments of this application are first explained or described.

[0096] First, the nouns in embodiments of this application are explained.

[0097] BSS: basic service set. A service provided by a single access point (AP) device is
referred to as a BSS.

[0098] ESS: extended service set. A unified service provided by a plurality of access point
devices that are managed by using a same access control device and that use a same service set
identifier (SSID) is referred to as an ESS. In other words, one ESS may include a plurality of BSSs.
[0099] Association: a state in which a communication connection is established between a
terminal and an access point device. A terminal is associated with an access point device, that is,
the terminal accesses the access point device, and then can access the access point device, or the
access point device can provide a service for the terminal.

[00100] Roaming: a process in which a terminal is handed over between different BSSs of a
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same ESS is referred to as roaming. One access point device corresponds to one BSS, and one ESS
may include a plurality of BSSs. In other words, a process in which the terminal is switched from
an association with one access point device to an association with another access point device is
referred to as roaming.

[00101] For example, refer to FIG. 1, an ESS includes two BSSs. One BSS corresponds to an
access point device 1, and the other BSS corresponds to an access point device 2. At the beginning,
a terminal is associated with the access point device 1 at a location point A. When the terminal
moves to a location point A', the terminal is associated with the access point device 2. In other
words, the terminal is associated with the access point device 1 before roaming, and is associated
with the access point device 2 after roaming.

[00102] Source access point device: an access point device associated with a terminal before
the terminal roams is referred to as a source access point device.

[00103] Destination access point device: an access point device associated with a terminal after
the terminal roams is referred to as a destination access point device.

[00104] Terminal: a mobile terminal device, also referred to as a mobile terminal. In a WLAN,
a terminal is also referred to as a station (STA). For example, in embodiments of this application,
the terminal may be a notebook computer (also referred to as a personal computer (PC)), a game
console, a tablet computer, a smartphone, an e-reader, a digital broadcast terminal, a message
transceiver device, a personal digital assistant, a wearable device, or the like. The wearable device
may be a band, a watch, or the like.

[00105] Signal strength: strength of a signal that is received by a terminal from an access point
device, in dBm. Generally, signal strength is a negative value. A larger value indicates better signal
quality. In most scenarios, signal quality is very good when the value is —50 or higher, and the
signal quality is poor when the value is =70 or lower.

[00106] Terminal profile: a related network capability of a terminal on software or hardware is
referred to as a terminal profile. Roaming optimization is used as an example. A terminal profile
in roaming optimization refers to a related network capability of a terminal during roaming. For
example, when a signal strength of an access point device associated with the terminal is less than
a value 1, the terminal may roam. Alternatively, when a signal strength of a neighbor access point
device of the terminal is greater than a value 2, the terminal may roam. Alternatively, when a value
obtained by subtracting the signal strength of the associated access point device from the signal
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strength of the neighbor access point device of the terminal is greater than a value 3, the terminal
may roam.

[00107] The following describes the implementation environments in embodiments of this
application.

[00108] FIG. 2 is a schematic diagram of an implementation environment related to a method
for determining a terminal profile according to an embodiment of this application. A network
architecture related to the implementation environment includes a data detector 201, a data
analyzer 202, a plurality of access point devices 203 (in FIG. 2, three access point devices are used
to schematically represent the plurality of access point devices), and a plurality of terminals 204
(in FIG. 2, three terminals are used to schematically represent the plurality of terminals).

[00109] The data detector 201 and the data analyzer 202 are connected by using a wireless or
wired network, to perform communication. The data detector 201 is further connected to the
plurality of access point devices 203 separately by using a wireless or wired network, to perform
communication. The data analyzer 202 is separately connected to the plurality of access point
devices 203 by using a wireless or wired network, to perform communication. For each of the
plurality of terminals 204, one terminal 204 may be connected to one of the plurality of access
point devices 203 by using a wireless or wired network, to perform communication. To be specific,
one terminal 204 may be associated with one of the plurality of access point devices 203.

[00110] The data detector 201 may send reference category information to the data analyzer
202. The reference category information refers to category information corresponding to one or
more first terminals. In this way, the data analyzer 202 may identify the one or more first terminals
based on the reference category information sent by the data detector 201, to determine a reference
terminal identification identifier. The reference terminal identification identifier refers to a
terminal identification identifier corresponding to the one or more first terminals, and may also be
referred to as a model ID. Then, the data analyzer 202 may send the reference terminal
identification identifier to the data detector 201 and the plurality of access point devices 203.
[00111] The data detector 201 may further detect the one or more first terminals for a plurality
of times based on the reference terminal identification identifier, to determine a plurality of groups
of profile detection data, and send the plurality of groups of profile detection data to the data
analyzer 202. In this way, the data analyzer 202 may determine a reference terminal profile based
on the plurality of groups of profile detection data. The reference terminal profile refers to a
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terminal profile corresponding to a terminal that has the reference category information. Then, the
data analyzer 202 may send the reference terminal profile to the plurality of access point devices
203.

[00112] The access point devices 203 may cooperate with the data detector 201, to detect the
one or more first terminals for a plurality of times, so as to determine the foregoing plurality of
groups of profile detection data. The access point devices 203 may further apply, based on the
reference terminal identification identifier and the reference terminal profile that are sent by the
data analyzer 202, the reference terminal profile to terminals that have the reference category
information, for example, perform, based on the reference terminal identification identifier and the
reference terminal profile, roaming steering on the terminals that have the reference category
information.

[00113] Optionally, after applying the reference terminal profile to the terminals that have the
reference category information, the access point devices 203 may further determine some log data
of these terminals before and after the reference terminal profile is applied, and report the log data
to the data detector 201. In this way, the data detector 201 may determine a plurality of groups of
profile quality data based on the received log data. Then, the data detector 201 may send the
plurality of groups of profile quality data to the data analyzer 202. The data analyzer 202 evaluates
the reference terminal profile, to determine whether a corresponding terminal profile needs to be
redetermined.

[00114] In embodiments of this application, in addition to the foregoing functions, the access
point device 203 may further provide a communication service for a terminal 204. In other words,
an access point device associated with a terminal 204 may provide the communication service for
the terminal 204. For example, the terminal 204 may send a data packet to another device by using
the access point device associated with the terminal 204, or may receive, by using the access point
device associated with the terminal 204, a data packet or the like sent by another device.

[00115] It should be noted that the foregoing data detector 201 and the data analyzer 202 may
be separately deployed on two different network devices independently, or may be simultaneously
deployed on a same network device. For example, the network device may be a server having a
computing capability, an access controller (AC), an access point device having a computing
capability, or the like.

[00116] In addition, a network related to the implementation environment may be a WLAN.
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The network architecture related to the implementation environment may be deployed in a
plurality of areas such as a shopping mall, a supermarket, an office building, or a parking lot.
[00117] FIG. 3 is a schematic diagram of a structure of a network device according to an
embodiment of this application. The network device may be the data detector 201 shown in FIG.
2, or may be the data analyzer 202 or the access point device 203. The network device may include
one or more processors 301, a communication bus 302, a memory 303, and one or more
communication interfaces 304.

[00118] The processor 301 may be a general-purpose central processing unit (CPU), a network
processor (NP), or a microprocessor, or may be one or more integrated circuits configured to
implement the solutions of this application, for example, an application-specific integrated circuit
(ASIC), a programmable logic device (PLD), or a combination thereof. The foregoing PLD may
be a complex programmable logic device (CPLD), a field-programmable gate array (FPGA),
generic array logic (GAL), or any combination thereof.

[00119] The communication bus 302 is configured to transmit information between the
foregoing components. The communication bus 302 may be classified into an address bus, a data
bus, a control bus, and the like. For ease of representation, only one thick line is used to represent
the bus in the figure, but this does not mean that there is only one bus or only one type of bus.
[00120] The memory 303 may be a read-only memory (ROM), a random access memory
(RAM), an electrically erasable programmable read-only memory (EEPROM), an optical disc
(including a compact disc read-only memory (CD-ROM), a compact disc, a laser disc, a digital
versatile disc, a Blu-ray disc, or the like), a magnetic disk storage medium or another magnetic
storage device, or any other medium that can be configured to carry or store expected program
code in a form of an instruction or a data structure and that can be accessed by a network. However,
this is not limited hereto. The memory 303 may exist independently, and be connected to the
processor 301 through the communication bus 302. The memory 303 may alternatively be
integrated with the processor 301.

[00121] The communication interface 304 is configured to communicate with another device
or a communication network by using any transceiver-type apparatus. The communication
interface 304 includes a wired communication interface, and may further include a wireless
communication interface. The wired communication interface may be, for example, an Ethernet
interface. The Ethernet interface may be an optical interface, an electrical interface, or a
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combination thereof. The wireless communication interface may be a WLAN interface, a cellular
network communication interface, a combination thereof, or the like.

[00122] In some embodiments, the network device may include a plurality of processors, for
example, a processor 301 and a processor 305 shown in FIG. 3. Each of these processors may be
a single-core processor, or may be a multi-core processor. The processor herein may refer to one
or more devices, circuits, and/or processing cores configured to process data (for example,
computer program instructions).

[00123] During specific implementation, in an embodiment, the network device may further
include an output device 306 and an input device 307. The output device 306 communicates with
the processor 301, and may display information in a plurality of manners. For example, the output
device 306 may be a liquid crystal display (LCD), a light-emitting diode (LED) display device, a
cathode ray tube (CRT) display device, or a projector. The input device 307 communicates with
the processor 301, and may receive an input from a user in a plurality of manners. For example,
the input device 307 may be a mouse, a keyboard, a touchscreen device, or a sensing device.
[00124] In some embodiments, the memory 303 is configured to store program code 310 for
executing the solutions of this application, and the processor 301 may execute the program code
310 stored in the memory 303. The program code may include one or more software modules. The
network device may implement, by using the processor 301 and the program code 310 in the
memory 303, a method for determining a terminal profile provided in the following embodiment
in FIG. 4.

[00125] After the nouns and the implementation environments in embodiments of this
application are explained, the following explains and describes in detail the method for
determining a terminal profile provided in embodiments of this application. In embodiments of
this application, an example in which the data analyzer and the data detector are deployed on two
different network devices is used for description. In other words, an example in which the data
analyzer and the data detector are used as two different devices is used for description. FIG. 4 is a
flowchart of a method for determining a terminal profile according to an embodiment of this
application. The method includes the following steps.

[00126] Step 401: A data analyzer obtains reference category information from a data detector,
where the reference category information refers to category information of one or more first
terminals.
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[00127] It should be noted that when the reference category information refers to the category
information of the first terminals, the first terminals may belong to a same category. In other words,
the first terminals may have same category information, and the category information may be
referred to as reference category information. In some embodiments, the reference category
information may include a model identifier, or the reference category information may include a
model identifier and a version identifier of an operating system. In other words, the first terminals
may be the same in model, or the first terminals are the same in both model and operating system
version. Certainly, the foregoing merely describes content included in the reference category
information as an example. In some other embodiments, the reference category information may
further include other information, for example, a type of a terminal. The type may refer to that the
terminal is a mobile phone, a notebook computer, or another type of device.

[00128] It should be noted that the version identifier of the operating system may refer to an
identifier that can identify a type of the operating system and a version of the operating system.
For example, the version identifier of the operating system may be 10S 8.1.1, Android 4.3.1, or
the like.

[00129] In some embodiments, a packet for communication between a terminal and another
device usually carries information such as a media access control (MAC) address, model
description information, version description information of an operating system, and a terminal
type of the terminal. Therefore, the data detector may extract the information from packets, and
further determine the reference category information. For example, when a data packet sent by the
terminal is an http packet, the http packet may carry the MAC address of the terminal, and a user-
agent field of the http packet may carry the model description information of the terminal, the
version description information of the operating system, and the terminal type. Therefore, when
the reference category information includes the model identifier, the data detector may obtain the
model description information of the terminal from the http packet, and further determine a model
identifier of the terminal. When the reference category information includes the model identifier
and the version identifier of the operating system, the data detector may obtain the model
description information and the version description information of the operating system of the
terminal from the http packet, and further determine the model identifier and the version identifier
of the operating system of the terminal. For example, the model description information may be
Huawei P30, iPhone 8, or the like. The version description information of the operating system
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may be Android 8.0.0, Android 8.0.1, or the like.

[00130] Terminals of different models have different model description information. Therefore,
the data detector can distinguish between the terminals of different models based on the different
model description information. To be specific, a first reference terminal is used as an example, the
data detector may directly use model description information of the first reference terminal as a
model identifier of the first reference terminal. Certainly, the data detector may also distinguish
between a model of the first reference terminal based on the model description information of the
first reference terminal, and further allocate a corresponding model identifier to the first reference
terminal. Similarly, operating systems of different versions have different version description
information. Therefore, the data detector may distinguish between the operating systems of
different versions based on the different version description information. To be specific, the first
reference terminal is used as an example, the data detector may directly use version description
information of an operating system of the first reference terminal as a version identifier of the
operating system of the first reference terminal. Certainly, the data detector may also distinguish
between the operating system of the first reference terminal based on the version description
information of the operating system of the first reference terminal, and further allocate a version
identifier of a corresponding operating system to the first reference terminal. The first reference
terminal refers to one of the one or more first terminals.

[00131] After the data detector determines the reference category information, the data detector
may store the reference category information, and send the reference category information to the
data analyzer when the data analyzer subsequently requests the category information of the one or
more first terminals. Certainly, after the data detector determines the reference category
information, the data detector may directly send the reference category information to the data
analyzer without requiring the data analyzer to request the reference category information, to
reduce a quantity of interactions between the data analyzer and the data detector.

[00132] It should be noted that, regardless of whether the data analyzer actively requests the
reference category information from the data detector or the data detector actively sends the
reference category information to the data analyzer, after obtaining the reference category
information, the data analyzer may determine that terminal identification needs to be performed
on the one or more terminals subsequently, and further determine a terminal profile corresponding
to the one or more first terminals.
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[00133] In addition, after obtaining the reference category information from the data detector,
the data analyzer may further preprocess the reference category information, for example, feature
extraction, data cleansing, format conversion, and supplementation and deletion of abnormal data.
For example, the reference category information sent by the data detector to the data analyzer is
of a text type. In this way, the data analyzer needs to perform natural language processing on the
reference category information of the text type, to extract needed data. These preprocessing
operations may be set based on a requirement. This is not limited in embodiments of this
application.

[00134] Step 402: The data analyzer determines a reference terminal identification identifier
based on the reference category information, where the reference terminal identification identifier
refers to a terminal identification identifier corresponding to the one or more first terminals.
[00135] In some embodiments, the data analyzer may determine, from a plurality of pieces of
stored category information, target category information that is most similar to the reference
category information, and determine a terminal identification identifier corresponding to the target
category information as the reference terminal identification identifier. Each of the plurality of
pieces of category information corresponds to a terminal identification identifier

[00136] Because the data analyzer stores the plurality of pieces of category information in
advance, and each piece of category information corresponds to a terminal identification identifier,
after obtaining the reference category information, the data analyzer may match the reference
category information with the plurality of pieces of category information, to determine, from the
plurality of pieces of category information, one piece of category information that is most similar
to the reference category information, use the determined category information as the target
category information, and further determine the terminal identification identifier corresponding to
the target category information as the reference terminal identification identifier. The reference
terminal identification identifier may also be referred to as a terminal identification result
corresponding to the one or more first terminals.

[00137] It should be noted that, when the data analyzer matches the reference category
information with the plurality of pieces of category information, any matching method may be
used, provided that the piece of category information that is most similar to the reference category
information can be determined from the plurality of pieces of category information.

[00138] In addition, a terminal identification identifier may be determined by using one piece
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of or combining more pieces of information such as a MAC address, a terminal type, a terminal
model, and a version of an operating system of a terminal, or certainly, may be allocated depending
on difference of the information.

[00139] It should be noted that the data analyzer may not only determine, in the foregoing
manner, the reference terminal identification identifier based on the reference category information,
but also determine the reference terminal identification identifier in another manner. For example,
the data analyzer may determine whether there is category information that is the same as the
reference category information in category information corresponding to a known terminal
identification identifier. If there is no category information that is the same as the reference
category information, the data analyzer may directly allocate a terminal identification identifier,
namely, the reference terminal identification identifier, to the one or more first terminals.

[00140] Step 403: The data analyzer sends the reference terminal identification identifier to the
data detector and a plurality of access point devices. The plurality of access point devices refer to
access point devices that are capable of communicating with the data analyzer.

[00141] The data analyzer sends the reference terminal identification identifier to the data
detector, to enable the data detector to subsequently detect the one or more first terminals based
on the reference terminal identification identifier. The data analyzer sends the reference terminal
identification identifier to the plurality of access point devices, to enable the access point devices
to subsequently apply a corresponding terminal profile to a terminal. The following describes
content in the two aspects one by one, and details are not described herein again.

[00142] It should be noted that the plurality of access point devices may refer to all access point
devices that are capable of communicating with the data analyzer, or may refer to some access
point devices that are capable of communicating with the data analyzer.

[00143] Step 404: The data detector detects the one or more first terminals for a plurality of
times based on the reference terminal identification identifier, to obtain a plurality of groups of
profile detection data.

[00144] After the data detector receives the reference terminal identification identifier sent by
the data analyzer, the data detector may detect the one or more first terminals for a plurality of
times based on the reference terminal identification identifier. The first reference terminal is used
as an example, the data detector constructs a detection instruction based on the reference terminal
identification identifier. The data detector sends the detection instruction to the first reference
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terminal by using an access point device associated with the first reference terminal. The data
detector receives, by using the access point device associated with the first reference terminal, log
data that is reported by the first reference terminal before and after the detection instruction is
received. The data detector determines a group of profile detection data based on the log data that
is reported by the first reference terminal before and after the detection instruction is received.
[00145] In other words, the data detector may construct the detection instruction, and the
detection instruction is used to detect a network capability of the first reference terminal. In this
way, after the first reference terminal reports the log data, the group of profile detection data may
be determined based on the log data, to perform subsequent terminal profile identification.
[00146] It should be noted that, for terminal profiles of different types, information carried in
detection instructions constructed by the data detector may be different, so that information
included in a group of profile detection data may also be different.

[00147] For example, when a terminal profile that needs to be determined is a profile related to
link signal quality measurement, that is, when a profile type of the terminal profile that needs to
be determined is a link quality measurement type, the detection instruction may carry the reference
terminal identification identifier, an identifier of a link, measurement time, and the like. In this
way, the first reference terminal is used as an example, a corresponding group of profile detection
data may include terminal description information, access point description information, at least
one protocol support label, and corresponding protocol description data. The terminal description
information is used to describe related information of the first reference terminal, for example, a
MAC address and a terminal identification identifier. The access point description information is
used to describe related information of an access point device associated with the first reference
terminal, for example, an identifier of the access point device. The protocol support label is used
to indicate whether a corresponding terminal supports a corresponding link signal quality
measurement protocol. The protocol description data is used to describe the corresponding link
signal quality measurement protocol. For example, the profile detection data includes a label
indicating whether a link measurement protocol 802.11k is supported, a label indicating whether
a link measurement protocol 802.11h is supported, description data of the link measurement
protocol 802.11Kk, description data of the link measurement protocol 802.11h, and the like.
[00148] When a terminal profile that needs to be determined is a profile related to roaming
steering, that is, when a profile type of the terminal profile that needs to be determined is a roaming
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steering type, because roaming steering may comply with different protocols, for example, a 11v
steering protocol, a Deauth protocol, and a CSA protocol, for different steering protocols,
information carried in the detection instruction may be different, and information included in the
profile detection data may also be different.

[00149] Forthe 11v steering protocol, the detection instruction may carry the reference terminal
identification identifier, an identifier of a first access point device, an identifier of a second access
point device, and the like. The first access point device refers to an access point device currently
associated with the first reference terminal. The second access point device refers to an access
point device that needs to be associated after roaming of the first reference terminal is steered. In
this way, a corresponding group of profile detection data may include terminal description
information, source access point description information, destination access point description
information, a roaming steering label, and steering feature data. The source access point device
description information is used to describe related information of an access point device associated
with the terminal before the terminal roams, such as the identifier of the first source access point
device and an identifier of a BSS. The destination access point description information is used to
describe related information of an access point device associated with the terminal after the
terminal roams, for example, the identifier of the second access point device and an identifier of a
BSS. The roaming steering label is used to indicate whether roaming steering detection on a
corresponding terminal succeeds. The steering feature data is used to describe network information
when the roaming steering detection is performed on the corresponding terminal and/or a steering
manner of performing the roaming steering detection, for example, signal strength corresponding
to the first access point device and signal strength corresponding to the second access point device.
Certainly, other data may be further included, for example, roaming steering time, and load of the
second access point device after steering succeeds.

[00150] For the Deauth protocol, the detection instruction may carry control information for
forcing the first reference terminal to get offline, and the profile detection data may include a label
indicating whether the first reference terminal no longer get online after being forced to get offline,
a time interval from being forced to get offline to getting online again, a signal strength difference
between access point devices associated before and after roaming, whether the access point devices
associated before and after roaming are in a same cell, and the like.

[00151] For the CSA protocol, the detection instruction may carry control information for
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steering roaming of the first reference terminal, and the profile detection data may include a label
indicating whether CSA roaming is supported, a time interval for roaming from an associated
access point device to another access point device, and the like.

[00152] When a terminal profile that needs to be determined is a profile related to network
detection, that is, when a profile type of the terminal profile that needs to be determined is a
network detection type, the detection instruction may carry related information of a detection
capability that currently needs for detection, for example, related information of a frequency band
and related information of a channel. In this way, the profile detection data may include terminal
description information, access point description information, a detection support label, and
detection description data. The terminal description information is used to describe related
information of the terminal, for example, a MAC address and a terminal identification identifier.
The access point description information is used to describe related information of an access point
device associated with the terminal, for example, an identifier of the access point device. The
detection support label is used to indicate whether a corresponding terminal supports a
corresponding detection capability. The detection description data is used to describe the
corresponding detection capability. The detection capability includes a frequency band and/or a
channel, for example, a 2.4G or 5G frequency band.

[00153] The following uses the 11v steering protocol as an example to describe a process in
which the data detector detects the one or more first terminals for a plurality of times based on the
reference terminal identification identifier.

[00154] The first reference terminal is used as an example, after the data detector receives the
reference terminal identification identifier sent by the data analyzer, the data detector constructs a
roaming steering instruction. The roaming steering instruction carries the identifier of the second
access point device. The data detector sends the roaming steering instruction to the first access
point device, so that the second access point device sends the roaming steering instruction to the
first reference terminal, to guide the first reference terminal to roam from the first access point
device to the second access point device. In a roaming steering process, the first reference terminal
may report the log data obtained before and after roaming to the data detector. In this way, the data
detector may determine the group of profile detection data based on the received log data.
[00155] In some embodiments, the data detector may obtain signal strength corresponding to
neighbor access point devices of the first access point device, and select, based on the signal
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strength corresponding to these neighbor access point devices, an access point device from these
neighbor access point devices as the second access point device, namely, an access point device
that needs to be associated after roaming of the first reference terminal is steered. In addition, for
the first reference terminal, the data detector may perform roaming steering detection on the first
reference terminal for one or more times, and second access point devices determined during each
roaming steering detection may be different. In this way, a terminal profile with high accuracy may
be determined based on a plurality of finally determined groups of profile detection data.

[00156] The data detector may randomly select an access point device from these neighbor
access point devices as the second access point device, or may select, according to a rule, an access
point device from these neighbor access point devices as the second access point device. For
example, the data detector may select, from these neighbor access point devices, neighbor access
point devices whose signal strength falls within the target strength range, and then randomly select,
from the selected neighbor access point devices, an access point device as the second access point
device.

[00157] It should be noted that, because the first reference terminal has a built-in roaming rule,
the roaming rule may be the same as or different from a reference roaming steering condition.
Therefore, after the roaming steering detection is performed on the first reference terminal, the
first reference terminal may roam or may not roam. In other words, after the data detector performs
the roaming steering detection on the first reference terminal by using the first access point device,
the first reference terminal further needs to determine, according to the built-in roaming rule of the
first reference terminal, whether to roam. Therefore, the profile detection data may generally
include information such as related information of a reference terminal, related information of the
first access point device, related information of the second access point device, roaming steering
time, and whether roaming steering detection succeeds.

[00158] For example, the profile detection data may include the reference terminal
identification identifier, the reference category information, an identifier of a BSS of the first
access point device, an identifier of a BSS of the second access point device, the signal strength
corresponding to the first access point device, the signal strength corresponding to the second
access point device, the roaming steering time, a MAC address of the reference terminal, a label
indicating whether roaming steering detection succeeds, and the like.

[00159] It should be noted that the foregoing profile detection data listed above is merely an

33



10

15

20

25

30

example. In some other embodiments, the profile detection data may further include other data,
for example, data such as a frequency band, a channel, load of an access point device, and terminal
traffic.

[00160] An identifier of a BSS of an access point device may be a MAC address of the access
point device, or certainly, may be other information that can uniquely represent the BSS of the
access point device.

[00161] Inembodiments of this application, the data detector does not unconditionally construct
the detection instruction for the first reference terminal, to detect the first reference terminal.
Instead, the data detector needs to determine whether the first reference terminal meets a detection
protection condition, to construct the detection instruction only when the first reference terminal
meets the detection protection condition, so as to detect the first reference terminal. For profiles of
different types, detection protection conditions are usually different.

[00162] The 11v steering protocol is used as an example, that the data detector determines,
based on the reference terminal identification identifier, whether the first reference terminal meets
the detection protection condition includes: The data detector obtains first signal strength and
second signal strength. The first signal strength refers to signal strength corresponding to the first
access point device. The second signal strength refers to signal strength corresponding to the
second access point device. If the data detector determines that the first signal strength is within a
reference strength range, and a difference between the first signal strength and the second signal
strength is greater than a strength threshold, a steering protection parameter is determined based
on the reference terminal identification identifier. The steering protection parameter is used to
indicate a maximum degree of performing roaming steering detection on the first reference
terminal. If the steering protection parameter meets a steering protection condition, and the first
reference terminal is outside a protection whitelist, it is determined that the first reference terminal
meets the detection protection condition.

[00163] If the first signal strength is not within the reference strength range, or the first signal
strength is within the reference strength range and the difference between the first signal strength
and the second signal strength is not greater than the strength threshold, or the first signal strength
is within the reference strength range, the difference between the first signal strength and the
second signal strength is greater than the strength threshold, but the steering protection parameter
does not meet the steering protection condition, or the first signal strength is within the reference
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strength range, the difference between the first signal strength and the second signal strength is
greater than the strength threshold, and the steering protection parameter meets the steering
protection condition, but the first reference terminal is not outside the protection whitelist, it may
be determined that the first reference terminal does not meet the detection protection condition.
[00164] In some embodiments, the steering protection parameter includes a total quantity of
times of steering for a terminal that has the reference category information, and the steering
protection condition includes that the total quantity of times of steering is not greater than a
quantity-of-times threshold; and/or the steering protection parameter includes an average steering
time interval for the first reference terminal, and the steering protection condition includes that the
average steering time interval is greater than a duration threshold; and/or the steering protection
parameter includes a total quantity of terminals on which the first access point device performs
roaming steering detection, and the steering protection condition includes that the total quantity of
the terminals is not greater than a quantity threshold.

[00165] It should be noted that the reference strength range, the strength threshold, and the
protection whitelist may be set based on a requirement. This is not limited in embodiments of this
application. In addition, the foregoing method for determining whether the first reference terminal
meets the detection protection condition is merely an example. In embodiments of this application,
another method may be used to determine whether the first reference terminal meets the detection
protection condition. For example, the data detector may directly determine the steering protection
parameter based on the reference terminal identification identifier. If the steering protection
parameter meets the steering protection condition and the first reference terminal is outside the
protection whitelist, it is determined that the first reference terminal meets the detection protection
condition.

[00166] For example, as shown in FIG. 5, the data detector determines that the first signal
strength falls within a range of —75 to 50. If the data detector determines that the first signal
strength does not fall within the range of —75 to 50, the data detector determines that the first
reference terminal does not meet the detection protection condition. If the data detector determines
that the first signal strength falls within the range of —75 to 50, the data detector determines whether
the difference between the first signal strength and the second signal strength is greater than 10,
and determines that the first reference terminal does not meet the detection protection condition if
the difference between the first signal strength and the second signal strength is not greater than
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10. If the difference between the first signal strength and the second signal strength is greater than
10, whether at least one of the following three conditions is met is determined: steering is
performed for a maximum of 500 times under the reference category information, the first
reference terminal is steered once every 15 seconds on average, and a maximum of five terminals
are steered under one access point device. If at least one of the following three conditions is not
met, it is determined that the first reference terminal does not meet the detection protection
condition. If at least one of the following three conditions is met, whether the first reference
terminal is outside the protection whitelist is determined. If the first reference terminal is not
outside the protection whitelist, it is determined that the first reference terminal does not meet the
detection protection condition. If the first reference terminal is outside the protection whitelist, it
is determined that the first reference terminal meets the detection protection condition.

[00167] Step 405: The data analyzer obtains the plurality of groups of profile detection data
from the data detector, where the plurality of groups of profile detection data is determined by
detecting one or more first terminals having reference category information for a plurality of times.
[00168] In some embodiments, after determining the plurality of groups of profile detection
data in Step 404, the data detector may directly send the plurality of groups of profile detection
data to the data analyzer. Certainly, after determining the plurality of groups of profile detection
data in Step 404, the data detector may store the plurality of groups of profile detection data. Then,
when the data analyzer requests the plurality of groups of profile detection data, the data detector
sends the plurality of groups of profile detection data to the data analyzer.

[00169] It should be noted that, when detecting the one or more first terminals for a plurality of
times, the data detector may store a corresponding detection record and log data reported by a
corresponding terminal. When a plurality of groups of profile detection data need to be
subsequently sent to the data analyzer, data integration is performed based on the stored detection
record and log data, to determine the plurality of groups of profile detection data.

[00170] In addition, after obtaining the plurality of groups of profile detection data from the
data detector, the data analyzer may further preprocess the plurality of groups of profile detection
data, for example, feature extraction, data cleansing, format conversion, and supplementation and
deletion of abnormal data. These preprocessing operations may be set based on a requirement. This
is not limited in embodiments of this application.

[00171] Step 406: The data analyzer determines a reference terminal profile based on the
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plurality of groups of profile detection data, where the reference terminal profile refers to a
terminal profile corresponding to a terminal that has the reference category information.

[00172] In embodiments of this application, the data analyzer may determine the reference
terminal profile in a plurality of manners based on the plurality of groups of profile detection data.
The following describes one of the manners.

[00173] The data analyzer extracts corresponding key feature data from each of the plurality of
groups of profile detection data based on a reference profile type. The reference profile type refers
to a type corresponding to a terminal profile that currently needs to be determined. The data
analyzer determines the reference terminal profile based on a plurality of pieces of extracted key
feature data.

[00174] It should be noted that the data analyzer may determine the reference terminal profile
based on the plurality of pieces of extracted key feature data in a plurality of methods. For example,
the data analyzer may determine the reference terminal profile based on a statistical model, or may
determine the reference terminal profile based on a supervised learning model or an unsupervised
learning model. The statistical model may include an average model, a median model, a mode
model, a percentage model, and the like. The supervised learning model may include a logistic
regression model, a support vector machine model, a neural network model, and the like. The
unsupervised learning model may include a clustering model, a binary classification model, an N-
sigma threshold model, and the like.

[00175] Insome embodiments, the data analyzer may determine, from a stored correspondence
between a profile type and a model based on the reference profile type, a corresponding model as
a profile determining model. The profile determining model refers to a model for currently
determining the reference terminal profile. In this way, the data analyzer may perform incremental
learning based on the plurality of pieces of extracted key feature data by using the profile
determining model, to obtain the reference terminal profile, so as to ensure high accuracy of the
determined reference terminal profile. In addition, in embodiments of this application, the one or
more first terminals are detected to obtain the plurality of groups of profile detection data, so that
after the reference terminal profile is determined based on the plurality of groups of profile
detection data, the reference terminal profile can be closer to a network capability of the terminal,
to improve the accuracy of the reference terminal profile.

[00176] When performing incremental learning based on the plurality of pieces of extracted key
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feature data by using the profile determining model, the data analyzer may randomly select a part
of data from the plurality of pieces of extracted key feature data, learn a feature of the part of data
by using the profile determining model, and then determine a terminal profile. If the determined
terminal profile is not converged, the data analyzer may continue to learn a feature of other data
by using the profile determining model until the determined terminal profile is converged, and use
the converged terminal profile as the reference terminal profile.

[00177] Convergence of a terminal profile may refer to that the terminal profile remains
unchanged, or a variation of the terminal profile is less than a specified value. The specified value
is very small.

[00178] It should be noted that when reference profile types are different, extracted key feature
data is also different. For example, when the reference profile type is a link quality measurement
type, the key feature data includes a protocol support label and protocol description data, the
protocol support label is used to indicate whether a corresponding terminal supports a
corresponding link signal quality measurement protocol, and the protocol description data is used
to describe the corresponding link signal quality measurement protocol. When the reference profile
type is a roaming steering type, the key feature data includes a roaming steering label and steering
feature data. The roaming steering label is used to indicate whether roaming steering detection on
a corresponding terminal succeeds (that is, whether steering of roaming of the terminal succeeds).
The steering feature data is used to describe network information when the roaming steering
detection is performed on the corresponding terminal and/or a steering manner of performing the
roaming steering detection. The network information when the roaming steering detection is
performed on the corresponding terminal may include access point data and terminal data. The
access point data may include network information of an access point device, such as signal
strength, a load, a channel, a quantity of associated terminals, and a frequency band. If the steering
of the roaming succeeds, the access point data may include network information of an access point
device associated with the terminal before and/or after the terminal roams. If the steering of the
roaming fails, the access point data may include network information of an associated access point
device and network information of a steered destination neighbor access point device when
roaming steering is performed on the terminal. The terminal data may include a service type, traffic,
and the like of a service performed by the terminal when the roaming steering detection is
performed on the terminal. The steering manner of performing the roaming steering detection may
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include a steering protocol used for roaming steering detection, a protocol parameter value of the
steering protocol, a steering frequency, and the like. When the reference profile type is a network
detection type, the key feature data includes a detection support label and detection description
data. The detection support label is used to indicate whether a corresponding terminal supports a
corresponding detection capability. The detection description data is used to describe the
corresponding detection capability. The detection capability includes a frequency band and/or a
channel.

[00179] The 11v steering protocol is used as an example. The key feature data extracted by the
data analyzer from the plurality of groups of profile detection data may include the roaming
steering label and the steering feature data. The roaming steering label is used to indicate whether
the roaming steering detection on the corresponding terminal succeeds. The steering feature data
is used to describe the network information when the roaming steering detection is performed on
the corresponding terminal and/or the steering manner of performing the roaming steering
detection. For example, the steering feature data may include a model identifier, a version identifier
of an operating system, a terminal type, signal strength corresponding to an access point device
associated with the terminal before roaming, and signal strength corresponding to an access point
device associated with the terminal after roaming.

[00180] When the reference profile type is the link quality measurement type, the reference
terminal profile may include the reference category information and protocol support data. The
protocol support data is used to describe a link quality measurement protocol supported by the
terminal. If the reference terminal profile is the terminal profile corresponding to the terminal that
has the reference category information, the terminal that has the reference category information
may support the link quality measurement protocol described in the protocol support data.
[00181] When the reference profile type is the roaming steering type, the reference terminal
profile may include the reference category information and a roaming steering condition (for
example, an applicable roaming network condition standard) and/or an applicable steering manner
that are/is applicable to the one or more detected first terminals. A roaming network condition
refers to a network condition that needs to be satisfied by the two access point devices when the
terminal roams from one access point device to another access point device. The network condition
may be signal strength, channel utilization, a frequency band, a quantity of associated terminals,
channel bandwidth, or the like. For example, the network condition standard may be a signal
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strength standard, for example, one or more of a signal strength threshold corresponding to a source
access point device, a signal strength threshold corresponding to a destination access point device,
or a signal strength gain threshold between the source access point device and the destination
access point device. Subsequently, a person skilled in the art may determine, for the reference
terminal profile, the roaming steering condition and/or the applicable steering manner
corresponding to the terminal that has reference category information, and further perform
roaming steering on this type of terminal according to the roaming steering condition and/or the
applicable steering manner.

[00182] When the reference profile type is the network detection type, the reference terminal
profile may include the reference category information and capability support data. The capability
support data is used to describe a detection capability supported by the terminal. If the reference
terminal profile is the terminal profile corresponding to the terminal that has the reference category
information, the terminal that has the reference category information may support the detection
capability described in the capability support data. For example, if the capability support data
includes the 5G frequency band, it may be determined that the terminal that has the reference
category information can support the 5G frequency band.

[00183] For example, the plurality of groups of profile detection data obtained by the data
analyzer from the data detector may be shown in the following Table 1. The roaming steering label
and the steering feature data that are extracted by the data analyzer from each group of the plurality
of groups of profile detection data may be shown in the following Table 2. It is assumed that the
profile determining model is a binary classification model. In this case, the data analyzer may

perform incremental learning based on data in Table 2 by using the binary classification model, to

obtain a reference terminal profile, as shown in the following Table 3.

Table 1
M-ID |Category |MAC Source |Source |Destination |Destination [Roaming |T
information ID signal ID signal steering
strength strength label
1186 |Information MAC 1 [ID11 |[-59 ID 21 -67 0 T1
1
1186 |Information MAC1 |ID11 |-62 ID 22 71 0 T2
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M-ID |Category |MAC Source |Source |Destination |Destination |Roaming |T
information ID signal I signal steering
strength strength label
1
1186 |Information MAC2 |ID12 |-71 ID 23 —66 1 T3
1
1186 |Information [ MAC 3 |ID 13 |-66 ID 24 -71 0 T4
1
Table 2
M-ID Category Source signal Destination signal |Roaming steering
information strength strength label
1186 Information 1 |-59 —67 0
1186 Information 1 |-62 71 0
1186 Information 1 |-71 —66 1
1186 Information 1 |-66 -71 0
Table 3
M-ID Category Source strength Destination Strength gain
information threshold strength threshold |threshold
1186 Information 1 |-50 —-69 =17
[00184] InTable 1 to Table 3, M-ID refers to a terminal identification identifier. MAC refers to

a MAC address of a terminal. Source ID refers to an identifier of a BSS of a source access point
device. Source signal strength refers to signal strength corresponding to the source access point
device. Destination ID refers to an identifier of a BSS of a destination access point device.
Destination signal strength refers to signal strength corresponding to the destination access point
device. T refers to roaming steering time. Source strength threshold refers to a threshold that is
used for being compared with signal strength of the source access point device. Destination

strength threshold is a threshold that is used for being compared with signal strength of the
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destination access point device. Strength gain threshold is a threshold that is used for being
compared with a difference between the signal strength of the source access point device and the
signal strength of the destination access point device.

[00185]  After the data analyzer determines the reference terminal profile in a roaming steering
detection manner, the data analyzer may correspondingly store the feature data of the one or more
first terminals and the reference terminal profile. In this way, for another terminal, for example,
for one or more target terminals, when a terminal profile corresponding to the one or more target
terminals is determined, terminal feature data may be directly obtained. The terminal feature data
is used to describe a feature of one target terminal or a common feature of a plurality of target
terminals. The data analyzer determines, from the plurality of pieces of stored feature data, target
feature data that is most similar to the terminal feature data. Each of the plurality of pieces of
feature data corresponds to a terminal profile. Terminal profiles corresponding to the plurality of
pieces of feature data include the reference terminal profile. In other words, the terminal profiles
corresponding to the plurality of pieces of feature data may be determined by roaming steering
detection. Then, the data analyzer determines a terminal profile corresponding to the target feature
data as a terminal profile of the one or the plurality of target terminals. In this way, a speed and
efficiency of determining the terminal profile can be improved, and the efficiency can be further
improved when there are a large quantity of operating system versions.

[00186] Because the data analyzer stores the plurality of pieces of feature data in advance, and
each piece of feature data corresponds to a terminal profile, after obtaining the terminal feature
data, the data analyzer may match the terminal feature data with the plurality of pieces of feature
data, to determine, from the plurality of pieces of feature data, one piece of feature data that is
most similar to the terminal feature data, use the determined feature data as the target feature data,
and further determine the terminal profile corresponding to the target feature data as the terminal
profile of the one or more target terminals.

[00187] The terminal feature data includes a part or all of the category information, or may
include some other data other than the category information. For example, the terminal feature
data may include a terminal type, a model identifier, a version identifier of an operating system,
and the like.

[00188] In addition, when the data analyzer matches the terminal feature data with the plurality
of pieces of feature data, any matching method may be used, provided that the piece of feature
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data that is most similar to the terminal feature data can be determined from the plurality of pieces
of feature data.

[00189] Step 407: The data analyzer sends the reference terminal profile to a plurality of access
point devices. The plurality of access point devices refer to access point devices that are capable
of communicating with the data analyzer.

[00190] It should be noted that the plurality of access point devices may refer to all access point
devices that are capable of communicating with the data analyzer, or may refer to some access
point devices that are capable of communicating with the data analyzer.

[00191] After the data analyzer sends the reference terminal profile to the plurality of access
point devices, the access point device may apply the reference terminal profile to the terminal that
has the reference category information.

[00192] Optionally, after sending the reference terminal profile to the plurality of access point
devices, the data analyzer may further evaluate, by using the following steps (1) to (4), terminal
profiles corresponding to a plurality of second terminals.

[00193] (1): The data analyzer obtains a plurality of groups of profile quality data from the data
detector. The plurality of groups of profile quality data refers to quality data obtained before and
after the reference terminal profile is applied to the plurality of second terminals that have the
reference category information.

[00194] Based on the foregoing description, after the data analyzer sends the reference terminal
profile to the plurality of access point devices, the access point device may apply the reference
terminal profile to the terminal that has the reference category information. In a process in which
the access point device applies the reference terminal profile to the terminal that has the reference
category information, the data detector may determine the plurality of groups of profile quality
data. After the data detector determines the plurality of groups of profile quality data, in one aspect,
the data detector may directly send the plurality of groups of profile quality data to the data
analyzer, to enable the data analyzer to evaluate, based on the plurality of groups of profile quality
data, the terminal profiles corresponding to the plurality of second terminals. In another aspect,
the data detector may store the plurality of groups of profile quality data, and sends the plurality
of groups of profile quality data to the data analyzer when the data analyzer subsequently requests
the plurality of groups of profile quality data.

[00195] In some embodiments, a second terminal periodically reports log data of the second
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terminal to an access point device associated with the second terminal. The access point device
forwards the log data reported by the second terminal to the data detector. Because the access point
device applies the reference terminal profile to the second terminal, the data detector may
determine the profile quality data by using the log data reported by the second terminal.

[00196] Asecond reference terminal is used as an example, an implementation process in which
the data detector determines the profile quality data includes: The data detector determines a
moment at which the second reference terminal applies the reference terminal profile, to obtain a
profile application moment. The second reference terminal is one of the plurality of second
terminals. The data detector may determine a group of profile quality data based on the profile
application moment by using log data reported by the second reference terminal.

[00197] It should be noted that the group of profile quality data may include one or more pieces
of quality indicator data. The 11v steering protocol is used as an example, the one or more pieces
of quality indicator data may include a roaming success rate, a signal gain before and after roaming,
and the like. In addition, in addition to the one or more pieces of quality indicator data, the group
of profile quality data may further include a reference terminal identification identifier, a MAC
address of a terminal, reference category information, and the like.

[00198] In addition, after obtaining the plurality of groups of profile quality data from the data
detector, the data analyzer may further preprocess the plurality of groups of profile quality data,
for example, feature extraction, data cleansing, format conversion, and supplementation and
deletion of abnormal data. These preprocessing operations may be set based on a requirement. This
is not limited in embodiments of this application.

[00199] (2): The data analyzer determines one or more third terminals from the plurality of
second terminals based on the plurality of groups of profile quality data. The one or more third
terminals refer to a terminal, in the plurality of second terminals, whose quality is not improved
after the reference terminal profile is applied.

[00200] In some embodiments, the data analyzer determines, based on the one or more pieces
of quality indicator data included in each of the plurality of groups of profile quality data, a
category split value corresponding to each of the plurality of second terminals. The category split
value is used to represent roaming quality of a corresponding terminal. The data analyzer selects,
from the plurality of second terminals, a second terminal whose corresponding category split value
is greater than or equal to a split threshold, to obtain the one or more third terminals.
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[00201] It should be noted that different quality indicator data may comply with different
quality standards. For example, for the roaming success rate, when the roaming success rate is less
than a success rate threshold, it is determined that the roaming success rate does not meet a quality
standard. When the roaming success rate is greater than or equal to the success rate threshold, it is
determined that the roaming success rate meets the quality standard. For the signal gain before and
after roaming, when the signal gain before and after roaming is less than a gain threshold, it is
determined that the signal gain before and after roaming meets the quality standard. When the
signal gain before and after roaming is greater than or equal to the gain threshold, it is determined
that the signal gain before and after roaming does not meet the quality standard.

[00202] In some embodiments, for each of the plurality of groups of profile quality data, the
data analyzer may select, from the group of profile quality data, quality indicator data that does
not meet the quality standard, constitute a vector, referred to as a first vector, by using the selected
quality indicator data, and constitute a vector, referred to as a second vector, by using an indicator
threshold corresponding to the selected quality indicator data. A distance between the first vector
and the second vector is determined, and the determined distance is used as the category split value
of a second terminal corresponding to the group of profile quality data.

[00203] It should be noted that the distance between the first vector and the second vector may
be a Euclidean distance, a Mahalanobis distance, a Manhattan distance, a Chebyshev distance, or
the like.

[00204] In addition, the split threshold may be set based on a requirement. This is not limited
in embodiments of this application.

[00205] (3): The data analyzer reallocates a terminal identification identifier to the one or more
third terminals, and redetermines a terminal profile corresponding to the one or more third
terminals.

[00206] A smaller category split value indicates better corresponding communication quality,
and a larger category split value indicates poorer corresponding communication quality. Therefore,
after selecting, from the plurality of second terminals, the second terminal whose corresponding
category split value is greater than or equal to the split threshold, the data analyzer may use the
selected second terminal as the one or more third terminals, to reallocate the terminal identification
identifier to the one or more third terminals, and redetermine the corresponding terminal profile.
[00207] It should be noted that, based on the foregoing description, after the one or more first
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terminals are detected for a plurality of times to determine the plurality of groups of profile
detection data, accuracy of the terminal profile determined in an incremental learning manner is
high. Therefore, in embodiments of this application, the data analyzer may redetermine, in the
incremental learning manner according to the foregoing steps 403 to 406, the terminal profile
corresponding to the one or more third terminals.

[00208] For example, the 11v steering protocol is used as an example, the plurality of groups
of profile quality data obtained by the data analyzer from the data detector may be shown in the
following Table 4, and a category split value determined by the data analyzer for each group of
profile quality data may be shown in Table 5. It is assumed that the split threshold is 0.8. Because
category split values corresponding to a terminal in the second row and a terminal in the third row
in Table 5 are greater than or equal to the split threshold, a terminal identification identifier 11860

may be reallocated to the terminal in the second row and the terminal in the third row, and terminal

profiles corresponding to the two terminals are redetermined.

Table 4
M-1D MAC Category Roaming steering |Signal gain before and
information success rate after roaming
1186 MAC 1 Information 1 0.18 0
1186 MAC 2 Information 1 0.89 5
1186 MAC 3 Information 1 0.9 10
1186 MAC 4 Information 1 0.28 6
Table 5
M-1D MAC Category Category split New M-ID
information value
1186 MAC 1 Information 1 0.2 -
1186 MAC 2 Information 1 0.8 11860
1186 MAC 3 Information 1 0.9 11860
1186 MAC 4 Information 1 0.35 -
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[00209] In conclusion, in embodiments of this application, the data detector may construct the
detection instruction, and detect the one or more first terminals for a plurality of times by using
the constructed detection instruction, to determine the plurality of groups of profile detection data.
In this way, the data analyzer may determine the reference terminal profile based on the plurality
of groups of profile detection data. In other words, in embodiments of this application, the terminal
is detected online, to accurately determine the corresponding terminal profile on the basis of
minimized overheads, and different terminal profiles can be further determined for different
category information, to adapt to the category of the terminal. In addition, after the data analyzer
sends the reference terminal profile to the access point device, the access point device may apply
the reference terminal profile to the terminal. Then, the data detector may determine the plurality
of groups of profile quality data, so that the data analyzer optimizes the terminal profile based on
the plurality of groups of profile quality data, to further improve the accuracy of the terminal
profile.

[00210] Inembodiments of this application, an example in which the data analyzer and the data
detector are deployed on a same network device is used for description. In other words, a network
device in which the data analyzer and the data detector are deployed is used as an execution body
for description. FIG. 6 is a flowchart of a method for determining a terminal profile according to
an embodiment of this application. The method includes the following steps.

[00211] Step 601: A network device obtains reference category information, where the
reference category information refers to category information of one or more first terminals.
[00212] In some embodiments, a packet for communication between a terminal and another
device usually carries information such as a MAC address, model description information, version
description information of an operating system, and a terminal type of the terminal. Therefore, the
network device may extract the information from packets, and further determine the reference
category information.

[00213] It should be noted that for other content in Step 601, refer to related descriptions in Step
401. Details are not described again in embodiments of this application.

[00214] Step 602: The network device determines a reference terminal identification identifier
based on the reference category information, where the reference terminal identification identifier
refers to a terminal identification identifier corresponding to the one or more first terminals.
[00215] It should be noted that for content in Step 602, refer to related descriptions in Step 402.
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Details are not described again in embodiments of this application.

[00216] Step 603: The network device sends the reference terminal identification identifier to a
plurality of access point devices, where the plurality of access point devices refer to access point
devices that are capable of communicating with a data analyzer.

[00217] The network device sends the reference terminal identification identifier to the plurality
of access point devices, to enable the access point devices to subsequently apply a corresponding
terminal profile to a terminal.

[00218] Step 604: The network device detects the one or more first terminals for a plurality of
times based on the reference terminal identification identifier, to obtain a plurality of groups of
profile detection data.

[00219] It should be noted that for content in Step 604, refer to related descriptions in Step 404.
Details are not described again in embodiments of this application.

[00220] Step 605: The network device determines a reference terminal profile based on the
plurality of groups of profile detection data, where the reference terminal profile refers to a
terminal profile corresponding to a terminal that has the reference category information.

[00221] It should be noted that for content in Step 605, refer to related descriptions in Step 406.
Details are not described again in embodiments of this application.

[00222] Step 606: The network device sends the reference terminal profile to a plurality of
access point devices, where the plurality of access point devices refer to access point devices that
are capable of communicating with the data analyzer.

[00223] It should be noted that for content in Step 606, refer to related descriptions in Step 407.
Details are not described again in embodiments of this application.

[00224] In conclusion, in embodiments of this application, the network device may construct a
detection instruction, and detect the one or more first terminals for a plurality of times by using
the constructed detection instruction, to determine the plurality of groups of profile detection data.
In this way, the network device can determine the reference terminal profile based on the plurality
of groups of profile detection data. In other words, in embodiments of this application, the terminal
is detected online, to accurately determine the corresponding terminal profile on the basis of
minimized overheads, and different terminal profiles can be further determined for different
category information, to adapt to the category of the terminal. In addition, after the network device
sends the reference terminal profile to the access point device, the access point device may apply
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the reference terminal profile to the terminal. Then, the network device may determine the plurality
of groups of profile quality data, and optimize the terminal profile based on the plurality of groups
of profile quality data, to further improve the accuracy of the terminal profile.
[00225] FIG. 7 is a schematic diagram of a structure of an apparatus for determining a terminal
profile according to an embodiment of this application. The apparatus is located in a network
device. The apparatus may be implemented as a part or all of the network device by using software,
hardware, or a combination thereof. As shown in FIG. 7, the apparatus includes a first obtaining
module 701 and a first determining module 702.
[00226] The first obtaining module 701 is configured to obtain a plurality of groups of profile
detection data. The plurality of groups of profile detection data is determined by detecting one or
more first terminals for a plurality of times.
[00227] The first determining module 702 is configured to determine a reference terminal
profile based on the plurality of groups of profile detection data.
[00228] Optionally, the first terminals belong to a same category, category information is
reference category information, and the reference terminal profile refers to a terminal profile
corresponding to a terminal that has the reference category information.
[00229]  Optionally, the first determining module 702 is configured to:

extract corresponding key feature data from each of the plurality of groups of profile
detection data based on a reference profile type, where the reference profile type refers to a type
corresponding to a terminal profile that currently needs to be determined; and

determine the reference terminal profile based on a plurality of pieces of extracted key
feature data.
[00230] Optionally, when the reference profile type is a link quality measurement type, the key
feature data includes a protocol support label and protocol description data. The protocol support
label is used to indicate whether a corresponding terminal supports a corresponding link signal
quality measurement protocol. The protocol description data is used to describe the corresponding
link signal quality measurement protocol.
[00231] When the reference profile type is a roaming steering type, the key feature data includes
a roaming steering label and steering feature data. The roaming steering label is used to indicate
whether roaming steering detection on a corresponding terminal succeeds. The steering feature
data is used to describe network information when the roaming steering detection is performed on
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the corresponding terminal and/or a steering manner of performing the roaming steering detection.
[00232] When the reference profile type is a network detection type, the key feature data
includes a detection support label and detection description data. The detection support label is
used to indicate whether a corresponding terminal supports a corresponding detection capability.
The detection description data is used to describe the corresponding detection capability. The
detection capability includes a frequency band and/or a channel.

[00233] Optionally, the apparatus further includes:

a second obtaining module, configured to obtain terminal feature data, where the
terminal feature data is used to describe a feature of one target terminal or a common feature of a
plurality of target terminals;

a second determining module, configured to determine, from a plurality of pieces of
stored feature data, target feature data that is most similar to the terminal feature data, where each
of the plurality of pieces of feature data corresponds to a terminal profile, and terminal profiles
corresponding to the plurality of pieces of feature data include the reference terminal profile; and

a third determining module, configured to determine a terminal profile corresponding
to the target feature data as the terminal profile of the one or more target terminals.

[00234]  Optionally, the apparatus further includes:

a third obtaining module, configured to obtain the reference category information;

a fourth determining module, configured to determine a reference terminal
identification identifier based on the reference category information, where the reference terminal
identification identifier refers to a terminal identification identifier corresponding to the one or
more first terminals; and

a detection module, configured to detect the one or more first terminals for a plurality
of times based on the reference terminal identification identifier.

[00235] Optionally, the network device is a data analyzer, and the data analyzer is capable of
communicating with a data detector.
[00236] The apparatus further includes:

a third obtaining module, configured to obtain the reference category information from
the data detector;

a fourth determining module, configured to determine a reference terminal
identification identifier based on the reference category information, where the reference terminal
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identification identifier refers to a terminal identification identifier corresponding to the one or
more first terminals; and

a first sending module, configured to send the reference terminal identification
identifier to the data detector, to enable the data detector to detect the one or more first terminals
for a plurality of times based on the reference terminal identification identifier.

[00237]  Optionally, the fourth determining module is configured to:

determine, from a plurality of pieces of stored category information, target category
information that is most similar to the reference category information, where each of the plurality
of pieces of category information corresponds to a terminal identification identifier; and

determine a terminal identification identifier corresponding to the target category
information as the reference terminal identification identifier.

[00238] Optionally, the apparatus further includes:

a second sending module, configured to send the reference terminal identification
identifier to a plurality of access point devices. The plurality of access point devices refer to access
point devices that are capable of communicating with the network device.

[00239] Optionally, the apparatus further includes:

a third sending module, configured to send the reference terminal profile to a plurality
of access point devices. The plurality of access point devices refer to access point devices that are
capable of communicating with the network device.

[00240] Optionally, the apparatus further includes:

a fourth obtaining module, configured to obtain a plurality of groups of profile quality
data, where the plurality of groups of profile quality data refers to quality data obtained before and
after the reference terminal profile is applied to a plurality of second terminals that have the
reference category information;

a fifth determining module, configured to determine one or more third terminals from
the plurality of second terminals based on the plurality of groups of profile quality data, where the
one or more third terminals refer to a terminal, in the plurality of second terminals, whose quality
is not improved after the reference terminal profile is applied;

an allocation module, configured to reallocate a terminal identification identifier to the
one or more third terminals; and

a sixth determining module, configured to redetermine a terminal profile corresponding
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to the one or more third terminals.
[00241] Optionally, each of the plurality of groups of profile quality data includes one or more
pieces of quality indicator data.
[00242]  The fifth determining module is configured to:

determine, based on the one or more pieces of quality indicator data included in each
of the plurality of groups of profile quality data, a category split value corresponding to each of
the plurality of second terminals, where the category split value is used to represent roaming
quality of a corresponding terminal; and

select, from the plurality of second terminals, a second terminal whose corresponding
category split value is greater than or equal to a split threshold, to obtain the one or more third
terminals.
[00243] Optionally, the reference category information includes a model identifier, or the
reference category information includes a model identifier and a version identifier of an operating
system.
[00244] In conclusion, in embodiments of this application, the data detector may construct a
detection instruction, and detect the one or more first terminals for a plurality of times by using
the constructed detection instruction, to determine the plurality of groups of profile detection data.
In this way, the data analyzer may determine the reference terminal profile based on the plurality
of groups of profile detection data. In other words, in embodiments of this application, a terminal
is detected online, to accurately determine a corresponding terminal profile on the basis of
minimized overheads, and different terminal profiles can be further determined for different
category information, to adapt to a category of the terminal. In addition, after the data analyzer
sends the reference terminal profile to the access point device, the access point device may apply
the reference terminal profile to the terminal. Then, the data detector may determine the plurality
of groups of profile quality data, so that the data analyzer optimizes the terminal profile based on
the plurality of groups of profile quality data, to further improve accuracy of the terminal profile.
[00245] It should be noted that, when the apparatus for determining a terminal profile provided
in the foregoing embodiment determines the terminal profile, division of the foregoing function
modules is merely used as an example for description. In actual application, the foregoing
functions may be allocated to different function modules for implementation based on a
requirement, that is, an internal structure of the apparatus is divided into different function modules,
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to implement all or some of the functions described above. In addition, the apparatus for
determining a terminal profile provided in the foregoing embodiment pertains to a same concept
as the method embodiments for determining a terminal profile. For a specific implementation
process of the apparatus for determining a terminal profile, refer to the method embodiments.
Details are not described herein again.

[00246] FIG. 8 is a schematic diagram of a structure of an apparatus for determining a terminal
profile according to an embodiment of this application. The apparatus is located in a data detector.
The apparatus may be implemented as a part or all of the data detector by using software, hardware,
or a combination thereof. As shown in FIG. 8, the apparatus includes a first determining module
801 and a first sending module 802.

[00247]  The first determining module 801 is configured to determine a plurality of groups of
profile detection data. The plurality of groups of profile detection data is determined by detecting
one or more first terminals having reference category information for a plurality of times.
[00248] The first sending module 802 is configured to send the plurality of groups of profile
detection data to a data analyzer, to enable the data analyzer to determine a reference terminal
profile based on the plurality of groups of profile detection data. The reference terminal profile
refers to a terminal profile corresponding to a terminal that has the reference category information.
[00249] Optionally, the first determining module 801 includes:

an obtaining submodule, configured to obtain a reference terminal identification
identifier, where the reference terminal identification identifier refers to a terminal identification
identifier corresponding to the one or more first terminals; and

a detection submodule, configured to detect the one or more first terminals for a
plurality of times based on the reference terminal identification identifier, to obtain the plurality
of groups of profile detection data.

[00250] Optionally, the detection submodule includes:

a construction unit, configured to construct a detection instruction based on the
reference terminal identification identifier;

a first sending unit, configured to send the detection instruction to a first reference
terminal by using an access point device associated with the first reference terminal, where the
first reference terminal is one of the one or more first terminals;

a first receiving unit, configured to receive, by using the access point device associated
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with the first reference terminal, log data that is reported by the first reference terminal before and
after the detection instruction is received; and

a determining unit, configured to determine a group of profile detection data based on
the log data that is reported by the first reference terminal before and after the detection instruction
is received.

[00251] Optionally, the detection submodule further includes:

a determining unit, configured to determine, based on the reference terminal
identification identifier, whether the first reference terminal meets a detection protection condition;
and

a triggering unit, configured to: if the first reference terminal meets the detection
protection condition, trigger the construction unit to construct the detection instruction based on
the reference terminal identification identifier.

[00252] Optionally, a type of the reference terminal profile is a roaming steering type.
[00253] The determining unit is configured to:

obtain first signal strength and second signal strength, where the first signal strength
refers to signal strength corresponding to a first access point device, the first access point device
refers to an access point device that is associated before roaming of the first reference terminal is
steered, the second signal strength refers to signal strength corresponding to a second access point
device, and the second access point device refers to an access point device that is associated after
the roaming of the first reference terminal is steered,

if it is determined that the first signal strength is within a reference strength range, and
a difference between the first signal strength and the second signal strength is greater than a
strength threshold, determine a steering protection parameter based on the reference terminal
identification identifier, where the steering protection parameter is used to indicate a maximum
degree of performing roaming steering detection on the first reference terminal; and

if it is determined that the steering protection parameter meets a steering protection
condition, and the first reference terminal is outside a protection whitelist, determine that the first
reference terminal meets the detection protection condition.

[00254] Optionally, the steering protection parameter includes a total quantity of times of
steering for a terminal that has the reference category information, and the steering protection
condition includes that the total quantity of times of steering is not greater than a quantity-of-times
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threshold; and/or

the steering protection parameter includes an average steering time interval for the first
reference terminal, and the steering protection condition includes that the average steering time
interval is greater than a duration threshold; and/or

the steering protection parameter includes a total quantity of terminals on which the
first access point device performs roaming steering detection, and the steering protection condition
includes that the total quantity of the terminals is not greater than a quantity threshold.

[00255]  Optionally, the obtaining submodule includes:

a second sending unit, configured to send the reference category information to the data
analyzer, to enable the data analyzer to determine the reference terminal identification identifier
based on the reference category information; and

a second receiving unit, configured to receive the reference terminal identification
identifier sent by the data analyzer.

[00256] Optionally, the apparatus further includes:

a second determining module, configured to determine a plurality of groups of profile
quality data, where the plurality of groups of profile quality data refers to quality data obtained
before and after the reference terminal profile is applied to a plurality of second terminals that have
the reference category information; and

a second sending module, configured to send the plurality of groups of profile quality
data to the data analyzer, to enable the data analyzer to evaluate, based on the plurality of groups
of profile quality data, terminal profiles corresponding to the plurality of second terminals.
[00257]  Optionally, the second determining module is configured to:

determine a moment at which a second reference terminal applies the reference
terminal profile, to obtain a profile application moment, where the second reference terminal is
one of the plurality of second terminals; and

determine a group of profile quality data based on the profile application moment by
using log data reported by the second reference terminal.

[00258] In conclusion, in embodiments of this application, the data detector may construct the
detection instruction, and detect the one or more first terminals for a plurality of times by using
the constructed detection instruction, to determine the plurality of groups of profile detection data.
In this way, the data analyzer may determine the reference terminal profile based on the plurality
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of groups of profile detection data. In other words, in embodiments of this application, a terminal
is detected online, to accurately determine a corresponding terminal profile on the basis of
minimized overheads, and different terminal profiles can be further determined for different
category information, to adapt to a category of the terminal. In addition, after the data analyzer
sends the reference terminal profile to the access point device, the access point device may apply
the reference terminal profile to the terminal. Then, the data detector may determine the plurality
of groups of profile quality data, so that the data analyzer optimizes the terminal profile based on
the plurality of groups of profile quality data, to further improve accuracy of the terminal profile.

[00259] It should be noted that, when the apparatus for determining a terminal profile provided
in the foregoing embodiment determines the terminal profile, division of the foregoing function
modules is merely used as an example for description. In actual application, the foregoing
functions may be allocated to different function modules for implementation based on a
requirement, that is, an internal structure of the apparatus is divided into different function modules,
to implement all or some of the functions described above. In addition, the apparatus for
determining a terminal profile provided in the foregoing embodiment pertains to a same concept
as the method embodiments for determining a terminal profile. For a specific implementation
process of the apparatus for determining a terminal profile, refer to the method embodiments.
Details are not described herein again.

[00260]  All or some of the foregoing embodiments may be implemented by using software,
hardware, firmware, or any combination thereof. When software is used to implement the
embodiments, all or some of the embodiments may be implemented in a form of a computer
program product. The computer program product includes one or more computer instructions.
When the computer instructions are loaded and executed on a computer, all or a part of the
procedures or functions according to embodiments of this application are generated. The computer
may be a general-purpose computer, a special-purpose computer, a computer network, or another
programmable apparatus. The computer instructions may be stored in a computer-readable storage
medium or may be transmitted from a computer-readable storage medium to another computer-
readable storage medium. For example, the computer instructions may be transmitted from a
website, computer, server, or data center to another website, computer, server, or data center in a
wired (for example, a coaxial cable, an optical fiber, or a digital subscriber line (DSL)) or wireless
(for example, infrared, radio, or microwave) manner. The computer-readable storage medium may
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be any usable medium accessible by the computer, or a data storage device, for example, a server
or a data center, integrating one or more usable media. The usable medium may be a magnetic
medium (for example, a floppy disk, a hard disk, or a magnetic tape), an optical medium (for
example, a digital versatile disc (DVD)), a semiconductor medium (for example, a solid-state drive
(SSD)), or the like. It should be noted that the computer-readable storage medium mentioned in
this application may be a non-volatile storage medium. In other words, the computer-readable
storage medium may be a non-transitory storage medium.

[00261] It should be understood that "at least one™ mentioned in this specification means one or
more, and that "a plurality of" means at least two. In descriptions of this application, "/" means
"or" unless otherwise specified. For example, A/B may represent A or B. In this specification,
"and/or" describes only an association relationship for describing associated objects and represents
that three relationships may exist. For example, A and/or B may represent the following three cases:
Only A exists, both A and B exist, and only B exists. In addition, to clearly describe the technical
solutions in embodiments of this application, terms such as "first" and "second" are used in
embodiments of this application to distinguish between same items or similar items that provide
basically same functions or purposes. A person skilled in the art may understand that the terms
such as "first" and "second" do not limit a quantity and an execution sequence, and the terms such
as "first" and "second" do not indicate a definite difference.

[00262] The foregoing descriptions are embodiments provided in this application, but are not
intended to limit this application. Any modification, equivalent replacement, or improvement
made without departing from the spirit and principle of this application should fall within the

protection scope of this application.
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CLAIMS

What is claimed is:

1. A method for determining a terminal profile, wherein the method comprises:

obtaining, by a network device, a plurality of groups of profile detection data, wherein the
plurality of groups of profile detection data is determined by detecting one or more first terminals
for a plurality of times; and

determining, by the network device, a reference terminal profile based on the plurality of
groups of profile detection data.

2. The method according to claim 1, wherein the first terminals belong to a same category,
category information is reference category information, and the reference terminal profile refers
to a terminal profile corresponding to a terminal that has the reference category information.

3. The method according to claim 1, wherein the determining, by the network device, a
reference terminal profile based on the plurality of groups of profile detection data comprises:

extracting, by the network device, corresponding key feature data from each of the plurality
of groups of profile detection data based on a reference profile type, wherein the reference profile
type refers to a type corresponding to a terminal profile that currently needs to be determined; and

determining, by the network device, the reference terminal profile based on a plurality of
pieces of extracted key feature data.

4. The method according to claim 3, wherein

when the reference profile type is a link quality measurement type, the key feature data
comprises a protocol support label and protocol description data, the protocol support label
indicates whether a corresponding terminal supports a corresponding link signal quality
measurement protocol, and the protocol description data describes the corresponding link signal
quality measurement protocol,

when the reference profile type is a roaming steering type, the key feature data comprises a
roaming steering label and steering feature data, the roaming steering label indicates whether
roaming steering detection on a corresponding terminal succeeds, and the steering feature data
describes network information when the roaming steering detection is performed on the
corresponding terminal and/or a steering manner of performing the roaming steering detection; or

when the reference profile type is a network detection type, the key feature data comprises a
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detection support label and detection description data, the detection support label indicates whether
a corresponding terminal supports a corresponding detection capability, the detection description
data describes the corresponding detection capability, and the detection capability comprises a
frequency band and/or a channel.

5. The method according to claim 1, wherein after the determining, by the network device, a
reference terminal profile based on the plurality of groups of profile detection data, the method
further comprises:

obtaining, by the network device, terminal feature data, wherein the terminal feature data
describes a feature of one target terminal or a common feature of a plurality of target terminals;

determining, by the network device from a plurality of pieces of stored feature data, target
feature data that is most similar to the terminal feature data, wherein each of the plurality of pieces
of feature data corresponds to a terminal profile, and terminal profiles corresponding to the
plurality of pieces of feature data comprise the reference terminal profile; and

determining, by the network device, a terminal profile corresponding to the target feature data
as a terminal profile of the one or the plurality of target terminals.

6. The method according to claim 1, wherein before the obtaining, by a network device, a
plurality of groups of profile detection data, the method further comprises:

obtaining, by the network device, reference category information;

determining, by the network device, a reference terminal identification identifier based on the
reference category information, wherein the reference terminal identification identifier refers to a
terminal identification identifier corresponding to the one or more first terminals; and

detecting, by the network device, the one or more first terminals for a plurality of times based
on the reference terminal identification identifier.

7. The method according to claim 6, wherein the determining, by the network device, a
reference terminal identification identifier based on the reference category information comprises:

determining, by the network device from a plurality of pieces of stored category information,
target category information that is most similar to the reference category information, wherein
each of the plurality of pieces of category information corresponds to a terminal identification
identifier; and

determining, by the network device, a terminal identification identifier corresponding to the
target category information as the reference terminal identification identifier.
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8. The method according to claim 7, wherein the method further comprises:

obtaining, by the network device, a plurality of groups of profile quality data, wherein the
plurality of groups of profile quality data refers to quality data obtained before and after the
reference terminal profile is applied to a plurality of second terminals that have the reference
category information;

determining, by the network device, one or more third terminals from the plurality of second
terminals based on the plurality of groups of profile quality data, wherein the one or more third
terminals refer to a terminal, in the plurality of second terminals, whose quality is not improved
after the reference terminal profile is applied; and

reallocating, by the network device, a terminal identification identifier to the one or more
third terminals, and redetermining a terminal profile corresponding to the one or more third
terminals.

9. The method according to claim 8, wherein each of the plurality of groups of profile quality
data comprises one or more pieces of quality indicator data; and

the determining, by the network device, one or more third terminals from the plurality of
second terminals based on the plurality of groups of profile quality data comprises:

determining, by the network device based on the one or more pieces of quality indicator data
comprised in each of the plurality of groups of profile quality data, a category split value
corresponding to each of the plurality of second terminals, wherein the category split value
represents roaming quality of a corresponding terminal; and

selecting, by the network device from the plurality of second terminals, a second terminal
whose corresponding category split value is greater than or equal to a split threshold, to obtain the
one or more third terminals.

10. A method for determining a terminal profile, wherein the method comprises:

determining, by a data detector, a plurality of groups of profile detection data, wherein the
plurality of groups of profile detection data is determined by detecting one or more first terminals
having reference category information for a plurality of times; and

sending, by the data detector, the plurality of groups of profile detection data to a data analyzer,
to enable the data analyzer to determine a reference terminal profile based on the plurality of
groups of profile detection data, wherein the reference terminal profile refers to a terminal profile
corresponding to a terminal that has the reference category information.
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11. The method according to claim 10, wherein the determining, by a data detector, a plurality
of groups of profile detection data comprises:

obtaining, by the data detector, a reference terminal identification identifier, wherein the
reference terminal identification identifier refers to a terminal identification identifier
corresponding to the one or more first terminals; and

detecting, by the data detector, the one or more first terminals for a plurality of times based
on the reference terminal identification identifier, to obtain the plurality of groups of profile
detection data.

12. The method according to claim 11, wherein the detecting, by the data detector, the one or
more first terminals for a plurality of times based on the reference terminal identification identifier,
to obtain the plurality of groups of profile detection data comprises:

constructing, by the data detector, a detection instruction based on the reference terminal
identification identifier;

sending, by the data detector, the detection instruction to a first reference terminal by using
an access point device associated with the first reference terminal, wherein the first reference
terminal is one of the one or more first terminals;

receiving, by the data detector by using the access point device associated with the first
reference terminal, log data that is reported by the first reference terminal before and after the
detection instruction is received; and

determining, by the data detector, a group of profile detection data based on the log data that
is reported by the first reference terminal before and after the detection instruction is received.

13. The method according to claim 12, wherein before the constructing, by the data detector,
a detection instruction based on the reference terminal identification identifier, the method further
comprises:

determining, by the data detector based on the reference terminal identification identifier,
whether the first reference terminal meets a detection protection condition; and

if the data detector determines that the first reference terminal meets the detection protection
condition, performing the step of constructing the detection instruction based on the reference
terminal identification identifier.

14. The method according to claim 13, wherein a type of the reference terminal profile is a
roaming steering type; and
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the determining, by the data detector based on the reference terminal identification identifier,
whether the first reference terminal meets a detection protection condition comprises:

obtaining, by the data detector, first signal strength and second signal strength, wherein the
first signal strength refers to signal strength corresponding to a first access point device, the first
access point device refers to an access point device that is associated before roaming of the first
reference terminal is steered, the second signal strength refers to signal strength corresponding to
a second access point device, and the second access point device refers to an access point device
that is associated after the roaming of the first reference terminal is steered,;

if the data detector determines that the first signal strength is within a reference strength range,
and a difference between the first signal strength and the second signal strength is greater than a
strength threshold, determining a steering protection parameter based on the reference terminal
identification identifier, wherein the steering protection parameter indicates a maximum degree of
performing roaming steering detection on the first reference terminal; and

if the data detector determines that the steering protection parameter meets a steering
protection condition, and the first reference terminal is outside a protection whitelist, determining
that the first reference terminal meets the detection protection condition.

15. The method according to claim 14, wherein

the steering protection parameter comprises a total quantity of times of steering for a terminal
that has the reference category information, and the steering protection condition comprises that
the total quantity of times of steering is not greater than a quantity-of-times threshold; and/or

the steering protection parameter comprises an average steering time interval for the first
reference terminal, and the steering protection condition comprises that the average steering time
interval is greater than a duration threshold; and/or

the steering protection parameter comprises a total quantity of terminals on which the first
access point device performs roaming steering detection, and the steering protection condition
comprises that the total quantity of the terminals is not greater than a quantity threshold.

16. An apparatus for determining a terminal profile, applied to a network device, wherein the
apparatus comprises:

a first obtaining module, configured to obtain a plurality of groups of profile detection data,
wherein the plurality of groups of profile detection data is determined by detecting one or more
first terminals for a plurality of times; and
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a first determining module, configured to determine a reference terminal profile based on the
plurality of groups of profile detection data.

17. The apparatus according to claim 16, wherein the first terminals belong to a same category,
category information is reference category information, and the reference terminal profile refers
to a terminal profile corresponding to a terminal that has the reference category information.

18. The apparatus according to claim 16, wherein the first determining module is configured
to:

extract corresponding key feature data from each of the plurality of groups of profile detection
data based on a reference profile type, wherein the reference profile type refers to a type
corresponding to a terminal profile that currently needs to be determined; and

determine the reference terminal profile based on a plurality of pieces of extracted key feature
data.

19. The apparatus according to claim 18, wherein

when the reference profile type is a link quality measurement type, the key feature data
comprises a protocol support label and protocol description data, the protocol support label
indicates whether a corresponding terminal supports a corresponding link signal quality
measurement protocol, and the protocol description data describes the corresponding link signal
quality measurement protocol,

when the reference profile type is a roaming steering type, the key feature data comprises a
roaming steering label and steering feature data, the roaming steering label indicates whether
roaming steering detection on a corresponding terminal succeeds, and the steering feature data
describes network information when the roaming steering detection is performed on the
corresponding terminal and/or a steering manner of performing the roaming steering detection; or

when the reference profile type is a network detection type, the key feature data comprises a
detection support label and detection description data, the detection support label indicates whether
a corresponding terminal supports a corresponding detection capability, the detection description
data describes the corresponding detection capability, and the detection capability comprises a
frequency band and/or a channel.

20. The apparatus according to claim 16, wherein the apparatus further comprises:

a second obtaining module, configured to obtain terminal feature data, wherein the terminal
feature data describes a feature of one target terminal or a common feature of a plurality of target

63



terminals;

a second determining module, configured to determine, from a plurality of pieces of stored
feature data, target feature data that is most similar to the terminal feature data, wherein each of
the plurality of pieces of feature data corresponds to a terminal profile, and terminal profiles
corresponding to the plurality of pieces of feature data comprise the reference terminal profile; and

a third determining module, configured to determine a terminal profile corresponding to the

target feature data as a terminal profile of the one or the plurality of target terminals.
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