NEURAL NETWORK DATA FI LTERI NG AND MONI TORI NG SYSTEMS AND METHODS

FI ELD OF TECHNOLOGY [ 0001] The present disclosure relates to nethods
and systens for filtering data in a neural network environnent. Mre
particularly, the present disclosure is directed to systens and
methods for filtering data in a neural network environnent to filter
out inappropriate content. BACKGROUND [ 0002] A neural network is a
network involving or pertaining to a human or ani mal brain. A neural

net wor kK campEiR AL NEIVeOREK DRTAFIBIERENG ASD BIGNITORINGSYSTBMS AND
approxi mates the operation of a human _or ani mal brain, such as

artificial intelligence. It can beMETHGRR r k involving an artificial
brain, such as a biological-electronic hybrid brain, a bio-chem ca
brain, an electrical brain, etc. In short, a neural network can be a

net wor k i ncludi ng any brain. n..t.l ral network including
a brain utilizes a brain- nacﬁ%‘leﬁiq{{@ngﬁé@%(%) for external
interaction and communi cation, that is to say, intergction and ]
comuni @ﬂb‘ﬁheoa%qnaélsm@fﬁé‘aﬁfa? Rk 34 Sgtems,fof g A in @ newra
net wor K hetwloBO@RliroBMEntt 88418 Paf@hRAy, hdwy réemndidayeiopediranrd @r & skaisngd
further advanced and jnproved. Many BM technologies relate to
ext er naPedioAy o FilsrH 414 1B A npURldRtY ol envigRent & il SRINIRETPIRE CPTRN
signal s, from neurol ogical activity in notor regions of the cerebral
cortex, using either surface or deep electrodes, and transmtting
these signals to a processor, whj t hen _controls novenent of a
prosthetic |inb, conputer cursor?ﬁgxéhﬁglgbxternal device. A
particul ar exanple involves the encoding of hand notion. [0004] .
Veanuni 10025 Eh B o R orbuSSmGOEe PhPoFHAES s PEvEhe! BPaibrei,
as trangkahlifegvdievibe £4y8Ral & prétifnyMMeERGctRes fhar Appebxiiates e Gptratdn
and providing sensory feedback. Anﬁther xanpli i nvol ves p(oyiqing
i nput  t 6F £HWMGD Q6 ANImab bRk SU FURTIHER! INAEEPRGE- SxEitpIce? BrIYPT Egolving an
Sensory zitiial blafh, L@ BUCHibRENalCWctiBXie hybrid brain, a bio-chemical brain, an electrical
brain, efc. In short, a neural network can be a network including any brain. Often times, a neural
network including a brain utilizes a brain-machine interface (BMI) for external interaction and
communication, that is to say, interaction and communication outside the neural network (e.g.,

with another network).

[0003] BMI technologies have been developed and are being further advanced and improved.
Many BMI technologies relate to externalizing brain action potential, such as recording electrical
signals from neurological activity in motor regions of the cerebral cortex, using either surface or
deep electrodes, and transmitting these signals to a processor, which then controls movement of a
prosthetic limb, computer cursor, or other external device. A particular example involves the

encoding of hand motion.

[0004] Meanwhile, other BMI technologies send information to the brain, such as translating
neural signals into movements performed by a machine and providing sensory feedback. Another
example involves providing input to the visual cortex. A further related example provides

sensory input to the auditory cortex.

[0005] In addition, advances in neuroimaging, especially magnetic resonance imaging (MRI),
have increased knowledge of encoding of memory and have provided evidence that specific
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[ 0005] In addition, advances in neuroi magi ng, especially magnetic
resonance imaging (MRl), have increased know edge of encodi ng of
menory and have provi ded evidence that specific 1 areas of the
frontal | obe are active in certain types of nmenory just as certain
sensory areas of the cortex are responsible for certain types of
sensing. Further, different types of electrical brain wave activities
have been identified in the encoding of semantic episodic nenory as
di sti ngyfaheciné foRhNOR: £85ANE iifcPRinS Pt 6f ABMBYjust A¥aRARERndofy arcas of the
under st andi ng of both semantic (Ianguage-relatgﬁ} and non-semantic |
(obj ect SPiE*adre dyspaRsikle Joreistiaini thess Sl gesine. FrterBAferewcprs d giasicplpprain
sendi ng \and J-GGRLY hB WBAD¥enfHiaNah Shd Qnédithd P MeAfidDeRksbic memory as
conmparable to those that can key into sensory cortexes, are also =~
f easi bl distingished &pm noschnytisgpispdie mgmety. Heeyicesii8 gndrssndingnt bpthsgmatis
as wel | o 1] ural . i: ( . EAl Sl t RO
[o006] (AT BRI 8 EAL R GRRRAIRD Ll ShalER' abbil it BRI
and t r atshdlegiesgfod atralingi gdakesihiyg memeyr signatsetovimd Krom ier kraingcampaesdle to
for pre ' f. j I t Rf. a Lxi T

nour ol - AErvaERed ey BBRERBE AR b MME, Bl el RnRip Tl uun
conput edsclased tox prgtasrs aseellos keonitas wuoy bai 1esponess td dectaghitmatatiopber
attacks, Trojans, worns, viruses, and other malware (malicious

sof t war €)006hh lightsafujie expandioggiMhiesnodaginsusush speceatinpnasd tprsnvtiog data

and dat a. rent, ut er n er P
el uce deail BhE oD IRYLR, SeRS TR o BRI (o Blop g AT cnperive
sendi ng and/or eddigva ngrafneoonk. Gerenilpl filiersf oe waninonly isgwaleyl oofof @nputess and
messages, or ot her unauthorized or unwanted t ent .. However, .ther

o b oS SHPPYET BRI RO Fe TP P FERER otk Ao Her IaiPis oMo Ak 40
[ 0007] Adw@i triatwead (theRiduk gsfiane) ddvémupgascoafprdvhice canpeptpediias| psedy,
herein are set forth in the descrjption,whch foll ows nd i rt

Wil | be DD PR RIS TSP TBr e REVE flsy CBRTPRY Ry igp Sl
of the desgnkdied at@ddnolopghiegndeihendigaburedviands ashfdaitag egorafatibh)@pam,
concepts,_ may be realized and ﬁgtained b%ngﬁans of . the i sttunentggand

conbi naPfTEHY e JBEEIEEL 04 PITGT BEPIPREF SEEm VM e @niep SIRTa e P dPresehiy Bt
and ot hgmifapatudtiesforhedii@e@@sgl i bed t echnol ogies will becone nore
fully apparent fromthe foll ow ng description and appended cl ai ns, or
may be | earned by the practice of the disclosed concepts as set forth
her ei n.
SUMMARY
[0007] Additional features and advantages of the concepts disclosed herein are set forth in the
description which follows, and in part will be obvious from the description, or may be leamed by
practice of the described technologies. The features and advantages of the concepts may be
realized and obtained by means of the instruments and combinations particularly pointed out in
the appended claims. These and other features of the described technologies will become more
fully apparent from the following description and appended claims, or may be learned by the

practice of the disclosed concepts as set forth herein.

[0008] The present disclosure describes methods and systems for filtering data in a neural
network environment to filter out inappropriate content. In some embodiments, a data signal
including a sensible representation (including but not limited to a visual, auditory, gustatory,

tactile, cognitive, olfactory, kinesthetic, and motor representation) is received. The sensible
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[ 0008] The present disclosure describes nethods and systens for
filtering data in a neural network environment to filter out

i nappropriate content. In sone enbodi nents, a data signal including a
sensi bl e representation (including but not limted to a visual,
auditory, gustatory, tactile, cognitive, olfactory, kinesthetic, and
notor representation) is received. The sensible representation
included in the data signal is produced in a sensible format. From

the sensiflenthi@iy RseMdahi B8 dhid stdhfl is PR&IubIdCinfOfeiBble 8t EBBMGRP Yerible
the sensible representation can be generated such that any

i nappr op?ﬂ‘%@m&?ﬁf’ distsensitie fpmatyt flﬁ‘i“rFOPh ef ﬁh%éféﬁlb@deﬂéie&tag?‘bﬁalbe Renerpgrd
reproduggd thit ahka%e@bl%?ﬁate Q@Ment ORlsé m@!hinythe @éi@llvéd @mkwﬁdlhg £8ti 8o BRI in
occur before and/or ter enerating o he clean copy. The
(filterdepcleansapy: Opponady. atdﬁlélo AP gecap @ﬁ%é@fﬁteamfﬂehafies theegenerptingzpf the
net wor k cleLrQQc% ]Tﬂer{ Rél@(% 1e%H'9 Mémmﬂl@%p%éﬁ’a%'% 1scye§tct!) QRktork.

descri bes an zxerrp ary system'conprising, Inter cilia, a transceiver,

a sensi hgyof ﬁp&ﬁ&%mbaaﬁmtsstﬁ@ PiSent a@&oﬁlaoaée&ﬁ:%§ N exehipry SRRIL@MBEing,

can receive a data sig incfuding a sensible representation,

i ncl udi myebefia. mdtanmemet, @oﬁe@&»blalml@araﬂnonawsoz ong a pyeessser-okhg | trapggeivies ean

cogni ti lf 6 AR D EhnbiGte B51SsHRER, il ARAGSHALRE iAfted N visual

sensor \égcﬁwgemcgga ﬁ%‘i% éA(?i 61?apt urle,e 1élg}d/eor re(I:oC(ﬂglli the senéﬁgf et visual,

r epr esentditorp guitaiony, seiisichgmtifepphiactory, Weiesthetichandgeeigi gpresentation. The sensor

represent agd,on dét%%ls& tur %B&MP %%ﬁ’lﬁé %’nsﬁnﬁ%’ A8tk fd Hheseﬁﬁﬁlé Wrmat. WRing
system can generaté ‘ean copy o e representation

filteri nig snn‘slbbmycpuempmpmpscmsad,ecapumdemtdfdaylecmdedr byplthec sansorg tiehgystem can

i nappropriate content t e r n

et ecdPYBE aStih . e B iR: RR Pl BLATHRY Pop MOl PRy nbl

or di nar yepsikatinlg the mérp@m@nhtevmohienr émogmyzlﬁa bieadnt, tdrnel)eddic@aran@fmpylddan itbéhe

generated b he .senso in e tlon
Japt ur odiFRE B R g p e R RaRS Wik MRl A PR S R -
utili zi m]glt &H’tecléeﬁm’oﬁﬁeﬁli as Iomlﬂﬁ)byﬂﬁ%ﬁﬁﬁmydﬁd pkbyeﬁsbleusﬁﬁ;;nlfhaﬁeplescntatlon
Opti ona S em can al so conpr a it on s he
(Tt or ( SoPismiebERY G Shasto Dot SHOGr FEng T R bioltp et bitaron
mat er i aleaft@edrecoidbd B tets¥nso Optiamtlly ythe @M Aentsb &bmﬁﬁdeam aadhqmau aftesy.
data) before and/or after tpe cl.ean cogy IS, %er at ed. é%] The

f or egoi Age dHE® FSr SBENetHt ste-8f Pl CERORRY ol ?Pé’d@smﬁtfa pr%&‘?‘i’fty’

di scl os [cﬂ'aﬁNy'donh%ﬂﬂﬁafﬁop@plﬁ&ﬁﬁluw)m@ﬁﬁﬂ@l arte.ome E18&h dop hsoamhérgted.
detail ed description of exenplary enbodi ments as di scl osed herein.

BRI EF DESYIR| PHd fINoOng il odRBAVERER tEAGE] hnd fuvektd@s of chdgedendéistssuRRewill
t he manner in which the above-described enbodi nents are | npl enent ed

as wel | DEOMSeMiGe Badly aBPAEHt H9®s ten dollovapg, detailsd  §93ErTRITCR ¢ PloiPMaPlaTy

nor e palkhibedindfits deS6dsBd h@Bini S provi ded below and is illustrated in
t he appended draw ngs. Understanding that these draw ngs depict only

exenpl ary enbodi nents of the invention and are not therefore to be
considered to be limting in scope, the exanples will be described

and expl ai ned wit h addigRIBFDESTIEPTION OF THRODRAWANIGS hr ough t he use
of the acconpanying drawi ngs i n which:

[0011] In order to best describe the manner in which the above-described embodiments are
implemented, as well as define other advantages and features of the disclosure, a more particular
description is provided below and is illustrated in the appended drawings. Understanding that
these drawings depict only exemplary embodiments of the invention and are not therefore to be
considered to be limiting in scope, the examples will be described and explained with additional

specificity and detail through the use of the accompanying drawings in which:
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[0012] FIG 1 illustrates an exanpl e nethod enbodi nent; [0013] FIG
2A illustrates an exanple system enbodi nent; [0014] FIG 2B
illustrates an exanple system enbodi nent; [0015] FIG 2C illustrates
an exanpl e system enbodi nent; [0016] FIG 3 illustrates an exanple
system enbodi nent pertaining to a visually sensible representation;
[0017] FIG 4A illustrates an exanpl e system enbodi nent operating as
a single unit; and [0018] FIG 4B illustrates an exanple system

embodi ”‘EMIZPPRI qtlllﬁkﬂat@§ar§§@ﬁ1§)ﬁtlﬁ‘etmle‘iiﬂ)odl%-lll_m LED DESCRI PTI ON [0019]
Vari ous enbodi nents of the disclosure are discussed in detail bel ow.

Wi | e SQ@QBIFK}Qgﬂh@ﬁgﬁg@{@@ﬂ@m@@ﬁmﬂbﬁg&ﬁ&gﬂ it should be understood
that this is done for illustration purposes only. A person skilled in

the rel ¢y@Eal FET. DBWlLdraice 60GRINBR shfiah eAbh@mest eps and orders of steps
may be used wi thout parting fromthe spirit and scope of the

di scl osyems) FIN20]i1AuLepEeSaNhRIsyasm efmbadine@sur abl e, quantifiable

data set for a cognitive, sensory, or notor quality. The data set can
" T epr esgegi6] BIGE 03 hispeRsian examplel dyyteSUaHbaiSmént qRIthiaing 150Al Rikuallya sdnible

odor, feel, or _sight. Accordingly, a signal carrying data about a

partlch§¥ﬁ§@W§§tlon can be represented by a measurabl e and

quanti fi at These r presen ons can.in turn be. copied by
r ans! alig! FitERieass & Srmprskrey FHICURRY cbgauersn SelE Wik Thoul ar
sensat i [ 0021 ensible r resentatlons are

7 epr os e8] Bt TPk WA uESEHD SROHRET SRS BgrR Wiisi ng
capacity. Sensible representations are capabl e of being sensed, felt,
and/ or perceived. For exanple, a visually sensible representation can
be a picture or inmage, fornegﬁg%ﬁg' q£ (Qiﬁgj§h§ually sensi bl e
representation (e.g., pictur i Eé) ]Est% ewed/ seen (i.e.,

2?8?1? d) (g&(ﬁgilk}glﬁrdglé ?@ﬁfho Inﬁgo(lfhtgg isgllo(sjglglsloeplsc Sf_l C cgctanlgbctfcl)\g ! \Q’gﬂg as‘;lnemﬁc
el ectr omaplhamm&lns ategitdcpssed, 1tb§lh0&ldl1m uﬂddﬂm:iodl'tyhrthldxso.’ronafm |1]ﬂus(1nta:ln fml@b«ts.
oy e S Bl P SR SR e B s Py R AR e o
ear, or bbysedwithlofqiaktiaifim e sfiaindataope BF e ldBelfire., bi onic, or

el ectromechani cal m crophone, or by sone other hybrid or artificial
eat A t 0020] axepretiatidn B a measurable, quantifiable data set for a cognitive, sensory, or motor

quality. The data set can “represent” a corresponding quality such as a certain sound, taste, odor,
feel, or sight. Accordingly, a signal carrying data about a particular sensation can be represented
by a measurable and quantifiable data set, These representations can in turn be copied by

translating them into a signal carrying only code for the particular sensation in question.

[0021] Sensible representations are representations that can be recognized by a physiological
sensing capacity. Sensible representations are capable of being sensed, felt, and/or perceived. For
example, a visually sensible representation can be a picture or image, formed by pixels. The
visually sensible representation (e.g., picture, image) can be viewed/seen (i.e., sensed) by the
physiological sense of sight, including biological sight, or by electronic, mechanical, bioelectric,
bionic, or electromechanical sight, or by some other hybrid or artificial sight. Moreover, an
audibly sensible representation can, for example, be an audible sound. The sound can be sensed
and/or heard by a biological ear, or by an eclectronic, mechanical, bioelectric, bionic, or

electromechanical microphone, or by some other hybrid or artificial ear. A third example of a

4



sensi bl e representation can be a snell or odor, capable of being
sensed by a biol ogical nose, or by an el ectronic, nechanical,

bi oel ectric, bionic, or electronechanical nose, or by sone other
hybrid or artificial nose. [0022] Accordingly, a sensible
representation may be produced in a sensible format. For exanple, a
visual representation (e.g., picture, inmage) may be produced in a
visible format, such as a picture or inmage format displayed on a
screen QfnsiiichREentaliof Sart Bea YhaL& ocfo?@ﬁﬁi%ﬁ:rﬁf%ine RersBd b{'& biological nose, or
picture/i nage format can be viewed/seen (i.e., sensed) by blologlcal
(e.qg., &yas)clEhopr.apechara. kipgertriq iggic, of slsgiramechmifat AE: xBTS oths
be iIIu kgﬁggyhﬁmﬁ$naﬁ_audlbly sensi bl e representation, such as a
sound. The sound can be produced in an audi bl e/ hearabl e format, such
as by beygaa; RtaY&HI9Na sseﬁ@dwrl@pl&@m@@w hoapes: pliudeli @ @L&Qﬁsli)dl@/f&%?ai apche
format, the sound can be recogni zed and/or interpreted (i.e., sensed)
by an e gkarpple. i isushieprsEEntation 2233 . DigfuieiErEr)anay tarrerbckinodsible frmes such
iI'Tustrag g?lcll'llrle B f %agé ormaEdi ﬁ@@ Ioﬁ‘@ém@% &%oﬁ(&?%hm@mﬁm%&%ﬁméon in
data signha can saved, sent to an adm ni strator,

ar chi vedhe pietore/imgesfortaat aarslpegwawd{,saw (inc banged) By @é&pﬂq@l @& @m¢5é9e¢i@<atont§n
in the f f i

cogni 1 ST Bt 2Boul P Bafin n B M 80 iy oFf 1Y B SRS o
r epr esemtait asmsoumeThmhmﬂcqmrhmdmo@secmﬂatt halidehear meeforrlepf-r ss:brasdpbfi bgimg
In a Se%f c! gn tspoegxﬂ;.a bl g hog%(s ﬂplh?s’ au%ib%&?e%%a%ieefo{'rﬁgt\ﬁ& s%]u%ﬁ cn é’e ?ééglgnized
represe t1 ohican ure or 1 rmage fornat, Ich can be
displayedﬂandqu@mb@kssmﬁﬁmhya1smbemnnqmomnnitor. Anot her exanpl e of
a sensible format can be illustrated with an auditory representation
bei ng ple3tad éxamplagomethod Ledibodiirennist jllusiitahinc EHG.bb Picagediptaro method
speaker s/ ear.ohones. and be he 4 n

repres eﬁ{ngﬁlglﬁnt pl eave&e élmi'a nb1%r‘1a‘f;£b%3|£~g l% % Ee satveé sﬁnt%g IE%%I’&I%ISUMOI alcglﬂfed
r epr esenrtcaThio datasngmgememalmesa Fatible 1e;a'dmﬁatnt1ormnpkyc fofm phevisual image, an audio
representatlo n nallc OuS, i nt ended or, ot her inappro

Cont ent Ry sy ioh, PR Gligt ™ sl AaRRSSH! 3, Riia S ok MREBGRRILOLE
adwar e) 1¢p$esmtamnrrhe m&ed@mﬂipmm@hohe keneidenrepviedehtatiod fhea elmmlesﬁommJ For
t hen generating a G0 Eé t he re resent ation Fncluded inth hich
si gnal FEARRIP- < STl mﬁFB’\’zé‘n‘F RRICPHEANBR 6 Pt BT he e f, i
rrﬁl ici Olﬁﬁn @Jdlqnayaaatwelﬁwedr&te@ bh alscré&rosn d@@nﬂaﬁ Nn@ﬂ?@ﬁ(ﬁﬁ@l& of & séﬂ'sibl@fbmdat
Thus, the ¢ is a"clean ample, if t

i ncl ude§arébes'5ﬁgfafﬁdémhe“§ra€§1é%¥ SRl Linae a8 Pipdyeeaf S?%ﬂ@&(ﬁo ?‘Hgﬁ" thieh
met hod ugese Inmdlﬁ edkeRHSR6hek Bndfbetestdal format to generate a clean
vi sual copy of thls i mage, thereby preventing any malicious or

i nappr oMEYPrEatte (seusthle répRiE@io ProdudSes, a Sabiblaafofnal! @ m&odwapﬁs the
spywar e, adware) enbedded and/or hi dden within the image _file (]

|,
within CHECSERHIOT BidiZesaee [ {orageiean GRPDEE e reRsFssrfaiand I #gY malicious,

reiteratginehf&s, %Ekhﬁﬂ1ﬂﬁ@ﬁ$ﬁ&@%o@n&'@%ﬁ SoPMrel Viekd, REftk AR IR jaRL, tWims,
sensible format (e.g., a visual fﬁ,glcture format), rather than by

copyi ng SPHErGydwaehi pend sabedfisly 2andier hlﬁ%?gémthvlhths@ﬁrérﬂ%r then "Ffr?éatm" a
met hod 99}%}?5%@?@ ?es&ltﬁﬁf;ﬂ iR Db Hehfitd ﬁ@ﬂ?fﬂf&l@ Y& ¥ prvehd A inhiYdgitte
torely on the c de maki ng up the |nage ile. The nmethod can save
this cl éaeludiapmatieipuy catl@rntqmééi) infateiab e be{n@@%?d'ﬁﬁ inghea¢apy. Thugethe copy
mat or | al {ang SRERSE PRRGAL ElHEhala odrRl ineliler PR1A0K [PASRALARI LEhes o
propri etvesrlgl 1aagfa)themrtb¢nmﬁ1@d |Umgb€ image|pFocuee) iora appl @lmgmmwmtﬁaﬂ clean
met hods d [ '
addi 1 orapIr By 8 3R BB Bltng il of e oBRlc AL Rl Dl
108 can vuns:esl,rsoﬁwﬁmﬂéo;amd&mrmafspmalgeadwmal pmbedded hielaor hadsley wihey the limage
nmet hod can al so save the filtered clean copy for |ater use. The
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[ 0027] Moreover, the nethod can optionally apply additional filters
108 to screen out any other inappropriate material (e.g., blur
obscene images in the picture, censor out profanities in the picture,
guar anti ne and/oi renove viruses, Trojans, wornms, spyware, and
adware). The optional filtering 108 can take place before and/or
after the generating of the clean copy 106. If the filtering 108
takes place before, then the filtering will be applied on the

initiallgye g.%.(,: %JiéﬁﬁfitheIceaélfo@mnﬁfm@rm&o@)eﬁsﬁoo%m& ﬂaa&w B RASaBEMP method
filtered 108 the canera can then capture the filtered picture and a

clean capipraes? deangepiiram & imes in therrersde fampet e éd a{ispal grelye fﬂt@%fw@hel
The met g béh%gyiﬁe J;kés bl 36 hFAR tﬁeomaoefmtd?&l u&&se%qnam bnrate® 22
net wor k, or conpufer network. [0028] In addiftion,

the fi | I p@rm nfgnymshqzmbgwmllyamtbwt ﬂm‘engg@ﬂekyam thy cesfe makdngcretn llé@ﬂﬁyfﬂe

106, | o} kg 885 b TRAN O BEBLALGS eflioan copy of the recel ved

plcture I'teri applied on the clean copy. The
met hod t e opyy t taer a
neural (AP, ERASEE e | Endd LhPRED CLERRCROR 17 IE IRty FHphAA
exanpl ematﬂelals@rgt ab@nitigs, @1@Mnt1¢sntcaﬁ'rﬁamahgatwpwpuatamedFrt@)I frovethegmikge itself
[0029] Ln,so 0 t h i

ot uh AS EBE PR dencdt e DR, CRR LERRL @ s Ao Apfl At s
exanpl e,addmorah fi Hmergpde@r yforrebshenitios vdodii frenitituses) hiBraan oscunbifomlanbionpiter

in a neural net vo rk can conceiyv, e_concept

the visgd 612|t1I]%a 6 cénéﬁo%relo '?lé r-r*tg?cﬁ cgm R Saﬁl\}Fa 1ed hlg‘z(l:n ® y?(p LJthL 1%138 The
neur al methadrtken sehés eb()armplcﬁaam:iﬂdddtemﬁhmdpmme nma@ weesnaﬁﬁkasmua to a
signal includin the Vi su fromthe BM interfacing with the

neur al Hgf%dFE” %WgoﬁﬁPWB méﬁﬂ@%ﬁnent can produce 104 the visua
i f t.. Th thod th 1
TS | e kT, PR, MR ondP e i

can uti lsigh# ischehiges eenkibleaagptden@eidmia thdé Bualof b visgsl pictukeTEhepdaet signal can be

format dis Ia ed on_a screen or nonito t hen gener at

copy of o SRS o T it (P Ran s iy Sevite” THE Visual
i nappr owme%&ﬁat(dnmh Uelipr@uesdi 108 e 6 @ik iblPpittaditagd fort et rp@erserzeﬂ)n a screen
mat eri al enbedded and/ or hidden within t. e dat a S|gnal |nclud|ngoig§

i mage f PHASPRY-niier Mrtherbran theth Ay F1aEWIe: PEHZCY SHRTR O CFRIIB BT HCHHEy

I nadver l4gpfal ¥indthet! B&i2AINE DEkdh Edpglop R Biddirt 184, The preveattahp [ﬂaﬁ;ﬂﬂpnate (e.g.,
information (i.e propriate information), such as socl al

secur | t)}méiﬁﬁ“% PEW‘EOIE%CBOFO%F’B‘P?P&F‘? dhcluded, ?Itdém é’bq?é%ﬁ‘flihﬁhthﬁfp“’cnﬂé filg &om
i mage. Genesptddtetdre cl ean copy 106 fromthe image in the visible

pi cture format can prevent any inappropriate material from being

| eaked. {tﬁ@@]wﬂméooela@t@ infckdR.cah BFHITBINABLCARItRBAI MR 108 th BRESRIPAnyBother
filter 108 on the |n|t|aIL% recei ved i mage and subsequent|y generate
p

a cl ean HBPPPrids s fae PP PRsPRIG iMRakgell thiAicBire.t9RBS RS hBiatagifigs in the

gener at ﬁlcanglq%ﬁam%%d/%%n%e tyiMBsek eﬁ@'wse%hﬁ‘sagwa afd H&eﬁ%}emﬁé ¥, tional
apply filtering 108 on the clean co en the method sends 11

p
(filter&éfyring Eincasofphe placebeferewisdier aﬁtmﬁe&m%mwwﬁﬁhﬁ clepp GﬁpshéQ%# r&w
(e.9., IfLSNRR, ta%ee fa8 6 ore Gh&GChE At VR f %@gl%md emh\e@ﬁlkmy (0dei 2l f&%w
conput er networks) or even anot her nefr al g.,
i nt er f acifieytbairedsivad pichuee hasduemfiliered Wi Kie.cape3ap then csnswe ﬂ@r@mdrmﬁm
the met Qﬁ&i Elg&e&o}?g%anllgezaeﬁelgéa %Oéhgllﬁeﬁlle éaﬂ% eldq'ilfggsng: stf‘l'gln?ethod then sends
representation Senmanti c cont | 'anguage
from a déUthaklemretopyok theifiltered pictuperioa rhtmuh soth @ni nmlal @Tcamnyltm mefweork.
semantic content can be produced 104 in a sensible format, such as a
r eadabl €028kin fdditignsthe ﬁh@inmltﬂli@@h ¢dranafteo gieegsnaritengad therd¢an copntldnin this

h f
;n;‘ lt ﬁgtﬁzﬁ)ﬁ’eg%p%etﬂge(%( %%Ql?l{e? cleaa{l E)Fgf glgggccgffed tphc?mgeiég 2t ® el qﬁt@]]ﬁp%S is
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mal i ci ous) data present and/or hidden within the data signal is
excluded fromthe copy. Al so, the nethod can optionally scan the text
agai nst predefined or preapproved matching criteria (i.e., defined or
approved prior to the scanning) for unauthorized or private data
(e.g., social security nunbers, birth dates, secrets, or other
confidential or unauthorized data), which in sone cases may be hi dden
I f any unauthorized data (i e., inappropriate content) is detected

during GpRicaRhiiRNAdanTepN Thé thethbl @en kbiRts 86 Medilikich CRES cdply t9 U heth@k, such
t hereby preventing the unauthorized data from being replicated and

furt her 2t ¢ BESHInEOHK- Thefikevdsleansopy plihs BIGRISaheift ?’iﬁ‘ﬁé’&? bg ¢at F0ite 2 BMig

108 canifiakRinhAts: RelPrawsnd/ or after the generating of the clean
copy 106. The nmethod then sends 110 the (filtered and) cleari copy of

the Se”WZDPInCMee&ﬁdeﬁn@hté"%e‘A@lEt%od SME Rcd@i$e 20T QAR SEnaN WA Dbendible
neural network, [0032] Wile throughout the above descrlptlon t he

t echnol em«eswa@thye%wncpeg@rql petvorls Bog exampleniy 2oeXeMplasy metheg egnbgdiment, a
pi ctur e%um%‘){l zﬁﬁﬂﬁ' ﬂ?!uﬁ it EBE&%%R@&R QEh E3Reib€a R}ﬁﬁeﬁ iMh e Th €onception of the
t echnol ogy. 'y contenplated herein to be able to receive a
dat a si gfail lm@@@ esm bﬁgmael@etqé ibhi| .eBMeé prtefasinga itlo thab peialangtveorki Bigegxample
audl O Yoo SIrcRllen: v@&hed Ao GOB ek BhBACLAE Xisulil HERE MR Ghe py
not or representat|on other sensibl e repré&sentations.

or di nar yntgkicinlg with thé ecwltnewwdrk. Tp me@midm@Odlhmt cah @rodasea sl tbe VW?{I lmage
respect I¥ 9 19"{9111; Pr%erSQtﬂgé I m%%ﬁ?ﬂes Mbe a ?rg%yc @P%Qr@ﬂﬂcﬁ 9%1 the
audltory r presen {tion I'nan au e sound and can ut1Frze a
m cr opheirareformaet Fdr exampledthe methodapt unlﬁerae@mech torepteeuhel visteh enaga i g
this cap cprded, sound in the audible for it
gener at Q‘CHJ fié%“r‘f dgs FYOPTE RACA °§‘rt°§1 aP%%reﬁs:%"ﬁ 43y : "1“’&“ ‘i%ﬁ%ﬁtﬂ‘g? mizg 106,
met hod qaf filecesur amapﬂlsaéms siyginadprdpniafe Uthclhwging lm'mtfmdec( @ngate @ usmuhrmhzed)
file), play. th und file, and record a clea d

usi b amareibihRge i oD P e Ba5 FREERON: Fack Mar S orner
Wi thin tlagsnitdd Fal exaipld theibrgn ey Gave wadveitentlyhee uﬁbﬁb&mﬁg‘ly inkldebpiivdte or
file) from bein roduced. in the clean

ber Sbrs VBTG AREF ISR 15 ReRHEPTRI T THIO0 i5 S P R Tl e
a cl ean isropAatoh, iRitgestaitioh Wt the 3&hilliRageOGEREAtRE Yhe HdaR@SHNEISI feom ME image
not or representatlon can be acconp Ilshedl%% utilizing an ele tronlc

t ongued nythg visible pighue Sounst canpreveniagy iGRPIEP %@mﬂaﬁ SEHEDr
o BP0 A lon! G deetnci ) BUrD PRI Yﬁ%ioa%%ii@saley IBFGi‘éFH

el ect r Ofhgge AMBGHRBY ALy cblicafd RClchh 6opyDI0BTidia 1R] fAGtiddOrREd) ARd/6athe ntBthod
sone other hybrid or artificial tongu pressure sensor, _hose, tion

e,
sensor, 8t eEEHfedeNSeRy HIO e arelrd [ipgq adeubsenendyarRY Gliering leﬁrre

copy Of cRaif QEpY. ITh¥R hee HeBRBNeAds 0D BRNFRE-Geneimt&H 1ot i Ine&ioRY sach as a
phot ographi c recorder for visual text and synbols, ‘a 8 m crophone

for voi CRMANBCAININBEIWEky e s (NtEmele HBEFHICE (FHeCORS cRPISagipg Relasks £ eher

such as caﬁ?«st&l ﬁetwé}{a / &rev@ﬁ faﬁ&h&%ﬁﬁl bRk @E‘gnstgraserm@Pfﬁt%o $8RSh&he
representations. FIG 2A shows an exenplary syst em enbodi nent

200. Th@ﬂéﬂewﬁmaky systen1enbod|nent conprises, inter cilia, a
transcei ver 202, a sensible representation sensor 204, and a
processé#0321In somee ebediments.y e mobod mseivec &P @ e stepalsingiidipg a sensible

| ncl udi gy 2R BliPas SRERSCHRNE 01, HEKGEARRE: T Sdeatcanyed d n

menory for subsequent use, archived, etc. In thi 8§ exanple, the data
si gnal iftony &bwnaned afmmﬂrbaurﬂo?mﬁp@pmwelomntl@an lbb\lémlmed 10fjins2 pepsiplgformat,

illustr Q L, atednf-RAh ateh tt
Si gnal S B RULBE B3 Al Tid b el Yool eVl lioh efflen fah
a neur algemedtevarcheaf icopy of fhe dent 1ﬁ6 Bidh thag awflampngumet(hga unairoedzed, private,
networ k) or even a local source. The exanpl e enbodi nents descri bed
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[ 0035] Moreover, the data signal can include any sensible
representation, including but not limted to a visual, auditory,
gustatory, tactile, cognitive, olfactory, kinesthetic, and notor
representation. The sensor 204 can detect, capture, and/or record the
sensi bl e representation produced in a sensible format. Using the
sensi bl e representation captured or recorded by the sensor 204, the
system can generate a clean copy 206 of the representation, thus
filteri pgieihs) AMY ptdIGRRADBY hidde vABH ﬁ@ﬁatﬁ Sicfal is SRIudEd PHS thd PRI the
unaut hori zed, private, personal, conf i dential information) by not
repl i cafiediydtaae openspy e the éexe asRiwh predefined s ProJRPIYsmAENing ﬁﬁ@aa &t
and/or Rigdan, 'af)'blg\ré@ ﬂi‘i%??d t’ﬁ@gcaqﬁﬁlﬁ) i%l gﬁ!ﬁ\khoh%l dilq}u'aﬂe Tdta"t@ (e.g., social security
representation. ordinary’s he art will recognize
that t h@umb@arbuéloﬁgfesf; aw% ofj othst a@é@erwl ph@l@@ﬁé@ﬂd dzlm whigh {thgome cases
process 2 n n i / o
Sensor 30y CeontR g WIPLRERGRRENNAL (L SERkHRSE, SFRIDE el Miins e
r epr esenp@nabsragEng, L!lhf'@dh¢ ewthod é't!ltebyt pitel 0§elh91@b}' p@Mentimpithe widethorized gta

can als e _sto 0 o
o o Lo AT SR, B ey bRl S OB, B0 G
can scr dé%coautakd gLag: befbuk land/oc eftey ahg gamamting adive oppnn atry Hit dhé alethpe then,
PPReer Sthigs RLEHE RateHda SANGES Sopl Be b2 SeRERS L0l I PRERSRS Bleh 80 o Rbifer
sof t war atwoecdrninguial nelt\mmkudl ng but not limted to antivirus software
and/ or scanning for Trojans, worns, adware, spyware, etc. This filter
208 can [M32hPjhile ﬁdo@mbmrthcaahﬂvedescnptmn ths teglarvdregthesl beeasleschibovhad pertRinlBg

2A, or efnr .the cl enerated. as i.n

can be f PouF ks 5 BRRG R iePs R SRk oty BoShEi B Bl i,
in FI G fd covempiivwdrherdime §d itld @rec)vecd @ansigab pyludihg acdendibie mpuewahtmn
i mage can be stored. and saved in nenor sent.to adm |s t or

ar ohi vedichors 3 THEIALy AHGIET  EP(87, Gfd:n Colie THECShnEnGiHondier
for recedpvisBgatidig afl@toahesi @Rdble repefntanes Thoe 6of |olduer1yed)cluc iream: a10 pyill
210 to a network. Again, in these exan'%Ie enbodi nent s ﬁ}o etvvo_rh
where t RBP4 {hah éﬂ)ﬂxewlﬁn“f%wpez&@ AU, ECPLSSFRIAOS- Qe |can produce
net wor K theHRMRY® MreprédBh@tiAL I ¥uditle bdtinB oMY add &Hint Ri0iz¢ @ illoplghnd o @bkinal
network and can be a conputer network, the Internet, an intranet, dlg{;

el ect r oRiCErIEDL IMEARTEHIC O tﬁ%t‘)WkThf‘@t psing thiss cppured{rpgaidedsspund, o the ab

enbodi Megc, #RRhhddLal Qtdtrdi P bikdr éb@ybpthaaﬁ%@ RpieRintatibn dn EKRMIR method
neural network and/or a cog uter network. [0037] FIG 3 illustrates

an exenpibregeies/a usign el a gypd b’e?taaﬁq%alea Play e savaf e, seheryfe

represepfaf oy of (e s%iix?cffﬁhﬁJ ¥ [ﬁaéﬁafpﬁsﬂeem%y MR&en GRTRIY $85propriteehaterial
ali a, a transcei ver 30 , a sensi bl e repr esentation sensor in the form

of a cafsthin Bopitiahpeng iy Geegein e podeTH gherspuisizle) yem bgpg reprdvecddeihge
a data gjeghalpyi ncluding a sensible representation, which can be
saved, store archived, etc. In this particular exarrpl e, the data

si gnal i ﬁlﬁb}lﬁlﬁrﬁlaﬁy}ﬂeﬁk}ﬁé of%‘?cﬂﬁzﬁﬁ@lﬂﬁ% heRriivin Bhtﬁxsftﬁ@rihz@trexﬁldfﬁtr%clegﬁ-gdp@g
up an |nage or picture. suc he sensor 304 can bé a photographic
caner a bé@aystetonhéacgbnglfmmy,rl@p%é@@%mtm@w jegreseniatigy ghn be accomplished by
represe ol s presgnt at odp n,

bi ct ur o TP n Aol R TR PGSR R AR aPrE P oh e hos 2
i mage. eimgnd hecopmege(appronmdid ecoeiton ppftvire), casperaveBo4t is fadso fully
system nerat.e. a, cl py.30 Vi

filteri %g‘ﬂ%’g?‘ag‘ﬁ yg}?aﬁapprbggri’ Eﬁe €on en%le%l?)glscénf" UBancl edd%gefegﬂg/ pronic,
hi dden ieRctdmechateil, vedsahat athei bytadd omeﬂuﬁduahgmgdrﬂe pmssuralsemmg@se Agalcm
one of ordi nary skill in the art .y Wi | di U coigr%t 1Qd theta ttg)e C rr;chHBQvAé
itsel f ¢ER%yShe Pg'fTém?ch EEEn T 8y “oF RO, S8 PR B L EREHE
SO usi ngemésemuﬂmgﬁn vapentiee dilizingdegthobgrdphie remader for3@shal text aadayhiais, a
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[ 0040] Furthernore, referring back to FIG 2A, FIG 2B, and FIG 2C,
it is not necessary for the sensible representation sensor 204 to be
a hardware conponent, such as a canera, m crophone, electronic
tongue, a pressure sensor, an electronic nose, or a notion sensor.
The sensi ble representation sensor can also be inplenented as a

sof tware conmponent. For exanple, in sone enbodi nents, the sensible
representation sensor 204 can be a software conponent inplenenting an

al gori t hbpiithe G voR@NSA, sofkRt, @ Glressui@RéndbSior @NEHRY repR6Dtatioh BEhSAMNBThiEe
representation and generate or construct a clean copy of the sensible

r epr esedPHey Bher copeltiegensqedor qthia sysibly 15pEsep@HPEsent ati on may be
produced in. a virtual sensible format, one capabl e of being read b
the sof {4FEFKendfntovpept csempati sirterndpioddnat {Wo4Hr pPrempry| geom
not ewor tAYodiMehBRpALst NAL (A EXRERIAF Y022 BREdsHA lePBscAtatibh CenbBére®@tnd a
di scl osure can provide reliable filtration that does not necessarily
have a PEXPBEr 13- B Eanserdver 03 ean resahstasdaiaosigiabipelitling A deitigrepresentation,
out goi NGk RARRHORbieALEd SALAin hARGPS SR Suen ARV SBHi LN . #lingts E@lmple, the
conputer filters need to be contihually updated as new threats arise.
Consequétesignaltipeaceivedsirem gepmpatel wetwprkcHowieyes, ithit srforillngtagon puippssy emy.
transmi gk gty SHRLHMNWad RABRE 9B 208 bE QRLSDE (0 ofly so i UERIR! nor
However, due"to filtration by gefierating a clean copy of "a senSible
r epr eseiimated tna henrgmetvenl Giendpr © BMIdnterfaorg it 2 newalertngk)aeryeven a local
applicatj o i sure. ol } [ o
pori od ot BB bR P R el R HabpV RE BRARRE Llerk Y BudldEhe Ry
i nappr opmeatietedrh and/answngpsicomswoik0042] Moreover, because BM
technol ogies can interface not only with forns of artificial

intelli ¢M36EMowmovarl ¢ dite kighalnan iotludenianyabenkiblzi mpresenhgont iaglddingl bhipnot
filtration and prevention of inapproptiate .cont ' .
and mor S G SRR R0 b RERE R B oy RSy, P A
"crash" rdpresentaticnabe dertsyr ROvappr dgedt,ataptucs rindiat yecominthb esensilldevegprassntation
much nore regrettabl. vent t.han .the usual conputer crash, An.e | e
nppl i caPloReRr e Pt o SF gl PaM Rl e EUR I Dt e G e
nor e r elsérabl 24f the kysednt cin, gebyratg areamatogyQ08 of the agpresemyticnf thas Skerinigllueany

representation to prevent inappropriate content. [0043] Furtherppre
ot her TaRHARIY® ZHBFT et G RV B E TR o RPE. TR S g
enhanc e ffEBiimabibn 3O tdplicatink tHobippuipiiatt@atestaha ntiy bagddsentpeiRbed et astigit

to or froma. neural. network. The unwanted data mal i ci.ous caode _ma
|l ude PBRG PAATRE o SAAISl IR ABTERETETatgh QB RAR SIBY Shin te ok

aut hor i gm0l @b etk Yo @n be ¢l byQhe SaRGE04, bR REREPL 812 using
application can enhance cognition while preventing such unwanted data
or mali élieo%feé%’éféloﬁr‘@ﬁ?’éﬁﬁ‘ffmq?& Bt f@x?eﬁli‘%gzoﬂhé?r P& A OtREt WS‘FIRI. tﬂf]@miﬂ?]
A furt herligxamel @peRBlatis tiflledRESUES b IR RAGHNO4 Ao LRANLGY @h also be
upl oading of inforpnation to restore semantic nmenory to an individual

with Al skedneved aghivedh¢k- or vascul ar denmentia, or when a portion of
the individual's brain such as the hippocanpus or_o

) other
menor y- (¥4} Gatisatynhe eyieh cis gasemrideon WoHoPENTlEe 08 Fhis Bl eXseg,
cl ean MeARLYoltich.8S baRRePOr)SHD tindpBroPliatt MRMRrRL REMT BhceRRY, WRsniRH idHdRnt in
i ndi vi dual because i nappr og_r fate content can be filtered out and_
pr event & sensible representation. This filter 208 can also implement an anti-malware (anti-malicious
software) technique, including but not limited to antivirus software and/or scanning for Trojans,
worms, adware, spyware, efc. This filter 208 can be applied after a clean copy is generated, as
shown in FIG. 2A, or before the clean copy is generated, as in FIG. 2B, or there can be filters

before and after the clean copy is generated, as shown in FIG. 2C. Moreover, the (filtered) clean



[ 0045] O her exanple applications of the present disclosure can do
one or nore in the foll ow ng non-exhaustive list: prevent private

i nformation in a neural network from bei ng upl oaded from or

downl oaded to an unaut hori zed source; prevent advertisers from

gai ning access to the content of an online neural network and from
downl oadi ng "cooki es” or other unwanted programm ng to the neural
network; permt visually and/or audibly inpaired individuals to

secur el ¥oRCeRPf tHaevidual Bhd¥elcaRbe UNES afH SivEdlin HREBrNSNAE kin \dAirAstBMr;
prevent inappropriate content from bei ng upl oaded to or downl oaded

from a gEhat detThsriansesiver 464 i HHchwFathbeths same compeasny fongessivineutkp data

real ity g Qen O dhe %ﬂ&ﬂa&?ra&ah BEFULE) SOUTHALER! |02ind TRk Vkafple
nor e rem)te neur al network )

n-tO mnd communi catl on
[0046] Féodimeniodbe Byt W S Alierap siert auiyGHS itloderHe apbvachrek
pr ovi deq{ogu)évé’f/aﬁusoﬁetdﬁ #l{§ hlr 1% {Q’Qf' flglglaé/ tda nosb%{hﬂ lflﬁgorp%g& lgﬂtsﬁg H@gm 1961‘

limt the invention. hose s In t e art w readily recognize
var i ous newdi, i thatiitemet, andniehieh geseltdraic maynbwicaete netyotkh @fcp die $ant these

descrip t. ek . .
appl 1 cart o Pherd iRk My R AR o LTRAR ARG o A nototk gt
from t he compgerspiwark. and scope of the present discl osure CLAI V5 |

claim 1. A nmethod for filtering data in a neural network environnent

conpr i sil0371 RK. Stibpsrast an pecelary sgtan dabalining3ed pirpolingliongrisaby frakiblee
"epr eSenloL b Aion TRIUELN. N6 SENEHBARCRLESERL B, BGkHARHe! S0 e

d gFfar
ata si gna sensi
senmble 1ep1esentat1on sensor in the form of a camera 304, and a processor 312. The transceiver

302 can receive a data signal including a sensible representation, which can be saved, stored,
archived, erc. In this particular example, the data signal includes a visual representation in the
form of pixels, making up an image or picture, As such, the sensor 304 can be a photographic
camera because the sensible representation is a visual representation. The visual image
representation is produced in a picture format such that the camera 304 can capture/record the
visual image. Using the image captured/recorded by the camera 304, the system can generate a
clean copy 306 of the viswal image, thus filtering out any inappropriate content present,
embedded, and/or hidden in the received data signal including the visual image. Again, one of
ordinary skill in the art will understand that the camera 304 itself can generate the clean copy
306, or the processor 312 can do so using the image captured/recorded by the camera 304, or
another similar technique utilizing the image captured/recorded by the camera 304 can generate

the clean copy. This clean copy can also be saved, stored, or archived, efc.

[0038] As discussed above, an additional filter 308 can be implemented to screen out (e.g., blur,
censor) any inappropriate material (e.g., obscenity, profanity, confidential data, proprietary data)
inherent in the visual image. The filter 308 can also block any inappropriate content in the form
of malware (e.g., by applying malware scanning software). The filter(s) 308 can be implemented
before and/or after a clean copy is generated. When a clean copy of the visual image is generated
(and filtered), it can also be stored and saved in memory for later use. The transceiver 302 then

sends the (filtered) clean copy to a network.
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copying the sensible representation in the sensible format to
generate a clean copy of the sensible representation; sending the
cl ean copy of the sensible representation to a network; and

wher eby the copying prevents inappropriate content potentially
present within the data signal from being reproduced in the clean
copy and sent to the network. 2. The nmethod of claim1 further
conpri si ng: filtering out inappropriate content potentially

i nher ent[oowjrhl Ferfo€ofS 8RR il 8RES ANt @il Gitelshml UdRDhE NydthiR mtoa;ments
si gnal met hod of claim1 further conprisin iltering

out i naPpicEpId BOBe EBNERIRIC pbE SREICANILPT3F SIRIFAC V\ﬁ“f‘hg?f PREPKaths cspypalY

]py ;Jﬁl NQyfers ehb&imeat LARHLPIRM B & intfirhdhtedhs alHeldBAD@de PIG CA A1 Al
ur er conprisin
allovtg) data tmn%mlssmn between a first neural network and a computer network and/or a second

neural network, such that a data signal can be received from the first neural network and then
sent to the computer network and/or to the second neural network, or vice versa (i.e., data signal
received from the computer network and/or from the second neural network and then sent to the
first neural network). Alternatively, separate units (see FIG. 4B) can be implemented such that
one unit may handle data signals received from a first source sent to a second source, while
another unit may handle data signals received from the second source sent to the first, Again, the
embodiments described herein permit the filtering of input to and/or output from a neural
network and/or a computer network. One of ordinary skill in the art will recognize that other
implementations and embodiments may be used without departing from the spirit and scope of

the disclosure,

[0040] Furthermore, referring back to FIG. 2A, FIG. 2B, and FIG. 2C, it is not necessary for the
sensible representation sensor 204 to be a hardware component, such as a camera, microphone,
electronic tongue, a pressure sensor, an electronic nose, or a motion sensor. The sensible
representation sensor can also be implemented as a software component. For example, in some
embodiments, the sensible representation sensor 204 can be a software component implementing
an algorithm that can sense, detect, capture, and/or record the sensible representation and
generate or construct a clean copy of the sensible representation. In this case, the sensible
representation may be produced in a virtual sensible format, one capable of being read by the

software sensible representation sensor 204.

[0041] 1t is also noteworthy to mention that an exemplary application of the present disclosure
can provide reliable filtration that does not necessarily have a period in which no filter exists to
prevent incoming or outgoing inappropriate data transmissions. Conventional digital computer
filters need to be continually updated as new threats arise. Consequently, there is a period in
which no filter exists to prevent transmissions containing inappropriate content {e.g., new
threats). However, due to filtration by generating a clean copy of a sensible representation to
prevent inappropriate content, an exemplary application of present disclosure does not

necessarily have such a period in which no filter exists to prevent incoming or outgoing
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filtering out inappropriate content potentially present within the
data signal by applying an anti-nmalware technique. 5. The nethod of
claim1 wherein the receiving of the data signal including the

sensi ble representation by a receiver is froma BM. 6. The net hod
of claim1l wherein the sending of the clean copy of the sensible
representation to the network by a transmtter is via a BM
interfaced with the network. 7. The nmethod of claim1l wherein the

SenSIb|§mbﬁ@ﬁ§§@magﬁhgﬁnh§n§ vi sual representation and the sensible

f or mat

is avisible format. 8. The nethod of claim 1l wherein the

sensi bl gppaePrRERN-abi@tsel BMANeMEbEBY )éarf ﬁ@m@@ RbAbLAIY Wi EorfReof artificial
sensible format is an audi bl e format. met hod of claim|

wher ei nikt¢{Hgedenh Bty Widhhwawgranieh br%nSaﬂvejlfgapé%lé £9F ﬁleﬁr@saé'ﬁtpa%%twnﬁd

the Sen?dan:u%pmﬁé E@ﬁen‘t shodld B WiBler SRAPAB S MbldBANEbnl SfoRH standdds. Hﬂ@mc a
met hod of claim 1 wherein the sensible representation is a tactil

r epr esehuadn briimrfashi di g cepypasl by ingpprapridte centengy eamt bec Bigwpd as fmusd; rn@w
measur egegpéftaﬁlg RUdr® thah HeGlual computer crash. An example application of the present disclosure

can provide such better and more reliable filtration, by generating a clean copy of a sensible

representation to prevent inappropriate content.
f

[0043] Furthermore, another example application of the present disclosure can allow for
enhancement of cognition without unwanted data or malicious code sent to or from a neural
network. The unwanted data or malicious code may include programming aimed at “mind
control,” or other input not authorized or permitted by the recipient or sender. The example
application can enhance cognition while preventing such unwanted data or malicious code from

entering or exiting the neural network.

[0044] A further example application permits the secure downloading or uploading of
information to restore semantic memory to an individual with Alzheimer’s disease or vascular
dementia, or when a portion of the individual’s brain such as the hippocampus or other memory-
related brain region is damaged or compromised. In such cases, clean memory files can be sent
to or from a neural network of thé individual because inappropriate content can be filtered out

and prevented.

[0045] Other example applications of the present disclosure can do one or more in the following
non-exhaustive list: prevent private information in a neural network from being uploaded from or
downloaded to an unauthorized source; prevent advertisers from gaining access to the content of
an online neural network and from downloading “cookies” or other unwanted programming to
the neural network; permit visually and/or audibly impaired individuwals to securely access the
Internet or other digital data network via a BMI; prevent inappropriate content from being
uploaded to or downloaded from a neural network interacting with a source involving virtual
reality and/or gaming; and permit secure communication among two or more remote neural

networks (e.g., mind-to-mind communication).
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11. The method of claim 1l wherein the sensible representation is a
cognitive representation and the sensible format is a format being at
| east one of: visible, audible, or nmeasurable by applied force. 12.
The nethod of claim 1 wherein the sensible representation is an

ol factory representation and the sensible format is a format capable
of being snelled. 13. The nethod of claim1 wherein the sensible
representation is a kinesthetic representation and the sensible

format i[6048] TR MRiouS ARABERCAE RET HPL&EBSCHsBYbed dHTd QR HeNaey by vJa‘} of
The nethod of claim 1 wherein the sensible representation is

r epr esemWEHIT oBhtRndHBoWe Aeh e constareug limg te ingsndan. Thapatklled gp ﬂlﬁe“il’fn‘ﬁ‘”

recogni ¥&QIIPYCC§JQ{WHOIES%W&E§IES anaéhanﬁ&hat%@%tﬂb ®the fplelsén@ tiésRfiption
data in a neural network environnent conpri si ng: transcel ver

for receaiifipwgoBowiag shesexgmale anmhodiveantiging a@@t@il%lsellv%la%%%fia%cpw heridn.
for sendiigifot b§ARIE IR BE 1rhd'GiFERE LRDE of GPPRSENERUSAR. 10 @ network;
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a sensible representati on sensor for copying the sensible
representation in a sensible format and capable of being utilized to
generate a clean copy of the sensible representation; a processor for
facilitating system comruni cation and i nteraction; and wher eby
generating the clean copy of the sensible representation prevents

i nappropriate content potentially present within the data signal from
bei ng reprodueed in the clean copy and sent to the network. 16. The
system of claim 15 further conpri si@gAIMS afilter for filtering
out inappropriate content potentially inherent within the sensible
repr esentiinh:on i ncluded in the data signal. 17. The systemof claim
15 further conprising: a filter for filtering out inappropriate

cont ent 1p0A BRthbd kdr)iBARS@R in\Wethialndth@k daxinfe@tamphyinditk BgpLofset  of
defined matching criteria. 18. The system of claim 15 turther
conpri si Ng: receiving a data signal including a sensible representation;

producing the sensible representation included in the data signal in a sensible format;

copying the sensible representation in the sensible format to generate a clean copy of the

sensible representation;
]

sending the clean copy of the sensible representation to a network; and

whereby the copying prevents inappropriate content potentially present within the data

signal from being reproduced in the clean copy and sent to the network.

2. The method of claim 1 further comprising:

filtering out inappropriate content potentially inherent within the sensible representation

included in the data signal.

3. The method of claim 1 further comprising:

filtering out inappropriate content potentially present within the data signal by using a set

of defined matching criteria.

4. The method of claim 1 further comprising:

filtering out inappropriate content potentially present within the data signal by applying

an anti-malware technique.

5. The method of claim 1 wherein the receiving of the data signal including the sensible

representation by a receiver is from a BML
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a filter for filtering out inappropriate content potentially present
within the data signal by applying an anti-malware techni que. 19.
The system of claim 15 wherein the sensible representation sensor is
a software conponent inplenmenting an algorithmfor copying the
sensi bl e representation in the sensible format and constructing the
cl ean copy of the sensible representation. 20. The systemof claim
15 wherein the sensible representation is a visual representation and

t he Sen%‘bh%rﬁﬁmkﬁﬁ%ﬁhﬁﬁM@&ﬁﬁﬁﬁ@&%dmso?&ﬁ@ﬁﬁﬁ&myo?ées&hﬁkﬁﬁﬁ%ﬁﬂhﬁ&1m
claim 15 wherein the sensible rgfresentatlon iS a visual

r epr eserfedetumk B g reanide isyipe BMIdwedaced vith thsmeswisor is a hybiid or
artificial eye. 22. The systemof claim 15 further conprising: a BM
interfacing with a neural network; and wherein the sensible
representation js a visual representatlon and, t he sensi bl e

f epr esenft APeaTethas Rl slrimd whasih (G gFesilc Epeeseniatian i BYIGH teRfesejaion 2pa Hice

of bei NQeddithd foifd id PvileResale t he cl ean copy for sending to the BM
interfaced with the network. 23. The system of claim 15 wherein the

sensible representation is an auditory representation and the
sensi bl e representati on sensor is a m crophone.

8. The method of claim 1 wherein the sensible representation is an auditory representation and

the sensible format is an audible format. ‘

9. The method of claim 1 wherein the sensible representation is a gustatory representation and

the sensible format is a format capable of being tasted.

10. The method of claim 1 wherein the sensible representation is a tactile representation and the

sensible format is a format capable of being measured by applied force.

11. The method of claim 1 wherein the sensible representation is a cognitive representation and
the sensible format is a format being at least one of: visible, audible, or measurable by applied

force.

12. The method of claim 1 wherein the sensible representation is an olfactory representation and

the sensible format is a format capable of being smelled.

13. The method of claim 1 wherein the sensible representation is a kinesthetic representation and

the sensible format is a format capable of being sensed by a motion sensor.

14. The method of claim 1 wherein the sensible representation is a motor representation and the
sensible format is a format capable of being recognized by command recognizer.
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24. The system of claim 15 wherein the sensible representation is an
auditory representation and the sensible representation sensor is a
hybrid or artificial ear. 25. The systemof claim15 further
conprising: a BM interfacing with a neural network; and wherein
the sensible representation is an auditory representation and the
sensi bl e representation sensor is a biological ear, the biological

ear capable of being utilized to generate the clean copy for sending

to the BM Akl fopERGiNYLA it HEtfh¥Nole enviBameb Boripiitgm of claim 15
wherein the sensible representation is a gustatory representation and

t he sensi bl e; iRRLEHENTAR QNVIBEASHHEa kifnad iRMMihE aOfendblt irEprdentatibd BRL Gor
27. The systemof claim 15 further conprising: a BM interfacing with
a neur aPenidigacrigan capypf the sengiple Feprasenintion &omBFHPE: r epresentation is a
gustatory representation and the sensible representation sensor is_a
bi ol ogi cal t bAgdle FRESHIYIofIcRSer f?‘b?fﬁ’éi@gct%éms@leofeplf?é‘?'}‘lﬁwﬂtlpI"‘i sagbleo
gener at gohi€arel BFHBI1C RYink filiR8 APenbraled ddAR cBM ofi RAGAE l&gre%miohhe

e

network. 28. The system of claim 15 wherein the sensib

represent at i @prob&sét fhaedilital@nd SPEQTEMhAhIAMbnAN idtd}eetSBNSHDI e
representation sensor is a hybiid or artificial pressure sensor.

whereby generating the clean copy of the sensible representation prevents inappropriate
content potentially present within the data signal from being reproduced in the clean copy and

sent to the network,

16. The system of claim 15 further comprising:

a filter for filtering out inappropriate content potentially inherent within the sensible

representation included in the data signal.

17. The system of claim 15 further comprising:

a filter for filtering out inappropriate content potentially present within the data signal by

using a set of defined matching criteria.

18. The system of claim 15 further comprising:

a filter for filtering out inappropriate content potentially present within the data signal by

applying an anti-malware technique.

19. The system of claim 15 wherein the sensible representation sensor is a software component
implementing an algorithm for copying the sensible representation in the sensible format and

constructing the clean copy of the sensible representation,
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29. The systemof claim 15 further conprising: a BM interfacing with
a neural network; and wherein the sensible representation is a
tactile representation and the sensible representation sensor is a

bi ol ogi cal pressure sensor, the biol ogical pressure sensor capable of
being utilized to generate the clean copy for sending to the BM
interfaced with the network. 30. The system of claim 15 wherein the
sensible representation is a cognitive representation and the

sensi bl g reResaRbALLRN SRASEN the\ehdisle fepalsed tBRS is £ VGuD fpradeRAMRRLAd R
m crophone, or a pressure sensor. 31. ?he system of claim 15 wherein
t he sensfBIbE FRBeaREM SPGB H 3 M8 ogni ti ve representation and the
sensi bl e representation sensor includes at |east one of: a hybrid or
artificial eye, a hybrid or artificial ear, or a hybrid or artificial
pressure_sensor. The Sﬁsten1of ¢l aim 15 further,gﬁnpr|3|$%hégiﬁy

32. . ) > !
i nt er f aél nieviiem &f flaim B VhEeoacenshig represenifea el s FPESHY

r epr esepdibldBpresenAsPSALdr ivEnybBRLESANEAdyeN and the sensible
representation sensor includes at |east one of a biological eye, a

bi ol ogi cal ear, or a biological pressure sensor, the sensible
representation sensor capable of being utilized to generate the clean
copy f orzseRayién bocliihel sBihdrabapisaeed W th the network.

|
a BMI interfacing with a neural network; and

wherein the sensible representation is a visual representation and the sensible
representation sensor is a biological eye, the biological eye capable of being utilized to generate

the clean copy for sending to the BMI interfaced with the network.

23. The system of claim 15 wherein the sensible representation is an auditory representation and

the sensible representation sensor is a microphone.

24. The system of claim 15 wherein the sensible representation is an auditory representation and

the sensible representation sensor is a hybrid or artificial ear.

25. The systemn of claim 15 further comprising:
a BMI interfacing with a neural network; and

wherein the sensible representation is an auditory representation and the sensible
representation sensor is a biological ear, the biological ear capable of being utilized to generate

the clean copy for sending to the BMI interfaced with the network.

26. The system of claim 15 wherein the sensible representation is a gustatory representation and

the sensible representation sensor is a hybrid or artificial tongue.
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33. The system of claim 15 wherein the sensible representation is an
ol factory representation and the sensible representation sensor is a
hybrid or artificial nose. 34. The systemof claim 15 further
conprising: a BM interfacing with a neural network; and wherein
the sensible representation is an ol factory representation and the
sensi bl e representation sensor is a biological nose, the biological
nose capable of being utilized to generate the clean copy for sending

to the BMTHeRL&h 3eQ8mM S firthdiRomptisM: k.  35. The system of claim 15
wherein the sensible representation 1s a kinesthetic representation

and the sensjBhg ifi@PIBLORHAL hedfhl SA&RSAL ands @ hybrid or artificial
notion sensor. 36. The system of claim 15 further conprising: a BM

interfaci ng whéBinameenable NRp#katioANd a gustatdhef@idledtitonSMusiel Gensible
representation is a kinesthetic representation and the sensible_
r epr eseMPASPHHIGSKEWF 1§ & biRlagiq] tgrkaltheniipipgipal SeHas capablrerfheliegyiliesd to

NDti on SENSAL e ’RAPLSyPr LRIiAGYEd BT Bfkde-OfRehah&wbike cl ean copy
for sending to the BM interfaced with the network. 37. The system

of claim 15 wherein the sensible representation is a notor
representation and the sensible representation sensor is a hybrid or

artifichgl THeQUIBALS E1RGP NIWEEIn (RBsensthe repYestRioafis ﬁa@ﬁl@l«%ﬁes@ﬁiﬁﬁdﬂ%ﬁd the

conprising: a BM interfacing with a neural network; and |,
sensible representation sensor is a hybrid or artificial pressure sensor.

29. The system of claim 15 further comprising:
a BMI interfacing with a neural network; and

wherein the sensible representation is a tactile representation and the sensible
representation sensor is a biological pressure sensor, the biological pressure sensor capable of

being utilized to generate the clean copy for sending to the BMI interfaced with the network.

30. The system of claim 15 wherein the sensible representation is a cognitive representation and
the sensible representation sensor includes at least one oft a camera, a microphone, or a pressure

SEnsor.

31. The system of claim 15 wherein the sensible representation is a cognitive representation and
the sensible representation sensor includes at least one of: a hybrid or artificial eye, a hybrid or

artificial ear, or a hybrid or artificial pressure sensor.

32. The system of claim [5 further comprising:
a BMI interfacing with a neural network; and

wherein the sensible representation is a cognitive representation and the sensible

representation sensor includes at least one of a biological eye, a biological ear, or a biological
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wherein the sensible representation is a notor representation and the
sensi bl e representation sensor is a biological command recogni zer,

t he bi ol ogi cal conmand recogni zer capable of being utilized to
generate the clean copy for sending to the BM interfaced with the
net wor K.

pressure sensor, the sensible representation sensor capable of being utilized to generate the clean

copy for sending to the BMI interfaced with the network.

33. The system of claim 15 wherein the sensible representation is an olfactory representation and

the sensible representation sensor is a hybrid or artificial nose.

34. The system of claim 15 further comprising:
a BMI interfacing with a neural network; and

wherein the sensible representation is an olfactory representation and the sensible
representation sensor is a biological nose, the biological nose capable of being utilized to

generate the clean copy for sending to the BMI intexrfaced with the network.

35. The system of claim 15 wherein the sensible representation is a kinesthetic representation

and the sensible representation sensor is a hybrid or artificial motion sensor.

36. The system of claim 15 further comprising:
a BMI interfacing with a neural network; and

wherein the sensible representation is a kinesthetic representation and the sensible
representation sensor is a biological motion sensor, the biclogical motion sensor capable of being

utilized to generate the clean copy for sending to the BMI interfaced with the network.

37. The system of claim 15 wherein the sensible representation is a motor representation and the

sensible representation sensor is a hybrid or artificial command recognizer.

38. The system of claim 15 further comprising:

a BMI interfacing with a neural network; and
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wherein the sensible representation is a motor representation and the sensible
representation sensor is a biological command recognizer, the biological command recognizer
capable of being utilized to generate the clean copy for sending to the BMI interfaced with the

network.
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