PEER- TO- PEER TELEPHONE SYSTEM Fi el d of the invention
The present invention relates to tel ecomruni cations

wWeyEsen®19 f or exanple to tel ephone systens as Mel/IB2864/002282
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to decentralized tel ecommuni cati ons systens operating
according to a peer-to-peer principle. Mreover, the
invention also relates to nethods of operating such
PEERTIOXPEERVIELERHONE SYSTEM TTUNI cat i ons syst ens.

Background to the invention Contenporary

t el econmuni cati ons systens presently depl oyed, for

exanpl e "public switched tel ephony network” (PSTN),

Fiold ofcethe dnvapitione and " Voi ce over Internet protocol”

(Vol P), are substantially centralized in nature. They
'?quﬁr%sgmnﬂg ntlgrg géirataelﬁég ﬁ%gc?an%ggmgﬁ&%g ?s*%tgg}lés ?orrsextarwpi)eut%htelephone
gystEms Melbas mtdagenimalizsd teldnoemmeteEtibhy systems operating according to a

kOVBES- d?ﬂ@lb%t %or‘éﬁ?eruﬁﬁrm%‘ﬁbﬁ 8Ro8MR 6 FRIRods of operating such
cont enpor ary

| abl e, f
t?'\és ao gteé'%? Cf"a'fn“g%gﬁwsu%ﬁt@&? t el ephones, nobile

tel ephones and Vol P devi ces. However, for perform ng
al nrost any function offered by the teI ephony service

' . devices are obliged to communi cate
%&%rgﬁﬁdt raI'Hﬁéftmq]w

a cen ephone exchange and/ or branch
exchange whi ch executes one or nore desired functions
Cantempenary liglecaysmhutiestiens $ystenes (preseatly tddpkyedndsr ekample "public

s?Achhe@té?éHP\toﬁWQMW' gb@*rﬁp hﬁ&lﬁestéﬂéﬁrﬁmeaaf "%Fcefb%telnié?ret protocol”

@;{H};a&eg@%w@ﬁw@ Fﬁ? lW(ﬂ?g‘"?h l{%o ug@g@&ecetntra exchanges

linkee i oners thisgeh Henk lifes, lesalimeteo-ringroand siptilar wiistritytion structures.
M&%l récefﬁ?l DI dAtwiard-epdra ﬁ fé%seﬁd%s@gﬂéf\ﬁée%endvg%bﬂﬁé a{véllable for connecting -
Pospe! \RYary " Rknrtol®, bRISRE OB SETEG B8k fpaes, mobie
tgleahmﬂs A MAlR deviesso Howe el TorRaIToraing alapstyany fundtien ffgred by the
tplephbrey sardicé pedvideR Sembustr &izvidod alee obligled 1b @aRMnuicate With a central
tH%? X&Wa{nlgg' 5\%/?11 Bra‘%@ﬁtmﬁ ﬁq%amkc% e&é@:ts%egﬂ% or more desired

oj ce 0 converse
Hatons e 1566 § ¢ HRSh CASES. 40 fercSet é?'%@‘%‘ﬁst(ﬁeﬁufch "2 contemporary
tslephovar sysépplare adl abls te communicatel digectly 0 ane anbthat without a central

e%@ﬁé(rﬂj’e» ofIHE st?@trnvlﬁkmgfhé‘ fvd Eﬁﬁlhéeﬁ'%l@f%ﬁ e%h@é@ﬁ‘era For example two

g5 GSing S dactie TRleRRonad Bo ol sy IAgRIIEG, & daritied BY their two
tplea enescenmuRieaiinoeby arimuia o oemaraimahiiet kesengations, such base

SathatiRRuniSation 56Ny Feduired Gvan dffenathe twWaCh&sbtd BBd ttheir associated
rqgkﬂrquﬁﬁﬁor%@ é%ﬂ?thgaﬁ%% %Igmgpﬁ{ acr%hhe(r\‘ é R/\rlbs eople using “Voice
QBN SARWATe eIverss BFeteRioven i evicgin mer*tb@tf@a"'tated by their
saftivarenapglicatigrish ciramdsicating OiaGrizehiralgsevery saglacernvgr deing required
ARn Mgk co?xﬂé&tlo‘ﬁrcaﬁrb%%%%’hééhn‘e%y Qét%én e t%%eEHé

Such centra I zed exchanges are extrenely costl

conplex itens of equipnment which are suscepti bI e to
The use of centralized telephone systems places considerable demands on central

switching exchanges. Such central exchanges are increasingly dependent on wide
bandwidth optical connections employing dense wavelength division multiplexing (DVWDM)
with up to 120 optical channels distributed into wavelength bands of 50 GHz frequency
spacing at an optical carrier frequency in the order of 300 THz.  Such centralized
exchanges are extremely costly and complex items of equipment which are susceptible to
occasional malfunction, such malfunction potentially resulting in loss of communication
traffic therethrough with potential corresponding compensation payments due to



occasi onal mal function, such mal function potentially
resulting in loss of comrunication traffic
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paynments due tocustoners. Moreover, the cost of
operating such central exchanges scal es proportionally
with the nunber of end users. The inventors of the

d%léﬁaﬁféﬁ’él . MGréevdri @ o‘%ﬁt\/&' @%F&gfﬁ@is?bﬁ@leﬁtmtexéh&ﬁeéltscaktx proportionally
rali roach is sub-optimal in many situations
V@ﬁ'%?ﬁgwggg?}geﬁ?#ﬁg@ arise fromthe deploynent of other
alternative tel ephone systemarchitectures. In order

The ingkhte?s f tregiresent inventitg Haverappesaiitédthad§uchua Bentralized approach
, I

€ REEDTAUNE nid bRVt Mva G 8 1RRY Rt of other
Fernetive falepbene FysteB architesttiesn i s to provide a

substantially decentralized tel ephone network system

I@ o85ORI RPESCIsMs hidnd RYRNEIioh Sof tsRicR T MbHAYS BfdhitBetures, the
. ec%gt %al |%ed tcﬁheghonet.s\?‘iﬁés1 em’in which subscriber

IRHRER PPYERETGITC 'R PRSPR' B EY control and accounti ng

are performable in a nore robust and reliable manner.

A third object of the invention is to provide a

%@ﬁ@‘%b{ ?"a{h%eigvérﬁlo%ohone system operable to reduce

Ion of communi cation traffic therein by
transferring responsible for establishing connections
A firseolfject o the indentibie isty Prade fsuimstalitially dexeatrélizedttelephone network
éﬁﬁﬁﬁt of the present invention, there is provided a
eer-to-peer tel ephone systemconprising a plurality
of end-users and a conmmuni cation structure through
Avkeadndorhiead of fher ipveniion s &r proaide stich @ ddsieptrélized telephone system in

VIIERTYI e Aot RAHEBARAS netioAd 364688 icdRtfolidndtddabunting)aré Performable
ture is substantially

;communi cat i on rs%t}\i%@c

'H@-@%rﬁtr?%ﬁ | %%I ﬁn?a&ﬁ'g‘:'d to comuni cation route

switching therein for connecting said one or nore

R EfirdUsiIcE of (he)inishition e pRovide beleeantralised tlephenepgstaml eperable to

r%ﬁuc?eskglpée'nﬁgti&[:%* 'c %Mhn‘i:ééﬂgr}r' g5 'tl%?eip%c}’ %%néfgfrfﬁpgltésponsible for
e structure ased on Verification o ne or nore

estakishing sennsstiensitoieppuigersof the SSHM r e access to the

structure; and (c) said structure includes

AABIIMPtS Al 20 a8RRPDf I prSstit e thE8 RMprBPESd a peer-to-peer

cerél 1 cattes to said one, or. m){1e c(?_ndé users. The ication structure

tPIGDRONS SYPTE GPMREVAR BN PhERIHpeS ANap LRI YCE

thuptiol swhinly erte loeanereoaed-users hareatouniahiatfpb semnyhjicalies purposes,

charddistiseAembi: on. The i nvention is capabl e of

@F19" 488! EnhBRUSRAIFAELAL 98 UbdtbriBiRP REUKAlIAL Dt regard to

ar chitectures, nanely rssues ot control and _

user -CRMEHGAIRR Ffe syihingdhrainefor pnnsclng $Rid PRS BF WPkRgend-users;

(bUr paahs oh® owimatd ehbiaisprsesrendpearable itd iestablish thieiremAre dommunication
routes through the structure based on verification of one or more authorisation
certificates to acquire access to the structure; and

(c) said structure includes administrating means for issuing said one or more
certificates to said one or more end-users.

The invention is of advantage in that it is capable of addressing at least one of the
aforementioned objects of the invention.



Preferably, in the system the adm nistrating neans is
operable to adm nister at |east one of end-user

wae@soupiand end- user paynent for access to t hBCT/IB2004/002282

10

15

20

25

30

35

40

conmuni cation structure. Mdre preferably, for exanple
to try to circunvent unauthorised free and/or
fraudul ent use of the system the adm nistrating neans

The mﬁéﬁ{ eist @agaier @:t dARRsPE B¥0Es Passoaiacl h.l/itrp I3/ centralized
. e n n el :

SR oSS P SRl B0 AR, b, prampe to

hilfing/iny 9icing PaERRgeDieaVish R PEesent INKaBIOAMS AERYRMbI i ¢ keys

within the systemfor certificate authentication

F‘?g(epéﬁ’ﬁ‘%n thgﬁﬁsfém thPhGhRlsABling Babd'® oiﬁﬁéb?éqo ddMGinister at least one
O;';)Smnlstr,atl means 1s operaple to erate
PW‘&F@-%F? gnq(ggd-HaqupgyE@p gr gcqgﬁggt?t_e communication structure.

Shami r - Adel man (RSA) net hod. Preferably, for purposes

re ‘jﬂg%@fbgwl? gocr"é%mfekto tQRE Sira@Hvent UnhtBofsatiR® arddA& fraudulent use

t | ydes  a.péer-to-.peer ni cation .
G LB,V RETh R GHMRAANG MiaDR S OBerBIe, oedgiTelg e or more private-
peiblich eyt Bairse thavadminisireting Hisiaps beie qpeeable tp petain saigoene or more
privaterkel € 88drbteshdas drtriRdIsdI@bh® Br Mbrd durRspadimPpuisig &8ys within the
<30S0 rc%ﬂﬁic%dﬁﬁh rﬁi@ét?onséﬁpé%%. ”?Qﬁ&o%eb%%rsagfih GHE Sfstem, the
Fn.one or nore s otS or database access_purposes. | _
agatistrating) means [feORgrAkIg ttareeneeate rP;S'IV%tﬁ%'PE‘EJI kBW RAy Ystnda? Rivest-
Siraopr-Addlmay (RBApmkthoddex peer -t o- peer network
technol ogy. Preferably, in the system the

dm nistrating neans .is arranged t erformone or
BralPeatise fof yrPRed Pmip SR TS Bt M Ay siBa dhe structure
idydesraopeatitorgesr eopratnieationingtyvark througit whieh e ¢nst-useieare mutually
c@ﬁﬁé’%ﬂéﬁlé.al\/io%‘p@\‘érﬂlﬁlt}thé peéCib-giePWéitlioRdis implemented as a combination
oglirﬂgﬁ%éh)( 1 ﬁgégs' gfﬁ:[ 9118 a esr%taI L NE5g fsgorr%gﬁg]ﬁoéeyssl&?%q Sl‘fﬁgured in one or
provi H?gdpeer | Scovery qar T ootstrap o ﬁe )
naere iats fer: a(t%t)asmas:ees%@lrﬁ@wenaer@ﬁé'ﬁ"m dbg stregiviegh impligmented by
wdy) of ropropristang GGk (rafek paeoio-fidee nstwodcteohol gy
controlling desired nodes of operation thereof.
Preferably, in the system, K a plurality of epd-users
FAPlEr L T Bie SYStE T S0 S B FERATSHE AT aRgRT it PrTarmopne or more
agertificates prior to comrenci ng conmunication
(Ber ePSNNES Bn YA USerdccbiRs Ha@Bssdf said certificates
t)f) |denvt|"f1| ed tcg}(sbeI .au{ihergtfl C. P¥§fﬁrabl% ifgtf esér%%lrée'
Ph aPlp¥d %SSE‘E‘? RS Pis %g&“&ﬁm?ﬁ PrapnipEatiqn; ’
(X r udremding glopaliyaapiigurablesgiings for shrisistam: free-tri al
(dpe Qrovidiey pysridistoverny alarifig Beotbtiapndf ths strigirag subj ect
&P aq{zhgﬁn%tr(e%é@u%ér?{ﬁiﬁ%oﬁ;déﬂa”' strating means Dby
repeated I'ssuing of a orisations. Pr eferabl,ly, t he .
Bdni MMtteHRg REerriiam of the sihestam far canirelingi desitgamades of operation
nor e teerdefusers on a flat-fee rate substantially
irrespective of use of the system exercised by said
Fprgf%raq{ly,?l? h% s?/gt%?nlfséegh.?rélity of end-users are operable to mutually exchange their
authorisation certificates prior to commencing communication therebetween where at

least one of said certificates is identified to be authentic.

Preferably, for example to assist adoption of the system in practice, the structure is
arranged to support end-user free-trial use of the system, such free-trial use being subject
to administration from the administrating means by repeated issuing of authorisations.



Preferably, in order to pronote usage of the systemin
exi sting depl oyed equi pnent, the systemis arranged to

wheoosoodoigur abl e to operate concurrently w th RAVB32004/002282
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and/ or PSTN. Abbrevi ati ons4POTS and PSTN correspond to
"Plain A d Tel ephone System and "Public Switch
Tel ephone Networ k" respectively. Preferably, the

Rreferabilg ttha bMhiTRERS nie%nis@?@éf@ﬁlb&ﬁ irhwidéadrl\eO& mtest éﬁdﬁusers on a
. | l.
(325 SRl SR EechY G orE By PBASTG T o o v

qnd-Us§F§- unction with the public Internet.
Al ternatively, the adm nistrating nmeans is otherw se

FURERN W o B LORIE AL o, SRk Xorert,
Sl 15| 2 Ta9gET 4% PE COBTGHRNS ' APRals pTLESN Wiy POTS andlor PSTN.
Abhbrexiatioos PEITE sred BSON cerrdspmsrto r'Blgins©ldal elephone Systiest "eand "Public

SR tphand Revitpkaetpdrgvdy audul ent access to the
system by end-users. According to a second aspect of

the present invention, there is provided a nethod of
Ripieratly, rige sadpeinistratingpeienns é dpplementeyisive miay opfpemesiongnere central
dphipuedriseivedd. S06h WA aMmpleaitftalion AsBEpedialy | BiheRditlUGheH Be system is

. - Wh.€ end- r .coupl a for.
OB P B WP YE HEHSE’ By SBL Rl inkiing means
iBeihRaYss siscaptiie ta kairg iBiplerented inrasihstrytially de-prntralized manner.
conmuni cation structure to be substantially

FerefstIN, AL Ia@RfhiddtiRg R&kHs s (dpe FRETH L ﬁ@%iaﬂnhél.ﬁ?éﬁgs fraud detection

sw tchi.ng.therei.n for connecting sal or,. nor

YS9 PLe-Uoel e iR aRg PP TLUERgS SRR 16F dsfgring fradulent access to
teenslysigra by end-usersoper abl e to establish their own

communi cation routes through the structure based on

AYSPIEAE b ey 80Py L BB ORLAARh, P18 R B Frtno o
opgratigg 2 PSEHAUIeEF deleRhaNeCSYSERIN LOMIPHEISY rapiligityre eadfusers and a
cosmlinigtisri strueie othroahewhight bié cart Afdrd Ceriiiigdreo Nfte Oouplable for
BRIRrRRAloH BifpBse BRardBEROL handl! 1B NARIARBILLGS LBRL of. ! ©
plicatroh to the systemis cagaleo addressing at .

é&as@"@ﬂ@“@ffort e f&ﬁ]ré&'%aﬂeﬂ strHetureHirehe sybstamijally dezpsnialized with
i n t hegare td odmmuhigatamiautes swigdhinggthersimfor iconimgntingishigl dre or more
adm phaligersat | east one of end-user sign-up and

(A= P R T &g{eﬁ"rﬁﬁséf Pyrsrs 5B aarabts t"Bstablish their own

admi ePENRicalien rakessthreugbibe stibietuteobapedermayeasifigationosf one or more
mor e apthovigdtRnRiekificstel &Y adire Sccdsadgo G¥EtRICRIrE; a&indnNg

G 3 OO T Sl g s v o

one or
cor r PBRETHAIPRN S RS PEIRNA-USRE- syst em f or

certificate authentication purposes.Preferably, in the

THE Ao isRF a8t eSh it itD ApPIRAAGH {03hQ BEIER!i€ cdfible of addressing
g'ene{jag e gr [ vgt%e}- Bﬁ’gl ] C kﬁ pairs using a

aRlegR e g PRIods PHER MYSBASN: net hod. However, ot her
approaches to

Preferably, in the method, the administrating means is operable to administer at least one

of end-user sign-up and end-user payment for access to the communication structure.

Preferably, in the method, the administrating means is operable to generate one or more
private-public key pairs, the administrating means being operable to maintain said one or
more private keys secret and to distribute said one or more corresponding public keys
within the system for certificate authentication purposes.



private-public key generation are also susceptible to
being used in the nethod. Preferably, in the nethod,
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networ k through which the &nd-users are nutually
connectable. Mre preferably, the peer-to-peer network
is inplemented as a conbination of interfacing nodes
and storage nodes, said storage nodes being configured

Iilggfe?gb?y ‘ﬂf th@%gth@#{%ec‘ a%rﬁ[n Os%g ﬁ%ﬁ%gngﬁcoé%rc‘atﬁé' {oggesh%?ate prrvate public

ke PRig éam@@ RipstoraminddelinaRgReAp fethog) *@weam@eraﬁpproaches to
peindtetmiblic keycganatatiod airaibizs ausdepliblp tobeidy ngedin the method.
synchronizing time reference for t he conmmuni cati on

ur.e; royi din | gbal | y- confi gurabl e o
el i FeiBeeyia whtbfeydidsb: siprg- e Bremspigayen network
toneugimyhisb dbe endpsert ardmubitallyl conneetables ) Mbrzrateferablyn dive peer-to-peer
r%'fWorHS@\'m;ﬁlSﬂbﬁthaés' Qﬁomﬁiﬁgtrcﬂﬁ bf fmé?fa'bﬁ’rb' Me@%ﬁasttérﬁﬁe Pbdes, said
i g str Gl & oorr Eroatro rraore ot ﬁo dﬁ&%ﬁ ac SS purposes.

ors! GEPodss HeHIG eYioOTeR 1 She gy Hlore et By acess purp
plurality of end-users are operable to mnut ual | y

Fasfehabngen tHeemethau| therddddihibpatinganéars is ainehged tooperf®m one or more
gfommenci ng communi cati on therebetween where at | east
one of said certificates is identified to be

@t hPRRVIEng ph gRdLsg) Arcoynis dal@Basge adoption of the
(b)y st emgvidihgea spidhnochizisg timp Irefeemte dordhe borhinabication structure;

oM U%‘(W cﬁncj éloﬁélryaéb%ﬁ&irﬁele%ﬁﬁiﬂg ?or?r@s ?é?ﬁ free-trial

b
{5 ° vy P diroyéty dlrind BeGIR o it %ﬂrrrg' Itiaans by

(Eepedeadinggwm eng-uger segisimtiogaandons. Preferably, in the

(fret hwbmtbh@ apsiafbs of #d BGudIBRNGr contRdifigalédireiOmodes of operation
I nvoiyce gne or nore end-users on a flat-fee rate

substan?lally irrespective of use of the system
exerci sed by said one or nore end-users. Preferably,
Rrefecabtigiin the nesthod) raagerality of ehd-Ubers ays bpsrabib ¢s enutuallg eketgnge their

dustlorRbRe cé ﬁi}a%z? H:il&t e %or?rﬁ‘le%rﬁ% ddhmimL R fh@rebetween where at

Iene I's arranged t
RBRPR oA e Epatse Heol i BTyt POTS and or

PSTN. Abbrevi ati ons POTS and PSTN correspond to "Plain
F%@raw W@Mb@ra@éséo% rorﬁéﬂhe E&t’s@émcthg\Métﬁ&Pﬂ i ¥jsflbﬁ\‘@;ﬁféﬂ%uch that the

gﬁ%uhe Q;qﬂgﬁ%g t ' ve e egr%srﬁféé djss erg,n%uc hfree-trral use
heingesuhient rta|a wgmt@n %@n ?sadn?‘@lﬁfé@tml smeansn by rrgpeated issuing of

aathorigationaudul ent use of the system when inpl enenti ng

the nethod, the admi nistrating means is operable to

eurr tics fraud detection anal ysis of
Prgf%rglbly, in the met%‘rod the administrating means is ope¥able to invoice one or more

end-users on a flat-fee rate substantially irrespective of use of the system exercised by
said one or more end-users.

Preferably, in order to encourage use of the system where existing telephone
infrastructure exists, the method is implemented such that the system is arranged to be
configurable to operate concurrently with POTS and/or PSTN. Abbreviations POTS and
PSTN correspond to "Plain Old Telephone System" and "Public Switched Telephone
Network" respectively.

Preferably, in the method, the administrating means is implemented by way of one or
more central computer servers.



end-user registration and system usage data for
detecting fraudul ent access to the system by

weresnsewis. According to a third aspect of theP@r/EReo002282
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i nvention, there is provided software operable to

i npl enent at | east part of the tel ephone system
according to the first aspect of the invention.
According to a fourth aspect of the invention, there

ﬁr%fef%bgy lﬁjgr%els&)f é\)’c\f?c{ 7 ﬁ&%ﬁ?ﬁ%{oﬁtﬂe ggﬁgéﬁtv@heﬁ I{np?e%%{rHR@me method,

hod accor Sec

the, Rdpinigirating tmegns| is tp@ee?&h tocpRRlE @Nt wlsm@afﬁudegetef:ﬂqnh@alysw of
enduset Ire)gistaa‘tlensam:bemterlnl esdoe Hsatanfyr adetduting draudueny access to the

W thout departing fromthe scope of the
S?%\%Einglﬁ%dn 5 agranms of enbodi nents of the invention
Enbodi nents of the invention will now be described, by
Agayrdafg teragthind espael ¢f thevptdsenteiheandino dhere is pevided|softivarg operable to
lﬂbég{eﬁ%tm%aﬁ of tr@Uiefephohé s ?st@ﬁ'\hsé?%‘i'dlﬁg db 36& 3iatOdspRct of the
.t el §& one syst em according to the present invention;
PN i'gure 2 is a schematic representation of a
per-to-peer structure of the systemof Figure 1.
Adesliigdtd anfolrith eRpedi dfethé Sndntibhethery @ bioviled software operable to
e&SgﬁgﬁPf&SS ﬂ&%fﬁ%ﬁ{o R8orbiRg {9 e%%ﬁé‘& Ode%YSﬂhé H¥ehtion.

ant ecentral reed? ruc ure canprrsing a

spatially distributed array of end-users connected by
ltvayl bef apprecated dhat jeatures arfthm invantioonane etuscedtiblehoebeing combined in
el lcHfbitafion @it Sepattihgrbit tHEYEIR AlnfiverfiBhm of
central i zed exchange except for one or nore
adm ni strati on nodes for perform ng sone specific
networ k adm ni stration functions such as subscri ber
Diagramioféifibodinients of fe iAGERGLH cat i on net work usage.
In the decentralised structure, nost routine
functions, for exanple ﬁla0|ng t el ephone call, are
Ealbpeliraents rafi the ipvasfion gl (now bée@ﬁséééecgﬁéf W3V eoft gxample only, with
referancsite tiecfollansg diapradid whetéinect |y to each ot her or
via sone formof |ocal exchange such as an opti cal

yetrq ring or dist bute nodes on the public
e et § AChen S aaraln Ebp i PRGNS SYHETLAGSORITE o the Bresent
i nvent i dventidre agyst em i ndi cated generally by 10 in
Figure 1, a first end-user (FEU) 20 of the system 10

570 Rer But SNEIS TR GR" oY BE MR ay S tne Setdm o
fol | ows:Figqus§ 1t he first end-user 20 |ocates the second

end-user 30; such location is executed by way of
peer -t o-peer technol ogies, for exanple using a "d obal

| ndex" (G)) proprietary. peer-to-peer technol ogy which
%*F'PB@&&é?@%"ﬂgﬂe!‘tétq;rthgﬂﬂ’ﬁm‘%ont enpor ary

"Distributed Hash Tabl e" technol ogy, arranged to

A ERIHdRe YR 98tording to the present invention is substantially a decentralised
structure comprising a spatially distributed array of end-users connected by way of a peer-
to-peer communication network. The structure is substantially devoid of any form of
centralized exchange except for one or more administration nodes for performing some
specific network administration functions such as subscriber sign-up and payment for
communication network usage. In the decentralised structure, most routine functions, for
example placing a telephone call, are handled entirely by end-user devices operable to
communicate substantially directly to each other or via some form of local exchange such
as an optical metro ring or distributed relay nodes on the public Internet.




up functionality; (b) the first end-user 20 receives
i nformati on regardi ng the address of the second

werase®id 30 and al so details of one or nore PCT/IB2004/002282
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comuni cati on pat h-ways 507 60 which may be used for
maki ng a connection fromthe first end-user 20 to the
second end-user 30; and (c) the first end-user 10 then

Ih Q& v AcPirahgadlthd preeshtaifldriibn the dy8RnPMdEate)l generally by 10 in

F%gﬂg“lm Cﬁr&i %Fd H?érrk\ﬁ?glf 2§ec%f tE &&efnh’:r‘o %ig% ﬂﬁ? t§ ggndj’:'\et{\essage to a
s§FeRd %f@buséﬁr.ﬁ%Eﬁb«?v%f@feoﬁ adente amthwomunlﬁt@n [ fhwiews:

(&hr ouighfimt endstiger20tiechtetmsetorat erehuses t3OPskch [deution is executed by
partiyed Paj i gr- 58S REfndibdi Qé:aFo‘?de)Ea%ﬁ@ Es)'rlﬁ & "Gloﬁal Index" (GI)

interfacin es or stora
numb &FORSIet P%%fetorﬁ’ﬁﬂ%s SPATRNa %PtW' dJﬁFrét@{daH?tﬁr and/for

| ess cohtgmpohary f’ﬂla&ubutedﬂ-iashtTabfeémmgolpgyj%rang@d toepravipé sode look-
100 tupqgﬁct,gﬁémyl nterfaci ng nodes than storage nodes.

re ver. e nodes.are.res

& or T tpt Rk PR g ePe bR FARTRG, B st of the second
respm iusee 3P sandpalee dstsils @f puer gremoeen gorgenicalipn path-ways 50, 60
requeich tytiee usddfargRaking @ScdrdectitNflbmMothe iret ERFOSEIS20 to the
ther g %E&Hﬁérﬂi U%qu@naﬁ.% to the queries. Mreover, the

interracjn are al so responsi ble for receiving
(Bat a”?"eétﬁtd§“c{ Bs&e 1 & ttBer doliows aeP@rtc?ﬁohutﬂge%?Fé'S’arfhﬁo?'@ or more
appr epninainicatjoo pgthways 50, G0 ¢hensabend enduseredlve t he
data records for storage therein. The storage nodes

d kn
158 o0 peer, BofiHicon 1R I8 HrBuded,, RWGHPL paripigpting nodes
irfedinkeds threysn dedistribyien catrunicatidatnetwerkd The eadinipsfing nodes are
dllb€atsd @6 deceither Gierfadify FbddsCoh BRIYY nodesdePRITéBY, tHe Aumber of

SPLS4 haBARL o 8L Ao AOBLRALIRFIaL. SO RIROLALY Mrdlaging nodes,

erpresen
feremplo P Wﬁ?%ﬁ‘?rea'ﬂ%rfﬁé'ﬁg PQQG%@PE\ﬁ%‘Q%m%@ Moreover, the storage
node@rqren&%pdwshﬂe rfef @teging eddtar repordpowRsreas ttesiatarfating nodes are

nEi%‘eefgp%cesyrﬁt c@f@n@g ahdl g%rm ﬁ%f@&heét@‘(&fﬂe’s‘?&ag% Rodid¥or sending

ner e | conS|
SEPI Bt IPRORI PRS0 e aiesc JRIPBYC el intiiacing nodes are
Mmspomsﬂgje fisiecgivimgj data sgardsrid bacitéred sandf datérmisiyg tomm or more

Qrdpﬁaférﬁr}éuﬁp&%t&bﬁe thém reéenvsafh% o@ﬂ@lré&mssoﬁ ?Sfa%@ftherem The
ess 0 ..SucC

P have authori ze uch
sHifids PRl S, SHOESH! BIpBMT LR 96 018 TR Pasp ORISR of  oven
Sé%@%ﬁ?d%wdh pseartigderesiet is slepprdant upph @ddigse data /beldn each of the
staragd in00ss. i ThehBIckeepndlgyaisCastcribed @f i SRerithapiedtiohnapbroximately

cgﬁ{é V\&ﬁ %J elséﬂgafe%%ﬁﬂlcﬁudrﬂ tl‘%ocg)tn'i&qg §ftti1@%tl itecezﬂnology patent
6@8\&6@@% ?‘M‘H" ﬁsm. EoRRgraiad DY SISIPNGE fqrnP&Reses of describing the

telem;tnnegiyaiphyoftbaplresemtdmzﬁmon also referred to as
subscri ber, has associated therewith a cryptography

d b
Irbgﬁ% atggbmqbbg}erél ¢! eaﬁ%qer%g§r@ﬂwrer%er§ fh{ Pﬁgs%‘%’ﬂ @ythentication,
agtessecanjiot and agcquggnlges natrhaios aystemifargtions of ¢iet system 10 is only

poesiblefif 6t 6 merecdhdarets theeat Rad |5did BEbih@rwise have authorized access
to such functions. In a contemporary conventional telephone system, end-user access to
one or more major system functions is checked by a central office thereof in a manner of
centralised control. In contradistinction, in the system 10, access is checked by end-user
devices using public-key cryptography. In such cryptography, each end-user, also
referred to as subscriber, has associated therewith a cryptography key pair which is
created by the end-user's device. Upon subscriber sign-up or payment, a central office of
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referred to as a User ldentity Certificate (U CQ),
whereby the central office certifies that the owner of

WO Rios/obwy9 pai r is an authorised subscriber. | nPGT/ER0¢4002282

of the aforenmentioned neth®d, when the first end-user
20 communi cates with ot her subscriber devices, nanely
t he second end-user 30, the first end-user 20 provides

thdreygemt 14 issaée 1o BRTBlbsCHbE afdyianesatiieine dsudhGert@iRat also being
rgﬁe%& td gs QLU%%? deﬂhtggfetrtlf'cgtef CLEC)Q‘ mte?éﬂly]tge Icgt'?cpa'l ‘Aﬁ%& certlfles that the

QXfREF @f tf‘ﬁéﬁeé PéB( |'%Q%alﬁh°r§§§éHE@r@?r such pr oof of
subscription. Moreover, using public-key cryptography,

Iﬁ@ oﬁﬁg'a?&ém?htléﬁe@ rﬁé&ﬁﬁ@ WHER tAE ?irs"t”eh@'ﬂgsld%é Qoffhunicates with

e to veri eac certific
q‘ﬁh?er OBt REEETYiES: Dahinn SEAS ucrveer D dpgreluadeser 20 provides
toe nertitidate friaimedy the afétremeptiorech UIC, re spwodfi dilsebs$aiption. In the system

fios §H(H-09er‘-‘d¥vfcb§ 'aF@&ﬁ%deH't@?éfuseT Remeiie BdrRuhiREg where there exists
functions manner on._ac

S f h ?gu raILzeqY‘ e @Ilce rah end-
B RPSELE ¢ % F’é‘t? QbEURREHRE Ny MY CRYTRIFTS RY #rﬂﬂﬁ%@ phy,

useh dediresof ithe stenhdOsgret afranapdnite he ceresalie stai YRjify each other's
ceffiBRtas CAI0'y) Wvithoutt ieeliRigue eBmibfidicattwit s e afd8said Gentii ©ffice of the

?sté}hbﬁﬂ Bbh@blgg%" |§ﬁ.| @ férhﬁca@és & f?he %@é‘&ilﬁ th&sefunctlons ina

reC|

edrBannsE GRAcsANt A dhe sad -UBBf82 PI"°§ (88HRe &n communicate
withdte bentrallbﬁlae loj theaystem twvben Ssteulsbmmwmrmatlmloathnsroute between

tpég,f,(e[,@é}gmbyoa direct route, for exanple along the
path-way 60 illustrated in Figure 1. However, for

exanpl e for reasons of spatial separation and/ or
Wheen aisubscgbion dgvide ptibe systeme fdr exampledhatisss enduberi 20ahay located a

ré@pqehtblf@r eXaPipl@XfTBbSondl End-GSBILBD, Glady @M $bsEgSdrt 8fded to mutually

coh%q%&?e f %{lawt ccﬁ'h}ﬂurtﬁggt on%g BFeier'églmeacﬁFet%t ?cpuge Ll’gree(xtaﬁm%le along the

PRERYRY| \HHé‘iﬁat?ﬁe'”s@GB??d1end'19¥‘éeé’Pr 3for rﬁalemlqarfwvéﬁaéons of spatial
s@ﬂdﬁaﬂﬁﬁ dnbakr tesainptsueie ceslredi] wufe mnotitabiaye techrically feasible; for

&Sm | cehﬁdhﬁ:agéfr?‘fs%}s}& frﬁrﬁ tie ﬁﬂsf S-S 2%3 'El‘?e SUcbRE bnd-user 30

VB L etk ST AR CBHST R Ot eagRls WheThie e enduser 30
hae dgwiviaie addsessdieat-is notpeeessitie fromuwudsidda lapabisstwetk af ige system 10.

Ih i Stuafiol! mﬁn@?@ﬂn@e&%@mﬁﬁﬁo‘éﬂ&@ is A& ﬁe@snBTHt Rl é}bétem 10 is operable to
gnmuni cat e, These one or mor %cfe nodes

E@Sfcﬁ‘é‘b‘ir&/"%’t'ﬁ% VBROG L NG PEFbITSSHR IS 88%48&68{ RRfCyg Y to assist
firshadkaenenf lepdiyepisray, 88 to mutyally semanwdicates oHigse one or more peer
rdads deafrefeldbly Aiplemambd Byl sulfscribdd degicas telt epbdnet rsebssarily belong

6“&‘1@%@%"@@[‘ seI&lrbG erfd%se?g(aig)l §(? |h90l%¢bc I?n m%RIEQaE\' %Iephone call

lon 1S not

teRhehERRt egquo %r@@ﬁ@r‘e dB\iYeR & RENET8 \M""?r"%c‘iJ ljegt connection is not
feasitds,sa dlbscrilardotrimuicatdsap atethiec devdomitmahischieetly accessible, and this

dthdr@elicy c¥nhdunichsdiraad ly i \Xnﬁf?ﬂhg'ﬂﬁaltremﬁi'eﬁ{" tectural
aspects of the system now be described in

further detail. The peerto peer structure 80 is
Aschitctural @apeats of thasystemt 100wl naw beldeserihestie frthar getgilr €he peer-

t@-peBAdRIcHre 801y sUbdRRISHEMtS tWwESectibS a® Niubtiite® MEFiBARQ, ABGMely
BnP&EEiels RES108HRE Knd RaTdNindd Be@ofdEr network (P2PN) 110 on the

other hand.

The central servers 100 are preferably operated by the proprietor of the structure 80.
These servers 100 are arranged to execute one or more of the following tasks:
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followi ng tasks: (i) providdng an end-user accounts
dat abase for recording end-users 1 accounting details;
(ii) providing a synchronizing tine reference for the

(§t 1 uctuvadif® an( érid-UsePrRebehts Gagihabea lfbry reeertiiig Bh@bs&rs' accounting
setti ng?a“g,or the system 10; (iv) providing peer
di scovery during bootstrap of the structure 80 and

(iNand| iPRYY\Fiaha sMerhRzing Bye seferance for the strustwe BPoni cal |y

() gnic pgoviding globally-adinfigurableaettings for tendystem e syst em
. , - S, .

Bcr IO, SRR Y e o e re
af or eFEAMUSENES'SH@YN: | dent ity Certificates (U Cs),

(usi ng ethctyotiabllyssigming oritxsl inrﬁcir_n@tisreperéinemirtypthe)gyslghi 10, for example
l((\??/? Fg{ggm@di@%ms&o icgéhﬁgé%; %Bga@éc]ﬁ?%@fintthéoﬁywm e@', ]ffgﬁ texgmple the
b opr it BnetfiheR- s gty b TatibeaU s, Sin Siatal sohplfires using
out sogeereticiypiogeaphiclkeys keowmarly {o/ihe)prepsigtar of thegsystem 10;

(@Gper atoréuidifg adBonCedtlited frorT ¥RE Sr Histe adTttht heropr@stavd Infrastructure,
110 1 oL e RS RS AES iﬁgasﬁﬁ)ahget LAg ther eof .

he add-on services referred 1n (Vi) above relate to .

(Whe ormepipEng preration ofifip centrabipversetPOraNcHR Gglwork 110 for ensuring

Net wordesirddP8d8gs effupbeaatioh pheaeof. ol d t el ephone syst ent

(POTS) connectivity, to "Voice over Internet Protocol

" (Mol P) traffic term nation and reverse thereof, for

A 9 U PORS S T (SE RGBS L ettt 10 (2)

(handl i"Rygblicl Gwitalhed Nisdephgee Netuprk” o (PSS enles salpén old  telephone

Ser ;/I &9stemSNBD TS HdRRELVitY, Vio 'Bdfibe( &erhl?_féﬂhétthlgroﬁjwr USOBIP) traffic

conf er.enci Si g

coupl A IEn 4R, PO s oh eRldE i AT g the proprietors

cent r &ysteBY Qrs 100. The peer-to-peer network 110

(Ry ef ermahbingcimgdrit s sagel-(IMeto "Shom Mdssggel Seivines (SMS) connectivity;

arranged to execute thereon software provided by the
roprietor of the S\b/stem 10. The ne_vaork_l 0 is. also

(E} ef er@BAYNGL §RLYSYNCATHEPESNGN VP AL 28F HRfRMPStyfiEd qguplable to

pr ot odakk-eud senemddclbged withipthepentalaeneis 10@ syst em

10. The network 110 is operable to perform functions

R B R TP R s BAO DI 51l v
tprexpeyte Aberson seftwarranrpyidedbbyidye eraprigler of the sistem 10. The network
0t is falseadrbfefably based on a version of the aforementioned Gl protocol customized
by the proprietor of the system 10. The network 110 is operable to perform functions

preferably including one or more of:

(@) administering end-user buddy lists;

(b) handling end-user preferences, for example buddy online/offline notification;

(c) providing end-user identification by way of one or more of the following: node
identification (ID), username, end-user profile data;

(d) maintaining basic statistics, for example a number of end-users currently actively
communicating within the system 10; and

(e) maintaining firewall and/or "Network Address Translation" (NAT) traversal via
random peer nodes within the network 110 functioning as ad hoc proxies
supporting communication therethrough.
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(c) providing end-user identification by way of one or
nore of the follow ng: node identification (1D),

wao s@snem®19 end- user profile data; (d) maintai ni POT/EE04:002282

statistics, for exanple a munber of end-users

currently actively communicating wt hi n the system 10;

and (e) maintaining firewall and/or "Network Address

Gl r(a)néb@re partaifiNg Ttb the ek SRbest AetivandanD peRr ukwadte is effectively
£t§% %tst;"atelggwm}%ggér%%&" tI\M tthg ?.kgtgmaio aﬂ/lcjz&gileprtﬂé'e%ﬁ -user profile

qggp( {e@tﬁ tggdz@tg rgqafgd@géqro\(lq;aqo@& en@iq,‘ms 18Hgh regpeds including one or

migerotaeel hamefié.gCRoye mits saiiecHassem)," spattiaipbeatan (e.g. Washington

W" nl\c{%g{ IBef‘MSF YEREGR phith a,',\@g‘?%\él%fddrés'ae end- user

are to data rec I f provi ded by
t he end-users, such records including one or nore of:
Trheahvamm haee gppraagtﬁd tisati aperatian rof éheHsystéam )10 is gepéralent on security

190 fdrex8mp)atal Retdp uH%ey@ﬁ?ﬁh&Q%elPeW@é\)&)ng the system
@ B\Eéeveg?cga%ﬁh%Fu“as@?"?ﬁﬂpaﬁeﬁF 33 od et HVPE /SR s innerentl

l@p@p@emuleenthamP@é’@u@r | epy peopaable tejephpoe systempreliant g one or more
déﬁﬁalcsfenwbl ALink@y fergbinp! histrevibidrai IM, VIR ceidi BOTY réfee to "Instant

nﬁé@%&@ﬂb W&Qee {)\%)‘Vﬂft%%ét 'ﬁ\é?och‘”%Hﬁ“ﬁ\Qﬁn %l{?a‘réfépﬁ&%‘ System"

steml1s iIn
resRBgely. nTheEYSepY Qe E’Hﬁ‘btﬁFsa*Eﬂvé qr@nssﬂ&féh%%% ghontemporary
Riedst-ShamirAdairean (RSA)Y puldie ikey @hcryptiorearsd associated digital signatures to

JaférrengHbgt bQQQrs%\éhﬁgl'r@&‘ﬁre'nMntsVWltR nafPl@ ?)Qp_e% r1@f eHoW@ver it will be
agpEFabic et e lbes A RUPIS R VERR kL SBRABITLRYF Sypoplie o being

enydoyedhin the syistem Went ors have arranged for the use of
contenporary Rivest-Sham r-Adel man (RSA) public key

L?p&?lr%rlg %:c? Q%arngorgez ?)I 5needofdtjhg'etn%|u %qu%lt#f %é?lﬁ,?g ?@ﬁknon at the

ty requrremnen
ceptrali-pripersr 10q, tth qud yser mﬁe@éﬁ 40 sienerpie IR epgiyelion key pair,
reinghubdrhsleehtaay ﬁrl\}%ey and puWIjet keys witeeeis wakiepiviatd leytie not derivable

be?ﬁ %Suldeﬁﬁ%!ne%? érﬂi tibe Vs%t e*ﬂu%%nd 8Fs gUEI?dquW§Sp5ear§ @ the User

IPeih Cesttiele BUICH H?éo%ﬁi? Roales giuses. YhgTea e chiyalgkey s stored

lpeatiy ekt end-ugersepranesea. RSA encryption key pair, namely
conpl enentary private and public keys wherein sai d

rivate key i i sai d bl nd .
l@fr@g 3,gallg S§¥ Ulfﬁrgnb{t]‘ngdf eepgsuss[lgtf) 90n2hﬁe c lgcgglaclg gsc%( <6 %@nlaﬂy during
agsstantidessage (M) sendiagit priof Ly @pmmemnse@m'bumwon both end-users
Zmdmtkﬁéient Wt Basr Idbatitp rGerificatek @YCH, SorsTemsatatyoidshifizatidn Number

eg %‘.é% u;P\JJ L&t élassé?ﬁp ;9r|efté He her; if they
R o A

W?uantgseaﬂamﬁsttpf%%ﬁ@é’ YiGw K ﬂﬁgpreﬁﬁq\tsfl fogt a Hinthry one of
the s ersg2@ 30Tt b cetomdary lbat thenedf, uise ssc@@ary3énd-user verifies the

%r%ﬁff@t r&h@ééf b%“'? f'u‘ﬂﬁﬂlt érﬁdluég?r Eucfh' @Fﬂ%at(dr“ ﬁat reaiurmgt; any contact
g\ng%or at al Rt S é@a r e 0, I\Ey cf e v rﬂ ﬁatetpﬂe rima
g cetral 5SS 4 ‘?‘W@% 8% é‘ﬁ'a opIT & VEY e‘tsht primary
endhesier ha$ thhdregrresponding secret key by issuing a challenge data packet for the
primary end-user's public key and checks that the primary end-user is capable of
decrypting it. After completion of such activities, the primary end-user is in a position to
safely believe that the primary end-user legitimately has the username it claims to hold.

When calls are made within the system 10, additional checking is required because calls
require payment unless permission for a limited trial period has been granted. In the
system 10, it is difficult to monitor in a secure manner duration of calls or number of calls
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have a user nane, they present their UC If a UCis
presented froma primry one of the end-users 20, 30

wo eoodosweondary one thereof, the secondary endrPaiEEs2004/002282

verifies the signature promi ded by the primry
end-user, such verification not requiring any contact
with the central servers 100. Mreover, the secondary

n%c ob(ér r ngtﬁgsnﬁé_@%écft,itgé iﬂv@ﬁl&ré Nfredpprddiate® tret usdeMmgeb& to employ a
i | .secre e ny: . t .
RREEL OPT RIS LAY Ry Shat DUFSleRd L sgaa 7 Fhus, n order
te iraplkmenthsucht tives-pasasesupseriniions Eeer ldeptiy Ssridicgle (UIC) privileges are
cfl@@{e)dna_tridrr@nttﬁal oAfi4 gfe r® Bpih&iunatedfthiough tracpderitd-pesr, network 110 if
BIFUTEG S 5t i B et £ 8 Pl oot U1
WBCIaREAPITPY SUpSETIRON BTVHESS. IORRRET TS, 262l ik BoPapeifitouah the
pebetosyedr awtvlddk 140 dfi dnecorahore loé diie enp-Lisers @Guse bas bevelidisoscription
G dldis require paynent unless pernission for a linmted

trial period has been granted. In the system 10, it is
difficult to nonitor in a secure manner duration of

Teakéap Ureimsitiseriptions deom expitieg, ¢nd-users of dagpsiatemt He are obliged to
reRE B Osdradentp BefRibatk q01¢)Ngdriodicailys for thvstdricadsopeyirigoa fee for a

enpl oy a,tine-b S i S .. .

e ool ot 0 55, g Eied B plhyhe ol e poggpl or tha
WIgsim@i berentended Rasachen i9tos arilsTindoan BRYTBAN. Liegn receipt of renewal
pagimehis] YheCesritial isoaers (A0 Gl prérabledgeassuar reve iCkdnl respgnse in the
é&glgrte{n'g%sg&alnlaﬁ}e@,r ﬁlsn év&q_ﬂ Hé\ﬁlﬁé S8sd it BBwt fidscription privilege
Sy 015 (WBOR SERAY b a1 biling v lieg hpg B ionissd by one or
renetdf thecericeugels &) thedsystematd), bilipgfirudicingyis subgantible to being performed

RhdvatlcBBE Dy tH2 SEMAN MRS 108 GihdutWnk! neddp&gatsbciated end-user
1 rou&%}lt hé peer-to-peer network 110 if one or nore of

h
IRIGEeBRN users 20, 30 has a valid subscription or
trial. To keep their subscriptions from expiring,
TR, US s systerh D, Sy plefareOmatidodi pgedert dor esiBwmbbeiis by flat-fee
r}'ijgr?t[ﬂgléjrg);%'rlf/ysuggcfr kibih %ﬁ{itﬁ %Hechsé’r%'é}phﬁlmﬂ ol hifthber of calls in the
I'nstanc ypae)/_l_n_a__ee? ra comn rmnﬁ) /year; it
syptem AR Sish ecbilinginveicig éaffaﬁ@?mﬁawe?ﬁceaté dhdhe,system 10 from a
neirsd| merepectivatbeche calls btadexﬂgnmt&dinbwsederatingatelxeenses to the
Srobi&s! & thg%gst@f’?‘b/ e -cehﬂ?&%x@ﬁ&%&ks@ﬁrcé@5%’\@Jlbstantially not utilized
\pa nmen acni 1

Bakal st o GenBRsTrip ey PR SHISIESNincur eal per
miautesoper dingnenstsURTh atecthirefora swotsipsstely eharpeslisrreratplyiasd distinctly

fRdrh Chilsaa8d L ¥ofdingiRtthé Irventithhen ties 9ditdm debi t card
billing/invoicing has been authorised by one or nore

of the end-users of the system 10, billing/invoicin )

Woer thecrgariterPaet Srusiirn §O eifRipmrHed it BREAITRAT PY “b%/ang?é"e“twned
GErbtoabl, ferareiFsselORD, \Botih Gigurd héogetred withrottes sodiuaemsdot shown, the
@e{?x@r}épﬁ{}%{% me?La\ggqgé? BBer-tbHser Péﬂ/oﬂb @164 @f?@q@i@eléiarticipating nodes.

ererre pa nt tor_ calls nade i

| U EONFHEARY SRR YSPT ARIPFLIT IFERES 19 htage nodes by
pesiedicalty sending therete disrifotreationf atecat lits identityher Serperaryl lentification
l?lﬁﬁbgﬂTP‘Q' Wﬂéﬂﬂ?é ByQbmi 100s 8bHRNERNB Hccé® sasie EN'@bl\deh Bne or more

S rom usi ness. per, v -

vl e 0 oo For B R T B re e8P HRres, he storage
nodes are responsive to send such stored User Identity Certificates (UIC) or Temporary
Identification Numbers (TIN) as data packets in response to such queries.

In the case of UIC's, corresponding data packets despatched by the Gl storage nodes are
received at end-users which sign off the data packets with their end-user private keys;
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POTS/ PSTN i ncur real permlute operating costs and are
therefore appropriately charged separately and

distinctly fromcalls nade according to the invention

dn@ drhﬁ?rémbﬁiﬂgl&\d-%&ﬁ aﬁé‘ﬂ?\e%@rcabﬁblﬁ%]?ﬂleﬁf?ihg Gutieti@f) of the data
IS, I enen | e ner. o r [ .
RSB B S EoVethd et 66 FRRIRE' g oshOfid B AGRD AT Bflaly, using o
ogrrespasdingr peblis- kser s Swek %fho%Fﬁng?W@ngéﬁt%dé(Pn@ﬁ?% decause it is
slibStantily tchpatle of gliarapeeing eatwinr-dnelis bt © faké elsti ldehiity Certificate

(Bﬁé?tén‘ai-&%]; gi'?&:té}? ABfies! Ahd ll‘gttbnalecé?'%fuiz%ﬂﬁ %Pbl%gch ?satﬁgt a participating
end-user advertrses Its presence.to st orage nodes .

nege vevo; s Al $8F 14y 9@"“{?‘?%‘? &1&) istperahie F?FB&X%BW'%‘%%R advertising
ifstpesatheat totsendiits Penpierkay sidnad matd packetsorerisepdreling I itd) UIC to one
OMNRBret BBra3eshsiBs1ohd Sn6PBf indHicREtAP nBEs aPteRiEd. TTRE Signed UIC

Wien ope or nore end-users nake queries, for .
(ESEVRY BOm PP £ TIPeinDRCSI81 08 PRy Sy S1oTech 4rpip for subsequent
releesanipeveridble airan engjingsparticipatingematieshic Hsigg @& eerragpending public

engiidnyaafrbhddrréitas capbie oflcird@hwshtiag tampering with UIC and even
e%llcf.sl cation Nunmbers (TIN) as data packets in

Sponse to such queries. In the case of U Cs,

correspondi ng data packets despatched by the d
TRicospgemniids fantieerr proeidee dwittt ae frde-trizd riacilithj shetsiagfeciity being of

&gpﬁng?itgﬁ aegﬁﬁ'ﬁﬁé o gﬂrpgge\fé rog ?Jﬂﬁjédﬁiﬁgrenéw i?\aﬁglﬁlegegc? ¥ &ystem 10.
Rl a1, R0CR AT RERTA AR BP NG ks B SRReT oA Rl pr acditonally,
X hfeeecaalls. f bor suchrffgeetrinhdaysspoealle, the erikiahgerdersettfuaneyrequired to
pr&vids eﬁplftza@rp%ﬁﬁieggﬁ ifélgedéu_tftéepcéﬂaﬁadesupha_f@abw HIRPEEIBINS given or
i s advant ageous beca it -
RPN SNSRI A Spg WA B Lol o
ation ipsisRases @scjeserkpdiiatar. df thec pod-yseias dlsadyysed up free days
dridffdrareel cllo bllsbatsd thereap pemaistion & rﬁ&i?rarﬂqu&bmiltbé eattraigervers 100
kefd Ge . or s
%gce{rﬁ% é’ﬁ%}@%\‘g? s%(sgﬁ_g%rgfy&\g%ésg Vtgﬁaﬁ/ i lfnéélﬁ}dtgglﬁéértgl%ér% ec:,anlls within the
svstegehY its private-key-si gned data packets
corresponding to its UC to one or nore storage nodes

B RRAH HE s &?)‘égliecéf RRINg RS chicur@AtY Wik, e cémdaton with, a

BB BB SR Barolguend GRS E s fapave o
inplesrenting thegnieaneti ci pati ng node by using a
correspondi ng public key. Such an arrangenent is

2386 ot SARIEILLOR PR B oS Rors ony i
Reriain o the Syatem 10y, Rarceonyentindf irajd %éP?F@iPB‘P“ Galls dndertaken in
copnBEtioni with thdvaysteng e 0f arngomap csreeniidnah subsecipiiorg ragime applies and
ﬁ?—‘&éh‘%‘%ﬁiﬁs&fﬁ R Ui Medfestéd BbE Tt ¥ed. SEBNPRTN calls, a free-trial

B e el T aiaban i Poighiall capal ebea de Biaed jp onmection

Wwittethetsy$tain ays or calls, the central servers 100 are
required to provide explicit perm ssion for each free

i el ol ESrbdPhten Ryl BELPA B e8I K606 oenirs orvers 100

greopesaliedpr segasd ahleastioseiof therfallpyving parameters with regard to a call:

(a) calling end-user's identity in the form of a username or Temporary Identification
Number (TINY);

(b) calling end-user's computer identification (ID);

(c) calling end-user's Internet Protocol (IP) address;

“!:é

f



detecti on purposes as described later. If the end-user
has al ready used up free days and/or free calls

wa@bdosoetoed t hereto, perm ssion is not granted PCDIB20u002282
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central servers 100 and the end-user is subsequently
requested to pay if it still desires to nake calls
Wi thin the system 10. The system 10 i s capabl e of

(B)eit Egza%lﬁéﬁﬁé’etrﬁ%&\;ﬁfyriﬁ ;ﬂ’&é ﬁgnwio?’ Biug?rnafne}dﬂ TRENDI nlat i on

: onventjonal 't el ephone system for exanple a

(gi)nvecﬁﬁ?cgﬁ%ru?eélsec HEH eré 'st em capabl e of inplenenting

(Dhe |oalled enrd-userisdP geidiesdent i oned free-trial pernission
rhertind and dyteoeled day, the inventors only to pertain to

]

e . t] bscri ption
(hgl|3*%%%%?3gﬁéggﬁﬁg§@§%§é¥?@%h&#?ﬁ %%g systgn110, a
normal conventi onal subscription regine applies and

Tress; trathe pyatem 19| antrisrseriedxpliet stabgusstatchacommodated; preferably,

tﬁ@r‘réqg iq?éii%ly’;':j:ﬁoiéoffg?ltaﬁiaéﬂdﬁg{eﬁﬁ anlﬁlé SbhRl fr%@ﬁfggrﬁgi“éﬁdém&d starting

BT o o st 20U R LRE Sy R TEY ToB AT P less than X,

daye @go 401 the@ndiussi bas netoigt skercised avicad-¢all aptien syjtbinethe system 10).

Alllgzggétib&y,%g%s&ftbnﬁ?‘f 1#@9 PeFaDupirespeS why _Q? E@aﬂdﬂﬁ@ﬁr@teaﬁal period to
Ql.} O rs W regar 0 a

C@QF'F{. of?gﬁurglgefrlq?ﬁr egﬁlbus-#s‘g%oggﬁg g)ersg%jlg)(sf/ in the fg ormof a

username or Tenporary ldentification Number (TIN); (b)

legdkbdl ngretdit ofiSpstem tOEpivare énkbids fravdiérorendhsers (o pmit free-trial
[ . : 0t , _

%Z%n}sg@ge%gf?\gsuagﬁ Srrdidlide &%ckﬁb%wg\ﬁgbns( E%Iozgg rvg{?ﬁ:n {fd) system 10.

dentit .
Ripweery, oy @gcquat ob e RepieE g0 @wé%n%nm%ra%q Cat"f‘§ qogisgp and called

edielises @ermis$itn atidcldings ; such )hacking cnhyd enzhiles fraudilentcerid-ysers to call

cgﬁklirl M&L_i?j#u%i e;ag-l@gies fSP@éS t@L %ﬁéirge; WestheF Q{&Jr@él,' dirdedt ﬁ‘@udu_letnt end-user
L. . .d. | al... user e |,C

Gtupir 5, st GrABRar R0y Bt Byt YEh sn @l the systom

ther ol pany eased, sush lisritedritpudulent wse ofdhe sydipm 10 ean beypeepmmodated

WitHouR Sighifédnt etz ldsk fgthdairepridtorAfithecsydtans €0. | S
entitled to make free calls if its first free calls

were | ess than X1 days a?o (or the end-user has not

Tha ingsndereihawg appraciated et a BIAITRPPRIHMINCI TFRMIS S IR the system 10
itn a Aatiesrretemptd 10 fakbe syeshane O computiee IR enduppatitively starts new
I?e'f@{ﬁal%. haasqﬂé r %bémﬁnﬁy bf #8ud FdqBlre PRI IRRKECORRBISH system 10
0 t.gu %%r 0 | [ﬂee %%6 S a& %pﬁ?ﬁsgﬁd Eo éﬁdas. Iilackted h fraud
REpRatiBly soFtwalrs alb IR bSRAsT WA % ®s ' PLTH YT ERgnieract such iraud,
tbadbent@rseriegs 4P tare peegramimed tprenfors ihenristickirang! eetgotion to identify
@Bét'iﬂvé?n*lagﬂ paltefsI NEbrRixAMbR, GitScétifl 89196rsMC0had dpeeable to detect a

S } wev C . t S .

PAREN Ay S £ e 43! Py Rnsosuonty sesin
with the same IP address and new computer ID for new free-call permission to call the
same people. Since explicit permission for free calls in the system 10 is required from the
central servers 100, there is considerable information available within the system 10 for
input to such heuristics fraud detection software executing within the system 10.
However, the inventors are aware that such heuristics fraud detection is unlikely to detect

all cases of hacking occurring within the system 10.

It will be appreciated that embodiments of the invention described above are susceptible
to being modified without departing from the scope of the invention.

In the foregoing, the system 10 is described as being able to support the use of
Temporary Identification Numbers (TINs). However, the system 10 is capable of being
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end- user perm ssion checking, such hacking only

enabl es fraudul ent end-users to call other fraudul ent
werdswsewis free of charge; in other words, pirBCBTB2004/002282

fraudul ent end-user software is only capabl e of

providing very limted benefit when enpl oyed on the

system 10. In many cases, such limted fraudul ent use

rﬁgdrffelaesost}ﬂétt'ﬂ e ﬁélrhthlﬁecﬂﬁ\%%mrr Qlﬁ’at\Msbh@érhes and assocrated User

SRS TE 0ot WIS SEEETOSgl s e

acp powptayad fyr fde-riehpdrpesdsst FB%U!tGﬁle trwgrséfrm 11§ Hrven éuscept'b'e to
HRRG K,%'hﬂ ré@%’irﬁat\‘r@e-ﬁr@d{@s@g&é@dé&ﬁﬁe@éatﬁmu:nbleprolllaedimjend users:

€ | b t
aisﬁr‘és Yeh 0 garr‘aﬁr et e iEEidd b B wHEd. 8- SBhnflie rembursemen
of indfiabpaid U &Qﬂﬁ??e softvvare all local shareware-type
checks. In order to counteract such fraud, the central

ﬁ’u%rs&g{e?n 6% 8fe§ar§l§ ??{1 HteHoath%E:\%t% BaReUsihg %bﬁwéréaé*@cutable on

det lon to etit atterns.
cORBMING PRI o Sich SBURlFGFEn PO B Sspie g @ Sommunication
rdavak sueh &s thedoteonst ardrdr vis éhe saftwlare gtochb@ a glitable data carrier such
R PEDHONSugpllddB8s@ld then subsequently seeking with

the same | P address and new conputer ID for new
free call permssion to call the sane
lestpe iforegoipe desertition of smiadiseendalof $he mvent@fsgféﬁt@ﬁr  cihe delephone
sr s@Hi reditfiPrpet Aspreciated ahatsthevierentibilis relesart tiostelecommunications

{eﬁgdﬁrq%%%l R& %é’r%'rﬂﬂo'@éﬁfﬁhea cﬁrl Péf@retﬁ@c&')é%écﬁnaccordrngly

0 suc euristics
S;iflﬂctfkﬁ/alirYeO B o0 RECATPHT FRiRS S5 Rl eBengRREGHned iy the system
ihcIMganvioes callsecanference ¢ealls apd ddxt hassagrmg cs fraud
detection is unlikely to detect all cases of hacking
occurrin thin the system,1 " w recr ed s" g
Ipr{he fARGIS: ﬁﬁrﬁ@sss‘ﬂﬁh &M rﬂcé%c}ed\é\%o(rpprgsgd g ove h%‘rse ’
"neoqmpate’baad t"endusipags et fnterwem tonlbi coBEpgt 2 §SNB AN- eXC‘US'Ve,
hdifely 6@REItEhs hbRiiddbsealareaiso bbtehtisgllyfppestpei ng, the
system 10 is descri bed as being able to support the
use of Tenporary ldentification Nunmbers (TINs).
However, the system 10 is capabl e of beingnodified so
that TINs are not utilized therein, such that user
names and associ ated User ldentity Certificates (U Cs)
with associated time-limted substantially cost-free
privileges are enployed for free-trial purposes. If
required, the system 10 is even susceptible to being
configured so that free-trial usage as descri bed
earlier is not provided to end-users; alternatively,
ot her arrangenents for free trials can be utilized,
for exanple reinbursement of initial paid subscription
fee. The system 10 is preferably inplenented, at |east
in part, using software executable on conputing
hardware. Such software can be distributed to users
via a conmuni cation network such as the Internet
and/or via the software stored on a suitable data
carrier such as a CD ROM supplied to users. In the
foregoi ng description of enbodiments of the invention
relating to the tel ephone



system 10, it will be appreciated that the invention
is relevant to tel econmuni cati ons systens in genera
war@soim®1e erm "t el ephone” shoul d t herefore be POTER200®2282
accordingly. Specifically,150ther forns of
comuni cation susceptible to being perfornmed with the
systeminclude video calls, conference calls and text
nmessagi ng. In the foregoing, ternms such as "contain",
"include", conprise", "have", "has", "is", "are",
"incorporate” and "enconpass" are intended to be
ClAMS ued as bei ng non-excl usive, nanely other itens
not disclosed are also potentially present. CLAIMS 1. A

t
Ieﬁ: (‘A Fg?%;pegﬁge?%m%ﬂg Bzé%ﬁe@g (]:&‘)1%;% % 'l%mﬂ@y 8 end -users (20, 30)
and acommun@ton stveughGththepughwhish apsr Bere- %Pé’e&‘%efs (20, 30) are
¢olPlabBObr esremanibgtionlpuepdses, charnterisedin that: pur poses,

h t
%gar atlﬁé ecg S’@'ﬁt?n %ﬂo”%ehtu éﬁ@%%@t f?ﬁlfﬂ}é&hﬂblﬁﬁﬁé&@hﬁél&é@ W{fhereiard to
G o AATUBAGAIOn Spite SHHEREGTRGEI e QTRORE GEARo1 Agre end-users
sai d @0g3®r nore end-users (20 30); (b) said one or

re Sil-dieebs mae: eﬁ@-hsé%e(zweﬁ(ﬁbbl% ope@Blealtd i &dablish their own

( 8(e)|) r@%ﬁﬂrﬁ%&)péf é@{t‘)yéﬁﬁ?ﬁ gtg&c ur%u(gp])oﬁgseedséﬁ V&fittdaflon of one or
aut hompreaauthaiisgtion ¢eriificatasdo peauiepnicess tadbe slEugtyey(gQ; and

&) r ucddid etr(&loe (%m%cﬂl@essﬁmﬁnsﬁﬁt&r@t weang $100) ifoc Isavieg said one or
adm nj 3 t@e;;{.frag §88q %F\Qg} oPS eh8str oo dbfl one or

nore cer one or nore end-users (20
30). 2. A system (10) according to Caim1, wherein
the adrdysiest () iacgomingrie Glaido), Md;nerqnetrwba@nln@tratmg means (100) is

LWL $4 S&mﬁ‘ﬁstéreé'f%asf’aﬁe of et SRIn- St &-8&¥ payment for access
en -usané][()1 B ess to the communication
the cem l%g‘?ensgjc UK€ §5/8t em (10) according to Claim 1

or 2, wherein the admi nistrating nmeans (100) is
gper aﬂ's?ﬁt‘éﬁ\ g@f‘ﬁé@&&n@ﬂﬁCHm NDSIE2, mh(?rah ehe) ubhintstiatiig means (100)

airs e adm ni g

CORFLAhlS 10 Heg%rﬁf(} %r}]éégé Irn%ge ?ﬁ\?&ﬂ% p\(}é& kﬁf én% tr‘?&@&lﬂm ating means
(1(90&1 beingiapgrables tg apaphiain épldnqﬂeeorc@pfeegr W@s W qu to distribute
ksSomd tdhi Mofeh eorsasplording 1B)blit okeys ewttiifi that system (10) for certificate
%‘%Qﬁﬁ%bg@h r?gs(gur poses. 4. A system (10) according to

ern the adm nistrating nmeans (100) is
operable to generate private-public key pairs using
R vesh-Sistem (100deicomling( RSN, Moereis thﬂaémﬂﬁm(\gmeans (100) is
?f?%ﬁ@' fbg gberbleabifate- F@bh&ké}f péirs WRRIgEh RiVEL-SHamicAdEI®an (RSA)

d ncl udes a peer-to-peer comuni cation network
t hrough which the end-users (20, 30) are
nutually connect abl e.

A system (10) according to Claim 1, 2, 3 or 4, wherein the structure (80) includes a
peer—to—peer communication network (110) through which the end-users (20, 30) are
mutually connectable.

6. A system (10) according to Claim 5, wherein the peer-to-peer network (1 10) is
implemented as a combination of interfacing nodes and storage nodes, said storage
nodes being configured in one or more slots for database access purposes.

7. A system (10) according to any one of the previous claims, wherein the
administrating means (100) is arranged to perform one or more of:
(a) providing an end-user (20, 30) accounts database;



6. A system (10) according to Claim5, wherein the
peer-to-peer network (110) is inplenented as a

wa@ orosionmte on of interfacing nodes and storage POTEER004/002282
sai d storage nodes being configured in one or nore
slots for database access purposes. 7. A system (10)
according to any one of the previous clains, wherein

E a&%&hg bﬁrgnrgiﬁérﬁﬁwe(re%@énde%ﬁhé éergrﬁﬂmk‘étr&?étﬁﬁidfé (80);
&

0, 30
coﬂ?gg'aaﬁff’&éﬁé %’5% ﬁ%gﬁe%gﬁq%rq ﬁ%sﬁ?r&g rng tr)rre
(et ermodding peet discayenming dopishae of hestiteuraBp) ( c)

@5 OVi it hé’béhdj)[rs@rq%lfﬂl)ll’r@j?ét@tr&ﬁténmgs for the

2: 2'%{1?,3%00 g é%}ra@row Sthggst g{re {86§Qfé %Ingglﬁﬁélgdesrred modes of

end- wepgratiopghersgl regi stration; and (f) nonitoring
operation of the structure (80) for controlling

gesi r%%xﬁgﬁi‘eﬁo éccgﬂﬁﬁ Jdé%f%f?é re%edl %bé'ﬁﬁ@'ﬁ/l’(&&}r a plurality of

accor one
%ndpp%ﬁryqre yORsFa (jo uggtlug ya,eé ge elg q%hq;ﬁ?m pertr?car}es prior to
eonothangey tdogimuninatibortherabétereco ewhdre | ataleast pné of said certificates is

ﬁgme%ggag@,@mﬁn cati on therebetween where at | east
one of said certificates is identified to be

authentic. 9. A system (10) according to any one
9.he pAsystdinr(dOxaceording ity @na of e @G?ﬂ%&gﬁl@m@%blerﬁ@ the structure

805 RNGRMH b@tcﬁsrmp@ﬁtenam@eww triar @ dfitheabystee (1), $ueh free-trial use
5%% S@%&Q% Iadnc‘lhﬂgpr r5rfﬁorrnrt Ldrﬂﬁrf‘strgﬁﬁ &e%ﬁ%?%{ribegted issuing of

m ni strating
?'éb@raﬁaeﬂnﬁ-ssw ng of authorisations. 10. A system (10)
according to any one of the preceding clains, wherein

‘i@e aﬂ éﬁrﬂb ) e tcf]aQr )orﬁeS d?plﬁéaQrIeSeJrﬁ’g | MR C vherein the

SHBRiAkRa SN (25 S ebfizbiede mEiESes AL %Feﬁ‘nueir (20, 30) on 2
tatdee rate dubstantislly rrmegmvemfn@eeﬁdh@g@ﬁgn(@ e@@grsedl said one or

Moty &heiadrd @o, gogording to any one of the preceding
cl ai ns arranged to be configurable to operate

concurrently with POTS and/or PSTN. 12. A system (10)
Atcor di sistard (A0) aesnsding te FRNYpPRE fiithe) REPCEIRIY, Claims @ranged to be
thigacbitosdpenité Bendierenty WilDPPTSandhplP&TRht ed by way
of ;)ne or :jmre central corrput er servers. 13. A system

10) according to an of the pr ed|n
&%er ef‘nsl’sﬁ%ma W rﬁ°§f’rdéﬁg1 E‘b ar?é‘aﬂge? %’f p& 8@59 acgsg‘st gvherein the
apminystratind enednst (108) fsr mpderdented thyowayoélopsi & wore central computer
Qdadser registration and system (10) usage data for
detecting fraudul ent access to the system (10) by

end-users (20, 30).
13. A system (10) according to any one of the preceding claims, wherein the

administrating means (100) is operable to apply an heuristics fraud detection analysis of
end-user registration and system (10) usage data for detecting fraudulent access to the
system (10) by end-users (20, 30).

14. A method of operating a telephone system (10) comprising a plurality of end-users

(20, 30) and a communication structure (80) through which one or more end-users (20,

30) are couplable for communication purposes, characterised in that the method includes

steps of:

(@) arranging for the communication structure (80) to be substantially de-centralized
with regard to communication route switching therein for connecting said one or
more end-users (20, 30),



14. A nmethod of operating a tel ephone system (10)
conprising a plurality of end-users (20, 30) and a

wa@ eowoogoeat i on structure (80) through whi ch onECDIB2GY®2282
end-users (20, 30) are cougl able for comrunication
pur poses, characterised in that the nethod includes
steps of : (a) arranging for the conmunication

r e ar éi‘ﬁ'n mg%)l) SéleOlb@OISMB% S-higdrd Yzod QOFt%rHé' @ée‘ré&ﬁé’ td%&tabhsh their

t {
o i SR e H R b (RG] 1 gt ah) Basgs b lonange of one
ar r arginngye fauﬂwossat@n@ﬁélﬁgateﬁm acqulivel ageass 40 t@ostrt@wye {&9); and

?r&mﬁln@ fbﬁsﬁ%@@étu@rxabm ihcloye a@mmmt.ﬁ@me@ns (100) ffor issuing
routes rou uf e o

one. oPid gttt dlokaBribiEslo s bie b pREh e R 3

access to the structure (80); and (c) arranging for

B d AtmebdraccdBihg to Glaial udevirskin nihet adrhinkgateamseans (100) is

ép]eg%)le {ooédrt\lﬁ%kﬂrr%g Ie% %nsegé’fgen?izlg@ 535‘ %refgidf )&Eﬂ( E Bgﬂnent for access

tSé'&%F‘?JT"ﬁt]“'P%’“%I%"”ﬁﬁuie &Werein the adninistrating means
(100) is operable to adm nister at |east one of

ﬁﬁd Ug ‘?rfeﬂ%ogébddgirl]@d;ﬁ%laﬂ‘i W3 %F 19%@% th@ %dﬁh‘f“rﬁﬁﬁa‘imé heans (100) is

%&eé%tﬁ%m Nega %:IOH? o Tgr%prlv% %ﬁ &kgly Hair% éhe ac@mf:rinstratmg means (100)
leding ﬁﬁ)%’ab@tt(b gintaia raid 0ne @y mose pfiatakeys sasrej@nd tadistripyte said one

& mBRY EoridspYadify Publid ReysewitiAithe systb@ @ONdH &drtifdaten guthentication
6@?&%3(100) bei ng operable to maintain said one or
ep

irivate keys secret and to distribute said one or
nore correspondi ng public keys within the system (10)
for cermethbé adceomlirightnClaimt 11 @nwhereo thes adrhihistratingtrheahs (100) is

@&Q%Ig'teg%%r%ré% Rkl ub‘ﬂ@%e?' PaifshEsing Hivdsk- @hbMG-Adelman (RSA)

é IS opera e to generate private-public key
B&IPE- Uusing a Ri vest - Shamir-Adel man (RSA) met hod. 18.
A net hod according to Caim14, 15, 16 or 17, wherein

18"3 SA Intthod Sccoftfiig 10 Tibintl e, 5, ﬁSer‘Wowﬁ@@fn the structure (80) includes

SRR A SRLS SR BERGRIPIY B g 20,50 e

metuatidcennesialiieng to Cl ai m 18, vvher ein the peer-to-peer
network (110) is inplenmented as a conbi nation of

jdit er L aaLfdy ”é%:@?&iur@“i’o TQRRY98, WALRsh tﬁé"p%e?{o%é’egenetwork (110) is

nhodes belng con ed 1n re slo

plSToRen 18 SamBTiAlive € SUcing RBde AR RPEs Mgdes seid storage
rodes desgafoniPaedin dhe arandr® slotdhior databasecacwdss purppsest i ng
means (100) is arranged to perform one or rmre of . (a)

oVi an _end-.us ccoynt s dat S
% ow’g %h%d gﬁ?ﬂ{ﬂlpgﬁ? Zah{ gdrte %GCIIaag?s érji% e% aéﬂ%‘the g‘).imlmstratmg
weant(I0e ks iapanged todrerioem Cae pr more of.
(a) providing an end-user (20, 30) accounts database;

(b) providing a synchronizing time reference for the communication structure (80);

(c) providing globally-configurable settings for the system (10);

(d) providing peer discovery during bootstrap of the structure (80);

(e) handling new end-user (20, 30) registration; and

(f) monitoring operation of the structure (80) for controlling desired modes of
operation thereof.

21. A method according to any one of Claims 14 to 20, wherein a plurality of end-
users are operable to mutually exchange their authorisation certificates prior to



(c) providing globally-configurable settings for the

system (10); (d) providing peer discovery during
whowssogap of the structure (80); (e) handl i ngPCIBYB2004/002282

end-user (20, 30) registrds8ion; and (f) nonitoring

operation of the structure (80) for controlling

desired nodes of operation thereof. 21. A nethod

RRIMARINAY coRAmBANK I tHreltRédP witrd @it 48ast VIR 8f BaRl certificates is
@%ﬁal fal}/ of enqduser s are operable to mutually
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