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METHOD AND STORAGE- BASED BROADCASTI NG SYSTEM 5 BACKGROUND OF THE | NVENTI ON
Field of the Invention Thﬁ‘uimm‘ﬂmmwm ention relates to information service
systens for automatically wuser with a presenter required for
view ng desired contents w th«geyi~ewer regardl ess 10 of the preseﬁe&or
absence of a user's request and, nore specifically, to a ora
broadcasting systemthat automatically updates the vi ewer @”mmwm mm
the Background Art 15 Information service systens for provi d| ng

a servi CerTruE WFeWHEQINVENEION require a browser for supplying the*AcTion*
content data to a presenter to nake themavailable to the user. This
browser mnust be CapfRODr ICONFENT uTRANSHISSpedMRATHOM ANDt GTORAGEtBABERed to
content data to be provided, a transm ssion channel 20 used for providing

t he cont erBRGKICASTANGhSYSSEM, and the presenter on the user's side. As one
exanpl e of conventional information service systems, a push-type

i nformation distribution service using a conputer over the Internet has
been realized by, for exanple, PointCast 25 Network (registered trademark)
of Poi Bt CaBACKGROUNDOORt BHE ENVENTIONCt | ve Desktop (regi stered trademark) of

M crosoft Corporation.
Field of the Invention

The present invention relates to information service
systems for automatically providing a user with a presenter
required for viewing desired contents with a viewer regardless

10 of the presence or absence of a user’'s request and, more
specifically, to a storage-based broadcasting system that

automatically updates the viewer.

Description of the Background Art

15 Information service systems for providing users with a
gervice for viewing contents require a browser for supplying the
content data to a presenter to make them available to the user.
This browser must be appropriately updated depending on factors
attributed to content data to be provided, a transmission channel
20 used for providing the content data to the user, and the presenter

on the user's side.
As one example of conventional information service systems,
a push-type information distribution service using a computer
over the Internet has been realized by, for example, PointCast

25 Network (registered trademark) of PointCast Incorporated, and



In such push-type information distribution service, contents such as Pews:
and weat her forecast that are broadcast from a broadcast station over ‘the
Internet are received by and stored 5 in a receiver such as a personal
conputer. A user operates the receiver to activate a browser, which is a
user interface for viewi ng contents. Thus, the user can view the contents
stored in the receiver. Different browsers are used for different
services. 10 Consequently, a flexible user interface can be achieved for
each service. |If the browser needs to be updated, the user receives a new
browser byadiSivegpésktoisi(ireniptene@nradedarkftdiyMbordsef t Corpernttbonwnser
itself. Then, the current browser is replaced wth the received new
browser. In thignwayuchk hpushewspe carfdmmatibnupdasextibulidn r ekeviépoee to
FI GS. 24, 25, 26, 27, 28, 29, and 30, one exanple of the conventional
br oadcast idigh tentisedadis a8 nawdennt weather Asrebash thatans breadiasy Grenf FI G
24, a broadcasting system 2500 includes a transmtting apparatus 2510, a
delivery sysreaudadt siatded overthievimpempranatue@id®d Fhand ahsnedt i ng
apparatus 2510 includes browser storages 2511, browser pitchers 2513,
contents stpmageseivds, suzhnasnd pErsohalscébidten. mil uset eperalkes, thed a
transmtter 116. There are two or nore browser storages 2511, browser 25
pi tchers 2&hiveantenahcsivatges brbiderandhtoht tsita piseshdmgexfage £og JAN,
ZOO, provided. Each of these conponents is given a synbol with a suffix
viewing contents. Thus, the user can view the contents stored

in the recelver.
Different browsers are used for different services.
10 Consequently, a flexible user interface can be achieved for each
service. If the browser needs to be updated, the user receives
a new browser by using a function programmed directly on the
current browser itself. Then, the current t?rowser is replaced
with the received new browser. In this way, the browser can be
15 updated.
With reference to FIGS. 24, 25, 26, 27, 28, 29, and 30, one
example of the conventional broadcasting system is now desc?:'ibed.
As shown in a block diagram of FIG. 24, a broadcasting system 2500
includes a transmitting apparatus 2510, a delivery system 120,
20 and a receiving apparatus 2520. The transmitting apparatus 2510
includes browser storages 2511, browser pltchers 2513, content
storages 1113, content pitchers 2514, a multiplexer 115, and a
transmitter 116.
There are two or more browser storages 2511, browser

25 pitchers 2513, content storages 1113, and content pitchers 2514

206z



(1 ower-case al phabet) added thereto. Hereinafter, the sane conponents are
each given the same synbol with a different suffix added thereto ford JAM 200:
identification. 5 In the exanple of FIG 24, three browser storages 2511
are provided: browser storages 251la, 2511b, and 2511c; three browser
pitchers 2513 are provided: browser pitchers 2513a, 2513b, and 2513c;
three content storages 1113 are provided: contents storages 1113a, 1113b,
and 1113c;prowiddd.ccEaohodrithels® ppmporent 53 giyen pepibebditbensehfix
pitchers 2514a, 2514b, and 2514c. Note that, if each of the sane
conponent s( Iseds-aaste alpgwibeitdaldddead Prereteant | fHexeinafderar eehgengane | y
referred to as the browser storages 2511, the browser pitchers 2513, the
content séompgemtkliBe ddvh gbiverthepsamdsymbdb Wi thy aghidfianesitysufifixn this
specification, if there are a plurality of the sane conponents as describe
above, theyadse thdatnitiof fed higeattifhgawiomsuffi x to each synbol. Furthernore,
I f each of them needs not specifically to be identified, they are
generalsl y referrmedthe exangleubf aF BGIf 2i4x thides browsks syomades 201nafFe GS.
25, 26, 27 and 28, data stored in the browser storages 2511, the content
storages Igdcsyidddie shoswseEr 188orages 2hdlaend5)1b38 and t2fel ldsovehree
br oadcasti ng system 2500 are shown. The three browser storages 2511a,
2511b, anchbiskr gritcherde PS1de ey o ikesipecbrvwsgrppbveheds f 35134r ee
service (S1, 25 S2, and S3). The browser pitchers 2513 each store a browser
B 3 3 J,4519p 20081 2HBdccothisspoaostémt asseragee (5)3 tardeppovidedd to a
user, and

contents storages 1113a, 1113b, and 1113c; and three content

10 pitchers 2514 are provided: content pitchers 2514a, 2514b, and
2514c. Note that, if each of the same components needs not
specifically to be identified, they are generally referred to as
the browser storages 2511, the browser pitchers 2513, the content
storages 1113, the content pitchers 2514, respectively.

15 In this specification, if there are a plurality of the same
components as describe above, they are identified by adding a
suffix to each symbol. Furthermore, if each of them needs not
specifically to be identified, they are generally referred to
without a suffix added to the symbol.

20 In FIGS. 25, 26, 27 and 28, data stored in the browser

. storages 2511, the content storages 1113 , the storage 133, and
the memory 138 in the above broadcasting system 2500 are shown.
The three browser storages 251la, 2511b, and 251lc are
independently and respectively provided for three service (S1,

25 S2, and S3). The browser pitchers 2513 each store a browser B



send the browser B to the nmultiplexer 115 according to a predeterm ned
schedul e. The browser pitcher 2513a for the service Si stores a 5’®ﬂ9%@%@ﬁ}
B(S1). The browser B is a conputer programwitten in native code (nmachine
| anguage) of a CPU (Central Processing Unit) in the receiving apparatus
2520. Simlarly, the browser 2513b for the service S2 stores a browser B
('S2) , and the browser 2513c for the service S3 stores a browser B (S3) .
Note that if each of 10 them needs not specifically to be identified, they
are sinply referred to as the browser B. A specific browser transm ssion

t echni que Huth cagsraspaodsitn easeoniqr diSIcbd Em@rovadsdi tsicomssthetitde i s
defined for each service. Thus, processes carried out by the browser

pi t chers Iden2blBnheabyoasengBt e sthei oedtipbexeni $1peasorrding Boovker
pitchers 2513a, 2513b, ..., 2513n (n is an arbitrary natural nunber) are

| ndependenidedeaedmiaspesthedide provi ded for the services. In the exanple
showmn in FIG 24, the three browser pitchers 20 2513a, 2513b, and 2513c
are i ndependent Mhepbavivded potchée 2hide foerivheesesiiceslSl aatoE a
respectively. The content storage 1113 stores a content C of the

cor r espondidtysear Bi(Se) . Tithecbmbwaer Bty @geomputer PRAgraAT@FitEenehh
service. In FIG 25, the three content storages 1113a, 1113b, and 1113c
are i ndepaidieind yod@Fmpebinedadnoprgehef #1CPY Eentinad, Precgrsekng/Updt) 4 2093

In the exanple shown in FIG 25, the content storage 1113a
in the receiving apparatus 2520. Similarly, the browser 2513b

for the service S2 stores a browser B(S2), and the browser 2513c
for the service S3 stores a browser B(S3). Note that if each of
10 them needs not specifically to be identified, they are simply

referred to as the browser B.

A spec‘ific browser transnfiss:l.on technique su*::'h as a
communication protocol and transmission schedule is defined for
each service. Thus,processescarriedoutbythebrowserpitchers

15 2513 vary among the services. For this reason, the browser
pitchers 2513a, 2513b, ..., 2513n (n is an arbitrary natural
number) are independently and respectively provided for the
services.

In the example shown in FIG. 24, the three browser pitchers

20 2513a, 2513b, and 2513c are independently provided for the three
services S1, S2, and S3, respectively. The content storage 1113
stores a content C of the corresponding service. The content
storage 1113 is provided for each service. In FIG. 25, the three
content storages 1113a, 1113b, and 1113c are independently

25 provided for the three service, respectively.



for the service Si stores two service contents C (S1, 1) and C (S1

The content storage 1113b for the service S2 does not store
. The content storage 1113c for the service S3 stores 5 thr
contents C(S3, 1), C(S3, 2), and C(S3, 3). Note that if ea
contents needs not specifically to be identified, the cont
referred to as the service content C. Referring back to F

content pitcher 2514 sends 10 the content C(Sm 0) stored

storage 1113 of the corresponding service to the nultiplex

,2).
any cont &t 2003
ee service
ch of the
ent is sinply
G 24, the
in the content
er 115 in a

predeterm ned HRMWKYE exbiplBasHui eAtr1d.Sap, O)he SBhtept eawitageal BE3¥/i ce S

wth a suffix m(mis an arbitrary natural nunber) for ide
and 0 (0 ifpragndrddirdviaeysnatorak twoTberyicepoasents Grsiar )
a plurality of contents C that formthe service Sm As suc
transmttiing apparcdntentodfotsssl 11aBb fier thenyenticansk dsan
2500, nmethods for transmtting browsers and contents vary

Ther ef or e,ariyh€onfdnt @l i tthetdortemmsetoRidecheY 3 261 3harnek rodik
2514 have 20 to be individually provided for the services.

di fferent dHraesFesvios omitwnts €esl dlbe cEEneat)ivehg QrEpa
browser B and the content C. Therefore, the plurality of p

ntification,

rmld Aeshunber of
h, in the
doasstowe Syst em
anong servi ces.
38 spotedher s

Mor eover,

PRdd MNaotet he
itchers have to

be i ndivi dudt yipr exeneds§ ahet hevrivemtse meddsambtt hepamifiieallg. 126 Hée
mul tipl exer 115 nultiplexes and nodul ates the browser 5 3 J 1,"I 203 B
recei ved figuntiFaelr, owner cphteteri®Sdinpliyd neifersedviteeagsothengervice

content C.
Referring back to FIG. 24, the content pitcher 2

10 the content C(Sm, O) stored in the content storage 11

514 sends

13 of the

corresponding service to the multiplexer 115 in a predetermined

N s .
manner. In the content C(Sm, O), Sm represents a service S with

a suffix m (m is an arbitrary natural number) for identification,

and O (O is an arbitrary natural number) represents a

n ordinal

15 number of a plurality of contents C that form the service Sm.

As such, in the transmitting apparatus 2510 used for the

conventional broadcasting system 2500, methods for transmitting

browsers and contents vary among services. Therefore, the

plurality of browser pitchers 2513 and content pitchers

2514 have

20 to be individually provided for the services. Moreover,

different transmission methods should be respectively prepared

for the browser B and the content C. Therefore, the plurality

of pitchers have to be individually provided for the

and the content C.

browser B

25 The multiplexer 115 multiplexes and modulates the browser



C(Sm 0) received fromthe content pitcher 113 to output a digital bit
stream The nultiplexer 115 may be structured by a multiplexer and
modul ator in a station systemfor digital 5 broadcasting. The traﬁégki&%NHMS
116 sends data processed by the nmultiplexer 115 to the delivery system
120. The transmtter 116 may be inplenented by a nodemif the delivery
systemis structured by a wired communications circuit, or may be

i npl emented by a 10 parabolic antenna for transmssion if structured by a
br oadcasti ng communi cations satellite in space. The delivery system 120 is
now describedcelhed ddldnyehy browseenpltthdrs 281 faands thersdrarenton texgt

I nformati on, such as contents and browsers sent fromthe transmtting
appar at us 2%%f, o)Sréceived femetlé rRYnapparHitehe2SRAB té&outexanpliegi take
delivery system 120 nmay be structured by an optical fiber or cables of
vari ous tpapessthedt padcat | mal tipiaxeircat 1 Hnsagattsd | steuchusedicby o a
package nmedi um such as a DVD and its distribution channels. The receiving
appar at us B0 plexeewadeas ar mbedlanodeini h. stabidhesystenviog apgatat us 2520
i ncludes a receiver 131, a de- nultiplexer 132, a storage 133, a renderer
134, aspr aawddzast3ng. an i nput device 136, a CPU 137, and nenory 138. The
receiver 131 receives information such as the content C and the browser B
t hrough t he del mMhertrasstietret2( 6 semwde gata progésdedibyathéomuliipbexer The
receiver 131 may be inplenented by a nodem 6 - 3 AN2C3 or a nodul e

i ncl udi ng X6 ard et Geldiveryusystematl28r e Thedtransmitter 116 may be

implemented by a modem if the delivery system is structured by
a wired communications circuit, or may be implemented by a
10 parabolic antenna for transmission 41if structured by a

broadcasting communications satellite in space.

The delivery systet}l- 120 is now describz'd. The delivery
system 120 is a means for transmitting information, such as
contents and browsers sent from the transmitting apparatus 25_10 ’

15 to the receiving apparatus 2520. For example, the delivery system
120 may be structured by an optical fiber or cables of various
types: a broadcasting communications satellite 1in space; or a
package medium such as a DVD and its distribution channels.

The receiving apparatus 2520 1s now described in detail.

20 The receiving apparatus 2520 includes a receiver 131, a de-
multiplexer 132, a storage 133, a renderer 134, a presenter 135,
an input device 136, a CPU 137, and memory 138.

The receiver 131 receives information such as the content
C and the browser B through the delivery system 120 to output a

25 digitalbit stream. The receiver 131 may be implemented by a modem,



general digital broadcasting receivers. The de-nultiplexer 132 denodul ates
the digital bit stream received fromthe receiver 131, and separate§ Uhg 2003
multiplexed 5 information. That is, the de-nultiplexer 132 carries out the
process carried out by the nultiplexer 115 of the transmtting apparatus
2510 in the reverse direction. An output fromthe de-nultiplexer 132 is
provided to the storage 133 and can be read by the CPU 137. 10 The storage
133 stores the browsers and contents provided by the de-nultiplexer 132.
The storage 133 is inplenented by, for exanple, a random y-accessible
recor di ng gre@di weuguehi@sLwdiiay édn dnsknna ndd nattiwiersttbaedare w$sd stor age
133 is readabl e and changeable by the CPU 137. 15 As illustrated in FIG
26, the stq@negalldldgstar asrdddeaishiag réceivsears. B(S1), B(S2), andB(S3),
andfivecontents C(S1, 1), C(S1, 2), C(S3, 1), C(S3, 2), and C(S3, 3). The
renderer 134, bynhtald-ewiltdpaexensiiaidemoduiams tthe CRyLtdABP1trstckans
graphics for displaying on-screen display (OSD) on 20 a screen. The
present er Yot ipedsepbs aie aidduiveaf 18he amdidemmralt®$ the miodbhablexddr the
user. The presenter 135 may be inplenented by a CRT display, for exanple.
The i nput idpor@matidn. i STharenat edhbydé breultsiplexen 1S2r gerries owke thecei vi ng
appar at us 2520. The input device 136 may be 7 3 J A 2093 inplenented by
a conbi natgratests aareied euwtobyr thé esuldrigpliexer 115 of the transmitting
apparatus 2510 in the reverse direction. An output from the
de-multiplexer 132 is provided to the storage 133 and can be read

by the CPU 137.
10 The storage 133 stores the browsers and contents provided

by the de-multiplexer 132. The storage 133 is implemented by,

‘ for example, a randomiir—accessible recordfx{g medium such as a hard
disk. Information stored in the storage 133 is readable and
changeable by the CPU 137.

15 As 1l1lustrated in FIG. 26, the storage 133 stores the three
browsersB(Sl),B(Sz),andB(S3),andfivecontentsC(Sl,1),C(Sl,
2), C(s3, 1), C(S3, 2), and C(S3, 3).

The renderer 134, by following an instruction from the CPU
137, renders graphics for displaying on-screen display (OSD) on

20 a screen.

The presenter 135 presents an output of the renderer 134
as viewable for the user. The presenter 135 may be implemented
by a CRT display, for example.

The input device 136 is operated by the user to instruct

25 the recelving apparatus 2520. The input device 136 may be



phot or eceptor, a keyboard, a rmuse or others. The CPU 137, which,is
central processing unit, is interconnected to each conponent of rh% lA! 2003
recei vi ng appar at us 2520. 5 By executing a conputer programstored in the
menory 138, the CPU 137 controls the entire receiving apparatus 2520. The
menory 138 is constructed of a witable/unwitable sem conductor nenory
RAM ROM The nenory 138 is used for storing data processed by the CPU 137
and for storing a conputer program 10 and data to be executed in the CPU
137. As illustrated in FIG 27, the nenory 138 stores a browser list 2700,
and a conpufllemeAtedPb9ghaor®ihavionten anrambieecooteolmchme 1tsmguage)
executable by the CPU 137. Wth reference to FIG 28, the browser Iist
2700 i s n@Motbredeptsbihed. ke drdawaemolibet @70fkHendsi.cates information in a
tabular formwith rows for the services. The browser list 2700 includes a
col um 2710 for rtheowssr f31.e wanes asdaa coltwal J52@esisingsemiitce hanes.
Wth the use of the browser |ist 2700, the browser can be specified for a
desired seimtieieohhestadmgeaddconpoterat borthet vees ving dppatatnmeg2528B3. Wt h
reference to a flow chart in FIG 29, the main operation of the receiving
appar aus HpaRketat fiwgvadesnpu tead progdat aitbred|in themedR8Y1138 ItheeCRY ce
names (2720) of the browser |ist 2700 stored in the nmenory 138 are
di spl ayed 137 tdoatzoleechhe nentste r2cefiginy Sppératread2@i.-splay is carried
out by the renderer 134. 8 3JAN2(3

The memory 138 i1s constructed of a writable/unwritable

semiconductor memory RAM/ROM. The memory 138 is used for storing
data processed by the CPU 137 and for storing a computer program
10 and data to be executed in the CPU 137. As illustrated in FIG.
27, the memory 138 stores a browser list 2700, and a computer
program 2651 writ\fen in native code (ma*éhine language) executable
by the CPU 137.
With reference to FIG. 28, the browser list 2700 is now
15 described. The browser list 2700 indicates information in a
tabular form with rows for the services. The browser list 2700
includes a column 2710 for browser file names and a column 2520
for service names. With the use of the browser list 2700, the
browser can be specified for a desired service from among
20 information stored in the storage 133.
With reference to a flow chart in FIG. 29, the main operation
of the receiving apparatus 2520 is now described in detail.
In step S2801, all service names (2720) of the browser list
2700 stored in the memory 138 are displayed on the screen in list

25 form. Such screen display is carried out by the renderer 134.



In step S2802, the user operates the input device 136 to sel ect one JofjAtihgss3
services in the list displayed in step S2801. In step S2803, for the e
service selected in step S2802, the file name B(Sm) stored in the storage
133 is obtained by referring 5 to the browser-file-name colum in the
browser list 2700. In step S2804, the file B(Sm specified in step S2803 is
executed. The browser is witten in native code of the CPU 137, and
therefore can be executed directly by the CPU 137. Wth reference to a flow
chart in FIG 30, a browser updating 10 process by the receiving apparatus
2520 is now desami bedp $18cd.epn82064r dpwrdtleld 1B shput SlesdeeulBeigte he
currently-transmtted browser B. In step S2902, the browser B is received
by the recedMait ohdlofithd Bepvibes der mukt idtexidisplagedaind stiep 92881on i s
checked. 15 In step S2903, if the browser B received in step S2902 is a
new versi on of timese¢te roesoly - foe chkeesgebriows epl8ctédanpsbepdR8®2.gblee t0 a
next step S2904, and if not, the procedure ends. In step S2904, the

recei ver appad ahns BASA0 dtareidvis thiees tanageeid ystobdrasimedt byl rbfevstrg B, and
the storage 133 tenporarily 20 stores the received browser B as a file. In
_step S3905t0 tiie Gukeer-yikxeataneddlumsén Bhe sbraHearddstwikfR0t he
tenporarily-stored file. Then, by rebooting the browser B, the received
browser of the mews¢epsspe04;! ahies £1ide R Secpeedfied ihmetepBa8oRabpl e of

t he conventional broadcasting 25 system the browser witten in native
code of thexeamud.er The brdwsed is -writt2098n native code of the CPU 137,

and therefore can be executed directly by the CPU 137.
With reference to a flow chart in FIG. 30, a browser updating
10 process by the receiving apparatus 2520 is now described.
In step S2901, the CPU 137 starts executing the
currently-transmitted browser B.
In step S2902, the browser B is recelved by the receiver
131 and then the de-multiplexer 132, and its version is checked.
15 In step S2903, if the browser B received in step S2902 is
a new version of the currently-executed browser B, the procedure
goes to a next step S2904, and if not, the procedure ends.
In step S2904, the receiver apparatus 2520 receives the
currently-transmitted browser B, and the storage 133 temporarily
20 stores the received browser B as a fille.
In step S2905, the currently-executed browser B 1s replaced
with the temporarily-stored file. Then, by rebooting the browser
B, the received browser of the new version starts to be executed.

In the above example of the conventional broadcasting

25 gsystem, the browser written in native code of the computer 1is



transmtted by using a nethod unique to each service. Therefore, vafBQW&;aoq
browser transm ssion nethods specific to services have to be incorporéféé“3
in both transmitting and receiving apparatuses. 5 That is, in the
transmtting apparatus, various browser pitchers specific to services are
required. In the receiving apparatus, a function is progranmed, typically
in the browser code for each service, for receiving a new browser for a

new service and replacing the existing browser with the received new
browser. 10 To realize substantially the same function for each service,

the browsefsaaGh telasy dsPRgiaRé eiRNtLBdqhd tol d QM b¥rdidd er @hkerefore,
specification. Therefore, as the nunber of services increases, various

needl essnegsrEUbsowdERltidhsniRsibBE MO RPeappatatsiservicks paveal ity
of simlar program codes have to be held, thereby wasting the storage
capaci ty. 4 Ste SiiHdodpoRh@Ee@SSEE apEth Si tRUdAiIAAUSIGY asll vakedivinghe
recei ving apparatus, and therefore conputer resources cannot be

ef ficientlappeseduskdl.t hernore, browser transm ssion nmethods vary anong the
20 services, and are programed only in the browsers. Therefore, the user

suf ferg i nconvenh@rcesof i el 4 nanehiidit 1hg gappher HE s efar liocnsabyanser by

activating a file comunications protocol such as ftp. Still further,
there are ypidmiss Gpkberesces Heiviees tbHire ragubreaserrmntet recetningt in
transm ssion nethod. Therefore, in 10 - 3, I 11 r,1 ?20U3

apparatus, a function is programmed, typically in the browser code
for each service, for receiving a new browser for a new service
and replacing the existing browser with the received new browser.
10 To realize substantially the same function for each service,
the browsers each should be implemented in slightly different
specification. h
Therefore, as the number of services increases, various
needlessness occurs. That 1s, in the receiving apparatus, a
15 plurality of similar program codes have to be held, thereby
wasting the storage capacity. Also, similar processes are
simultaneously activated in the receiving apparatus, and
therefore computer resources cannot be efficiently used.
Furthermore, browser transmission methods vary among the
20 services, and are programmed only in the browsers. Therefore,
the user suffers inconvenience of manually obtaining the browser
in advance by activating a file communications protocol such as
ftp.
Still further, there are various differences between the

25 browser and the content in transmission method. Therefore, in

10



a case where a plurality of services are subscribed, transm ssion_qf on
service may interfere wwth transm ssion of another browser or servwv Al 2003
Also in the transmtting apparatus, slightly different 5 browser pitchers
are required as nmany as the services in order to achieve browser
transm ssion, which is essentially the sane function to any servi ce.
Therefore, the transmtting apparatus becones nore conplicated in
structure linearly as the nunber of services increases. This conplicated
structure causes an 10 increase in devel opnment cost and inconvenience in
managenenta cakdheeepeuri DESE ofir salcegi Axdenbsbavpedp tihehahionido one
, .. another. These browser pitchers may transmt browsers nore than the
del i very sysbaensearibantiyeintetSergwath arvanbhossidhe fcandder bpowsder s are
al so i ndependent of one another for each service, 15 and therefore the
sanme problamgeyieecur. SUMMARY OF THE | NVENTI ON An obj ect of the present
i nvention is to provide a nethod and systemfor providing a flexible user
interface for sangbces tRE itkassnitgmd egghdatoadcadtighyly ndibfelerster vi ce
structured by a plurality of contents transmtted in digital broadcasting
or a GonicsercpMockerstiree reqolredasaranyces fhemnsenwizesdinrorder
unaut hori zed contents. The present invention has the followng features to
sol ve 25 tdachiebbetraisewe trahshidddo0@Rhich is essentially the same
function to any service. Therefore, the transmitting apparatus
becomes more complicated in structure linearly as the number of
services increases. This complicated structure causes an
10 increase in development cost and inconvenience in management.
Furthermore, these browser pitchers have no relation to one
anott;ér. These browser p:l.\i:‘chers may transmit browsers more than
the delivery system can handle, causing an overflow. The content
pitchers are also independent of one another for each service,

15 and therefore the same problem may occur.

SUMMARY OF THE INVENTION
An object of the present invention is to provide a method
and system for providing a flexible user interface for services
20 in storage-based broadcasting in which service structured by a
plurality of contents transmitted in digital broadcasting or a
computer network, while securing services from invalid or
unauthorized contents.
The present invention has the following features to solve

25 the problem above.
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A first aspect of the present invention is directed to a storage-baSed JAll 2003
broadcasting systemthat supplies a user interface unique to a service
conposed of a content stored therein for presenting the service, the
system conprising: 5 a transmssion unit for transmtting a control
content for realizing the user interface as entire or part of the content;
and a receiving unit for receiving and activating the transmtted control
content to execut &imisd aspectnefrthrPreseptwheveriemelugérechedrface is
transmtted and received as a content. According to a second aspect, in
the first stpexde-tdeedcbnoadtasbinenystemshntopserliet atyresintenfacat ent .
According to a third aspect, in the first aspect, 15 the transmtting
appar at us eniue ses:a comteinte pidnpverediedng fagn tentclstagedhthevaienfor
including the control content; and a service property transmtting unit
for transnptésemgtirgprohec segvdpernt yhenfsysteti orpnipmdisdadi:ng t he service, and
20 the receiving unit conprises a control content determnation unit for
det er misni ng, based on at heraresmeiissdcnc omt E#nt foand rsmsmidgipgoper cgntrol
information, the contrcl content anong the received contents. According to
a fourth aspetént ifort healiiing &bpoarier 26tehfaceomseant pre ofrepaxhiaf thepri ses
a content assenbler unit 12 -3J1~'d?003

content; and

a receiving unit for receiving and activating the
transmitted control content to execute the user interface,
10 wherein
the user interface is transmitted and received as a content.
According to a second aspect, in the first aspect,
the control content is a browser for the stored content.
According to a_third aspect, in the first aspect,
15 the transmitting apparatus comprises: e
content pitcher means for pitching the content including
the control content; and
a service property transmitting unit for transmitting
service property information indicating the service, and
20 the receiving unit comprises a control content
determination unit for determining, based on the received content
and service property information, the contrcl content among the
received contents.
According to a fourth aspect, in the third aspect,

25 the content pitcher unit comprises a content assembler unit
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for adding, to the content, a content header defining the content, apd the
receiving unit further determines the control content anong the rec iW@ﬂ?MB
contents based on the content header of the 5 received content. _

According to a fifth aspect, in the third aspect, the transmtting unit
further conprises an electronic signature unit for placing an electronic
signature on the control content, and the service property transmtting

unit transmts a 10 public key of the electronic signature as being

included in the service property information, and the receiving unit

further cofgar ad@snq, sbgat dotertt)t Aenniteativader def Orimutieabheaht ng t he

el ectronic signature by a public key included in the received service
property lénd nformation, and the control content is determ ned through
aut hentication of the electronic signature. According to a sixth aspect, in
the fifth aspectthet hecaimiignungatfurthelr G8eeahfodd @hkeCodi Al BoRLESt
performed wusing a key unique to the service. 20 According to a seventh
aspect, i naridigy tthier de@aspesd ,cdntentenbaséd P aher contént Wddder o6nphé ses a
content ID space managenent unit for sending information for defining part
of | D spaceewadiveldecoonerht, and the receiving unit_further conprises a
designation unit for 25 designating the control content based on the
content |ID incl Adedrdifig t3 aANfih0adspect, in the third aspect,
the transmitting unit further comprises an electronic
signature unit for placing an electronic signature on the control
content, and the service property transmitting unit transmits a
10 public key of the electronic signature as being included in the
service property information, and
the receiving unit further comprise~s a silgnature
authentication unit for authenticating the electronic signature
by a public key included in the received service property
15 information, and the control content is determined through
authentication of the electronic signature.
According to a sixth aspect, in the fifth aspect,
the authentication of the electronic signature is performed
using a key unique to the service.
20 According to a seventh aspect, in the third aspect,
the content pitcher unit further comprises a content ID
space management unit for sending information for defining part
of ID space of the content, and

the receiving unit further comprises a designation unit for

25 designating the control content based on the content ID included
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in the part of ID space. An eighth aspect of the present invention is
directed to, 1in a storage-based broadcasting systemthat supplie§3aJA§e2mB
interface unique to a service (S) conposed of a content (C) stored 5
therein for presenting the service, a control content transm ssion nethod
for providing a user interface unique to each of the services, the nethod
conprising: a step of transmtting a control content for realizing the
user interface as entire or part of the content; 10 and a step of
receiving and activating the transmtted control content to execute the
user interfraahe pacer di niDtepaceni nth aspect, in the eighth aspect, the
control content is a browser for the stored content. 15 According to a
tenth aspect, i anté&igleilylasipeaspettthet heesemhsimventagnsiedicesiefse’:; a step
of pitching the content including the control content; and a step of
transm ttifg &esvoragepitamed prioaicrrhinonsygtemn nthaht $upptirs seryse®e, and
the receiving step conprises a step of determning the control content
anong t he ireoaifeed montente dasedion (§heomposedad acontent Edsteredce
property information. According to an el eventh aspect, in the tenth aspect,
25 t he scongsteisendiory pregendimyi stise a sewyiasl, addi sghtrelt heontgny  JAN
2003

transmission method for providing a user interface unique to each

of the services, the method comprising:
a step of transmitting a control content for
realizing the user interface as entire or part of the content:

10 and

a step of receiving and activating the transmitted

i

control content to execute the user interface.
According to a ninth aspect, in the eighth aspect,
the con-trol content is a browser for the stored content.
15 According to a tenth aspect, 1in the eighth aspect,
the transmitting step comprises:
a step of pitching the content including the control
content; and
a step of transmitting service property information
20 indicating the service, and
the receiving step comprises a step of determining the
control content among the received contents based on the recelved
content and service property information.
According to an eleventh aspect, in the tenth aspect,

25 the content sending step comprises a step of adding, to the
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content, a content header defining the content, and the receiving step
further conprises a step of determning, based on the content headb§ HH 2003
the received content, the control content anmong the received contents. 5 \
According to a twelfth aspect, in the tenth aspect, the transmitting step
conprises a step for placing an electronic signature on the control

content, the service property transmtting step further conprises a step

of transmtting a public key of the electronic signature 10 as being
included in the service property information, and the receiving step

further cifiten®s: adcohednOincideicabEcaingotidiecqitesitr,oaha si gnature by a
public key included in the received service property information; and 15 a

step of determ RheGddedvaaptdtep coniit compoigEs aaltleest deaéioiniigt he
el ectronic signature. According to a thirteenth aspect, in the twelfth

aspect, thMseaUbheiHd e8ht oMt Gleadbe &f edkratai viiqBahtest j Theeedwrred using
a key unique to the service. 20 According to a fourteenth aspect, in the

tenth aspesdntenithamenyt ené sddedRieagcehepntsirt her conprises a step of
sending information for defining part of ID space of the content, and the

recei vieng step huebbaingot®rd @1 that agpedt defrerthienitenth26spéet cont r ol
content based on the content ID included in the part 15 " 3 JAN
the transmitting step comprises a step for placing an
electronic signature on the control content,
the service property transmitting step further comprises
a step of transmitting a public key of the electronic signature

10 as being included in the service property information, and

the receiving step further comprises:

a step of authenticating the eiéctronic signature b}i a
public key included in the received service property information;
and

15 a step of determining the control content through
authentication of the electronic signature.
According to a thirteenth aspect, in the twelfth aspect,
the authentication of the electronic signature is performed
using a key unique to the service.
20 According to a fourteenth aspect, in the tenth aspect,
the content pitching step further comprises a step of
sending information for defining part of ID space of the content,
and
the receiving step further comprises a step of determining

25 the control content based on the content ID included in the part
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?;'~"3 of ID space. These and other objects, features, aspects and
advantages of the present invention will becone nore apparent fronTt3hdAN e
foll ow ng detailed description of the present invention when 5 taken in L
conjunction with the acconpanying draw ngs. BRI EF DESCRI PTI ON OF THE
DRAWNGS FIG 1 is a block diagramshowi ng the structure of a

storage- based broadcasting systemaccording a first enbodiment 10 of the
present invention; FIG 2 is a diagramfor explaining service property
information stored in a service property storage shown In FIG 1; FIG 3

i s a di agrggmgshgymdel.cally showi ng one exanple of 15 a content body stored
in a content body storage of FIG 1; FIG 4 is a diagramin assistance of
expl ai ni ng the gefesecendroapettybiedt, MEbadarées, Epestorage ddasetages
broadcasting system shown in FIG 1; FIG 5 is a diagramin assistance of

expl ai ni Nngof 6pé VpESserdd Ddf¥ribni willhe becomagaobasegdpbreaticasdmnghsyst em
showmn in FIG 1; FIG 6 is a diagramin assistance of explaining a browser

content i nedimowiingy a@aabasadabsendsesdt N Syift eyestenwn inveRkGon @he?5 FI G
7 is a diagramschematically showi ng one exanple of 16 3 JAN 2003

5 taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram showing the structure of a
storage-based broadcasting system according a first embodiment
10 of the present invention;
FIG. 2 is a diagram for explaining service property
information stored in a service prbperty storage shownqin FIG.
1;
FIG. 3 is a diagram schematically showing one example of
15 a content body stored in a content body storage of FIG. 1;
FIG. 4 is a diagram in assistance of explaining the service
property information in the storage-based broadcasting system
shown in FIG. 1:
FIG. 5 is a diagram in assistance of explaining a service
20 content in the storage-based broadcasting system shown in FIG.
1;
FIG. 6 is a diagram in assistance of explaining a browser
content in the storage-based broadcasting system shown in FIG.
1;

25 FIG. 7 is a diagram schematically showing one example of
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contents stored in a storage shown in FIG 1, FIG 8 is a diagram _
schematically showing information stored in nmenory shown in FIG %L;Jﬁﬂ &0
is a flow chart showing the operation to execute the 5 browser content by
a receiving apparatus shown in FIG 1; FIG 10 is a flow chart show ng the
operation to update the browser content by the receiving apparatus shown in
FIG 1; FIG 11 is a block diagramshow ng the structure of a
st orage- based broadcasting system according to a second 10 enbodi nent of
the present invention; FIG 12 is a diagramin assistance of expl aining
service pEapEdrits istbeedainoan stoddye showagernbBE@d lor oadcasti ng system
showmn in FIG 11; FIG 13 is a diagramin assistance of explaining a
browser 15 contract. isn ishea s@bacuger basedhdiricaddystshoyisgstiofrsimatkonn Fl G
11; FIG 14 is a flow chart showi ng the operation to execute the browser
cont ent bystoresCdinvmegoappahewnsirsi@®n itm FIG 11; FIG 15 is a bl ock
di agram showi ng the structure of a 20 storage-based broadcasting system
according to a tFIiGr.d9 eisbadilmenchaxtf shhwipgddhenoperatinn §a;e¥daqutelbhes a
di agramin assistance of explaining service property information in the
st or ages basesvdwoadnaenitnyy s stereivwingwapparat s SwrRSnEFCG.1¥:iis a
diagramin assistance of explaining a browser 17 ~~ ~A ?0'13

FIG. 10 is a flow chart showing the operation to update the

browser content by the receiving apparatus shown in FIG. 1;
FIG. 11 is a block diagram showing the structure of a
storage-based broadcasting system according to a second
10 embodiment of the present invention;
FIG. 12 is a diagram in assistance of explaining service

property information in the st&rage—based broadcas{:lng system
shown in FIG. 11;
FIG. 13 is a diagram in assistance of explaining a browser
15 content in the storage-based broadcasting system shown in FIG.
11;
FIG. 14 is a flow chart showing the operation to execute
the browser content by a receiving apparatus shown in FIG. 11;
FIG. 15 is a block diagram showing the structure of a
20 storage-basedbroadcastingsystemaccording1x>athirdembodiment
of the present invention;
FIG. 16 is a diagram in assistance of explaining service
property information in the storage-based broadcasting system
shown in FIG. 15;

25 FIG. 17 is a diagram in assistance of explaining a browser
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content in the storage-based broadcasting systemshown in Flu. 15; FIG 18
is a flow chart showi ng the operation to execute the browser content by
the receiving apparatus shown in FIG 15; 5 FIG 19 is a bl ock dra&grlath 2003
showi ng the structure of a storage-based broadcasting systemaccording to a
fourth enbodinment of the present invention; FIG 20 is a diagramin
assi stance of explaining service property information in the storage-based
broadcasting system 10 shown in FIG 19; FIG 21 is a diagramin
assi stance of explaining a content [IDin the storage-based broadcasting
syst em shayshtentFi ti9;stdrlage-DAskd larchdgrsamnignsastenstsmwem ah Bxpl ai ni ng
a browser content in the storage-based broadcasting system shown in FIG
15 19; FIQs23 is a flow chart showi ng the operation to execute the
browser content by a receiving apparatus shown in FIG 19; FIG 24 is a
bl ock di agram skFaai. ngst he stfilvet char bfstwingnibat eperd tigtnotagexbagtel
broadcasting system 20 FIG 25 is a diagram schenmatically show ng one
exanpl e ofthebirbents cinttend by thenteceiwing agparatds lshowsein FliGr.ay®es shown
in FIG 24; FIG 26 is a diagram schematically show ng one exanpl e of
contentss and br euser 49stier ed lock stiagags showhngntke Gtoucturds ¢f @R 27 s
a di agram schematically showi ng information 18 - 3 JAN 200;

storage-based broadcasting system according to a fourth

embodiment of the present invention;
FIG. 20 is a diagram in assistance of explaining service
property information in the storage-based broadcasting system
10 shown in FIG. 19;
FIG. 21 is a diagram in assistance of explaining a content
ID in the storage-based bréadcasting system shd;n in FIG. 19;
FIG. 22 is a diagram in assistance of explaining a browser
content in the storage-based broadcasting system shown in FIG.
15 19;
FIG. 23 is a flow chart showing the operation to execute
the browser content by a receiving apparatus shown in FIG. 19:
FIG. 24 1s a block diagram showing the structure of a
conventional storage-based broadcasting system;
20 FIG. 25 is a diagram schematically showing one example of
contents stored in content storages and browser storages shown
in FIG. 24;
FIG. 26 is a diagram schematically showing one example of
contents and browsers stored in a storage shown in FIG. 24;

25 FIG. 27 is a diagram schematically showing information
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stored in nenory shown in FIG 24; FIG 28 is a diagramin assistangp By anan
expl aining service property information in the storage-based broadcaégﬂnémﬂ
system shown in FIG 24; and 5 FIG 29 is a flow chart show ng the
operation to execute the browser by a receiving apparatus shown in FIG

24; and FIG 30 is a flow chart showi ng the operation to update the

browser by the receiving apparatus shown in FIG 24. 10 DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS (First enmbodinent) Wth reference to FIGS. 1, 2, 3,

4, 5, 6, 7, 8, 9, and 10, a storage-based broadcasting system according to

a first evhedamAtméhotPasHywasent Frovesdjon is described. 15 As shown in
FIG 1, a storage-based broadcasting system 100 according to the first

enbodi ment i ncl gdes s tilsaasaiégidig irdppaiatascd ¥ expdalihyrgyssyatam 120,
and a receiving apparatus 130. The transmtting apparatus 110 includes a
service pr{ﬁlégéwy 2RrStd i Lhltha 606t£5d - mesabreadtddtisgndwntenbody
storages 113, a content body pitcher 114, a nultiplexer 115, and a

transm tt @howhl®n iﬂ@rezagenﬂmo or nore content body storages 113 provided.
Each of these conponents is given a synbol with a suffix (Il ower-case

al phabgt) addedribersd ad ar fieendliditcahoating2thSiopdratipn herexemiteer in
the specification, the same conponents 19 '- 3 JAN 2003 are each given a
synbol wi tdheabsowbex b@rairtsdiviingahpparatds edcdwn in FIG. 24; and

FIG. 30 is a flow chart showing the operation to update the

browser by the receiving apparatus shown in FIG. 24.

10 DESCRIPTION OF THE PREFERRED EMBODIMENTS
(First embodiment)

With reference to ‘F-IGS. 1, 2, 3, 4, 5, é, 7, 8., 9, and 10,
a storage-based broadcasting system according to a first
embodiment of the present invention is described.

15 As shown in FIG. 1, a storage-based broadcasting system 100
according to the first embodiment includes a transmitting
apparatus 110, a delivery system 120, and a receiving apparatus
130.

The transmitting apparatus 110 includes a service property

20 storage 111, a content assembler 112, content body storages 113,
a content body pitcher 114, a multiplexer 115, and a transmitter
116. There are two or more content body storages 113 provided.
Each of these components 1is given a symbol with a suffix
(lower-case alphabet) added thereto for identification.

25 Similarly, hereinafter in the specification, the same components
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of the same conponents needs not specifically to be identified, 'tReyAdr2mn3
generally referred to with the synbol only and no suffix, such as the
content body storages 113. 5 Each content body storage 113 stores a content
body Dc, which is substance data of each service. Each content body
storage 113 provides the content body Dc to the content body pitcher 114.
The content body pitcher 114 sends, or pitches, the provided 10 content
body Dc to the content assenbler 112. The content assenbler 112 produces a
content header He and ,c. the like with reference to service property
I nf or mat i careséaclkediven 4 bpmisel wiick gpsoffixt fostictemgd fitatiThen, Ift é@citont ent
assenbler 112 assenbles the received content body Dc, the content header
15 Hc, andf hael s&ee icompoaenbatmesedsCno T heparirftientl 1igotly Hec identbfipeded of
managenent information of the content body Dc including header information
t 0 gener attthedyy anat geheCalThirefgened abed, thotheasgendl edly codmestfLix s
provided to the nultiplexer 115. The nultiplexer 115 nmulti pl exes the
servi ce prapgr tas tB8 cohvemmtbady Istprageei VEI. from the service property
storage 111 and the content C received fromthe content assenbler 112. The
mul ti plsexer 115Eakbncenteniddodvhetorhgepl &Xesitorgorangongentobede Dc.
transmtter 116. The transmtter 116 nodul ates the nmultipl exed service 25
property iwtichndts csnisdanged dalte ofneach Gernigea dEafhafontent 2pody 1 2003
storage 113 provides the content body Dc to the content body
pltcher 114.
The content body pitcher 114 sends, or pitches, the provided
10 content body Dc to the content assembler 112.
The content assembler 112 produces a content header Hc and
the like with refereﬂce to service proper;:-y information store:ic'
in the service property storage 111. Then, the content assembler
112 assembles the received content body Dc, the content header
15 Hc, and the like into a content C. The content body Dc is composed
of management information of the content body Dc including header
information to generate acontent C. This generated, or assembled,
content C is provided to the multiplexer 115.
The multiplexer 115 multiplexes the service property
20 information Isp received from the service property storage 111
and the content C received from the content assembler 112. The
multiplexer 115 then provides the multiplexed information to the
transmitter 116.

The transmitter 116 modulates the multiplexed service

25 property information Isp and the content C into a digital bit

20



streamin a formsuitable to the delivery system and ..hen output§ t he
nodul ated information to the delivery system 120. The transnitté?~1i@”ﬁ%@3
be inmplemented by a nodemif the delivery systemis structured by a wred
comuni cations circuit, or may 5 be inplemented by a parabolic antenna for
transmssion if structured by a broadcasting conmmrunications satellite in
space. The delivery system 120 is a neans for transmtting information
such as a content C and a browser B sent fromthe transmtting apparatus
110 to the receiving apparatus 130. For 10 exanple, the delivery system
120 may besstddicibzetbhy santaple ¢al tid belivergapbesmofandarianisutypes; a
broadcasti ng communi cations satellite in space; or a package nmedi um such
as a DVD afk i h6duThtdd | iKdreatabannel sthelh@el boaiwi systepparzn us 130

i ncludes a receiver 131, a 15 de-nultiplexer 132, a storage 133, a

renderer 18dandnifjtesentermai3fe iadplemeutedebyce Mdfem afCRUeldé)livady menory
138. Note that the storage 133, the renderer 134, the input device 136,

the CPU I1gystemndst beraetimred by8aawered umaivadchoions anaididr, bhrwaygh a
data bus. 20 The receiver 131 receives the content C and the browser B

t hrougls t hge déhpyenentsedt By h2Ghammbldet pritemadi £t atrgnsmibdgieam if The
receiver 131 may be inplenmented by a comunications nodem a cable nodem
a nobi |l e cerrastiRid bpsa brdadeastioly asmBhnttatidns satedlhbelulrespacé udi ng an
antenna and a tuner that are used in 25 general digital broadcasting
receivers. 21 3 TheN @&M)3ery system 120 is a means for transmitting

information such as a content C and-a browser B sent from the
transmitting apparatus 110 to the receiving apparatus 130. For
10 example, the delivery system 120 may be structured by an optical
fiber or cables of various types: a broadcasting communications
satellite in spac.e; or a package med:L‘u.m such as a DVD andv“its
distribution channels.
The receiving apparatus 130 includes a receiver 131, a
15 de-multiplexer 132, a storage 133, a renderer 134, a presenter
135, an input device 136, a CPU 137, and memory 138. Note that
the storage 133, the renderer 134, the input device 136, the CPU
137, and the memory 138 are connected to one another through a
data bus.
20 The receiver 131 receives the content C and the browser B
through the delivery system 120, and outputs adigital bit stream.
The receiver 131 may be implemented by a communications modem,
a cable modem, a mobile communications module such as Bluetooth,

or a module including an antenna and a tuner that are used in

25 general digital broadcasting receivers.
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The de-mnultipl exer 132 denodul ates the digital bit streamreceived fromthe
receiver 131, and separates the multiplexed information. That is, “thelay 2003

de-nul tipl exer 132 carries out the process carried out by the nultipl exer
115 of the transmtting 5 apparatus 110 in the reverse direction. An output
fromthe de-nmultiplexer 132 is provided to the storage 133 and can be read
by the CPU 137. The storage 133 is, for exanple, a random y-accessible
recordi ng medi IPhesdehmad taphexer dilsk dempdulatgialihe dhglthhigdabteean0 by
the CPU 137. The storage 133 stores a service content C(Sm 0) and a
browser coatenved(Smm Bflegrecedeeved3tr ommd eephratngl tthgl exditiplexedhe
service content C(Sm 0) is a service substance such as a broadcast

pr ogr am oinflatmaprayvi dgdaby ithethgt de agel thigsleckeyr daddcaarrngssyvtehe00 and
viewed with enjoynent 15 or used by users. The browser content C(Sm Bf |g)
real i zes prosess darrerddaocatf by thee nuddripllexen) b5 aofd tee tirhespibdtided
service on the receiving apparatus 130. The browser content C (Sm Bflg)
is contragppandenexerat abl ehandeveaspr djreot tate execottmnt £nemr bheent
provi ded by the receiving apparatus 130, and targets 20 the service
content GiSmuD)iglsxepr 082sisd pgovided nentee ertok2be 133 fapld oan g gnad
instruction fromthe CPU 137, renders graphics for displaying on-screen

di splay ($pQhercpin sxr.een. The presenter 135 presents an output of the
renderer 134 25 as viewable for the user. The presenter 135 may be

i mpl enented 22rhe3AtbrdYe A33 is, for example, a randomly-accessible

recording medium such as a hard disk, and readable and changeable
10 by the CPU 137. The storage 133 stores a service content C(Sm,
0) and a browser contentCc(Sm, Bflg) received from the de-
multiplexer 132. The service content C(Sm, O) is a service
substance such as a broadcast program or data provided by the
storage-based broadcasting system 100 and viewed with enjoyment
15 or’zsed by users. The b.:n:owser content C(Sm, Bflg) realizes a user
interface for the user to enjoy and use the provided service on
the receiving apparatus 130. The browser content C(Sm, Bflg) is
control code executable under a program code execution
environment provided by the receiving apparatus 130, and targets
20 the service content C(Sm, O) for processing.
The renderer 124, by following an instruction from the CPU _.
137, renders graphics for displaying on-screen display (OSD) on
a screen.
The presenter 135 presents an outpult of the renderer 134

25 as viewable for the user. The presenter 135 may bc implemented
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by a CRT display, for exanple. The input device 136 is operated by %h%\user
to instruct the receiving apparatus 130. The i nput device 136 may d"JZMB
i npl emented by a conbination of a renote controller and its 5

phot oreceptor, a keyboard, a nouse, or other conponents. The CPU 137, which
Is a central processing unit, is interconnected to each conponent of the
recei ving apparatus 130. By executing a conputer programstored in the
menory 138, the CPU 137 controls the entire receiving apparatus 130. 10
The menory 138 is constructed of a witable/unwitable sem conductor
menory RAMR@VICRThaiepbhayy fia8 déxampded for storing data processed by the
CPU 137 and for storing a conputer program and data to be executed in the
CPU 137. In Fl GBhe2inpyt 4learnicte5136hbs i edf bgtathe sisgredo anedchect 15
conponent of the storage-based broadcasting system 100 are shown. As shown
in FIG 2, tHhersesiwiogy pamperdatynsstidage THd iisppt odestédef A36stnay nige t he
service property information Isp indicating a property of each service to
be provi deghglenieheeds bgr ageombiadtibonad€ast regosgstenttODleR0amwd $hown in
FIG 3, the content body storage 113 stores a content body Dc, which is a
subst asce piotidrecepnbent a GkeybnEosi .n@g meash, cor redpondiompoaentsce. The
content body storage 113 is provided for each service. That is, three
content body st hagelPU 11Bn, wiBih aadalldntaad |pregrssdad |ynif.ovisled for
three 25 difference service. The content body storage 113a corresponds 23
to a serviieteStonakcteddd each aomponebt®dLf b Fecelviagdappirsitus 130.

By executing a computer program stored in the memory 138, the CPU
137 controls the entire receiving apparatus 130.

10 The memory 138 is constructed of a writable/unwritable
semiconductor memory RAM/ROM. The memory 138 is used for storing
data processed by the CPU 137 and for storing a computer program
and data to be executed in the CPU 137.

In FIGS. 2, 3, 4 and 5, the states of data stored in each

15 componentofthestorage-basedbroadcastingsystmn100areshown.

As shown in FIG. 2, the service property storage 111l is
provided for storing the service property 1information Isp
indicating a property of each service to be provided by the
storage-based broadcasting system 100.

20 As shown in FIG. 3, the content body storage 113 stores a
content body Dc, which is a substance of the content C composing
each corresponding service. The content body storage 113 1is
provided for each service. That is, three content body storages
113a, 113b, and 113c are independently provided for three

25 difference service. The content body storage l113a corresponds
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2) and one browser content body Dc(S1, Bflg). An arbitrary content ,bgdy Dc
is hereinafter represented as a content body Dc (Sm 0), where a s‘nb6ﬁ 203
with a suffix m(mis an arbitrary natural 5 nunber) indicates each service
for identification, and a parameter O (O is an arbitrary natural nunber)

I ndi cates an ordinal position of the content body in the contents C that
conpose a service Sm The browser content body Dc (Sl1, Bflg) is generated
froma browser B(S1l) for the service S1 in the sanme format as the 10
content body Dc, and can be generally referred to as a browser content
body Dc(Smio Bf lsgrvité ksl i hatozahgi €eo comttamt body De(Sn 1)0kndOdct$ik, ot her
hand, unlike the service content body Dc(Sm 0), the browser content body
Dc(Sm Bflzy) amt! erkesbrowsssmneirtfentl oyl Pci(sdi cBfilpy.t hanserviteapy operty
information Isp, instead of the parameter O The service property

i nf or mat i cdordtEMtvibddy be isdeserinhéder atepreseheed ang ¢antdr@ bddy Powemer, the
browser content body Dc(Sm Bflg) are the sane in data format as the

servi ce cmit,emherbodysymo3ns €¥)th Ehenéforan (mhéscamtarii thedy sabungk 113
cannot 20 discrimnate therebetween, and handl es both as the content body
Dc. | nst hirumbear)i ngndidetdy oeaeh cErviee bfoly DdeStifBtaglomndantheaservice
content body Dc(Sm O) are collectively referred to the content body Dc.
Her ei naf t pardmatesi 1@pl (f i latarogriite-agyr wateredbnnembebbdyndGateg Smr 0) i s
abbreviated as a service content body DcS, and the 24 -- 3 JAN 2003
browser contdintalbpobitBonSef tBelapntestdody 1 the gontent 8@ thypkigompose

a service Sm. The browser content body Dc(S1, Bflg) 1s generated
from a browser B(S1) for the service S1 in the same format as the
10 content body Dc, and can be generally referred to as a browser
content body Dc(Sm, Bflg), like the service content body Dc(Sm,
0).
On the other hand, unlike the service content body Dc(Sm,
0). the browser content body Dc(Sm, Bflg) includes a parameter
15 Bflg indicating the service property information Isp, instead of
the parameter O. The service property information Isp will be
described later referring to FIG. 4. However, the browser content
body Dc(Sm, Bf1lg) are the same in data format as the service content
body Dc(Sm, O). Therefore, the content body storage 113 cannot
20 discriminate therebetween, and handles both as the content body
Dc. In this meaning, the browser content body Dc(Sm, Bflg) and
the service content body Dc(Sm, O) are collectively referred to
the content body Dc.
Hereinafter, for simplification, the service content body

25 Dc(Sm, O) is abbreviated as a service content body DcS, and the
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DcB, as required. Furthernore, the browser content C(Sm Bflg) congosed of
the browser content body Dc(Sm Bflg) is abbreviated as a browser oiNér&UﬂE!
Cb, and the service content C(Sm O0) conposed 5 of the service content body
Dc(Sm 0) as a service content Cs. Wth reference to FIG 4, 5, and 6, the
service content Cs and the browser content Cb outputted fromthe content
assenbler 112 are described in detail. In FIG 4, the service property
information Isp stored in the service property storage 111 is 10
exenplarily shown. The service property information Isp relates to all
servi ces (pYowsd? cOBtent .badyShk(ER, bBfpyovisdag dybidwsersiconagatbbsdyl

broadcasting system 100. In a table showmn in FIG 3, each row corresponds
to each s@yds cas Béghiredionpeseaiemfor®, SRé\Waskeld aondteet \d(Gm, nBfkg) 15 For
exanple, in the first row, a service with its service ID"'Si " and service
nane " Todayonfpd¥RESof itheShoowseScohtait hoay DSESwv, BELy)tis abdreetzied | D
"S2" and service nanme "Useful Information” is shown in the second row, and
a service a¥ hhhddwsersesmient ¢B, ahd"tirndeseicd connent CNew, Gy cGupdsédin t he
third row 20 The service IDis unique to each service in the service
propersy dfftienBeiohcé Sghntent badybic (8red Of)oasi deswrfidengopdentses vi ce.
In FIG 5, the data structure of the service content Cs is schematically
shown. In FIG @ithheetatencet ta®@1G.e40f5 t aadbé pviher secvhte ton@enitsCs
schematically shown. The content Cis structured 25 of the content body
Dc, whi ch drl dakabpdwdere coanenhtCiContputfed 2om tBe jgvnterdDassamblene
content header Hc, which is neta data acconpanying the
112 are described in detail. In FIG. 4, the service property
information Isp stored in the service property storage 111 is
10 exemplarily shown. The service property information Isp relates
to all services (Sl1, S2, S3, ..., Sm) to be provided by the
storage-based broadcasting system 100. 1In a table shown in FIG.
3, each row corresponds to each service, and is composed of a
service ID and service name.
15 For example, in the first row, a service with its service
ID "S1" and service name "Today's News” is shown. Similarly, a
gservice with its service ID "S2" and service name "Useful
Information” is shown in the second row, and a service with its
service ID "S3" and service name "New Car Guide” in the third row.
20 The service ID is unique to each service in the service property
information Isp, and can be used for identifying each service.
In FIG. 5, the data structure of the service content Cs is
schematically shown. InFIG. 6, the data structure of the browser

content Cb is schematically shown. The content C is structured

25 of the content body Dc, which i1s data of the content C itself,
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content body Dc. In FIG 5, the service content body DcS of the content C
(S1, 1) of the service content Cs is related to the content heade_ral—lﬁ:@
51n FIG 6, the browser content body DcB of the content C (S1, BflgY)" ¥ 2003
the browser content Cb is related to the content header HcB. The content
header He (HcS and HcB) are represented in tabular formtaking a set of an
itemand a value as one row. The content header HcS includes four rows:
the service ID, content 10 ID, content version, and content nane. The
service I D corresponds to the service ID of the service property

i nf or mat i oéind Sthe ldontenat wehder HcG whicH hiss setai detd Dacdahgranyfings thae
service Sto which the content C corresponds. In the present exanple, the
servi ce | xostérl "hodndct herefore 15 indicates that the content Cis the
service "Today's News" as shown in FIG 4. The content IDis used for

I dentifying the moRtents, Ghd service Ehusentdodyches efittleDconkest &(8hi que
value in the storage-based broadcasting system 100. 20 The content version
i s provi det) fodr thediecaticagontenhals iherehatedi omn the ddngendnbeaderxCHES . ol der

or newer conpared with other content C. Each content ID has a value of the
cont ents veIsiFaIG. 6 ndapamswserycaitarebadypDiedrof Whercdriendo®( $ht BELg)
currently stored in the storage 133 (as will be described later with 25
reference ¢ ttHeGbréwser rapltemddChi 1 rellatedwte diiteegbnCant dreadedatieB. 26 3
A'' 2003 a content version larger in nunber than the current content Cc

The content header Hc (HcS and HcB) are represented in
tabular form taking a set of an item and a value as one row. The
content header HcS includes four rows: the service ID, content

10 ID, content version, and content name.

The service ID corresponds to the service ID of the service
property information Isp illustrated in FIG. 4. The service ID
identifies the service S to which the content C corresgonds. In
the present example, the service ID 1s "S1", and therefore

15 indicates that the content C is the service "Today's News" as shown
in FIG. 4.

The content ID is used for identifying the content C itself.
Thus, each content ID takes a unique value in the storage-based
broadcasting system 100.

20 The content version is provided for indicating whether the
version of the content C is older or newer compared with other
content C. Each content ID has a value of the content version
independently of one another. When the content Cc currently
stored in the storage 133 (as will be described later with

25 reference to FIG. 7 1s replaced with the new content Cn for update,
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I's provided to the new content Cn. The content nane is an itemfor the user
to select as a character string. In the present exanple, the cont_ethQ_qnﬁ
5 indicates that the content body Dc is "Wather Forecast”. The v JAT 003
above-stated service I D, content 1D, content version, and content nane are
i ncluded in both of the service content header HcS and the browser content
header HcB. However, as shown in FIG 6, the browser content header HcB 10
of the browser content Cb further includes a row indicating a browser
content flag. The browser content flag is an itemfor indicating that the
content C a sdntenlr oesetorcdrigietr Ch, namiter $hequibel ewtrarg: BohgentisCst at ed
above. The browser content flag in the browser content 15 header HcB is
True, therebypnavdidedt togthdatew hord@mttefn. body Dc is the browser content
body DcB. In the browser content Cb as shown in FIG 6, the service IDis
"S1" , and the et enhtéitimsanel Ok anThaemi Adf ckhesigdrmattot Iselepkoasea
content Cb for the service "Today's News" is conposed of 20 the content
body Dc wid¢hHardotesorsttenngl.D Th0the Ipresehtr ewemgie, &he| eastenhreamé¢t ens,
that is, the service ID, content ID, and browser content flag, are

requi rad tindiefates thetcthne esdnt@rds body Dbr dosEWeathrre foreigasthe process
carried out by the service property storage 111, 25 the content assenbl er
112, the cont entThieoalyoss -trtadesl $68vieedDt heontent3 IDANCOMINt ¥OREEPR « body

pitcher 114 is described bel ow based on the data
and content name are included in both of the service content header

HcS and the browser content header HcB.
However, as shown in FIG. 6, the browser content header HcB
10 of the browser content Cb further includes a row indicating a

browser content flag.

The browser content flag is an item for indicating that the
content C is the browser content Cb, and is equiv_alent to Bflg
as stated above. The browser content flag in the browser content

15 header HcB is True, thereby indicating that the content body Dc
is the browser content body DcB.

In the browser content Cb as shown in FIG. 6, the service
ID is "S1”, and the content ID is "101". That indicates that the
browser content Cb for the service "Today's News"” 1s composed of

20 the content body Dc with the content ID "101". In other words,
at least three items, that is, the service ID, content ID, and
browser content flag, are required to define the content C as the
browser content Cb.

The process carried out by the service property storage 111,

25 the content assembler 112, the content body storages 113, and the
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structure of the content C as descri bed above. The content body pitc env1%%
sends, or pitches, the content bodies Dc successively and repeatedly ~ 003
provi ded by the content body 5 storages 113 to the content assenbler 112.
The content assenbler 112 adds a content header (HcS, HcB) to the content
body Dc (DcS, DcB) to generate the content C (Cs, Cb) for output to the

mul tiplexer 115. Wth reference to FIGS. 7 and 8, description is now nade

10 of data formin which the content C (service content Cs, browser

content Cb) transmitted fromthe transmtting apparatus 110 through the
delivery symitemtldodyspstelied i dacliesompbaéntebdw tdsed eveithengatppar at us
130. The transmtting apparatus 110 sends to the delivery system 15 120 a

di gital bidtmictea® ednpbeecomferithe @sndestrahdaltdre .service property
information Isp. The digital bit streamis first received by the receiver
131 of the receMhengprapper aody pi30hearid 4 sérmds pronidedesse threcontent
de-nul ti pl exer 132. The de-nultiplexer 132 denodul ates the digital bit
stream 2ddites Ddieucoaseively and repeasedly proplideé byyythentortent badysp f or
reproduction. The de-multiplexer 132 further extracts the content header

He from t hetomyyeadlr®dot thee contemt a€semhtiendfiput sThe hentent agsenbient ent
header He and the service property information Isp to the bus. 25 On the

ot her hand 12 hadseprodtiert hemdean{ HES | HcBdngpthei ¢gntexg Bodr Dc §D9HO3  hel d

in the de-nmultiplexer 132. For discrimnating between the
DcB) to generate the content C (Cs, Cb) for output to the

multiplexer 115.
wWith reference to FIGS. 7 and 8, description is now made
10 of data form in which the content C (service content Cs, browser
content Cb) transmitted from the transmitting apparatus 110
through the delivery system 120 is stored in each component of
the receiving apparatus 130.
The transmitting apparatus 110 sends to the delivery system
15 120 a digital bit stream composed of the content C and the service
property information Isp. The digital bit stream is first
received by the receiver 131 of the receilving apparatus 130, and
then provided to the de-multiplexer 132.
The de-multiplexer 132 demodulates the digital bit stream
20 into the content C and the service property information Isp for
reproduction. The de-multiplexer 132 further extracts the
content header Hc from the reproduced the content C, and outputs
the extracted content header Hc and the service property
information Isp to the bus.

25 On the other hand, the reproduced content C is temporarily
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reproduced content C and the content C already stored in the storage 133,
the former is hereinafter referred to as a denpdul ated content Ca,3 and bHig
latter is as a stored content Cc. 5 The storage 133 receives, in
predetermned timng, the content C reproduced by the de-nmultiplexer 132,
and stores the received the content Ctherein. As shown in FIG 7, the
contents C (Cs, Cb) for the services outputted fromthe content assenbl er
112 to the nultiplexer 115 are stored in the storage 133. 10 That is, eight
contents produced of eight content bodies in the content body storage
113a, 113meuwd 14186 @eemalleipleker ti3a . Skar @dectIBinSpeng foedaleey shpeaki ng,
the content C(S1, Bflg) is produced of the content body Dc(S1, Bflg), the
content C(:ShproBuceias cphedhted afidt tige costtemt lmody rBadySsrotdd thetkeont ent
C(S1, 2) 15 of the content body Dc(Sl1l, 2); the content C(S2, Bflg) of the
content boghodeS2138f | ¢he afwknidre conthenrteiGaEBerBftaflerafedt heo @snt@nt body
Dc(S3, Bflg), the content C(S3, 1) of the content body Dc (S3 , 1), the
content C {énbdud)atell ¢deterinCentandotlye Datt88 is a2)q saodet hwrdmmitedt. C( S3,
3) of the content body Dc(S3, 3) are 20 stored in the storage 133. The
storage 133 al sohecsdsrugei DB3 fHateivds/,piin qirdde terinedntémingodihéc

i ncluded in the stored content C, to the bus and the renderer 134 under

t he contr atormferithe £eprddiced by thaddesawult3plgxeesr 4825, ashsddres the
received 25 information, a video signal for rendering an inmage on the 29
3 2003 presastved 486 .content C therein. As shown in FIG. 7, the contents

C (Cs, Cb) for the services outputted from the content assembler
112 to the multiplexer 115 are stored in the storage 133.

10 That is, eight contents produced of eight content bodies
in the content body storage 113a, 113b and 113c are stored in the
storage 133. Specifically speaking, the content Cc(s1, Bflg) is
produced of the content body Dc(S1l, Bflg), tpe content C(S1, 1)
is produced of the content body Dc(S1l, 1), the content C(S1l, 2)

15 of the content body Dc(S1l, 2); the content C(S2, Bflg) of the
content body Dc(S2, Bflg): and the content C(S3, Bflg) of the
content body Dc(S3, Bflg), the content C(S3, 1) of the content
body Dc(S3, 1), the content C (S3, 2) of the content body Dc(S3,
2), and the content C(S3, 3) of the content body Dc(S3, 3) are

20 stored in the storage 133.

The storage 133 also sends various data, typified by the
content body Dc included in the stored content C, to the bus and
the renderer 134 under the control of the CPU 137.

The renderer 134 generates, based on the received

25 information, a video signal for rendering an image on the
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As shown in FIG 8, the nenory 138 stores the service property information
| sp, a browser content executer 271, and a conputer progran12651,-Wthm h

nati ve code for the CPU 137. The 5 browser content executer 271 is to

execute the content as a high-level |anguage conputer program Wth
reference to a flow chart shown in FIG 9, the operation of activating the

browser content Cb included in the content C
apparatus 130 is described. 10 In step S501,
servi ces descri bed

presenter

recei ved by the receiving
t he service nanes of the
in the service property information Isp outputted from
the de- mitdqdnear 1382 are presented in list formon a display of the
135. In step S502, the user operates the input device 136 to

15

03

sel ect one of the s@owhcea BYGLeBer thegmemotpel3er gtoeesanpel s6tvick spl ayed

in step S501. Based on the selection by the user through

136 and t heramntycenfermatici Isphea deowisee caetact edebytéhe2Usenndsa

determ ned. In step S503, the service ID that corresponds to the service

20 det er micwsbuterspepgrE02656%, obiizhnts nhated arid fersdre/CEE YB70peThey
information Isp. In step S504, all contents C stored in the storage 133 are
sear ched fuxovdesr cmntent €kebaveng2theisate epegute tlik asontwmrit abtai ned_in

step S503 and whose browser content flag is True. 25 In step S505, the
browser cdnighHleSielf danduage stapuded4progrd&®. 3 JAN 2003 provided to the

browser content executer 271 for execution.

10

15

20

25

With reference to a flow chart shown in FIG. 9, the operation
of activating the browser content Cb included in the content C
recelved by the receiving apparatus 130 is described.

In step S501, the service names of the services described
in the service property information Isp outputted from the
de-multiplexer 132 are presented in list form on a display of the
presenter 135.

In step S502, the user operates the input device 136 to
select one of the services by referring to the service name list
displayed in step S501. Based on the selection by the user through
the input device 136 and the service name 1list, the service
selected by the user 1s determined.

In step S503, the service ID that corresponds to the service
determined in step S502 is obtained based on the service property
information Isp.

In step S504, all contents C stored in the storage 133 are
searched for the content Cb having the same service ID as that
obtained in step S503 and whose browser content flag 1s True.

In step S505, the browser content Cb found in step S504 is

30
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As such, the browser content flag is provided to the content heao_l_eg HaP aé
the browser content Cb. Wth the browser content flag, the browser cont €43
Cb and other service content Cs can be 5 discrimnated. Furthernore, once
each service Sis specified, _ the browser content Cb (C(Sm BflqQ))
correspondi ng thereto can be activated as a browser. Wth reference to a
flow chart shown in FIG 10, the operation of storing and updating the
content by the receiving 10 apparatus 130 is now described. In step S601,
the content Cn (Ch, Cs), the service property information Isp, and the
content hegaftteridda ¢bicBhe HoS)wsssre congpnodegedutbsr thEl dormekecptéxer 132, In
step S602, the content header He reproduced in step S601 15 is outputted
to the bus. In asepuddtOBhe birtewsénrcageeh8F liag searotéded do threcenterht
content Cc that corresponds to the reproduced content header He for
sel ecti on.helddxr HeB afmmg bibwsemtcamten€ €b or &d thnthéémiwseggeontiFst t he
current content Cc having the sane content ID as that 20 described in the
r epr oducedf aant éhe tmeacder tentents€beanddther serpi@EQontentiGs icondes er m ned
in step S603 that there is no such current content Cc having the sane
cont ents | Miscriminasedr agurkd@rmohe, poneedach gorvice Stispspeosfied, st ep
S605, the denodul ated new content Cn is outputted 25 to the storage 133,
and new y tHehadwsher eomtenth€bp( 6(8murBfidddncogtegponding NMherpPuedis t o
step S601.

be activated as a browser.

With reference to a flow chart shown in FIG. 10, the

operation of storing and updating the content by the receiving
10 apparatus 130 is now described.

In step S601, the content Cn (Cb, Cs), the service property
information Isp, and the content header Hc (HcB, HcS) are
reproduced by the de-multiplexer 132:

In step S602, the content header Hc reproduced in step S601

15 is outputted to the bus.

In step S603, the storage 133 1s searched for the current
content Cc that corresponds to the reproduced content header Hc
for selection. That is, amongall contents C stored in the storage
133, the current content Cc having the same content ID as that

20 described in the reproduced content header Hc is selected.

In step S604, if it is determined in step 5603 that there
is no such current content Cc having the same content ID in the
storage 133, the procedure goes to step S605.

In step S605, the demodulated new content Cn is outputted

25 to the storage 133, and newly stored therein. The procedure then
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On the other hand, in step S604, if it is determned in step S603 that
there is any current content Cc having the same content [ID in the st agn
133, the procedure goes to step S606. 5 In step S606, based on the B
reproduced content header Hc, the new content Cn held in the

de-nul tipl exes 132 is conpared, in content version, with the current
content Cc found in step S603. |If the denodul ated new content Cn is newer
t han the coetents ctontsetrgp S6®1.t he procedure goes to step S607. 10 In step
S607, the current content Cc stored in the storage 133 is replaced with

t he new content @nthelatler hhnddamutep H6@xderif 132is deterimhnedrigpbaepnent ,
the current content Cc is updated to the new content Cn. At the tinme when
t he updat esss 3coigl ehefle ist Ary rewrrennt enttdint Ce eaitg whehsawse Cootesht
content Cc". Then, 15 the procedure returns to step S601. On the other
hand, if ifpi $ndehersisedd N33t eph86pbotbatre t heesanmditlept €606ew cont ent Cn
is not newer than the current content Cc stored in the storage 133, the
step ofgs updati ngrs htepc 88080t bhsédt@p tHe0 tppiredakéedpssh teartd hichdepr Beedur e
returns to 20 step S601. As described above, in the storage-based
broadcast i gfe SdwlENtENE, ChhReldans rilid idegmappapaéxe: 112 dsndempheell; owser
content Cb for providing a user interface wwth each service Sm as the

whol e or paptcdift ehfterex@iicent with eRERAS e tasnit sl ¢¢ Eoulhin2&teh8ap 3t he
receiving apparatus 130 receives the transmtted 32 3 JAN 2003 content C,
and acti vakes He@ed Qi¥ie CHEW e6h t &Rt iCRCisifleder thiahethe current content
Cc, the procedure goes to step S607.
10 In step S607, the current content Cc stored in the storage
133 is replaced with the new content Cn held in the de-multiplexer
132. With this replacement, the current content Cc is updated
to the new content Cn. At the time when the update is completed,
the new content Cn is dealt with as "current content Cc”. Then,
‘15 the procedure returns to step 5601.
on the other hand, if it is determined in step S606 that
the demodulated new content Cn is not newer than the current
content Cc stored in the storage 133, the step of updating the
content C (step S601) is skipped, and the procedure returns to
20 step S601.

- As described above, in the storage-based broadcasting
system 100, the transmitting apparatus 110 sends the browser
content Cb for providing a user interface with each service Sm
as the whole or part of the contents C composing each service Sm.

25 Then, the receiving apparatus 130 receives the transmitted
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received content C to execute the user interface. The process of upﬁat'ﬂ%f
the content Cis carried out irrespectively of the type of the content™ ,COU3
that is, the service 5 content Cs or the browser content Cb. This updating
function is not for a specific service, but for all services in common.
Therefore, only with this content-updating function being achieved, the
service contents Cs and the browser contents Cb for all services can be
updated and stored in the receiving apparatus 10 130. In other words, in
this enbodi ment, the browser content Cb, which is a user interface with a
service, icomtant §s pad tacdfivefes thmtbaewseTheekrfente Chahnatiied dRakheuncti on
for transmtting the wuser interface for the service is not required. Al so,
updati ng néceaiwedceangantaf soo ceredutiee theugstr intRrefdafoe updat ed. (Second
enbodi mrent) Wth reference to FIGS. 11, 12, 13, and 14, a storage-based
broadcasti ng sydhemraocessi of turdatdagorideeratiardntC ois t Aarrpedsent

I nvention is described below. As shown in FIG 11, 20 simlarly to the

st or age- basexk spesddyadyiof thpst¥nn e6hesheantemt Cr| thay isa thesageisased
broadcasting system 700 according to this enbodi nent includes a

t ransmist t i eptENtacatas thetbrewsiy cortgnt Spst RIS MPIgKdng Funchipmés
apparatus 730. The transmtting apparatus 710 is the same in structure as

25 the trawstifer iy speekfiiqssermics!, thE Foar Add- FEIFACBFoABCHSMMAR- 33 3 J

AN 2003 system 100 with a si gnature generator 711 added thereto. The
Therefore, only wit this content-updating function being

achieved, the service contents Cs and the browser contents Cb for
all services can be updated and stored in the receiving apparatus
10 130.

In other words, in this embodiment, the browser content Cb,
which is a user interface wEL'th a service, is senﬁé‘ as part of the
content. Therefore, an additional function for transmitting the
user interface for the service is not required. Also, updating

15 the content also can make the user interface updated.
(Second embodiment)

With reference to FIGS. 11, 12, 13, and 14, a storage-based
broadcasting system according to a second embodiment of the
present invention is described below. As shown in FIG. 11,

20 similarly to the storage-based broadcasting system 100 shown 1n
FIG.1l, a storage-based broadcasting system 700 according to this
embodiment includes a transmitting apparatus 710, a delivery
system 120, and a receiving apparatus 730.

The transmitting apparatus 710 is the same in structure as

25 the transmitting apparatus 110 of the storage-based broadcasting
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receiving apparatus 730 is the sane in structure as the receiving -3 JAY 2003
apparatus 130 with a KP extractor 740, an Sg extractor 741, and a B
decryptor 721 added thereto. Therefore, only the unique 5 features of the
st orage- based broadcasti ng system 700 are described bel ow. The signature
generator 711 manages keys for electronic signature and al so places an

el ectronic signature (digital signature) to the browser content Cb. For

el ectronic signature, 10 a public key encryption technique is used. In this
technique, a set of a secret key and a public key are generated in an

i nfor mat i osygpreavilddr wiGhl ¢ shenpublie @eneyatergilyenaddednthgneter-malfhen user,
and the secret key is held secret. Using the given secret key, the

i nf or mat i oreqeioMindeapphexiass 430 disethe gone W5 sEryAbELe @sofhe ARGPABENSN to be
provi ded (the information with the electronic signature takes a formof a
set of oriappatatiusf BAewittn a ERcextractiogc? ABnian Sdganttreyor Udilngakfe
information with the electronic signature and the public key received from
the signasudecrypeomseé?l caddedt hharetat e Therefore r ceRl¥ eth©0UPAEBE mat i ON
is the one with the electronic signature placed by the information

provi dér heedtgresheofedhet Kigrageebpasedhdroagdeastiind g&ystehor’ % 12R8| ds a
secret key and a public key for each service. The signature generator 711
pl aces andesexiheghibeloWgnature on the browser content Cb of the service 25
using the secret key for the service. That is, the signature 34 - 3 JAN
2003 gener at or Thel silgnasnnecgerenaraadh lomappges JrR¥ehif ot 518G85°243,,

signature and also places an electronic signature (digital
signature) to the browser content Cb. For electronic signature,
10 a public key encryption technique is used. In this technique,
a set of a secret key and a public key are generated in an

N

:l.nformation provider. ‘Oonly the public k;ir is given to an
information user, and the secret key is held secret. Using the
given secret key, the information provider places an electronic

15 signature on information to be provided (the information with the
electronic signature takes a form of a set of original information
and the electronic signature). Using the information with the
electronic signature and the public key received from the
signature, the user can authenticate that the received

20 information is the one with the electronic signature placed by
the information provider having the secret key.

Here, the signature generator 711 holds a secret key and
a public key for each service. The signature generator 711 places

an electronic signature on the browser content Cb of the service

25 using the secret key for the service. That is, the signature
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113b, and 113c. Based on the services of the content bodies Dc received
therefrom the signature generator 711 outputs a public key KP va#BegﬁN 2003
anong the services to the service property storage _5 111. Specifically,
as shown in FIG 13, a signature itemis added to the content header HcB
of the browser content Cb. Thus, the electronic signature is stored in the
browser content Cb. That 1is, the content header of the browser content
Cbc(S1, Bsgn) 10 includes a row for electronic signature. Stored in the
"Val ue" columm corresponding to the "Signature” rowis information that
resul ted fgemerdtmreléttirbonecpedttor @agh adetheconfentcororagaendilag. cont ent
body Dc with a secret key for the service of the content. 15 Hereinafter,

t he cont entldizaced HtBcwi tBaseleom|tdot secvisegmdt the aodeent hoddes P
referred to as a content header HcBc. The browser content having the

" Si gnat ur ete¢éivnd sheréfromredthe sigmajubpeaw@ratont éht oGyputsra public
discrimnation fromother browser contents Cb, and al so represented as
C(Sm Bsgnkey XP Taciekawiong fheopervjces doatke Servieecprersr e SEPEAIPr operty
i nformation Ispc including the public keys KP, and outputs the generated
informeti oblto the nultiplexer 115. In FIG 12, the structure of the
generated service property information Ispc is shown. The service property
i nf or mati on | spSnesidicedly. @6l shmvmbn FE6 - shdor f fgoRavrarad tem 1hadged) i c

keys KP. One pubic key is stored 35 - 3 JAN 2003 for each of the services
Si, S2, antioShe content header HcB of the browser content Cb. Thus, the

electronic signature is stored in the browser content Cb. That
is, the content header of the browser content Cbc(S1, Bsgn)

10 includes a row for electronic signature. Stored in the "Value”
column corresponding to the "Signature” row is information that

‘resulted from thé- electronic signéihre placed on the
corresponding content body Dc with a secret key for the service
of the content.

15 Hereinafter, the content header HcB with the electric
signature added thereto is referred to as a content header HcBc.
The browser content having the “Signature” item is referred to
as a browser content Cbc for discrimination from other browser
contents Cb, and also represented as C(Sm, Bsgn).

20 Theservicepropertystoragelllgeneratesserviceproperty
information Ispc including the public keys KP, and outputs the
generated information to the multiplexer 115. In FIG. 12, the
structure of the generated service property information Ispc is
shown. The service property information Ispc 1s given a column

25 for storing a value of the public keys KP. One pubic key is stored
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The signature generator 711 generates and outputs an electronic signature
Sg to the content assenbler 112. Based on the content body Dc prow edn\lgy»ogs
the content body pitcher 114 and 5 the el ectronic signature Sg provi ded

the signature generator 711, the content assenbler 112 generates the
browser content Cbc wth the signature. The content assenbler 112 then
outputs the browser content Cbc and the service content Cs collectively as
the content Cto the nultiplexer 115. 10 The receiving apparatus 730
reproduces the content C (Cs and Cbc), the content header He (HcS, HcBc),
and t he sefyi C&actpraapehky septocemts N d2spantirgsa digital bit stream
received by the de-nmultiplexer 132. The content C (Cs, HcBc) is held in
the de-nultipl evter df3fhathire cgareardtomedtear d#lendtdctss HoBt) outpudts oabputt ed
to the bus and the Sg extractor 741. The service property information |Ispc
I S out put t etle¢tordrhiec KPgratunetSy td4the cbineefy astendclicor 1741 Hesedicos t he

el ectronic signature Sg fromthe content header HcBc of the reproduced

br owser cotherdontenBnhodds @) praviiiedlibgutise contextramiyegischentiidead to t he
bus. 20 The KP extractor 740 extracts the public key KP fromthe service
property i oherelrictannispsi grathreusg uirovillde dely rtdet edgnpiinte gekeyakfrt o t he
bus. The decryptor 721 authenticates the electronic signature in the
content heatler thHeBeobiasedasaembkepullRi getkenati€d phehmeser2éontarndughct he
bus. 36 3 JAN 2003 As stated above, in tht, receiving apparatus 730, the
br owser with the signature. The content assembler 112 then outputs the

browser content Cbc and the service content Cs collectively as
the content C to the multiplexer 115.

10 The receiving apparatus 730 reproduces the content C (Cs
and Cbc), the content header Hc (HcS, HcBc), and the service
property 1nforma£10n Ispc from a digi?al bit stream received by
the de-multiplexer 132. The content C (Cs, HcBc) 1is held in the
de-multiplexer 132. The content header Hc (HcS, HcBe) is

15 outputted to the bus and the Sg extractor 741. The service
property information Ispc is outputted to the KP extractor 740.

The Sg extractor 741 extracts the electronic signature Sg
from the content header HcBc of the reproduced browser content
C(Sm, Bsgn), and outputs the extracted signature Sg to the bus.

20 The KP extractor 740 extracts the public key KP from the
service property information Ispc, and outputs the extracted
public key KP to the bus.

The decryptor 721 authenticates the electronic signature
in the content header HcBc based on the public key KP provided

25 through the bus.
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content Cbc can be authenticated by the electronic signature Sg of the
recei ved browser content Cbc and the public key KP in the service-grgggrﬂm3
information Ispc. In other words, it can be 5 ensured that the browser ’
content Cbc has been encrypted with the secret key unique to the service
by a service content creator. The operation of the receiving apparatus 720
according to this enbodi nent is now described. Wth reference to a fl ow
chart shown in FIG 14, the process of activating the browser content 10
Cb by the receiving apparatus 730 in the storage-based broadcasting system
700 i s describeds Heatesd dbever doads ravesivipy (BHEIatuS5HHD, B¥HBrowser S504 i s
basically the sane as that in step S501, S502, S503, and S504 in the
above- st at ech teatte Cvcnepma eaaat ven t13th wexic bpt thichaflecheos ke \dignatBrpr ®pert y
information Isp is replaced with the service property information |Ispc and
t hat the cohttdiet ré&séivdit bpowses sarhtientr €pt el thai pub ltilekby Kisdn tleat ent
Cbc. Therefore, description of the sane process is omtted herein. In step
S1001, t hesérSrigreatpaopertywinfotmeat icontlepc . hebu ey thed) wolrdisheiexcancbed
browser content Cbc is referred to. If the signature rowis not avail able,
that i$ iénsredtbatarthecbnoeser coptenttCbshgaadtesre ensrybhed vdlth the
procedure goes to step S1004. In step S1004, a warning that the browser

cont ent Cheeasieth keyi gndgue etd $hebaerwide iby @ sprujee cantentherpaterdur e
ends. 25 On the other hand, if the signature rowis available, the 37 - 3
JAN 2003 proce@ipecoperstian ofcphSregeiving apparatus 720 according to

this embodiment is now described. With reference to a flow chart
shown in FIG. 14, the process of activating the browser content
10 Cb by the receiving apparatus 730 1in the storage-based

broadcasting system 700 is described.

Here, the process in steps S501c, S502, S503c and S504 is
basically the same as that in step S501, S502, S503, and S504 in
the above-stated receiving apparatus 130 except that the service

15 property information Isp 1s replaced with the service property
information Ispc and that the content C to be processed is replaced
with the browser content Cbc. Therefore, description of the same
process 1ls omlitted herein.

In step S1001, the "Signature” row of the content header

20 of the extracted browser content Cbc is referred to. If the
signature row is not available, that is, if the browser content
Cbc with signature is abnormal, the procedure goes to step 51004.

In step S1004, a warning that the browser content Cbc with
signature is abnormal is displayed, and the procedure ends.

25 On the other hand, if the signature row is available, the
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In step 51002, it is authenticated whether the electronic signature,Sg,|n
the browser content Cbc is placed wwth the secret key that corresp'oadg/‘-bomm
the public key KP. The public key KP for 5 use in this authentication is
obtai ned by selecting the row corresponding to the service fromthe
service property information Ispc. In step S1003, if it is determned in
step S1002 that the electronic signature Sg is not appropriate, the
procedure goes 10 to step S1004. In step S505c, the browser content Cbc
with an appropriate electronic signature is executed by the browser
cont ent exgcadeaiure Hoes, tbhetep agBIA.e ends. In step 51004, a warning that
browser content Cb is invalid 15 because it has no signature or erroneous
one is given. Then,stdpeS1poacdadule artdentAsasedtvdr: thiegyvthe jied ecltgondeond
enbodi nent, with the electronic signature technique, only the person who
owns the sgidnatadeeggtion dhednypetsesecan tpmtcghcsiendlaced widghsdre sesgrent Cb
20 executable in the receiving apparatus 720. Therefore, if a person who
does not oxey ttha tpeditrespondsf bo thehpub big&eystR vi Beepulrids kay Kbfieent in
the content body storage, the erroneous browser content Cb can be
prevent®ed tsombethys autkentigwtlilop dsntobtdadnededyt s¢leating theerowWng
apparatus 730. 25 Moreover, the browser content Cb with an electronic
si gnat ur e wbtiesmBhding JAoN 2063 serwiswr efrkmy the aFpNWae sPrepest¥an be
prohi bited from bei ng

information Ispc.

In step S1003, if it is determined in step S1002 that the

electronic signature Sg is not appropriate, the procedure goes
10 to step S1004.

In step S505c, the browser content Cbc with an appropriate
electronié-signature is execute‘fi. by the browser content executor.
Then, the procedure ends.

In step S1004, a warning that browser content Cb is invalid

15 because it has no signature or erroneous one is given. Then, the
procedure ends.

As stated above, in the second embodiment, with the
electronic signature technique, only the person who owns the
public key to a target service can send the browser content Cb

20 executable in the receiving apparatus 720.

Therefore, if a person who does not own the public key for
the target service stores any content in the content body storage,
the erroneous browser content Cb can be prevented from being
intentionally sent and executed in the receiving apparatus 730.

25 Moreover, the browser content Cb with an electronic signature with
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executed as the browser content Cb for the target service. In this _ ,
enbodi nent, the electronic signature is placed only on the content l?’}oelj).h 2003
However, the content header may be included 5 in the content body to carry
the electronic signature. Note that a sinple electronic signature technique
wi t hout using public key encryption nmay be used. For exanple, one secret
key for each service is created, and stored in the receiving apparatus in
a predet er @ sedretinkey. fThemoihrdoraratviee tOni Rei paehiki bEa tfreom rsdo
content Cb is encrypted with the secret key for each service and decrypted
in the receixeicagedppar bheisbsdwkeer widrtemie Coefpat theytaraet ebgrtieteer m ni ng
the browser content Cb. As stated above, in this enbodinent, the signature
generator 711 pl aceshas eabedtiment ¢ thiegridemndre $ hendinowses plasedomtlent
Cbc, which provides a user interface with the service. The content body
storages 1La ehelconeerdtidwiyx.ontHenevédodithecconbehudieader meabbevicerlwing ent
body DcBc. The service property storage 111 sends the public key KP for
the el estram e¢hei goatene b&Py also tdwrryerthecelpctapeniy sihdmwaimte on | spc for
all services in 20 common. The receiving apparatus 730 authenticates the
signature el ectr avite thabth samgee erlddtaonfiat s1dmea org ¢éetchQigee tvwicthonowser
content Cbc. Wth these conponents provided to the storage-based

br oadcast i g ingSh@m iidReyrealdmmfptionymay behesednt Eotr Eamste . boeexketdter ei n
can be ensured. 25 That is, in this enbodinment, the el ectronic signature
39 - 3 JA :ke?{\ 33r each service is created, and stored in the receiving

apparatus in a predetermined manner. Then, information

10 indicative of the browser content Cb is encrypted with the secret

key for each service and decrypted in the receiving apparatus side

with the secret key, thereby determining the browser content Cb.

As stated above, in this embodiment, the signature

generator 711 places an electronic signature on the browser

15 content Cbc, which provides a user iﬁjferface with the service.

The content body storages 113 each send the content body Dc
including the browser content body DcBc. The service property

) storage 111 sends the public key KP for the electronic signature

Sg as the service property information Ispc for all services in

20 common. The receiving apparatus 730 authenticates the
signature )
electronic /\ Sg to determine that the content C is the browser

content Cbc. With these components provided to the storage-based
broadcasting system 700, reliability of the content C distributed

therein can be ensured.

25 That is. in this embodiment, the electronic signature
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technique is used for designating the browser content Cb anong a plurality
of contents C conposing a single service. The key for use in elegirqﬂ;gn
signature is provided for each service provider. Thus, the brows Honteh
Cb for the service cannot 5 be designated by anyone other than the service
provi der- Consequently, the browser content Cb is prevented from being

w llfully designated by anyone other than the service provider wthout
proper authorization. (Third enbodinment) 10 Wth reference to FIGS. 15, 16,
17, and 18, a storage-based broadcasting systemaccording to a third
enbodi nertechinitine pseseed famdestigoatisgntive desowseiedonAenshGnanend-l G 15,
a storage-based broadcasting system 1000 according to this enbodi nent

i ncl udes a pluransmnyt 6f ncprapparsatusohPdbing aledivere seyrstiem.120he drely a 15

receiving apparatus 130, as in the storage-based broadcasting system 100
shown i n flolrtGusk. ibhellecamenitt signappae al sispit&idded for nede sersicelct ure
to the transmtting apparatus 110 of the storage-type broadcasting system
100 exceprotvidert heTiowst ane baseeebl eonfdi2t afb tor tthenservicagecampat at us
110 in the 20 storage-based broadcasting system 100 is replaced with a
contegt bassesdlgiatdd®lbyThaiwiny eothbe am f el ursexvdset hpsevoded he
st or age- based broadcasting system 100 are not described herein, and only
t he feat Wonseqiedti2yl, OthBebsbwsagechypen br OB dLaASHagen Sydt £rod 0Bing mai nly
descri bed bel ow. 25 The content assenbler 1121 has the sane functions as
those 4Qi112ulAY @898gnated by anyone other than the service provider
without proper authorization.
(Third embodiment)

10 With reference to FIGS. 15, 16, 17, and 18, a storage-based
broadcasting system according to a third embodiment of the present
invention is now described. As shown in FIG. 15, a storage-based
broadcasting system 1000 according to this embodiment includes
a transmitting apparatus 1010, a delivery system 120, and a

15 receiving apparatus 130, as in the stofage—based broadcasting
system 100 shown in FIG. 1. The transmitting apparatus 1010 is
similar in structure to the transmitting apparatus 110 of the
storage-type broadcasting system 100 except that the content
assembler 112 of the transmitting apparatus 110 1in the

20 storage-based broadcasting system 100 is replaced with a content
assembler 112i. Therefore, the same features as those of the
storage-based broadcasting system 100 are not described herein,
and only the features unique to the storage-type broadcasting

system 1000 is mainly described below.

25 The content assembler 112i has the same functions as those
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of the content assenbler 112 and al so has other functions as foll ows.d TAAt 2003
I's, the content assenbler 112i designates a browser content Cbhi anobng the
plurality of content bodies Dc stored in the content body storages 113a,
113b, and 113c. The content 5 assenbler 1121 then extracts the content ID
and the content version of the designated content (browser content Chi) as
browser designation information Bid. The content assenbler 1121 then

outputs the extracted browser designation infornmation Bid to the service
property storage 111. 10 Based on the browser designation information Bid,

the serifceHy uidentstadsag®leil 1wei ka8 theochatedthéDd Aadctomtenis
version of the browser content Cb in the service property information Isp,

as shown fidLifWe. 1Bnhatfhatl, tilfe coeten €aspeapest 11 2i adrignlates d Bpowhas a
browser content designator conposed of the 15 content ID and the content

Ver si on. Qi dwto\wner afony efle plRSIaQNAObEI SoRt OVt dRsh ffed Deasloseavige.
Therefore, the browser content Cb (Chi) can be discrimnated from ot her

content S.+ RS cotiteht KA Yt6rageR QR8EL Y 118b0r @Rl an3ksp whéhcbheesont ent
ID and content version of the browser content Cbi witten therein 20 is

referged feaibileie 19901V i 1P ORYdot s HY MEdritht S dkd theesbhtésation.
Desi gnation of the browser content Cbhi is nade not by the browser content

flag of NI e Qﬁédfe!s ?fn%'tedmﬁnt@htt D6r S8 2Bbnt8AE OB &ds bEddssel ecting

the content. 25 In one exanple of a content header HcBi is shown.

41 20N designation :Lnformation Bid. The content assembler 1121 then
outputs the extracted browser designation information Bid to the
service property storage 11l.

10 Based on the browser designation information Bid, the
service property storage 111 writes the content ID and content
version of the browser content Cb in the service property‘
information Isp, as shown in FIG. 16. That is, service property
information Ispi has a browser content designator composed of the

15 content ID and the content version. One browser content
designator is provided for each service. Therefore, the browser
content Cb (Cbi) can be discriminated from other contents. As
such, the service property information Isp with the content ID
and content version of the browser content Cbi written therein

20 is referred to as the service property information Ispi for
identification.

Designation of the browser content Cbl is made not by the
browser content flag of a content header HcBi, but by the content
assembler 1121 selecting the content.

25 In FIG. 17, one example of a content header HcBi is shown.
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Desi gnation of the browser content Cbi is not nade by the browser cenjemn -
flag Bfl g. Therefore, the content header HcBi does not include a row for
the browser content flag Bfl g. Mdireover, in the content header, the

service content Cs and the browser content 5 Cb cannot be discrimnated
fromeach other. In the exanple shown, a human-readable character string

in a "content name" row seens to make it possible to recogni ze whether the
content is the browser content Cb or not. However, in the |level of the
transmtting apparatus 1010 and the receiving apparatus 130, such

recogni t ipeighlteanrst the vEsiser\sondeht Ul Lhenst AaagerPasetbhswesicast i ng
system 1000, the receiving apparatus 130 is identical in structure to its

count er pabhtehtt PEagte¥iape- PAsLErHr®adGRSCoRBefY ShedaddRicBAUb0ES nd | ght |y
different in operation because of different program code 15 and data

stored ther8uRe XVibw'ESer@RCOrb@sarl LontERar{1581BM d.n Fbfeoddr, the
process of activating the browser content Cbi by the receiving apparatus

130 is neyedesttdieHeadbe, RhRCSSS idt 868P6n5281dnd SREHrAErBdtent S
basically the sane as that in step S501, S502, and S505 described 20 with

ref ergncept Oadilds b8 d6ceAnihAREAlAIRONSE4MA GRNBEOPE T ¥heldXapTRE $108Wd SP i S
repl aced with the service property information |Ispi and that the target

content @ hamhfPLE&EEsHIM Idhallae tREO¥ELIng GeNhENtoPént Thdicef 9bR. s&lagsri ption
of the above process is not nmade herein. 25 In step S1401, by referring to
the serVieaddORe 'dobsible tordbhrPPSwhether the content is the browser
content Cb or not. However, in the level of the transmitting
apparatus 1010 and the receiving apparatus 130, such recognition

10 cannot be made.

As such, in the storage-based broadcasting system 1000, the

receiving apparatus 130 1s i1identical in structure to its
counterpart of the storage-based broadcasting system 100, but is
slightly different in operation because of different program code
15 and data stored therein.
With reference to a flow chart shown in FIG. 18, the process
of activating the browser content Cbi by the receiving apparatus
130 is now described. The process in steps S5011, S502, and S5051
is basically the same as that in step S501, S502, and S505 described
20 with reference to FIG. 9 except that the service property
information Isp is replaced with the service property information
Ispl and that the target content C is replaced with the browser
content Cbi. Therefore, description of the above process is not
made herein.

25 In step S1401, by referring to the service property
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information Ispi, the browser content designator of the determ ned service
is extracted. In step S1402, the storage 133 is searched for the contledt&N 203
(browser content Chi) with the content I D and content version 5 of the
browser content designator extracted in step S1&1. Then, the found content
Cis designated as the browser content Cbi. Designation of the browser
content Cbi is carried out by the content assenbler 112i. Therefore, if
the content assenbler 112 is nanaged properly, redundant designation of
the browser 10 content Cbi or erroneous designation of other service

cont ent Gnfasniatdohr onspi, cotientbrOisecancbetpievaideidgnaAwrst afedtiadove, in
this enbodi nent, the content body pitcher 114 sends the bodies of the
browser cwHeatitined@iselrtatecashexpravtel®. a user interface with a service.
The service property 15 storage 111 sends, as the browser content

desi gnat or usednf 9teld14096r YheastdrakOUBBN s skarbhedstsr ddel goatent
i nformation Bid for designating the browser content body DCb anong a

plurality @browsateséstast tpiingwi BRI tie &ontehfteIBednd eonReapetréysion
information |spi The receiving apparatus 130 determ nes, based on the

browsgr 2 gR8tiwsdeseanedt debighatbe exaithentddd stépsimoawsernennt ent
Chi. Wth these conponents provided, the storage-based broadcasting

syst em 1GQ,eL3ounld"Ngodit8aki O D3t 4681 Hedvderad hebbPoweerceshesht ¢biand the
service content Cs can be achieved. In other words, in the third

embodi nent, t hgekhignaeiofi 08t e b¥owaer &of€6hena£d Hy:alrh@ e@oslit Oby coONt ent
Qe5|gnator used for the 43 - 3 J A N 2003

the content assembler 112i1i. Therefore, 1f the content assembler

112 is managed properly, redundant designation of the browser

10 content Cbi or erroneous designatlon of other service content C

as the browser content Cbl can be prevented.

As stated above, in this embodiment, the conteﬁt body
pitcher 114 sends the bodies of the browser contents Cbi that each
provide a user interface with a service. The service property

15 storage 111 sends, as the browser content designator used for all
services in common, the browser designation information Bid for
designating the browser content body DCb among a plurality of
contents as being included in the service property information
Ispi The receiving apparatus 130 determines, based on the browser

20 content designator, that the content C is the browser content Cbi.
With these components provided, the storage-based broadcasting
system 100 ensuring discrimination between the browser content
Cb and the service content Cs can be achieved.

In other words, in the third embodiment, the browser content

25 Cb is designated by the control content designator used for the
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plurality of services in comon. Then, the designation information of the
browser content Cb is separated fromthe content and content headed.J)ith@803
willful designation of the browser content Cb for another service can be
prevented 5 irrespectively of the information stored in the_ content body
storage. For exanple, the designation information of the browser content

Cb may be nmanaged under control of a contract broadcasting conpany instead
of each service provider so as to prevent designation of an authorized
browser content Cb anpbng the service 10 providers. (Fourth enbodi ment)

Wth ref gfRiiea ity FbES. sdricds 24, 28mmémd 23Thén, stttreagaebagrdtion
broadcasting system according to a fourth enbodinent of the present

i nventi on oGRS Glonb et Ak Hewsd ddntdde i, is sépdpgeedasesh the
broadcasti ng system 1500 according to this enbodi nent includes, a

transni t tddit P aAnA ¥onteh®, hdaddel i viglus SuaharFul2@esagladib6RCHE VNG
apparatus 130, as in the storage-based broadcasting system 100 shown in

FIG 1. HewddransBhtbhfy cPP2bat Usnderdy | SelrdeBbi Cadn | beSt preiBhted 0 the
20 transmtting apparatus 110 of the storage-based broadcasting system 100

except t hatresfedti®llly! BrSRAGe inRB2aaE1dR84tbBed adli th@nabhyent ovbded. The
sane features as thosée in the storage-based broadcasting system 100 are

not descrdfthdeer eFOr eXathp28!, VeHid18es 2§nd €A L ABoHMA LGN bE tHEbEbREage- based
broadcasting system 1500 are 44 - 3 JAN Irn3
content Cb may be managed under control of a contract broadcasting
company instead of each service provider so as to prevent
designation of an authorized browser content Cb among the service

10 providers.

(Fourth embodiment)

With reference to FIGS. 19, 20, 21, 22, .and 23, a
storage-based broadcasting system according to a fourth
embodiment of the present invention is described. As shown in

15 FIG. 19, a storage-based broadcasting system 1500 according to
this embodiment includes, a transmitting apparatus 1510, a
delivery system 120, and a receiving apparatus 130, as in the
storage-based broadcasting system 100 shown in FIG. 1. The
transmitting apparatus 1510 is identical in structure to the

20 transmitting apparatus 110 of the storage-based broadcasting
system 100 except that a content ID space manager 1581 is
additionally provided.

The same features as those 1in the storage-based
broadcasting system 100 are not described herein, and only the

25 features unique to the storage-based broadcasting system 1500 are
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descri bed bel ow. The content |ID space manager 1501 manages a range (space)
of values that can be taken by the content ID of the content for lgeJAm nn
service to designate the browser content Cbs. 5 The content |ID space is
defined in a predeterm ned nanner. For exanple, the content IDs 100 to 199
I ndicate the content of the service ID "S1" ; 200 to 299 indicate the
content of the service ID "S20; and 300 to 399 indicate the content of the
service ID "S30; and 0 to 99 indicate the browser content Cb (Cbc). 10 The
content | D space manager 1501 generates content space definition CSD for

outpu;tirakgdgﬂﬂaa penb@nt assenbler 112. Based on the content space
definition CSD, the content assenbler 112 rewites the val ues-of the

content |Ds st@hedcbitéie MOBpABE mitadtar I5i0e hbhBges foranke copaes) bodi es
Dc . (DcBs) provided from 15 the content storages 113a, 113b, and 113c via

the cont it vRedKs Phd€ham bddtakdhidy YREUSSHtEnt 1® 6PniiENicohenar £or epl aced
with those according to the defined content ID space. In FIG 21, one

exanpl e Gihd R 5ARERL 8B3EEnEEs I rid Idbiser JoowentTlBsCONt ent space
definition CSD includes a colum for 20 the range of the content ID and

i nforgation fompndebbntditr IBEsEOEE ARt a8P8LEa iMalphsasverimlnea aenkent s for
the services are created with their content IDs arbitrary set within the

range of pdf} eQafB1edNthslWiéntn188C0E Y @Bl bRdYcStOaEe congenther servi ce
Si, the browser content Cbs generated fromthe content body Dc 25 provided
by the cqyeLBbrbPdy 19t 2620228432 269 AHbRUbtEGHE cohfenttDf-tik dédl 263
ID "S2"; and 300 to 399 indicate the content of the service ID
"$3": and 0 to 99 indicate the browser content Cb (Cbc).
10 The content ID space manager 1501 generates content space
definition CSD for outputting to the content assembler 112. Based
on the content space definition CSD, the content assembler 112
rewrites the values .of the content IDs stored in the content
headers Hc (HcBs) for the content bodies Dc (DcBs) provided from
15 the content storages 113a, 113b, and 113c via the content body
pitcher 114. Thus, values of the content IDs are replaced with
those according to the defined content ID space.
In FIG. 21, one example of the content space definition is
shown. The content space definition CSD includes a column for
20 the range of the content ID and information for defining the
content space. In this example, contents for the services are
created with their content IDs arbitrary set within the range of
0 to 99, and stored in each content body storage. For the service

S1, the browser content Cbs generated from the content body Dc

25 provided by the content body storage 113a is outputted if its
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content IDis between 0 and 99. At this tine, if not between 0 and , ?
browser content Cbs is assuned to be unauthorized, and then exclud J&g1003
t he other hand, for the service content Cs for the service 5 Si, 100 is
added to the content ID for the conversion thereof within 100 to 199.

After conversion, it is checked whether the content [IDis within 100 and
199. If wthin this range, the service content Cs is outputted and, if

not, the service content Cs is assunmed to be unauthorized, and then
excluded. 10 At conversion, the content ID for reference of other content

enbedded dontidh® eonienietiweet 90ananyerted tnia sime| alf MNeetwebn ¢l G 22,
the structure of the browser content Cbs replaced by the content |ID space

manager il gigs exenpraisdy dmrwht cbB ibeasomieanttheadanatieBsroied he

browser content Cbs, the content 15 IDis "001", which is within O to 999
defined asmd haesORkenthiak®. range of the browser content Cb. The content ID
space manager 1501 al so adds information for defining the content |ID space

to the serviceoprResider RaRENMdOthe Se@i2dei dbriteh tSEE toretHY 99EVide St Or age
111. 20 In FIG 20, one exanple of service property information Isps is

showns Thg S£6YHEhddAPES te i dORERRIIPRoE $AE donhvidi® v Ehérfeofl BELISER Vi CE
property information Isp according to the first enbodinent shown in FIG

4. Wth ggfoelesnf@s t OAFkEr dohvdriidi,0§856s ShedkblVitié fitet e éSnbsmyser
cont ent s by the receiving apparatus 130 is now 46 - 3 JAN 20 03
ID is within 100 and 19¢. If within this range, the service
content Cs is outputted and, if not, the service content Cs is
assumed to be unauthorized, and then excluded.

10 At conversion, the content ID for reference of other content
embedded in the content is also converted in a similar manner.

In FIG. 22, the structure of the browser content Cbs
replaced by the content ID space manager 1501 is exemplarily shown.
In the content header HcBs of the browser content Cbs, the content

15 1ID is "001", which is within 0 to 999 defined as the content ID
range of the browser content Cb.

The content ID space manager 1501 also adds information for
defining the content ID space to the service property information
stored in the service property storage 111.

20 In FIG. 20, one example of service property information Isps
is shown. The service property information Isps 1s the same as
the service property information Isp according to the first
embodiment shown in FIG. 4.

With reference to FIG. 23, the process of activating the

25 browser content Cbs by the receiving apparatus 130 is now
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descri bed. The process in steps S501s, S502, S503, and S505s is basically
the same as that in steps S501, S502, S503, and S505 described wi &g jan 2003
reference to FIG 9 except that the service property information I§p“i§ A
replaced with the service property 5 information Isps and that the target
content Cis replaced with the browser content Cbs. Therefore, description
of the sane process is not nade herein. In step S1801, the storage 133 is
searched for the content C having the service ID obtained in step S503 and
having the content 10 ID within the range of values equal to that of the

br owser Qf&B&rﬂbedCbsTﬂ@?ms%dihysﬁéﬁ $8LYLCESTUOPEELY, | M@ ISFBBIsODs | SPS.
In step S505s, the found browser content Cbs is executed. As stated above,

the storagarhasad bheadepst a9 osanstiemsiepd ssenaassos hesvpacanaf sshe
content ID. The content having the 15 content ID of a specific value

defined yelriiss WRIAIEEEM efd) tHEFEEST gnalRdpas di PEwseEr¢o8s ent

Cbs. As such, without a specific field (colum, in this exanple) provided

for the WY Hﬁ?g%ag‘g?ﬁégﬁ? Gs rP8aBEAVREEn CAHY QR-vERe pRBpELL

desi gnat n ot her wor ong aS the content body Dc can be stored

20 ingt h%&%ﬁ%oﬁ Q5B9%and Trat ¥nBYt e € 3heRh £ PE OMd %rp,latca_al vlv?mwser

cont ent f or another service can be prevented frombeing w ul ly

speci fi edand, el ebdiddtheysSCeiieRerapRa" abBsripPiod Not hené oahE
IT a sing ed f

enbodi nment, e content I D space I's provi or all service

provi der ;. %essr 3R980%f muabUgsr8inthe 25 content ID of the browser content
Cb is defined in advance. Thus, 47 -3 JAN 2M 3

In step S1801, the storage 133 is searched for the content
C having the service ID obtained in step S503 and having the content
10 ID within the range of values equal to that of the browser content

Cbs designated by the service property information Isps.

S .

In step S505s, the found browser content Cbs 1s executed.

As stated above, the storage-based broadcasting system 1500

manages the space of the content ID. The content having the

15 content ID of a specific value defined under this management can
be designated as the browser content Cbs. As such, without a
specific field (column, in this example) provided for the content
header HcBs, etc., the browser content Cbs can be designated.

In other words, as long as the content body D¢ can be stored

20 in the content storage 113 only by the content provider, the
browser content Cb for another service can be prevented from being
willfully specified and executed in the receiving apparatus 130.

In the fourth embodiment, if a single content ID space 1s

provided for all service providers, the range of values of the

25 content ID of the browser content Cb is defined in advance. Thus,
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wi || ful designation of the browser content Cb anong the service prOV|ders

can be prevented. Only the field of the content IDis used, and a melJAN 2173
field is not required to be provided to the content header, etc.

Therefore, only a slight nodification is required 5 to the conventi onal
transmtting apparatus. Mreover, the content receiving process of the
conventional receiving apparatus can be used easily. Wiile the invention

has been described in detail, the foregoing descriptionis in all aspects
illustrative and not 10 restrictive. It is understood that nunerous other
modi fi Catw Lﬁn@e\é%hﬁ%!Leﬂso@ac@lebsrgﬁyéﬁ%nwetn@% tﬂhl%Q stawm:& he
scope the 1 nvention. 20 WhAT 1S CLAI MVED |

st or age- b@é&ﬁ&&&a@sﬁ%é Qﬂ:e%%tt%@ that1s4pR! EES1@ ofUSRE wﬂ@éﬁ@% ygi que to
a service conposed of a content stored” therein for presenting said

service, saidl éxataﬁggﬁ@mfrﬂmottf@mmeﬁﬁterﬂ)ens@@@l&@a thr s ebhtbAy a

control 5 cont ent realizing sald user interface as entire or part of

sal d_conteldeANdleC ohd e JIRANBn1 9! a 'AGGY RPa2REoAEL o Ald REaBREEa

transmtt control ‘content to ‘execlUte sai user interface, wherein 10

sai d ysery | ”gﬁ%roa x)e%t%ﬁgiméﬁa%%nﬁ’%‘ilﬁagced&‘ﬁ%‘}a%sa ROEESNer 2- tRBE

st or age- base ast In stemas c

content receiving process of the conventional receiving apparatus

can be used easily.
While the invention has been described i1in detail, the
foregoing description is in all aspects illustrative and not
10 restrictive. It is understood that numerous other modifications
and variations can be devised without erarting from the scope

of the invention.
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claim1l1, wherein said control content is a browser for said stored content.
3. The storage-based broadcasting systemas clainmed in
said transm tting apparatus conprises: content pitcher means for pitching

the content including 5 said control content; and service property
information transmtting neans for transmtting service property

information indicating said 49 - 3 JAN 20"3 service, and said receiving
means conprises control content 10 determ nation neans for determ ning,
based on said received content and service property information, said
goents camangpt he:received contents. 4. The storage-based
claim3, wherein said content pitcher

contr ol

broadcasting systemas clained in

means conprises content assenbler neans for adding, to said content,
content header 5 defining the content, and 1.. said receiving nmeans

further deternmnesasatersgeissied BHiRI¥astIBG] siyBeemeeRAYESuppPients based

on the content header of said received content. 5. The storage-based
broadcastjdiyt Svskernas ehaiuEdo 8 s€h@idB Tompbeeai &£ a content stored

10

therein for presenting said service, said system comprising:

transmission means for transmitting a control
content for realizing said user interface as entire or part of
sald content; and

receiving means for receiving and activating said
transmitted control content to execute sald user interface,
wherein

.

sald user interface 1is transmitted and received as a

content.

2. The storage-based broadcasting system as claimed in

claim 1, wherein

sald control content is a browser for said stored content.

3. The storage-based broadcasting system as claimed in
claim 1, wherein
said transmitting apparatus comprilses:
content pitcher means for pitching the content including
sald control content; and
service property information transmitting means for

transmitting service property information indicating said
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a
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said transmtting neans further conprises electronic signature nean
pl aci ng an el ectronic signature on said 5 control content, and said
service property transmtting neans transmts a public key of said
el ectronic signature as being included in said service property

i nformation, and said receiving neans further conprises signature
aut hentication neans for authenticating said electronic 10 signatur
public key included in said received service 50 - 3 JAN 2003 prope
information , and said control content is determ ned through authent
of said geastileni engi gnature. 6. The storage-based broadcasting syst
claimed in clamb5, wherein the authentication of said electronic si
is perfornmed 4ghifg ardedivitiflUuemkansai deaffvigeds 7.cohlttodt or egetdrased
broadcasting systemas clained in claim3, wherein said content pit
nmeansgof Urdtrni QR biCheaaBt &l |dd teTitAea nganageiE torMesdsd f pécELreld ng
information for defining part 5 of ID space of said content, and sa

recei vi ng.Jmang bHA! HeFv LU YHoRT t9e ShEhaha OlomEaELd Conteesi gowténg sai d

control

content based on the content ID included in the part of ID

8. In a sfypoenhasgdepreaddsasténss systemthat supplies a user inte
unique to a service conposed of a content stored therein for presen

said service, a control content

10

4. The storage-based broadcasting system as claimed in
clalm 3, wherein

sald content pitcher means comprises content

assembler means for adding, to said content, a content header

defining the content, and

sald receiving means further determines said control
content among the received contents based on the content header

of sald received content.

5. The storage-based broadcasting system as claimed in
claim 3, wherein

said transmitting means further comprises electronic
signature means for placing an electronic signature on said
control content, and said service property transmitting means
transmits a public key of said electronic signature as being
included in said service property information, and

sald receiving means further comprises signature
authentication means for authenticating saild electronic

signature by a public key included in said received service
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transm ssion nethod for providing a user interface unique to said 5
service, said nethod conprising: a step of transmtting a control C@”Uﬁﬁtwmg
for realizing said user interface as entire or part of said content; ~ and™
51 - 3 JAN 2003 a step of receiving and activating said transmtted 10
control content to execute said interface. 9. The control content

transm ssion nethod as clainmed in claim8, wherein said control content is
a browser for said stored content. 10. The control content transm ssion
method as clained in claim@8, wherein said transmtting step conprises: a

step of Ridopeirty tiReceRRtE6h | NEAM AN SRIntreANtbalent €9N8EBEImANMH a Step
of transmtting service property information indicating said service, and

sai d recaingnhS hBRhERETPEL £E6n %o £t £ Ple 1dRItROHIRI BEghakdrecontrol content
anong the recéived contents based on the received ?O content and service

property information. 11. The control content transm ssion nethod as
claimed in claim10, wherein said content pitching step conprises a step

of adding, togsaifh&atsilge dsdd woah%agﬂngegygwﬂ hhectoh&dtin and 5

said receiving step further conprises a step o
clzim 5, wherein

the authentication of said electronic signature is

performed using a key unique to said service.

7. The storage-based broadcasting system as claimed in
claim 3, wherein

said content pitcher means further comprises content ID
spac;‘e management means for sending information for defining part

5 of ID space of said content, and
saild receiving means further comprises designatlon means

for designating said control content based on the content ID

included in the part of ID space.

8. In a storage-based broadcasting system that supplies
a user interface unique to a service composed of a content stored
therein for presenting said service, a control content
transmission method for providing a user interface unique to said

5 service, said method comprising:
a step of transmitting a control content for
realizing said user interface as entire or part of said content;

and
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determ ni ng, based on the content header of said received content,._aaig, .
control content anong the received contents. 52 - 3 JAN 2003 12. Th JAN 2672
control content transm ssion nethod as clainmed in claim 10, wherein said
transmtting step further conprises a step for placing an electronic
signature on said control content, 5 said service property transmtting

step further conprises a step of transmtting a public key of said

el ectronic signature as being included in said service property

information, and said receiving step further conprises: a step of

aut henticating said el ecép it cesednahgrandncaiva@ipghéaiod kepnsndktbdéd i n
said received service property information ; and a step of determ ning

sai d 100Nt ¢eh t ENteIHt elnftr @dglexeautbesaidatnverfdcesai d el ectronic signature.
13. The control content transm ssion nmethod as clainmed in claim12,

wherein the authentication of said electronic signature is perforned using
a key unique to said service. 14. The control content transm ssion nethod

as clained in ol arfel8en T Gonteaitdt caMdeIEs v alithgdsas rYainieldetn
conprises a step of sending information for defining part of ID space of

said contgdim &, aHe®And receiving step further conprises a step of
det er m ni ng

said control content is a browser for said stored content.

10. The control content transmission method as claimed in
claim 8, wherein
said transmitting step comprises:
a step of pitching the content including said control
“c.
5 content; and
a step of transmitting service property information
indicating said service, and
s‘aid receiving step comprises a step of determining said

control content among the received contents based on the recelved

10 content and service property information.

11. The control content transmission method as claimed in
claim 10, wherein
said content pitching step comprises a step of adding,
to said content, a content header defining the content, and
5 said receiving step further comprises a step of
determining,basedonthecontentheaderofsaidreceivedcontent,

said control content among the received contents.

52



53 - 3 JAN 2003 said control content based on the content 1D included,,
the part of |ID space. 54 déaJA'\Pzﬂm

12. The control content transmission method as claimed in
claim 10, wherein
said transmitting step further comprises a step for placing

an electronic signature on said control content,

n

sald service property transmitting step further comprises
a step of transmitting a public key of said electronic signature
as being included in said service property information, and
said receiving step further comprises:
a step of authenticating sald electronic signature by a
10 public key included in said received service property

information ; and

a step of determining said control content through

authentication of said electronic signature.

13. The control content transmission method as claimed in

claim 12, wherein
the authentication of said electronic signature 1s

performed using a key unique to said service.

14. The control content transmission method as claimed in
claim 10, wherein
said content pitching step further comprises a step of
sending information for defining part of ID space of said content,
5 and

said receiving step further comprises a step of determining
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said control content based on the content ID included in the part

of ID space.
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