WO 02/ 015586 PCT/ 1B01/ 01447 NMETHOD AND SYSTEM OF WATERMARKI NG DI G TAL DATA
USI NG SCALED BI N ENCODI NG AND MAXI MUM LI KELI HOOD DECODI NG FI ELD OF THE

| NVENTI ONWB oBhvesspé esent i nvention rel ates to wat er mar ki ng pofi/idogoiued dat a
and in particular to the technique of enbedding watermark data into
digital image data and recapturing the enmbedded watermark data froma

noi sy version of the waternmarked digital image without the use of the

original dMETHOD AN SYSTEM IF BACKERMABKING BEGITNENYADN USENGast
S ol 1Ty SEA NCOBISE: ERIR GO HECOING,

comuni cation networks |ike the Internet (using, e g., publicly accessible
web sites), has exposed 15 content providers to a real "chal | enge of how to
protect their electronic daFEELRQF THE BNYENTIONjeo, sound, text). This has
stinmul ated many research efforts towards the design and study of

sophi st i cat ed T presat iqivngti(andlaitersftowminalkil‘lg' ofi digjtahdatacaid imparaeular or

copyri ght ot ect.i on. r.mar Ki n s.are us d t o .enhed .secret

i nformati E?H[‘?Fﬁc nigpe,pf ev%%fl%t% ﬁaﬂ f‘Pg‘ég gltﬁflgﬁ?@ﬁ 3ta\%d EREMTTR s

i nformat i B8 cAARARId WaRemFRYRE fidk a d@@y PSR Of met\bmmaaleeaecﬁguﬂ dmagesecr et

key. On the other hand, to naintain quality, the watermarked i nage needs
to be perwishouidhg t}semféhrﬁ@reﬁmalérﬁe@l tpegedatier nark is  embedded into the
original imge. The main application of watermarking is for proving
ownership of the data and 25 for protection against forgers. It is
ther\(,a\ﬁ)re crucial to ensure that no nmalicious attacker is able to renove

t he ermark w thout damaging the inmage to the degree that it becones

usel ess. In addition WalpXOKGROUNDEOFTHEINVENTION be robust to standard

operations performed on1nmages, i1 ke printing, scanning, |ossy conpression

(e.9., JPEQ), Thd tRE dV8lopRiest ST Sk infornwldBr lchHliogpdommbinddth &)

simplicity of duplication and distribution of digital data across communication

networks like the Internet (using, e.g., publicly accessible web sites), has exposed

15  content providers to a real challenge of how to protect their electronic data (e.g.,
images, video, sound, text). This has stimulated many research efforts towards the
design and study of sophisticated watermarking and information hiding methodologies

for copyright protection.

Watermarking techniques are used to embed secret information into, for
20  instance, an image in such a way that this information cannot be removed or
deciphered without access to a secret key. On the other hand, to maintain quality, the
watermarked image needs to be perceptually identical once the watermark is

embedded into the original image.

The main application of watermarking is for proving ownership of the data and
25  for protection against forgers. It is therefore crucial to ensure that no malicious
attacker is able to remove the watermark without damaging the image to the degree
that it becomes useless. In addition watermarking techniques need to be robust to
standard operations performed on images, like printing, scanning, lossy compression

(e.g., JPEQG), filtering, and so on.
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WD 02/ 015586 PCT/ 1B01/ 01447 Hence, the tradeoffs to be considered in the
design of a watermarking technique rely on three principal paraneters:

r obust neswoto/oatse@acks and i mage processing operations, hipgh/iguaiie4zy, and
the relative anmbunt of secret information to be enbedded, i.e., the coding
rate. 5 Prior art inmage watermarking techniques can be divided into two
groups according to the type of feature set the watermark i s enbedded i n.
Speci fical | y, Hénee, thatrededifsko be cansisieddlad thendesigni dfhevatetmarkingensi ty val ue of

the lum nance in the ati.al. domain representation of f.he imge or the

t r ansf or AFCOEUE liyé)i‘htE‘%FR”PﬂBaltmeft?fF'n@B%%%f‘ ﬁo ?tgaﬁkse%rénlpéalg‘?on (e.g. DCT,
DWI)  of  t6cds§TRE BperdtiéhsahigR qualtFant HRd refitive UFRUNt of sdétedipt@fiatibme wat er mar k
signal can al so be placed under two categories based on whether or not

t hey use berrmbedief, hal, therrededatei ng t he wat ermark detection process. In
general, watermarking techniques that enbed the watermark in the

coef Tisct ent S Gl JiftaS! QhBmARMR! ELftthed SR diVac Ul BYS gfaipor ting Lo the

ori gi nal inmge enjoy ny a ges | elr ustness to standard i mage
pr ocessi ngcapargab itlenypaofifeatnrenses the Iveatatitadcis embtBdethie. Baséificdllyctiki que f or
enbeddi ng a wat er mar k sage or data i.nto ,an . i el b ncodi.ng the

wat er mar kWﬁWW&Wdeglenf&%lﬂ?f H‘rer’r?tﬂB?’rﬁ'i ‘f"i‘hfes(’fﬁéﬁgpme¥Ib§wisﬁ?tf‘fqal ly
transf or g agit RrdsBRGEor of e ARARIIP tie tARIRMIVeAIdiEH inth@rzhghigh or m  domai n
(e.g. DCT, DFT etc) of the image. Next, a subset of the transform

coef f i ci efanmsin fepresentatore- s MCT, RV pEihgamkgareBwalgoritms b adised/tos| i ght | y

changing the sub-set of . tran i Cl val ducing a
et oriThr it PRRERE L S8Ry - ER% BE Heearylder by el el e eiel 10

t hen comirhedihel ube the@rignt iwaigedurnked waeaafatk détenion procege e patesala

wat er mar k enbedded transformrepresentation of the jmage.  The_watermarked

tr ansf or nv#tepraskiag teshnigyes Gakonebed;the walcEmirkdp Mﬁgﬁl HrEnstorm
wat er mar k&?ndi#?lgg?%gctp\gitﬁ&‘?wsbﬁfng B0 (HERsH ol ﬁﬁﬁg&%@ AR dRaRBaUaR SO that

| is 25 percep ndi st1 ngui s om the or Image |. In order
t 0 r ecapttheie rdtustnestte stmnddrd imega prbeessiag eperatidmschnd e bestile asitatkg oder recei ves
the distorted or noisy version of 7, that may have suffered certain i mge

PLOCESEI 19 0Pk AR R Bl Bt TR B R S P%cco ¢ne
same sub-igfie Pf by encoding the watermark data within the transform domain is performed

by initially transforming the image I to obtain a representation in a transform

domain (e.g. DCT, DFT etc) of the image. Next, a subset of the transform coefficients

is selected and the watermark message is encoded by slightly changing the sub-set of

20 transform coefficients values, thus producing a watermarked transform coefficient set.
The watermarked coefficients are then combined with the non-watermarked
coefficients to generate a watermark embedded transform representation of the image.

The watermarked transform representation is then inverse-transformed to produce a

watermarked image I . The coefficient modification is subtle enough so that Tis

25  perceptually indistinguishable from the original image 1.

In order to recapture the watermark from the watermarked image T adecoder

receives the distorted or noisy version of I , that may have suffered certain image
processing operations or hostile attacks. It transforms the received version to the
appropriate transform domain representation and selects the same sub-set of

- 30 coefficients in which the watermark signal has been encoded. The decoder then

2
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30 coefficients in which the watermark signal has been encoded. The decoder
then 2 SUBSTI TUTE SHEET (RULE 26) WO 02/015586 PCT/ 1B01/ 01447 extracts

t he wat erwarodg/onsssage fromthe sub-set of coefficients usiPag/Bod@Eaeodi ng
procedure. Recently, two nethods for watermarking in a transform domain
have been suggested for decoding wi thout resorting to the original imge:
coefficient 5 perturbation and dithering nodulation. In one prior art

met hod usdxngcts def wateineank neesagel fioat the syb-tdief eedifcients kisidgtaadecadingdded to t he
original inmage by perturbing the values of significant DCT (i.e.,
transf or rflOCEEI% i ci ents. For exanple, if s is a DCT coefficient, a "zero"
bit of the watermark data is encoded by changing the coefficient to s + E

and a "one" bifecghtly, Ao \%%tl’(@%@ If%tgmgﬁﬁiﬁ%irﬁa gaedstadddnaiamangbaa t he

b
coefficient to s - , Where Eis a small constant. Recapturing the
wat er mar ksuggssteader dacodingivethpat wserting euthe weigimal image: epetfigipnti shed by

correlatin u%bgﬁﬂgg&[&mein?}%%& au;&ggf ficients with the watermark nessage.
0 I'S r

Var i at5i orfs wat et I'ng techni que have been suggested such as the
use of different transform domains such as DFT or DW and/or the use of
di fferent 15 darohephiat asrometolening coeffigient srthrbaionothe svatdeinatk data i8i t her i ng

nodul ation i s based on quanti zing.the, transfaorm donmaij efficients. In
this _(:a_se@:dd : BPHginal ’%%i’tgg WaFk rPE‘§§5@EﬁP9? St %Oécéf“eﬁcgptfg%et_ of
coef fi ci Rinsfor) pﬁggelg@. F&Ek@rﬁbl@girf]ts &%tﬁcq%tzfﬂc@er@m ‘S tdh §ffiBé 1 quant i zed

values in a way epends on the watermark nessage. For exanple, a
"zero" biwatenark datdédertvpdabbyclanging ieccoeffisiand & § it amdtas ‘one’t bit af gant i zer qo

and "one" bit is encoded b uanti zing. the coefficients with a different
quantilzerWgfermark data ig,gficodeq @%C}@ﬁg'f‘ﬁéheo‘ic’?ﬁgﬂenﬁﬁcﬂﬁreﬁ’i r%fsear%aﬁki ng schene
"zero" bit and _"one". bit val ues. are encoded using t " sel f>= noi se

suppr essi°8H€‘a%85?%9§’§“rgc}}‘%waéeFPark\m“rsée}%egF’é“ glgs“é%e rl\z(géaslnmaa%? Irrggi fication of
the quat i#zesmprdhell BYSoliela@itothe apptdpaiate DCTREvefigertts Wirtrtheraetmaikon schene.
To date, the prior art watermarking schenmes including coefficient

per t ur batmessage. Variations of this watermarking technique have been suggested such as the

use of different transform domains such as DFT or DWT and/or the use of different

15  perturbation schemes (e.g., s(1t¢€)or s+ £|s| ).

Dithering modulation is based on quantizing the transform domain
coefficients. In this case, embedding a watermark message in a selected sub-set of
coefficients is based on replacing these coefficients with their quantized values in a
way that depends on the watermark message. For example, a “zero” bit is encoded by

20  quantizing the coefficients with a quantizer ¢, and a “one” bit is encoded by

quantizing the coefficients with a different quantizer ¢, .

In a variation of the dither modulation watermarking scheme “zero” bit and
“one” bit values are encoded using two “self-noise suppression” mappings fg and f;
which are based on a small modification of the quatizer mappings qo and q; used in

25 the dither modulation scheme.

To date, the prior art watermarking schemes including coefficient perturbation
and dither modulation are not explicitly designed to adapt to a predefined distortion

level or noise criteria. As a result, they provide a relatively low rate of information

3
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and dither nodul ation are not explicitly designed to adapt to a predefined
distortion level or noise criteria. As a result, they provide a relatively
| ow rate wb onissseati on 3 SUBSTI TUTE SHEET (RULE 26) WO @2T0B&HBE47

PCT/ 1B01/ 01447 enbeddi ng or suffer from high error rate under changi ng

noi se conditions. More inportantly, since attenpts by malicious attackers
take the form of unknown noise conditions on the watermark enbedded i nmage
dat a, theggbdadinglor stifferTedie R etfog rite andeabhanging miwteaditipgai Mete at t acks upon
the security of the data - one of the main purposes 5 of waternmarking. The
present i FBRSHANSH SHEe AEGTRR!S Qymléﬁo%?%chﬁrst‘@@ﬁﬁ?%ﬁ@%ﬂ“gﬂo‘f’%“%‘é%ed on a
hew enCOddo'ﬁgitQEQSHﬁler\?gt%ﬂeﬁgeﬁnBecEﬁd%%@&tQ'tﬁbs@Bﬁ@ldzirf‘gch\é'ﬂie& hreqigodes

wat er mar k ata rnto inmage data by nodlifying i nage values in a way that

pr eser vesabié giproteetgeainguastacksuron.the sechioty ofithst data + one pEthe Ingdin purgosedapt s t o
expect_ed (tj .e., vgrse case) noise |level. 10 Recapturing of the watermark
dat a fr orf it HECTRRI'ePerar k enbedded i mage after it has been exposed to

uni ntentional and/or intentional noise is performed via a decoding nethod
using a probabiHd fr¥sehameehtRinGEeRdtise »(/eﬂetﬁxarkil’f?ﬁcﬁhﬁqhé whethiiheadd daaodi ng) ,
based on estimated statistics of the original inmage values and an expected
stati sti ceaw enepdiak sehemaysiarrdde as faafedchie eerodis WHCh gREPECHYACHRYE processi ng

operation i g Vi Qi Qhusthi l.gh qual ity
et er a E AR fak byl EEand RRGETNLE B S p bR e 20 ot

i nvent i ongquatiomi.debovadiseirtiadlicacis) aysideps af expetted diangvaisgcdsa) noiswleeslmar k dat a
into digital imge_data and recapturing the enbedded. watermark from 20 the
wat er'rar k %Faaﬁu_ﬁ‘f‘g S_f gl?d"(aéewalﬂﬁgﬂ? rtoﬁbtlhﬁg'@te(w]aﬁﬁeéne?ﬁ%ﬁ@ﬁl H’é‘fge(ﬁrtrtgf £8P i nage data
and despigden @9}%&% EEAiREHESTHAI hitl/6r ihfRAt ¥R AbRBIRIfodhEd Vila dedddifg dat a. The
system and nethod of the present invention is perfornmed by two processes:
t he procewsthof usingh@detiabidity hasedprosedrae ke.g nmaxintven lifelifporbdlecadiggl.al data to

bt ai t ked digital. d d th f i 0.
vet or o SogedE ks S0 AR Rnl P ePSGEF Bl SBEOSL MG, o
Wt er mar kmgadl af it roieaatdethcedioht hfagdityiitmke proseingasparatidohgr anck encodi ng

nmet hod referred to as scaled bin encoding. The enbedded watermark data i s
15 noise, thereby providing a robust and high quality watermarking system and method.

SUMMARY OF THE INVENTION

The present invention provides a method and system of embedding digital
watermark data into digital image data and recapturing the embedded watermark from
20 the watermarked digital data without the use of the original digital image data and
despite noise introduced into the watermarked digital image data. The system and
method of the present invention is performed by two processes: the process of
embedding the watermark into the original digital data to obtain watermarked digital
data and the process of decoding the watermarked digital data to obtain the original
25  watermarked data. Watermark data is embedded into the digital image data using an
encoding method referred to as scaled bin encoding. The embedded watermark data is
recaptured from the watermarked data using a probability based decoding scheme. In
one embodiment, the probability based decoding scheme is the Maximum Likelihood

(ML) decoding scheme.
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recaptured fromthe watermarked data using a probability based decodi ng
schene. In one enbodinent, the probability based decodi ng schene is the
Maxi mum Lwbebikssed (M) decodi ng schenme. 4 SUBSTI TUTE SHEEIB(IRUWLE 26) WO
02/ 015586 PCT/ 1B01/01447 |1n one enbodi nent, enbeddi ng of the watermnmarked
data is achieved by transformng the original digital image data into first
transform coefficients; encoding the watermark data using an error
correcti ng codm;onerheddinmt, tdnebedding dé thewedtenmakdd datkeis achinvesl by f i r st sub- set
of the first transform coeffijcients erate .a sub- nbedded

to, t of 5
Lr anst or iEETIRS WAOSERE qignddERERSR HTE HEw BeRyorE FOPTTHENS! svemEe y
transf or mi,pg, g Ned R T8AKaPSleGAdedchlg Rlde SiibediRinghe 6RBUED Wh@fh&kal ong

with the remaining non-watermark enbedded first transformcoefficients to
gener at e davainto afirg sebrse @ g fisgransformeagdicipatsstogianeratej argbudedf t he ori gi nal

digit [ e data .and t wat er.mar k ta 10 Acc hng . | s enbodi nent,
scal e? bi "?n"fglgeﬁi%ﬁrﬁ'&f?%n S’&?ﬁ%%ﬁ%&“l&% Scsa(l:ea |1ﬁ8ncoé1§1§h%5:%{eh?g i”](i:\%(rastr?w of the
sub- set  Ofradsfansd OB vwaee hilcérabddded\fitsh sub-fet efledetficibmedlodg atiihthe par amet er

which is representative of an expected noise |evel and an all owed
di st or t i of¥maiia@non-wawpNa cathedded fstganstapy Gosfficignts © &REalE a pair of

skewed di ' Lo e LB [ : di
encoded viengl FRELAM: R BRI Ha QRich IR e S and ditia) adeRalie5ROTE 19

obt ai ni ngaml tHée Waeraarkedadeet ween each scaled coefficient fromits
correspondi ng mapped and scal ed coefficient; and adding the difference to

Its corresponding original (j.e., unscaled and. unmapped gefficient to

obt ai ¥ each még%@pﬁ%ﬁ%ﬂé%@?%gﬁﬂﬁ%@ 1 G 1n§il%ﬂ$£°#d§’é'c§8?lﬂl§nce with
anot her egAdbeflenPbf thé Sutsst befmRen®chderté witha préfgmesantalingvent i on,
the watermark data is recaptured fromthe watermark enbedded digital inage

data by tPpapmeter whisl) is repraaentat veeaflan exprsirdatpiseriayd andhap alekeshdistortioRnsf or m

coefficie usj S - ' I : k
encodi ng: M3 s ppigt %1 REREALEAREER TR 0o B B AR A PR . ¢l et s
whi ch  codgpendsndn the lbsie sfate sftths cdirespondifig ¢ncadsd watermankfdatachietotte;
estimating statistical . .. .
15  embedded into each scaled coefficient; obtaining a difference between each scaled
coefficient from its corresponding mapped and scaled coefficient; and adding the
difference to its corresponding original (i.e., unscaled and unmapped) coefficient to

obtain each watermark embedded transform coefficient.

In accordance with another embodiment of the system and method of the

20 present invention, the watermark data is recaptured from the watermark embedded
digital image data by transforming the watermark embedded image into second
transform coefficients using the same transformation as used during watermark
encoding; selecting a second sub-set of watermarked transform coefficients which
correspond to the first sub-set of transform coefficients; estimating statistical

25  parameters of the first sub-set of transform coefficients using image statistics of the
second watermarked sub-set of coefficients; extracting embedded watermark data
from the second sub-set of coefficients with a probability based decoding scheme
which uses the predetermined scaling parameter, known aspects of the scaling and
mapping steps, the expected noise and allowed distortion model, and the estimated

30 statistical parameters; decoding the extracted watermark data using an error correcting

decoder based on the error correcting code used when watermark encoding to obtain

5
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25 paraneters of the first sub-set of transform coefficients using inage
statistics of the second waternmarked sub-set of coefficients; extracting
enbedded weatennEsk data fromthe second sub-set of coeffipcTaBogoMat h a
probability based decodi ng schene which uses the predeterm ned scaling
parameter, known aspects of the scaling and mapping steps, the expected
noi se and all owed distortion nodel, and the estinmated 30 statistical
par anmet er g estiaaeddfine ofigna v naatiaekl Inadne emiolinatat thelLigcatingsahemecor r ect i ng
decoder based on the_ error correg,ti ng code used when watermark encoding to
obtain 5 ISS(SJ’B%“PMT‘EJRT@"%EWYEWE 12‘6)99‘1)@%2/015586 PCT/ 1B01/ 01447 an
estimate of the original watermark. In one enbodi nent the NEL decodin
. er ; di ng

a;[lem%‘ IE ustedpﬁenxﬂgadiﬂgﬂfba«batkﬂnméﬁ?fmectﬁgi@ﬂ%g%m{me ]S:iﬁ@b%iﬁi}heddl ng ]Ehe

ermark into the digital imge data, one enbodi nent of the systemo
wat er mar tdihn _gysttm |oﬁ:ye@naagrkmgada@lud?smsmgmﬁan#mef faiengforming tbfh%lgﬂiﬂgi t a:j 5
i mage data into a trans anmmi sen : er for encoding
vvaterr’?gr KTEt gatﬁsnlltrolﬁ an fg)rgrﬁpor corl[réggzegﬁ{rtlgéoglog@%%ageﬁg?%g ncoded wat er mar k
data; a wakendRdkta@Bihgaarerioptorestiiag dodegotgbrerate eaceiidwattarnmrk datddat a i nto a
first sub-set of the first tr_ansforgn%qcoeffl m&é&i%‘o %?ner te a_sub-set of

enbedded VRIGHEIE FH@Odébg’FFP’(?F‘é‘HP% thsyeneRded v ales) RALEHisHYy St i nverse
| mage trags ffﬁgtg?f%ﬁscfgfe?ffi Fb&ﬁ@i‘éﬁt@ hy gé&re{té 209-6 5k BRbE R WRhabRr k enbedded

first sub-set Icilents alfong wth the remaining non-watermark
enbedded ddeffidierits bysding snatedefif emxiogdimgs an mvgrse émagecrangfpraentor kwdrsdlygi t al

i mage, dat a ich includes the digital | at a.and the watermark dat a.
For r@cap?ﬁ#‘?@"f% © e%qn@gggé ﬁp&ﬂ.}ﬁ%gog% e@%rﬁﬁglgng r"?'é\%et,eone 15
enbodi menfenfafnihdfors WateAiuRientRl @Rk Kirii@fdrcdosiRSendtol ggh@atet r ansf or mer for
transform ng the watermarked i mage data into the transform domain

r epr esent wateonarked digtial dmpge date widhi inclidestthedigitaliimage datp apdmet ers of the
second Suvts)/ét%ﬁ%argfa oefficients; a probability based watermark decoder for
extracti ng enbe (ﬁle "watermark data from the second sub-set of coefficients
with a probability based decodi ng schene which 20 uses the predeterm ned
scal i ng par aneFarrecaptuning thspetetrsarkfdatatfeons del waigmaanke dapge e

15 embodiment of the system of watermarking includes an image transformer for
transforming the watermarked image data into the transform domain representation; a
means for determining the statistical parameters of the second sub-set of coefficients;
a probability based watermark decoder for extracting embedded watermark data from
the second sub-set of coefficients with a probability based decoding scheme which

20  uses the predetermined scaling parameter, known aspects of the scaling and mapping
steps, the expected noise and allowed distortion model, and the estimated statistical
parameters; a decoder for decoding the extracted watermark data using an error
correcting decoder based on the original error correcting code to generate the

watermark data.

25
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steps, the expected noise and allowed distortion nodel, and the estinmated
statistical paraneters; a decoder for decodi ng the extracted watermark
dat a usi ngoan/oessse©r correcti ng decoder based on the ori gipealiBeroios7
correcting code to generate the watermark data. 25 6 SUBSTI TUTE SHEET
(RULE 26) WD 02/015586 PCT/1B01/01447 BRI EF DESCRI PTI ON OF THE DRAW NGS
The objects, features, and advantages of the present invention will be

D e on’t s ey LR DR hoN Dy i B AMNGR,| o1y 19 Set o e
process; 5 Figs. .2A and 2B illustrate i rst enbod).nent,, of a system and
Tethod of wat DRARnGAE g ENEReR F ErEB e RIALed) Bpa L bt ne
present i@\WaRkkiPBd in fhk drt, 13 vidw Hﬁﬂx@%l@‘&vﬁ%ﬂbﬂaﬁéd gssbagtismEintwioéh:a met hod of
scal ed bin encoding in 10 accordance with the present invention; Figs. 4A

and 4B il | ust rBigel dlusiratss basicossapesehtheofatermagiing piogess: met hod of

vvatergarki ng using a probability based decoding schene; 15 Fig. 5
illustrates an enbodi mrent of a waternmarking nmethod in which watermark data
i s decoded usiFigs.2A04002Biillistritelpfgdertiontinemdf achsas®m,andingshodA and 6B
illustrate an enbodi nent of watermarking using scaled bin encoding and the
Maxi mum LV¥ermarking ugeg serledybin gagpdinge im; agcorgande| itlsthe Rfesentdp¥@iiPRy of DCT

coefficients for selection of a sub-set of transformcoefficients in
accordance with the present invention. 25 7 SUBSTI TUTE SHEET (RULE 26) WO
02/ 015586 PCT/Rig0 B/ildstetes a first embodiment of a method of scaled bin encoding in

10  accordance with the present invention;

Figs. 4A and 4B illustrate a first embodiment of a system and method of

watermarking using a probability based decoding scheme;

15 Fig. 5 illustrates an embodiment of a watermarking method in which

watermark data is decoded using a probability based decoding scheme;

Figs. 6A and 6B illustrate an embodiment of watermarking using scaled bin
encoding and the Maximum Likelihood decoding; and
20
Fig. 6C illustrates ordering of DCT coefficients for selection of a sub-set of

transform coefficients in accordance with the present invention.

25
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DETAI LED DESCRI PTI ON OF THE | NVENTI ON The wat er mar ki ng process can be
represented as having three stages: a watermark encodi ng stage 10, an
attack chaprel1sss@ge 11, and a waternmark decodi ng stage PRI/IBOI[he47encodi ng
stage 10 receives two inputs: m- the waternmark data or nessage to be
enbedded and i a covertext image where the watermark nmessage is to be
enbedded. Covertext image i can include digital data conprising text data,

video data, audi o BETAILEIDESCORIPTION OF THEJNVWENEIONf data. The out put
of the encoder is a watermarked inage i' that is perceptually simlar to

t he origi nal iTmgeatermatkiag atdcasskcah Be cdpaesenied b haapg deerdtagea: £ onposi ti on of
expected and/ or_  non-pmalici qus signal rocessj.n erations, (e,.g.

conpr essi WHermark £a5adig Staegtecll.d) a"a‘f‘fg“/“g Fh%lpnagﬁti’&? la?‘é‘i)gf”?%ﬂ‘a%(rfleg?q‘lgg

wat er mar ksg% ippage. The waternmark enbedded inmage output i* of the channel is
a distort gversion of the input watermark enbedded inmage i', which is

assuned to result fromnoise signal r. Finally, the decoder 12 receives
the i fage i* dBheaamcodipgstags]Giregeines (weainpefstNe thehattamarkdasaselgaessngs t hout

resortin 0 the oriaginal covertext i ei. . FE i i Scal ed Bin
Encodi ng%oltbleﬁ.mq’fg\‘?eidﬂ%f}%tafgi’%x H’éaggwgcﬁ%’grﬁateﬁn qg(elgggs?? rﬁld?)‘% g/at er mar ki ng
for enbegdgbdided ORIcRlRBitagiBeaRgeluiatRital devesnmising teRQeta, kideeddi ng of the
20 wat ermark nmessage minto imag%e data i is perforned in a transform

dommi n. T, apdigglata oricempiiiatipny ¢ythese 4ynse of e The eMBUSATNGENCPAGHE R or m
coef 11 ¢ QPLSehkld ihnald¥ i HRYEperbdRATH QA B Gfkinal Miadd PR hifRRST Or M bI ock

20 can be'€e NUmer o ers as i s inthe field of
di gi til@l sihgnwd]l PIr epesaitngcorhpositionsifanpested dne/orinoageaaliciaansignalm bl ock may be
enbodi ed so as, to convert the image i.nto a Di.screte Cosi ne,Transform
(DCT) r eple<SHNEOPYALY (%g[f%’&l?réﬁsg’“lcb[}?‘?% e‘fr)a?ﬁgg’éﬁr‘}f’z‘?ﬁﬁtf atgekMesent at i on.

Also pri 35% b te&.?xiaﬁééhﬁggebfrﬂ@w\ﬁ@hﬁaﬂmea&&ﬁ%ge Bliphit i@EﬁQﬁ@&ahmlqs an error

correcte or mat y error correcting code block 21. A sub-set of
coef fi ci edistorted eergios ef thetiegpht fwatermatiecmbraided uagefil, iheohtis assufmgd tenbeddi ng t he

t K into..Th d, bi i bl ock 22 .enb b
Lo ¢ he Te8i bLoBrOE sistage U tF ArearBt i odr BF anfe SR G Jur ate: 2o
wat erjsar kyRrgsded ieQeidedddEmbssage m without resorting to the original covertext

image i.

Embedding using Scaled Bin Encoding:

Fig. 2A illustrates one embodiment of a system of watermarking for

embedding a watermark message into a covertext image. Embedding of the

20  watermark message m into image data i is performed in a transform domain. The
image i is initially transformed into a set of transform coefficients t=F(i) by image
transform block 20. The image transform block 20 can be embodied in numerous
manners as is well known in the field of digital signal processing. For instance, the
image transform block may be embodied so as to convert the image into a Discrete

25  Cosine Transform (DCT) representation or a Discrete Fourier Transform (DFT)
representation. Also prior to embedding, the watermark message m is encoded into an
error corrected code format b by error correcting code block 21. A sub-set of
coefficients s are selected from the image coefficients t for embedding the watermark
data into. The scaled bin Encoding block 22 embeds the message b into the selected

30 image data transform coefficients s to generate watermark embedded coefficients x

8
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8 SUBSTI TUTE SHEET (RULE 26) WO 02/ 015586 PCT/1B01/01447 wusing a coding
met hod in which each coefficient of the sub-set of transformcoefficients

i s scal edwainzio13s8¢pr edet er m ned scal i ng paraneter whi ch i sPaTfiBowdlson of an
expect ed noi se nodel and an allowed distortion nodel; each scal ed
coefficient is mapped to one of a pair of skewed discrete mappings
dependent on the logic state of 5 the correspondi ng encoded wat ermark data
bit to beusaigrechdiat mathod dawhich eathembeffoiett bf teesnbseofdiantforreance bet ween each

scal ed coefficient fro s correspondi e coef ficient is
obt ai ned; cosHiF 1S §F3! ?‘g]}”éth@é’r‘? t%ﬁl&ﬁ Sféggﬁgtp?ﬁ'g% r‘g@g'b Bg iMfal (i.e.,
unscal ed &?Qctga'm@@%el%afaﬁ aBbREd dikRriH bl S8R scaled &fefmi&nesrmedded

transform coefficient. 10 The watermark enbedded coefficients x replace the

cor r espondappgdnonne ofat prinefi skewaddiderels mappirfassiependenisonstha legiestalebi ned with
the re etﬁ? g&g nsggéc}ﬁgglg g)ﬂg&j costl 'k?fa&{]& ?l:g bylz%lbeﬁééﬁ ﬁll &cﬁ?gg?édwd

coeffici rans ransform bl ock 23

to gener aéo@fffblmtﬁﬂlﬂﬁfdﬁceﬂhﬁfddeﬁch@m ¢oeff1c151t Iftonshocdldssbﬁndmgier stood that,
bin coding is generally defined to be a techni que . ge\:‘ﬂ ¢ch code words are
chosen fdﬁa@‘?é@ﬂiiﬁ%fﬂ%@@eﬁ%e%@éﬂée%éﬁ%ﬂmqﬁeréﬁcqlﬁé deddedlge itsel f and on

the imge k—:@ Wdﬁ%drtgﬂa? H&e'tﬂlgc elﬁ'l{lhagbé’d ) cobfficRilt B dbtaif R NY,

accordi ng nd’ rret od of present invention, is generally
def i ned asatarrhak bmbeddeditransfoiroleoefficieppr opri ate scal i ng paraneter is

i ntroduced into a 20 bin-coding schene to adapt the coding rate (i.e.,
nunbey. of bins) to the level of noise that is expected to disrupt the
transform coefficients and an all owed distortion. Thus, the scaled bin
encodi ng based wat ermar ki ng system and nethod in accordance with the

present i nventTiwitsrmhfRefibeddedrotficicniiy eplacethekyrresppgdingmonessi ng
operations and hostile attacks. 25 The system shown in Fig. 2A including

and i nageW%tﬁmkGml?@ﬂdeﬂ@oeféﬁleéﬁécﬁ!'érare combinedhwith they RMBHERERGN-22 and i nver se
| mage tr gaxﬁge%hgc? Locff 181%@. Phe Femﬂﬁg @&nbfﬁe&bé&ﬂ&em@ a?eﬁﬁ%’i@él? uhARbSRERNt at i on

per f or ne corrpu I'Ng Oor proceSsing system or
by inverse image transform block 23 to generate a watermark embedded image i".

15 1t should be understood that, bin coding is generally defined to be a technique
in which code words are chosen for encoding a given message depending on the
message itself and on the image in which it is being encoded into. Scaled bin
encoding, according to the system and method of the present invention, is generally
defined as a technique in which an appropriate scaling parameter is introduced into a

20  bin-coding scheme to adapt the coding rate (i.e., number of bins) to the level of noise
that is expected to disrupt the transform coefficients and an allowed distortion. Thus,
the scaled bin encoding based watermarking system and method in accordance with
the present invention is robust to noise introduced by image processing operations and

hostile attacks.

25 The system shown in Fig. 2A including and image transformer 20, an encoder
21, scaled bin encoder 22 and inverse image transformer 23 can be embodied in either
a software implementation performed by a computing or processing system, or in a
dedicated hardware implementation such as an ASIC, or any combination of a

software and hardware implementation.
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dedi cated hardware inplenentation such as an ASIC, or any conbination of a
software and hardware inplenentation. 9 SUBSTI TUTE SHEET (RULE 26) WO

02/ 015586WB@2/0188d/ 01447 Fig. 2B illustrates an enbodi nremCTaBow1net hod of
wat er mar ki ng usi ng scal ed bin encodi ng corresponding to the system shown in
Fig. 2A. The nethod shown in Fig. 2B includes the steps of transform ng
image data i into transformcoefficients (step 24); encodi ng watermark
data minto arﬁngBfrllumateemt embodimelet df@nnahodof‘ganenak'mgfasi@g(sode(ﬂ wat er mar k

data b (step 25 enbeddi ng the encod r.k sub-set of
the transtiBeAsAdyiE qresRapduTELo El%qsﬁ'éte &g “E)?tgng ertﬁet?%(i %B’W%f i nversely
transfor nihggzﬁ (R 100RE e BRIpk oﬁ&h&%@%ﬂn%ﬁ@afg%ld@taqnﬁt% t4ngfoen cberficRARI Ni ng non-
wat er mar k eénbedded coefficients to tain a waternmark enbedded inmage i’

(step 27)(step24yRocddinhwateonal datadn irfeah erpf epreastingireds formaide genearik dat a

of the i rifgadeehemet A B GRAST EribeAP e ke FaaBlitBig oo™

an al t er ngbléeohd adhdierid cavffidits §M§ih% Baaldd bmvaﬁ@fdn@rdﬂepg@ rm@esety ansform
bl ock 20 and inverse inmage transform bl ock 23 2A) are not required

and in artrfmsf@mmthvé/améﬂﬁm et caeflicieniy héﬂfgﬁﬁrm%m%}q@r ng the steps
of transfor m ) bedcijed cOURicRA s%oéﬁ%ﬂﬁzg 9'5 S efiRbged ?rtagé ?'gkt’eg%') 15 l n one

enbodlneH? ng usi ng scale |ng I's per
ensure that the waterrrarked imge is perceptual ly simlar to the ori g| naI
i mge by adhelt shugld be héted that baale ln'g eatddovgedf whitstork dosaimodeimagedaexpect ed

n0|se nodel criteria;. 1 a | ar. di.screte m and q' both
havi nd l%e&éﬂrgﬂmﬁqq ?ﬂtb’r"tq‘%ﬁpfp ’IaL{}ﬁl p‘éeggj’mmné’fihed%a mg ad(og)a glv%g < D that
s Corrpatt'remsﬁ)rm cfokhatutﬂ@f t‘ﬂb%ﬁ’éé ihceQn 6 ARérh i vetengHodlirBamt Bf the sybremcat! ar
paramet er 0<a<l whose val ue depends on the relative power of the expected

noi se i n waternxrkiag kmegmmfomtéWO and inveren inage drapiforn hlesk B3 (Fignbodi me nt

f th d th
o e Yk I A Tl R L PP R
coef fi ci enit stepeomeddionsings24paidf i@VdﬁHﬂy ttsishgnBe@l P arelonrequired

15 In one embodiment, embedding using scaled bin encoding is performed so as
to ensure that the watermarked image is perceptually similar to the original image by

adhering to the following allowed distortion model and expected noise model criteria:

1. A pair of scalar discrete mapping — q0 and q' both having a scalar distortion
level ‘qo (s)— s‘ <D and lql (5)- s| < D that s compatible with the distortion

20  constraint d(x,s)<D.

2. A scalar parameter O<o<1 whose value depends on the relative power of the

expected noise in the attack channel.

Hence, in accordance with another embodiment of the system and method of
watermarking in which a sequence b=(b;,...,bx) of N bits is embedded into a sequence
25  s=(s,...,sn) of N transform coefficients, embedding is performed using scaled bin
encoding by scaling the sequence s by ¢ and then mapping it using a discrete mapping
q defined component-wise by the sequence b such that the i-th component is mapped

by qo or by q' according to the sign of b;. More formaily:

10
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encodi ng by scaling the sequence s by a and then mapping it using a

di screte mapping ¢ defined conponent-w se by the sequence b such that the
i -th conpepenawn1isse mapped by g or by gl according to the ®cgnBafoiby’. Nore
formally: 10 SUBSTI TUTE SHEET ( RULE 26) WO 02/ 015586 PCT/ 1B01/ 01447 q(o0s)
= (qbl (WM ),..., gb- (asN)) . Next, the difference between as and its
mapped version is added to the original sequence s to obtain the

wat er marked signal x: X = s +q@)aesly(ad$)-- @bﬁ )3 shows the steps of
perform ng scal ed bin encoding usin the scal ing "paraneter a which is a
function of an expected noi se | evel and using discrete mappings which are

a functi oNexaf thaQiffdrérRe®etwibes 08fahd qgmmgg@i veasiofl &f ddaedl oo veiginalAccor di ng to
this nmethod, each coefficient si e sub-set s is scaled with the

pr edet er negeance & & obtainghe waeraarked sighdx: 30) and are then mapped to one of a
pair of 10 skewed di screte mappings (g, ql) dependent on the logic state of
a corresponding encoded watermark Dit E{)as% enbedded into the scal ed
coefficient si (step 31). A dlfference Ween each scal ed coefficient and
its correspondi ng mapped, scaled coefficient is determned (step 32) and

the disf f er encerips3 atedhd epd f peefofmingatuledibin eatodingading thegcalingnscal ed,
unmapped) coeffrcient to obtain the digital data represent ation 15 of each
wat er mar kpassmeerdewhichana fuichpr 863 ?’%Pieétﬁ@ neise fevelandasing dissgetedi ng usi ng

Pr obabi I i | Enﬁﬂﬁﬁﬂb&ent of the
systen1alélﬁgﬁﬁqglafgg%g?%?ﬁ%r %ﬁ%96g%£8§%m%%ﬂ%?@9§ggo Ing stage 13 (Fig.

1) is inphevsedihgtb this mghed epclod'mmdleﬁt)sl dfabeshbdeet 8 i stgled stitntee whi ch i ncl udes
parametric tatl st c estimation 20 pro eduEes for esti ma{. ‘igbf’%atl sti cal

i nf or nat i SR qtepeeq maﬁen?%%eﬁm 2B pie; thebmpmpedds opRar & i mge
and ayp exﬁ@@%@glséﬂeteema cﬂl‘ﬁng sS§°, %@%ﬁbe%ﬁ?&n fh@rloéllf'@taﬁ‘:tdf%%r&ﬂﬂﬂﬂﬁﬂ noi se. The

probability based deco schene exploits the fact the ori |naI i mage and
t he wat ermodi@demiemmldbltlba@éﬁemmdéQ tosthe eedledsqaefficigntsi @spBher &by al | owi ng

the wate g‘%rreﬁceebn?v%ggnee%c T8 e[o%ffll)c?enltj%l%i 1t§ Qor(f)e%b&dq nge ﬁltab&%E gc%le%t atistical

data of t
coefficient is determined (step 32) and the difference is added to its corresponding

original (i.e., unscaled, unmapped) coefficient to obtain the digital data representation

15  of each watermark embedded transform coefficient x; (step 33).

Decoding using Probability Based Decoding:

In accordance with another embodiment of the system and method of
watermarking, the watermark decoding stage 13 (Fig. 1) is implemented using a
probability based decoding scheme which includes parametric statistical estimation

20  procedures for estimating statistical information relating to the transform coefficients
of the original image and an expected (i.e., worse case) model for the attack channel
noise. The probability based decoding scheme exploits the fact the original image and
the watermark embedded image have statistical similarities thereby allowing the
watermark embedded image to be used to obtain estimated statistical data of the

25  original image.

In one embodiment of the watermarking system using a probability based
decoding scheme ( Fig. 4A) an image transform block 40 receives the noisy image i*

and transforms it into a transform representation. The type of transform performed by

11
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25 original image. I n one enbodi nent of the watermarking systemusing a
probability based decoding schenme (Fig. 4A) an inage transform bl ock 40
recei ves wbhenoissy inmage i* and transforns it into a trameTaBom/o01447
representation. The type of transform perfornmed by 11 SUBSTI TUTE SHEET
(RULE 26) WD 02/015586 PCT/1B01/01447 transform block 40 is the sane type
as that perforned during the watermark encoding process. The inmage

t ransf or ncdekfogis HASLkRIO0N iclkesing typtbassaﬁt peffomaddadurmngkhewheddad entodimgf or med
coefficients y to the probability based watermark_decoder 41 Th& sub- set
he

of wat er niPfeseniiba idass transtarey bleck thrrpyides &sibsse) of Srataapeheabedge
ori gi nal &ﬁ?fo?m@?&oéll{]cﬁﬁt@v\gftb?Hr{c;ﬂi'&ﬁa}yﬂﬁgg &urwaa&ﬂatl@d&%@{mrmes%%ﬂ ng

process (I er 41 extracts the enbedded
wat er mar kofdwhtarrdrk fermbeddduaraisformed coafi§cienss & cprredpabdd fotthe brgiael stbeodi ng

schene. The act ed termark data pr ovi t error

correcti gt %ﬁ"(ﬁ’&% us(\g’g(leHBg trﬁ?”ﬁﬁ?‘?ﬁ‘ﬁ‘?&éﬁ‘@é)r?%és &lﬁt’ nﬁ?‘ﬁ data b* and
out put s e»%&tbr%&ﬁ%m&#&m&aﬂ%@erﬁﬁem&@“Et&ma&%awmoﬁnh@mwtrrent of the
wat er mar ki ng met hod using probability based decoding in which the encoded

wat er mar kusinessprgkabilifydassst dasadiog S¢l‘rem¢1 {The exapctiedbwaigtnak datsi k§isver si on of

v anst or it ls BE et e P FRCBs R FALR Yero B ¥R obtgirink g

second sulgskt amoﬁtpagggtgﬁm@wefehhgﬂk@ataanﬁs sel ected (step 44) having the
sanme |location 15 in the transformdomain as the first sub-set s(sl,
sN) used |n the watermark. encqdi ng process. These coeffi CLents are

denot®d y=(y1,F 1%/N)Owﬂ%ﬁmquﬁée@toéfhes‘ﬁt@é‘!arklﬁéF&ﬁtié{dé’rsé"g(ﬂml?aﬁéh dri ginal
sub-set of,s @&chhﬁ'g?é]%hc?ﬁgé éncoded | Te3S: r%g%?éje(s F%tedq%rﬁ i@ ning (step

45) the s Istrcs |storte The encoded
wat er mar kd1§tatted warasybversien ekthe amam*f i{mtraljly thet mngy avammiadmmbadgdecbas ed 20

decodi ng schene whi ¢ lizes known_ aspects of the ncodi n
process REs Ligis rﬁ’é‘“ffg@n%‘bélf‘? hye 2 hdqnadn representefign F égﬂ? s‘gl) éﬁ‘g 2al | ovvgd
distorti mhyseé‘MranEfb?m%Effﬁ%n?ﬂs §él@étéc§(sle‘gyai4) BaViApBlcame(8da8Bn 46) . Once

vvatermark data b* Is determined it is decoded to obtain the estimted
decodéd nmsixagssformdonegin 47the first sub-set s(sy, ....,sn) used in the watermark

encoding process. These coefficients are denoted y=(y1,...,yn). Next, the statistical
parameters of the original sub-set of coefficients s=(sy,...,sn) are estimated, by
determining (step 45) the statistics of the distorted coefficients y=(y1,...,yn). The
encoded watermark data word b* is extracted from y using a probability based

20  decoding scheme which utilizes known aspects of the scaled bin encoding process
including the scaling parameter, the expected noise and allowed distortion model, and
the estimated statistical parameters (step 46). Once watermark data b* is determined

it is decoded to obtain the estimated decoded message m* (step 47).

The system shown in Fig. 4A including and image transformer 40, watermark
25  decoder 41 and ECC decoder 42 can be embodied in either a software implementation
performed by a computing or processing system, or in a dedicated hardware
implementation such as an ASIC, or any combination of a software and hardware

implementation.

It should be understood that the “location” of coefficients within the transform

30 domain refers to the location within the array of coefficients generated from the

12

SUBSTITUTE SHEET (RULE 26)



The system shown in Fig. 4A including and i mage transformer 40, watermark
25 decoder 41 and ECC decoder 42 can be enbodied in either a software

i mpl ementwoicem1ssper f ormed by a computing or processing Sy®PramBowri44m a

dedi cated hardware inplenentation such as an ASIC, or any conbination of a
software and hardware inplenentation. It should be understood that the

"l ocation" of coefficients within the transform 30 domain refers to the

| ocat i on tydnkformatidre Iasrrcmjd fufrtheolsd fiated ghiat megmaéomcatbda b, Bhe am'e SUBSTI TUTE

SHEET ( RUL /01558 /1B01/ 01447 . forma houl d

Fur ther  DETHGM M PR 19cHRR deerniog oodpe peessions §the Sl (rricidnts

mul ti - di neRsiRAato BeatneRrdfRaNdi ng on the di nensions of the array of
coefficients generated fromthe transformation. In one enbodi nent in which

the probability based decoding schene is the 5 Maxi mum Li kel i hood (M)
decodi ng scleers erphodiment ipahighahe probakility based deeodingisehemaisghéencodi ng

del ,
ra the. Qe Adfind i ecSHRE ECHBthelRE i Ml BleREl B feababdl  m0e
SN) are HifeficodfrigprofedaRads | 3%51&1 ¢ rhneéipeoted abist bed sidwaidistbrtione M. decodi ng

e

procedure. G ven the sca bi n encodi ng paranmeter 51 (i.e., a), known
aspect s dflodelieandrthfgﬁisﬁmatmtﬁﬁﬂﬁﬁlW@Etﬁf&ﬁﬂthﬁﬁég@%b@@t%ﬁsﬁﬁm s&NE al | owed

distortio e foll ow ng
pr obabi | |lfnsfxggﬁ e(g]r%ezllie ’Zl?rh epsﬁ{aﬁg}‘étﬁ%‘i é%ewaﬁ%tdﬁ{gég (gedﬁe?y P(j) that
t th ]E)m NtGiveh )he\émslewsmobnbadxﬁg\pmdm@rﬁh@ €00l lasgyanakipags obthlegngaial
coefficient; an the conditional bilit obserV|ng t he

di st 00t edMARRIRG P8R h %P%C@POIS?L?IPC&?@ ‘%/mf’ﬁgém% arlf(‘is imyed ysed in
encodi ng dhRcar E%Q@H?Q'Sﬁghcg’fdlﬁm proﬁﬂﬁﬁﬂ(léscdrgﬂétemnh@@(s&rp@@glahdi 56) Pl(l )
that the point ql(j) was used in encoding the corresponding original
coefficient; and the conditional probabl lity P1(yi[j) of observing the

di stortede cdmf;froloabdrty Py(@) thet the poip0gq (i) wen usdrhin enpedipgihstcogespondings used i n

encodi ng t he .cor ondi ng ,ori gi nal
9 ongmalrcoe icient; a%d 9

e the conditional probability Po(yi|j) of observing the distorted coefficient value y;
15 given that the point qo(j) was used in encoding the corresponding original

coefficient;

e the probability P,(j) that the point q'(j) was used in encoding the corresponding

original coefficient; and

e the conditional probability P;(yij) of observing the distorted coefficient value y;
20 given that the point q'(j) was used in encoding the corresponding original

coefficient;

(where j is an integer index of the discrete mapping points which ranges over a finite
interval {-J,J}). Using the results of the probabilities and for each possible code word
b (where b ranges over the 2¥ possible error correcting code words) the following

25  score is determined (step 57):

Sc(b) = Py [b}= P{yp v (@ a2 }= f[ >R, (. | OB, ()

i=l j=—J

13
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coefficient; (where j is an integer index of the discrete mapping points
whi ch ranges over a finite interval {-J,J}). Using the results of the

pr obabi | iwDeg/0a3586 f or each possi bl e code word b (where bPpcangesoiever the
2k possible error correcting code words) the follow ng 25 score is
determned (step 57): ~7 ! Sc(b)=P{yl b}=P vyj,...,¥Yn)l(4~6~,...,4nbn)}=11
JPb; (Y1l J)P6;(J) i=1j=-J 13 SUBSTI TUTE SHEET (RULE 26) WD 02/ 015586
PCT/ 1B01/ DHedstéres hteetheg evatsatat and the nodevedrd di thet raavdmizes tiosberanfu(h) is t hat

maxi m zes the score Sc(b) is selected and correspaonds to the estimated
enooded. vl cmPRRORH g The ST S tedef germighaan 058 PSS S8
enbodi nent of the nethod of watermarking using scaled bin encoding (Fig.

6A) and M. decggdi A 4ifd €8 siR)s dnenibidehiert o€ 8@ héh6d of Weterharkidpekigr kK data is
performed so as to sinplify decodi ng when extracting the watermark data

from t he seeledyirn enegdingFigagAs prdMLi deceding (g, 6B)rinwhagh ¢ncpdiagiohtfise i to be
wat er riar ked i s transfor i [ I ation t=DCT(i)
(steprBHGO\f'gteR@%{E(flg‘Iaﬁsep?rgogrﬁjgp g?’%“c"o% %%ﬁ@ﬁ%%%éﬁgfgggﬁ% ep 61) in the
DCT donui watdfindk detadidig tHetndidydmapeli. A shohva infFig. dAagonalysthsimagding from t he

top left corner (no. 1) and ending at the right bottom cor no. M as
shown i n 1 yategwarkgd IS§W6#PW%‘“FR)‘E§BQTH%?PSfOFHéCH§@F“%ﬁﬁitﬁlgggﬁs éi?onds to a
frequencyggomai n representation of the image. Referring to Fig. 6C
coefficients are ordered diagonally fromthe | owest frequency (i.e., DO
situated at the top left corner 1 to the highest frequency at the bottom
ri ght 15 cor neNev thEsmhsfofrh codfEigientalare erdered (dt¢p 6 D thedpeEslomaima r ange of
frequenci es includjn r S.(}..e.,, of f-diagonals C fici S within
that' [angconig ndat Sues RE Bridiadapsaniierfan an 0 ¢! ofBT GhrLEMT (Step
62) from ddueng Arkte g beRSifdosiee (s M)UssBewe OFigo6C.oltahbuldibagordltiati ndexed
fromL, to Lh where 1<L1 < Lh <M These coefficients are to be used as the
cover t ext the R§FfaforgaipsprrespongNp 4 fiequency domain representation of the image.

Referring to Fig. 6C, coefficients are ordered diagonally from the lowest frequency
(i.e., DC) situated at the top left corner 1 to the highest frequency at the bottom right
15 corner M. Each off-diagonal (e.g., L;, L) represent a range of frequencies including

groups (i.e., off-diagonals) of coefficients within that range.

A subset s of N transform coefficients is then selected (step 62) from the
ordered coefficients corresponding to off-diagonals indexed from L; to Ly where 1<I;
< Ly, <M. These coefficients are to be used as the covertext signal s=(sy,...,sn) in

20  which the watermark message or data is to be encoded into. For each off-diagonal
with indexes in the range [L; ,Ly] a statistical parameter is computed (step 63) for the
coefficients corresponding to this off-diagonal (where i is the index of the coefficient).
In this case, the statistical parameter is the estimated variance Q of the set of
coefficients located on the off-diagonal of the i-th coefficent. Coefficients

25  corresponding to certain off-diagonal share the same estimated variance.

f 1

The formula of the estimated variance of a set of numbers {a,. ¥ | is well known in the

. 1 & 1& Y
field of statistics and is givenby::V = Ezaiz —(—EZai]
i=l i=1
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20 which the watermark nessage or data is to be encoded into. For each

of f-diagonal wth indexes in the range [Li Lh] a statistical paranmeter is
conput ed Wetep1B8) for the coefficients correspondi ng topchiBowdik4di agonal
(where i is the index of the coefficient). 1In this case, the statistical
paranmeter is the estimted variance Q of the set of coefficients |ocated on
the off-diagonal of the i-th coefficent. Coefficients 25 corresponding to
certain of f - di Bgeadi offflagenalhepaosfamifern kst et mappingccae cdinputtd(sed a of t he

estimted variance of a set ofnnber ko n the KK 2
f;se: d of @%a?ﬂ‘%i‘lﬁq,f%teé’f*ﬂPP?@S&F X ?10%’3‘1 S%lgl,d%mmf“tl%?’e \b@‘%( 14

SUBSTI TUTE SHEET ( RULE .26 02/ 015 /.1B01/ 447 For

of f - di agoff&° rtéP“p‘Sﬂg L%f thﬁr’f})F%\Dfﬁnﬁf"sésr lé‘eﬁgg eV e RBRE & %%la%lt ep 64) .

The discrete in nd. on & [ d| rtio \ Thi s

di storti oﬂar?rgetgf)&aﬁ‘%’imrf’ﬁgqﬁ%gé'ﬁl (L,sit%‘ﬁfmg SGH&& rltlr?ggér%l St ivafBd) wher e
E is & gl gbadls oPfE MBI vi§ABLysed bidmay bé’l Flﬂcédlaﬂ' olﬂbﬁtﬁi@ﬂ’ottldiffuhﬁmls "Thi s
distortion termis notivated by 5 nodels of the Human vi sual stem and may

be repl ackahayd be n@tﬁdmas@%mei@ﬁfffcaﬁ%&q%rﬁépondmg tg issamer et H@B%P){ﬂ”'ﬁ‘éﬁ all the
coeffici eQE@g@Bf, RFRRAS eﬁ"gl Iﬁoanhm%néeagﬁgm%é sdhegenate mﬁggs%&edpmn

di stortion ence share the sane discrete pi ngs "t her eby
signifi paﬁgﬁlﬁcamkyuedmgmmln@cmpmmm Conseq@anlyefiuendH gistoftam leeath

distortion |evel ara ir of uniform scahar disgcrete ing -
0 and o BHHHer Bl BHEPER eyt e PBEr 02 (i PLITEEHERL T+ 1

1201 gnd ﬂﬂhe(fggomn round[_ x +1)- 120, , 2D 4 D, 4 4 where round(.)
returns the closest integer value to a real input. The mappings q , Q;
take values in the discrete sets 1(2] + - -)D]-. and {(2 ) - 1 2)D}-_,
respectively. den te by q 1( and 1 ]) wher, exj 1§ an |nt eger 15 index
t he corr edpbRdf nyued trp re&t Dsets. The
wat er mar k nmessage m enc as a sequen e of ‘blt ot ed

where round(-) returns the closest integer value to a real input.

The mappings q, ,q, take values in the discrete sets {(2) +—)D} = and

{(2j ——;—)D};":_N , respectively. We denote by qio(j) and qil(]') where j is an integer
15  index the corresponding elements in the above mentioned discrete sets.

The watermark message m is encoded as a sequence of N bits denoted
b=(by,...,bn), using a code selected dependent on the type of transform ordering and
for optimizing subsequent decoding steps (step 65). In this case, the message is
encoded‘ using Hadamard matrix rows as error correcting code words which

20  accelerates probability computations during the ML decoding process. Each block of k
message bits is mapped into the appropriate row of length n=2" of the Hadamard
matrix of order k, where k might change as a function of the off-diagonal and as a
function of the expected noise power. In this embodiment it is assumed that N=nR,

where R is an integer.

15
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b=(bl,...,bN), using a code sel ected dependent on the type of transform
ordering and for optim zing subsequent decoding steps (step 65). In this
case, thewows®ayesis encoded using Hadamard matrix rows RETABOII1447
correcting code words which 20 accel erates probability conputations during
the M. decodi ng process. Each block of k nessage bits is mapped into the
appropriate row of length n=2"" of the Hadamard natrix of order k, where k
m ght change a$habiharyctqwncob=(he..df)is einberiedlin erecoaficent sutngti on of the

expected noise power. In t enbodi ment ass med . that N= where R
is an int¥gér %us@% g‘i‘% %EEJEE(SZQ 951 88 VR 5Eapy r]"‘r‘%01/01447
The bi nar o u@rrcfe@lfl“hesca@é@blh%n%ﬂ%qgﬁgﬁbﬂﬂléd%ré‘é&ﬁﬁ)ﬂéc‘k'o@ﬂt sub- set
s=(s1,...,sn u3|n the scal ed bin-coding scheme (step 6 to obtain the

wat er mar keatfficienss fintdli thersiud- -set 6re(@ G 65V is ERtheussedh lmtiallhy, rlihfetmﬁ giiiengs ar¢ per f or ned
for each block of n coefficients until the sub-set s=(s1,...,sN) is

exhausy edscaleahisinglthé/scah %pmfe{et eidRNh& B Be Forgfidd: 6 = h&reescal i ng
paranmeter a defined formula: a = 'E where F, i £+H#+17 defined as

above and rl is the ratl 0 between the expect ed (i.e., worst case) noise
power  andefined ag ehavetandm is thprratio beween theisepecied @ eparoaTiEese) npise pawefet er ni ned

experi nment a neasu | ue for many, | mages and. vari.nus noi se
types. %"‘Q’%IB‘P%’@(FXE fen BPgﬁr &'{S’T‘léa% iPFRmCtr kIS g t 51@%5:3 efpenlxﬂeéltﬂ&j? Yum | evel
of noi Se in%as%ﬁﬁ%?@ vAlie §6t R4 ifaBs HaWakBud sk pdshEhRERIZERIhK nBge SCheme
needs to be the corresponding value of 11°1s determned. It should be

not ed t hatheihighantiehvelueariino @hererakimurh éevplofaiviteds closamby ddepelmmgdww he i ndex

i and hence is not fixed. The scaled coefficients arg th rpdglg usi ng
the vHbt ofobustdhs watsrmarkiersgRerpneeds i ke Anch dbe Gorrespendt "ta’ﬂ‘ja ‘éFsO i ned by the

f ol | owi ng; erence
bet ween a et%%q‘%f? ?Taoblp(gtge 15/%?@@8%%@ Oglggﬂf?%cgmégf r oﬁ#%’g&%ﬁ?gl&% sequence
S to obt aidpehdien Wrtinderar e thefded® abt fixedXThe Scaled(caéfizients @6 }hen mapped

using the vector discrete mappings qp, (determined in step 64) as defined by the

following:

15 a(05) = g, (05,), g, (055,))

Next, the difference between os and its mapped version is subtracted from the original

sequence S to obtain the watermarked signal x:
X =s+(q(os) —os)

The coefficient sequence s in the DCT representation t are replaced with the
20  watermarked coefficient sequence x and the resulting watermarked transform
representation is denoted by t' (step 67). The watermarked DCT domain

representation is then inversely transformed (step 68) to obtain the watermarked image

i'= DCT™\(t).

Referring to Fig. 6B, the decoder receives the watermark image i' after it has
25  been exposed to some form of intentional and/or unintentional noise resulting in a
distorted or noisy version of the image denoted i* . The decoder extracts by

estimation the embedded watermark data given the noisy image i* using Maximum

16
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The coefficient sequence s in the DCT representation t are replaced with
the 20 watermarked coefficient sequence x and the resulting watermrked

t ransf or nworefots8ent ati on is denoted by t' (step 67). ThePpreatBowarndked DCT
domain representation is then inversely transformed (step 68) to obtain
the watermarked inmage i'= DCT-'(t'). Referring to Fig. 6B, the decoder
receives the watermark inage i' after it has 25 been eX£osed to sone form
of i nt entLigeldlood de¢aling)nittating theo DAIT maistemraishe naisyginagea 1scﬁegetrmmeéd or

The .d d t t
he. enbodidacnges e R0 SEP 008 York e omegstia bl bog delism 16
SUBST! TUTEm§HEx%Br&é¥E&ﬁ tB6 3 arfOrddAd? h5 BRferddFdf &B@&dl&ﬂﬁiﬂ?encédlkgbtob@@d

decoding. Initial :ﬁ? the DCT transform of the noisy inage i* is_determ ned
and denot(é@pﬂ@) Inas cpse) the spefficeols. Nmﬁﬁfedtaﬁ@fﬂhﬂaﬁ%Png%éﬁsstaéﬁl%t s t* of
t he nqi sy, £ f he scal ed
bi n e%coaf H{é?%?@ Zéggc‘?}ésté(g‘f)]%}!ér{ﬁﬁ%%?ﬁs‘e@g%ﬁorﬁ}@%gﬁI g/lle(rg sEare or der ed
accor di nght coetfitients agasraérsd, st subsdt yg- @ f oynnof Netrdnefmrﬂnej’obffrcmnms (no.1) and
ending at the right bottom corner (na. Once oeff] nt are

ordered, $lesigHdEep 91)—C‘(I}ﬁspondmglﬁ)th%Pn&“tI;ﬁ%lhsstsr%%8 fHENa t1 sel ect ed
(step 71) r Qe iheygriginal sub-set s (i.e., off d| agonals

i ndexed (?Ig% hsméLﬂg%lerehl 1 < Lh <M. In accordance with the nethod
of the present invention, it is assuned that the 10 distorted inmage i* is
visual |y si ni llaractaydarice vmhltgq: methodredi e preseguihentiont itihessamed that ihGaI

par angt er he or.] gi nal ,,wat e ed .sub: set gan ti

det em m‘ﬁ@t ?‘élmasgpé’lf SHTURaY S%Iagﬁ% grogxgtnéxl Jraseig Ceghra’?aallﬁcsg% lég & rratl ons
Q*) for jagméters DY theedriindid wakemhiked eut- §et)éan Bhestistatdd B determipiap deet er, Q *
i s determ ned E&step 72) for groups (i, of f-diagonals) within the

sub- set ystatistie @Wfﬁé@rﬁwéﬂ“ed%ﬂ%@éﬂwﬁws o) feuthe getsyyersiops A pair of
uni form dj A

of - o agafTorer fo PR AR SR pafifah, QoS R ANNRY 13 ol BouBBEL. i g

process dfsdRgoradd). witlig thetsnb-set yaini thé saad mpadeaaeteesnioéd fdraubvattar mar ked
sub-set is determ ned, the

15 A pair of uniform discrete mappings q** and q'* are then computed for each
off-diagonal in the same manner as computed for the scaled bin encoding process

(step 73).

Once the statistical parameters of the watermarked sub-set is determined, the
encoded watermark data b* is extracted using Maximum Likelihood decoding (step
20  74). Specifically, for each observation y;, estimate the probabilities Po(yij) and
P1(yilj)) of observing the value y; given that the points qio*(j) and q;'*(j), respectively,
were used to encode the corresponding original coefficient s;. Using an independent
Gaussain model for the joint distribution of the DCT coefficients, the allowed
watermark distortion and the expected noise in the attack channel, these probabilities

25  are given by:

IACANE J—;G_ cxp{— (y-Bg?*()f /of},

l1+e+n

and 6° = Q. *(1+&+n— p*(a* +¢€)).
a+e+1

where =
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encoded watermark data b* is extracted using Maxi mum Li kel i hood decodi ng
(step 20 74). Specifically, for each observation yi, estinate the

probabi | iwoee/P38yi [j) and P1l(yi b)) of observing the val uecyiiBgi/mesr t hat
the points qgio*(j) and qil*(j), respectively, were used to encode the
correspondi ng original coefficient si. Using an independent Gaussain nodel
for the joint distribution of the DCT coefficients, the allowed watermnark
di s'lt3 olr3 t: on andl“lliehepﬁdrﬁ)pﬁibabﬁhneé Bgtj)iand P diusiagkhedraraspdndingpsets
probabilit})es gi = 27t X
P60 wher g0 and il n faccelig e eppspibicing Pheipal costhisigit 5 a tadpend
SUBSTI TUTEs ﬁﬁﬁ&n(@%ﬁng@?b 02/ 015586 PCT/ 1B01/ 01447 The a-priori
probabllltles (]) an of using the corresponding points q;*(j) and
g;1*(j) in encoding the corresponding original coefficient si are

i ndependent andl can b by: Pb(J) =2 Q * exp{(gbh * (1))2
I Q * 5 For egléﬁﬂﬂa Sx% eﬁ\l\b%'qq(vmge b ranges over the(gk pogsi)%)le
error correcting code Words) the followi ng score is conputed: n J
Sc(b)=Ply jb}=Pjyj,...,Yn)I(glb,,...,Rab~)}=11 YPb;(Yi | J)Pn;(1l) i=1j=-J
where 5] is choggpedch Pﬁa.'dﬁllﬂa@ dRY wond@b (WH&e@&ngE Qﬂ@ﬁhE’Qk pyssible éﬁd?b (J) Pb
(Y; 1 J)Pb; (j) is negligible for ever j—-j—JlO e {0, 1}.

|t shoul dcasecting @Ctmds)tth@foﬂbm &?@ﬁlﬁé@nﬁlﬁéﬁ’le functl on is efficiently
conput ed using a fast Hadamard transform Hence wat er mar k decoding is

i nproved by ordering and sel ecting off-diagon goefficients during
wat er mar k encodi rg(pe= By [hd= Fiagi-l-11,31@, prolqa(’b) H;wqa@oﬁ) ,using a
fast Hadamard transform A’set of scores is conpuied-for of the
Hadamard code words. The code

()Y

where J is chosen in such a way that the
o J
difference ZPb(y,. | NB, (7)- 2 P,(y,| /)P, (j)is negligible for every i and for
je—e =

10 be {0,1}. It should be noted that the above defined score function is efficiently

computed using a fast Hadamard transform. Hence, watermark decoding is improved
by ordering and selecting off-diagonal coefficients during watermark encoding so as to

facilitate probability computation using a fast Hadamard transform.

A set of scores is computed for all of the Hadamard code words. The code

15  word b that maximizes the score function is the estimated watermarked code word
b*. The watermark code word b* is decoded using the indices of the Hadamard
matrix rows to obtain the estimated decoded message m* (step 75). It should be noted
that according to the method shown in Figs. 6A and 6B coefficients are ordered and
selected according to an off-diagonal ordering to facilitate simplification of the

20  determination of Sc(b) using Hadamard decoding however it should be further noted
that the watermarking technique can be optimized similarly using other transform
orderings paired with other decoding schemes in order to minimized probability

computations performed during ML decoding,.

18
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15 word b that maxim zes the score function is the estinmated watermarked
code word V. The watermark code word b* is decoded using the indices of

t he Hadarmsod2/on®Eséi x rows to obtain the estinmated decodedPogdBaiga44m (Step
75). It should be noted that according to the nethod shown in Figs. 6A and
6B coefficients are ordered and selected according to an off-di agonal
ordering to facilitate sinplification of the 20 determ nation of Sc(b)

usi ng Hadanar dndecpdtedingdesengtioni, hurabrous$ sbebiicfdetdilyare seofarth, sudhas t he

wat er mar ki ng .t echni que cap be, optim zed simlarly using other transform
or der i ngsSPS‘gle é@n%{ﬂgﬁ Bf Pg’d’é‘é‘%{i?%ﬁngeﬁ%ﬁﬁg RS ﬁ}?}@?f tﬁd’r?ﬁlﬁ? i zed
pr obabi | ith)'ougﬁ %H@&E@ﬁaiﬁggf B8 ptREREAvEMbh NI wmlug@§gg'bﬁt9how§ver,syssal TUTE

SHEET (RULE 26) WO 02/ 015586 PCT/ 1B01/ 01447 precedi ng description,
nurer ous skpeediifiithe afethat thesezpecifie dethids need not bhemployerbiol frpeticetthst or m

di.ng, decodi d arder] ' | h
Cindior St arRiForg. St 3P oeh et Bkt o S prp SRR HBEP R A D00

one ski | begfl degtribb@iradetail hajrddrhe aeoid pasdckisaridashatiringeegresait be enpl oyed to
practice the 5 present invention. In other instances, well-known inage
processi N§Vet®Ps have not been described in detail in order to avoid
unnecessarily obscuring the present invention. In addition, although
el enent of the present invention have been described in 10 conjunction
with a cert ai ninexdoicdnnadiopgh éleinentafshepiesiné thvehtaen hdve beervdesciibed inan be
inmplenent in a variety of other. ways.. Consequently, it is to be understood
t hat Yohe ey MR 24TBEdiG fhrg. ‘S%Eeﬁg?grtbﬁé%e Byegign C@f’l?’lel lustration
i's in no ¥WaYeméM g RISSkt] Bf BReCRiNE ERINSubhtl, it D bHdiRERASERhAhE he detail's
of this enbodinent is not intended to limt the scope of the clains which
t hermsel veparti@dirteabodiment sheygranddaseriesd by sy fdivdmtionss i8weri al to the
| venti oy A9, SURTEhFTE: RHFRE. (RbEna% HO:AR QAR ERSHRRN f1447
intended to limit the scope of the claims which themselves recited only those features

15 regarded as essential to the invention.
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W claim 1. A nethod of watermarking digital imge data having an

associ ated donmai n representation conprising the steps of: encoding

wat er mar kwoarma1is8é ng an error correcting code to gener at e PCanBodads7
wat er mar k dat a; enbeddi ng the encoded watermark data into a first sub-set
of elements of a domain representation of the inmage to generate an
enbedded sub-set of the domain representation using scaled bin encoding;
conbi ning the enbedded sub-set of el Wi th the remai ni ng unenbedded
portion of elenents of the donmain reggggégg%lion of the image to generate
a watermark enbedded donmain representation of the image. 2. The nethod as
described in Gygiclaish: further conprising the steps of: transformng the
digital image data froma spatial donmain representation into a transform

domai n representation prior to enbedding the. encoded termark data into
the first sub-set of el e?«ﬂ%@dd?fwaﬁfénﬁgﬂﬁgalg‘@éﬁ}a@%gﬁtﬁgﬁﬁﬁan the i nmage;

and i nver sel y J{@RSEORTHA ihE HEYiSH BBihfr GRDARRR, domai n representation of

the image to generate a spati omal n representation of the watermarked
digital imge which includes the digital inmage data and the watermark data.
3. The nethod of weneoding kiategmark digssesingaderar COTeGtinEZogn & ganaratescal ed bi n
encodi ng conpri se& dt h% steﬁg t03‘: scaling each el enent of the sub-set of the
domai n r epr eseALRT O ETYHEY nage with a scaling paraneter which is
representative of the statistics of the inage data, an expected noi se

| evel and an al | owesntsbiddingrthé entot@biwhter2dtk dIBBDIAMifFESUBHEETT (léubifs 26) WO
02/ 015586 PCT/1B01/ 01447 mappi ng. each scal ed el enen one of a pair of

feffed3ibs

: g (
skewed di scr et® agFIMEEPIEEHaRIbR: the HNRge BERTHC ap § Fr¥spondi ng

encoded wat er nRE Komain representation using scaled bin encoding;

combining the embedded sub-set of elements with the remaining
unembedded portion of elements of the domain representation of the image to

generate a watermark embedded domain representation of the image.

2. The method as described in Claim 1 further comprising the

steps of:

transforming the digital image data from a spatial domain
representation into a transform domain representation prior to embedding the
encoded watermark data into the first sub-set of elements of the domain

representation of the image; and

inversely transforming the watermark embedded domain representation
of the image to generate a spatial domain representation of the watermarked

digital image which includes the digital image data and the watermark data.

3. The method of watermarking as described in Claim 2 wherein

scaled bin encoding comprises the steps of:

scaling each element of the sub-set of the domain representation of the
image with a scaling parameter which is representative of the statistics of the

image data, an expected noise level and an allowed distortion model;
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data bit to be enbedded into each scaled el enment; obtaining a difference
bet ween each scaled elenent fromits corresponding original elenent; and
addi ng t wodrMissence to its corresponding original el eneRCTUBOIIB4T N each
wat er mar k enbedded el ement. 4. The nethod of watermarking as described in
Claim2 further conprising the step of recapturing the watermark from a
noi sy version of the waternmark enbedded spatial donain representation of
the image: transformapping éueh sq¢d cémemrmione pEppa@seitkeveddisofete he noi sy

wat ermark enbedded ijage, i nto the . transf.orm donmai.n representation;
selecting a se‘@%ﬂﬂﬂ“@dggi‘?fimcﬁ“ @Fz?géﬁftgteﬁaﬁP{fﬁ%’OH%‘P§§“€9é’g§W R8T  enbedded

transform domada?aEi?Rfﬁé&%eﬁﬁé@ﬂlt&éach@@aléd@%em@i ch corresponds to the
first sub-set of elenments; determning statistical paranmeters of the second

sub-set of elenents; extracting enbedded watermark coded data fromthe
second sub-set of dltainwangliffgrercedepresnech sqaledipdeneant fO8bE ng schenme whi ch

uses the statistical ..parar xpected noi se and all owed distortion
nodel and a Schﬁe%ondb@%ﬁggfegfggggpgt ed with the step of scaled bin
encodi ng; decoding the extracted waternmark coded data using an error
correcting decoderaddagabe dififerdnee ar itocormsponslitg origivad dtentent tpeotdaint e t he

wat ermark data. 5. The rlr(:e%g%%a%l wat er mar ki ng as described in Claimi4
wherein the s¥3EhWgieragy fief dABEYded watermark data further conprises
the steps of: 1) for each of the second sub-set of elenents and for each

discrete mappi ng dgt er nfHy M&hoddf weBRrkild bl dStdEbdd {iRUakm 2@tk 02/ 015586
PCT/ 1B01/ 01447 a) a first probabili t%‘ that a gi ven mappi ng val ue was used

to encode a covonesisingdhagienpf wrrpivrieg Wermaf&ﬁfwntaﬁ@lﬁmlo%%héet of
el ements; b) &, SECONK RHLORAIhhiaY dBhaMIEHEYHNRicfRT heahfgent of the second

sub- set

transforming the spatial domain representation of the noisy watermark

embedded image into the transform domain representation;

selecting a second sub-set of elements from the noisy watermarked
embedded transform domain representation of the image which corresponds to

the first sub-set of elements;
determining statistical parameters of the second sub-set of elements;

extracting embedded watermark coded data from the second sub-set of
elements with a probability based decoding scheme which uses the statistical
parameters, an expected noise and allowed distortion model and a scaling

parameter associated with the step of scaled bin encoding;

decoding the extracted watermark coded data using an error correcting

decoder based on the error correcting code to generate the watermark data.

5. The method of watermarking as described in Claim 4 wherein

the step of extracting embedded watermark data further comprises the steps of:

1) for each of the second sub-set of elements and for each discrete

mapping determining:
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of elenments given the first probability that the given mappi ng val ue was
used; 2) determning a score value for each possible watermark data code
wor d det ewpionetbsB¢ om t he first and second probabilities; PBLTdBOROHB4ING t he
wat er mark code data word that nmaxim zes the score value and thereby

provi des an estimation of the watermark data. 6. The nethod of watermarking
as described in Caim5 wherein the transform domain representation
corresponds to DCT 4 adirstippolmabdayehana ghan negpaigsebicarasdisedufdncedent s. 7. The
met hod of waternmarki ng as. described in . m6.further conprising the step
of ordering thé’“F?H%HI%&?S‘ el&?‘le{“r‘ﬁlrtn}é‘?g?eﬁﬁlr%qoseufbf Sleé'l‘)geﬁ??eriltﬁ’ the DCT domain
representation according to the order of off-diagonals and selecting the

first sub-set of tryastesmamerbilityopobseresy ¢aehplunttnngf the sefohd sab-sgonal s
wherein groups of the first sub-set of transform coefficients haye comon

di stortion andfelementscgiverthe dicstdrobebilisy thapthe ghen mapRite duedwacsebed i n
Claim7 further conprising the step of ordering the transform domain

represent ation coefiiglainin s bdfe huSkh Bl RAsibR Al seaRRdogUD- set _of

coefficients wherei e sec set of coefficients have the same

t ransf or m domaverdldecamined fasn thedirkt and tsend pyababiditieg;oef f i ci ents. 9. The
nmet hod as described in Caim8 wherein the step of extracting the

vt er mrk coded datg gl g, HRIAIEEdAdSEOd Ao b ASHSLETRO Rt o1 mer ki no

digital inmage data I'age processor for:

transform ng tyfuedingitheéttby pragrledlad estintition af theansératak daami N representati on
to generate first transformcoefficients; 22 SUBSTI TUTE SHEET (RULE 26) WD

02/ 015586 PCT/ 1B01/ 01447 encodi ng wat er mar k dat a, usj ng an _error. correcting
code to generate ehcodebthamepdal walgapaking 3 %PH@‘?% 12l 2 B Nat er mar k

data into a figsl,54imsasmah r&ﬂ]’@sema'ﬁ%ﬁ corresponds to DCT transform domain

having associated coefficients.

7. The method of watermarking as described in Claim 6 further
comprising the step of ordering the first sub-set of transform coefficients in the
DCT domain representation according to the order of off-diagonals and
selecting the first sub-set of transform coefficients corresponding to off
diagonals wherein groups of the first sub-set of transform coefficients have

common distortion and variance characteristics.

8. The method as described in Claim 7 further comprising the step
of ordering the transform domain representation coefficients prior to selection
of the second sub-set of coefficients wherein the second sub-set of coefficients

have the same transform domain location as the first sub-set of coefficients.

9. The method as described in Claim 8 wherein the step of

extracting the watermark coded data using Hadamard decoding.
10. A system of watermarking digital image data comprising:

a first digital image processor for:
transforming the digital image data into a transform domain

representation to generate first transform coefficients;
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transformcoefficients to generate a sub-set of enbedded transform
coefficients by using scaled bin encoding; and inversely transform ng the
wat er mar kwerbedsteel first sub-set of coefficients al ong wPrcCh/BemMar er mar k
enbedded first transformcoefficients to generate watermarked digital

i mge data which includes the digital inmge data and the watermark dat a;
and a second digital inmage processor for: transform ng the watermnmarked

i mage data into thentédnshaeimatratausingepresoe ndmtdtiag code wegeoemitet r ansf or m
coefficients; selecting a second sub-set of the second transform
coefficients WmFRIed WasetrBEHEH® to the first sub-set of transform

coefficients; esti wﬂeaﬁ’ingrtl?ctérﬁ&&%at&%aﬁ*ﬂﬁﬁtﬁ'il?to(afflrﬁtré@bfsbtr sttthéHRt set of
transform coefficients U ing Image statistics of the second sub-set of

coefficients; trwxﬁomcbefﬁgleetshe@dmatwatseb-ﬁwqf eobedded teansiona coelfisifatssub- set
of coeffici ents W|th gﬁ él ty hased decodi ng schene which uses the
pr edet er mi ned &SMEG2H glne@fsg EX6wn aspects of the scaling and napping

steps, the noise angvdliey Rinsfemin@aR!watehidrk finbeided fintt eab-sdtafi sti cal
paraneters; and decoding the extracted watermark data using_an error

correcting deoefiisientcalent with npe-watermarkcesnbedded Higt HaRpoHeQealidtiE e t he
wat ermark dat ato ger%e?fatéc"t{%?nnmg d%ﬁ;nz(ég%ﬁ \g}ﬁ):h includes the digital image

data and the watermark data; and

a second digital image processor for:

transforming the watermarked image data into the transform domain
representation of second transform coefficients;

selecting a second sub-set of the second transform coefficients which
correspond to the first sub-set of transform coefficients;

estimating statistical parameters of the first sub-set of transform
coefficients using image statistics of the second sub-set of coefficients;

extracting embedded watermark data from the second sub-set of
coefficients with a probability based decoding scheme which uses the
predetermined scaling parameter, known aspects of the scaling and mapping
steps, the noise and distortion model, and the estimated statistical parameters;
and

decoding the extracted watermark data using an error correcting

decoder based on the error correcting code to generate the watermark data.
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