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the Invention This invention relates to mcroprocessors. In particular, the
invention relates to processor security. Description of Related Art

Advances in mcroprocessor and comruni cation technol ogi es have opened up 10

many opp®idogibties for applications that go beyongcifagibiadi ti onal ways of
doi ng busi ness. Electronic comrerce (E-commerce) and busi ness-to-busi ness

(B2B) transactions are now becom ng popul ar and are conducted throughout
gl obal MaCOMNIROALIEG ACCEESHTE MULTHCER AT EDMEMORINSINGYN unat el y, while

nodern m croprocessQr..syste i r nveni ent and efficient
met hods of doi ng bus Pﬁgﬁﬁﬂﬁﬂﬁﬁgﬁwﬂgﬁgﬁﬁﬁ ransacting, they are also 15
vul nerabl e for unscrupul ous gaickeReung=xanpl es of these attacks include

virus, intrusion, security breach, and tanpering, to name a few Conputer
security, therefore, is becoming nore and nore inportant to protect the

integrity of the conputer systens and increase the trust of users. Threats
caused by unscr&%@ﬁgﬁgﬂgﬁﬁgéks may be in a nunber of forns. An invasive 20
renot e-| aunched attack by hackers may di srupt the normal operation of a

Ssyst @m connegik Rlerkith rklRes 15 AREDSrocsoBY Bl paffichldr] thy 1svedfon i@k ®. A Vi rus program
may corrupt code and/or data of a single-user platform Existing
technlqm@@ﬁpvmﬁmbiect agai nst attacks have a nunber of drawbacks, Anti -

Virus progranms can onIy scan gnd detect known viruses, Security

CO- processors o2e 4 S using cryptographic or other security
techni ques have limtations in speed perfornance, nenory capacity, and
f | exi bi | i tyAd¥auees halicropr@ees agitbngui@esetdmipgiy Sivespened up

10  many opportunities for applications that go beyond the traditional ways of doing business.
Electronic commerce (E-commerce) and business-to-business (B2B) transactions are now
becoming popular and are conducted throughout global markets at continuously increasing
rates. Unfortunately, while modern microprocessor systems provide users convenient and
efficient methods of doing business, communicating and transacting, they are also

15  vuinerable for unscrupulous attacks. Examples of these attacks include virus, intrusion,
security breach, and iamper%ng, to name a few. Computer security, therefore, is becoming
more and more important to protect the integrity of the computer systems and increase the

trust of users.

Threats caused by unscrupulous attacks may be in a number of forms. An invasive
20° remote-launched attack by hackers may disrupt the normal operation of a system
connected to thousands or even millions of users. A virus program may corrupt code

and/or data of a single-user platform.

Existing techniques to protect against attacks have a number of drawbacks. Anti-
virus programs can only scan and detect known viruses, Security co-processors or smart
25 cards using cryptographic or other security techniques have limitations in speed

performance, memory capacity, and flexibility. Further, redesigning operating systems
i



18 JAN 2005 WD 02/ 06929 PCT/ US01/ 22027 creates software conpatibility
.issues and requires trenmendous investnent in devel opnent effort$.§ BRANR(DS
DESCRI PTI ON OF THE DRAW NGS The features and advant ages of the present
invention will become apparent from the follow ng detailed description of
the present invention in which: Figure IAis a diagramillustrating an

oper at i @ o5d6sdoem accordi ng to one enbodi ment of thgwywenidon. Figure | B
is a diagramillustrating the accessibility of various elenents in the
operati ng system and t he pr ocessor and a single conti guous i sol ated nmenory
arealOac nt .of the relCis a

di agramcresal ﬂg?r pﬁ%@ﬁ’ﬂé“?@“dmﬂre“emerfdmf‘?é“VF iig%évglg fl ty of wvarious
el enent S t he operating system and the processor, and parti cularly;
multiple isolated nmenory areas and nultiple non-isolated nenory areas,
according to one enbodi rrent of t he |nvent| on. 15 Figure IDis a flowhart
illustrating a proces3h ] 5. MWINGSOry for isol ated
execution according to one errbodl rrent of the invention. Figure 1 Eis a

di agram i || Uﬁierf@;&yeggnd%d game\m%ﬁmeﬂnoqw Ehekila ga?c%oﬁl process of
converting a virtual ress to a physical acfdr esS according to one

enbodi rmleoldnﬁwnigtdetaﬂedmsamlmmﬁthe preguirievedtien ingvhichdi agram il lustrating a
conputer systemin whi ch one errbodi ment of the invention can be practiced.
Fi gure 2A |sFl redf atced execution circuit shown in

r | n e
Figure 1:F & corgig % F%)m“olhrlle e atti ys‘%cfmatc‘:h RW&Ktion. 1) 18 JAN 2005 WO
02/ 0692%8&&%6&&&@1&212@1&1&.

Figure 1B is a diagram illustrating the accessibility of various elements in the
operating system and the processor and a single contignous isolated memory area

10  according to one embodiment of the invention.

Figure 1C is a diagram, similar to Figure 1B, illustrating the accessibility of
various elements in the operating system and the processor, and particularly, multiple
isolated memory areas and multiple non-isolated memory areas, according o one

embodiment of the invention.

15 Figure 1D is a flowchart illustrating 2 process to distribute pages of memory for

isolated execution according fo one embodiment of the invention.

Figure 1E is a diagram illustrating a memory ownership page table and a process

of converting a virtual address to a physical address according to one embodiment of the

invention.

20 Figure 1F is a diagram illusirating a computer system in which one embodiment of

the invention can be practiced.

Figure 2A is a diagram illustrating the isolated execution circuit shown in Figure

1F according to one embodiment of the invention.
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Figure 2B is a diagramillustrating the access manager shok,,,, r.'g. iJ% 005
Figure 2A according to one enbodi nent of the invention. Figure ,ﬂ‘ y g
diagramillustrating an access checking circuit according to one enbodi nent
of the invention. Figure 3Bis a diagramillustrating the access checking
circuit to manage | ogical processor operations according to another

enbodi neebhydéet he i nvention. Figure 4 is a fl owchaiktyusdile@trati ng a.

process to generate an access grant signal for isolated execution
according to one enbodiment of the invention, Figure 5 is a flowchart

i 11 ustrati ngFigirpibie a disgranelingraring éhe pecese manager Bowa i fogpyea2at i ons 10 for i sol at ed
execution Ga[ﬁnc?or(gieg% (;tdo QN enbodi mrent of the invention, Figure 6 is a

di agramaﬁ FUst's At E’; I8 @8?“5?“ @ area access control in the menory
controller huh (M shown in Figure IF according to one enbodi ment of the

i nvention FiKigke3Alis h iagrantlillagpttingai dctassdheching oiguit lveordiigHo azcess checki ng
circuit shown in Figure 6 according to one enbodi nent of the invention. 15
Fi gure gmbediment ofdhediysption | | ustrating a process to generate an access grant
signal for isolated execution for an Ml -1 according to one enbodi nent of
the imvent i OgurBitiidsr 00 2 0582 o RET RS2 19SCRI PTI ON The
present invention is a nethod, apparatus and systemto control nenory
accessegracgssarpperatipis@cdonting totaoethavemhopimess of the iaveniigiol at ed execut i on

environnment, A page nmanhager is used to distribute a plurality of pages to
a plurality i : - FRIBL Yo I y. The nmenory is
di vi ded int oﬁg&ggﬂ-llg ;sg(fvg"? %&ﬁggﬂggf&%ﬁss?‘}sol at %%]ag{egggﬁﬁgﬁg&page manager i s

| ocat ed idohtedexectusion @bt@dingn em eobodinenionf he inkertibher , a nmenory ownership page
tabl e descri bes each page of nmenory and is also located in an isolated area
of nenory. _The pa nager .assigns.an isolated attribute to a page if the
page is di gt‘%ulmbsdf %lgo“f%gméﬁusﬁast% %}Erget séor%aéla%ﬁmrcr%s?rnre?/.Opa%m%e ot her hand, the
page10Tandgehic@dsei@Mbacordifl; tb it enblnahedhainvédibit e to a page if the page is
distributed to a non-isolated area of nenory.

Figure 6 is a diagram illustrating the isolated area access control in the memory

controller hub (MCH) shown in Figure 1F according to one embodiment of the invention.

Figure 7 is a diagram illustrating the MCH access checking circuit shown in Figure

6 according to one embodiment of the invention.

15 Figure 8 is a flowchart illustrating a process to generate an access grant signal for

isolated execution for an MCH according to one embodiment of the invention.



The nmenory ownership page table records the attribute for each page. In one
enbodi nent, a processor having a normal execution node and an i doBadAN 2009
execution node generates an access transaction. The access transaction is
configured wusing a configuration storage that contains configuration
settings. The access transaction 15 includes access information such as a
physi cafyoagsssss of the menory to be accessed. ThercTasmiznz@ur ati on settings
provide information related to a page of nmenory involved in the access
transaction. The configuration settings include an attribute for the page
that defines the page as i sBES¢RTHINnon-isol ated and an execution node
word that is asserted when the processor is configured in an isolated
execution nogg. ; i i de word is a single
bi t indicatingIT+£#ﬂgﬁ%§g%§§%%§@ﬁ§miEQFﬁ%ﬁﬁggkgggﬁggggcution node. An
access Claessk thguliple Gdiated Qanopbsdtlart ivlated execwiod enylisnaientOA pafeor age checks t he
access transaction using at |east one of the configuration settings and
the accdBaegery gsefipdispute 7 purgliteofppgss g plurHity of fferepteeg e achecki ng circuit

| el uglesydholl BoREHES STRORRIY Rivided 6 Ub solffifircedund holidy AggeSs checki ng
circult genérates ah access grant signal 1 f the access 25 trans coon is
val i d. Fa&e pdge uibhr@gdrys lodafed inlaeis@dtddrared of menfoy: Fuditer, pageory sveslipt 0 | sol ated and
the execution node word signal is asserted, the TLB access checking
circui t Pa¥ridietlescubesgach page ofaimory and igglsedosrisbigsnispetsd aAs80t / 22027 access grant

o1 9nal ke Th Ao oL s 6 s BMte Wi M fhgpiuP? 0COSSOr request's a

physi cal ess an 1 solfated area of nenor y if the processor is
oper at i rigptribited th@n isolstel @daetinavoec ittenthodtasd, tha ghpt Menagdr bssiidut e f or t he page
assocjiated wth the physical addrge is set to isohgted, will the access

. . . S :
t r andhetPiiiolbed Yriamt e pese H e RS fsdlstﬁUﬁF g > BFSEH AR M FBF pur poses of
eXplanaﬁ%@ﬂmn&%?ﬁ%ﬁ%ﬁsgﬁhﬂkE&mﬁm%a&ﬂhmf&Q&%qun order to provide a thorough

under st andi ng © resent invention. However, it wll be apparent to
one skilled in the art that these specific details are not required in
order to priaensicobodinet ppreesasarhayipgqormad precutipn wedgend a igletahces, wel | - known

el ectri ol ot LGt ur.es. and Gk SpR oS RNl Bhflsadi agram formin
order nStTS" GBSEHFe the present nvention.
using a configuration storage that contains configuration seftings. The access transaction
15  includes access information such as a physical address of the memory to be accessed. The
configuration settings provide information related to a page of memory invelved in the
access transaction. The configuration settings include an attribute for the page that defines
" the page as isolated or non-isclated and an execution mode word that is asserted when the
processor is configured in an isolated execution mode. In one embodiment, the execution
20  mode word is a single bit indicating if the processor is in the isolated execution mode. An

access checking circuit coupled to the configuration storage checks the access transaction

using at least one of the configuration settings and the access information.

In one embodiment, the access checking circuit includes a TLB access checking
circuit. The TLB access checking citcuit generates an access grant signal if the access
25  transaction is valid. Particularly, if the attribute for the page is set to isolated and the

execution mode word signal is asserted, the TLB access checking circuit generates an
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10 ARCHI TECTURE OVERVI EW One principle for providing security in‘? ggﬁpgmﬁr
systemor platformis the concept of an isol ated execution archite r

The isol ated execution architecture includes |ogical and physi cal
definitions of hardware and software conponents that interact directly or
indirectly with an operating system of the conputer systemor platform An
oper at i\p@oigesyst em and t he processor may have sewefrakoihenel s of hierarchy,
referred to as rings, corresponding to various operational nodes. A ring
is a logical division of hardware and software conponents that are

desi gnedecaees gatdanalne tieishiatl e ofmeylery. Whushvhen ¢ brecespraeatiesisag  system  The

division,is typically based on the deqgree or |evel .of. privilege, nanely,
the abmrfgHBes e ko RBT SR s Pt PR e Mg Pt PR, o ring 0 15 the
| Nner NDSdolatet BboudR nb@ ardthHiribufEothagsdssobiMBlith @fe phdRalRidEsar chy. Ring-0
enconpasses the nost critical, privileged conponents. In addition, nodul es

i n Ri ngigeidaiolatbd wilkthanessss tlwgsadior baprdnteill eged data, but not vice versa.
Ring-3 is the outernost ring, being at the | owest |evel of the hierarchy.

R NG LY PR Bl GE BIRARA SR MBS oAl ARRY EALLANBL GG and has the | east

privil ege. ng- I prese Intermediate rings with
decr easifstl it @i kepr@fide 3 eetatightuyidetsdding of ik pie@atimenion. 2Hdweldrdgure | A is a
diagramillustrating a | ogical rating architecture 50 according to one

enmbodi et besppagio PRl it arﬁthgggﬁgpeelép detpifedre gt et Brideect ure 50 is an
abstracty ti&&#gﬁlé%gﬁéonm&&%%%fﬁg%&ﬁ% ePadiclibs di® conponents of an

operating syste € processor. ogi cal operating architecture 50
i ncl udesirdultge BodOin blotkdipgtamZGm ifi b n& t@scuteitie@reSntdiByentiind a processor nub
| oader 52. The processor nub | oader 52 is an instance of an processor

execytive (PE) handler. T I ' sed to handl e and/ or nmanage a
processor executive (I'E)‘gg}ﬁﬁﬁﬁﬁﬁgﬁg&ﬁhigﬁssed | ater. The | ogi cal
operating architecture 50 has two nodes of operation: nornal execution
node and i s@hap@dipexXe@ulilibnsanotlein a Eacduter dystgn orplatibren it tbgi cal operati ng

architecture 50 can operate jn bOtQﬁ nodes. The procesigg nub | oader 52
oper at e8G9 ap fiolatpdyarequiomaschitegtugey I jlag eYrEien itEGrOnT s nel udes two

pOr ti ONGpicd AROSHYEal RUBEIME bARafhrD fid QoribehreR Bip AthtsitB PRk directly

or indirectly with an operating system of the computer system or platform. An operating

15  system and the processor may have several levels of hierarchy, referred to as rings,
corresponding to various operational modes. A ring is a logical division of hardware and
software components that are designed to perform dedicated tasks within the operating
system. The division is typically based on the degree or level of privilege, namely, the
ability to make changes to the platform. For example, a ring-0 is the innermost ring, being

20  at the highest level of the hierarchy. Ring-0 encompasses the most critical, privileged
components. In addition, modules in Ring-0 can also access lesser privileged data, but not
vice versa. Ring-3 is the outermost ring, being at the lowest level of the hierarchy. Ring-3
typically encompasses users or applications level and has the least privilege. Ring-1 and

ring-2 represent the intermediate rings with decreasing levels of security and/or protection.

25 Figure 1A is a diagram illustrating a logical operating architecture 50 according to

one embodiment of the invention. The logical operating architecture 50 is an abstraction
5



10 execution Ring-0 15. The normal execution Ring-0 | 1 includes sgf &x\ﬁr?
nodul es that are critical for the operating system usually ref (-:1r e o/ 048
kernel. These software nodul es include primary operating system (e.g.,
kernel) 12, software drivers 13, and hardware dri vers .14. The isol ated
execution Ring-0 15 includes an operating system (0OS) nub 16 and a
processyh oipk018. The OS nub 16 and the processor mutlysdFaepre | nstances of
are OS 15 executive (OSE) and processor executive (PE), respectively, The
OSE and the PE are part of executive entities that operate in a protected
envi r onraé e cepapoprnisat wgpetingisystam prigheresepsoraFedogicaldbretiagi sol at ed executi on
node. The,processor .nub der, h2 i rotected bootstrap | oader code

el d wi tHRRCR B be W ARG D B e £ OF | oadi ng. t he
Processqbadensd, Hik pdcebdr hulbSoaldr 9L B3 Mbtardé ofGRprBG&Sbr dxith@ve@E)i SOl ated area as

wi |l be expl ai nec? 20 later. Simlarly, ring-1 20, ring 2 30, and ring-3 40
i ncl ude T hed X dandict igpsed fomendlpand/or managga pro@ssor epxonigre X128 and i sol at ed
execution,rind 1 ring -2 35 .and.ringz3 45 respectjvely, In

o ¢ 1 Gulval b Ay DR eei Bl P irg A e st SR BR e s 42 "t o 4217 and
I sol at eGioRieEEduti® Indd BE is3laleDEet BB mbSe ARRN BAgSn Ablogikd optliin?> One concept of
the isolated execution architecture is the creation of an isolated region
in the byl gayroperaty iapeth madps.t Breamcessor ibddagar 62opsreteaonlxipi ch i s prot ect ed
by bothﬂ\lJeAi\L\clﬂa%gom‘{.uﬁ\c/)\Q OB/ 06929 PCT/ US01/ 22027 the processor and chipset in

t he conputer system e isolated region may also be in cache nenory,
protected by a translation | ook aside buffer (LB) access check. Also, the

i sol at ed r egriog0 iMeyciddes tsejptions: d edmalkaution Ring9lLé andswoisalbted] menory areas, as
wll be discussed- Access to this isol,a} d re%i on.is permtted only froma
frontd sic¥evipn &ingldp) Thspormakexeoutign Ring ! includes softyare modylesthapare. (o . nenory
read andq ] t&he dp¥ating Systeh Sls@iity REbnkPiodSkenlt Thal SEWhERAGnARd Write cycles. The
speci al %us cycles are also used for snooping. The. isolated read and
wite cyelespramae dpersting systom (¢ hekepeldesdware dives U, iamthaidwaian i sol at ed

executian node, The isolated execution node is initialized using a
privi | e§B¥™ ﬁs?’?ﬁjﬁaﬁeﬂﬁx“‘mﬂ“ ‘ﬁ%f“ﬁ?i‘i&‘%‘&ﬁ’rﬁpﬂ?%ws &KS%RA“’(‘WZGt he processor nub
| oader 3¢ a pfiiessRnBS BS TR 034D 16 RAUR proecssor nub 18 are instances of an OS

15  executive (OSE) and processor executive (PE), respectively. The OSE and the PE are part

of executive entities that operate in a protected environment associated with an isolated
area and the isolated execution mode. The processor nub loader 52 is a protected
bootstrap loader code held within a chipset in the system and is responsible for loading the
processor nub 18 from the processor or chipset into an isolated area as will be explained

20 later.

Similarly, ring-1 20, ring-2 30, and ring-3 40 include normal execution ring-1 21,
ring-2 31, ring-3 41, and isolated execution ring-1 25, ring-2 35, and ring-3 45,
respectively, In particular, normal execution ring-3 includes N applications 42; to 42y and

isolated execution ring-3 includes K applets 46, to 46x.

25 One conceptl of the isolated execution architecture is the creation of an isolated

region in the system memory, referred to as an isolated area, which is protected by both

6



10 verifies and loads a ring-0 nub software nodule (e.g., processor nub 18[}
into the isolated area. The processor nub 18 provi des hardware- rEIﬂatM 200
services for the isolated execution. One task of the processor nub 18 is to
verify and load the ring-0 OS nub 16 into the isolated area, and to
generate the root of a key hierarchy unique to a conbi nation of the

pl at f orwo odrdsezepr ocessor nub 18, and the operati ng myaikemaub 16. The
processor nub 18 .15 provides the initial set-up and |ow|evel management
of the isolated area including verification, |oading, and |ogging of the
oper at i ﬂ@e@%%s@,fﬁﬂmwsel@fhe&ﬁldplﬁ%@fsmnﬁgewbﬁﬂf@ﬁnmwa@QMtr| c key used to

protect the eratl n nu ecr. The cessor nub 18 may al so
provi de a%p |p(r)°rtlec%d Hsz%tlﬁ'bg%afg??uggréﬁ(BAﬁfcfssﬁlf)eglf r‘ﬂ??ﬁh%ns to |l owl evel
securi tMsmmgcaeaqapseqm@mdmxe;ﬂnttpﬁnson@aﬁkwrﬁmag%WhﬁbeOper ating system nub

1.6 provides links to services in the primry dSIZ (e.q. t he
unpr ot ed@sé@@e@??eﬁqtt@hléﬁsd@tmemaf permhitigyl osly fom ﬁfront plri@bns (88) Cp"age managenent
W|th| t ga and hasther for | oadi ng ringg |j

appl i catledjﬁocess%mmg%wﬁ%al usrg BRI T BT 1@5%@ S erﬁ’% Sinto protected pages

al | ocat ggblatedl rdadi@ndingil oI dTidlsBdial Eﬁb@clc:@d?&ﬂs@hbeﬂ%r&% nggmﬂélb 16 may al so | oad
ring-ti supporting nodules. As will be discussed, 5 the primary OS 12

manages Iwéﬂgésca@Mﬂw@rcﬁd@mew@ébbﬂheprb@ssp@w@nnem ;aiiselated 8 JAN 201 V\o 021106929
PCT/ US01/ 22t027O ¥ Ei“hex??at se to support paging of

€XeClion

data betW&en 'S0 efadteéecgtfogé' Eerfﬁlmgﬁgl&f’%'ﬁwﬁ %(révclﬁgegmﬂﬁ'ﬁ“qnsol ated) nenory.

I f so, txMﬂprb&é@o@&&ibﬁ&dxﬂﬂltﬁaMﬁ&c@s@r b BaddG2 | Bredlodddsck RbRMAGISHI e for encrypting
and hashing the, isolated area alges before evicting the page to the

or di Har yerrf@wﬂgmdsaamagﬁ ayb Seﬁ‘éf&kli’?fly el Pﬁ)&?j@r aubrif)dipp ﬁle@pietnd restoration of
t he. Pag Spmcs,e%so u%% nr‘t-ﬁ)\(;i & ?}B?wa? -r%latet? s‘re 1ces %1sori'agedt eeu [pdata are tanper-
St fYi%s LY from ot her

resi stan tor-T tWar e At
appl et s, as wel | as from non-i sol at ed space applications (e.g., 42, to
42N) , dynamiQmne tash the ploceasor ®d 18 Bitd @)ify andlipddviersg-8 08 netvdrintb the pri mary

operati stem 12. Onl t he ess pub 18 or the _operating system nub
16 can |sglﬁ'§¥?r5ﬁ’@d\m Epert ?fB?ﬁ"fgt;ey ﬁ@“’&b‘ﬂfq@‘fmé‘ cumbinationobfhe 1o Figure IBis a

di agr ampjaleleiSthe @b Q& B HERR kifRiobdrdtive Sbterd Al 18UPhePl RIS hid 5N t he
15  provides the initial sct~up and low-level management of the isolated area including
verification, loading, and logging of the operating system nub 16, and the management of
a symmetric key used to protect the operating system nub’s secrets. The processo;- nob 18
may also provide application programming inierface (API) absiractions to low-level

security services provided by other hardware.

20 The operating system nub 16 provides links to services in the primary OS 12 (e.g.,
the unprotected segments of the operating system), provides page management within the
isolated area, and has the responsibility for toading ring-3 application modules 45,
including applets 46; to 46y, info protected pages allocated in the isolated area: The
operating systern nub 16 may also load ring-0 supporting modules. As will be discussed,

25  the primary OS 12 manages pages that are outside of the isolated area.



operatiing system O and the processor according to one enbodinent‘gﬁ Uﬁﬁ 2|
invention. For illustration purposes, only elenents of ring 0 10‘and
ring-3 40 are shown. The various elenents in the |ogical operating
architecture 50 access an accessi bl e physical nmenory 60 according to their
ring hierarchy and the execution node. 15 The accessi bl e physical nenory 60
i ncl udggp @aed260! ated area 70 and a non-isol ated aceas@@2027he isol ated area
70 includes appl et pages 72 and nub pages 74. The non- isol ated area 80

i ncl udes application pages 82 and operating system pages 84. The isolated
area 70 is dbeemsshim spsionivp 16 waxdhersentwpet pagheoiope b%i‘b'ﬁem@le system and

processor era isola execut] o de. e non-isol ated area 80

i s acced¥f 33 44 8{?‘3%% B PUE ‘?&att%) %?mophg%sf ﬂherﬁ?he(?pgﬁglg g system and

pr Ocess%bls"f%o'?éaﬁdmble%mﬁﬂrh r@@ncfﬂaﬂ&g@wﬁsollted&ﬂ@ajﬂdggsBﬁor& he primary OS5 12, the
software drivers 13; and the hardware drivers 3. 4,, can access both the

oS pageSVIMgandagbtveheapmarmmoanand[ﬂag@skl%he PREFcORfeNtsIRPN execut i on ring- 3,

| t 42N, to th | t
paged o voRing i i o sd Bediapi Bl fatord FoLIE T RES a1 however . 25
Cannot AR St ARl A5G sl P, 03126929 PCT/ USOL) 22027

The isol ated execution ring-0 15, includin e OS nub 16 and the
pr oc ess Gomnobisold@;spsampictes &. hdbio 42hbd)lnswbanlelcbr€alpfe@Lm i ncl udi ng the

appl et es d the nu nd the n ol ated area 80,

i ncl udi Hﬂ%fsr?@‘z‘ﬁ ?%Wc?ﬁ“ffﬁ‘g@gw@iza% Wém@?orprﬁgg% 315 The i sol at ed
execut i @fLfihd\Gsten MAm.16 bRAGhbENEhAPRoAbShABplets@xetiitn. Can access only to the K
reside in the'isolated application pages 82 and the applet pages 72. The

applets 461 to 46 area 70. Figure 1.Cis a diagram simlar to Figure 113,
il u¥krati n@wéBsﬁc?é@g@mbﬂqSﬁr%hyg wressikjly plogroveteREiiés™s n the operating system

and the ces %logngl ch J j) L bhaTRN e 1RLR8. 43, 1S divided into
mul ti pl 8€a|ras?ﬁs IlOacrséjfasc anﬁtﬁe non- ({58 atnegTl marm)ry 10 area 80 is
di vi dedﬂluﬁtfa@onrwipwepbﬂyﬂaﬁbnts&ﬁdugtoad amings W &t dagn.8Be vaboor di ng to one

elements in the logical operating architecture 50 access an accessible physical memory 60

according to their ring hierarchy and the execution mode.

15 The accessible physical memory 60 includes an isolated area 70 and a non-isolated
area 80. The isolated area 70 includes applet pages 72 and nub pages 74, The non-
isolated area 80 includes application pages 82 and operating system pages 84. The
isolated area 70 is accessible only to elements of the operating system and processor
operating in isolated execution mode. The non-isolated area 80 is accessible to all

20  elements of the ring-0 operating éystem and processor.

The normal execution ring-0 11 including the primary OS 12, the software drivers
13, and the hardware drivers 14, can access both the OS pages 84 and the application
pages 82. The normal execution ring-3, including applications 42; to 42y, can access only
to the application pages 82. Both the normal execution ring-0 11 and ring-3 41, however,

75  cannot access the isolated area 70,



embodi nent of the invention. For illustration purposes, only el emengs JafN 20
ring-0 10 and ring-3 40 are shown. The various elenents in the |ogical
operating architecture 50 access an accessible physical nmenory 60
according to their ring hierarchy and the execution node. The accessible
physical nmenory 60 includes the nultiple isolated areas 71 and the 15

mul ti plgo gerh sol ated areas 83. The nul tipl e isol @ceds@arsms 71 include
appl et pages 72 and operating system (0OS) nub pages 74. One of the
multiple isolated areas 71 al so includes the processor nub 1 S (i.e. the
processor exke isplatgdex¢qREdn) ring€ i dntiudids thaOPprubd 6 sarighe maskssqsages 73. The nul tipl e

non-isol gted areasg .83 include applicati ages and operating system
(0S) pad3§mgP®“§8&ﬁW “%ﬁﬁﬁ?@ﬁgmﬁ@@ﬁ&%@H&%nggﬁﬁﬁgt?@wg$% ssible only to
el ement sp10fid HERnQRGEA b NG, inSINEeQKY apilthtioPFARGHI SRT th A DEf@dsgNg i n isol ated
execution node. The non-isolated areas 83 are accessible to all elenents

of the rThagelfcdopentiniring3 4§ schdngappletpéto toeiés om actess onlyitsthe nbodi nent shown i n
Figure IC, the isqolated nor r 70 i ivided up .intpo a plurality of
't 11 eGSRt e g ThPelar fo e R Bubld) o For m
functionghidy in using isolated nenory, as opposed to the single block o
isolated nenory area 70 shown in Figure 1B. To support the multiple

i solated nenory areas 71, the OS 1 8 JAN 288. WD 02/06929 PCT/ US01/ 22027
nub 16 (i . e.FiauisdCir disgeamy sipijas tokigste) 1P, ilustpia the gecpssibitis ohub pages 74, contains
a page .ggg@ P R 1 dhdmory N€ OS5 nub
controlgg?ﬁgﬂﬁgaggﬂﬁgﬂg%g &zTﬁ@ﬂ%§§£r§%n2§§3k3§ﬁ?s fgg%onsible for

di st ri buteh MHis fivigRISntd Muliplk isbiptbdmenosolaat Bdndbemmnyisored asmatd, such as OS nub

pages 74 and appl et pages 72, and to the non 5 isolated nenory areas 83,
suchlfas aEstlyadiudedduto mppla psrisolaled Moy aEps §3.@cordiggéo W ge  manager 75 al so

manages - 1Rl L L s=Tacels %¥§H1QIB b o hd- As will be
discussggﬂﬁgggkg&?hﬂawéﬁngﬁﬁﬁﬁé?@wﬁbSpaﬁeetgﬁ%% %? gg%cribes each page and
i s used rib®3 40ued o IMhe Guioe skmeesis tht foging aptationachiyetge Pracesssor and furt her

to verify that the access trapsaction is val%g. By all owi ng the page
manager 2k #oopnble Ryeisabmeraoryiff} acrqpling 19 el the Agraehy ﬁ‘ﬁt‘%“‘ﬁ%o%as 71 and multiple

non-i sul ahedy MRIRGYe 8P mBrory §R1AGHRIRIHSsoR Y HefsH and the

15  multiple non-isolated areas 83.

The multiple isolated areas 71 include applet pages 72 and operating system (OS)
nub pages 74. One of the multiple isolated areas 71 also includes the processor nub 18
(i.e. the processor executive (PE)), embodied in processor nub pages 73. The multiple
non-isolated areas 83 include application pages 82 and operating system (OS) pages 34.
20  The multiple isolated areas 71 are accessible only to elements of the operating system and
processor operating in isolated execution mode. The non-isolated areas 83 are accessible

to all elements of the ring-0 operating system and processor.

In this embodiment shown in Figure 1C, the isolated memory area 70 is divided up
into a plurality of multiple isolated memory areas 71 allowing for increased platform
25  functionality in using isolated memory, as opposed to the single block of isolaled memory

area 70 shown in Figure 1B. To support the multiple isolated memory areas 71, the OS

9



menory 60 can nore easily accomrmpdate changes in system menory BogAFZZUHi
requi rements. The nornmal execution ring-0 11 including the primary

the software drivers 13, and the hardware drivers 14, can access both the
OS pages 84 and the application pages 82. The normal execution rind 3,

i ncluding applications 421 to 42N, can access 5 only the application pages
82. BotyigidaRepor mal execution ring-0 11 and ring- 3ctdsorzi@never, cannot
access the multiple isolated nmenory areas 71. The isol ated execution ring-0
15, including the OS nub 16 and the processor nub 18, can access both the
mul ti pl ewb bﬁc(laﬂ@@Swmhw(CtSEéaalbﬁdiediri%rhllhcﬂhmg?‘lt tvotainpilegt  pages 72 and the

CS nub pages _7/4,,and the tipl Nn-J s areas 83, including
the 20 ?@rgaﬁ?wwﬁ’é’é”“gr%l E"tfq’ﬂf pc%g’}é‘& H{’Ye‘gg@g‘? sol ated execution
ring-3 4ounagei¥s! vkl BG mALel Blise &smﬂeg)ré%bunﬁ@ﬁgé%ﬁaﬁﬂconl y the application
pages 82 and the appl et pages . The applets 461 to 46K reside in the

mul ti pl esotaecbinam‘sglmﬁnrsychas@fbmbii@es 74 Bindapplet phgeb73, sndgo thd mwwchart illustrating
a progess gto distribute %F? g marnor%/for i sol ated execution

accorti ngtMERYY #rBdeistrbat Orees fhand sRpURPLpeecs 32 5IB8A  START, the process
86 di St TolaR4gEeS aQ@ﬁsﬁaa@Endrﬁ%ﬁ%m Qmmrirm{eﬁ% pik 688 701As vAggessi bl y physi cal
menory 60, respectively (block ages are distributed to both 10 1
8 JAN ZGB&SSWJa@Qﬂ]@&@m@ryB@ﬂ'e/rdhlﬁ@angb27d$@bbm®¢aammgusaqtoand non-i sol at ed

areas 8 a preferred, enbodi nen si ze pages is fixed. For
exanpl e, e%%ﬁg“b%’dgsmsaﬁ@n yl?/@"&"t“"ﬂ“ﬁ%‘”hﬁé‘k‘fe“g’ ﬂﬁ‘éthfﬁ“&eé%ss 86 assigns an
attri burt&ns&cﬂorﬁ@%dpﬁﬂﬁla@ﬁ%@x@ﬁag‘gﬁﬁgﬂ%f’@to%éa&%ﬁl pRGoASSi gns an i sol at ed
attribute to a page e page iS distributed to an isol ated area of
menotly, memerybiess 7@%@@1@@-&3@@@0&/ areganid; ihsm:aslﬁdplamah bute to a page if
the page is distributed to anon-i sol ated area rmtry The process 86 is
then t efMSMAKOREN mefesaATIE aqopmy atﬁcrﬁ?gﬁwélfﬁeinll?eﬂ’é’fyrr%r%n he menory ownership
page table 77 and a process of converting a virtual address to a physi cal

addr ess accghehidagal ec@ide rifbia dichming the @fmash@s i nthesifivandrivds previ ousl y

di scussed, the page manager 75 manages the nenory
13, and the hardware drivers 12, can access both the OS pages 84 and the application

pages 82. The nortnal execution ring-3, including applications 421 to 42N, can access
15  only the application pages 82. Both the normal execution ring-0 11 and ring-3 41,

however, cannot access the multiple isolated memory areas 71.

The isolated execution ring-0 15, including the OS nub 16 and the processor nub
18, can access both the multiple isolated memory areas 71, including the applet pages 72
and the OS nub pages 74, and the muttiple non-isolated memory areas 83, including the
20  application pages 82 and the OS pages 84. The isolated execution ting-3 45, including
applets 46, to 46y, can access only the application pages 82 and the applet pages 72. The

applets 46, to 46 reside in the multiple isolated memory areas 71.

Figure 1D is a flowchart illustrating a process 86 to distribute pages of memory for

isolated execution according to one embodiment of the invention.

25 Upon START, the process 86 distributes pages of memory to different areas of

accessibly physical meméry 60, respectively (block 87). The pages are distributed to both
10



10 ownership page table 77. The nenory ownership page table 77 includes a
plurality of page table entries 93. Each page table entry 93 i ncluéesdAthdll
foll owi ng conponents: the base of the page 95 and an attribute 96
(isolated or non-isolated) for the page. Only the page nanager 75 can
change the attribute 96 assigned to a page. Each page 98 includes a

pl ur al i 4y} oDfedhysi cal addresses 99. The page manageitngpfbdshes the nenory
ownership 15 page table 77 or invalidates a page table entry 93 when the

i sol ated and non-isolated nenory areas change. The page manager 75 then

r eassi grislated dreasTil tudalon-selgted duas $3s & ardetred pbodinsriticst ofitleed nenory areas. A

virtual address, 212 includes a able c onent 91 and an of fset 92.
The pr FREEE tggd- c%&rrf’\’%’? % Raﬁeem%{%??hfgmégar glg’g’t%f?"fsﬁ)}ﬁa physi cal address 99

will be g %ﬁ&&ﬁ&ﬁﬂm 1€ hch HeEbrock 8 UthEprbdesd 58 2 Righll A G01AAY dkrbustor ating a conput er
system 100 in which one “enbodi nent of the invention can be practiced. The

conput era psgestterpagOfdistrimied thes isalatepracs menery, b the pacdsoiStassigosa 120, a menory
controll er, hub 1) 130, .a system nmenor 140, an j nput/out put controller
b (5 Coppgtet i b 6 iEal AF Bk BTy LG ARIAERSETE. 160" & oS

st or age 1demb&s 8& (QnenkdaRiitdout put devices 175, a token bus 180, a

not herboard (NI B) token 182, a reader 184, and a token 186. The MCH 130

may he int eg{iat ed into a 11 8 JAN 2005 WD 02/06929 PCT/ US01/ 22027 chi pset
t hat i nt egr dtisses 1#his ¢ diagrae iHshting Bharmpary encshie pregtble RBani 3ol at ed execut i on

node, h - - per.i pher i . imlarly, the ICH
150 my%%fgeg%éf%%rﬂgrflﬁae‘épglag HS?F%’?B"@“@%?‘%%S%{E%}&%? ﬁ%%h%%mé%igar ate fromthe

MCI T | ofihé Bvdatsnl Ok Pletibulyldldengded, G Page nlafbigerTh Maagds them@ogl | t he peri pheral
buses are shown. It is contenplated that the system 100 may al so incl ude

per i PheranersyipPase tablecH. Bhs ey sHBsRIP Pesighbe inclviss e evelitinbet (PCl) ,
and Uni g0 L R 52 pRB e bl oL RANRL MBS CCC 15D T
central bft ORRSHEID abdvintathitfute@6 fisolayep 6r rdh-isdlaed)ifr@@tohige € Only the
page manager 75 can change the atiribute 96 assigned to a page. Each page 98 includes a
plurality of physical addresses 99. The page manager 75 flushes the memory ownership
15 page table 77 or invalidates a page table entry 93 when the isolated and non-isolated
memory areas change. The page manager 75 then reassigns and initializes the isolated and

non-isolated memory areas.

A virtual address 212 includes a page table component 91 and an offset 92. The
process of converting the virtual address 212 to a physical address 99 will be discussed

20 later.

Figure 1F is a diagram illustrating a computer system 100 in which one
embodiment of the invention can be practiced. The computer system 100 includes a
processor 110, a host bus 120, a memory controller hub (MCH} 130, a system memory
149, an input/output controller hub (ICH) 150, a non-volatile memory, or system flash,
25 160, a mass storage device 170, input/ouiput devices 175, a token bus 180, a motherboard

(MB) token 182, a reader 184, and a token 186. The MCH 130 may be integrated into 2

11



such as conplex instruction set conputers (C SC), reduced inStr¥Ctl%ﬂliﬁﬁ
conputers 10 (RISC), very l.one instruction word (VLIW, or hybr J i
architecture. In one enbodi nent, the processor 110 is conpatible with an
Intel Architecture (IA) processor, such as the Pentiun series, the

| A-32Tm and the | A-64 "1. The processor 110 includes a normal execution
node 1hgoaiiean i sol ated execution circuit 115. Themgsimasyexecuti on node 1
12 is the node in which the processor 110 operates in a non-protected
environnment, or a 15 nornmal environnent w thout the security features
provi dedhipspt thitdntqeeiss mulple fincsienalitics such ptidsolaridsxecwion mpdschosixecut i on ci r cui t

115 proyj dosd IRChani smLe Gld oW e, HOeesspr, A1g 1o operate in an

i sol ate ot r'on e lI'sol'd exe Cuit 115 provides

har dwar entagmaedsmsws@to@mp&rsépafa@mmhm MO | BbegtrBxamMihcBbosnDde. This support
includes configuration for isolated execution, definition of an isolated

area or P{s‘éﬂﬂé}t Malhﬂiempht%@@“éféﬁfﬁ phiowi.ol IS(C@t@lplated(ﬁ@tihh sigera execut i on) of
i sol aste aﬁnlgtlgwu ;p%{fngédalﬁ}gnes{m Irﬁp%f glgqoﬁéngﬁ l‘cacc bus cycles, and

generatl nt, the conputer

syst em 1LQQle@RM grhahicd ps (mqb)emams@pamaﬂ A&ﬂ‘lﬁécﬁl‘@(lSA§bl@rhné’-@mﬁ’erﬁﬁs ktop conputer,
whi ch has only one main central processing unit, e.g. processor 110. In

ot her efbliBydHb); eiv-he conputer system 100 can include nultiple 25
processors, e.g. processors 110, 1la, 110b, etc., as shown in Figure 1D.

thus, the n@’gﬁ&&ﬁhﬁ%’g&&ﬁ&é&%&&& %m%&*awty@ro%aaécﬂrrecormuter system

haV|ng any nu ocessors. For xanp €, "the multi-processor conputer
system &@b ammpb:pmstmtt@n sescop@nttrs @S 2rednc idstrudo2@0Dmp@rO2/ 06929
PCT/ \JS01/ 22027 a server or workstation environnment. The basic description

and BpeRIForrplpngipyuaiensd (VLAY \Rﬁ‘IYP“‘baé"h&F%‘h%’é‘é’& embpdentai | below. It will
be appr g [Rbat: b i RABAYS i Lt et BRyAfih) glBlor, shdhgs fgsi ¢ description and

operation o rocesso applies to t e ot er processors 110a and 110b,
shown i PenFimgy sanebm;elasz%hdthcam—@ml Thupﬁoee;ssooflomluéasaparrmdessors that may be

utilized in the nulti- ssor, conput er sten1100 according to one
enbodi nBEEHGE mpdsd 12 49A ki e EXRGUHR Fi t 115, The notma] executios siode

112 is the mode in which the processor 110 operates in a non-protected environment, or a
15  normal environment without the security features provided by the isolated execution
mode. The isolated execution circuit 115 provides a mechanism to allow the processor
110 to operate in an isolated execution mode. The isolated execution circuit 115 provides
hardware and sofiware support for the isolated execution mode. This support includes
configuration for isolated execution, definition of an isolated area or isolated areas,
20  definition (e.g., decoding and execution) of isolated instructions, generation of isolated

access bus cycles, and generation of isolated mode interrupts.

In one embodiment, the computer system 100 can be a single processor system,
such as a desktop computer, which has only one main central processing unit, e.g.
processor 110. In other embodiments, the computer system 100 can include mﬁltiplc
25  processors, e.g. processors 110, 110a, 110b, etc., as shown in Figure ID. Thus, the
computer system 100 can be 2 multi-processor computer system having any number of

processors. For example, the multi-processor computer system 100 can operate as part of

12



1]

The processor 110 may al so have nultiple |ogical processors. A Iq)gi c% 1
processor, sonetines referred to as a thread, is a functional uni Nh%p]g
a physical processor having an architectural state and physical resources
al |l ocated according to sone partitioning 10 policy. Wthin the context of
the present invention, the terns "thread" and "l ogical processor" are used
to nmeanyé esane thing. A nulti-threaded processorcigs@asmeocessor having
multiple threads or nultiple |logical processors. A multi-processor system
(e.g., the systemconprising the processors 110, 110a, and 110b) may have
mul ti pl @ servar e worlksiatieicedronmpang clhs Basic descripfompréonstgtion o rgeess0 provi des i nterface
signal s L1 aw th r o} Q._or . ssors. 110, 110a, and 110b to
conmunt dAfuir Pt Fo P BPERR T et aft sl REESEQ0E Mgty T30 T

addi ti OfhetbesidteschiRtlon BRAGEsratiol 6f pRR8Hor DLISpAIROto Ble OMbr(RBestt 160! at ed access bus
node with corresponding interface signals for nenory read and wite cycles
when t hand JdPloshows dvFighte0 D 25 veb At dngyuimber of pihar huscepsosithat &y bexecut i on node. The

i sol at ed..access bus node 20 is asserted on. nenory.accesses initiated while
the proCUESH 1 RNEROCERO SIP L PRE 409 DR PO RGTET oS | sol at ed access
bus nmoderekehit ideinasserted on instruction pre-fetch and cache wite-back

cycles If the address is within the isolated area address range and the

processor 1.10 is injitialized in the jsolated execution node. The processor
110 r espondsbe Focesapidhmayae davemyltigle logicp grpesstpey AJeEIGH HYFFt he i sol ated area

addr esS e ribrdiifhs b B0LEEAR AR FPH b Bielss pfRer  ed and the

processor Is initi Zed Into e |Iso execution node. 13 1 8 JAN
20U5 WOa2¢Heaid stRednd g itil 220R€s dlhertdiiatdordiBftopemapadidisnigont r ol  and

confjguration of menory and input/output devices such as the system nenory
140 Undreike Vitap eepniestiobthypspsentspyersipn, e fFaes qﬁ“’t‘l‘ﬂ @p?alggéca& rcuits to recognize

and ser yi,eesol- SRl iecnAG 48 SRR A hiidreRild PRORGYis § fib&ience bus cycl es,
i ncl udi S&lgssool ated nenory reead and wite c?/igl es,ISi ﬁ%adsdli tion, the MCH [ 30

has e nbaving maltigle threads s toeltiple (ogicy procdsmse Aamtfi-irargorysteege.gttbe s) t o represent
the isolated area, .
system comprising the processors 110, 110a, and 110b) may have multiple multi-threaded

processors.

15 The host bus 120 provides interface signals to allow the processor 110 or
processors 110, 110a, and 110b to communicate with other processors or devices, e.g., the
MCH 130. In addition to normal mode, the host bus 120 provides an isolated access bus
mode with corresponding interface signals for memory read and write cycles when the
processor 110 is configured in the isolated execution mode. The isolated access bus mode

20 is asserted on memory accesses initiated while the processor 110 is in the isolated
execution mode. The isolated access bus mode is also asserted on instruction pre-fetch
and cache write-back cycles if the address is within the isolated area address range and the
processor 110 is initialized in the isolated execution mode. The processor 110 responds to
snoop cycles {0 a cached address within the isolated area address range if the isolated

25 access bus cycle is asserted and the processor 110 is initialized into the isolated execution

mode.

13



or isolated areas, in the systemnenory 140. Once configured, the %1?%
aborts any access to an isolated area that does not have the i ofa 003
access bus node asserted. The system nenory 140 stores system code and
data. The systemnmenory 140 is typically inplenented with dynam c random
access nmenory (DRAM or static random 10 access nenory (SRAM. The system
menory wd@risiel udes the accessi bl e physical nenoryeddoghown in Figures | B
and 1. C). the accessible physical nenory includes a |oaded operating
system 142, the isolated area 70 (Figure 1B) or isolated areas 71 (Figure
10), and an ThediCH B4 rovidescoiToband canfigration f prwwery 3g8npu¥ireput oaded oper ati ng

system 142 is th rtion of th rati mthat is |loaded into the
system e‘r’r'%?ﬁ“&ﬁﬁ}.’e f’?“ﬁf’é" PeRde Oi@etbﬁeﬁig)t i@gwﬁlﬁg@rwgf oaded from a mass
st or age ifteicE Greitis® 8RRz cRRPrvie d6latbd ho@ sd¥QRitionsDh BEAGS it @s a boot read
only nmenor The isolated area 70 (Figure 1B) or isolated areas 71

y .
( Fi gur e bus @ples, ingludipedsofmedmespory readand waite ciydesdbfaiddiéa, hyMCHd3(pr ocessor 110  when

operagi in the isolat (fd xecud{li 0 m)ge Access. to t%e i solated area(s) is
st ] BTN P < B R BN B ERL e BRI Ehe. MCH 130 or

ot her chy R8IBkd #33n thd WA Bérksty 20, DRE chifighiaf Behvened fdncsiyonal i tics. The

i solated control and status space 148 is an input/output (1/0)-1ike,

i ndependessss iahdyobited arsgpthat doel et hyve the ylatehascasy e medeopsetel0 and/ or the MCH 130.
The isolated control and status space 148 contains nmainly the isol ated

execution cogf gﬂem%{élmgw&s%%esrs%gin%&[alﬁ% dgﬁggsagrsggésn%%m@% ol and status

space 148 does not verlap any exis space and is accessed
usi ng t hgicakahalkeehted usth dynarhie sandohihee ccREmanest (BRANE tiatayic hddmmay al so i ncl ude
ot her prograns or_data which are not shown, The | CH 150 represents a known

si ngtle pesEstmempry (FRAMy Theeyitamumsminyy 146 dncludss ths pesgssiblepbisistli on functional ity.

For cl aryj . i may 14 18 JAN 2005
WD 02/ oé'@’é”ylg%%@gﬁ'%%“#afvbé' %ﬁg@%@@ﬁ-ﬁiﬁ%ﬁ*ﬁ%‘?fﬁﬂ‘@ﬁe | CH 1.50. When

t her e al@devpdriting §stbdCiHi2Sthe Rolatedsdrg o tRigire 1B idsoktes ele& Tt Gikute0 control t he

i sol ated area configuration and status, In one enbodinent, this selection

i s perf P& 2piFolate Efaband stug sroe d - e lopded opsmtinesySisib IR I59° one skilled in

the portion of the operating system that is loaded into the system memory 140. The loaded

15 OS 142 is typically loaded from a mass storage device via some boot code in 2 boot
storage such as a boot read only memory (ROM). The isolated area 70 (Figure 1B) or
isolated arcas 71 (Figure 1C), is the memory area that is defined by the processor 110
when operating in the isolated execution mode. Access to the isolated area(s) is restricted
and is enforced by the processor 110 and/or the MICH 130 or other chipset that integrates

20  the isolated area functionalities. The isolated control and status space 148 is an
input/output (I/O)-like, independent address space defined by the processor 110 and/or the
MCH 130. The isolated control and status space 148 contains mainly the isolated
execution control and status registers. The isolated control and status space 148 does not
oveflap any existing address space and is accessed using the isolated bus cycles. The

25  system memory 140 may also include other programs or data which are not shown,

The ICH 150 represents a known single point in the system having the isolated

execution functionality. For clarity, only one ICH 150 is shown. The system 100 may
14



art, other nethods of selecting can be used, including using progranmable
configuring registers. The ICH 150 has a nunber of functlonalltqeg tﬁ@tHMS
are designed to support the isolated execution node in addition to g
traditional 1/0O functions. In particular, the ICH 150 includes an isol ated
bus cycle interface 152, the processor nub | oader 52 (shown in Figure |A),

a digesyobmensy 154, a cryptographic key storage »ebws@nhsol ated execution
| oi cal processing manager 156, and a token bus interface 159 g 10 The

i sol ated bus cycle interface 152 includes circuitry to interface to the
isolate@mﬂﬂﬂwEQ%EQmﬁﬁgﬂaﬂ@HﬂﬁlNﬁ@m@m¢aemdﬁmeﬁﬁfwa¢SQMEdlated bus cycl es,
such as e i.sol.ated ad an wite bus c rocessor nub | oader
slhg\ﬁrf elpcfpd i @H‘?"é&? isplateq grea coppggation ”8?%@%?% eeﬁ‘g%io @ader code and its
dl gest (t8s BlectioR BPEYorM&H th @n exldifi] ﬂaﬁﬁgﬁﬁ% 9 1dvh 8RERKifRd il e | Nvoked by
execution of an appropriated isolated instruction (e.g., Iso-Init) and is

15 tran@ﬁsrtheedethocis cuﬂsdectlmaabesdedam@aim@$1ng]:1mgmrmlablf: caonfiguihgol at ed areas 71.

From t he Lsol d area, roces nub | cader 52 copies the processor
nub 1 i de CyoERb ¢ b @ BRGERT Rt i T bR ode 181 b
non- vol %la{e@em Hodb §Hhaitith 19 b BRlidoRP /@ himblicRd, 8RpaffulaV&E id €S and logs its
integrity, and manages a symmetric key used to protect the processor nub's

secr et s.150 inclgipendswhaed busepdls interdfee 2. olegswsesor nutboddesidéhovbidni s | npl emented in

read onl ) For securit pose t he processor nub | oader
55 s R A) POE pipor iAo oE e S EAr SIS B The di gest
menory 1{%&&1 ;dﬁﬁlﬁggrlldn)fgel‘mlﬁ@'@ﬁkﬁ(ﬂuélﬁ}erfa%\jb stores the digest (e.g., hash)
val ues t he | oaded processor nub 18, the operating systemnub 16, and

any other critical nodul es ., ring-0 nodules) |oaded into the isolated
execiht i on spagieclatsipuygygle éq‘f;?%%edg?r 1&?3‘!??%“"!&‘&%’ g frifrfaggdo hsiolaedl ds a symmetric

enCr YDt L PGP QekEYoa LABL i Beatl S, LT LS BIALLOEE Of the system

100. e cryptographi ey storage i ncl udes
i nter I’lalwrlfellaﬁﬁfg‘/cléshahe RbRss@ g loaderi2ths towh B RiduseCliduintlndsa 15 16 JAN 2005 WO

02/ 06929 PCT/ US01/ 22027

processor nub loader code and its digest (e.g., hash) value. The processor nub loader 52 is
invoked by execution of an appropriated isolated instruction (e.2., Iso-Init) and is

15  transferred to the isolated area 70, or one of the isolated areas 71. From the isolated area,
the processor nub loader 52 copies the processor nub 18 from the system flash (e.g., the
processor nub code 18 in non-volatile memory 160) into the isolated area 70, verifies and
logs its integrity, and manages a symmetric key used to protect the processor nub’s
secrets. In one embodiment, the processor nub loader 52 is implemented in read only

20 memory (ROM). For security purposes, the processor nub loader 52 is unchanging,
tamper-resistant and non-substitutable. The digest memory 154, typically implemented in
RAM, stores the digest (e.g., hash) values of the loaded processor nub 18, the operating

system nub 16, and any other critical modules (e.g., ring-0 modules) loaded into the

isolated execution space.

25 The cryptographic key storage 155 holds a symmetric encryption/decryption key
that is unique for the platform of the system 100. In one embodiment, the cryptographic

key storage 155 includes internal fuses that are programmed at manufacturing.

15



Al ternatively, the cryptographic key storage 155 nmay al so be created with a
random nunber generator and a strap of a pin. The isol ated executifof JAN 2
| ogi cal processi ng manager 156 manages the operation of |ogical processors
operating in isolated execution node. In one enbodinment, the isolated
execution | ogical processing manager 156 includes a |ogical 5 processor
count negosdsep that tracks the nunber of logical pegespars participating
in the isolated execution node. 't'he token bus interface 159 interfaces
to the token bus 180. A conbination of the processor nub | oader digest,

t he pr oe@@@@iwelmﬂtfcmptgs@mhwlﬁh@@éimaymgobwg@émﬂmbnddmgest and optionally
addi ti onal ests epre ent ated execution digest,

ref erred” IE“Z) 5 eri’tgrd?’%?%‘g Hfad’gls ﬁ"?f’é e)éeS'Il Ia?? g’alcagijrﬁgeést‘ngl"?na&efl ngerprint 10

i dent i f Visfi@arh i@ mE biRehtibh &%ﬁal%%@ésgoﬁlobérﬂﬂg InRRialed AledhiBHn&IK EMUL I ON
configuration and operation. The isolated digest is used to attest or
prove t hvee gtbadiwent fthetifvlated eerwing logisibirodessths srweut! foncluddrdogieh- vol ati | e nmenory
160 stores nonvol at i i nformation. C non-, vol atile nmenory 160
0, o R T ot B R BP P op oA P e P RRER =1 60 1 not udes { he
pr ocess GhlaRlibked:Bon mode. [ IR tdePRE HRBhce MntbBicRiOML A83 vidgo. i i tial set-up and

| ow- | evel managenent of the isolated area(s) (in the system nenory 140),

i ncl udi mgnhh@ti@nfdfd)avliocméormxbé!miqngigesathdplb@gﬂgiwg digest, the laperatiper at i ng syst em nub
16, and the nmana nt.of the. s ric K used t rotect the operating
system ﬁﬁ!ﬁm§“§@% °ptﬁq‘ﬂlyﬁflcgt@8%?‘?% Srfﬁ%es‘i@%‘iyergq E‘gﬂ%r ovi de application
progr am&e@ﬂmﬁ&l%&{ feRp6d &&Dk&a@fa&#ﬁ afk iseied diges OVl GMGh Security services
provi ded by ot 20 har dwar e he processor nub 1S may al so he

di st bli;temdyiiwh&ﬁre-chciegpmlhneﬁ}mszwcumnmﬁamtunerrdopefei‘_ﬁm or operating
systemv oS a a boot djsk. The nmass starage, device 170 stores

ar chi ve || ‘ﬂ&{gF% “?66%“5%0@60&%‘[‘“‘(‘ ﬁa}t@‘?t{ﬁw CE)‘"FGBE%OE%%FX 16™18), prograns,
files, dat a, applications (e.g., applications 421 to 42N), applets (e.qg.
appl et s 461 ThonoA&okiily mandy Dfieiors hongolstls héiation Bpitals Shesbir age devi ce 170
may 25 include conpact disk (CD) ROM 172, floppy dlskettes 174, and hard
drive 178atilprmoniip0 dmplengpied BiodgraomCTiaugEyyisniypemory

includes the processor nub 18.

15 The processor nub 18 provides the initial set-up and low-level management of the
isolated area(s) (in the system memory 140), including verification, loading, and logging
of the operating system nub 16, and the management of the symmetric key used to protect
the operating system nub’s secrets. The processor nub 18 may also provide application
programming interface (APT) abstractions to low-level security services provided by other

20  hardware. The processor nub 18 may also be distributed by the original equipment

manufacturer (OEM) or operzting system vendor (OSV) via a boot disk.

The mass storage device 170 stores archive information such as code (e.g.,
processor nub 18), programs, files, data, applications (e.g., applications 42, to 42y),
applets (e.g., applets 46, to 46x) and operating systems. The mass stotage device 170 may

25 include compact disk (CD) ROM 172, floppy diskettes 174, and hard drive 176, and any

16



ot her magnetic or optic storage devices. The nass storage device 17gp
provi des a nmechanismto read machi ne-readabl e nedia. |1/0O devices 1% w 28
include any I/O devices to perform 110 functions. Exanples of 1/0 devices
175 include controller for input devices (e.g., keyboard, nouse, trackball,
poi nting device), nedia card (e.g., audio, video, graphics), network card,
and anweobdwesw} peripheral controllers. The tokerpchwsoih8R7 provi des an
interface between the ICH 150 and various tokens in the system A token is
a device that perfornms dedicated i nput/output functions with security

f unct i onékrimageetc ormpticikasge feisescharmassiergsdevios! 78 pivillar to a smart card,

i ncludin er d pur pose public/private key pair and the

ability ém@F@h aPﬁqWFfﬁgiﬁ “Brivate key. Exanpl es of tokens connected to
t he token bus 180 include a notherboard token 182, a token reader 184, and
ot her port alMOaleticds @Mamal@lufeangl/Q devivestd pe ) O fu'ﬁhﬁni ekasplesbus i nterface 1.59

in the ICH 150 connects through the token bus 1.50 to the ICH 150 and
ensur es %t fevigtid S BeRdrerialer foémH’rt gryiees (g kswboprd, resfuse; 1skhallo| at ed executi on,

the 15 angg@feg)dheaa GRKER, diflo Gideo, b c@soﬁeﬁwoﬂp&@dggﬁn 182, the token 186)

si gns o I SO i gest r'imat | on urposes of security,
t he tokﬁﬂm&houmdm&ﬁ.connected to the digest nenory. Wen inplenented in
sofitware, the elenents of the present invention are the code segnents to

20 o machi ndb GRALE 40 HEEHA I et -REe b B SO EB SHURRHBI o modium o

transm ﬁltﬂ%@?lﬂ\/n & tokdn U@ thabhRbErmS b@iRaked AFROHIERntBnAviGar ri er wave, or a
signal nodul ated by a carrier, over a transm ssion nmediurn. The "processor

readabl@mn@diumWMMGy Ah&hﬂﬁ@mamwn#@dﬁEWHmhammﬁGmmHEM@mBnor transfer

i nf i on. 1 ocessar. readabl.e nmedium i ncl ude an

el ego Eon(‘?fers %"Qo%éwﬁh"aﬁ%%’ﬁ"?f@ﬁllfrﬂgﬁﬁé‘{ﬁf%'é’aﬂ%{*‘F@‘w a flash nenory, an
eras abl SivéR ke LenNTBObIEnMeddarREMbkendud 130 BEMddinfhRibAd . @ compact di sk
CD-ROM an optical disk, a hard disk, a fiber optic nedium a radio

f 1 equenioken (883 tokemkaderdB andEifer rovabisuielens 186 (eLANIRGOS). The token
bus interface 159 in the ICH 150 connects through the token bus 180 to the ICH 150 and
ensures that when commanded fo prove the state of the isolated execution, the

15  corresponding token (e.g., the motherboard token 182, the token 186) signs only valid
isolated digest information. For purposes of security, the token should be connected to the

digest memory.

When implemented in software, the elements of the present invention are the code
segments to perform the necessary tasks. The program or code segments can be stored in
20 amachine readable medium, such as a processor readable medium, or transmitted by a
computer data signal embodied in a carrier wave, or a signal modulated by a carrier, over a
transmission medium. The "processor readable medium” may include any medium that
can store or transfer information. Examples of the processor readable medium include an
electronic circuit, a semiconductor memory device, a ROM, a flash memory, an erasable
25  programmable ROM (EPROM), a floppy diskette, 2 compact disk CD-ROM, an optical
disk, a hard disk, a fiber optic medivm, a radio frequency (RF) link, etc. The computer

17



WO 02/ 06929 PCT/ USOL/ 22027 data signal may include any signal that §cgaN 200"
propagate over a transm ssion nmedium such as electronic network channel s,
optical fibers, air, electromagnetic, RF links, etc. The code segnments may
be downl oaded via conputer networks such as the Internet, Intranet, etc.
CONTROLLI NG ACCESSES TO MULTI PLE | SOLATED MEMORI ES I N AN | SOLATED EXECUTI ON
ENVI RONMEMIsssklie present invention is a nethod, apparabkagoezand systemto
control nmenory accesses to multiple isolated nmenmories 71, as shown in
Figure IC, in an isolated execution environnent. Figure 2A is a diagram

i | [ ust r 48 ﬁ@“ahﬂ?é/lilc‘b@@@b’é‘&labtk‘éé‘ﬁlﬂ@ﬁﬁa@lﬂmQFQHSYEIQSI% meBBREICRES i n Figure | F

accor di f the.invent The. | ated execution
circuitr‘l'gclntl'f@'|nc?rE é%wg"ﬁ?g%gﬁégﬁ?|6ﬁw er“c"fu %”ﬁﬁ%’%Q% “Gccess manager 220,

and a caghentiRae ow RNMAgR ordbik: nehlieksGah @s tRxBGkEt] MifanttNdtd, 205 i ncl udes an
instruction decoder and execution unit 210 and a transl ation | ookaside
buffer (TLB) 218. The instruction decoder and execution unit 15 210
receives an instruction stream 215 froman instruction fetch unit, The
instruction stream 215 includes a nunmber of instructions. The instruction

decoder and egRTRUIIMIG MOCESSER TO MiecoeasISODETEDENMORIFESQRANAND execut es t he
decoded i nstructions. These instructions my be at the mcro- or nmacro-

| evel . The instruct i GRLAEEYRECUHHN EXERONMINTUNi t 210 nmay be a physica

circuit or an abstraction of a process of decodi ng and execution of 20
i nstructi ongpe bl AARLHALAE2 mbhR), ApPath il RRS &M REhtde 1 sol at ed

instructions and non- i1solated instructions. The instructi on decoder and
execut i @qnessﬁsmmtﬂﬂmb agmmmamemsal vd showraih Flgadmm@mf;d wtanios here is an access

transacti on. 218 tr slate the virtual ress 212 into a
e o tviimeat Lings 2K pradnesh A5t R e G B BN DI L e Nonory

Omnepsh lnﬁﬁf AR08 2dBRINE 1ol NI Ibbdithént of thEinveltidd. Pedsofatel &ecdh@l?&ﬁm’t n the cache 219
to find the physical address that natches the virtual 18 18 JAN 2005

115 inchudes a core execntion circuit 205, an access manager 220, and a cache memory

manager 230.

The core exccution unit 205 inciudes an instruction decoder and execution unit 210

and a translation Jookaside buffer (TLB) 218. The instruction decoder and execution unit

15 210 receives an instruction stream 215 from an instruction fetch unit. The instruction
stream 215 includes a number of instructions. The instruction decoder and exccution unit
210 decodes the instiuctions and executes the decoded instructions. These instructions
may be at the micro- or macro- level. The instruction decoder and execution unit 210 may
be a physical circuit or an abstraction of a process of decoding and execution of

20  instructions. In addition, the instructions may include isolated instructions and non-
isolated instructions. The instruction decoder and execution unit 210 generates a virtual

address 212 when there is an access transaction.

The TLB 218 translates the virtual address 212 into a physical address 99. The
TLB 218 includes a cache 219 of the Memory Ownership Page Table (MOPT) 77. The
25  TLB 218 first looks in the cache 219 to find the physical address that matches the virtual

18



WO 02/ 06929 PCT/ US01/ 22027 address 212 and an associ ated page tabllﬁ %ﬁNI’ZQD;
I f the physical address is not in the cache 211.9 the TLB 218 then ?
searches the MOPT 77 itself. The TLB 218 uses the base of the MOPT 11 21
to search for the physical address. Referring also to Figure 1 E, starting
with base of the MOPT 221 and the page tabl e conponent 91 of the virtual
addr esswgddzosodohe 5 TLB 218 finds the page tabl e erdgrws®d2i20r the virtual
address 212. As previously discussed, each page table entry 93 incl udes
the base of the page 95 and artattribute 96 (isolated or non-isolated) for
t he pageddesipnd treastoeiaed noge tebireening dethomdyvgalrddrere is@ptrig tae cacksonponent 92 of the
vi rtual r TLB, 2 i.Nn h i C address 99 correspondi ng
to the Vﬁg?‘ﬁg@%&g&&&@"hﬁs# és oulﬁﬁ‘ggf' Ié"ﬁ?%@?ﬁ Seesgéet%%tolfﬁ%e transl ati on of

vi rtual MOPPEIkESS8Sortti: pRILIEH a8dkbss. AHHHSS SBSto Malrk 12 isAGingwil-B 15 wel | known in
the art. As will be discussed later, the attribute 96 (isolated or
non- i solbateedithe MOPT EHandthgass bl enmpencati of the virbelefldress 12ne an access

A0SR BB B P R B0 9455 27, 11 e

control /dssha&eu,sea&hrpﬁgz_rmtehm3%ﬁ&desmaﬁsaeﬂhﬁ%ngamnaﬁm&@s 15 information 226.
The control/status information 222 includes control bits to manipul ate

var i ous (isplepiean nen-ipaiatadhler thergkea tlUsiie o base gichepagy@p endahedfs220 and st atus data

fromthe acce n r.220 er.an 24 includes data to be witten
o and FRRORT o e s TR PRTARR Sl BBEYIST (01 fat fon 226

i ncl udegoRshh@sto thafRidT8dde@d) HsBoullt be afphiBiald ¥ tie dhnslaA&lbr Ofisal P OVi ded by the
TLFB 218), read/wite, and access type information. 20 The access manager

220 Hecefldresses torpdiysiprlorddresens utilizing @ Sl isolell known mdbeiantf 45 wiltbeon 222, receives and

i des; d 224 i nfornat i i ves the. i nf ion 226 f
Phe. cor Soainat ok -t Bar 1868 S SFE0 KT e B FEEFARA on execut ion

r ecei vVesgofighthe BeatBeRfiSction k@ Rabtedekaeuli®. . a cache hit) and an attribute 96
(isolated or non-isolated) fromthe cache nenory manager 230. The access

manager 220 al so receives an external, isolated access . 25 signal 278 and a
front side H§Ermeasinaligredy tqeﬁ?’BFxr‘?ﬁ’L“P‘b‘f‘lm‘gﬁ%ﬁ%e%ﬁ%wﬁ%em anot her processor

N the 53%sk eithardkifo fdofifddthud ifBhkdIRACHERT A BaloR78 15 asserted when
anot her processor I n the systemattenpts to access one of the isolated
menolby aifeastion THe Tacoetsd/status information 222 includes control bits to manipulate

various elements in the isolated bus cycle generator 220 and status data from the access

manager 220. The operand 224 includes data to be written to and read from the acoess

manager 220. The access information 226 includes address information (e.g., the physical

address provided by the TLB 218), read/write, and access type information.

20 The access manager 220 receives and provides the control/status information 222,
receives and provides operand 224 information, receives the access information 226 from
the core execution circuit 205 as a result of instruction execution, receives a cache access
signal 235 (e.g. a cache hit) and an atiribute 96 (isolated or non-isolated) from the cache
memory manager 230. The access manager 220 also receives an external isolated access

25  signal 278 and a front side bus (FSB) address information signal 228 from another
processor in the system. The external isolated access signal 278 is asserted when another

processor in the system attempts to access one of the isolated memory areas. The access

19



19 WO 02/ 06929 PCT/ US01/ 22027 manager 220 generates an isol ated aiigzi 200
signal 272, an access grant signal 274, and a processor snoop ac N :
signal 2.76. The isol ated access signal 2721 nmay be used to generate an
i sol ated bus cycle 730 sent to devices (e.g., chipsets) external to the
processor 110 to indicate that the processor 11.0 is executing an isolated

node | ngbhigibon. The processor snoop access signalyudrilarey be used by
ot her devices or chipsets to determine if a snoop access is a hit or a

mss. The isol ated access signal 27 2, the access grant signal 274, and
t he pr ocemagor22 proopes dselsisd artaynadnal 275 amassesedrabsigyel 2i6entl 4 nternal |y by the

rocessor 110 to control mpni tor other _j.sol ated, or non-i sol at ed
gct i vi tiPEESSOp ORI ﬂ@{'] & hﬁ‘ﬁﬂﬁﬁé‘?%?ﬁ@“ﬁl %’@é’?a\y g%usfdr{tg access information

27,6 fr %@ﬂeﬁa&% EOREd bud QR3S ErdhihORvieds (LMl ichipt @Rl IB8ORERLHS the cache access
signal 235 to the access manager 220. The cache nenory manager 230 incl udes

a cache lhtkiindigai@ @2 theprastsar 100 aexbatingah ésplated mak instustbnofheer circuits to manage
cache. transacti ons as,kggﬁp b% on$b%ﬁgl%pd in.the aét. Thﬁ cache access

si gnal  PEECSTORORLACES e Z1ouiop UEf D T CRER ST LPEEL G P8 e enbodi ment, the
cache ag@&%ﬁao%esgfaahﬁ&%%isss'r@ 1PER Bockth bigral 200 e sbRBlrahiSigAsSer ted when there
is a cache hit from 15 a cache access. Figure 2B is a diagramillustrating

t he acc@é®b amtdeaysesss bownactass stingl i em@Alsabowedditergelly by Bne enbodi ment of t he

i nvention. The acces nager . 220 jncludes a configuration storage 250 and
an acce??“@f?é@l?it%ﬁ’mﬁ‘ﬁ F@E”i‘q‘g"é otyer isplated e eQlatpd agivitics. 220 exc hangesgoper and

224 information with and receives the access information 226 fromthe 20
cor e execut iTafcachenittioty n2QdperhOmteiiesthd-dccHsy iafoRdtionTNé frapékand 224 i nformati on
includes the attribute 96 &}solated or non-isol ated) for the page

assoli aewsautipp sireuit Ml apsapaaraes the gaphe wecss stamal 235t the sccese wanagidder 220 al so

ot or na™) A EPRS SARGERS BURER oOf henf IO BESEATARRRAT | 0V On 228

from ag@ldiRf ciidil 6Asma: cafic itadtiont R kiiwgby enc2illedTihe &€ CAES manager 220
further receives an 2.5 attribute 96 (isolated or non-isolated) fromthe
cache neashepssesssipnal 23 adientes the praptlteof the caghe ageessp Bong epiedineitdle hasis. The access

i nfor nas::jcf?éﬂ'acégs% éngl % Sl".igg Sact vl Qx%,r?ah Elalis a@sqgcrd‘%ﬁlgn tﬁe?e is & cache hit from

15  acache access.

Figure 2B is a diagram illustrating the access manager shown in Figure 24

according to one embodiment of the invention. The access manager 220 includes a
configuration storage 250 and an access checking circuit 270, The access manager 220
exchanges operand 224 information with and receives the access information 226 from the

20 core execution circuit 205 shown in Figure 2A. The operand 224 information includes the
attribute 96 (isolated or non-isolated) for the page associated with the physical address 99.
The access manager 220 also receives the cache access signal 235 from the cache manager
230 and the external isolated access signal 278 and the FSB address information 228 from
another processor as shown in Figure 2A. The access manager 220 further receives an

75  atiribute 96 (isolated or non-isolated) from the cache manager 230. The atiribute is on a
per cache line basis. The access information 226 includes a physical address 99, a

read/write (RD/WR#) signal 284 and an access type 286. The access information 226 is
20



read/ wite (RD/WR4) signal 284 and an access type 256. The accesk 8 JAN 2805
information 226 is 20 18 JAN 2005 WD 02/ 06929 PCT/ US01/ 22027 gener at ed
during an access transaction by the processor 110. The access type 286
indicates a type of access, including a nenory reference, an input/output
(11O reference, and a |ogical processor access. The | ogical processor
access woolugshes a | ogi cal processor entry to an igehasetd:zenabl ed state,
and a | ogical processor withdrawal froman isolated enabled state. the
configuration storage 250 contai ns configuration paraneters to configure an
access t&emf@ﬁﬂé‘t“iﬂlﬂmnge%e?@@ae@nlbyfmhrecepﬁpbldg%e?meﬂwe 2Phindipatscessor 110 has a
nor mal ;[’CI on. lge aangr;ed an s%l z%t Wﬁu?#@)re?ermggnd The access
transactl EE-teed) APor rflf G g gura I’on storage 250 receives
the Opeflé’g'ﬁil ﬁ&éssbrra&@gsrrmeu@'baf;ﬁ&eas&a@esmmlhmgrognedlp@&ssafamsﬂer and execution
unit 210 (Figure 2A). The configuration storage 250 includes an attribute

regi st erto frggo. %de%@bd sigg, angredogicalresesea Sfhdravshirqnian isolagsd snabled 252, The

attribut etregl ster 251 contains the attribute 96 for the page associ ated
withthé phyS| cal address set to either isolated or non-isolated. The
processor control register 252 contains an execution novie word 253. The
execution rmﬁ’il&cmfrgukaﬁﬁ&oiageEﬁsmdmcbnﬁ@mﬁonmmﬁrsmmMemn 110 is configured
in the isol ated executigon node. |In ope enbodi t he execution node word

253 i s 4OEFAGIEtion genqraeh by dheiprrgesior [ 0nEhe progrews U %ffefmag in the isolated

execut i QRecRH Grod S aBiSRd SxeBR b ROTHE dcEl trdns2Afh aDREksS the access
transaction using at |least one of the configuration parameters (e.g. the

execut i anformeithe. WCdnf@E@ticam’draBﬁk@Oam\restbebrera@tﬁamaﬁwjmzt@mfrheﬂaccess i nformation

226. The access chec C|rc 270 era s the processor isolated
accels J1sgyeapn dsgogier ap ‘3‘6 g@r@ﬁ‘{ co ‘ﬁﬂra“oé'ﬁﬁpa?ﬂr?égpr 0cessor snoop

access RifRah at@@ut@reg'@bﬂ& a%hh |2§%Ha91@é‘es§aif coﬁmre?iﬁtﬁmtﬁés in the
configuration storage 250 %e access information 226 in a transaction

gener at etritoie ragiser 25 P athrlt@te 96 fodtht bege ERBiamdditietbsphysiest or mat i on 228. The
FSB add ggd?esés sletn t]; glghgﬁgola?eg cn2 rlzo%-isio?ateﬁ.yﬂje %%Lels%r g)r Ireggt%r £¥ cong%ts her
an execution mode word 253. The execution mode word 253 is asserted when the
15  processor 110 is configored in the isolated execution mode. In one embodiment, the
execution made word 253 is a single bit indicating if the processor 110 is in the isolated

execution mode.

The access checking circuit 270 checks the aceess transaction using at least one of
the configuration parameters (e.g. the execution mode word 253 and the attribute 96) and
20 the access information 226, The access checking circuit 270 generates the processor
isolated access signal 272, the access grant signal 274, and the processor snoop access
signal 276 using at least one of the parameters in the configuration storage 250, the access
information 226 in a transaction generated by the processor 110, and the FSB address
information 228. The FSB address information 228 is fypically provided by another
25  processor and is snooped on the FSB. The isolated access signal 272 is asserted when the

processor 110 is configured in the isolated execution mode. The access grant signal 274 is

21



25 processor and is snooped on the FSB. The isol ated access signal{ Z/Z2ANs 2
asserted when the processor 110 is configured ill the isolated execution
node. The access grant signal 274 is 21 18 JAN 2005 WD 02/ 06929

PCT/ USO01/ 2202" used to indicate that an access has been granted. The
processor snoop access signal 276 is used to determne if an access from
anot herwpimressor results in a hit or a mss. Fi guceusAnresra di agram
illustrating the access checking circuit 270 according to one enbodi nent
of the invention. The access checking circuit 270 includes a TLB access
checki ngiseite disate thi an ageres hanbepsmanisd o BYs PERSIK Saep astepscignal 2830, The TLB access
checki nqjm-‘%it({t% ei‘ntlinealg‘% alésceegs .o\ﬂlea%ot@eperocaegsgrrrgsbt%t'r?a $E0r?irllﬂgsst he execution mode wor d
253 to generate an access gran rgnal 274" e acCess grant signal 274 to
the isolated area is asserted when the attribute 96 is set to isolated and
t he execut i diiguraddas a diagral BixBating thasses theckingnadud AT( aagprdinpad cran | sol at ed access
is valid or allowed as copfigured. 10 1In e enbodi nent, the TLB access
checki nﬁmg?dl‘“&f’m qf thg yr elﬁ‘é?'fWﬁ%‘eﬁcﬁ‘eﬁl&?géﬁfum%:@flﬂfgﬁ YEB P operation. Thus,
when B RERERSHRI 15 HSH S8 Aol idkdliopadoess of an isolated area, only if
the processor is operating in the 1solated execution node and the attribute
for the page associated wth the physical address is set to isolated, wll

the access thahihirispeietkng ciu Atlgepcivesshepighuedgandibsepecetivacki ng circuit 330
perfor i md.ar f ion. .t he. . L. ess. ¢ i,ng circuit 310. The
”%16% orcg%3 %0 endthls }m a?ce\s),s:g%ntéégﬁaé rz?'ft él‘sh%cgegg %an% mgxaﬁ%z ég the

FSB snoop che circul rocessor snoop access signal

276 by eoRed fédlgastched wias he aaboe 86is st @halate@ 3f thelehRutd t@denal 1 sol at ed access
signal 278, and the attribute 96. The FSB snoop chocking circuit 331)
i ncl udevow 263 is axserted ivAIBIABhat g Dolgedpesgssdeebhel aboved pyrerfiesad, The first

mbj 42 [1ecei i 2 . ' . -isolated) f
Y e e e IS

ext er nalNoi" sfkafiti drhas; GBS pic@iviteqidahBa fhiyaen Alteisheim iplagassor doi ng the
snoopi ng, The attribute is on_a per cache |line basis. |In one enbodi nent,
the fi r &y ifghgpisreswer is gueptipgin ths isglatedexpyfioragde andyihe atidiuiedorfisr oper ati on. The

second S%E'Jggs&ﬁ{ed Wit the physical address is set to isolated, will the access transaction be

granted.

15 The FSB snoop checking circuit 330 performs a similar function to the TLB access
checking circuit 310. The FSB snoop checking circuit 330 generates the processor snoop
access signal 276 by combining the cache access signal 235, the external isolated access
signal 278, and the attribute 96. The FSB snoop checking circnit 330 includes a first
combiner 342 and a second combiner 344. The first combiner 342 receives the attribute

20 96 (isolated or non-isolated) for the line to be snooped, from the cache memory manager
230, and the external isolated access signal 278 from another processor doing the
snooping, The attribute is on a per cache line basis. In one embodiment, the first
combiner 342 performs a logical "Exclusive-Nor" operation. The second combiner 344
combines the ‘rcsult of the first combiner 342 with the cache access signal 235 (e.g. cache

25  hit). In one embodiment, the second combiner 344 performs a logical AND operation.

Thus, a processor can only snoop out a ling from another processor for an isolated area
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conbines the result of the first combiner 342 with the cache accpgs JéiNg@slo
235 (e.g. cache 25 hit). In one enbodinent, the second conbi ner 344
perfornms a | ogical AND operation. Thus, a processor can only snoop out a

| i ne from another processor for an isolated area 22 1 8 JAN 2005 WD

02/ 06929 PCT/ US01/ 22027 when the snoopi ng processor is operating in the

i sol at aglp eeeuti on node, the attribute for the pagewusanset to isol ated,
and there is a cache hit. Only when these conditions are satisfied wll
the access transaction be granted and the processor snoop access signal 276
be generdemile MePingmrocesesr i ORERlipg ib the isglatyhexeqtimn madedhs abhaEfetng circuit 330
ensur es ot RS fWIRGLEL RAllot d da@ it B LRNASEISANANS! om when not all_t he
pr ocessor ave been rnitiallzed for 1solate MeENDry area accesses. The

X-NOR elsgimdatwiiBheates ttn@stich Bédranted SMOBprbdedsbr sERP adddsk Mgnaxer  from a
processor that has been allowed for isolated access. If one processor is
not yet begrapratpdfopamtisolstgd pea- t he i sol at ed nenory area accesses, it will not be
able to snoop a line out of 10 another processor that is participating in

the igol at e%hmgnx(gﬁﬁ&ﬁné&ﬁﬁ%_@&smﬁﬁi@p_le@fhﬁc){mna@cyinl%r ocessor that has been
enabl ed for isolated accesses will not "inadvertently snoop a Iline out of

anot her nplipmes®osystth ahenhvasll g iprogestorstheerveaniaitidlied forThaktedpr ocessor snoop access
signal 276 for an iso,hgé&j%l?rea iag asserted in i,catqigrg) there is an access
hit wheM P sl grment HA8isres Sl a ot PHUVESH ng there is a 15

cache hlﬁgma?gcee@%mthbﬁoemmea@drisbﬁtecl RESY 1PGE BRSsdt ARVt 278 15 asserted and
the attribute 96 is set to isolated. Figure 313 is a diagramillustrating

t he accestciphmik tha foletied wenory @ep@ecessesnitimidiget be phloloewsp ¢ ingiowtak pr ocessor

opergtionsg according. to.anot her enhodi ment of the |.hyeption. The access
Checkl ngroReTRgEPEor s PRIGHIIE Ge FoRREmoR BRaEsF- NRdel 360, 20 A

physi Cabro&%&%&%ﬁbeé@eﬂaﬂb@y&is@latEtHim@s%s will nb%hﬁéﬁéntl?&xﬁ@;ﬁﬁlﬁ@r s. Each I ogi cal
processor may enter or exit a isolated processor state, referred to as a

| ogi cal oy ebamethg processoe thetdes noyyet teenppinehddd. pr ocessor access is typically
gener ated when the correspondi ng | ogi cal

The processor snoop access signal 276 for an isolated area js asserted indicating
there is an access hit when the cache access signal 235 is asserted indicating there is a
15  cache hit and when the external isolated access signal 278 is asserted and the attribute 96

is set to isolated.

Figure 3B is a diagram illustrating the access checking circuit 270 to manage
process logical processor operations according to another embodiment of the invention.

The access checking circuit 270 includes a logical processor manager 360.

20 A physical processor may have a number of logical processors. Each logical
processor may enter or exit a isolated processor state, referred to as a logical processor
access. A logical processor access is typically generated when the corresponding logical
processor executes an isolated instruction, such as isolated enter (iso_enter) and
isolated_exit (iso_exit). The logical processor manager 360 manages a logical processor

25  operation caused by the logical processor access. Essentially, the logical processor

manager 360 keeps track of the number of enabled logical processors in the processor.
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processor executes an isolated instruction, such as isolated enUI; JAN 2
(iso_enter) and isolated exit (iso exit). The |ogical processor ' %a&gg gg%
manages a | ogi cal processor 25 operation caused by the |ogical processor
access. Essentially, the |ogical processor manager 360 keeps track of the
nunber of enabl ed |ogical processors in the processor. 23 18 JAN 2005 WD
02/ 069290 b¥aki20US01/ 22027 The | ogi cal processor namagarsodee7i ncl udes a

| ogi cal processor register 370. a logical processor state enabler 382, a

| ogi cal processor updater 380, a m nimumdetector 371. and a maxi mum

det ect orThgipgical proeessopghnager 349 insiides s dneicalagicepas FeeigimB 7S pdngisala | ogi cal processor
count 3 72 ta.lndi cate.a, nunber i Gal _pr.oce r ently enabl ed.
The Iogﬁ%gﬁs 85$gg@%§§%agﬁg @mgﬁakwggggggagﬁgBW%éggmsg%%%%l processor state
when t he raginmake@fGeR SHelogical oSS egistetaV0 dore 4 3gicdl pgdegsdd processor updat er
380 updates the | ogical processor count 372 according to the |ogical

pr ocess GPunhEid dsigdicaranumbyy pldegicareseeu s gvrenily aupbled. Tegbeird enabl ed by the
enabl ed | ogi roc or..st at e. e i rent., the |ogical processor
Fogi st eP 3ot S BPEER7 BBl o 0D R Tk Br, 101 Coe e s an

up/ down a6@4d i valid. Wihk [bgied) ladegsor ubOatel BED uiti4dds e Mz GipREd @ coatd7det ermines i f the
| ogi cal processor count 372 is equal to a mninmumlogical processor val ue
(e.g., 2eewingothelogeskrpgrprdescsc Thrlogicabrrerasse updaspipoistenabled 8Y | ogi cal processor
count 372 X [ ; lue. . maxi mum | ogi ca
procesnge%%ﬁgggﬁg%gcnﬁ%%%gh+ﬁ%fégkpgéeﬁggaﬁgQ¥%ﬁﬁﬁe1%%2?)of | ogi cal
pr ocess @fidshd Ibgita] pradessbupadidp pfratealpliryentel @s dnspti@inecuineX @tidnitdn node in the
processor 110. 15 The |o icalgprocessor updater 390 initializes the |ogical
t

pr octk s dpe ity deretar@H dfermiags diheriogicalyugeessr et g iseael tif ocessor updat er 380
updat es uifud ReHf BlocRloPRRR R 261 Fhe g ioteBlof 376 Benflhds@Ft 1 N (.0

i ncrenmenti ng € access traansaction corresponds to the | ogi cal
pr ocess e lgRbinyocesidi eounBy? eated{r maxdna0bgitipdataor vA80 Thpdat es t he | ogi cal

processor count 372 in a second direction gpposite to the first direction
(e.qg. @é@mmg%cﬁlmesgm winerigpgumber mdicating the maximum number of Togical

processors that can be supported by the isolated execution mode in the processor 110.

15 The logical processor updater 380 initializes the logical processor register 370 at
system reset. The logical processor updater 380 updates the logical processor count 372 in
a first direction (e.g., incrementing) when the access transaction cotresponds to the logical
processor entry. The logical processor updater 380 updates the logical processor count
372 in a second direction opposite to the first direction (e.g., decrementing) when the

20  access transaction corresponds to the logical processor exit or a logical processor
withdrawal. When the logical processor count 372 is equal to the minimum logical
processor value, the logical processor manager 360 causes the processor 110 to clear the
cache memory 232 (Figure 2A) by writing it back to main memory and the isolated setting
register (Figure 2A) from all isolated information to restore the initial conditions in these

25 storage elements. When the logieal processor count 372 exceeds the maximum logical

processor value, the logical processor manager 360 causes the processor 110 to generate a
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20 access transaction corresponds to the |ogical processor exit @gr,a

| ogi cal processor wthdrawal. Wen the |ogical processor count ! 7& JAN 2005
equal to the mnimum | ogical processor value, the |ogical processor
manager 360 causes the processor 110 to clear the cache nenory 232 (Figure
2A) by witing it back to main nmenory and the isolated setting register

(Fi gur ewy@éyoséwom all isolated information to rest gicgushiezdzni tial conditions
in these 25 storage el enents. Wien the | ogical processor count 372 exceeds
t he maxi num | ogi cal processor value, the |ogical processor manager 360
causes tfHresr Belbepsdiionbamuse the tpshaynberef lgical pro@sson £9892G PCT/ US01/ 22027

failure %)r{imf aul t e?%]diic%onesbeﬁﬁgga%b%hue Ao) lal n%ggg%r of 1 ogical processors
exceed the Wﬁ“ﬁm PRIFTEFeBY ogl car p%roc&éhggrrs Phat can be supported in

the processor. Figure 4 is a flowhart illustrating a process 400 to
gener at e an RimeecSsa fipvwainit ilbistepiad a pricess 40050 beatradaraxess grantaignalccor di ng t o one
enbodi nent of the invention. 5 Upon START, the process 400 distributes

pages t &°riglated preentipaaspostingdo pRe sBPATImepos e yastifek 410) . Then, the process 400
asserts the execution node word in the processor control register to
confisgur e t NEpopSTHRSS 4 prodcts 40Mdistiivieh pigesdo Bxldgleikalad ndpoey atdd ock 420). The
process 400 then receives access information from an access transaction
froma ®PEAeQsen thspreses 49 g3pers ik gxeqtiopradeiwqrddy Bapesios ncl udes a physi cal

addr ess cén?rgl rEli Y g)%gﬂhgarg o gro&z?ﬁr ighéﬁgla??cx@%uﬁgrj it @ilécik §ﬂ?’6.at ed/ non-i sol at ed)

for the page,” and an - acceSs type. X e process 400 determnes if the
at t ri buttke préces @00 then récsiodsagced infmtlatioh foe xecekd tamsadpl@omwr d is asserted
(indicating set to isolated) (Block 430). If not, the process 400 generates

a fail oeSHF Blogk#25). Ihparcess Bfrmpaterypudesinbysigatpidress (35 @19Vided i nat ed.
Q hefpw SeSS: ' | (Bl ock 440).
OfpM $ftme T ,alﬁra%gt%&?grﬂ%&mo@%&%é%.?or%gﬁgggﬁc?ﬁ%%cggs%g ﬁélxg,”a (Bl oc )

Then t he process erm nat ure Is'a flowhart illustrating
a procesis plhds 400 daamnmeas the MEB8Ss bedPiioRted andtieeassion mogeavaat | ons for isol at ed
execution according to one enbodi nent of the invention. Upon START, the

pr ocess SBEeF pdizattg s sl (R 4 SoPodeaatsiss tEGPLHER 2 when there is no
enabl edphiadi Ol BERGE Rk 48sPhiRGKnentcihatod! RARNiRENDEALESH) SO0 executes a

| ogi cal processor access Instruction (e.g., I1so_enter, 1so_exit). The
| ogi cal asprie desses gaecesd(Block 440). Then the process 400 is terminated.

15 Figure 5 is a flowchart iltustrating a process 500 to manage process logical

processor operations for isolated execution according to one embodiment of the invention.

Upon START, the process 500 initializes the logical processor register when there
is no enabled logical processor (Block 510). Then the process 500 executes a logical
processor access instruction (e.g., iso_enter, iso_exit). The logical processor access

20  instruction asserts the execution mode word. Next, the process 500 enables the logical
" processor state (Block 525). Then, the process 500 determines the logical processor

access type (Block 530).

If the logical processor access tyf)e is a logical processor entry, the process 500
updates the logical processor count in a first direction (e.g., incrementing) (Block 540).

25  Then, the process 500 determines if the logical processor count gxceeds the maximum
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20 instruction asserts the execution node word. Next, the procesh §5QAN 2005
enabl es the logical processor state (Block 525). Then, the process 500
determ nes the | ogical processor access type (Block 530). If the |ogical
processor access type is a logical processor entry, the process 500

updates the | ogical processor count in a first direction (e.qg.,

i ncr emagd vii@dze ( Bl ock 540). 25 Then, the process 5@@raséi@ssay nes if the

| ogi cal processor count exceeds the maximum 25 | 8 JAN 2005 WO 02/ 06929
PCT/ US01/ 22027 | ogi cal processor value (Block 550). If not, the process 500

goes to lglc?@%gzgg%%@g;%%S@g’Iﬁng%ﬁ%)ﬁ&?s%& e:?tggllo@ﬁ.;@t?xﬁisé‘ failure or fault

conditio erm nat ed. ogi ¢al processor
access ttlypeocess 5@ geregites afxilpe @Famsaiditiox{Bloco$60) Mdisaieh tephigakissor Wi t hdr awal ,
t he process 500 updates the | ogical processor count in a second direction

opposite to e first direction,(e.qg., decrenenting) (Block 545). Then, the
ot bcess 500 LB FHEEH] Pt el POt SOGE B RRIEE equal to t he

M N MUMyRrbdGat, (R piboess 700 iftihtef B BEiKal prac@ibr cobnk inAQEcond diEetiRg 0Ccess 500 goes to

bl ock 570. Ot herw se, the process %00 initializes the cache nenory and the

i sol & edprositetts thefinstaliybotione(e.s f deonemeriting) (BleckiS40| Bremdheiprieess it i on (Bl ock 565) .

10 Next, the process 500 determnes i.f there is a next, |ogical processor
access CBPBEE 9 Bpca ProoREpi el fde By Wi (G dERLBIF access, the
process sEN0rfh&t e fisceds 90020 QGKbISAC 76, DihePNRCHE FodsslsOihBiAlzedifcOCESSOr access
instruction, If there is no nore | ogical processor access, the process 500

i s ter meavhe pemonGCENTIREREFNSNOCESSESRDIR spITEFpfmag@ (BPED MEMORI ES USI NG 15
A NENCR}E@CNIRCLLER I N AN | SOLATED EXECUTI ON ENVI RONMENT The above
description refers to the isolated execution process in the processor 110.
Accesses to the multiple isolated nmenory areas 71, shown in Figure IC, are
furtBer comeriphé @ebeis\0d deermiifiddslifHRE i Fnegloa@all processdredeess (Blovy t o Figure I F, the
processor |10 views .

570). If there is a next logical processor access, the process 500 returns to block 520 to

execute 2 logical processor access instruction. If there is no more logical processor access,

the process 500 is terminated.

CONTROLLING ACCESSES TO MULTIPLE ISOLATED MEMORIES USING
15 A MEMORY CONTROLLER IN AN ISOLATED EXECUTION ENVIRONMENT

The above description refers to the isolated execution process in the processor 110.

Accesses to the multiple isolated memory areas 71, shown i Figure 1C, are further
controlled by the MCH 130 (Figure IF). Referring to Figure 1F, the processor 110 views
the MCH 130 as an input/output device mapped into an address location. To have

20 accesseé to the isolated memory arca 70, and particularly the multiple isolated memory
areas 71 (Figure 1C), the processor 110 needs to configure the memory configuration
storage in the MCH 130 accordingly. The MCH 130 also includes control functions to
allow the proc;essor 110 to access the memory 140 in the multiple non-isolated memory
areas 83 (Figure 1C) as well. The MCH 130 receives signals from the processor 110 via

25  the host bus 120, such as the isolated access signal, or the bus cycle information.
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the 'RICH 130 as an input/output device mapped into an address | ot i AN 28
have 20 accesses to the isolated nenory area 70, and particularly the
multiple isolated nenory areas 71 (Figure 1C), the processor 110 needs to
configure the nenory configuration storage in the MCH 130 accordingly. The
MCI'l 130 al so includes control functions to allow the processor 110 to
access woeygeReory 140 in the nultiple non-isol at eceormrigbi2ygozy areas 83 (Figure
| C as well. The NICH 130 receives signals fromthe processor 110 via 25

t he host bus 120, such as the isolated access signal, or the bus cycle

i nf or mat i on. nPEuedy, g/ MED G ipEmm gornil xpyprrocpssor il @ fawereR itis he MCH 130 i s
shown external .t rocessor. 110. However., . i.t. I S ossible for the MCH
o o S oSt o BSER ROk oG D ik oo BRBS' OLC DT e

to the rpgd GRpisteR it VT olid EktdnfliRY ol cvednl 2€hdl eacRdth OW any external cache
to participate for cache coherency. 5 In essence, the access controller in

t he MCH rattigipgbeliof caehesoharerdyi | ar function as the access checking circuit 270
shown in Figure 3A. By nmintaining access consistency in both processor

110 apd MCH g 30unc 266 G285 Bt SIRIR (¥ MR 30 FerfolnBhlinaCiOREQk lpgd-  The access

controller in the MCH 130 determnes if an access transaction fromthe
pr oc ess @ecess bicOkingeirgwdd 270 showvh iniHiguieSA. Bhmaiptgioiesscasoansigdntydp ret urns an access

grant signal to allow 10 conpletion of the access _tragpsaction. O herw se, a
Pai | ur e o0 Progisior [10aRAMCH AT PSeSyRETRITRp SR be g SRPETORES ¢ he access

cont 1 ol l,eLesicthubibe inMerdid 302k SehiRt RLERLS RN k&R b GR&ksoPr  accidental
witing to its own configuration and control storage. Since the MCH 130 is

di rect | Y10 invadidf Hgdsltht accéshenmilpoetymdah@ecess yentaiged x2llewnt rol | er al so provi des
for the initializing of the ntents.of the isolated nepory areas and its
own 10t sppelrion et disretos SRR = BisPtniat i Gost: GalFam | 1 ustrat i ng ¢ he
i sol at eq, ARREh, A6 GESS chlilief RHeBICHLBD akd bréthe anyBIRIHa1 60Nt rol I er hub (MCH) 130
shown in Figure IF according to one enbodi ment of the invention. The

access eoiergMridng 14 BHovinrotfigurationandegetfol gareeat Siovs tetMFRGE 1610, a
cont i gurALL O GO £ Y Sl 40 w2 RLERNIE! AS58%3 305Gk g cireuit 8tO_
initializing of the contents of the isolated memory areas and its own internal storage upon

15  reset,

Figure 6 is a diagram illustrating the isolated area access controller 135 in the
memory controller hub (MCH) 130 shown in Figure 1F according to one embodiment of
the invention. The access controfler 135 includes a configuration storage 610, a

configuration controller 640, and an MCH access checking circuit 810.

20 The configuration storage 610 configures an access fransaction gcnerated by the
processor 110 shown in Figure 1F. The processor 110 has a normal execution mode and
an isolated execution mode. The access transaction has access information 660. The
aceess information 660 is carried over the host bus 120 (Figure 1F) and includes address
information and an isolated access state. The address information is represented by a

25  physical address 662. The isolated access state is represented by the isolated access signal

664. The isolated access signal 664 is essentially equivalent to the processor isclated
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20 The configuration storage 610 configures an access transaction bandﬁﬁtaﬂ
by the processor 110 shown in Figure |F, The processor 110 has a nornal
execution node and an isolated execution node. The access transaction has
access information 660. The access information 660 is carried over the
host bus 120 (Figure I) and includes address information and an isol ated
access wb abogezo The address information i s representred/ubyra225 physi ca
address 662. The isol ated access state is represented by the isolated
access signal 664. The isolated access signal 664 is essentially

equi val i . /16929

PCT/ Us0 %;%nglg[?q g@é g‘g@q‘gﬁg‘ﬁﬁﬂl 2‘% ﬂélﬁgd\/\a;ﬁ&lsﬁlg%l éﬁ%%%?d %’% 9]? sol at ed access

si gnal 6Gficdssdr $10a8meitds @ dalidiidiientdte oneppf the msitigle isdide manerahed a val id reference
to one of the nultiple isolated nenory areas 71 (shown in Figure 1C). The
conf i gul®PVHR Figeslale 610 includes a cache 660 of the Menory Omnership 5
Page Table (MOPT) 77. The configuration storage 6 10 perforns a | ook up for

the physi calThagifigsfiodfeaded1d HdudeAChBe BT 10 MenBY Obvi@sHRNYSi cal address and

an associ ated page table entry. If the physical address is not in the
caché 2 Pagetlhide AOHT) Gl rEat tafiguation suyge 60perfarmenlopapfionties a | ook up for the

physi cal , addr ess 2 {n th T. 77, (Figure i1 F) itself. The configuration
B age PO AEE: (0 heerart e fiasiesdfo iy il e P he physi cal | 10
addr ess 88 2nthyD 1fiRn)dRTaddrdss isRefiSmE LaBIR 23 GOcoh BuufakiGiRagd 510 . Starting with
base of the MOPT 221 the configuration storage 610 perforns a | ook up into

t he MOPThed Ferfars afldoh dis fot e phypierdeddiessi§bLin ghetMAPTI3 (TAgwold) ded with t he physi cal
address,p62.. The configuration star search the. physi cal addresses
o the. peueionsapse At hE bl b AR AT R A el A e wi th e

phy sjoc abddrdilee Bthe NFOLT7H 2GRrin@ R0 BB VE, Rdtihd Wilhwd@SF @envabtri bute 96 25

(i solated or non-isolated for the page associated with the physical address

t hat i s22IrtprovonfEemtatignastorage fifdipepforisajocknp intectbsMOPT Amdtindstn for the MCH 130. It
10Ul & B RRLGS Ly 1] ol e RRLLALTA 2 hRplialipudilio @ page table to

can search the physical addresses of the pages 98 to locate the page table entry 93

associated with the physical address. Each page table entry 93 includes an attribute 96

15  (isolated or non-isolated) for the page associated with the physical address that is

important for configuring an access transaction for the MCH 130. It should be appreciated

that the performing a look up into a page table to locate a physical address and an -

associated page table entry is well known in the art and that other methods of performing

- the look up are well within the knowledge of one skilled in the art.

20 The configuration storage 250 also contains configuration parameters to configure
" an access fransaction generated by the MCH 130. The configuration storage includes an
attribute register 611 that contains the attribute 96 for the page associated with the
physical address set to either isolated or non-isolated found by the look up. As discussed

earlier, the isolated memory area 71 is only accessible to the processor 110 in the isolated

25  execution mode.
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associ ated page table entry is well known in the art and that othEr q@@ﬁ@ﬂ?
of performng the ook up are well within the know edge of one siQI (nl o
the art. 20 The configuration storage 250 al so contai ns configuration
paranmeters to configure an access transaction generated by the MCH 130.
The configuration. storage includes an attribute register 611 that

cont ai ngobhwenmttri bute 96 for the page associ at ed pgdtzodae@7physi cal address
set to either isolated or non-isolated found by the | ook up. As di scussed
earlier, the isolated nenory area 71 is only accessible to the processor

110 in the i lc@ﬁlglg'aﬁog onﬁa(lﬁpé‘hb icé-hﬂolg 5&0&9{31[15"%&8‘%8@1@]1%&1%%@ WO 02/ 06929

PCT/ US01/ 220 contiguration controll controls access to the
conf i guraad provides toRfeagtrobikidtiona odhepiieonotyde® some control functions to the
menory 110. The MCH access checking“circuit 910 generates an access grant

signal 652 using., the access .informati on 660, the attrjbute 96, the

i sol at ed acgﬁ’gg&.ﬁ aﬁﬁeéﬁch?g’ﬂg'?%wgﬁbﬁffém’ia}g%‘f"éfcéff graﬁ’egfgﬂ?lggzpﬁs?’%ri ty 736. The
access GedBlessHiiitAion®oR e A bERHE The isblabd R cACEHIF64, bNRAGIGAN 1S valid. The
access grant signal 652 may be used by the processor 110 or other chipsets

or per insheryatiorde 3 Eke deewssionioiont! A& indicagen if e repptratsstiadeess t he i sol at ed
menory area./l is rante Fiqure 7.is a diagramillustrating the MCH
nccess dHgcrsSs pRl R ERpmenE i et Fotey Il e et i ng 1o one

enbodi MBeph@ft dbViks loa¥ieiRide HMn atthg: Mok saGe BASe Rl ARG 7Cisr cui t 810 generates
an access grant signal 652 based upon the attribute 96 and the isol ated

access sigphl 664. The access grant signal 652 indicates .if the access
transaction is valid. The MCH access checking circuit 810 receives the

attri but e 96,400 4 he. ) SOhalesh ACGRRS.aLUak S84 ogspgrate an access grant

si gnal 657. he" access grant Signa e 'rsolated area is asserted

whema heigak & héchiding toXe brbodigibnt bthe ih@doat ed and the isol ated access signal
664 is asserted indicating that an isolated access is valid or allowed as

configured. 0 O Rt it 10 end it A GSees Srast Ml b3 dasy OUT 810

upon the attribute 96 and the isolated access signal 664. The access grant signal 652
indicates if the access transaction is valid. The MCH access checking circuit 810 receives
the atiribute 96 and the isolated access signal 664 to generate an access grant signal 652.

15  The access grant signal 652 to the isolated area is asserted when the attribute 96 is set to
isolated and the isolated access signal 664 is asserted indicating that an isolated access is
vald or allowed as configured. In one embodiment, the MCH access checking circuit 810
performs a logical "Exclusive-Nor" operation. Thus, when a processor requesté a physical
address of an isolated area, only if the processor is operating in the isolated execution

20 mode and the aftribute for the page associated with the physical address is set to isolated,

will the access transaction be granted.

Figure 8 is a flowchart illustrating a process 800 to generate an access grant signal

for isolated execution for an MCH according to one embodiment of the invention.

Upon START, the process 800 configures an access transaction for the MCH
25  (Block 81@). Then, process 800 receives access information from an access transaction
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perforns a | ogical "Exclusive-Nor" operation. Thus, when a procgs§oiAN 2005
requests a physical address of an isolated area, only if the processor is
operating in the isolated execution 20 node and the attribute for the page
associated wth the physical address is set to isolated, wll the access
transaction be granted. Figure 8 is a flowhart illustrating a process 800
t o genay@bgedd access grant signal for isolated exegssionsfor an MCH
according to one enbodi nent: of the invention. Upon START, the process 800
configures an access transaction for the MCH 25 (Block 810). Then, process

900 recey CGESS...| I I S tion 29 18 JAN 2005
WO 02/ 02@%%58%%'1'? %§8%%53W%@%§dc{§a 9@5%? 2 &%%Sggnﬁ:oﬁ:aéegg&?s%f ormation includes a
physi cakigeadicmittritat (keaddabedolsel @8 the pgb.OMat, the pracksegac at t ri but e

(i sol ated/ non-isolated) for the pa%gé_ text, the process 800 determnes if
t he att S¢tEEnes if the aibute i sqt todgolsted anddhibe qlatydnecesssignabis a¥eriié cess signal i s

asserte C 3 I . failure or fault
condi ti gjarlloc?(z:a@bgfngtfstg%p %ﬁ% 86}1?%@1%%%@%@ %pf?l]gttcggﬁmgﬁgc%% Sggr,ldat he process 800
asserst s jstiien te@R@ES (Bieide, t5d ppaeeds 8(0BkeadthSdE}s pranildi@al (Blog gpe)ocess 800 i s
termnated, Wiile this invention has been described with reference. to
i |1 ust r Ak PEssese A0detiinated.t hi s description is not intended to be construed
inalimting sense. Various nodifications of the illustrative
enbodi mantS’Wkﬁhs,tMJentEﬁFﬁgg%ﬁﬁesﬁ'ﬁpmftﬂ@falteﬁtewcilhﬁ‘ iv QMD%EIRQ.’ whi ch are 10
apparent to persons skilled in the art to which the 1nvention pertains are
deened this descptiomistnb imtentidiao ptistrted andlisiti@pensO fVatibie motijetsison. 30 8 JAN 20095
What is claimed is. 1 . An apparatus conprising: a page nmanager
di st ri beftiherifusaatyp emberimesss srvey gy embodimspmplaleitgrigt Wik MEr ent areas of a
{T‘:g‘l)fao%fé 5eR & ek kHed id e FERERAi B MGl phedin9 af QML FQLi@t €d areas and

within the spirit and scope of the invention.
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areas, the page manager located in an isolated area of nenory; ahd JAxReFefy
ownership page table located in an isolated area of nenory, the nenory
owner shi p page tabl e describing each page of nenory. 2. The apparatus of
claiml wherein the page nanager assigns an isolated attribute to a page

| f twhé}qgadmegi@tri buted to an isolated area of nenory. 3. The appar at us
of claim 2, erein the page nmanager assigns a non-isolated attribute to
the page if the page is distributed to a non-isolated area of nmenory, the
menory owner shi age table recording the attribute for each page. The
apparat usABfapﬁagéFtﬁ? OMRSH% conprising: a configuration storage contai ning

conf hwgatrhma@eertaiétﬁsaﬁﬁ a G !Hf%aggs%Q?géralifyré\‘rbﬁﬁ&bhi)ar&%r@raat ed by a
processor havi’hg a norna xecuti o de a an” 1sol ated executl on node,
t he oereyy, tespastivaly,dhe mamaty divided snionfarrisataterharemasdrshisal@dess checki ng

[ andigee) B hrde ynpdpe RERteGt B BRsd SR G PEreli Xl (T ngs and the access

i nf 0a ey ovners iR puYtaiadld BcafedthainsdlatdiesRiaoftriemed) fthe wigthbgn settings

include the attribute for a page and an execution node word. 6. The
appa®¥nershipr pageniale depiihingheaele Page 6§ 519M@r mat i on conprises a physi cal
address and an access type, the access type indicating if the access
transaction is one of a nenory access, an input/output access, and a

| og}zal The)aaﬁmtusaob?am gmremaaeqtagte rohnager assignsheat 'sbhatédneb
configuration storage furthey conprises 3i 18 JAN 2005 an attribute storage
to fbaata ﬁé’aS?t'Eg'SLRQQef'ﬁrJ'%”B‘g%Q taan inplated ﬂ'@apégfae@gw-sm ated or
non-i sol ated. The apparatus of claim5 wherein the configuration storage

further conprises a processor control register to contain the execution
nmode3.wor dhet égparatusuef cdaimBowherein the page manager assigns a non-isolated

attribute to the page if the page is distributed to a non-isolated area of memory, the

memory ownership page table recording the attribute for each page.

4. The apparatus of claim 3 further comprising:

a configuration storage containing configuration settings to configure an access
transaction generated by a processor having a normal execution mode and an
isolated execution mode, the access transaction having access information; and

an access checking circuit coupled to the configuration storage to check the access
transaction using at least one of the configuration settings and the access

information.

5. The apparatus of claim 4 wherein the configuration settings include the

attribute for a page and an execution mode word.

6. The apparatus of claim 5 wherein the access information comprises a
physical address and an access type, the access type indicating if the access
transaction is one of a memory access, an input/output access, and a logical

processor access.

7. The apparatus of claim 5 wherein the configuration storage further comprises
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word being asserted when the processor is configured in the isolﬁlwe?J N 70
execution node. The apparatus of claim5 wherein the access checKi 6" 05
circuit conprises a TLB access checking circuit to detect if the attribute
for the page is set to isolated and the execution node word is asserted,

t he Qnﬁatﬁf&? ' ' | Lee ' : ‘S | . 10. Th
apparatus o é%pi?ﬁlé‘gd \?\ﬂrét(ré!arl{ﬁléﬁﬁé'bg'g?sr? %ﬁ%cg‘?fggﬁgiﬁ?%&%ég%%@%gs an FSBe
snoopr tloackolatedci rcuit coupled to a cache, the FSB snoop checking circuit

conbining the attribute, an external isolated access signal from another
processor, and a cache access signal, the FSB snoop checking circuit

genergat i nqpa agfp%@mwf claiCPWBRAR e éwliwratlic;ritstoéag@mmr EBMps&s NY:

di stributing urality of pages to a plurality of" different "areas of a

e no _yprocessns ecnirekbiegjsten ol dantaig the pageuticmnagde wart ctheeexecytion matted i nt o
non-isol ated are nd j.sol at ed areas,.the page na r.located in an
|'sol M0i% PeingAsE TR W e proofiaat s Bnfi s i s SO Breaion 2 ' The

met hafhgef cl aim 11 wherein describing each page of nmenory conprises
assigning an isolated attribute to a page if the page is distributed to an
I sol ated area of nenory. 13. The nethod of claim 12 wherein describing

eachopagerpl JKEABIYS LUEENRTS whGIH 385:cdts ThaBkiRg elRRohBpkaled attri bute

to tRe page i € pagé is ds 0 a non- ated aréa of nenory;

and TEE_@G&EQQ chéag?g t:rrblhiutcﬁcrl]étect ieﬁﬁo}a’qn?gﬁ? ifing tae?rﬁmris r?at b isBlaleédN 2005
ownership page table. 14. The nethod o aim1l r.t her conprising
conf R fiengxequtigpBde Wosg isassesied. &&@Lﬁta&&e%@cae%v%egw having a

Confﬁ%rafiﬁﬁﬁnséd&feégﬁrﬁﬂ%ﬁﬁﬂi ng configuration

10.  The apparatus of claim 5 wherein the access checking circuit comprises an
FSB snoop checking circuit coupled to a cache, the FSB snoop checking circuit
combining the attribute, an external isolated access signal from another processor,

and a cache access signal, the FSB snoop checking circuit generating a processor

snoop access signal.

11. A method comprising:

distributing a plurality of pages to a plurality of different areas of a memory,
respectively, utilizing a page manager, the memory divided into non-isolated areas
and isolated areas, the page manager located in an isolated area of memory; and

describing each page of memory.

12.  The method of claim 11 wherein describing each page of memory comprises
assigning an isolated attribute to a page if the page is distributed to an isolated area

of memory.

13.  The method of claim 12 wherein describing each page of memory further

comprises:
assigning a non-isolated attribute to the page if the page is distributed to a non-

isolated area of memory; and recording the attribute for each page in a memory
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settings, the processor having a normal execution node and an nglﬂﬁﬁgﬂm5
execution node, the access transaction having access information; an
checki ng the access transaction by an access checking circuit using at

| east one of the configuration settings and the access information. 15.

The 0f ' 4 wherein the configuration settings include the
attrmﬁ%lglpayeggg?g;and an execution node word. 16. The nethod of claim 15

wherein the access information conprises a physical address and an access
type,, the_accessg t i.ndjcating if the access transaction is_one of a
mnor- acdbednetion G, i fuhel comprsing o ape & Sgsess detsrcit ess. 17,
The gehBRAedbyd @o&bé&aﬂmrﬁgba cBAfgUratbn Bbra§e contmsifg toafigasatiown further

| e

conprises: sefting the attribute for the page as isolated or non-isol ated;,
and setlingagthehrrogessarthaving a narmakexecotior mads ard aniisdiatediaxeceen i gur ati on

storage, 18. The nethod,. i s | D figuring the access
trangg)&ei'irﬁe ?E??ﬁ?eﬁrans@gzﬁg&ihg’g@gar%cic%%ﬁé%%é&g%ggution node word stored in
a Pr eRESISAG teoatdsts tFAdastion by \Wheatcels ché@kﬁﬁ? gireuit asingritignst eeiof t he

i sol ated execution node. 19. The nethod of claim 15 wherein checking the

accethe eonfigssrtionsetinap and dke acerasdpiari@lieR- t ne attribute for the page is
set to isolated; detecting if the execution node word is asserted; and
generating an access grant signal. 20. The nethod of claim 15 wherein

checkbng The maethed of ictamskt wherein trepcordfgpratiorosdiingsincliude thet ri bute, an
m angt her processor, and a cache access

external .isolated access signal fr
si gnaitribyg dof & pageaingan %‘6@’?@@5@?‘2? i‘"ﬁ’éga processor snoop access signa 21.
A conput er program product conpri sing:

16.  The method of claim 15 wherein the access information comprises a physical

address and an access type, the access type indicating if the access transaction is

one of a memory access, an input/output access, and a logical processor access.

17.  The method of claim 15 wherein configuring the access transaction further

comprises:
setting the attribute for the page as isolated or non-isolated; and

storing the attribute in an attribute storage within the configuration storage.

18.  The method of claim 15 wherein configuring the access transaction further
comprises asserting the execution mode word stored in a processor control register

when the processor is configured in the isolated execution mode.

19.  The method of claim 15 wherein checking the access transaction comprises:
detecting if the attribute for the page is set to isolated,
detecting if the execution mode word is asserted,; and

generating an access grant signal.

20. The method of claim 15 wherein checking the access transaction comprises:
combining the attribute, an external isolated access signal from another processor,

and a cache access signal; and
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a machi ne readabl e nedi um havi ng conputer program code enbodi ed t.thef el 200
the conputer program product conprising: conputer readable program code

for distributing a plurality of pages to a plurality of different areas of
a nenory, respectively, utilizing a page manager, the nenory divided into

non-%@%ﬁéﬁ.@agémsggpsﬁ&gjngé&gsaﬁ , the page nmanager |ocated in an

I sol nMenory, conputer readabl e program code for describing
each page of nenory. 22. The conmputer program product of claim 21 wherein

t he nputer readabl e rogr code .f.or describing each page of nenory
corrp?ﬁses Ac%‘?fﬁﬁt‘é’ W%%{aﬁbP%d?ﬁ BYPEfF'E8de for assigning an isol ated
attr 'aeréggihe _Itﬁa@ﬁ% rhédilRENPASE chimpltetiprbfrahflodd Bnbddictthatdd, theea of

menory. . e conputer program product of claim 22 wherein the conputer
r eadabirputenpggeam poodudt compgising: bi ng each page of nenory further

i ses: dabl de for .assigni -isql ated
et 1 eBnPUtergSaRabiE prab Cofle FrPRLNT 8 B IPRY ged 3 AN Ted area o
Nenogifierétchreasof aehefnd abbSeqively! afmZtGrg_gla ep‘a@g maeadeh the mBmonytri bute for

each page in a nenory ownership page . 24. The conputer program

pr oddtridest intg apmiscdatedrarpas apdigalaterageas dhp pese rrananssilecaied it am code for
ConfE%Hﬁé@%néyofﬁﬁﬁﬁﬁyt5&?53CtiOn generated by a processor having a
confilgurati on” storage’tontai ning configuration settings, the processor
havi semputepreadalsis grodgiaom covel orated crbing sachtpagecofanamioon node, the access
transacti on having access information; and conputer readabl e program code
for checking the access transaction by an access checking circuit using at

| easpy on aﬁﬂo A %#&%E'aﬁ}ﬂszﬁﬂﬁen‘efﬂ?tlﬁcéﬁﬁ utef FéRIHM | ON.  25.
The %%'rrpﬁ?% c%ﬁ@)éj?a pgoc!.ﬁtn:t"tr of cl a! m 24 wherein the Eonf I guration settings
34 sppirara@@sle for describing each page of memory comprises computer readable

program code for assigning an isolated attribute to a page if the page is distributed

to an isolated area of memory.

23.  The computer program product of claim 22 wherein the computer readable
program code for describing each page of memory further comprises:

computer readable program code for assigning a non-isolated attribute to the page if
the page is distributed to a non-isolated area of memory; and

computer readable program code for recording the attribute for each page in a

memory ownership page table.

24.  The computer program product of claim 23 further comprising:

computer readable program code for configuring an access transaction generated by
a processor having a configuration storage containing configuration settings, the
processor having a normal execution mode and an isolated execution mode, the
access transaction having access information; and

computer readable program code for checking the access transaction by an access
checking circuit using at least one of the configuration settings and the access

information.

25.  The computer program product of claim 24 wherein the configuration settings
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include the attribute for a page and an execution node word. 26.:fTBeJAN 2085
conput er program product of claim25 wherein the access information

conpri ses a physical address and an access type, the access type indicating
if the access transaction is one of a menory access, an input/output

acce tioluddtheak ASie 2r a PEOE BREYIN BERPN ridde WBRI.COMPUL er pr ogr am pr oduct

of claim 25 wherein the conputer readable program code for configuring the
access transaction further conprises: conmputer readabl e program code for

compaper  dhsanest Bt aRatigy Eisl 2pyReih de PRt AR {11 but e
st or gempriges @i physival 6@afdse iyt ér@ﬁc@és%rtg?@,-tha%ccgggtyb@ﬁﬁ@fbﬁﬁng) [f@iges am pr oduct
of claim 25 wherein the conputer readable programcode for confiquring the

acce8ecessdransadtion is ane 19é A remerY aecestoap inRItoltidRasres Asha ddiedlde for
assell cution node word stored in a processor control register
WnenF’){ ée%gf)gr)gg%c’?sgg'r Is configured in the isol ated execution node. 29. The
conput er program product of claim25 wherein the conputer readable program
code_for checking the access éran?a:ti on ¢ I.i ses: conputer adabl e

r
progfém c bR CRBIPURR ROOrHY AredyH OF gaim 41, vae theC'pEY "ir%a‘i%ﬁeto
I sol Sxf%ﬁagn% GeUoF toh tﬁepéc%%@%ﬁ%’&ifn%rtﬂéii &%gﬂgeé:f the execution
node rd is asserted; and conputer readable program code for generating
an acwepstegreadalde pnagransCoderfor setingtheratisibute tonthe pdgeasdsolatesi on 25
wherein. th 0 ter readable program code for checking the access
tran%%fsloﬁea()% | ses: conputer readabl e program code for conbining the

at t rédipGter AbadabI PradrahSebdd R stefiRemhe Airbeed inf 49 BttAbGeRérageocessor, and

a cache access_signal; and conputer readabl e programcode for generating a
pr ockithin the sobfigwetien stwpgaal 35

28. The computer program product of claim 25 wherein the computer readable
program code for configuring the access transaction further comprises computer
readable program code for asserting the execution mode word stored in a processor

control register when the processor is configured in the isolated execution mode.

29. The computer program product of claim 25 wherein the computer readable
program code for checking the access transaction comprises:

computer readable program code for detecting if the attribute for the page is set to
isclated;

computer readable program code for detecting if the execution mode word is
asserted; and

computer readable program code for generating an access grant signal.

30. The computer program product of claim 25 wherein the computer readable
program code for checking the access transaction comprises:

computer readable program code for combining the attribute, an external isolated
access signal from another processor, and a cache access signal; and

computer readable program code for generating a processor snoop access signal.
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1 8 JAN 2005 31. A systemconprising: a chipset; a menory coupl édJAN 265
chi pset; a processor coupled to the chipset and the nenory, the processor
having a normal execution node and an isol ated execution node; a page
manager operating under the control of the processor, the page manager

di st misbut iy s?erﬂldbrn%r‘istiﬂ .of pages to a plurality of different areas of the
menory, respectively, the nenory divided into non-isolated areas and
i sol atahipsmteas, the page nanager located in an isolated area of nenory;

and a nenory owner,shi e table located in an isolated area of nenory,
t he ﬂéﬂﬁwryﬁ‘ﬂxm?gﬁ?ﬁ%g@gs?tabl e describing each page of nenmory. 32. The
syst gPr8éeddoRcBUBIEIBARE icRipsBEaR@ Gfe ARATEIY! thRSibeassrhalvigl #hefnalat tri but e

to a page if the page is di'stributed to an isolated area of menory. 33. The
syst exe@ftion mode apdwateiselated rse@iige madeiger assi gns a non-i sol at ed

e RoBbEn AT e e REXEBLE BADEe e Mo R RN T o7 each

pagedishhutithe pHIROPpagesio phirbkty Oh aifferontreas of theameardrygur at i on

storage contai ning configuration settings to conf ﬁ%&lre an access

t r ansseerbrelydhememanndividesrislocaasisolod aEeas Al Rated &eas: i node and an
I sol @ﬂ@g@gtp kéﬁ)ﬁlean Q&?at@&%?éagf)f Wtém havi ng access i nformation;

and ecking circurt couple he configuration storage to
chec mdrmogomesarshipr pageatabie locatsdin an isbided amseeobihetrioey dbafmeuont | on
settings and the access _information. 35. The system of claim 34 wherein
t he QYRS IH%HQ%W@%Q??W@@"Q FArR@9eE MEPPMhute for a page and an
execution node word. 36. The system of claim 35 wherein the access _
i nformati on conprises a physical address and an access type, the access

t ype32.ndi B sysfeint of ¢claina3d efereindhe gageonanager assigns an isolated

attribute to a page if the page is distributed to an isolated area of memory.

33. The system of claim 32 wherein the page manager assigns a non-isolated
attribute to the page if the page is distributed to a non-isolated area of memory, the

memory ownership page table recording the attribute for each page.

34. The system of claim 33 further comprising:

a configuration storage containing configuration settings to configure an access
transaction generated by a processor having a normal execution mode and an
isolated execution mode, the access transaction having access information; and

an access checking circuit coupled to the configuration storage to check the access
transaction using at least one of the configuration settings and the access

information.

35. The system of claim 34 wherein the configuration settings include the attribute

for a page and an execution mode word.

36. The system of claim 35 wherein the access information comprises a physical
address and an access type, the access type indicating if the access transaction is

one of a memory access, an input/output access, and a logical processor access.
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one of a menory access, an input/output access, and a | ogical progessor
access. 36 18 JAN 2005 37. The system of claim 35 wherein the! o JAN 2005
configuration storage further conprises an attribute storage to contain
the attribute for a page defining the page as isolated or non-isolated.

38. The system of claim 35 wherein the configuration storage further
conprises a processor control register to contain the execution node word,
t he édecutlihensysiere ofwiaith Meivhgreais dhe cenfiguation steragetetheocoimprisenf i gured in

he i_sol [ de. . Th . .claim35 wh ' h
e e 5L 5P o o L L PRGBSl orre®
attrighubp-ik@atddre page is set to isolated and the execution node word is.

asserted, the TLB access checking circuit generating an access grant
signal. 40. The system of claim 35 wherein the access checking circuit

furthegr c rd - . cki Lf CUl . e, the

FsB Shoop TRvRIEny of Bl WRGR HEF SRRt bt RILRE boBrsR AT, oo

acceproctisgbptoritfdl Tegistsrhe contaie dssexecution inede aohd; the exesutiiromatle t he FSB

snoop checking circuit generating a processqr .snoo %fcess signal. 37
word being asserted when the processor is configured in the isolated execution

mode.

39. The system of claim 35 wherein the access checking circuit comprises a TLB
access checking circuit to detect if the attribute for the page is set to isolated and the
execution mode word is asserted, the TLB access checking circuit generating an

access grant signal.

40. The system of claim 35 wherein the access checking circuit further comprises
an FSB snoop checking circuit coupied to a cache, the FSB snoop checking circuit
combining the attribute, an external isolated access signal from another processor,

and a cache access signal, the FSB snoop checking circuit generating a processor

snoop access signal.
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