WO 03/073201 PCT/ US03/ 04653 RF PO NT OF SALE AND DELI VERY METHOD AND
SYSTEM USI NG COVMUNI CATI ON W TH REMOTE COVPUTER AND HAVI NG FEATURES TO
READ A LARGH3INZIBER OF RF TAGS RELATED APPLI CATI ONS Thi s ®oplusoabiesn is a
continuation-in-part of Application No. 09/981, 219 filed on Cctober 16,
2001. Application No. 09/981, 219, clainms the benefit of Provisional
Application No. 60/241,907, filed on Cctober 20, 2000. BACKGROUND OF THE

| NVENTI ON The present invention relates to nmethods and systens for

di stributing pr ®GRROENT OF SAKE D DEINVER Y AMETIRODaAND, SYSEEMWEMNG on

rel ates to aCOYRMENICATZION WEKH REMOIFCOMPUSIER WONB HAVINGIFENTURES G@ency
("RF") tags and provides i READ® . ARGEHONEMERRIGH REOM@ser to enable

aut ormat ed restocking, inventory, tracking, or reordering of the products. 5

A variety q{Edg bquronic, and I nternet ordering systens are
avai |l abl e I n use toé%y n addition, a nunber of inventory tracking

systens, including systens that use bar coding are also in use. Beyond bar
codes, it has bédns m@mnistammiilwﬁenﬂmpyrt of Applk¢atignddm 0I9é98é(2d81f1b¢d erhed

using RF t : COMmTer c cept abl e RF cuI arly
syst ens ch?C%%l?egqgeb?(@lt &Hpﬂﬁﬁtkoqﬁ 0(?,/%%821 25@ i?]fl L t}?e]?%%é’?rrps %‘11'5 10

ar eas, haquﬁmfcaﬂ&m@e&mﬂew GRRICbn Getobdreonpo®. commercial ly accept abl e
integrated ‘systems that al | ow consuners to order and receive goods at a

| ocation proximte to where the goods are used and that also

aut omat i calBACKE&ROUNDOF IHE BYVENFHENI nt ervention, track usage and
initiate reordering are also not avail able. SUMVARY G: THE | NVENTI ON 15

Accordingly, thegg Sﬂréseﬁt 66T elfRIOUR Ifohg a.?d %; tf%ﬁng% L1395 Of

goods so that consuners experience dIS ri s at catlon
proxi mat e todstoherss NMbe pactximﬁaﬂ’gethe\m{réntMﬁeelaﬂeetcgmmm\mahtmmsrtbmsemfng paper
or conputer ordering. There is also.a need for i stribution stemthat

i s able to oLk WiERdiosrerencygRE") t@gwddaewp afjon ﬁ%ﬁam FOMBWET |
areas or vqLu ¢ %@9{“}%3 rééf&gﬂﬁ% ?rg%eﬂfo /it 88ind, ocrﬁ‘@a%lgg}éﬁ‘%‘ ﬁg ‘ﬂtﬂﬁgrﬂlﬂcﬁher e a

user need only , produc ‘erest —an uct
conpared to nost I'nternet-based systens and
5 A A variety of paper-based, electronic, and Internet ordering systems are available

and in use today. In addition, a number of inventory tracking systems, including systems
that use bar coding are also in use. Beyond bar codes, it has been proposed that inventory
tracking can be accomplished using RF tags. However, commercially acceptable RF
systems, particularly systems that are able to track hundreds of items in relatively small
10 areas, have not yet been developed. Furthermore, commercially acceptable integrated
systems that allow consumers to order and receive goods at a location proximate to where
the goods are used and that also automatically, and with limited human intervention, track

usage and initiate reordering are also not available.
SUMMARY OF THE INVENTION

15 Accordingly, there is a need to improve the distribution and tracking of goods so
that consumers experience distribution of goods at a location proximate to where the
consumer will use the goods without requiring paper or computer ordering. There is also a
need for a distribution system that is able to track numerous RF tagged items positioned in

relatively small areas or volumes.

20 The invention provides a system and method where a user need only find the

product of interest and take that product. As compared to most Internet-based systems and
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-1 WD 03/073201 PCT/ USO03/ 04653 nethods, the invention is "clickless." In
other words, the invention requires little or no nmanual input from users.
The i nvenwoma/op2ovi des a system for distributing a plural iPCy/usb3/oqesdduct s.
Each of the products has a radio frequency ("RF") tag. As used herein,
radio frequency neans el ectromagnetic radiation that |ies between audible
and infrared 5 radiation, including mcrowave radi ation. Each tag is
encoded with a unique identifying code. In one enbodinent, the systemis
accessed bymétheldsyiteiaventipn $$‘é{ﬂi$kle§p 4 In athiepwofdsethaementios esquirasijttlewrnh an
identifying cod ernativ , the systemcould reI e
cards, pasmfwgié?@“sfﬁso B 1Y n@%t},g @rnfgﬁ}fsﬁerﬁgo thg}lﬂ%ﬁ ggﬁ%ﬁ P}M P
thumb or fipg&fcPrEdth o‘f Bduc\fé)ha%% Ila&ﬁ%fﬁéqhb&fift(“ﬁlﬂ”mgt As%%ecfﬁh@mh' #8io. bar

code cards, or other systens for limting access to authorized
i ndi vi dual sﬁeq‘ﬁbmysr;aeam m:iactromagwlccra@amn ot leesdmbi seatandiblednd ig&eredor s,

simlar storage un eneri cal d.to a war eho or
even stcur éﬁg g%?ﬂrém%l’f‘u%}’flg gﬁ‘ém?'la&%% IOVVA t%ﬁ‘i} 8 lwl?aa‘bg&ﬁ&rw&%e“ﬁ&ng)
accessed by iadinvhAlhsodifERUAR sOR8m 3 adcBeedBG MaliiidiEls poassindedabove. In
one enbodi nent, each m cro-warehouse defines an RF cavity, has a 15 door

that may bdiresyangypesdr badgh veith amldemtsfmmlg cade.ahltematyely.dhesysiem eenliselkpn an

antenna or _ ant nna arr on_ar m cr , I|ent
control | er I’(‘?ﬁne f RV 1PRC a‘%f%ﬁ?‘é{?ﬁ%ﬂ%ﬁtgma’elvf’@g Cdgﬁ”ﬁFeggu\fé\% ?eg?e%lsﬂgl And t he
antenna, a thade@r GhgkSitint eader, oD iHeaflficAiohRiit, OF thy $iRE), B@l%ﬁ@la‘ékrdéajtlcﬁlﬁbrs uch
as a light, audio device, or di splay. Using a signal fromthe badge or key

readet0 t heystems for lyviimgareess i amborized rdiyidasisi ty of the individual 20
accessing the mcro-warehouse, such as by reading the code of the user

badge. The user p 655(9@@ i G drindiDRMAGL NAIRHR, SRdaCalaahgter the

i ndi vi dual attenpti access the mcro-warelfouse is aut

access t he (dendrically rdféleed:todae “aficrotvreechdudesT) of ¢ven sea:méd:i‘nemssthairaedstodmdr ds of
aut hori zed users, the c controll er, ope e _door, and ser
renove desiVidkthsRJgtee FrPaFﬁtf H%‘{?ﬁcﬁsS Rkﬁi‘ ‘GE}E?QS thepiieh ‘?Il‘?e(’flﬁgee’ine aBés&s the
25 door (a%séﬁbeﬁ%%v@nﬂﬁ% 'Eﬁ%btoﬁ ér@%aﬂl?ﬂﬁcxb%e{relﬁiﬁg)ieﬁﬁ&eanw &RAty, has a
controller perfornms a scan he products remaining in the

m cr oifar ehiwos that magideequipped with aildekn(siithyasoin edenttic-aftustae logl), adwotesna Fhe
client controller then cwg;e erates a rressa

of the. pr TS B GEHEIEO PBGL S5 Le R T B On b PR GPRrIe Rt ey
nmessage or Ros@aRble device) coupled to the lock and the antenna, a badge or key reader, and an
output or user-feedback device such as a light, audio device, or display. Using a signal
from the badge or key reader, the client controller checks the identity of the individual
20 accessing the micro-warehouse, such as by reading the code of the user badge. The user
feedback device is then activated to indicate whether the individual attempting to access
the micro-warehouse is authorized to access the unit. If the code or other identifier
matches stored records of authorized users, the client controller opens the door and the
user may remove desired products from the micro-warehouse. Once the user closes the
25 door (and in some embodiments, the door is locked), the client controller performs a scan
of the products remaining in the micro-warehouse to determine the identity of each of the
products. The client controller then generates a message including the identity of each of
the products or other message related to the products taken. That message or a second
message based on the first is sent to a server. The server tracks product and user
30 information automatically, that is, without relying on user input. The server also generates

orders for products taken from the micro-warehouse by the user. The server can be
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nmessage based on the first is sent to a server. The server tracks product
and user 30 information automatically, that is, wthout relying on user

i nput. Thwosmvanl al so generates orders for products takeaTiusosniche

m cr o- war ehouse by the user. The server can be -2 WD 03/073201

PCT/ US03/ 04653 programmed to automatically place those orders. This
elimnates the need for the custoner to re-order consuned itens.

Al ternatively, the systemcan operate |ike a vending machine, but with the
product epidgratiasdér qutometicallyplinsiinosd oadeds oFhis Blimingtesithe sepddouder reaches
for the prodyct atfter ét 5 haé.{allen fromits storage area, arranged as
the RF caviFt§PM9GIoER P rouidE 1 h%: fall into the pick up area can be
read before or as the user picks themup. Each user badge may al so incl ude
bi I 1'i ng i nf or maAlRmatively thiewystmpay oparate likefaoremdinganadhineatia wittothetppodvat/i ng
identification information. As shoul d be apparent, illing information
coul d t ake exihehanahem the arqadehindiadpor frpushyvhich g usgipaghes gy t 9prﬁé90tg§f>r§e 10

the indivi ' ! ti}gm Qlvitpa hRGQEEREa} R iFRY
i ncl u§g acggsﬂ%p@ﬁ?rﬁ ol?strrsggrlag%%}%%’re [ @(ggsrtﬁe?ﬁ ofert t ?o , no¢ the |ike. lI n one
enbodi ment theagiclany aycaehn bateadhefore sr gothe usapédkswhanhipp. t he door of each MW
Each antenna may have a transm ssion |line of sight and be configured to

emt a signal at one or nore predefi frequenci es. .The antenna . array
generates an 15%é131él'1§qr AETEEY elsp F@ﬁ‘ﬁfg’jﬁ‘dlpﬁg quf’lﬁ’éatmanﬁl %‘Pgaﬁ%?%“tar e

posi ti oned kB HfnQh aBBHiSn B Riving RIRARAEENIEE MiSrm#onS | AB dhduldivApp@eni, OCat ed
within the MN Preferably, the e%ectromagnet_lc field is altered within the
cavity def ibilkidg forntedioniconld-teke thh derseof the outifti to he billsd, which ey s anayinpt bp

devi ces that .mve the antenna ithin the array.. .ln ong e dj t

mat erll%al ?}Fﬁﬂq&i"éd“ragﬁs%lﬁ'iea & lﬁ’otwﬁ%—ags iq:é)ﬁﬁfo 'Ragn%{ltal@god‘mﬁgg? th%&éncg%%er COfitnet
gap to preveBimihe. 62aaREdhf2M R, SR Eidike. Thi s hel ps reduce acci dent al
reading of tags oufside the MW but near the gap, and exposure of people

and things outside the MVto RF radiation. In one preferred enbodi nent,

t agged product s Iapee pubpdimsntan strey of aiennas i postipned withieihe gpeirfcach s
organi zed | ot der | i . . I I . bei ng
Shadowed by13h TehaBiesis 5 MafEe BARCASSIR) feof 18 ahS Bp s ORRE el €, 1

| i kel i hood spphalh ofeer hidge pleaéfimd fesy@emyeswiThe aatenphi enaylpenctaesamo cl ose
pr oxilrgj ty is reduced, and

3%}1 t he . . )
electromagnetic field within the MW. The products are positioned in one or more bins,

compartments, or similar devices located within the MW. Preferably, the electromagnetic
field is altered within the cavity defined by the micro-warehouse through the use of
reflectors or devices that move the antennas within the array. In one embodiment, material
that is reflective to RF signals is placed near the door/cabinet gap to prevent the escape of

20 RF energy. This helps reduce accidental reading of tags outside the MW but near the gap,
and exposure of people and things outside the MW to RF radiation.

In one preferred embodiment, tagged products are positioned such that each tag on
each product is organized in an orderly fashion such that 1) the likelihood of a tag being
shadowed by an RF absorbing substance within the cavity is reduced, 2) the likelihood of

25 one tag sharing energy with another due to too close proximity is reduced, and 3) the
orientation of the tags located in the fringe RF areas, and in the nulls of the cavity,
increases the RF cross-section and energy absorbency of each such tag. Some of the
above three desirable characteristics may be achieved by placing the tags such that they
are generally orthogonal to the transmission line of sight (as opposed to being positioned

30 generally parallel) of at least one antenna within the array. In addition, at least two of the
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orientation of the tags located in the fringe RF areas, and in the nulls of
the cavity, increases the RF cross-section and energy absorbency of each
such tag.wBasre7x201t he above three desirabl e characteri st iPcI/Usay 04563

achi eved by placing the tags such that they are generally orthogonal to
the transm ssion |ine of sight (as opposed to being positioned 30 generally
parallel) of at |east one antenna within the array. In addition, at |east
two of the -3 WD 03/073201 PCT/US03/ 04653 plurality of products may be
spaced a dphraityef productsacdy bt specedsudistandeafions sachygthertrach thpt prergy shpgagds
("Energy sharing" .ls a phenogenon, where one or nore tags posi.ti in
close pr oi‘?‘i‘l‘F?‘g %E&?féyéﬂ%l?% 1§ ?BH?U:QHEQPQ\,X&IF noélﬁr?éﬁoée&ﬁéé) oflbér\lﬁzllq?l%ose
through t hgrosehityBhab ehergy fidin gﬂ@e@forﬂi@h@ti@évaw@a&eﬁgg tiireigIsthe Goh@iteduek
sufficient energy to be energized and, 5 therefore, fail to emt an

i dent i f yi nthationmat mprd of thertact Hilntetecetye spifigiant prsigy tonke encsgiggdcadi s based
on the wavel engt h.of. the. si £s) F t n : J r-action
e R e R R R T
cm It is 8hsd oprtbé @aaslbesth batheegahl (ot dvearitdiaahial iahy is Ofradtioakhéresfe| f
for a predetermned anmpunt of tinme. The anmount of time may be in a range
that is badeenwprefesedpmbodimentohe distimee israbpalghto aboprh@c cr o- war ehouse and
the tenperature of the tags. In one enbodinent, this tine is about 1-5
seconds when the,: : ;
ovover, the amsuniiap e erBRHEAGADE Belt B g io IORRRIAL oF £ pRdctetbiied

i nsi de t he aMéint dfdithagThe/prourtt b€ ti@gndyr Eeniarm rssgethatak desedtomthe soaginuie

exi stence or not of a wake.or decl oak function. The ho King tine is

sel ectled t SUBPFLRY tags @t %mlﬂﬁ'waf?:h%‘ﬁ%ﬂ“tjﬁgﬁfe%i’ Of(s\t %ﬁ‘gﬁ'aﬂmd’@ done within
an al gori t Ryjueainioht 36 AR B0l 178 sRBLEOFherfYhe YUMo bl RluclsAtd foretiaf #rred to
as a "client controller™) 1s coupled to the antenna array and is operable
to control terhpgeratnteerfn@0a ) dJowench, thhamowntoé tineds viriahdaayl dapendmen thee

perfornmed. In a preferred odi t he contrall.er is.operabl.e { rform
a basel i neter?lﬁﬁ’i‘j‘tgtaﬁrfnﬁl%gqﬁ@r%@ tﬁ%ﬁ,egqs%hﬁﬁ%ﬁmﬁml ?léﬂﬁt?‘%wé“‘i 1 gﬁt‘%@?
generates RRasAFeswARArGREIHR [3Rti6h. ThANEREnE Amkhe sdEReEclon dd aggeank i t ens
w thin the m cro-warehouse and stores those  nessages in_a queue or buffer.
The cldnt r olshar thal aotheasean cands dane withisgn algorithmigally aeeapiablestime pariodsal ue to

a predetermned integrity value, and reports the conparison in the nessage.

As Is apparent fﬁ[ gonﬂt}ol ér fiot%%}llefefe.frgd .{osas n‘cﬁgﬂtac%hﬁ‘gﬁer‘}f isthEplgﬁ BSRB bnfef£Nt 1 ON

to

array and is operable to control the antenna array such that a series of scans or runs are
performed. In a preferred embodiment, the controller is operable to perform a baseline
run, an inventory run, and a background run. The controller generates messages indicative
20 of changes in the presence of tagged items within the micro-warehouse and stores those
messages in a queue or buffer. The controller also calculates an integrity value, compares

that value to a predetermined integrity value, and reports the comparison in the message.

As is apparent from the above, it is an advantage of the present invention to
provide a method and system of inventorying and distributing products. Other features
25 and advantages of the present invention will become apparent by consideration of the

detailed description and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings:

Fig. 1 is a schematic illustration of a system embodying the invention.
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provi de a nethod and system of inventorying and distributing products.

O her features 25 and advantages of the present invention will becone
apparent w¢ osonzoderati on of the detailed description angCaasospsnyi ng
drawi ngs. BRI EF DESCRI PTION OF THE DRAWNGS 1In the drawings: Fig. 1 is a
schematic illustration of a system enbodying the invention. -4 WO
03/073201 PCT/US03/04653 Fig. 2 is a schematic diagram of servers and a
client device used in the system shown in Fig. 1. Fig. 3 is a schematic
il lustration of FiguRfi$ kbehematicidingeam of servern ande hbentidayise pead ivdhe Fyst¥W anong
conmponents ,jin the.systemshowm in Fig. 1. 5 Fig. 4 is a schematic
illustrati ﬁl?'PvmmgFlgyétem enbodying the invention. Fig. 5is a schematic
illustration of information flow anmong conponents of the system shown in
Fig. 4. Fig. 6 Ff. 3 iPekeiatticVitusvatun of fubfillreereiph eityryrhnd othepinéimateni n t he
formof a freezer. 10 Fig. (7 is a cross-sectional view of the door of the
ni cr o- war e ewsEangswmponers i the system ghown insFig. £r oss- sectional view of a
door of a mcro-warehouse configured according to another enbodi nent of
the invention. Ei 9.1 4 oy ' liew of a chest
capable of hol dﬂ%m%ﬁfﬁe%fag%é@%;\ﬁg{rlgﬁgﬂ? %))gﬁde%garjd us ﬂfegﬂQtzéfhngW

m cr o- war ehouse of Fig. 6 and a drawer. 15 Fig. 10 is a schematic di agram
of a control sy¥ighisiaaechdmutia ilistratemaf imfwmstion fisivpmang dosapeneitagf e of an
exenpl ary enmbodi nent. of. the control systemshown in Fig. 10. Fig. 12 is a
schematic SYSER SRVt eYi8ctr ommgnetic fields within a mcro-warehouse. Fig.
13 is a perspective view of an exenpl ary packaged product illustrating 20

possi bl e | ocati efs 6fi9h pBlptaBs vy b dXeRBUeY miblogwarkfoiss iRitel fomsbant of
software used in one enbodi nrent of the invention. Fig. 15 is a flowhart

of soft war &eeferone enbodi nent of the invention.

10 Fig. 7 is a cross-sectional view of the door of the micro-warehouse shown in Fig. 6.

Fig. 8 is a cross-sectional view of a door of a micro-warehouse configured

according to another embodiment of the invention.

Fig. 9 is a perspective, partially phantom view of a chest capable of holding

multiple drawers suitable for use in the micro-warehouse of Fig. 6 and a drawer.
15 Fig. 10 is a schematic diagram of a control system used in a micro-warehouse.

Fig. 11 is a diagram of an exemplary embodiment of the control system shown in

Fig. 10.
Fig. 12 is a schematic diagram of electromagnetic fields within a micro-warehouse.

Fig. 13 is a perspective view of an exemplary packaged product illustrating

20 * possible locations for RF tags on the product.
Fig. 14 is a flowchart of software used in one embodiment of the invention.
Fig. 15 is a flowchart of software of one embodiment of the invention.
Fig. 16 is a flowchart of software of one embodiment of the invention.

Fig. 17 is a flowchart of software of one embodiment of the invention.
-5-



Fig. 16 is a flowhart of software of one enbodi nent of the invention.

Fig. 17 is a flowhart of software of one enbodi nent of the invention. -5
WO 03/ 073W03BBeH1JS03/ 04653 Fig. 18 is a flowhart of soffcmarses/efesone
enbodi mrent of the invention. Fig. 19 is a flowhart of software of one
enbodi nrent of the invention. Fig. 20 is a flowhart of software of one
enbodi nent of the invention. Fig. 21 is a graph of product tag read tines
versus the nunber of tagged products 5 in a mcro-warehouse. , Fig. 22 is
a flowchart of dJdgth¥ds e flofvchaé obsafchirerehonedmbdiémentvodithe mwentiosi g. 23 is a
fl omchart of software of one enbodinment of the invention. Fig. 24 is a

f1 ownch f : f ' f 1 i.on. DETAI LED
DESCRI PTI N Bt 818 9bedRerE CERH e b s e S sl 1 otai 1 11

is to be understood 10 that the invention is not limted inits
application to e 206t aiflosrchirt bhsofowms bf oied dnodinenttdfehe @kesivgenent s of the
conponents set forth in the follow ng description or illustrated in the

drawi ngs. The inyventi.on is, capab) e of sti|l other enbodi nents and of being
practiced or E‘F%gﬁd%f‘lgfaé% °g§¥° URt 158 FSagFEmeRFEsus thespymber Oirflgaggﬁd Breducts

under st ood it haicbhgalhsgseol ogy and term nol ogy used herein is for the

pur pose of description and should not be regarded as 15 limting. Fig. 1
illustrates an exenplary system 25 enbodying the invention. The system 25
i ncl udes two seFig22 i§ aflowcharhotsofiavade chomesmtwdipentad thinvedimn. cr eat e and
mai ntain user |ists, performinventory, account, ordering functions, and

noni toring functions,. such Aas 1 ¢ 0- wax ehouse st at.u noni t.oring
t enper at ur e, an%ﬁ%? %elsral#lgﬁllcﬁ%r? Oggeo%\‘/veaf%o%ea%@mg?n%)ﬁ% SR cate with a
client (and, nore particularly, a conputer or simlar device such as the

control |l er in aFig Qdds wo@bhatsef {ofiWatd otbrtansitdinbelod'te uséM@nst andar d
protocols such as TCP/IP, UDP, or other protocols over a network 28. The

net work 28 t t, a tel ephone network, a wreless network,
power i neD@%ﬁgD ﬁiﬁgﬁ]}ﬁ‘rﬁﬁmr k, or other type of network and

combi nations thereof. In the enbodi ment shown, servers 26 25 and 27 include
standard har dwaBefsedmBB@hRhts U 18y B EM 10t WRSISneA R dRRDUN to RUBRAdo &

10 that the invention is not limited in its application to the details of the construction and the
arrangements of the components set forth in the following description or illustrated in the
drawings. The invention is capable of still other embodiments and of being practiced or
being carried out in various ways. Also, it is to be understood that the phraseology and
terminology used herein is for the purpose of description and should not be regarded as

15 limiting.

Fig. 1 illustrates an exemplary system 25 embodying the invention. The system 25
includes two servers (maintenance and commerce) 26 and 27 that create and maintain user
lists, perform inventory, account, ordering functions, and fnonitoring functions, such as
micro-warehouse status, monitoring temperature, and other faults. Servers 26 and 27 may

20 communicate with a client (and, more particularly, a computer or similar device such as
the controller in a micro-warehouse (“MW?) discussed below) using standard protocols
such as TCP/IP, UDP, or other protocols over a network 28. The network 28 may be the
Internet, a telephone network, a wireless network, power line carrier (“PLC”) network, or
other type of network and combinations thereof. In the embodiment shown, servers 26

25 and 27 include standard hardware and operating system sofiware (not shown). Running on

top of the hardware and operating system software is a MW enterprise application 29. The
-6-



top of the hardware and operating systemsoftware is a MNenterprise
application 29. The -6 WO 03/073201 PCT/ US03/ 04653 MNenterprise

appl i cat iwp 03@7820cesses a profil e database 30 that i ncl udesTaSo®gicss rati on
nodul e 31, an order history nodul e 32, an account set-up nodule 33, and a
stock request nodule 34. Each of the nodules 31 - 34 is maintained for
each client coupled to the server 27. The nodul es may be configured with
web content designed to be accessible by a 5 system adm ni strator using
prot ocol s MW dntepiider dpplivitibe Mcesgcﬁta pofitef datahase 30 thahicludepa ragisitatigben by

reference to F 4,58, 2 Ilcalon 29 fo us
functi ons. ng}dgigg.’llyanp% M’% gea% 2t 83%“(]:30% P%ﬁﬁ QEttoﬁlQPéE%&
adm ni str af{5an1e0f4. tHRh ro@@heqn&dlﬁmncsa is cil@diﬁﬂafn:ea b1l aoh CligdtBlipledrABe Seroer
ot her user badges or keys (discussed bel ow), manages conmuni cati on

sessi ons W2ThToe medules coyrhecoafigered vhd wieh ensiaps depgnediiabspasessbledyinyent or y
of prqducts_for ach cl.ient con Hoecks
i nventory &° tW IRSTRtOr UehiaeP ro%&é ?%éh? V\%}ﬁ} ﬁ@{l‘%’m %%%:Oﬁ}q 1(l)gtﬂ'ﬁ specific

MV of interest, before ordering a product, nmanages security of
comuni cations, provides system adm ni st rati on functionality, and nonitors
and mai nt ai ns tmmetadebﬂnbpfefemhé@mtﬁg (ﬂ)maddﬂfédntk:mrishepldmauem 29 parfornise

regi stration nodule 31 (Fi des art J‘ th
funct i onal PHSRACERUS f‘ﬂlffélogérg ﬂ}%ﬂﬁ, W?IB ﬁ"gapé’ "ﬁ’?ogfrthétl on
;ﬁggg?'ﬁggt ta@x?nﬂlﬁﬁﬁ%h%@ tlféfra&llo'iféllhéncyqﬁé}ﬂﬁﬁﬁﬁ& ¢ cm:f]ij) l%%lrgléé?ér cﬁﬂer dsék Kdﬂ es

e invention, the clients take the form of
regi strati «mkemc(diseussb&belpwmmdmgemsmlcdlqnmbmmtwldhch@@em@nmeds@Itb%

persons assi artl cul entificatio cat | and
si mi I8 203?%%%&%%1 1f GR IEBIPT er?ﬁ'é‘;t? godieg? ‘Qﬁn ﬁ‘”}ﬂ?&‘iﬁﬁé"@‘% ypsa%gcess a
MV dat abasg,34A. cheéﬁ&%% JFINEIVRI 3d TR NG eBDoRIditd] 0theAMWS ldaytodhe or der s
for each MW 36 ‘and produc preferences for each MW 36. The account_ set - up

modul e pr ospaéSc MoMiofiinterest; befere @dempﬁoductp@ym SeAIRees W‘é‘ﬁcat%ér
information, and siml i.nf or ntrols
i nventory PEBIL %lsgﬁﬁ@r@nﬂﬁﬁgﬁlogﬁ%ﬂ%h&ghghan ’%‘8@6 ?gajﬁlsa%g cus %&%?ﬁquests

and sim|l archbﬁ)[gg‘gﬁﬁueg@oth'gry@r@gver 27 al so accesses a commerce engi ne 35
that uses information received froma client (or M to generate orders
that are delivered to a fulfillnment infrastructure

15 The registration module 31 (Fig. 1) provides part of the inventory functionality of
the server 27 by providing access to information regarding the location of clients
connected to the server 27. In one embodiment of the invention, the clients take the form
of MWs. The registration module also provides access to information regarding sales
persons assigned to a particular MW and the identification, location, and similar

20 information for each MW. The registration module 31 may access a MW database 34A.

The order history module 32 provides a history of orders for each MW 36 and
product preferences for each MW 36. The account set-up module provides administrative
screens for payment authorization, user information, and similar information. The stock
request module 34 controls inventory replenishment based on usage and on specific

25 customer requests and similar information.

4 The server 27 also accesses a commerce engine 35 that uses information received
from a client (or MW) to generate orders that are delivered to a fulfillment infrastructure

(not shown). The fulfillment infrastructure produces products to be distributed using the
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(not shown). The fulfillnment infrastructure produces products to be
distributed using the -7 WO 03/073201 PCT/ US03/ 04653 system and net hod of
t he i nverwDma/073Bhe i nformati on may be used by a nanuf act uPCmgIS03/04653
infrastructure and marketing, customer relation managenent ("CRM),

billing, and other systens and functions (all not shown). For exanple, the
invention may be used in the distribution of |ife science research
products such as enzymes, assays, cloning vectors, 5 conmpetent cells, and
the |ike. gytentand sethod ofititeinventioat Yhefinfoumatiinohaygbeaded pycduendacdwing be

distributed using the invention.) The jnformation pr.ov.ded t he rver 27
is used i nmf’Ee‘I%Eu‘%’é‘ﬁL?F‘Q&aﬁ PTHS W#qné%rtrﬁﬂg?%?@n?%néeﬁ’ghw&oﬁfgﬁn% ragglég}el}[on of
products a ngé A At dIR (a1t RORAGWh R Foré&hmpreOghd Ghventibe ni29 TR @sébRMBe t he
server 27 y be coupled to a plurality of clients or . An exenpl ary

client in disaifutiomobiife sveenkkvedearcls produois sieh Jsiegzymes, Ways clapinghysptashe

client is shown, the nunber..of ¢l.ients connected t.0 i
limted onFe)“g%ﬂtt%ﬁ%aBH@%‘irm?- (DEEPHSF Y F“E‘S??ygﬁ8"‘{1’@1:01‘?@%%??‘%@&&"%%‘%
networ k 28pe IRGHWYRBEiEMNe idkatisP Theiffofthatton @bvideebatietet@b2Néd used in
freezer, or other storage container. A secured storeroom sim]|ar

| ocati on, 8 rouhdacteraig inSgstarcdure soensurenTaperEodustion of produeis Aeroading fthe

troll d h [ J s
ctor e pr oadarend i ot EBaE AEne BT ABRS HeREH e L BleP o opIOF I SRRy 0P
While it i gliefts 6f IWEdAn iekerhplanadliene@ithe &amt dfahe MW 3¢ Sfovihmindig. Idohile

Devices (such as light curtains) that sense when access tg IHB Jd r&telii or of
the N is Belymanestieeipshayiile pimabsr 9b clignisiconngcted, ty 1y server 2115 ipaed only
enmbodi ment e b IR6dr SR QKkSRC| ose the tagged
products rB %%rse%gﬁqgeﬁf%é%ﬁyﬁdeﬁ gﬁ;dﬁ;{e{g ar ga uses an access point (not
shown) to serve 20 as its entryway. The products within the area are

fitted with identification tags and specifically positioned in the area to
be read by a RFThaWW 36 may tekethofpanmf a(rsiimghra@i cabinsb ntfraskerepr efberserage

antenna array (discussed, bel o .. Product. scans, begi h
as, e.g., %° P’S‘Q’:"n‘lgtléﬁc%%?%efg%%'ﬁgﬁgaﬂgfélgp’ %fzéﬁf%h{qﬁmgg ﬁ&fl%gﬂg%% esgSUC
poi nt. The ouﬁﬁfé@%ﬁﬂp@&ﬁ%lt ESntRE £ diBek élayné@n@ﬂt@,ca@ deSribed U6RiM and Beusdditent

0

controller 45, and is able to 25 contro ors, portals, alarns, or. other

mechaldi sns stove produats.cin the cabediment swven, the MNG 36 prederies esloond’. sWhHR it ishe MV
36 may als ?)reifgr(r:éd,] %els Aot reeal%%drtilgt e Wt%%alvgﬁlaog’rg. ' ngigé’sc(éic'ﬁi & )ﬁght curtains)
that sense when access to the interior of the MW is being attempted may also be used. As
noted, in another embodiment, the system may utilize a defined area to enclose the tagged
products rather than a cabinet. The defined area uses an access point (not shown) to serve
20 as its entryway. The products within the area are fitted with identification tags and
specifically positioned in the area to be read by a RF inventory interrogator (such as a
controller 45 and antenna array (discussed below)). Product scans begin when a sensor
(such as, e.g., a proximity sensor) senses a user passing through the access point. The
access point is controlled by a processor, such as the client controller 45, and is able to
25 control doors, portals, alarms, or other mechanisms to restrict access to the area and

products.

As shown, the MW 36 may also include an electric actuated lock 39, a proximity
sensor 40, and a user feedback or, more generally, an output device that may take the form
of an audio device or light 41. Other output devices such as a voice synthesis device, a

30 display screen, and the like may also be used. The MW 36 is configured with an antenna
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sensor 40, and a user feedback or, nore generally, an output device that
may take the form of an audio device or light 41. O her output devices
such as awomBwoes28ynt hesi s device, a 30 display screen, an@cCrhsosndess may
al so be used. The MW 36 is configured with an antenna -8 WD 03/073201

PCT/ US03/ 04653 array 43. The antenna array 43 is coupled to the client
controller 45. In one enbodinent, the invention may include an antenna

array with six vertically or circularly polarized antennas. The antenna
array 43 i saayRB. rBreanjaing geray A3 iserupleshie thawlienheontiolaudi . chtass embjodiment,

t ransponder ' . ' LQ:Qr . I l. below) . In,one
embod ment , 15 ThicEfSn R ifac o SGUERRLY BB SERENCARLS el Hhiagied e
antenna ar rayertds. TheatdhhBtarrayylliise Ridecévs petiralshdedshadtet @maatidateeader

47 (generical{%ra "key . reader”) in the formof a pagnetic card sw_pe

devi ce, an WHE&RRsPoOngerdenises BF fags (discysred in greates defall heloggy il ene qpkodimsaler 47
is coupled tp Gl ' [ [ ink 49. The MV
36 maypal SO iHt(t:%ﬁlggqaﬁﬁ}%?%gph&aﬁéévg{ﬁgﬁjgﬁ?&%gﬁ&p@?a ur%e&]glélﬁ%%éé'% and 10 56.
The tenperature sensors 55 and 56 are coupled to the client controller 45

to provide tenperature information to the client controller. Additional
i nformation may Bee MV¥ibdeay include heperidlizad badgetar chidercaddn A3 (gdnedpallyomditey

bost 1 o nce Ry U R PRt R e MREh s R 0%
recogni ti onsiin@br ddvik:. "BRTHIRIBN s P18 tHeHIRAPINAbiIIONU PEL WREAntdR ation
satellite acquisitions. 15 Mdtion and shock of transport may be nonitored

with an acc St W A6 mayrdsmineluge sterpal and gebient teneprratusargneirh 85 and

charagteri st/ f trical pplLy i nes nitored a rovi ded
fo thadol i ot “EserBrREh KRy S Bk A e Rt AL G TIsERY 1 6 %He:
shown) .  Themperaafré irtfuinyatioyed eherflichtnerdllE® M ddHeR ifBm Aidnfieay & frogRedt | on
conpressor can be us with the internal and anbi ent tenperatures,

ed, | _ to
i ndi cat e t HE thegliant gentrodlsy through qpienglanpus dsvises oFhe lngation; af itz M gGmay be

devi ces, s . I ] € . . . be. led to
the o ent Honfiref PTRERbal MR SR KA UeDtoe Tk o RNV e ndfief BB
smart card rreaspmitidonor finkmsaduremyntaing cﬁoﬁﬁteepnmiceﬁbeho?dnf@P% eattllied dcguistons A |
smartcard, in . addifion tg identifying the custonmer for admttance purposes,
can cgﬁ t ai ngluorb $ogk H? W@P%WYJ&IP%F(E?&]WFH&P agepherpmetes Mt shovg)- ¢

tinme of doGkolghOeuirent Md SY% ArrdfPRHE! 5 kRl SHp BndsHaBhofR&E8d and

sessi on.

provided to the client controller 45 by a power-line-monitoring device (also not shown).
The on/off duty cycle of the current supplied to the refrigeration compressor can be used,
with the internal and ambient temperatures, to indicate the relative health of the

20 compressor. Additional input devices, such as cameras, microphones, sensors, etc., could

be coupled to the client controller to monitor environmental and other conditions.

A smartcard reader (not shown) may also be coupled to the controller 45. A
smartcard, in addition to identifying the customer for admittance purposes, can contain a
preloaded monetary equivalent that can be debited at the time of door closure for any

25 products taken during the door open session.

The client controller 45 includes software to carry out several functions that are
discussed in greater detail below. If desired, the client controller 45 may be a consumer
grade device, such as a Palm Pilot® personal digital éssistant, Packet PC device, or a
personal computer, modified according to the teachings herein. Depending on the

-9-



The client controller 45 includes software to carry out several functions
that are discussed in greater detail below |f desired, the client

cont r ol | ewo4B/0mzg1 be a consunmer grade device, such as a ParmuSesbwsEr)
personal digital assistant, Packet PC device, or a personal conputer,

nodi fied according to the teachings herein. Depending on the -9 WO

03/ 073201 PCT/ US03/ 04653 hardware used, the client controller 45 may be
configured with a graphical user interface ("GU") to facilitate

i nt er act i ohaldekyeesdthe cBys cemrdker 4 dndytte configered With cgiaphicalosert interfage 45
includes software (djscussed below) which may interrogate the RF tagged
products w(tGh) ¢ Cﬂmtgﬁ!ter??@nit?‘ﬁt%f?‘?lb%‘étg}'%ﬁ%;gﬁ&ggétéu‘?W/ol ves sending 5
signals from antennas and receiving signals from passive, transponder RFID
tags. Preferably, interrogation is acconplished in such a way as to
elimnate or reqygeliedtdbitrdfran saclidRRbRWErel((RtuREEbElYR) adldhymasinmesioghed
with reading RF signals fromnultiple devices. The system 25 coul d al so be
i npl ement ethedRF regged predueta gathimiie MWodh) Thesinferragghion progess ARYQVespendiag| e

active tags. need to_he inpr : rformi P res 10
t hat she eﬁ’i%%ﬁ m%ﬁgl?nag%%@}s[e?g%mo%srqgn daitl sg?(?rlﬁ Sgsﬁ%gﬁlﬁg?ﬁ{&:ﬁgée ScCi e%%% research
product s apgefe@fRemi&tbdaion BeicabpMeticlimsiwhd wiy astoglinidtber s=dnee cost and

power consunption. In one enbodi ment of the system.25, one or nore RFID
access badduerfargnqemralems thas gep typicalvassaciaied) St readingRE; fsé%né& fom WEEE@I D

badges 75, wel L Liye

t ransponde |51 g‘?ig%ss Ilhﬁ%&?téllrﬁgzbs%ﬁﬁi ﬂgfkﬁngﬂ%ggg é(g %L%rﬁggtfg d Qﬁ"@'ﬁ%‘ﬁ@‘ﬁwﬂgﬁ’% E%I que
i dent i fyi ngrdseitdy smilalle attivnaghced ¢e beithpioetd sppastogetferd 3 thesedpaaturadi gi t al
signatures. In additjon, it is prgfe,red t hat_.t he .digital %i n‘ﬁ]t res
encoddd on thhdhe qodiBelgeb2 TG & GYTPRRREHIR K St Tr e adicar
one-tine a { [hil Sl EFRVr@on t18.

di sposabl efég}g%gedtt?r?ge%%?gisﬂglh%g gersou%ggtﬁé; set ({Sgénexpi re afﬁ?ﬁejpr a certain
anount of tine or at a set tinme. However, the badges 75 may al so take a 20

formthat can be enabled again for one-tine access at the next restocking
event. The RFI DIn aneembodimgyesf thayysten £§xang asmaze RETP gacess bpdgsede (Bigsd

Fig. 3). A ively, th b ' t it
where the N o) Seneerbdeic HoRapa e AAD HERR LT SEOETE e dbrap 88 Y
of field peaisQRARIbePSw IS pafaleathngPoriict @gaUPRArGIhe RFDPDMadgarrsannel . As

best seen by reference to Fig. 3, the carton of products 80 ipcl Ltdes a
pluraljty ehcoded with unique identifying information from the account set-up module 33 based on

digital signatures. In addition, it is preferred that the digital signatures encoded on the
RFID badges 75 used by restocking services provide'one-time access to a specific MW,
and thereafter expire, and be disposable. One-time access badges may be set to expire
after a certain amount of time or at a set time. However, the badges 75 may also take a

20 form that can be enabled again for one-time access at the next restocking event. The RFID
access badges may be fixed on a carton of products 80 (Fig. 3). Alternatively, they may be
delivered separately to the facility where the MW of interest is located. Alternatively, they

may be the badges of field personnel or designated on-site authorized support personnel.

As best seen by reference to Fig. 3, the carton of products 80 includes a plurality of
25 individual products 90 each with an identification tag 95. Each identification tag 95 may
be structurally the same as an RFID badge 75, but coded with different information and
configured such that the digital signature on tag 95 will generally not expire. In one form
of the invention, each tag 95 has a 16-bit group identification code and a 32- bit item
identification code. The 16-bit group identification code may be programmed with
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25 individual products 90 each with an identification tag 95. Each
identification tag 95 may be structurally the sane as an RFI D badge 75,
but codedwwioBio7atbf f erent informati on and configured suchpPchatsos/sssli git al
signature on tag 95 will generally not expire. In one form of the .
invention, each tag 95 has a 16-bit group identification code and a 32- bit
item identification code. The 16-bit group identification code nay be
programmed with -10 WO 03/ 073201 PCT/ US03/ 04653 information such as the
manuf act ur éxfoomatohinsstuch baithie amanufeshived orcfisttibutiqurahdons of theeroditct.eFhe lalteows

routing of the t ti i | Vi . d to th . t i
System ThalowsIayfn of i TaRstROR R I0R S 2OULICT (o 1L BIPOPb R BUF LR RBEc I oot  ve
i nf or mat i oR 2 IpGAnidedtitihRionRbA8 HGlsed HftoRide iéé’dri@ﬁv@ﬁﬂ&%atioﬂrr@gw&h%mépe,

date, lot nunber, and simlar information, or a 5 unique |D, which
cor r espondgraductuich as sérial mambern praduet thipe, Albtes bt onmbers and, eimilapmdermationy ¢re

products 90 have been . fitted with unigue RFID t N oducts may be
shi ppg”gj i n e r‘f’ﬁwhf%rrﬁ?ogw%@sﬁuglﬁ5&%131%5?%8%%%2%%% al\/%f‘%% The carton
80 is packed according to a fulfillnment request that is based on either an
initial order froma custoner (not shown) or MWNspecific business rules

L ol  owed by t he GigewHrhprodidte 90 Qaveticen iti80 withyunbguefRFIDedgwP 3, thdPproBucie cess
adge 75 or the RFID access badge 75 may b hi pped separ at to the.

| ocat i on ofayrhe sturpst 1t _Y]i]teé‘f?’é% Squag‘?s_f-g”@EFd\%ﬂMZS‘&E‘ a@%?@’@?égsjlhgﬁﬁ%ﬁb&g@
the carton 84 Jax &anggml enfredBbdt Rk ¥ HBEYbif Btk Bh hAGARHdGL Grdighi ver
the package to t?’ue . Once t

carton is delivered, the recipient or
user may usestbiner (nBEsHdvar) oe dMWhspedgjfic BBsihess oples follosved dyrth@Fervdr 2(/hdhiw 36 by

i RFI D 15 .75 i f t .of ;th 47. i
Pont P or caon Smey PRATE grFi aisar egSors Prie Bt acis SR AmO b8 and
confirms r%@?})gﬂs brdtd1$ tE R BoddYioR 6F HRINTMo Binkte&t. frERRAAN AERFERaGEG as a

voi ce synth dule’or the light 41. Since, the server 27 provides a
| ocal |y badedge 1fs dre darton 80andyhee shipped byeacteliverylserviegsontraeted tq ectbatrol | er

45 over sees agut henti i f the igital. co read.fromthe RFlID,.access
badge 75. @Fa@ﬁ??%@]ﬁw ?@rBH%e t@‘ﬁ&%rg%rplfﬁlg I%e(g&?%%e{ﬂplle Oy USE %}aﬁéls? g%d code
by mat chi nRHHSCERIBadLR 19%8 dpeLind dodt 37 6F HHRMIWEIRbY phdsiiz HIEID aRY¥ssttagge

optionally read the tenperature sensors 55 and 56 and transmt terr@erature

i nf orkat i o5tio frohofthe vaaderdy. Chienyigeniroliends resdp theatigifad sigaper of thsREHY 56
g;? n gr ? ]; :;%ﬁé%ﬁ B%Fgggst?aﬁg%ggﬁfr/% Or%%c?lng ar {h% ’co&é B{) aétnﬁir}gemﬁg ?eteﬁﬁfcki cf%tzf?:é TRg on
as a voice synthesis module or the light 41. Since, the server 27 provides a locally based
user list to the client controller 45, the client controller 45 oversees authentication of the
digital code read from the RFID access badge 75. Client controller 45 checks the
20 anthenticity of the read code by matching the code to the user list. Client controller 45
may then optionally read the temperature sensors 55 and 56 and transmit temperature
information to the server 26. If used, the temperature sensors 55 and 56 are preferably
read on a periodic basis, with the temperature information being transmitted to the server
26 each time the temperature is read. Client controller 45 can also be programmed to
25 transmit temperature data if the internal temperature falls beneath or above a
predetermined range. In many instances, it will be important to ensure that the
temperature of the MW is within an appropriate range to store the products 90. If the
temperature of the MW 36 is within an appropriate range, and the user is authenticated, the
client controller 45 then actuates the lock 39 to open the door 37 (of course, the MW need
30 not be equipped with the lock 39). If the temperature of the MW 36 is not within an
appropriate range, then access to the MW 36 may be prevented by maintaining the lock 39
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26 each tinme the tenperature is read. Cient controller 45 can al so be
programmed to 25 transmt tenperature data if the internal tenperature

fal |l s bernwatod/omzorbove a predeterm ned range. | n nmany i NnPCAMESes04653 Wil |
be inportant to ensure that the tenperature of the MNis within an
appropriate range to store the products 90. If the tenperature of the MV
36 is within an appropriate range, and the user is authenticated, the
client controller 45 then actuates the |lock 39 to open the door 37 (of
cour se, t hén Miosekstatd0 Thit alloewseqefiigestioniunt (ndteshpwokasgeiated ithtithe MW 36

t t f the MW 36 i t W | . i.at .th .
ot he My Sooralyibitaos etie o tis M o iR b bl b SpicRR 48 075501
PCT/ US03/ 04fieRed Mttt Mssﬁ d6 m@g%hin% Bf e AbbOVEhifalk® hfovirkk &b 20duwso0 ( not

shown) associated with the o0 cool the interior space of the MWV 36

to a desir édegriyploriag apewsefasiuee. anbi ent air is allowed into the MV 36 by
openi ng of the door. This also provides for product 90 integrity during a
power failure. 5 Once the door 37 opens (which may be sensed by the

proximty sensor, ]mé i I HW I [ned, a
cormuﬁ cation sé)sn;élg)g}\e (%({aotr \%g%ﬁ’g?i@ ﬁ?ébgﬁﬁ’si‘g‘?%g{e pi&}ﬁ isgﬁsohgfgg%e
segment ed hasedtoohe appriaiufithd BIW\B61i$ gaihal, agbmmumécation sessioadponsa tha MW

net wor k usa begins. Having full access tp the MM 36, the errglnﬁglee Pf a

carrier or 38;&1 SEIVEr Lo IREMAY hie FEERINEIODAsH] PHIRIREPTERLD PEIEs ot
del i vered h/békggﬁé%r 8%&%&%5@‘3’39%&? eﬁ&{ﬁ%% RuIRRER tb e By s éllnplcfy@érﬁf £0

into the ce the car products 80 is enpty, the delivery
enpl oyee t kemies bobesstit Bervitedsuch s U] Aidwmedsxpiress, etcamthordelivéred deamsiany .

The proxim sensor 40 senses.the .cl.asing af the . The client
cont rp]c9 | er 8%10%9{9%%3‘1? F%p@?%’?’ﬁéncg‘f“d’tlﬂéteg@%gdpw tg? W&%%cett %Cﬁrt?&o%g (i f
used) resets,qRIIQTRENDH), ke @lilvery BelgUnbraked thodoor 30! alatRbIERE ti Ne,

for exanple five (5) seconds. 15°The user has that predetermned tine to
open the dearton, Pomseessary. t Hee motionityscasar 4 sasses $he dosehdiedic 6peiad % hheddisat 37

. Wen the d 37 ¢l i hi,pi : h
roduct s SGoBrIEdSriths e natnng aESEESE Pl RisEh e Bilial ik he “scan,
the clie ntaumigglu SferbRireanfiscked Erangeddtdniindenhe, fir sRsgAgavd () stendhe

commer ce server .~ To ensure integrity of the inventory change billed to
t he clfst ondihe ustrdiag thas predetsrminst tiste tapew therdornyRovwer tp heiteng agpy 48 it hm

when the Mé{s?’aglehsoncs:g %%rh%gf 3?98@%.' %ﬁeinttﬂgnd&ér ﬁacﬁc?s%s BPaccess is prohibited, a scan
of the products 90 placed within the MW 36 is performed. Upon completing the scan, the

client controller 45 sends a change-in-inventory message 100 to the commerce server 27.

To ensure integrity of the inventory change billed to the customer, the client controller 45
20 employs an integrity algorithm when the MW 36 is scanned. The algorithm is based on

statistical information, historical information, and other factors including RF algorithms

and delay data.

As will be explained further below, it was found, for one embodiment, that to
accurately determine the number of tagged items in a MW 36 (i.e., to provide acceptable
25 integrity in the system), it is best to scan the tagged items multiple times. Further, in the
embodiment where the MW takes the form of a freezer, refrigerator, or other cabinet,
achieving integrity generally requires choosing a superset of tagged items from all scans as
well aé noting the set that represents the majority set (over 50%) of the scans, the number
of scans in non-cloaked mode (which may be an empirical number, found to be ten for the

30 MW 36 illustrated in Fig. 6), and the number of scans in the cloaked mode (which for the
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statistical information, historical information, and other factors
including RF algorithnms and delay data. As will be expl ained further

bel ow, itweas/fxand, for one enbodi ment, that to accurat @cy/ubes/essns ne t he
nunber of tagged itens in a MW36 (i.e., to provide acceptable 25
integrity in the systen), it is best to scan the tagged itens nultiple
times. Further, in the enbodi nent where the MW takes the formof a freezer,
refrigerator, or other cabinet, achieving integrity generally requires
choosi ng a sampenmbetindnt g gaghiridallrgorindombalthres)c élhsadniaeve\geédterassstmmtinmgriﬂyhe

set that esents the nmajority set (over 50%. scans unber
of scans w&’ LIg 084K ﬂw’gifé‘ tﬁﬁ%’rﬁwerﬁé@%%?r V‘Ftt m}ﬁﬁ%@dp nd to be
ten for the,R0, M¥mBEokl éch&?stcfr%t%f}o%%o'ﬁb%he@ on B2GehRRe 2N re@ier®Gasts 1 n the

cl oaked node (which for th 03/073201 PCT/ US03/ 04653 sane
enbodi nent anesmeofiime ¢aj) debyﬂﬁdlrthoubé Phrieghis trmeaandl\em-;e e suhiest Mysisem

integrity ich in e |nen err

five-t ousd"g‘?gg?lﬁéﬁcécifs?e?@’r?’s s r%‘?rotﬁlﬁﬁf’?%ﬁlefmg%e %lﬁs Eg]iomng}r}veatgn ons is
hel d on th%héﬁiﬂ@he%ﬁcli@émﬁl Rk adelyshetiRase uaany Mcrédse tHevéory-sample
twenty-four hours). During this time, and while the subject MVis 5 not
bei ng” accegspulatgn éat@ag&t@mwlsthaﬂﬂy segonficast lewels Adopeemoas sestiom eqEspeds to the

| nventor y <0 1516b oP BREAAY QD AnpH AR, o FRSER et f G 27 pha R EEE, S

whose cr 0sss6@ ) hedife Bifb@sdtiondsid ¢h thbeervdr 270 5000 Ievel Pr eferably, any
anomalies found are sent to the server 27 where they are used to nodify

information held on the server 27. 10 The MWV 36 may be accessed by a
custoner at the MWI ocation using a separate RFID ge 75 .or ot her

i dent 19yi ng badgeied¥ ¥ g maythessecsse Pyee usjo r{l%;&ttﬁaﬁtlvfg’ﬁgqcaﬂ@w ing a separate

Al ternatl vetpip Gl ge% 804t laaﬁﬁﬁnéﬁoa&gcéﬁ%%slﬂ pdRireRfly GO Qidfdftras a
smartcard, et| card sw pe devi eV| ce, a fingerprint
reader, or Afldﬂmatmety land agirated ebdvisathe geader 47 maacbcessﬁgtued hea Mi3Gird, a

Re ardl ess of its exact nfigurati t he r.eader. referably reads.the
bagge or kéysnelnpd; ﬁé&"ll?eh VFcﬁgf‘h ﬁ%{i?"ﬂ)‘ﬁ & GRESIPRB 2 Tt Wesogaﬁwl%rh e

list of autfgard.gedls ‘é@@é’s§to’5ﬂ1@W 34) RERrdbdshts %%Ht 'E:@Illﬁ atfoh, tiRMNEadek t he
user's key matches one of those authorized, the clien control | er 45

acknol edgagefatbhoreadsthie cbadgword@uecrmpm@ the.fD dnfopation aontairediy tha kavtwitly t he

light 41. Tﬁg 11|stI t onzec{ IE]S%{‘SI s ored Dbt con rgllérqlSt Qﬁad £ | Ieel?ser s key matches

one of those authorized, the client controller 45 acknowledges authorization by generating
an output such as by lighting the light 41. The list of authorized users is sent to the client
controller 45 and updated as needed by the server 26. The server 26 may be configured

20 with the capability to authenticate a user’s key as well. Once authentication takes place,
the client controller 45 then opens the door 37 allowing the customer or user to access the
interior of the MW 36. The customer then removes one or more products 90 from the
interior of the MW 36 and then closes the door 37. Once the door is closed, client
controller 45 scans the products 90 in the MW 36 and sends an inventory message

25 identifying the missing or added products 90 to the server 27. The server 27 compares the
previous inventory prior to opening to the current inventory. From the comparison, the
server 27 determines the missing or added items in the MW 36. The inventory
information is then communicated to the commerce engine 35, which preferably stores the
information for future use for both marketing and inventory functions. Receipts for the

30 used products can then be sent via electronic mail or printed and shipped via regular mail
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controller 45 and updated as needed by the server 26. The server 26 may be
configured 20 with the capability to authenticate a user's key as well.
Once aut hwotmsoat2bpn t akes place, the client controller 4®crhse3/eesns the
door 37 allowi ng the custonmer or user to access the interior of the MWV 36.
The custoner then renoves one or nore products 90 fromthe interior of the
MN 36 and then cl oses the door 37. Once the door is closed, client
controller 45 scans the products 90 in the MN 36 and sends an inventory
message 25td tieptstbyienss they®M Wilssition. &rvoiduechnrlsdessusugng pther ¢lectemicand 27.
The server 27 cong)ares the, previous.inventory prior to opening to the
current inU%F@F?.mﬁFWWaEWPﬁ%%S'the server 27 deternines the

m ssing or added itens in the MW 36. The inventory information is then
communi cat ed t OThE en AR heEsa8s GirBe wad fuddtBér Hugdses adwyll. SFor examiphes the
information for future use for both marketing and inventory functjons.
Recei pts f oyvenlosy @@sugeinchidss infeunation regrading endiwdpalyradusts?d: rireforsaile or
printed and _shipped via r. i - 13- y/ 3to
Phe cdst omeroutCEREn R FrHER BRetkf et Y Hup LR B3 G eLRRILPARS

el ectroni cs@nek, aWBH @b BRiprodice s ecanperatuaiistory. e dheris swwerdedhie is alsoeprissible

TesSage | nif SRgaY HieHARIEY G B BRAGUATEROOHE 8 sopRBanend Vo trilitdr o,
the 5 am§9%%8}f)taﬁfer{ﬁalﬁe i) f’o'r?l’f‘altgfsodtﬂﬁt‘?dl"éﬁji&) PuSRRARES dafl s MWdfadiy be

recorded b e server, as we e product's tefperature history. If
time is recompedd to dthesdah sH thodeifiife is passatiptheans expicatmmouessagst sucdhras aany

ticul duct 90 ds, i MW\ 36 hel f |if. bl
bl 101 1 Bl it e sopeiad and spansp redY aBieF & slesteesif matlasiies Bt SRS anc
compared tge ﬁfeggétgﬁ?g @%golgﬁ tlfé‘t%e?ﬁﬁjt Eertald SroliSctd Fontdive fdRRIVea Motk MW 30

nmessage, suc Ist, may be generated and sent to the MN 36 or
an el ect r oahdnowmiskd.afenpaatuod hiatony end time s¢rt dyshyesMakh36do ithef ssrver 2R eaysdso t hat

t ai ducts should b d f t 36 _ and d
Tonper at ur B HIh B CHIRe 1 | HoBRHEETay IEhe Sy 6% crob RELET PRI M6, 5o
be used toggp \%'fﬂ(aq{l?y,é}n tith BeAaed @@ﬁ%@@mﬂ@&ib&t&?ﬁj@cti& dndrexpig thrayhetlet tHR0 in

the MV 36. This value may, in turn, be use o0 make an act]vity projection
and ebpi ry sthjedphalugtss ¥ TieadiBnisupref thp MWLEE map then e thagiwfermatipatdr of

the MV 36 nay 1 NSRiNGS LS ol QTai 95 to remove expired products from

In yet another implementation, the inventory message may be used to determine
the type of products 90 in the MW 36. If any of the products present within the MW 36
are subject to a recall by the manufacturer, the MW 36 may be placed in a “lock down”

20 condition, whereby access to the MW 36 is denied until an administrator or other
authorized individual removes the recalled product or otherwise addresses the situation. In
addition to its use to protect against the use of recalled products, the lock down feature is
useful for controlling the distribution of potentially spoiled or degraded products and other
products where exacting product specifications and quality controls are desired, such as

25 pharmaceutical products and controlled substances.

Figs. 4 and 5 illustrate additional features of the system 25. As shown in Fig. 4, the
system 25 may be implemented such that the MW 36 communicates with a telephone
system or similar access point 105 through a wireless communication link 107. The access
point 105 may be connected to a network service provider such as an Internet service

30 provider (“ISP”) 110. The service provider 110 may provide a connection to the network
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In yet another inplenentation, the inventory nmessage may be used to
determne the type of products 90 in the MN36. If any of the products
present wwohB72he MV 36 are subject to a recall by the mamufsagbasser, the
MN 36 nmay be placed in a "lock down" 20 condition, whereby access to the
MAN 36 is denied until an adm nistrator or other authorized individual
renoves the recall ed product or otherw se addresses the situation. In
addition to its use to protect against the use of recalled products, the

| ock down 2&éwhick is shownsesftd IntenetdoKig. 4).1 FiggS pravidissdditionel; %ﬁﬁlbfconcemmg

otentially spoil ed ar,.degraded products d other od S re exactin
Br oduct spétei @Qf%ﬁgﬁﬂwgnﬂﬂgﬁﬁ%aggﬂ?t%%w& HeLd ?éﬁn&lgj@ﬁ% 25 xacting
phar maceut G oupd O UCISstaNd 260t 4 Bliddely sréRetvaNTrS whitdidia-ond fewdofthe! | ustrate

additional features of the system 25. As shown in I‘:"Xa%1 4, the system 25
may be i npinyeetiordkeutbh formef arhextensibdomedamisnevages XML middiawaghesieer

system or simlar .access, point 1 t hrou i el . I i 1.1 nk
197, “he adkEs B¢ oBfiRE TR Bidlbetalhe b QUL oS ERGU CRAT, AT b Arte 0C
such as ancéip@eNels GEENACEm3MfiRfRY witth rhay SR Varidddentdeissesairceplanmivg der
110 may provide a connection to the network -14 WO 03/073201 )

PCT/ US03/ 04B8RP 2R Wh manufastusmgnandatherhasingisgipesss programgs. e enggrprises

provi des additi i) cer ni lar l: £ ] .

i ast r uctaPRugEPLS AR S EERGE AR eBBrorlsd 85 BHRRMR, Wniel i ko FERhsible by

cl ust er 1lthewcther 27 NMtdtbeMdeamdeasied thHht e okinteart 1I2manenkist of afy munwber of
invention takes the form of an extensible nmarkup | anguage (0%\933 .

mi ddlwar e hardwaes onsoftyare servers prgkthat the gpact go rmw%asﬁﬁe@ fifled fspinditgs and
conmuni cat j, L At er prl 13 : i itync h
oy T va B e B e e e B B .
and ot her bnsssressorpo sepasste putcperations divefuectewality aemubtiphpserers bgy®nd those
conmmuni cates with an enterpr.ise database 120, which is al so accessi bl e by
the server SBowvn f3d d53g1ipes BECifinder st ood that the cluster 112 may consist of
any nunber of 10 hardware or software servers and that the exact
configuration maybe nodi fied depending on how the invention is

i npl enent ed. | n@gReMHodithéntisBowRSfobh&tidrPrec€itd f6mftugesdiiraal Jotwitlin cadine

server or to separate out operations and functionality on nultiple servers
beyorld t hodEW Hhiewentae thetuelvelngen! 13e patipularly therrerverB ddnmertMbfetpat. The

I nformati O%mfE ggrﬁ’a%t%d%e%@tg%g gl%etgan'stte?rg& ﬁ%gl tWersgper f?a‘l.%}}he middleware server 114,
which hosts XML middleware 120 (Fig. 5) such as Biz Talk® software. The XML

software 120 communicates with other software/systems such as ERP system 124, web
ordering system 126, an RFID badge, key, or passkey administration system 128, and a
20 MW administration system 130. The ERP system 124 may be configured to assign RF
tags 95 to selected products or lots of products; assign identities to each MW 36; handle
inventory planning; handle re-supplying of MWs; and handle sales orders. The web
ordering system 126 may be configured to process customer order inquiries; inventory

inquiries; passkey updates; and purchase order updates.

25 Fig. 6 illustrates an exemplary micro-warehouse in the form of a freezer 230. In
the embodiment of the invention described and illustrated, components are tuned to work
efficiently in a micro-warehouse having a volume of about five cubic feet (about 142
liters) and that can hold hundreds of RF tagged items. However, other embodiments are
possible, including, for example, a 21 cu. fi. (about 425 liters) freezer and a 15 cu. ft.

30 (about 595 liters) room temperature hospital supply cabinet. The freezer 230 includes a
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15 MW36 is sent to the web cluster 112, particularly the server 27, in an
XM. format. The XM formatted nessages are transferred fromthe server 27
to the mwoloemweaizel server 114, which hosts XM m ddl ewar e P€2USPF04553 5) such
as Biz Talk(r) software. The XM. software 120 conmuni cates w th ot her

sof tware/ systens such as ERP system 124, web ordering system 126, an RFID
badge, key, or passkey adm nistration system 128, and a 20 MW

adm ni stration system 130. The ERP system 124 maybe configured to assign RF
tags 95 tohewdierl¥dwith edlopesng234 adamiitapionddTt 4;dogs 23Gis atiderditeithes t o each

MV 36; handl e. inventor | anni ng. handl.e r.e- supphkyVvin f. : dl e
sal es orde 8‘.151%23?‘/\2*9%% t%aﬁﬁé?é]%éaggg%@?ﬁ ‘ilﬁ%edﬁf%)?c‘ggd%%lﬁf% P%ﬁ‘%‘%?g %83 (gg%‘%’ggs
cust oner ofglelovideGuédsk BSthe TIYE IBSYOf thfiedzet 2. Aassiveyolyhdhtes38 ard
purchase order updates. 25 Fig. 6 illustrates an exenplary m cro-warehouse

in the for pesifionedfwidinéhe inggior P35. Eanh shalf3a8 maythodt oneer morpeabingts 248scr i bed

and illustrated, .c nent.s ;are tu fflgl Y

i cr oSvar chatL SR PRg vy o b A Rt 245 b BB 0l olg

liters) angniifisit pﬁcﬁd&g@@#ﬁ)d’ﬂ&@ ddiedssedibelw)t Fggitidts, pamsulatipMeyarprodice may
enbodi nents are possible, includi n% for exanple, a 21 cu. ft. ggbout 425
liters) frelsede pasiionediwithin a in 2440 Theprskpgsdmensions of laresp RToduAE 1SR ur e
hospital suy i f 0,4 -

peT! Usoa/ ofbair® g senslfer dRAETIEA s Aboliibdbn ARARRIL SR, o0,
236 is attached to the housing 232 such that the door 236 can be closed to
occl ude the opening 234 and opened to provide access to the interior 235
of the freezer TB2freézar23Benn bé catsthvted ugisg astandarddixieréranedifiod and equipped

interior 235. Each shelf 238 may hold o or re cabi.n 240. 5 Ea
cabi iét 246S Hﬁ;‘iﬂp%ﬁqf@é" Q& S rtge g?(ﬁ%g’pgmﬂ © %ﬂétﬁcfﬁaglra ‘g%f PFPJﬁﬁ%m d
mul tiple p%ﬁ@&%&%{@f}e&%ﬁ Tdhiagos2ate Bah@) do&ri9 dethbved R@kiareist @rmedloar ger

products, may also be positioned within a bin 244. The package di nensi ons
of |arger positioddsangfvaginus eonepanents ndedsidrtastan RIS trgs aniperdusts stargd withel ch, as

di scussed hel ow, duces_,ener ri a1 e 3

constructe eﬁ%ﬁifRa{’ ie-gr Hh‘ih‘g:&ﬁa‘%{%z%?l tﬁgéﬁlﬁleggzé@cf%%ﬂeébﬁ&g %%896252 3T i ped
herein. FolpeRya@ppéewith Aauo@ior d%vn)oy Rbctiesivt mitéred pbsitonel doatd the ovi ded
with a standard freezer. Insulation in the standard door is_renoved or

ot herMi se berimsir of opeuing 234adeventioniaducsibe esapoordatasa e BEFIEEYscan RF
tags on products stored within :

As best seen by reference to Figs. 6 and 7, the door 236 includes a front panel 250,
which in one embodiment has curved sides such that a cavity or depression 252 is formed
by the panel 250. Insulation 254 is positioned within the depression 252. Near the center
of the panel 250 the insulation 254 is hollowed out or otherwise formed or positioned such

20 that a controller 256 (discussed further below) may be positioned within the door 236. A
second portion of the insulation 254, near one corner of the panel 250, is also hollowed out
or otherwise formed or positioned such that a badge or key reader 258 or similar device
may be positioned within the door 236. The insulation 254, the controller 256, and the key
reader 258 are maintained within the depression 252 by a mounting plate 260. Preferably,

25 the mounting plate 260 is made from metal. The mounting plate 260 supports an array of
antennas 261. In one preferred embodiment, the array of antennas 261 includes antenna
262, antenna 263, antenna 264, antenna 265, antenna 266, and antenna 267 (Fig. 6).
Although six antennas are shown, the number and positioning of the antennas within the
door 236 is dependent on a variety of factors, such as antenna gain, beam shape and

30 directionality, transmitted power, RF cavity geometry, reactivity and reflectivity,
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freezer 230 (e.g., in the drawers 242 in the cabinets 240) are added. The
freezer 230 may be equipped with a strip (not shown) of RF reflective

mat eri al wogswraned around the 15 perinmeter of opening 232CraSos/eswsht or
reduce the escape or | eakage of RF energy. As best seen by reference to
Figs. 6 and 7, the door 236 includes a front panel 250, which in one
enbodi nent has curved sides such that a cavity or depression 252 is forned
by the panel 250. Insulation 254 is positioned within the depression 252.
Near the ceonvenienes of leatipandistapgoiremdransmiitestjosh apisang-antpa ipigelgreacs: or

Fur't her - beFBeraye BEREERaa e B -tibn LR 4Ry eRang BoR GhRGI P20 o1

the insul aﬁﬁt@ﬂlﬁ&@fe andieshbpd) ABteARd-Bloriehtatibe, antenah nﬁﬁ@plelﬂ&g@hﬁﬁn}'midl otherd out
or otherwi se forned or positiogned such that a badge or key reade 58 or

similar defacks. Fays, Bie ipwention st liguted tn the@rayohpvasgd ot afr Oél% 254,
the cgnt f%gegzang&}é%y Mo{&%ltﬁ ga?lfcﬁgglgﬁt %ﬁ% L bébt @H&%@ra‘é’r‘g‘mﬂl‘c@nﬁa@‘?m

depre55|on nounting p era t he unting plate
260 i s madeard 4legreitht ainglyTbmrmmmetcungnmﬂtmhebaﬁﬁatsdmmghg smalbare by using one
antennas 261. In one prefer, g enbodlm the a of antennas 261

i ncl udes aft BRFACTHHBAS Oaﬁlﬁlé eviges to g F\Qe%ﬁn E?Fri%ﬁt%so ant enna 266,

and ant enng gl?&{lé@egc R1d in A REQUGHR, %ﬁ%ﬁﬁ%@é‘ RS hiddAe %}QMP nufl$6r heaRed. and

positioning o antennas wthin 236 1's dependent on a variety
of fact or s The anten@s mm apmbe gﬂlvatedlaeélrffesdmpmeaadd patatng @cs&nfbtbalblemy

031 034201 PebittiaseEar b DGRt el P e BB om

transmtter, cost, antenna-antenna interference, effective use of antenna
beam vol une, prevention of RF energy escape fromcavity, antenna size and

shape, antenna-trag %sbx@dbto&‘tshélﬂesﬂﬂea[mﬁewmcl(l idpdveots D4R, paddiris) andbtags oiaher
factors. Thus, the |nvent|on isnot limted to the arra%/ shown and ot her

arrays coukfetidhaelaeiramagnatiorfigldieithin ihe feszendile While glot ofrthmitems just

m cr o- war ehouse The gly, or in
some. combi AstToned Be sraralaiisEE ARy REAEAGERAEEL BLFD1 Y. O
actuat ors @eveithelesatandayéic@sditnénisthibbistredygh beRM sugiialsr fRarthemeorpahe c—ztgs onthe

electrorragnetlcfleldlnthe RF cavity, for _ exanmp to mtigate any
nul | st5or sﬁﬁlﬂi@ﬁﬁ an ﬁr?d)faﬁ‘ﬂ“éﬁ?hﬁglsﬁlé{?s 3&? 86t 1Ha dea@?‘i“\/%ﬁegﬁln%eﬁf Pg@%w%ttp%s

and patter oghérl%rfshl ﬁ@{?ﬁéqﬁp%t‘ﬁéﬂc ﬁg@f%%&vﬂ@tﬂ#&@nﬁ&. ¢hds8phbRtinena

el ectromagne cavit
can be vanously known as shadowing. The effects of shadowing may be reduced by

positioning tagged products in the cabinets 240 and drawers 242, bin 244, or in other

compartments, receptacles, or devices that can help provide separation.

20 The waves from each antenna and reflections off of the interior surfaces of the
freezer 230 interact to create an electromagnetic field with many nulls (areas where waves
combine to cancel each other such that there is insufficient energy to energize passive RF
tags). The effects of nulls may be reduced by moving the field within the interior of the
freezer 230 at a speed and with a pattern such that any nulls generated change position

25 over time. Alternatively, this can also be done by changing the geometry of one or more
reflective surfaces in the RF cavity, such as with an acute sawtooth pattern, or by adjusting
the power to minimize internal reflected power, or by selection or variation of antenna
power and frequency. In some cases, more than one of these alternatives is used.
Preferably, reflectors such as the reflector 670 (Fig. 12) are used. (As shown, the reflector

30 670 is positioned at the rear of the freezer 230, but other placements within the freezer are
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The presence of shelves 238, cabinets 240, drawers 242, products, and tags
may affect the electromagnetic field wthin the freezer 230. Wil e nost of
t he itemswpusit732zoenti oned are preferably nade from subst amciraishyo4653
transparent material, they nevertheless can block or dimnish the strength
of RF signals. Furthernore, the tags on the 15 products and the products
themsel ves are not nade from RF transparent material and they may block or
otherwise interfere with other tags receiving RF signals. These phenonena
can be var lalsu@bysﬂdﬂ()vﬂowasvesmti,WQrngnVOThelnéfOﬂ@@tiSVIGfS conbiesiised tavapvethe

reduced by oSit] d ro ts i.n e cabinnets d_ dr.awer

Dag. b S aatenats 208 A e e e D ! RiskBncd PRlhS sl B FOERYF oL,
hel p provi deiSRRAE Altbrad}- 233Quaih§1at/\§d/ﬁ§ if porfRE At ankERiRG milidof &y geditions of f
of the interior surfaces of the freézer 230 interact to create an

el ect romag ﬂmngth:oiftlred: dF o exiamplenys shoinsin(Fag Soibie whieneas kel cosldheraoietancel

each at her such t there i nsuf e RF
Cage) 3 The oBFrat 2% pmd Eploc o pRat LY of Bk AR BSH e GoHARR 28, 1l
interior ofiodabta wﬁmﬁezeedava?fzsahncammed oAl Wbtuftirg 18k 260N Asitamhas dudtablany
nul | s generated change position 25 over tine, AIternatlveIé thls can al so

be done by feitisadn ﬁtgle@aﬁeorgeembpdlpiems of e igventiondnclpds Huben & Subggr in the
RE cavity, 2%6‘%'?9@%'@@&(3 } a?é‘%@a?ﬁﬂl% fﬁﬁﬁfc erc‘? 1 sBYrcRdl] M%fe'r , thbe

power to mi er na power, or ection or variation of
ant enna p@n@ﬁn@%ﬁ%ﬁ’wepmtecté&b}sww mslﬁﬁentﬂﬁﬁcen&m Thearadéme AL also

(i 6 1012) " Beles petttion iyesmison S04 47 HeleFBet loratses POETES UL Pip oRSdTLbe: he
rear of th isc{!%% E{S%%%g 4%§§itl b&B@e{heQbﬂﬁ@F@Qgﬁ s dshinB rEdasy ek sRAFS Frodd fie - 17

WD 03/0732 al so possi However, actuators, pivots,
and ot her dﬁmnnm&eﬂdm Signals &dnﬂrmttad)byt}tehmenaaﬂ 269267 D6 VSQBD epcoltegpasewat e

diff t d | t |
The” i nt er | & Pt g ay0 A b Hecpads prosiei 22 (B I ARE TR ET or any
signifi Camfﬁegéﬁ'igb%r ﬁ}f[)plg:'aﬁﬁ MJV_\Pr gﬁ'é’i@%@ emﬁ§d1%féﬂ’t’§ntﬂe'br5dt&ts ﬁe ih@e ardvaneas

262- 267 cou e nou 5 on 269 and coupled'to small, electrically
or pnEunat i2d2bf thepabhmes@48or Ebatsdwkeﬁz Tadger Ipuubm@dlrwtt)tﬂdh Bigwals gonargted by thend

mount ed on  the unt| Iate 26 nt ennas for n a st
sone embod ﬂ‘?ﬁ?ﬂogg?ﬁtag g effﬁei"(?g by A9 At 2@# 55? &ihper e%‘ﬁ@ 1o cBhurbif
2400/ 70/ 9/ BkEP antennas, which are available from commercial sources.
Preferably, the

Before discussing embodiments of the invention in greater detail, some premises of
their design, particularly the designs shown in Figs. 6 and higher, need to be addressed.

20 First, .for those embodiments implemented in a micro-warehouse, RF cavity considerations
are important. Second, the particular embodiments described are designed to be compliant
with Part 15 of the regulations issued by the United States Federal Communications
Commission (“FCC”). Part 15 of the FCC regulations places limitations on antenna
powers and frequencies that may be used in systems, such as the current one, where RF

25 tags are scanned. In order to meet the requirements of Part 15 as well as the requirements
of scanning numerous tags within a relatively small volume (or RF cavity), an antenna
frequency in the GHz range (or microwave range) was chosen. In particular, the inventors
discovered that a frequency of about 2.45 GHz was best suited for the applications
discussed herein. Nevertheless, alternative embodiments of the invention could be

30 configured to operate at different power ratings and frequencies (for example, MHz
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antennas 262-267 are protected by a RF-transparent radone 272. The radone
272 also 10 hel ps position the antennas 262-267 at desired | ocations al ong
t he door ®863/0220W | | be discussed in greater detail bel eer/tsheowmentrol |l er
256 sends and receives signals fromthe antennas 262-267. Signals
transmtted by the antennas 262-267 are used to excite passive RF
transponder tags 270 (Fig. 13) attached to products 272 (Fig. 13) stored
within the freezer 230 or applicable MV In preferred enbodi ments, the
product s aembbdintehts),cis avenldbd Spriaddt of ortetnef ardibanyeskdl 24be art afemrsviewirgthpar ger
products are stored)._ Signal nerated by the transponder tags 270 are
recei ved er%lgréaaﬁﬁ%%?h%gé@é&ﬁggef% processed by the controller 256.

Bef ore di scussi ng enbodi nents of the invention in greater detail, sone
prem ses of their design, particularly the designs shown in Figs. 6 and

hi gher, need torhe 9angiiRsaed cxé@phiy dbindt 040 titvdse tienbeden230; sTHermabimeent ed
in a mcro-warehouse, RF cavity considerations  are inportant. Second, the
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power ratiq 0l ' alilZin ond@mbEaR&/nd 484 Gbnerall
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in the art oghdgunal position with réspect dethiegrapsmisdion dine loff sight efdhe pajentias hegatsdn

Fig. 9 illustrates an exenpl.ary, cabinhet 0 din the.f 230. Th
cabi net | DH MRS S SRYS e SHDgaT gorBabig ks Jpe
and 288. | RobBGerd TREDAH BT @MM@tagF&ﬁp&aaét@ﬁkl@éqedu@ﬁigueiﬁﬁgyfmmﬁn@ays 290.

Each bay 290 is configured to accept a drawer 242. Each drawer includes a
pul | Wnob 380ngrndbetivean prisirhate tagsgueh that each tag on each product within the freezer

230 is energized at its requisite level, which for one embodiment is a minimum of about

0.23 mW/cm?. In the embodiment shown, the distance between the separators 302 may be
based up‘on the frequency of the signals from the antennas 262-267. In particular, spacing
corresponding to a fraction of, and in one preferred embodiment, approximately 2 of the
20 wavelength of the 2.45 GHz excitation signal (approximately 3 to 6 cm) has been found to
reduce energy sharing among the tags. Preferably, the smallest possible spacing is used
and shorter separation distances than those specified have been found to be adequate in
some circumstances, particularly where other parameters such as frequency, antenna

power, and others are different from the particular examples provided herein.

25 Instead of drawers and cabinets, bins or similar items with separators could be
placed directly on the shelves or surfaces within the freezer 230. In addition, in some
applications, the impact of energy sharing may be reduced through the selection of
frequency, RF power, and transponder design (mainly size) such that products can be

placed in a random or haphazard manner within the freezer 230.
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plurality of angled separators 302. The angl ed separators 302 define a
plurality of slots 304 in which packaged products 270 with RF transponder
tags 272 waysbes2posi ti oned. The separators 302 are confi @amabos/edepdsi ti on
products within the interior 235 of the 10 freezer 230 such that tags 272
on the products 270 contained within any one drawer 242 are naintained at
a mninum separation distance and, in one enbodinent, in a generally

ort hogonal position with respect to the transm ssion line of sight of the
ant ennas | ocat edfig. f0sthepnaicalinilbistrates biee swebjpdaty edfoadfmnerﬁoﬂthe(arctqummf

t Th f
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the 2.45 GHz excitation signal (approximately 3 to 6 cm has been found to
reduce enefigif dorkritRdelnrompureecuragysin imestenaieyhe Famsacings (@8+: 135sesand) e
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the particu) ar exanpl es provi ded herein, ead _of drawers
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256. The controller 256 includes a central roces uni t rocessor 400
t hat lSecei wédressesreachiagteans 262:267., Oné nentoflled aly)abier fbmlae asghé cdmtméler,ﬂ bkis an02.

In one e [ t he Lbme clock is.synchraqni zed,pegi odi cally.to a
tandar d t e aresaice it 200 1ok FRupIREet a1 Etnunde Rt et TR
National | gekpdratiod, Sin Bictoder®ria Kk inkerrogation operation (energization of and then
reading of signals emitted by the tags) performed by the controller 412 and antenna array
261 will be discussed in further detail below.

20 The processor 400 reads and writes data to a memory 414. The processor 400 also
controls a display 416, which is used to communicate with users of the freezer 230. The
display 416 may be a simple lighted logo display which when lit indicates authorization of
access to the freezer 230 and when unlit or lit in another color indicates denial of access to
the freezer 230. A proximity sensor, €.g., the sensor 420, may be positioned on the door

25 236 or around the epening 234 to provide information to the processor 400 regarding
whether the door 236 is opened or closed or the area comprising the MW has been
accessed. Information relevant to operation of the freezer 230 and protection of the
products therein, such as temperature, power status, and the like (sometimes referred to as
“operational status,” “heartbeat,” or “health” information), is received over one or more

30 input lines represented by communication link 422 from temperature, power, and

positioning sensors, which are represented by the box 424. Communication between the
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connected to the real tinme clock 402 through the network 28.

Synchroni zation of the real- tine clock 402 hel ps ensure accuracy in tinme
st anpi ng wbastwransacti ons (e.g., taking and placing taggedTarsosiusss i n the
freezer 230) controlled by the controller 256. The processor 400 receives
inputs froman optional bionetric device 404, a badge or key reader or 10
simlar device 408, and the antennas 262-267. The antennas 262-267 receive
information fromthe tagged products 270 within the freezer 230. The tags
272 on t he Bpesasns 90 20 themenwced anfedit (of germer dugjeral 12) imayrbesponspelished bengg

excited by si.go ansm t t fromt tennas 262-267. The cessor
400 sends sa?%a%lg‘%}sosftt%&fnﬁgogéeﬁtaglg hardvae, r@@?@ﬂﬁ@ﬁ K %er@geﬁf P qr%flg'!ﬁl%?%sThe
control | er céi@ecpydrdiad@sceds BONABOGHaS] @hdduhieatton Tkt 432] &00!1 16 3dre1ddlinks, 15
addresses each _antenna 262-267. One controller suitable for use as the

control | er ¥y3ablefrgm mapsrenderssagsnisgblofarnse oothg gerention.i In anegrrefaured | abl e
from & ngl I Y " r J i €00 I\i fornja,. The
S N9 &pfd3lifn e S &8ssk  Rom (X?@)rc]: %;ﬁia ﬁglg?c}igﬁtpe Q)‘Cg .p’ort%fo ms?ilyg T:gle

i nterrogation operation (energiza readirng o

enitted by foineof ags)emerrhetwied iftyrfideaieeivntwint Ry 44 2urdbk edtnesB@tad ay 261
wi |l be discussed in further detail  below 20 The processor 400 reads and

wites dat &PPOPHAlGEARE coMpatdle sprmmpymisation Bk sl agadsndlng 48 oviselsssaietpodky

416, which 4 SFAURISC AL h :
di spl ay 4153%35%31%%6?‘9npl e I8|’ g t?g {:'oggé é%ﬁq;%{m@ﬁﬁl\%%%mﬁ%guf'%?cat es

aut hor i zat icomnomicagion éisk ot nettvoek (suete aethe 286vak dSwhetislinked toothe kérver dluster
anot col %5 i ndi cates denial of access to the freezer 230. A proximty
sensor, e.d.,'the sensor 420, nmay be positioned on the door 25 236 or
around the opening 234 to provide information to the processor 400
regardi ng whether the door 236 is opened or closed or the area conpri sing

the MV has been FigddaRe@eiteslont dnpRincRtibs beURHodlsR oD 3héwhilFigt ¢ Theezer
230 and protection of the products therein, such as tenperature, power

h
status, andMpleeeptagien (redes presample of theproesssar 400 pe thetfounalf a S HiG8) thip
npat 1t neonEhaiBEt Wa b RUghTAbbAG o kil BG5Sy Rifiin B hERES ofoner

i nput linesS represente y conmmu

and  posi t btri tigps enda bs usethi THe (6 Ess2 00 3edRives akiockREmaDR o2t oscillator
Communi cat IP@@ bet ween the -20 WD 03/073201 PCT/ US03/ 04653 processor 400

and tiRe sePYmoWss fighya suppfyeiraQIdy and timse signals fpnhihy read-tieedagh #&hed usi ng

a variety gg%&%%m [ ' 4| ustra A W rel ess
system 425 that i's ﬁbﬁéus%ﬁ%yQﬂé M@s@or Alr:d(gare g’t%réd cln PRERL SRR rﬁ\émory Such
as EEPROM) 602. The memory 602 may be implemented using a 512 kB Flash memory

integrated circuit 603 and a 512 kB SRAM integrated circuit 604.

Operational status (“health”) and related information of the relevant MW is
20 received from a MW temperature sensor 605 and an ambient temperature sensor 606. A
battery monitor 608 monitors power supplied to the processor 400. A current switch 609
is used to monitor the on/off duty cycle of the current supplied to the refrigeration
compressor (not shown) in the freezer 230. Information from the switch 609 as well as
information from the internal and ambient temperature sensors 605 and 606 can be used to

25 determine the relative health of the compressor.

The processor 400 is connected to a power failure/lockdown circuit 610, The
power failure lockdown circuit 610 is coupled to the supply circuit 601 and works in
conjunction with an alarm circuit 612. If power is cut off to the processor 400, the power
failure Jockdown circuit 610 causes the alarm circuit 612 to generate an audio signal in
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connected to an access port 430 via a comunication link 432. 802.1 Ib
wireless |inks, available frommany vendors, are suitable for use in the
i nvent i onwoloa/ooszel preferred 5 enbodi nent, wrel ess |inks fPcamsé®omsdmm ar e
used. The access port 430 may take the form of a nodem or network
interface device which may, in turn, be connected to an appropriate and
conpati bl e communi cation |ink such as a landline 434, wrel ess network

436, local area network 438, or the like. The access port 430 ultinately
connect s t order te alerhmsprs 40 therpowen Kaibre eastdionk Ipedditionsthe hekdewnpowedd] t hat

| ol erment actGH: o5 HE e CESEF. 19000 isduerree s g ordes 1 birgestaitBneh AeseFon
i ncl udes ano theamael€r. dfhid ARioRRGBES AgaiAd Inveitdr thekiOhma04istd idMhefatFRing M
fromMtsubishi. As woul d be apparent to those of ordinary skill in the

art, a var ilgespapempgiaige of Hiepseezer(vduheis impertant kepiotesting sradugigthereiokbyes a
cl ock signal, . : i ). . r- from.a . supply circuit 601,
and tijfre s%aﬁ%t{ag@%ﬁ?@ﬁé t&g)gﬁ{etlﬁ%égg 38@&%9 .agr VS0 ‘{‘\nger‘gg‘%z St ructions used

by the processor 400 are stored on a non-volatile nenory (such as EEPROM
602. The nmenory 602 may bhe inplenented using a 512 kB Fl ash nenory
i ntegrated cir cunthetidbaindes sha®n kBFIFRAM tivotregrhaihieal seiitches, b d60dswitch or

Oper ati onal st at ("heal th" d related informati.on of the relevant MNis
20 recei vedel}sp‘éﬁfzga f"éﬁﬂ%‘?‘é‘tﬁ e¥e s Lisis s P LA ds eamtyadent te thesenser 42@

sensor 606 andprdiidels GhY iiREHoA of RA8HEP el dBbS2 PR herd HPE %e%ig% 811%%% i@é%?ée Ssor

400. A current swtch 609 1iIs used to nonitor thg on/ o t he

current suppkgress tba controlet o1 igsiriatell @ncess anep hasewnrrédos dgbawhby some biher
freezgr 230. |nf tion.fr the.swi tch 6Q9 .as |1 i nformation from
the 11 er naf™SBHd LLRteEAT b RTLPRYifes 2 o apeel dirshapiom dorrebeganeised t o 25
determi ne phRgesRt 200 VL Hed febodf. IhRAIRRINPHESS Riinedtb anRIFPGEESSh fﬁb_@@iohf(not
connected to a power failure/lockdown circuit 610. The power failure

| ockdown cish@unxthekey switdotld mdvides athispyiioghsprocesser 400ahat canseswas procéssor

conjunctio it Neaharm.circui equk f wWer i s off to the .processor
200, "the pattld EBAT BN A Pl s b P hered At mRhbe bRl o1

t o gener at degifedaat Sorfial fdbzer Kithddt ) 44s0 FekBittioRGF AddeRRr PARRARoriRs d&E tO
alert users to the power failure condition. In addition, the )

| ockddwn/ p&Rrd be ppparent, it is preferred that distribution of the key or keys compatible with the

key switch 615 be limited to service or other authorized personnel.

The processor 400 sends control signals to an electro-magnetic lock (if used) on
line 617, which is coupled to an electro-magnetic actuator 619 in the lock 613.
Information regarding the stability of the freezer 230 is provided by an accelerometer 621.
20 The accelerometer 621 can detect vibration or other motion caused by a variety of
situations such as improper positioning of the freezer 230 or an attempt to tamper or

otherwise obtain access to the freezer 230 by breaking the door 236 or lock 613 (if used).

Thte processor 400 may control an output light such as a logo light 624, which may
be used to display the brand name of the manufacturer of the products placed within the
25 applicable MW 36. The processor 400 may also provide output indicative of granting or
denying access to the freezer 230 to a user through green LED 626 and red LED 628.
Audio output, such as processor failure or similar status information, is delivered to an

audio circuit 630. The processor 400 also receives inputs from an implementation of a
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circuit locks the lock 613 (Fig. 10) on the freezer 230 in order to prevent
additional access to the freezer. This action protects agai nst inventory

t heft andwessi03i281i n nai ntai ning the internal tenperaturecafushbressss eezer
(which is inportant to protecting products therein) by 5 maintaining the
integrity of the insulated volune of air within the freezer. In the

enbodi nent shown in Fig. 11, two nechanical switches, a door switch or
sensor 614 and a key switch 615, are used. The sensor 614 is equivalent to
t he sensor bagge ordeey rpadey indthe fomu of reddaraBb o whdastseitihde farluse doihe iR@Btitsisopen

or closed (ar. whether i ngress.. ar .eqress to-a controlled or restricted
access ar e:f%’ﬁgmfﬁsc Y-r[{gﬂ&ésav g?tggt&é’gi@o%wcot her 10 sensor). The key
switch 615 provides a mechani cal mechani smfor rebooting the processor 400
(a "hard" reboot). In addition, when turned to an off or disarm position

(not  shown) t heCdeeyiusiehtiabeddenthe pictesoat00 Mabthéralevites PidhaRs s@erd00 t hat
causes the E)ro\cessor 400 to shut off. W¢th the processor 400 shut off, the
freezer 23N 1hé Mpydicaceemplished gsing @ dualupiverspd praichiongsy weeiyp tapsmit any
access r estuqrahion: j 8’“’&1 [ 0. irciP6 SR ARRAS it
IS przsf er rtédU%}EIaI? Pgl?égirétlgﬁgft?{ﬁg{n%of t r%?égﬁﬁbtrh é\égflél?gorrpg{'?% e W tﬂe"?{a](iathekey
switch 615 wieeléss sydted 426. Tae eirct 638 mbjelso asthhmnicatdvitie s SHSSsteml (ot

processor 400 sends control_ signals to an electro-magnetic | ock (1f used)
on line Gf{;?wmgﬁ?gﬁénd@ﬁ{fﬁwq%ﬁéﬁoe Cepmuucalign betwee diq proesssg0iandt he

| ock 613. tﬁ@é&m&,{ s) 5&9&rtﬂéoggr_l hggn%saéﬂzl Aol ¥42f ThQ@oﬁt%cg%% 860 ﬁ‘%g alsd

provi ded by an accel eroneter 6 e accel eroneter can tect

vi brati on epmotineratatota maincaasectomputer davigt y cafnector intatficerircsit 650.as

i nproper positioning of the freezer 230 or an attenpt to tamper or

ot herwi se obtain access to the freezer 230 by breaking the door 236 or | ock

613 (4 used). The .pr.qcessor. 400. ntr out put | i ght ch as, a | ogo
i ghtfog24, whi cﬁ%mlg lﬁ%s auegeacfqugllf;?cg%%lgwc}dﬁgotgtﬂgﬁfécﬁw#cfﬁgﬁﬂgw&ﬁlé%t urer
of the prodiets 2pbagach Mibiarinthearra32 @00k b 3iabbesiMMY dDord SEhidepess S8l by 00
may al so provide output indicative of granting or denying access to the

freezer 23@siraight kima?mmwiaﬁ@wngtheépﬁpeﬂwe@wnaﬁa62@é7£ beomagnetigayaysut put
oo, PrAAARRS frdafbldy/ct Bhu A9 Gt BB b O Bhorlnd S B © 2"

audi o circul al'so recei'ves 1 npu

i npl ement aspawe definéd by 2 Wills @B tHE7Bs2R4r BOT{.LISHB/FOAE6HRy). bBKRlgenepsy &faye r eader
in the5 f orm of r,ead,eﬁ 63% Ac{eader suitable for use In the invention is
1 waves diminishes. The model shown includes two lines indicating where energy of the

waves is at about —10dB and at about -20 dB level.

Fig. 13 illustrates an exemplary packaged item in the form of product 270 that may
be stored in the freezer 230. In the embodiment shown, the product 270 includes one or
more vials 702 containing a biological assay. The product 270 also includes packaging

20 that includes a pouch 704 and a periphery 706. The vials 702 are positioned within the
pouch 704. Each product 270 also includes one tag 272, preferably a passive RF tag. Fig.
13 illustrates multiple possible locations for the tag 272 on the periphery 706 (shown in
phantom) and the pouch 704. The tag 272 may be a folded-dipole, read-only tag, but other
tags having other antenna geometries, such as bow-tie, may be suitable in some

25 embodiments. Read-only tags suitable for use in at least some of the embodiments
discussed and illustrated are available from SCS Corporation. As noted, in at least one
embodiment, it is preferred that each product 270 be placed in one of the drawers 242 so
that it is generally orthogonal to the transmission line of sight of those antennas 262-267
that are adjacent to the subject drawer 242. It is also preferable that the tag 272 be
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a Visonics Key Reader, available from Visonics Inc. Comuni cation between

t he processor 400 and ot her devices such the server cluster 112 nay be
acconpl i sWwedssizog a dual universal asynchronous receive PCINS0B/04653
("UART") integrated circuit 638. For exanple, the circuit 638 nmay

comuni cate with the wreless system425. The circuit 638 may al so

comuni cate with a GPS system (not shown) through an interface circuit
640. Conmuni cation between the processor 400 and the controller 412 occurs
t hr ough t wpositiomsl @v@partidn 6fthe pabkagingwuch has it witinoirhe bemtswhenadansd Widdt e t o

a mai nt enance ut er h a conpectok.-d nterfac j i .0 Fig.

12 il l ust raP%gf ‘3‘6 s %?%%F%P?qﬁgg’eeﬁa%?7% %%ﬁ]&f’eoé%?l? Z%él‘éﬁ%%ﬁ?% wi t hi n
the freezefat %30ss Bt RYeAMME thah SosRioak bAYhedftiphas ol iAlerefiveiyghtight bor e
sight represented by a straight line emanating fromthe respective antenna

262- 267. Etagrubgiraigpet Hgidgoyeslabelanaynky wed tepigaeripeadinghout 2. 45 GHz travel
outward from each antenna 262-267 into the space defined by the walls of
the freezer 230 (i.e., the RF cavity). The energy of the 15 waves

di i nisshes. The t]—fég%?uc%eﬁa%ﬁg ég@@ﬂﬁég%%iéaﬂﬁm dl%ﬂ%%%}a%ﬁ&té’%&oﬁﬁﬁ&ﬁé’opf

the waves is a at -20 . Fig. 13 illustrates
an exenpl atlye ipeakngeaiditiemnl detailhef the sofivedre prild dha dortlRT desdndved Ay notsd abovs; ed

or " more' viRpcghe sl 290 ARG g ear gy B4a it ol S7080 e’

i ncl udes p%@sé\@&m eflelAdhe iag;§b7@§§th% pRoRets Widkdin irdeREP 3P YK 140572 The
vials 702 are positi oﬁed wthin the pouch 704. Each product 270 al so

i ncl udes ommits ag idnAfyipg eifgealafiby identifisng vign#F froaythe tags. 272 1@e feceived bathes
mul tiple possibl cati for.the tag 272 t he periphery 706 (shown in
phantlg)n) aﬁﬂte%%éé?%ﬁ 37’821%1“1‘??8(1 ioaféeﬁ‘?%f‘ﬁ%zg@ a fol ded-dipol e, read-only

tag, but other tags having other antenna geonetries, such as bowtie, nmay
be suitable in some 25 enbodi nents. Read-only tags suitable for use in at

| east sonme of t e mipelhpRAdns, thelbssgisatmh dmtultipleusisintaaclatvely amall) ddfined f r om
SCS Corporation. As noted, in at |east one, enbodinent, it is pref%irered
that each pebensce.-g2the BE caviiy defined byihe interionavalls shthedrezer Z39) cousss thetagss

I G I TEERL
that the tagedd2 with eadB oWifer ShGEAAAdnt PG WIBY BIdIviGEA signal from any one specific
15 tag 272 is difficult, and in some cases nearly impossible. In order to read numerous tags
272, a “cloaking” system can be used. In general, cloaking refers to shutting down or
otherwise disabling transmission of the tag once it has been energized and identified by an
interrogator (for example, controller 256). While cloaking is generally known, the
inventors developed the specific use of the cloaking techniques described herein, including
20 the specifications for minimum and maximum cloak time, and the cloak time distribution,

with respect to RF cavity temperature.

The controller 256 executes inventory control software. In the embodiment
described, the software carries out six basic steps. First, the controller 256 is initialized.
Second, a baseline scan is performed. Third, access to the freezer 230 or relevant micro-
25 warehouse is controlled based upon sensing the presence of and determining the validity of
a user passkey using the badge or key reader 258 or similar device. Fourth, the operational
status or health of the micro-warehouse is checked. Fifth, the inventory level of products

is checked after a user has accessed the micro-warehouse (as sensed, for example, by
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ware aspects of enbodiments of the invention,
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i ndi vi glual signal from any one specificrdfetag 272 is difficult, and in
Sone cases nearly inpossible In order to read nunerous tags 272, a

"cl oaki ng" bl enmrcan be ] [[l Mg gown
or ot hervi Sy cap i ng t &1;1 stfor%cﬁé'cbﬁn'vg“litgﬁﬁdé 1ﬁ>e[’ od

and identiffied by an int
cloaking i|s generally kno
t he cl oakijng techni ques de
for m ni muym and maxi mum cl
respect to RF cavity tenps
control software. In the g
six basic [steps. First, th

basel i ne sican is perforned.

e

&
i Z
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B’étbl the specific use o
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oak t i (2 sperdfiedvatedfdBe per sasond S ereadelal,  wi
r at ur e(c) Thspeoint limltlofintemel taxe betwssn tag\reatdemy
nmbodi menbeemdescheiibed, the software carries out

€Tl hre@lvb @fiod2b6f exéectitidr,i al i zed.  Second, a
Thi rdclRgsEsfdt o the freezer 230 or relevant

gicro 25 war ehouse is controllengﬂaggﬁgpon sen5|ng t he presence of and
et er m ni Nggtire vattdit kKey Tead
258 or sinmlar device. éourtﬁ&m#cg n@8?&@ﬁ¥&ﬂ@ &% ﬁgd%ﬂ&g%mﬂ h gf t he
ni cr o- war ehouse is checked. Fift af %;f it Fg X? 3%@93 is
checked affer a user has dccessdd fiRe A 5?0 %%sed for
exanpl e, by -24 WD 03/073201 PG¥) ws@@ﬂ@ﬁﬂ@y%ﬂty level has been reached, or
(d) an event (such as an RF power failure) has occurred
which terminates a scan,
Each of (a)-(d) is a mode of execution, and one or more modes
can be requested. A run is terminated on the first occurrence of a
mode. Each Scan is separated by a specified time interval.
Inventory ID A 6-byte, binary hexadecimal string, unique to 2** values. The
Inventory ID identifies a tagged product in a micro-warehouse.
Integrity Level A percentage expressed as “0.90.”
Inventory List A single list of all Inventory IDs present in a micro-warehouse
ReadTime The amount of time elapsed from the start of a Scan to the last tag
being read. This time may also be a set and includes the time
elapsed to the reading of each of any number of tags.
ReadTemp The temperature of any one tag as reported by the tag during a
Scan (assumes that system is implemented using tags that are
capable of reporting their temperature).
ScanTime Time limit for one Scan
Scanlnterval Time between tag ReadTimes in one Scan
NumScans Number of Scans to perform in a Run
ScanWaitTime Time to wait between Scans for de-cloaking
ReadRate Rate of tags read per second during one Scan
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closing of the freezer door 236). Lastly, information gathered by the
controller 256 is communicated to the server cluster 112. A nore specific
defini ti owoaB/ovizel procedures perfornmed by the inventory cearuss/osestware
is set out in Table 1. 5 Table 1 Scan A single request for a list of

i nventory identifiers ("lInventory IDs") (i.e., identifying codes stored in
the tags) wwth no duplicates. The scan continues until: (a) a specified
time limt has been reached, (b) a specified rate of IDs per second is
gxceeded, ho(r]I ( cAsaotaddaiTlabled , kieresd e i(ort for thalspedifie cmbodioent disgnspeshds has
een reachgd. There are twp es qf. executio . ¢l ogaked, and 2,

uncl oaked. Reafdling rq%éécﬁqlsdﬂoe gipse %gg,l‘,lge Q%P% ﬁa%a&C{g:ﬁgq,}’g?cﬁa%PF?ny(cg) a
speci fied glgg??%)té)és i§?ﬁ§ﬁelﬁ§§n§%@b§ﬁﬁcﬁﬁé¥mas.('@ﬁe Ra8 BeRI dah 6 cbiléBeed ni t  has

been reache a specifi Integrity level has been reached, or (d) an
event (suc hitlas teemdRiFclpakwerorfekiaked mpdda§horsed timsd whigh e alserbeiasgt ekread scan,

Each aof - i d f i d
equest ed. TP Linbe SRR SoChOT P Bt Bt Faetof BAERpGaRoRE  ,
Scan is sepahatied {0 #msBACHd 1R ab h BmbbdiRIiMdikatot SVRREAL ¥pdridink fardiydters,

bi nary hexadeci mal string, unique to 2 values. The _Inventory ID identifies
a tagged psusiiueasttethperatund, prasiughiag positien in thaRdipavity, R iderfotepssrip &ift GayHy.

expressed as "0.90," Invento List. A | ] I . I
e 8 R e
start of acseapohdid ALintRede ihadteriGeemgefatael. It Thpessibleme (uaytifyl sstemperaturs et
and includes the tine )
10 change from the shift in a tag versus read time curve (such as the curve 725 shown in Fig.
21). As another instance, the shape of the curve of tag versus read time for the last few
tags that were read can be used as an indicator of an RF anomaly in the RF cavity that is
preventing the tags from getting enough power to respond. In this case, the normally
linear curve becomes exponential for the last few tags. Operating parameters read from

15 other sensors in the RF cavity, such as the temperature sensor, can be used with the read

time curve to predict the condition that resulted in the change in the read time curve.

In one embodiment, the inventory control software includes three classes of runs: a
base line run, an inventory run; and a background run. Definitions for Methods

corresponding to these runs are set out in Table 2.

20 Table 2

Method Function

Baseline Run A run in cloaked or uncloaked mode to
Output:IntegLv], ReadTime, ReadTemp) | establish the starting inventory list.

Input: (NumScans, RunTime, IntegLvl,
Scanlnterval, ScanWaitTime, ScanTime,

ReadRate)

Inventory Run A run or runs in uncloaked (or cloaked)
Output:(PlusInventoryList, mode to determine a new inventory list.
MinusInventoryList, IntegLvl, Uses master inventory list established at
ReadTime, ReadTemp) baseline, and returns the change in

inventory between the master inventory
Input: (NumScans, RunTime, IntegLvl, list and the new inventory list as plus delta
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el apsed to the readi ng of each of any nunber of tags.

ReadTenp The

tenperature of any one tag as reported by the tag during a Scan (assunes

t hat systwmod®7i2opl enent ed usi ng tags that are
tenperature).

tag ReadTi

ScanTine Tine limt for o
Mes in one Scan

capabl e ofPCTa[s03/0468%)
ne Scan Scanl nt er val

their

Ti me bet ween
NunScans Nunber of Scans to performin a Run

ScanWaitTine Time to wait between Scans for de-cloaking ReadRate Rate of

tags read per second during one Scan -25 WD 03/073201 PCT/ US03/ 04653 As
noted in Fshhﬁminmlﬁmmm@aﬂTﬁmﬁﬁc@ﬁﬁnkprihh@ﬁmp@mﬂMMnueﬁﬂmdﬂwmnuydiscussed,

" ReadTi me| Re@dRaAc)scan is the elapsed tijmte fromthe start of a scan to| the
readi ng of any or all of the tags in the field generated by the antennas.
The read pREP! TeCTed TN €T THER b Ra0salaaFedndt QLARKSH frode.
e read | tﬁagﬂv&ﬁ@ g0 be 2 32t oty U, gt 1 the
The read 1&}% 14 &ntgg a’ conpositle CS a1 Sucb Qtau]seer}%seﬁt ope(%atl ng

par arreter ca ga érature oducquteﬁéobeggﬁtegﬁ in the RF cavity, RF
|nterfere ANuRw cans, RupTimedateglyy i lhst ance, a gradual | engt heni ng of
the read 1Snﬁ(lgt)en4’abrscanwatt£g%e,|sﬁmﬂlmea cavity can correspond to an injcrease
ininteri opReadaterature. It is possible to quantify a tenperature 10 |change
fromthe shift in a tag versus read tine curve (such as the curve 725 shown
in Fig. Z2ReveAIndéitbher instance, the |shape of the curve of tag verspus
read ti me| (RiputN@1dstginvbRorylliggs that were read can be used as an indjcator
of an RF anonmaty Th the RF cavity that IS preventing the tags fromgetting
enough power to respond. In this case, the normally I|inear curve becones

exponenti al
sensors i n(ldssesRif Rums t y,

t he read

in the read tA e fWl¥sked nibdene camiaditheainting Meventorglisior y contr ol

background r

for the | ast few tags.
such as the t
t i NBaselihyRuln0 predi ct the con

Qperating paraneters read from 15 ot her

enperature sensor, can be used with
dition that resulted in the change
sof t war e

F el %ﬁnéﬁﬁty’%%ﬂ ReDcc@ERr t?@d?é%riﬂé Rkt hﬁsttepﬁﬁ/@ntbky'ﬁstar e

i ncludes thregpg ﬂ%\j@ﬁévéﬂs fidiBFeciffed, BRSRtlal RAAiMBgrif el WedtuRfiad, thafis, ded a

set out
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15

20

25
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read integrity is returned even when an
Inventory Run

input integrity level has been set.

g of the superset of all inventory IDs read throughout the baseline scans. The

A run or runs in uncloaked (or cloaked) mode to determine changes to the inventory
list. Uses the superset of all inventory run scans as the new list of inventory. Uses
master inventory list (from baseline and/or background) or most recent temporary
master inventory list, whichever is more recent, and returns change in inventory
between master inventory list and new inventory list, as plus delta inventory and minus
delta inventory. Creates new temporary master inventory list.

Background Run

A continuous series of scans in cloaked mode until a termination event occurs. Uses a
superset of all scans as the inventory list. Creates new master inventory list.

Reveal Inventory

No scans. Returns most recent master inventory list.

One useful feature of the embodiments described herein is that the manner in

which the controller 256 controls the antenna array 261 may be adjusted. The adjustment

may be accomplished by modifying certain software parameters, including those noted in

Tables 1 and 2 (such as integrity level, read time, run time, wait time, scan interval, etc.) as

circumstances change (for example, changes in temperature, tag type, RF cavity, etc.). As

explained in additional detail below, these changes can be performed remotely by sending

the changed parameters to the controller 256 from the server cluster 112.
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20 Table 2 Method Function Baseline Run A run in cloaked or uncl oaked node
to CQutput:InteglLvl, ReadTine, ReadTenp) establish the starting inventory
list. [|nwpoto3ofdanScans, RunTinme, |InteglLvl, Scanl nterval, pexarsd&bicss ne,
ScanTime, ReadRate) Inventory Run A run or runs in uncloaked (or cl oaked)
Qut put: (Pl usl nventoryList, node to determine a new inventory |ist.

M nusl nventorylLi st, InteglLvl, Uses master inventory |list established at
ReadTi me, ReadTenp) baseline, and returns the change in inventory between
the nmast erI i nvemx?ervibvgpltﬂthe dﬁ&wﬁﬁgap&fc;mnﬁyrrhe invehtegyt sdntrol seftwands gehe new
Inventory list as plus delta -26 WO 03/073201 PCT/ US03/ 0465

Scanl nt er vart indagridaiAtstepe’ S Ostherpontrplleri250 dstcsstvin A dardi TReRs bﬁefgf gxamRlent ory.

ReadRat C j : i j |
eadRat e) ﬁﬁﬁﬁggﬁ{g@yﬁ@%m&% QR YBsifiGH (1% sfwidC AlSedp 2 AR KBHer

Qut put: (Pl usln , uncl oake unt i termnation event
M nusl| nventheckk ilstserdentingleyl 12 tocsen iy nsvivtrsing of thesemtrpi esserfitwangisavbidabie

it egi | BB Hpalopds oveaialeyiet et Siaypioared B loaten oy CRdyeapty 002
I nventory Ghg RUbs rdsMBs ?g{fbﬂﬂéﬁn LOENIrSdtkstep@s5as Thie ahy Msa@%@aﬂ@ uffidledA I UN

I n cl oaked node to est Ish the starting inventory |ist.
| nt egri t yLéwed béen pedorreqk tef domtrolletds 6doadsakbquirsddaramesensi teloaileseied i s
returned, that {s th(? . : Cape

ransactions, and reloads any master inventory information, if it exists, as shown at step

756. At step 758, the controller 256 checks its status. At step 760, the controller 256

10 determines whether a lockdown condition exists. If a lockdown condition exists, the
controller sets a flag or similar device to indicate the presence of a lockdown condition (as
shown at step 762) and continues to check for the presence of a lockdown condition (as

shown by loop 764).

Once it is determined that a lockdown condition does not exist, the controller 256

15 performs a baseline run, queues (or places in a buffer) the inventory master value, and sets
the lockdown flag to “off,” as shown at step 766. The controller 256 thén executes a
control idle loop (step 768) or, more broadly, a main processing loop. In the embodiment
illustrated, the control idle loop includes five basic operations: a check diagnostic
command operation (step 770), a poll user pass operation (step 772), a poll status

20 operation (step 774), an update saved status operation (step 776), and a check alarm
conditions operation (step 778). These steps are discussed in greater detail below. In
summary, during these operations, the controller 256 determines whether the user has an
authorized key and whether any alarm or other conditions are present. If any of the alarm
or status conditions meet the requirements of a lockdown situation (as determined at step

25 780), the lockdown flag is set to “on” (step 782), information obtained about the inventory
in and status of the MW 36 is sent to the server cluster 112 (step 784, background

communication) and the control idle loop is executed again (as shown by loop 786).

If a lockdown condition does not exist, the controller 256 determines whether a
user has accessed the MW (step 788) as determined, for example, by the controller 256
30 sensing an opening and closing of the door 236. If a user has accessed the MW, an

inventory run is requested and the information from the run is queued in a transaction
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nunber of tinmes the majority scan list occurs. Creates the first master
inventory list, consisting of the superset of all inventory IDs read

t hr oughouwotoh@7i2asel i ne scans. The read integrity is ret®Cmabo®®as when an
input integrity |evel has been set. Inventory Run 10 A run or runs in

uncl oaked (or cl oaked) node to determ ne changes to the inventory [list.
Uses the superset of all inventory run scans as the new list of inventory.
Uses master inventory list (from baseline and/or background) or nost
recent tempaffar,ys shoeat mrblockv/E dihe ihfosmatiahgaheroé froinsthebrventosy s is thend

| nvent ory. FRER0 UEsaRGElet L1 P BRTB A e a4 06 cqutolist 230 FAYINEL ISy,

Creates ne\gxg&l@g)@lg%ﬁw%sﬁﬁqrésaventory list. Background Run A continuous
series of scans in cloaked node until a term nation event occurs. Uses a

superset of all scans as the inventory list. Creates new master inventory

list. Reveal | nWégs b5 fhrougt\dl proaits adfiionalisfompetion meaiding ke OBeratipnsdet or v
list. e u fuI eat ur.e. of t nt.s descri bed herein is that the
e Ffeh difdbarePly MR -SERANL TR UA

manner the antenna array 261 may be
adj usted. The adj ustnment nmay be acconplished by nodifying certain software
paranet ers, i nclAskhegntih®ie 159&}1@@11 ﬂha corfitdllee 254 emdvuited t](lesumltrohﬁlleb Tobpgiti ty

| evel , r ead time, run_tine, scan interval Eﬁs

ci rcunst an@é@r@ﬁr&ﬁ&@e@%@ny&aamsec cwﬁawg@%nqeﬁ 1Q BeBrcEss étept 29(3’)’( ifpe, RF
cavity, etg Bcitd hBS! BhmbBIGF 1ONAEA can
be perforrre rem) eﬁ’iﬁggdcggsggltﬂe di eP %Ig)g&%gér gﬁ\%{ ers to gﬁgﬁcgﬂtrol | er
256 from t higensetuvies tochaisdrrol ﬂcﬂéloop:{iem&:%/ 073201 PCT/ US03/ 04653 An
overvi ew of the operati ons perforned by the invent ory control software is
set o t |n Fi g. .S 750, the control 256 is re Vi a h
reset! f or x%gn%‘Pgn n {Flﬁg AOnier RECSREING it %ﬁg@fgc PR Fh%%&?f&l?f%? not

shown) . At cRE&R tﬂé@alldltp%faﬁﬁkéﬁ&ﬂﬁa@s pieB@REBLY HBsct SIMABE k&Y Léiﬁ@dhdllZ to see
if a new version of the controller software i s avail abl e. If a new

version i s appaptiatblfesdbatiais previdedby, ifer cowple dightingsihd r*ﬁcbhEEc&lg 1{step 7%@. meror y
602 and a Of ¢ tircglfea Igfrg@m&sf t%rtﬂecdntro? h%vo\?). ?fthé lk%?) is7‘§afi'd, t&?@ eEnifdller

necessary
checks for the existence of a lockdown condition (step 798). If a lockdown condition

15 exists, the controller denies access to the MW and returns to the control idle loop. If a
lockdown condition does not exist, access is permitted and appropriate feedback provided

by, for example, lighting the green LED 626 (step 799).

Fig. 17 illustrates the operations performed during a poll status operation (step

774). The controller 256 retrieves information from the various sensors (temperature,
20 power, etc.) and returns to the control idle loop (step 768). As shown in Fig. 18, updating
saved status information involves assigning the information retrieved during polling (step

774) to variables or registers holding prior status information.

As shown in Fig. 19, checking alarm conditions (step 778) involves comparing or
otherwise evaluating the status information and other information, for example, shelf life,
25 to predetermined thresholds (step 800). In the event any information exceeds or fails to
meet the predetermined thresholds, as the case may be, an alarm transaction is queued

(step 802). Then control is returned to the control idle loop (step 768).

Fig. 20 illustrates the functions performed by controller 256 when it executes RF
inventory operations. As shown at steps 804-806, the controller 256 first determines
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have been perfornmed, the controller 256 | oads required paraneters, reloads
saved transactions, and rel oads any naster inventory information, if it

exi sts, awolhowont step 756. At step 758, the control | ePCTEGIZMBEKS itS
status. At step 760, the controller 256 10 determ nes whether a | ockdown
condition exists. If a |ockdown condition exists, the controller sets a
flag or simlar device to indicate the presence of a | ockdown condition (as
shown at step 762) and continues to check for the presence of a | ockdown
condi ti on (ésthesthewnardming omepatitddd be Paderniad is 8 bdedlime mimeidscah.an iaventeIi demn

condi ti on doe ot exist,. th troll 6 5 f b l.i ,
queues (or °pf gﬁg‘?‘?"rﬁlﬁéﬂﬁu #“’e fy}’% t%ﬁ ééqoﬁ?\bg{ﬂeﬁgpg}n?fés?tpg‘f‘esreg rogti ,hae Cgﬁ%&slg@gogéj Ee
| ockdown f kagetRF inQEhtory 1%5d1§.9.0]?y@¥ %‘Igir% (gpthz Sfpe ofiten FeRbsted, s appaspriaben

executes a control 1dl"'e loop (s or, nore broadly, a main
pr ocessi ng phuaoysierd aretlbasledndsciowent stepy 307s8 10atQupe thtparewsteroire lepded,|aop

e PP e b S ons. - : . _
770) - Sa poPPIABERS S BT TERa A pr IRt hf resETTIRC sORGELiRR |1 °P
(step 774) thaah ﬁ@&&é&iﬁﬁﬁ%ﬁg}?&va 8 Beioa settasébbrethe fdts ivfotmed adwhokynait ar m

condi tions operation (steP These steps are djscussed in greater
detai | bel sigps BH and $iéarkf thegesiilis gompemecidpe predpisrained Heegrgylsvs] jpdditiond

det erm nes whet her th . . ' %h&; I
ot her condﬁgwgﬁ?15?%m%F§§§%V£QﬁF%§H¥ﬁ%%Pg%%%§ g§%¥d%$g%$gius C%n ¥%?O%;n1or
meet the rgguypesihor 8éandpdrdeiedwas an invahtotnruhastep 81 8), thaneds bdtwstrethe 25

780), the |lockdown flag is set to "on" (step 782), information obtained
aboutl® he inKgatervFdn andiprayvigusly sfores 1Bf°rmﬁfé°’N6‘0 4w qxgmgkerﬁ%ow, the ey,

cluster 11 a%%@i Re @éémﬁ@& kagfsﬂbkwgtp ﬁ%g%ﬁ?i??ﬁfg?%tgglgf&&rﬂ@d FPRE EGhtrd1fiE | 00p

i s execute as 'shown by |0 own condition does not
exi st, thelapnhy dloerat2tep 822t er m nes whether a wuser has accessed the MV
(step 788) as determ ned, for exanple, by the controller 256 30 sensing an

opening and closjing of the door .,236..1f a user h access the M\V an
i nventory run iih?g‘ﬂ{f‘gg{ %ﬁscﬁ?ﬁfoth’?éls?%?‘cﬂl%w&?nvaf‘l%ﬁ%a?ﬁés §e§ﬂo 8" feued in a
transactio redé%ﬁnﬂ@d%e@t%?%icﬁ%&h@ﬁ%éﬁ%@é3s 1009 iRbgritd o r sdtorediiiventorgk
792. The information gathéred fromthe inventory run is then sent to the

servels cl udn ene dbodimenistfdhminaentsare p phaaljty of heans érpariirmed spdghetdhe i nues to

execute t h%pesc? 1eth\1l?1{e%riyyn1telv<|§l i£ §488ved based on experimental data. A superset or union of all

the scan sets is then formed. For example, in order to achieve an integrity level of 50%,
the number of identical scans must be the majority set. In one embodiment, experiments
have shown that the number of scans, in non-cloaked mode, should be about ten and in
20 cloaked mode, about three. Additionally, an order (a product removal or purchase
transaction), based on inventory recorded before door opening and after door closure, can
be aged or buffered, that is, held for processing, either in the controller or at the server, for
some time until further transactions are recorded. If the additional scans from these further
transactions reveal a product recorded as taken in the previous transaction, the erroneous
25 transaction can be corrected before billing a customer. While it is possible for the system
to miss a tagged item during a scan, testing of embodiments of the invention has not
‘resulted in a situation where a scan indicated the presence of items not physically present
in the relevant MW. In any case, anomalies in recorded inventory that are picked up in
later scans can be used to correct the billing information. In actual use, it is believed, and
30 limited tests have shown, that this type of correction will be seldomly required. Further,

the baseline run and the background run are not necessary in all applications, and can be
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Figs. 15 through 21 provide additional information regarding the operations
(or 5 routines) discussed above with respect to Fig. 14. As shown in Fig.
15, when wba3omr ol | er 256 executes the control idle | oopCTiusos/csser m nes
whet her any di agnostic commands need to be processed (step 793). If
commands are unprocessed, the controller 256 processes those commands (step
794) and then returns to the control idle |loop (step 768). 10 As shown in
Fig. 16, after processing any diagnostic commands, the controller 256
checks t he ssladtediiobe wsed anynk pyrtionlaphB¥ apthedont eﬂnblwfactulsﬁe fieldlinstalipgioresr i s
invalid, appropriate feedback is provided by, for exanple, lighting the
red LED 628V SEdY eﬁ@g) The controller then returns to the control idle

| oop. If the key is valid, the controller checks for the existence of a

| ockdown condition (step 798). If a | ockdown condition 15 exists, the

controller deni ghe #3073 ndy B @uigpeandthriat bbilis, foaepdietheirnémpéraiuc éurirpap. | f
a |ockdown condition does not exist, access is permtted and apgropr ate

f eedback plswlr definction of the temperpiues lnlfqrgmlplh@b&aﬁ@déméﬂleﬂw H2eap Se e
Flg 17 i1l %gﬁﬁés&anta%ﬁs PRV B LS (RHCRITPENE Y b BlarParO dan Bl WPad] aﬁrfat' on

(step 774 e control rleves I ntormati on m t he varlous
sensors (temala ItlﬁidbhangééQiulaQMpe&dtﬁxe)m andtr tetnsnresinventoyentegrityrdiringahg | oop

(step 768). As shaown in Fig. dat i saved us informti

i nvol ves a&&t- gf?&uﬁéﬁteﬁéStﬁlPﬁeém?&flP’éﬁﬁﬁPélﬁer? eaa@afaipﬁge b9 1o tl’(@tl%ﬁloglf‘;’fh) to
vari abl es ar gegisters holding prior status information. As shown in Fig.
19, checking alarmconditions (step 778) involves conparing or otherw se
eval uating the status information and other information, for exanple, shelf

life, 25 to predeterm ned thresholds (step 800). In the event any
i nformati on exc&us thor cangrioller 256 hme@armh@ﬂ}@rtmﬂ@mdm@dnﬁhﬁ]&%éﬁ@ﬁ fregzert he

case an alarmtransaction is step 80 IS
ret ur]:bH 239 HEMESASS GItAng 111%5'8at At g g thé e % ‘1 ths g?r (%gt%roﬂ 12.
functions perdewassFly 28 Oiﬂttn&bérﬁéulaﬁénmmﬂemtsh@eﬁ it efesEpe takiay et for of a
operations. As shown at steps 804-806, the controller 256 first determ nes

29 WO 03/ backepauRChhusodtawadstep (B4 Hde coneolie 2aAicherkspatstopi &0, vhether 2
perforned i s a bas ne run
Fan. he.t SoRTBRR osist dpSE AR AL et i 3R and i SRR
already been started. If a transaction or communication has not been started, the controller
15 256 checks to see whether there is any information to send to the cluster 112, at step 852.
If there is information to send, the controller 256 creates a connection to the server cluster

112, as shown at step 854.

If no transactions are being processed or queued, the controller 256 determines
whether it should synchronize the real-time clock 402 with a standard time reference (step
20 855). For example, if a certain amount of time has passed since the last synchronization
has occurred, the real time clock 402 is synchronized again to compensate for any
variations that might have occurred since the last synchronization. If no synchronization is
needed, the background communication module is exited and control is returned to the
control idle loop. If synchronization is required, the clock is updated (as shown at steps

25 856 and 857).

If a transaction has been started or a transaction is queued, the controller 256
processes the next transaction or message to be communicated to the cluster 112 (as shown

at step 860). Processing of the next transaction includes sending inventory, status, alarm,
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to the RF inventory nodul e. Depending on the type of run requested, the
appropriate paraneters are | oaded, as shown at steps 807-810. Once the

par anmet erwoas@732onded, an 5 appropriate scan is perfornmedpcagisshownss at st ep
812. If the results of the scan are higher than a predetermned integrity
| evel , a union set based on the results is forned as showmn at steps 814
and 816. If the results do not neet the predetermned integrity |evel,

additional scans are perfornmed until the integrity level is net or
exceeded, heartheatwandbpassigpngrgation to th servemdusiér 112n Qucedlesa tpasacberditvaas

an invento run (st 819 C es between.the 10 jnventor.y.r d
previ ousl y{%etncﬁr%e F?ﬁf@f 8Her%ﬁ%5ﬁcées%e>§é?ﬁ&ﬁtgag%gﬁ s oﬁgfa]il %Sﬁ 1g‘?’ytﬁgmast er)
are det er nkd30gh clidterSNQWtep863). ARfoBARtionQth a0 hipdded paskdyeihtiriatiot, aptixed
control idle |oop, as shown at step 822. The nunber of scans tqo be used in

any run i spsramietens, sessted lackdesen informationy wfavargyrdpiase staiun seviesit.cgdipasskenni ch,
in the ideal, case,.is,100%.n ri.ty of recorded inventory. 15 In one
enbodsmant ﬁ%tf‘ a{ehsghﬁgjg%tq? oer:lr,ChFéS?%lll}rEal ity of scans is perfornmed such that
the specified integrity level is achieved based on experinental data. A
superset or uni Bigso3 ad 24 ilhetrate aperatidss pesfotthedby drenmedtrofer25éxmonlile, i n

order to achieve an_integrity level of 50% th unber of. . denticgal scans
must be t h&cqwyeRss plkayewitchng ffergpy sypHenss n@B@ﬁ@Bmﬁ%ﬁm@mlﬂa@@? ﬁhﬁﬁm t hat

the number s@ftcﬁﬁ?f'ﬁm ia[?ld?f?ﬂioggl%ﬁ_lfgq ngﬁﬂﬁ posiiGY kshseenRROHEoNE o Aot & 20
cl oaked node, about tnhree. Additionally, "an order (a product renoval or

pur chase tesanissett(koshowrbiaseaghs GRS amd 87it mrKigr230 o I tkettansaticy feord dlog aropeositiog and
after _door closure, can be aged or buff d,.that .is, held for ocessi ng,
i thed i n e MR apRBen ghot tnengdmere riates SRR AT 2 For
transact i OfgohRich8f WkeshsadtfonliBudGd showR M stiEHT aha @81y hese further
transactions reveal a product recorded as taken in the previous
transaction, the erroneous 25 transaction can be corrected before billing a
cust omer. Wi | e Viariohseyrotstagbethe gentrailer 296 taspariora qertgin fnetigggedor thém duri ng

STt on_ anPEn e RPN douliohd g s R R, B ont b et 8

present i Be hiduct &bteyI0 MA/390Mn &Y 28R SEhe @RANGIHpRS of sutpedafodadidmeent ory
that are picked up in later scans can be used to correct the billi ng4

i nf orldat i operial poreeusgs theswontrptlerte plrsp e isput iafoamaton inAn [dg buEst Gtoray
shoun, L nalyd Bba) ?rpg?%t%glagﬁ%tﬁgf& 10 HoaftoaRHBOR e LM offlar KRGS

the baseline ru ound run are not necessary
appl i cat i otimes.alfdhe tmelfor a st3fhs check has occurred, a status check is performed and the

information obtained during the check is queued for transmission to the server cluster 112
(steps 900 and 902). If the door switch or sensor is toggled, the time of day and

20 temperature of the MW 36 are recorded (steps 904 and 906). If the current sensor senses a
toggling of the AC current, the toggle is recorded (steps 908 and 910). Finally, if the
controller must provide user feedback (such as providing and indication of the validity of a
passkey), the user feedback is provided and appropriate feedback flags are toggled (steps
912 and 914).

25 As can be seen from the above, the present invention provides an RF inventory and
distribution system with features to diminish the effects of energy sharing, nulls,

shadowing, and other effects that degrade integrity in recording inventory changes.

Various features and advantages of the invention are set forth in the following

claims.

-32-



WD 03/ 073201 PCT/ US03/ 04653 selected to be used on any particular MV at
the time of manufacture, field installation, or service interval. The tags
272 may bwoegoraped with the ability to report their tenp@catuso®o4ssi ng a
scan. A function of the tenperature information obtained fromthe tags 272
can be used to 5 adjust the scan and scan wait tinmes (defined in Table 1
as Scan and ScanWait) to adjust for cloak time changes due to tenperature
in order to ensure inventory integrity during any run. Al of the

i nstances HE\IM%ed in the above paragraph refer to read tinme in cloaked
node. Once the controller 256 has scanned the tagged products in the MN 36
or freezer W%ggzgo. a [essage containing information regarding the scan is
sent to the REFRUS er 112. As shown in Fig. 22, in the particular
enbodi ment shown, the nmessage takes the formof a background conmmuni cation
(step 784) 1. The Acpthodl dfdist@mbinghgdialityadf psddetsSbin awhietdyenrehouse, the

comruni cati on session_ or transaction between the controller 256 and the
cluster 11Mmqikad comprisitg; been started. If a transaction or communication
has not been started, the controller 15 256 checks to see whether there is
any information : : : ; ; i

i nfor ?ati on to S gﬁ’é&ﬁg %?%%%??8%%1?& gg%l%g%g?i'?@g Siaﬁglgﬁﬁ%lgf ril(%)}{]ld%lgﬁqgcﬁtéblzer ver
cluster 1i&; as shown at step 854. If no transactions are being processed
or queued, the controller 256 determ nes whether it should synchronize the
real -time clock 402 with standard tine. reference te 20 .855) .  For
exanple, if a cé’Pflﬁf’ﬂmﬁﬁ{J%ﬁft OFF “pieppa ngmﬁg‘% Ejé%fo'svyar{glic’l%sgfeth? 3 Rbie

synchr oni zghicBha HRFatle e éhR Y sidnAEhdveRd a WalEertdtR aid #0ZnkitSH B tRIMapacticagai n
to conpensate for any variations that m ght have occurred since the |ast
synchr oni z4teldwithinfthepuerpriedielisgat i on is needed, the background

comuni cation nodule is exited and control is returned to the control idle

topdhs 556 andoHaopoatp Bu Al bR bl ok o PO 2 2 ISRt on

i s queued, the controller 256 processes the next transaction or nessage to
be communi cat ed réducidpeenetgysshering B@weears atdbasivivo af ths phpald§@)f prdduosessi ng of
t he next transaction includes sending inventory, status, alarm -31

altering the electromagnetic field within the micro-warehouse.

2. A method as claimed in claim 1, wherein each of the plurality of products is spaced

a distance from each other of a fraction of the wavelength of the signal.

15 3. A method as claimed in claim 1, further comprising positioning each of the
plurality of products such that the tag on each product is generally orthogonal to a

transmission line of sight of the at least one antenna.

4. A method as claimed in claim 1, wherein altering the electromagnetic field within

the micro-warehouse includes placing a reflector within the micro-warehouse.

20 5. A method as claimed in claim 1, wherein altering the electromagnetic field within

the micro-warehouse includes moving the at least one antenna.

6. A method as claimed in claim 1, wherein providing each product with a radio
frequency identification tag includes positioning the tag on the product such that the tag is

not substantially bent when placed in a receptacle.
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WO 03/ 073201 PCT/ US03/ 04653 heartbeat, and passkey information to the
server cluster 112. Once these transactions have been processed, the
control | ewo28@7120DCcesses i nput transactions for transm ssiPam/S03/04863 server
cluster 112 (step 862). Information such as updated passkey information,
updated paranmeters, resets, |ockdown information, software updates, status
requests, and passkey 5 lists are sent to the server cluster 112. Figs. 23
and 24 illustrate operations performed by the controller 256 upon the
occurrence 7of keynsiiddos ciaied nt dainuptwissreintpsovidisg eatteprodbawath aradicansi ti on
of the key . switch.615 froman arm posi.tion to a disarm.,pgsition causes the
cont rol | ot fatrisqgrBieahpblgendtidibpsiinuBl it o A Rdubdsucn f G345
Fig. 23). It sutstartisily mao‘tvé@wh_&ﬂﬂ?laaédnnma;é t&le.10 to the di sarm position
occurs, the controller 256 initiates a shutdown sequence and saves
information in the transacti on queue (as shown at steps 879 and 881).

Vari ous evénts chatsthads cladmed 81 ¢laim borthey geamrisig C@egg%nmg ¢aGh sag teAave For

t he Qﬁbod% gﬁg scribed, the condition of a power failure causes a power
fail transaction to be queued (steps 890 and 892 in Fig. 24). The need to
i nput or output information on a 15 serial port causes the controller to

pl ace the iMput A nfetiadedsictaimiediraeiaind &) forthéraron{psisepscofdiling it 886 emitted
Operational_ status_(or health or heartbeat) .checks are carsi.ed out at

pr edef i ned Ty et 1908t qrigcmicipia Syl it the SEDAl it FRLIE o B damougt oftmes

check is perfornmed and the information obtained during the check is queued

for transmigsi oy hixild¥taseeAimed irgélh!i%{h el fukier colrphiBRg BRFRRAY tR0%3nal bhittdae

door switch or sensor is toggled, the tinme of "day and 20 Tenperature of the
MV 36 are rfexotided 1¢ast @psangdaa suah thaehe tagh of the pluraliyrf psatvstsrarg snagesd da
toggli g of th@.AC current, the toggle is recorded (steps 908 and 910).
Final1q, i P YRdinedBht rol | er nust provide user feedback (such as providing
and indication of the validity of a passkey), the user feedback is

provi ded and. ap Rttt R clefedackainl agIudie coapekiad contralfag tHRlsZeranemiid) -
25 As can be seen fromthe above, the present invention provides an RF

i nvent ory diean theiad dqestoens) avfenng suakiihel thetage af theedurplty pf produsts arpgcappededes of
ener gy Sharah@ﬂvenfblfbrlr&n shadowi ng, and other effects that degrade integrity
in recording inventory changes. Various features and advantages of the
invention are set forth in the followi ng clains.

12. A method as claimed in claim 11, further comprising controlling the signal emitted

15 from the at least one antenna such that the tags of the plurality of products are scanned via

a background run.

13. A method as claimed in claim 11, further comprising generating a message

indicative of changes to the number of plurality of products within the micro-warehouse.

14. A method as claimed in claim 13, further comprising placing the message in a
20 buffer.

15. A method as claimed in claim 10, further comprising determining an integrity
value and comparing that value to a predetermined integrity value and initiating another

baseline run if the determined integrity value is less than the predetermined integrity value.
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-32 WO 03/073201 PCT/ US03/ 04653 CLAIMS What is clainmed is: 1. A nmethod of
distributing a plurality of products froma m cro-warehouse, the nethod
conpri si ngo 08/0p320vi di ng each of the plurality of products PETIUS03046881 O
frequency identification tag; positioning at |east one antenna within the
m cr o- war ehouse, the at |east one antenna operable to emit a signal having
a wavel ength and to generate an el ectromagnetic field within the

m cro-war ehouse; 10 positioning the plurality of products within the

m cr o- war eh6use A mieovcirepuenior gye mtvas*ylstegl for distréhiting a pdurstity afreducts, each

plurality of duct erln the,el ectro netic fi.eld within the

ni cr o- war ef 5‘195‘8 aé'm%ﬁé’f?gfor%%quﬁg a§1%8n?rﬁ’ %%gﬁ?ﬁsicowﬁgwggh each of the
plurality of products is spaced a distance fromeach other of a fraction
of the wavel enghhigériéhe signal. 15 3. A nethod as clainmed in claiml1,
further conprising positioning each of the plurality of products such that
the tag on each product is generally orthogonal to a transm ssion |ine of

sight of the at aPéetsss et enna. 4. A nethod as clainmed in claiml,
wherein altering the el ectromagnetic field within the m cro-warehouse

i ncludes placing s?nsro%{?r ?ed -sEﬁ'é-er\Nﬁetﬁﬁer%@erSQfd"ﬁE%QH&E‘of tBOmporo Ay &S as

claimed in claim n altering the electromagnetic field within the
m cr o- war ehasiseniatemptbethroogh tig dcbess apediegist one antenna. 6. A nmethod as
claimed in claim1, wherein providing each pr oduct with a radio frequency
identification tg@g%ncl udes positionin he product such that

the tag i s not R E1EPP4 P, eméﬁmb{%ﬁ(%lﬁ |War§1?lésgept acle. -33 WO
03/ 073201 PCT/ US03/04653 7. A nethod as clainmed in claim1, wherein

provi di ng each pregeslerbbipledtd tdisénsof aRDIHe AEKastd@Bahiehed theddntrdled ncl udes
positioning the tag on the product such that the tag is
operable to activate the at least one antenna such that the at least one antenna emits a
10 signal at a predeﬁned frequency and generates an electromagnetic field within the micro-

warehouse;

at least two separators positioned within the micro-warehouse and configured to
maintain the radio frequency tags on at least some of the plurality of products spaced a

distance from each other such that energy sharing is reduced; and
15 an electromagnetic field altering device.

17. A micro-warehouse as claimed in claim 16, wherein each of the products is
positioned such that the tag on each product is positioned substantially orthogonal to the

transmission line of sight of the at least one antenna.

18. A micro-warehouse as claimed in claim 16, wherein the electromagnetic field

20 altering device includes a reflector positioned within the micro-warehouse.

19. A micro-warehouse as claimed in claim 16, wherein the electromagnetic field

altering device includes an actuator coupled to the at least one antenna.

20. A micro-warehouse as claimed in claim 16, wherein each tag is positioned on each

product such that the tag is not substantially bent when placed in a receptacle.
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not substantially shadowed when placed in a receptacle. 8. A nethod as
claimed in claiml1, further conprising configuring each tag to have a 5

cl oak tinwo03/0730et hod as claimed in claim8, further comeTiE080H653
controlling the signal emtted fromthe at |east one antenna such that the
signal is emtted for a specified amount of tinme. 10. A nethod as cl ai ned
inclaiml, further conprising controlling the signal emtted fromthe at

| east one antenna such that the tags of the plurality of products are
scanned vi 21. 10 Anbereewimkousans cl_ai_medbinrﬁéaimokﬁ? adherdimparbdag hascl predetamnined
further co rising controlling the signal emtted fromthe at |east one
antenna su oqkﬁg{l ‘the tags of the plurality of products are scanned via an
inventory run. 12. A nethod as clainmed in claim1l, further conprising
control | i n@2t he Singnalwashéiseds clhimdd mroldifnel Qivhessas theaigahamnitieddronuthe at hat
the tags of the plurality of products are scanped via a background run.

13. A net hdeesheneanignnads prittaddpig specifiedrampuint eif#Bei si ng generating a
nmessage indicative of changes to the nunber of plurality of products
withinthe y5icro 4 X ' [ ' her
conpr inssi ng 23;: aciﬁﬁ\gﬁﬁlﬁ{;‘g éinéjs?%ugaés Flﬁééé@%%? ‘gﬁﬁﬁé?‘%}éﬁﬁﬁlﬁ dr%g{t}hg%q%ép% g?]{al??ed in
clai m 10, foontrbithe aplepstiont agtenhet tergeheratecp Eagelimtragrity val ue and conpari ng
that value to a predetermned integrity value and initiating another

baseline run if the determned integrity.value,is.less than t.he
o edet or m B | ik aPPCy e o RIS G B, B o TP a s bl o
i cr o- war ehQygs] thoht HER ohB aftedYSlo@thE@te Ml ialddibytriing a plurality of

products, each product having a radio frequency tag, the m cro-warehouse

conprising: an interior; an access $£ieni ng; 5 a sensor configured to sense
whet her ac@ss th nitre-werehouse es elrimersinglame4xamhersiny the copfiellasdeppaphle it ed

Lhr ough € he. areRRe . AREAS unhnd 63RherdllS FRKERARIBgE L1 0ned wi thin the

m cro

26. A micro-warehouse as claimed in claim 24, wherein the controller is operable to
generate a message indicative of changes to the number of plurality of products within the

micro-warehouse.

27. A micro-warehouse as claimed in claim 26, further comprising a buffer configured

15 to store the message.

28. A micro-warehouse as claimed in claim 23, wherein the controller is operable to
determine an integrity value and compare that value to a predetermined integrity value and
conduct another baseline run if the determined integrity value is less than the

predetermined integrity value.
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a controller coupled to the sensor and the at |east one antenna, the
controller operable to activate the at | east one antenna such that the at
| east onewarvBemal enits a 10 signal at a predefined frequeampusascicgener at es
an el ectromagnetic field within the mcro- warehouse; at |east two
separators positioned within the m cro-warehouse and configured to

mai ntain the radio frequency tags on at |east sone of the plurality of

roducts spaced a .di stance from each ot her. such that ener, haring i
Feduced: and 15 AREPaUPITisG RETEE 1 SIPTafe G i Hareipor Roducts each
m cro- war eheatiRt Revifd Atdlsiftiuchbiid® 48 mitheytichoRaehnplistige products is

posi ti oned such that the tag on each product is positioned substantially
orthogonal to the transmission |ine of sight of the at | east one antenna.
18. A micro-war@®g5e as claimed in claim 16, wherein the el ectronagnetic
field 20 altering device includes a reflector positioned within the

m Cr 0- vvarehouse.a s%%oa'é‘o@i & Meﬁ&%ﬁ&h&%h%%@ggyg%.n@d% g.ogéd}& wherein the

el ectromagnetic fre ering device 1nc actuator’coupled to the
at | east one antenna. 20. A mcro-warehouse as clained in claim 16, wherein
each tiag i s posiahianteada amayepasitioned edthd the dobr drfddiavideen plagalitysofmitennas,
substantial ly bent %nen placed.in a receptacle. -35 WO 03/073201

PCT/ US03/ 0% ena Qaging AJTaREmEs s We Q4 Si8Phi ned in clai m 16, wherein each

tag has a predetermned cloak tinme. 22. A micro-warehouse as clained in

claim 16, whereiRohh6ll&ic8hskd Bk seftof 515&5%{23 %ﬁte%ﬁa ak SR8 QRGARPRABId B

emtted for a specified anpunt of tine. . m cro- war ehouse "as cl ai ned
i n clai m 1éstiveiteetheiantenheamagynsuch that eadhsanigmaabiite atsignat atre protlefined faubeast

one antenna_t o gener at basel j.ne run, .24. A nmicro-warehouse as clainmed in
cl ai m 23, \%ﬂ‘igg%ﬁ*ﬂ%@ %8‘%%%“8# ﬁ%ld%g’ﬂ%ﬁ?eénicﬁo'wé’é?ﬁﬂl?ﬂ’ the at |east one
antenna to generate an inventory run. 25. A mcro-warehouse as clained in

cl ai me24, wher ebfic bhRwoeNRtERAdIe pdsiiofREvaRIrtthE thicrbOv£eRduse) eabll fecaptatigast
one antenna to generate a background run. 26. A m cro-warehouse as cl ai ned

in cl ai m 2havipgatlepst tvp sepasHersolhe at leps typsepasatersispaced a distance from each other
such that energy sharing is reduced; and

an electromagnetic field altering device.

30. A micro-warehouse as claimed in claim 29, wherein each of the products is
15 positioned such that the tag on each product is positioned substantially orthogonal to the

transmission line of sight of at least one antenna in the antenna array.

31. A micro-warehouse as claimed in claim 29, wherein the electromagnetic field

altering device includes a reflector.

32. A micro-warehouse as claimed in claim 29, wherein the electromagnetic field
20 altering device includes an actuator coupled to one or more of the antennas in the antenna

array.

33. A micro-warehouse as claimed in claim 29, wherein each tag is positioned on each

product such that the tag is not substantially shadowed when placed in a receptacle.

34. A micro-warehouse as claimed in claim 29, wherein the controller is operable to

25 control the antenna array to generate a baseline run.
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generate a nmessage indicative of changes to the nunber of plurality of
products within the mcro-warehouse. 27. A mcro-warehouse as clained in
cl ai m 26, wbwsiheo1 conpri sing a buffer configured 15 to strearaShhietsressage.
28. A micro-warehouse as clained in claim23, wherein the controller is
operable to determne an integrity value and conpare that value to a
predeterm ned integrity value and conduct another baseline run if the
determned integrity value is less than the predetermned integrity val ue.
-36 WO 03/ 85.320A rl%'n’d WAt 061 dMed A cliaion 84, waliezbio tlsecdntrollesie operabledg st em
for distributi n lurality of products, each product having a radio
frequency €yrol IRA GUHA FL B ALISPHEINY™ &' door: a sensor confi gured
to sense whether the door is opened or closed; 5 an ant enna array

posi ti onedsgi t hisyichewlpPous s dﬁﬁﬁieﬂﬁh é‘laﬁﬂl 94 aJvhéerQlﬁe Loi il (3 2] oFe@BIEho
antenna having a transm ssion Iine of sight; a controller coupled to the
sensor andcariml dretaatemmaarepio gelseate phackgrouad roper abl e to  activate the
antenna array such that each antenna enmits a signal at a predefined

fr equ%ncy e?lzu se’ eﬁte?r g-&vgqs ﬂseeallsecﬁl{n% fn(lxa 85 f\!vﬁér %é gBrﬁ'rotﬂEIeis opﬁrable to

m cr o-war nore rece S7positione
m cr o- war ebgiisae amb‘agreeﬁcﬁ@dtmlo(f ch:lﬁfg‘és ngthatnumbasdsf glwalisepgredustsswithihehet

| east two separators spaced a distance from each other such that energy
shari ng i smigauesehousad an el ect romagnetic field altering device. 30. A

m cr o- war ehouse as clained in claim?29, wherein each of the products is 15
posi L oned;guch Al figke Wit mlgﬁﬁﬁlﬁgﬁ fSl, WBorbths LoHhRMePHRpLABId 8! | v
or t hogonal transm ssi on of at |east one antenna in

t he ant ennaetmmmyaniiﬂtegrkyrvamlecanwaompmmlmtaraluelt@a podefermidlediime@®y valver ei n
the el ectromagnetic field altering device includes a reflector. 32. A

m cr o-war ehouse .as. cl ai d in claim,29,. wherein,the electr tic,.field
20 allfer | nagdevﬁclglqr‘?lé‘faggéﬁgseaﬁ %?:1{1’(?9{1116?13%2%1 %ﬁh?rocog ] afﬂagp pefaEe
ant ennas i GerdsBecAPicAMBEhe controller and positioned within the micro-warehouse.

UH‘D

—

40. A micro-warehouse as claimed in claim 39, further comprising a second
temperature sensor coupled to the controller and positioned external to the micro-

warehouse.
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array. 33. A mcro-warehouse as clained in claim?29, wherein each tag is
positioned on each product such that the tag is not substantially shadowed
when pl acwo i3n7xe0r ecept acl e. 34. A m cro-war ehouse as cl aiPe@gdISosr04s5&ai m 29,
wherein the controller is operable to 25 control the antenna array to
generate a baseline run. -37 WO 03/073201 PCT/ US03/ 04653 35. A

m cr o- war ehouse as clainmed in claim 34, wherein the controller is operable
to control the antenna array to generate an inventory run. 36. A

m cr o- war edduse Aamethodiofdibtiibutingai pludlity oftpsedicts frére ap@acessrastictidsarepdicabl e
to control the antenna array to generate a background run. 5 37. A

m cr o- war eI CENRISIE ed in claim 35, wherein the controller is operable
to generate a nessage indicative of changes to the nunber of plurality of

product s wi t hi n pkh8dingleafiPproai@RAlSEradRBiredheit EidentiGdationtge as clai med in
claim 34, wherein the controller is operable to determne an integrity

val ue and conpare that value to a predetermned integrity value, 10 39. A
mi cr o- war ehous e Pasitioniae gk leastpngeaiern@ vithm the AesesissipCied;dsen. thergt legpt one

t enperat ur | §%ndiPa ki bt rfeRitd ol 108t

m cr o-%ar eﬁgﬁgﬁﬁ%fﬁ% rrf1S %P{&?%élglgﬂc%g%teagtgg Ie??%dl%fr}g%cplﬁgd%#g?rgng%%% fur ?her
conpri si ng oac sRcRO@agictigdRidwvithia theasess resipleddrdap t he control l er and
positioned external to the m cro- warehouse. -38 WO 03/073201

PCT/ US03/ 04653 41.. A nethod of. di stributing. lurality. of, products from an
access restrict ®4SHPERE tﬁ%&u@’@f OQWWth}“%BgaiﬁﬁWeaﬁged@g% product with

a radio frequency identification tag; positioning at | east one antenna

wi thin the accesgdgsidehtti@fiodifBmith fdmhgasdkepne 5 antenna configured to
emt a signal at |east one predefined frequency and generate at |east one

el ectromagnetic field within the access restricted area; Bosi_ tioning the
plurality of preuBHEngingrEsh o the aessessirictesiareacid g idendification information read

10 from the passkey is authenticated,;
detecting egress from the access restricted area;

performing a first scan of the restricted area using the at least one antenna, the scan

generating a first result;
comparing the result to a predetermined integrity level; and

15 performing one or more subsequent scans if the result does not equal or exceed the
predetermined integrity level, each subsequent scan generating a subsequent result; the
performing of one or more subsequent scans continued until one of the subsequent results

equals or exceeds the integrity level.
42. A method as claimed in claim 41, the method further comprising:
20 determining a number of the plurality of products; and

determining a change in the number of plurality of products by subtracting a value
based on the first result or one of the subsequent results from the number of the plurality of

products.

43. A method as claimed in claim 41, the method further comprising cloaking one or
25 more of the plurality of tags during the first scan or one of the subsequent scans.
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reading identification information froma passkey; permtting ingress to
the access restricted area if the identification information read 10 from
t he passkwg i3®780t henti cat ed; detecting egress fromthe aecaasos/esssicted
area; performng a first scan of the restricted area using the at |east one
antenna, the scan generating a first result; conparing the result to a
predetermned integrity level; and 15 perform ng one or nore subsequent
scans if the result does not equal or exceed the predeternmined integrity

| evel , eacH4subsenmetind oschimegdimeslait 41 the mathséaiur@mr comgpriking tiahsmittiey f or mi ng
of one or nDre subse nt scans c ntlnue unt one of t e subse uent .

resul ts QHEa&nt@gﬁi%Ehet Het rie ‘&rqnﬁ? It seq&_lﬁntrg‘s% ?188613?%1 Al B i n
claim 41, 15& Qdn k45 bhesr. conprising: 20 determ ning a nunber of the
plurality o roducts; and determining a change in the nunber of plurality

of products by subtractl ng a value based on the first result or one of the
subsequent 46esulA meflrodrastchémad, nbémno%tthfempthed ﬂﬁthﬁ}f 091111131’1?)1!15 gompatingthe A

metho as cl |rred|n cl.ai thdf 0 | one
or 25 mor BrERE D et epoget T iiRrn T oy Ra Pe Rt AR, T

subsequent 3Bl andDn¥er G PBseyddntPestiS03/ 04653 44. A net hod as cl ai rred
in claim4l, the nethod further conprising transmtting information based

on the first result or one of the subsequent results to server, and
storing thd6i nf ok methograsickrized i ¢laim 4h§uﬂlﬂ@rr?6’tnﬂ%‘§m5sieﬁ'f§l%a red dimg for 2%

t he rrethodf [ [ F%Bs?] in the
buffer to i'n a;éé}r)ﬁr:% c?%gag ttﬁ?ﬁ%&ﬁggﬁbﬁ‘?é’@ g%etaﬁn&tpsé;ré?girﬂng P%&uﬁté&bﬁ?l rst
result and one of the subsequent results. 46. A nethod as clained in claim
41, furtherd7conmx iethng ddelamsd i clginadé,dadhdricomptismgaletergnsg atoeperaiomgn |
sel ected fromthe gr f the first scan and each subsequent scan. 47. A
net hotP as dﬁa‘éﬁnﬂﬁé‘iﬁaﬁe"g‘?%t 193 YRS t her conpri si ng determ ning an operating
10 paraneter based on the read time.

48. A method as claimed in claim 41, further comprising gathering information from a

sensor associated with the restricted access area.

49. A method as claimed in claim 41, further comprising generating a message based

on at least one scan selected from the group of a the first scan and each subsequent scan.

15 *  50. A method as claimed in claim 41, further comprising synchronizing a time

maintained in a device within the restricted access area to a standard time reference.

51. A method as claimed in claim 41, further comprising performing an operational

status check of a device associated with the restricted access area.

52. A method as claimed in claim 41, further comprising checking one or more

20 predetermined alarm conditions.

53. A method as claimed in claim 41, further comprising altering the position of nulls

in the electromagnetic field.

54. A method as claimed in claim 41, further comprising using a read time curve to

determine a condition within the micro-warehouse.
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48. A nmethod as clainmed in claim4l, further conprising gathering
information froma sensor associated with the restricted access area. 49.
A et hod we osloaizoed in claim4l, further conprising gener CTI{pO04s8BSage
based on at |east one scan selected fromthe group of a the first scan and
each subsequent scan. 15 50. A nethod as clainmed in claim4l, further
conprising synchronizing a tine maiintained in a device within the
restricted access area to a standard tinme reference. 51. A nethod as

cl ai ned i n5%l ai Mosgdtentfor diseibutingppiwalify oferdduetsi ¢agh arrdugbfitied withp radie at us

check of a_device, associated with the restricted acc r 5 : hod
as cl ai medTpeieRFRiGTRBHcation g, &pc t&ﬁﬂ??@ﬁﬁé" 5?11535%? 351%%12 t%rs%én%rrnec% Eg Sl
predeterm ned al armconditions. 53. A nethod as clainmed in claim4l,

further conpri sjRghdtot stoting theBuialsi dfippsduets, thelrhéans ifer stdringed wlatalioyranet i ¢
field. 54. A nethod as clainmed in claim4l, further conpriffé{lg usiilg a read
time curvepwoductdbedngimateriaron st devicaiorqeniol aeessite the MEEHBRFME WE wo

03/ 073201 PCT/AS03/ 04653 = 55 it Lidui hé Yorof
orodusts, AL PREECiep 3oL Rl Mol B PRI R0 o,

each tag ogsfiablie glealsnspadduct;si gnal , the system conprising: neans for
storing the plurality of products, the neans for storing a plurality of

products having an interior, a first device control access.to the neans
for storing themesngfor SaRgatnesm %?W%?t?caﬁﬁég&“@&@ﬁ@%ﬁ%ét%g g‘? ect
| Ngr €ss a“@fﬁftgéﬁ }oﬂuétQ,ecFéTﬁi%Qx% foP %ene_%étﬁ{g! 1SR nRHER fidI¥ opérable aslttztive
means for gener tllﬁg an electromagnetic field within the neans for storing

t he pl ur atletsyenafs fpomdhectags; t he neans for generating an el ectronmagnetic
field operable to receive the signals fromthe tags; 10 neans for

processing data cou oggrc%g%sfﬁf %éﬁ@ﬁ%ﬁt&tﬁeﬁfiﬁi H?evﬁge?ﬁ%r%%c VaKfe, AHENE

meand Of or “gener &t _ he” redns Tor processing
data oper ameﬁ?é Br Bttt £ 188 oMRRNGtE £61d. 08B aeakd oY prstessifrdaOopgatt ko
field;, means for positioning the plurality of gr oducts a distance from each
ot her suchatthate the neagy fos Iganérating an ¢leciipmeagnotiggeld;

means for positioning the plurality of products a distance from each other such that

energy sharing is reduced; and

15 means for altering the interference pattern of an electromagnetic field created by

the means for generating an electromagnetic field.

56. A system as claimed in claim 55, wherein the means for processing data is operable
to generate a value based on the signals from the tags and compare the value to a

predetermined integrity level.

20 57. A system as claimed in claim 55, wherein the means for processing data is operable
to determine a number of the plurality of products and to determine a change in the

number of plurality of products.

58. A system as claimed in claim 55, further comprising means for serving the means
for processing data, the means for serving the means for processing data operable to be

25 coupled to the means for processing data through means for communicating data.
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15 neans for altering the interference pattern of an el ectromagnetic field
created by the neans for generating an el ectromagnetic field. 56. A system
as cl ai rewoioa/ozd2ai m 55, wherein the neans for processi ng @araSozowper abl e
to generate a val ue based on the signals fromthe tags and conpare the
value to a predetermned integrity level. 20 57. A systemas clained in
claimb55, wherein the neans for processing data is operable to determne a
nunber of the plurality of products and to determine a change in the

number of pbur alA épsteaf apelaidiedtis claif 58 Awhgrsingthe awand for seingthe mears B5,
further conprising neans for seryi t he peans for. cessing data, the
means for ®EOFsSiRg dateinelides nyegps %Fgg]gggimger@a}l%%gwg%%gn}t eBgeanié)rcoupl ed
to the maagflocf %ﬁl}%éessi ng data through nmeans for communi cating data. -41
WD 03/ 073261°%F /04653 59. A systemas claimed in claim58, wherein

t he nmeans for serving the nmeans for processing data includes neans for

hol di ng i nf6r natA systeneeedlviebdinchimibs, frethascomprisipg BearssoheengRes. 60. A
system as cl ainmed in.cl g m55 ur.t her .coppri.si s for sensing a 5
terrpegaturéerﬂﬁ"?rﬁ?‘??‘f"r‘i]ém %W§a"}fsotff’r t?’&?gﬁﬁptrfﬁghtyloﬁéw&of products. 61. A
systemas clainmed in claim55, further conprising neans for preventing
access toghihe megnRfent 8¢ clsin®dd iAQlAiMe Sphurhel tdryprifingmeahscibs preventing access

predeterm ned tenperature is sensed by the neans for sensing a éﬁ erature
wi t hi n t he tordhermeans forsttesingige phwaliy of arodagis shen gnsedetqrmnegjegpera g{}st em as

claimed in clai furt ML ShAgn e aRinf GRSioRStofing LR MBFafityHé e
ext er nal tgeqﬁgg@xﬁén%e grﬁgéeggﬁ%tklﬁg&g urapiﬁltn;ﬁ%?éproguctos.ng%. A syst('E em
for distribgédueg. a plurality of products froma restricted access area
having an entry point, each of the plurality of products having a radio

frequency tag, the systemcopprising: .15 an antenna operable.ta be
posi t 1bned 6 t hithsystan agelapp 18&"1 sg‘“gﬂ%&owl?%mlc@%e{oﬁensglgsﬁ gnal from

each of 1 NGeRbithitd iiteidhl BACHEAS: 19PBriANhCSMIBLGIT phGictsl Oned wi thin the

restricted actess area;

63. A system for distributing a plurality of products from a restricted access area
having an entry point, each of the plurality of products having a radio frequency tag, the

system comprising:

15 an antenna operable to be positioned within the restricted access area and to receive
a signal from each of the plurality of products when the same are positioned within the

restricted access area;
a sensor operable to detect ingress and egress through the entry point;

a controller operable to be coupled to the antenna and the sensor, the controller
20 further operable to activate the antenna to generate an electromagnetic field with the
restricted access area, to receive information from the antenna that is based on the signals
from the plurality of products, and to compare the information to a predetermined integrity

level.

64. A system as claimed in claim 63, wherein the controller is operable to generate a
25 message based on the information from the antenna and to send the message over a

network to a computing device.
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a sensor operable to detect ingress and egress through the entry point; a
controller operable to be coupled to the antenna and the sensor, the
control | ewo 0307f20rt her operable to activate the antenna t®Cgarses/et6e3 an

el ectromagnetic field with the restricted access area, to receive
information fromthe antenna that is based on the signals fromthe
plurality of products, and to conpare the information to a predeterm ned
integrity level. 64. A systemas clained in claim®63, wherein the
control l er 6% opArgitks 4selanadintlenas3, Zortinesempesingsattvive to hesitiorn eachwfi on
fromthe antenna and tp send .the nessage over a, network to.a_conputin
devi ce. - 42th9\®h’6§}t®?§%81fts w@eﬁﬁﬁ%@g agepss %eéw%rﬁaa%&&fafilmq}‘ ¥ |°5<?°'ﬁ1
63, furt herse@&@fpﬁféa'cgga SHEAAEEWHR RAPbE thePLRARY 0Pbrodub®. pl ural ity products
within the restricte tcess area to increase the radi o frequency cross

section of each tag associated with each of the plurality of products. 66.
A system as6@! ai Amsystem as|ckiimed By claim 6hdurteeseomipsising 2aplwialitysefiseparators in the
separa&ors in tgg 5 restricted access area. 67. A nethod of distributing a
plural Pty ofFSHCEGRCtESA1%m a restricted access area, each of the plurality

of products having a radi o frequency tag operable to generate an

i denti fyi nggsi gnAlmethb®oNEEIRBUIAOABIuE At gf?mad':tb ifief oepstrivtedracoeisareal sachhe
restricted access area; 10 positioning at |east one antenna within the
restricted efdtbesbralitgaf prodnets Spying g redie iggueney dae nrEablp ieefaradodt hat it

emts at Ie@glltl%%l%g%{g‘%ﬂ#%ﬁltﬁﬂ{oﬁg@}rngg?@géfrequency to generate at | east one

el ect romagn ted access area; and altering the
at | east one electromagnetic field by performng at | east one of the 15
group consi st i ngpexitioniayg theipagluchm the rdseasdd awnessfar@guency of the signal of
the at | east one antenna and nodi fying the power of the at |east one

signal ., 68. A nethod as clainmed in clai.n.6 erei.n the act of positioning
at 1ed8t one anPSHIRPIHE phpast P]ﬁeealggg’tar"l’lg}ﬂ%gﬂea{\é\%@g@d&?%eﬁs P¥&1 udes
positioning at |east two antennas within the restricted access area and
wherein the act @fneMid @b hi REstbRE aftentLRSthatdnemANhEIBAR one signal at least one
frequency to generate at least one electromagnetic field within the restricted access area;

and

altering the at least one electromagnetic field by perfonning at least one of the
15 group consisting of modifying the at least one frequency of the signal of the at least one

antenna and modifying the power of the at least one signal.

68. A method as claimed in claim 67, wherein the act of positioning at least one
antenna within the restricted access area includes positioning at least two antennas within
the restricted access area and wherein the act of controlling the at least one antenna

20 includes controlling the at least two antennas and wherein controlling the at least one
electromagnetic field include controlling activation of the at least two antennas so that the

antennas are activated differently.

69. A method as claimed in claim 67, further comprising controlling interference

between identifying signals.

25 70. A method as claimed in claim 67, further comprising controlling energy sharing

between tags.
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20 includes controlling the at |east two antennas and wherein controlling
the at | east one electromagnetic field include controlling activation of

t he at | ewetosoonizoant ennas so that the antennas are activa&cadsdsbfees ently.
69. A nethod as clainmed in claim®67, further conprising controlling
interference between identifying signals. 25 70. A nethod as clained in
claim67, further conprising cont roI ling energy sharing between tags. -43
WO 03/ 073201 PCT/ USO3/ 04653 71. A . nethod as clained in claim67, further
conpri si ng Aodi f44hgf %?W@ﬁéﬂpﬁlm§8f fuphecqmaisingmedifyipg paiemetes; I east
one antennasoft%@a‘reﬁheﬁ%ﬁ%%cﬁfthéjétqéish %IHQ“% plurality of products froma
restricted access area, each ity of products having a radio
frequency tag operable to generate an 5 identifying signal, the system
conpri si ng:72a seAsystefgf d@mﬁbmhigragolumg't}ecs@ramm@omwestdmtl@ccressanea,cﬁaeld
access area; ioned within restricted access

t
area: a cont’riBf PB‘F*ﬁ@%BBO ngu‘?tg eﬁgg §E?'F§8&re%?f°¥ &g ‘H;Zfr?ﬁl OSFOFTAGA ant enna,

the cosntr ol jqefitifyRReiahl, Qhégsgégp&;@}l,nglﬁ? at | east one antenna so that it
emts at | east One signal at |east one 10 frequency to generate at |east

one el ectromagnetic field wthin the restricted access area, and to alter
the at |east oneasdneet foodelgeting ingtesseand agyessér themeatieiedacaess®@eaione of t he
group consisting of nodifying the at | east one frequency of the at |east

one signal and %Jsﬂ)r?egantélg% pB V\]h {le(f)\t‘/ltfugeth@'{es S ?e%lf acg{;;bg a?éag nal . 73. A

system as cl ai ne ereln opera controll er may be
15 nodified by adjusting paraneters used by the controller. -44
a controller coupled to the sensor and to the at least one antenna, the controller

operable to control the at least one antenna so that it emits at least one signal at least one
10 frequency to generate at least one electromagnetic field within the restricted access area,

and to alter the at least one electromagnetic field by performing at least one of the group

consisting of modifying the at least one frequency of the at least one signal and modifying

the power of the at least one signal.

73. A system as claimed in claim 72, wherein operation of the controller may be

15 modified by adjusting parameters used by the controller.
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