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Provi si onal Application No. 60/485,791 entitled

" Apparatus and Method for a Secure Broadcast Systent
filed July 8, 2003, and assigned to the assignee

her eof and hereby expressly incorporated by reference
her ARP ARCKEOANWD METHOD FORISECUREIBROADCAST
i nvention generally relates to secure conmunication
systens and nore particul &fY$TEM access key

managenent for multinedi a broadcasting service in a
nobil e environnent. I1. Description of the Related Art
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one or nore standards such as the "TIAE A—BS-B Mobi'l e
BtferencerheBzise St ati on Conpatibility Standard for

Dual - Mode W deband Spread Spectrum Cel | ul ar Systent

(the 1S-95 standard); the "d obal System for Mobile"

(GSM comuni cati on st arBleCRAROENDDN TDMVA; t he
“Uni versal Mbil e Tel ecommuni cations Service" (UMFS)

&t KiedhefInyenption i s a third generation wirel ess service

based rqp G 219 e OFs Stb A el orh AGnSEAS Sstems and
Packe{r BE&B{ o) g/?rsg&e{%al(:lgjﬁggéscommﬁ{ec%%%nmst andarsde s anc mote
phitictilarly, taraceaso keyt manapeynent fop nfulimedssbtdademstidg kiviFiSe in a mobile
the standard offered by a consortium naned "3rd

ERHEYHSSn Part nership Project” (3GPP) which is

enbodied in a set of docunents including Docunent Nos.

3G TS 25.211, 3G TS 25.212, 3G TS 25.213, and 3G TS

I6. Dds¢ription DEtIRSRA@®d(Atte WCDVA st andard); the _
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of communication such as voice, data, and so on. These systems may be based on code
division multiple access (CDMA), time division multiple access (TDMA), or other
modulation techniques. ‘

A system may be designed to support one or more standards such as the
"TIA/EIA-95-B Mobile Station-Base Station Compatibility Standard for Dual-Mode
Wideband Spread Spectrum Cellular System" (the IS-95 standard); the “Global System
for Mobile” (GSM) communication standard based on TDMA; the “Universal Mobile
Telecommunications Service” (UMTS) standard which is a third generation wireless
service based on GSM communication standard; the General Packet Radio System
(GPRS) communication standard which is an evolutionary step from GSM toward
UMTS; the standard offered by a consortium named "3rd Generation Partnership
Project”" (3GPP) which is embodied in a set of documents including Document Nos. 3G
TS 25.211, 3G TS 25.212, 3G TS 25.213, and 3G TS 25.214, 3G TS 25.302 (the W-
CDMA standard); the standard offered by a consortium named "3rd Generation
Partnership Project 2" (3GPP2) which is embodied in “TR-45.5 Physical Layer Standard

for cdma2000 Spread Spectrum Systems" (the IS-2000 standard). Each standard defines
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In controlled access, users are required to subscribe and become authorized to
receive the broadcast service by paying a fee. This controlled access can be achieved by
encrypting the broadcast service transmission or content with cryptographic access keys
such that only subscribed users can decrypt and view the content. Here, the encryption
of the broadcast content may be based on symmetric or asymmetric cryptosystems. In
symmetric cryptosystems, the same keys are used for encryption/decryption and in
asymmetric cryptosystems, different keys are used for encryption/decryption.
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Here, the encryption of the broadcast content may be

based on symmetric or asymmetgic cryptosystens. In
symmetric cryptosystens, the sane keys are used for
encryption/decryption and in asymetric cryptosystens,
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broadcast content; and decrypting the broadcast content based on the broadcast access
key. Decryption of the content may comprises: generating a temporary decryption key
based on each challenge and the broadcast access key; and decrypting the broadcast
content using the temporary decryption key.

In another embodiment, apparatus for secure processing in a device having
means for securely storing a secret key comprises means for generating a plurality of
ciphering keys based on a plurality of challenges received from a network and the secret
key; and means for generating an access key based on the plurality of ciphering keys.

In still another embodiment, a machine readable medium for use in a device that

securely stores a secret key and receives a plurality of challenges from a network is



based on each chall enge and the broadcast access key;
and decrypting the broadcast content using the
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drthid B iroRRbS skividenarcessary detail . In ot her
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[0022] t echniFégrse 6 5hgWH 2 msHhadr{or seouaRIPesFing it AdeVidthat geourely stores a
(g &&q{ t he enbodi nents. [0024] Also, it is noted that
odi mrents nay be described as a process which is
dep| cted as a flowhart, a flow diagram a structure
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descri be the operat it %%%EBHQT@ process many
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function, its
embodiments in unnecessary detail. In other instances, well-known circuits, structures

and techniques may be shown in detail in order not to obscure the embodiments.

[0024] Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination corresponds to a return of the function to the calling function or the main
function.

[0025] Moreover, as disclosed herein, a storage medium may represent one or more
devices for storing data, including read only memory (ROM), random access memory

(RAM), magnetic disk storage mediums, optical storage mediums, flash memory



term nation corresponds to a return of the function to
the calling function or the main function. [0025]
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Internet Protocol (IP). A service provider may
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& gtég/\[/l%?l 'tE) 'uggs.w%w?uggé( dés?ﬁr?é Nfﬁﬂ\'}lg ?na%zeJeXé&@ th%rkg.rvme and discover
the broadcast service schedule through broadcasts such as advertisements, Short
Message System (SMS), and Wireless Application Protocol (WAP). Infrastructure
elements transmit MBMS related parameters in overhead messages. When a user
desires to receive a broadcast session, a terminal 106 reads the overhead messages and
learns the appropriate configurations. Terminal 106 then tunes to the frequency
containing the MBMS channel, and receives the broadcast service content.

Figure 2 shows a simplified network 200 for implementing MBMS. In network
200, video and/or audio information is provided to Packetized Data Service Network
(PDSN) 230 by a Content Source (CS) 210. The video and audio information may be
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MoBAE Bqliphfint 94d\/§MSa {RiVeRaLInt&or A gﬂgﬁﬁ] Gy ggﬁﬁgtiim coupled to

Term nal 300 conprises an antenna cou
yeeeiue viscuiiry 30+t Atyis30 e ndtedrthatah sam®e temnmls/ &SICC 330 and ME 340

nam ssions rom cont ent ovi der not sh
Haf kAR (8B Ger  b e ro RN i) AISG, although the
dbadimant 30 Hen@éseelBed asiMpOUIEC EQtHeP TRI3braf4i0 cAQHts@and/r secure
Uni versal  Integrated Circuit Car d (Ul 330 couple

PIgcsssing Wlés Eheleas Wyoy IdgptificationiModwle JélMp Sebiscribart Idemtity Module
mt Lﬁﬁl QlﬁM H’la qulgle%%telgE% gﬁﬁlﬁ‘m&i be I rrpl ement ed

I'n one’se rocessi Al so, although
t he Generally, UICC 330 applies verification procedures for security of the MBMS

transmission and provides various keys to ME 340. ME 340 performs substantial
processing, including, but not limited to, decryption of MBMS content streams using
the keys provided by UICC 330. UICC 330 is trusted to securely store and process
secret information (such as encryption keys) that should remain secret for a long time.
As UICC 330 is a secure unit, the secrets stored therein do not necessarily require the
system to change the secret information often. UICC 330 may include a processing unit
referred to as a Secure UICC Processing Unit (SUPU) 332 and a secure memory storage
unit referred to as a Secure UICC Memory Unit (SUMU) 334. Within UICC 330,

SUMU 334 stores secret information in a way that discourages unauthorized access to



enmbodi mnent will be described using U CC, other
integrated circuits and/r secure processing units,
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Identity Modul e (SPVI)or universal SIM may be
inplemented in a termnal. [0@31] Cenerally, U CC 330
applies verification procedures for security of the
MBVS transmi ssion and provi des various ke

. | . des j s to ME 340. _
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1o TR WAECIAEG Y oS SR i eI suPy 332
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tion (such as encryptio that shoul
rOREPHIS abfPetomaragon BYY OF is%?£ﬂg?ﬁ)ai§é3géﬁ p?%%iﬂ?@@&“@-
uni t, i BRe eRBb&HRNE ttﬁbegsidlﬁ RSitAliod@ry\Rfit SISRRESAL Within terminal

require the systemto c ange the secret information
300 eMNotetlpC BRI 33§ maycdlsal mmchudp monesssliragnamérny andfprpeessing (not

tp a Secur.e Ul Processi ng Unj SUP 32 and_a

SRRl oEnSP e | DITgAtaR, dputag  leerhie, ety o Aomill - address
hh ol MRITD b Yot of DM ad@rdds inf¥rintaition, Urddlor3BeduBylurcitbns, etc.
stores secret information in a way that discourages
UHtemative | erelpdipents smay PHYVidn RovemevRila . andfort reprogeampapble UICC.

[ ratd [ ' I I . j

RS, SR 332 QB8 Pk St procedsing BEWRE R Shnglan beyond
weduity ahll €Sy PBéLed TFLbudB 2s pe rallownenceypitipt tod tth® broadcast content of
val ues that nay be external. to and/or .intern

y | tqo UCC
IMBMSr, Howgxen plergative embosdiments taaynimpiment %ﬁé@é&lawwg stronger
4 passed to ME 340. [0032] hi one
?%%ﬁ%%@?“u CC 330 is a stationary unit or
i nt egrWshidel UKCEHI30 16 @rsecwralunB0 Gata Mo IME 38 tmay BCa@@8seddoy a non-
al so .1 nclude nqn-secure nenpry. and process]
SHBRAPe B SRR J° FHFOH Ra i R BN A R LIS QRO or processed

€ME 380 FhdinPEEnREP st P GHIY @RhorvaRoRAGS tihe. URlis therefore
address i nformati on, and/ or schedul i ng functions, etc.
f

Alesiegdnthat ouy seebes dnfaemadomesyclh e ki), sharedovitth ME 3A@ bgrchanged
reprogramuabl e U CC. Typically, SUPU 332 does not have
S'GRi fi cant processing power for functions beyond

Secur iNIyreHitidiRi1y) MBRIUEGfent S8l @Rcrgpteldl Aisitlgl DWhique and frequently
encryption of the broadcast content of MBMS.

However,
Fharging tSRROTEYBETPEAR Kehnyelemes tnehshost-lgmedeppKig In order to
< i . _ T )
SHEPARG S ARETSAAE PR Rhe M BOEE 98 48 s
rhie K Barsed &y deangt il weadtadt eolnent fios e shoreamdumyt of time such that SK

530 hechaTIS! S0 daTergine dER pbinBARG HOSHSY 1ol bper: For
texBRiple! thid tdlR BbMtSry value may be a portion of the registration costs. Here,
different content types may have different intrinsic monetary value. Assuming that the
cost of a non-subscriber obtaining SK from ME 340 of a subscriber exceeds the intrinsic
monetary value of SK, the cost of obtaining SK illegitimately exceeds the reward and
there is no benefit. Consequently, there is no need to protect SK in ME 340. However,
if a broadcast has an intrinsic value greater than the cost of illegitimately obtaining this
secret key, there is a benefit to the non-subscriber in obtaining such a key from ME 340.
Hence, ME 340 ideally will not store secrets with a lifetime longer than that of an SK.

In addition, the channels used by a content provider (not shown) for

transmission of data are considered insecure. Therefore, SK is not transmitted over the



desired that any secret information, such as key(s),
shared with ME 340 be changed often. [0034] More

w@asosiassbar |y, MBMS content is encrypted usi ngp@r/usiogue21850
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and frequently changi ng tenporary encrypti on keys

referred to as short-termkey9(SK). In order to

decrypt the broadcast content at a particular tinme, M

340 nust know the current SK. The SK is used to

disc Ayisdexived eithenbir ABECHREMEREP o pp p¢cessinyralled a broadcast
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regi stration cqosts. Here, different ntent .types y
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and?ytad eipt WAR @Ntheidyl NALtErmYaVdlE SK aahyebe tahaAsult b€ applying a

cost of il Fegi timately obtaining this secret k?—é’

enptographicshash dadtion te theeongyenation o SKdand iBAT b tgre,i Sigl may be
om ME 340. Hence, ME 340 ideally will not

g%?%a%gég%él{se' with a lifetinme |onger than that of an

SK. [ 003bfaid #ccesddo MBMS, & hser edpstaslagd sutsdrilng tatheaeivadd, In one
pr gvi,der (not shown) for transni ssion af datﬁﬁgr e
emhedimspkat hegsgigraionTRrases.o3 eontegk Rrevider and: His(i3pP sgree on a

. . R . _ or
g&g&ﬁ%@nﬁgﬁ %ch%gis% Key )\égﬁlsgggggﬁ %)ng}gjl gsc,;itg ® acc é) g sbeg’ge)/e u the user
aRAK)e eorderBiprovifien: mdhe ongitBition ayadcaswbeh al way subschibes to a

he .encrypted .content. BAK may .he used for a.certain. .

RO CTRhS P (i SFHIF POASGTA) v e oeigior of S pscripton. A
5/ pfebonfRE ptovide dadyestferihhRiple BrA&HcaBEEHaARe1S OrThd RS tenh Brovider
the BAK, a shorter “interval "is provided during which
Bidyichoedeaiogassociath aisers nvidntheamei RiKrforall olgenels or require users to

G 8 SR S B B S WA, R rcen

tinasle. evrbgicndntent PHvideRymapRhédss tSlisé fRtsahte registration keys or
encrypted using BAK as the key. Alternatively, SK may

FRauge ﬁ@@wwdﬁgl&spmqbgaiaaéifﬂj%ﬁra%phi ¢ hash function
to theg ap@gasfat RF{a{g'tﬁflbg%pé]%Q? R0 BA¥f1cE856. @gksl\%u?g) a given

sone fr omvalu 0 obtain access
UWBEC, i.egiesttenseran dssipingic 8 idifarentoRKhe Hosveverg éf alusephes multiple

gﬂaeg’i‘f q:nn hﬁgé U%[(Eés rgga%i t%tg({og@iggr%dgg %}Clgrgsthe gargg ﬂi{e (ri]épending on the
policies of the content provider. The content provider may then send UICC 330 further
secret information such as BAK encrypted with RK. UICC 330 is able to recover the
value of the original BAK from the encrypted BAK using the RK. Since ME 340 is not
a secret unit, UICC 330 does not provide BAK to ME 340.

The content provider also broadcasts SKI that is combined with the BAK in
UICC 330 to derive SK. UICC 330 then passes SK to ME 340 and ME 340 uses the SK
to decrypt encrypted broadcast transmissions received from a content provider. In this
way, the content provider can efficiently distribute new values of SK to subscribed

USErS.



Regi stration Key or root key (RK) that serves as a
security associ ation between the user and the content
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subscribes to a broadcast channel offered by the
content provider or may occunoprior to subscription. A
singl e content provider may offer mul ti pl e broadcast

channel s. The content provider Y?B%g,se t.0 associ at €4
user sAnileseribeh cantrallerhacgesy may pe eﬂgﬁ SpVisigRe g agreed upon

RRES stRU egus&e{?(f;@ r3392C foGRAaNe) (R Exi3GSP fiRkRudth® of some

sane user wthd erent RKs on different thannel s.
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., each user is assigned a different RK

Howe vEer, exafple, is@PMnsystems) @ Spbssribprddentity MadulgIM) is the secure

Ul.CCs. ma onfigured.to a
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B PREhRE. "BYr pitpBses O @xﬂgllaﬁiﬁo'ﬁ;%glg‘uw #kRows acimplified example of a
i nformati on su as BAK encrypted Wliﬂh RK. U CC 330

GBMEsysterm 460 aUIBLiSRIGE TPSETRET 19 P, AFCERAR 3 RENPH cSystem
g&f rcx gges @%ﬁ%ﬁ%}%&oeé&ls@ QHER'YE&C}%Q V?sltBPtLo%atlon Register

ecre un| t not ‘provide BAK to
(VORBI20TaR cenhinal syshay admbﬂaldsmcb AdddNatt thamstemIMO comprise

is conbined with th Kin U CC 0O to. deriv

of el 30 cRERnsoas RSN Ry areote! B Bate ST e
§1ﬁ1 5&%‘3&?&%&@8&%@ ed broadcast transmn ssions
recelrve roma content provider. In this %he

cont eHILR04 dvis desubsaiberd4tatase farl amgbide syskam. e hoais greadntained

f SK to bscri bed users. 0039 es
BACHOTITAG IR A SRR ROy OB ion fop billing and for
ﬁ&h@rﬁ@aﬁ&mb BﬁeMbrlSUMﬂlﬁ 370 af alsd £dalaBhke ddﬁvdbnﬁ[ns temporary user
the existing infrastructure of sone systens,

afpmugionasechy af (e GRIAR loaplien obe kEHIng, nthHsaégg,Fr gequests from
Flﬂ@gﬂ u%@vgﬁ %EGU(% s Fiere R0 a4E %g?llfleﬁltg Kﬁ-xéé%é?e P%’gﬁ BT initiates

repl-aci ng exi
@lcald bhEthelterneigalaif etk ¥ser Blouk ofiﬂkdmme[dﬁéhslMLR:mo mnmpﬂlieates with

in GSM systens, . a Subscri ber dIsdentlt aL ][n? 1\4g gf
HIR 40, f0eobiaim: infranatgnt maRed §6 JEPsERr ¢ 591 information
geaq[‘mlﬁeéﬁoéhéhe@lu%@&hetéﬁﬂ&c @n be used to gain access to a

of purposes of explanation, Figure 4 shows a
si npl Teimgidale4dngineprizes a mwmgisledﬁﬁztbﬂ srecurely contains a subscriber

2&%2&?&@%18@ ngn g(ﬁ)ause k{g Gut hke)r?trlcaEe a %ull)sg\% ere a c(:)ha?lenge handshake

authentication protocol known as Authenticated Key Agreement (AKA) is typically

used for GSM authentication. In AKA, a network sends a challenge message to a
subscriber terminal, which responds with a value obtained using a one-way hash
function. Here, the challenge message may be a random value. The network checks the
response by comparing it with its own expected hash value. If the values match, the
authentication is acknowledged. While generating this response, a key that can be used
to secure subsequent communications is also generated.

More particularly, in GSM system, VLR 420 requests authentication parameters
from HLR 410. HLR 410 sends to VLR a 128 bit random number RAND, a signed
response (RES) and a ciphering key (Kc). The RES and Kc are both generated from the



400 conprises a Honme Location Register (HLR) 410, a
Visitor Location Register (VLR) 420 and a term nal
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conprise of additional elenments, but GSM systens are
well known to those skilled iim the art and will not be
described in detail. [0041] HLR 410 is a subscri ber

dat abase for a nobile system HLR 410_i s maintaine
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profvien twondd seard % Infes£HgA, coataireh guRAND eamdsBAKc trerypterhwith Ke. A
nmessage to a_subscri ber, ter r nds..wi t h
gmma Eceiyenibsapesigeqgd éoww@wﬁsﬁéﬁ@h? figcTIVD s 1y s 2 normal
E@Er&t%@lﬂfm ”Ré&ﬁ'&ﬁglgaRE@eanﬁ K@E%@H&rﬁ@h% Slﬂ‘ﬁsm% RAND and
vvor checks 0

the response aring it with i
Kmnkaqoethe REhasteratad by, SIM mine bv isperdednt This prptects agamnst an

aut ication i 5 ackno ed. Wi | nera

Ficpmba iy p hE TS R AR Bas D B RERE-E RSl Bifunorized
GRIIBLINHeat d RAS bk 8scll t6 Aet§pahetiypttdBAK. More

particularly, in GSM system VLR 420 requests

aut heHoweuer & isatypieellye pso4 bio kel vrhile) spme-broadqast serwigs such as

VBTl TP RS, SR 9808 oy

lﬁﬁxger ﬁﬁﬁea@bﬁ:d td efdryptBAKDS ovsi D essultyih lphmalityass oipldteys Hsed for
RAND, KJ@USI ng different algorithnms. Using this

puarbtion FBAKn Tri pl et (RAND RES, Kc), a challenge

messa SRR AP AUTBAL SR fer

Term gg‘g& I?O. em?éééﬁgg Dgf)g passed to SM 43 Berforms

wikhedtiogine aad esmiRES 520 dorkmoatdsastpeRAND MNetvork STh eompnses one or

gener at ed RES |s returned.to VLR 420 which checks

FioEe cpieplPiRatst RASOMEY haci Ol fio lefinta néqiggay fof Broadeast

SUDRET TBRhinal 520 comprises ICC 522 coupled to a processor 524. In GSM system,
network 510 may comprise a VLR and HLR, and ICC 522 would be a SIM module as

described in Figure 4. Generally, network 510 sends challenge messages for performing
authentication. The challenge messages are used by terminal 520 to generate BAK for
controlled access. Namely, ICC 522 of terminal 510 securely stores a secret key used in
the generation of BAK. The operation of system 500 will be explained with reference
to Figure 6 below.

Figure 6 shows a method 600 for secure processing in a device such as terminal
620, that securely stores a secret key such as a subscriber authentication key in a secure

unit such as ICC 622. In method 600, the device receives a plurality of challenges from
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used to authenticate a subscriber, it does not allow
provi sioning of an additional2key such as RK. Nanely,
exi sting GSM SEvl s cannot be changed. Therefore, one

way to deliver BAK for broadcast service nay be to use
Koetwarin@@10ph dhe Rieraliy of chgliangesnpaay Re dp Png FREspgEAT digplurality of
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Therefore, it I's necessary to_use y as Ionger t han

S
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e cmhplgng lgexglg 6fpits V@Ap(the,c@:c%{;s KE¥ if| 1t28 bifs Iy sugh @S> , the access key

Lo L, Y, SOLORMSUEHART, By S AR L v

Balct0¢ BB addtkh ey froni the I’plaﬁﬂtyt «ff diptreaing 32@s.f @ obe emthodistent, the
service. Network 510 conprises one_or nten
gkﬁ}(%, In an

o B é5 SRRPTAERDY CARTIEIRREE (b SUEPent SITR
51 {V aRHmSR Yhe %cceg? ﬁ(g} ri? & RegBted ANHH §e1§asi1 Cﬁn@tiﬂ% on the

coupl'ed to a protcessor M system net wor k

pmamp rwrolmmmgmsanmhﬂmh Aimttlbmn@zzomus@ A4 © mix the
S descrl bed in Figure 4. Cenerally, network
PRefnekE¥Se messages for perform ng

aut heﬁ&ﬂ gathéfiaticd) am&hed 1660 dBay FeHRE QondRe USEBE B¢ plurality of
terminal 520 to génerate BAK for controlled access.

Nm}ﬂehge mesSapes 20d dfe seenehkerath gsngatsadqiality csfta@tfh@gtl@tlon responses

SER SR e B LB, A Py g e sumencion

fe@{:&fs@ n§ Qethithellite UnE nbtwark Asing| aD&éﬂdrmEe]g {io® sﬁo@h))inﬁplemented in
hod 600 for secure processing in a device

uch as .
teaminiah 570 BEENYHHENEEEQR EFsporsed At eRt tgé‘&%léﬁttWR&ff@p%dlscarded
252 U0 M RO B, MRS R s comori
piceivalg dnyrypteddhreddcasigestefirandalecrypting the bedadyast Tordent based on the
gc::qlé;sgllzéy: ) o]fexglggfe in %&Sﬁal}/e ak():(ceesls rl](egl) r\]v%uﬂsges RBAk a3d sk1 would
be used to generate SK. In such case, method 600 may further comprise generating a
temporary encryption/decryption key such as SK based on each challenge message and
current BAK. The current SK can then be used to decrypt and view/process encrypted
content.

Accordingly, embodiments described allow a secure provisioning of an access
key for broadcast service. It is to be noted here that although the embodiments have
been described with reference to MBMS, the scope of the invention applies to broadcast
services other than MBMS and to various systems requiring controlled access.
Similarly, the access key may be shorter or longer than 128 bits. Moreover, the

embodiments may apply to systems other than GSM system. For example, UMTS
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based on the plurality of ciphering keys (630). In

system 500, for exanple, 1CC1322 is configured to

generate the ciphering keys as the secret key should

be kept within I CC 522. Processor 524 is configured fo
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wo/BMEoes3o8 t 0 vari ous systens requiring contr ol P€mus2004/021850

access. Simlarly, the access key may be shorter or

| onger than 128 bits. Mreoveld, the enbodi ments may

apply to systens other than GSM system For exanpl e,

UMISsyst ens have a USI M V\,h'gﬁ_[h irSe anal ogous to GSM SEM

and has a backward conpati msmade allowing it to

SHat 8scléimed®hd: SI M [ 0052] Furt hernore, enbodi nents may

be i npl enented by hardware, software, firmare,

m ddl eware, m crocode, or any combination thereof.

yhen iy riﬁétﬁ&'@ﬁc&%gcdr@ r%%ésfsi?% (it a dEVEEWRE Soc rf&&%\é‘@%@cré’{ key, the

m croco e prog am code or code segmerit

petfodrcontphisingecessary t asks rmy be stored in a nachine

r eadabl e. rredl not pr ocessor may perform
t he nECESYEAP P@i‘kys‘)f‘% @8@)5 ﬁ%y represent a
proc egéﬁe?atm% afﬂlﬁlﬁhtycﬂf’cqﬁleﬁﬁé’ﬁéﬁgfam mﬁh@ E&Qétfkfay afid the plurality

routi ne, a subrouti'ne, a nmodul’e, a software package, a
of chadlengss; andy comnbi nati on of i nstructions, data

e B Y S S e R

circuit by passing and/or receiving information, data,
argunents, paraneters, or menory contents.
Pnf or ke method of glawa s Butheneomarisel® | data, etc. may be

pass eqsm%ﬁ{l gﬁﬁ ﬁ&ne f%flaﬁeq'l %ﬁdttﬁégec}/ét e g)aR)y rﬁfgg%aﬁ]eg%)fﬂ?{)a&i% of

nmeans 1 n nory s aring, mes
pﬂh&itrcgtiommspmlsks tndénsm ssi on, etc. AI so, the machine
readabl e. nmedi um may qﬁ i,r%laemsnt ed i an argl cle of
manuf SPCINEA {55t Qreguhentic H}S??P%‘i‘seé?/ may have
machi ne readabl e code neans enbodi ed therein [0053]
Finally, it should be noted that the foregoing
dnbodiThemethodof clabm & furdikpenmmisingad are not to be

construed.as |im nvention cription
of "t helsEBEme AR Ealnt whines it B o rsTERGrkDe. *and
not tolimt the scope of the clainms. As such, the

present teachings can be readily applied to other
ty pes The mgedreatnanssonsred theaprgcedingeniainnsi Wherein receiving a plurality

nd variations will be apparent to
Sﬂaﬁl s%%glcfmgnlﬁ the art. CLAIMS What is clainmed is: 1.

A mst Feedivingra sleatityeoffrando@s 8alogs. i N a devi ce that
securely stores a secret key, the nethod conpri sing:

5. The method as in any one of the preceding claims, wherein the access key is

longer than a ciphering key.

6. The method of claim 5, wherein generating the access key comprises:

concatenating the plurality of ciphering keys.

7. The method of claim 5, wherein generating the access key comprises:

using a hash function on the plurality of ciphering keys.

8. The method of claim 7, wherein the hash function comprises SHA-1 to mix the
plurality of ciphering keys.



receiving a plurality of challenges froma network;

generating a plurality of ciphering keys based on the
weemsobssbey and the plurality of chall enges; apdr/us2004/021850

generating an access key based on the plurality of

ci phering keys. 2. The method®f claim1, further

conprising: using the plurality of challenges and the

secret key to generate a plurality of authentication

responses; and sending at | east one authentication

pespofiieniethot] ae imatyvanelof tiz prédedingadldiod, whereinatoring, the secret key

further conprising: discarding any authentication

FUBHoYHSes not sent to the network. 4. The nethod as in

any o4eriff a | e bR SE5EAbAIuHeA (Bion WBPAEME sé@E&leY i g s@bscriber

plurality of chall enges conprises: Teceiving a

plentityl meduloéf & mabidsphaske neing @obai BystamtfhoMohde commuyication

gne. o the preceding clainms, wherein the access key is

FERGES- than a ciphering key. 6. The method of claim 5,

wherei n generating the access key conpri ses:

concat enat | ng the plurality of ciphering keys. 7. The
A@t hodhemetlodiohchim fhwhesieh geapiafiag theplypbtyof ctphsrirgiyeys

- : | . J on the plurality of
g(?rgﬁlgére?%n%ée{@g&S&%g&r}{egﬂ%g% o? claim7, wherein the
hash #Wheein gehera0np thesesesSéy borhprists gendnating air 28 bit hroadcast
ci phering. keys. 9. The nethod as in any one of the
BFEEAY GG P FIPhetiR@ K&YSn storing the secret key
conprises: storing a 128 bit subscriber authentication
key as the secret key in a subscriber identity nodul e
1. a Tbbidethodhe meclaim hgr Ghyodre of SYasime 21§ asrdepbriehtthereon,

C nnunicati&g stq dard. 10. The nmethod of claim9
peut SO P SEGTH Y H8MBI ™Al i ty of ci phering keys

conpr kipAfg 8928 bAkhBErifd-aRtHentd 408 ki s H€%6cretddd in a universal
wherein generating the access key conprises generating
aubﬁg@bq;ii«genﬂtmg@dg pf a mobile phone using Universal Mobile

Telecommunications System standard.

12.  The method of claim 11, wherein generating the plurality of ciphering keys
comprises generating 64-bit ciphering keys; and
wherein generating the access key comprises generating a 128 bit broadcast

access key using two ciphering keys.

13.  The method as in any one of the preceding claims, wherein generating the access
key comprises generating a broadcast access key; and wherein the method further
comprises:

receiving encrypted broadcast content; and

decrypting the broadcast content based on the broadcast access key.

14.  The method of claim 13, wherein the decrypting the content comprises:
generating a temporary decryption key based on each challenge and the
broadcast access key; and

decrypting the broadcast content using the temporary decryption key.



access key using two ciphering keys. 11. The nethod as
in claiml or any one of clainms 2-8 as dependent

WO beseas39s wherei n storing the secret key conprPGEES2004/021850
storing a 128 bit subscriber authentication key as the
secret key in a universal sulhgcriber identity nodul e
of a nobile phone using Universal Mobile
Tel ecomruni cati ons System standard. 12. The met hod of
claim 11, wherein generating the plurality of
ci phering keys conprises generating 64-bit ciphering
keys; and wherein generating the access key conprises
gﬁnerﬁbpz&@tuafdréiﬁehidmbbﬂcapllmtcoﬂxpﬁaﬁg key using two
C|pher|g%3keys 13. The nethod as, in any one of the

pr ecedh MEpeeated sircuitgart ACR) GAHIEERG th§equiRly Storea seorgt ey and to
R BRARTET ARhhR AR SRS Y Ry of

cdratleygaseetebred dbmas heteort;end; and decrypting the

br oadcast conten t.he roa ast a cess
R e trBledds Bedct o RS FhEengBls Shaeches Kenbased

6R MeSMrak9 BT ciphesng g@@eratlng a tenporary decryption
key based on each challenge -and the broadcast access

key; and decryptlng the broadcast content using the

oy P AmRE TR ot saBRIR od oircuit card

(1 CC) a GanMmhifter ik Fleﬂ usméqceﬂ Whéfeﬂ{ﬂae aCeeasésthe Rivalapeft o

%ggerate a plurality of cip herlng hgy based on the
lpegeswe‘} therfgerst kyite geperptegrplanahty of sy bsnticagien yesgonses and

SORER Sy oS SRR U L o e

pﬁubﬂilty of C|pher|ng keys. 16. The appar at us of
claim15, further conprising: a transmtter coupled to
the ICC, wherein the I1CC uses the plurality of

g?.a' | ?ﬁgg@lam& 4shR cBEf 1S tor KBYm 16 a8 8GRhatH tl?er&:lﬂ" (WhbfelYthe

aut cation responses; and wherein the
thalesgd ¢cangprisesa camdbingiahed t o send at | east one
aut henti cati on response to the

18.  The apparatus as in claim 15 or any one of claims 16-17 as dependent thereon,
wherein the ICC is a subscriber identity module (SIM) of a mobile phone using Global

System for Mobile communication standard.

19.  The apparatus of claim 18, wherein the SIM stores a 128 bit subscriber
authentication key as the secret key and generates 64-bit ciphering keys; and wherein

the processor generates a 128 bit broadcast access key using two ciphering keys.

20.  The apparatus as in claim 15 or any one of claims 16-17 as dependent thereon,
wherein the ICC is a universal subscriber identity module (USIM) of a mobile phone

using Universal Mobile Telecommunications System standard.

21.  The apparatus of claim 20, wherein the USIM stores a 128 bit subscriber
authentication key as the secret key and generates 64-bit ciphering keys; and wherein

the processor generates a 128 bit broadcast access key using two ciphering keys.



network. 17. The apparatus as in claim215 or claim16

as dependent thereon, wherein the challenge conprises
w@200an0a308 val ue. 18. The apparatus as in cl ai nrdBUS1004/021850

any one of clainms 16-17 as dependent thereon, wherein

the ICC is a subscriber idenflity nodul e (SEVI)of a

nobi | e phone using d obal System for Mbile

comuni cation standard. 19. The apparatus of claim 18,

wherein the Svl stores a 128 bit subscri ber

2t hetd £RhlaBiR ok &Y clain 15 6r &BCSRlofkRYmaNE-20 anaéhéant thereon,

64-bit ciphering keys; and wherein the processor

whereindhersceivaragcdives aperynted dseadsast sententsgnd wherginithg processor

beremdbesoaazscy Negnd i
i G e kN REBRLRE Tt P ™ 0 T

the 1CCis a universal subscriber identity nodule (US
DVI ) of a nobi |l e phone usjng Unjve

r }slal. Mobi | e .
2% ecARPAIAPE BTisenise BPSessnedn agyireg having megnsforspourely staring a

[ g%; wﬂgr Lkhe. USIM stores a 128 bit
g%ﬁegké?*?ér St encs)l g%il?lgn key as the secret key and
gener meas fordgdnetating pipdurality of eipberingeyafresedion aperality of
processor generates a 128 pbit broadcast, access key
e}a%ﬁ@ge@megvlegﬁ@m ﬁBetP?’é’g/‘%?lfg.he ‘?‘T‘Féetg‘ﬁﬁa?gt us as in claim
15 or @ BPgerfatink ah ABcedPkedibaded siepRpuanlitylofeiphering keys.
wherein the Feceiver receives encrypted broadcast
content; and wherein the processor generates a

oadgcast acces e o.d 1e broadcast content.
253 Aﬁ@%?%aﬁ’gusf%rclfaé ¢ fglrglr%%%cgﬁs%lﬁsﬁh%g'i n a device having
Means ks Beasethe phiralitydd cialkagéseindkisysecteh Reyippnahtes
conprising: nmeans for generating a plurality of
pluptidy phepthesjisatiparepospesaasl urality of chal | enges
recel yedhd Pl AinfdSh R a8 Flbor @Yo HRHNGRNS
for generating arr access key based on'the plurality of
ci phering keys. 24. The apparatus of claim 23, further
conprising: neans for_ usi the plurality of
éhal | dhgBRP2EHES Qlifdat g‘{rﬂ‘%é?("f‘ﬁ'eﬁ%er ate a plurality
of aufRemd fof bac}Hin% QnRp Qﬁ\ﬁ@lﬁicaﬁ&gre@f&ﬂ% A e @H ten@tvadrk.
| east one authenti Cation response to the network. 25.
The apparatus of claim24, further conprising: neans

Izg.r t ﬂ %2}5&{5{}&5 e alijrtn %notr iaﬁ}g E)Iilé) of le%%%%-sfssas%ﬁen%%ﬂttthereon,

wherein the means for generating the access key comprises:

means for concatenating the plurality of ciphering keys.

27.  The apparatus as in claim 23 or any one of claims 24-25 as dependent thereon,
wherein the means for generating the access key comprises:

means for using a hash function on the plurality of ciphering keys.

28.  The apparatus as in claim 23 or any one of claims 24-27 as dependent thereon,
wherein the means for generating the access key generates a broadcast access key; and
wherein the apparatus further comprises:

means for receiving encrypted broadcast content; and

means for decrypting the broadcast content based on the broadcast access key.



26. The apparatus as in claim23 or any one of clains

24- 25 as dependent thereon, wherein the neans for
w@eoenesspsg t he access key conprises: means f oPCT/US2004/021850

concatenating the plurality of ciphering keys. 27. The

apparatus as in claim23 or gy one of clains 24-25 as

dependent thereon, wherein the neans for generating

the access key conprises: neans for using a hash

2% nct Aorartitle ohmanifagtereiforussfin e icpmpnicnsysieay embadyingrhgystem that

h ' | aj . ' - .

SRR AR AlecrBufes lLeE gt AT R Chah TR R, s

ahleasfaesfficaie ganpisies machine fadatsie nrdiuesBaigy maétite readable

wherein the apparatus further conprises: neans for

Fideaneans smbAdied jt il PRORHCOMPTENE ent ; and neans for

decr YRk iide dA8atit E@tﬂ:crﬁéins eRBb&sA irf)@a‘f(??)aaﬂné dable medium for

ey. 29. An cle o

br oadcast access arti manuf acture for
gereratimga oyt diciphgshg keyshasadlomihe plisslgy efichdllanges and the
securely stores a secret key and receives a plurality
B?C“?I]fﬁy’l"é’ages froma network, said article of

nmanuf AGEMKE ra@iBE tSddtHedhs BRHGDHRE il AdARLIANERAIAR medium for
havi ng machi ne readabl e code nmeans enbodied in said
gentraimzaoraoedss kegbasat omthee lureliyaaficéphevog kewsans

enbodi ed in said machi ne readabl e nedi um for

generating a plurality of ciphering keys based on the

ROUr alThé ¥rtiefe sfhiadnueRfrs op¢ldint DS fatikdrebmlgtiyingand

machi ne readabl e code neans enbodied in said nmachine,

r eadaBlaghine sadable spdegaenns smbadied in s eshipejeagdahle mediym for
e P Bliblor RO KEKT ket schORALBAENEYOF
nethedivheorcrdpomsesgnad enbodi ed i n said nmachi ne readabl e
medi um for usi th lurality of chall enges t he.
secr efmagipe fadgiin epdgracans ﬁP@Péﬁegﬂ‘yS%‘?“ﬁﬂlﬁ%W@ﬁ%g?P‘S lum for
CERARY S Gust GRhubRAREABN TEPEAR!S ol omans enbodi ed in
sal d achi ne readabl e medium for sending at |east one

aut hentication response to the network. 31 . The

ti f. f | ai furt
dorpr 8¢ R ntieathEe ALy et s ithersHEPBBE g ed i n
sai d gRehind eeadsiel abdctm bR ichibolied inli€ AladhiAgreadble medium for

authentication responses not sent to the network.
discarding any authentication responses not sent to the network.

32. The article of manufacture of claim 29, wherein the machine readable code
means for generating the access key comprises:
machine readable code means embodied in said machine readable medium for

concatenating the plurality of ciphering keys.

33. The article of manufacture of claim 29, wherein the machine readable code
means for generating the access key comprises:
machine readable code means embodied in said machine readable medium for

using a hash function on the plurality of ciphering keys.

34.  The article of manufacture of claim 29, wherein the system receives encrypted

broadcast content, wherein the machine readable code means for generating the access



32. The article of manufacture of claim?29, wherein

t he machi ne readabl e code neans for generating the
w@emenassey conpri ses: machi ne readabl e code NBENES2004/021850

enbodi ed in said machi ne readabl e nmedi um f or

concatenating the plurality df9 ci phering keys. 33. The

article of manufacture of claim29, wherein the

machi ne readabl e code neans for generating the access

ke sasTAins adeadeas @Rrase kel Aad Mhereibis arieAmeS raamiienteg firther

s@h&dxachi ne readabl e medi um for using a hash function

on e plurality of ciphering keys. 34. The article of

manuf mathinereaflabi¢ edde @&ins einbodied irt $vid spchireraadabde medium for

ncrypte roadcast content, erejn the chi ne

e ypiedhe Bipadcrstiotent P i K G EHACERoR B koy

generates a broadcast access key; and wherein the

article of manufacture further conprises: machi ne

readabl e code neans enbodi ed in said machi ne readabl e

medi um for decrypting the broadcast content based on

t he broadcast access key.



