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DESCRIPTION

RE-ENCRYPTION KEY GENERATOR, RE-ENCRYPTION DEVICE,

ENCRYPTION DEVICE, DECRYPTION DEVICE, AND PROGRAM

Technical Field

Embodiments described herein relate generally to a re-

encryption key generator,

a re-encryption device, an

encryption device, a decryption device, and a program.

Background Art

In a file sharing system in which a file is shared

among a plurality of users after a user uploads the file to

a server, a method of re-encryption is known to maintain

secrecy of file with respect to the server.

Citation List

Non Patent Literature
Non Patent Literature

Yoshida, Y. Fujii, and K.

1: R. Hayashi, T. Matsushita, T.

OCkada, "Unforgeability of Re-

Encryption Keys against Collusion Attack in Proxy Re-

Encryption, " In Proc. IWSEC 2011, LNCS 7038, pp. 210-229,

Springer-Verlag, 2011.

Summary of Invention

Technical Problem

A conventional re-encryption scheme presents no

particular problem, but if a problem should arise, a server

is enabled to create re-encrypted text without the

permission of each user.

Therefore,

from the viewpoint of
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realizing safe file sharing, there is room for improvements
in a proxy re-encryption scheme.

A re-encryption key generator according to an
embodiment generates a re-encryption key to obtain re-
encrypted data that can be decrypted by a second private
key of a second user device by re-encrypting ciphertext
obtained by encrypting plaintext by a first public key of a
first user device without decryption.

The re-encryption key generator includes a first
storage means, a second storage means, and a re-encryption
key generation means.

The first storage means stores a first private key
corresponding to the first public key.

The second storage means stores a second re-encryption
key generation key of the second user device that is
different from a second public key corresponding to the
second private key.

The re-encryption key generation means generates the
re-encryption key based on the first private key and the
second re-encryption key generation key.

Brief Description of Drawings

FIG. 1 is a schematic diagram showing a configuration
of a re-encryption system according to a first embodiment.

FIG. 2 is a sequence diagram illustrating an operation
of key setup processing in the embodiment.

FIG. 3 is a sequence diagram illustrating the

operation of encryption processing in the embodiment.
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FIG. 4 is a seguence diagram illustrating the
operation of re-encryption key generation processing in the
embodiment.

FIG. 5 is a sequence diagram illustrating the
operation of re-encryption processing in the embodiment.

FIG. 6 is a sequence diagram illustrating the
operation of decryption processing in the embodiment.

FIG. 7 is a diagram illustrating the configuration of
a file sharing system according to the embodiment.

FIG. 8 is a schematic diagram illustrating the file
sharing system in the embodiment.

FIG. 9 is a diagram illustrating the configuration of
a file sharing system according to the embodiment.

FIG. 10 is a diagram illustrating the configuration of
a file sharing system according to the embodiment.

FIG. 11 is a schematic diagram showing the
configuration of a re-encryption key generator according to
the embodiment.

FIG. 12 is a schematic diagram showing the
configuration of a re-encryption system according to a
thirteenth embodiment.

FIG. 13 is a sequence diagram illustrating the
operation of key setup processing in the embodiment.

FIG. 14 is a sequence diagram illustrating the
operation of encryption processing in the embodiment.

FIG. 15 is a sequence diagram illustrating the

operation of re-encryption key generation processing in the
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embodiment .

FIG. 16 is a sequence diagram illustrating the
operation of re-encryption processing in the embodiment.

FIG. 17 is a sequence diagram illustrating the
operation of decryption processing in the embodiment.

FIG. 18 is a schematic diagram illustrating a file
sharing system in the embodiment.

Description of Embodiments

Hereinafter, each embodiment will be described using
the drawings. Fach device shown below can be carried out
by either of a hardware configuration and a combined
configuration of hardware resources and software. As
software of the combined configuration, as shown in FIG. 1
or 12, a program causing each computer to realize the
function of each device by being installed on each computer
from a network or one of non-transitory computer-readable
storage media M1 to M5 in advance and executed by the
processor of each computer is used.

(First embodiment)

First, a proxy re-encryption scheme will be described.
The basic model of the proxy re-encryption scheme includes
five functions (hereinafter, also called algorithms) of key
generation, encryption, decryption, re-encryption key
generation, and re-encryption, shown below. The functions
of key generation, encryption, and decryption are the same
as functions of normal public key cryptography.

(Key generation) KeyGen (A)-(pk, sk)
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The key generation algorithm KeyGen outputs a set (pk,
sk) of a public key pk and a private key sk when a security
parameter A is input.

(Encryption) Enc (pka,m)-Ca

The encryption algorithm Enc outputs ciphertext C,
addressed to a user A when a public key pka of a user A and
a message m are input.

(Decryption) Dec(ska,Ca)-m

The decryption algorithm Dec outputs the message m
when a private key ska of the user A and the ciphertext Ca
addressed to the user A are input.

(Re-encryption key generation)
ReKeyGen (pka, ska, pks, skg) »rka-p

The re-encryption key generation algorithm ReKeyGen
outputs a re-encryption key rkp—-s when the public key pka of
the user A, the private key ska of the user A, a public key
pks of a user B, and a private key skg of the user B are
input.

(Re-encryption) ReEnc (rka—g,Ca)-Cs

The re-encryption algorithm ReEnc outputs ciphertext
Cz addressed to the user B when the re-encryption key rka-p
and the ciphertext C, addressed to the user A are input.

The above is the basic model. However, depending on
the implementation method of re-encryption, a model that is
different in input into the functions or a model including
other functions or keys than the above can also be

considered.
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For example, like the re-encryption scheme shown in
the present embodiment, public parameters (details will be
described later) may be included for input into each
function of the encryption, decryption, re-encryption key
generation, and re-encryption.

For example, like the re-encryption scheme shown in
the present embodiment, a non-interactive model that makes
the private key skz of the user B unnecessary for input of
the re-encryption key generation algorithm ReKeyGen is
considered. Also, a model into which, instead of the
private key ska of the user A, the re-encryption key rka-s
addressed to the user B and a private key sk¢ of a user C
are input is also considered.

In addition, a unidirectional model in which while re-
encryption of the ciphertext Cp-~Cy can be performed by the
re-encryption key rkp-p, the inverse conversion of the
ciphertext Cp-Ca cannot be performed, and a bidirectional
model, in which the inverse conversion can also be
performed, are known. In the bidirectional model, the re-
encryption key rky-s may also be represented as rkaes.

Further, in public key cryptography, a scheme based on
ID-based encryption is also considered. In this case,
function setup for master key generation increases and the
master key and ID are added to the input of the key
generation algorithm KeyGen. In the ID-based encryption,
the public key pk is the ID itself.

In the re-encryption key generation algorithm ReKeyGen,
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like the re-encryption scheme shown in the present
embodiment, instead of the public key pks of the user B,
the re-encryption key generation key rkz of the user B may
be input. In this case, the key generation algorithm
KeyGen and the re-encryption key generation algorithm
ReKeyGen are represented as shown below.

(Key generation) KeyGen(A)-(pk, sk, rk,par)

The key generation algorithm KeyGen outputs a set (pk,
sk, rk) of the public key pk, the private key sk, and the
re-encryption key generation key rkz and a public parameter
par when the security parameter A is input. In the present
embodiment, this processing is called key setup processing.
This also applies to embodiments and modifications
described later.

(Re-encryption key generation)
ReKeyGen(ska, rky, par) »rka-s

The re-encryption key generation algorithm ReKeyGen
outputs the re-encryption key rka»s when the private key ska
of the user A, the re-encryption key generation key rkg of
the user B, and the public parameter par are input.

Like the re-encryption scheme shown in the present
embodiment, the public key pka of the user A and the public
parameter par may be added as the input of the re-
encryption algorithm ReEnc. 1In this case, the re-
encryption algorithm ReEnc is represented as shown below.

(Re-encryption) ReEnc (rka—s,Ca,pka,par)-Cs

The re-encryption algorithm ReEnc outputs the
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ciphertext Cy addressed to the user B when the re-
encryption key rka-s, the ciphertext C, addressed to the
user A, the public key pka of the user A, and the public
parameter par are input.

Next, The configuration of a file sharing system
according to the present embodiment will be described using
FIG. 7. The file sharing system includes a server Sv as an
information processing apparatus owned by a service
provider who provides a service and user apparatuses A, B,
C,...(hereinafter, may be abbreviated as users A, B, C,...
or may also be called a first user apparatus, a second user
apparatus, ... ) as information processing apparatuses owned
by users as clients of the service. The server Sv and the
user apparatuses A, B. C... are connected via a
communication network. The communication network is, for
example, a wireless LAN (Local Area Network), a cable LAN,
an optical network, a telephone network, an intra-net, an
Ethernet (registered trademark), the Internet, or a
combination of the above networks. One unit of the server
Sv may be provided or a plurality of units thereof may be
provided.

FIG. 8 is a schematic diagram illustrating the file
sharing system. The file sharing system includes the
server Sv, the user A, the user B, the user C, a group
administrator, and a user administrator. The user
administrator is an entity that administers all users. The

user administrator issues an ID and an initial password to
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enable a user to log in to the file sharing system.

As a preparation, the group administrator is assumed
to have a private key skgr. Also, a public key pker of the
group administrator is assumed to be stored in a public key
storage unit 1 of the server Sv. Also, each user i 1is
assumed to have a private key sk; and a re-encryption key
generation key rk;. That is, the user A has sk, and rka,
the user B has sky and rkg, and the user C has skc¢ and rkec.
The server Sv and each user i can acquire the public
parémeter par and a public key pk; of each user i, but the
description thereof is omitted here and a detailed
description will be provided later. In addition, file of
plaintext to be shared is denoted as m.

The user C encrypts the file m by the public key pker
of the group administrator stored in the public key storage
unit 1 and uploads obtained ciphertext E(pkgr,m) to the
server Sv. Here, E(PK,M) represents ciphertext obtained by
encfypting plaintext M by using the public key PK. The
server Sv stores the ciphertext in a ciphertext storage
unit 2.

Now, assume that the user A approves sharing of the
file m. The user A transmits the re-encryption key
generation key rka of the user A to the group administrator.
The group administrator generates a re-encryption key rkgroa
that re-encrypts ciphertext E(pker,m) addressed to the
group administrator into ciphertext E(pka,m) addressed to

the user A using the private key skg of the group
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administrator and the re-encryption key generation key rka
of the user A. The group administrator transmits the
generated re-encryption key rkg—a to the server Sv. The
server Sv stores the re-encryption key rkg—a in a re-
encryption key storage unit 3.

The user A transmits a request of re-encryption of the
ciphertext E(pkgr,m) to the server Sv. In response to the
request received from the user A, the server Sv re-encrypts
the ciphertext E(pker,m) into re-encrypted text E(pka,m)
using the re-encryption key rkg—a stored in the re-
encryption key storage unit 3 and addressed to the user A
and transmits the obtained re-encrypted text E(pka,m) to
the user A. The re-encrypted text is ciphertext obtained
by re-encrypting ciphertext.

The user A decrypts the re-encrypted text E(pka,m)
downloaded from the server Sv by the private key sk, held
by the user A and uses the obtained file m.

The file sharing system as described above can hinder
leakage of information in the process of file sharing
because the file m is not decrypted once between the
encryption by the user C and the decryption by the user A.

In addition, there is no need for the user C to decide
with which user to share a file when uploading ciphertext.
That is, the user C only needs to encrypt the file m by the
public key pk&-of the group administrator and the key to
be managed for encryption is only the public key pke of

the group administrator and therefore, costs for key
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management can be reduced.

In the present file sharing system, the server Sv does
not have a decryption key skg to decrypt the ciphertext
E(pker,m). Therefore, the server Sv cannot decrypt the
ciphertext. Accordingly, threats of leakage by an invalid
server Sv by decrypting ciphertext can be excluded and
therefore, strict control of the server Sv can be
eliminated, leading to a reduction in management costs.

In the proxy re-encryption scheme, the decryption
right of ciphertext is transferred to a transfer
destination by re-encrypting ciphertext addressed to a
transfer source (group administrator in the above example)
into ciphertext addressed to the transfer destination (user
A in the above example). In the proxy re-encryption scheme,
the public key of the transfer destination is included in
the input of the re-encryption key generation algorithm
ReKeyGen (without the private key of the transfer
destination being included). Thus, to enable, for example,
the user 1 to generate ciphertext E(pka,m’) addressed to
the user A by encrypting other file m' using the public key
pka of the user A, the public key pka of the user A is
published in advance (for example, when the system is
started up).

On the other hand, even if the user A does not approve
the transfer of the decryption right of ciphertext to the
user A, the public key pka of the user A is already

published and thus, the group administrator can generate
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the re-encryption key rke—a. Therefore, there is the
possibility of re-encryption (that is, the transfer of the
decryption right of ciphertext to the user A) without the
approval of the user A.

In the present file sharing system, by contrast, the
group administrator cannot generate the re-encryption key
rker—a without the re-encryption key generation key rka
being transmitted to the group administrator by the user A
as the transfer destination. Therefore, re-encryption
(that is, the transfer of the decryption right of
ciphertext to the transfer destination) can be prevented
when no approval of the transfer destination is received.

The above also applies when the user B shares a file.

FIG. 1 is a schematic diagram showing the
configuration of a re-encryption system according to the
first embodiment (the correspondence between FIG. 1 and
FIG. 8 will be described later). The re-encryption system
includes a key generator 10, an encryption device 20, a re-
encryption key generator 30, a re-encryption device 40, and
a decryption device 50. The key generator 10 generates a
public parameter of the re-encryption system and a pair of
public key/private key and a re-encryption key generation
key for each of the devices 30, 50 based on a security
parameter. Here, the re-encryption key generation key is a
key that is different from the public key corresponding to
the private key of each of the devices 30, 50. The term

"re-encryption key generation key" may be changed to a
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desired name such as "re-encryption key generation data" or
"re-encryption key generation permission data".

The encryption device 20 encrypts plaintext data using
the public key corresponding to the private key of the re-
encryption key generator 30 and the public parameter and
transmits the obtained ciphertext data to the re-encryption
device 40.

The re-encryption key generator 30 generates a re-
encryption key based on the private key of the re-
encryption key generator 30 and the re-encryption key
generation key of the decryption device 50 and transmits
the obtained re-encryption key to the re-encryption device
40. The re-encryption key generation key of the decryption
device 50 is different from the public key corresponding to
the private key of the decryption device 50. 1In the
present embodiment, the re-encryption key is generated
based on the private key of the re-encryption key generator
30 and the re-encryption key generation key of the
decryption device 50, the public parameter, and a random
number. However, the random number is not required for
generating a re-encryption key and may be omitted. For
example, in a fifth or twelfth embodiment, a re-encryption
key is generated without using any random number.

The re-encryption device 40 performs verification
processing of ciphertext data received from the encryption
device 20 based on the public key of the re-encryption key

generator 30, the public parameter, and the re-encryption
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key received from the re-encryption key generator 30 and
also re-encrypts the ciphertext data received from the
encryption device 20 without decryption and transmits the
obtained re-encrypted data to the decryption device 50.
However, the verification processing is not required and
may be omitted.

The decryption device 50 performs verification
processing of re-encrypted data received from the re-
encryption device 40 based on the private key of the local
device 50 and the public parameter and also obtains
plaintext data by performing decryption processing of the
re-encrypted data received from the re-encryption device 40.
However, the verification processing is not required and
may be omitted. Here, a case when one unit is provided for
each of the key generator 10, the encryption device 20, the
re-encryption key generator 30, the re-encryption device 40,
and the decryption device 50 is taken as an example, though
a plurality of units may be provided for each. The
encryption device 20 may encrypt plaintext data using the
public key of the encryption device 20 and the public
parameter to transmit the obtained ciphertext data to the
re-encryption device 40. In this case, the key generator
10 generates a public parameter, and a pair of public
key/private key and a re-encryption key generation key for
each of the devices 20, 50. The re-encryption key
generator 30 generates a re-encryption key based on the

private key of the encryption device 20, the re-encryption
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key generation key of the decryption device 50, the public
parameter, and a random number and transmits the obtained
re-encryption key to the re-encryption device 40.

The correspondence between FIG. 1 and FIG. 8 will be
described. Each of the devices 10 to 50 is held by an
entity that performs the relevant processing. When the
user generates a set of a public key and private key and a
re-encryption key generation key of the user, the relevant
user holds the key generator 10. If, for example, the user
administrator or the group administrator generates a set of
a public key and private key and a re-encryption key
generation key of a user, the user administrator or the
group administrator holds the key generator 10. The user
holds the encryption device 20 or the decryption device 50
or both. The group administrator holds the re-encryption
key generator 30. When, for example, the user
administrator or the server Sv generates a re-encryption
key, the user administrator or the server Sv holds the re-
encryption key generator 30. The server Sv holds the re-
encryption device 40. In the file sharing system
illustrated in FIG. 8, the server Sv holds the public key
storage unit 1 and the user C who performs encryption
acquires the public key used for encryption from the public
key storage unit 1, but the present embodiment is not
limited to such an example and, as will be described later,
the user C may acquire the public key from the key

generator 10 (that has generated the public key used for
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encryption). The server Sv stores the ciphertext E(pkgr, )
generated by the user C in the ciphertext storage unit 2,
but the ciphertext storage unit 2 may be included in the
re-encryption device 40 or an external storage device not
included in the re-encryption device 40.

Each entity may include a portion or all of the key
generator 10, the encryption device 20, the re-encryption
key generator 30, the re-encryption device 40, and the
decryption device 50. That is, which entity holds which
device is not limited to the above example and various
variations can be considered. The user administrator and
the group administrator may be the same or different. A
user may or may not serve also as the user administrator,
the group administrator, or both. The user administrator
or the group administrator may or may not serve also as a
user. Each user device used by each user may be called a
first user device, a second user device,... Similarly, the
public key, the private key, and the re-encryption key
generation key of each user device may be called the first
public key, the first private key, and the first re-
encryption key generation key of the first user device, the
second public key, the second private key, and the second
re-encryption key generation key of the second user
device, .

Also, as shown, for example, in each of FIGS. 9 and 10,
each entity may hold each device. In FIG. 9, a server Sv2

holds the key generator 10 to generate a public parameter,
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a set of a public key and private key and a re-encryption
key generation key of the user A, and a set of a public key
and private key and a re-encryption key generation key of
the user B. The server Sv2 delivers the public parameter
and a set of the public key and private key and the re-
encryption key generation key of the user A to the user A,
the public parameter and a set of the public key and
private key and the re-encryption key generation key of the
user B to the user B, and the public parameter and the
public key of the user A to a server Svl. The user A holds
the encryption device 20, encrypts plaintext data using the
public key of the user A and the public parameter, and
transmits the obtained ciphertext data to the server Svl.
The server Sv2 holds the re-encryption key generator 30,
generates a re-encryption key using the private key of the
user A, the re-encryption key generation key of the user B,
the public parameter, and a random number, and delivers the
obtained re-encryption key to the server Svl. The server
Svl holds the re-encryption device 40, performs
verification processing of ciphertext data received from
the user A based on the public key of the user A received
from the server Sv2, the public parameter, and the re-
encryption key, and re-encrypts the ciphertext data
received from the user A without decryption to deliver the
obtained re-encrypted data to the user B. The user B holds
the decryption device 50, performs verification processing

of re-encrypted data received from the server Svl based on
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the private key of the user B and the public parameter, and
also performs decryption processing of the re-encrypted
data received from the server Svl to obtain plaintext data.
The exchange of data between each entity is not limited to
an electric communication means such as cable communication,
wireless communication and the like and, for example, a
physical communication means that distributes or delivers
by hand a storage medium in which data such as the re-
encryption key generation key, re-encryption key,
ciphertext data, re-encrypted data and the like is stored
may also be used. Alternatively, the electric
communication means and the physical communication means
may be combined to exchange data between each entity.

Even if only the electric communication means is used,
as will be described later, other entities than the
relevant entities may be interposed. Consider a case when
data (for example, the re-encryption key generation key) is
transmitted from some entity (hereinafter, called the first
entity) to another entity (hereinafter, called the second
entity). The first entity is, for example, the user A.

The second entity is, for example, the group administrator.
The first entity transmits data to an entity (hereinafter,
called the third entity) other than the second entity. The
third entity is, for example, the server Svl. Next, the
second entity receives the relevant data from the third
entity.

In FIG. 10, the user A holds the key generator 10 to
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generate a public parameter, a set of a public key and
private key and a re-encryption key generation key of the
user A, and a set of a public key and private key and a re-
encryption key generation key of the user B. The user A
delivers the public parameter and a set of the public key
and private key and the re-encryption key generation key of
the user B to the user B and the public parameter and the
public key of the user A to the server Svl. The user A
holds the encryption device 20, encrypts plaintext data
using the public key of the user A and the public parameter,
and transmits the obtained ciphertext data to the server
Svl. The user A holds the re-encryption key generator 30,
generates a re-encryption key using the private key of the
user A, the re-encryption key generation key of the user B,
the public parameter, and a random number, and delivers the
obtained re-encryption key to the server Svl. The server
Svl holds the re-encryption device 40, performs
verification processing of ciphertext data received from
the user A based on the public key of the user A received
from the user A, the public parameter, and the re-
encryption key, and re-encrypts the ciphertext data
received from the user A without decryption to deliver the
obtained re-encrypted data to the user B. The user B holds
the decryption device 50, performs verification processing
of re-encrypted data received from the server Svl based on
the private key of the user B and the public parameter, and

also performs decryption processing of the re-encrypted
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data received from the server Svl to obtain plaintext data.

Subsequently, the configuration of each of the devices
10 to 50 will concretely be described.

The key generator 10 includes a key generation
parameter storage unit 11, a temporary data storage unit 12,
a public parameter generation unit 13, a key generation
unit 14, a communication unit 15, and a control unit 16.

The key generation parameter storage unit 11 is a
storage device that stores a key generation parameter.

The temporary data storage unit 12 is a storage device
that stores transient data (hereinafter, also called
temporary data) such as data being processed by each of the
generation units 13, 14 and processing results.

The public parameter generation unit 13 generates a
public parameter for key generation.

" The key generation unit 14 generates a pair of a
public key/private key and a re-encryption key generation
key.

The communication unit 15 is a communication interface
to communicate with the other devices 20 to 50 and has, for
example, a function to transmit the public parameter and a
pair of the public key/private key and the re-encryption
key generation key of each of the devices 30, 50 in the
temporary data storage unit 12 to each of the relevant
devices 30, 50 under the control of the control unit 16, a
function to transmit the public key of the re-encryption

key generator 30 in the temporary data storage unit 12 to
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the encryption device 20 under the control of the control
unit 16, and a function to transmit the public parameter
and the public key of the re-encryption key generator 30 in
the temporary data storage unit 12 to the re-encryption
device 40 under the control of the control unit 16. In the
description that follows, the description that
transmission/reception goes through the communication unit
15 may be omitted, to avoid a redundant description. This
also applies to descriptions of communication units of the
other devices 20 to 50.

The control unit 16 has a function to control each of
the units 11 to 15 such that each unit operates as shown in
FIG. 2.

The encryption device 20 includes a temporary data
storage unit 21, a communication unit 22, an encrypted data
generation unit 23, a ciphertext generation unit 24, and a
control unit 25.

The temporary data storage unit 21 is a storage device
that stores a public parameter received from the key
generator 10 and a public key of the re-encryption key
generator 30 and also transient data such as data being
processed by each of the generation devices 23, 24 and
processing results.

The communication unit 22 is a communication interface
to communicate with the other devices 10, 30 to 50 and has,
for example, a function to acquire and write the public

parameter received from the key generator 10 and the public
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key of the re-encryption key generator 30 into the
temporary data storage unit 21 and a function to transmit
ciphertext data in the temporary data storage unit 21 to
the re-encryption device 40 under the control of the
control unit 25.

The encryption parameter generation unit 23 has a
function to generate an encryption parameter.

The ciphertext generation unit 24 has a function to
generate ciphertext data by encrypting plaintext data using
the public parameter read from the temporary data storage
unit 21 and the public key of the re-encryption key
generator 30 (first public key of the first user device)
and a function to write the obtained ciphertext data into
the temporary data storage unit 21.

The control unit 25 has a function to control each of
the units 21 to 24 such that each unit operates as shown in
FIG. 3.

The re-encryption key generator 30 includes a private
key storage unit 31, a temporary data storage unit 32, a
communication unit 33, a re-encryption key generation unit
34, a contrel unit 35, and a random number generation unit
36.

The private key storage unit 31 is a storage device
that stores a private key of the re-encryption key
generator 30 received from the key generator 10.

The temporary data storage unit 32 is a storage device

that stores a public parameter received from the key



10

15

20

25

- 23 -

generator 10 and a re-encryption key generation key of the
decryption device 50 and also temporary data such as data
being processed by the re-encryption key generation unit 34
and processing results.

The communication unit 33 is a communication interface
to communicate with the other devices 10, 20, 40, 50 and
has, for example, a function to acquire and write the
public parameter received from the key generator 10 and the
re-encryption key generation key of the decryption device
50 into the temporary data storage unit 32 and a function
to transmit the re-encryption key in the temporary data
storage unit 32 to the re-encryption device 40 under the
control of the control unit 35.

The re-encryption key generation unit 34 has a
function to generate a re-encryption key based on the
private key of the re-encryption key generator 30 (first
private key of the first user device) read from the private
key storage unit 31, the public parameter and the re-
encryption key generation key of the decryption device 50
(second re-encryption key generation key of the second user
device) read from the temporary data storage unit 32, and a
random number generated by the random number generation
unit 36 and a function to write the re-encryption key into
the temporary data storage unit 32.

The control unit 35 has a function to control each of

the units 31 to 34, 36 such that each unit operates as

shown in FIG. 4.
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The random number generation unit 36 has a function to
generate a random number and to send out the random number
to the re-encryption key generation unit 34.

The re-encryption key generator 30 has a re-encryption
key generation key storage unit (not shown) as a storage
device that stores a re-encryption key generation key of
the local device 30 received from the key generator 10 when
the re-encryption key generation key of the local device 30
is received from the key generatorklo.

The re-encryption device 40 includes a re-encryption
key storage unit 41, a temporary data storage unit 42, a
communication unit 43, a re-encryption processing unit 44,
a re-encryption parameter generation unit 45, and a control
unit 46.

The re-encryption key storage unit 41 is a storage
unit that stores a re-encryption key received from the re-
encryption key generator 30.

The temporary data storage unit 42 is a storage device
that stores a public parameter received from the key
generator 10 and a public key of the re-encryption key
generator 30 and also temporary data such as data being
processed by the re-encryption processing unit 44 and
processing results.

The communication unit 43 is a communication interface
to communicate with the other devices 10 to 30, 50 and has,
for example, a function to acquire and write the public

parameter received from the key generator 10 and the public
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key of the re-encryption key generator 30 into the
temporary data storage unit 42, a function to send out
ciphertext data received from the encryption device 20 to
the re-encryption processing unit 44, and a function to
transmit re-encrypted data in the temporary data storage
unit 42 to the decryption device 50 under the control of
the control unit 46.

The re-encryption processing unit 44 has a function to
obtain, when ciphertext data i1s received from the
encryption device 20, re-encrypted data by re-encrypting
the ciphertext data without decryption using the re-
encryption key read from the re-encryption key storage unit
41 and the public parameter and the public key of the re-
encryption key generator 30 read from the temporary data
storage unit 42 and a function to write the obtained re-
encrypted data into the temporary data storage unit 42.

The control unit 46 has a function to control each of
the units 41 to 45 such that each unit operates as shown in
FIG. 5.

The decryption device 50 includes a private key
storage unit 51, a temporary data storage unit 52, a
communication unit 53, a decryption processing unit 54, a
re-encryption key generation key storage unit 55, and a
control unit 56.

The private key storage unit 51 is a storage device
that stores a private key of the local device 50 received

from the key generator 10.
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The temporary data storage unit 52 is a storage device
that stores a public parameter received from the key
generator 10 and temporary data such as data being
processed by the decryption processing unit 54 and
processing results.

The communication unit 53 is a communication interface
to communicate with the other devices 10 to 40 and has, for
example, a function to acquire and write the private key of
the local device 50 received from the key generator 10 into
the private key storage unit 51, a function to acquire and
write the public parameter received from the-key generator
10 into the temporary data storage unit 52, and a function
to send out re-encrypted data received from the re-
encryption device 40 to the decryption processing unit 54.

The decryption processing unit 54 has a function to
obtain plaintext data when re-encrypted data is received
from the re-encryption device 40 by performing decryption
processing of the re-encrypted data using the private key
of the decryption device 50 (second private key of the
second user device) read from the private key storage unit
51 and the public parameter read from the temporary data
storage unit 52 and a function to write the obtained
plaintext data into the temporary data storage unit 52.

The re-encryption key generation key storage unit 55
is a storage device that stores a re-encryption key

generation key of the local device 50 received from the key

generator 10.
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The control unit 56 has a function to control each of
the units 51 to 55 such that each unit operates as shown in
FIG. 6.

In the present embodiment, for example, the public
parameter is stored in the temporary data storage unit of
each of the devices 10 to 50. However, the present
embodiment is not limited to such an example and the public
parameter may be stored in a storage unit (separate from
the temporary data storage unit) of each of the devices 10
to 50. Thus, of data stored in the temporary data storage
unit of each of the devices 10 to 50, data that does not
have to be handled as transient data may be stored in a
storage unit (separately from the temporary data storage
unit). When the public parameter includes a plurality of
elements, each of the devices 20 to 50 may acquire, of each
element of the public parameter, only elements needed for
each piece of processing described later. The above also
apply to embodiments and modifications described later.

Next, the operation of the re-encryption system
configured as described above will be described using the
sequence diagrams of FIGS. 2 to 6.

The following operation takes a case in which
processing is performed in a procedure of (1) key setup
processing, (2) encryption processing, (3) re-encryption
key generation processing, (4) re-encryption processing,
and (5) decryption processing as an example. However, in

the following operation, processing is not necessarily
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performed following the above procedure. For example,
processing of re-encryption key generation may be performed
before the encryption processing. Also, ciphertext data
may be decrypted without the re-encryption processing being
performed.

(1) The key setup processing is performed by the key
generator 10 as shown in FIG. 2 and each of steps STl to
ST12 below.

First, the public parameter generation unit 13 of the

key generator 10 generates a public parameter

A A

Par = {)\apa G7 GT)Q) 91,92, 93,94, 95, 4, U, Slg(G’ S’ V)}

based on a security parameter A stored in the key
generation parameter storage unit 11 in advance or acguires
the public parameter from outside (ST1).

More specifically, the public parameter generation
unit 13 selects bilinear map groups (G,Gr) satisfying the
order p>2A based on the security parameter A stored in the
key generation parameter storage unit 11 in advance. 1In
this case, p is an integer. p may be a prime number or a
composite number. The public parameter generation unit 13
randomly selects elements g, g1, g2, u, v of G from G. The
public parameter generation unit 13 randomly selects n from
Z, and calculates g3=g", gs=g:1", and gs=g,". 2z, is a set
(=(z/p2) ") of integers mutually prime to Z, and p and may
also be called a multiplicative group Z;'for P. Zp is a
set (=(Z/pZ) of integers equal to 0 or greater and less

than p. g3 is a value based on a random number n and a
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system fixed value g. g4 is a value based on the random
number 11 and a system fixed value g;. ¢gs is a value based
on the random number nm and a system fixed value g;.

Further, the public parameter generation unit 13 generates

a one-time signature algorithm Sig (G,S,V).

A ~

G in the one-time signature algorithm Sig (G,S,V)

(hereinafter, Sig (G,S,V) is also called Sig) means a

function to generate a pair (ssk, svk) of a signature key
and a verification key (both are one-time keys), E; means
a function to generate a signature o for a message M, and
<7 means a function to validate the signature o.

For more information about the one-time signature, see
A. Menezes, P. van Oorschot, S. Vanstone, “Handbook of
Applied Cryptography”, CRC Press, (1996) pp.462-471, (1996).

The bilinear map (denoted by e) is a map yielding
e:GxG-»Gr and satisfies the following three properties:

1. e(g? h®)=e(g,h)® holds for any (g,h)eGxG and a,beZz,
where Z is a set of integers.

2. e(g,h) is computable for any (g,h)eGxG.

3. e(g,h)#1Gy always holds if g,h#lg, where 1lg is the
unit element of G and 1Gr is the unit element of Gg.

The bilinear map group (denoted by G, G;) is a group
of the order p for which a bilinear map e:GxG-Gr exists.
The above definition also means that if gi=g* and g,=g’for
elements g, gi, g2 of G, the following equation holds (o is

the exponent relating to elements g, g1 of G and B is the

exponent relating to elements g, g of G). The "exponent
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relating to elements g, g; of G" is an exponent that
defines the relationship between elements g, g; of G and
represents a value o such that the element obtained by the
a-th power of g and g; are equal in G. Similarly, the
"exponent relating to elements g, gz of G" is an exponent
that defines the relationship between elements g, g, of G
and represents a value [ such that the element obtained by
the B-th power of g and g; are equal in G. As will be
described later, G may also be expressed as a
multiplicative group and in such a case, if, for example,
elements of G are points on an elliptic curve, the exponent
may be changed to a scalar, the o-th power to o times, and
the B-th power to B times.

e(g192,9) =e (g, 0192) =e (g, g% g*) =e (g, g*"P) =e (g, g) **P=e(g,g)®
e(g,9)°

Incidentally, a plurality of elements g, g;, g, of G
is a plurality of preset system fixed values. The
plurality of system fixed values is not limited to three
elements of the bilinear map group G and a plurality of
elements such as two or four or more elements of G can also
be used when appropriate. The term "system fixed value" is
interchangeable with "fixed value", "element", and "system
parameter".

In this specification, notation assuming that both G
and Gr are multiplicative groups is adopted, but the
embodiments are not limited to such notation and each of G,

Gr can be represented by a notation assuming that each is
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an additive group. That is, for example, G may be
represented as an additive group and Gr as a multiplicative
group. For example, elements of G may be points on an
elliptic curve and elements of Gr may be elements on a
finite field. As the bilinear map, a map that yields
e:G1XGy-»Gr for bilinear map groups Gi, Gz, Gr (G; and G, are
different groups) may also be used. In this case, each
element of G in each piece of processing described later
may be rewritten as element G; or element G,, where
appropriate. The above also apply to embodiments and
modifications described later.

Subsequently, the public parameter generation unit 13
writes the generated public parameter par into the
temporary data storage unit 12. The key generator 10
publishes the public parameters
par=(\,p,G,Gr,9,91,92,93,94,9s,u,v,S1ig) in the temporary data
storage unit 12 (ST2). If a public parameter is published
before step ST1 is executed, step STl and step ST2 may be
skipped by writing the public parameter into the temporary
data storage unit 12.

If the identification information of the re-encryption
key generator 30 is i, the key generation unit 14 randomly
selects elements x;, yi, 2z; of Z,” from Z," and sets a
private key ski=(xi,Vi,2zi) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(X;,Y1i,Y2i,2i,2Z1:) of the re-encryption key

generator 30 using the private key sk; and the public



parameter par.

Xi=g*l, Y1;=g171, Yo;=go"1i,

Zi:gzl, Zli:glzl

When verification processing using a formula (a2')

described later is not performed, data Y,; may be omitted.
5 That is, the public key pk; only needs to include data X;,
Yii, Zi, 2Zi1i-.

Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(Xs3;,Ys;i) using the
private key sk; and the public parameter par (ST3).

Xj

X3i=g3%, Y5i=g5"1

Subsequently, the key generation unit 14 writes a pair

10

of the generated public key/private key and the re-
encryption key generation key into the temporary data
storage unitv12. The communication unit 15 transmits the
15 private key sk; and the re-encryption key generation key
rk; in the temporary data storage unit 12 to the re-
encryption key generator 30 under the control of the
control unit 16 (ST4). The key generator 10 publishes the
public key pk; of the re-encryption key generator 30 in the
20 temporary data storage unit 12 (ST5).
Similarly, if the identification information of the
decryption device 50 is j, the key generation unit 14
randomly selects elements x;, yj, z; of 2Z, from z,” and sets

a private key skj=(x4,¥3,25) of the decryption device 50.
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Then, the key generation unit 14 generates a public key
pki=(X5,Y14,¥25,24,215) Of the decryption device 50 using the
private key sk; and the public parameter par.
Xj:gXJ, Yi1i=g1Y], Yo;=g2Y],
Zj:gZJ, Z1i=g1"]

5 If, similarly as described above, the verification
processing using a formula (a2') described later is not
performed, data Y,; may be omitted. That is, the public
key pks only needs to include data Xj, Yij5, Z5, Zi15.

Further, the key generation unit 14 generates a re-
10 encryption key generation key rkji=(Xs;j,¥s;) using the

private key sk; and the public parameter par (ST6).
D o X = oY
X3]——g3 ], Y5]-—~g5 ]

Subsequently, the key generation unit 14 writes a pair
of the generated public key/private key and the re-

15 encryption key generation key into the temporary data
storage unit 12. The communication unit 15 transmits the
private key sk; and the re-encryption key generation key
rk; in the temporary data storage unit 12 to the decryption
device 50 under the control of the control unit 16 (ST7).

20 The key generator 10 publishes the public key pk; of the
decryption device 50 in the temporary data storage unit 12
(sT8). If desired, processing similar to steps ST6 to ST8
may be performed on a private key skp, a public key pkn,

and a re-encryption key generation key rky of the
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encryption device 20 to transmit the private key sky and
the re-encryption key generation key rky to the encryption
device 20 and to publish the public key pkn. The key
generator 10 may transmit only the private key (without
transmitting the re-encryption key generation key) to the
encryption device 20, the re-encryption key generator 30,
or the decryption device 50. The key generator 10 may also
transmit only a portion or all of public keys generated in
key setup processing to the encryption device 20, the re-
encryption key generator 30, or the decryption device 50.
The above also apply to embodiments and modifications
described later.

With the above processing, the key setup processing is
completed. Hereinafter, each of the devices 20, 30, 40, 50
can acqguire and use thevpublic parameter or public key
published in steps ST2, ST5, ST8 when appropriate.

(2) The encryption processing is performed by the
encryption device 20 as shown in FIG. 3 and each of steps
ST21 to ST24 below. The encryption device 20 is assumed to
have a public key pk; of the re-encryption key generator 30
stored in the temporary data storage unit 21, but if the
encryption device 20 has not yet acquired the public key
pk; of the re-encryption kéy generator 30, the encryption
device 20 may acquire the public key pk; of the re-
encryption key generator 30 from, for example, the key
generator 10 before step ST 22 described below. Similarly,

the encryption device 20 is assumed to have the public
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parameter par stored in the temporary data storage unit 21,
but if the encryption device 20 has not yet acquired the
public parameter par, the encryption device 20 may acquire
the public parameter par from, for example, the key
generator 10 before step ST 21 described below.

The encryption parameter generation unit 23 of the
encryption device 20 generates a key pair (ssk,svk)=(}(2,)
of a signature key ssk and a verification key svk in a one-

time signature using the security parameter A and a key

~

pair generation function (3 in the public parameter par
(ST21) and sets the verification key svk to encrypted data
C; (Cy=svk).

The encryption parameter generation unit 23 also
generates and sends out a random number reZ, to the
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cax, Cay, Caz, Czz1, C3, C4 below from a message meGr as
plaintext data using the random number r, the public key
pk; of the re-encryption key generator 30, and the public

parameter par (ST22).

Cox = Xi', Coy =V1i", Coz =27, Coz1 =721,
Cs = e(gags, )" -m, Cs= (u*F-v)

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o as

shown in the following formula for the encrypted data Cs,

A

Cy, based on a signature generation function § of the
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public parameter par and the signature key ssk generated in

step ST21 (ST23).
g = S'(SS]{I, (037 C4>)

The first argument of the function § is the

signature key and the second argument is data to be signed.

A

The function § accepts the signature key and data to

be signed as input and outputs a signature.

Thereafter, the ciphertext generation unit 24
generates ciphertext data Ci=(Ci,Cax,Coay,Caz,C2z1,C3,Cq,0)
including all the above encrypted data C; to C, and the
one-time signature o and writes the obtained ciphertext
data into the temporary data storage unit 21.

If the verification processing in step ST41 described
later is omitted, the ciphertext data
Ci=(C1,Cox,Caoy,C2z,C221,C3,Cs,0) may be set as
Ci=(Cox,Caovy,Caz,C221,C3) by omitting verification data
(C1,Cq4,0) that i1s not used for decryption. In this case,
processing to generate the verification data (Ci;,Cs,0) is
also omitted. In the present embodiment, as described
above (or will be described below), verification may be
omitted or generation of verification data may be omitted
and this also applies to embodiments and modifications
described below.

In any case, the communication unit 22 transmits the
ciphertext data C; in the temporary data storage unit 21 to
the re-encryption device 40 under the control of the

control unit 25 (8T24).
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With the above processing, the encryption processing
is completed.

(3) The re-encryption key generation processing is
performed by the re-encryption key generator 30 as shown in
FIG. 4 and each of steps ST31 to ST33 below. The re-
encryption key generator 30 is assumed to have the public
parameter par stored in the temporary data storage unit 32,
but if the re-encryption key generator 30 has not yet
acquired the public parameter par, the re-encryption key
generator 30 may acguire the public parameter par from, for
example, the key generator 10 before step ST 32 described
below.

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
The communication unit 33 of the re-encryption key
generator 30 acquires and writes the re-encryption key
generation key rk; of the decryption device 50 into the
temporary data storage unit 32 under the control of the

control unit 35 (ST31). 1In step ST31l, the key generator 10
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(instead of the decryption device 50) may transmit the re-
encryption key generation key rk; to the re-encryption key
generator 30. This also applies to embodiments and
modifications described later.

Regarding the temporary data storage unit 32, as shown
in FIG. 11, the re-encryption key generator 30 may hold a
public parameter storage unit 321 and a re-encryption key
generation key storage unit 322 in the temporary data
storage unit 32 to store the public parameter par in the
public parameter storage unit 321 and the re-encryption key
generation key rk; of the decryption device 50 in the re-
encryption key generation key storage unit 322. The public
parameter storage unit 321 that stores the public parameter
par may be outside the temporary data storage unit 32.
Also, the re-encryption key generation key storage unit 322
that stores the re-encryption key generation key rk; may be
outside the temporary data storage unit 32. The above also
apply to embodiments and modifications described later. 1In
step ST4 described above, the communication unit 33
receives the private key sk; of the re-encryption key
generator 30 from the key generator 10 and writes the
private key sk; into the private key storage unit 31.

The random number generation unit 36 generates and
sends out a random number eezg'to the re-encryption key
generation unit 34.

The re-encryption key generation unit 34 generates a

re-encryption key R;; as shown in the following formulas
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using the random number €, the private key sk; of the re-

encryption key generator 30 in the private key storage unit

31, the re-encryption key generation key rk; of the

decryption device 50 in the temporary data storage unit 32,
5 and the public parameter par (ST32).

Ri5=(Rij1,Rij2,Rij3)

w(x;4+0)
o0\1 i ’""j&“”"
Rij1 = (X35 -93") [o = g
m(By;+06)
0\1/y; —
Rijg = (Ve - ga0) ¥ =g~ v |
N1/ n(z;+8y;+0)
— . 2 .
Rijs = (Xsj-Y55-95) "% =g =5 .
10 In the above formulas, g; is rewritten and denoted by

Thereafter, the re-encryption key generation unit 34
writes the generated re-encryption key R;; into the
temporary data storage unit 32. The communication unit 33

15 transmits the re—éncryption key Rij; in the temporary data
storage unit 32 to the re-encryption device 40 under the
control of the control unit 35 (ST33).

With the above processing, the re-encryption key
generation processing is completed.

20 (4) The re-encryption processing is performed by the
re-encryption device 40 as shown in FIG. 5 and each of

steps ST41 to ST43 below. The re-encryption device 40 is
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assumed to have a public key pk; of the re-encryption key
generator 30 stored in the temporary data storage unit 42,
but if the re-encryption device 40 has not yet acquired the
public key pk; of the re-encryption key generator 30, the
re-encryption device 40 may acquire the public key pk; of
the re-encryption key generator 30 from, for example, the
re-encryption key generator 30 before step ST 41 described
below. Similarly, the re-encryption device 40 is assumed
to have the public parameter par stored in the temporary
data storage unit 42, but i1f the re-encryption device 40
has not yet acquired the public parameter par, the re-
encryption device 40 may acquire the public parameter par
from, for example, the key generator 10 before step ST 41
described below.

The communication unit 43 of the re-encryption device
40 writes the ciphertext data C; transmitted in step ST24
and the re-encryption key R;; transmitted in step ST33 into
the temporary data storage unit 42.

The re-encryption processing unit 44 verifies the
ciphertext data C; in the temporary data storage unit 42
using the public parameter par and the public key pk; of
the re-encryption key generator 30 based on the following

verification formula (ST41).
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e(Cox,ut -v) = e(X;, Ca),
e(C’gy,uC1 -v) = e(Y1;, Cy),
e(Caz,u®t -v) = e(Z;, Ca),
e(Cazy,u’r -v) = e(Z15,Ca),
V(Ci,0,(Cs,Cy)) = 1.

lal

The first argument of the function V is a

verification key, the second argument is a signature, and

the third argument is data to be signed.

The function V verifies the signature for the data

to be verified using the verification key and outputs "1"
when the signature is determined to be valid and any value
other than "1" (for example, "0") when the signature is
determined not to be valid.

Therefore, the fifth verification formula in the
formula (al) shows that the one-time signature o is valid
by verifying the signature o for the encrypted data C;, C4
as data to be signed by using the encrypted data C; as the
verification key.

The verification is successful if the five
verification formulas in the formula (al) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), the re-encryption
parameter generation unit 45 generates and sends out three

random numbers s,t,kezp* to the re-encryption processing
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unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cqx’,
Cox' 'y Cov’, Cov'’, Caz’, Caz'’, Cazi’, C2z1’’, GCsx, Csy, Csz
using these random numbers s, t, k, the ciphertext data C;
stored in the temporary data storage unit 42, the re-
encryption key Rjj;, the public key pk; of the re-encryption

key generator 30, and the public parameter par (ST42).

/ I / A t t

Cox = X', Coy = Ou* = X, Coy =Y’y Gy =Gy =1y,",

/ k Al k ko ki k k

Cyp =2, Oy =Cog" = I, Cyg = Ii", Cypy = Cogt” = Iy,
1 1

Csx = Rij1s, Csy = Rijet, Csz = Ryjs

After step ST42 is completed, the re-encryption

X r

processing unit 44 generates re-encrypted data

C3=(Cq1,Cox’ ,Cox’ " ,Coy’ ,Covy’ " ,C2z" ,Caz" " ,C2z1" ,C221" ', Csx, Csy, Csz, C3,
Cs4,0) by replacing the encrypted data Cax, Cay, Caz, Coum in
the ciphertext data C; with all the above re-encrypted data
Cyx’ to Csz and writes the obtained re-encrypted data Cj
into the temporary data storage unit 42. If verification
processing in step ST51 in decryption processing described
later is omitted, the re-encrypted data

C3=(Cy1,Cox’ ,Cox’ ' ,Co¢y’,Cov’ ' ,Caz" ,C2z" " ,C2z1",C221" " ,Csx,Csy,Csz,C3,
Cy4,0) may be set as Cy=(Caxx’'’,Cay’’,C2z" ' ,Coz1’'’,Csx,Csy,Csz,C3)
by omitting verification data (Ci,Cax’,Cay’,Caz’,C2z1’,Csq,0)
not used for decryption. In this case, processing to
generate the verification data (Cux’,Cay’,Caz’,Coz1’) is also

omitted.
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In any case, the communication unit 43 transmits the
re-encrypted data C; in the temporary data storage unit 42
to the decryption device 50 under the control of the
control unit 46 (ST43).

With the above processing, the re-encryption
processing is completed.

Incidentally, the re-encryption processing unit 44 may
perform the re-encrypted data generation processing in step
ST42 by omitting the verification processing in step ST41.
When verification data (C;,C4,0) 1s not contained in the
ciphertext data C;, the re-encryption processing unit 44
performs the re-encrypted data generation processing in
step ST42 by omitting the verification processing in step
ST41.

(5) The decryption processing is performed by the
decryption device 50 as shown in FIG. 6 and each of steps
ST51 and ST52 below. The decryption device 50 is assumed
to have the public parameter par stored in the temporary
data storage unit 52, but if the decryption device 50 has
not yet acquired the public parameter par, the decryption
device 50 may acquire the public parameter par from, for
example, the key generator 10 before step ST 51 described
below.

The communication unit 53 of the decryption device 50
receives the re-encrypted data C; transmitted in step ST43
and writes the re-encrypted data C; into the temporary data

storage unit 52.
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The decryption processing unit 54 verifies the re-
encrypted data C; in the temporary data storage unit 52
using the private key sk; of the local device 50 in the
private key storage unit 51 and the public parameter par in
the temporary data storage unit 52 based on the following
verification formulas (ST51).

e(Cyx, u“t - v) = e(Csx, Ca),

S(ng, U‘Cl ) ’U) - e(Cile» C4)>

6(05’2, u® . 'U) — e(CéZa 04):

6(05,217 u01 ) U) - e(CéZ’b 04)7
e(Csz,Ch7) = e(Csx, Cox) - e(g2,93)¥,
¢(Cs2,Chz1) = e(Csy, Cay) - €(9, 9a)™,
V(Ci,0,(C3,Cs)) = 1.

... (a2)
Instead of the fifth verification formula in the
formula (a2), the following verification formula may be

used.
e(Csz,Cqyz) = e(Csx,Cyx) - €(gs, 9)¥.

Also, instead of the fifth verification formula in the
formula (a2), the following verification formula may be

used.

e(Csz,Cqz) = e(Csx, Cyx) - e(Yaj, g3).

In this case, the decryption processing unit 54

. (a2")

conducts verification using the public key pk; of the local

device 50.

Also, instead of the sixth verification formula in the
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formula (a2), the following verification formula may be

used.
e(Csz,Ca71) = €(Csy, Coy) - €(g3, 91)™.

Also, instead of the sixth verification formula in the
formula (a2), the following verification formula may be

used.
e(Csz,Cyz1) = €(Csy, Cay) - e(X5, 94)-

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the seven
verification formulas in the formula (a2) all hold and
fails if any one of the seven formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key sk; of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).

1
e(Csz,Cyz) \ ¥ ‘ e(Csz,Cyz1) \
e(Csx,Cly e(Csy, Chy

m ==(73

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denotd by g* and g, is rewritten and denoted by g”.
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1 1
o, /| (ACoz.Cag) ¥ (elCor, o) )
e(Csx, gx) e(Csy, 2Y)
1 1
e<gar(a:j+ﬂyj+0)/zik zirk) b (9 (2;+By;+0) 2k az,rk) z;
303 (9 1(z;46)/zis :ms) ' e<g7r(ﬂyj+9)/yi, gayirt)

1 L
T

elg™ert Pt 1)\ [ elgmert st gor) | =
e(gw(xﬁﬁ),gr) ' e(gﬂ(ﬁyﬁﬁ)’ gar)

=m-e{gugs, o) (elg: o)™ -elg,9)"") = m.

5 With the above processing, the decryption processing

=}

is completed.

Incidentally, the decryption processing unit 54 may
perform the decryption processing in step ST52 by omitting
the verification processing in step ST51. Also if the re-

10 encrypted data C; does not contain the verification data
(C1,Cax’ ,Cay’ ,Coz" ,C2z1",Cq4,0), the decryption processing unit
54 performs the decryption processing in step ST52 by
omitting the verification processing in step ST51. The
above m may be a key, instead of a message itself. For

15 example, a shared key key in shared key cryptography may be
set as m=key to replace m with key. In this case,
ciphertext obtained by encrypting a message using the
shared key may be added to the ciphertext data or re-
encrypted data. These also apply to embodiments and

20 modifications described later.
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In the present embodiment, the order of processing may
be changed when appropriate. For example, the order of the
decryption processing and the ciphertext verification
processing may be changed. Similarly, the order of the re-
encryption key generation processing may be changed to
before the encryption processing.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key Rijj based on the re-encryption key
generation key rk;, the re-encryption key will not be
generated without permission of the user of the decryption
device 50 (second user device). In other words, a re-
encryption key cannot be generated if the transfer
destination (in the example of FIG. 8, for example, the
user A) does not notify the transfer source (in the example
of FIG. 8, the group administrator) of a re-encryption key
generation key. Thus, re-encryption (that is, the transfer
of decryption right of ciphertext to the relevant transfer
destination) can be prevented when there is no approval of
the transfer destination and therefore, safe file sharing
can be realized.

Also according to the present embodiment, due to the
configuration of generating the re-encryption key R;j; based
on a random number 6, even if a server and a user collude
with each other, the decryption right can be prevented from
being re-transferred without permission of the transfer

source. Accordingly, there is no need to demand extreme
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reliability from the server and a file sharing system the
user can safely use can be provided.

To supplement the above description, there has been a
problem that, if the server operator, the user B, and the
user E collude, a third party can calculate a normal re-
encryption key (Rae) to re-encrypt ciphertext for the user
A into ciphertext for the user E by using a re-encryption
key (Ras) to re-encrypt the ciphertext for the user A into
ciphertext for the user B, a private key (skg) of the user
B, and a private key (skg) of the user E without permission
of the user A as the transfer source (that is, the
decryption right is re-transferred without permission of
the transfer source).

According to the present embodiment, however, due to
the configuration of generating the re—encryption key Ris
based on the random number 6, even if the server operator,
the user B, and the user E collude, the decryption right
can be prevented from being re-transferred without
permission of the transfer source.

[First modification]

In the first embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the first embodiment may be changed to a form in

which the ciphertext data is decrypted without being re-
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encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
first embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the first embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').
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e(CQXv ’LLCl - U) — 6(97 04)332‘7
e(Cay, uCt . v) = e(g1, Cq)"¥?,
8(02Z7 u01 . U) — e(ga 04)Zi7
e(Czz1,u"t - v) = e(g1, Ca)™,
V(Ci,o,(Cs,Cq)) = 1.

. (a3)

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of

5 the local device 50 in the same manner as in step ST41l.

The verification is successful if the five
verification formulas in the formula (a3) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification

10 processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (STH2').
1
m = C3 [ e(gags, Cox) =
15

The above formula may calculate with



m = 1
€ (g485);>czx

1

using (g4g5 )x"

calculated in advance.

Accordingly, calculation processing loads for
decryption can be reduced. This also applies to
embodiments and modifications described later.

That the decryption result of the above formula

produces m can be checked by the Following caloulation.
m - e(g4gs,9)" / e(gags, Cax)™
=m -e(gags,9)" / e(gags, 93‘"’1’")%"7
=m - e(g49s, 9)"/e(9ags, 9)" = m.

[Second modification]

In addition to the first modification, as will be
described below, the first embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the first embodiment respectively.

Hereinafter, the encryption processing and the decryption
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processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

Like in step ST21, the encryption parameter generation
unit 23 of the encryption device 20 generates (ssk, svk)
(ST21') and sets the verification key svk to the encrypted
data C; (Ci=svk).

The encryption parameter generation unit 23 also
generates and sends out five random numbers r,s,t,k,08€Z;
to the ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cpx’,Cax’’, Cov’,Cov’’, Ca2z’,C2z"’", Caz1',Caz1’ ', Csy,
Csvy,Csz,C3,Cq4 below from a message meGy as plaintext data
using these random numbers r,s,t,k,€, the public key pk; of

the decryption device 50, and the public parameter (ST22').
o S no_ T8 A 1 "N Tt
02X*Y2J>C2X—Y2] >CZY“X]7C2Y"“XJ ,
I _ vk rt _~xtk v vk rk
Coz = Yaj", Cyy = Yo, Cozy = Xj", Copy = X;

Cs = e(gags, )" -m, Cy = (u% -v)",

41 0+1y4
05X3(94'93) Csy = g3t Csz~(94 g3 )k
After step ST22' is completed, like in step ST23, the
ciphertext generation unit 24 generates a one-time
signature o (ST23').
Thereafter, the ciphertext generation unit 24

generates ciphertext data C;=(Ci,Cax’,Cax’ ', Cav’,Cav’ ',

Caz’,Caz’ ', Caz1’,Caz1" " ,C2’ "’ ,Csx, Csy,Csz,C3,Cq,0) including
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all the above encrypted data C; to Cs and the one-time
signature o and writes the obtained ciphertext data into
the temporary data storage unit 21.
The communication unit 22 transmits the ciphertext
5 data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25 (8T24').
The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
10 as in step ST51 (ST51'). If the verification is successful
(or the verification processing in step ST51' is skipped),
the decryption device 50 decrypts the ciphertext data C; as
shown in the following formula using the private key sgkj of

the local device 50 and the public parameter par to obtain

15 the message m (ST52').

1 1
e(Csz,Cyp) \ (€lCs2,Caz) \ %
e(Csx, Coy) e(Csy, Chy)

m203

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g:; is rewritten and

20 denoted by g* and g, is rewritten and denoted by gf.

e(C52, Cay) < e(Csz,Cym) \ ¥
e(Csx,Cox) ) \elGay, Cay)

Cs
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1 . 1
6( gn(l+a+0)/k) gﬂyjrk) Yj e( g7r(1+a+0)/k’ gm,-rk) z
e(gvr(a+9)/s7 gﬂyjrs) ' e(gvr(f)ﬂ-l)/t, ga:jrt)

I
&2

+

e(gw(a-l-ﬁ)’ gﬁr) e(g’i((a'f'l)’ gr)

. e( gw(1+a+0), gﬂr) e( gw(1+a+0), gr)
3

H

=m - e(gags, 9)" / (e(g,9)™" - e(g,9)™") = m.

[Third modification]

In the first embodiment, an example in which the
public parameter includes three elements g, gi:, gz of
system fixed values is described, but the first embodiment
is not limited to such an example and the element g, may
not be generated and the element g; may not be included in
the public parameter. 1In this case, g,=g may be set to
replace gz with g in the first embodiment. This also
applies to embodiments and modifications described later.

[Fourth modification]

In the first embodiment, an example in which the
public parameter includes three elements g, g1, gz of
system fixed values is described, but the first embodiment
is not limited to such an example and four or more elements
of system fixed values may be included. 1If, for example,
four elements g, gi, 92, gs are included in the public
parameter, gx=g.g¢ may be set to replace g; with g,ge in the

first embodiment. 1If, for example, five elements g, g1, g2,
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Js, g7 are included in the public parameter, gi;=gigs and
g,=g,g7; may be set to replace g; with g;g6 and g, with g.g7
in the first embodiment. This also applies to embodiments
and modifications described later.

[Fifth modification]

In the first embodiment, an example in which one set
of (g3, gi, gs) is included in the public parameter is
described, but the first embodiment is not limited to such
an example and a plurality of sets of {(gi, gs, gs) may be
included in the public parameter. This also applies to
embodiments and modifications described later.

Hereinafter, key setup processing, encryption
processing, re-encryption key generation processing, re-
encryption processing, and decryption processing in the
present modification will be described and portions common
to the first embodiment may or may not be described by
using the same reference signs.

(1) XKey setup processing

The public parameter generation unit 13 of the key
generator 10 randomly selects nl, n2,..., nN from Z,” and

calculates A;, A,,..., Ay shown in the following formula.

A’n — (tagn, g3.n;, 94,n, 95,71) (7?, = 17 2) ey N)

, O5n = g2

Tn

it
g3n =9 ", G4n = g1

N is a natural number. tag, (n=1,2,...,N) is the
identification information of A,. tag, may be a numeric

value or a character string. Alternatively, an element
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itself (other than tag,) may be used as tagp. In this case,
there is no need to add tag, as an element of A, and
processing to generate tag, does not need to be performed.

The public parameter generation unit 13 generates a

public parameter
par = {\,p,G,Gr, 9,91, 9, { A1, A2, ..., AN}, 4, ¥, Sig(é, S, V)}

based on a security parameter A stored in the key parameter

storage unit 11 in advance or acquires the public parameter

from outside (ST1').

The key generator 10 publishes the public parameter
par=(A,p,G,Gr,9,91,92,81,A2, ...,Ay,u,v,S1g) in the temporary

data storage unit 12 (ST2').

If the identification information of the re-encryption
key generator 30 is assumed to be i, the key generation
unit 14 generates a private key xhyq,ziezg'of the re-
encryption key generator 30 and generates a public key
pki=(X;,Y1;,¥2:,2;5,21;) of the re-encryption key generator 30
using the private key ski=(x;i,vi,zi) and the public

parameter par.

Xi=g"l, Y1i=g17l, Yo;=go"i,

Zi=g%l, Z1;=g1”

When verification processing using a formula (a7')
described later is not performed, data Y;; may be omitted.
That is, the public key pk; only needs to include data X,

Yli/ Zil Zli .

Further, the key generation unit 14 generates re-
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encryption key generation keys rk;,1, rk;i,2,..., rk;,N shown

by the following formula using the private key sk; and the

public parameter par (ST3').

rkin = (X3in, Ysin) (n=1,2,...,N)

XSi,n

The communication unit 15 transmits the private key

I

r; — :
93n > Y5i,n - g5,ny2

sk; and the re-encryption key generation keys rk;,1,
rki,2,..., rk;,N in the temporary data storage unit 12 to

the re-encryption key generator 30 under the control of the
10 control unit 16 (ST4'). Incidentally, the communication
unit 15 may transmit, instead of rk;,1, rk;,2,..., rk;,N,

(tag;,rk:,1), (tags,rk;,2),..., (tagy,rk;i,N) to the re-

encryption key generator 30.
Similarly, if the identification information of the

15 decryption device 50 is assumed to be j, the key generation

unit 14 generates a private key skj=(xj,y;,2z5) of the
decryption device 50 and generates a public key

pki=(X3,Y15,Y25,25,215) of the decryption device 50 using the

private key skj.

X M . .
){j - g J , ‘37 1 j = g;]-yrj, T{-zz j - 5;23§7J,

— oZ] — Z 3
20
If, similarly as described above, the verification

processing using a formula (a7') described later is not

performed, data Y;; may be omitted. That is, the public

key pk; only needs to include data Xy, Yi5, Zj, Zi5.
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Further, the key generation unit 14 generates re-
encryption key generation keys rkj,1, rks,2,..., rky,N shown
by the following formula using the private key sk; and the

public parameter par (ST6').

Tk'j,n - (X3j,n7 )/5],??,) (n — ]-7 27 ey N)
X3j,n

The communication unit 15 transmits the private key

. .
g3n"’, K’Sj,n = .9'5,72?’,J

skj and the re-encryption key generation keys rkj, 1,
rks,2,..., rky,N in the temporary data storage unit 12 to
the decryption device 50 under the control of the control
unit 16 (ST7'). Instead of rkj,1, rky,2,..., rky, N, the
communication unit 15 may transmit, (tagi,rk;, 1),

(taga, rky,2),..., (tagn,rk;,N) to the decryption device 50.

(2) Encryption processing

Like in step ST21 in the first embodiment, the
encryption parameter generation unit 23 of the encryption
device 20 generates a key pair (ssk, svk) of the signature
key ssk and the verification key svk in the one-time
signature (ST21') and sets the verification key svk to the
encrypted data C; (Ci=svk).

The ciphertext generation unit 24 generates one
element from A;, A;,..., Ay as elements of the public
parameter par. It is assumed below that A, is selected.

The ciphertext generation unit 24 generates encrypted
data Czx, Cay, Czz, Czz1, C3, Cq below from a message meGr as

plaintext data using the random number r, the public key
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pk; of the re-encryption key generator 30, and the public

parameter par (ST22').

Cox = X", Coy =Y1", Coz =2Z;", Caz1 = 2y,
Cs = e(gangsn, 9)" - m, Ca = (u™* -v)"

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o as
shown in the following formula for the identification

information tag, of A, and the encrypted data C3, Cs based

A

on a signature generation function S of the public
parameter par and the signature key ssk generated in step

ST21' (ST23').

o = S(ssk, (tag,, Cs,Cy))

Incidentally, the ciphertext generation unit 24 may
generate the one-time signature o for the encrypted data Cs,
C, as data to be signed without including the
identification information tag, of A,. This also applies
to embodiments and modifications described later.

Thereafter, the ciphertext generation unit 24
generates ciphertext data Ci=(Ci, Czx,Cay,C2z,C221.,C3,Cyq, 0, tagn)
including all the above encrypted data C; to C4, the one-
time signature o, and the identification information tagn
of An.

If the verification processing in step ST41' and step
ST51' described later is omitted, the ciphertext data
Ci=(C1,Cax,C2vy,C2z,C221,C3,Cq¢,0) may be set as

Ci=(Cgx,C2v,C2z,C221,C3) by omitting verification data
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(C1,Cq4,0,tagn) that is not used for decryption. In this
case, processing to generate the verification data
(C1,Cq,0) is also omitted. However, if decryption
processing in a sixth modification described later is
performed, the ciphertext generation unit 24 adds the
identification information tag, of A, to the ciphertext
data C;.

In any case, the communication unit 22 transmits the
ciphertext data C; in the temporary data storage unit 21 to
the re-encryption device 40 under the control of the
control unit 25 (ST24').

(3) Re-encryption key generation processing

Assume that the decryption device 50 (in the example
of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
encrypted by using A, as an element of the public parameter
par is re-encrypted into ciphertext addressed to the
decryption device 50 (in the example of FIG. 8, for example,
the user A) (that is, the transfer of decryption right of
the ciphertext encrypted by using A, to the user A). The
decryption device 50 transmits the identification
information tag, of A, and a re-encryption key generation
key rk;,n of the decryption device 50 to the re-encryption
key generator 30. The communication unit 33 of the re-
encryption key generator 30 acquires and writes the

identification information tag, of A, and the re-encryption
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key generation key rkj,n of the decryption device 50 into
the temporary data storage unit 32 under the control of the
control unit 35 (ST31').

The re-encryption key generation unit 34 generates a
re-encryption key Rij,n as shown in the following formulas
using the random number 6, the private key sk; of the re-
encryption key generator 30 in the private key storage unit
31, the identification information tag, of A, and the re-
encryption key generation key rk;,n of the decryption
device 50 in the temporary data storage unit 32, and the

public parameter par (ST32').
Rijn = (Rijin, Rijon, Rijan)
7Tn($]+9)
Nl/z, = —F7—
(Xgim- g3 ) i=g "5
n (By; +6)
1y .
Rign = (Yain-g3n))Wi=g™ w
mn (5 +By;+9)

W1/z —
Risn = X3in Yain- g3 ) =g~ & .

In the above formulas, g; is rewritten and denoted by

Il

R@'jl,n

(4) Re-encryption processing
The re-encryption processing unit 44 verifies the
ciphertext data C; in the temporary data storage unit 42

using the public parameter par and the public key pk; of
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the re-encryption key generator 30 based on the following

verification formula (ST41').

e(Cax,u® -v) = e(X;, Cy),
e(Coy,u®t - v) = e(Yy3, C4),
e(Caz, utt - v) = e(Z;, Cy),
e(CzZl,ucl -v) = e(Z1;,C4),

”~

V(Cy,o. (tag,,,C3,Cy)) = 1.

... (ad)

If the identification information tag, of A, is not
included as data to be signed by the one-time signature o,
the fifth verification formula in the formula (a4) conducts
verification of the one-time signature ¢ by restricting
data to be signed to the encrypted data C;, C;. This also
applies to verification processing of the one-time
signature o described later.

The verification is successful if the five
verification formulas in the formula (a4) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST41' is skipped), the re-encryption
parameter generation unit 45 generates and sends out three
random numbers s,t,keZp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as

shown in the following formulas, re-encrypted data Cux’,
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1

Cox' 'y Coav', Cov'’, C2z’, Caz’’, Caz1’, Caz1’ ', Csx, Csy, Csz
using these random numbers s, t, k, the ciphertext data C;
stored in the temporary data storage unit 42, the re-
encryption key Rij,n, the public key pk; of the re-
encryption key generator 30, and the public parameter par
(ST42") .

Cox = Xi*, Cyx = Cox® = X", Chy =T1i!, Cy = C' =1/",
Cog = Zi*,Cyy = CQZk =7, Cyp = Zuk, Cozy = Con* = 2™,

CSX szln C5Y Rf»]?n CSZ R@]Bn

Incidentally, the re-encryption processing unit 44 may
select the re-encryption key R;;,n to be used in step ST42'
based on the identification information tag, of A,
contained in the ciphertext data C; transmitted in step
ST24 ' .

After step ST42' is completed, the re-encryption
processing unit 44 replaces encrypted data Cyx, Cav, Caz, Cazi
in the ciphertext data C; with all the above re-encrypted
data Cyx’ to Cs; and further adds the identification
information tag, of A, contained in the ciphertext data C;
transmitted in step ST24' to the re-encrypted data Cj.

That is,

Cy3=(Cy1,Cax’,Cox’ ' ,Coy’ ,Coy’ ' ,Caz’,Caz" " ,C2z1’ ,C221" ", Csx,Csy,Csz,C3,
Cs,0,tagy) is obtained. The re-encryption processing unit
44 writes the obtained re-encrypted data C; into the
temporary data storage unit 42.

If verification processing in step ST51' in decryption
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processing described later is omitted, the re-encrypted
data

Cy=(C1,Cox’,Cox’ ' ,Cay’,Cay’ ' ,Coz’ ,Coz’ ", C2z1’ ,C2z1’" ', Csx,Csy, Cs2, C3,
Cs4,0,tagn) may be set as
Cy=(Cox’’,Coy’’,Caz’ " ,Caz1’ " ,Csx,Csy,Cs2,C3) by omitting
verification data (Ci,Cax’,Cay’,Czz’,Ca2z1’,Cs,0,tagy) that is
not used for decryption. In this case, processing to
generate the verification data (Cax’,Cav’,Caz’',C2z1’) 1is also
omitted.

In any case, the communication unit 43 transmits the
re-encrypted data C; in the temporary data storage unit 42
to the decryption device 50 under the control of the
control unit 46 (ST43').

(5) Decryption processing

The decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in the
temporary data storage unit 52 using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 based on the following verification formulas (ST51').
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e(Chlx,u’" -v) = e(Cax, Cu),

e(Cay, u - v) = e(Cay, C),

e(Cl 7, uCt - v) = e(Chz, Cu),

e(Cyz1,u”* -v) = e(Cyz1,Cy),
e(Csz,Caz) = e(Csx, Cyx) - €(92, 93,n)%,
e(Csz,C9z1) = e(Csy, Coy) - €(9, 94,n)™,
V(Ci, 0, (tag,,C3,Cs)) = 1.

. (a7)
Instead of the fifth verification formula in the

formula (a7), the following verification formula may be
used.

e(Csz’ éz) (Csxa ) (gswg)

Also, instead of the fifth verification formula in the

formula (a7), the following verification formula may be
used.

5z:Laz 5% "e\Ly;583n ,
e(Csp i) =elCsx o) ellr85,)

In this case, the decryption processing unit 54

conducts verification using the public key pk; of the local

device 50.

Also, instead of the sixth verification formula in the

formula (a7), the following verification formula may be
used.

(Csza 221) (CSY’ )'e(g3,n’g1)xj

Also, instead of the sixth verification formula in the

formula (a7), the following verification formula may be

used.



10

15

- 66 -

e(CSZ’ 521) = e(Csyv éY) e(Xj, g4,n)

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The decryption processing unit 54 of the decryption
device 50 may select, based on the identification
information tag, of A, contained in the re-encrypted data C;
transmitted in step ST43', A, to be used in step ST51' from
Ay, Ay,..., Ay as elements of the public parameter par.

The decryption device 50 decrypts the ciphertext data
C; as shown in the following formula using the private key
sky of the local device 50 and the public parameter par to

obtain the message m {(ST52').

1
_ e(Csz,Caz) \v [ e(Csz,Coz) \ %
m = (3 1" ' "
3((75)(, 2X 6((75}’, 27

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g* and g; is rewritten and denoted by gP.

1
e(Csz,Cop) \ ¥ [ (C52,Cyp) \ %

C 2oy ¥ag) N\ 00 a1

e(Csx,Cox) )\ elCy, Cyy)

1 1
e(gnn(xﬁﬂyﬁ@)/zik) gzirk) Y 6( gnn(a:j+ﬂyj+0)/zik’ gazirk) 2

=3 6( g ((13]‘"!”6)/372'3’ gzirs) ' 8( gwn(ﬂyﬁ())/yit, gayirt)
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L 1
elg Pt g\ [elgmietPutd) gor) | o

e(gnn(zf+6)’gr) ' e(gwn(ﬁyf+0),gar)

=1 - e(9ang5m, 9)" [ (e(g,9)™"" - (g, g)™°") = m.

[Sixth modification]

In the fifth modification, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the first embodiment may also be changed to a
form in which the ciphertext data is decrypted without
being re-encrypted. In this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
in the present modification is the same as the key setup
processing in the fifth modification. Hereinafter, the
encryption processing and the decryption processing in the
present modification will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the fifth modification is only in the last step. To
provide a description by making use of the above symbols,
the identification information of the decryption device 50
is assumed to be i for the sake of convenience. In this
case, the communication unit 22 of the encryption device 20

transmits the ciphertext data C; in the temporary data
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storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies, like in step ST51'
in the first modification, the ciphertext data C; generated
by the encryption device 20 (ST51').

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52').

1

———— x.

m = C3 [ €(ga,ngsn, Cox)™
That the decryption result of the above formula

produces m can be checked by the following calculation.

1

m - 6(94,ng5,n, g) / 8(94,n95,n, Cox )=
1

=m - e(9ang5n,9)" | €(9a,ng5n, g™ ) s
=m-e(gangsn,9) /€(94ng5n,9) = m.

The decryption processing unit 54 of the decryption
device 50 may select, based on the identification
information tag, of A, contained in the ciphertext data C;
transmitted in step ST24', A, to be used in step ST52' from
Ay, Az,..., Ay as elements of the public parameter par.

[Seventh modification]

In addition to the sixth modification, as will be
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described below, the first embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the fifth modification respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

Like in step ST21 in the first embodiment, the
encryption parameter generation unit 23 of the encryption
device 20 generates (ssk, svk) (ST21') and sets the
verification key svk to the encrypted data C; (Ci=svk).

The ciphertext generation unit 24 generates one
element from A;, A,,..., Ay as elements of the public
parameter par. It is assumed below that A, is selected.

The encryption parameter generation unit 23 also
generates and sends out five random numbers r,s,t,k,eezp*
to the ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cax’',Cox’’, Coy’,Cav’’, Ca2z’,C2z’’, Caz1’,Coz’’,Csx,
Csy,Csz,C3,Cs below from a message meGr as plaintext data
using these random numbers r,s,t,k,0, the public key pk; of

the decryption device 50, and the public parameter (ST22').
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/ I rs o~ _ vt ool _ yort
Cox = Yoi°, Cox =Yai"°, Coy = X, Coy = X",
/o k " _vrk o~ _ vk - _ vk

C?Z - }/2] ? C?Z - YQJ 70221 “XJ ) CQZI — XJ ’

C3 = e(gangsm, 9)" - m, Cy=(u™*-0),

1 6+1
Csx = (94,n '93,n0)5 , Gsy = Bn b sz = (94,n '93,n9+1)

Pond Ll

After step ST22' is completed, like in step ST23 in

the fifth modification, the ciphertext generation unit 24
5 generates a one-time signature ¢ (ST23').

Thereafter, the ciphertext generation unit 24
generates ciphertext data C3=(C;,Cax’,C2x’’, Cavy’,Cav’' ',
Coz’,Coz' ", Caz1’,Caz1" " ,Csx, Csy,Csz,C3,Cq,0,tagn) including all
the above encrypted data C; to C; and the one-time

10 signature o and writes the obtained ciphertext data into
the temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit

15 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST51' in the fifth modification (ST51').

The decryption processing unit 54 of the decryption

20 device 50 may select, based on the identification
information tag, of A, contained in the ciphertext data C;
transmitted in step ST24', A, to be used in step ST51' from

A1, Ay,..., Ay as elements of the public parameter par.
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If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52').
A A
e(Csz,Ch5) % [e(Csz,Chy0) \ =
ﬂl==:(j3 (j : Cj m
e(Csx, 2X e(Csy, %

That the decryption result of the above formula

produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g% and g; is rewritten and denoted by g®.

1
e(Csz,Cyz) \ ¥ [€(Cs2,Cop) \ =
(C5X7 QX) e(C5Y7 gy)

S -

Cs

S =

6( gnn(1+a+0) /k’ gﬁyjrk) ( gnn(1+a+9 [k z,rk
= (3 elgmnlatD)]s, ghusrs) ' (gnn(0+1 Jt, g
e<gﬂ”n(1+a+6)7gﬂ'l’) e(grrn 1+a+0
= (3 e(gwn(a+0))gﬂr) . e(g™ (6+1) g

(
=m-e(ggngsn, 9)/(e(g,9)™"" - e(g,9)™") = m.

(Second embodiment)
In the present embodiment, an example of updating a
re-encryption key in the first embodiment at certain

intervals will be described. A time parameter L is used as
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a parameter representing a period. The time parameter is
used in, of key setup processing, encryption processing,
re-encryption key generation processing, re-encryption
processing, and decryption processing, the encryption
processing, the re-encryption key generation processing,
and the re-encryption processing. The time parameter is
used such that if, for example, encryption processing is
performed in a certain period t;, the encryption processing
described later is performed by setting L=t; and if
encryption processing is performed in the next period tg,
the encryption processing described later is performed by
setting L=t,. That is, encryption processing, re-
encryption key generation processing, and re-encryption
processing are performed by periodically changing the time
parameter. Hereinafter, key setup processing, encryption
processing, re-encryption key generation processing, re-
encryption processing, and decryption processing in the
present embodiment will be described. Portions common to
the aforementioned first embodiment may or may not be
described by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key
generator 10 generates a public parameter par in the same
manner as in the first embodiment or acquires the parameter
from outside (ST1). If the identification information of a
re-encryption key generator 30 is i, a key generation unit

14 randomly selects elements x;, vi, 2Zi, w; of Zp* from Zp*
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and sets a private key ski=(x;,V¥i,Zi,w;) of the re-
encryption key generator 30. Then, the key generation unit
14 generates a public key pk;=(X;,Y1i,Y2i,2;,21;,W;) of the
re-encryption key generator 30 using the private key sk;
and the public parameter par.

zi=g", Z1i=gfi, Wi=g'l

When verification processing using a formula (a6')
described later is not performed, data Y;; may be omitted.
That is, the public key pk; only needs to include X;, Yii,
2y, Z1i, W;i.

Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(Xs3i,Y¥Ys:;) using the
private key sk; and the public parameter par (ST3).

X3i=g3™ 1, Y5i=g5’1

Similarly, if the identification information of a
decryption device 50 is j, the key generation unit 14
randomly selects elements x;, yj, zj, w; of Z,” from 2,” and
sets a private key sk;=(x;,vy,25,w3) of the decryption
device 50. Then, the key generation unit 14 generates a
public key pkj=(Xy,Y15,Y25,24,215,W;) of the decryption device
50 using the private key sk; and the public parameter par.
X]

Xj=g™, Y1j=g17), Y2j=g27],

Z 1 :
Zi=g"l, Z15=g1%), W;=g

If, similarly as described above, the verification
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processing using a formula (a6') described later is not
performed, data Y,; may be omitted. That is, the public
key pk; only needs to include Xy, Yi5, Zj, Zi15, Wj.
Further, the key generation unit 14 generates a re-
encryption key generation key rks=(X3j,Y5]) using the

private key skj and the public parameter par (ST6).
bp— X1 ¢ 37.
X3]——~g3 ], Y5J g5 ]

(2) Encryption processing

Like in step ST21 in the first embodiment, an
encryption parameter generation unit 23 of an encryption
device 20 generates (ssk, svk) (ST21) and sets the
verification key svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also
generates and sends out a random number reZ,” to a
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cux, Czy, Cyz, Cazi1, Cyr, Ci, Cs below from a message meGr
as plaintekt data using the random number r, the public key
pk; of the re-encryption key generator 30, the public

parameter par, and the time parameter L (ST22).

Cox = Xi", Coy =Y, Coz =2, Coz1 = 24,
Cor = Fy(L)", C3 = e(gags,9)" -m, Cy = (u™* -v)’

The function Fi (L) is defined as shown below.

Fi(L) sz'W' :gL+wz’ (L EZ;)
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As a method of acquiring the time parameter by the
encryption device 20 (or the re-encryption key generator 30
described later), for example, the following method may be
used. Some entity (for example, a server Sv in FIG. 8, a
server separate from the server Sv, a user administrator, a
group administrator, an administrator separate from the
user administrator and the group administrator, a user A, a
user B, a user B, or a user separate from the users A to C)
holds a time parameter generation device (not shown) that
generates a time parameter and the time parameter
generation device notifies the encryption device 20 (or the
re-encryption key generator 30) of a time parameter.
Alternatively, a function in which the input is a time and
the output is a time parameter may be defined to generate a
time parameter using the time and the function. In this
case,.the encryption device 20 (or the re-encryption key
generator 30) may use an output value of the function using,
as input, information based on the time when encryption
processing (re-encryption key generation processing) is
performed (for example, a value obtained by converting the
date when encryption processing (re-encryption key
generation processing) is performed into a number) as a
time parameter L, which obviates the need to acquire a time
parameter from another device. Alternatively, the key
generator 10, the encryption device 20, the re-encryption
key generator 30, a re-encryption device 40, or the

decryption device 50 may generate a time parameter to
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notify devices other than the relevant device (that has
generated the time parameter) of the time parameter. The
re-encryption key generator 30 acquires, as will be
described later, a re-encryption key generation key of the
decryption device 50 from the decryption device 50 and when
acquiring the re-encryption key generation key, may also
acguire a time parameter from the decryption device 50. 1In
this case, the decryption device 50 may acgquire a time
parameter from one. of the above methods. This also applies
to embodiments and modifications described later.

The time parameter does not necessarily have to be a
parameter related to a time such as a time or date and may
be, for example, a number obtained by converting a
character string or a numerical value such as a random
number. Similarly, the input into the above function may
be a number obtained by converting a character string or a
numerical value such as a random number. Thus, the value
of a time parameter may be unrelated to time. This also
applies to embodiments and modifications described later.

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o as
shown in the following formula for the time parameter L and

the encrypted data C3, C; based on a signature generation

function § of the public parameter par and the signature

key ssk generated in step ST21 (ST23).

A

o = S(ssk,(L,C3,Cy))

Incidentally, the ciphertext generation unit 24 may
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generate the one-time signature o for the encrypted data Cs,
C; as data to be signed without including the time
parameter L. This also applies to embodiments and
modifications described later.

Thereafter, the ciphertext generation unit 24
generates ciphertext data Ci=(L,Ci,C2x, Cay: Caz,Coz1, Cor, Cs,
Cs,0) including the time parameter L, all the above
encrypted data C; to C4, and the one-time signature o and
writes the obtained ciphertext data into a temporary data
storage unit 21.

A communication unit-22 transmits the ciphertext data
C; in the temporary data storage unit 21 to the re-
encryption device 40 under the control of a control unit 25
(sT24) .

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.

A communication unit 33 of the re-encryption key generator
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30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31) .

5 A random number genefation unit 36 generates and sends
out three random numbers 6,6x,6yeZ{ to a re-encryption key
generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Rij;, as shown in the following formulas
10 using the random numbers 6, &x, 0y, the private key sk; of
the re-encryption key generator 30 in a private key storage
unit 31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,

the public parameter par, and the time parameter L (ST32).
15 Risn= (Rijn1, Rijr2, Riju3s Rijuas Rijos)

.

Rijin = (X3; - g3) /= - glbtvwae = g ,

| 7(By;+6) .

01y | (L+w;)d — +(L+w; )4,
Rijra = (Y; - g3*) /¥ - glHvd = g™, (Lwildy,
7(z;+By;+6)

— 0l/z; __ oy
RfijL3"“(X3j'Y5j'93>/ =g t ;
Rijra = g7, Rijis = 1% = g™%%

In the above formulas, g; 1s rewritten and denoted by

T, +0
%—)‘"}‘(L“{"wz’)ém

g* and g; is rewritten and denoted by g’.
(4) Re-encryption processing
20 A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data C; in a
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temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public

key pk; of the re-encryption key generator 30 based on the

following verification formula (ST41).

e(Cax,ut? - v) = e(X;, Cy),
e(Cay,u"t - v) = e(Y1;, Cy),
e(Caz,u" - v) = e(Z;, Cy),
e(Caz1,u™ - v) = e(Z14, Cy),
e(Cop,u®t - v) = e(Fy(L), Cy),
V(Ci,0,(L,C5,C4)) = 1.

If the time parameter L is not included as data to be

. {(ab)

signed by the one-time signature o, the sixth verification
formula in the formula (a5) conducts verification of the
one-time signature o by restricting data to be signed to
the encrypted data C;3, C4. This also applies to
verification processing of the one-time signature o

described later.

The verification is successful if the six verification
formulas in the formula (a5) all hold and fails if any one
of the six formulas does not hold.

If the verification is successful (or the verification

processing in step ST41 is skipped), a re-encryption
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parameter generation unit 45 generates and sends out four
random numbers s,t,k,heZp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cax’,
Cox’" ", Cov’, Cov'', Caz', C2z2"', Cozma’, Coma’ ', Cop’, Cor’’, Csx,
Csy, Csz, Cspx, Cspy using these random numbers s, t, k, h,
the ciphertext data C; stored in the temporary data storage
unit 42, the re-encryption key Rij., the public key pk; of
the re-encryption key generator 30, and the public

parameter par (ST42).
! t i t t
Cox = X%, Coy = Cox® = X", Coy =¥4i", Coy = Coy' =11/,
! k k At k k k
Coz =2 ,Chp = Cog" = 2™, Chy = 20, Chipy = Cogt* = 24",
! h i h h
or = Fi(L)",Cop = Cop" = Fy(L)™,
1 1
Csx = Rijris, Csy = Rijrat, Csz = Rij13%,

1
Csrx = Rijra®, Csry = Rijis

&=

P L

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(L,C1,Cox’,Cox’ ", Cay’,Coy’ ' ,Caz’,Caz" " ,Coz1",Caz1” ", Cop’ ,Cop'’,C
sxs Csy, Csz, Csrx, Csry, C3,Cq, ) by replacing the encrypted data
Cax, Cav, Caz, Cazi, Cyr in the ciphertext data C; with all the
above re-encrypted data Cux’ to Cspy and writes the obtained
ciphertext data C; into the temporary data storage unit 42.

A communication unit 43 transmits the re-encrypted

data C; in the temporary data storage unit 42 to the
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decryption device 50 under the control of a control unit 46
(ST43) .
(5) Decryption processing
A decryption processing unit 54 of the decryption
5 device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key skj of the local
device 50 in a private key storage unit 51 and the public
parameter par in the temporary data storage unit 52 based
on the following verification formulas (ST51).
e(Cyx,u”" -v) = ¢(Cix, Ci),
e(Coy,utt -v) = ¢(Chy, Cy),
(0227 b ) = e(Cyz, Cu),
(G 221, U 'U) = e(C.’IZZl) 04))
e(Cngu ) = ¢ éF’C4)
¢(Csz,Caz) - e(Csrx, Cyp) = e(Cox, Cax) - €(92,93)%,
e(Csz, Cyz1) - e(Csry, Cor) = e(Csy, Cay) - €9, 94),
V(C1,0,(L,C3,Cy)) =

10 ... (ab)

]

Instead of the sixth verification formula in the

formula (a6), the following verification formula may be

used.
e(Csz,Caz) - eCsrx, Cop) = e(Csx, Cox) - elgs, 9)%.

15 Also, instead of the sixth verification formula in the
formula (a6), the following verification formula may be

used.
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e(Csz,Coz) - e(Csrx, Cop) = €(Csx, Cox) - €(Yaj, 93)- -

In this case, the decryption processing unit 54

.(as6’)

conducts verification using the public key pkj of the local
device 50.
Also, instead of the seventh verification formula in

the formula (a6), the following verification formula may be

used.
e(Csz,Cyz1) - e(Csry, Cop) = e(Csy, Cay ) - €(g3, 61)™.

Also, instead of the seventh verification formula in
the formula (a6), the following verification formula may be

used.
e(Csz,Caz1) - e(Csry, Cop) = e(Csy, Cay) - (X5, 94).

In this case, the decryption processing unit 54
conducts verification using the public key pk;j of the local
device 50.

The verification is successful if the eight
verification formulas in the formula (a6) all hold and
fails if any one of the eight formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (STH2).
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1

- / (e(Csz,C£'z)-6(CsFX, éﬁv))w_(e((fsz, a71) - €(Cry, é’p))@
; e(Csx, Cly) e(Csy, Cly)

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g* and g; is rewritten and denoted by gP.
1

1
o / (e(05z, 27) - e(Cspx, 5’1@))%“(8(052, 271) - e(Csry, ﬁ'p))“’i

e(Chx, Cyy) e(Csy, Cay)

1
[/ (e +hy40) ; W t(z;46y;40) n
4 B2 (L ! - arky (o (Db \
c/ o 7 ) elg g T ey o) g gLt
g 3 M

(r(2;46) /24 (L) (ﬂ(ﬁyz’+9)/'!li)+(L+"’i)511 ,
U g v )

\( 1 1
e(grr(xﬂﬂyﬁé)’ gr)'e(gz"éx, g(L+wi)r) y]" e(gn(zﬁﬁyfrﬁ)’ g(ﬁ").e(gﬂyiéy, g(L+wi)r) 5
6( gfr(xﬁg)w"(Leri)Iin, gf) g(g”(ﬂij)%(mwi)yi&y, ga’)

\
_ T Tir )mr) _
=m-e(gags, )" /(e(g,9)™" - e(g,9)"") = m.

In the present embodiment, the order of processing may
be changed when appropriate. For example, the order of the
decryption processing and the ciphertext verification
processing may be changed. Similarly, the order of the re-
encryption key generation processing may be changed to
before the encryption processing.

According to the present embodiment, as described

above, due to the configuration of generating the re-

encryption key Ris;, based on the random numbers 6, dx, dy,



10

15

20

25

- 84 -

the re-encryption key generation key rk;, and the time
parameter L, in addition to the effects of the first
embodiment, whether to transfer the decryption right can be
decided in each period so that finer access control can be
exercised. Accordingly, even if the decryption right of
ciphertext for the transfer source (in the example of

FIG. 8, the group administrator) is once transferred to the
transfer destination (in the example of FIG. 8, for example,
the user A) in a certain period, it is possible not to
grant the decryption right of the ciphertext for the
transfer source to the relevant transfer destination, that
is, the decryption right of the transfer destination (of
the ciphertext for the relevant transfer source) can be
invalidated in the next period and therefore, a file
sharing system whose convenience is further improved can be
provided.

[Eighth modification]

In the second embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the second embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be

performed. The key setup processing in the present
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modification is the same as the key setup processing in the
second embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the second embodiment is in the last step only. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i1 for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').
e(Cax,u* - v) = e(g, Ca)™,
e(Coy,u’? - v) = e(g1, Ca)¥,

e(Caz,u®r -v) = e(g, Cq)™,
e(Caz1,u“* - v) = e(g1, Ca)™,
e(Cor,ut -v) = e(g, Cu)* ™7,
V(C1,0,(L,C3,Cy)) = 1.

Incidentally, the decryption device 50 may verify the
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ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the six verification
formulas shown above all hold and fails if any one of the
six formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local

device 50 and the public parameter par to obtain the

message m (STh2').
21
m = C3 / e(gags, Cax )=

That the decryption result of the above formula

produces m can be checked by the following calculation.

1
m - 6(9495, g9) / e(gags, Cax )i

=m - e(gags,9)" / e(gags, g=") =

=m - e(gags, 9)"/e(gags, 9)" = m.

[Ninth modification]

In addition to the eighth modification, as will be
described below, the second embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup

processing, encryption processing, and decryption
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processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the second embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

Like in step ST21 in the first embodiment, the
encryption parameter generation unit 23 of the encryption
device 20 generates (ssk, svk) (8T21') and sets the
verification key svk to the encrypted data C; (Ci=svk).

The encryptioh parameter generation unit 23 also
generates and sends out eight random numbers r,s,t,k,h,
6,0x,8yeZ,” to the ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cpx', Cax'', Cav', Coy'’', C2z', C2z'', Cazma’, Coazm'', Cor',
Cor’’, Csx, Csy, Csz, Cspx, Cspy, Ci3, Cy below from a message
meGr as plaintext data using these random numbers r, s, t,
k, h, 6, dx, dy, the public key pk; of the decryption

device 50, the public parameter, and the time parameter L

(ST22").
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Cyx = Yai®, Cix = Yai*, Coy = Xjt, Gy = X,

,Z _ ngk, C.‘,ZIZ — Yzjrk, CéZl — X]_ C N = X rk
Cyr = F5(L)", Cp=F(L)"™

Cs = e(gags, 9)" - m, Cy= (uF -v)",

1 7r(cx+8)+(L+wj)6y

Csx = (94 -g3° - Fj(L)%)s = ¢ E ,
c 1 7((1+9)+(L+wj)5m

Csy = (g3' 10 - Fj(L)™)t =g : ,
1 w(a+1+86)

Csz = (94 - g3l+9)’° =g *k

oy Sz
Csrx = (Y25) 7, Cspy = (Xj)7
After step ST22' is completed, like in step ST23, the
ciphertext generation unit 24 generates a one-time
5 signature o.
Thereafter, the ciphertext generation unit 24
generates ciphertext data Cij=(L, C;, Czx’, Cax’'’, Coy’, Caxv'’,
Caz’, Caz’'', Caz1’, Caz1”',Cor’, Cor’’, Csx, Csy, Csz, Cspx, Csry,
C3;, C4, ©) including the time parameter L, all the above
10 encrypted data C; to C; and, the one-time signature o and
writes the obtained ciphertext data into the temporary data
storage unit 21.
The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the

15 decryption device 50 under the control of the control unit

25 (ST24").
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The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step 8T51 (ST51'). 1If the verification is successful
(or the verification processing in step ST51' is skipped),
5 the decryption device 50 decrypts the ciphertext data Cj as
shown in the following formula using the private key skj
and the public parameter par to obtain the message m

(ST52") .

_ / (e(Csz,Cé’z)f(Csm 2F)) ((Csz» az) - e(CsFy, é’p));f
ﬂl—»C% :

e(Csx, Cyy) e(Csy, Cyy)

10 That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g% and g; is rewritten and denoted by gP.

L 1
03 e(Cs. Cyz) - elCorx, Cop) ¥ (€(Csz,Cop)  e(Csry, Cyp) \

el "
G(C%X, QX) e(C%Y7 QY)
1 1
w{o+140) By;d, v aletl40) x5y z;
__03/ L I R i A R A R i A
- dutl)=(Ltw)ey ' {140+ w,)be
oy gt I )

15
(g {at146) y 7) (gﬁdy g\ij) ) e(gﬁ(‘””o),gr}'e(g g(LHLJ) )

=( : _
’ e(gﬂ(“w) (L‘*'wj)oy) gﬁ’") e(gﬂ(l+9)+(1’+wj)‘)x , g’”)

=m-e(gugs, 0)"/(e(g,9)™" - e(g,9)™) = m.

(Third embodiment)
In the present embodiment, an example of omitting the

20 encryption function shown in the second modification in the
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first embodiment will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment may or may not be described by using the same
reference signs.

(1) Key setup processing

First, a public parameter generation unit 13 of a key

generator 10 generates a public parameter

par = {\ p,G,Gr,9,91, 92, 93, 94, u, v, Sig}

based on a security parameter A stored in a key generation
parameter storage unit 11 in advance or acquires the public
parameter from outside (ST1).

Here, g:=g” and gu.=g:".

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements X;, yi, zi of 2, from Z,” and sets a
private key ski=(xi,vi,zi) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(Xji,Y1i,2:i,21:) of the re-encryption key
generator 30 using the private key sk;j and the public
parameter par.

Xj=g*l, Yij=g1¥1, Zj=¢"l, Z1;=g1%

Further, the key generation unit 14 generates a re-

encryption key generation key rki=(Xs3;i,Y2;) using the
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private key sk; and the public parameter par (ST3).

X3i=g3"l, Ygj=gg’l

Similarly, if the identification information of a
decryption device 50 is j, the key generation unit 14
randomly selects elements xj, yj, z; of Z,” from z,” and sets
a private key skiy=(xj,¥5,25) of the decryption device 50.
Then, the key generation unit 14 generates a public key
pki=(X5,Y145,25,215) of the decryption device 50 using the

private key sk; and the public parameter par.
— %] — o Vi — 2] — 5121
Xj=g J, Y1;7817), 2= 7, Z1;=81"]
Further, the key generation unit 14 generates a re-

encryption key generation key rki=(Xsj,Y¥Y25) using the

private key sk; and the public parameter par (ST6).
D X —oan Yl
X3J—-—g3 J,Y2J——g2 ]

(2) Encryption processing

Like in step ST21 in the first embodiment, an
encryption parameter generation unit 23 of an encryption
device 20 generates (ssk, svk) (8T21) and sets the
verification key svk to the encrypted data C; (Ci=svk).

. The encryption parameter generation unit 23 also
generates and sends out a random number reZ,” to a
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted

data Cux, Cay, Cizz, Czz1, C3, C4 below from a message meGr as

plaintext data using the random number r, the public key
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pk; of the re-encryption key generator 30, and the public

parameter par (ST22).

Cox =X, Coy =Y, Coz =2, Cog1 = 74y,
Cs =e(gaga,9)" -m, Cy = (usvk )"

After step ST22 is completed, like in step ST23 in the
first embodiment, the ciphertext generation unit 24

generates a one-time signature o for the encrypted data Cs,

A

C, based on a signature generation function § of the
public parameter par and the signature key ssk generated in
step ST21 (ST23).

Thereafter, the ciphertext generation unit 24
generates ciphertext data C;=(Ci, Cax,C2v,C2z,Caz1,C3,C4,0)
including all the above encrypted data C; to Cs; and the
one-time signature ¢ and writes the obtained ciphertext
data into a temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (8T24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user

A) (that is, the transfer of decryption right of the
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ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

A random number generation unit 36 generates and sends
out a random number eezp* to a re-encryption key generation
unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key R;; as shown in the following formulas
using the random number 6, the private key sk; of the re-
encryption key generator 30 in a private key storage unit
31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,
and the public parameter par (ST32).

Rij5=(Rij1,Rij2,Rij3)

R

I
N
&
N

<>

p
-
~

8

|

Q

8

In the above formulas, g; is rewritten and denoted by
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(4) Re-encryption processing

A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par and the public key pk; of the re-encryption key

generator 30 based on the following verification formula

(ST41) .

e(Cox,u’r -v) = e(X;, Cy),
e(Cay,u®" - v) = e(Y1;, Ca),
e(Coz,u’r - v) = e(Z;, Ca),
e(Caz1, u®* -v) = e(Z1;, Cy),
V(Cy,0,(Cs,C4))

The verification is successful if the five
verification formulas shown above all hold and fails if any
one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out three
random numbers s,t,kezp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cyx’,
Cox"', Covy’, Cov’ ', Caz', C2z’’, Cazi’, Caz1’', Csx, Csy, Csz

using these random numbers s, t, k, the ciphertext data C;
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stored in the temporary data storage unit 42, the re-
encryption key R;ij, the public key pk; of the re-encryption

key generator 30, and the public parameter par (ST42).
Coy = X%, Oy = Oox* = Xi", Coy =V4i", Coy = Coy' = 14",
Cyp = ZiF,Chy = Cygt = B, Chpy = Ini¥, Chpy = Cogt® = 2™,
Csx = Rijli', Csy = Ra’j2%> Csz = Ryj3

After step ST42 is completed, the re-encryption

x|

processing unit 44 generates re-encrypted data
C3=(C1,Cox’ ,Cox’ ' ,Coy’,Cay" ", C22" ,C2z" " ,C2z1" ,C2z1" ", Csx, Csy, Cs2, C3,
Cs4,0) by replacing the encrypted data Cyx, Cay, Caz, Cazi in
10 the ciphertext data C; with all the above re-encrypted data
Cyx' to Csz and writes the obtained re-encrypted data Cj
into the temporary data storage unit 42.
A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
15 decryption device 50 under the control of a control unit 46
(ST43) .
(5) Decryption processing
A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in a temporary
20 data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51 and the public
parameter par in the temporary data storage unit 52 based

on the following verification formulas (ST51).
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e(Cyx,u®t -v) = e(Cyx, Ca),

e(Chy, uCt - v) = e(Chy, Cys),
e(Cyz,u - v) = e(Cyz, Cy),

e(Cngv u“ V) = €(C§Zb Cy),
e(Csz,Cyz) = e(Csx, Cox) - e(g2, 9)¥,
e(Csz,Co71) = e(Csy, Céy) -e(g,94)™,
V(Ci,0,(Cs,Cy)) = 1.

I

... (bl)
Instead of the sixth verification formula in the
formula (bl), the following verification formula may be

used.

e(Csz,Ch71) = e(Csy, Cay) - e(Xj, g4).

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the seven
verification formulas in the formula (bl) all hold and
fails if any one of the seven formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key sk;j of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).
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1
e(Csz,Cyz )yj : (e(CSZ’ 7)) %
e(Csx,Chy) e(Csy,

m = (s

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g% and g is rewritten and denoted by gP.
1
o) | (Lot >) JEC A
e(C%Xﬁ(jéX) G(C%yg gy)
L 1y
(1rx9+ﬂ1/,+0)/zz ZmTk Yj (ma;+Byj+0)/zik azrky \ <5
_03/ <g (nz; +9)/:1: ;TS ) ' 6(9 (By;+0) /y;t ’g-t )
elg\ NS ’) e(gPHThIuiE, gewirt)

ot

/

\

.

e(gﬂrj+ﬂyy+0’gr) ﬁ? e(gﬂxj+ﬂyj+67gar) i%
e(g™ 0 ) U e(gPutt, gar)

=(C3/ {

=m-e(gag2,9)" /(e(g,9)" - e(9,9)™) =

According to the present embodiment, as described

above, due to the configuration of generating the re-

encryption key Rij based on the random number 6 and the re-

encryption key generation key rky, effects similar to those

in the first embodiment can be obtained.

Also according to the present embodiment, as described

above, due to the configuration of omitting gs in the first

embodiment, the data size of the public parameter and

public key can be reduced when compared with the embodiment
shown in the first embodiment. Also according to the

present embodiment, the amount of computations needed for
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key setup processing can be reduced when compared with the
embodiment shown in the first embodiment.

[Tenth modification]

In the third embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the third embodiment may be changed to a form in
which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
third embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the third embodiment is in the last step only. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the

control of the control unit 25 (ST24').
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The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').

e(Cox, u™ -v) = e(g, Ca)™,
e(Coy, u®t -v) = e(g1, Ca)¥",
e(Caz,u™ -v) = e(g, Ca)™,
e(Cez1,u"t - v) = e(g1, Ca)™,
V(C1,0,(Cs, Cy)) = 1.

... (b2)

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41l.

The verification is successful if the five
verification formulas in the formula (b2) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (STH52').

1
m = C3 / e(gsg2, Cax) ™
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That the decryption result of the above formula

produces m can be checked by the following calculation.

1
m - e(g492,9)" / €(gaga, Cax )7
1

=m - e(gsg2,9)" / e(gag2, 9"

=m - e(gag2,9)" /e(9492,9)" = m.

(Fourth embodiment)

In the present embodiment, an example of updating a
re-encryption key in the third embodiment at certain
intervals will be described. Hereinafter, key setup

10 processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment or second embodiment may or may not be described

15 by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key
generator 10 generates a public parameter par in the same
manner as in the third embodiment or acquires the parameter

20 from outside (ST1l). If the identification information of a
re-encryption key generator 30 is i, a key generation unit
14 randomly selects elements xi, yi, zi, wi of Z, from Z,
and sets a private key ski=(x;i,yi,zi,wi) of the re-

encryption key generator 30. Then, the key generation unit
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14 generates a public key pk;=(X;,Y1i,2Zi,21i,W;) of the re-
encryption key generator 30 using the private key sk; and

the public parameter par.

— X4 _ 1 S
:>(i — 8 ]" ‘Yr]_i ___é;].371, 251 "_'ggzzly

. — Z 1 L — Wy
Z1i=¢g171, Wi=g'1
Further, the key generation unit 14 generates a re-

encryption key generation key rk;=(Xsz;,Y2:) using the

private key sk; and the public parameter par (ST3).

=goXi =goVi
X3i=g3"l, Yoi=g2
Similarly, if the identification information of a
decryption device 50 is j, the key generation unit 14
randomly selects elements x;, Yy, zj, wj of 2,” from 2,” and
sets a private key skj=(xj,y;j,2zj,w;) of the decryption
device 50. Then, the key generation unit 14 generates a
public key pkj=(Xj,Y15,24,215,W;) of the decryption device 50
using the private key sk; and the public parameter par.
. T— . Sm—— y. . — Zj
)<J — £ ’ Tft[] — &1 J) ZZJ'——gg ’
2] W= ]
ZlJ““gl J, j— 8
Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(X35,Y23) using the

private key sk; and the public parameter par (ST6).
D X R -
X3J——-g3 ], Yzj—gg ]

(2) Encryption processing
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Like in step ST21 in the first embodiment, an
encryption parameter generation unit 23 of an encryption
device 20 generates (ssk, svk) (ST21l) and sets the
verification key svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also
generates and sends out a random number reZ{'to a
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cyx, Cuv, Caz, Caz1, Car, Ci3, C4 below from a message meGq
as plaintext data using the random number r, the public key
pki of the re-encryption key generator 30, the public

parameter par, and a time parameter L (ST22).

Cox =Xi', Coy =Y1", Coz = 2", Copy = 72y,
Cor = F(L)", Cs = e(gag,9)-m, Cy= (u™* -v)"

The function Fi (L) is defined as shown below.

Fy(L) = g% - Wi = g™ (L € )

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o as
shown in the following formula for the time parameter L and
the encrypted data C;, C; based on a signature generation

function S of the public parameter par and the signature

key ssk generated in step ST21 (ST23).

~

g = S(Ssk, (L, Cg, 04))

Thereafter, the ciphertext generation unit 24



10

15

20

25

- 103 -

generates ciphertext data Ci=(L,Ci,Cax,Cav,C2z,C221,Cor,C3,
Cs,0) including the time parameter L, all the above
encrypted data C; to C4, and the one-time signature o and
writes the obtained ciphertext data into a temporary data
storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (8T24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

A random number generation unit 36 generates and sends

out three random numbers e,éx,éyeZp* to a re-encryption key
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generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key R;j; as shown in the following formulas
using the random numbers 6, &x, 8y, the private key sk; of
the re-encryption key generator 30 in a private key storage
unit 31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,
the public parameter par, and the time parameter L (ST32).

Ri51= (Rijz1, Risn2, Riju3s Rijra, Rijs)
L. +6
—L— (L w;) s

Riji1 = (Xa; - ')/ - g+ee = g7 ,

By,;+6
O1/y;  (L+w;)s —L— 4 (L+w;)6
Rijra = (Yo - g")/% - g+ = g7 ',

72518y ;40

RfijL3:(X3j'Y2j‘99)1/zizg “

idm — i5 PN / iJ
Rijra = g%, Rijis = 1% = g™%%

In the above formulas, g; is rewritten and.denoted by
g® and g, is rewritten and denoted by g®.

(4) Re-encryption processing

A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public
key pk; of the re-encryption key generator 30 based on the

following verification formulas (ST41).
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e(Cax,ut? - v) = e(X;, Cy),
e(Cay, u®t -v) = e(Y1s,Cy),
e(Caz,u®? - v) = e(Z;, Cy),
e(Coz1,u“t - v) = e(Z13, Ca),
e(Cor,u®t - v) = e(F;(L), Cy),
V(Ci,0,(L,Cs,Cy)) = 1.

The verification is successful if the six verification
formulas shown above all hold and fails if any one of the
six formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out four
random numbers s,t,k,hezp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cix’,

Cox" ", Cov', Cov'', Caz', Coz'’, Caz1’, Coz1’’, Cor’, Cor’’, Csx,
Csy, Csz, Cspx, Cspy using these random numbers s,t,k,h, the
ciphertext data C; stored in the temporary data storage

unit 42, the re-encryption key Ri;i., the public key pk; of

the re-encryption key generator 30, and the public

parameter par (ST42).
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t 1 t t

ox = Xi*, Cox = Cox® = X7, Coy =Y4i", Cyy = Coy" =Yy,

/ k ~mn k k / k " k k
Coz=2i",Cyp =Coz" = 2;"", Cypy = 2ni", Cyz1=Cozm" = 2y,
/ h -~ h rh

or = Fi(L)", Cop = Cor” = F(L)",

1 1 |
Csx = Rijis, Csy = Rijpat, Csz = Rijr3*,

1 1
Csrx = Rijpa*,Cspy = Rijrs™

Eoad 2

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(L,C1,Cox’ ,Cox" ", Cay’,Coy’ ' ,C2z" ,C2z" " ,Caz1’,C221’’,Cor’ ,Cor’’,C
5%, Csy, Csz, Csepx, Csey, C3,Ca,0) by replacing the encrypted data
Cox, Cav, C2z, Caz1, Car in the ciphertext data C; with all the
above re-encrypted data Cyx’ to Cspy and writes the obtained
ciphertext data into the temporary data storage unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the contreol of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51 and the public
parameter par in the temporary data storage unit 52 based

on the following verification formulas (STbl).
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e(Cax,u” -v) = e(Cyx, Cu)
e(Cé’y,uCI- v) = e(Cay, Cu),
e(Cyz, u® ) = ¢(Cyz,Cy),
)
)

I

€
e(Cyz1,u - ) e(Caz1,Cu),
e(Cop, u” v) = e(Cyp, Ci),
e(Csz,Caz) - e(Csrx, Cop) = €(Csx, Cox) - €(g2, 9)%,
¢(Cs2,Cyz1) - e(Csry, Cop) = e(Csy, Cay) - €(9, 94)™,
V(Cy,0,(L,Cs,Cy)) = 1.

. (b3)
Instead of the seventh verification formula in the
formula (b3), the following verification formula may be

used.
e(Csz,Cyzy) - €(Csry, Cap) = e(Csy, Coy) - €(X;, a)-

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the eight
verification formulas in the formula (b3) all hold and
fails if any one of the eight formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decrypﬁion
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).
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1 1
m=C; / (e(Csz,Cé’z)'e(Cst, gp))”ﬁ(e(csz, 21)"€(Csry, :'z’p))%‘

e(Csx,Coy) e(Csy, Chy)

That the decryption result of the above formula

produces m can be checked by the following calculation.
In the following calculation, g: is rewritten and

denoted by g* and g; is rewritten and denoted by gf.

—L e
C3/ ( (0527 ) (C5FX7C§/F))yj ( (C5Z, 221) (C5FY7C§[F)):J'

(C%Xa QX) (C%Y7 gy)
( m,ﬂ?yﬁe 51]_ - -+ﬂy-+0 y mi
. -ty
0 do”# ™). (gh g(L‘HUz)Th) | e(g—L_i-zik )l g(L+w,)rh) j
- frej 16 Ewiie ((By; +0) /w3 )+ (L ws)ly
elg ! ) e(g“‘““?““’—’gay,-rt)

1
z

1
gt ) ol M) | [l ) g g T | 9

=( ; | :
3 . (gmj 14 +( L +w¢)ribz, gr) e(gﬁyj +0+(L+?Ui)yi()y) gOlT )

=m - e(gaga, )" /(e(g,9)"" - e(g,9)™") = m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;y, based on the random numbers 8, 3y, dy,
the re-encryption key generation key rkj, and the time
parameter L, in addition to the effects of the third
embodiment, whether to transfer the decryption right can be
decided in each period so that finer access control can be

exercised. Accordingly, even if the decryption right of
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ciphertext for the transfer source (in the example of

FIG. 8, the group administrator) is once transferred to the
transfer destination (in the example of FIG. 8, for example,
the user A) in a certain period, it is possible not to
grant the decryption right of the ciphertext for the
transfer source to the relevant transfer destination, that
is, the decryption right of the transfer destination (of
the ciphertext for the relevant transfer source) can be
invalidated in the next period and therefore, a file
sharing system the convenience of which is further improved
can be provided.

Also according to the present embodiment, as described
above, due to the configuration of omitting gs in the
second embodiment, the data size of the public parameter
and public key can be reduced when compared with the
embodiment shown in the second embodiment. Also according
to the present embodiment, the amount of computations
needed for key setup processing can be reduced when
compared with the embodiment shown in the second embodiment.

[Eleventh modification]

In the fourth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the fourth embodiment may be changed to a form

in which the ciphertext data is decrypted without being re-
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encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
fourth embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the fourth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (8T24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').



10

15

- 111 -

e(Cax,ut - v) = e(g, Cy)%,
e(Cay,u™* -v) = e(g1, Ca)¥,
e(Caz,uct -v) = e(g, Ca)™,
e(Caz1, u®r . v) = e(g1, Cs)™,
e(Cop,uct - v) = e(g, Ca)FH¥i,
V(Cy,0,(L,C3,C4)) = 1.

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the six verification
formulas shown above all hold and fails if any one of the

six formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52').
1
m = Cs / e(gage, Cax )=

That the decryption result of the above formula

produces m can be checked by the following calculation.

a1
m - e(gs92,9)" / e(gag2, Cax )=
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2
m -

=m - e(gag2,9)" / e(gaga, ¢%") %

=m - e(ga92,9)" /e(gag2,9)" = m.

(Fifth embodiment)

In the present embodiment, an example in which the
server and users are honest entities and there is no
possibility of collusion of a plurality of entities in the
first embodiment will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment may or may not be described by using the same
reference signs.

(1) Key setup processing

First, a public parameter generation unit 13 of a key
generator 10 generates a public parameter based on a
security parameter A stored in a key parameter storage unit

11 in advance or acquires the parameter from outside (ST1).
par = {\,p,G,Gr, g, 91,4, v, Sig}

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects an element x; of 2," from z,” and sets a private key
ski;=x; of the re-encryption key generator 30. Then, the
key generation unit 14 generates a public key pk;=X; of the

re-encryption key generator 30 using the private key sk;
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and the public parameter par.
— X
Further, the key generation unit 14 generates a re-

encryption key generation key rk;=X;; using the private key

sk; and the public parameter par (ST3).

X1 =811

Similarly, 1f the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects an element xj of Z,  from Z,” and
sets a private key skj=x; of the decryption device 50.

Then, the key generation unit 14 generates a public key
pki=X; of the decryption device 50 using the private key skj
and the public parameter par.

X "‘ng

J ——

Further, the key generation unit 14 generates a re-
encryption key generation key rk;=X;; using the private key
sk; and the public parameter par (ST6).

X1] =g1%]

(2) Encryption processing

Like in step ST21 in the first embodiment, an
encryption parameter generation unit 23 of an encryption
device 20 generates (ssk, svk) (ST21) and sets the
verification key svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also
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generates and sends out a random number reZ,” to a
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data C;, Ci, Cq below from a message meGr as plaintext data
using the random number r, the public key pk; of the re-

encryption key generator 30, and the public parameter par

(sT22) .
Co=Xi", C3=e(g1,9)" -m, Cy= (u™-v)

After step ST22 is completed, like in step ST23 in the
first embodiment, the ciphertext generation unit 24

generates a one-time signature o for the encrypted data Cs,

~

Cs based on a signature generation function § of the
public parameter par and the signature key ssk generated in
step ST21 (8ST23).

Thereafter, the ciphertext generation unit 24
generates ciphertext data C;=(Ci;,C3,C3,C4,0) including all
the above encrypted data C; to C; and the one-time
signature o and writes the obtained ciphertext data into a
temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30

(in the example of FIG. 8, the group administrator) is re-
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encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

Because there is no need to generate a random number
for the generation of a re-encryption key in the present
embodiment, a random number generation unit 36 of the re-
encryption key generator 30 is not needed.

A re-encryption key generation unit 34 generates a re-
encryption key Ri; as shown in the following formulas using
the private key sk; of the re-encryption key generator 30
in a private key storage unit 31, the re-encryption key
generation key rkj; of the decryption device 50 in the
temporary data storage unit 32, and the public parameter
par (ST32).

Zj

1/x; :
R;j = Xy /i = g1%

(4) Re-encryption processing
A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data C; in a
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temporary data storage unit 42 using the public parameter
par and the public key pki of the re-encryption key

generator 30 based on the following verification formulas

(ST41) .
e(Cy, utt - v) = e(X;, Cy)
‘;r((jﬁ_aCTa((:¥37<:14)) —

The verification is successful if both verification
formulas shown above hold and fails if any one of the two
formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out a
random number tezp* to the re-encryption processing unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data C,’,
Cy’’, Cp'’'" using the random number t, the ciphertext data
C; stored in the temporary data storage unit 42, the re-
encryption key Rj;, the public key pk; of the re-encryption

key generator 30, and the public parameter par (ST42).

= X, O =Ryt = g™, Of = = X7

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(Cq,Cy",C2"",Cp" " ",C3,Cq,0) by replacing the encrypted
data C; in the ciphertext data C; with all the above re-

encrypted data C,’ to Cy’’’ and writes the obtained re-
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encrypted data C; into the temporary data storage unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51 and the public
parameter par in the temporary data storage unit 52 based

on the following verification formulas (ST51).

e(Cy, Cy) = e(g,91)™,
e(Cy',ut - v) = e(Cy, Cy),
V(Cy,0,(C3,Cy)) = 1.

Instead of the first verification formula in the

... (cl)

formula (cl), the following verification formula may be
used.
’ " _ .
e(C 2, C 2)———e(XJ, gl)
In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local

device 50.
The verification is successful if the three
verification formulas in the formula (cl) all hold and

fails if any one of the three formulas does not hold.
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If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key sk; of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).
_ B ANYET
m—~C’3/e(C2,CQ)/J

That the decryption result of the above formula

produces m can be checked by the following calculation.

Ty .
03 /e(Cg, Cg/)l/xj — 03 / 6’(91 tx, ’g:cirt)l/:cj
=m-e(g1,9) /e(glmﬂ'7 g"‘)l/-’f«'j — m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;; based on the re-encryption key
generation key rk;j, the re-encryption key cannot be
generated if the transfer destination (in the example of
FIG. 8, for example, the user A) does not notify the
transfer source (in the example of FIG. 8, the group
administrator) of the re-encryption key generation key and
therefore, re-encryption (that is, the transfer of
ciphertext to the relevant transfer destination) without
approval of the transfer destination can be prevented.

Also according to the present embodiment, as described

above, due to the configuration of omitting g; to gs in the
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first embodiment, the data size of the public parameter,
public key, re-encryption key generation key, re-encryption
key, private key, ciphertext data, and re-encrypted data
can be reduced when compared with the embodiment shown in
the first embodiment. Also according to the present
embodiment, the amount of computations needed for key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing can be reduced when comparéd with the
embodiment shown in the first embodiment.

[Twelfth modification]

In the fifth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the fifth embodiment may be changed to a form in
which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
fifth embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in

the present modification and the encryption processing in



10

15

20

25

- 120 -

the fifth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i1 for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').

e(CZ’ucl 'V): e(g,Cq)*i

v>((71’<7,((23,C74)) = 1.

Incidentally, the decryption device 50 may verify the

. (c2)

ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if both verification
formulas in the formula (c2) hold and fails if any one of
the two formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local

device 50 and the public parameter par to obtain the
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message m (8ST52').
m = Cs [ e(Ca, g1)"/™

That the decryption result of the above formula

produces m can be checked by the following calculation.

1
C3 / e(g1, Ca) =i

1
=m-e(g1,9)" / e(g1,g"")=
=m-e(g1,9)"/e(g1,9)" =m.

[Thirteenth modification]

In addition to the twelfth modification, as will be
described below, the fifth embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the fifth embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

Like in step ST21 in the first embodiment, the

encryption parameter generation unit 23 of the encryption
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device 20 generates (ssk, svk) (8T21') and sets the
verification key svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also
generates and sends out two random numbers r,teZ, to the
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cy’, Cy'’', Cy''’, C3, C4 below from a message meGr as
plaintext data using the random numbers r, t, the public
key pk; of the decryption device 50, and the public

parameter (ST22').

/ t o~ 1t syt
CZZXjao ""91/7 Z—Xja

C3=elgn,g) -m, Cy= (W™ o)

After step ST22' is completed, the ciphertext
generation unit 24 generates a one-time signature o in the
same manner as in step ST23 (ST23').

Thereafter, the ciphertext generation unit 24
generates ciphertext data C;=(Cy,Cy’,Cy"’",C' "’ ,C3,Cq,0)
including all the above encrypted data C; to C4 and the
one-time signature o and writes the obtained ciphertext
data into the temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit

25 (8T24').

The decryption device 50 verifies the ciphertext data
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C; generated by the encryption device 20 in the same manner
as in step S8T51 in the fifth embodiment (ST51').

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m {(STH52').
m = Cs | e(C4, CY)M>

That the decryption result of the above formula

produces m can be checked by the following calculation.

03/6(657 ;’;,")l/wj _ 03/6(gll/t,ngrt)l/xj
=m-e(g1,9)" [ elgr,97) = m.

(Sixth embodiment)

In the present embodiment, an example of updating a
re-encryption key in the fifth embodiment at certain
intervals will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment or second embodiment may or may not be described
by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key
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generator 10 generates a public parameter par in the same
manner as in the fifth embodiment or acquires the parameter
from outside (ST1l). If the identification information of a
re-encryption key generator 30 is i, a key generation unit
14 randomly selects elements x;, y; of Z; from Z;'and sets
a private key ski=(x;,y;) of the re-encryption key generator
30. Then, the key generation unit 14 generates a public
key pki=(X;,Y:) of the re-encryption key generator 30 using

the private key sk; and the public parameter par.
— o Xj — Vi
)(1 —-ég ) ‘[i “‘ég
Further, the key generation unit 14 generates a re-

encryption key generation key rk;=Xi;; using the private key
sk; and the public parameter par (ST3).

X1i=g1™1

Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements xj, y; of Z,” from Z, and
sets a private key skj=(xj,y;) of the decryption device 50.
Then, the key generation unit 14 generates a public key
pky=(X;,Y;) of the decryption device 50 using the private
key sky and the public parameter par.

Cim Xl vV

J §; ’ J §;

Further, the key generation unit 14 generates a re-

encryption key generation key rk;=X;; using the private key

sky and the public parameter par (ST6).
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X1j=g1"]

(2) Encryption processing

Like in step ST21 in the first embodiment, an
encryption parameter generation unit 23 of an encryption
device 20 generates (ssk, svk) (8T21) and sets the
verification key svk to the encrypted data Cy (Cg=svk).

The encryption parameter generation unit 23 also
generates and sends out a random number seZ, to a
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data C;, Ci, C3, C4 below from a message meGy as plaintext
data using the random number s, the public key pk; of the
re-encryption key generator 30, the public parameter par,

and a time parameter L (8T22).

Cr = X;°, Cy = F;(L)°,
Cs = elar,g)® -m, Ca = (u™ - v)?

The function F; (L) is defined as shown below.

Fi(L)=g"-Yi=g"" (LeZ;)

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o for the
time parameter L and the encrypted data Ci, Cy based on a
signature generation function § of the public parameter

par and the signature key ssk generated in step ST21 (ST23).

A

o= S(ssk,(L,C3,Cy))
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Thereafter, the ciphertext generation unit 24
generates ciphertext data C;i=(L,Co,C;,C2,C3, C4,0) including
the time parameter L, all the above encrypted data Cy to Cs
and the one-time signature o and writes the obtained
ciphertext data into a temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

A random number generation unit 36 generates and sends

out a random number reZp* to a re-encryption key generation
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unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Rjj;, as shown in the following formulas
using the random number r, the private key sk; of the re-
encryption key generator 30 in a private key storage unit
31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,

the public parameter par, and the time parameter L (ST32).

Rij1= (Aiju, Biju)
_ 1/x; Liy;\7 R Y o
Aiir, = X151 (gMTY), By = g™

(4) Re-encryption processing

A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public
key pk; of the re-encryption key generator 30 based on the

following verification formulas (ST41).
e(X;, Ca) = e(Ch, v - v),
e(X;,C2) = e(Ch, F;(L)),
V(Co. 0, (L,Cs,Cyq)) = 1.

The verification is successful if the three
verification formulas shown above all hold and fails if any
one of the three formulas does not hold.

If the verification is successful (or the verification
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processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out two
random numbers ti, tgezg'to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data C;’,
Ci'7, Cy'77, Cy’, Ca'', Cp'''" using the random numbers t;, t,
the ciphertext data C; stored in the temporary data storage
unit 42, the re-encryption key Rjj., the public key pk; of
the re-encryption key generator 30, and the public

parameter par (ST42).

C;,l = Xitl, Ci’ — (A’ijL)l/tly C{” —_ Cltl — XiStl,
Cé — Fi(L)tQ, C/l _ B’ile/t27 él/ — 02t2 — Fi(L>St2

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(L,Cy,Cy",Cy"",Cy" "7 ,Cy7,Cy7 " ,C" "7 ,C3,Cq,0) by replacing
the encrypted data C;, Cz; in the ciphertext data C; with all
the above re-encrypted data C;’ to Cz’ '’ and writes the
obtained ciphertext data into the temporary data storage
unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43).

{(5) Decryption processing

A decryption processing unit 54 of the decryption
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device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51 and the public
parameter par in the temporary data storage unit 52 based

on the following verification formulas (ST51).
e(CV w0 . v) = e(Ch, Cy),

e(Cg',uCO -v) = e(Ch, Cy),

e(C1, CY) = e(9,91)™ - e(C3, C3),
V(C’o, o,(L,Cs,Cy)) = 1.

... (c3)

Instead of the third verification formula in the
formula (c3), the following verification formula may be
used.

e(C'1,.C"1)=e(Xj,81)e(C'2,C"2)

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the four
verification formulas in the formula (c3) all hold and
fails if any one of the four formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).
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m = Cs - (e(Cy, C3')/e(CY, CT) /™.

That the decryption result of the above formula

produces m can be checked by the following calculation.
Cs - {e(g""/*2, F(L)*"2) Je((g1 /" - Fy(L)")%, g%ty } /e
= Cy - {e(¢™", Fy(L)*)/e(g:™/™ - Fy(L)", ")}/
= Cy - {e(g"", F3(L)*)/e(g1™ - Fy(L)™", g°)}*/%
=m-e(g1,9)° - {1/e(gy’,g°)}"/% =m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key Rij. based on the random number r, the re-
encryption key generation key rk;, and the time parameter L,
in addition to the effects of the fifth embodiment, whether
to transfer the decryption right can be decided in each
period so that finer access control can be exercised.
Accordingly, even if the decryption right of ciphertext for
the transfer source (in the example of FIG. 8, the group
administrator) is once transferred to the transfer
destination (in the example of FIG. 8, for example, the
user A) in a certain period, it is possible not to grant
the decryption right of the ciphertext for the transfer
source to the relevant transfer destination, that is, the
decryption right of the transfer destination (of the
ciphertext for the relevant transfer source) can be
invalidated in the next period and therefore, a file

sharing system whose convenience is further improved can be



10

15

20

25

- 131 -

provided.

Also according to the present embodiment, as described
above, due to the configuration of omitting g, to gs in the
second embodiment, the data size of the public parameter,
public key, re-encryption key generation key, re-encryption
key, private key, ciphertext data, and re-encrypted data
can be reduced when compared with the embodiment shown in
the second embodiment. Also according to the present
embodiment, the amount of computations needed for key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing can be reduced when compared with the
embodiment shown in the second embodiment.

[Fourteenth modification]

In the sixth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the sixth embodiment may be changed to a form in
which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
sixth embodiment. Hereinafter, the encryption processing

and the decryption processing in the present modification
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will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the sixth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').

e(g,Cy)% = e(Cy,u® - v),
e(g; C2)™ = e(C,9) ¥,
V(CCM g, (L'; 03, 04)) = ].

Incidentally, the decryption device 50 may verify the

... (c4)

ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.
The verification is successful if the three
verification formulas in the formula (c4) all hold and

fails if any one of the three formulas does not hold.
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If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key ski of the local
device 50 and the public parameter par to obtain the

message m (8ST52').

1
m = C3 [ e(C1, g1)*

That the decryption result of the above formula

produces m can be checked by the following calculation.
1
xo
C3 [ e(Cy, g1) =
1
x.

=m-e(g1,9)° [ e(g™°, 1)
=m-e(g1,9)°/e(g,91)° = m.

[Fifteenth modification]

In addition to the fourteenth modification, as will be
described below, the sixth embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the sixth embodiment respectively.

Hereinafter, the encryption processing and the decryption
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processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j. |

Like in step ST21 in the first embodiment, the
encryption parameter generation unit 23 of the encryption
device 20 generates (ssk, svk) (ST21') and sets the
verification key svk to the encrypted data Cq (Cg=svk).

The encryption parameter generation unit 23 also
generates and sends out two random numbers ti, tzeZp* to the
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data C;’, Cy'’, Cy''", Cy', Cp''", Cy''’", C3, C4q below from a
message meGr as plaintext data using the random numbers t;,
t,, the public key pkj of the decryption device 50, the

public parameter, and the time parameter L (ST22').

Cr = X1, O = (F(L) - g)V/%, Of = X3,

Cy = F(L)?, Cf = Xj2, Cff = Fy(L)™,

Cs = e(g1,9)° -m, Cy = (u™ - v)°

After step ST22' is completed, the ciphertext
generation unit 24 generates a one-time signature o in the
same manner as in step ST23.

Thereafter, the ciphertext generation unit 24
generates ciphertext data
C3=(L,Cp,C1",C1"",Cy" "7 ,C2",C"",C" "7 ,C3,C,0) including the
time parameter L, all the above encrypted data Cy; to Cs; and

the one-time signature o and writes the obtained ciphertext
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data into the temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST51 (ST51'). If the verification is successful
(or the verification processing in step ST51' is skipped),
the decryption device 50 decrypts the ciphertext data Cj as
shown in the following formula using the private key sk;
and the public parameter par to obtain the message m

m = Cs - (e(Cy,Cy) Je(CY, CI )Y/,

That the decryption result of the above formula

produces m can be checked by the following calculation.

Cs - {e( ///)/ (C m)}l/xj
D
= s {elg®, F5(L)°)[e(F5(L) - g1, ")}/
=m-e(gr,9)° - {1/e(gr, 6°)}% = m

(Seventh embodiment)
In the present embodiment, an example of omitting a

one-time signature in the first embodiment will be
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described. Hereinafter, key setup processing, encryption
processing, re-encryption key generation processing, re-
encryption processing, and decryption processing in the
present embodiment will be described. Portions common to
the aforementioned first embodiment may or may not be
described by using the same reference signs.

(1) Key setup processing

First, a public parameter generation unit 13 of a key

generator 10 generates a public parameter
par = {/\ap) G7GT7 g,491,92,33, 94, 957U7U7H}

based on a security parameter A stored in a key parameter
storage unit 11 in advance or acquires the parameter from
outside (ST1).

Here, g3 is rewritten and denoted by g", g; is
rewritten and denoted by g¢g;", and gs is rewritten and
denoted by g2". H is a hash function defined by the

following formula.

H:G4XGT—%Z;

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements x;, yi, zi of Z,” from Z, and sets a
private key ski=(x;,v:,zi) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(Xi,Y1i,Y2i,2i,21;5) of the re-encryption key
generator 30 using the private key sk; and the public

parameter par.
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Xj=g*l, Y1;=g17l, Yg;=2g271,

Zzi :::ggzzl’ 25:1 i ::Igg]nzzl
If verification processing using a formula (d3)
described later is not performed, data Y;; may be omitted.
That 1s, the public key pk; only needs to include data X;,
5 Yii, 2i, 2Z1i.
Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(Xs;,Ysi) using the

private key ski and the public parameter par (ST3).

. —— Xi .« = Yi
X3i=g3"1l, Y5i=g5
10 Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements x;, vj, z; of Z,” from Z,
and sets a private key skji=(x3,y;,z;) of the decryption
device 50. Then, the key generation unit 14 generates a
15 public key pk;=(Xj,Y15,Y25,25,215) of the decryption device 50
using the private key sk; and the public parameter par.
X] V; Vi
XJ—-——g , Y1J~—g1 J, Y2J——-g2 ],
QZj 7
ZZJ “"’gg ) ZZ].J “"ggl_ J
If, similarly as described above, the verification
processing using a formula (d3) described later is not
20 performed, data Y.y may be omitted. That is, the public

key pk; only needs to include data Xj, Yij, 23, Zi5.
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Further, the key generation unit 14 generates a re-
encryption key generation key rkj=(X3j,Y¥sj) using the

private key sk; and the public parameter par (ST6).

X3j=g3"), Y5j=g5”]

{(2) Encryption processing

No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number reZ,” to a ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Czx, Cay, Caz, Caz1, C3, Cs below from a message meGy as
plaintext data using the random number r, the public key

pk; of the re-encryption key generator 30, and the public

parameter par (ST22).

Cox =Xi", Coy =Y1;", Coz =2;", Coz1 = 234",

03 — 8(94957 g)T‘ ",
Cy (uH (Cax,Coy ,Caz,Caz1,C3) ol

After step ST22 is completed, the ciphertext

[

generation unit 24 generates ciphertext data
Ci;=(Cux,Cay,C2z,C221,C3,Cy) including all the above encrypted
data Cyx to C4 and writes the obtained ciphertext data into

a temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
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C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (8T24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rky of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

A random number generation unit 36 generates and sends
out a random number eezp* to a re-encryption key generation
unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Ri; as shown in the following formulas
using the random number ©, the private key sk; of the re-
encryption key generator 30 in a private key storage unit
31, the re-encryption key generation key rk; of the

decryption device 50 in the temporary data storage unit 32,
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and the public parameter par (ST32).

Ri5=(Rij1,Rij2,Ris3)

Rijs = (X3 - Vs; - g3°) /% = L

In the above formulas, g, is rewritten and denoted by

(4) Re-encryption processing
A re-encryption processing unit 44 of the re-
10 encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par and the public key pk; of the re-encryption key

generator 30 based on the following verification formulas

(ST41) .

e(Cox, uH(sz,Czy,sz,sz,Cs) v) = e(X;,Cy),
e(ng,uH(CQX’C2Y’C2Z’C221’C3) -v) = e(Y13, Cy),
e(Caz, yH(C2x,Cay ,Caz,C221,C3) -v) = e(Z;, Cy),

)

H(Cox ,Coy,Coz,C221,C3 —
. 6(0221,’& (Cox,Cay,Caz,Coz1 ).v) B(Zh,Cz; )
The verification is successful if the four

verification formulas shown above all hold and fails if any

one of the four formulas does not hold.
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If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out three
random numbers s,t,keZ{'to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cyx’',
Cox'', Coy', Coy'’, Co2z’, C2z’’, Caz1’, Czz1a’’, Csx, Csy, Csz
using these random numbers s,t,k, the ciphertext data C;
stored in the temporary data storage unit 42, the re-
encryption key R;;, the public key pk:; of the re-encryption

key generator 30, and the public parameter par (ST42).
I __vSs " _ S_vyvrs o _ vyl I t _yort
CQX“XMC2X'“O2X ”Xz 7CZY““YM) CZY"‘C2Y “YM )
I ok k_ork ~ _ ok M o~k rk
Cyg =277\ Cog=Cag" = 24", Cogy = 211", Coygy = Cagt” = 243",
1 1 1
CUsx = Rij1s, Csy = Rijot, Csz = Rij3k
After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(Cax’,Cox" ", Coy’ ,Cov’’,Caz",Coz" " ,C2z1",C2z1" ", C2x,C2vy, C2z,C2z1,C
3,C4,Cs5%,Csv,Csz,1) by adding all the above re-encrypted data
Cox’ to Csz and the identification information i of the re-
encryption key generator 30 to the ciphertext data C; and
writes the obtained re-encrypted data C; into the temporary
data storage unit 42.
A communication unit 43 transmits the re-encrypted

data C; in the temporary data storage unit 42 to the

decryption device 50 under the control of a control unit 46
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(ST43) .
(5) Decryption processing
A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data Cy in a temporary
5 data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51, the public
parameter par in the temporary data storage unit 52, and
the public key pk; of the re-encryption key generator 30
identified by the identification information i of the re-
10 encryption key generator 30 contained in the re-encrypted
data C; in the temporary data storage unit 52 based on the

following verification formulas (ST51).
e(Cy, ul! Cax:Cov C22.C220.C8) ) = €(Cyx, Cu),
e(Chy, uH(Cox,Cay ,C22,C221,C3) | v) = e(Chy, Cy),
e(CgZ,uH(sz’CQY’CQZ’szI’CS) .v) = e(Chz,Cy),
e(Cag, u (X O 2 On ) y) = e(Cyn, Cu),
e(Csz,Caz) = e(Csx, Cax) - €(92,93)¥,
e(Csz, Caz1) = e(Csy, Coy) - €(g, 94)™,
8(02){,uH(C2x,Czy,sz,szl,Ca) -v) = e(X;, Ca),
e(Coy, ull(C2x:Coy,C22,C221,Cs) ) = e(Y1:, Cy),
e(Coz, ul(C2x:C2y,C22,C221,03) L)) = ¢(Z;, Cy),

H(Cyx,Coyv,Co7,Co21,C _
e(Coz1,u (C2x,Cay,C2z,Caz1 3).0)__6(212.704). )

Instead of the fifth verification formula in the
15 formula (dl), the following verification formula may be

used.
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/ __ / Y4
e(Csz,Caz) = e(Csx, Cox) - e(gs, 9)%. .
Also, instead of the fifth verification formula in the

formula (dl), the following verification formula may be

used.

e(Csz,Caz) = e(Csx, Cyx) - e(Yaj, g3).

In this case, the decryption processing unit 54

... (d3)

conducts verification using the public key pk; of the local

device 50.

Also, instead of the sixth verification formula in the

formula (dl), the following verification formula may be

used.

e(Csz,Caz1) = e(Csy, Coy) - e(g3, 91)".

... {d4)
Also, instead of the sixth verification formula in the
formula (dl), the following verification formula may be

used.

e(Csz, Cézl) = 6(C5Y, Céy) ‘e(Xj>94)~ -

. (d5)

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the 10 verification
formulas in the formula (dl) all hold and fails if any one
of the 10 formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption

processing unit 54 decrypts the re-encrypted data C; as
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shown in the following formula using the private key sk; of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).

1
e(Csz,Caz) \ ¥ (€(Cs2,Coz) | =
e(Csx, Clly) e(Csy, Cly)

m = C3

That the decryption result of the above formula
produces m can be checked by the following calculation.
In the following calculation, g: is rewritten and

denoted by g” and g, is rewritten and denoted by gP.
1 1
1/ s 1! o
e(Csz,Coz) v (e(Csz,Coz71) \ =

C
’ e(Csx,Cly) e(Csy, Cl,)

1
T

L
e(g(n:cj+ﬁyj+9)/zik, gzirk) Yj e(g(m;j-{-ﬂij)/zik, gazirk) i

= (4

e(glmas tO)ais gairs) ' e(gBus )/t gouirt)

olgs Pt )\ G (e(grt It gar)\

e(gwxj+9),gr) . 8(gﬁyy+07gar)

=m - e(g492,9)" /(e(g, 9)"" - e(g,9)™") = m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;; based on the random number 6 and the re-
encryption key generation key rk;, effects similar to those
in the first embodiment can be obtained.

Also according to the present embodiment, as described
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above, due to the configuration of omitting the one-time
signature o in the first embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the first embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the first embodiment.

[Sixteenth modification]

In the seventh embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the seventh embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
seventh embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the seventh embodiment is only in the last step. To

provide a description by making use of the above symbols,
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the identification information of the decryption device 50
is assumed to be i for the sake of convenience. 1In this
case, the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').

6(02X7uH(C2Xs02YaCQZ>O2ZI,CB) v) = (g, Ca)™

b
e(cw’uH(sz,Cw,sz,szx,Ca) .v) — 6(91, (]4’)?/2'7
6(022’uH(CZXaCQch2Z:CQZva3) 'U) — 6(9, 04)Zi,

H(Cyx,Coy,Ca7,C071,C — ;
e(Coz1,u (Cax,Cay,Caz,Cazi 3).0)_6(91704)2 -

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the four
verification formulas in the formula (d6) all hold and
fails if any one of the four formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the

following formula using the private key sk; of the local
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device 50 and the public parameter par to obtain the

message m (ST52').

1

— €T

m = 03/6(9495, Cox) =i
That the decryption result of the above formula

5 produces m can be checked by the following calculation.

m - e(gags, 9)" / e(gags, C2X)£;

1
=m - e(g4g5,9)" / €(gags, g~") =
=m - e(g495,9) /e(gags, 9)" = m.

[Seventeenth modification]

10 In addition to the sixteenth modification, as will be
described below, the seventh embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption

15 processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the seventh embodiment respectively.
Hereinafter, the encryption processing and the decryption

20 processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

No one-time signature is used in the present

embodiment either and therefore, processing corresponding
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to step ST21 and step ST23 in the first embodiment is not
performed. The encryption parameter generation unit 23 of
the encryption device 20 generates and sends out five
random numbers r,s,t,k,0€Z,” to the ciphertext generation
unit 24.

The ciphertext generation unit 24 generates encrypted
data Cox’, Cox’’, Cov’, Cov'’, Caz’, Caz’’, Caz1’, Cam’’, Cax,
Cay, Czz, Caz1, C3, C4, Csx, Csy, Csz below from a message meGqp
as plaintext data using the random numbers r,s,t,k,8, the

public key pkj of the decryption device 50, and the public

parameter (ST22'}).

/ 7 / t 1/ t
Cox = Yo%, Cox =19, Gy = X', Coy = X;™,
/ k 1" k v k
Coz =Y, Cyy =Y, Cozy = X;¥, Cipy = X;¥,
Cox = X", Coy = 1157, Cog = Z;", Coz1 = Zy§',

H{Csx,Cov,Cs7,C271,
Cs = e(gags,g)" -m, Cs=(u (Cax,C2y,Caz,C221,C3) o),
041

1

Csx = (94-93°)5, Csy = g3 ¢, Csz = (ga - g3"")>

After step ST22' is completed, the ciphertext
generation unit 24 generates ciphertext data
C3=(Cox’,Cox’"’,Cay’,Coy’ " ,C2z" ,Caz’ " ,Coz1" ,C2z1" ', C2x,C2y, Caz,C221,C
3,Cq¢,Cs%x,Csy,Csz,J) including all the above encrypted data
Cax’ to Cs; and the identification information j of the
decryption device 50 and writes the obtained ciphertext
data into the temporary data storage unit 21.

The communication unit 22 transmits the ciphertext

data C; in the temporary data storage unit 21 to the
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decryption device 50 under the control of the control unit
25 (ST24').

The decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in the
temporary data storage unit 52 using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit
52 based on the following verification formulas (formula
(d7)) (ST51'").

In step STh1l', as will be described later, the
decryption processing unit 54 may use the public key pk; of
the decryption device 50 identified by the identification
information j of the re-encryption key degeneration device
30 contained in the re-encrypted data C; in the temporary
data storage unit 52. This also applies to embodiments and

modifications described later.
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" H(Cax,Coy,C2z,Caz1,C —
e(Cly, u (C2x,Cav,C22.,C221,C3) | v) = e(Cy, Ca),

3

e(Cly, yH (C2x,Coy ,C22,C221,C3) -v) = e(Chy, Cy
(

€ CgZ7 uH(CQX,CQY,CQZ,szI,C3) . ’U) pooven e(Céz, 4

)

)
)
)
o(Chn, w05 Cor o2 om0 ) = (Chi, ),

e(Csz,Cyz) = e(Csx,Cox) - (g2, 93)%,

e(Csz,Cz1) = e(Csy, Cay) - €(9,94)™,
e(CQX,UH(CQX’02Y702Z’0221’C3) . v) — e(g’ C4 l‘j,

)

)
e(Cay, ull(Cox: O Co2.ComCs) ) — gy, Cy)¥,
e(Caz, ull (X O C22021G) ) = e(g,C4 )7,
)

H(Cyx,Cov,C27,C571,C — '
6(0221,’& (Cox,Coy,C22,C2z21 3)-1))—-6(91,04 Zj

Instead of the fifth verification formula in the
formula (d7), the verification formula shown in the above-
mentioned formula (d2) or formula (d3) may be used. Also,
instead of the sixth verification formula in the formula
(d7), the verification formula shown in the above-mentioned
formula (d4) or formula (d5) may be used. Also, instead of
the seventh to tenth verification formulas in the formula

(d7), the following verification formulas may be used.
e(Cax, yH (Cox,C2y,C22,C221,Cs) v) = e Xj’ Cy),
e(Cay, 1 (C2x,Cay ,C22,C221,C3) | V) = €(Y1j, Cy),

e(Caz, ut (Cox:Cov Coz,C21,05) ) = (2, Cy),

e(Caz1, 1 (C2x,Cay ,C22,C221,C3) v) = e(le’ Cy).
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The verification is successful if the 10 verification
formulas in the formula (d7) all hold and fails if any one
of the 10 formulas does not hold.

If the verification is successful (or the verification
processing in step STH1' is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key sk of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (STH2').

1 1
6(0527 é’z) yj. (C5Z7 2Z1) j
e(Csx, Coy) e(Csy, Cay )

That the decryption result of the above formula

m:O3

produces m can be checked by the following calculation. In
the following calculation, g; is rewritten and denoted by

g” and g; is rewritten and denoted by gt.

A 2
C e(Csz,CH,) \vi  [e(Csz,Cq1)\ =
3 7 '
€(C5X, 2X 6(C5y, QY)

2

e(gﬂ(1+a+6)/k7gﬁyjrk)
e(gn(aw)/s’gﬂyjm) . (g (641) /t x]rt

Y (g 7(140-+6) /k :cjrk

(4

e e gqr(1+ov+6)7 gﬁr) e gw(1+a+6 )
= (3

e(gw(aJrﬁ), gﬂr) . e(gw 0+1
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=m-e(gag5,9)" /(e(9,9)™" - e(g, 9)™™)

{(Eighth embodiment)

m.

I

In the present embodiment, an example of updating a
re-encryption key in the seventh embodiment at certain
intervals will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment or second embodiment may or may not be described
by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key
generator 10 generates a public parameter par in the same
manner as in the seventh embodiment or acquires the

parameter from outside (ST1l). H is a hash function defined

by the following formula.
H:Z; xG° xGr — Z,

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements x;, Vi, 2Zi, wi of Z;'from Z; and sets a
private key ski=(xi,vi,2i,wi) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(X;,Y1i,Y¥2i,2;,2:;,W;) of the re-encryption key
generator 30 using the private key sk; and the public

parameter par.
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><i ::ég)(i, 'SZ]_i:::églsfi, -STZZi :::gczsfi,

Zi =g, Z11=g1%, Wj=g"i

If verification processing using a formula (d10)
described later is not performed, data Y;; may be omitted.
That is, the public key pk; only needs to include data Xi,
Yii, 2i, 2Z1i, Wi.

Further, the key generation unit 14 generates a re-
encryption key generation key rki=(X3i,¥Ys;) using the

private key sk; and the public parameter par (ST3).

X3i=g3"l, Y5i=g5 !

Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements x;j, yj, 2Zj, wy of Z,” from
Z, and sets a private key skj=(Xj,vj, zj,w;) of the
decryption device 50. Then, the key generation unit 14
generates a public key pk;=(X;,Y1;,Y25,25,215,W;) of the
decryption device 50 using the private key skj and the
public parameter par.

X3 . .

X;=g 3, Y1j=g17), Ygo;=2g27],

7 . W2
Zijzzgg J, zzldlzzzgilzj, \A[j:::g; ]

If, similarly as described above, the verification

processing using a formula (dl0) described later is not

performed, data Y;; may be omitted. That is, the public

key pk; only needs to include data Xj, Yij, 25, Zij, Ws.
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Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(Xsj,Ys;) using the

private key sk; and the public parameter par (ST6).
v X ==Y ]
ng—-—gg ], Y5]——g5 ]

(2) Encryption processing

No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number reZ,” to a ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Czx, Cay, C2z, Caz1, Ca2r, C3, Cs below from a message meGr
as plaintext data using the random number r, the public key
pki of the re-encryption key generator 30, the public
parameter par, and a time parameter L (ST22).

Cox = X", Cy =Yi, Cog =7, Con =2y, Cop = Ki(L)',

H(L,Cox,Cay,Coz,0971,Cop,C
0326(949579)T'ma 04:(U’ (L. Cox Cay Coz. Coan Cor 3)'U)T

Incidentally, the ciphertext generation unit 24 may
not include the time parameter L as input into the hash
function H. That is, instead of H(L, Cax,Cay,Caz,C2z1,Cor, C3),
H(Cox,Coy,C3z,Co21,Cor,C3) may be calculated. This also
applies to embodiments and modifications described later.

The function F; (L) is defined as shown below.

F(L)=g" W;=g¢"" (LeL)
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After step ST22 is completed, the ciphertext
generation unit 24 generates ciphertext data
Ci=(L,Czx,Cay,C2oz,C2z1,C2r,C3, Cq) including the time parameter
L and all the above encrypted data Csx to C; and writes the
obtained ciphertext data into a temporary data storage unit
21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31).

A random number generation unit 36 generates and sends
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out three random numbers 6,8, 8,€Z," to a re-encryption key
generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Rij; as shown in the following formulas
using the random numbers 6, &%, Oy, the private key sk; of
the re-encryption key generator 30 in a private key storage
unit 31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,

the public parameter par, and the time parameter L (8T32).

Ri51= (Ris11, Riju2s Risu3s Rijues Riqus)

T (Lrw)s,

Rijra = (Xaj - ga”) 1% - gh+0)te = g7 ,

m(By;+6) .
O\1/y;  (Ltw;)é —L— 4 (L+w;)d

h1/z oy
&jL3:(X3j'Y5j‘g3)/’= i
.5 .5 .5
Rijra = g7, Rijis = %% = g™¥™

In the above formulas, g; is rewritten and denoted by
g* and g, is rewritten and denoted by g’.

(4) Re-encryption processing

A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public

key pk; of the re-encryption key generator 30 based on the
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following verification formulas (ST41).

H(L,Cox,Coy,Coz,C271,CoF,C —
e(Cox,u (L,Cox ,Cay ,Coz,Caz1,CoF 3)-1))——6(Xz',04,

H(L,Cox,Coy,Co2,Ca721,Cor,C _
e(szl’u (L,Cox 2Y,22,L221,UoF 3)-1)) 6(Z1¢,C4

e(C2F’ uH(L)CQX)C2Y)O2ZaCZZ1 aCZFaC3) . 'U) — e(E(L), 04).

If the time parameter L is not contained as input into
the hash function H, instead of H(L, Cix,Cay, C2z,C2z1,C2r, C3),

5 H(Cux,Cov,Caz,C221,Cor,C3) is calculated for the verification.
This also applies to verification processing of ciphertext
data or re-encrypted data described below.

The verification is successful if the five
verification formulas shown above all hold and fails if any

10 one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out four
random numbers s,t,k,heZp* to the re-encryption processing

15 unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Csx’,
Cox’" ', Cov’, Coy’’, Coz’', C2z'', Cazma’, Coza’’, Cor’, Cor’’, Csx,
Csy, Csz, Csex, Cspy using these random numbers s,t,k,h, the

20 ciphertext data C; stored in the temporary data storage



- 158 -

unit 42, the re-encryption key R;ji, the public key pk; of
the re-encryption key generator 30, and the public

parameter par (ST42).
Cox =X¢, Cyy = O’ = X", Chy =14, Oy = Ow* = 14/™,
Chz = 5 Coy = Cog" = 5%, Copy = Iii*, Oy = Cot® = 2™,
Cop = (L)', Cp = Gor = R{L)",
Csx = RijLI%; Csy = Rz’jL?.%a Csz = Rz’jL3%7

1
Csrx = Rijrab, Cspy = Rijis

=

After step ST42 is completed, the re-encryption
processing unit 44 generates re—enérypted data
C3=(L,Cox’,Cox" " ,Coy’,Cay’" " ,Caz" ,Coz”" " ,Caz1" ,Caza’ ', Cop’ ,Cor’ ',

10 C2x, Cay, C2z, C2z1, Car, C3, Cq, Csx, Csy, Csz, Csrx, Cspy, 1) by adding all
the above re-encrypted data Czx’ to Cspy and the
identification information i of the re-encryption key
generator 30 to the ciphertext data C; and writes the
obtained ciphertext data into the temporary data storage

15 unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

20 (5) Decryption processing

A decryption processing unit 54 of the decryption

device 50 verifies the re-encrypted data C; in a temporary

data storage unit 52 using the private key skj of the local
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device 50 in a private key storage unit 51, the public
parameter par in the temporary data storage unit 52, and
the public key pk; of the re-encryption key generator 30
identified by the identification information i of the re-
encryption key generator 30 contained in the re-encrypted
data Cy in the temporary data storage unit 52 based on the

following verification formulas (ST51).
H(L,Cyx,Coyv,Coz,C2721,Cor,C _ /
(02X7 (L,C2x,Cay ,C22,C221,C2F,C3) -v) = e(Chy, Ca),

H(L 1C 1C 3 1C U /
e(Cly,u (L,Cax ,Cay ,C22,C2z21,C2r,C3) -v) = e(Chy, Cu),

)

L,Cox,Coy,C2z,C221,CoF,C —
(C 1y U H(L,C2x,Coy,C22,C221,C2F,C3) | ’U) 6(0221,04

)

)
)
e(C'/ uH(L:C2x,Cay ,C22,C221,C2r,Cs) V) = e(CéZ’ Cy)
)
),

H(L,Cyx,Coy,C2z,C221,Cop,C. .
e(CQF,u ,Cax ,Cay,Caz,C2z1,CoF 3),,0) 6(02F7C4

e(Csz,Csz) - e(Csrx, Cop) = e(Csx, Cax) - e(g2, 93)¥,
6(0527 OéZl) ) 6(C5FY) CéF) = €(C5Y, CéY) ) 6(9794)3:3
6(02X) uH(L)CZX )C2YaCZZ’C2ZlchF7C3) . 'U) e e(Xz’ 04

3

H(L,Cox,Coy,C2z,Coz1,Cor,C —
e(Cay,u (L,C2x,Cay ,C22,C221,CaF 3).,0)___,8(}/1“ Cy),

’

)
)
e(Cyz, uHEnCox Cor Coz.Co21.Cor B3) ) = (2, Co)
e(Cazy, uLC O 202, CorG) ) = ¢( 24, Cy),

4)-

e(CZFy uH(L:C2X )CZY)CZZ)CQZ17C2F)C3) . fU) — e(];;’ (L) (a8)

Instead of the sixth verification formula in the
formula (d8), the following verification formula may be
used.

e(Csz,Caz) - e(Csrx, Cop) = e(Csx, Cox) - €95, ). 4o,

Also, instead of the sixth verification formula in the

formula (d8), the following verification formula may be

used.

e(Csz,Caz) - e(Csrx, Cop) = e(Csx, Cax) - €(Ya5,93)- ... (d10)
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In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

Instead of the seventh verification formula in the

formula (d8), the verification formula (dll) or (dl2) may

be used.

e(Cs2,Cyz1) - e(Csry, Cop) = e(Csy, Cay) -€(93,01) . a1,
e(Csz,Caz1) - e(Csry, Cor) = e(Csy, Cay) - e(Xj,04). (a1,

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the 12 verification
formulas in the formula (d8) all hold and fails if any one
of the 12 formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data Cj as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).

1
e(Cs7,Cag) -€(Csrx, Cap) \ ¥ [€(Cs3,Copy) - e(Ciry, Cyp)
e(Csx, Cyy) e(Csy, Cay)

That the decryption result of the above formula

L
7

m= (3

produces m can be checked by the following calculation.
In the following calculation, g: is rewritten and

denoted by g* and g, is rewritten and denoted by g*.
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eCsz, Cyz) - e(Csrx, Cy ) (e (Csz,Cqz1) (C'sFy,C ))51.
e(Csx, Ciyx) e(Csy, Coy)

of |

“. s, n(zi+8y;+6) +6) .

7z ;3 8) ;
{ J;,:H z,rk) (g h g(L-Hu,)rh) Yj ” k z,rlc) (9 g(Lw’)rh)

:03/
og/
= -e(gags,9) (g,g)ﬂﬁr elg,9)™) =m.

According to the present embodiment, as described

zHM)HW& %HMHHM%
s ’giL‘iTS) t gay,Tt)

1

1
mﬁﬂyﬁ() g> (gmx g(L+w,-)r) yj. e(gn(xﬁﬁyﬁﬂ), gar).e(gay,-d'y, g(L+w,-)r)
x]+9) (Luijuide 0 ) e(gﬂ(ﬁyj+9)+(L+Wi)yiéy’ gar)

ey
—

]

above, due to the configuration of generating the re-
encryption key Rij; based on the random numbers 6, 6x,>6y,
the re-encryption key generation key rkj, and the time
parameter L, in addition to the effects of the seventh
embodiment, whether to transfer the decryption right can be
decided in each period so that finer access control can be
exercised. Accordingly, even if the decryption right of
ciphertext for the transfer source (in the example of

FIG. 8, the group administrator) is once transferred to the
transfer destination (in the example of FIG. 8, for example,
the user A) in a certain period, it is possible not to
grant the decryption right of the ciphertext for the
transfer source to the relevant transfer destination, that
is, the decryption right of the transfer destination (of
the ciphertext for the relevant transfer source) can be

invalidated in the next period and therefore, a file
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sharing system whose convenience is further improved can be
provided.

Also according to the present embodiment, as described
above, due to the configuration of omitting the one-time
signature o in the second embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the second embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the second embodiment.

[Eighteenth modification]

In the eighth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the eighth embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
eighth embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
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the present modification and the encryption processing in
the eighth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (8ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').

H(L,Cox,Coy,Caz,C221,C2r,C — i
e(Cox, u (L,Cax,Cay :C22,Caz1,Cor 3).1))__6(9’(]435

e(ng,u

)
H(L,Cyx,Cov,C2z,C221,Cor,C3) v) = e(gy, Cy)¥
e(Caz, 1 (LCox Cay \C22,C221,C2r,Cs) -v) = (g, Cy)?

)
3
?

H(L,Cox,Coy,Coz,Caz1,Cor,C: _ i
e(Coz1,u (L,Cax,Cay,C2z,C221,CoF 3).v)“e(gl’c4)z,

H(L,Cyx,Coy,Coz,C221,Cop,C: _ L+w;
e(Cap, u (L,C2x,Cay,C22,C221,Cop 3),1))__6(9’04) tw;i .

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the five
verification formulas in the formula (dl3) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
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processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (STH2').

1
m = C3 /6(9495, Cox )i

That the decryption result of the above formula

produces m can be checked by the following calculation.

1

m - (9495, 9)" / e(9ags, Cox)
1
=m - e(gags,9)" / e(gags, g™ )=

=m - 6(5%195,5?)7)/€(£L195a5?)r = m.

[Nineteenth modification]

In addition to the eighteenth modification, as will be
described below, the eighth embodiment may also be changed
to a form in which the ciphertext data is decrypted without
being re-encrypted. Also in this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the eighth embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.

In the present modification, the identification information
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of the decryption device 50 is assumed to be j.

No one-time signature is used in the present
embodiment either and therefore, processing corresponding
to step ST21 and step ST23 in the first embodiment is not
performed. The encryption parameter generation unit 23 of
the encryption device 20 generates and sends out eight
random numbers r,s,t,k,h,e,éx,éyezp* to the ciphertext
generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cox’, Coax’ ', Cay’, Cay'’, Caz’, Caz"’, Cam’, Caz1’’, Car’,
Cor’ ', Cax, Cav, C2z, C2z1, Cor, C3, C4, Csx, Csy, Csz, Csrx, Cspy
below from a message meGr as plaintext data using the
random numbers r,s,t,k,h,6,3,8,, the public key pk; of the

decryption device 50, the public parameter, and the time

parameter L (ST22').

Cox = Yo", Oox =1)", Coy = X', Gy = X",

2= Yy, Gz =Yy, Copy = X%, G = X,
Chp=Fi(L)*, Cop = F(L)™

Cox =Xj', Coy =Yij, Caz =277, Co; = 2y, Cop = Fi(L)',
Cs = e(gags,g)" -m, Cy = (uH (L,C2x,Coy ,C22,C221,C2r,C3) ),
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1 m(a+0)+(L+w;)dy
1 7(1+8)+(L+w;)oz
Croy = (931+9 ] Fj(L)éa;)—t- =g - J ’

1 (a+14-6)
Csz = (9a-93 T s =g %

Sy Sz
Csrx = (Ya;) %, Cspy = (Xj)*

After step ST22' is completed, the ciphertext
generation unit 24 generates ciphertext data
Cy=(L,Cox’,Cox" ', Coy",Cov" " ,Coz’ ,C2z" " ,Coz1" ,C2z2" ', Cop’,Car’ ', Cax,
Cay,C2z,C2z1, Cor, C3, Cy, Csx, Csy, Csz, Cspx, Cspy, ) including the time
parameter L, all the above encrypted data Cyx’ to Cspy and
the identification information j of the decryption device
50 and writes the obtained ciphertext data into the
temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25 (8T24').

The decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in the
temporary data storage unit 52 using the private key sk; of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 based on the following verification formulas (STH1').
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e(ng, yH(Cox,Cay C2z,Coz1,Cor,C3) | V) = e(C/ Cy
" H(C ,C ;C ’C >C ’C = l
Gl (O Cor Oz s 00.8) ) = o{Chy, )

1t H(Cyx,Cay,C27,C971,Cop,C _
e(Cl (Cax,Cay,Coz,Caz1,CoF 3).v)__

€
i H(Cyx,Coy,Caz,C221,Cor,C — ol
e(Chypy,u (Cox,Cay ,Caz,C221,Cor 3)‘U)—6(02217C4,

1t H(Cyx,Cov,Coz,C221,Cor,C _ /
e(Cllu (Cox,Cay,Caz,Caz1,CoF 3)-2))—6(0 7 Ca),

B(C5Z) CéZ) ) €(C5FX, CéF) - 8(05X> CéX) ) 6(92793)yja

e(Csz, Caz1) - e(Csry, Cop) = €(Csy, Cay ) - €(g, 94)
e(sz,uH (Cax,Cay ,Caz,C221,Cor Cs) v) = e(g, Cy)™
i

)

s
)
e(ng,uH (Cox,Cay ,C22,C221,CoF,C3) .v) = e(g1, Cy)¥,
6(C2Z)uH(CZX)CZY>CZZ702Z1,CZF;C3) -v) =e(g,Cy)?,
e(Cozn, 1 (Cox,Cay .Caz,C221,C2r,C3) .v) = ¢(g1,Cy),

H ,Coy ,Caz,C221,CoF,C: _ L+4w;
e(Cop,u (Cax,C2y ,Caz,Coz1,CoF 3)-v)~e(g,04) 105

... (d14)
Instead of the sixth verification formula in the
formula (dl4), the verification formula shown in the
formula (d9) or (dl10) may be used. Also, instead of the
seventh verification formula in the formula (dl4), the
verification formula shown in the formula (dll) or (dil2)
may be used. Also, instead of the eighth to twelfth
verification formulas in the formula (dl4), the following

verification formulas shown below may be used.
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H(C3x,Coy,Caz,C221,Car,C
e(Cox,u (C2x,Cay,C2z,C221,C2F,C3) v) = e(X],C4,

H ,Cay,C22,C221,CoF,C:
e(Coy, u (Cax,Cay,C22,Caz1,CoF 3)-v)-e(Y1],C4,

)

)
)
e(Caz,u H(C2x,C2y,C22,C271,C2F,C3) -v) = e(Z;,C4)
8(02Z1,UH(02X’02Y’022’0221’OzF’Cs) -v) = e(Z15,Cy),

4)-

6(02F7uH(C'zx,Czy,sz,sz1,02F,C'3) ) ’U) e( ( )

The verification is successful if the 12 verification
formulas in the formula (dl4) all hold and fails if any one
of the 12 formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52')

m:C3/ ((Csz, : 27) €(Csrx, Cop )) ((052, 021 e(Csry, Q'F)>§7

C%Xa QX) (C%Y1 gY)

That the decryption result of the above formula

produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and

denoted by g* and g, is rewritten and denoted by g®.

1 1
e(Csz, Cyg) - elCsrx, Cop) \ % [ e(Csz, Cogn) - €(Chry, Cop) |
e(CEXy 2X) (C%Y> gy)

G



a+1+0 g‘ 1{at146) ' fﬁ{ , ]
/ “’“) SRR i) R Ca? s B
- a+0)+(L+w )by ' 2(1+6)+HLtw:)ls
) g™ ")

a+1+9)’ o)-elg® g(L+w])) | ey (a+1+9),g) ey’ : ltuil)
a+3) (Dw;)dy gﬁ’") e(g”(1+9)+([’+wj)6z, gT)

=m- 9495,9) [(e(g,9)™" - e(g,9)™") = m.

(Ninth embodiment)

5 In the present embodiment, an example of omitting a
one-time signature in the third embodiment will be
described. Hereinafter, key setup processing, encryption
processing, re-encryption key generation processing, re-
encryption processing, and decryption processing in the

10 present embodiment will be described. Portions common to
the aforementioned first embodiment may or may not be
described by using the same reference signs.

(1) Key setup processing
First, a public parameter generation unit 13 of a key

15 generator 10 generates a public parameter
par = {)‘:pa G,GT,9,91,927 g3, 394, u,v, H}

based on a security parameter A stored in a key parameter
storage unit 11 in advance or acquires the parameter from
outside (ST1). Here, g3=g'and gs=g;"are set. H is a hash

20 function defined by the following formula.

H:G*xGr -~ Z;
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If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements x;, yi, z; of Z,” from Z,” and sets a
private key ski=(x:i,vi,2z:i) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(Xi,Y1i,2i,21;) of the re-encryption key
generator 30 using the private key sk; and the public

parameter par.
. — o Xi . — o1 Vi C— 2 D — o Zi
Xi=g™l, Y1i=¢g171, Z2i=g"1, Z1i=g1"1
Further, the key generation unit 14 generates a re-

encryption key generation key rki=(Xs3;,Y2;) using the

private key sk; and the public parameter par (ST3).

X3i=g3"1, Y2i=g2
Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements X;, yj, zj of Z,” from 2z,

and sets a private key ski=(xj,¥j,2;) of the decryption
device 50. Then, the key generation unit 14 generates a
public key pkj=(X5,Y15,25,215) of the decryption device 50
using the private key sk; and the public parameter par.

_ X Vi _ 72 . Z]
XJ_‘g J, Ylj“gl 1, Z]“"g J, le"“gl 1,
Further, the key generation unit 14 generates a re-

encryption key generation key rk;=(Xs3j,Y2;) using the

private key sk; and the public parameter par (ST6).

X3j=g3™l, Yoj=g2”]



10

15

20

25

- 171 -

(2) Encryption processing

No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number reZ,” to a ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cyx, Cav, Czz, Caz1, C3, C4 below from a message meGy as
plaintext data using the random number r, the public key

pk; of the re-encryption key generator 30, and the public

parameter par (ST22).

Cox =X, Coy =11, Cog =77, Cop1 = 2y,

C3 = 6(9492’9)T . m’ 04 — (UH(C2X7C2Y7CZZ7CQZ17C3) . ,U)T

After step ST22 is completed, the ciphertext
generation unit 24 generates ciphertext data
Ci=(Cyx,Cay,Caz,Coz1,C3,Ca) including all the above encrypted
data Czx to Cs and writes the obtained ciphertext data into
a temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (8ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that

ciphertext addressed to the re-encryption key generator 30
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(in the example of FIG. 8, the group administrator) is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(ST31) .

A random number generation unit 36 generates and sends
out a random number GEZ; to a re-encryption key generation
unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key R;; as shown in the following formulas
using the random number 6, the private key sk; of the re-
encryption key generator 30 in a private key storage unit
31, the re-encryption key generation key rk; of the
decfyption device 50 in the temporary data storage unit 32,

and the public parameter par (ST32).

R;i5=(Rij1,Rij2,Rij3)

7rx+9

Glmm ;
Rij1 = (X35 - g")/ i =g =,
By;+6

Rijo = (Y25 - gV =g
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wx;+By;+0

233 = (X3] YQ] 99)1/:42 = g “ .

In the above formulas, g; is rewritten and denoted by

(4) Re-encryption processing

A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par and the public key pk; of the re-encryption key

generator 30 based on the following verification formulas

<s14(“C'QX7 yH(Cox Oy Coz.Caz1.Ca) ) = o( X;, Cy),
e(ng,uH (Cax,Cov,C22,C221,C3) -v) = e(Y1;,Cy),
)
)

6(02Z7 uH(CZX,CZYvCQZ7CZZl7C3) . ’U) p— e(ZZ’ C4
H(Cyx ,Coy ,Caz,C271,C —
6(0221, U (Cax,Cay,C2z,C221,C3) | ) e(le, 04

3

The verification is successful if the four
verification formulas shown above all hold and fails if any
one of the four formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out three
random numbers s,t,kezp* to the re-encryption processing

unit 44.

The re-encryption processing unit 44 generates, as
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shown in the following formulas, re-encrypted data Cx’,
Cox” 7, Cov’, Cov’’, Caz’, Caz’’, Com’, Cam’'', Csx, Csy, Csg
using these random numbers s,t,k, the ciphertext data C:
stored in the temporary data storage unit 42, the re-
encryption key R;;, the public key pk; of the re-encryption

key generator 30, and the public parameter par (ST42).
CéX - Xis) CgX - CQXS = X’irsa CéY = Ylit7 ng = C?Yt ~ Ylirtv
Cyz = Zi¥,Chy = Cog* = Z™, Chzi = Iii¥, Cypy = Cazt® = 2™,
1 1 1
Csx = Ris1s, Csy = Rijot, Csz = R;j3k

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
C3=(Cax’ ,Cox’ " ,Coy’ ,Coy’’,C2z’ ,Coz" " ,C2z1" 1 Caz1” ' ,C2x,Cav, C2z,C2z1,C
3,Cq,Csx,Csvy,Csz,1) by adding all the above re-encrypted data
Cyx’' to Csz and the identification information i of the re-
encryption key generator 30 to the ciphertext data C; and
writes the obtained re-encrypted data C; into the temporary
data storage unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key sk; of the local

device 50 in a private key storage unit 51, the public
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parameter par in the temporary data storage unit 52, and
the public key pk; of the re-encryption key generator 30
identified by the identification information i of the re-
encryption key generator 30 contained in the re-encrypted
5 data C3 in the temporary data storage unit 52 based on the

following verification formulas (ST51).

e(CgX,uH(sz’CZY’sz’C221’C3 _ )ZB(CQX,C'4),
e(Cg 1 (Cax,Cay,Caz,C221,C3) ):‘——6(02)/,04),

e(C’” 12 (C2x,Coy,C22,C221,C3) v) = e(Chy, Ca),

(C 1, U H(Cox,C2v,C22,C221,Cs) ) = e( 71,C1),
e(Csz,Cyz) = e(Csx, Cx) - 6(92, 9)%,
e(Csz,Caz1) = e(Csy, Cay) - €(g, 94)™,

e(Cox, u H(C2x,Cay,C22,Caz1,C3) | v) = e(X;, Cu),

e(Coy, u H(C2x,Cay,C22,C221,C3) | v) = (Y1, Ca),

e(Chz, u H(C2x,Coy,C22,C221,C3) | v) = e(Z;, Cy),

€
H(Cax,Cay,C22,C221,C3) | v) = e(Z1;, Cy)
,Cy).

e(C U
(Caz1, o1

Instead of the sixth verification formula in the
formula (el), the following verification formula may be
10 used.
e(Csz,Cyz1) = e(Csy, Cay) - e(Xj, ga)-
In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local

device 50.

15 The verification is successful i1f the 10 verification
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formulas in the formula (el) all hold and fails if any one
of the 10 formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).

1 1
e(Csz,Caz) \ui  (€(Cs2,Coz1) \ =
(C5X3 2){) 6(C5y, gy)

That the decryption result of the above formula

m = Cs

produces m can be checked by the following calculation.
In the following calculation, g; is rewritten and
denoted by g* and g, is rewritten and denoted by gf.

of {(52)” (i)

/

~

& |

(g(mj—kﬂyﬁﬁ)/zik zirk)
(g(7raz,+6)/avz m,rs) ’ e(g(ﬂyﬁf))/y,-t’ gay,-rt) )

i 6( g(ﬁszrﬂijrf))/zik’ gazirk)

= (4
)

3\

Sl

e(gnxj+6yj+9) gr) e(grr:cj-i—ﬂyj-w’gar) 51;
e(gﬁ$j+6)’ gr) ’ e(gﬁyj+9’ gar)

=m - e(gag2, 9)"/(e(g,9)"" - e(g,9)™") = m.

According to the present embodiment, as described

~"

= (3
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above, due to the configuration of generating the re-
encryption key Rj; based on the random number 6 and the re-
encryption key generation key rk;, effects similar to those
in the third embodiment can be obtained.

Also according to the present embodiment, as described
above, due to the configuration of omitting the one-time
signature o in the third embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the third embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the third embodiment.

[Twentieth modification]

In the ninth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the ninth embodiment may be changed to a form in
which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
ninth embodiment. Hereinafter, the encryption processing

and the decryption processing in the present modification
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will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the ninth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device
50 baéed on the following verification formulas (ST51').

H(Cyx,Coy,Caz,C221,C _ i
e(Cax, u (Cox,Coy,Caz,Caz1 3)-?})——6(9,0433

H(Cyx,Coy,Co7,Coz1,C _ i
e(Coy, u (Cax,Cay,C2z,Caz1 3)~v)—»€(91,04y

)

)
6(022', UH(C2XaCZY1CZZ7CZZl 703) . 'U) — e(g, 04)21

)

H(02X,C2Y:C2Z’szl’c3) . ’U) = e(gl, C4

)
)
)
24

e(Coz1,u
. (e2)
Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.
The verification is successful if the four

verification formulas in the formula (e2) all hold and

fails if any one of the four formulas does not hold.
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If the verification is successful (or the verification
processing in step STS51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52').

1
m = C3 /6(g4g2, sz)xz'

That the decryption result of the above formula

produces m can be checked by the following calculation.
m - e(g492,9)" / e(9ag2, Cax)
=m - e(gag2,9)" / e(g492, e
=m-e(gsg2,9)" /e(9ag2,9)" = m.

(Tenth embodiment)

In the present embodiment, an example of updating a
re-encryption key in the ninth embodiment at certain
intervals will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. ©Portions common to the aforementioned first
embodiment or second embodiment may or may not be described
by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key

generator 10 generates a public parameter par in the same
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manner as in the ninth embodiment or acgquires the parameter

from outside (ST1). H is a hash function defined by the

following formula.
H:Z;x G x Gr — Z

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements x;, yi, 2zi, wi of Z, from z," and sets a
private key ski=(xX;,Vvi,zi,w;) of the re-encryption key
generator 30. Then, the key generation unit 14 generates a
public key pki=(X;,¥Y1i,2i,21;,W;) of the re-encryption key
generator 30 using the private key sk; and the public
parameter par.

Z1i=g1*, Wi=g"l

Further, the key generation unit 14 generates a re-
encryption key generation key rk;=(Xsi,Y2;) using the
private key sk; and the public parameter par (ST3).

X3i=g3"1, Yoi=go”l

Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements xj, yj, zj, w; of Z,” from
z, and sets a private key skj=(xj,y;,Zj,w;) of the
decryption device 50. Then, the key generation unit 14
generates a public key pkj;=(Xj,Y15,2Z5,215,W5) of the
decryption device 50 using the private key sk; and the

public parameter par.
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. | S
Xj=gJ, Yij=e1”l, Zj=g",

A e WV
ZZ]_J‘“‘égl J, \A]J _‘ég J
Further, the key generation unit 14 generates a re-

encryption key generation key rkji=(X3j,Y25) using the
private key sk; and the public parameter par (ST6).

X3j=g3™l, Ygj=go’

(2) Encryption processing

No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number rez,” to a ciphértext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cux, Cay, Czz, Cazi, Cor, C3, C4 below from a message meGr
as plaintext data using the random number r, the public key
pk; of the re-encryption key generator 30, the public

parameter par, and a time parameter L (ST22)

O =X, Coy =Y, o=, Cypy = Ly

Cor = Fi(L)', C3 = e(gaga, g) -m,
04 o (uH(L702X302Y702230221,021;"03) . 'U)T

The function F; (L) is defined as shown below.
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F(L)=g" - W;=g¢g"" (LeZ)

After step ST22 is completed, the ciphertext
generation unit 24 generates ciphertext data
Ci;={L, Czx,Cay,Caz,C2z1,Cor,C3, Cq) including the time parameter
L and all the above encrypted data Czx to Cs and writes the
obtained ciphertext data into a temporary data storage unit
21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rkj; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35

(ST31) .
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A random number generation unit 36 generates and sends
out three random numbers 6,0dy,dy,€Z, to a re-encryption key
generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Rij; as shown in the following formulas
using the random numbers 6, dx, &y, the private key sk; of
the re-encryption key generator 30 in a private key storage
unit 31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,

the public parameter par, and the time parameter L (ST32).

Rijp= (Rij11, Ris2, Riju3, Rijua, Rijus)
: wx.;+0
- oNl/xz; L4w;)0r __ ”—"L."—"}'(L"‘wi)&c
Rijry = (Xz; - g%)H/=i - glwille = g7 ,

RijLo = (YZJ .ge)l/yi ) g(L+Wi)5y _ gé%iig*F(LwLwi)%

nz;+Py;+6
Rijis = (X35 - Ya5 - g") /5 =g~ = |
Rijra = g%%, Rijrs = g1¥i% = g®¥i%
In the above formulas, g; is rewritten and denoted by
g* and g, is rewritten and denoted by gP.
(4) Re-encryption processing
A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public
key pk; of the re-encryption key generator 30 based on the

following verification formulas (ST41).
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H(L,Cyx,Coy,Co7,Ca71,Cop,C
e(Cax, u (L,Cax,Coy,C22,Caz1,Cop,C3) v) = e(X;, Cy),

H(L,Cox,Coy,Ca72,Ca21,Cop,C.
e(Cay, u (L,C2x,Cay ,Caz,C221,Cor,C3) v) = e(Yyi, C),

}

)
)
6(02 Z;UH (L,Cox,Coy ,Caz,Coz1,C2F,Cs) ) _ e( 7, 04)
e (02 71, uH (L,Cax,Cay ,C22,C221,C2r,C3) | ) ( Z1i, 4)7

4)-

6(02F,UH (L,Cax Cay ,Caz,Caz1,C2F,C3) v) = e(Fy(L),C

The verification is successful if the five
verification formulas shown above all hold and fails if any
one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out four
random numbers s,t,k,hezp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cyx’,
Cox’ ", Cov’, Coy’ ', Caz’, Coz’’, Cam’, Coma’’, Cor’, Car’’, Csx,
Csy, Csz, Cspx, Cspy using these random numbers s, t,k,h, the
ciphertext data C; stored in the temporary data storage
unit 42, the re-encryption key R;j,, the public key pk; of
the re-encryption key generator 30, and the public
parameter par (ST42).

Céx = Xz'S, ng = CQXS = Xirs, Céy = Yut, ng - CZYt = le'rta
Cop =2, Cop = Cog* = I, Chp = Bhi¥, Cygy = Comt* = 0™,

Cyp = Fi(L)*, Cap = Cop = F(L)™,
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&=

1 1
Csx = Rijras, Csy = Ryjrat, Csz = Rij13¥,

1
Csrx = Rijia®, Cspy = Rijis

Bl

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(L,Cax’,Cox" ", Cay’,Coy' ' ,Coz",Coz" ' ,Com',Coz1’ ' ,Cor’,Cor’ ', Cox,
Cav,Caz, C2z1,Car, C3,Ca, Csx, Csy, Csz, Csrx, Csry, 1) by adding all the
above re-encrypted data Cix’ to Cspy and the identification
information i of the re-encryption key generator 30 to the
ciphertext data C; and writes the obtained ciphertext data
into the temporary data storage unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data Cj in a temporary
data storage unit 52 using the private key sky of the local
device 50 in a private key storage unit 51, the public
parameter par in the temporary data storage unit 52, and
the public key pk; of the re-encryption key generator 30
identified by the identification information i of the re-
encryption key generator 30 contained in the re-encrypted
data Cj in the temporary data storage unit 52 based on the

following verification formulas (ST51).
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I

(e uH (b Cax Car Coz Con Cop.00) o) — o(Clhy, Ca),
e(Cly  H(L:Cax . Coy ,C2z,C2z1,C2rCs) -v) = e(Cqy, Cy),

(0227 H(L,C2x,Cay,C22,C221,C2r,C3) -v) = 6(01/22, 04)7
e(Cygzy, u b OO G20 CorGs) ) = (Cy 1, C),

1 H(L,Cax,Coy,Caz,Coz1,CoF,C — /
e(Clp,u (L,C2x,Coy ,C22,C221,C2F 3).7))_6(021;,,(}4),

e(Csz,Cyz) - e(Csrx, Cop) = e(Csx, Cax) - €(g2, 9)%,
e(Csz,Cyz1) - e(Cspy, Cop) = e(Csy, Coy ) - €(g,94)™,
6((}2)(’UH(L,CzX,szC'zz,sz,C'zF,Cs) ) = e(X;, Cy),
e(

Y14, Cy),
e(Caz, W (L:C2x,Cay ,C22,C221,Car,C3) -v) = e(Z;, Cy),

H

H(L,Cyx,Coy,Caz,C271,Cop,C
e(Czy,u ( 2x,Lay,Caz,0az1,0op 3). )

HL7C 10 ’C 70 7C 70 —
e(Coz1,u (L,C2x,Cay,Caz,Caz1,Cor 3).,0)__ (Z13,Cy),

B(CQF’ uH(L$CZX7C2Y5C221CZZlaC2FyC3) . U) — e(E(L), C4). o3)
: .. (e

Instead of the seventh verification formula in the

formula (e3), the following verification formula may be
used.

e(Csz,Caz1) - €(Csry, Cap) = €(Csy, Cay ) - €( X, 94)-

In this case, the decryption processing unit 54
conducts verification using the public key pk; of the local
device 50.

The verification is successful if the 12 verification
formulas in the formula (e3) all hold and fails if any one
of the 12 formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption

processing unit 54 decrypts the re-encrypted data C; as
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shown in the following formula using the private key sky of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52).

1
e(Csz,Cyz) - €lCsrx, Cyp) \ ¥ [€(Coz,Cozy) - elCiry, Cop) \
e(Csx,Cyy) e(Csy, Coy)

m = (3

That the decryption result of the above formula
produces m can be checked by the following calculation.

In the following calculation, g; is rewritten and
denoted by g* and g, is rewritten and denoted by gP.

N 1
G / <€(C5Z, 27) - e(CsFx, é’p))yi(e(csz, 271) - €(CsFy, é’p))%

B(C%X, gx) e(Csy, gy)

1
nzi+By;+6 ) v nzi+Py; 48

2z 1 ay;d;
_¢, / elg” 5, g") e(gh gLy | T fe(gT mE  gonrk) gy glltuirhy
(4

3 "“

((wz;+8)/zi)+(L+w;)iz ((By; +6)/yi)+(L+w;)y

g 5 , gz,n) eg t , gayirt)

1 'y
_c e(gmj+ﬁy]-+9) g ).e(g:c,-éz, g(L+wi)r) Y | e( garxj-kﬁyﬁ()1 gar) i e(gayiéy, g(L+w,~)r) z;
3 6( gn:cj+0+(L+wi)zi5x) gr) e(gﬂyj+0+(L+w,-)y,~6y’ gar)

=m - e(9192,9)"/(e(9,9)"" - (g, 9)™") = m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R, based on the random numbers 6, &x, Oy,
the re-encryption key generation key rk;, and the time
parameter L, in addition to the effects of the ninth
embodiment, whether to transfer the decryption right can be
decided in each period so that finer access control can be

exercised. Accordingly, even if the decryption right of
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ciphertext for the transfer source (in the example of

FIG. 8, the group administrator) is once transferred to the
transfer destination (in the example of FIG. 8, for example,
the user A) in a certain period, it is possible not to
grant the decryption right of the ciphertext for the
transfer source to the relevant transfer destination, that
is, the decryption right of the transfer destination (of
the ciphertext for the relevant transfer source) can be
invalidated in the next period and therefore, a file
sharing system whose convenience is further improved can be
provided.

Also according to the present embodiment, as described
above, due to the configuration of omitting the one-time
signature o in the fourth embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the fourth embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the fourth embodiment.

[Twenty-first modification]

In the tenth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is

cited, but the tenth embodiment may be changed to a form in
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which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
tenth embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the tenth embodiment is only in the last step. To provide
a description by making use of the above symbols, the
identification information of the decryption device 50 is
assumed to be i for the sake of convenience. 1In this case,
the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formulas (ST51').
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I

e(ch’ uH(L,C’zx,Czy,C'zz,szl,CzF,CS) : ?J) — e(g,C4) ’
e(Cyy , ull (L:C2x,Cay ,C22,C221,C2F Cs) .v) = e(gy, Co)¥,
e(Caz, y1(L:Cax ,Cay ,Caz,Coz1,Cor,C3) v) = e(g,Cy)%,
e(Caz1, I (L:C2x,Cay ,Caz,Caz1,Cor Cs) v) = e(g1, Ca)%,

H(L,Cox,Coy,Coz,C221,Cop,C _ L+w;
e(Cop,u (L,Cox,Coy,Caz,C221,CoF 3)-0)—-6(9,04) +w;

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the five
verification formulas shown above all hold and fails if any
one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local

device 50 and the public parameter par to obtain the

message m (ST52').

m = C3 / e(gag2, Cax)

That the decryption result of the above formula

1
T

produces m can be checked by the following calculation.

- 1
m - e(g492,9)" / e(gag2, Cax) ™

=m-e(gag2,9)" ] e(gaga, g™



10

15

20

25

- 191 -

=m - e(gago, Q)T/e(gzlgz,g)r =m.

(Eleventh embodiment)

In the present embodiment, an example of omitting a
one-time signature in the fifth embodiment will be
described. Hereinafter, key setup processing, encryption
processing, re-encryption key generation processing, re-
encryption processing, and decryption processing in the
present embodiment will be described. Portions common to
the aforementioned first embodiment may or may not be
described by using the same reference signs.

(1) Key setup processing

First, a public parameter generation unit 13 of a key
generator 10 generates a public parameter

par = {)\7p)(GaGT7 g, 91,U,U,H} based on a
security parameter A stored in a key parameter storage unit
11 in advance or acquires the parameter from outside (ST1).

H is a hash function defined by the following formula.

H:GXGT—)Z;

If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects an element x; of Z,” from Z,” and sets a private key
ski=x; of the re-encryption key generator 30. Then, the
key generation unit 14 generates a public key pki=X; of the
re-encryption key generator 30 using the private key sk;

and the public parameter par.

){ i ::ég)(i
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Further, the key generation unit 14 generates a re-
encryption key generation key rk;=X;; using the private key

sk; and the public parameter par (ST3).

X1i=g1"!

Similarly, if the identification information of a
decryption device 50 i1s assumed to be j, the key generation
unit 14 randomly selects an element xj of 2,  from Z, and
sets a private key skj=x; of the decryption device 50.

Then, the key generation unit 14 generates a public key
pkj=X; of the decryption device 50 using the private key sk;
and the public parameter par.

X :

X j:::£§ ]

Further, the key generation unit 14 generates a re-
encryption key generation key rkj=X;; using the private key

sk; and the public parameter par (ST6).
. — X

(2) Encryption processing

No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number reZ{'to a ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted

data C;, C3, C4 below from a message meGr as plaintext data
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using the random number r, the public key pk; of the re-
encryption key generator 30, and the public parameter par

(ST22) .
02 _ XZ'T, 03 _ e(gl,g)r .m, 04 _ (uH(CQ,C3) . 'U)T

After step ST22 is completed, the ciphertext
generation unit 24 generates ciphertext data C;=(C,,Csz,Cy)
including all the above encrypted data C; to C; and writes
the obtained ciphertext data into a temporary data storage
unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the
example of FIG. 8, for example, the user A) approves that
ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FIG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data

storage unit 32 under the control of a control unit 35
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(ST31) .

Because there is no need to generate a random number
for the generation of a re-encryption key in the present
embodiment, a random number generation unit 36 of the re-
encryption key generator 30 is not needed.

A re-encryption key generation unit 34 generates a re-
encryption key Rij; as shown in the following formula using
the private key sk; of the re-encryption key generator 30
in a private key storage unit 31, the re-encryption key
generation key rk; of the decryption device 50 in the

temporary data storage unit 32, and the public parameter
par (ST32).
m.
7
1/xi o
J— . —_ T,
Rzg -—-le =qg1™
(4) Re-encryption processing
A re-encryption processing'unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in a
temporary data storage unit 42 using the public parameter
par and the public key pk; of the re-encryption key

generator 30 based on the following verification formula

(ST41) .

e(Cy, ufl{€2C3) L) = e(X;, Cy).

The verification is successful if the above
verification formula holds and fails if the above

verification formula does not hold.

If the verification is successful (or the verification
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processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out a
random number teZJ to the re-encryption processing unit 44.
The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data C;’,
Cy’’, Cp’’’ using the random number t, the ciphertext data
C; stored in the temporary data storage unit 42, the re-
encryption key R;j, the public key pki; of the re-encryption

key generator 30, and the public parameter par (ST42).

z.
7
/ t 1 1/¢ ooy " t t
02 ——“‘Xi , Co = R/L'j / :glt‘%, 2 ““———CQ = Xz'r

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
C3=(Cy",Cy" " ,C2" "7 ,C2,C3,Cq,1) by adding all the above re-
encrypted data C;’ to C;’’’ and the identification
information i of the re-encryption key generator 30 to the
ciphertext data C; and writes the obtained re-encrypted
data C; into the temporary data storage unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data Cj in a temporary
data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51, the public

parameter par in the temporary data storage unit 52, and
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the public key pk; of the re-encryption key generator 30

identified by the identification information i of the re-
encryption key generator 30 contained in the re-encrypted
data C; in the temporary data storage unit 52 based on the

following verification formulas (ST51).

e(Cs,Cy) =e(g,91)™,
e(CY, uf(@2C3) . v) = ¢(C3, Cy),
6(02, uH(CZ’C3) . ’U) 6(Xz', 04)

Instead of the first verification formula in the

formula (f1), the following verification formula may be

used.
e (C'g, C"o )= e (Xj, gl)

In this case, the decryption processing unit 54

... (£2)

conducts verification using the public key pk; of the local
device 50.

The verification is successful if the three
verification formulas in the formula (£1) all hold and
fails if any one of the three formulas does not hold.

If the verification is successful (or the verification
processing in step STS51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data Cy as
shown in the following formula using the private key skj of
the local device 50 in the private key storage unit 51 and

the public parameter par in the temporary data storage unit
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52 to obtain the message m (ST52).
17 nM\1/xz;
m = C3 [ e(Cy, Cy )1/
That the decryption result of the above formula

produces m can be checked by the following calculation.

C3 [ e(Cy, é’f)l/ g

A |
=C3 [ e(gr ™ guT Y
=m-e(g1,9)" /e(1™,g") /% =m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;; based on the re-encryption key
generation key rk;, effects similar to those in the fifth
embodiment can be obtained.

Also according to the present embodiment, as described
above, due to the configuration of omitting the one-time
signature ¢ in the fifth embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the fifth embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the fifth embodiment.

[Twenty-second modification]

In the eleventh embodiment, an example in which
ciphertext data is generated by the encryption device 20,

the ciphertext data is re-encrypted by the re-encryption
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device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the eleventh embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
eleventh embodiment. Hereinafter, the encryption
processing and the decryption processing in the present
modification will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the eleventh embodiment is only in the last step. To
provide a description by making use of the above symbols,
the identification information of the decryption device 50
is assumed to be i for the sake of convenience. 1In this
case, the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formula (ST51').

e[Co,u(C2:C3) . )= o (g, cy )i
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Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if the verification
formula in the formula (£f3) holds and fails if the
verification formula in the formula (£3) does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52'). 1
m = C3 [ e(Ca, g1)"/*

That the decryption result of the above formula

produces m can be checked by the following calculation.

1
Cs / e(g1,Ca)=

=m-e(g1,9)" /e(91, 9"
=m-e(g1,9) /e(g91,9)" = m.

[Twenty-third modification]

o,

1
T)%‘

In addition to the twenty-second modification, as will
be described below, the eleventh embodiment may also be
changed to a form in which the ciphertext data is decrypted
without being re-encrypted. Also in this case, only the

key setup processing, encryption processing, and decryption
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processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the eleventh embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

No one-time signature is used in the present
embodiment either and therefore, processing corresponding
to step ST21 and step ST23 in the first embodiment is not
performed. The encryption parameter generation unit 23 of
the encryption device 20 generates and sends out two random
numbers r,tezp* to the ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cy’', Cp'', Cy''', Ca, C3, Cs below from a message meGr
as plaintext data using the random numbers r,t, the public
key pky of the decryption device 50, and the public
parameter (ST22').

Cé _ th’ Cé’ :g1l/t, Cé” :X]_rt7 Cy = Xjr,

C3 —_— e(gl)g)’r "M, 04 — (uH(C2aC3) . ,U)T

After step ST22' is completed, the ciphertext
generation unit 24 generates ciphertext data
Cy=(Cy",Cp"",Cy" " " ,C2,C3,Cq,]) including all the above
encrypted data Cy’ to C; and the identification information
j of the decryption device 50 and writes the obtained

ciphertext data into the temporary data storage unit 21.
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The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25 (SsT24').

The decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in the
temporary data storage unit 52 using the private key skj of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit

52 based on the following verification formulas (ST51').
/ (/AN x4
e(Cs, Cy) = elg,01)™,
m  H(Cy,C _ !
e(Cy',u (C2,Cs) -v) = e(Csy, Cy),

é(CZa uH(@2Cs) . v) = e(g,Cs)™. (£4)

Instead of the first verification formula in the
formula (f4), the verification formula shown in the formula
(£f2) may be used. Also instead of the third verification
formula in the formula (f4), the following verification

formula may be used.
e(Co, ufl(C2C3) 4)) = e(X;, Cy).

The verification is successful if the three
verification formulas in the formula (f4) all hold and
fails if any one of the three formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data Cj as shown in the

following formula using the private key skj of the local
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device 50 and the public parameter par to obtain the

message m (STh2').
m = Cs [ e(CY,CY)1/=i

That the decryption result of the above formula

produces m can be checked by the following calculation.

Cs [ e(CY,Cy\ /=
= (3 /e(gll/t’ga:jrt)l/xj
= m: e(glag)r/e(glagr) = m.

(Twelfth embodiment)

In the present embodiment, an example of updating a
re-encryption key in the eleventh embodiment at certain
intervals will be described. Hereinafter, key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
described. Portions common to the aforementioned first
embodiment or second embodiment may or may not be described
by using the same reference signs.

(1) Key setup processing

A public parameter generation unit 13 of a key
generator 10 generates a public parameter par in the same
manner as in the eleventh embodiment or acquires the

parameter from outside (ST1l). H is a hash function defined

by the following formula.

H:7; xG* x Gr — Z
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If the identification information of a re-encryption
key generator 30 is i, a key generation unit 14 randomly
selects elements X;, yi of Z; from Z;'and sets a private
key ski=(xi,y:) of the re-encryption key generator 30. Then,
the key generation unit 14 generates a public key
pki=(Xi,Y;) of the re-encryption key generator 30 using the

private key sk; and the public parameter par.
. — o X . — oY1
Further, the key generation unit 14 generates a re-

encryption key generation key rk;=X;; using the private key

sk; and the public parameter par (ST3).

X1i=g17}

Similarly, if the identification information of a
decryption device 50 is assumed to be j, the key generation
unit 14 randomly selects elements xj, yj of Z,” from Z,” and
sets a private key skj=(x5,y;) of the decryption device 50.
Then, the key generation unit 14 generates a public key
pkij=(X;5,Y;) of the decryption device 50 using the private

key sk; and the public parameter par.

}(j :::g;)(j, -Sfj :::g;st

Further, the key generation unit 14 generates a re-
encryption key generation key rk;=X;; using the private key

sk; and the public parameter par (ST6).
R X3

(2) Encryption processing
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No one-time signature is used in the present
embodiment and therefore, processing corresponding to step
ST21 and step ST23 in the first embodiment is not performed.

An encryption parameter generation unit 23 of an
encryption device 20 generates and sends out a random
number sezp* to a ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data C;, Cz, Ci3, C4 below from a message meGr; as plaintext
data using the random number s, the public key pk; of the
re-encryption key generator 30, the public parameter par,

and a time parameter L (8ST22).
01 = XZ‘S, 02 = Fi(L)S, 03 = e(gl,g)s -m,
Cy = (uH(L,Cl,C'z,Cs) . v)°

The function F; (L) is defined as shown below.
— L _ Ly x
F,(L)y=g¢g" Y, =g (LGZP)

After step ST22 is completed, the ciphertext
generation unit 24 generates ciphertext data C;=(L,C;,C3,Cs,
C4) including the time parameter L and all the above
encrypted data C; to C; and writes the obtained ciphertext
data into a temporary data storage unit 21.

A communication unit 22 transmits the ciphertext data
C; in the temporary data storage unit 21 to a re-encryption
device 40 under the control of a control unit 25 (ST24).

(3) Re-encryption key generation processing

Now, assume that the decryption device 50 (in the

example of FIG. 8, for example, the user A) approves that
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ciphertext addressed to the re-encryption key generator 30
(in the example of FIG. 8, the group administrator) and
generated by using L as the time parameter value is re-
encrypted into ciphertext addressed to the decryption
device 50 (in the example of FiG. 8, for example, the user
A) (that is, the transfer of decryption right of the
ciphertext to the user A). The decryption device 50
transmits the re-encryption key generation key rk; of the
decryption device 50 to the re-encryption key generator 30.
A communication unit 33 of the re-encryption key generator
30 acquires and writes the re-encryption key generation key
rk; of the decryption device 50 into a temporary data
storage unit 32 under the control of a control unit 35
(sT31).

A random number generation unit 36 generates and sends
out a random number reZ, to a re-encryption key generation
unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key R;4j, as shown in the following formulas
using the random number r, the private key sk; of the re-
encryption key generator 30 in a private key storage unit
31, the re-encryption key generation key rk; of the
decryption device 50 in the temporary data storage unit 32,

the public parameter par, and the time parameter L (ST32).

Ri5.= (Bijn, Bijw)
’LJL ""’ (X NeE (gL—Fyi)r’ BzyL = 9

(4) Re-encryption processing
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A re-encryption processing unit 44 of the re-
encryption device 40 verifies the ciphertext data C; in‘a
temporary data storage unit 42 using the public parameter
par, the time parameter L contained in the ciphertext data
C; in the temporary data storage unit 42, and the public
key pk; of the re-encryption key generator 30 based on the

following verification formulas (ST41).

e(X;,Cy) = e(Cl,uH(L’Cl’CQ’Cf‘) - V)
B(Xi, Cg) = 6(01, F@(L))

The verification is successful if both verification
formulas shown above hold and fails if any one of the two

formulas does not hold.

If the verification is successful (or the verification
processing in step ST41 is skipped), a re-encryption
parameter generation unit 45 generates and sends out two
random numbers tl,tzezp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data C:’,
Cy’’, Cy’77, Cp', Ca'", Cz''’" using the random numbers t;, tg,
the ciphertext data C; stored in the temporary data storage
unit 42, the re-encryption key Rij., the public key pk; of
the re-encryption key generator 30, and the public

parameter par (ST42).
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CéT—‘F( )tQ C”-— ’&] 1/t2 C//l O _E(L)Stg

After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
Cy=(L,Cy",Cy" " ,Cy" " ,C" ,Co" 7 ,Cy" " ,C1,C2,C3,Cq,1) by adding
all the above re-encrypted data C;’ to C;’’’ and the
identification information i of the re-encryption key
generator 30 to the ciphertext data C; and writes the
obtained ciphertext data into the temporary data storage
unit 42.

A communication unit 43 transmits the re-encrypted
data C; in the temporary data storage unit 42 to the
decryption device 50 under the control of a control unit 46
(ST43) .

(5) Decryption processing

A decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in a temporary
data storage unit 52 using the private key sk; of the local
device 50 in a private key storage unit 51, the public
parameter par in the temporary data storage unit 52, and
the public key pk; of the re-encryption key generator 30
identified by the identification information i of the re-
encryption key generator 30 contained in the re-encrypted

data C; in the temporary data storage unit 52 based on the

following verification formulas (ST51).
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e(CV uHL:C102Cs) ) = o(CL, Cy),
e(CL, yH(L:C1,05,05) -v) = e(Ch, Cy),
e(C1, CY) = e(g,91)™ - e(C3, CY),
e(X;, Cq) = e(Ch, wH (5:C1,C2,C5) )
e(Xi, C2) = e(Ch, F5(L)).

I

. (£5)

Instead of the third verification formula in the
formula (f5), the following verification formula may be
used.

. e(C'y, C'1)=elXj g1)e(C2, C2) .

In this case, the decryption processing unit 54
conducts verification using the public key pk;s; of the local
device 50.

The verification is successful if the five

10 verification formulas in the formula (f5) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST51 is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as

15 shown in the following formula using the private key sky of

the local device 50 in the private key storage unit 51 and

the public parameter par in the temporary data storage unit

52 to obtain the message m (ST52)
m = Cjs - (e( 1 ///)/e(c /// )1/:1:3

20 That the decryption result of the above formula
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produces m can be checked by the following calculation.

Cy{elg™"/, Fy(L)™) e((gs™/ - F(L) )i gty
= Cs - {e(¢"", Fi(L)*)/e(g1™ /" - Fi(L)", g°™)}}/%
= C3 - {e(g”", Fi(L)°) fe(g1™ - Fy(L)™", g*)}/*3
=m-e(g,9)° - {1/e(gy’,¢°)}"/* = m.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;j;, based on the random number r, the re-
encryption key generation key rk;, and the time parameter L,
in addition to the effects of the eleventh embodiment,
whether to transfer the decryption right can be decided in
each period so that finer access control can be exercised.
Accordingly, even if the decryption right of ciphertext for
the transfer source (in the example of FIG. 8, the group
administrator) is once transferred to the transfer
destination (in the example of FIG. 8, for example, the
user A) in a certain period, it is possible not to grant
the decryption right of the ciphertext for the transfer
source to the relevant transfer destination, that is, the
decryption right of the transfer destination (of the
ciphertext for the relevant transfer source) can be
invalidated in the next period and therefore, a file
sharing system whose convenience is further improved can be
provided.

Also according to the present embodiment, as described

above, due to the configuration of omitting the one-time
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signature ¢ in the sixth embodiment, the data size of
ciphertext data and re-encrypted data can be reduced when
compared with the embodiment shown in the sixth embodiment.
Also according to the present embodiment, the amount of
computations needed for encryption processing and re-
encryption processing can be reduced when compared with the
embodiment shown in the sixth embodiment.

[(Twenty-fourth modification]

In the twelfth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 1is
cited, but the twelfth embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
twelfth embodiment. Hereinafter, the encryption processing
and the decryption processing in the present modification
will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the twelfth embodiment is in the last step only. To
provide a description by making use of the above symbols,

the identification information of the decryption device 50
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is assumed to be i for the sake of convenience. In this
case, the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (8T24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 using the public
parameter par and the private key sk; of the local device

50 based on the following verification formula (ST51').

elg, Ca)* = e(Cr,u"HOC%) )
6(9, 02)% — e(Clvg)L_’_yi' . (£7)

Incidentally, the decryption device 50 may verify the
ciphertext data C; generated by the encryption device 20
using the public parameter par and the public key pk; of
the local device 50 in the same manner as in step ST41.

The verification is successful if both verification
formulas in the formula (f£7) hold and fails if any one of
the two formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption device
50 decrypts the ciphertext data C; as shown in the
following formula using the private key sk; of the local
device 50 and the public parameter par to obtain the

message m (ST52').

1
m = C3 /e(Clagl)mi

That the decryption result of the above formula
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produces m can be checked by the following calculation.

1
Cs [ e(Ch, g1) =i

1
=m-e(qg1,9)° / e(g™®, g1)=i
=m-e(g1,9)°/e(g,91)° =m.

[Twenty-fifth modification]

In addition to the twenty-fourth modification, as will
be described below, the twelfth embodiment may also be
changed to a form in which the ciphertext data is decrypted
without being re-encrypted. Also in this case, only the
key setup processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the twelfth embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

No one-time signature is used in the present
embodiment either and therefore, processing corresponding
to step ST21 and step ST23 in the first embodiment is not
performed. The encryption parameter generation unit 23 of
the encryption device 20 generates and sends out two random
numbers ti,t;eZ,” to the ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted

data C;', Cy'', Cy'77, Cy'y, G/, Cp'77, Cy, Cz, C3, C4 below
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from a message meGy as plaintext data using the random
numbers ti, ty, the public key pk; of the decryption device

50, the public parameter, and a time parameter L (ST22').

Cr = X", Cf = (F;(L) - g1)'/", O = X4,
Cy = F;(L)”, Cy = X;Y/%, Cy' = Fy(L)™,

Cr = X;° Cy=F;(L)°, C3=ce(g1,9)° - m,
Cy= (uH(LvCly_CZ,CS) . v)®

5 After step ST22' is completed, the ciphertext
generation unit 24 generates ciphertext data
Cy=(L,Cy’,Cy"",Cy" 77 ,C27,C27",C2""",C1,C2,C3,Cy4,3J) including
the time parameter L, all the above encrypted data Ci;’ to
Cs, and the identification information j of the decryption

10 device 50 and writes the obtained ciphertext data into the
temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit

15 25 (8T24').

The decryption processing unit 54 of the decryption
device 50 verifies the re-encrypted data C; in the
temporary data storage unit 52 using the private key sk; of
the local device 50 in the private key storage unit 51 and

20 the public parameter par in the temporary data storage unit

52 based on the following verification formulas (ST51').
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e(Cy! (B C1C2.C8) ) = e(C1, Cq),
e(CY! uILCLC2C3) )y = o(Ch, Cy),
e(C1, CY) = e(9,91)% - e(C3, Cy),
e(g,Ca)™ = e(Cy, uf (BCLC20) y)
e(g,C2)™ = e(C,9)"™¥.

Instead of the third verification formula in the

... (f8)

formula (£8), the verification formula shown in the formula
(f6) may be used. Also instead of the fourth and fifth
verification formulas in the formula (f£f8), the following

verification formulas may be used.

B(Xj, C4) = B(Cl, uH(L’Cl’Cz’C3) . ’U)
e(Xj, 02) = 6(01, Fj(L)).

The verification is successful if the five
verification formulas in the formula (£8) all hold and
fails if any one of the five formulas does not hold.

If the verification is successful (or the verification
processing in step ST51' is skipped), the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key sk; of
the local device 50 in the private key storage unit 51 and
the public parameter par in the temporary data storage unit
52 to obtain the message m (STH2').

m = C3 - (e(C3, Cy') /e(CT, CT")) /™.
That the decryption result of the above formula

produces m can be checked by the following calculation.
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Cs - {e(C3, C3") [e(CY, C1")} /™
= Gy {elg™", (L)) e((F5(L) - 1)/, g% )} o

= Cy-{elg™ Fi(L)")/e(F;(L) - g1,6™)} /%
=m-: 8(9179)5 . {1/e(gl’gsxj)}1/$j =m.

According to at least one of the embodiments described
above, due to the configuration of generating a re-
encryption key based on a re-encryption key generation key,
safe file sharing can be realized. For example, if the
transfer destination (in the example of FIG. 8, for example,
the user A) does not notify the transfer source (in the
example of FIG. 8, the group administrator) of the re-
encryption key generation key, a re-encryption key cannot
be generated and therefore, re-encryption without approval
of the transfer destination (that is, the transfer of
decryption right of ciphertext to the relevant transfer
destination) can be prevented.

Scenes of using each of the above embodiments will be
described below.

The following three methods (1) to (3) can be cited in
a file sharing system in which a user uploads a file to a
server and the file is shared among a plurality of users as
a method of maintaining confidentiality of file in the
server.

(1) Individual key scheme in which a file is encrypted
by an individual encryption key for each user

(2) Shared key scheme in which a file is encrypted by
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an encryption key shared by each user

(3) Re-encryption scheme in which a file is encrypted
using a proxy re-encryption scheme

In the above (1) to (3) schemes, the user who uploads
a file to the server is assumed to be the user A and the
user A shares the file with the user B and the user C.

In the individual key scheme in (1), each user has a
set of a private key and a public key that differ from user
to user. The user A encrypts a file by the public key of
the user B (as an individual encryption key for the user B)
and uploads the encrypted file to the server. Similarly,
the user A encrypts the file by the public key of the user
C (as an individual encryption key for the user C) and
uploads the encrypted file to the server. That is, the
user A individually encrypts the file for each of the users
who share the file.

In the shared key scheme in (2), each user shares a
set of a private key and a public key common to each user.
The user A encrypts a file by the public key (as an
encryption key common to each user) and uploads the
enérypted file to the server. Each user shares the same
private key.

In the proxy re-encryption scheme in (3), like the
individual key scheme in (1), each user has a set of a
private key and a public key that differ from user to user.
In contrast to the individual key scheme in (1), however,

the user A only needs to encrypt a file by the public key
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(hereinafter, called a group public key) of an entity
{(hereinafter, called the group administrator) that manages
a group of users. The server uses the re-encryption key to
re-encrypt the encrypted file (uploaded by the user A) into
an encrypted file that can be decrypted only by each user.
Details of the proxy re-encryption scheme will be described
later.

In the individual key scheme in (1), if the file
should newly be shared also by a user D, a problem arises
that it is necessary for the user A to encrypt the file by
the public key of the user D (as an individual encryption
key of the user D) and upload the encrypted file to the
server. Therefore, the method in (1) complicates the
processing to add new users when the number of new users or
the number of shared file is large, making the method
unsuitable for a file sharing system.

In the shared key scheme in (2), a problem arises that
when a certain user (who has been allowed to share files
till a certain point in time) should be prevented from
being able to share files (the relevant user should be
excluded from the file sharing system) from that point in
time, a mechanism that updates the private key and public
key common to each user is separately needed or if the
private key common to each user should be leaked, all
encrypted files could be decrypted (by anyone who has
acquired the leaked key). Therefore, the shared key scheme

in (2) is unsuitable for a file sharing system.
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In the proxy re-encryption scheme in (3), on the other
hand, the server uses the re-encryption key to re-encrypt
one piece of ciphertext into ciphertext that can be
decrypted only by each user and thus, the above problems
can be solved by adopting a configuration in which the user
is not notified of the re-encryption key. Therefore, the
proxy re-encryption scheme in (3) is suitable for a file
sharing system. The proxy re-encryption scheme described
above presents no particular problem, but if a problem
should be brought up, a server is enabled to create re-
encrypted text without permission of each user. Therefore,
from the viewpoint of realizing safe file sharing, there is
room for improvements of the proxy re-encryption scheme and
the invention according to the present embodiment can
realize safe file sharing.

Next, thirteenth and fourteenth embodiments using
public information for re-encryption key generation will be
described.

(Thirteenth embodiment)

The basic model of the proxy re-encryption scheme
according to the thirteenth and fourteenth embodiments
includes, like the above case, five functions. Similarly,
depending on the implementation method of re-encryption, a
model that differs in input into the functions and a model
including other functions or keys than the above are also
considered.

For example, a model, like the re-encryption scheme
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shown in the present embodiment, in which the public key is
divided into a public key for encryption and public
information for generating a re-encryption key can be
considered, but in conventional technology, a model in
which the division into the public key for encryption and
public information for generating a re-encryption key is
not implemented also exists.

Also, similarly to that described above, a model known
as a non-interactive model and a model into which, instead
of a private key skA of the user A, a re-encryption key
rkA-B addressed to the user B and a private key skC of the
user C are input are also considered.

Also, similarly to that described above, a model known
as a unidirectional model and a model called a
bidirectional model are known.

Next, the configuration and effects of file sharing
systems according to the thirteenth and fourteenth
embodiments are similar to the configuration and effects of
the file sharing system described using FIGS. 7 and 8. 1In
the thirteenth and fourteenth embodiments, however, instead
of FIG. 8, FIG. 18 is used because public information for
generating a re-encryption key is used.

FIG. 12 is a schematic diagram showing the
configuration of a re-encryption system according to the
thirteenth embodiment. (The correspondence between FIGS. 12
and 18 will be described later.) The re-encryption system

includes a key generator 10, an encryption device 20, a re-
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encryption key generator 30, a re-encryption device 40, and
a decryption device 50. The key generator 10 generates
various parameters of the re-encryption system and also a
public key for encryption, public information for
generating a re-encryption key, and a private key for each
of the devices 40, 50.

The encryption device 20 transmits ciphertext data
obtained by encrypting plaintext data using a public key
for encryption corresponding to a private key of the re-
encryption key generator 30 to the re-encryption device 40.

The re-encryption key generator 30 generates a re-
encryption key using the private key of the re-encryption
key generator 30, the public information for generating a
re-encryption key of the decryption device 50, and a random
number.

The re-encryption device 40 transmits, to the
decryption device 50, re-encrypted data obtained by re-
encrypting the ciphertext data received from the encryption
device 20 by the re-encryption key without decrypting the
ciphertext data.

The decryption device 50 performs verification
processing of the re-encrypted data using the public key
for encryption of the re-encryption key generator 30 and
also performs decryption processing of the re-encrypted
data using the private key corresponding to the public key
for encryption of the local device 50 to obtain plaintext

data. While a plurality of units of the re-encryption key
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generator 30, the re-encryption device 40, or the
decryption device 50 may be provided, here a case in which
one unit of each device is provided is taken as an example.

The correspondence between FIGS. 12 and 18 will be
described. Each of the devices 10 to 50 is held by an
entity that performs the relevant processing. When the
user generates each of a public key for encryption, public
information for generating a re-encryption key, and a
private key of the user, the relevant user holds the key
generator 10.

If, for example, the user administrator or the group
administrator generates each of a public key for encryption,
public information for generating a re-encryption key, and
a private key of the user, the user administrator or the
group administrator holds the key generator 10. The user
holds the encryption device 20 or the decryption device 50
or both. The group administrator holds the re-encryption
key generator 30.

If, for example, the user administrator or the server
Sv generates a re-encryption key, the user administrator or
the server Sv holds the re-encryption key generator 30.

The server Sv holds the re-encryption device 40. 1In the
file sharing system illustrated in FIG. 18, the server Sv
holds a public key storage unit 1, a ciphertext storage
unit 2, a re-encryption key storage unit 3, and a public
information for generating re-encryption key storage unit 4

and the user C who performs encryption acquires a public
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key for encryption used for encryption from the public key
storage unit 1. However, the present embodiment is not
limited to such an example and the user C may acquire, as
will be described later, a public key for encryption used
for encryption from the key generator 10 (that has
generated the public key for encryption used for
encryption). The server Sv stores ciphertext E (pkGr,m)
generated by the user C in the ciphertext storage unit 2.
The ciphertext storage unit 2 may be included in the re-
encryption device 40 or an outside storage device not
iﬁcluded in the re-encryption device 40.

Which entity holds which device is not limited to the
above example and various variations can be considered.
The user administrator or the group administrator may or
may not serve also as a user. Each user device used by
each user may be called a first user device, a second user
device, ... Similarly, the public key for encryption, the
public information for generating a re-encryption key, and
the private key generation key of each user device may be
called the first public key for encryption, the first
public information for generating a re-encryption key, and
the first private key of the first user device, the second
public key for encryption, the second public information
for generating a re-encryption key, and the second private
key of the second user device,.

Subsequently, the configuration of each of the devices

10 to 50 will concretely be described.
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The key generator 10 includes a key generation
parameter storage unit 11, a temporary data storage unit 12,
a public parameter generation unit 13, a key generation
unit 14, a communication unit 15, and a control unit 16.

The key generation parameter storage unit 11 is a
storage device that stores key generation parameters.

The temporary data storage unit 12 is a storage device
that stores temporary data such as data being processed by
each of the generation units 13, 14 and processing results.

The public parameter generation unit 13 generates a
public parameter for key generation.

The key generation unit 14 generates a public key for
encryption, public information for generating a re-
encryption key, and a private key addressed to a user.

The communication unit 15 is a communication interface
to communicate between the key generator 10 and the other
devices 20, 30, 40, 50 and has, for example, each of the
following functions (£15-1), (£15-2):

(f15-1) Function to transmit the public key for
encryption, public information for generating a re-
encryption key, and private key of each of the devices 30,
50 in the temporary data storage unit 12 to each of the
relevant devices 30, 50 under the control of the control
unit 16.

(f15-2) Function to transmit the public key for
encryption of the re-encryption key generator 30 in the

temporary data storage unit 12 to the encryption device 20
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under the control of the control unit 16.

In the description that follows, the description that
transmission/reception goes through the communication unit
15 may be omitted to avoid a redundant description during
transmission/reception. This also applies to each
communication unit of the other devices 20, 30, 40, 50 than
the key generator 10.

The control unit 16 has a function to control each of
the units 11 to 15 of the key generator 10 such that each
unit operates as shown in FIG. 13.

The encryption device 20 includes a temporary data
storage unit 21, a communication unit 22, an encrypted data
generation unit 23, a ciphertext generation unit 24, and a
control unit 25.

The temporary data storage unit 21 is a storage device
that stores a public key for encryption of the re-
encryption key generator 30 received from the key generator
10 and transient data (hereinafter, written as "temporary
data") such as data being processed by each of the
generation devices 23, 24 and processing results.

The communication unit 22 is a communication interface
to communicate between the encryption device 20 and the
other devices 10, 30, 40, 50 and has, for example, each of
the following functions (£f22-1), (f22-2):

(£22-1) Function to acquire the public key for
encryption of the re-encryption key generator 30 published

to the key generator 10 and to write the public key for
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encryption into the temporary data storage unit 21.

(£f22-2) Function to transmit the ciphertext data in
the temporary data storage unit 21 to the re-encryption
device 40 under the control of the control unit 25.

The encryption parameter generation unit 23 has a
function to generate an encryption parameter.

The ciphertext generation unit 24 has, for example,
each of the following functions (f£f24-1), (£24-2):

(£24-1) Function to generate ciphertext data by
encrypting plaintext data using the public key for
encryption (first public key of the first user device) of
the re-encryptibn key generator 30 read from the temporary
data storage unit 21.

(f24-2) Function to write the obtained ciphertext data
into the temporary data storage unit 21.

The control unit 25 has a function to control each of
the units 21 to 24 such that each unit operates as shown in
FIG. 14.

The re-encryption key generator 30 includes a private
key storage unit 31, a temporary data storage unit 32, a
communication unit 33, a re-encryption key generation unit
34, a control unit 35, and a random number generation unit
36.

The private key storage unit 31 is a storage device
that stores a private key of the re-encryption key
generator 30 received from the key generator 10.

The temporary data storage unit 32 1s a storage device
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that stores public information for generating a re-
encryption key of the decryption device 50 received from
the key generator 10 and temporary data such as data being
processed by the re-encryption device 34 and processing
results.

The communication unit 33 is a communication interface
to communicate between the re-encryption key generator 30
and the other devices 10, 20, 40, 50 and has, for example,
a function to transmit the re-encryption key in the
temporary data storage unit 32 to the re-encryption device
40 under the control of the control unit 35.

The re-encryption key generation unit 34 has, for
example, each of the following functions (£f34-1), (£f34-2):

(£34-1) Function to generate a re-encryption key based
on the private key of the re-encryption key generator 30
read from the private key storage unit 31 (first private
key of the first user device), the public information for
generating a re-encryption key read from the decryption
device 50 read from the temporary data storage unit 32
(second public information for generating a re-encryption
key of the second user device), and a random number
generated by the random number generation unit 36 (in this
function, a parameter, more specifically, a random number
for encryption is not needed).

The function (f34-1) to generate a re-encryption key
may generate a re-encryption key based on the first private

key, second public information for generating a re-
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encryption key, and random number independently of
ciphertext data before re-encryption. The public key for
encryption of the re-encryption key generator 30 may be
generated based on the first private key and a plurality of
system fixed values. The second public information for
generating a re-encryption key may be generated based on
the second private key and a plurality of system fixed
values.

(f34-2) Function to write the re-encryption key into
the temporary data storage unit 32.

The control unit 35 has a function to control each of
the units 31 to 34, 36 such that each unit operates as
shown in FIG. 15.

The random number generation unit 36 has a function to
generate and send out a random number to the re-encryption
key generation unit 34.

The re-encryption device 40 includes a re-encryption
key storage unit 41, a temporary data storage unit 42, a
communication unit 43, a re-encryption processing unit 44,
a re-encryption parameter generation unit 45, and a control
unit 46.

The re-encryption key storage unit 41 is a storage
unit that stores the re-encryption key received from the
re-encryption key generator 30.

The temporary data storage unit 42 is a storage device
that stores temporary data such as data being processed by

the re-encryption processing unit 44 and processing results.
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The communication unit 43 is a communication interface
to communicate between the re-encryption device 40 and the
other devices 10, 20, 30, 50 and has, for example, each of
the following functions (£43-1), (£43-2):

(£43-1) Function to send out ciphertext data received
from the encryption device 20 to the re-encryption
processing unit 44.

(f43-2) Function to transmit the re-encrypted data in
the temporary data storage unit 42 to the decryption device
50 under the control of the control unit 46.

The re-encryption processing unit 44 has, for example,
each of the following functions (f44-1), (f44-2):

(f44-1) Function to obtain re-encrypted data by, when
ciphertext data is received from the encryption device 20,
re-encrypting the ciphertext data using the re-encryption
key read from the re-encryption key storage unit 41 without
decrypting the ciphertext data.

(f44-2) Function to write the obtained re-encrypted
data into the temporary data storage unit 42.

The control unit 46 has a function to control each of
the units 41 to 45 such that each unit performs an
operation (not shown) to deliver a re-encrypted text
verification program and operates as shown in FIG. 16.

The decryption device 50 includes a private key
storage unit 51, a temporary data storage unit 52, a
communication unit 53, a decryption processing unit 54, and

a control unit 56.
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The private key storage unit 51 is a storage device
that stores a private key of the decryption device 50
received from the key generator 10.

The temporary data storage unit 52 is a storage device
that stores a public key for encryption/public information
for generating a re-encryption key of the decryption device
50 received from the key generator 10 and a public key for
encryption of the re-encryption key generator 30 and also
temporary data such as data being processed by the
decryption processing unit 54 and processing results.

The communication unit 53 is a communication interface
to communicate between the decryption device 50 and the
other devices 10, 20, 30, 40 and has, for example, each of
the following functions (f53-1) to (£53-3):

(£53-1) Function to write a private key of the
decryption device 50 received from the key generator 10
into the private key storage unit 51.

(f53-2) Function to write a public key for
encryption/public information for generating a re-
encryption key of the decryption device 50 received from
the key generator 10 and a public key for encryption of the
re-encryption key generator 30 into the temporary data
storage unit 52.

(£53-3) Function to send out re-encrypted data
received from the re-encryption device 40 to the decryption
processing unit 54.

The decryption processing unit 54 has, for example,
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each of the following functions (f54-1) to (£f54-3):

(f54-1) Function to obtain plaintext data by, when re-
encrypted data is received from the re-encryption device 40,
performing decryption processing on the re-encrypted data
based on the private key of the decryption device 50 read
from the private key storage unit 51 (second private key of
the second user device).

(f54-2) Function to write the obtained plaintext data
into the temporary data storage unit 52.

The control unit 56 has a function to control each of
the units 51 to 54 such that each unit operates as shown in
FIG. 17.

Next, the operation of the re-encryption system
configured as described above will be described using the
sequence diagrams of FIGS. 13 to 17.

The following operation takes a case in which
processing is performed in a procedure of (1) key setup
processing, (2) encryption processing, (3) re-encryption
key generation processing, (4) re-encryption processing,
and (5) decryption processing as an example. However, in
the following operation, processing is not necessarily
performed following the above procedure. For example,
processing of re-encryption key generation may be performed
before the encryption processing. Also, ciphertext data
may be decrypted without the re-encryption processing being

performed.,

(1) The key setup processing is performed by the key
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generator 10 as shown in FIG. 13 and each of steps ST1 to
ST12 below.

First, the public parameter generation unit 13 of the
key generator 10 generates a public parameter
(p,A,G,Gr,9,91,92,93,94,u,v, Sig (G,S,V)) or acquires the
public parameter from outside (ST1).

More specifically, the public parameter generation
unit 13 generates bilinear map groups (G,Gg) éatisfying the
order p>2A, elements g,g:,92,93,9s,u,v of G, and a one-time
signature algorithm Sig ( G,S, V) satisfying strong
unforgeability based on a security parameter A stored in
the key parameter storage unit 11 in advance.

Qf is a set (=(z/pZ)") of integers mutually prime to
Z, and p and may also be called a multiplicative group Z,
for the prime number p. Z, is a set (=(Z/pZ) of integers
equal to 0 or greater and less than p. The "element" is a
term having a mathematical meaning, is also called a
constituent, and refers to, in a set constituted of a
plurality of "things", individual things constituting the
set.

More specifically, the public parameter generation
unit 13 selects bilinear map groups (G,Gr) satisfying the
order p>2Abased on the security parameter A stored in the
key generation parameter storage unit 11 in advance. 1In
this case, p is an integer. p may be a prime number or a
composite number. The public parameter generation unit 13

randomly selects elements g, gi, g2, u, v of G from G. The
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public parameter generation unit 13 randomly selects & from
Zp, and calculates gs=gfand gs=gi1f{. Z, is a set (=(Z/pz) )
of integers mutually prime to Z, and p and may also be
called a multiplicative group 2,” for p. Z, is a set
(=(2/pZ) of integers equal to 0 or greater and less than p.
gs; is a value based on a random number ¢ and a system fixed

value g. g4 is a value based on the random number ¢ and a

system fixed value g;.

~ A

(G in the one-time signature algorithm Sig (G,S,V)

(hereinafter, Sig(G,S,V) is also called Sig) means a

A

function to generate a one-time key pair (ssk, svk), S

means a function to generate a signature o for a message M,

A

and V means a function to validate the signature o.

For more information about the one-time signature, see
A. Menezes, P. van Oorschot, S. Vanstone, “Handbook of
Applied Cryptography”, CRC Press, (1996) pp.462-471, (1996).

The bilinear map (denoted by e) is a map yielding
e:GxG-Gr and satisfies the following three properties:

1. e(ga,hb)=e(g,h) ab holds for any (g,h)eGxG and
a,bez, where Z is a set of integers.

2. e(g,h) is computable for any (g,h)eGxG.

3. e{(g,h)#1Gr always holds if g,h#ls, where 1z is the
unit element of G and 1Gr is the unit element of Gr.

The bilinear map group (denoted by G, Grp) is a group
of the prime number order p for which a bilinear map
e:GXG-Gy exists. The above definition also means that if

g1=g® and g,=g® for elements g, gi, g of G, the following
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equation holds (o and B are the exponents relating to
elements g, g1, g of G).
e(g192,9)=e (g, q192) =e (g, g% g*) =e (g, g""P) =e (g, g)a+p=e(g,g)a-e(g
/9)B

Incidentally, a plurality of elements g, g1, gz of G
is a plurality of preset system fixed values. The
plurality of system fixed values is not limited to three
elements of the bilinear map group G and a plurality of
elements such as two or four or more elements of G can also
be used when appropriate. The term of "system fixed value"
may be changed to a "fixed value", an "element", or a
"system parameter". The plurality of system fixed values
are a plurality of elements of a bilinear map group as a
group of prime number orders for which a bilinear map
exists.

In this specification, the notation assuming that both
G and Gy are multiplicative groups is adopted, but the
embodiments are not limited to such a notation and each of
G, Gr can be represented by a notation assuming that each
is an additive group. That is, for example, G may be
represented as an additive group and Gr as a multiplicative
group. As the bilinear map, a map that yields e:GixGy-Gp
for bilinear map groups Gi, Gz, Gr (G1 and G; are different
groups) may also be used. In this case, each element of G
in each piece of processing described later may be
rewritten to an element of G; or an element of G, when

appropriate. The above also apply to other embodiments.
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Subsequently, the public parameter generation unit 13
writes the generated public parameter par into the
temporary data storage unit 12. The key generator 10
publishes the public parameters
P,A,G,Gr,9,91,92,93,94,4,V,Sig) in the temporary data
storage unit 12 (ST2). 1If a public parameter is published
before step ST1 is executed, step STl and step ST2 may be
skipped by writing the public parameter into the temporary
data storage unit 12.

If the identification information of the re-encryption
key generator 30 is i, the key generation unit 14 generates
a private key xi, Vi, zieZp* of the re-encryption key
generator 30 and generates a public key for encryption of
the re-encryption key generator 30 using the private key

ski=(x%i,yi,2zi) (ST7).

pki - (Xi’K>Yli>Zz‘>Zli)
)(i :gXiDX :gyiﬁ}qi =g1y",Zl. :gzi,’Zli :glz"

If a twenty-seventh modification described later is
not made, data Yi may be omitted. That is, the public key
pk: only needs to include data Xi, Yii., Zi, Z1i.

Also, the key generation unit 14 generates public

information pl I — (X3l > YZZ) for

generating a re-encryption key of the re-encryption key

generator 30 using the private key ski=(xi,vyi,z;) (ST7').
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X —_ xiY — i
i = 83019 = 8

Subsequently, the key generation unit 14 writes the
generated public key for encryption, public information for
generating a re-encryption key, and private key into the
temporary data storage unit 12. The communication unit 15
transmits the private key sk; in the temporary data storage
unit 12 to the re-encryption key generator 30 under the
control of the control unit 16 (ST8). The key generator 10
publishes the public key for encryption pki; of the re-
encryption key generator 30 in the temporary data storage
unit 12 (ST9).

Similarly, if the identification information of the
decryption device 50 is j, the key generation unit 14
generates a private key skj=(x5,y5,23) of the decryption
device 50 and generates a public key for encryption of the
decryption device 50 using the private key skj (ST10).

pkj:(X Y..Y, Zj’le)

!]D
Here,

X,=¢"Y,=g" Y, =g",2,=¢",2,,=g

Similarly as described above, if the twenty-seventh
modification described later is not made, data Yj may be
omitted. That is, the public key pk; only needs to include

data X5, Y15, Z5, Z15.
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Also, the key generation unit 14 generates public
information for generating a re-encryption key of the

decryption device 50 using the private key skj; (ST10').

pL; = X3J>Y2j)
- X Y
X3, ""g?,Jasz = &5’

Subsequently, the key generation unit 14 writes the
generated public key for encryption, public information for
generating a re-encryption key, and private key into the
temporary data storage unit 12. The communication unit 15
transmits the private key sk; in the temporary data storage
unit 12 to the decryption device 50 under the control of
the control unit 16 (ST1l1l). The key generator 10 publishes
the public information for generating a re-encryption key
pij of the decryption device 50 in the temporary data
storage unit 12 (ST12). If desired, regarding the private
key skh, the public key for encryption pkn, and the public
information for generating a re-encryption key pin, the
public key for encryption pky of the encryption device 20,
the private key sky may be transmitted to the encryption
device 20 to publish the public key for encryption pkp and
the public information for generating a re-encryption key
pin in accordance with purposes by performing processing
similar to each of steps ST10 to ST12.

With the above processing, the key setup processing is

completed. Hereinafter, each of the devices 20, 30, 40, 50
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can acquire and use the public parameter or public key
published in steps ST2, ST6, ST9, STl1l2 when appropriate.

(2) The encryption processing is performed by the
encryption device 20 as shown in FIG. 14 and each of steps
ST21 to ST24 below.

The encryption parameter generation unit 23 of the
encryption device 20 generates a key pair (ssk,svk):f}(jl)
of a signature key ssk and a verification key svk in a one-

time signature using the security parameter A and a key

A

pair generation function (3 in the public parameter par
(ST21) and sets the verification key svk to encrypted data
C; (Ci=svk).

The encryption parameter generation unit 23 also
generates and sends out a random number reZ,” to the
ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cux, Ciy, Ciz, Czz1, C3, C; below from a message meGr as
plaintext data using the random number r and the public key
for encryption pk; of the re-encryption key generator 30

(ST22) .

Cox :_Xiraczy = 1;9C22 :'Ziraczm = 11;'9
C3 :e(gzgwg)r 'm9C4 :(um 'V)r

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature ¢ as

shown in the following formula for the encrypted data Cs,
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~

C; based on the signature generation function § in the
public parameter and the signature key ssk generated in

step ST21 (ST23).
c=S (ssk, (C3 Ca))

Thereafter, the ciphertext generation unit 24
generates ciphertext data C;=(Ci,Cax,Cay,C2z,Caz1,C3,Cq,O)
including all the above encrypted data C; to C; and the
one-time signature ¢ and writes the obtained ciphertext
data into the temporary data storage unit 21. If the
verification is omitted, the ciphertext data
Ci=(C1,C2x,C2y,C2z,C221,C3,Cq,0) may be set as
Ci=(Cax,C2vy,C2z,C2z1,C3) by omitting verification data
(C1,Cq,0) that is not used for decryption. In this case,
processing to generate the verification data (Cy,C4,0) is
also omitted.

In any case, the communication unit 22 transmits the
ciphertext data C; in the temporary data storage unit 21 to
the re-encryption device 40 under the control of the
control unit 25 (8ST24).

With the above processing, the encryption processing
is completed.

In the present embodiment, as described above (also,
as will be described later), verification may be omitted or
generation of verification data may be omitted and this
also applies to an embodiment and modifications described

later.

(3) The re-encryption key generation processing is
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performed by the re-encryption key generator 30 as shown in
FIG. 15 and each of steps ST31 to ST33 below.

That is, the communication unit 33 of the re-
encryption key generator 30 acquires and writes the public
information for generating a re-encryption key pij; of the
decryption device 50 published by the key generation unit
10 into the temporary data storage unit 32 under the
control of the control unit 35 (ST31). In step ST5
described above, the communication unit 33 has received the
private key sk; of the re-encryption key generator 30 from
the key generator 10 and written the private key into the
private key storage unit 31,

The random number generation unit 36 generates and
sends out a random number yeZ, to the re-encryption key
generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key Rij; as shown in the following formulas
based on the random number vy, the private key sk; of the
re-encryption key generator 30 in the private key storage
unit 31, and the public information for generating a re-
encryption key pi; of the decryption device 50 in the

temporary data storage unit 32 (ST32).

Ri; = (Rij1, Rijo, Rij3)
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A 1 gxj+y
—_ ' Y% — X
Ry=(X5;-8")" =g 7,
| . | | .__1.._ ,Byj+7
— YNYVi — Vi
Ry=(Y,;-8")" =g 7",
1 Sx;+fy;+y

Rjj:;: (X3]"Y2j.gy)zi :g Z;

In the above formula, g; is rewritten and denoted by
g%, g is rewritten and denoted by g, g; is rewritten and
denoted by g*, and g4 is rewritten and denoted by g*t.

Thereafter, the re-encryption key generation unit 34
writes the generated re-encryption key R;; into the
temporary data storage unit 32. The communication unit 33
transmits the re-encryption key Rj; in the temporary data
storage unit 32 to the re-encryption device 40 under the
control of a control unit 35 (ST33).

With the above processing, the re-encryption key
generation processing is completed.

(4) The re-encryption processing is performed by the
re-encryption device 40 as shown in FIG. 16 and each of
steps ST41 to ST43 below.

The communication unit 43 of the re-encryption device
40 writes the ciphertext data C; transmitted in step ST24

and the re-encryption key R;ij transmitted in step ST33 into
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the temporary data storage unit 42.
The re-encryption processing unit 44 verifies the
ciphertext data C; in the temporary data storage unit 42

using the public parameter and the following verification

formula (ST41).

e(Cox,u’t - v) = e(X;, Cy),
e(Coy, uCt - v) = e(Ya;, Cy),
e(CQZ,u 1.v) =e(Z;,Cy),
e(Caz1,ut - v) = (21, Cy),
V(Ci,0,(Cs,Cy)) = 1.

The verification is successful if the five
verification formulas shown above all hold and fails if any
one of the five formulas does not hold.

If the verification is successful, the re-encryption
parameter generation unit 45 generates and sends out three
random numbers s,t,kezp* to the re-encryption processing
unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cx’,
Cox'', Cay', Coy'’, Caz2', C2z2"’, Caz1’, Caz1’’', Csx, Csy, Csg
using these random numbers s,t,k, the ciphertext data C; in
the temporary data storage unit 42, and the re-encryption

key R;j in the temporary data storage unit 42 (ST42).
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Cox = X¢', Oyy = Cox" = X", oy =17, Gy =Gy =14,
/ k A k ko koAl k _nm o1k
CZZ = Zi 7C2Z - CQZ - Zir ) 02Z1 = Zli y CZZI = CZZI = Zlir )

1 1
Csx = Rijis, Csy = Rijat, Csz = Ryj3

After step ST42 is completed, the re-encryption

>

processing unit 44 generates re-encrypted data
Cy=(C1,Cox’,Cox"", Cov',Coy"’, Caz’",Coz"’, Czz1’ ,Caz1’",Csx,
Csy,Csz,C3,Cq,0) by replacing the encrypted data Cix, Cay, Coaz,
Cyz1 in the ciphertext data C; by all the above encrypted
data/re-encrypted data Cyx’ to Csy; and writes the obtained
re-encrypted data C; into the temporary data storage unit
42. If the verification is omitted, the re-encrypted data
Cy=(C1,Cox’,Cox’ ", Cov',C2v’ ', Cazz2',C2z" ', C2z1",C221" ", Csx,
Csy,Csz,C3,Cq,0) may be set as Cy=(Cox’ ' ,Coy’ " ,C2z"’,Coz1’ ", Csx,
Csvy,Csz,C3) by omitting verification data
(C1,Cox’",Cay’,Caz',Caz1",Ca,0) that is not used for decryption.
In this case, processing to generate the verification data
(Cox’ ,Cay’ ,Caz’,Caz1’) 1s also omitted.

In any case, the communication unit 43 transmits the
re-encrypted data C; in the temporary data storage unit 42
to the decryption device 50 under the control of the
control unit 46 (ST43).

With the above processing, the re-encryption
processing is completed.

(5) The decryption processing is performed by the
decryption device 50 as shown in FIG. 17 and each of steps

ST51 and ST52 below.
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That is, the communication unit 53 of the decryption
device 50 receives the re-encrypted data C; transmitted in
step ST43 and writes the re-encrypted data C; into the

temporary data storage unit 52.

The decryption processing unit 54 verifies the re-
encrypted data C; in the temporary data storage unit 52
using the public parameter, the public key for encryption

pk; of the local device 50, and the following verification

formulas (ST51).

e(C,y,u CI’V)ze(Cz)(’ :)
e(CJ,,u -v)=-e(C,,,C,)

e( 229 Cl'v) e(sza s)

e(Cyz,u u v)=e(C,;,Cy)
e(Cs;,C,;)=e(Cyy, éX)'e(Yj>g2)
e(Csy, 521)=€(C5y,céy)'e(Xj,g4)
V(C,,0,(C,,C))

The verification is successful if the seven

verification formulas shown above all hold and fails if any
one of the seven formulas does not hold.

If the verification is successful, the decryption
processing unit 54 decrypts the re-encrypted data C; as
shown in the following formula using the private key skj of

the local device to obtain the message m (STS52).
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1
¢(Cs2,Cy5) \¥ [ €(Csz,Coy) \ %
e(Csx, Cox) e(Csy, Coy)

That the decryption result of the above formula

m = C3

produces m can be checked by the following calculation. In
the following calculation, g; is rewritten and denoted by
g%, g, is rewritten and denoted by g®, g3 is rewritten and

denoted by g, and g is rewritten and denoted by g*i.

1 1
eCirsCrp) V1 [eCigsCo) |
e(C5X g C;X ) e(csya ng)

1 1
&+ +y Z oty ty \;;
ecg z;k ’ggﬂ)' | e(g z;k ,gpzM)
&ty Bty f
eg ™ .g") ) | g™ .g") |

:m'e(gzgvgy —m
(e(g,8)"elg,2)™)

Incidentally, the decryption processing unit 54 may
perform the decryption processing in step ST52 by omitting
the verification processing in step ST51. Also, when no
verification data is contained in the re-encrypted data Cj,
the decryption processing unit 54 performs the decryption
processing in step ST52 by omitting the verification

processing in step ST51. The above m may be a key, instead
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of a message itself. For example, a shared key in shared
key cryptography may be set as m=key to replace m with key.
In this case, ciphertext obtained by encrypting a message
using the shared key may be added to the ciphertext data or
re-encrypted data. The above also apply to the embodiment
and modifications described later.

In the present embodiment, the order of processing may
be changed when appropriate. For example, the order of the
decryption processing and the ciphertext verification
processing may be changed. Similarly, because a parameter
(more specifically, a random number) for performing
encryption processing is not needed in the re-encryption
key generation processing, the order of the re-encryption
key generation processing may be changed to before the
encryption processing.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key Rj; based on the random number vy, even if a
server and a user collude with each other, the decryption
right can be prevented from being re-transferred without
permission of the transfer source. Accordingly, there is
no need to demand extreme reliability from the server and a
file sharing system the user can safely use can be provided.

To complement the above description, there has been a
problem that, if the server operator, the user B, and the
user E collude, a third party can calculate a normal re-

encryption key (rkp-g) to re-encrypt ciphertext for the
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user A into ciphertext for the user E by using a re-
encryption key (rky-s) to re-encrypt the ciphertext for the
user A into ciphertext for the user B, a private key (skg)
of the user B, and a private key (skg) of the user E
without permission of the user A as the transfer source.

According to the present embodiment, however, due to
the configuration of generating the re-encryption key Rij
based on the random number vy, even if the server operator,
the user B, and the user E collude, the decryption right
can be prevented from being re-transferred without
permission of the transfer source.

Also, due to the configuration of generating a re-
encryption key using public information for generating a
re-encryption key of the original transfer destination, no
re-encryption key can be generated without the public
information for generating a re-encryption key being
provided by the transfer destination. Therefore, a re-
encryption key can be generated with the permission of the
original transfer destination.

[Twenty-sixth modification]

In the thirteenth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited. However, the thirteenth embodiment may be changed

to a form in which the ciphertext data is decrypted without
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being re-encrypted. 1In this case, only the key setup
processing, encryption processing, and decryption
processing need to be performed. The key setup processing
in the present modification is the same as the key setup
processing in the thirteenth embodiment. Hereinafter, the
encryption processing and the decryption processing in the
present modification will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the thirteenth embodiment is only in the last step. To
provide a description by making use of the above symbols,
the identification information of the decryption device 50
is assumed to be i for the sake of convenience. In this
case, the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption device 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST41l. If the verification is successful, the
decryption device 50 decrypts the ciphertext data C; as
shown in the following formula using the private key sk; to

obtain the message m.



‘ e(gzgwczx)xi

That the decryption result of the above formula

produces m can be checked by the following calculation.

m-e(g2,84,8)

r

1

e(g,84,C,,)"
_m-e(g,84,8)

1

e(g,84,87")"

_m-e(g,8,,8)" o
€ (.g'2 ézt49 g ) = m

5 [Twenty-seventh modification]
In addition to the twenty-sixth modification, as will

be described below, the thirteenth embodiment may also be

changed to a form in which the ciphertext data is decrypted

without being re-encrypted. Also in this case, only the

10 key setup processing, encryption processing, and decryption

processing need to be performed. The key setup processing

and the decryption processing in the present modification

are the same as the key setup processing and the decryption

processing in the thirteenth embodiment respectively.
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Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

5 The encryption parameter generation unit 23 of the
encryption device 20 generates (ssk, svk) in the same
manner as in step ST21 (ST21') and sets the verification
key svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also
10 generates and sends out five random numbers r,s,t,k,yezp*
to the ciphertext generation unit 24.
The ciphertext generation unit 24 generates encrypted
data Coax’, Cox’', Cay’, Cov’’, Caz’, Caz”', Caza’, Caz1’’', Csx,
Csy,. Csz, C3, Cq4 below from a message meGr as plaintext data
15 using the random numbers r,s,t,k,y and the public key for
encryption pk; of the decryption device 50 (ST22').

" s n rs oo,y t "r__ rt
2X_Yj’ 2X“‘Y~j> 2Y"Xja 2y T o

1 _ vk " 7 rk r k "o _ rk
Qz"Yja Y, X ZZI_Xj9

2z =4 Loz T A

G =dg,2,8) -mC,=u""),

1 | 1 1
Cr=(88),Gr=(8,8), G, =8 &8 )
After step ST22' is completed, the ciphertext

20 generation unit 24 generates a one-time signature o in the

same manner as in step ST23.

Thereafter, the ciphertext generation unit 24
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generates ciphertext data C;=(Ci,Cox’,Cox’’, Coy’,Coy’ "',

Caz’ ,Caz’’, Caz1',Cz221"",Csx, Csy,Csz,C3,Cq,0) including all the
above encrypted data C; to C; and the one-time signature o
and writes the obtained ciphertext data into the temporary
data storage unit 21.

The communication unit 22 transmits the ciphertext
data Cj in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25.

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST51. If the verification is successful, the
decryption device 50 decrypts the ciphertext data C; as
shown in the following formula using the private key sk; to

obtain the message m.

——

1
e(Csz, gz) b e(Cs2,Cozy) \ 7
6(05){, gX) 6(C5Y7 f/gly)

That the decryption result of the above formula

m = (3

produces m can be checked by the following calculation. 1In
the following calculation, g; is rewritten and denoted by
g%, g2 is rewritten and denoted by g®, g3 is rewritten and

denoted by g°, and g; is rewritten and denoted by g**.
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G,

~ 1 1
" S " x .
e(Cs,,Cyz) | . e(Cs,, Cop) |

e(Csy, ;'X) e(Csy, gY

l 3
af+p+y )k ;,— af+f+y - ;:
e(g ' ,g)| |elg * .g"")
gy gy (
e(g * ,8") e(g ' ,87)
£+p — o :
a +f+y)y;r , (e +B+y)x;r .
e(g " g P (e(g T g) )
e(g(af*‘?’)yj’”g) e(g(ﬂ+7)xj’,g)
:m-e(g2g4,g)’ 5 wirs = M
(e(g,8) " e(g,8)*)

[Twenty-eighth modification]

In the thirteenth embodiment, an example in which the
public parameter includes five elements g, g:, 92, g3, gs of

5 system fixed values has been described, but the embodiment
is not limited to such an example and the elements gy, gs,
gs may not be generated and included in the public
parameter. In this case, gz, g3, and g, may be replaced by
g in the thirteenth embodiment by setting g.=g, g:=g, and
10 gs=g. This also applies to the embodiments and

modifications described later.

[Twenty-ninth modification]

In the thirteenth embodiment, an example in which the
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public parameter includes five elements g, g1, 92, g3, gs: of
system fixed values has been described, but the embodiment
is not limited to such an example and six or more elements
of system fixed values may be included. If, for example,
six elements g, g1, G2, 93, Js, Os are included in the
public parameter, g; may be replaced by g,gs in the
thirteenth embodiment by setting g;=g:9s.

Also if, for example, seven elements g, gi, 92, g3, Ja,
gs, Je¢ are included in the public parameter, g; may be
replaced by gi1gs, g. may be replaced by g.g9¢, and g, may be
replaced by g40s5 in the thirteenth embodiment by setting
g1=019s5, 92=9296¢, and g:=g:9s. This also applies to the
embodiment and modifications described later.

(Fourteenth embodiment)

In the present embodiment, an example of updating a
re-encryption key at certain intervals will be described.
A time parameter L is used as a parameter representing a
period. The time parameter is used in, of key setup
processing, encryption processing, re-encryption key
generation processing, re-encryption processing, and
decryption processing, the encryption processing, the re-
encryption key generation processing, and the re-encryption
processing. The time parameter is used such that if, for
example, encryption processing is performed in a certain
period t;, the encryption processing described later is
performed by setting L=t; and if encryption processing is

performed in the next period t;, the encryption processing
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described later is performed by setting L=t,. Hereinafter,
key setup processing, encryption processing, re-encryption
key generation processing, re-encryption processing, and
decryption processing in the present embodiment will be
5 described. Portions common to the aforementioned

thirteenth embodiment may or may not be described by using
the same reference signs.

(1) Key setup processing

The public parameter is the same as that in the

10 thirteenth embodiment. If the identification information

of a re-encryption key generator 30 is i, a key generation
unit 14 generates a private key xi, Vi, 2Zi, wgezg‘of the
re-encryption key generator 30 and generates a public key
for encryption of the re-encryption key generator 30 using

15 the private key ski=(Xi,Vi,2Zi,wi) (ST7).

pkz — sz‘: Ka Ki’ZiDZliﬁ VI/I
X=g\Y=¢\Y,=g\Z =g\, ~g W=¢"

Also, the key generation unit 14 generates public
information for generating a re-encryption key of the re-
20 encryption key generator 30 using the private key sk;

(ST7"') .

pi; = (X3i9Y2i)
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X =&, =g

Similarly, if the identification information of a
decryption device 50 is j, the key generation unit 14
generates a private key ski=(x;j,y5,25,w;) of the decryption
device 50 and generates a public key for encryption of the

decryption device 50 using the private key sk; (ST10).

Pk, =(X,.Y,Y,.2,2, 7,

X;.-—- g)', lj,g{j’zj:gzj’zj:gfj,%:gwj

Also, the key generation unit 14 generates public
information for generating a re-encryption key of the

decryption device 50 using the private key sk; (ST10').

pij X3 }72]

] b

BRSNS — Y
X3j“g3 »Yzj“gz

(2) Encryption processing

Like in the thirteenth embodiment, an encryption
parameter generation unit 23 of an encryption device 20
generates (ssk, svk) (ST21') and sets the verification key
svk to the encrypted data C; (Ci=svk).

The encryption parameter generation unit 23 also

generates and sends out a random number reZ, to a
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ciphertext generation unit 24.

The ciphertext generation unit 24 generates encrypted
data Cax, Czy, Caz, Cazi, Cor, C3, C4 below from a message meGr
as plaintext data using the random number r, the public key
for encryption pk; of the re-encryption key generator 30,

and the time parameter L (ST22).

Cz)( -—-X;,CZY ?«)ﬁaczz =Z;,C221 = iria
Cr=F(LY,C=e(g,g,,8) mC,=u" vy

The function F; (L) is defined as shown belpw.

F(L)=g" Wi=g""™ (LeZ)

After step ST22 is completed, the ciphertext
generation unit 24 generates a one-time signature o as
shown in the following formula for the time parameter L and

the encrypted data C;, C; based on the signature generation

~

function S in the public parameter and the signature key

ssk generated in step ST21 (ST23).

o=S (ssk, (L, C3 Ca))

Thereafter, the ciphertext generation unit 24
generates ciphertext data C;=(L,Cy, Czx, Cay,Caz, Coz1,Cor, C3,
C4,0) including the time parameter L, all the above
encrypted data C; to C4, and the one-time signature o and
writes the obtained ciphertext data into a temporary data

storage unit 21.
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(3) Re-encryption key generation processing

A random number generation unit 36 generates and sends
out three random numbers y, &, &,€Z, to & re-encryption
key generation unit 34.

The re-encryption key generation unit 34 generates a
re-encryption key R;y, as shown in the following formulas
using the random numbers vy, &y, &y, the private key sk; of
the re-encryption key generator 30 in a private key storage
unit 31, the public information for generating a re-
encryption key pij of the decryption device 50 in a

temporary data storage unit 32, and the time parameter L

(ST32) .

Rii1 = (R, RULQ, Ri;13, qu, Ri15)

5% j

- = +(L+w )9,
Rzy'Ll:(ij'gy)"E'(L)x: '

| —)—)1-— 5 'By’+7+(L+w )6,
Ry,=%,,-¢g")" - F(L)y” =g ”
1 &xi+hy;+y

Rys=(X;5;-1,;-8")" =g °
Ry 4= (g") =g"*
Ry s=(g; ,-)5y =g

CUG5y

In the above formula, g; is rewritten and denoted by
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g%, g; is rewritten and denoted by g¢®, g; is rewritten and
denoted by g*, and g, is rewritten and denoted by g%®.
(4) Re-encryption processing
A re-encryption processing unit 44 verifies the
5 ciphertext data C; in a temporary data storage unit 42
using the public parameter, the time parameter L, and the

following verification formula (ST41).

e(Cox,utt - v) = e(X;, Cy),
e(Cay,u®t - v) = e(Y13, Cy),
e(Caz,u"" -v) = e(Z;, Cy),
e(Caz1,u"t - v) = e(Z1;,Cy),
e(Cor,ut - v) = e(F;(L),Cy),

~
V(Ci,0,(L,C3,Cy)) = 1.
The verification is successful if the six verification
10 formulas shown above all hold and fails if any one of the
six formulas does not hold.

If the verification is successful, a re-encryption
parameter generation unit 45 generates and sends out four
random numbers s,t,k,heZp* to the re-encryption processing

15 unit 44.

The re-encryption processing unit 44 generates, as
shown in the following formulas, re-encrypted data Cux’,

Cox" "y Cov’, Cov’’, Caz’, Caz'’, Com’, Coza’ ', Cor’, Cop’’ , Csx,

Csy, Csz, Cspx, Cspy using these random numbers s,t,k,h, the
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ciphertext data C; in the temporary data storage unit 42,
the re-encryption key R;jjir in the temporary data storage

unit 42, and the time parameter L (ST42).
I _vs ol _ s_yrs o _ vyt n t_yort
X—Xi ) sz—C2X ”"Xz >02Y"le> C2y~02Y *—le y
I gk k_ork ~ _ogk At _n k_7ork
Uy =2i",Cyg = Cog" = 4", Cogy = 2ni, 221-*0221 =2y,
Th
Cop = F(L)",Cyp = Cop" = Fy(L ) ,
1
: Csx “Rxnms Csy = Ryj1at, Csz =R4'jL3k,
1
Csrx :Rfijinh,CSFY = Ri;15n
After step ST42 is completed, the re-encryption
processing unit 44 generates re-encrypted data
CJ:(CIICZXIICZX,lI Coy’ , Cov’' ', CZZIICZZ’II CZZlIICZZl,,/
10 Cor’,C2or’’ ,Csx, Csy,Csz,Csrx,Csry,C3,Cq,0) by replacing the
encrypted data Cax, Czyv, C2z, Caz1, Cyr in the ciphertext data
C; by all the above encrypted data/re-encrypted data Cyx' to
Csry and writes the obtained ciphertext data into the
temporary data storage unit 42.
15 (5) Decryption processing
A decryption processing unit 54 verifies the re-
encrypted data C; in a temporary data storage unit 52 using
the public parameter, the public key for encryption pk; of
the local device 50, and the following verification

20 formulas (STH1).
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e(Cyy,u V)“e(czxa C,)

'e(czya Lv) = e(Cyy,Cy)

e(sza V) =e(Cy;,C,)

e(Cyzppu' -v)=e(Cyy,C)

e(Cyp,u” -v)=e(Cyr, Cy)

e(Csy,! 22) €(Cspy s Cop) = e(Csy, ?’.X)'e(YngZ)
e(Csy, 521)'6(C5FY9 )= e(Csy,Coy)- e(Xj9 g,4)
V(C1,0,(C,C,) =1 |

The verification is successful if the eight
verification formulas shown above all hold and fails if any
one of the eight formulas does not hold.

If the verification is successful, the decryption
processing unit 54 decrypts the re-encrypted data Cj as
shown in the following formula using the private key skj of

the local device to obtain the message m (ST52).

=y | (400G 4, w))l JEELAREL 53»))‘37}

e(Csx, Clly) (Csy, Gy

That the decryption result of the above formula
produces m can be checked by the following calculation. 1In
the following calculation, g; is rewritten and denoted by
g%, g2 is rewritten and denoted by g®, g; is rewritten and

denoted by g*, and g; is rewritten and denoted by g**
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1 1

<%,)@m>FV@DMA@wmf
(CM32X) e(Cyy, 5)

- l‘
&j+ﬂyj+r xié', Yy 5’;‘*!9}’,""7 ayi‘gy Z
y
llele * g™ gt g™ g M g elg F g" ] |
[6" L Low )a) [ﬁy)"” (L+w,)6J
i X5 i 4
e(g &) e(g &™)
\ 4
C
(g™ g)-elg™ L g) 1 [elg " g)-e(g g) Yo
&+ 1r(L+w,)6 ' (B +nar+(L+w)8,y;
e(g ng+y r{L+w) )8, 00 ,g) E(g 1+ +¥ .yar’g)

o884 ;7/ -
(e(g,8)"-e(g,8)")

In the present embodiment, the order of processing may
be changed when appropriate. For example, the order of the
decryption processing and the ciphertext verification
processing may be changed. Similarly, the order of the re-
encryption key generation processing may be changed to
before the encryption processing.

According to the present embodiment, as described
above, due to the configuration of generating the re-
encryption key R;j;, based on the random numbers v, dx,dy, and
the time parameter L, in addition to the effects of the
thirteenth embodiment, whether to transfer the decryption
right can be decided in each period so that finer access
control can be exercised. Accordingly, even if the
decryption right of ciphertext for the user A is once

transferred to the user B in a certain period, it is
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possible not to grant the decryption right of the

ciphertext for the user A to the user B, that is, the
decryption right of the user B (to the ciphertext for the
user A) can be invalidated in the next period and therefore,
a file sharing system whose convenience is further improved
can be provided.

[Thirtieth modification]

In the fourteenth embodiment, an example in which
ciphertext data is generated by the encryption device 20,
the ciphertext data is re-encrypted by the re-encryption
device 40 to generate re-encrypted data, and the re-
encrypted data is decrypted by the decryption device 50 is
cited, but the eleventh embodiment may be changed to a form
in which the ciphertext data is decrypted without being re-
encrypted. In this case, only the key setup processing,
encryption processing, and decryption processing need to be
performed. The key setup processing in the present
modification is the same as the key setup processing in the
fourteenth embodiment. Hereinafter, the encryption
processing and the decryption processing in the present
modification will be described.

The difference between the encryption processing in
the present modification and the encryption processing in
the fourteenth embodiment is only in the last step. To
provide a description by making use of the above symbols,
the identification information of the decryption device 50

is assumed to be i for the sake of convenience. In this



10

- 262 -

case, the communication unit 22 of the encryption device 20
transmits the ciphertext data C; in the temporary data
storage unit 21 to the decryption dévice 50 under the
control of the control unit 25 (ST24').

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST41. If the verification is successful, the
decryption device 50 decrypts the ciphertext data C; as

shown in the following formula using the private key sk; to

obtain the message m.

C,

m = 1

e(gzngzX)xi

That the decryption result of the above formula

produces m can be checked by the following calculation.
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m-e(g,8,,8)

v e(g,84,Chx)"
_m-e(g,84,8)

1

e(gzgngir)xi

m-e(g,84,8) r
e(g,8,,8) =m

[Thirty-first modification]

In addition to the thirtieth modification, as will be
described below, the fourteenth embodiment may also be
changed to a form in which the ciphertext data is decrypted
without being re-encrypted. Also in this case, only the
key setup processing, encryption processing, and decryption
processing need to be performed. The key setup processing
and the decryption processing in the present modification
are the same as the key setup processing and the decryption
processing in the fourteenth embodiment respectively.
Hereinafter, the encryption processing and the decryption
processing in the present modification will be described.
In the present modification, the identification information
of the decryption device 50 is assumed to be j.

The encryption parameter generation unit 23 of the

encryption device 20 generates (ssk, svk) in the same
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manner as in step ST21 (ST21') and sets the verification
key svk to the encrypted data C; (Ci=svk).
The encryption parameter generation unit 23 also
generates and sends out eight random numbers
5 r,s,t,k,h,y,éx,éyezp* to the ciphertext generation unit 24.
The ciphertext generation unit 24 generates encrypted
data Cox’, Coax'’, Cay’, Cov’’, Caz’, Czz’', Com’, szi’ *, Car’,
Cor’’' , Csx, Csy, Csz, Cspx, Cspy, C3, C; below from a message
meGr as plaintext data using the random numbers
10 ~r,s,t,k,h,v,5, 8y, the public key pks; of the decryption
device 50, and the time parameter L (ST22').

r s "o _ rsoo ey t "ro__ rt
A2X"Yj9 2X_Y'j> 2Y_Xj’ 2y T o

1 _ vk " _ yrk r k "o rk
ZZ"'Yj’ 2Z"Yj9'221'—Xj’ ZZI“Xjﬂ
r h rH~n rh

2F_Fj(L) ’ 2F_Fj(L) ’

_ ' r _ vk r
C,=e(g,8,,8) mCy=™ -v),

1 a§+y+v(L+wj)§y
_ y Sy Ns —
Csy =(g,-8" F;(L)7) =g ° :
] B+y+(L+w;)é,

Coy=(g,-8"-F,()*) =g + |
1 al+p+y

CSZ=(g4,°g-2-g7)" g r

J, ¥

Copy =Y, 0,Copy = X ;i

¢
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After step ST22' is completed, the ciphertext
generation unit 24 generates a one-time signature ¢ in the
same manner as in step ST23.

Thereafter, the ciphertext generation unit 24
generates ciphertext data Cj=(L,Cax’,Cax’’, Cav’,Cay’’,

Caz’ ,Caz" ", Caz1’,Caz1’ ', Cor’,Cor’’ ,Csx,

Csy, Csz, Cspx, Cspy, C3,Cq, 0) including the time parameter L, all
the above encrypted data C; to Cs;, and the one-time
signature o and writes the obtained ciphertext data into
the temporary data storage unit 21.

The communication unit 22 transmits the ciphertext
data C; in the temporary data storage unit 21 to the
decryption device 50 under the control of the control unit
25.

The decryption device 50 verifies the ciphertext data
C; generated by the encryption device 20 in the same manner
as in step ST51. If the verification is successful, the
decryption device 50 decrypts the ciphertext data C; as
shown in the following formula using the private key skj to
obtain the message m.

e / (e(C5z, gz)-e(ospx,cgp))# e(Csz, Clyy) - e(Cer, é’p))%
s e(Csx,Cox) ¢(Csy, Cyy)

That the decryption result of the above formula
produces m can be checked by the following calculation. 1In
the following calculation, g; is rewritten and denoted by
g%, g, is rewritten and denoted by gﬁ, gs: is rewritten and

denoted by g%, and gs is rewritten and denoted by g*t.
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; 1
e(Ciz:Cyz) €(Corxs Cor) & e(Coz,Coz) eCors o) |9
e(Coy,Cox) e(Cy, Cyy)

1
a§+ﬂ+r 8y v; al+pty "1‘5::

y
e(g )e(g (L+wj)rh) . E(g P ’gx rk) ( (L+wj)rh)

a§+y-l(L+w 120y Brri(L4w)é, r

g * &) (g ' g7 J

1 1
(af+B+1)ry; Sy (L4w) v (ag+Btr) e (L T
(g™, g)- e )V (elg " g)-e(g" ™ ) I

(af+r)y rH{L+w, ¥,y (BHy)xirH{L+w )0 a0
e(g T g) eg” T g)

=m-e(gzg4,gV )
(e(g, )" e(g,8))

According to at least one of the thirteenth and

fourteenth embodiments described above, due to the
configuration of generating a re-encryption key based on a
5 random number, even if a server and a user collude with
each other, the decryption right can be prevented from
being re-transferred without permission of the transfer
source.
Also, due to the configuration of generating a re-

10 encryption key using public information for generating a
re-encryption key of the original transfer destination, no
re-encryption key can be generated without the public
information for generating a re-encryption key being
provided by the transfer destination. Therefore, a re-

15 encryption key can be generated with the permission of the
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original transfer destination.

The method described in the embodiment can also be
stored in a storage medium such as a magnetic disk
(floppyTM disk, hard disk, or the like), an optical disk
(CD-ROM, DVD, or the like), a magneto-optical disk (MO), or
a semiconductor memory as a program which can be executed
by a computer and distributed.

As the storage medium, any configuration which is a
computer-readable storage medium in which a program can be
stored may be used regardless of a storage format.

An 0S (operating system) which operates on a computer
on the basis of an instruction of a program installed from
the storage medium in the computer, database management
software, and MW (middleware) such as network software may
execute a part of the processes to realize the embodiment.

Furthermore, the storage medium according to the
present invention includes not only a medium independent of
a computer but also a storage medium in which a program
transmitted through a LAN, the Internet, or the like is
downloaded and stored or temporarily stored.

The number of storage media is not limited to one. A
case in which the process in the embodiment is executed
from a plurality of media is included in the storage medium
according to the present invention. Any medium
configuration may be used.

A computer according to the present invention is to

execute the processes in the embodiments on the basis of
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the program stored in a storage medium. The computer may
have any configuration such as one apparatus constituted by
a personal computer or a system in which a plurality of
apparatuses are connected by a network.

A computer in each embodiment includes not only a
personal computer but also an arithmetic processing
apparatus, a microcomputer, or the like included in an
information processing apparatus. The computer is a
generic name of an apparatus and a device which can realize
the functions of the present invention by a program.

While certain embodiments have been described, these
embodiments have been presented by way of example only, and
are not intended to limit the scope of the inventions.
Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various
omissions, substitutions and changes in the form of the
embodiments described herein may be made without departing
from the spirit of the inventions. The accompanying claims
and their equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit of

the inventions.
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CLAIMS

1. A re-encryption key generator (30) that generates
a re-encryption key to obtain re-encrypted data that can be
decrypted by a second private key of a second user device
after ciphertext data obtained by encrypting plaintext data
by a first public key of a first user device 1is re-
encrypted without decryption, the re~encryption key
generator comprising:

a first storage means (31) that stores a first private
key corresponding to the first public key;

a second storage means (32) that stores a second re-
encryption key generation key of the second user device
that is different from a second public key corresponding to
the second private key; and

a re-encryption key generation means (34) that
generates the re-encryption key based on the first private

key and the second re-encryption key generation key.

2. The re-encryption key generator according to
claim 1, wherein

the first public key 1s generated based on the first
private key and a plurality of system fixed values and

the second public key is generated based on the second

private key and the plurality of system fixed values.

3. The re-encryption key generator according to
claim 2, wherein

when the first private key 1s represented by
ski=(%i,Vi,zi), the second private key 1is represented by
ski=(x5,Y3,23), the plurality of system fixed values are
represented by g, 91, and g (where g, 91, g:eG when

bilinear map groups as groups of an order p for which a
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bilinear map e:GxG-oGr exists are represented by G, G¢), and
the first public key 1is represented by pk;, the first
public key pk; contains data X;, Yii, Zi, Zi; (where
[Equation 1]

X =g™ , Y 15 =81Y, 2 =g, Z 1i —&14

) s
when the second public key is represented by pk;y, the

second public key pky contains data Xy, Yij, 23, Zi5 (where
[Equation 2]

7

X3 . .
X =g, Y15 =11, 25 =2, Z1; =17

) s

when a random number related to the second re-
encryption key generation key 1s represented by n, a value
based on the random number n and the system fixed value g
is represented by g3, the value based on the random number
n and the system fixed value g; is represented by gy, the
value based on the random number n and the system fixed
value g, 1s represented by gs (where gs3=g", gs=g;", and
gs=g2"), and the second re-encryption key generation key is
represented by rkj,

rks=(Xs3, ¥Ys3)

holds (where
[Equation 3]

X3 =&39, Y5i =®5')

)

when the plaintext data is represented by m (where

meGr), the random number related to the ciphertext data is

represented by r, and the ciphertext data is represented by
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C; (where the bilinear map e:GxG-Gy is represented by e ,

)), the ciphertext data C; contains data Czx, Czay, Czz, Coz1i,
Csz (where

[Equation 4]

Cox=Xi", Coy =Yy", Coz =7, Com = 2y,
C3 = e(9495,9)" -m

)y
when the random number related to the re-encryption

key is represented by 6, an exponent related to the system

10 fixed values g, g, is represented by p (where g,=g°), and

the re-encryption key is represented by Riy,
Riy=(Rij1, Rij2, Rij3)
holds (where
[Equation 5]
n($2+ﬂ)
— hl/z; -
Rij1 = (X35 -93") /o =g "
15
m{(By;+6)
_ Ny _
n(z;+8y;+0)

H

Rijs (XBj‘YE)j'QBO)l/zi:g

),

when the re-encrypted data is represented by Cj (where

20 three random numbers are represented by s, t, k), the re-
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encrypted data Cj includes data Cox'’, Coy' ', Cuz"’, Cozm'’,

Csxs Csy, Csz, Cz (where

[Equation 6]

ng — CQXS — Xz_rs,
Cyy = Cay® =11,
Ciz = C2z° = Z;"%,
Coz = Com® = 73",

1 1 1
Csx = Rij1s, Csy = Ryjot, Csz = R;j3%

), and

the plaintext data m, the re-encrypted data Cj, and

the second private key sky are related by

1

1
m=Cq e(Csz, gZ) c e(Csz, ng) )
e(Csx, Coy) e(Csy, Coy)

4. The re-encryption key generator according to
claim 2, wherein

when the first private key 1is represented by
ski=(Xi,Yi, 2i,Wi), the second private key is represented by
sky=(X3,¥5,25,W3), the plurality of system fixed values are
represented by g, 91, and g, (where g, gi, g;eG when

bilinear map groups as groups of an order p for which a
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bilinear map e:GxG-Gr exists are represented by G, Gr), and
the first public key 1is represented by pkij, the first
public key pk; contains data Xi, Yii, 2i, Z1;3, W; (where
[Equation 7]

. o W;
Z1; =g, W =g

)4
when the second public key is represented by pkj, the
second public key pky contains data Xy, Yi3, 2y, Zi3, W
(where
[Equation 8]
< v 7
}(j —8g ] ’ Y lj "“é;]_ ] ’ Z j —g J ’
. — 1 Z] . =5 V]
Z1; —g1J,VVJ—g]

)

when a random number related to the second re-
encryption key generation key is represented by mn, a value
based on the random number nm and the system fixed value g
is represented by gi;, the value based on the random number
n and the system fixed value g; is represented by g4, the
value based on the random number n and the system fixed
value g, 1s represented by gs (where gs3=g", g4=g:", and
gs=g;"), and the second re-encryption key generation key is
represented by rkj,

rky= (X35, ¥sy)

holds (where
[Equation 9]

X3; =237, Y 55 =g5”]
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)y

when the plaintext data 1is represented by m (where

meGr), the random number related to the ciphertext data is
represented by r, a multiplicative group for the order p is
represented by Zp, a time parameter showing a period of
updating the re-encryption key is represented by L, and the
ciphertext data 1is represented by C; (where the bilinear
map e:GxG-Gr is represented by e( , )), the ciphertext data
C; contains Cax, Cay, C2z, C2z1, Cir, Cs (where

[Equation 10]

Cox =X;", Coy =Y4i", Coz =7, Coz1 = 735,

Cor = Fi(L)", C3 = e(gags,9)" -m

7

F(L)=g¢" Wy=g¢""™ (Le Z:)

) s

when three random numbers related to the re-encryption
key are represented by 8, &y, &y, an exponent related to
the system fixed values g, g; 1is represented by o, the
exponent related to the system fixed values g, gé is
represented by B (where g;=g% and g;=¢"), and the re-
encryption key 1is represented by R,

Rijyu= (Riyu1s Riyn2s Riyu3s Rijua, Rigus)

holds (where
[Equation 11]



MCSLLP

n(z;+0)
g (L4 —’-——+(L+wz)
RULI (X?)] 43 ) fa '9( Fuill ={ :
| m(By,+6) :
Ny (Dw;) “—‘2.""+(L+wi)o?
Ra'jL:Z:(YSj'%)/y'g( +w)":g i g
m(z;+By; +6)

Rirs = (X3 Y5 W)=
R@]Lll = ¢" maRzJLfi yz V= 90% g

)

when the re-encrypted data is represented by Cj (where

four random numbers are represented by s,t,k,h), the re-

5 encrypted data Cy contains data Cux'’, Caxy'’, C22"’, Czz21'’',
Cor’ 'y Csxs Csy, Csz, Csrxs, Cspy, C3 (where

[Equation 12]
(:gZA{ — (:%ZA(S :::‘)(irs’
! t t "o k __ rk
Czy = CQY :—.Y]_«gr , CQZ — CQZ — Zz )
k k
C’22'1 C'221 - le'r )

10

Cllo = Copl = F;(L)™,

??'I'—‘

1
Csx = RLJMS Csy = Ri;10t, Csz = Rj13%,
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1 1
Csrx = Rijra®,Csry = Ryjrs*

), and
the plaintext data m, the re-encrypted data Cj, and
the second private key skjy are related by

1
Z »

G, ) el Cp)\ 5 (lGea G- lCorv Gl 5

T oty (G G
E\UsX) Uy Y1 vy
5. A program executed by a processor of a re-
encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be
decrypted by a second private key of a second user device
after ciphertext data obtained by encrypting plaintext data
by a first public key of a first wuser device 1is re-
encrypted without decryption and stored in a non-transitory
computer-readable storage medium (M3), the program
comprising:

a first program code causing the processor to perform
processing (33) to write a first private key corresponding
to the first public key into a first storage means (31) of
the re-encryption key generator;

a second program code causing the processor to perform
the processing (33) to write a second re-encryption key
generation key of the second user device that is different
from a second public key corresponding to the second
private key into a second storage means (32) of the re-
encryption key generator; and

a third program code causing the processor to perform

processing (34) to generate the re-encryption key based on
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the first private key and the second re-encryption key

generation key.

6. The program according to claim 5, wherein

the first public key is generated based on the first
private key and a plurality of system fixed values and

the second public key is generated based on the second

private key and the plurality of system fixed values.

7. The program according to claim 6, wherein

when the first private key 1s represented by
ski=(xi,VYir2i), the second private key 1is represented by
sksy=(%3,V¥5,24), the plurality of system fixed values are
represented by g, g1, and g, (where g, gi, g,e€G when
bilinear map groups as groups of an order p for which a
bilinear map e:GxG-Gr exists are represented by G, Gy), and
the first public key 1is represented by pki, the first
public key pk; contains data X;, Yii, Zi, Zi1; (where

[Equation 13]
.————XO . — . ._—ZO R .
5 =g, Yqj “gly1>zl =1, 21 ==11
)
when the second public key 1s represented by pkj, the

second public key pk; contains data Xj, Y13, Zj, Zi5 (where

[Equation 14]
D . =1V -4 o 1 Z
Xy =g',Y1 =81),Z;=8",72Z15 =817

)y

when a random number related to the second re-
encryption key generation key is represented by n, a value

based on the random number n and the system fixed value g
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is represented by g;, the value based on the random number
n and the system fixed value g; 1s represented by g4, the
value based on the random number n and the system fixed
value g, 1s represented by gs (where gs3=g”, gs=g:", and
gs=g,;"), and the second re-encryption key generation key is
represented by rkjy,

rks=(X3j, ¥s;)

holds (where
[Equation 15]

ng —‘——‘ggXJ Y 5] =g5yj

)+

when the plaintext data is represented by m (where
meGr), the random number related to the ciphertext data is
represented by r, and the ciphertext data is represented by
C; (where the bilinear map e:GxG-Gr is represented by e( ,
)), the ciphertext data C; contains data Cyx, Cuy, Caz, Czz1,
Cs (where

[Equation 16]

Cox = Xi', Coy =Y, Cog =7, Cog1 = 247,
Cs = e(gags,9)" - m

) s

when the random number related to the re-encryption
key 1s represented by 6, an exponent related to the system
fixed values g, g» 1s represented by B (where g,=g"), and
the re-encryption key is represented by Rij,

Rij=(Rij1, Rij2, Rij3)

holds (where
[Equation 17]
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w(x;+0)
N\L/zi _ e
Rij1 = (X35 -93") [T =g
w(By;+06)
N1 /y; ——d—
Rijp = (Yaj - g3") /¥ =g~ o,
n(z;+B8y;+6)

Rij3 = (X35 - Vs '930)1/ “=g

) s

when the re-encrypted data is represented by C; (where
three random numbers are represented by s, t, k), the re-
encrypted data Cj includes data Cy'’, Cuxy'’, Coz'’, Com'’,
Csxr Csy, Csz, C3 (where

[Equation 18]

144 T
Clly = Cax® = X",

! t t
Coy = Coy' = Y1,
Of,Z,Z = CZZk — Zirk7

i k k
Coz1 = Coz1" = 215",

1 1 1
Csx = Rij1s, Csy = Ryijot, Csz = Ryj3k

), and
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the plaintext data m, the re-encrypted data (5, and

the second private key skj are related by

1
.

1
e(Cs2, Cyz) i [elCszs 1) |
e(Csx, Cyy) e(Csy, Cay)

m = (s

8. The program according to claim 6, wherein

when the first private key 1is represented by
ski=(Xi,Yi, 2i,Wi), the second private key 1is represented by
sky=(X3,Yy,25,W3), the plurality of system fixed values 1is
represented by g, g1, and g2 (where g, g1, g2€G when
bilinear map groups as groups of an order p for which a
bilinear map e:GxG-Gr exists are represented by G, Gr), and
the first public key 1is represented by pkj, the first
public key pk; contains data Xi, Yii, Z2i, Z1i, W; (where
[Equation 19]

}(i ::é;}gi , Y{’:Li ::g;]:yﬁ y ZZ i ::ggza ,

Z1; =g1d, W =g™M

)
when the second public key is represented by pkj, the

second public key pk; contains data Xy, Yi5, Z3, 215, Wj
(where
[Equation 20]
%]

. 7
Xy =g, Y 15 =g171,Z2; =g,

. W+
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) s

when a random number related to the second re-
encryption key generation key is represented by n, a value
based on the random number n and the system fixed value g
is represented by g3, the value based on the random number
n and the system fixed value g; 1s represented by g4, the
value based on the random number n and the system fixed
value g 1is represented by gs (where gs3=g”", gq=9,", and
gs=g:"), and the second re-encryption key generation key is
represented by rkj,

rks= (X35, Ys3)

holds (where
[Equation 21]

X3j =3, Y 5j =g5’]

)

when the plaintext data is represented by m (where
meGr), the random number related to the ciphertext data is
represented by r, a multiplicative group for the order p is
represented by Zp, a time parameter showing a period of
updating the re-encryption key is represented by L, and the
ciphertext data 1s represented by C; (where the bilinear
map e:GxG-Gr is represented by e( , )), the ciphertext data
Cy contains Cax, Cay, Caz, Ciaz1, Cor, Cz (where

[Equation 22]

Cox =Xi', Coy =Y4i", Cog =7, Coz1 = 74y,

Cor = F3(L)", C3 = e(gags,g)" -m

’



MCSLLP

- 282 -

F(L)=g" - W;=g"*" (LeL)

) s

when three random numbers related to the re-encryption
key are represented by 6, d, dy, an exponent related to
5 the system fixed values g, g; is represented by «, the
exponent related to the system fixed values g, g, 1is
represented by B (where g;=g* and g2=gﬁ), and the re-
encryption key is represented by Rij,
Rijr={(Riju1s Rijrzs Riju3s Rijnas Rijus)
10 holds {where
[Equation 23]

| (o )
RijLIZ(XSj'%)/ gt = g7 El 2)7

| 1By, +6) .
Ny (Lhw)d, | ———+HLHw)b,
RijL2=(Y5j'93)/y'9( +w)y=‘*9 T )J7
W(mfrﬁyfrﬁ)

Riits = (Xs; - Vs @M= 5

11):55 - 2'5 — 7',6?
Risza = Ryjps = ¥ = g™

)
when the re-encrypted data is represented by Cy (where

15 four random numbers are represented by s,t,k,h), the re-
encrypted data C5 contains data Cxx'’, Caxv'’, Co22’’, Czz'’,
Cor” '+ Csxs, Csy, Csz, Csexs, Csry, C3 (where

[Equation 24]
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(jSEX'::: (:EZA(S — ;X:irs,

t " k k
Clly = Coy' = Y15, Cyp = Caz” = Z;™,
Coyy = Cozi® = Z1;™,

CgF — CQFh = E(L)rha

1 1
Csx = qus Csy = Rij10t, Csz = Ryj13%,

5
i i
Csrx = Rijra®, Cspy = Rijrsh
), and
the plaintext data m, the re-encrypted data Cj, and
the second private key skj are related by
1 1
I I o I I .
= () e{Csz, Cog)€lCapx, Cop) \ i [elCsz,Cagy)-€lCir, Cop)
m=U3 Cey (7 ' (C l/)
e(Csx, Gy ) €Uy, by
10
9. A re-encryption key generator (30) that generates

a re—encryption key to obtain re-encrypted data that can be
15 decrypted by a second private key of a second user device
after ciphertext data obtained by encrypting plaintext data
by a public key for encryption of a first user device is
re-encrypted without decryption, the re-encryption key

generator comprising:
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a first storage means (31) that stores a first private
key corresponding to the public key for encryption;

a second storage means (32) that stores public
information for generating a re-encryption key
corresponding to the second private key;

a first random number generation means (36) that
generates a first random number; and

a re-encryption key generation means (34) that
generates the re-encryption key based on the first private
key, the public information for generating a re-encryption

key, and the first random number.

10. The re-encryption key generator according to
claim 9, wherein

the re-encryption key generation means generates the
re-encryption key based on the first private key, the
public information for generating a re-encryption key, and
the first random number independently of ciphertext data

before re-encryption.

11. The re-encryption key generator according to
claim 9, wherein

the public key for encryption is generated based on
the first private key and a plurality of system fixed
values and

the public information for generating a re-encryption
key 1is generated based on the second private key and the

plurality of system fixed values.

12. The re-encryption key generator according to
claim 11, wherein
when the first private key is represented by

ski=(Xi,V¥i,21), the second private key 1s represented by
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sksy=(X4,¥5,25), the first random number is represented by v,
the plurality of system fixed values are represented by g,

g1, 92, 93, 9gsa (where g,91,92,93,94€G when bilinear map
groups as groups of an order p for which a bilinear map
e:GxG-»Gy exists are represented by G, Gp), exponents
related to the system fixed values are represented by o, B,
¢ (where gi1=g% g:=g", gs=g®, and qgs=g*%), and the re-
encryption key is represented by Rij,

[Equation 25]

Ri; = (Rij1, Rij2, Rij3)
holds (where
[Equation 26]

&x ity Py ;+y &x;+fy ity
_ X — Yi —_ Z;
Rz‘jl"‘ g ?RijZ— g 9Rij3" g

i
) s

when the public key for encryption of the first user
device is represented by pkij,

[Equation 27]
pk; = (Xlei»Zi:Zu)

holds (where
(Equation 28]

X, :gXi>Ifli :glyi:Zi ':gZi,Zh' =g12i

) r
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when the public information for generating a re-
encryption key corresponding to the first private key is
represented by pi;,

[Egquation 29]

pil; = (X3i9Y2i)

holds (where

[Equation 30]

.

X3z‘: g;iayzz' — g;l

),

when the public key for encryption of the second user
device is represented by pkj,

[Equation 31]

rk=\x.%.2.7)

holds (where
[Equation 32]

)gzg%’)lj‘ __:gy 9% :g%DZj —“‘-g%

) s

when the public information for generating a re-
encryption key corresponding to the second private key is
represented by pij,

[Equation 33]
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pi; = (X3j9Y2j)

holds (where
[Equation 34]

Xy =g.7,, =g,

5 ),
when the plaintext data is represented by m (where
meGr), a second random number is represented by r, and the
ciphertext data 1is represented by C; (where the bilinear
map €:GxG-Gr 1s represented by e(g,h) (where g, heG)),
10 Ci=(Cax, Cay, C22,C221,C3)
holds (where
[Equation 35]

Cu =4X1,Cy=¥.,C,, =7/,Cp, = Z;,,C, = e(g,8,,8) *m

)
15 when the re-encrypted data is represented by Cj; (where
third to fifth random numbers are represented by s,t,k),
Cy=(Cox" " ,Coy" " ,C23" " ,C2z1" ", Cs%, Csy,Cs2,C3)
holds (where
[Equation 36]

/! ()
CZX — CZXS — Xz )

" t t
Coyy = Coy' =Yy,

20
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1 k k
OQZ — CQZ — Zir ’

7 k k
Coz1 = Coz1” = 233",

i

1 1 1
Csx = Rij15, Csy = Ryjat, Csz = Ryj3*
), and
5 the plaintext data m, the re-encrypted data C;, and

the second private key sky are related by

[Equation 37]

3

o(Cs2,C3) \ (e(Csz,Clpr) |
e(Csx,Cox ), e(Csy, Cay)

~"

m=03 \

10

13. A program executed by a processor of a re-
encryption key generator (30) that generates a re-
encryption key to obtain re-encrypted data that can be

15 decrypted by a second private key of a second user device
after ciphertext data obtained by encrypting plaintext data
by a public key for encryption of a first user device is
re-encrypted without decryption and stored in a non-
transitory computer-readable storage medium (M3), the

20 program comprising:

a first program code causing the processor to perform
processing to write a first private key corresponding to
the public key for encryption into a first storage means

(31) of the re-encryption key generator;
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a second program code causing the processor to perform
the processing to write public information for generating a
re-encryption key corresponding to the second private key
into a second storage means (32) of the re-encryption key
generator;

a third program code causing the processor to perform
processing (36) to generate a first random number; and

a fourth program code causing the processor to perform
processing (34) to generate the re-encryption key based on
the first private key, the public information for
generating a re-encryption key, and the first random

number.

14. The program according to claim 13, wherein
the processor is caused to perform the processing to
generate the re-encryption key independently of the

ciphertext data before re-encryption.



