
DESCRIPTION 

RE-ENCRYPTION KEY GENERATOR, RE-ENCRYPTION DEVICE, 

ENCRYPTION DEVICE, DECRYPTION DEVICE, AND PROGRAM 

Technical Field 

Embodiments described herein relate generally to a re-

encryption key generator, a re-encryption device, an 

encryption device, a decryption device, and a program. 

Background Art 

In a file sharing system in which a file is shared 

among a plurality of users after a user uploads the file to 

a server, a method of re-encryption is known to maintain 

secrecy of file with respect to the server. 
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Summary of Invention 

Technical Problem 

A conventional re-encryption scheme presents no 

particular problem, but if a problem should arise, a server 

is enabled to create re-encrypted text without the 

permission of each user. Therefore, from the viewpoint of 



realizing safe file sharing, there is room for improvements 

in a proxy re-encryption scheme. 

A re-encryption key generator according to an 

embodiment generates a re-encryption key to obtain re-

encrypted data that can be decrypted by a second private 

key of a second user device by re-encrypting ciphertext 

obtained by encrypting plaintext by a first public key of a 

first user device without decryption. 

The re-encryption key generator includes a first 

storage means, a second storage means, and a re-encryption 

key generation means. 

The first storage means stores a first private key 

corresponding to the first public key. 

The second storage means stores a second re-encryption 

key generation key of the second user device that is 

different from a second public key corresponding to the 

second private key. 

The re-encryption key generation means generates the 

re-encryption key based on the first private key and the 

second re-encryption key generation key. 

Brief Description of Drawings 

FIG. 1 is a schematic diagram showing a configuration 

of a re-encryption system according to a first embodiment. 

FIG. 2 is a sequence diagram illustrating an operation 

of key setup processing in the embodiment. 

FIG. 3 is a sequence diagram illustrating the 

operation of encryption processing in the embodiment. 



FIG. 4 is a sequence diagram illustrating the 

operation of re-encryption key generation processing in the 

embodiment. 

FIG. 5 is a sequence diagram illustrating the 

operation of re-encryption processing in the embodiment. 

FIG. 6 is a sequence diagram illustrating the 

operation of decryption processing in the embodiment. 

FIG. 7 is a diagram illustrating the configuration of 

a file sharing system according to the embodiment. 

FIG. 8 is a schematic diagram illustrating the file 

sharing system in the embodiment. 

FIG. 9 is a diagram illustrating the configuration of 

a file sharing system according to the embodiment. 

FIG. 10 is a diagram illustrating the configuration of 

a file sharing system according to the embodiment. 

FIG. 11 is a schematic diagram showing the 

configuration of a re-encryption key generator according to 

the embodiment. 

FIG. 12 is a schematic diagram showing the 

configuration of a re-encryption system according to a 

thirteenth embodiment. 

FIG. 13 is a sequence diagram illustrating the 

operation of key setup processing in the embodiment. 

FIG. 14 is a sequence diagram illustrating the 

operation of encryption processing in the embodiment. 

FIG. 15 is a sequence diagram illustrating the 

operation of re-encryption key generation processing in the 



embodiment. 

FIG. 16 is a sequence diagram illustrating the 

operation of re-encryption processing in the embodiment. 

FIG. 17 is a sequence diagram illustrating the 

operation of decryption processing in the embodiment. 

FIG. 18 is a schematic diagram illustrating a file 

sharing system in the embodiment. 

Description of Embodiments 

Hereinafter, each embodiment will be described using 

the drawings. Each device shown below can be carried out 

by either of a hardware configuration and a combined 

configuration of hardware resources and software. As 

software of the combined configuration, as shown in FIG. 1 

or 12, a program causing each computer to realize the 

function of each device by being installed on each computer 

from a network or one of non-transitory computer-readable 

storage media Ml to M5 in advance and executed by the 

processor of each computer is used. 

(First embodiment) 

First, a proxy re-encryption scheme will be described. 

The basic model of the proxy re-encryption scheme includes 

five functions (hereinafter, also called algorithms) of key 

generation, encryption, decryption, re-encryption key 

generation, and re-encryption, shown below. The functions 

of key generation, encryption, and decryption are the same 

as functions of normal public key cryptography. 

(Key generation) KeyGen(A)-*(pk, sk) 



The key generation algorithm KeyGen outputs a set (pk, 

sk) of a public key pk and a private key sk when a security 

parameter X is input. 

(Encryption) Enc (pkA,m)->CA 

The encryption algorithm Enc outputs ciphertext CA 

addressed to a user A when a public key pkA of a user A and 

a message m are input. 

(Decryption) Dec (skA, CA) -+m 

The decryption algorithm Dec outputs the message m 

when a private key skA of the user A and the ciphertext CA 

addressed to the user A are input. 

(Re-encryption key generation) 

ReKeyGen (pkA, skA, pkB, skB) -»rkA-»B 

The re-encryption key generation algorithm ReKeyGen 

outputs a re-encryption key rkA-»B when the public key pkA of 

the user A, the private key skA of the user A, a public key 

pkB of a user B, and a private key skB of the user B are 

input. 

(Re-encryption) ReEnc (rkA->B, CA) ->CB 

The re-encryption algorithm ReEnc outputs ciphertext 

CB addressed to the user B when the re-encryption key rkA-»B 

and the ciphertext CA addressed to the user A are input. 

The above is the basic model. However, depending on 

the implementation method of re-encryption, a model that is 

different in input into the functions or a model including 

other functions or keys than the above can also be 

considered. 



For example, like the re-encryption scheme shown in 

the present embodiment, public parameters (details will be 

described later) may be included for input into each 

function of the encryption, decryption, re-encryption key 

generation, and re-encryption. 

For example, like the re-encryption scheme shown in 

the present embodiment, a non-interactive model that makes 

the private key skB of the user B unnecessary for input of 

the re-encryption key generation algorithm ReKeyGen is 

considered. Also, a model into which, instead of the 

private key skA of the user A, the re-encryption key rkA->B 

addressed to the user B and a private key skc of a user C 

are input is also considered. 

In addition, a unidirectional model in which while re-

encryption of the ciphertext CA-+CB can be performed by the 

re-encryption key rkA-»B, the inverse conversion of the 

ciphertext CB->CA cannot be performed, and a bidirectional 

model, in which the inverse conversion can also be 

performed, are known. In the bidirectional model, the re-

encryption key rkA-»B may also be represented as rkA<®. 

Further, in public key cryptography, a scheme based on 

ID-based encryption is also considered. In this case, 

function setup for master key generation increases and the 

master key and ID are added to the input of the key 

generation algorithm KeyGen. In the ID-based encryption, 

the public key pk is the ID itself. 

In the re-encryption key generation algorithm ReKeyGen, 



like the re-encryption scheme shown in the present 

embodiment, instead of the public key pkB of the user B, 

the re-encryption key generation key rkB of the user B may 

be input. In this case, the key generation algorithm 

KeyGen and the re-encryption key generation algorithm 

ReKeyGen are represented as shown below. 

(Key generation) KeyGen (A) -> (pk, sk, rk, par) 

The key generation algorithm KeyGen outputs a set (pk, 

sk, rk) of the public key pk, the private key sk, and the 

re-encryption key generation key rkB and a public parameter 

par when the security parameter A is input. In the present 

embodiment, this processing is called key setup processing. 

This also applies to embodiments and modifications 

described later. 

(Re-encryption key generation) 

ReKeyGen (skA, rkB, par) -»rkA-+B 

The re-encryption key generation algorithm ReKeyGen 

outputs the re-encryption key rkA-»B when the private key skA 

of the user A, the re-encryption key generation key rkB of 

the user B, and the public parameter par are input. 

Like the re-encryption scheme shown in the present 

embodiment, the public key pkA of the user A and the public 

parameter par may be added as the input of the re-

encryption algorithm ReEnc. In this case, the re-

encryption algorithm ReEnc is represented as shown below. 

(Re-encryption) ReEnc (rkA-»B, CA,pkA,par)-»CB 

The re-encryption algorithm ReEnc outputs the 



ciphertext CB addressed to the user B when the re-

encryption key rkA->B, the ciphertext CA addressed to the 

user A, the public key pkA of the user A, and the public 

parameter par are input. 

Next, The configuration of a file sharing system 

according to the present embodiment will be described using 

FIG. 7. The file sharing system includes a server Sv as an 

information processing apparatus owned by a service 

provider who provides a service and user apparatuses A, B, 

C,...(hereinafter, may be abbreviated as users A, B, C,... 

or may also be called a first user apparatus, a second user 

apparatus,... ) as information processing apparatuses owned 

by users as clients of the service. The server Sv and the 

user apparatuses A, B. C... are connected via a 

communication network. The communication network is, for 

example, a wireless LAN (Local Area Network), a cable LAN, 

an optical network, a telephone network, an intra-net, an 

Ethernet (registered trademark), the Internet, or a 

combination of the above networks. One unit of the server 

Sv may be provided or a plurality of units thereof may be 

provided. 

FIG. 8 is a schematic diagram illustrating the file 

sharing system. The file sharing system includes the 

server Sv, the user A, the user B, the user C, a group 

administrator, and a user administrator. The user 

administrator is an entity that administers all users. The 

user administrator issues an ID and an initial password to 



enable a user to log in to the file sharing system. 

As a preparation, the group administrator is assumed 

to have a private key skGr. Also, a public key pkGr of the 

group administrator is assumed to be stored in a public key 

storage unit 1 of the server Sv. Also, each user i is 

assumed to have a private key ski and a re-encryption key 

generation key rki. That is, the user A has skA and rkA, 

the user B has skB and rkB, and the user C has skc and rkc. 

The server Sv and each user i can acquire the public 

parameter par and a public key pki of each user i, but the 

description thereof is omitted here and a detailed 

description will be provided later. In addition, file of 

plaintext to be shared is denoted as m. 

The user C encrypts the file m by the public key pkGr 

of the group administrator stored in the public key storage 

unit 1 and uploads obtained ciphertext E(pkGr,m) to the 

server Sv. Here, E(PK,M) represents ciphertext obtained by 

encrypting plaintext M by using the public key PK. The 

server Sv stores the ciphertext in a ciphertext storage 

uni t 2. 

Now, assume that the user A approves sharing of the 

file m. The user A transmits the re-encryption key 

generation key rkA of the user A to the group administrator. 

The group administrator generates a re-encryption key rkGr-»A 

that re-encrypts ciphertext E(pkGr,m) addressed to the 

group administrator into ciphertext E(pkA,m) addressed to 

the user A using the private key skGr of the group 



administrator and the re-encryption key generation key rkA 

of the user A. The group administrator transmits the 

generated re-encryption key rkGr->A to the server Sv. The 

server Sv stores the re-encryption key rkGr->A in a re-

encryption key storage unit 3. 

The user A transmits a request of re-encryption of the 

ciphertext E(pkGr/m) to the server Sv. In response to the 

request received from the user A, the server Sv re-encrypts 

the ciphertext E(pkGr,m) into re-encrypted text E(pkA,m) 

using the re-encryption key rkGr-+A stored in the re-

encryption key storage unit 3 and addressed to the user A 

and transmits the obtained re-encrypted text E(pkA,m) to 

the user A. The re-encrypted text is ciphertext obtained 

by re-encrypting ciphertext. 

The user A decrypts the re-encrypted text E(pkA,m) 

downloaded from the server Sv by the private key skA held 

by the user A and uses the obtained file m. 

The file sharing system as described above can hinder 

leakage of information in the process of file sharing 

because the file m is not decrypted once between the 

encryption by the user C and the decryption by the user A. 

In addition, there is no need for the user C to decide 

with which user to share a file when uploading ciphertext. 

That is, the user C only needs to encrypt the file m by the 

public key pkGr of the group administrator and the key to 

be managed for encryption is only the public key pkGr of 

the group administrator and therefore, costs for key 
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management can be reduced. 

In the present file sharing system, the server Sv does 

not have a decryption key skGr to decrypt the ciphertext 

E(pkGr,m) . Therefore, the server Sv cannot decrypt the 

ciphertext. Accordingly, threats of leakage by an invalid 

server Sv by decrypting ciphertext can be excluded and 

therefore, strict control of the server Sv can be 

eliminated, leading to a reduction in management costs. 

In the proxy re-encryption scheme, the decryption 

right of ciphertext is transferred to a transfer 

destination by re-encrypting ciphertext addressed to a 

transfer source (group administrator in the above example) 

into ciphertext addressed to the transfer destination (user 

A in the above example). In the proxy re-encryption scheme, 

the public key of the transfer destination is included in 

the input of the re-encryption key generation algorithm 

ReKeyGen (without the private key of the transfer 

destination being included). Thus, to enable, for example, 

the user i to generate ciphertext E(pkA,m') addressed to 

the user A by encrypting other file m' using the public key 

pkA of the user A, the public key pkA of the user A is 

published in advance (for example, when the system is 

started up). 

On the other hand, even if the user A does not approve 

the transfer of the decryption right of ciphertext to the 

user A, the public key pkA of the user A is already 

published and thus, the group administrator can generate 
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the re-encryption key rkGr-*A. Therefore, there is the 

possibility of re-encryption (that is, the transfer of the 

decryption right of ciphertext to the user A) without the 

approval of the user A. 

In the present file sharing system, by contrast, the 

group administrator cannot generate the re-encryption key 

rkGr->A without the re-encryption key generation key rkA 

being transmitted to the group administrator by the user A 

as the transfer destination. Therefore, re-encryption 

(that is, the transfer of the decryption right of 

ciphertext to the transfer destination) can be prevented 

when no approval of the transfer destination is received. 

The above also applies when the user B shares a file. 

FIG. 1 is a schematic diagram showing the 

configuration of a re-encryption system according to the 

first embodiment (the correspondence between FIG. 1 and 

FIG. 8 will be described later). The re-encryption system 

includes a key generator 10, an encryption device 20, a re-

encryption key generator 30, a re-encryption device 40, and 

a decryption device 50. The key generator 10 generates a 

public parameter of the re-encryption system and a pair of 

public key/private key and a re-encryption key generation 

key for each of the devices 30, 50 based on a security 

parameter. Here, the re-encryption key generation key is a 

key that is different from the public key corresponding to 

the private key of each of the devices 30, 50. The term 

"re-encryption key generation key" may be changed to a 
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desired name such as "re-encryption key generation data" or 

"re-encryption key generation permission data". 

The encryption device 20 encrypts plaintext data using 

the public key corresponding to the private key of the re-

encryption key generator 30 and the public parameter and 

transmits the obtained ciphertext data to the re-encryption 

device 40. 

The re-encryption key generator 3 0 generates a re-

encryption key based on the private key of the re-

encryption key generator 3 0 and the re-encryption key 

generation key of the decryption device 50 and transmits 

the obtained re-encryption key to the re-encryption device 

40. The re-encryption key generation key of the decryption 

device 50 is different from the public key corresponding to 

the private key of the decryption device 50. In the 

present embodiment, the re-encryption key is generated 

based on the private key of the re-encryption key generator 

3 0 and the re-encryption key generation key of the 

decryption device 50, the public parameter, and a random 

number. However, the random number is not required for 

generating a re-encryption key and may be omitted. For 

example, in a fifth or twelfth embodiment, a re-encryption 

key is generated without using any random number. 

The re-encryption device 40 performs verification 

processing of ciphertext data received from the encryption 

device 20 based on the public key of the re-encryption key 

generator 30, the public parameter, and the re-encryption 
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key received from the re-encryption key generator 3 0 and 

also re-encrypts the ciphertext data received from the 

encryption device 2 0 without decryption and transmits the 

obtained re-encrypted data to the decryption device 50. 

However, the verification processing is not required and 

may be omitted. 

The decryption device 50 performs verification 

processing of re-encrypted data received from the re-

encryption device 40 based on the private key of the local 

device 50 and the public parameter and also obtains 

plaintext data by performing decryption processing of the 

re-encrypted data received from the re-encryption device 40. 

However, the verification processing is not required and 

may be omitted. Here, a case when one unit is provided for 

each of the key generator 10, the encryption device 20, the 

re-encryption key generator 30, the re-encryption device 40, 

and the decryption device 50 is taken as an example, though 

a plurality of units may be provided for each. The 

encryption device 20 may encrypt plaintext data using the 

public key of the encryption device 20 and the public 

parameter to transmit the obtained ciphertext data to the 

re-encryption device 40. In this case, the key generator 

10 generates a public parameter, and a pair of public 

key/private key and a re-encryption key generation key for 

each of the devices 20, 50. The re-encryption key 

generator 3 0 generates a re-encryption key based on the 

private key of the encryption device 20, the re-encryption 
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key generation key of the decryption device 50, the public 

parameter, and a random number and transmits the obtained 

re-encryption key to the re-encryption device 40. 

The correspondence between FIG. 1 and FIG. 8 will be 

described. Each of the devices 10 to 50 is held by an 

entity that performs the relevant processing. When the 

user generates a set of a public key and private key and a 

re-encryption key generation key of the user, the relevant 

user holds the key generator 10. If, for example, the user 

administrator or the group administrator generates a set of 

a public key and private key and a re-encryption key 

generation key of a user, the user administrator or the 

group administrator holds the key generator 10. The user 

holds the encryption device 20 or the decryption device 50 

or both. The group administrator holds the re-encryption 

key generator 30. When, for example, the user 

administrator or the server Sv generates a re-encryption 

key, the user administrator or the server Sv holds the re-

encryption key generator 30. The server Sv holds the re-

encryption device 40. In the file sharing system 

illustrated in FIG. 8, the server Sv holds the public key 

storage unit 1 and the user C who performs encryption 

acquires the public key used for encryption from the public 

key storage unit 1, but the present embodiment is not 

limited to such an example and, as will be described later, 

the user C may acquire the public key from the key 

generator 10 (that has generated the public key used for 



encryption). The server Sv stores the ciphertext E(pkGr,m) 

generated by the user C in the ciphertext storage unit 2, 

but the ciphertext storage unit 2 may be included in the 

re-encryption device 40 or an external storage device not 

included in the re-encryption device 40. 

Each entity may include a portion or all of the key 

generator 10, the encryption device 20, the re-encryption 

key generator 30, the re-encryption device 40, and the 

decryption device 50. That is, which entity holds which 

device is not limited to the above example and various 

variations can be considered. The user administrator and 

the group administrator may be the same or different. A 

user may or may not serve also as the user administrator, 

the group administrator, or both. The user administrator 

or the group administrator may or may not serve also as a 

user. Each user device used by each user may be called a 

first user device, a second user device,... Similarly, the 

public key, the private key, and the re-encryption key 

generation key of each user device may be called the first 

public key, the first private key, and the first re-

encryption key generation key of the first user device, the 

second public key, the second private key, and the second 

re-encryption key generation key of the second user 

device,... 

Also, as shown, for example, in each of FIGS. 9 and 10, 

each entity may hold each device. In FIG. 9, a server Sv2 

holds the key generator 10 to generate a public parameter, 



a set of a public key and private key and a re-encryption 

key generation key of the user A, and a set of a public key 

and private key and a re-encryption key generation key of 

the user B. The server Sv2 delivers the public parameter 

and a set of the public key and private key and the re-

encryption key generation key of the user A to the. user A, 

the public parameter and a set of the public key and 

private key and the re-encryption key generation key of the 

user B to the user B, and the public parameter and the 

public key of the user A to a server Svl. The user A holds 

the encryption device 20, encrypts plaintext data using the 

public key of the user A and the public parameter, and 

transmits the obtained ciphertext data to the server Svl. 

The server Sv2 holds the re-encryption key generator 30, 

generates a re-encryption key using the private key of the 

user A, the re-encryption key generation key of the user B, 

the public parameter, and a random number, and delivers the 

obtained re-encryption key to the server Svl. The server 

Svl holds the re-encryption device 40, performs 

verification processing of ciphertext data received from 

the user A based on the public key of the user A received 

from the server Sv2, the public parameter, and the re-

encryption key, and re-encrypts the ciphertext data 

received from the user A without decryption to deliver the 

obtained re-encrypted data to the user B. The user B holds 

the decryption device 50, performs verification processing 

of re-encrypted data received from the server Svl based on 
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the private key of the user B and the public parameter, and 

also performs decryption processing of the re-encrypted 

data received from the server Svl to obtain plaintext data. 

The exchange of data between each entity is not limited to 

an electric communication means such as cable communication, 

wireless communication and the like and, for example, a 

physical communication means that distributes or delivers 

by hand a storage medium in which data such as the re-

encryption key generation key, re-encryption key, 

ciphertext data, re-encrypted data and the like is stored 

may also be used. Alternatively, the electric 

communication means and the physical communication means 

may be combined to exchange data between each entity. 

Even if only the electric communication means is used, 

as will be described later, other entities than the 

relevant entities may be interposed. Consider a case when 

data (for example, the re-encryption key generation key) is 

transmitted from some entity (hereinafter, called the first 

entity) to another entity (hereinafter, called the second 

entity). The first entity is, for example, the user A. 

The second entity is, for example, the group administrator. 

The first entity transmits data to an entity (hereinafter, 

called the third entity) other than the second entity. The 

third entity is, for example, the server Svl. Next, the 

second entity receives the relevant data from the third 

entity. 

In FIG. 10, the user A holds the key generator 10 to 



generate a public parameter, a set of a public key and 

private key and a re-encryption key generation key of the 

user A, and a set of a public key and private key and a re-

encryption key generation key of the user B. The user A 

delivers the public parameter and a set of the public key 

and private key and the re-encryption key generation key of 

the user B to the user B and the public parameter and the 

public key of the user A to the server Svl. The user A 

holds the encryption device 20, encrypts plaintext data 

using the public key of the user A and the public parameter, 

and transmits the obtained ciphertext data to the server 

Svl. The user A holds the re-encryption key generator 30, 

generates a re-encryption key using the private key of the 

user A, the re-encryption key generation key of the user B, 

the public parameter, and a random number, and delivers the 

obtained re-encryption key to the server Svl. The server 

Svl holds the re-encryption device 40, performs 

verification processing of ciphertext data received from 

the user A based on the public key of the user A received 

from the user A, the public parameter, and the re-

encryption key, and re-encrypts the ciphertext data 

received from the user A without decryption to deliver the 

obtained re-encrypted data to the user B. The user B holds 

the decryption device 50, performs verification processing 

of re-encrypted data received from the server Svl based on 

the private key of the user B and the public parameter, and 

also performs decryption processing of the re-encrypted 



data received from the server Svl to obtain plaintext data. 

Subsequently, the configuration of each of the devices 

10 to 50 will concretely be described. 

The key generator 10 includes a key generation 

parameter storage unit 11, a temporary data storage unit 12, 

a public parameter generation unit 13, a key generation 

unit 14, a communication unit 15, and a control unit 16. 

The key generation parameter storage unit 11 is a 

storage device that stores a key generation parameter. 

The temporary data storage unit 12 is a storage device 

that stores transient data (hereinafter, also called 

temporary data) such as data being processed by each of the 

generation units 13, 14 and processing results. 

The public parameter generation unit 13 generates a 

public parameter for key generation. 

The key generation unit 14 generates a pair of a 

public key/private key and a re-encryption key generation 

key. 

The communication unit 15 is a communication interface 

to communicate with the other devices 20 to 50 and has, for 

example, a function to transmit the public parameter and a 

pair of the public key/private key and the re-encryption 

key generation key of each of the devices 30, 50 in the 

temporary data storage unit 12 to each of the relevant 

devices 30, 50 under the control of the control unit 16, a 

function to transmit the public key of the re-encryption 

key generator 3 0 in the temporary data storage unit 12 to 
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the encryption device 2 0 under the control of the control 

unit 16, and a function to transmit the public parameter 

and the public key of the re-encryption key generator 3 0 in 

the temporary data storage unit 12 to the re-encryption 

device 40 under the control of the control unit 16. In the 

description that follows, the description that 

transmission/reception goes through the communication unit 

15 may be omitted, to avoid a redundant description. This 

also applies to descriptions of communication units of the 

other devices 2 0 to 50. 

The control unit 16 has a function to control each of 

the units 11 to 15 such that each unit operates as shown in 

FIG. 2. 

The encryption device 20 includes a temporary data 

storage unit 21, a communication unit 22, an encrypted data 

generation unit 23, a ciphertext generation unit 24, and a 

control unit 25. 

The temporary data storage unit 21 is a storage device 

that stores a public parameter received from the key 

generator 10 and a public key of the re-encryption key 

generator 3 0 and also transient data such as data being 

processed by each of the generation devices 23, 24 and 

processing results. 

The communication unit 22 is a communication interface 

to communicate with the other devices 10, 3 0 to 50 and has, 

for example, a function to acquire and write the public 

parameter received from the key generator 10 and the public 
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key of the re-encryption key generator 30 into the 

temporary data storage unit 21 and a function to transmit 

ciphertext data in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25. 

The encryption parameter generation unit 23 has a 

function to generate an encryption parameter. 

The ciphertext generation unit 24 has a function to 

generate ciphertext data by encrypting plaintext data using 

the public parameter read from the temporary data storage 

unit 21 and the public key of the re-encryption key 

generator 3 0 (first public key of the first user device) 

and a function to write the obtained ciphertext data into 

the temporary data storage unit 21. 

The control unit 25 has a function to control each of 

the units 21 to 24 such that each unit operates as shown in 

FIG. 3. 

The re-encryption key generator 3 0 includes a private 

key storage unit 31, a temporary data storage unit 32, a 

communication unit 33, a re-encryption key generation unit 

34, a control unit 35, and a random number generation unit 

36. 

The private key storage unit 31 is a storage device 

that stores a private key of the re-encryption key 

generator 3 0 received from the key generator 10. 

The temporary data storage unit 32 is a storage device 

that stores a public parameter received from the key 



generator 10 and a re-encryption key generation key of the 

decryption device 50 and also temporary data such as data 

being processed by the re-encryption key generation unit 34 

and processing results. 

The communication unit 33 is a communication interface 

to communicate with the other devices 10, 20, 40, 50 and 

has, for example, a function to acquire and write the 

public parameter received from the key generator 10 and the 

re-encryption key generation key of the decryption device 

50 into the temporary data storage unit 32 and a function 

to transmit the re-encryption key in the temporary data 

storage unit 32 to the re-encryption device 40 under the 

control of the control unit 35. 

The re-encryption key generation unit 34 has a 

function to generate a re-encryption key based on the 

private key of the re-encryption key generator 30 (first 

private key of the first user device) read from the private 

key storage unit 31, the public parameter and the re-

encryption key generation key of the decryption device 50 

(second re-encryption key generation key of the second user 

device) read from the temporary data storage unit 32, and a 

random number generated by the random number generation 

unit 3 6 and a function to write the re-encryption key into 

the temporary data storage unit 32. 

The control unit 35 has a function to control each of 

the units 31 to 34, 3 6 such that each unit operates as 

shown in FIG. 4. 
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The random number generation unit 36 has a function to 

generate a random number and to send out the random number 

to the re-encryption key generation unit 34. 

The re-encryption key generator 30 has a re-encryption 

key generation key storage unit (not shown) as a storage 

device that stores a re-encryption key generation key of 

the local device 30 received from the key generator 10 when 

the re-encryption key generation key of the local device 30 

is received from the key generator 10. 

The re-encryption device 40 includes a re-encryption 

key storage unit 41, a temporary data storage unit 42, a 

communication unit 43, a re-encryption processing unit 44, 

a re-encryption parameter generation unit 45, and a control 

unit 46. 

The re-encryption key storage unit 41 is a storage 

unit that stores a re-encryption key received from the re-

encryption key generator 30. 

The temporary data storage unit 42 is a storage device 

that stores a public parameter received from the key 

generator 10 and a public key of the re-encryption key 

generator 3 0 and also temporary data such as data being 

processed by the re-encryption processing unit 44 and 

processing results. 

The communication unit 43 is a communication interface 

to communicate with the other devices 10 to 30, 50 and has, 

for example, a function to acquire and write the public 

parameter received from the key generator 10 and the public 
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key of the re-encryption key generator 30 into the 

temporary data storage unit 42, a function to send out 

ciphertext data received from the encryption device 20 to 

the re-encryption processing unit 44, and a function to 

transmit re-encrypted data in the temporary data storage 

unit 42 to the decryption device 50 under the control of 

the control unit 46. 

The re-encryption processing unit 44 has a function to 

obtain, when ciphertext data is received from the 

encryption device 20, re-encrypted data by re-encrypting 

the ciphertext data without decryption using the re-

encryption key read from the re-encryption key storage unit 

41 and the public parameter and the public key of the re-

encryption key generator 3 0 read from the temporary data 

storage unit 42 and a function to write the obtained re-

encrypted data into the temporary data storage unit 42. 

The control unit 46 has a function to control each of 

the units 41 to 45 such that each unit operates as shown in 

FIG. 5. 

The decryption device 50 includes a private key 

storage unit 51, a temporary data storage unit 52, a 

communication unit 53, a decryption processing unit 54, a 

re-encryption key generation key storage unit 55, and a 

control unit 56. 

The private key storage unit 51 is a storage device 

that stores a private key of the local device 50 received 

from the key generator 10. 



The temporary data storage unit 52 is a storage device 

that stores a public parameter received from the key 

generator 10 and temporary data such as data being 

processed by the decryption processing unit 54 and 

processing results. 

The communication unit 53 is a communication interface 

to communicate with the other devices 10 to 40 and has, for 

example, a function to acquire and write the private key of 

the local device 50 received from the key generator 10 into 

the private key storage unit 51, a function to acquire and 

write the public parameter received from the key generator 

10 into the temporary data storage unit 52, and a function 

to send out re-encrypted data received from the re-

encryption device 40 to the decryption processing unit 54. 

The decryption processing unit 54 has a function to 

obtain plaintext data when re-encrypted data is received 

from the re-encryption device 40 by performing decryption 

processing of the re-encrypted data using the private key 

of the decryption device 50 (second private key of the 

second user device) read from the private key storage unit 

51 and the public parameter read from the temporary data 

storage unit 52 and a function to write the obtained 

plaintext data into the temporary data storage unit 52. 

The re-encryption key generation key storage unit 55 

is a storage device that stores a re-encryption key 

generation key of the local device 50 received from the key 

generator 10. 
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The control unit 56 has a function to control each of 

the units 51 to 55 such that each unit operates as shown in 

FIG. 6. 

In the present embodiment, for example, the public 

parameter is stored in the temporary data storage unit of 

each of the devices 10 to 50. However, the present 

embodiment is not limited to such an example and the public 

parameter may be stored in a storage unit (separate from 

the temporary data storage unit) of each of the devices 10 

to 50. Thus, of data stored in the temporary data storage 

unit of each of the devices 10 to 50, data that does not 

have to be handled as transient data may be stored in a 

storage unit (separately from the temporary data storage 

unit). When the public parameter includes a plurality of 

elements, each of the devices 2 0 to 50 may acquire, of each 

element of the public parameter, only elements needed for 

each piece of processing described later. The above also 

apply to embodiments and modifications described later. 

Next, the operation of the re-encryption system 

configured as described above will be described using the 

sequence diagrams of FIGS. 2 to 6. 

The following operation takes a case in which 

processing is performed in a procedure of (1) key setup 

processing, (2) encryption processing, (3) re-encryption 

key generation processing, (4) re-encryption processing, 

and (5) decryption processing as an example. However, in 

the following operation, processing is not necessarily 
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performed following the above procedure. For example, 

processing of re-encryption key generation may be performed 

before the encryption processing. Also, ciphertext data 

may be decrypted without the re-encryption processing being 

performed. 

(1) The key setup processing is performed by the key 

generator 10 as shown in FIG. 2 and each of steps ST1 to 

ST12 below. 

First, the public parameter generation unit 13 of the 

key generator 10 generates a public parameter 
AAA 

par = {A, p, G, GT, g, gh 52,53,54,95, u, v, Sig {G, S, 7)} 
based on a security parameter A stored in the key 

generation parameter storage unit 11 in advance or acquires 

the public parameter from outside (STl). 

More specifically, the public parameter generation 

unit 13 selects bilinear map groups (G,GT) satisfying the 

order p>2A based on the security parameter A stored in the 

key generation parameter storage unit 11 in advance. In 

this case, p is an integer, p may be a prime number or a 

composite number. The public parameter generation unit 13 

randomly selects elements g, g2, g2, u, v of G from G. The 

public parameter generation unit 13 randomly selects n from 

zp* and calculates g3=gn, g4=gin, and gs=g2n- Zp* is a set 

(=(Z/pZ) *) of integers mutually prime to Zp and p and may 

also be called a multiplicative group Zp* for p. Zp is a 

set (=(Z/pZ) of integers equal to 0 or greater and less 

than p. g3 is a value based on a random number n and a 
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system fixed value g. g4 is a value based on the random 

number n and a system fixed value gi. gs is a value based 

on the random number n and a system fixed value g2. 

Further, the public parameter generation unit 13 generates 
. A A A . 

a one-time signature algorithm Sig (G,S,V). 
/-v ^ ^ ^ 

G in the one-time signature algorithm Sig(G,S,V) 

(hereinafter, Sig (G, S, V) is also called Sig) means a 

function to generate a pair (ssk, svk) of a signature key 
A 

and a verification key (both are one-time keys), S means 

a function to generate a signature a for a message M, and 
A 

V means a function to validate the signature o. 
For more information about the one-time signature, see 

A. Menezes, P. van Oorschot, S. Vanstone, "Handbook of 

Applied Cryptography", CRC Press, (1996) pp.462-471, (1996). 

The bilinear map (denoted by e) is a map yielding 

e:GXG-»GT and satisfies the following three properties: 

1. e(ga,hb) =e(g,h)ab holds for any (g,h)eGxG and a,beZ, 

where Z is a set of integers. 

2. e(g,h) is computable for any (g,h)eGxG. 

3. e(g,h)#lGT always holds if g,h^lG, where 1G is the 

unit element of G and 1GT is the unit element of GT. 

The bilinear map group (denoted by G, GT) is a group 

of the order p for which a bilinear map e:GxG->GT exists. 

The above definition also means that if gi=ga and g2=gpfor 

elements g, gi, g2 of G, the following equation holds (a is 

the exponent relating to elements g, gi of G and (3 is the 

exponent relating to elements g, g2 of G) . The "exponent 



relating to elements g, gi of G" is an exponent that 

defines the relationship between elements g, gi of G and 

represents a value a such that the element obtained by the 

a-th power of g and gi are equal in G. Similarly, the 

"exponent relating to elements g, g2 of G" is an exponent 

that defines the relationship between elements g, g2 of G 

and represents a value 3 such that the element obtained by 

the (3-th power of g and g2 are equal in G. As will be 

described later, G may also be expressed as a 

multiplicative group and in such a case, if, for example, 

elements of G are points on an elliptic curve, the exponent 

may be changed to a scalar, the a-th power to a times, and 

the (3-th power to (3 times. 

e(gig2,g)=e(g,gig2)=e(g,ga-gp)=e(g,ga+|3)=e(g,g)01+p=e(g,g)0' 

" e (g, g)p 

Incidentally, a plurality of elements g, glr g2 of G 

is a plurality of preset system fixed values. The 

plurality of system fixed values is not limited to three 

elements of the bilinear map group G and a plurality of 

elements such as two or four or more elements of G can also 

be used when appropriate. The term "system fixed value" is 

interchangeable with "fixed value", "element", and "system 

parameter". 

In this specification, notation assuming that both G 

and GT are multiplicative groups is adopted, but the 

embodiments are not limited to such notation and each of G, 

GT can be represented by a notation assuming that each is 
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an additive group. That is, for example, G may be 

represented as an additive group and GT as a multiplicative 

group. For example, elements of G may be points on an 

elliptic curve and elements of GT may be elements on a 

finite field. As the bilinear map, a map that yields 

e:GixG2->GT for bilinear map groups Gi, G2, GT (Gi and G2 are 

different groups) may also be used. In this case, each 

element of G in each piece of processing described later 

may be rewritten as element Gi or element G2, where 

appropriate. The above also apply to embodiments and 

modifications described later. 

Subsequently, the public parameter generation unit 13 

writes the generated public parameter par into the 

temporary data storage unit 12. The key generator 10 

publishes the public parameters 

par= (A,p, G, GT, g, gi, g2» g3; 94/ 95/ u, v, Sig) in the temporary data 

storage unit 12 (ST2). If a public parameter is published 

before step STl is executed, step STl and step ST2 may be 

skipped by writing the public parameter into the temporary 

data storage unit 12. 

If the identification information of the re-encryption 

key generator 3 0 is i, the key generation unit 14 randomly 

selects elements xi, yi7 Zi of Zp* from Zp* and sets a 

private key ski= (Xi,yi, Zi) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pki= (Xi, Yn,Y2i, Zi, Zn) of the re-encryption key 

generator 3 0 using the private key ski and the public 
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parameter par. 

Xi=gxi, Yii=giyi, Y2i=g2yi, 

Zi=gzi, Zli=g1zi 
When verification processing using a formula (a2') 

described later is not performed, data Y2i may be omitted. 

That is, the public key pki only needs to include data Xi, 

Yii , Zi , Zii. 

Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Ysi) using the 

private key ski and the public parameter par (ST3). 

x3i=83Xi> Y5i=S5yi 

Subsequently, the key generation unit 14 writes a pair 

of the generated public key/private key and the re-

encryption key generation key into the temporary data 

storage unit 12. The communication unit 15 transmits the 

private key ski and the re-encryption key generation key 

rki in the temporary data storage unit 12 to the re-

encryption key generator 3 0 under the control of the 

control unit 16 (ST4). The key generator 10 publishes the 

public key pki of the re-encryption key generator 3 0 in the 

temporary data storage unit 12 (ST5). 

Similarly, if the identification information of the 

decryption device 50 is j, the key generation unit 14 

randomly selects elements Xj, y-j, Zj of Zp* from Zp* and sets 

a private key skj= (xj, y-j, Zj) of the decryption device 50. 
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Then, the key generation unit 14 generates a public key 

pkj= (Xj, Yij, Y2 j, Z j, Zij) of the decryption device 50 using the 

private key skj and the public parameter par. 

Xj=gxj, Yij=giyj, Y2j=g2yj-

Zj=gzj, Zlj=g1zJ 

If, similarly as described above, the verification 

processing using a formula (a2') described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include data Xj, Yxj, Zj, Zij. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y5j) using the 

private key skj and the public parameter par (ST6). 

x3j=g3Xj> Y5j=g5yj 

Subsequently, the key generation unit 14 writes a pair 

of the generated public key/private key and the re-

encryption key generation key into the temporary data 

storage unit 12. The communication unit 15 transmits the 

private key skj and the re-encryption key generation key 

rkj in the temporary data storage unit 12 to the decryption 

device 50 under the control of the control unit 16 (ST7). 

The key generator 10 publishes the public key pkj of the 

decryption device 50 in the temporary data storage unit 12 

(ST8). If desired, processing similar to steps ST6 to ST8 

may be performed on a private key skh, a public key pkh, 

and a re-encryption key generation key rkh of the 



encryption device 2 0 to transmit the private key skh and 

the re-encryption key generation key rkh to the encryption 

device 20 and to publish the public key pkh. The key 

generator 10 may transmit only the private key (without 

transmitting the re-encryption key generation key) to the 

encryption device 20, the re-encryption key generator 30, 

or the decryption device 50. The key generator 10 may also 

transmit only a portion or all of public keys generated in 

key setup processing to the encryption device 20, the re-

encryption key generator 30, or the decryption device 50. 

The above also apply to embodiments and modifications 

described later. 

With the above processing, the key setup processing is 

completed. Hereinafter, each of the devices 20, 30, 40, 50 

can acquire and use the public parameter or public key 

published in steps ST2, ST5, ST8 when appropriate. 

(2) The encryption processing is performed by the 

encryption device 20 as shown in FIG. 3 and each of steps 

ST21 to ST24 below. The encryption device 2 0 is assumed to 

have a public key pki of the re-encryption key generator 3 0 

stored in the temporary data storage unit 21, but if the 

encryption device 2 0 has not yet acquired the public key 

pki of the re-encryption key generator 30, the encryption 

device 20 may acquire the public key pki of the re-

encryption key generator 3 0 from, for example, the key 

generator 10 before step ST 22 described below. Similarly, 

the encryption device 20 is assumed to have the public 
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parameter par stored in the temporary data storage unit 21, 

but if the encryption device 20 has not yet acquired the 

public parameter par, the encryption device 2 0 may acquire 

the public parameter par from, for example, the key 

generator 10 before step ST 21 described below. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates a key pair (ssk,svk) = G(X ) 

of a signature key ssk and a verification key svk in a one­

time signature using the security parameter A and a key 
/v 

pair generation function G in the public parameter par 

(ST21) and sets the verification key svk to encrypted data 

Ci (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to the 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2Y, C2z/ C2Zi, C3( C4 below from a message meGT as 

plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 

/~r v r r* V r rt 7 f r* *7 T 
k2X — 5 ^2Y — *li j ^2Z — > ^2Z1 ~ %li •> 

C3 = e{g4g5,g)r -m, C4 = (usvk • v)r 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the encrypted data C3, 
A 

C4 based on a signature generation function S of the 
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public parameter par and the signature key ssk generated in 

step ST21 (ST23). 

<j = S(ssk,(C3,C4)) 
A 

The first argument of the function S is the 

signature key and the second argument is data to be signed. 

The function S accepts the signature key and data to 

be signed as input and outputs a signature. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci, C2X, C2Y, C22, C2ZI, C3, C4, o) 

including all the above encrypted data Cx to C4 and the 

one-time signature a and writes the obtained ciphertext 

data into the temporary data storage unit 21. 

If the verification processing in step ST41 described 

later is omitted, the ciphertext data 

Ci= (Ci, C2X, C2Y, C2Z, C2Z1, c3, C4, o) may be set as 

Ci=(C2x,C2Y,C2z,C2zi,C3) by omitting verification data 

(Ci,C4,a) that is not used for decryption. In this case, 

processing to generate the verification data (Ci,C4,a) is 

also omitted. In the present embodiment, as described 

above (or will be described below), verification may be 

omitted or generation of verification data may be omitted 

and this also applies to embodiments and modifications 

described below. 

In any case, the communication unit 22 transmits the 

ciphertext data Ci in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25 (ST24). 



With the above processing, the encryption processing 

is completed. 

(3) The re-encryption key generation processing is 

performed by the re-encryption key generator 3 0 as shown in 

FIG. 4 and each of steps ST31 to ST33 below. The re-

encryption key generator 3 0 is assumed to have the public 

parameter par stored in the temporary data storage unit 32, 

but if the re-encryption key generator 3 0 has not yet 

acquired the public parameter par, the re-encryption key 

generator 3 0 may acquire the public parameter par from, for 

example, the key generator 10 before step ST 32 described 

below. 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, the group administrator) is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

The communication unit 33 of the re-encryption key 

generator 3 0 acquires and writes the re-encryption key 

generation key rkj of the decryption device 50 into the 

temporary data storage unit 32 under the control of the 

control unit 35 (ST31). In step ST31, the key generator 10 



(instead of the decryption device 50) may transmit the re-

encryption key generation key rkj to the re-encryption key 

generator 30. This also applies to embodiments and 

modifications described later. 

Regarding the temporary data storage unit 32, as shown 

in FIG. 11, the re-encryption key generator 3 0 may hold a 

public parameter storage unit 321 and a re-encryption key 

generation key storage unit 322 in the temporary data 

storage unit 32 to store the public parameter par in the 

public parameter storage unit 321 and the re-encryption key 

generation key rkj of the decryption device 50 in the re-

encryption key generation key storage unit 322. The public 

parameter storage unit 321 that stores the public parameter 

par may be outside the temporary data storage unit 32. 

Also, the re-encryption key generation key storage unit 322 

that stores the re-encryption key generation key rkj may be 

outside the temporary data storage unit 32. The above also 

apply to embodiments and modifications described later. In 

step ST4 described above, the communication unit 33 

receives the private key ski of the re-encryption key 

generator 30 from the key generator 10 and writes the 

private key ski into the private key storage unit 31. 

The random number generation unit 3 6 generates and 

sends out a random number 9eZp* to the re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 
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using the random number 0, the private key ski of the re-

encryption key generator 3 0 in the private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Ri j = (Ri ji, Ri j2 / Ri j3 ) 

7T(®7*+0) 

RVI = (Xsi • = s " • 
Vj+&) 

Ri,2 = (Yi>j • = 9 "< , 

it(xj+Pyj+0) 

% = (X3j • YSj • 9s")l/" = 9 • 
In the above formulas, g2 is rewritten and denoted by 

gp. 

Thereafter, the re-encryption key generation unit 34 

writes the generated re-encryption key Rij into the 

temporary data storage unit 32. The communication unit 33 

transmits the re-encryption key Rij in the temporary data 

storage unit 32 to the re-encryption device 40 under the 

control of the control unit 35 (ST33). 

With the above processing, the re-encryption key 

generation processing is completed. 

(4) The re-encryption processing is performed by the 

re-encryption device 40 as shown in FIG. 5 and each of 

steps ST41 to ST43 below. The re-encryption device 40 is 



assumed to have a public key pki of the re-encryption key 

generator 30 stored in the temporary data storage unit 42, 

but if the re-encryption device 40 has not yet acquired the 

public key pki of the re-encryption key generator 30, the 

re-encryption device 40 may acquire the public key pki of 

the re-encryption key generator 3 0 from, for example, the 

re-encryption key generator 3 0 before step ST 41 described 

below. Similarly, the re-encryption device 40 is assumed 

to have the public parameter par stored in the temporary 

data storage unit 42, but if the re-encryption device 40 

has not yet acquired the public parameter par, the re-

encryption device 40 may acquire the public parameter par 

from, for example, the key generator 10 before step ST 41 

described below. 

The communication unit 43 of the re-encryption device 

40 writes the ciphertext data Ci transmitted in step ST24 

and the re-encryption key Rij transmitted in step ST33 into 

the temporary data storage unit 42. 

The re-encryption processing unit 44 verifies the 

ciphertext data Ci in the temporary data storage unit 42 

using the public parameter par and the public key pki of 

the re-encryption key generator 3 0 based on the following 

verification formula (ST41). 
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e(C2X,«Cl •v) = e(Xi,C4), 
e(C2Y,uGl • v) = e(Yu, C4), 
e(C2z,uCl -v) = e(Zi, C4), 

e(C2Zi, uCl • v) = e(Zu, C4), 
V(Cua, (C3,C4)) = 1. 

...(al) 
A 

The first argument of the function V is a 

verification key, the second argument is a signature, and 

the third argument is data to be signed. 
A 

The function V verifies the signature for the data 

to be verified using the verification key and outputs "1" 

when the signature is determined to be valid and any value 

other than "1" (for example, "0") when the signature is 

determined not to be valid. 

Therefore, the fifth verification formula in the 

formula (al) shows that the one-time signature o is valid 

by verifying the signature a for the encrypted data C3, C4 

as data to be signed by using the encrypted data Ci as the 

verification key. 

The verification is successful if the five 

verification formulas in the formula (al) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), the re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 
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unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x' , 

C2 x' ' / C2Y'/ C2Y''/ C2Z'/ C2z' ' / C2ZI ' / C2Z1 ' ' / Csx, C5Y, C5Z 

using these random numbers s, t, k, the ciphertext data Ci 

stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 

nl v $ nil __ n $ _ VTS nl _ y t nil _ n t _y ft 
V2X ~ M ) V2X ~ ^21 ~M ) ^2Y ~ J ^2Y ~ ^Y ~-hi > 

nl 7 k nil n k _ 7 rk nl __ 7 k nil _ r\ k _ 7 rk 
ihZ-WZ ~Li i hZl ~ ^li ' U2Z1 ~ b2Zl ~~^li > 

C5X = Riji', C5Y = Rij2t, C5Z = Rij3i 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj = (Ci, C2X ' / C2x ' ' / C2Y ' / C2Y7 ' / C2Z ' / C2Z ' ' / C2Z1 ' / C2Z1 ' ' 7 Csx, C5Y, Csz , C3, 

C4,a) by replacing the encrypted data C2X/ C2Y, C2Z, C2Z1 in 

the ciphertext data Ci with all the above re-encrypted data 

C2x' to C5Z and writes the obtained re-encrypted data Cj 

into the temporary data storage unit 42. If verification 

processing in step ST51 in decryption processing described 

later is omitted, the re-encrypted data 

Cj = (Ci, C2X' , C2x' ' , C2Y' , C2Y' ' / C2Z' / C2Z' ' , C2Z1' , C2Z1' ' , C5X, C5Y, C5Z, C3, 

C4,a) may be set as Cj= (C2x' ' / C2Y' ' 1 C2Z' ' , C2Z1' ', Csx, C5Y, Csz, C3) 

by omitting verification data (Ci, C2x' / C2Y' / C2Z' , C2Z1', C4, a) 

not used for decryption. In this case, processing to 

generate the verification data (C2x' , C2Y' / C2z' , C2Z1') is also 

omitted. 
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In any case, the communication unit 43 transmits the 

re-encrypted data Cj in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

control unit 46 (ST43). 

5 With the above processing, the re-encryption 

processing is completed. 

Incidentally, the re-encryption processing unit 44 may 

perform the re-encrypted data generation processing in step 

ST42 by omitting the verification processing in step ST41. 

10 When verification data (CI,C4,CT) is not contained in the 

ciphertext data Ci, the re-encryption processing unit 44 

performs the re-encrypted data generation processing in 

step ST42 by omitting the verification processing in step 

ST41. 

15 (5) The decryption processing is performed by the 

decryption device 50 as shown in FIG. 6 and each of steps 

ST51 and ST52 below. The decryption device 50 is assumed 

to have the public parameter par stored in the temporary 

data storage unit 52, but if the decryption device 50 has 

2 0 not yet acquired the public parameter par, the decryption 

device 50 may acquire the public parameter par from, for 

example, the key generator 10 before step ST 51 described 

below. 

The communication unit 53 of the decryption device 50 

2 5 receives the re-encrypted data Cj transmitted in step ST43 

and writes the re-encrypted data Cj into the temporary data 

storage unit 52. 
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The decryption processing unit 54 verifies the re-

encrypted data Cj in the temporary data storage unit 52 

using the private key skj of the local device 50 in the 

private key storage unit 51 and the public parameter par in 

the temporary data storage unit 52 based on the following 

verification formulas (ST51). 

e(C'2XiuCl ' v) — e((-'2X>C'4)] 

e(C^Y,uCl •v) = e(C'2Y,Ci), 
e(C^,«Cl •v) = e(C'2Z,C4), 

e(,C2Zi,UCl ' v) = e(C2Zl,C4), 

e(C5Z,C'2Z) = e{C5X,C'2X) • efags)*, 
e(C5Z,C2Z1) = e(C5Y,C'2Y) • e{g,9i)xi, 

Instead of the fifth verification formula in the 

formula (a2), the following verification formula may be 

used. 

e(C5Z,C'2Z) = e(C5X,C'2X)-e(g 5,g)*. 
Also, instead of the fifth verification formula in the 

formula (a2), the following verification formula may be 

used. 

e(Csz,C^) = e(C5X,C'2X) • e(Y2j)g,). 
...(a2 ) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, instead of the sixth verification formula in the 

...(a2) 
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formula (a2), the following verification formula may be 

used. 

e{C5z,C2Zi) = e(C$Y,C2Y) * • 

Also, instead of the sixth verification formula in the 

formula (a2), the following verification formula may be 

used. 

e{CbzAzi) = <C5YAY)-e(X},9i). 
In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the seven 

verification formulas in the formula (a2) all hold and 

fails if any one of the seven formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

m=r / f/e(C52,C^)W (e(c5Z,c'izl)y7} 
°3/ \\e(C5x,C>>x)) \ e(CsY, C2Y) / j 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denotd by g" and g2 is rewritten and denoted by gp. 



1 \ 
r , , (ejCg,(%,))* (e(Csz,qzi) 
7 ] [e(CiX^x)) \e(C^qY) 

e[gv(xj+Qyj+Q)lzik^ gZirkj \ Vj /e^(ij+j%+0)/4 ^aztrkj 
l \ 

j^g^i^j'bS'j/XiS gX{TS >(g4fy+0)/yit^ayirt] 

(e(g*{xj+Pyj+9)^ gT} \ yJ Ie(gz(x]+lh]+6)^gar j 
1 \ 

J \ 
e(gw^+d\gr) 

^m'e{gig5,g)rl{e{g,g)^T -e{g,g) 

e{g*tfVi+6),g<") 

mr m. 
With the above processing, the decryption processing 

is completed. 

Incidentally, the decryption processing unit 54 may 

perform the decryption processing in step ST52 by omitting 

the verification processing in step ST51. Also if the re-

encrypted data Cj does not contain the verification data 

(Ci, C2x' / C2y' / C2z' / C2Z1' , C4, a) , the decryption processing unit 

54 performs the decryption processing in step ST52 by 

omitting the verification processing in step ST51. The 

above m may be a key, instead of a message itself. For 

example, a shared key key in shared key cryptography may be 

set as m=key to replace m with key. In this case, 

ciphertext obtained by encrypting a message using the 

shared key may be added to the ciphertext data or re-

encrypted data. These also apply to embodiments and 

modifications described later. 
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In the present embodiment, the order of processing may 

be changed when appropriate. For example, the order of the 

decryption processing and the ciphertext verification 

processing may be changed. Similarly, the order of the re-

encryption key generation processing may be changed to 

before the encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the re-encryption key 

generation key rkj, the re-encryption key will not be 

generated without permission of the user of the decryption 

device 50 (second user device). In other words, a re-

encryption key cannot be generated if the transfer 

destination (in the example of FIG. 8, for example, the 

user A) does not notify the transfer source (in the example 

of FIG. 8, the group administrator) of a re-encryption key 

generation key. Thus, re-encryption (that is, the transfer 

of decryption right of ciphertext to the relevant transfer 

destination) can be prevented when there is no approval of 

the transfer destination and therefore, safe file sharing 

can be realized. 

Also according to the present embodiment, due to the 

configuration of generating the re-encryption key Rij based 

on a random number 9, even if a server and a user collude 

with each other, the decryption right can be prevented from 

being re-transferred without permission of the transfer 

source. Accordingly, there is no need to demand extreme 
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reliability from the server and a file sharing system the 

user can safely use can be provided. 

To supplement the above description, there has been a 

problem that, if the server operator, the user B, and the 

user E collude, a third party can calculate a normal re-

encryption key (RAE) to re-encrypt ciphertext for the user 

A into ciphertext for the user E by using a re-encryption 

key (RAB) to re-encrypt the ciphertext for the user A into 

ciphertext for the user B, a private key (skB) of the user 

B, and a private key (skE) of the user E without permission 

of the user A as the transfer source (that is, the 

decryption right is re-transferred without permission of 

the transfer source). 

According to the present embodiment, however, due to 

the configuration of generating the re-encryption key Rij 

based on the random number 0, even if the server operator, 

the user B, and the user E collude, the decryption right 

can be prevented from being re-transferred without 

permission of the transfer source. 

[First modification] 

In the first embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the first embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re-
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encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

first embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the first embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24')-

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 2 0 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 
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e(C2x, uCl - v) = e(g, C4)Xi, 

e(C2Y,uCl • v) = e(gi,C4)yi, 
e{C2z,uCl • v) = e(g,C4)Zz, 

e(C2zi,uCl • v) = e(gi,C4)z*, 
V(C1>(r, (C3,C4)) = 1. 

. .. (a3) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas in the formula (a3) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

x 
m = Cz/ e(g±g5,C2x)Xi 

The above formula may calculate with 



- 51 -

{s4Ss)xi^2X („ „ )7 
/using \0 4<->5/ 1 

calculated in advance. 

Accordingly, calculation processing loads for 

decryption can be reduced. This also applies to 

embodiments and modifications described later. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

J_ 
™ • e(#4f5, g)r / e(#455, C2x) Xi 

— = m • e{gAg^g)r / e{g4g5, gXir) 

= m • e(g4g$,g)r/e{g4g^,g)r = m. 
[Second modification] 

In addition to the first modification, as will be 

described below, the first embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the first embodiment respectively. 

Hereinafter, the encryption processing and the decryption 
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processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21, the encryption parameter generation 

unit 23 of the encryption device 2 0 generates (ssk, svk) 

(ST211) and sets the verification key svk to the encrypted 

data Ci (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out five random numbers r,s,t,k,9eZp* 

to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x' >C2x' ' / C2Y' f C2Y' ' / C2z' ,C2Z' ' , C2Z1' / C2zi' ' / Csx, 

C5Y/C5Z/C3, C4 below from a message meGT as plaintext data 

using these random numbers r,s,t,k,9, the public key pkj of 

the decryption device 50, and the public parameter (ST22'). 

W V" 5 H11 V rs n! Y t y rt 
U2X - r2j > ^2X - r2j > U2Y ~ Aj > U2Y ~ Aj > 

Ci \r k riH v rk rt! y k W/ y rk 
2 Z~Y 2j , O2Z - x2 j , ^2Zl ~ Aj ' u2Zl ~ Aj » 

C3 = e{gng5,g)r • m, C4 = (usvk • v)r, 

Csx = (34 • 9ZB)~S, CSY = 33"1") C5z ~ {gi • 330+1)E 

After step ST22' is completed, like in step ST23, the 

ciphertext generation unit 24 generates a one-time 

signature a (ST23'). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Cj= (Ci, C2X', C2X' ', C2Y',C2Y/', 

C2z' / C2Z' ' , C2zi' , C2zi ' , C2 ' ' ' , Csx, C5Y, Csz, C3, C4, a) including 
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all the above encrypted data Ci to C4 and the one-time 

signature a and writes the obtained ciphertext data into 

the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 20 in the same manner 

as in step ST51 (ST51'). If the verification is successful 

(or the verification processing in step ST51' is skipped), 

the decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj of 

the local device 50 and the public parameter par to obtain 

the message m (ST52'). 

1 ... 1 
X3 m , MCg.C^) 

" ' e(CM,Ca) Uftl-,c?y) 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

Cj 
U<ca,qz)\i /e(fe,c;zi)^ 
{UcH.cy,/ Ucsv.c. // ' 

27 > 



- 54 

( ( 7r(l+a+0)/lc Jyfk\\ 

^f(a+0)/s^%rs) 

»9 

/ 

3(g!(l+a+0)/^gZjrfc)\ xj 

/ 

g^+a+J)^) 

e(f(a+V) 
/g/yr(l+a+0) „r^\ 5' 

/ 

= • e{gig^g)r/{e{g,g)^r • e(g,g)nar) = m. 

[Third modification] 

In the first embodiment, an example in which the 

public parameter includes three elements g, gi, g2 of 

system fixed values is described, but the first embodiment 

is not limited to such an example and the element g2 may 

not be generated and the element g2 may not be included in 

the public parameter. In this case, g2=g may be set to 

replace g2 with g in the first embodiment. This also 

applies to embodiments and modifications described later. 

[Fourth modification] 

In the first embodiment, an example in which the 

public parameter includes three elements g, gi, g2 of 

system fixed values is described, but the first embodiment 

is not limited to such an example and four or more elements 

of system fixed values may be included. If, for example, 

four elements g, gi, g2, g6 are included in the public 

parameter, g2=g2g6 may he set to replace g2 with g2g6 in the 

first embodiment. If, for example, five elements g, gi, g2, 
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g6, gn are included in the public parameter, gi=gig6 and 

g2=g2gv may be set to replace gi with gig6 and g2 with g2g7 

in the first embodiment. This also applies to embodiments 

and modifications described later. 

[Fifth modification] 

In the first embodiment, an example in which one set 

of (g3, g4, gs) is included in the public parameter is 

described, but the first embodiment is not limited to such 

an example and a plurality of sets of (g3, g4, gs) may be 

included in the public parameter. This also applies to 

embodiments and modifications described later. 

Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present modification will be described and portions common 

to the first embodiment may or may not be described by 

using the same reference signs. 

(1) Key setup processing 

The public parameter generation unit 13 of the key 

generator 10 randomly selects nl, n2,..., nN from Zp* and 

calculates Ai, A2,..., AN shown in the following formula. 

An = (tagn, g3,n, 94,n, 95,n) (n = 1,2,N) 

93,n = 9*n, 94,n = 9\n, 95,n = 92 n 

N is a natural number. tagn (n=l,2,...,N) is the 

identification information of An. tagn may be a numeric 

value or a character string. Alternatively, an element 
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itself (other than tagn) may be used as tagn. In this case, 

there is no need to add tagn as an element of An and 

processing to generate tagn does not need to be performed. 

The public parameter generation unit 13 generates a 

public parameter 
AAA 

par = {A,p, G, GT,g, gh g2, {Ah A%AN}, u, v, Sig(G, S, V)} 

based on a security parameter X stored in the key parameter 

storage unit 11 in advance or acquires the public parameter 

from outside (STl'). 

The key generator 10 publishes the public parameter 

par= (A,p, G, GT, g, gi, g2, Ai, A2, . . . , AN, u, v, Sig) in the temporary 

data storage unit 12 (ST2'). 

If the identification information of the re-encryption 

key generator 3 0 is assumed to be i, the key generation 

unit 14 generates a private key Xi,yi, zieZp* of the re-

encryption key generator 3 0 and generates a public key 

pki= (Xi, Yn, Y2i, Zi, Zu) of the re-encryption key generator 3 0 

using the private key ski= (Xi,yi, Zi) and the public 

parameter par. 

Xi=gxi, Y xj = giyi, Y2i=g2yi> 

Z i = gzi, Z i j = gizi 
When verification processing using a formula (a7') 

described later is not performed, data Y2i may be omitted. 

That is, the public key pki only needs to include data Xi, 

Yii, Zi, Zu . 

Further, the key generation unit 14 generates re-
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encryption key generation keys rkj.,1, rkj, 2,..., rki,N shown 

by the following formula using the private key ski and the 

public parameter par (ST3'). 

= (-^3i,m ^5i,n) {jl = 

X3i,n = 93,nXi, l&,n = <75,nyi 

The communication unit 15 transmits the private key 

ski and the re-encryption key generation keys rkj.,1, 

rki,2,..., rki,N in the temporary data storage unit 12 to 

the re-encryption key generator 3 0 under the control of the 

control unit 16 (ST4'). Incidentally, the communication 

unit 15 may transmit, instead of rkj.,1, rkj.,2,..., rkj.,N, 

(tagi, rkj., 1) , (tag2, rkj., 2) , . . . , (tagN, rkj.,N) to the re-

encryption key generator 30. 

Similarly, if the identification information of the 

decryption device 50 is assumed to be j, the key generation 

unit 14 generates a private key skj= (xj, yj, Zj) of the 

decryption device 50 and generates a public key 

pkj= (Xj, Y1;j , Y2j, Zj, Zij) of the decryption device 5 0 using the 

private key skj. 

Xj=gXj, Yij=giyj, Y 2 j = g2yj > 

Z j = gzJ, Zij =gizJ 

If, similarly as described above, the verification 

processing using a formula (a7') described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include data Xj, Yij, Zj, Zij. 
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Further, the key generation unit 14 generates re-

encryption key generation keys rkj,l, rkj, 2,..., rkj,N shown 

by the following formula using the private key skj and the 

public parameter par (ST6'). 

rkj^n = (-^3Yhj,n) = 1?2, 

= 53,71 •> ^5j,n ~ <75,71 ̂  

The communication unit 15 transmits the private key 

skj and the re-encryption key generation keys rkj,l, 

rkj,2,..., rkj,N in the temporary data storage unit 12 to 

the decryption device 50 under the control of the control 

unit 16 (ST7 ' ) . Instead of rkj,l, rkj, 2,..., rkj;N, the 

communication unit 15 may transmit, (tagi,rkj, 1) , 

(tag2, rkj, 2) , . . . , (tagN,rkj,N) to the decryption device 50. 

(2) Encryption processing 

Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

device 20 generates a key pair (ssk, svk) of the signature 

key ssk and the verification key svk in the one-time 

signature (ST21') and sets the verification key svk to the 

encrypted data Ci (Ci=svk) . 

The ciphertext generation unit 24 generates one 

element from Alt A2, . . . , AN as elements of the public 

parameter par. It is assumed below that An is selected. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2Y, C2Z, C2Zi, C3, C4 below from a message meGT as 

plaintext data using the random number r, the public key 
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pki of the re-encryption key generator 30, and the public 

parameter par (ST22'). 
v" r \r T si rj r ry r 

02X — •> ^>2Y — ? ^2Z — Zii j ^2Z\ — ? 

C3 = e(g4,ng5,n,g)r -m, C4 = {usvk • v)r 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a as 

shown in the following formula for the identification 

information tagn of An and the encrypted data C3, C4 based 

on a signature generation function S of the public 

parameter par and the signature key ssk generated in step 

ST211 (ST23'). 

a = S(ssk, (tagn, C3, C4)) 
Incidentally, the ciphertext generation unit 24 may 

generate the one-time signature a for the encrypted data C3, 

C4 as data to be signed without including the 

identification information tagn of An. This also applies 

to embodiments and modifications described later. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci, C2x/C2Y/C2z/C2Zi, C3, C4, a, tagn) 

including all the above encrypted data Ci to C4, the one­

time signature a, and the identification information tagn 

of An. 

If the verification processing in step ST41' and step 

ST51' described later is omitted, the ciphertext data 

Ci= (Ci, C2X, C2Y, C2Z, C2zi, C3, C4, a) may be set as 

Ci=(C2x,C2y,C2z,C2Zi,C3) by omitting verification data 
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(Ci, C4, o, tagn) that is not used for decryption. In this 

case, processing to generate the verification data 

(Ci,C4,a) is also omitted. However, if decryption 

processing in a sixth modification described later is 

performed, the ciphertext generation unit 24 adds the 

identification information tagn of An to the ciphertext 

data Ci. 

In any case, the communication unit 22 transmits the 

ciphertext data Ci in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25 (ST241). 

(3) Re-encryption key generation processing 

Assume that the decryption device 50 (in the example 

of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

encrypted by using An as an element of the public parameter 

par is re-encrypted into ciphertext addressed to the 

decryption device 50 (in the example of FIG. 8, for example, 

the user A) (that is, the transfer of decryption right of 

the ciphertext encrypted by using An to the user A) . The 

decryption device 50 transmits the identification 

information tagn of An and a re-encryption key generation 

key rkj,n of the decryption device 50 to the re-encryption 

key generator 30. The communication unit 33 of the re-

encryption key generator 3 0 acquires and writes the 

identification information tagn of An and the re-encryption 
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key generation key rkj,n of the decryption device 50 into 

the temporary data storage unit 32 under the control of the 

control unit 35 (ST311). 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij,n as shown in the following formulas 

using the random number 9, the private key ski of the re-

encryption key generator 3 0 in the private key storage unit 

31, the identification information tagn of An and the re-

encryption key generation key rkj,n of the decryption 

device 50 in the temporary data storage unit 32, and the 

public parameter par (ST32'). 

Rij,n ~ (-^r?l,n? Rij3tn) 

7rn(Ij+^) 

Rij2,n = {Yftn • %n) =9 Vi , 

Rij^n — (<^3j,n ' ^5j,n ' $3,n ) % = 3 Z% 

In the above formulas, g2 is rewritten and denoted by 

gp. 

(4) Re-encryption processing 

The re-encryption processing unit 44 verifies the 

ciphertext data Ci in the temporary data storage unit 42 

using the public parameter par and the public key pki of 
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the re-encryption key generator 3 0 based on the following 

verification formula (ST41'). 

e(C2X, uCl • v) = e(Xi, C4), 
e{C2Y,uCl •v)=e{Yli,C4), 

e(C2z,uCl -v) =e(Zi,C4), 

e(C2zi,uCl • v) = e{Zu, C4), 

V(Ci,<r, (tagra, C3, C4}) = 1. 
. . .(a4) 

If the identification information tagn of An is not 

included as data to be signed by the one-time signature o, 

the fifth verification formula in the formula (a4) conducts 

verification of the one-time signature a by restricting 

data to be signed to the encrypted data C3, C4. This also 

applies to verification processing of the one-time 

signature a described later. 

The verification is successful if the five 

verification formulas in the formula (a4) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41' is skipped), the re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x'/ 
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c2x", c2y'f C2Y", C2Z', C2Z", C2Zi', Cm", C5x, C5Y, C5Z 

using these random numbers s, t, k, the ciphertext data Ci 

stored in the temporary data storage unit 42, the re-

encryption key Rij,n, the public key pki of the re-

encryption key generator 30, and the public parameter par 

(ST42'). 
ri! _ v S rill n s Y rs V t H11 _ H t — V 
02X ~ Ai ' ̂2X ~ — Ai 5 ^2Y ~~ 1 It ' U2Y ~ °2Y — 1 li ? 

/V *7 fc /nil ri k rr rk rtl nr k sin /-T k >y rk 
°2Z ~ "i »U2Z — U2Z - "i » ^2Z1 _ ̂li > U2Z1 ~ °2Z1 ~ "li J 

= Rijlj-n* 1 C5V = Rij2,n* > C5Z = 

Incidentally, the re-encryption processing unit 44 may 

select the re-encryption key Rij,n to be used in step ST42 ' 

based on the identification information tagn of An 

contained in the ciphertext data Ci transmitted in step 

ST24'. 

After step ST42' is completed, the re-encryption 

processing unit 44 replaces encrypted data C2X, C2Y, C2Z, C2Zi 

in the ciphertext data Ci with all the above re-encrypted 

data C2X' to Csz and further adds the identification 

information tagn of An contained in the ciphertext data Ci 

transmitted in step ST24' to the re-encrypted data Cj. 

That is, 

Cj=(Ci, C2x' , C2X' ' , C2Y' , C2Y' ' » C2Z' , C2Z' ' , C2Zi' , C2Zi' ' , Csx, Csy, C5Z, C3, 

C4,a,tagn) is obtained. The re-encryption processing unit 

44 writes the obtained re-encrypted data Cj into the 

temporary data storage unit 42. 

If verification processing in step ST511 in decryption 
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processing described later is omitted, the re-encrypted 

data 

Cj=(Cl, C2X ' / C2X ' ' / C2Y ' ' ' ' / C2Z ' / C2Z ' ' / C2ZI ' # C2zi' ' / Csx, C5Y/ Csz / C3, 

C4,a,tagn) may be set as 

Cj=(C2x' ' ,C2Y' ' ,C2Z' ' ,C2Zi' ' ,C5X,C5Y,C5Z,C3) by omitting 

verification data (Ci,C2x'/C2Y',C2Z',C2zi'»C4, a, tagn) that is 

not used for decryption. In this case, processing to 

generate the verification data (C2X', C2y'/ C2z', C2zi') is also 

omitted. 

In any case, the communication unit 43 transmits the 

re-encrypted data Cj in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

control unit 46 (ST43'). 

(5) Decryption processing 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

temporary data storage unit 52 using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (ST51')-
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e(^2J50 uCl ' v) ~ e(^2J) ̂4)) 

e{p2Yi uCl ' v) = e(p2Yi C4)5 
e(^2Z5 uCl ' v) = eip2Z1 ̂4)J 

e{^2ZlTuCl ' v) = e(&2Zl>C4), 

e(Csz,Cf2z) — e(C5X,C'2X) • ^{92,93,n)yj, 
eiphZ^2Z\) — e(P$Y-> C2y) • e(g>94:,n)Xj 1 

V{CI,<T, (tagn, C3, C4)) = 1. 
... [3. / ) 

Instead of the fifth verification formula in the 

formula (a7), the following verification formula may be 

used. 

e(C5Z,C'2Z)=e{C5x,C'2X)-e{g5,n,gy' 
Also, instead of the fifth verification formula in the 

formula (a7), the following verification formula may be 

used. 

e(p5Z ' ̂2 Z ) ~~ e(p5X » ^2X )' e^2 j' #3 ,n) 
...(&!') 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, instead of the sixth verification formula in the 

formula (al), the following verification formula may be 

used. 

e{C5Z 9 C2Z1) — e{C5Y, C2Y) • e(g3n ,g\fJ 

Also, instead of the sixth verification formula in the 

formula (a7), the following verification formula may be 

used. 
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10 

e(Qz>C'2Zl) = e(C5Y,C'2Y)- e(x .,g4_„) J 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The decryption processing unit 54 of the decryption 

device 50 may select, based on the identification 

information tagn of An contained in the re-encrypted data Cj 

transmitted in step ST43 ' , An to be used in step ST51' from 

Ai, A2, . . . , AN as elements of the public parameter par. 

The decryption device 50 decrypts the ciphertext data 

Cj as shown in the following formula using the private key 

skj of the local device 50 and the public parameter par to 

obtain the message m (ST52'). 
1 

m 
e(C5Z, Cjz) \ T, /e(C5Z,C^'zl)\^ 
e(C5X,C^x)) \e(C5Y,C^y)) 

15 That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

e(CiX,C'ix)j Wc5y,c;)j I 
e(^n(ij+%+0)/^ gZirkj \ yj Ie^g*n{xj+Pyj+9)/zik^gCtz\ 

l 

ft gXiTS^j o(g*n{PyjW)/yi^g(xyirt) 
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J_ 1 N 
^e(g^x^j+d\gr)\yj ( e(gtn^+^+6\gar)^ 

e{jj*n(xJ+0\gr) y ^ e(gnu^yi+®\ gar) 

= m • e{gitng5in, g)r/{e(g,g)*npT • e{g,gfnm) = m. 

[Sixth modification] 

In the fifth modification, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 4 0 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the first embodiment may also be changed to a 

form in which the ciphertext data is decrypted without 

being re-encrypted. In this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

in the present modification is the same as the key setup 

processing in the fifth modification. Hereinafter, the 

encryption processing and the decryption processing in the 

present modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the fifth modification is only in the last step. To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. In this 

case, the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 
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storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies, like in step ST511 

in the first modification, the ciphertext data Cj generated 

by the encryption device 20 (ST511). 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = Cz / e{g4,ngb,mC2x)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 
JL 

™ • e(g4,n95,n, g)r / e{g4,n95,n, c2x)Xi 

= m • e(#4)n35)n, g)r j e(g4ing^n, gXiT) *i 
= m • e(g^ng5>n,g)r/e(g4tng5jn,g)r = m. 

The decryption processing unit 54 of the decryption 

device 50 may select, based on the identification 

information tagn of An contained in the ciphertext data Ci 

transmitted in step ST24', An to be used in step ST52' from 

Ai, A2, , AN as elements of the public parameter par. 

[Seventh modification] 

In addition to the sixth modification, as will be 
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described below, the first embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the fifth modification respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

device 20 generates (ssk, svk) (ST21') and sets the 

verification key svk to the encrypted data Ci (Ci=svk). 

The ciphertext generation unit 24 generates one 

element from Ai, A2,..., AN as elements of the public 

parameter par. It is assumed below that An is selected. 

The encryption parameter generation unit 23 also 

generates and sends out five random numbers r,s,t,k,9eZp* 

to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x' / C2X' ' / C2Y',C2y'', C2z',C2z'', C2Z1' , C2Z1' ' , Csx, 

C5Y, Csz, C3, C4 below from a message meGT as plaintext data 

using these random numbers r,s,t,k,9, the public key pkj of 

the decryption device 50, and the public parameter (ST221). 
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nl V 5 v rs nl 7 t nil y rt 
L2X ~ r2j , ^2X ~ r2j , ^2Y ~ Aj » °2y ~ Aj > 

nl \r k nil \r rk nl y k rill y rk 
V2Z - r2j y ^2Z - r2j , 02Z1 ~ Ai ' U2Zl ~ Aj » 

^3 = e(54,nP5,n,f)r ' "l, C4 = (uSvk • v)r, 

^51 = (54,n '33,nfl)®, ^5y = JS.n"7", ^52 = (54,n 'ff3,n )S 

After step ST22' is completed, like in step ST23 in 

the fifth modification, the ciphertext generation unit 24 

generates a one-time signature a (ST23'). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Cj= (Ci, C2x', C2x'' , C2Y',C2Y''/ 

C2z'/C2z'', C2zi' , C2zi' ' , Csx, C5Y, Csz, C3, C4, o, tagn) including all 

the above encrypted data Ci to C4 and the one-time 

signature a and writes the obtained ciphertext data into 

the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 20 in the same manner 

as in step ST51' in the fifth modification (ST511). 

The decryption processing unit 54 of the decryption 

device 50 may select, based on the identification 

information tagn of An contained in the ciphertext data Ci 

transmitted in step ST24', An to be used in step ST51' from 

Ai, A2, , AN as elements of the public parameter par. 
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If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Cj as shown in the 

following formula using the private key skj of the local 

device 50 and the public parameter par to obtain the 

message m (ST521). 

e{CSz, qiz) \ # (e(CbZ, C%Z1) \ $ 
e(C5X,CZx) e(C5Y,C^y) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by g13. 

ft 

(e(C5 zAz)\y3 

\e{Cc,x>C2x) 

,(^7rn(l+a+5)/fc^j0?/jffc)\ Vj 

e(^n(a+0)/s^/Vs) 

e(gnn(l+a+6\gPr) 

e(C5ZlC: II 
2Z1 

\ 

e{C5Y,C2Y)/ 

e^gitn{l+a+d)/k gXjrk j \ Sj 

e(gKn{Hl)/t^gXjTt^ 

/ e(g7rn(1+a+d\gr) 
e{g^n{ot+0)^g^ J ^ e(gnn(m\gr) 

= m • e{gitng5,n,g)r/{e(g,gYn0T • e{g,gYnar) = m. 
(Second embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the first embodiment at certain 

intervals will be described. A time parameter L is used as 
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a parameter representing a period. The time parameter is 

used in, of key setup processing, encryption processing, 

re-encryption key generation processing, re-encryption 

processing, and decryption processing, the encryption 

processing, the re-encryption key generation processing, 

and the re-encryption processing. The time parameter is 

used such that if, for example, encryption processing is 

performed in a certain period ti, the encryption processing 

described later is performed by setting L=ti and if 

encryption processing is performed in the next period t2, 

the encryption processing described later is performed by 

setting L=t2. That is, encryption processing, re-

encryption key generation processing, and re-encryption 

processing are performed by periodically changing the time 

parameter. Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present embodiment will be described. Portions common to 

the aforementioned first embodiment may or may not be 

described by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the first embodiment or acquires the parameter 

from outside (STl). If the identification information of a 

re-encryption key generator 3 0 is i, a key generation unit 

14 randomly selects elements Xi, yi, zi, Wi of Zp* from Zp* 
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and sets a private key ski= (xi,yi, Zi,Wi) of the re-

encryption key generator 30. Then, the key generation unit 

14 generates a public key pki= (Xi( Yu, Y2i, Zi, Zu,Wi) of the 

re-encryption key generator 3 0 using the private key ski 

and the public parameter par. 

When verification processing using a formula (a6') 

described later is not performed, data Y2i may be omitted. 

That is, the public key pki only needs to include Xi, Yn, 

^i , Zu , Wi . 

Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y5i) using the 

private key ski and the public parameter par (ST3) . 

Similarly, if the identification information of a 

decryption device 50 is j, the key generation unit 14 

randomly selects elements Xj, y-j, Zj, Wj of Zp* from Zp* and 

sets a private key skj= (xj,y-j, zjfWj) of the decryption 

device 50. Then, the key generation unit 14 generates a 

public key pkj= (Xj, Yij, Y2j, Zj, Zij, Wj) of the decryption device 

50 using the private key skj and the public parameter par. 

If, similarly as described above, the verification 
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processing using a formula (a6') described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include Xj, Yij, Zj, Zij, Wj. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j,Y5j) using the 

private key skj and the public parameter par (ST6) . 

X3j=g3xj. Y5j=g5yj 

(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates (ssk, svk) (ST21) and sets the 

verification key svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, C2y, C2Z, C2Zi, C2F, C3, C4 below from a message meGT 

as plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, the public 

parameter par, and the time parameter L (ST22). 

ri xr r ri v r n n v n nr r 
L2X ~ ) ^2Y — Mi ) ^2Z — ^2ZI ~ ? 

C2F = Fi{L)r, C3 = e(M5,9f •C4 = {usvk • v)r 

The function Fi (L) is defined as shown below. 

Fi(L) = gL • Wi = gL+Wi (L E Z*) 
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As a method of acquiring the time parameter by the 

encryption device 20 (or the re-encryption key generator 3 0 

described later), for example, the following method may be 

used. Some entity (for example, a server Sv in FIG. 8, a 

server separate from the server Sv, a user administrator, a 

group administrator, an administrator separate from the 

user administrator and the group administrator, a user A, a 

user B, a user B, or a user separate from the users A to C) 

holds a time parameter generation device (not shown) that 

generates a time parameter and the time parameter 

generation device notifies the encryption device 20 (or the 

re-encryption key generator 30) of a time parameter. 

Alternatively, a function in which the input is a time and 

the output is a time parameter may be defined to generate a 

time parameter using the time and the function. In this 

case, the encryption device 2 0 (or the re-encryption key 

generator 30) may use an output value of the function using, 

as input, information based on the time when encryption 

processing (re-encryption key generation processing) is 

performed (for example, a value obtained by converting the 

date when encryption processing (re-encryption key 

generation processing) is performed into a number) as a 

time parameter L, which obviates the need to acquire a time 

parameter from another device. Alternatively, the key 

generator 10, the encryption device 20, the re-encryption 

key generator 30, a re-encryption device 40, or the 

decryption device 50 may generate a time parameter to 



notify devices other than the relevant device (that has 

generated the time parameter) of the time parameter. The 

re-encryption key generator 3 0 acquires, as will be 

described later, a re-encryption key generation key of the 

decryption device 50 from the decryption device 50 and when 

acquiring the re-encryption key generation key, may also 

acquire a time parameter from the decryption device 50. In 

this case, the decryption device 50 may acquire a time 

parameter from one, of the above methods. This also applies 

to embodiments and modifications described later. 

The time parameter does not necessarily have to be a 

parameter related to a time such as a time or date and may 

be, for example, a number obtained by converting a 

character string or a numerical value such as a random 

number. Similarly, the input into the above function may 

be a number obtained by converting a character string or a 

numerical value such as a random number. Thus, the value 

of a time parameter may be unrelated to time. This also 

applies to embodiments and modifications described later. 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4 based on a signature generation 
/v 

function S °f the public parameter par and the signature 

key ssk generated in step ST21 (ST23). 

a = S{ssk,(L,CSjC^) 
Incidentally, the ciphertext generation unit 24 may 
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generate the one-time signature a for the encrypted data C3, 

C4 as data to be signed without including the time 

parameter L. This also applies to embodiments and 

modifications described later. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (L, Ci, C2X, C2Y, C2Z, C2zi, C2F, C3, 

C4,0) including the time parameter L, all the above 

encrypted data Ci to C4, and the one-time signature a and 

writes the obtained ciphertext data into a temporary data 

storage unit 21. 

A communication unit-22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to the re-

encryption device 40 under the control of a control unit 25 

(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 



3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 

out three random numbers 9,Sx,5yeZp* to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random numbers 9, 5x, 5y, the private key ski of 

the re-encryption key generator 30 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri jL~ ( Ri jLl 7 Ri jL2 7 Ri jL3 / Ri jL4 7 Ri jL5 ) 

7r(x,j-f0) 

Rijn = (X3j • g3e)1/Xi • g[L+Wt)5x = g * 
ir(0yj+6) 

B>m = <y» • m'f'" • 
n{xj+pyj+6) 

RijL3 - (x3j • Y5j • 53')1/2i =9 •* , 

In the above formulas, gi is rewritten and denoted by 

ga and g2 is rewritten and denoted by gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 



79 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

5 following verification formula (ST41). 

e(C2x,uCl • v) = e(Xi: C4), 
e(C2y,uCl • v) = e(Yu, C4), 

e(C2z,uCl • v) = e(Zi, C4), 

e(C2zi, uCl • v) - e(Zu, C4), 
e(C2F,uCl •v)=e(Fi(L),C4), 

V(Cua,(L,C3,C4)) = l. 
...(a5) 

If the time parameter L is not included as data to be 

signed by the one-time signature a, the sixth verification 

formula in the formula (a5) conducts verification of the 

10 one-time signature a by restricting data to be signed to 

the encrypted data C3, C4. This also applies to 

verification processing of the one-time signature a 

described later. 

The verification is successful if the six verification 

15 formulas in the formula (a5) all hold and fails if any one 

of the six formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 
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parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2X' , 

C2x' ' , C2y', C2Y'', C2Z' , C2z'', C2zi', C2zi' ' , C2F'/ C2F'', CSX, 

C5Y, Csz, CSFX, C5FY using these random numbers s, t, k, h, 

the ciphertext data Ci stored in the temporary data storage 

unit 42, the re-encryption key RijL, the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 

PI —Vs P11 — P S _ y rs pi _ y f pH _ p t _ y rt 
^2X ~ Ai ' ^2X ~ — Ai j ^2Y ~ ' u2Y ~ u2Y — *1* > 

pf _ rj k pfi _ p k _ nr rk pi _ 7 k pn __ p k _ <7 rk 
^2Z ~ "i ' U2Z ~ °2Z ~ "i > ^2Z\ ~ "U > °2Z1 ~ U2Z1 ~ "1 i > 

CilF = Fi{Lt,(^P = CiFh = FilL)r\ 

Q,X = Ri]Ll~S , Cf,Y = RijL2i, C-0Z = Rij Li1', 
- n -C$FX = Rij LA h) C$FY = RijLh h 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj = (L, Ci, C2x' , C2X' ' ,C2Y' ,C2Y' ' ,C2Z' ,C2Z' ' , C2Zi' , C2zi' ' , C2F' , C2F " , C 

sx, C5Y, Csz, C5FX, C5FY, C3, C4, a) by replacing the encrypted data 

C2X, C2Y, C2Z, C2Zi, C2F in the ciphertext data Ci with all the 

above re-encrypted data C2x' to CSFY and writes the obtained 

ciphertext data Cj into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 
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decryption device 50 under the control of a control unit 46 

(ST43) . 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 5 0 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas (ST51). 

ei^2XiuCl ' v) ~ e(^2X' 64), 

e(C'2Y,uCl • v) = e(C'2Yi C4), 

e(^2Z)uCl ' v) ~ e(^2Z> £4)5 

ei^2ZbuCl ' v) = e(^2£l> £4)? 

e(^2.F>uCl " v) = e(^2F> ̂4)? 

e(ChZ)C'2z) ' e(C$FX> ̂2F) =ei^bX^2x) 'e(92,9z)Vji 

^C^ZTC^ZI) • e(C^FY^2F) = e{^Y^2Y) • e(9i94)X\ 

V(Cha,(L,ChQ) = l-
...(a6) 

Instead of the sixth verification formula in the 

formula (a6), the following verification formula may be 

used. 

e(C5z, C'2z) • e{CnFX, C'2F) = e{C5x, C'2X) • e[95,g)Vi• 
Also, instead of the sixth verification formula in the 

formula (a6), the following verification formula may be 

used. 



e(C5Z, c^) • e(C5FX, Ctf) = e(^5X, ̂2x)' e(%53)-
...(a6') 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, instead of the seventh verification formula in 

the formula (a6), the following verification formula may be 

used. 

e(CsZi Cf2Zl) ' e{CbFYi ^2F) ~ e(^5Y^2Y) ' e{9h9lTj • 

Also, instead of the seventh verification formula in 

the formula (a6), the following verification formula may be 

used. 

e(C5z, C2Z1) • e(^5FYjC^f) = e(C5Y,C2y) • e(Xjj94). 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the eight 

verification formulas in the formula (a6) all hold and 

fails if any one of the eight formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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m = C3 
e(C52, C'{z) • e((75Fx, ClF) \ y, (e(C$z, C^i) • e(C5j?y, C^) 

e(Csx,qx) \ e(C<,Y,qY) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

(e(Csz, C&) • e(C5FX, %F) \ i (e(Csz, C'{n) • e(Cm, qF) 
[ e(C5X,qx) ) \ e(CSY,Ch) 

A { 
I ir(i,'+te+9) t 

is « lfk)'^,9{Um]Tl 
\ / 'W> , mh ,,, .. \ 'j 

{s(XjJt§)lxi)HUwi)k 
X ;rs \ is fyiTt) 

'd'i+Mjj "> /• c(i]<w\gMr 
1 

= m • e{gig5)g)r/{e{g,gY?r • e{g,g)m) = m. 
In the present embodiment, the order of processing may 

be changed when appropriate. For example, the order of the 

decryption processing and the ciphertext verification 

processing may be changed. Similarly, the order of the re-

encryption key generation processing may be changed to 

before the encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random numbers 9, 5x, 5y, 
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the re-encryption key generation key rkj, and the time 

parameter L, in addition to the effects of the first 

embodiment, whether to transfer the decryption right can be 

decided in each period so that finer access control can be 

exercised. Accordingly, even if the decryption right of 

ciphertext for the transfer source (in the example of 

FIG. 8, the group administrator) is once transferred to the 

transfer destination (in the example of FIG. 8, for example, 

the user A) in a certain period, it is possible not to 

grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

sharing system whose convenience is further improved can be 

provided. 

[Eighth modification] 

In the second embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the second embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 
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modification is the same as the key setup processing in the 

second embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the second embodiment is in the last step only. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 

e(C2x, uCl • v) = e(g, C4)Xi, 

e(C2Y,uCl -v) = e{gi,C4)yi, 

e(C2z, uCl • v) — e(g, C4)z% 

e(C2zi,uCl -v) = e(pi,C4)2% 

e(C2F,uCl -v) = e(g,C^)L+Wi, 

V{Cittr, (£,C3,C4)) = 1. 

Incidentally, the decryption device 50 may verify the 
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ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST521). 

m = C3 / e(c?435, C2x)** 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

m • e(g4g5, g)r / e(g4g5, C2x)Xi 

= rn • e(g4g5,g)r / e(g4g5,gXir)ri 

= m • e(g4g5,g)r/e(g4g5,g)r = m. 
[Ninth modification] 

In addition to the eighth modification, as will be 

described below, the second embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 
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processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the second embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

device 20 generates (ssk, svk) (ST21') and sets the 

verification key svk to the encrypted data Ci (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out eight random numbers r,s,t,k,h, 

0,5x,6yeZp* to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x' / C2x' ' / C2y' , C2y' ' , C2z' , C2z' ' , C2zi' , C2zi' ' , C2F' , 

C2F' ', C5X, C5y, C5z, C5FX/ C5FY, C3, C4 below from a message 

meGT as plaintext data using these random numbers r, s, t, 

k, h, 0, 5x, 5y, the public key pkj of the decryption 

device 50, the public parameter, and the time parameter L 

(ST22'). 
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s~if Vs \r rs /V y t y rt 
U2X ~ r2j , ^2X ~ x2j > ^2Y ~ Aj > U2Y ~ Aj > 

W \r k ritt v rk rit Y k y rk 
u2Z ~ r 2j , ^2Z ~ Y2j , ^2^1 - Aj ? °2Z1 ™ Aj > 

OlF = Fj(L)h, (f^FjiLf, 
Cz = e(p4ff5,ff)r • w, C4 = («OTfc • u)r, 

0>X = (54 • SB* • ^(L)^ = g i , 
1 7r(l-|-0)4-(L+iu„)5x 

C5K = G&1+fl • FjiL)6*)* = g r—^, 
~ / l-}-0\ 1 ir(a+l+fl) 
Csz = (94-93 )k =9 k , 

C$FX = (Y2j)~£, CSFY = (Xj)'h 
After step ST22' is completed, like in step ST23, the 

ciphertext generation unit 24 generates a one-time 

signature a. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci=(L, Ci, C2X', C2X' ' , C2Y', C2Y'' , 

C2z'/ C2z'', C2Zi' , C2ZI'',C2F', C2F' ' , Csx, CsY, Csz, C5FX, C5FY, 

C3, C4, o) including the time parameter L, all the above 

encrypted data Ci to C4 and, the one-time signature a and 

writes the obtained ciphertext data into the temporary data 

storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 
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The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 20 in the same manner 

as in step ST51 (ST511). If the verification is successful 

(or the verification processing in step ST51' is skipped), 

the decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj 

and the public parameter par to obtain the message m 

fe(C5Z,C^-e(CSFX,qp))iJ fe(C5z,C^i)-^FY^F))^ 
e(C5y,C?y) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

C''a) • e(Ctfx,C2F)\jj (e(C-,z/J27A) • e(C5fy,CfF) 
e(C5X,qx) 4CSY,C»V) 

-Cs 

fry jit f^yfk) ̂^rijL+W])rk^ 

e(j 

f 7r(o:fl-|0) I fj \ , 
(f * ,9xfl ) • e(p fc 

e{g t rfjrt) 

± 
xi 

e(/'"+l+Vr)• e(A<ri+t°')rA (e(jr(a+lw>,/)• 
g^(H0)+(£+Wj)4; ̂ gT e(gf{a-\r9)+{L+Wj%^^ 

= m-e{gig5,g)T j{e{g,g)n&r • e{g,g)mT) = m. 
(Third embodiment) 

In the present embodiment, an example of omitting the 

encryption function shown in the second modification in the 
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first embodiment will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment may or may not be described by using the same 

reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter 

par = {X,p,&,GT,g,gi,g2,g3,94,u,v,Sig} 

based on a security parameter X stored in a key generation 

parameter storage unit 11 in advance or acquires the public 

parameter from outside (STl). 

Here, g3=gn and g4=gin. 

If the identification information of a re-encryption 

key generator 3 0 is i, a key generation unit 14 randomly 

selects elements Xi, y±, zi of Zp* from Zp* and sets a 

private key ski= (xi,yi, z±) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pki= (Xi, Yu, Zi, Zn) of the re-encryption key 

generator 3 0 using the private key ski and the public 

parameter par. 

Xi=gXi, Yi; =giyi, Z j =gzi, Zii=gizi 
Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i, Y2i) using the 
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private key ski and the public parameter par (ST3) . 

x3i=g3Xi- Y2i=g2yi 

Similarly, if the identification information of a 

decryption device 50 is j, the key generation unit 14 

randomly selects elements Xj, y,, Zj of Zp* from Zp* and sets 

a private key skj= (xj, yj, Zj) of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj= (Xj, Yij, Zj, Zij) of the decryption device 50 using the 

private key skj and the public parameter par. 

Xj =gxJ, Yu =giyj, Zj =gzK Zij =gizJ 
Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y2j) using the 

private key skj and the public parameter par (ST6). 

x3j =g3Xj> Y2j =g2yj 

(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates (ssk, svk) (ST21) and sets the 

verification key svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x/ C2Y, C2Z, C2Zi, C3, C4 below from a message meGT as 

plaintext data using the random number r, the public key 
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pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 

ri V" r ri \r r n n r ri 17 r 
v2X ~ j t/2Y — *li j ^2Z ~~ i ^2Z1 ~ ^li > 

C3 = e(gm,gf-m, Ct = {u«k-vY 
After step ST22 is completed, like in step ST23 in the 

first embodiment, the ciphertext generation unit 24 

generates a one-time signature a for the encrypted data C3, 

C4 based on a signature generation function S of the 

public parameter par and the signature key ssk generated in 

step ST21 (ST23). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci, C2x, C2Y/C2Z/C2Zi/C3, C4, a) 

including all the above encrypted data Ci to C4 and the 

one-time signature a and writes the obtained ciphertext 

data into a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, the group administrator) is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 
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ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 3 6 generates and sends 

out a random number 0eZp* to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 

using the random number 0, the private key ski of the re-

encryption key generator 30 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Rij=(Riji,Rij2,Rij3) 

TTXj+d 

Riji = (X3j • g9)1^ = g~^r, 
4-0 

Rij2 = (Y2j • g6)l/y'1 — g Vi , 
nxj+fiyj+d 

Rij3 = (X3j • Y2j • g6)l/z> - g * . 

In the above formulas, g2 is rewritten and denoted by 
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(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 3 0 based on the following verification formula 

(ST41) . 

e(C2x,u°i •v) = e{Xi,C4), 

e(C2Y,uci -v) = e(Yu,C4), 

e(C2Z,uCl • v) = e(Zi,C4), 

e{C2Zi,uCl • v) = e(Zu, C4), 
V(Cua, (C3,C4)) - 1. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x', 

C2X ' ' / C2Y ' , C2y ' ' , c2z' , C2z' ' , C2Z1 ' , C2Z1 ' ' / Csx, C5Y, Csz 

using these random numbers s, t, k, the ciphertext data Ci 
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stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 

n> v s pit p s y rs nl _ v t Pff _ P t _ v 
hx = ^i> hx-^2X ~Ai U2Y ~ hi > 

pi qk pa p k _ <7 rk pi _ 7 k pti _ p k _ 7 rk 
^2Z = ^ > hZ ~ ^2Z - A' > ^2Z1 ~ "li ' °2Z1 ~ °2Z1 ~ "li > 

= iZyl', G5y = Csz = JZii3E 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(C1,C2x' ,c2x' ' ,C2y' ,C2Y' ' ,C2Z' ,C2Z' ' ,C2Zi' ,C2Z1' ' ,C5X,C5y,C5z,C3, 

C4,o) by replacing the encrypted data C2X, C2Y, C2Z, C2zi in 

the ciphertext data Ci with all the above re-encrypted data 

C2X' to Csz and writes the obtained re-encrypted data Cj 

into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas (ST51). 
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e(Cf2Xi uCl ' v) ~ ei^2X-> ^4)5 
e(p2Yi uCl ' v) = e(P%Y-> @4)1 

e(p2'\ZiuCl ' v) ~ eip2Z*> £4)) 
e(p2Zh uCl ' v) = e{C2Zli Q), 

c(C^z,C2Z) = e(C5x,C,2x) 'e(92,g)y3, 

z(phZi ^2Z\) ~ e(Cs Yi C'2 y) • e(9i94)Xj i 

^(Ci, <T, (C73, C74)) = 1. (bi) 

Instead of the sixth verification formula in the 

formula (bl), the following verification formula may be 

used. 

eiphZ,C'<iz\) ~ e{C$Y,C2Y) ' e(^j-> 94:)-
5 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the seven 

10 verification formulas in the formula (bl) all hold and 

fails if any one of the seven formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

15 shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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/ [\e{C5x,C2X)J \e(C5Y,C2Y) J J 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

/ (eWi+toi+o^yj) 
/ \\ e(g™j+e ,gr) J \ e{g^e,gaT) J J 

= m • e(94g2,g)r/(e(g,g)^r • e(g,g)™r) = m. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the random number 9 and the re-

encryption key generation key rkj, effects similar to those 

in the first embodiment can be obtained. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g5 in the first 

embodiment, the data size of the public parameter and 

public key can be reduced when compared with the embodiment 

shown in the first embodiment. Also according to the 

present embodiment, the amount of computations needed for 

c3 
/ 

=c3 
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key setup processing can be reduced when compared with the 

embodiment shown in the first embodiment. 

[Tenth modification] 

In the third embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the third embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

third embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the third embodiment is in the last step only. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 
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The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 2 0 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST511). 

e(C2x, uCl • v) = e(g, C4)Xi, 

e(C2V,uCl -v) = e(gi,C4)yi, 
e(C2z,uCl -v) = e(g, C4)Zi, 

e(C2Zi,uCl • v) = e{g\,C4)Zz, 
V(Cx,a, (C3,C4)) = 1-

...(b2) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas in the formula (b2) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

TO = C3 / e(#4p2, C2x)Xi 
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That the decryption result of the above formula 

produces m can be checked by the following calculation. 

_1_ 

m • e(g4g2,g)r /e(g4g2, C2x)Xi 

~ m • 

= m • e(g4g2,g)r/e(g4g2,g)r = m. 
(Fourth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the third embodiment at certain 

intervals will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the third embodiment or acquires the parameter 

from outside (STl). If the identification information of a 

re-encryption key generator 3 0 is i, a key generation unit 

14 randomly selects elements x±, yi, z±, of Zp* from Zp* 

and sets a private key ski= (Xi,yi, z±, Wi) of the re-

encryption key generator 30. Then, the key generation unit 
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14 generates a public key pki= (Xi, Yu, Zi, Zlir Wi) of the re-

encryption key generator 3 0 using the private key ski and 

the public parameter par. 

Xi=gxi, Yli=g1yi, Zj =gzi, 

Zii=gizi, Wi=gwi 
Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y2i) using the 

private key ski and the public parameter par (ST3) . 

x3i=g3Xi> Y2i=g2Yi 

Similarly, if the identification information of a 

decryption device 50 is j, the key generation unit 14 

randomly selects elements Xj, yj, Zj, Wj of Zp* from Zp* and 

sets a private key skj= (xj ,yj, Zj, Wj) of the decryption 

device 50. Then, the key generation unit 14 generates a 

public key pkj= (Xj, Yij, Zj, Zij, Wj) of the decryption device 50 

using the private key skj and the public parameter par. 

Xj=gxj, Yij=glyj, Zj =gzj, 

Zij=gizi,Wj=gwj 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y2j) using the 

private key skj and the public parameter par (ST6) . 

x3j=g3Xj' Y2j=g2yj 
(2) Encryption processing 
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Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates (ssk, svk) (ST21) and sets the 

verification key svk to the encrypted data Ci (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X/ C2Y, C2z, C2zi/ C2F, C3, C4 below from a message meGT 

as plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, the public 

parameter par, and a time parameter L (ST22). 

ri v r rt v f n n r n 17 r ^2X = M , ^2y = ni, ̂ 2z = 4 , O2Z1 = hi > 

C2F = Fi(L)', C3 = e(S4«2,#-m, C4 = («"*•»)' 
The function Fi (L) is defined as shown below. 

Fi(L) =: gL • Wi = gL+Wi (L e Z*) 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4 based on a signature generation 

function § of the public parameter par and the signature 

key ssk generated in step ST21 (ST23). 

a = S(ssk, (L, Cs, C4)) 
Thereafter, the ciphertext generation unit 24 



generates ciphertext data Ci= (L,Ci,C2x,C2Y, C2z,C2zi,C2F,C3, 

C4,a) including the time parameter L, all the above 

encrypted data Ci to C4, and the one-time signature a and 

writes the obtained ciphertext data into a temporary data 

storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 3 6 generates and sends 

out three random numbers 9,5x,5yeZp* to a re-encryption key 
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generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random numbers 0, 5x, 5y, the private key ski of 

the re-encryption key generator 30 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri jL= (Ri jLl / Ri jL2 • Ri jL3 / Ri jL4 / Ri jL5 ) 

In the above formulas, gi is rewritten and denoted by 

ga and g2 is rewritten and denoted by gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

following verification formulas (ST41). 

t\ j i f-* y ̂  p v 

RijLZ = (Xsj • Y2J • ge)l!Zi =g H , 

RijiA = 9Xi5x,RijL5 = 9iVi5y = gayiSy 

•nxj+Pyj+Q 
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e(C2x, uCl • v) = e(Xi, C4), 
e(C2y, uCl • v) = e(Yu, C4), 

e(C2z,uCl -v) — e(Zi, C4), 
e(C2Zi,uCl •v)^=e(Zli)C4), 

e(C2F,uCl •v)=e(Fi(L),C4), 
V{Cua, (L,C3,C4)) = 1. 

The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

5 If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp* to the re-encryption processing 

unit 44. 

10 The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x', 

C2x' ' , C2Y'/ C2Y'' / C2z'/ C2z'', C2zi' / C2ZI' ' / C2F' / C2F' ' / Csx, 

C5Y, Csz, C5FX/ C5FY using these random numbers s,t,k,h, the 

ciphertext data Ci stored in the temporary data storage 

15 unit 42, the re-encryption key RijL, the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 
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rit \r s nil n s v rs n1 V t P11 P t \y rt U2X ~ Ai ' °2X — U2X — Ai j ^2Y ~ > °2Y — °2Y — *li > 
/nr/ rj k nH n k 17 rk n1 7 k nil n k ry rk {_s2z — Li , U2z ~ ^2Z ~ A > ^2ZI ~~ "U ' °1Z1 ~ U2Z1 — "li » 

Cl2F = Fi(L)h,C^=C2Fh = Fi(L)Th, 

CbX = Rij LI1, Csy = RijL2*, C$z = Rij Li1, 

C-jFX = RijlA^jCsFY = Rij Li% 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(L,Ci,C2x' ,C2x' ' ,C2Y' ,C2Y' ' ,C2Z' ,C2Z' ' ,C2Z1' ,C2zi' ' ,C2F' ,C2F' ' ,C 

5X, C5Y, C5Z, C5Fx, C5FY, C3, c4, o) by replacing the encrypted data 

C2X, C2Y, C2Z, C2Zi, C2F in the ciphertext data Ci with all the 

above re-encrypted data C2X' to C5FY and writes the obtained 

ciphertext data into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas (ST51). 
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e(^2X' uCl ' v) = e(^2X' 64), 

e(C'2Yi uCl • z/) = e(C'2Y, C4), 
e{C2Z) u°l ' v) = e(^2Zi £4)5 

e(CZzi,uCl-v) = e(Cf2ZhC,), 

e(C'2Fi uCl • v) = e(C2p, C4), 

e(Csz,Cf2z) • = ^hxAx) • efe, <?)yi, 
e(C5Z> C^i) • e(C$FY> ^2F) ~ e(fty>^27)' e(#> P4)Xi > 

...(b3) 

Instead of the seventh verification formula in the 

formula (b3), the following verification formula may be 

used. 

e(CbZ, Cm) • <CsFr, C'2F) = e(C5Y, C'2Y) • e(Xp9i). 
5 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the eight 

10 verification formulas in the formula (b3) all hold and 

fails if any one of the eight formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

15 shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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m = Cz dfiwfilz) • e{C^XiCf2F)\yj f efCsz,^) • e(C$FY,C'2F)\xj 
e(Csx,C'i) \ e((hr,C»y) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

10 

15 

e(CBl (%) • e(CiFX, qF) \ V /e(C5z, C^) • e(CSFY, C&' 
eMx) e(c5Y,qy) 

j nfity+i 

ft 4s Ht ,frl)'e(J \V, I ayfy e(s Z{k 'h 

4s 
((te+«)/Si)+(i+Wi){y 

gamrtj 
/ 

Cs 

1 ±\ 

,raj+S+(L+Wj)a:j^ ^r 
/ 

^ar 

= m • e(gig2,g)r/{e(g,g)pr • e(g,g)mT) = m. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random numbers 0, Sx, 5y, 

the re-encryption key generation key rkj, and the time 

parameter L, in addition to the effects of the third 

embodiment, whether to transfer the decryption right can be 

decided in each period so that finer access control can be 

exercised. Accordingly, even if the decryption right of 
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ciphertext for the transfer source (in the example of 

FIG. 8, the group administrator) is once transferred to the 

transfer destination (in the example of FIG. 8, for example, 

the user A) in a certain period, it is possible not to 

grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

sharing system the convenience of which is further improved 

can be provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g5 in the 

second embodiment, the data size of the public parameter 

and public key can be reduced when compared with the 

embodiment shown in the second embodiment. Also according 

to the present embodiment, the amount of computations 

needed for key setup processing can be reduced when 

compared with the embodiment shown in the second embodiment. 

[Eleventh modification] 

In the fourth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the fourth embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-
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encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

fourth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the fourth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST511). 



Ill 

e(C2x, uCl • v) = e(g, C4)Xi 

e(C2r, uCl • v) = e(£?i, C4)Vi 

e(C2z,uCl • v) = e(g,C4)Zi 

e(C2zi,uCl • v) = e(</i, C4)^ 

e(C2F,uCl • v) = e(#, C4)z'+u;i 

T>(C1)t7, (L,C3,C4)) = 1. 
Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST511 is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 
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= m • e(gig2,g)r / e(g4g2,gXir)xi 

= m • e(gig2, g)r/e{g4g2, g)T = m. 

(Fifth embodiment) 

In the present embodiment, an example in which the 

server and users are honest entities and there is no 

possibility of collusion of a plurality of entities in the 

first embodiment will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment may or may not be described by using the same 

reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter based on a 

security parameter X stored in a key parameter storage unit 

11 in advance or acquires the parameter from outside (STl). 

par = {A,p,G,Gr,5,5i>«>^,Sig} 
If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects an element xi of Zp* from Zp* and sets a private key 

ski=xi of the re-encryption key generator 30. Then, the 

key generation unit 14 generates a public key pki=Xi of the 

re-encryption key generator 3 0 using the private key ski 
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and the public parameter par. 

Xi=gxi 
Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xu using the private key 

ski and the public parameter par (ST3) . 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects an element Xj of Zp* from Zp* and 

sets a private key skj=Xj of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=Xj of the decryption device 50 using the private key skj 

and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj=Xij using the private key 

skj and the public parameter par (ST6) . 

(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates (ssk, svk) (ST21) and sets the 

verification key svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 
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generates and sends out a random number reZp* to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2, C3, C4 below from a message meGT as plaintext data 

using the random number r, the public key pki of the re-

encryption key generator 30, and the public parameter par 

(ST22). 

C2 = Xir, C3 = e(ghg)r -m, C4 = (umk • v)r 

After step ST22 is completed, like in step ST23 in the 

first embodiment, the ciphertext generation unit 24 

generates a one-time signature a for the encrypted data C3, 
/v 

C4 based on a signature generation function of the 

public parameter par and the signature key ssk generated in 

step ST21 (ST23). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci, C2, C3, C4, a) including all 

the above encrypted data Ci to C4 and the one-time 

signature a and writes the obtained ciphertext data into a 

temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) is re-
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encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

Because there is no need to generate a random number 

for the generation of a re-encryption key in the present 

embodiment, a random number generation unit 36 of the re-

encryption key generator 30 is not needed. 

A re-encryption key generation unit 34 generates a re-

encryption key Rij as shown in the following formulas using 

the private key ski of the re-encryption key generator 3 0 

in a private key storage unit 31, the re-encryption key 

generation key rkj of the decryption device 50 in the 

temporary data storage unit 32, and the public parameter 

par (ST32). 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

(ST31) . 
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temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 30 based on the following verification formulas 

(ST41). 

e(C2,uCl -v) = e(XuCA) 
V(C1,<T,(C3,Ct)) = 1. 

The verification is successful if both verification 

formulas shown above hold and fails if any one of the two 

formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out a 

random number teZp* to the re-encryption processing unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2', 

C2'', C2'' ' using the random number t, the ciphertext data 

Ci stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 

C'i = Xi\ C'{ = Rip* = gfi, (%' = <# = XiTt 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= (Ci,C2' ,C2' ' ,C2' ' ' ,C3,C4/0) by replacing the encrypted 

data C2 in the ciphertext data Ci with all the above re-

encrypted data C2' to C2 ' ' ' and writes the obtained re-
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encrypted data Cj into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43) . 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas (ST51). 

e(C£,C£) = e(5,<7i)% 
e(Cf,uCl. v) = e{C'2,Ci), 

V{Cua, (C3,C4)) = 1-
...(cl) 

Instead of the first verification formula in the 

formula (cl), the following verification formula may be 

used. 

e(C'2, C"2)=e(Xj, gi) 
In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the three 

verification formulas in the formula (cl) all hold and 

fails if any one of the three formulas does not hold. 
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If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

m = Cz/e{ClC%)1^ 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

Cz / e(C£, C?)V* =Cz/e(gi%, g^)1^ 
= m-e{gi,g)r / e(giXj,gT)l/Xj -m. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the re-encryption key 

generation key rkj, the re-encryption key cannot be 

generated if the transfer destination (in the example of 

FIG. 8, for example, the user A) does not notify the 

transfer source (in the example of FIG. 8, the group 

administrator) of the re-encryption key generation key and 

therefore, re-encryption (that is, the transfer of 

ciphertext to the relevant transfer destination) without 

approval of the transfer destination can be prevented. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g2 to gs in the 
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first embodiment, the data size of the public parameter, 

public key, re-encryption key generation key, re-encryption 

key, private key, ciphertext data, and re-encrypted data 

can be reduced when compared with the embodiment shown in 

the first embodiment. Also according to the present 

embodiment, the amount of computations needed for key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing can be reduced when compared with the 

embodiment shown in the first embodiment. 

[Twelfth modification] 

In the fifth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the fifth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

fifth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 
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the fifth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST511). 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if both verification 

formulas in the formula (c2) hold and fails if any one of 

the two formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

. ..(c2) 
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message m (ST52'). 

m = Cz / e{C2,gi)1/xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 

[Thirteenth modification] 

In addition to the twelfth modification, as will be 

described below, the fifth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the fifth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j . 

Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

1 
= rn-e(ghg)r/e(ghgXir)^ 
= m • e{gi,g)r/e(ghg)r = m. 
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device 20 generates (ssk, svk) (ST211) and sets the 

verification key svk to the encrypted data Cx (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out two random numbers r,teZp* to the 

5 ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2', C2'', C2''', C3, C4 below from a message meGT as 

plaintext data using the random numbers r, t, the public 

key pkj of the decryption device 50, and the public 

10 parameter (ST221). 

/V Y t riff __ „ lit nfff _ Y U2 - Aj , 02 - gi , 02 - Aj , 

C3 = e(ghg)r-m, Ci = {usvk-v)r 

After step ST22' is completed, the ciphertext 

generation unit 24 generates a one-time signature a in the 

15 same manner as in step ST23 (ST23'). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Cj= (Ci, C2' , C2' ' , C2' ' ' , C3, C4, a) 

including all the above encrypted data Ci to C4 and the 

one-time signature a and writes the obtained ciphertext 

20 data into the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

25 The decryption device 50 verifies the ciphertext data 
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Cj generated by the encryption device 20 in the same manner 

as in step ST51 in the fifth embodiment (ST511). . 

If the verification is successful (or the verification 

processing in step ST511 is skipped), the decryption device 

50 decrypts the ciphertext data Cj as shown in the 

following formula using the private key skj of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

C3 / e(C%, Cf)1/Xj' = 03 / e(</i1/4, <^rt)1/a* 

= m • e(gi,g)r / e(gi,gr) = m. 
(Sixth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the fifth embodiment at certain 

intervals will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 
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generator 10 generates a public parameter par in the same 

manner as in the fifth embodiment or acquires the parameter 

from outside (STl). If the identification information of a 

re-encryption key generator 3 0 is i, a key generation unit 

14 randomly selects elements Xi, yi of Zp* from Zp* and sets 

a private key ski=(Xi,yi) of the re-encryption key generator 

30. Then, the key generation unit 14 generates a public 

key pki=(Xi,Yi) of the re-encryption key generator 30 using 

the private key ski and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xu using the private key 

ski and the public parameter par (ST3). 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj of Zp* from Zp* and 

sets a private key skj=(Xj,yj) of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=(Xj,Yj) of the decryption device 50 using the private 

key skj and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj=Xij using the private key 

skj and the public parameter par (ST6). 

Xj =gxi, Yi=gyi 



- 125 -

X1 j =glxj 

(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 2 0 generates (ssk, svk) (ST21) and sets the 

verification key svk to the encrypted data Co (C0=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number seZp* to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data Ci, C2, C3, C4 below from a message meGT as plaintext 

data using the random number s, the public key pki of the 

re-encryption key generator 30, the public parameter par, 

and a time parameter L (ST22). 

Cl = Xia, C2 = Fi(L)s, 

C3 = e(gi,g)s -m, C4 = (usvk • v)s 

The function Fi (L) is defined as shown below. 

Fi(L) =gL-Yi= gL+y> (L e Z*p) 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a for the 

time parameter L and the encrypted data C3, C4 based on a 

signature generation function S of the public parameter 

par and the signature key ssk generated in step ST21 (ST23). 

a = S(ssk, {L,C3,C4)) 



Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci=(L,Co,Ci,C2,C3( C4, a) including 

the time parameter L, all the above encrypted data C0 to C4 

and the one-time signature a and writes the obtained 

ciphertext data into a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 3 6 generates and sends 

out a random number reZp* to a re-encryption key generation 
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unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random number r, the private key ski of the re-

encryption key generator 3 0 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Rijl>= (AijL, Bijij) 

Aiih = • (gL+yy, Bijh = 9*<* 
(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

following verification formulas (ST41). 

e(Xi,C4) =e{Cuuc° -v), 

e(XilC2) = e(CuFi(L)), 
V(C0:cr, (L, C3, C4)) = 1. 

The verification is successful if the three 

verification formulas shown above all hold and fails if any 

one of the three formulas does not hold. 

If the verification is successful (or the verification 
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processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out two 

random numbers ti, t2eZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data Ci' , 

Ci'', Ci'' ' , C2'/ C2'', C2'" using the random numbers ti, t2, 

the ciphertext data Ci stored in the temporary data storage 

unit 42, the re-encryption key RijL/ the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42) . 

C[ = X/1, c'l = (V)1Al» c'l1 = Ci'1 = X*, 
C'2 = Fi(Lf, Cl = Bin1'1*, C% = C2k = Fi(L)sh 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(L,Co,Ci' ,Ci" ,Ci" ' ,C2' ,C2" ,C2" ' ,C3,C4,o) by replacing 

the encrypted data Ci, C2 in the ciphertext data Ci with all 

the above re-encrypted data Ci' to C2"' and writes the 

obtained ciphertext data into the temporary data storage 

unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 
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device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas (ST51). 

e(C?,uc° •v) = e(C'1,C4), 
e(C?,uc° •v) = e(C'2,C4), 

e(Ci,C?) = e(g,g1)xi •e(C'2,C'^), 
V(C0,a, (L,C3,C4)) = 1. 

...(C3) 

Instead of the third verification formula in the 

formula (c3), the following verification formula may be 

used. 

e(C'i,C'1)=e(xj,g1)-e(C'2,C'2) 
In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the four 

verification formulas in the formula (c3) all hold and 

fails if any one of the four formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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m = C3 • (e(C'l C!i')/e(C'{, &{')?'**. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

C3 • {e(gXir/i2,Fi(L)st2)/e((giXjtXi • Fi(L)r)l,tl ,gsxitl)}llxi 

= Cz • {e(/'rML)S),/e{9iX3,Xi • Fi(L)r, 
= Cz • {e(gXirML)3),/e(g^ • Fi(L)Xir,gs)}^Xj 

= m • e(g1,g)s • {1 /e{g*3 ,gs)}l/x> = m. 
According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random number r, the re-

encryption key generation key rkj, and the time parameter L, 

in addition to the effects of the fifth embodiment, whether 

to transfer the decryption right can be decided in each 

period so that finer access control can be exercised. 

Accordingly, even if the decryption right of ciphertext for 

the transfer source (in the example of FIG. 8, the group 

administrator) is once transferred to the transfer 

destination (in the example of FIG. 8, for example, the 

user A) in a certain period, it is possible not to grant 

the decryption right of the ciphertext for the transfer 

source to the relevant transfer destination, that is, the 

decryption right of the transfer destination (of the 

ciphertext for the relevant transfer source) can be 

invalidated in the next, period and therefore, a file 

sharing system whose convenience is further improved can be 
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provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g2 to g5 in the 

second embodiment, the data size of the public parameter, 

public key, re-encryption key generation key, re-encryption 

key, private key, ciphertext data, and re-encrypted data 

can be reduced when compared with the embodiment shown in 

the second embodiment. Also according to the present 

embodiment, the amount of computations needed for key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing can be reduced when compared with the 

embodiment shown in the second embodiment. 

[Fourteenth modification] 

In the sixth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the sixth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

sixth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 
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will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the sixth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 

e(g, C4)Xi — e(Ci, uCo • v), 
e(g,C2)Xi =e{Cx,g)L+yi, 
V(C0,a, (L,C3,C4)) = 1. 

..•(c4) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the three 

verification formulas in the formula (c4) all hold and 

fails if any one of the three formulas does not hold. 
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If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = Cz /e(Ci,gi)*i 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

Cs j e(Ci,gi)xi 

— m -e(gi,g)s / e{gXiS,gi)^ 
= m • e(gi,g)s/e(g,gi)s = m. 

[Fifteenth modification] 

In addition to the fourteenth modification, as will be 

described below, the sixth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the sixth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 
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processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 5 0 is assumed to be j. 

Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

device 20 generates (ssk, svk) (ST21') and sets the 

verification key svk to the encrypted data C0 (C0=svk). 

The encryption parameter generation unit 23 also 

generates and sends out two random numbers ti, t2eZp* to the 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data Ci', Ci'', Ci''', C2' , C2'', C2''', C3, C4 below from a 

message meGT as plaintext data using the random numbers ti, 

t2, the public key pkj of the decryption device 50, the 

public parameter, and the time parameter L (ST22'). 

C[ = X/\ C'{ = (Fj(L) • C{' = Xjst\ 
C'2 = FjiLf2, C'i = Xj1^, Cf = 

C3=e(9l,gy-m, C4 = (usvk-v)s 

After step ST22' is completed, the ciphertext 

generation unit 24 generates a one-time signature a in the 

same manner as in step ST23. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data 

Cj=(L,C0,Ci' ,Ci" ,Ci" ' ,C2' ,C2" ,C2" ' ,C3,C4,o) including the 

time parameter L, all the above encrypted data C0 to C4 and 

the one-time signature a and writes the obtained ciphertext 
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data into the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 2 0 in the same manner 

as in step ST51 (ST51'). If the verification is successful 

(or the verification processing in step ST51' is skipped), 

the decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj 

and the public parameter par to obtain the message m 

(ST52') . 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

C3-{e(C?,C.n/e(Cj',Cn}1/t> 

= m e(gi,g)' • {l/ebi.s"')}1^1 = m. 
(Seventh embodiment) 

In the present embodiment, an example of omitting a 

one-time signature in the first embodiment will be 
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described. Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present embodiment will be described. Portions common to 

the aforementioned first embodiment may or may not be 

described by using the same reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter 

par = {X,p,G,GT,g,gi,g2,g3,94,95,u,v,H} 
based on a security parameter A stored in a key parameter 

storage unit 11 in advance or acquires the parameter from 

outside (STl). 

Here, g3 is rewritten and denoted by g11, g4 is 

rewritten and denoted by gin, and gs is rewritten and 

denoted by g2n. H is a hash function defined by the 

following formula. 

H : G4 x Gr -» Z* 
If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, Yi, Zi of Zp* from Zp* and sets a 

private key ski= (xi,yi, zi) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pki= (Xi, Yu, Y2i, Zi, Zn) of the re-encryption key 

generator 3 0 using the private key ski and the public 

parameter par. 
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Xi=gXi, Yli=g1yi, Y2i=g2yi. 

Zi=gzi, Zii=glzi 
If verification processing using a formula (d3) 

described later is not performed, data Y2t may be omitted. 

That is, the public key pki only needs to include data Xi( 

Yli / Zi , Zu . 

Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y5i) using the 

private key ski and the public parameter par (ST3). 

X3i=g3Xi. Y5i=g5yi 
Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj, Zj of Zp* from Zp* 

and sets a private key skj= (Xj ,yj, Zj) of the decryption 

device 50. Then, the key generation unit 14 generates a 

public key pkj= (Xj, Yij, Y2j, Zj, Zij) of the decryption device 50 

using the private key skj and the public parameter par. 

Xj=«Xj'. Ylj=glyj, Y2j=g2yj, 

Zj=gz>, Zij=gizj 
If, similarly as described above, the verification 

processing using a formula (d3) described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include data Xj, Yij, Zj, Zij. 
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Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j,Y5j) using the 

private key skj and the public parameter par (ST6) . 

x3j=g3Xj> Y5j=g5yj 
(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number reZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X/ C2Y, C2z, C2Zi, C3, C4 below from a message meGT as 

plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 
pi V" V S~1 XT r S~1 *7 T S~1 r7 T k2X — ) O2y = Yli , O2z — A 5 ^2Z1 = i , 

Cz = e(gig^g)r -m, 
C4 = (yP&x&Y AzAzi A). vy 
After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Ci=(C2x,C2Y,C2z,C2zi/C3,C4) including all the above encrypted 

data C2x to C4 and writes the obtained ciphertext data into 

a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 



Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, the group administrator) is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 3 5 

(ST31). 

A random number generation unit 3 6 generates and sends 

out a random number 9eZp* to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 

using the random number 9, the private key ski of the re-

encryption key generator 3 0 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 
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and the public parameter par (ST32). 

Riji = (X3j • g3e)VXi = 9-^ 

Rij2 = (Y5j • gz0)1/yi = g yi 
7T (0Vj+Q) n(0yj+O) 

ftj3 = (^-nrS3#)1/"=J 
n(xj+(3yj+8) 

In the above formulas, g2 is rewritten and denoted by 

gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 3 0 based on the following verification formulas 

(ST41). 

e(C2Y,uH{-C2X'C2Y'C2Z'C2Z1'C3) -v) = e(Yu,C4), 

e(C22,uF(C2xArAzAziA) -v) = e(Zi,C4), 

e(C2^i, Ay AzAzi • v) = e(Zu, C4). 

The verification is successful if the four 

verification formulas shown above all hold and fails if any 

one of the four formulas does not hold. 
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If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x', 

C2x' ' / C2Y' A C2Y' ' , C2z' / C2z' ' , C2Z1 ' / C2ZI ' ' / Csx, C5Y, Csz 

using these random numbers s,t,k, the ciphertext data Ci 

stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 
Pf _ Y S pit _ p S _ Y rS P1 ~ V t P,f — P t V rt ^2X - Ai 5 U2X - °2X ™ M , ^2Y ~ Yli > ^2Y ~ °2K ~ 'It , 

P' _ 7 k p/i _ p k _ rj rk pi _ 7 pti _ p k n rk 
hZ ~ ' U2Z ~ °2Z ~ 4 > ^2Zl ~ A\i , ^2Z\ ~ ^221 ~ 6\% , 

Csx = Rijl', C$Y = %2', C5Z = 
After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= (C2X' / C2X' ' , C2y' , C2Y' ' , C2Z ' , C2Z' ' / C2ZI' / C2ZI' ' , C2X/ C2Y, C2Z/ C2ZI / C 

3/C4,C5X,C5Y,C5Z, i) by adding all the above re-encrypted data 

C2x' to C5Z and the identification information i of the re-

encryption key generator 3 0 to the ciphertext data Ci and 

writes the obtained re-encrypted data Cj into the temporary 

data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 
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(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 

e(C'lx,uH{C2X<C2Y-c*z'C^<Cz) -v) = e(C2X,C4), 

e(C2Y,uH(C2X-C2Y,C2Z'C2Z1'C3) • v) = e(C2Y,C4), 
e(C![z,uH(-C2X'G2Y-C2Z'C2Z1'C3) • v) = e(C2Z,C4), 

e(C^zl,uH^2X-C2Y'C2Z'C2Z^-v) = e(C$21,Ci), 

e(CbZ,C'2Z) = e{C5X,C'2X) • e(g2,g3)y 

= e{C5Y,C'2y) •e(g,g4)x', 

e(C2X,uH(C2X'C2Y-C2Z'C2Z1-C3) • v) = e(Xi,C4), 
e{C2Y,uH{C2X>C2Y'C2Z'C2ZuC3) -v) = e(Yu,C4), 
e(C2z,uH{C2X<C2Y>C2Z>C2Z1'C3) -v) = e(Zi,C4), 

e(C2Zi, uH(C2X,C2>.,C2Z,C2Z1,C3) . v) = e{Zlh Ci) ^ 

Instead of the fifth verification formula in the 

formula (dl), the following verification formula may be 

used. 
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e{C5z,C'2z) = e{Chx,C'2x)' e{95,g)yj• 
... (d2) 

Also, instead of the fifth verification formula in the 

formula (dl), the following verification formula may be 

used. 

e(Csz,C^) = e(C5X,C2x) • e(Y2j,gS). 
. ..(d3) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, instead of the sixth verification formula in the 

formula (dl), the following verification formula may be 

used. 

<ChZ,C2Z1) = e(C^Y,Cf2Y) 'e(g3,gi)Xj-
. . . (d4) 

Also, instead of the sixth verification formula in the 

formula (dl), the following verification formula may be 

used. 

e{CbZ,Cf2Zi) = Z{CW,C2Y) *e(-Xj,04). 
...(d5) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the 10 verification 

formulas in the formula (dl) all hold and fails if any one 

of the 10 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 



144 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

rn = r /f/e(C5z,C^)\4 (e(C5Z,CZzl)\^} 
7 \UC5X,C'{X)J 'UC5Y,CZY)J j 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

/ f yj /e{g"i+^+e,gc")\1 
/ [\ e(g"i+e\gr) J \ e(/w+e,5ar) J J 

= m • e(g4g2, g)r / (e(g, gfT • e(g, g)™r) = m. 
According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the random number 9 and the re-

encryption key generation key rkj, effects similar to those 

in the first embodiment can be obtained. 

Also according to the present embodiment, as described 

c3 

= Cs 
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above, due to the configuration of omitting the one-time 

signature o in the first embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the first embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the first embodiment. 

[Sixteenth modification] 

In the seventh embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the seventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

seventh embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the seventh embodiment is only in the last step. To 

provide a description by making use of the above symbols, 



146 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the four 

verification formulas in the formula (d6) all hold and 

fails if any one of the four formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

. . . (d6) 
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device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = C3 / e(<?4<?5, Cix)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

-L 
m • e(M5i 9) / ei9495, C2X) Xi 

, ± 
= m • e(9495, g)r / e(gig5, gx,r)Xi 

= m • e(g4g5,g)r/e(gig5,gf = m. 
[Seventeenth modification] 

In addition to the sixteenth modification, as will be 

described below, the seventh embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the seventh embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 
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to step ST21 and step ST23 in the first embodiment is not 

performed. The encryption parameter generation unit 23 of 

the encryption device 2 0 generates and sends out five 

random numbers r,s,t,k,0eZp* to the ciphertext generation 

unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x'/ C2X'' , C2y', C2Y'' , C2z', C2z''/ C2Zi' / C2zi''/ C2x/ 

C2Y, C2Z, C2Z1# c3, C4, C5x, C5Y, C5Z below from a message meGT 

as plaintext data using the random numbers r,s,t,k,0, the 

public key pkj of the decryption device 50, and the public 

parameter (ST22'). 

Cxr r n v T r* 17 r ri ry r 2X = > ^2Y = *lj , ̂ 2z = "j , ^2Z1 = Zij , 

After step ST221 is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Cj= (C2x' , C2X' ' , C2Y' , C2Y' ' / C2z' / C2Z' ' , C2zi' , C2zi' ' , C2x/ C2y, C2z, C2ZI, C 

3, C4, Csx, C5Y, C5Z, j ) including all the above encrypted data 

C2X' to Csz and the identification information j of the 

decryption device 50 and writes the obtained ciphertext 

data into the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 
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decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

5 temporary data storage unit 52 using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (formula 

(d7)) (ST51'). 

10 In step ST51', as will be described later, the 

decryption processing unit 54 may use the public key pkj of 

the decryption device 50 identified by the identification 

information j of the re-encryption key degeneration device 

3 0 contained in the re-encrypted data Cj in the temporary 

15 data storage unit 52. This also applies to embodiments and 

modifications described later. 
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e{CZx,uH{C2X-C2Y>C2Z'C2Z1'C!s) -v) = e{C'2X,C4), 
e(C%Y, UH{-C2X'°2Y<°2ZAZI,C3) . = e(C^y, C4), 

e(C2Z, wW(C2X ArAz Azi.OO . „) = e(C^,C4), 

e(^i,^(C2X,C2yA2'C2Z1 A)'«) = e(C$zl,C4), 

e(C5^<^) = e(C5X,C'2x) • <92,93)Vi, 
e(Csz,C'2Z1) = e(C5Y,C'2Y)-e(g,giri, 

e(C2x,uHlC2X'C2Y'C2Z'C2Z1'C3) -v) = e{g,Ci)x\ 
e(C2Y,uH(C2X-C2Y'C2Z'C2Z1'C3) • v) = e{gi,Ci)V, 
e{C2z,uH{C2X'C2Y'C2zfi2Z1'C3) • v) = e(g,C4)zi, 

e(C2Zi,uH{C2X'C2Y'C2Z'C2Z1'C3) • v) = e(gu C4)ZK 
. . . (d7) 

Instead of the fifth verification formula in the 

formula (d7), the verification formula shown in the above-

mentioned formula (d2) or formula (d3) may be used. Also, 

5 instead of the sixth verification formula in the formula 

(d7), the verification formula shown in the above-mentioned 

formula (d4) or formula (d5) may be used. Also, instead of 

the seventh to tenth verification formulas in the formula 

(d7), the following verification formulas may be used. 

e{c2x, UH{C2X'C2Y'C2Z'C2Z1'C3) • v) = e(Xj, C4), 
e{C2Y,uH^2X-C2Y'C2Z'C2Z1'C3) • v) = e{YihC4), 
e(C2Z,uH(C2X'C2Y>C2Z>C2Z1'C3) -v) = e(Zj, C4), 

e(C2Z1,uH(:C2X'C2Y'C2Z'C2Z1'C3) • v) = e{Zij,C4). 
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10 

15 

The verification is successful if the 10 verification 

formulas in the formula (d7) all hold and fails if any one 

of the 10 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52'). 

m 
<CiZ,C'iz)\n 
e(Csx,qx)) U ciY,qY) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. In 

the following calculation, gi is rewritten and denoted by 

ga and g2 is rewritten and denoted by gp. 

e(Csz,C%z)\i7 ( e{ChZ,C'izl)\^ 
e(C5X,C") 

Ci 
g^ir{l+a+9)/fe^(3sjrfc^ 

e(g*(a+e)ls,gPy>rs) 

e(C5Y,C^Y) 

/eigi(Ha+e)/k Xjrk\ \ ~j 

e(g*(M)/ttgXjrt) 

e(gT(l+«+e) / e(gn(l+a+0)^gr^ 

e(g«(a+6)tg(lr) J ' e^(m\gr) 
/ 
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= m • e{g4g5,g)r/{e{g,gY^ • e(g,g)™T) = m. 
(Eighth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the seventh embodiment at certain 

intervals will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the seventh embodiment or acquires the 

parameter from outside (STl). H is a hash function defined 

by the following formula. 

H : ZJ x G5 x GT -» ZJ 
If the identification information of a re-encryption 

key generator 3 0 is i, a key generation unit 14 randomly 

selects elements xi, yi, z±, of Zp* from Zp* and sets a 

private key ski= (xi,yi, zi,Wi) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pki= (Xi, Yu, Y2i, Zi, Zn,Wi) of the re-encryption key 

generator 3 0 using the private key ski and the public 

parameter par. 



- 153 -

Xi=gXi, Yij =giyi, Y2i=g2yi, 

Zi=gzi, Zii-glzi, Wi=gwi 
If verification processing using a formula (dlO) 

described later is not performed, data Y2i may be omitted. 

That is, the public key pki only needs to include data Xi, 

Yii, Zi, Zii, Wi. 

Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y5i) using the 

private key ski and the public parameter par (ST3) . 

X3i=g3Xi> Y5i=g5yi 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj, Zj, Wj of Zp* from 

Zp* and sets a private key skj= (Xj, yj, Zj, Wj) of the 

decryption device 50. Then, the key generation unit 14 

generates a public key pkj= (Xj, Yij, Y2j, Zj, Zij, Wj) of the 

decryption device 50 using the private key skj and the 

public parameter par. 

Xj=gxi, Yij = glyj, Y2j =g2yj, 

Zj=gzj, Zlj=gizj, Wj=gwj 

If, similarly as described above, the verification 

processing using a formula (dlO) described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include data Xj, Yij, Zj, Z^, Wj. 
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Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y5j) using the 

private key skj and the public parameter par (ST6) . 

(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 2 0 generates and sends out a random 

number reZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2Y, C2Z, C2zi, C2F, C3, C4 below from a message meGT 

as plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, the public 

parameter par, and a time parameter L (ST22). 

n vf n v T n n' r n _ q r n T? / r\T 
V2X ~ M i ^2Y — *li 5 v2Z — Ai , O2ZI — A\{ , O2F — ^i{^) 1 

Incidentally, the ciphertext generation unit 24 may 

not include the time parameter L as input into the hash 

function H. That is, instead of H(L,C2X/C2y,C2Z/C2Zi,C2F/C3) , 

H(C2X, C2y,C2Z, C2zi, C2F/ C3) may be calculated. This also 

applies to embodiments and modifications described later. 

The function Fi (L) is defined as shown below. 
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After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Ci= (L, C2x, C2Y, C2Z, C2Z1 / C2F/C3, C4) including the time parameter 

L and all the above encrypted data C2X to C4 and writes the 

5 obtained ciphertext data into a temporary data storage unit 

21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

10 (3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

15 generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

20 transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

25 storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 
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out three random numbers 0,5x,5yeZp* to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random numbers 0, 5X, 5y, the private key ski of 

the re-encryption key generator 3 0 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri jL= (Rij LI i Ri jL2 i Ri jL3 i Ri jL.4 / Ri jL5 ) 

In the above formulas, gi is rewritten and denoted by 

ga and g2 is rewritten and denoted by gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter h contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

RijLi = (*3j • l5j- 9z)lh = 9 Zi , 

RijU = 9Xi5x,RijLS = 9iyi5y=9m5y 

ir(xj+(3yj+8) 
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following verification formulas (ST41). 

e(C2x,uH{L'C2X'C2Y'C2Z'C2Z1'C2F'C^ -v) = e{Xi,Ci), 

e(C2Y,uH{L'C2X'C2Y'C2Z'C2Z1'C2F'C^-v) = e(YlhC4), 

e{C2z,uH{L'C2X>C2Y'C2Z'C2ZhC2F>c^ -v) = e{ZhC4), 

e{C2ZhUH{L'C2X'C2Y'C2Z'C2ZhC2F'G3) • v) = e(Zii,C4), 
e(C2F, uH(LAx Ay Az Azi AFA) • v) = e{Fi{L), C4). 

If the time parameter L is not contained as input into 

the hash function H, instead of H (L, C2X, C2Y, C2z, C2Zi, C2F,C3) , 

H (C2X, C2Y/C2Z, C2zi, C2F/C3) is calculated for the verification. 

This also applies to verification processing of ciphertext 

data or re-encrypted data described below. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x' , 

C2x' ' / C2y', C2y", C2Z\ C2Z", C2Z1 ' , C2zi", C2F', C2F", Csx, 

C5Y, Csz, C5FX, C5FY using these random numbers s,t,k,h, the 

ciphertext data Ci stored in the temporary data storage 
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unit 42, the re-encryption key RijL, the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 

pi _ y s pit _ p S _ y fS pi _ y t pll p t v ft 02x - Ai , b2x - o2X ~ , u2y - lit ) 4Y ~ ^Y = rIt j 
pi _ 7 k pll _ p k _ rj rk pi _ rj k pll p k q rk °2Z ~ MZ ~ ~ , V2Zi - An , b2z\ ~ ^2Zl - A\% , 

C^x - Rij Li1, Csy = RijL2J, Csz = RijLZ%, 

C$FX = RijLil,C5FY = RijLS1 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(L,C2x' ,C2X' ' ,C2Y' ,C2Y' ' ,C2Z' ,C2Z' ' ,C2Z1' ,C2zi' ' ,C2F' , C2F' ' , 

C2x/C2Y, C2Z, C2zi, C2F/C3, C4, C5X, C5Y, C5Z/C5FX, C5FY, i) by adding all 

the above re-encrypted data C2X' to C5FY and the 

identification information i of the re-encryption key 

generator 3 0 to the ciphertext data Ci and writes the 

obtained ciphertext data into the temporary data storage 

unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 
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device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

5 encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 

e(C"x/uH'L'C2X-C2¥<C2z-a2zuC2F-Ci< • v) -= c(C'2x- Ci), 
e(C^V,uH(i'CM'C2r'C2z,C2zlAF'C3) -v) = e(C'2Y,C4), 
e(C2Z, UHI~L'C^.C2Y,C2Z,C2Z1,C2F,C3). v) = e{c'2Z, Ci), 

e(C2zi,uI1(L-C2X'C2Y-C2Z'C2Z1'C2F'C3) -v) = e{C'2Zi,Ci), 
e(CZF,uH{L<C2X<C2Y-C2Z'C2Z1-C2F'C3) • v) = e(C'2F,C4), 

f-(Cf,z,C'2z) • e(CsFX,C'iF) = e((\x,C'2x) • e(<?2, gz)y' •, 
C2Z1) • e(C5FY, C'2F) = e(C^YyCiy) • e(g,g4)x', 

e(C2x,uH{L'C2X'C2Y'C2Z'C2Z1>C2F'C3) -v) = e(Xi,C4), 
e(C2y, •. v'f = e(yUt C4), 
e(C2z,uH(L'C2X'C2Y'C2zfi2zl'C2F'C3) -v) = e(Zj,C4), 

e{C2zi,uH{L>C2X'C2Y>C2Z'C2Zl>C2F>C3) • v) = e(ZH,C4), 
e(C2F,uii(L'C2X'C2Y'C2Z'C2Z^C2F'C*) • v) = e(Fi(L),C4). (<J8) 

Instead of the sixth verification formula in the 

10 formula (d8), the following verification formula may be 

used. 

z{Chz, C'2Z) • e(CsFXyC:y) - e{C5x,C'2X) • e(g5,g)yj. (dg) 

Also, instead of the sixth verification formula in the 

formula (d8), the following verification formula may be 

15 used. 
e{Csz, C'2Z) • e(CiFX, C'2F) = e(C5X,C'1X) • e(%&). _ _. (dl0) 
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In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Instead of the seventh verification formula in the 

formula (d8), the verification formula (dll) or (dl2) may 

be used. 
e(C5Z,Cf2zi) • e{C§FY,C'2F) = z{ChY,C'2Y) ' 9l)Xj• . . . {dll) 
e(C5z,C'2Zi) • e(C5FY,C'2F) = e^y^y)' e{Xj,94)- ... (di2) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the 12 verification 

formulas in the formula (d8) all hold and fails if any one 

of the 12 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

m = c, 'e(C5Z,^)-e(C5ra,^M (e(CiX,C»Zi)-e(Cm,qF)- ' 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by g13. 
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C3 
'e(C5Z, C'iz) • e(C5FX, C'ip) \ vj (e(C5Z, C'izi) • e(C5FY, Cgjr) \ =7 

CJ{ 

e(c5X,qx) 
j+9) j 

e(} 
I.&H& r* ,ak n,„^\V I, „..K ,9& (^,..1.1, \ Ti 

\ if nXiTS 

e(C5Y,qY) 

'4"^) 

s (ff~V~,yfl8irfc) • e(^,/+^r/l) 
+®)/yj )+(i+tu,)6y efa » ,rirt) 

/ W, /) • e(if, $Mr) 'J /efj^M, f) • e(f^, 
i 

m • «(M5 >9f IHMY11' • efesH = 
According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random numbers 9, 5X, 5y, 

the re-encryption key generation key rkj, and the time 

parameter L, in addition to the effects of the seventh 

embodiment, whether to transfer the decryption right can be 

decided in each period so that finer access control can be 

exercised. Accordingly, even if the decryption right of 

ciphertext for the transfer source (in the example of 

FIG. 8, the group administrator) is once transferred to the 

transfer destination (in the example of FIG. 8, for example, 

the user A) in a certain period, it is possible not to 

grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 
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sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature o in the second embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the second embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the second embodiment. 

[Eighteenth modification] 

In the eighth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the eighth embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

eighth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 
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the present modification and the encryption processing in 

the eighth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST511). 

e{C2x,uH{L'C2X'C2Y'C2Z'C2Zlfi2Ffi3'> 'v) = e(g,C4)Xi, 

e(C2Y,uH{L'C2X'C2Y'C2Z'C2Zl'Cw'C3)-v) = e{gi,Ci)y\ 
e{C2z,uH{-L'C2X'C2Y'C2Zp2Z1'C2Fflz) • v) = e(g,C4)Zi, 

e(C2ZhuHlLfi2X'C2Y'C2Z'C2Z1'C2F'C3)-v) = e{gi,CA)Zi, 
eiCiF, u^Lfhx'C2Yp2Zp2Zlp2Fp%) • v) = e(g, C4)L+W<. 

. . . (dl3) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas in the formula (dl3) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 
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processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

_L 
m = C3 f 6(5455, C2x)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

!_ 

m • e(g4g5,g)r / e(g4g5, C2x) 

= m • e(t/4s-5, g)r / e(g4g5, gXiT) ̂  

= m • e(g4g5,g)r/e(g4g5,g)r = m. 

[Nineteenth modification] 

In addition to the eighteenth modification, as will be 

described below, the eighth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the eighth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 



165 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

5 performed. The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out eight 

random numbers r, s, t, k, h, 0, 5X, 5yeZp* to the ciphertext 

generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

10 data c2x', c2x", C2Y', C2Y", c2z', c2z", C2Z1', C2Z1", C2F', 

C2F'', C2X, C2Y, C2Z, C2Zi, C2F, C3, C4, Csx, Csy, Cszt C5FX, C5FY 

below from a message meGT as plaintext data using the 

random numbers r, s , t, k, h, 0, 5X, 6y, the public key pkj of the 

decryption device 50, the public parameter, and the time 

15 parameter L (ST22'). 
P1 _ Vs Pfl —VTS pi _ 7 t pll _ y rt 
b2X ~ r2j j ^2X ~ r2j > hY ~ Aj > U2Y ~ Aj > 

pl __ v" k pif _y rk pi _ v k pH _ y rk 
{j2Z - I2j , V2z ~ 12j MZI ~ Aj > L2Zl - Aj J 

Ck = fJ(I)\ (& = W*. 
P V T P V T P f7 T p rj r p T?(T\T 

(J2X = Aj , 02Y = nj , 02z = Aj , U2ZI = 6\j , 02F = tj(L) , 

C3 = e(M5,9)r -"1,04 = (/(iAxArAzAzi.CWA). ̂  
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x I 7T(cx+d) + (L-\-Wj)5y 
Csx = (54 • 930 • FjiLfy)-* = g : 

C5Y = (931+e • Fj(L)s*)i = g r 
7T ( 1 -}- (J) -f-( L-\-"U}j) 8x 

Csz = (94 • 931+°) k = 9 

CsFX = (Y2j)~^, CsFY = (-^')T 

After step ST22' is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Cj = (L, C2x' / C2X' ' , C2y' , C2y' ' ,C2Z' ,C2Z' ' , C2Z1' , C2zi' ' ,C2F' ,C2F' ' ,C2X, 

C2Y, C2Z, C2Zi, C2F, C3, C4, Csx, C5Y, C5Z, C5FX, C5FY, j ) including the time 

parameter L, all the above encrypted data C2X' to CsFY and 

the identification information j of the decryption device 

50 and writes the obtained ciphertext data into the 

temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

temporary data storage unit 52 using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (ST51')-

1 7r(Q!+14-0) 
k 

x 
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e(C'2X,umx-Cw'C2Z'C2ZhC2F^-v) = e{C'n,Ci), 

e(C^,umx'C2Y'C22fi2ZhC2F'Cl)-v) = e{C'2Y,Ci), 

e(C%z,uH{C2X<C2Y'C2Z'C2Z1'C2F<C3)-v) = e(C^,C4), 

e(C'{ZhuH{C2X'C2Y'C2Z-C2ZuC2F'C3)-v) = e{C2zi,Ci), 
e(Ch,uH{C2xfi2Y'C2Z<C2Z1<C2F>Cz) -v) = e(C2F, C4), 

e{C5Z,C'2Z) • e{C$FX, C2p) = e(C^x, C'2X) • e{g2,g3)y', 
e(C;,z- C'izi) • efCsFF, C2p) = e(C$Y> C^y)' eG?> 94J1', 

e^.M^2*'^'022'0221'02"'6,3' -D) = e(g,Ci)x', 
e(C2Y, UH{C2X'°2Y'C2Z'C1Z1'C2F'C3) • v) = e(gh C4)v', 

e(C2Z,uH{C2X'C2Y-C2Z'C2Zl'C2F'C3) • v) = e{g,Ci)z', 

e(C2ZhUHiC2X'C2Y'C2Z'C2Z1'C2F'C3) • v) = e(ghC4)2i, 

e(C2F,uH(C2X<C2Y>C2Z'C2Zl'C2Ffl3) • v) = e{g,C4)i+^. 
. . .(dl4) 

Instead of the sixth verification formula in the 

formula (dl4), the verification formula shown in the 

formula (d9) or (dlO) may be used. Also, instead of the 

5 seventh verification formula in the formula (dl4), the 

verification formula shown in the formula (dll) or (dl2) 

may be used. Also, instead of the eighth to twelfth 

verification formulas in the formula (dl4), the following 

verification formulas shown below may be used. 
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e(C2x,uH{C2X<C2Yfi2Z>C2Z1'C2F'C3) • v) = e(Xj,C4), 

e(C2Y,uH{C2X>Cw'C2Z<C2Zlfi2F'C3) • v) = e(Yij, C4), 

e(C2z,uH{C2X'C2Y'C2Z-C2Z1'C2F'C3) •v)=e(Zj,C4), 

e(C2zi,uH<-C2X'C2Y'C2Z'C2Z1'C2F'C3) -v) =e(Zli,C4), 

e(C2F, UH(G2X'C2Y,C2Z'C2Z1,C2F'C3> • v) = e(Fj(L), C4). 

The verification is successful if the 12 verification 

formulas in the formula (dl4) all hold and fails if any one 

of the 12 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52'). 

VH / I e(Cw,qY) ) 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

C3 
/ i 
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e(s^W)/). e(/^ jMr) \ Ie(/("+1+9)) /) • 

= m-e 
(Ninth embodiment) 

In the present embodiment, an example of omitting a 

one-time signature in the third embodiment will be 

described. Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present embodiment will be described. Portions common to 

the aforementioned first embodiment may or may not be 

described by using the same reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter 

par = {X,p,G,GT,g,gi,g2,93,94,u,v,H} 
based on a security parameter A stored in a key parameter 

storage unit 11 in advance or acquires the parameter from 

outside (STl) . Here, g3=gnand g4=ginare set. H is a hash 

function defined by the following formula. 
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If the identification information of a re-encryption 

key generator 3 0 is i, a key generation unit 14 randomly 

selects elements Xi, yx, z± of Zp* from Zp* and sets a 

private key ski= (xi,yi, z±) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pki= (Xi, Ya, Zi, Za) of the re-encryption key 

generator 3 0 using the private key ski and the public 

parameter par. 

Xi=gxi, Yn =glyi, Z j =gzi, zu=glzi 
Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y2i) using the 

private key ski and the public parameter par (ST3). 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj, Zj of Zp* from Zp* 

and sets a private key skj= (xj,yj, Zj) of the decryption 

device 50. Then, the key generation unit 14 generates a 

public key pkj= (Xj, Yij, Zj, Zij) of the decryption device 50 

using the private key skj and the public parameter par. 

Xj=gxj, Yij=glyj, Zj=gzi, Zlj=g1zi, 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y2j) using the 

private key skj and the public parameter par (ST6). 
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(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number reZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2Y, C2Z, C2zi/ C3, C4 below from a message meGT as 

plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 

n y r n v T n <7 r n 7 r 02X = A* , O2Y = hi , ^2Z = 6% , Om = hi , 

Ci = e(M2,gY •m,Ci = (/(^x.^yAzAziA). vy 
After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Ci=(C2x,C2Y,C2z,C2Zi,C3,C4) including all the above encrypted 

data C2X to C4 and writes the obtained ciphertext data into 

a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 
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(in the example of FIG. 8, the group administrator) is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 

out a random number 0eZp* to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 

using the random number 0, the private key ski of the re-

encryption key generator 3 0 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Ri j = (Ri jl / Rij 2 / Rij 3 ) 

TTXj+0 

Riji = (X3j • gO)1?" = g—, 
&yj+d 

Rij2 = (*2J ' 9e)lhi =9 , 
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%Xj+(3yj + 9 

R>j3 = (X3rY2r9e)lll'=9 •' • 
In the above formulas, g2 is rewritten and denoted by 

gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 3 0 based on the following verification formulas 

(ST41). 

e(C2X, UH(C2X'C2YAzAZI A). vj = e(Xi, C4), 

e(C2K,uH(AxAyAzAziA) • v) = e{YluC4), 
e(C2Z, uH(°2X'C2r'C2Z>C2Z 1A) • v) - e(Zit C4), 

e(C2zi,uH(AxAyAzAziA) • v) = e(Zu,C4). 
The verification is successful if the four 

verification formulas shown above all hold and fails if any 

one of the four formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 
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shown in the following formulas, re-encrypted data C2X' / 

C2x' ' / C2y' , C2Y' ' , C2z' , C2Z' ' , C2zi' , C2Zi' ' , Csx, C5Y, Csz 

using these random numbers s,t,k, the ciphertext data Ci 

stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 

Cl \r s pH p s y rs pi V t pH P t \s ft 
2x ~Ai , U2x - ̂2X ~ Ai ) ̂ 2Y ~ *1 i > u2Y ~ Y ~~ xli 5 

pi rj k pH p k ry rk pi rj k pll p k rr rk 
°2Z — A% J ^2Z ~ Z - "i 1 ^2Z1 ~ "li > u2Zl ~ °2Z1 ~ "li 5 

Csx = Riji's, C5Y = Rij2T, = 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj = (C2x' , C2X' ' , C2y' , C2Y' ' , C2z' , C2Z' ' , C2zi' / C2zi' ' , C2X, C2Y, C2Z, C2ZI , C 

3, C4, Csx, C5Y, C5z, i) by adding all the above re-encrypted data 

C2X' to Csz and the identification information i of the re-

encryption key generator 3 0 to the ciphertext data Ci and 

writes the obtained re-encrypted data Cj into the temporary 

data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43) . 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 
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parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 

e{C%x,uH{C2X'C2Y'C2Z'C2Z1'C^ -v) = e(C'2X, C4), 
e(C%Y, UH(C2X,C2Y,C2Z,C2ZI,CS). = e(C^ Ci^ 

e{C'2z, UH^C2X'C2Y,C2Z'C2Z1'C^ • v) = e(C2Z,C4), 
e(C'izl,uH^2X'C2y'C2Z'C2Z^-v) = e{C'2Zl,C4), 

e(C$z,C'2Z) = e.{Cf,x,C'2x) • e(g2,g)v', 
e{C$z,C'2Zi) = e(CsY,C2y) • e(g,g4)X3, 

e(C2X,uH^2X'C2Y'C2Z'C2Zl-c^ • v) = e(Xi,C4), 
e{C2Y,uH(-C2X'C2Yfi2Z'°2Zlfi3) -v) = e(Yu,C4), 

e(C2Z, UH{-C2X'C2Y'C2Z'C2Z1^ • v) = e(Zi, C4), 

e(C2zi,uH{-C2X'C2Y-C2Z'C2Z1'C^ • v) = e(Zu,C4). 
•..(el) 

Instead of the sixth verification formula in the 

formula (el), the following verification formula may be 

used. 

e(C5z,Cf2zi) = e{C§Y,C2Y) -e{Xj,g^). 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the 10 verification 
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10 

15 

formulas in the formula (el) all hold and fails if any one 

of the 10 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
1 

m 
e(C5Z,C^)\^ (e{C5Z}C'lzl)\^ 
e(C\jX , C'^x) e(C5V, (%y) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 

e(C5Z, C%z) \ 57 fe(Csz,C%zl) x] 

e(C5X,C'>x) e(C5Y,C'{y) 

gZirk^ \ Vj /e^(ffay+j8yj+0)/zj^ ^azjrfcj 

^{njisyxis^xirs'j 
J 

) 

efexxj+fyj+e ̂ grj \ Vj / ^girx^yj+e ̂ garj ̂  x. 

e{g"'+e),9r) J V e{g^t,gar) 
= m • e(g4g2, g)r/{e{g, gfr • e{g, g)™r) = m. 

According to the present embodiment, as described 
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above, due to the configuration of generating the re-

encryption key Rij based on the random number 0 and the re-

encryption key generation key rkj, effects similar to those 

in the third embodiment can be obtained. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature a in the third embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the third embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the third embodiment. 

[Twentieth modification] 

In the ninth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the ninth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

ninth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 
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will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the ninth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 2 0 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the four 

verification formulas in the formula (e2) all hold and 

fails if any one of the four formulas does not hold. 

...(e2) 
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If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = C3 / e(<74<72, Crzx)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

m • e(g4g2, g)r / e(p4£2, C2x)^ 

= m • e(gAg2, g)r / e(gAg2l gXiT)~i 
= m • e(gAg2, g)r/e{gAg2, g)r = m. 
(Tenth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the ninth embodiment at certain 

intervals will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 
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manner as in the ninth embodiment or acquires the parameter 

from outside (STl). H is a hash function defined by the 

following formula. 

H : Z; x G5 x GT ->• Z* 
If the identification information of a re-encryption 

key generator 3 0 is i, a key generation unit 14 randomly 

selects elements x^, yi, z±, w± of Zp* from Zp* and sets a 

private key ski= (xi,yi, zi,Wi) of the re-encryption key 

generator 30. Then, the key generation unit 14 generates a 

public key pkA= (Xi, Yu, Zi, Zu,Wi) of the re-encryption key 

generator 3 0 using the private key ski and the public 

parameter par. 

Xi=gXi, Yii=glyi, Zj =gzi, 

Zii=gizi, Wj =gwi 

Further, the key generation unit 14 generates a re-

encryption key generation key rki= (X3i,Y2i) using the 

private key ski and the public parameter par (ST3) . 

x3i=g3Xi> Y2i=g2yi 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj, Zj, Wj of Zp* from 

Zp* and sets a private key skj= (Xj, yj, Zj, Wj) of the 

decryption device 50. Then, the key generation unit 14 

generates a public key pkj= (Xj, Yij, Zj, Zij, Wj) of the 

decryption device 50 using the private key skj and the 

public parameter par. 
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Xj=gXj, Yij=glyj, Zj-gzj, 

rj . W ' 

Zij=gi J, Wj=g J 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj= (X3j, Y2j) using the 

private key skj and the public parameter par (ST6) . 

(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number reZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2Y, C2Z, C2Zi, C2F/ C3, C4 below from a message meGT 

as plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, the public 

parameter par, and a time parameter L (ST22). 

O _ Vr P V r n yr n n r v2X ~ *i , hY = nt > vU = k > ^2Z1 = hi » 
C2F = Fi{L)r, C3 = e(gtg2,g)r • m, 

The function Fi (L) is defined as shown below. 



- 182 -

Fi(L) =gL-Wi = gL+Wi (L e Z;) 

After step ST22 is completed, the ciphertext 

generation, unit 24 generates ciphertext data 

Ci= (L, C2X/C2Y, C2Z/C2zi, C2F, C3, C4) including the time parameter 

L and all the above encrypted data C2x to C4 and writes the 

obtained ciphertext data into a temporary data storage unit 

21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 
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A random number generation unit 3 6 generates and sends 

out three random numbers 0,5x,5yeZp* to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random numbers 0, 5X, 5y, the private key ski of 

the re-encryption key generator 3 0 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri jL= ( Rij LI / Ri jL2 , Ri jL3 / Ri jL4 , Ri jL5 ) 

7CX~+d . . 
RijLl = (x3j • g6)1'** • g(L+w^ = g 'i +(i+M')fc) 

IT \ C 

RijL2 = (Y2J • ge)1/yi • g^+^y = g * +(L+W^yj 

nxj+fiyj+6 

RijLS^iXzj-Yyg^^g i , 

Riju = gxA,RijL 5 = giv'5" = gayiS» 

In the above formulas, gi is rewritten and denoted by 

ga and g2 is rewritten and denoted by gp. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

following verification formulas (ST41). 
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e(Ck,w*(iAxAyAzAziAFA) • v) = e[Xi,Ci), 
e(C2Y,uH{L<C2X'C2Y>C2Z<C2Z1'C2F>C3) • v) = e(Xu,Ci), 

e(C2z,uH{L'C2X'C2Y'C2Z>C2ZuC2F'C3) • v) = e{Zi,C4), 

e(C2zi,^(iAxAyAzAziAFA) -v) = e(Z\i,Ci), 
e{C2F,uH{L'C2X'C2Y'C2Z'C2ZhC2F'C3) • v) = e{Fi{L),Ci}. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any­

one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2X' , 

C2x", C2Y', C2Y", C2Z', C2Z", C2Z1', C2Z1", C2F', C2F", C5X, 

C5Y, C5Z, C5FX, C5FY using these random numbers s,t,k,h, the 

ciphertext data Ci stored in the temporary data storage 

unit 42, the re-encryption key RijL, the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 
W _ y s nil n s _ y rs nl _\r t nil _ n t _\r rt 
^2X ~ Ai » ^2X ~ - M i ^2Y ~ ' ^2Y ~~ ^27 — *li j 

nl rjk nil __ n k _ n rk nl __ 7 fc nil _ n k _ 7 rk 
^2Z = > ^2Z ~ °2Z - A' , ^2Z1 ~ L\% > ^2Z\ ~ °2Z1 - ̂1 i > 

C!lF = Fi{Lt,(%F = CiFh = %(!,)* 
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Csx=RijLl1, C^Y = RijL2Ji C$z = RijL$l, 

CbFX = RijL^iCwY = Rij Lb1 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(L,C2x' ,c2x' ' ,c2y' ,C2Y' ' ,C2Z' ,C2Z' ' ,C2Zi' ,C2zi' ' ,C2F' ,C2F' ' ,C2x, 

C2Y» C2Z, C2zi, C2F, C3, C4, C5X, C5Y, Csz, C5FX, C5FY, i) by adding all the 

above re-encrypted data C2X' to C5FY and the identification 

information i of the re-encryption key generator 3 0 to the 

ciphertext data Ci and writes the obtained ciphertext data 

into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 
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e(Cfx,uH(iAxAyAzAziAf'A) -i>) = e{C'2X,C4), 
e(C'lY, AZ,C2Z1,C2F,C3) . = e^y> Ci^ 

e{C'2Z, /(i&fiyAzfiziApA). = e(C'2Zt 

e(C£zl,iiF(iAxAyAzAziAF'C3) -v) = e(C^1,C4), 

e(C2V,^(iAxAyAzAziAFA>-v) = e(C'2F,C4), 
e{Csz,C'2z) • p'(C5Fx,C'2F) = e(C$x,C2X) •e(g2,g)y', 

e'(C-3Z;C'-2Zi)' e(C:,FY,C'2F) — e(C5y,Cjy) • e(g-.g4)Xi, 
e(C2X)u"(iA2*AyAzAzlAf,A) • v) = e(XhC4), 

e(C2y,uH(iAxAyAzAziAFA) • v) = e(iii,C4), 

e(C2z,u"(iA*AyAzAziA'i'A) D) = e(Zi,C4), 

e(C2zi,«i/(iAxAl'AzAziAFlC,3) -v) = e(Zij,C4), 

e(C2F,^(iA*AyAzAziAFA) ••») = e(Jj(i),C4). 
. . . (e3) 

Instead of the seventh verification formula in the 

formula (e3), the following verification formula may be 

used. 

5 -e^Fy,^) = e(C5y,C2y) • 
In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the 12 verification 

10 formulas in the formula (e3) all hold and fails if any one 

of the 12 formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 
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shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
l 

m / (e(C5Z,C'^-e(C5FX,C'>F)\v (e(Csz<qzi)-e(C5FY,qFy 
3MI e(C5X,qx) j i e(C5Y,C«y) 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, gi is rewritten and 

denoted by ga and g2 is rewritten and denoted by gp. 
l e(C5Z>C'>z)-e(C5FX,qFy 

e{C$x, C'L) 

C3 
e{g Tk)'e{gXJr,g(L+Wi>h) 

yj 

1 
\ yj 

e(9 
((xxj+ej/x; J+lL+wJSx 

gXiTS 

'e(Csz,C'2Zl) -ejCsFY, C'Jp) \ 
e{Cs>Y, C'w) 

nxj+flyj+t 

e(s 

) / 
((0Sy+0)/i/i)+(£+ttij){y 

e{g t ,gmrt) 

gVj. e^XiSx^(LiWi)rj \ Vj / ^ gar j. e^mSy ̂ {L+w^ 
l 

^gnj+8+{LiWi)xiSx^gr~j ^g@yj+8+{L+Wi)yi$y ^ gor^j 

= m • e{g4g2,g)r/{e(g,gfr • e{g,g)™r) = m. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random numbers 0, 5X, 5y, 

the re-encryption key generation key rkj, and the time 

parameter L, in addition to the effects of the ninth 

embodiment, whether to transfer the decryption right can be 

decided in each period so that finer access control can be 

exercised. Accordingly, even if the decryption right of 
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ciphertext for the transfer source (in the example of 

FIG. 8, the group administrator) is once transferred to the 

transfer destination (in the example of FIG. 8, for example, 

the user A) in a certain period, it is possible not to 

grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature a in the fourth embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the fourth embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the fourth embodiment. 

[Twenty-first modification] 

In the tenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the tenth embodiment may be changed to a form in 
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which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

tenth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the tenth embodiment is only in the last step. To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. In this case, 

the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas (ST51'). 
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e{C2X,uH(-L'C^'C2Y,C2Z,C2zi,C2F,Cs). = t{g,CijXi, 

e{C2Y,uH{L'C2X'02Y'C2Z'C2Z1'C2F'C3) • v) = e(ghC4)Vi, 
e(C2z,uH(L'C2X'C2Y'C2Z'C2Z1'C2F'C3) • v) = e(0,C4)*, 

e(C2zi,uH{L'C2X'C2Y'C2Z'C2Z1'C2F'C3) • v) = e(gu C4)Zi, 
e(C2F,uH(L'C2X>C2Y>C2Z>C2ZuC2F>C3) • v) = e(g,C4)L+Wi. 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 
. _L 

m — Czf e(g4g2, C2x)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 
j_ 

m • e(£4#2, g)r / e(<?4<?2, C2x)Xi 

-L 
= m • e($402,s)7e(g*92,9Xir)x' 
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= m • e{g4g2,gf le(gAg2,g)r = m. 
(Eleventh embodiment) 

In the present embodiment, an example of omitting a 

one-time signature in the fifth embodiment will be 

described. Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present embodiment will be described. Portions common to 

the aforementioned first embodiment may or may not be 

described by using the same reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter 

par = {X,p,G,Gr,9,9i,u,v,H} based on a 
security parameter A stored in a key parameter storage unit 

11 in advance or acquires the parameter from outside (STl). 

H is a hash function defined by the following formula. 

H : G x GT -> Z; 

If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects an element xi of Zp* from Zp* and sets a private key 

ski=xi of the re-encryption key generator 30. Then, the 

key generation unit 14 generates a public key pki=Xi of the 

re-encryption key generator 3 0 using the private key ski 

and the public parameter par. 

x j =gxi 
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Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xn using the private key 

ski and the public parameter par (ST3). 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects an element Xj of Zp* from Zp* and 

sets a private key skj=Xj of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=Xj of the decryption device 50 using the private key skj 

and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj=Xij using the private key 

skj and the public parameter par (ST6). 

(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 2 0 generates and sends out a random 

number reZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2, C3, C4 below from a message meGT as plaintext data 

v — xi Xj-g J 



using the random number r, the public key pki of the re-

encryption key generator 30, and the public parameter par 

(ST22) . 

C2 = Xf, C3 = e(9l,g)r • m, C4 = (uH&™ • v)r 

After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data Ci=(C2, C3, C4) 

including all the above encrypted data C2 to C4 and writes 

the obtained ciphertext data into a temporary data storage 

uni t 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 
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(ST31). 

Because there is no need to generate a random number 

for the generation of a re-encryption key in the present 

embodiment, a random number generation unit 3 6 of the re-

encryption key generator 30 is not needed. 

A re-encryption key generation unit 34 generates a re-

encryption key Rij as shown in the following formula using 

the private key ski of the re-encryption key generator 3 0 

in a private key storage unit 31, the re-encryption key 

generation key rkj of the decryption device 50 in the 

temporary data storage unit 32, and the public parameter 

par (ST32). 

^ = X^'Xi = g^i 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 30 based on the following verification formula 

(ST41). 

e(C2, uH^Cs) • v) = e(Xi,C4). 
The verification is successful if the above 

verification formula holds and fails if the above 

verification formula does not hold. 

If the verification is successful (or the verification 
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processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out a 

random number teZp* to the re-encryption processing unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2', 

C2'', C2''' using the random number t, the ciphertext data 

Ci stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pki of the re-encryption 

key generator 30, and the public parameter par (ST42). 
Xj 

rit v t /niff r> l/t rifft ri t y rt 
— At , G2 — ity —91 x', 02 — 02 = Xi 
After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= (C2' , C2' ' , C2' ' ' , C2, C3, C4, i) by adding all the above re-

encrypted data C2' to C2"' and the identification 

information i of the re-encryption key generator 3 0 to the 

ciphertext data Ci and writes the obtained re-encrypted 

data Cj into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 
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the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 

e(.C2,Cl) = e(g,gir>, 
e(Cf,uH<C2'Cs)-iO=e(C£,C4), 
>:iC\,v"<C2-c'>> -v) = e(Xi,C4). 

V 7 ...(fl) 

Instead of the first verification formula in the 

formula (fl), the following verification formula may be 

used. 

e(C'2,C'2)=e(Xj,gi) ^ 
In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the three 

verification formulas in the formula (fl) all hold and 

fails if any one of the three formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 
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52 to obtain the message m (ST52). 

m = C3/e(ClCZ)1/ Xj 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the re-encryption key 

generation key rkj, effects similar to those in the fifth 

embodiment can be obtained. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature a in the fifth embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the fifth embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the fifth embodiment. 

[Twenty-second modification] 

In the eleventh embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

™ • e{gi,g)r / e(giXj ,gr)1/xj = m. 
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device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the eleventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

eleventh embodiment. Hereinafter, the encryption 

processing and the decryption processing in the present 

modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the eleventh embodiment is only in the last step. To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 2 0 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formula (ST511). 

.. (f 3) 
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Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 2 0 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the verification 

formula in the formula (f3) holds and fails if the 

verification formula in the formula (f3) does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = C3/e(C2,gi)ll" 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

Cz j e(gi,C2)Xi 

= m • e(gi, g)r / e(gi, gXiT)^ 
= m • e{gi,g)r/e{gi,g)r = m. 
[Twenty-third modification] 

In addition to the twenty-second modification, as will 

be described below, the eleventh embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. Also in this case, only the 

key setup processing, encryption processing, and decryption 
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processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the eleventh embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

performed. The encryption parameter generation unit 23 of 

the encryption device 2 0 generates and sends out two random 

numbers r,teZp* to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2' , C2'', C2'' ' , C2, C3, C4 below from a message meGT 

as plaintext data using the random numbers r,t, the public 

key pkj of the decryption device 50, and the public 

parameter (ST22'). 
/~Y/ y t /~Y// ~ lit riM y rt s~i V r 

— Aj , O2 — gi , O2 — A j , C-2 — Aj , 

Cz = e(gi,g)r • m, C4 = (UH^C^ • v)r 

After step ST22' is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Cj=(C2' ,C2" ,C2' ' ' ,C2,C3,C4, j) including all the above 

encrypted data C2' to C4 and the identification information 

j of the decryption device 50 and writes the obtained 

ciphertext data into the temporary data storage unit 21. 
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The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST24'). 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

temporary data storage unit 52 using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (ST511). 

e(C2,C%) = e{g,g1)xi, 
e(C^',uH^'C^ •v) = e{C'2,Ci), 
e(C2,uH(C2'C3^ • v) = e{g,Ci)Xj. 

Instead of the first verification formula in the 

formula (f4), the verification formula shown in the formula 

(f2) may be used. Also instead of the third verification 

formula in the formula (f4), the following verification 

formula may be used. 

e(C2, UH(°2'C3) • v) = e(Xj, C4). 

The verification is successful if the three 

verification formulas in the formula (f4) all hold and 

fails if any one of the three formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Cj as shown in the 

following formula using the private key skj of the local 
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device 50 and the public parameter par to obtain the 

message m (ST52'). 

m = C3/e(CJ,Cf)1/x» 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

= m ' e{gi,g)r / e{gi,gT) = m. 
(Twelfth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the eleventh embodiment at certain 

intervals will be described. Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the eleventh embodiment or acquires the 

parameter from outside (STl). H is a hash function defined 

by the following formula. 

H : Z* x G2 x GT Z* 
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If the identification information of a re-encryption 

key generator 3 0 is i, a key generation unit 14 randomly 

key ski=(xi;yi) of the re-encryption key generator 30. Then, 

the key generation unit 14 generates a public key 

pki=(Xi(Yi) of the re-encryption key generator 3 0 using the 

private key ski and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xu using the private key 

ski and the public parameter par (ST3). 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements Xj, yj of Zp* from Zp* and 

sets a private key skj=(Xj,yj) of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=(Xj,Yj) of the decryption device 50 using the private 

key skj and the public parameter par. 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj=Xij using the private key 

skj and the public parameter par (ST6). 

selects elements Xi, yi of Zp from Zp and sets a private 

Xi=gxi, Yi=gyi 

(2) Encryption processing 
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No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number seZp* to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data Ci, C2, C3/ C4 below from a message meGT as plaintext 

data using the random number s, the public key pki of the 

re-encryption key generator 30, the public parameter par, 

and a time parameter L (ST22). 

Ci = XA C2 = Fi(L)s, C3 = e(gugy • m, 
c4 = (uwa&w • vy 

The function Fi (L) is defined as shown below. 

Fi(L) = gL • ¥, = gL+y* (L E Z*) 

After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data Ci= (L, Ci, C2, C3, 

C4) including the time parameter L and all the above 

encrypted data Ci to C4 and writes the obtained ciphertext 

data into a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, for example, the user A) approves that 
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ciphertext addressed to the re-encryption key generator 3 0 

(in the example of FIG. 8, the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 (in the example of FIG. 8, for example, the user 

A) (that is, the transfer of decryption right of the 

ciphertext to the user A). The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

3 0 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31) . 

A random number generation unit 3 6 generates and sends 

out a random number reZp* to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random number r, the private key ski of the re-

encryption key generator 3 0 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

RijL= (A-ijL, BijL) 

AtjL = (Xi/'1* • (gL+K)r, BijL = ,f" 
(4) Re-encryption processing 
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A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 3 0 based on the 

following verification formulas (ST41). 

e{Xi,Ci) = e(Ci,uH(L'Cl'C2'C^ • v) 

e(Xi,C2) = e(CuFi(L)). 
The verification is successful if both verification 

formulas shown above hold and fails if any one of the two 

formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out two 

random numbers ti,t2eZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data Ci', 

Ci'', Ci''', C2', C2'', C2''' using the random numbers ti, t2, 

the ciphertext data Ci stored in the temporary data storage 

unit 42, the re-encryption key RijL/ the public key pki of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 
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C[ = Xi1, C" = C'" = C^1 = X^1, 
C'2 = Fi(Lf\ C!i = BijL^, Cf = C2t2 = Fi(Lf2 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= (L, C],' , Ci" , Ci' " , C2' , C2 ' ' , C2' " , Ci., C2, C3, C4, i) by adding 

all the above re-encrypted data Ci' to C2'" and the 

identification information i of the re-encryption key 

generator 3 0 to the ciphertext data Ci and writes the 

obtained ciphertext data into the temporary data storage 

unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 3 0 

identified by the identification information i of the re-

encryption key generator 3 0 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas (ST51). 
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e(Cf, = 

e(Cf, UH{L'CI'C2'C^ • v) = e(C£, C4), 
e(Ci,C(,) = e(5>5i)X3-eC^,^), 

e(Xi, C4) = e(Ci, u-Hr(^A,C,2,Cs) . ̂  

e(Xi,C2)=e(C71>Fi(L)). (£5) 

Instead of the third verification formula in the 

formula (f5), the following verification formula may be 

used. 
e(C'l> C'1)=e(Xj, gl>e(C'2, C'2) (f6) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the five 

verification formulas in the formula (f5) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

m = Cs • (e(C'l C?')/e(C;\ Cf))1/a;'. 
That the decryption result of the above formula 
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produces m can be checked by the following calculation. 

= C3 • {e(gXir,Fi(L)s)/e(giXj,Xi • Fi{L)r ,gsxi)}l!xi 
= C3 • {e{g^ML)s)le{g^ • Fi{L)XiT ,gs)}l!xi 
= m • e{gi,g)s • {l/e(g*j,gs)}1/Xj = m. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key RijL based on the random number r, the re-

encryption key generation key rkj, and the time parameter L, 

in addition to the effects of the eleventh embodiment, 

whether to transfer the decryption right can be decided in 

each period so that finer access control can be exercised. 

Accordingly, even if the decryption right of ciphertext for 

the transfer source (in the example of FIG. 8, the group 

administrator) is once transferred to the transfer 

destination (in the example of FIG. 8, for example, the 

user A) in a certain period, it is possible not to grant 

the decryption right of the ciphertext for the transfer 

source to the relevant transfer destination, that is, the 

decryption right of the transfer destination (of the 

ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 
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signature o in the sixth embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the sixth embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the sixth embodiment. 

[Twenty-fourth modification] 

In the twelfth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the twelfth embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

twelfth embodiment. Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the twelfth embodiment is in the last step only. To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 
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is assumed to be i for the sake of convenience. In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST241). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formula (ST511)-

e(g,Ci)" = e(Ci,aJ"1'ClAA) -v) 
e(<J,C2)"=e(C,,9)I+»'. 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if both verification 

formulas in the formula (f7) hold and fails if any one of 

the two formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 
1 

That the decryption result of the above formula 
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produces m can be checked by the following calculation. 

[Twenty-fifth modification] 

In addition to the twenty-fourth modification, as will 

be described below, the twelfth embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. Also in this case, only the 

key setup processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the twelfth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

performed. The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out two random 

numbers ti,t2eZp* to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data Cl', Cl", Cl'", C2', C2", C2'", Cl, C2, C3, C4 below 
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from a message meGT as plaintext data using the random 

numbers ti,t2, the public key pkj of the decryption device 

50, the public parameter, and a time parameter L (ST221). 

Ci = X/\ C'l = (Fj(L) • 9l)^\ C'" = Xj*, 
C'2 = FjtL)*, ai = X0xlt\ cf = Fj(L)st2, 
Ci = X/, C2 = Fj(L)s, C3 = e(gugy • m, 

C4 = (uH(L'Cl,C2>Cs^ • v)S 

After step ST22' is completed, the ciphertext 

generation unit 24 generates ciphertext data 

Cj=(L,Ci' ,Ci" ,Ci" ' ,C2' ,C2" ,C2' " ,CI,C2,C3,C4, j) including 

the time parameter L, all the above encrypted data Ci' to 

C4, and the identification information j of the decryption 

device 50 and writes the obtained ciphertext data into the 

temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 (ST241). 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

temporary data storage unit 52 using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (ST51'). 
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e(C?',uH(L'Cl'G2>c^ • v) = e(C[, C4), 
e(C£", uff(iA,C2,C3) . v) = e(c^ C4)j 

e{C'l,ClD = e{g,gl)^ • e{C^C'i\ 
e{g,Ci)X:> = e(Ci,uH^L'Cl'C2'C^ -v) 

e(fl,C2)*>=e(Cx,ff)^. (f8) 

Instead of the third verification formula in the 

formula (f8), the verification formula shown in the formula 

(f6) may be used. Also instead of the fourth and fifth 

verification formulas in the formula (f8), the following 

verification formulas may be used. 

e(Xj, C4) = e(Ci,uH^L'Cl'cl2'c^ • v) 
e(Xj,C2) = e(C1,Fj(L)). 

The verification is successful if the five 

verification formulas in the formula (f8) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST521). 

m = C3 • {e{Cl C$")/e(C?, Cf))1^. 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 
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C3-{e(C^Cf)/e(Cf,Cn}1/Xj' 
= C3 • W''\FjiL^MFjiL) • 91)^,g^)}1^ 

= m • e{ghg)s • {\/e{ghgsx>)}1/xi = m. 
According to at least one of the embodiments described 

above, due to the configuration of generating a re-

encryption key based on a re-encryption key generation key, 

safe file sharing can be realized. For example, if the 

transfer destination (in the example of FIG. 8, for example, 

the user A) does not notify the transfer source (in the 

example of FIG. 8, the group administrator) of the re-

encryption key generation key, a re-encryption key cannot 

be generated and therefore, re-encryption without approval 

of the transfer destination (that is, the transfer of 

decryption right of ciphertext to the relevant transfer 

destination) can be prevented. 

Scenes of using each of the above embodiments will be 

described below. 

The following three methods (1) to (3) can be cited in 

a file sharing system in which a user uploads a file to a 

server and the file is shared among a plurality of users as 

a method of maintaining confidentiality of file in the 

server. 

(1) Individual key scheme in which a file is encrypted 

by an individual encryption key for each user 

(2) Shared key scheme in which a file is encrypted by 
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(3) Re-encryption scheme in which a file is encrypted 

using a proxy re-encryption scheme 

In the above (1) to (3) schemes, the user who uploads 

a file to the server is assumed to be the user A and the 

user A shares the file with the user B and the user C. 

In the individual key scheme in (1) , each user has a 

set of a private key and a public key that differ from user 

to user. The user A encrypts a file by the public key of 

the user B (as an individual encryption key for the user B) 

and uploads the encrypted file to the server. Similarly, 

the user A encrypts the file by the public key of the user 

C (as an individual encryption key for the user C) and 

uploads the encrypted file to the server. That is, the 

user A individually encrypts the file for each of the users 

who share the file. 

In the shared key scheme in (2), each user shares a 

set of a private key and a public key common to each user. 

The user A encrypts a file by the public key (as an 

encryption key common to each user) and uploads the 

encrypted file to the server. Each user shares the same 

private key. 

In the proxy re-encryption scheme in (3), like the 

individual key scheme in (1), each user has a set of a 

private key and a public key that differ from user to user. 

In contrast to the individual key scheme in (1), however, 

the user A only needs to encrypt a file by the public key 



217 

(hereinafter, called a group public key) of an entity 

(hereinafter, called the group administrator) that manages 

a group of users. The server uses the re-encryption key to 

re-encrypt the encrypted file (uploaded by the user A) into 

an encrypted file that can be decrypted only by each user. 

Details of the proxy re-encryption scheme will be described 

later. 

In the individual key scheme in (1), if the file 

should newly be shared also by a user D, a problem arises 

that it is necessary for the user A to encrypt the file by 

the public key of the user D (as an individual encryption 

key of the user D) and upload the encrypted file to the 

server. Therefore, the method in (1) complicates the 

processing to add new users when the number of new users or 

the number of shared file is large, making the method 

unsuitable for a file sharing system. 

In the shared key scheme in (2), a problem arises that 

when a certain user (who has been allowed to share files 

till a certain point in time) should be prevented from 

being able to share files (the relevant user should be 

excluded from the file sharing system) from that point in 

time, a mechanism that updates the private key and public 

key common to each user is separately needed or if the 

private key common to each user should be leaked, all 

encrypted files could be decrypted (by anyone who has 

acquired the leaked key). Therefore, the shared key scheme 

in (2) is unsuitable for a file sharing system. 
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In the proxy re-encryption scheme in (3), on the other 

hand, the server uses the re-encryption key to re-encrypt 

one piece of ciphertext into ciphertext that can be 

decrypted only by each user and thus, the above problems 

can be solved by adopting a configuration in which the user 

is not notified of the re-encryption key. Therefore, the 

proxy re-encryption scheme in (3) is suitable for a file 

sharing system. The proxy re-encryption scheme described 

above presents no particular problem, but if a problem 

should be brought up, a server is enabled to create re-

encrypted text without permission of each user. Therefore, 

from the viewpoint of realizing safe file sharing, there is 

room for improvements of the proxy re-encryption scheme and 

the invention according to the present embodiment can 

realize safe file sharing. 

Next, thirteenth and fourteenth embodiments using 

public information for re-encryption key generation will be 

described. 

(Thirteenth embodiment) 

The basic model of the proxy re-encryption scheme 

according to the thirteenth and fourteenth embodiments 

includes, like the above case, five functions. Similarly, 

depending on the implementation method of re-encryption, a 

model that differs in input into the functions and a model 

including other functions or keys than the above are also 

considered. 

For example, a model, like the re-encryption scheme 
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shown in the present embodiment, in which the public key is 

divided into a public key for encryption and public 

information for generating a re-encryption key can be 

considered, but in conventional technology, a model in 

which the division into the public key for encryption and 

public information for generating a re-encryption key is 

not implemented also exists. 

Also, similarly to that described above, a model known 

as a non-interactive model and a model into which, instead 

of a private key skA of the user A, a re-encryption key 

rkA->B addressed to the user B and a private key skC of the 

user C are input are also considered. 

Also, similarly to that described above, a model known 

as a unidirectional model and a model called a 

bidirectional model are known. 

Next, the configuration and effects of file sharing 

systems according to the thirteenth and fourteenth 

embodiments are similar to the configuration and effects of 

the file sharing system described using FIGS. 7 and 8. In 

the thirteenth and fourteenth embodiments, however, instead 

of FIG. 8, FIG. 18 is used because public information for 

generating a re-encryption key is used. 

FIG. 12 is a schematic diagram showing the 

configuration of a re-encryption system according to the 

thirteenth embodiment. (The correspondence between FIGS. 12 

and 18 will be described later.) The re-encryption system 

includes a key generator 10, an encryption device 20, a re-
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encryption key generator 30, a re-encryption device 40, and 

a decryption device 50. The key generator 10 generates 

various parameters of the re-encryption system and also a 

public key for encryption, public information for 

generating a re-encryption key, and a private key for each 

of the devices 40, 50. 

The encryption device 20 transmits ciphertext data 

obtained by encrypting plaintext data using a public key 

for encryption corresponding to a private key of the re-

encryption key generator 3 0 to the re-encryption device 40. 

The re-encryption key generator 3 0 generates a re-

encryption key using the private key of the re-encryption 

key generator 30, the public information for generating a 

re-encryption key of the decryption device 50, and a random 

number. 

The re-encryption device 40 transmits, to the 

decryption device 50, re-encrypted data obtained by re-

encrypting the ciphertext data received from the encryption 

device 20 by the re-encryption key without decrypting the 

ciphertext data. 

The decryption device 50 performs verification 

processing of the re-encrypted data using the public key 

for encryption of the re-encryption key generator 30 and 

also performs decryption processing of the re-encrypted 

data using the private key corresponding to the public key 

for encryption of the local device 50 to obtain plaintext 

data. While a plurality of units of the re-encryption key 
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generator 30, the re-encryption device 40, or the 

decryption device 50 may be provided, here a case in which 

one unit of each device is provided is taken as an example. 

The correspondence between FIGS. 12 and 18 will be 

described. Each of the devices 10 to 50 is held by an 

entity that performs the relevant processing. When the 

user generates each of a public key for encryption, public 

information for generating a re-encryption key, and a 

private key of the user, the relevant user holds the key 

generator 10. 

If, for example, the user administrator or the group 

administrator generates each of a public key for encryption, 

public information for generating a re-encryption key, and 

a private key of the user, the user administrator or the 

group administrator holds the key generator 10. The user 

holds the encryption device 2 0 or the decryption device 50 

or both. The group administrator holds the re-encryption 

key generator 30. 

If, for example, the user administrator or the server 

Sv generates a re-encryption key, the user administrator or 

the server Sv holds the re-encryption key generator 30. 

The server Sv holds the re-encryption device 40. In the 

file sharing system illustrated in FIG. 18, the server Sv 

holds a public key storage unit 1, a ciphertext storage 

unit 2, a re-encryption key storage unit 3, and a public 

information for generating re-encryption key storage unit 4 

and the user C who performs encryption acquires a public 
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key for encryption used for encryption from the public key 

storage unit 1. However, the present embodiment is not 

limited to such an example and the user C may acquire, as 

will be described later, a public key for encryption used 

for encryption from the key generator 10 (that has 

generated the public key for encryption used for 

encryption). The server Sv stores ciphertext E (pkGr,m) 

generated by the user C in the ciphertext storage unit 2. 

The ciphertext storage unit 2 may be included in the re-

encryption device 40 or an outside storage device not 

included in the re-encryption device 40. 

Which entity holds which device is not limited to the 

above example and various variations can be considered. 

The user administrator or the group administrator may or 

may not serve also as a user. Each user device used by 

each user may be called a first user device, a second user 

device,... Similarly, the public key for encryption, the 

public information for generating a re-encryption key, and 

the private key generation key of each user device may be 

called the first public key for encryption, the first 

public information for generating a re-encryption key, and 

the first, private key of the first user device, the second 

public key for encryption, the second public information 

for generating a re-encryption key, and the second private 

key of the second user device,... 

Subsequently, the configuration of each of the devices 

10 to 50 will concretely be described. 



The key generator 10 includes a key generation 

parameter storage unit 11, a temporary data storage unit 12, 

a public parameter generation unit 13, a key generation 

unit 14, a communication unit 15, and a control unit 16. 

The key generation parameter storage unit 11 is a 

storage device that stores key generation parameters. 

The temporary data storage unit 12 is a storage device 

that stores temporary data such as data being processed by 

each of the generation units 13, 14 and processing results. 

The public parameter generation unit 13 generates a 

public parameter for key generation. 

The key generation unit 14 generates a public key for 

encryption, public information for generating a re-

encryption key, and a private key addressed to a user. 

The communication unit 15 is a communication interface 

to communicate between the key generator 10 and the other 

devices 20, 30, 40, 50 and has, for example, each of the 

following functions (fl5-l), (fl5-2): 

(fl5-l) Function to transmit the public key for 

encryption, public information for generating a re-

encryption key, and private key of each of the devices 30, 

50 in the temporary data storage unit 12 to each of the 

relevant devices 30, 50 under the control of the control 

uni t 16. 

(fl5-2) Function to transmit the public key for 

encryption of the re-encryption key generator 30 in the 

temporary data storage unit 12 to the encryption device 20 
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under the control of the control unit 16. 

In the description that follows, the description that 

transmission/reception goes through the communication unit 

15 may be omitted to avoid a redundant description during 

transmission/reception. This also applies to each 

communication unit of the other devices 20, 30, 40, 50 than 

the key generator 10. 

The control unit 16 has a function to control each of 

the units 11 to 15 of the key generator 10 such that each 

unit operates as shown in FIG. 13. 

The encryption device 2 0 includes a temporary data 

storage unit 21, a communication unit 22, an encrypted data 

generation unit 23, a ciphertext generation unit 24, and a 

control unit 25. 

The temporary data storage unit 21 is a storage device 

that stores a public key for encryption of the re-

encryption key generator 3 0 received from the key generator 

10 and transient data (hereinafter, written as "temporary 

data") such as data being processed by each of the 

generation devices 23, 24 and processing results. 

The communication unit 22 is a communication interface 

to communicate between the encryption device 20 and the 

other devices 10, 30, 40, 50 and has, for example, each of 

the following functions (f22-l), (f22-2): 

(f22-l) Function to acquire the public key for 

encryption of the re-encryption key generator 30 published 

to the key generator 10 and to write the public key for 
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encryption into the temporary data storage unit 21. 

(f22-2) Function to transmit the ciphertext data in 

the temporary data storage unit 21 to the re-encryption 

device 40 under the control of the control unit 25. 

The encryption parameter generation unit 23 has a 

function to generate an encryption parameter. 

The ciphertext generation unit 24 has, for example, 

each of the following functions (f24-l), (f24-2): 

<f24-l) Function to generate ciphertext data by 

encrypting plaintext data using the public key for 

encryption (first public key of the first user device) of 

the re-encryption key generator 30 read from the temporary 

data storage unit 21. 

(f24-2) Function to write the obtained ciphertext data 

into the temporary data storage unit 21. 

The control unit 25 has a function to control each of 

the units 21 to 24 such that each unit operates as shown in 

FIG. 14. 

The re-encryption key generator 3 0 includes a private 

key storage unit 31, a temporary data storage unit 32, a 

communication unit 33, a re-encryption key generation unit 

34, a control unit 35, and a random number generation unit 

36. 

The private key storage unit 31 is a storage device 

that stores a private key of the re-encryption key 

generator 3 0 received from the key generator 10. 

The temporary data storage unit 32 is a storage device 
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that stores public information for generating a re-

encryption key of the decryption device 50 received from 

the key generator 10 and temporary data such as data being 

processed by the re-encryption device 34 and processing 

results. 

The communication unit 33 is a communication interface 

to communicate between the re-encryption key generator 3 0 

and the other devices 10, 20, 40, 50 and has, for example, 

a function to transmit the re-encryption key in the 

temporary data storage unit 32 to the re-encryption device 

40 under the control of the control unit 35. 

The re-encryption key generation unit 34 has, for 

example, each of the following functions (f34-l), (f34-2): 

(f34-l) Function to generate a re-encryption key based 

on the private key of the re-encryption key generator 3 0 

read from the private key storage unit 31 (first private 

key of the first user device), the public information for 

generating a re-encryption key read from the decryption 

device 50 read from the temporary data storage unit 32 

(second public information for generating a re-encryption 

key of the second user device), and a random number 

generated by the random number generation unit 3 6 (in this 

function, a parameter, more specifically, a random number 

for encryption is not needed). 

The function (f34-l) to generate a re-encryption key 

may generate a re-encryption key based on the first private 

key, second public information for generating a re-
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encryption key, and random number independently of 

ciphertext data before re-encryption. The public key for 

encryption of the re-encryption key generator 3 0 may be 

generated based on the first private key and a plurality of 

system fixed values. The second public information for 

generating a re-encryption key may be generated based on 

the second private key and a plurality of system fixed 

values. 

(f34-2) Function to write the re-encryption key into 

the temporary data storage unit 32. 

The control unit 35 has a function to control each of 

the units 31 to 34, 3 6 such that each unit operates as 

shown in FIG. 15. 

The random number generation unit 3 6 has a function to 

generate and send out a random number to the re-encryption 

key generation unit 34. 

The re-encryption device 4 0 includes a re-encryption 

key storage unit 41, a temporary data storage unit 42, a 

communication unit 43, a re-encryption processing unit 44, 

a re-encryption parameter generation unit 45, and a control 

unit 46. 

The re-encryption key storage unit 41 is a storage 

unit that stores the re-encryption key received from the 

re-encryption key generator 30. 

The temporary data storage unit 42 is a storage device 

that stores temporary data such as data being processed by 

the re-encryption processing unit 44 and processing results. 



The communication unit 43 is a communication interface 

to communicate between the re-encryption device 40 and the 

other devices 10, 20, 30, 50 and has, for example, each of 

the following functions (f43-l), (f43—2): 

(f43-l) Function to send out ciphertext data received 

from the encryption device 20 to the re-encryption 

processing unit 44. 

(f43-2) Function to transmit the re-encrypted data in 

the temporary data storage unit 42 to the decryption device 

50 under the control of the control unit 46. 

The re-encryption processing unit 44 has, for example, 

each of the following functions (f44-l), (f44—2): 

(f44-l) Function to obtain re-encrypted data by, when 

ciphertext data is received from the encryption device 20, 

re-encrypting the ciphertext data using the re-encryption 

key read from the re-encryption key storage unit 41 without 

decrypting the ciphertext data. 

(f44-2) Function to write the obtained re-encrypted 

data into the temporary data storage unit 42. 

The control unit 46 has a function to control each of 

the units 41 to 45 such that each unit performs an 

operation (not shown) to deliver a re-encrypted text 

verification program and operates as shown in FIG. 16. 

The decryption device 50 includes a private key 

storage unit 51, a temporary data storage unit 52, a 

communication unit 53, a decryption processing unit 54, and 

a control unit 56. 
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The private key storage unit 51 is a storage device 

that stores a private key of the decryption device 50 

received from the key generator 10. 

The temporary data storage unit 52 is a storage device 

that stores a public key for encryption/public information 

for generating a re-encryption key of the decryption device 

50 received from the key generator 10 and a public key for 

encryption of the re-encryption key generator 3 0 and also 

temporary data such as data being processed by the 

decryption processing unit 54 and processing results. 

The communication unit 53 is a communication interface 

to communicate between the decryption device 50 and the 

other devices 10, 20, 30, 40 and has, for example, each of 

the following functions (f53-l) to (f53 — 3) : 

(f53-l) Function to write a private key of the 

decryption device 50 received from the key generator 10 

into the private key storage unit 51. 

(f53-2) Function to write a public key for 

encryption/public information for generating a re-

encryption key of the decryption device 50 received from 

the key generator 10 and a public key for encryption of the 

re-encryption key generator 30 into the temporary data 

storage unit 52. 

(f53-3) Function to send out re-encrypted data 

received from the re-encryption device 40 to the decryption 

processing unit 54. 

The decryption processing unit 54 has, for example, 
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each of the following functions (f54-l) to (f54 —3) : 

(f54-l) Function to obtain plaintext data by, when re-

encrypted data is received from the re-encryption device 40, 

performing decryption processing on the re-encrypted data 

based on the private key of the decryption device 50 read 

from the private key storage unit 51 (second private key of 

the second user device). 

(f54-2) Function to write the obtained plaintext data 

into the temporary data storage unit 52. 

The control unit 56 has a function to control each of 

the units 51 to 54 such that each unit operates as shown in 

FIG. 17. 

Next, the operation of the re-encryption system 

configured as described above will be described using the 

sequence diagrams of FIGS. 13 to 17. 

The following operation takes a case in which 

processing is performed in a procedure of (1) key setup 

processing, (2) encryption processing, (3) re-encryption 

key generation processing, (4) re-encryption processing, 

and (5) decryption processing as an example. However, in 

the following operation, processing is not necessarily 

performed following the above procedure. For example, 

processing of re-encryption key generation may be performed 

before the encryption processing. Also, ciphertext data 

may be decrypted without the re-encryption processing being 

performed. 

(1) The key setup processing is performed by the key 
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generator 10 as shown in FIG. 13 and each of steps STl to 

ST12 below. 

First, the public parameter generation unit 13 of the 

key generator 10 generates a public parameter 

(p, A,G,GT,g,gi,g2,g3,g4,u,v, Sig ( G , S , V )) or acquires the 

public parameter from outside (STl). 

More specifically, the public parameter generation 

unit 13 generates bilinear map groups (G,GT) satisfying the 

order p>2A, elements g, g±, g2, g3, g4, u, v of G, and a one-time 

signature algorithm Sig ( G,S , V) satisfying strong 

unforgeability based on a security parameter A stored in 

the key parameter storage unit 11 in advance. 

Zp* is a set (=(Z/pZ)*) of integers mutually prime to 

Zp and p and may also be called a multiplicative group Zp* 

for the prime number p. Zp is a set (=(Z/pZ) of integers 

equal to 0 or greater and less than p. The "element" is a 

term having a mathematical meaning, is also called a 

constituent, and refers to, in a set constituted of a 

plurality of "things", individual things constituting the 

set. 

More specifically, the public parameter generation 

unit 13 selects bilinear map groups (G,GT) satisfying the 

order p>2Abased on the security parameter A stored in the 

key generation parameter storage unit 11 in advance. In 

this case, p is an integer, p may be a prime number or a 

composite number. The public parameter generation unit 13 

randomly selects elements g, gi, g2, u, v of G from G. The 
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public parameter generation unit 13 randomly selects E, from 

Zp* and calculates g3=g^and g4=gi^. Zp* is a set (=(Z/pZ) *) 

of integers mutually prime to Zp and p and may also be 

called a multiplicative group Zp* for p. Zp is a set 

(=(Z/pZ) of integers equal to 0 or greater and less than p. 

g3 is a value based on a random number E, and a system fixed 

value g. g4 is a value based on the random number E, and a 

system fixed value gi. 

G in the one-time signature algorithm Sig(G,S,V) 

(hereinafter, Sig(G,S,V) is also called Sig) means a 
A 

function to generate a one-time key pair (ssk, svk), S 

means a function to generate a signature a for a message M, 
A. 

and V means a function to validate the signature o. 
For more information about the one-time signature, see 

A. Menezes, P. van Oorschot, S. Vanstone, "Handbook of 

Applied Cryptography", CRC Press, (1996) pp.462-471, (1996). 

The bilinear map (denoted by e) is a map yielding 

e:GxG-»GT and satisfies the following three properties: 

1. e(ga,hb)=e(g,h) ab holds for any (g,h)eGxG and 

a,beZ, where Z is a set of integers. 

2. e(g,h) is computable for any (g,h)eGxG. 

3. e(g,h)=£lGT always holds if g,h^lG, where 1G is the 

unit element of G and 1GT is the unit element of GT. 

The bilinear map group (denoted by G, GT) is a group 

of the prime number order p for which a bilinear map 

e:GxG-»GT exists. The above definition also means that if 

gi=ga and g2=gp for elements g, glr g2 of G, the following 
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equation holds (a and {3 are the exponents relating to 

elements g, gi, g2 of G) . 

e(gig2,g)=e(g,gig2)=e(g;g°-gp) =e (g, ga+p) =e (g, g) a+p=e (g, g) a- e (g 

(g) P 

Incidentally, a plurality of elements g, gi, g2 of G 

is a plurality of preset system fixed values. The 

plurality of system fixed values is not limited to three 

elements of the bilinear map group G and a plurality of 

elements such as two or four or more elements of G can also 

be used when appropriate. The term of "system fixed value" 

may be changed to a "fixed value", an "element", or a 

"system parameter". The plurality of system fixed values 

are a plurality of elements of a bilinear map group as a 

group of prime number orders for which a bilinear map 

exists. 

In this specification, the notation assuming that both 

G and GT are multiplicative groups is adopted, but the 

embodiments are not limited to such a notation and each of 

G, GT can be represented by a notation assuming that each 

is an additive group. That is, for example, G may be 

represented as an additive group and GT as a multiplicative 

group. As the bilinear map, a map that yields e:GixG2-+GT 

for bilinear map groups Gi, G2, GT (Gi and G2 are different 

groups) may also be used. In this case, each element of G 

in each piece of processing described later may be 

rewritten to an element of Gi or an element of G2 when 

appropriate. The above also apply to other embodiments. 
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Subsequently, the public parameter generation unit 13 

writes the generated public parameter par into the 

temporary data storage unit 12. The key generator 10 

publishes the public parameters 

p,A,G,GT,g,gi,g2,g3,g4,u,v,Sig) in the temporary data 

storage unit 12 (ST2). If a public parameter is published 

before step STl is executed, step STl and step ST2 may be 

skipped by writing the public parameter into the temporary 

data storage unit 12. 

If the identification information of the re-encryption 

key generator 3 0 is i, the key generation unit 14 generates 

a private key xi; yi, zieZp* of the re-encryption key 

generator 3 0 and generates a public key for encryption of 

the re-encryption key generator 3 0 using the private key 

ski= (Xi,yi, Zi) (ST7 ) . 

If a twenty-seventh modification described later is 

not made, data Yi may be omitted. That is, the public key 

pki only needs to include data Xi, Yu, Zi, Zu. 

Also, the key generation unit 14 generates public 

generating a re-encryption key of the re-encryption key 

generator 30 using the private key ski= (Xi,yif Zi) (ST7 1 ) . 

information for 
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Here, 

X - qXi Y = eyi 
71 3 i 6 3 ' 2 i 62 

Subsequently, the key generation unit 14 writes the 

generated public key for encryption, public information for 

generating a re-encryption key, and private key into the 

temporary data storage unit 12. The communication unit 15 

transmits the private key ski in the temporary data storage 

unit 12 to the re-encryption key generator 30 under the 

control of the control unit 16 (ST8). The key generator 10 

publishes the public key for encryption pki of the re-

encryption key generator 3 0 in the temporary data storage 

unit 12 (ST9). 

Similarly, if the identification information of the 

decryption device 50 is j, the key generation unit 14 

generates a private key skj= (xj, yj, Zj) of the decryption 

device 50 and generates a public key for encryption of the 

decryption device 50 using the private key skj (ST10). 

pkj = (Xj,rJ,Ty,z„zl,) 
Here, 

Xj =g*iJj =gyi,Yv =g\Zv =g? 
Similarly as described above, if the twenty-seventh 

modification described later is not made, data Yj may be 

omitted. That is, the public key pkj only needs to include 

data Xj, Yij, Zj, Zij. 
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Also, the key generation unit 14 generates public 

information for generating a re-encryption key of the 

decryption device 50 using the private key skj (ST101). 

Subsequently, the key generation unit 14 writes the 

generated public key for encryption, public information for 

generating a re-encryption key, and private key into the 

temporary data storage unit 12. The communication unit 15 

transmits the private key skj in the temporary data storage 

unit 12 to the decryption device 50 under the control of 

the control unit 16 (STll). The key generator 10 publishes 

the public information for generating a re-encryption key 

pij of the decryption device 50 in the temporary data 

storage unit 12 (ST12). If desired, regarding the private 

key skh, the public key for encryption pkh, and the public 

information for generating a re-encryption key pih, the 

public key for encryption pkh of the encryption device 20, 

the private key skh may be transmitted to the encryption 

device 20 to publish the public key for encryption pkh and 

the public information for generating a re-encryption key 

pih in accordance with purposes by performing processing 

similar to each of steps ST10 to ST12. 

With the above processing, the key setup processing is 

completed. Hereinafter, each of the devices 20, 30, 40, 50 
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can acquire and use the public parameter or public key-

published in steps ST2, ST6, ST9, ST12 when appropriate. 

(2) The encryption processing is performed by the 

encryption device 20 as shown in FIG. 14 and each of steps 

ST21 to ST24 below. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates a key pair (ssk,svk)=G(X) 

of a signature key ssk and a verification key svk in a one­

time signature using the security parameter A and a key 

pair generation function G in the public parameter par 

(ST21) and sets the verification key svk to encrypted data 

Ci (Ci=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to the 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x/ C2y, C2Z, C2Zi, C3, C4 below from a message meGT as 

plaintext data using the random number r and the public key 

for encryption pki of the re-encryption key generator 3 0 

(ST22). 

After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a as 

shown in the following formula for the encrypted data C3, 
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A 

C4 based on the signature generation function S in the 

public parameter and the signature key ssk generated in 

step ST21 (ST23). 

a = S (ssk, (C3, C4) ) 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci, C2X,C2Y, C2Z, C2Z1, C3, C4, o) 

including all the above encrypted data Ci to C4 and the 

one-time signature a and writes the obtained ciphertext 

data into the temporary data storage unit 21. If the 

verification is omitted, the ciphertext data 

Ci=(Ci,C2x,C2Y,C2z,C2zi,C3,C4,o) may be set as 

Ci=(C2x,C2Y,C2z,C2zi,C3) by omitting verification data 

(CI,C4,G) that is not used for decryption. In this case, 

processing to generate the verification data (Ci,C4,a) is 

also omitted. 

In any case, the communication unit 22 transmits the 

ciphertext data Ci in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25 (ST24). 

With the above processing, the encryption processing 

is completed. 

In the present embodiment, as described above (also, 

as will be described later), verification may be omitted or 

generation of verification data may be omitted and this 

also applies to an embodiment and modifications described 

later. 

(3) The re-encryption key generation processing is 
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10 

15 

performed by the re-encryption key generator 3 0 as shown in 

FIG. 15 and each of steps ST31 to ST33 below. 

That is, the communication unit 33 of the re-

encryption key generator 3 0 acquires and writes the public 

information for generating a re-encryption key pij of the 

decryption device 50 published by the key generation unit 

10 into the temporary data storage unit 32 under the 

control of the control unit 35 (ST31). In step ST5 

described above, the communication unit 33 has received the 

private key ski of the re-encryption key generator 3 0 from 

the key generator 10 and written the private key into the 

private key storage unit 31, 

The random number generation unit 3 6 generates and 

sends out a random number Y£ZP* to the re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 

based on the random number y, the private key ski of the 

re-encryption key generator 3 0 in the private key storage 

unit 31, and the public information for generating a re-

encryption key pij of the decryption device 50 in the 

temporary data storage unit 32 (ST32). 



240 -

l &j+r 

R9I =(Xij-gr)x' =g x' , 
j_ fyj+r 

*92=(Y2J.g')y> =g " , 

J_ &j + Pyj+r 

=(x„-r2J-g'r' =g '• 
In the above formula, gi is rewritten and denoted by 

ga, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g?, and g4 is rewritten and denoted by g0^. 

5 Thereafter, the re-encryption key generation unit 34 

writes the generated re-encryption key Rij into the 

temporary data storage unit 32. The communication unit 33 

transmits the re-encryption key Rij in the temporary data 

storage unit 32 to the re-encryption device 40 under the 

10 control of a control unit 35 (ST33). 

With the above processing, the re-encryption key 

generation processing is completed. 

(4) The re-encryption processing is performed by the 

re-encryption device 40 as shown in FIG. 16 and each of 

15 steps ST41 to ST43 below. 

The communication unit 43 of the re-encryption device 

40 writes the ciphertext data Ci transmitted in step ST24 

and the re-encryption key Rij transmitted in step ST33 into 
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the temporary data storage unit 42. 

The re-encryption processing unit 44 verifies the 

ciphertext data Ci in the temporary data storage unit 42 

using the public parameter and the following verification 

5 formula (ST41). 

e{C2X,uc" -v) = e(XifC4), 
e(C2y,uci -v) = e(Yu,C4), 

e(C2Z, uCl • v) = e(Zi, C4), 

e(C2zi, uCl - v) = e(Zu, C4), 

V(Cua, (C3,C4)) = 1. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

10 If the verification is successful, the re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

15 shown in the following formulas, re-encrypted data C2X' , 

C2x'' i C2Y', C2Y' ' , C2z' , C2z'' , C2zi', C2zi' ' , Csx, CSY, Csz 

using these random numbers s,t,k, the ciphertext data Ci in 

the temporary data storage unit 42, and the re-encryption 

key Rij in the temporary data storage unit 42 (ST42). 
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C$X = ^yl7, C5Y = Rij2J, C5Z = RijZ11 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

C j = (Ci, C2x' / C2X' ' , C2y',C2Y", C2Z',C2Z", C2Zi' , C2zi' ' , C5x, 

Csy, Csz, C3, C4, a) by replacing the encrypted data C2X, C2Y, C2Z, 

C2Zi in the ciphertext data Ci by all the above encrypted 

data/re-encrypted data C2X' to CsZ and writes the obtained 

re-encrypted data Cj into the temporary data storage unit 

42. If the verification is omitted, the re-encrypted data 

Cj=(Ci,C2x',C2x", C2y',C2Y", C2Z',C2Z", C2Zi' ,C2ZX" ,C5X, 

CSY/Csz, C3, C4, a) may be set as Cj= (C2X' ' < C2Y' ' , C2Z' ' , C2Zi' ' , Csx, 

Csy, C5Z, C3) by omitting verification data 

(Ci, C2X' , C2Y' , C2Z' , C2zi' , C4, o) that is not used for decryption. 

In this case, processing to generate the verification data 

(C2X',C2Y',C2Z',C2Zi') is also omitted. 

In any case, the communication unit 43 transmits the 

re-encrypted data Cj in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

control unit 46 (ST43). 

With the above processing, the re-encryption 

processing is completed. 

(5) The decryption processing is performed by the 

decryption device 50 as shown in FIG. 17 and each of steps 

ST51 and ST52 below. 
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That is, the communication unit 53 of the decryption 

device 50 receives the re-encrypted data Cj transmitted in 

step ST43 and writes the re-encrypted data Cj into the 

temporary data storage unit 52. 

The decryption processing unit 54 verifies the re-

encrypted data Cj in the temporary data storage unit 52 

using the public parameter, the public key for encryption 

pkj of the local device 50, and the following verification 

formulas (ST51). 

e(C'lx,uc> • v) = e (C '2X , C 4) 
e(C';Y,uCt • v) = e(C'2r,CA) 
e(C!;z,uc< • v) = e(C 2Z , C 4) 

& ( C 2 Z 1 ' " ' •v) I = e(Ci21,C4) 
6 (C 5Z > C 2Z ) = e (C 5 X > C 2X ) ' e if j > 

e(Csz,C'2zl) = e(C sr,C'2Y)-e(X j,g4) 
V(C,,cr , ( C 3, C 4)) - 1 

The verification is successful if the seven 

verification formulas shown above all hold and fails if any 

one of the seven formulas does not hold. 

If the verification is successful, the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device to obtain the message m (ST52). 
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m - C:< /efe.Cfa) 
efe.CJtV Ufty.CS,) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. In 

the following calculation, gx is rewritten and denoted by 

ga, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g^, and g4 is rewritten and denoted by ga?. 

[<C„,CU,) 
e(^5X' QjT) J \ e(C5Y j C2Y) j 

/ 

e(g ** ,£**)• 
&j+r 

X;S x.rs\ e(g >g ) 

i 
\— / 

yj 

-^•e(g2gvgy 

/ 

frj+flyj+r 
ztk ,g^rl) 

fiy,+r 

e(g * .g"*) 

m 

Incidentally, the decryption processing unit 54 may 

perform the decryption processing in step ST52 by omitting 

the verification processing in step ST51. Also, when no 

verification data is contained in the re-encrypted data Cj, 

the decryption processing unit 54 performs the decryption 

processing in step ST52 by omitting the verification 

processing in step ST51. The above m may be a key, instead 
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of a message itself. For example, a shared key in shared 

key cryptography may be set as m=key to replace m with key. 

In this case, ciphertext obtained by encrypting a message 

using the shared key may be added to the ciphertext data or 

re-encrypted data. The above also apply to the embodiment 

and modifications described later. 

In the present embodiment, the order of processing may 

be changed when appropriate. For example, the order of the 

decryption processing and the ciphertext verification 

processing may be changed. Similarly, because a parameter 

(more specifically, a random number) for performing 

encryption processing is not needed in the re-encryption 

key generation processing, the order of the re-encryption 

key generation processing may be changed to before the 

encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the random number y, even if a 

server and a user collude with each other, the decryption 

right can be prevented from being re-transferred without 

permission of the transfer source. Accordingly, there is 

no need to demand extreme reliability from the server and a 

file sharing system the user can safely use can be provided. 

To complement the above description, there has been a 

problem that, if the server operator, the user B, and the 

user E collude, a third party can calculate a normal re-

encryption key (rkA-*E) to re-encrypt ciphertext for the 
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user A into ciphertext for the user E by using a re-

encryption key (rkA->B) to re-encrypt the ciphertext for the 

user A into ciphertext for the user B, a private key (skB) 

of the user B, and a private key (skE) of the user E 

without permission of the user A as the transfer source. 

According to the present embodiment, however, due to 

the configuration of generating the re-encryption key Rij 

based on the random number y, even if the server operator, 

the user B, and the user E collude, the decryption right 

can be prevented from being re-transferred without 

permission of the transfer source. 

Also, due to the configuration of generating a re-

encryption key using public information for generating a 

re-encryption key of the original transfer destination, no 

re-encryption key can be generated without the public 

information for generating a re-encryption key being 

provided by the transfer destination. Therefore, a re-

encryption key can be generated with the permission of the 

original transfer destination. 

[Twenty-sixth modification] 

In the thirteenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited. However, the thirteenth embodiment may be changed 

to a form in which the ciphertext data is decrypted without 
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being re-encrypted. In this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

in the present modification is the same as the key setup 

processing in the thirteenth embodiment. Hereinafter, the 

encryption processing and the decryption processing in the 

present modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the thirteenth embodiment is only in the last step. To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. In this 

case, the communication unit 22 of the encryption device 2 0 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 in the same manner 

as in step ST41. If the verification is successful, the 

decryption device 50 decrypts the ciphertext data Ci as 

shown in the following formula using the private key ski to 

obtain the message m. 
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m = 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

[Twenty-seventh modification] 

In addition to the twenty-sixth modification, as will 

be described below, the thirteenth embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. Also in this case, only the 

key setup processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the thirteenth embodiment respectively. 
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Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates (ssk, svk) in the same 

manner as in step ST21 (ST211) and sets the verification 

key svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 

generates and sends out five random numbers r,s,t,k,YGZP* 

to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

dataCzx', C2X", C2Y', C2y' ' , C2Z', C2Z", C2Z1', C2Z1", C5X, 

CSY, C5Z, C3, C4 below from a message meGT as plaintext data 

using the random numbers r,s,t,k,Y and the public key for 

encryption pkj of the decryption device 50 (ST221). 

Q =<&&>£/ • ̂  Q=(ifk-vj, 

Qx=(& -f)\C5Y=(g2-^)',Qz =(g4•& •/)* 
After step ST22' is completed, the ciphertext 

generation unit 24 generates a one-time signature a in the 

same manner as in step ST23. 

Thereafter, the ciphertext generation unit 24 
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generates ciphertext data Cj= (Ci,C2x' /C2x' ' / C2Y'/C2Y''/ 

C2Z' ,C2Z' ' , C2Zi' ,C2zi' ' ,C5X, C5Y,C5Z,C3/C4,a) including all the 

above encrypted data Ci to C4 and the one-time signature a 

and writes the obtained ciphertext data into the temporary 

data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25. 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 2 0 in the same manner 

as in step ST51. If the verification is successful, the 

decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj to 

obtain the message m. 

f {\e\^X^2x)J \<C^G2Y)J j 
That the decryption result of the above formula 

produces m can be checked by the following calculation. In 

the following calculation, g: is rewritten and denoted by 

ga, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g?, and g4 is rewritten and denoted by ga[-. 
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= m-e(#2.?4>g)// =m 
Aeig,g)»-ete,gy*) 

[Twenty-eighth modification] 

In the thirteenth embodiment, an example in which the 

public parameter includes five elements g, gi# g2, g3, g4 of 

5 system fixed values has been described, but the embodiment 

is not limited to such an example and the elements g2, g3, 

g4 may not be generated and included in the public 

parameter. In this case, g2, g3, and g4 may be replaced by 

g in the thirteenth embodiment by setting g2=g, g3=g, and 

10 54=g. This also applies to the embodiments and 

modifications described later. 

[Twenty-ninth modification] 

In the thirteenth embodiment, an example in which the 
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public parameter includes five elements g, gi, g2, g3, g4 of 

system fixed values has been described, but the embodiment 

is not limited to such an example and six or more elements 

of system fixed values may be included. If, for example, 

six elements g, gi, g2, g3, g4, gs are included in the 

public parameter, g2 may be replaced by g2gs in the 

thirteenth embodiment by setting g2=g2gs-

Also if, for example, seven elements g, g1( g2, g3, g4, 

g5, g6 are included in the public parameter, gi may be 

replaced by gigs, g2 may be replaced by g2g6, and g4 may be 

replaced by g4g5 in the thirteenth embodiment by setting 

gi=gig5, <32=<32<36, and g4=g4gs- This also applies to the 

embodiment and modifications described later. 

(Fourteenth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key at certain intervals will be described. 

A time parameter L is used as a parameter representing a 

period. The time parameter is used in, of key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing, the encryption processing, the re-

encryption key generation processing, and the re-encryption 

processing. The time parameter is used such that if, for 

example, encryption processing is performed in a certain 

period ti, the encryption processing described later is 

performed by setting L=ti and if encryption processing is 

performed in the next period t2, the encryption processing 
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described later is performed by setting L=t2. Hereinafter, 

key setup processing, encryption processing, re-encryption 

key generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned 

thirteenth embodiment may or may not be described by using 

the same reference signs. 

(1) Key setup processing 

The public parameter is the same as that in the 

thirteenth embodiment. If the identification information 

of a re-encryption key generator 30 is i, a key generation 

unit 14 generates a private key xi, yi, Zi, wieZp* of the 

re-encryption key generator 3 0 and generates a public key 

for encryption of the re-encryption key generator 3 0 using 

the private key ski= (xi,yi, zi( wi) (ST7). 

pk,=(X„Y„Yll,Zl,Zu,W) 

X, \ =«" A 
Also, the key generation unit 14 generates public 

information for generating a re-encryption key of the re-

encryption key generator 3 0 using the private key ski 

(ST7 ' ) . 
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Similarly, if the identification information of a 

decryption device 50 is j, the key generation unit 14 

generates a private key skj= (xj ,yj, Zj, Wj) of the decryption 

device 50 and generates a public key for encryption of the 

decryption device 50 using the private key skj (ST10). 

{>k -(.v.z,.»;) 
xs =g\ri =/',YV =gf>,z, =g\zll =g',y=gw> 

Also, the key generation unit 14 generates public 

information for generating a re-encryption key of the 

decryption device 50 using the private key skj (ST10'). 

(2) Encryption processing 

Like in the thirteenth embodiment, an encryption 

parameter generation unit 23 of an encryption device 20 

generates (ssk, svk) (ST21') and sets the verification key 

svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp* to a 
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ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, C2y, C2z, C2zi, C2F, C3, C4 below from a message meGT 

as plaintext data using the random number r, the public key 

for encryption pki of the re-encryption key generator 30, 

and the time parameter L (ST22). 

n —VC -Y C -7r C —7r 
2X ~ > ̂ 2Y ~~ hi > 2Z ~ 9 ^2Z1 ~~ ̂1/? 

C2f =Fi(LJ,C3 =e{glg„g)r-mA 
The function Fi (L) is defined as shown below. 

Fi(L) = gL • Wi = gL+w< (£ e Z) 
After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4 based on the signature generation 
/v 

function S in the public parameter and the signature key 

ssk generated in step ST21 (ST23). 

(J=S (ssk, (L, C3, C4) ) 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (L, Ci, C2X, C2y, C2Z, C2Zi, C2F, C3, 

C4,a) including the time parameter L, all the above 

encrypted data Ci to C4, and the one-time signature a and 

writes the obtained ciphertext data into a temporary data 

storage unit 21. 
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(3) Re-encryption key generation processing 

A random number generation unit 3 6 generates and sends 

out three random numbers y, 5X, 5yeZp* to a re-encryption 

key generation unit 34. 

5 The re-encryption key generation unit 34 generates a 

re-encryption key RijL as shown in the following formulas 

using the random numbers y, 5X, 5y, the private key ski of 

the re-encryption key generator 3 0 in a private key storage 

unit 31, the public information for generating a re-

10 encryption key pij of the decryption device 50 in a 

temporary data storage unit 32, and the time parameter L 

(ST32). 

RijL = (RijLhRijL2,RijLhRijIA,RijL5) 

15 

In the above formula, gi is rewritten and denoted by 



- 257 -

ga, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g^, and g4 is rewritten and denoted by g0^. 

(4) Re-encryption processing 

A re-encryption processing unit 44 verifies the 

ciphertext data Ci in a temporary data storage unit 42 

using the public parameter, the time parameter L, and the 

following verification formula (ST41). 

e(C2x,uCl • v) = e(Xi, C4), 
e(C2Y,uci •v) = e(Vli,C4), 

e(C2Z,uCx • v) = e(Zi,C4), 

e(C2zi,uCl -v) = e(Zu,C4), 
e(C2F,uCi -v) = e(Fi(L),C4), 

V(C1,a,(L,C3,C4)) = l. 
The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful, a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp* to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2x', 

C2x' ' , C2Y' / C2Y' ' , C2z' , C2z' ' , C2zi' , C2zi' ' / C2p' , C2F' ' , Csx, 

Csy, Csz, CsFx, espy using these random numbers s,t,k,h, the 
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ciphertext data Ci in the temporary data storage unit 42, 

the re-encryption key RijL in the temporary data storage 

unit 42, and the time parameter L (ST42). 

pi _ v s Pr/ _ P s y rs pi _ v t P,r _ P t _ V rt 
^2X ~ Ai > v2X ~ ^21 ~ M ) 02y ~ > ^2Y ~ ^2Y ~~ *li > 

pi __ 7 k pll _ p k _ 7 rk pf _ 7 & pH _ p k _ 7 rk 
^2Z ~ "i ' b2Z ~ ^2Z ~ A' ; v2zi - Zj\i , KJ^ZX ~ ^221 ~ "li > 

C2P - Fi(i)fc CSp = C2/ = Fi(Lf, 
Chx = Rim', CSY - RULI1, C$z = RijL3%, 

CW = RijLil,C$FY = RijLS1 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj=(Ci,C2x',C2x" , C2Y',C2Y", C2Z',C2Z", C2Z1',C2Z1", 

C2F' ,C2F' ' /Csx, Csy, Csz,, C5FX, C5FY/C3, C4, o) by replacing the 

encrypted data C2X, C2Y, C2Z, C2zi, C2F in the ciphertext data 

Ci by all the above encrypted data/re-encrypted data C2X' to 

C5FY and writes the obtained ciphertext data into the 

temporary data storage unit 42. 

(5) Decryption processing 

A decryption processing unit 54 verifies the re-

encrypted data Cj in a temporary data storage unit 52 using 

the public parameter, the public key for encryption pkj of 

the local device 50, and the following verification 

formulas (ST51). 
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e(C';x,u"-v) = e(C'2X>C4) 
e(C"2r,uCl •v) = e(C2r,C4) 
e(C"2z,uc^v) = e(C'2Z,C4) 
e(C"2Zl,uc1 • v) = e(C2ZI,Ct) 
e(C"2F>uc< •v) = e(C'2F,C4) 
e(Csz,C2Z) • e(C5FX ,C2F) = s(Csx,C2X) • e(Yj,g2) 
e{Csz>C2Zi) • e(CiFY,C2F) = e(C5y,C2r) • e(Xj, gA) 

V(C1,a,(Ci,Ct)) = 1 

The verification is successful if the eight 

verification formulas shown above all hold and fails if any 

one of the eight formulas does not hold. 

If the verification is successful, the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj of 

the local device to obtain the message m (ST52). 

11rs.\\'L ~ ~ ± 
m = Ci 'e(C^CIz)-e(C5FX,C^ MOufa) •e(<W,Cfr)W 

<cu,csx) J A 
That the decryption result of the above formula 

produces m can be checked by the following calculation. In 

the following calculation, g2 is rewritten and denoted by 

g01, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g^, and g4 is rewritten and denoted by g0^. 
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=m-e{g2g0g)r/ 
/(e{g,gf-e(g,gf) 

In the present embodiment, the order of processing may 

be changed when appropriate. For example, the order of the 

decryption processing and the ciphertext verification 

5 processing may be changed. Similarly, the order of the re-

encryption key generation processing may be changed to 

before the encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

10 encryption key RijL based on the random numbers Y/5X»5Y and 

the time parameter L, in addition to the effects of the 

thirteenth embodiment, whether to transfer the decryption 

right can be decided in each period so that finer access 

control can be exercised. Accordingly, even if the 

15 decryption right of ciphertext for the user A is once 

transferred to the user B in a certain period, it is 
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possible not to grant the decryption right of the 

ciphertext for the user A to the user B, that is, the 

decryption right of the user B (to the ciphertext for the 

user A) can be invalidated in the next period and therefore, 

a file sharing system whose convenience is further improved 

can be provided. 

[Thirtieth modification] 

In the fourteenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 5 0 is 

cited, but the eleventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re-

encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

fourteenth embodiment. Hereinafter, the encryption 

processing and the decryption processing in the present 

modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the fourteenth embodiment is only in the last step. To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. In this 
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case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 (ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 2 0 in the same manner 

as in step ST41. If the verification is successful, the 

decryption device 50 decrypts the ciphertext data Ci as 

shown in the following formula using the private key ski to 

obtain the message m. 

m 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 
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m -e(g2g4,g) 
_I 

e(^2?4'^2Ar) 

m -e(g2gi,g) 

e(g2g4,gx'r)x' 

- m •e(g2g4,g) 
e(g2g4,gY = m 

[Thirty-first modification] 

In addition to the thirtieth modification, as will be 

described below, the fourteenth embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. Also in this case, only the 

key setup processing, encryption processing, and decryption 

processing need to be performed. The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the fourteenth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates (ssk, svk) in the same 
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manner as in step ST21 (ST21') and sets the verification 

key svk to the encrypted data Ci (Ci=svk) . 

The encryption parameter generation unit 23 also 

generates and sends out eight random numbers 

r, s, t, k, h, Y/5X, 5yeZp* to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X', C2X", C2y' , C2y" , C2Z', C2Z" , C2zl' , C2Zi" , C2F', 

C2F'' , Csx, C5Y, C5Z, C5FX, C5Fy, c3, C4 below from a message 

meGT as plaintext data using the random numbers 

r, s, t, k, h, y, 5X, 5y, the public key pkj of the decryption 

device 50, and the time parameter L (ST221). 

nf ys s~i tf yrs pit yt s~i ff y r/ 
L2I ~ 1 j 9 U2X ~ 1 j ' U27 ~ A ; J ^27 ~ A j ? 

/~i t y k si tf y rk t y i y ri 
U2Z ~~ 1 j >U2Z ~~ 1 j > 2 Z1 ~~ j 9 2ZI ~ j ' 

c'2F=FJ(L)h,cK2P = Fj(L)'i, 
C3=c(g2g4.^)r-«,C4 =(«-*•V)', 

I °^+r+(L+Wj)sy 

C5X={grgr-Fj(L)S'y=g s 

1 fi+y+(L + Wj)Sx 

c5r = (g2-gr-Fj(L)s'y=g ' , 
1 ag+fi+y 

C5Z ={g,-g2-gr)k =g k » 
fy_ 

C5Fx = Yj h 9 C5FY = X J h 
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After step ST22' is completed, the ciphertext 

generation unit 24 generates a one-time signature a in the 

same manner as in step ST23. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Cj= (L, C2X', C2X'' , C2Y',C2Y'', 

C2Z',C2Z", C2zi',C2zi", C2F',C2F" ,C5X, 

CSY, C5Z, C5FX, C5FY, C3, C4, o) including the time parameter L, all 

the above encrypted data Ci to C4, and the one-time 

signature a and writes the obtained ciphertext data into 

the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25. 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 20 in the same manner 

as in step ST51. If the verification is successful, the 

decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj to 

obtain the message m. 

/ [plHrr, .elder,,, H'J-W ~ ' 
m = C$ (e(C$z, Cjz) • ejCwx, (e(^z, C'jzi)' e(^5FY, C![F) \ *3 

\ c(Ckx,C£f) J \ e(C5Y,qy) J 

That the decryption result of the above formula 

produces m can be checked by the following calculation. In 

the following calculation, g2 is rewritten and denoted by 

ga, g2 is rewritten and denoted by gp, g3 is rewritten and 

denoted by g?, and g4 is rewritten and denoted by g°^. 
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e(C5Z,C2Z) • e(C5FX, C1F) yi 
KQx'C'x) j 

e(C5Z,C2zl)-e(CsFY,C2F) 
e(C5Y,C2Y) 

ag+fi+y yfiy 
k Jirk\.a(n h JL+wjW>\ <g k ,gyn-e(gh>r n 
e(g ' ,g"'") 

*A af+ft+y 
e(g » ,g'")-*(g ' , 

P+y+{L+Wj)Sx 

e(g ' 

f e{g(a*+p+r)ryj, g) • e(gyjSy{L+Wj )r >g) 
<g W+riy/HL+VjWyyjr 

™-<g2g<,g)r/ 

>g) 

P. n(n n\C^\~m 

yj <g (at+P+y)Xjr g)-<g tjSx(L+Wj)r 

>g) 
<g ,(/?+^/-Ki+wy)<5r*y; *g) 

(e(g>gr-<g>g)) 

10 

15 

According to at least one of the thirteenth and 

fourteenth embodiments described above, due to the 

configuration of generating a re-encryption key based on a 

random number, even if a server and a user collude with 

each other, the decryption right can be prevented from 

being re-transferred without permission of the transfer 

source. 

Also, due to the configuration of generating a re-

encryption key using public information for generating a 

re-encryption key of the original transfer destination, no 

re-encryption key can be generated without the public 

information for generating a re-encryption key being 

provided by the transfer destination. Therefore, a re-

encryption key can be generated with the permission of the 
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original transfer destination. 

The method described in the embodiment can also be 

stored in a storage medium such as a magnetic disk 

(floppyTM disk, hard disk, or the like), an optical disk 

(CD-ROM, DVD, or the like), a magneto-optical disk (MO), or 

a semiconductor memory as a program which can be executed 

by a computer and distributed. 

As the storage medium, any configuration which is a 

computer-readable storage medium in which a program can be 

stored may be used regardless of a storage format. 

An OS (operating system) which operates on a computer 

on the basis of an instruction of a program installed from 

the storage medium in the computer, database management 

software, and MW (middleware) such as network software may 

execute a part of the processes to realize the embodiment. 

Furthermore, the storage medium according to the 

present invention includes not only a medium independent of 

a computer but also a storage medium in which a program 

transmitted through a LAN, the Internet, or the like is 

downloaded and stored or temporarily stored. 

The number of storage media is not limited to one. A 

case in which the process in the embodiment is executed 

from a plurality of media is included in the storage medium 

according to the present invention. Any medium 

configuration may be used. 

A computer according to the present invention is to 

execute the processes in the embodiments on the basis of 
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the program stored in a storage medium. The computer may-

have any configuration such as one apparatus constituted by 

a personal computer or a system in which a plurality of 

apparatuses are connected by a network. 

A computer in each embodiment includes not only a 

personal computer but also an arithmetic processing 

apparatus, a microcomputer, or the like included in an 

information processing apparatus. The computer is a 

generic name of an apparatus and a device which can realize 

the functions of the present invention by a program. 

While certain embodiments have been described, these 

embodiments have been presented by way of example only, and 

are not intended to limit the scope of the inventions. 

Indeed, the novel embodiments described herein may be 

embodied in a variety of other forms; furthermore, various 

omissions, substitutions and changes in the form of the 

embodiments described herein may be made without departing 

from the spirit of the inventions. The accompanying claims 

and their equivalents are intended to cover such forms or 

modifications as would fall within the scope and spirit of 

the inventions. 
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CLAIMS 

1. A re-encryption key generator (30) that generates 

a re-encryption key to obtain re-encrypted data that can be 

5 decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a first public key of a first user device is re-

encrypted without decryption, the re-encryption key 

generator comprising: 

10 a first storage means (31) that stores a first private 

key corresponding to the first public key; 

a second storage means (32) that stores a second re-

encryption key generation key of the second user device 

that is different from a second public key corresponding to 

15 the second private key; and 

a re-encryption key generation means (34) that 

generates the re-encryption key based on the first private 

key and the second re-encryption key generation key. 

20 2. The re-encryption key generator according to 

claim 1, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

25 private key and the plurality of system fixed values. 

3. The re-encryption key generator according to 

claim 2, wherein 

when the first private key is represented by 

30 ski= (xi, yi, zi) , the second private key is represented by 

skj= (x-j, y-j, Zj) , the plurality of system fixed values are 

represented by g, gi, and g2 (where g, gx, g2eG when 

bilinear map groups as groups of an order p for which a 
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bilinear map e:GxG->GT exists are represented by G, GT) , and 

the first public key is represented by pki, the first 

public key pki contains data Xi, Yu, Zif Zu (where 

[Equation 1] 

, Y ̂ =g:yi ,Zj =gzi, z u =gfi 

), 

when the second public key is represented by pkj, the 

second public key pkj contains data Xj, Yij, Zj, Zij (where 

[Equation 2] 

Xj =gxi , Y ij =gl^ , z j =gzi , Z u =gizJ 

) , 

when a random number related to the second re-

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value gi is represented by g4, the 

value based on the random number n and the system fixed 

value g2 is represented by g5 (where g3=gn, g4=gin, and 

g5=g2n) t and the second re-encryption key generation key is 

represented by rkj, 

rkj=(X3j,Y5j) 

holds (where 

[Equation 3] 

X3j =g3^ . Y 5j =S5^ 

) , 

when the plaintext data is represented by m (where 

meGT) , the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 
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Ci (where the bilinear map e:G*G-»GT is represented by e ( , 

) ) , the ciphertext data Ci contains data C2X, C2y, C2z, C2zi, 

C3 (where 

[Equation 4] 

n v r n v f n 7T H _ 7 r 
5 v2X , 02Y ~ *li j ^2Z — 1 v2ZI — ^li ? 

C3 = e{gig5,g)r -m 
), 

when the random number related to the re-encryption 

key is represented by 9, an exponent related to the system 

10 fixed values g, g2 is represented by (3 (where g2=g'5) , and 

the re-encryption key is represented by Rij, 

Rij= (Rijlr Rij2f Rij3) 

holds (where 

[Equation 5] 

7r(x?-+0) 

^'1 = (*3; V)1M = S * , 
15 

Tr(£y7-+0) 

R.,2 = (Xaj • g/)1'"' = g « , 

it(xj+pyj+B) 

RijZ = (X3y Y5j • gs")1'" = 9 " 
) , 

when the re-encrypted data is represented by Cj (where 

20 three random numbers are represented by s, t, k) , the re-
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encrypted data Cj includes data C2X'' , C2y' ' , C2Z' ' , C2zi'' , 

Csxf CJYt Csz, C3 (where 

[Equation 6] 

Cff s v rs 
2X ^2X — ? 

C// ri t \/ rt 
2Y lz » 5 

C// /7 rfc 2^ — 6i , 

riff rt k r? rk 
^2ZI - ̂2Zl - ̂li , 

III 
Csx = Rij 1s, CSY = Rij21, C^z = Rijzk 

) , and 

10 the plaintext data m, the re-encrypted data Cj, and 

the second private key skj are related by 

4. The re-encryption key generator according to 

15 claim 2, wherein 

when the first private key is represented by 

ski= (xi, yi, zi, wi) , the second private key is represented by 

skj= (Xj, yj, Zj, Wj) , the plurality of system fixed values are 

represented by g, gi, and g2 (where g, gi, g2eG when 

20 bilinear map groups as groups of an order p for which a 
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bilinear map e:GxG-*GT exists are represented by G, GT) , and 

the first public key is represented by pki, the first 

public key pki contains data Xi, Yii, Zir Zxi, Wi (where 

[Equation 7] 

Xi =gXi . Y ii =giyi , Zj =gzi , 

Zli =glZi , Wi =gWi 

) / 

when the second public key is represented by pkj, the 

second public key pkj contains data Xj, Yij, Zj, ZXj, Wj 

(where 

[Equation 8] 

Xj =gXj , Y ij =giyi , Z j =gZJ , 

Zij =gizi , Wj =gwj 

), 

when a random number related to the second re-

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value gi is represented by g4, the 

value based on the random number n and the system fixed 

value g2 is represented by g5 (where g3=gn, g4=giI\ and 

g5=g2n) / and the second re-encryption key generation key is 

represented by rkj, 

rkj= (X3j, Ysj) 

holds (where 

[Equation 9] 

x3j =83Xj ' Y 5j =g5yi 
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) , 

when the plaintext data is represented by m (where 

meGT) , the random number related to the ciphertext data is 

represented by r, a multiplicative group for the order p is 

represented by ZP*, a time parameter showing a period of 

updating the re-encryption key is represented by L, and the 

ciphertext data is represented by Ci (where the bilinear 

map e:GxG->GT is represented by e ( , )), the ciphertext data 

Ci contains C2xr C2y> C2zt C2zi, C2F, C3 (where 

[Equation 10] 

n v" f H V T n rj r rt __ 7 r (J2X — Af , O2Y — *li j ^2Z ~ , O2ZI — "li > 

C2F = Fi(L)r, C3 = e{gAg5,g)r • m 
/ 

Fi(L) = gL -Wi = gL+*» (L € Z*) 
) , 

when three random numbers related to the re-encryption 

key are represented by 9, 5X, 5y, an exponent related to 

the system fixed values g, gi is represented by a, the 

exponent related to the system fixed values g, g2 is 

represented by (3 (where gi=ga and g2=gp) , and the re-

encryption key is represented by RijL, 

RijL= (RijLlf RijL2f RijL3r RijL4j RijL5) 

holds (where 

[Equation 11] 
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RijL 1 = (Xij • S31)1'* • = s H i]\ 
t(fc+0) . .. 

ir(ij-+?Vj-+«) % = (% W)'/zi =« * , 
) , 

when the re-encrypted data is represented by Cj (where 

four random numbers are represented by s,t,k,h), the re-

5 encrypted data Cj contains data C2x' ' , C2Y' ' , C2z' ' , C2Zi' ' , 

C2F' ' ? Csx, Csy, Csz, C5Fx/ C5FYt C3 (where 
[Equation 12] 

C n /~i s v rs 
2X ~~~ ^2X — ^i ? 

C// t "v rt /V/ /nr A; ry rk 
2Y — C2Y =.Yli ,(^2Z~(^2Z — , 

Cff fi k ry rk 
2ZI ~ ^2Zl — ^lz 7 10 

Cgp = C2Fft = Fi(L)rh, 

C$x = RijLi1, C$Y = Ri]L2J, Csz = RijLs1*, 
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CsFX = Rij LA h i CSFY = Rij Lb h 

) , and 
the plaintext data m, the re-encrypted data Cj, and 

the second private key skj are related by 

MWMCxxm* /e(fe,Q.e(C5Fy,g^| 
u 2 Y 

5. A program executed by a processor of a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be 

10 decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a first public key of a first user device is re-

encrypted without decryption and stored in a non-transitory 

computer-readable storage medium (M3), the program 

15 comprising: 

a first program code causing the processor to perform 

processing (33) to write a first private key corresponding 

to the first public key into a first storage means (31) of 

the re-encryption key generator; 

20 a second program code causing the processor to perform 

the processing (33) to write a second re-encryption key 

generation key of the second user device that is different 

from a second public key corresponding to the second 

private key into a second storage means (32) of the re-

25 encryption key generator; and 

a third program code causing the processor to perform 

processing (34) to generate the re-encryption key based on 
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the first private key and the second re-encryption key 

generation key. 

6. The program according to claim 5, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

private key and the plurality of system fixed values. 

7. The program according to claim 6, wherein 

when the first private key is represented by 

ski= (xi, yi, zi) , the second private key is represented by 

skj= (x-j, yj, z-j) , the plurality of system fixed values are 

represented by g, gx, and g2 (where g, gi, g2eG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG->GT exists are represented by G, GT) , and 

the first public key is represented by pki, the first 

public key pki contains data Xi, Yxi, Zi, Zxi (where 

[Equation 13] 

jq =gxi , Y ii =^1*1 , Z i =ep 
), 

when the second public key is represented by pkj, the 

second public key pkj contains data Xj, Yij, Zj, ZXj (where 

[Equation 14] 

Xj =gxi , Yij =^1*3 , Z j =gZj , Zij =g!zj 
) , 

when a random number related to the second re-

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 
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is represented by g3, the value based on the random number 

n and the system fixed value gi is represented by g4, the 

value based on the random number n and the system fixed 

value g2 is represented by g5 (where g3=gn, g4=gin, and 

5 g5=g2n) t and the second re-encryption key generation key is 

represented by rkj, 

rkj=(X3j,Y5j) 

holds (where 

[Equation 15] 

when the plaintext data is represented by m (where 

meGT) , the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 

15 Ci (where the bilinear map e: GxG-»GT is represented by e ( , 

) ) , the ciphertext data Ci contains data C2X, C2Y, C2Z, C2zi, 

C3 (where 

[Equation 16] 

n v T n v ? H 7 v n _ 7 r C'2X — M J ^2Y ""^li 1 ^2Z ~ , U2ZI — , 

when the random number related to the re-encryption 

key is represented by 0, an exponent related to the system 

fixed values g, g2 is represented by (3 (where g2=gp) , and 

25 the re-encryption key is represented by Rij, 

10 

20 

Rij ( Ri j1/Rij2r Rij3) 

holds (where 

[Equation 17] 
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ix(xj+e) 

Riji = (xv • 93')11* = 9 , 

f(/3y7-+0) 

Rnz = (Ysj • m")1"'= 9 " , 

it(xj+Pyj+6) 

% = (Xzj • YSj • gz")1/z- = g '• 

) , 

when the re-encrypted data is represented by Cj (where 

three random numbers are represented by s, t, k) , the re-
encrypted data Cj includes data C2x' ' , C2y' ' , C2Z'' , C2zi' ' , 
C5 xr Csy, Csz, C3 (where 

[Equation 18] 

Cn ry s V rs 
2X ~~ ̂ 2X — Ai ? 

riff /O t y rt (jyy _ 02Y* - ili , 

C!f /Of /c #7 r/c 
2 Z — ̂25? — ? 

riff k *7 rk 
(j2Z 1 _ 02^1 — , 

Csx = Riji1, CSY = Rij2J, Csz = 
) , and 
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the plaintext data m, the re-encrypted data Cj, and 

the second private key skj are related by 

m = C3 
(e(Csz,qn)Yi 

e(Cw,CMj I e(csr,qr: 

5 8. The program according to claim 6, wherein 

when the first private key is represented by 

ski= (xi, yi, Zi, wi) , the second private key is represented by 

skj= (xj, yj, Zj, Wj) , the plurality of system fixed values is 

represented by g, glf and g2 (where g, gx, g2eG when 

10 bilinear map groups as groups of an order p for which a 

bilinear map e: GxG->GT exists are represented by G, GT) , and 

the first public key is represented by pki, the first 

public key pki contains data Xi, Yu, Zif ZXi, Wi (where 

[Equation 19] 

Xi =gxi , Y !i =glyi , Z i =gzi , 

15 zli =81Zi - ^ =gWl 

) , 

when the second public key is represented by pkj, the 

second public key pkj contains data Xj, Yij, Zj, Zij, Wj 

(where 

20 [Equation 20] 

Xj =gXj , Y ij =giyJ , Z j =gzJ , 

Zij =gizi , Wj =gwi 
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) , 

when a random number related to the second re-

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value gi is represented by g4, the 

value based on the random number n and the system fixed 

value g2 is represented by g5 (where g3=gn, g4=giI\ and 

g5=g2n) , and the second re-encryption key generation key is 
represented by rkj, 

rkj= (X3j, Y5j) 

holds (where 

[Equation 21] 

x3j =83Xj . Y 5j =g5yj 

) , 

when the plaintext data is represented by m (where 

meGT) , the random number related to the ciphertext data is 

represented by r, a multiplicative group for the order p is 

represented by ZP*, a time parameter showing a period of 

updating the re-encryption key is represented by L, and the 

ciphertext data is represented by Ci (where the bilinear 

map e: G x G->GT is represented by e ( , )), the ciphertext data 

Ci contains C2x, C2y< C2Z, C2Zi, C2Fr C3 (where 

[Equation 22] 

ri v v ri v r ri *7 T H 7 T 
(J2X — , U2Y — i 1 i , O2Z ~ i v2Zl ~ 1 

C2F = Fi(L)r, Cs = e(g4g5,g)r • m 
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Fi(L) =gL -Wi= gL+v» (L 6 ZJ) 
) , 

when three random numbers related to the re-encryption 

key are represented by 8, 5xr 6y, an exponent related to 

the system fixed values g, gi is represented by a, the 

exponent related to the system fixed values g, g2 is 

represented by (3 (where gi=ga and g2=gp) t and the re-

encryption key is represented by RijL, 

RijL= ( Rij LI r RijL2 r RijL3 r RijL4 / RijL5 ) 

holds (where 

[Equation 23] 

Trfo-ffl) fT v. 

W)'/!i=9 " , 

%S = ' % •93,)1/ii = S "• , 

), 

when the re-encrypted data is represented by Cj (where 

four random numbers are represented by s,t,k,h), the re-

encrypted data Cj contains data C2x' ' , C2y' ' , C2Z' ' , C2Zi' ' , 

C2F' ' > C5x, Csy, Csz, C5FX/ C5FY, C3 (where 

[Equation 24] 
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C" 2X C2XS = Xi rs 

c" 2 Y C2Yt=Yl{t,C'iz = C2Zk Z, rk 
i •> 

Crr ry k ry rk 
2ZI ~ ^2Zl — , 

C'l! h TP f T \rh 
2F ~ ^2F — 

Csx = Rij LIs, C-0Y = RijL2 C C'0z = RijL3 k, 

C5FX = RijIA%,C5FY = RijLb* 

) , and 

the plaintext data m, the re-encrypted data Cj, and 

the second private key skj are related by 

(eM)-e(C5FX,C^)ii mz,Q^C5FY>qF 
e(C5X,C: 11 

J_\ 
xi 

/ 

9. A re-encryption key generator (30) that generates 

a re-encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a public key for encryption of a first user device is 

re-encrypted without decryption, the re-encryption key 

generator comprising: 
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a first storage means (31) that stores a first private 

key corresponding to the public key for encryption; 

a second storage means (32) that stores public 

information for generating a re-encryption key 

5 corresponding to the second private key; 

a first random number generation means (36) that 

generates a first random number; and 

a re-encryption key generation means (34) that 

generates the re-encryption key based on the first private 

10 key, the public information for generating a re-encryption 

key, and the first random number. 

10. The re-encryption key generator according to 

claim 9, wherein 

15 the re-encryption key generation means generates the 

re-encryption key based on the first private key, the 

public information for generating a re-encryption key, and 

the first random number independently of ciphertext data 

before re-encryption. 

20 

11. The re-encryption key generator according to 

claim 9, wherein 

the public key for encryption is generated based on 

the first private key and a plurality of system fixed 

25 values and 

the public information for generating a re-encryption 

key is generated based on the second private key and the 

plurality of system fixed values. 

30 12. The re-encryption key generator according to 

claim 11, wherein 

when the first private key is represented by 

ski= (xi, yi, Zi) , the second private key is represented by 
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skj= (Xj, yj, Zj) , the first random number is represented by y, 
the plurality of system fixed values are represented by g, 

<3i, 92, g3, g4 (where g, gi, g2, g3, g^G when bilinear map 

groups as groups of an order p for which a bilinear map 

5 e:GxG->GT exists are represented by G, GT) , exponents 

related to the system fixed values are represented by a, (3, 

£ (where gi=ga, g2=gp, 93=gS and g4=g°^) , and the re-

encryption key is represented by Rij, 

[Equation 25] 

10 = (-^jl > Rij2i Rijs) 
holds (where 

[Equation 26] 

&j+r Pyj+y frj+fiyj+r 

V=* * >Ry2=g * ,*,3 = g " 
) , 

15 when the public key for encryption of the first user 

device is represented by pki, 

[Equation 27] 

pk, = {x„ YV,Z„ZU) 
holds (where 

20 [Equation 28] 

), 
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when the public information for generating a re-

encryption key corresponding to the first private key is 

represented by pii, 

[Equation 29] 

. Ph = (X3i,Y2i) 
holds (where 

[Equation 30] 

) , 

10 when the public key for encryption of the second user 

device is represented by pkj, 

[Equation 31] 

holds (where 

15 [Equation 32] 

) , 

when the public information for generating a re-

encryption key corresponding to the second private key is 

20 represented by pij, 

[Equation 33] 
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pij = (X3J,Y2J) 
holds (where 

[Equation 34] 

Xu = g;iJ2j = g2' 
5 ) , 

when the plaintext data is represented by m (where 

meGT) , a second random number is represented by r, and the 

ciphertext data is represented by Ci (where the bilinear 

map e:GxG->GT is represented by e(g,h) (where g, heG) ) , 

10 Ci=(C2x,C2Y,C2z,C2zl,C3) 

holds (where 

[Equation 35] 

c2X =x;,c2r=%,c2Z=z;,cm =z;pc3 =e(g2g4,gy •m 
), 

15 when the re-encrypted data is represented by Cj (where 

third to fifth random numbers are represented by s,t,k), 

Cj= (C2x' ' , C2Y' ' , C2Z' ' , C2zi' ' , Csx, Csy, Csz, C3) 
holds (where 

[Equation 36] 

C// s~i s v 
2X ~ ~ M , 

r^tl s-i t v" rt 
^2Y ~ ̂ 2Y — Y\i , 
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s~i// k rj rk 
^2Z ~~ ^2Z — 6i ? 

Cff ri k ry rk 
2Z\ ~ ^2Z1 ~ lz ? 

C;>x = -Rijis, C$Y — R%j2t, C^z = ^'3 
) , and 

5 the plaintext data m, the re-encrypted data Cj, and 

the second private key skj are related by 

[Equation 37] 

m = Ci <C^)\v (e(G5Z,C^)Y: 
e[ChX) C'{x) / \ e(^5Y ^2Y) 

10 

13. A program executed by a processor of a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be 

15 decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a public key for encryption of a first user device is 

re-encrypted without decryption and stored in a non-

transitory computer-readable storage medium (M3), the 

20 program comprising: 

a first program code causing the processor to perform 

processing to write a first private key corresponding to 

the public key for encryption into a first storage means 

(31) of the re-encryption key generator; 
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a second program code causing the processor to perform 

the processing to write public information for generating a 

re-encryption key corresponding to the second private key 

into a second storage means (32) of the re-encryption key 

generator; 

a third program code causing the processor to perform 

processing (36) to generate a first random number; and 

a fourth program code causing the processor to perform 

processing (34) to generate the re-encryption key based on 

the first private key, the public information for 

generating a re-encryption key, and the first random 

number. 

14. The program according to claim 13, wherein 

the processor is caused to perform the processing to 

generate the re-encryption key independently of the 

ciphertext data before re-encryption. 


