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COVMUNI CATI ON NETWORK  TECHNI CAL FI ELD [0001] The di scl osure rel £ BEC 46

‘Wi rel ess cuNfdtdzon and, nore particularly, selection of network '
interfaces for data conmunication within a wireless conmunication system
BACKGROUND [0002] In a wireless communi cati on network, network nodes ,
exchange data using network conmmunication protocols. Internet Protocol (IP)
i's an exanINTERFACEESELERTIONIMNUAWEREDRESS COMMUNICATTONNETVHORK

packeti zed data conmuni cati on between network nodes. A wireless

communi cati on device, or "access termnal éA& can be wused to transmt
and receive | P packets via a varFECHNICAL: FEERnt wirel ess network

i eSS P I P B 2 T

ot her i nt egelc€iB8 of fetWollShRSacdigby\ @itk comtin@hilcassh WRlinRIWivdle access to network
nodes, e.g., web servers, enail servers, or nessaging servers, residing on

an | P net vesmmusigaiipnesystetie | nternet. The traffic transmtted and received by
an AT may be originated by or destined for the AT. Alternatively, the
traffic may be forwarded by the AT on behalf of another device attached to
it, such as a personal digital assi,stant iPDA), not ebook conputer or the

| i ke. [0003] Sone ATs nay supportB ne of the w rel ess network
interfaces. In addition, within a given coverage area, nore than one

wi rel ess niOIR) ko ;meueless qouinminicagionmpeivoyk, metveorkinbdds| exchangs dataarsipgc ket s

transmtted or received by a partigcular_ co jcation application running
“on the AT, PRESPricSammITCah proubChl Jplerice protes tH s Gramipic otk |
| ong- r angecoihmehieSfor bHIEH thA F48HiEteR PhdkefzRPGRLcRAMMYAEARIhet$QMTUNI cat i on
standards, as well as short range wirel ess network access points based on

ot her st anewaek radeh Adviwieset@smunicatiin davicg, oretrogssk tomginaARN)” capdndar ds.

Accordi ngly, AT equi-nped .t o. sel ec ifferent. wirel ess, network
ot or e ostieq WA Pn e RER G PiadSlBehy o SRR Surdb R ol ot <
associ at edinwrfaBeaich b€ IHBICDMANTDNMA00® 'WEDRRA CGIDMN $xSVEID asSMED  br owsi ng,

email, nessaging or the |ike. -
GPRS, WCDMA GPRS, IEEE 802.11(a), IEEE 802.11(b), IEEE 802.11(g), Bluetooth,

and other interfaces. A wireless network interface may provide access to network
nodes, c.g., web servers, email servers, or messaging servers; residing on an IP network
such as the Intemet. The traffic transmitted and received by an AT may be originated by
or destined fof the AT. Aliernatively, the traffic may be forwarded by the AT on behalf
of another device attached to it, such as a personal digital assistant (PDA), notebook
computer or the like.

{ [0003] Some ATs may support more than one of the wireless network interfaces. In

- addition, within a given coverage area, more than one wireless network access point

(Um) ﬁay be available to serve packets transmitted or received by a particular
communication application running on the AT. For example, the coverage area may
provide a number of long-range wireless network access points based on various
communication standards, as well as short range wireless network access points based
on other standards such as wireless local area networking (WLAN) standards.
Accordingly, an AT may be equipped to select different wireless network interfaces to
serve, via the available network access points, packets associated with particular

communication applications such as web browsing, email, messaging or the like.



2 2 DEC 2006 WD 2004/008793 2 SUMVARY [0004] This disclosure is directed
to techniques for selection of wreless network interfaces for data
comuni cation within a wireless communication network.” The technhqQugs 1Ry
rely on a set of interface selection rules to identify wrel ess network

i nterfaceVPRYH4$7@3 qual i fied to serve packets associated with a particul ar
communi cation application. A wreless,network interface may be qualified in
the sense that it satisfies all of the interface selection rules for a

gi ven packet. Each wirel ess network int grface maybe assi gned an explicit
priority, permtting the interfac rioritized in terms of relative

cost. | alo06d) TR AN is iAo MchRiAE. For 9&1@&&&%6;90‘&%%%&%# QS), bearer

requi renents,” or t I ke. , Interface priori e explicitly
i dent i f i edterfas¢shier datk bemmiunfcatioredithmonwirélessaodenudicatiohinetwdrheThat er f ace

selection rules are applied. [.000 Upon, i dentifying one or nore qualified
i nt er f acd&ChTgques n&wﬁp Peieeplin rfg\lﬁe lation ryist ixiden ¥ VaElass AGIWARE of t he

o1 80O REERL et Wb Aed th e SRR AUES /TR Y EpiEcuRPL BRI ¢ he

qualified Interf st priority. e assi g priorities

may be dyapphicaadnl VA adieless retwolkaneviece mhabe dudifiedhie teensahatdnsaisfitéses of t he

W rel ess petw)[k i.nterfaces. nam.c pri rié%éation perm ts, consideration
9ihe PACEEL

of changed W?‘@?ﬁeéﬁléc%rﬁﬁ@? FrESBIETLRP B Wirslpss a?té’ﬁélyi% €connect i on
state chapgese aés!tfgéltreg lan exW Pﬁ phidiiting AL Gl REEs (% ‘fr?iéé‘d Bighsy priority

than a second In ace when bo I nterfaces are connected to respective
access podineltivbudst dateovye bampiwidthi signaliseendtinejuakiyednervice(QoSpdeates connect ed

and the first interface. s, .pnot. Thus, the priority assjgne 0 a given
i nterf acéeﬂl&ﬁ%@‘tﬂﬁgfﬁe%?r Ilg‘“%tdl‘j‘t_ PRy E]@VgEF‘xgltﬁ“i% _mi“g?ctef‘?ﬂ_é"é_e state,
€. 0., 0N thin RACKS) B IBAGIEL inhid PthelifeAH solcPon fXdChipriRfl Ol U1 Zalion may

pronote processing efficiency 1n selecting the appropriate Interface.
[ 0006] | n080% Eptrodicntfying dneer diosepasified igedaded o aogivet proletcegpri si ng

assignin ioritie o, wi.rel.ess. netwrk interfaces, and updating the
S or 1 dteBaeR thas safefy i O g g TaGSSelfah G Fales HedF IS MBIV ONE ot at us of
the interdeaeasn of ihe @Bﬁﬁ&ﬂnfeﬁ’é&&ﬁfvinﬁﬁ%féh@ﬁ?{_@ﬁtﬁCi‘ﬂeﬂﬁsi%ﬂ@d Piodie W reless

network interfaces for access by a wrel ess ased on interface selection
rul es andmenhee dpsaicalipadpestias hewevsr, Hag@hm the noanectitrestatesrobibie vareless t he
di'scl osu rr?et\%&viin%e A, %Jnealnﬁacs Erio%-{iz%gg& pe?nsh?tis QOSsideration of changes in
interface properties such as cost and latency when connection state changes. In this
manner, a first interface may have a higher priority than a second interface when both
interfaces are connected to respective access points, but a lower priority when the
second interface is connected and the first interface is not. Thus, the priority assigned to -
a given interface may be dynamically adjusted to reflect current interface state, e.g., on
a packet-by-packet basis. In addition, explicit prioritization may promote processing _ )
efficiency in selecting the appropriate interface. -
[0006] In one embodiment, the disclosure provides a method comprising assi gning
priorities to wireless network interfaces, and updating the priorities assigned to the
wireless network interfaces based on status of the interfaces. The method further
comprises selecting one of the wireless network interfaces for access by a wireless AT
based on interface selection rules and the resulting priorities.
[0007] In another embodiment, the disclosure provides a wircless AT that assigns
priorities to wireless network interfaces, and updates the priorities assigned to the
wireless network interfaces based on status of the interfaces. The AT selects one of the

wireless network interfaces for access based on interface selection rules and the

priorities.



priorities to wireless network interfaces, and updates the priorities
assigned to the wreless network interfaces based on status oé EDEE

- interfacego AogoRfossel ects one of the wireless network interf yRURLT
access based on interface selection rules and the priorities.

2004/ 008793 2 2 DEC 2006 3 [0008] In % further enbodinent, the disclosure
provi des a conputer-readabl e nmedium conprising instructions that cause a

pr ocessor [(088hbsi fymthpr ¢obodiinest, the di/sbloe'lnesmm’iém/aﬂdmpﬁtﬂmeﬂahbesedimna Wi rel ess
AT, select one.o wor k interfaces based on

i er  nocoun s ioirnt flaf GRe g bigRrespt BBt SRt MRS et PORr | o

assi gned hfgerfAcBein WREIBSSA NSRS dhel T LIRS HREIRS: RASGY iRBriRded foitacEsst he
i nterfaces. é0009 The techni ques described herein may be inpl emented in

har dwar e, base Dmtet,facefsse}emtmeﬂescand theypriowitips, eatlivpdate themaiofities 4ssigngd trent ed i n
software, .t he echn irected.to .a c uter readabl e nedi um
conpri si na’ pr'e Prér‘he tﬁ%ﬁ %ﬁ%‘gm tﬁé@&fﬁmﬁﬁ? rns one or nore of the

t echni queROYIFThS Q@ﬁ&n&@éseiegbnb[e@ﬂé@in xﬁﬁ!yebéjﬁﬁﬂhxhﬁnt&i uﬂﬂﬁd\f?:ire NREiagiTbodi ment s

are set forth in the acconpanying draw ngs and the descri ption bel ow. C her
features, flUbYVél@t e, anyreginaiinn dgenof. vdﬂlmpmeraquarseﬁwam thentecheiqgesmay pt i on and
dr awi ngs,

t h F DESCRLPTI ON OF 0011] FIG 1
s a bF o R Berg R R ST B e 00 TS B4 YA Y SRSV IST k. [ 0012]
FIG2is axel@ht@ﬁkge(ﬂfo@ﬁﬁéﬁé bt mbilof &He (Béhndques ¥asmpibed Rdretasef ul i n the wirel ess
comuni cation network of FIG 1. [0013] FIG3 is a diagramillustrating a

set of i nf@ﬂﬁh@bﬁ despidscefiang or mmemqunmgwam st forbhsn ghenasaempdnydnl i ci t

Bccoss. conrgtenna e Gstybiadelon B DBRF R R oblah P fubleel ity oC1 o, ™

[0015] FI @pa&nt&ommb@&cﬁlpﬁ%a{ﬂdrb\bu@ Jaadifign theg@agkal technique for
selection of network interfaces for data conmmunication in a wireless

network. [0016] FIG 6 is a flow diagramillustrating the technique of FIG
|5I : BSI lrjgt Pﬁ[:; geS\nalr LI ess comWﬁ?ﬁ%{rﬁ%&I@g SEI_OLVI?] ?nb::?(éik C1]II agram
wirel ess ﬁ)%mﬁ(falt 1|s g%lc%?(td%\ggrraﬁn gl?usgaa ncl EP \%Erlejz e(gs ((:Jonn%ngrrucar!rt‘l)ornenem&il €ss

[0012] FIG. 2 is a block diagram illustrating an example AT useful in the wireless

communication network of FIG. 1. '

[0013] FIG. 3 is a diagram illustrating a set of interface selection rules with dynamic

assignment of explicit priorities.

[0014] FIG. 4 is a flow diagram illustrating priority update and access control list (ACL)
evaluation processes for interface selection.

[0015] FIG. 5 is a flow diagram illustrating a general technique for selection of network

interfaces for data communication in a wireless network.

[0016] FIG. 6 is a flow diagram illustrating the technique of FIG. 5 in further detail.

DETAILED DESCRIPTION
[0017] FIG. 1 is a block diagram illustrating a wireless communication network 10. As
shown in FIG. 1, wireless communication network 10 may include one or more wireless
access terminals (ATs) 12. AT 12 may be configured to provide data communication
via two or more wireless network interfaces. Each wireless network interface permits
data communication with one or more wireless network access (Up,) points 14 that may
be available within a given wireless coverage area. The data communicated by AT 12

may be in the form of packet data, packet voice data, or circuit voice data. Furthermore,



access termnals (ATs) 12. AT 12 may be configured to provide data

communi cation via two or nore wireless network interfaces. Eac Mg@tms-
network interface permts data comunication with one or nore Wi teless

net wor k a%fﬂ%-ﬂﬂﬁ#%:& points 14 that nmay be available within a given wireless
cover age area. € data communi cated by AT 12 may be in the form of packet
data, packet voice data, or circuit vojce data. Furthernore, 2 2 D E C 2006
WO 2004/ 008793 4 the data communicated may result fromlocal applications

runni ng AL 12 or fr appl I Qns,runni on_at her jces attached to
the At 3l e tomRmiCe R SRRMCAbIRTY B alihs e BT IS oit or
case, AT zbaliéMiongflmingeh dibdralelRe@mthche @ thE AT, BhRIPD A B} Ritétsoks on behal f
of the other device. [0018] For purposes of illustration, as shown in FIG

1, a gi veipmimissa9e thelde. dnthe Ipiaiasie Ad Vafareesds die deta i aaddromethfor k access

points 14 ch .as_an AVP tati . 14A, an |1S95 CDVA base station 14B,
a WCDVA Blé:’gvgorzﬁtng‘teff%%esf&é&%ﬁm%ﬁa%g%e station 14D, a GSM base station
14E, a GRBGI$1asS patpdhesst ifldbimation, Bl URSWRINFIC Gt Wolvkn 866285 204 hy 14G and an

| EEE 802.11 acceSs point 14H Access point 14H maybe, for exanple, an |EEE
802. 11( a)RroBde a vayigy ob wiglyss netygik ancesspwingsilssuchmyen ANBS baserflgiisar | and

vari ety of, net S _poi.nt Q | G ar r f pur poses
exanpl e, Olélﬁjﬁ agﬁgﬁ((aﬁ m%%% Sg%lﬁ) ﬁ(??p%g@FPM‘g:bﬁsgf %@opﬁéi&?ggwggo br oadl y
descri bedaanstagstd pad SOGENL Babé siallérs (4BIUGRRS bR Htiohn4FheBReasnmh e of FIG 1,
sone of network access points 14A- 14F are | ong range access points, whereas

ot her netiRbFrkasesss poimb 4@ and ag/ERE B0D L bacages phvl tH: abepssapaivis¥H poi nt s.

Thus, AT b | pPS ' I 7o i r.el net wor k
interf ace‘égyaﬁ%)f%rneg‘a%%%ﬁgl?'?h%é?} ?@298@5%2&\1?0? EB?%%%?E %%%%\f?m%o% As further
shown i n tpés, ndmben Akl esRtyCEmeEtNdRaktB poRtsMoin LWFHE Soadpyrely figl ude one or
nore wired (R interfaces 15 for AT 12. Exanples of wired ( I nterfaces
i ncl ude RESEBBcHeraple, gadshld sot he Gonpigered limitiag phihe iackaigres RieadLy ( PAN)

i nterfacegg M. taﬂ&chﬁSie ﬁlﬁﬁho&i?ﬁosﬁﬁ? Bl uet oot h personal area network

I nterface wou 8 e W refless, 't Is ordinarily considered an R interface

because i[0019rgebe emplacf @ fl eeime of eewdtk dcodse pbiacel 4y 4P medoaerange

connectivity between AT 12 and anot her device, such as a PDA, notebook
conput er FESHEMLS, Rehereas other network access points 14G, 14H provide short range access

points. Thus, AT 12 may be equipped with one or more long-range wireless network
interfaces and one or more short-range network interfaces.
[0020] As further shown in FIG. 1, wireless communication network 10 also may
i.ﬁclude one or more wired (Ry,) interfaces 15 for AT 12. Examples of wired (Ry,)
interfaces include RS232 ports, USB ports, Bluetooth personal area network (PAN)
interfaces, or the like. Although the Bluetooth personal area network interface would be
wireless, it is ordinarily considered an Ry, interface because it ranges only a few feet. )
The R, interface may provide connectivity between AT 12 and another dévice, such as
a PDA, notebook computer or the like. -
[0021] AT 12 may be configured to use wireless network interfaces 14 on a selective
basis to serve packets associated with particular communication applications, e.g., web
browsers, email, messaging or the like. Again, the communication applications may be
running on AT 12, as well as particular traffic streams forwarded on behalf of other
devices via the Ry, interface 15. Tn particular, AT 12 may rely on a set of interface
selection rules to identify wireless network interfaces 14 that are qualified to serve
packets associated with a particular communication applicatibn.

- [0022] A wireless network interface 14 may be qualified in the sense that it satisfies all

of the interface selection rules for the communication application. Examples of

»

*



10021] AT 12 may be configured to use wreless network interfaces 14 on a
sel ective basis to serve packets associated with particular cormzi %ﬁ%[ﬁ
applications, e.g., web browsers, enmail, nmessaging or the like gzgl he
" comuni caWo@aappi’pEtat i ons may be running on AT 12, as well as particular
traffic streans forwarded on behal f of 5ot her devices via the Rminterface
15. In particular, AT 12 may rely on a“set of interface selection rules to
identify wireless network interfaces 14 that are qualified to serve packets
associ at edntgieqe sgleghen TUlas| iy iPOHFR FiaE BTG FOShFRANLEHE YRten] BBPYY, A wirel ess
net wor k i all of
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strengt h, Qi givercommpaiFation pphiesionite an am@pr@#‘c‘élre%s riwprk iptesircas v ce
S { ¢ ts f
Given Liﬂiﬂ%ﬁm& SARO U B i e P LI s MG RASRIORESE 0% 10

14. [ 0023hinCas ﬂaym&yrvﬁcefbearet @ pepeomisotion ciehg ged comiecton s¢tPcayv.erped- gi ven
networ k access, point a service bearer, a per-connection charge, e.g.,

connect i ofa@gnifFhagge; or aacoélé?mat@&tthﬂfﬁ?f tSYéqﬁa#lgféan@Pa}areé%ﬂh%&lm@ deleker eof .
System | at B iTihela&hffiectiBn b o 478 kX intblSlAblb QiR 34 Eo0RRFT I On
over a given netwo PK I ntertace and access pol n to serve packets for a
parti cul apademfoni @aiticolar ecpminumaatnmmpphsatmj ds veedl dsaotypicaaburdaripdinger i p ti nme
(RTE) ass the e bl j shed connection. Bandw dth refer to the
bit rate ?éﬁimse‘ﬁafa Wathéaﬁe%@lﬁww@a Bandiidly anToter tféﬂ%’éfa % given
netvork | ol GhichCtAN b RafGRRRY Md o AT BGler § o EAY el I AIRIarlaO 1 he
detected strength of si gnal s comuni caf ed, ., transmitte recel ved,
by AT 12 ouesss poipal4.i Sighdstreregtinwornal refentoehd dma:tahdreagﬂmfwgmlsnt 14 Quality

of service refer to the abi articular access point to
el {ver - afouIRalrd b drom ety RSB R § BUCPBENABT & G ven
communi Ca&ﬁt@ﬂa&%h'a&&%& int fﬁpc@ﬁ‘z}htf QQ&E\H&{ (Q&S'?%qa@ti@fé? t&ﬁ@%ﬁﬁ)ﬁbf@t I CS may

forma set of rules for selection approprirate, and aps optinmal,

i nt er f ace phdicuke asdessepaiit tp deliestr sn ammdu la\teé df bindvidih apd ﬂnmmycra;ulmd for
applicatian the interface selection rules may be

ar r anged ”g\(elqé:opgpqﬂl@ﬁo?ﬁp@w@ Mses within an access control Iist (ACL). A

smal | er 010024] Together, the above characteristics may form a set of rules for selection of an

appropriate, and perhaps optimal, interface for service of packets associated with a
communication application. As will be described, the interface selection rules may be
arranged in the form of rule classes within an access control list (ACL.). A smaller or
larger set of rules may be employed by AT 12. In addition, the selection rules may be
applied on a packet-by-packet basis. This feature may be especially useful when
multiple commmication applications are running at once, producing multiple packet
streams.

[0025] Although a first network interface may be initially selected to serve a given
packet for a communication application, AT 12 may periodicaliy change network
interfaces as network conditions change on a packet-by-packet basis. In particular, as
mentioned above, AT 12 may apply the rules on a packet-by-packet basis, permitting
changes in interface selection for each new packet sent by a communication application,
but more typically different interface selections may apply to packets from different
communication applications running concurtently on AT 12. Additionally, AT 12 may
permit an application fo request a specific netwérk interface, e.g. for a service tied to a

specific service bearer.



| arger set of rules may be enpl oyed by AT 12. In addition, the selection
rules may be applied on a packet-by-packet basis. This.feature may be
especially useful when nmultiple comunication applications are Z&rﬂrﬁﬁﬂ@lﬁat
once, producing nmultiple packet streans. [0025] Although a first network
interface%ﬁ“ 3% ¢ al | y selected to serve a given packet for a

communi cation application, AT 12 may pegriodically change network interfaces
as network conditions change on a packet-by-packet basis. In particular, as
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sel ections may apply tq packets fromdifferent ~communication a_pg{l i cations
runni ng céHetficedpiredses forerample, agvipstedugrfage’s Arionity may no feness satisty the
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an interface relative to the selection rules change. |f the cost qr |atency
of an i nt'dr }athal mavesdEnse soverzsic assadRSPYCTage Y, apt BEPSIISREISTaRRIng 49¢i ority nay

omoved AR e R SR B BB O Dl ST he of change may oc

u faces. This type of change may occur
sonmewhat {O02qUAT 1/aliombh esstssricftiea tonbbivitleséMhethdrk mdrf40ey, e6pdt om cover age
area to cover,gyge area, and ezéper_i ences roam ng and handoff anong different
wi rel ess &kaEBAng e frdnorg quplgpstinteggeespe. gy, %erg?ﬁs thatsagstyol Frtheies to the

wireless & ' r e ' | £ ik L0 - I.fd ed
interf acegl,ﬁ &g%%g?k‘%@e%%g’c‘gg 1? % Sggetg?@%ﬁhg*fﬁaio@ {%ﬁﬁigé h’lmr?llﬁ‘fgtrhg g‘?%}eétel ection
rul es, AT pti8rityaylhs ekggrtedtpneritjssiif be dxplititty dpacidicl and dgndnhiealh gipessdd, )
priority. The signhed prioritie be explicitly specifjied and -
dynani cal I"Wa“&[‘]}?qsﬂg?ee ith thig,di QEW%}FI%%Y% f cemestien %tEtFG’E theeVirgless vkt he
connect i oStk ks E@vé"é&c@és?%ﬁaté“?ﬁi.mr k interfaces to respective access
points 14. [0028] In a wreless network, such as network 10, a w rel ess

net wor k i H#08] &ive wirslesonetwatlpayah asomiveukdd, 4 wiralesd nstwedsingeibesis nobi nt 14

oo U AR e FES RN, B LA 0B %8 BRI GPBLEPEST v O @
“up” state from the perspective of a communication application running on AT 12 ora ‘
device coupled to AT 12. For a CDMA2000 data connection, for example, a point-to-
point protocol (PPP) communication interface may be in the “up,” i.e., active, state even
though the interface may not be connected to COMA2000 base station 14D over the
traffic channel. In this case, the pertinent interface is dormani. Thus, although 2 point-

‘to-point protocol (PPP) communication iﬁterface associated with CDMA2000 base
station 14D may be available, the physical connection to the CDMAZ2000 base station )
14D is not. |
[0029] Accordingly, selection of the network interface to the CDMA2000 base station
14D may introduce different degrees of system latency according to whether the
physical connection is up or not. If the physical connection has not been established, an
amount of system latency may be introduced in bringing up the connection. Such
latency can be disconcerting to the user and affect perceived quality of service.

{00301 In addition, connection setup costs necessary to establish the physical
connection may increase the cost associated with use of a particular wireless network
interface. In this case, another qualified wireless network interface that also satisfies all
of the interface selection rules may be more desirable, e.g., in terms of cost or latency, if

its physical connection is already established.
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device coupled to AT 12. For a CDMA2000 data connection, for exanple, a
poi nt-to- point protocol .(PPP) conmunication interface may be iZ‘Ztngﬁ Zﬁdﬁ'p1 "
-i.e., act bye Oﬂ_st@%e even though the interface nay not be connected to
CDVA2000 a%% Y% T%on 14D over the traffic channel. In this case, the
pertinent interface is dormant. Thus, -al though a point- to-point protocol
(PPP) commruni cation interface associated with CDMA2000 base station 14D may

be avai l h hysi cal , connection to the 000 _base station 14D is
ot - T 00200 S BerEaiFy e R GArn o bl TR EERPR I BERO8) 10U o CDVA2000
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according to whether the physical connection is up or not. If the physical

connect i cAUtingLNHges, edingn atshdséstabliskad coanention raptiv)y ons prefesabdy may be
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i ncrease the cost associated with use of a particular wreless network
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between two wireless network interfaces may incur additional cost on the
net wor k fcBANgeBVEARpeCten slaieh awyichingcefonexamplas whensaverszh eendidons change ng

entiti.es, ' I i,S 0, ction ' re .
preferablag%%b%}%cﬁﬁ%ge&g a gﬁé&ﬂ?“lﬁfist}‘ | Sg gtg)srﬁ%l;er'ge‘r:‘S(%:)SC)ﬁ‘gl EA&%‘F %f\églg%a §}§tam c
priori ti zagiieuslyl grinay belbrought up Bypdther bbAmRGRAUIG applicaGed, Gedvhivhragct i on
state of the wreless network interfaces to wreless access points 14 in
assi gni nghgPpiasity fordhe pigriach mayibgipssdedct i on. [0032] Thus, dynanic

prioriti ' as . rﬁpﬂ | ' ' i . ..£hanges in
i nterfac @6%%3@%3?@1%@&%6% as&i%ss%d%arg%s?/ﬂs g%&l?gﬁ{éﬂgéﬁ\fﬁgﬁp%ﬁﬁgct ion state
changes. commEagon bbandtvatictiaifige tfdapgeentyost thx anfflcaransingttedagverngd. condi ti ons

change and a connectjon is dropped or acquired. Al sqQ, inh some cases, an
i nt er f ace epEPTIlEMABPe appliediopdagkedymfk S AR Rt ipeeB thier
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communication application running on AT 12. In general, the techniques may involve
assigning priorities to wireless network interfaces, and selecting one of the wireless
network interfaces for access by AT 12 based on interface selection rules and the
priorities. The technique may further involve, moreover, updating the priorities
assigned to the wircless network interfaces based on status of the interfaces, e.g., the
( connection status of the interfaces. Although the interface selection rules may be
generally static, prioritization preferably is dynamic. As an additional feature, the
priorities may be explicitly assigned to the interfaées so that there is no need to infer
priority from the order of the rule classes within an access control list.
[0034] FIG. 2 is a block diagram illustrating an exaﬁlple AT 12 useful in wireless
communication network 10 of FIG. 1. As shown in FIG. 2, AT 12 may include a
processor 16, a modem 17 having one or more modem modules 18A-18N (collectively
modem modules 18), a modem controller 19, and one or more long-range or short-range
radio circuits 20 and 22, respectively. Long-range radio circuit 20 may transmit and
receive wireless signals carrying packetized data over a radio-frequency antenna 24

providing connectivity to a wide area wireless network. Short-range radio circuit 22

may transmit and receive wireless signals over a radio-frequency antenna 26 that



[0033] Prioritization may be adjusted.based on the state changes of the
physi cal connection of a network interface independently of tRdg BEa¥06 c
transmtted or received. The priorities nay be applied on a '
packet - by- BEHREVOBHSi s, pernitting changes in the selection of a wireless
network interface during the course of gxecution of a particular

comuni cation application running on AT 12. In general, the techniques may -
i nvol ve C selecting
ol Ve, SSHA A BEARK/ b nT5l RehEGLES R MELINAT fed MR ERiARS

interface Asfé[{ﬁmalquowdd: fserfancs (mbe;hopzm) ﬁrrllbaaé sonn'Ehﬁwt)emmnhan uievmﬁysuﬁlur t her

i nvol ve, (S)%gr ting the ﬁie th SSI ned to the w eI ess network
|nterfaces'j‘S tCGETPB?ef’tOH BII erfhﬁ(lz Ces@ﬁ%““c‘éi’r‘i% nron st at us "
of the intephacess sﬁhtagw;sé,'m B} & eoﬁekaggslceﬂnéc fSsuifiys be generally ~

static, prioritization preferably s dynamc. an a |t|on:f feature t he

prioriti eﬁlmoMMpMadem oddas l@rmddulmterd@tal nifmﬂaaOESecsn/eﬂ fidin t here is no

need to infer (o) fromthe order he rul e cl asses within an access
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useful in d@h{o%hfa%éwu‘éﬁggm a‘f?&bc?%cﬂﬁ&%é‘cz}&m@f%':iﬁo proddes I;I?%Ym in FIG 2,
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providing connectivity to a wde area wreless network. Short-range radio
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antenna 2 g)ODEC 200 WO 20 00 793 8 r ovi de Eiecﬁl vity to a

| ocal are r}]i %8?% 0 S5YEDH Saa??%?éa?‘n Tery W%qallﬁn PPN my

provi de |r}hﬁﬁ1f1%6§$ﬂ(m)fas O WE draffi@ FolvR@ddd &muhsrfforMthfeydé@ce@tah@dhedwuﬁes such
as a PDA, notebook conputer, or the |ike. The local interfaces my use wred

(R connkeisbnga sulia la@rfm MizelessIEWenk ltlﬂftﬁamsleé maj’rbﬁ\mﬂﬂleﬂlﬂéé’y Sb@ﬁﬂlect i ons
such as BIu m nodul es 18 d

recei ved froﬁglcﬁtfgg w" ei(gn?od'lgmf"rparﬂ%r mm&alng 1%3 al?lp%nlﬁnt Sé}g{'}#

addi ti on, amg ﬂ&ﬁﬁtﬁaﬁ&)ff};&)dedﬂmdm ate wirel ess SI gnal S received via rad| o]
circuits 20, .produce dlgltal I nformation for processing bg Processor
16. Mbdem [@Q}ﬁ]r@ pﬁ@cul@gn@é@mr{m@ eng@jght use one or more network interfaces 28

a communication session. For example, a WCDMA modem module 18 could use two

different WCDMA network interfaces 28 for separate packet data protocol (PDP)

contexis. _

Processor 16 ﬁaay access a set of interface selection rules 30 stored on AT 12, and select

one of wireless network interfaces 28 based on the interface selection rules. For (
example, a different set of interface selection rules 30 may be provided for each type of o
wireless network interface provided by AT 12. The interface selection rules may be

stored as rule classes within a data structure such as an ACL., as will be described.

[0037] The communication application running on AT 12, or another device coupled to

AT 12, may specify traffic meta information allowing the processor 16 to select the most
appropriate wireless network interface 28. The meta information may be used as input

to the ACL to determine the priority of each wireless network interface 28 for a

particular type of packet. Furthermore, the traffic meta information may specity

appliéatioh requirements for cost, latency, special bearer capabilities, and the like.

[0038] As described herein, a set of interface selection rules 30 may be associated with

a set of priorities that are assigned to different wireless network interfaces 28. Based on



nodul es 18 and nonitors nodem status to determne interface states, i.e.,
connection states with particular access point 14 wthin netwgrkpgpif 0035]
-Processor @8 may sel ect one of several wreless network interfaces 28A-28N
(i nter f ace¥928§¥4%83er ve packets associated with different communication
applications running on AT 12, as welly as traffic forwarded on behal f of
ot her devices attached to the AT, e.g., via an R interface. Wreless
network interfaces 28.may be realized by .shared or.dedic d har re
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network interfaces 28 for a comunication session. For exanple, a WCDVA
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separate dat.a .pratocol. (PDP) ., contexts. Processor .16 access a set
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a different set of interface Selection rules 30 may be provi ded for each
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meta information allow ng the processor 16 to select the nost appropriate

wirel ess f@fusork interface 28. The neta information nay be used as input to

the ACL t rrmhe th iprity of ,eac i rel ess network, i nterface 28 for
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capabilities, and the |like. [0038] As described herein, a set of interface
sel ect i on 2fAndsmaytaka fherferm oF o s il dadipielpphanes sateliife sdiogalenioses. t hat are

assi ned SENLTA BLAThABLaSARISIIRR JhAIS 2 P9 28 BRR Sy rdAREC2006 VO

2004/ 0087 € assl prior processo cts a wrel ess

net wor k i ebehfuaicatid cipabiiities, sad theflikeo R additionrAT W2 helydsdudetoly k i nterf aces
that satisfy the %)_erti nent interface selection  rules. [hgn0391 Specifically,
i f a nunb&PMBTuNGatian eysbHieqgrericuiarly Y hensanbedicd o6 iapqpilgihandsel prppvoice-

capable PDA. Mobile ATs 12 may employ a variety of communication techniques for
data and voice communication, including those represented by the various wireless
access points 14 illustrated in FIG. 1.

[0041] Wireless network access points 14 may take the form of long-range base station
antennas and base station controllers equipped for data communication, voice
communication, or both. Some of wireless network access points 14 may take the form
of short-range wireless access points for wireless local area networking, e.g., Bluetooth

or IEEE 802.11. For data communication, mobile AT 12 may take the form of a dual

s

stack device that is capable of communication according to both a first network
communication protocol, e.g., Intemet Protocol version 6 (IPv6), and a second network
communication protocol, e.g., Internet Protocol version 4 (IPv4). In other words, AT 12
may implement both an IPv4 protocol stack and an IPv6 protocol stack, each configured
for mobile applications.

[0042] FIG. 3 is a diagram illustrating a set 32 of interface selection rules with dynamic
prioritization. As shown in FIG. 3, rule set 32 is applied to a given packet processed by
AT 12. Rule set 32 contains a number of riles (Rule 0 through Rule N) that are applied
to each of multiple wireless network interfaces (Interface 0 through Interface N). In

addition, each interface has an assigned priority that, in effect, ranks the interfaces in
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interface selection rules for a given communication application or type of
traffic, processor 16-selects the interface with the highest pr grg togs
Advant ageousl y, processor 16 nmay be programred to dynamcally adjust the
prioritieswotowosigbess network interfaces 28 according to changes in

I nterface status, such as physical connection status. [0040] AT 12 nmay take
the formof a nobile AT that sends, r Ives, and forwards data via the

wi rel ess communi cati on channel provided by any of wrel ess network

i nt er f acesrdepsf prgfadenvayn thelewentmaort thamane intefadd satisfies aHaf dieghlephicne,

satel li te“ra%hgt,,el e hogees PCMCI A card incorporated within portable
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interface_selection rules with dynamic prioritization. As shown in FIG 3,

rul e set Bdforsg shyspipeeiet.ta nahqat@ﬁew thac Ketenﬁgr@cf@s sah intpriagTin correlmtipe set 32
t | &, t Lied. t h
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of nmultiple wreless networ aces nterface N).
In addi tPﬁftesseﬁmrdhe@eﬁﬂﬁqelah% privtitRs skglivelly Asig@ed toy/Intdriite 1iand ef f ect, ranks
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Interface 3. In FIG. 3, Interface 1 carries priority “2” and Interface 3 carries priority
“1.” Accordingly, processor 16 selects the higher priority interface, Interface 3, to serve
the packet for the commmunication application. Again, the priorities may be adjusted
dynamically according to the connection state of the interfaces.
[0045] Although Interface 3 may be initially selected to serve packets for a given
communication application, Interface 1 may be selected for a subsequent packet if
interface connectjon states change and, therefore, priorities change. For example, if _ )
Interface 1 and Interface 3 are both connected, but the connection for Interface 3 is lost, “
the priority of Interface 1 may be upgraded. In this case, processor 16 may select
Interface 1 to serve the current packet sent by the communication application. As
another example, Interface 1 may hold a lower priority than Interface 3 because its
connection is not up. In this case, it may be more efficient to serve the communication
application over an interface, e.g., Interface 3, for which the connection is already
established, rather than incur airtime cost and system Iatenéy in bringing up the
Interface 1 connection.
[0046] If the Interface 1 connection is brought up to serve a different communication
application, however, the priorities may change so that Interface 1 now holds the higher

priority. The Interface 1 connection may be brought up, for example, to serve a



order of preference in the event nore than one interface satisfies all of
the rules, i.e., "mtches" on all rules. [0043] As will be desérdiHddlift he
“interface _selection rules may take the formof a set of rule classes within
modi fi ed JXREWYOErol 1ist (ACLs). Each ACL pertains to a given wireless
network interface 14. A particul ar communi cati on application specifies its
S, cost, latency, bearer requirenents, and the |ike by attaching traffic
meta inf ar]ﬁahhfaalarpaﬁ’gn@atmqkatc%upﬁra@%ﬁeqséoar drface 3 BRGudhRifaBd §7 MBLIon,
as well as the TCP header information, associated wth eac packet are
appl i ed t gidtriog ma@h dnoall Qfahfhrulwfperlhemrtmelamommmdm@hmlmorI'husr,t erface

sel ection. Proce ro es th conplete |i of ACLs. for all

conf i gur e FHtEr fﬁz }é%‘i%ﬁ‘f Beftst&raflﬂg’ icﬁflg%ﬂ%étaﬁﬁ io%)metvaggus JQPFJfag‘é‘-l ects the
hi ghest pidyQsd rﬂdyna&ﬁaafsa%ﬁmmaaf it pRRHEBCH AR ORI UL fof diffter L ) [0044] 1n
t he exanpl e of 3, both In face 1 and Interface 3 match on all of -
rules 0 l\bdmmumcglmeappba&tioas as indicated by the "X' entered for each
interface. rr atron tiive rul es o sel ect one, of the
interfac egdog’ﬁﬁﬁ aﬁ Yerrraés‘?fdam&r‘@a‘k&?% sqlpsure, mlﬁrs?fééﬂﬁebel@%ﬁ%mbn t he
relative gidePirblaRY t6 1Rl grivhfiey a iRk RPHitRsd RbwokasRrfdcand. Id BpGRi@Le 3. In

FIG 3, Interface 1 carries prrorrty "2" and Interface 3 carries priority
"1t Accop@pwgblyl,ﬁ tpﬂndmegshgurmtcsmrm data bisudhirg hertalpmgdhc tules fiot er f ace,

I nterf 3 . h t for th l.i,cation. Again,
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selected to serve packets for a given comrunication application, Interface
1 may be #bpbieduerfage selectitysmipsesnd ssleckibe uiiefntlfwri enterféce helcwrdﬁ, st at es
change an LlQrities ol l.nt e face 1 and
Interfaceg]i?c%slrggr %{ﬁ% lgﬁjr% ‘%%%‘8 trup(fgpgﬁlge 8??“1%11?“8? a‘“ﬁ]f CPIAER 8% 5 | ost,
t he pri orfitsymafchlindéieofimee. 1 nay be upgraded In this case, processor 16 may
select Interface 1 to serve the current packet sent by the comrunr cation
appl i cat i Bi948]aboreprsfasehly. deuepereproressel Fommay be penfigneiddo arocsiiche BiPori ty t han
|t er face,d BEARUTR ey GRARANE Ml RcDab P maldh dyiiSor S frccdbe ™Y bE MOTe
efficient 16 S ’t onmmuni cation  app over an in e.g.,

| nt er f acesedsctiba uled)iaad theh eelearome eif tlfel‘iniesfaeésﬂ:emﬂ)bn tﬁSEﬂ;ﬂidxﬁ?)hﬁéwné@t her t han

I ncur airtinme cost and sy stemlatenc%/yr n _brin up.the Interface 1
connect i oﬁmorftc}o%q C’Hfhctﬂi’easr"lﬁtl@r?f&(‘!éy Gy el; YFP%T%%'[&!?&HP tohergdeer ve a
di f ferent; agaplﬁkﬁﬂﬁxr ﬁ@’daa%\ﬁ‘ﬁ&%e 1h B8s RlahRLd flRSis ABYeEange so
that Int erface now Jf

to reorder mtcrfaces 28 within the data structure according to a change in priority. On
the contrary, processor 16 may dynamically associate explicit priorities with interfaces
28, instead of simply inferring priority from the order of the interface 28 within the rule
. set.
[0049] In some embodiments, processor 16 may be configured to dynamically reorder
interfaces 28 within the data structure according to assigned priorities. Assignment of
explicit priorities rather than reordering the data structure can provide significant
computing efficiencies, however, particularly within an AT 12 that updates the priorities
and makes interface selections on a packet-by-packet basis. In particular, the
processing resources associated with AT 12 may be limited. In addition, excessive
processing overhead can produce excess power consumption, which may be especially
undesirable for a mobile AT 12 that relies on a finite reserve of battery power. By
changing the priorities rather than reordering the data structure, the interface selection -
techniques described herein can conserve processing and power resources and reduce

processing time.



priority. The Interface 1 connection may be brought up, for exanple, to
serve a 2 2 DEC 2006 WD 2004/008793 11 conmmuni cation application_that

coul d not nmake use of Interface 3 because Interface 3 did not Z %@%29&1 al |
of the rules for the particular conmunication application. Thus, processor -
16 may be WQOHOMIWEH to track the connection states of the various
interfaces for use in dynamc assignnf,{lt of priorities within the rule sets
32 for different comunication applicdtions. [0047] Notably, in accordance

with this_disclosure, | e set. 32 mtay be arranged in _an order unrelated to
the prior 1&*532 Aéé%‘?‘ﬁ‘ﬁé%&l?h?vﬁn g 632 H’éﬁ\%ﬂ@s?ﬂ?‘éﬂf the farmpaf ONePrRER at i on,
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conf i gur edult eetiagd nnterffgcee ﬂ& wﬂhm modlfmti acdeaceon2i®! lists (A@Ls{)a[hani&th eahur e,

ordered fromstart to end of file t smafches on all of the terface
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pr ocessor nidpping\of ivele chwsfes gupaakities ipdoaeslyaamiveally. uFer ememlmpmbébel&, i dent i fy
one or nore interfaces 28 that natch o'r;l all of the interface selection
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rul es, andPAYREFess Biegule sshes asrarraydhat iy wdexed by rgleccdaps idenfifigatigaandci ¢ | y
assi gned cBhthik kﬁe)’asscﬁ%eféﬂhhﬁmpégés? ?é@ﬁgﬁy 9}('119{1'11{ ethei? 'rEl%lphﬁnYi&z{t ophave no

relationship to the or t Inteérface dppears wWithin the data
structur ebylt}nmﬂcmisr ofmppmrandeljmtm A&L.r‘itherm]esiwmm areAClere onderdftasiow 28 Wit hin -

t he datas cture, accor to a change i.n rlt the contrary,
processor %’Wtﬂg}ﬁ%ﬁl?% ‘F %t%fg g{ggg%PBPF %@P@ﬁﬂé’s‘sﬁﬂ h interfaces
28, inst eﬂ%aﬁlcﬁimaﬂm‘f&‘ﬁu%ftw& T B Ihhk’es us@&é%dﬁi’eﬁ@icﬂﬁn ﬁ]@%eﬁsgttﬁtf ace 253

within the“rule I'n sonme enbodi nents, processor
conf i gur egribotizhfionns ma;ldeyendem:rcdﬂhe positi @y dlocmd: ASssyi.¢. MMntehI&lcdamans theuct ure

han 1 eor At ngable T PRGSO UM ERI T B Sl G Ebsh B sbing

ef ficiencii@e olf'@i‘%Yﬁf&ruR@WléhﬁPﬂh@'AlOLW thin an AT 12 that updat es the
priorities and nekes interface selections on a packet-by-packet basis. In

parti cul alQ0X1h&he prooiswodified Sduorather auls oefi at detcubadhesdinmmeythse | i m ted.
In additi %nhan%)é%%sl%dmg and downgrading of the priority of a given interface. This dynamic
prioritization, in turn, allows processor 16 to maintain a prioritization among interfaces
28 while giving weight to the present “up” status, i.e., connected rather than dormant,
of the interface. As another example, assume that AT 12 has service available from both
a first interface and a second interface. Although the first interface is preferential for
some reason, €.g., Cost, it mi ght be desirable to continue use of the second interface if

AT 12 is already connected via the second interface. Again, the establishment of a

M’

-connection over the first interface may generate undue cost or latency that outweighs the
default preference for the first interface. Thus, dynamic prioritization allows AT 12 1o
associate a cost with switching from a currently connected interface to an otherwise
preferential interface.

[0052] FIG. 4 is a flow diagram illustrating priority update and access control list (ACL)
evaluation processes for interface selection. As shown in FIG. 4, to process interface
priority updates for the rule classes in a modified ACL, modem controller 19 updates
the interface states (34) of the various interfaces 28 (36A-36N). Based on the interface
state updates, processor 16 determines whether to increment or decrement the priority
for each interface (38A-38N). This decision is provided to a process for dynamic

priority updates (48), which forms part of an ACL evaluation process.



processi ng overhead can produce excess power consunption, whi cﬂ E@/U Qe
especially wundesirable for a nobile AT 12 that relies on a f p P serve

- of batter changing the priorities rather than reordering the
dat a struﬁ‘g%}}éﬂ)?sﬂ?i nterface selection techniques described herein can

conserve processing and power resourceg and reduce processing tine. 2 2 DEC
2006 WD 2004/008793 12 [0050] As nentioned above, rule set 32 nay be
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handl e i nter ection
wi t hi n nogafaleldvigdcihe psiotdonipdate process, récdGles padket inibratatioA¢40) tb bé edetidore i s
~assigned o or nmore ACLs. Rules within an ACL are associated with rule

cl asses, \ﬁlﬁ'ic‘f'l"ai%“?%rr Rorsgamples hepacket ddprmationgpnoinriude &P headeigned by
processor ; ' t Larltiges ., i

dynami cal Illifgnﬁ%gﬁégggngﬁg&g&gﬁgtﬁeés%%rrg@zéﬁﬁrrg?’ %cdg[éé gk%'hg?l?lﬁ f‘%’ i%g?&as an array
that is i mderediohypmuedseorcl2asaluatte tia ACE &brithendd dlasseo Bdsatiad Wit sasisoci at ed

explicit priqgrities. Typically, AClLs inplenent rule priaoritization by their
order of &F %?Péﬁé@iiﬂﬁ%&bref’m.wr%mam & rile chipses 42 artlof prieritesdd#8d to al | ow
the first I g ' | yelgl ' rdinarily
oot et ic? spie dBh AR b AL HRRE (R M it MhEih O At

i n the sefeA-#6i8). Using treigrioriag inedutdssprocdssalejfepriifonts dre dyhempogiddipn of a rule
class, i.e., an Sgn erface, within the. A%L. Rat her, the priorjities can be
dynani cal Mpd%nE8 x%w%ﬁsm ip thew sefprtthe ipieHanshavigdhehisnest dyparBic PEPTIBE  t he
rules wt 'g} the ACL. [0051] The use of a nodified ACL or other rule set, as

described herein, permts the dynanm c upgrading and downgradi ng of the
priority 0005d] GG &ris aosr diagrem illhitstidy agemaral tpelinbqictfor seldotion of nettvorkn, al | ows

heont -+ o RERS BEdAk comprurBiainat o F il R AT PR FIG A dor mant,  of
the inter ie%ﬁﬁiquéﬁlaﬁmwasﬁgﬁﬂg?ﬁoﬂm%ﬁ&mhteﬁcés%sb 2ceflbyd GEagvai | abl e

fromboth a first interface and a second interface. t hough t'he first
i nt er f ace 12 sandseleetimermealf theointer&orsbasabaomnset of selectivnstles and th gbrigrisd

SR RO NN ER M A R W
connect i OftQYREs #5'6?, o d.I'Sded B4 £Eh iNTBRY cORRRTiBA StabR D eheCiRREa s, fTBEENCY that
out wei ghs the default preference for the first interface. Thus, dynamc
prioriti zapdaying af thevpsiontied may eccur independently of the processing of a given packet
(58).
[0055] FIG. 6 is a flow diagram illustrating the technique of FIG. 5 in further detail.
The techniques illustrated in FIGS. 5 and 6 are exemplary and provided for purposes of
iflustration, and should not be considered liﬂliting of the techniques broadly described
( and embodied herein. As shown in FIG. 6, the technique may involve selection of a
particular communication application (60) for execution within AT 12. Selection of the
communication application may be responsive to a user selection, such as the opening
of a web browser, email application, or messaging application on AT 12. In addition,
selection of the communication application may be responsive to connection of another
device to AT 12, e.g., using the AT as a router between the device émd a wide area or
local area wireless network. The technique may involve retrieval, e.g., by processor 16,
of interface selection rules for applicable interfaces (62) in response to receipt of a
packet from the communication application. Again, the interface selection rules may
take the form of a modified ACL. Upon determination of the interface connection states

(64), processor 16 may assign explicit priorities to the interfaces, or rule classes

associated with the interfaces, based on the connection states (66).



associate a cost with switching froma currently connected interface to an
otherwise preferential interface. [0052] FIG 4 is a flow di agrabil 2006
illustrating priority update and access control list (ACL) evaluation - ‘
pr ocesses wWonrominbsgps ace sel ection. As shown in FIG 4, to process interface
priority updates for the rule classes in a nodified ACL, nodem controller 19
updates the interface states (34) of the various interfaces 28 ( 36A- 36N) .

Based on the interface state updates, processor 16 determ nes whether to
i ncr ement [O956d S¥itte frather rafercpgei toRIGy0, pfasessenth applice rhlaceat(B8yo38NF tha hi s ‘

forms. par inghac (8o eafnRiRRRes imdhcty B hep P alhe epfoBhinaodihs 18
[0053] As efdirtabal osheminformmida darriddRitiEHle R¥RAUAHE D NPIHOGRSS  IF SR My run

in parallel with the,priority update process, receives packet information
(40) to benwsdunfoe qualdicde el vratching, inFoface KENprecessorel (omickiithd mtafacat | on may

i ncl ude IR I.nf I Qn,. I nf t.i b | , d «
the |1 ke, TR PRGC Cieah ROk P ARG br £ o U8 6RORB Rrateibir 46 TEHE AL or
the rule Glpasesn ARGt Bfleiidel) RAGD cla:hsl'é&,e\f/iftlﬁg% 1%@.4%%%’1@% ssof fPcessor 16

maps the rule classes to a set of priorities (44A- produce static
prioriti esnayimtconfigured pd procedsss the sntipadidt dapmpletalyhandieéerdd deskplntier f ace

46A- 46N). Usi.ng.the priority u t es rocessor,..16. perforns the nam ¢
ooty praliReror i Mitdibns BURE3: oty 866 BRRbit et S et or A6 na e
hi ghest dypRek & (P6). Ghichoh cds®Fbilod B8 2tbrideGefoction, Hrodesidr db A ddidcust rat i ng
a general technique for selection of network interfaces for data

communi catiiteriaderto gerwe thel presenhpaockelrfer thagegmenrcommmicat®n appkcative € que may
i nvol ve ass§i gni prjorities to vario Inferfaces. (52) accessible by AT .
12, and szﬁgg@fl’ﬁ%ce&ﬁkcé T PIRESS ﬁ'i’agﬁﬁcef@@nﬁ%i%saanolﬁﬁ?] g"é’%)'%?”%g’?a? ection rules /
and the assi@metatiph bplichii@sis(shated, othepdaR@Nbiiidieridtié BEpacRBbyLFRCRELY €

updating the priorities assigned to the interfaces (56), e.g., based on a
change inba#ie connection status of the interfaces. The updating of the

P o SRR N B REERT B BT o
i n furtheffirggtasd, br anyid@mbigsdun therest. iITf inustemnanhted id $offoh 408 thSteatittlg s My
exenpl ary bg ggaligég l\)/}ll a%gm];_)gtrcr %gglfb?g rertgdi%In comprising program code that, when -
executed, performs one or more of the methods described above. In that case, the
computer readable medium may comprise random access memory (RAM) such as
synchronous dynamic random access memory (SDRAM), readéonly memory (ROM),
non-volatile random access memory (NVRAM), electrically erasable programmable
~ read-only memory (EEPROM), FLASH memory, magnetic or optical data storage
media, and the like. Data structures described herein may be stored in similar ' )
computer-readable media carried by AT 12. |
[0058] The program code may be stored on memory in the form of computer readable
instructions. In that case, a processor such as a DSP may execute instructions stored in
memory in order to carry out one or more of the techniques described herein. In some
cases, the techniques may be executed by a DSP that invokes various hardware
components within AT 12. In other cases, the processor may be implemented as a
nﬁc'roprocessor, one or more application specific integrated circuits (ASICs), one or
more field programmable gate arrays (FPGAs), or some other hardware-software
combination. Although much of the functionality described herein may be attributed to
processor 16 for purposes of illustration, the techniques described herein may be

practiced within processor 16, modem 17, or both. In addition, structure and function



illustration, and should not be considered limting of the techniques
broadly described and enbodied herein. As shown in FIG 6, the fgchi que
“may involve selection of a particular conmunication application (60) for
execut i on "\ tHHFR8A® 12 Selection of the conmunication application may be
responsive to a user selection, such t he opening of a web browser, enmi
application, or nmessaging application on AT 12. In addition, selection of -

t he conmuni cati on_application nmay be_responsive to connection, of another
devi ce tcf‘sﬁ’ﬁlai%i,ow’éh @‘.%,Ce"ifgf ki O’EW@X%‘Tﬁayaﬁ%ﬂdﬂ@wt@é\”aé@me@ﬁ%wb@/i ce and a
wi de area;ghiiol GRS Rt €l €ss network. The techni que may involve
~retrieval, e.g., processor 16, of interface selection rules for

appl i cabl[@059it'énfoms embpdid)enishave bprnbecritedr dhesgundafthea empadikentsfarom t he
communi catiaon applicatjon. Again, . the interface selection rules may take
t he fornf%ﬁmﬁimﬁgp??%%Lﬁgﬂkw%ﬁ%&aﬁg%ernination of the interface connection
states (64), processor 16 may assign explicit priorities to the interfaces,
or rule classes associated with the interfaces, based on the connection
states (66). 2 2 DEC 2006 WD 2004/008793 14 [0056] Wth further reference
to FIG 6, processor 16 applies rule matching to all of the interfaces (68)
to identify qualified interfaces that satisfy all of the required rules
(70), e.g., based on neta information carried with the packet under
consideration. If thereis nore than one qualified, i.e., matching,
~interface (72), processor 16 selects the interface that holds the highest
explicit priority (74). Again, in this exanple, processor 16 need not rely
on the order of interfaces, or rule classes, within a list. Rather,
processor 16 may be configured to processes the entire list conpletely, and
refer to the explicit priorities for ultimate selection. If there is only
one matching interface, processor 16 selects it (76). In each case,
following interface selection, processor 16 uses the selected interface to
serve the present packet for the pertinent comuni cation application (78).
The interface selection process nmay be perfornmed as an initial |ookup when a
communi cation application is started, or repeatedly on a periodic or
packet - by- packet basis.. [0057] The techni ques described herein may be

i npl emented in hardware, software, firmmare, or any conbination thereof. If
i npl enented in software, the techniques nmay be realized by a conputer
readabl e medi um conpri sing program code that, when - '



executed, perforns one or nore of the nethods described above. In that case,
the conputer readabl e nedium may conprise random access nenory (RAM such
as synchronous dynam c random access nenory (SDRAM, read-only? aad7§i6
(ROM,. non-volatile random access nenory (NVRAM, electrically erasable
programuabl e read-only nmenory (EEPROM), FLASH nenory, magnetic or opti cal
data storage nedia, and the |ike. Datk structures described herein may be
stored in simlar conputer-readable nedia carried by AT 12. [0058] The
program code may be stored on nenory in the formof conputer readable
instructions. In that case, a processeM¥ch as a DSP may execute
instructions stored in nenory in order to carry out one or nore of the

t echni ques described herein. In sone cases, the techniques may be executed
by a DSP t hat invokes various hardware conponents within AT 12. In other
cases, thd: prodg8dkd RBPTIINE: | npl enented as a ni croprocessor, one or nore
application specific integrated circuits (ASICS), one or nore field
programabl e g 7l (€ 9N t: r dwar e- sof t war e

conbi nat i on. A?%%%ugﬁﬁﬁﬁgﬁfg lth%wgﬁﬁéggggglgg%wggscribed herein may be
attributed to processor 16 for purposes of illustration, the techniques
descri bed her es¢lectingonsef the marslessoetvonli inlsifrrepfooaeess by anl B cesptedrinal bsedor  bot h.
In additi r 15

associ ate aﬁ?i&%&%@g@%@?ﬂf&qgﬁ&thn&n%%Qﬁ&é@%&ﬁpm¥ﬁkER@%@Q%ﬁéﬁgubject to
w de var ivatelessneiwork infsifages intaader ofprefpronB 9 anvtxerit s thanbwd pfitbewgeltrave been
descri bed netmﬁaﬁte@ms s%%b%?&e%{i@ﬁ@é TRBGH raaéseandw thin the scope of the =
foll owi ng clalns. C 2006 16 CLAIMS 1. A method conprising: assigning
dynam c priorities to wirel ess network interfaces; selecting one of the

W r el ess net worpdaling e e prioritica etsiened tbyhearﬁretcms@rk mtenfaerabasbdgred on
interface cﬁﬂe&&hl ﬁ{%s Ef“uleeiﬁ e LldE i, elcer)? 5 hdtofist to %b%fﬁ*e%}eﬁ dynam c
priorities ran mnre ess networ nt'ertdaces rn or preterence in
an event mpiverk ingracehairreditlytipe coungatddestate with respect to the access terminal and a lower

priority is assigned to one of the wireless network interfaces not currently in a connected state

with respect to the access terminal.

2. The method of claim 1, further comprising selecting the interface selection rules based on

an application requesting the access.

3. The method of claim 1, wherein the access comprises transmission of packets via the
selected wireless network interface, the method further comprising selecting one of the wireless
network interfaces for each of the packets on a packet-by-packet basis based on the interface

selection rules and the dynamic priorities.

4, The method of claim 1, further comprising:

identifying one or more of the wircless network interfaces that satisfy the interface

selection rules; and

in the event more than one of the wireless network interfaces are identified, selecting the

identified wireless network interface to which the highest priority is assigned.

5. The method of claim 1, further comprising associating the interface selection rules with

each of the wireless network interfaces, and storing the associations in a data structure in an order



network interfaces satisfy the interface selection rules; and updating the
dynam c priorities assigned to the wireless network interfaces based on
connection states of the interfaces such that a higher prioritéai@@?ﬁ@égned
to one of the wireless network interfaces currently in a conn te

Wi th respect to the access termnal and a lower priority is assigned to one
of the wireless network interfaces notl7currently in a connected state wth
respect to the access termnal. 2. The method of claim1, further conprising
selecting the interface selection rules based on an application requesting
t he acces¥nerally upgelatedelp ths dynpmicpriorifes pssigigd iodhginterfgeeniccess conpri ses

transm ssion of packets via the selected wireless network interface, the
met hod further_conprising selecting one of the wireless network interfaces
for each bf thge HBREP cliipm 1afughercaiioninine seleqtiag onsd the vleanerk he i nterface
sel ect i Oninfetfh@SusaiaaifFdiet ST McGntrfdcO beldcti@Sruledor differefiBbpRdti @k reghatimp 1,

further qgngrising: identifying one or nore of the wireless networ

i nterfaceS*tH&f satisfy the interface selection rules; and in the event
nore than one of the wireless network interfaces are identified, selecting

the identifi Wi rel ess .net kK interface to whjch .the highest priority is
hosi gned 5. | THE TSR GLAR o ahshcd PR ARG gl P BSOSt R 1 he

i nt er f aceinpak ecionmtisnstas and tehutiveash ofithe dfdeswhdteb Sigerf@éswor K i nt er f aces, and
storing the associations in a data structure in an order 2 2 DEC 2006 17
generally unrelated to the dynamc priorities assigned to the interfaces. 6.
The net ho’l of THeaiethod of dlaimtineherein hp mislegeswliciateifngs doadodt ldadienalioni@l ess
network interfaces using different sets of the inter f()%(;.e1t | ection rules
for diffefet g5H TToarT SRLArE At © Sopdangs odre'ess notwork itefEen 04 of clai m 1,
further conprising assigning the dynamc priorities based at |east in part
on connecgi on I 1yve . Of . W e Lt erfaces.
8. The ma%'hod ﬁﬁéﬁgfe%& E,d tﬁu%%%%{ Sndyﬁ %@E ?\ﬁ“gfgiege‘!sas%%lee SV\I/lg r O%f ﬁ%ﬁé@%ggg&% ncl ude at
| east onecreoht)e wirdngaetworkahtedmenfot avossk basert erifitad®e selettian rules ast thone ‘
short-ran i T : 1Nt . . -nal. assigns
dynam o porat pOBRF uBELNBOARIERBGR mk nd PRI RTk Sl DR bBror o

Wi rel ess prefexsarekn amgventirmeetbarf g ofithe wisless astwdrkonterfastsesafidy the ddrfact i on rul es

and the  dyamisfie LAk SR WARHELRoANEBURAT) fio HELRALIHLRR hRle e Wi rel ess

network interfaces in o .
based on connection states of the interfaces such that a higher priority is assigned to one of the

wireless network interfaces currently in a connected state with respect to the access terminal and
a lower priority is assigned to one of the wireless network interfaces not currently in a connected

state with respect to the access terminal.

10. The access terminal of claim 9, wherein the access terminal selects the interface selection
rules based on at least one of an application requesting the access and the type of traffic

forwarded on behalf of another device.

11. The access terminal of claim 9, wherein the access comprises transmission of packets via
the selected wireless network interface, and wherein the access terminal selects one of the
wireless network interfaces for each of the packers on a packet-by-packet basis based on the

interface selection rules and the dynamic priorities.

12. The access terminal of claim 9, wherein the access terminal identifies one or more of the
wireless network interfaces that satisfy the interface selection rules, and, in the event more than

one of the wireless network interfaces are identified, selects the identified wireless network




preference in an event nore than one of the wireless network interfaces
satisfy the interface selection rules, and updates the dynamc priorities
assigned to the wireless network interfaces based on connecti Onlfﬂﬂt'mﬁ of
the interfaces such that a higher priority is assigned to one of e
wireless network interfaces currently in a connected state with respect to
the access termnal and a lower prioriggy is assigned to one of the wreless
network interfaces not currently in a connected state with respect to the
access termnal. 10. The access termnal of claim9, wherein the access
term nal &WrBes e whisd thehighest aderity slagséanpdn  rul es based on at | east one of an
application requesting the access and the type of traffic forwarded on
behal f of another device. 11. The access term nal of claim9, wherein the
access corfpri s&be acpehiermiaddobeaipr, pherria the agqess terminal asaqoiates ée interfast ess net wor k

i nt er f ace sel@fgh MRS With Bach BLIHAGHEIES nbROM iNAHacSEhiRiGHRes ML Qkialif}E in M ik €SS
network interfaces for each of the packers on a packet-by-packet basis based

on the i Hitgkted odhsdmapicipgeritiey pssignedigthe pierigstani ¢ priorities. 12. The access
termnal of claim9, wherein the access termnal identifies one or nore of
the wrel gss net wor k in,%ajrfa}c_es that, satisfy the interface selection rules,
and, in the evEPrachst Emupl ot clyme: whersip thegpoessi traiahises ope oftecetirelses are
identifi edetws@ligetRed IRe AR dois @EthWinteta @S58l cftRh WK 2R T EEE aii0fionsl 8
interface to which the highest priority is assigned. 13. The access term nal
of claim Qq“?ﬁﬂ‘égrtg??fc?sﬁe access terminal associates the interface selection
rules with each of the wireless network interfaces, and stores the
associatiops in _an order. uprelated t.o the dynam riorities assigned to
Tho i er Phoes Thedeest Ehingl obEmY, FhgrsiR e grectsimebsgprabed i 2 i oo

term nal $akéati@stonparodn dohle@ctidnrseles s relagiewodtkofiting veirdlac sgwark imgfacksf f er ent

sets of the interface selection rules for different applications requesting
t he access. 15. The access termnal of claim9, wherein the access termn nal
assi gns thée dyfbmdccespteintinal bf dam Dabeein de wiekstneiworlpamtetfa@n inclhhdna ddaston st at es
and rel at iove 0 Qrsa}x Se ntel tsht%m%r elte%ge arrllg tt ez{stkonie nﬁo?'t[rf r?‘ %stifelelsfsﬂetw-g}l?in%ct%c? SS

term nal Of° CI&ie . erel nothe worefess NetWork g ntertaces 1 ner e at

| east one |long-range wireless network interface and at |east one
short-range wi g%k%ﬁaerﬂgid EF‘&' i%%&&@%ﬁlg instrdctiohy tﬁém’ddé ?Bfoée%%‘ii?obésﬁ edium
conprising instructions at cause processor to assign ynam<¢e priorities
t o Wi rel edgnaméx pioriliesitm waeléss oetwoikrintanfrcendc esacctse tenmingll selesiaine of thonwwelest t he

wirel ess n&@gm&ﬁfdcggfg{ chtéé?ﬁasgcpc{n ifGffsee §e1&ﬁ§tﬂq169£hditﬁ'é @rrnzrﬂﬁ%riéﬁle?(:t ion rules

and the dynamc prioriti . . _
wherein the dynamic priorities rank the wireless network interfaces in order of preference in an

event more than one of the wireless network interfaces satisfy the interface selection rules, and
update the dynamic priorities assigned to the wireless network interfaces based on connection
states of the interfaces such that a higher priority is assigned to one of the wireless network
interfaces currently in a connected state with respect to the access terminal and a lower priority is
assigned to one of the wireless network interfaces not currently in a connected state with respect

to the access terminal.

18. The computer-readable medium of claim 17, wherein the instructions cause the access
terminal to select the interface selection rules based on at least one of an application requesting

the access and the type of traffic forwarded on behalf of another device.

19, The computer-readable medium of claim 17, wherein the access comprises transmission
of packets via the selected wireless network interface, and wherein the instructions cause the

access terminal to select one of the wireless network interfaces for each of the packets on a



wherein the dynamc priorities rank the wireless network interfaces in order
of preference in an event nore than one of the wreless network interfaces
satisfy the interface selection rules, and wupdate the dynamc priorities
assigned to the wirel ess network int erfaces based on connection 7 3104t &8l6 of
the interfaces such that a higher priority is assigned to one of the
wireless network interfaces currently in a connected state with respect to
the access termnal and a |ower priori is assigned to one of the wireless
network interfaces not currently in a connected state vvith respect to the
?.CCGSS ter l&?l: filcﬁetb-arﬁebage(a%%e%ﬁtelrfa%gg‘?ég{lonrﬁE anlt!lqil ({_Y r10 7 wherein the

i nstructions caute the access termnal to selact t T8ee sel ection
rul es based on at | east one of an application requesti ng the access and the
type of t rﬁ)f fi C‘Fhfe% eq(?zgid 1P %&Jlmqe,%ﬂé%n ﬂ@"ﬁ&tﬁﬁtlonjs%ausg R@access

conput er - readabl e umo aim 17, wherein the access co

t ransm ssiteminabfo igeati kreins onthere plibe wistless netwroniinterfasesshat satiafyrthe lmmf@;qef ac e, and
wherein t (o} f the

W rel o5 N K b AR ok R DR L Ao a5 0B85 1o
packet - by- ke idipiigedwindesetetwerk inisfapnip avhich dhe highess priorénisrastignsd.and t he

dynam c priorities. 20. The conputer-readable nmediumof claim 17, wherein
the instructions cause the access termnal to identify one or nore of the
wi rel ess nét worfbeicormidraeadable medius af qlaimy) 7t hereintheinftarstions saise e pesassr ul es,

and, in themGyeasd¥RihnR tlNRABRE SelQfiof ARs With Blcf SHO G YIRS KetBIGRERLES afil ©
|dent| fied, select the identified wreless_ netwrk interface to which the
hi ghest pritese the gsspalatigassin g erder %Tlateﬁﬁ%théémﬁmwmf@%w% toetR igisitees-cl ai m 17,
wherein the instructions cause the access termnal to associate the
interface selection rules with each of the wreless network interfaces, and
store the Hssochiacrapiderisadaie geiup of (g ¢ vaireinhe neragienssivse BEpEPt i es

assi gned t@miii®td Ble@loh@sm@Be widdess ddiRork AiRfAtS iisihSatabhi@etiBtihsetthcec! ai m 17,
wherein the |nstruct| ons cguse t he access termgn%ll:e to selﬁct one of the

wirel ess ntefirRuipshessdroae aldeasiang gt aeprlisrimrewetiae Be 24w 2ph e PPate  sel ection
rul es baseghfRirvaikdel e@aséhadBLarafheizvie@pl | cation requesting the access and the
type of traffic forwarded on behalf of another device. 23. The

conput er -r eadabl e medi um of claim 17, wherein the instructions cause the

access term nathek&n@ﬁ&ir@ﬂaﬁlé’lﬁedimamlﬂmpﬂj\ﬁl’feidiﬂ mslnbt&&&dlsahusé thaatcedsn part on
connecti on st,at es and ts.of the wreless,. ne derragjgerfaces

24. The cofftiter- ﬁssé%}fg%%é'aﬂ’éé’flﬁ%%(%gasﬁ? Ailepst 4= part gn conneptiqn Saleg S net wor k

i nt er f acescosts Bﬁﬂludﬁel&'@, nét@aktintedieed. ong- r ange wir el ess net wor k interface and
at | east one short-range wrel ess

24. The computer-readable medium of claim 17, wherein the wireless network interfaces

include ai least one long-range wireless network interface and at least one short-range wireless

network interface.

25. A device comprising:
means for assigning dynamic priorities to wireless network interfaces;

means for selecting one of the wireless network interfaces for access by an access
terminal based on interface selection rules and the dynamic priorities wherein the dynamic
priorities rank the wireless network interfaces in order of preference in an event more than one of

the wireless network interfaces satisfy the interface selection rules; and

means for updating the dynamic priorities assigned to the wireless network interfaces

based on connection states of the interfaces such that a higher priority is assigned to one of the



network interface. 25. A device conprising: neans for assigning dynamc
priorities to wireless network interfaces; neans for selecting one o% tmrdéa
wirel ess network interfaces for access by an access term nal badedlbh
interface selection rules and the dynamic priorities wherein the dynam c
priorities rank the wireless network interfaces in order of preference in an
event nore than one of the wireless nédwork interfaces satisfy the
interface selection rules; and neans for updating the dynamic priorities
assigned to the wireless network interfaces based on connection states of
the i nt er TS WHEEK P’FFE%C%‘;WE&%}“ agpansetpd Sty witheshegtdp theperetigmypl 4de 2 2 DEC
2006 20 i16wdr @St Blawdinkd o€ b tRERBel &b hERHk inferfabesthoF QRBRBLRH ceihak@ Wi th
respect to ermnal and a lower priority is assigned to one of

ihe acces§t¥1
the wirel S5 HETGHPR 1o the ¥PEREWN0t currently in a connected state with

respect to the access terminal. 26. A method conprising: assigning dynamic
prioritie§to rul e classes in an access control list (ACL); and selecting
wirel ess H8t wor K PRI PPRINE associated with the rule classes for access by
an access termnal based on rules set forth in the ACL and the dynam c

priorities whekgidingdgnantkypramities th hilOdldskds @an 8¢tk doR@olWst' @RCES Snd1€t Wor K
interfaces in order of preference in an event nore than one of the wreless
network interfaces satisfy the interface selection rules, and wherein a
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28. An access terminal that assigns dynamic priorities to rule classes in an access control list
(ACL), and selects wireless network interfaces associated with the rule classes for access by the
access terminal based on rules set forth in the ACL and the dynamic priorities wherein the
dynamic priorities rank the wireless network interfaces in order of preference in an event more
than one of the wircless network interfaces satisfy the interface selection rules, wherein a higher
priority is assigned to one of the rule classes associated one of the wireless network interfaces
currently in a connected state with respect to the access terminal and a lower priority is assigned
to one of the rule classes associated with one of the wireless network interfaces not currently in a

connected state with respect to the access terminal.

29, The access terminal of claim 28, wherein the device updates the dynamic priorities

assigned to the rule classes based on status of the interfaces.

30. A computer-readable medium comprising instructions to cause a processor within an

access terminal to assign dynamic priorities to rule classes in an access control list (ACL), and



currently in a connected state with respect to the access termnal and a

| ower priority is assigned to one of the rule classes associated with one
of the wireless network interfaces not currently in a connected Zt regi th
respect to the access termnal. 29. The access term nal of clai nz éﬂ wherein
t he device updates the dynamc priorities assigned to the rule classes
based on status of the interfaces. 30.21A conputer-readabl e nmedi um conpri si ng
instructions to cause a processor within an access termnal to assign
dynamic priorities to rule _classes in_an access control list (ACL), and 22
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processor to update the dynamic priorities assigned to the rule classes

based on status of the interfaces. 32. A conputer-readabl e nmedi um conpri sing
a dat a st Buct ullke dbefce off adaiman, veeodsthe metnictials chussthe poostaritawpdge el tiple rul e

classes f o, S8 SOkl el SRS SQUTHN ST L ELLages, and dynam ¢
priorities’assocla Ed WTh the Pl el asses wher er it ne dynami c priorities
rank the wireless network interfaces in order of preference in an event
nor e than,one Qf W . H;Hw} t ] ' f S

i nt erfaceBZ'eI eg‘tcio;(l)lﬁﬁﬁrmﬁ{edg#lgg%%‘u%er I Iii’ln%g dﬁt?lgtﬁ‘iecgﬁ%?ﬁﬁgﬁgtﬁg/&%%gs é{)s&g%%ﬁed to one
of the rukentghingweltiplasdodisatsdor selheionbf whdesptouhwistiguimedares and dmamint er f aces

current|y (;:atig'rit%s GOONRELAR tﬁ%r%fe\?:\}a?%g\gﬁeé‘éigp@Ei%rﬁmié)ﬁriof'i&esi ndfShdlied to one of

the rule asses assocl ate e wreless comrmunication

i nt er f acesetwotk intenfacerin oydei of peefaentn wongnsmote ¢han 38: of sherigirdlesel conpri si ng:

_Updat I ng qg]ﬁl@lﬁrﬂl%ﬁ% fn%?faée% ?a%isf}%l?e' igt@l?ge EQec orpllu}ég,%&'&v erQBa &lpﬁ&%y aet wor k
interfaces based on connectron states of the wreless network fnterfaces;
and sel ectpsiggeditopnedidheraly clirepiseasinted engwiithe wirplasy ¢omppunfeationdeledarss by an access

term nal aaa&dy Bfk cohRLel LAE Sndlb SGlpkiBly s ished Rrbnk BPnEHMAMSGes Blb Ak | €.
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with one of the wireless communication interfaces not currently in a connected state.

33. A method comprising:

updating dynamic priorities assigned to a plurality of wireless network interfaces based

on connection states of the wireless network interfaces; and

selecting a preferred wireless network interface for access by an access terminal based on
interface selection rules and the dynamic priorities, wherein the dynamic priorities rank the
wireless network interfaces in order of preference in an event more than one of the wireless
network interfaces satisfy the interface selection rules, and wherein a higher priority is assigned
to one of the wireless network interfaces currently in a connected state with respect to the access
terminal and a lower priority is assigned to one of the wireless network interfaces not currently in

a connected state with respect to the access terminal.

34. A method in accordance with claim 33, wherein the updating comprises evaluating a cost



wireless network interfaces in order of preference in an event nore than one
of the wireless network interfaces satisfy the interface selection rules,
and wherein a higher priority is assigned to one of the wirel egs JFgtypr k
interfaces currently in a connected state with respect to the access
termnal and a lower priority is assigned to one of the wirel ess network
interfaces not currently in a connectZd state with respect to the access
terminal. 34. A nmethod in accordance with claim 33, wherein the updating
conpri ses oﬁ‘e’s?l Hﬁ‘ti ng: a cost 2 2 DE12906 22 of establishing a connection
using a nShSH AEQURRFIO8 V88 2 RSB Raeterl wirglefsagt@ork igisrfaca et hod i n
accordance with claim 34, wherein the cost is nonetary, 36. A nethod in

accordance.wth claim 34, wherein the cost is latency in transm ssion of a
conmuni cat%ls‘on pa%‘ﬂ%{d.m aepbrdpnee W&h&iﬂ]ﬁ“ e WBFHA A EOhSPPIERE m 33, wherein the
sel ecting conprises: applying an access control list (ACL) eval uation
process ta,.packet Jinformation to determne static priorities; and selecting
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t he st at icompniictipg paeket. 38. A net hod in accordance with claim 33, further
conprising selecting the interface selection rules based on an application
requesting the access. 39. A nethod in accordance with claim 38, wherein the
access conpri sewetiodamsndrdaiconity flaimBsckindran thi seléctitg sipeisdseshpWinz@h ess net wor k

interface, rther. conprising selectin ne . of the w.reless
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wirel ess network interfaces based on connection states of the wirel ess
network interfaces; and select a preferred wreless network interface for
access by 58N aRGRARDAlLAILARHc, BARACH, ndilEOIAGRLIGLAGE IRl es and the
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currently in a connected state with respect to the ac ternrnal .
of the wireless network interfaces for each of the packets on a packet-by-packet basis based on

the interface selection rules and the dynamic priorities.

40, An access terminal configured to:

update dynamic priorities assigned to a plurality of wireless network interfaces based on

connection states of the wireless network interfaces; and

select a preferred wireless network interface for access by an access terminal based on
interface selection rules and the dynamic priorities wherein the dynamic priorities rank the
wireless network interfaces in order of preference in an event more than one of the wireless
network interfaces satisfy the inierface selection rules, and wherein a higher priority is assigned
to one of the wireless network interfaces currently in a connected state with respect to the access
terminal and a lower priority is assigned to one of the wireless network interfaces not currently in

a connected state with respect to the access terminal.

41. An access terminal in accordance with claim 40, the access terminal further configured to

evaluate a cost of establishing a connection using a non-connected wireless network interface.



41. An access termnal in accordance wth claim40, the access term nal
further configured to evaluate a cost of establishing a connection using a
non-connected wireless network i nterface. 220EC1006 23 42. An qqﬁ:ﬁsmﬁﬁ
termnal in accordance with claim41, wherein the cost is nonetary. 43. An
access termnal in accordance with claim4l, wherein the cost is latency in
transm ssion of a conmunication packet23 44. An access termnal in accordance
with claim40, the access termnal further configured to: apply an access
control list (ACL) evaluation process to packet information to determ ne
static priorities; and select the preferred wreless network interface based
on the dymam c Apfabd@ssitérin@fal MRAckotdatee vath@laih 4 DRhekinlthE&st iéRonefryTet hod
conprising: assigning dynamc priorities to wireless network interfaces;

sel ecting one of the wireless network interfaces for access by an access
term nal @B a Apackstierbynapiaak@idahasiit chas er whbreinthEdobacRies8ligCt i on rul es and
t he dynam c niori}i es wherein the dynamc priorities rank the wireless

net wor k iﬁrf'éSF"I‘Sé'(‘?Eg § OIEEGEPIBPAEERf erence in an event nore than one of the
wirel ess network interfaces satisfy the interface selection rules; and
updati ng t4lge d nam'ceFr.i qr.iti ea assi nle.d o.the w relezts etwork interfaces
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such that a higher priority is assigned to one of the w rel ess network

interfaces curggtdnyctess @neaMBQATEeauadid pydctd td RSRL Giforkn@tidn6 IAGHESS
termnal and a. lower priority is assigned to one of the wirel ess network

i nt er f aceSHRIEEF @t 1y in “a connected state with respect to the access
term nal .

select the preferred wireless network interface based on the dynamic priorities and the

static priorities.

45, A method comprising:
assigning dynamic priorities to wireless network interfaces;

selecting one of the wireless network interfaces for access by an access terminal on a
packet-by-packet basis based on interface selection rules and the dynamic priorities wherein the
dynamic priorities rank the wireless network interfaces in order of preference in an event more

than one of the wireless network interfaces satisfy the interface selection rules; and

updating the dynamic priorities assigned to the wireless network interfaces on a packet-
by-packet basis based on connection states of the interfaces such that a higher priority is assigned
to one of the wireless network interfaces currently in a connected state with respect to the access
terminal and a lower priority is assigned to one of the wireless network interfaces not currently in

a connected state with respect to the access terminal.



