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local area networks, it is envisioned that data services and applications

such as file server access, client-server execution, and electronic mail
will require wireless access to the LAN environment supporting distributed
computing. The use of wireless communication systems to transmit data

25 traffic utilizing mobile devices which communicate with a hardwired
network, such as a LAN or a wide area network (WAN), has become
widespread. Mobile worker, connected everywhere on campus, increased
productivity. Retail stores and warehouses, for example, may use wireless
communications systems with mobile data terminals to track invgntory and

30 replenish stock. The transportation industry may use such systems at
large outdoor storage facilities to keep an accurate account of incoming
and outgoing shipments. In manufacturing facilities, such systems are
useful for tracking parts, completed products and defects. Since the
characteristics and profile of data traffic are very different from those

35 of voice traffic, the wireless access protocol must efficiently

accommodate the very dynamic and bursty nature of data traffic.

A typical wireless communications system includes a number of fixed
access points (also known as base stations) interconnected by a cable

40 medium often referred to as a system backbone.
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25 Recently a standard for wireless local area networks (WLANs) known
as the IEEE 802.11 standard has been adopted and has gained acceptance
among the industrial, scientific and medical communities. The IEEE 802.11
standard for WLANs is a standard for systems that operate in the
2,400-2,483.5 MHz industrial, scientific and medical (ISM) band. The ISM

30 band is available worldwide and allows unlicenced operation of spread
spectrum systems. The IEEE 802.11 RF transmissions use multiple signaling
schemes (modulations) at different data rates to deliver a single data
packet between wireless systems. The latest IEEE 802.11 wireless LAN uses
a band of frequencies near 2.4 Ghz for direct sequence spread spectrum

35 transmissions. Another recently adopted short-range standard has evolved
known as the Bluetooth standard (see www.bluetooth.com). The Bluetooth
standard is a low-cost shdrt rénge wireless connection which uses much of
the same range of frequencies for its frequency-hopping spread spectrum

) transmissions as the IEEE 802.11 standard. In some applications, it is

40 appropriate to use systems employing IEEE 802.11 concurrently with other

systems using the Bluetooth standard.
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having too many attach to one Access Point and too few to an equally
available Access Point. As a consequence there is a need to provide a

load balancing mechanism in the Access Point.

25
SUMMARY OF THE INVENTION

Accordingly, the present invention provides a method to load balance

traffic in a communications network including the acts of: dynamically

30 generating and maintaining, in an Access Point, a table which lists, among
other things, average bandwidth used by each client device associated with
said Access Point; monitoring in said table bandwidth usage of each of the
client devices; and forcing at least one client to disconnect from said
Access Point. More particularly, the invention provides a method to load

35 balance traffic in a communications network including mobile client
devices, said client devices being connectable to said network via one of .
a plurality of spatially distributed Access Points, the method comprising
the steps of: dynamically generating and maintaining, in an Access Point,
a table which lists, among other things, the average bandwidth used by

40 each client device associated with said Access Point; monitoring said

average bandwidth usage of each of the client devices; and forcing at
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plurality of Access Points to a network and activates a flag if bandwidth
utilization exceeds a predetermined threshold; a second code set that

25 redistributes client devices to other Access Points if bandwidth
utilization exceeds a predetermined threshold; and a third code set that
monitors Request to Redistribute message packets and issues a conditional

response.

30 In the case of Wireless LAN (WLAN) to which this invention relates
there is significant overlap in cells to increase data capacity. Stated
another way, the capacity of a WLAN may be viewed as a function of the
number of Access Points available to client. As a conseguence a user
typically has access to several different Access Points in any given

35 location.

This characteristic of WLANs is used by an Access Point that is
congested to transfer servicing of clients to other Access Points equally
accessible to the clients. In other words the client is forced to attach

40 to an Access Point different from the one selected by the client pursuant
to 802.11 protocols for WLAN. The transfer of clients from one Access

Point to another is termed “Forced Roaming”.
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25

According to a further aspect, the invention also provides a method
including acts of: receiving in a client device a command informing said
client device to force roam to a specified Access Point; determining
availability of specified Access Point; and roaming to specified Access

30 Point, if available.

According to a further aspect, the invention also provides a method
including acts of: receiving in a client device a command informing said
client device to force roam to a specified Access Point; and roaming to

35 specified Access Point, if available.

According to a further aspect, the invention also provides a device
including: an adapter providing an interface to a wireless LAN; a storage
having a table in which forced rocam information is to be written

40 dynamically, a processing subsystem including a processor that executes a

program that scans the table and uses information therein to register with
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20 Figure 4 shows a flowchart of a program executed in the client to

establish a connection to an Access Point.

Figure 5 shows a graphical representation of the table provided in
and dynamically managed by each Access Point. The table contains

25 information about clients connected to the Access Point.

Figure 6 shows a flowchart of a program executed in the Access Point

to monitor Bandwidth Utilization.

30 Figure 7 shows a flowchart of a program executed in the Access Point

to manage client redistribution.

Figure 8 shows a flowchart of a program executed in the Access Point
to monitor redistribution requests and issuing redistribution response.

35
Figure 9 shows a flowchart of a program executed in the client to

check for forced rocam command.

Figure 10 shows a flowchart of an algorithm executed on the Access

40 Point to determine which client needs to be moved to reduce congestion.
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noved to reduce congestion. WD 2004/004226 PCT/ GB2003/002729 7 Figure 11
shows a flowchart of an al gorithm executed on the Access Point to
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networ k lad&ineoul d be any of the well-known |ocal area networks (LAN), such
as ethernet LAN running at 100 Mops. The 15 wired network 118 is connected
to a plurality of servers and the Internet or a company Intranet (not
shown). The wireless network 120 is a wireless LAN created by radio

f r equenci PEFAZREP PEPCRIPEZON) OBt b PHFEEERREP PFOPHMENT PE[MEE BNYENTIONspeci fi cati on
fap wireless LAN. Access Points 102, 106, 110 and 114 are connected to LAN
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client 124 and client 122 to communicate with devices on LAN 118 or in the

Internet.

Still referring to Figure 1, each of the Access Points has a range
25 or distance in which it transmits and receives signals. For example, the
range for Access Point 102 is 104. Likewise, the range for Access Point
106 is 108. Similarly, the range for Access Point 100 is 112 and that for
Access Point 114 is 116. As is seen in the figure, Client 124 is in the
range of 4 Access Points and therefore can communicate with any one of
30 them. Client 122 is in the range of two access points 102 and 114,
respectively. Therefore, Client 122 can communicate by radio waves to
either Access Point 102 or Access Point 114. Once connected to one of the
Access Points using protocols set forth in the IEEE 802.11 specification,
the client will not attempt to sever the connection even though it has
35 another Access Point to which it is able to communicate and the Access
Point to which it is connected is experiencing congestion. The present
invention (to be described hereinafter) allows the Access Point to
transfer the connection to the less-congested Access Point thus forcing
the client to roam.
40
Figure 2 shows a block diagram of an Access Point (AP) according to

the teachings of the present invention. Elements in Figure 2 that are



Access Points using protocols set forth in the | EEE 802. 11 specification,
the client will not attenpt to sever the connection even though it has 35
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Point to which it is connected is experigncing congestion. The present
invention (to be described hereinafter) allows the Access Point to
transfer the connection to the | ess-congested Access Point thus forcing
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(AP) accosiiipgrte etdrenteaichFhgireol arieeidangddind WaveAtkomunefdgemnd wihl
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to the LAN adapter. Control | er 214 |s connect ed to TX FIFO 220 and RX FI FO

216. The TX FITEG 220 aHebdks @42 arpbvidee theahsdliintegface to ethernet LAN 118.
Wired LAN adapter 212 includes Controller 214, TX FIFO 220, RX FIFO 216

and Physical Layer 218. Controller 214 provides MAC (medium access

25 control) function to the LAN adapter. Controller 214 is connected to TX
FIFO 220 and RX FIFQ 216. The TX FIFO 220 holds data to be transmitted
onto the ethernet LAN whereas the RX FIFO 216 receives data from ethernet
LAN 118. TX FIFO 220 and RX FIFO 216 are connected to Physical Layer 218.
The Physical Layer 218 provides physical function to the adapter which

30 includes conversion of digital to analog signals compliant with ethernet

specification provides physical connection to network 118, etc.

Still referring to Figure 2, wireless LAN adapter 222 is designed to

run protocols specified by IEEE 802.11b wireless LAN specification. The

35 wireless LAN adapter 222 includes RF Transceiver 224, TX FIFO 230, RX FIFO
228 and Controller 226. The named components are connected as shown in
the figure. The Controller 226 provides interface function and is
commonly known as medium access control (MAC). The MAC is connected to
the TX FIFO 230 which holds data to be subsequently transmitted to the

40 wireless network. Likewise, the RX FIFO 228 holds data that is received
from the wireless network. The RF Transceiver 224 is connected to

amplifier and antenna 232 which converts digital signals to radio



onto the ethernet LAN whereas the RX FIFO 216 receives data from et hernet
LAN 118. TX FI FO 220 and RX FI FO 216 are connected to Physical Layer 218.
The Physiwel2064008226218 provi des physical function to thecadapoevooxtzoch 30

i ncl udes conversion of digital to anal og signals conpliant with ethernet
speci fication provides physical connection to network 118, etc. Still
referring to Figure 2, wireless LAN adapter 222 is designed to run
protocol s specified by | EEE 802.11b wirel ess LAN specification. The 35
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Usually, system administrators typically define the preference list which

25 is placed on a machine prior to being given to a user.

Still referring to Figure 3, area in DASD also contains a table
termed *Forced Roam Table” 331 whose contents is set by an Access Point
when a client is forced to connect to another access point due to

30 congestion in the access point to which it was connected. PCI expansion
bus 310 connects video controller 318 and wireless adapter 322 to the PCI
bus controller 308. The video controller 318 is connected to a video
display 320. The video controller 318 manages the information to be
displayed on the video display 320. The wireless adapter 322 provides the

35 wireless LAN interface that allows a client to communicate via radio waves
to an Access Point. As a consequence, the wireless adapter 322 includes
RF Transceiver 330 which is connected to TX FIFO 328 and RX FIFO 326.
Controller 324 couples TX FIFO 328 and RX FIFO 326 to the PCI bus 310. RF
Transceiver 330 is also connected to power amplifier and antenna 334. The

40 Controller 324 performs the MAC functions that allow the wireless adapter
322 to interface with the PCI bus and process data according to the
protocols set forth in IEEE 802.11 standard for wireless network. The RF



The preference list 332 could contain specify (any) Access Point or have a
list of several "allowabl e access points" to which the client can attach.
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example, if the client device could connect to two different access points
the client device will connect to the access point highest on the list
25 without regard to load or congestions at the access point to which it

connects.

Figure 5 shows a graphical representation of Table 500 which is

dynamically maintained by each access point and is stored -in access point

30 memory 204 as control table 236 (Figure 2). Table 500 stores information
relative to each client device that is connected to the Access Point. 1In
column 502 the name, such as 1,2,3..n, assigned to each client is listed
in the table. 1In column 504 the Internet protocol (IP) address assigned
to each client device is recorded. 1In column 506 the signal strength that

35 is reported from each client is kept. For simplicity, the strength is
normalized as percentage for full strength. Column 508 is where the
access point stores the average bandwidth used by each client. The
average bandwidth that is used by each client is dynamically calculated by
the access point for each client. 512 stores the aggregate bandwidth

40 which is the sum of all the bandwidth used by each client. 510 is the
force roam flag location which is set when the aggregate bandwidth in 512
exceeds a predetermined threshold. It is the setting of this flag that



into 406 where the program | oops back to 402 if a match is not found to
repeat the previously described steps or descends into 408, if a match is
20 found,wetresso0stze client connects to first avail abl e acrasRomuiont2ohi ghest
on the preference list. it should be noied that the client device does not
take into account | oad bal ancing of users on access points. For exanple,
if the client device could connect to two different access points the
client device will connect to the access point highest on the |ist 25

Wi t hout r@Yapsl 3oagEal RYNEdiydRES BRI 2PHRI"dRE SEE°HOIPRER D ERNTReh 1T t1T
connect s.caki gfiffiead Jhems davigreaphe caher epresembattison of Table 500 which is
dynam cal | y naintained by each access point and is stored in access point

30 memory 204 @5 LN Lol 8018 a8 ( ELOU Br flran TARLE, PR BlOLESINOLATAL I ON

relative to eac I'S connecte Access

col um 502 ‘E“Pfé‘-tﬁén‘ﬁnd?d%tll? 3i1izatipn. n ThesRYATaR ﬁtﬁ‘ré%lclﬁ‘ 899 eRf des°Prdt ed
in the tabke.6sd2nwizeleanmr 56dorndhéot rpaeh ndtiepr distlo (he)claddr'essdagdtgned to
each clienh ﬂE\éiaafeésSlé 66esARd. il RneO3PFBpHOG ot 81 ush P FiGirdeengt hst hat 35

S reporled, [ ON.eael 5! kAL o1l Spk Gl o4 9L §45(r£§{1é&'akyb%ew§f%rgﬂwth i's

nornalize arcen ere the access

en .
poi nt st (i‘tségc’ta}?édaKPePQ sBa"Y‘R:}\ﬁPthSI“u Sﬁglé“digb’ﬁ} BRLA N é’htloc"ﬁfé’n a%ePife
bendwi dt 150thatesbsctivetly by TemoRogtame Aesdendslyinani € Wyersak codrapbirady t he
access pQiighatf Qir&ach ©ld eMent5ded istofRGst fie tag Hegad @obandwbedd in40 whi ch
is the sym.of; Q) %oe{]% P&egmo%t by q&,ﬁgt&v each cmr&nhm%@lé %ohbﬁedf QLge roam

flag | ocation set when ate andw d exceeds a
pr edet er ifAkd- % H?‘é]sthFlamdea%lg fr‘eﬁ’é1 8 ‘8"* °f Hi*gn$ 4 é&r‘? V\o 2004/ 004226
PCT/ GB2003/ 002729 11 causes an access point to interrogate adjoining
apgress poi nt s the &eecéfariter eantiaf thoad abviewt i demwiceiedt suot hest aeccess

points. FEigure 6. shows a,fl %ha{et abQLgea ppmgaawe LU RPsddlathe AegeSsS

poi nt 5to noni t or  bandw utilization. ram tarts_i.n 60 nd
descends ThF Y 6D 2 TileEr €58%% tP%c afosrtrg’é%%‘ &??gﬁg ST Y i EFi gArll\T? s

i dent ity inperfacP subdyesemsi and gher padvidest h@taplp?%ﬂ??la{net%dqh&nﬁ*\c“@ﬁsﬁ gure 5.
As st at edifdL\hISbytrdihpaddek entrhderdrimat i & aBsignetblapatikenisfd er and

agsoci at %qtégﬁaﬁd%l%ﬁslm Bltbaldéaéé %egcaeesTl@o%@s 50@ aghtl,a@l@@tcu@&é%v@a&d 10
604 r eat si gnal

504, respect]vel ¢cends int nor i.zed
st rengt h h#" ddrleF%'ntpaﬁlé?){)EE‘geséﬁ]a%tlgbc?tﬁ‘é’nacacn ssl%lﬁﬁﬁ%t “$P8FEd ?ﬁe IFEcHt i on
506 of Tabieers@endss thildpéermathen perEatticabl ce the AfRfisEi Rin§uciyhich
period is set to range from 1-60 minutes. Although not shown in Figure 3,
device drivers and 0S are well known to those skilled in the art.

25 Therefore, further discussion is not warranted.

The program then descends into block 606 whereat the access point
stores a calculated average bandwidth for each client device that is
listed in the table. The access point determines the average bandwidth by

30 determining number of bytes of information sent and received over an
interval of time. Specifically, the access point runs a background
program where it dynamically determines this information for each client.
The average bandwidth is stored in Table 500 at location 508. The program
then descends into 608 whereat the access point determines aggregate

35 bandwidth, consumed in the access point by summing the average bandwidth
for each client which is also stored in Table 500 at location 512. The )
program then descends into 610 whereat the aggregate bandwidth is compared
against a threshold value. If the aggregate bandwidth is egual or above
the threshold the program enters block 612 where it sets the

40 redistribution flag at location 510 in Table 500. If in 610 the total
bandwidth is less than the threshold the program loops back to 602. It
should be noted that the threshold value used in 610 is determined by a
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ue use IS eterm negL
2004/ 004226 9pEFTRCB0ISF 0027 5507 CRaT h&fwbk aé%‘?ﬁlﬁ%“%tﬁsa‘f‘%?wnaﬁa oLt bé ‘get
to al |l ow deseritxdd dexapatidry on the network to handle burst in client's
activity. Figure 7 shows a flowhart of a program executed in the access

gt 5 10 maage, ¢ ka0t Ll oLELIML Ofheo TS £QMS:COULBube: execut ed on
each access E%ég. stem tern%te ¥ L he .code Cg n@sgg execut ed
in a &f %E%%esl OFAE FOPDP A ENTTToES RPEPEM oF "ol 5 a8 ver in
t he net vmkalﬂ'$eamrmgpmﬁrstlam§ i ¥he7 oontEnts ddsERNdsSPhifer 7‘62“3 \?\ﬁ%’rtééfe"c he
clients or client. The program then descends into 708 where it waits for
a response. The program then descends into 710 where it checks the
25 response. If the response is positive the program exits along the Y path
into block 712 whereat the access point sends the client network assigned
access point information including MAC address for the new access point.
The information is stored in the Forced Roam Table 331 (Figure 3) of the
Client device. If 'in block 710 the response is negative, the program

30 loops back to 702 and repeats the previously described process steps.

Figure 8 shows a flowchart of a program, executed in the access

point, that monitors and responds to requests for redistribution. The
program starts in 800 and descends into 802 where it waits to receive a

35 request to redistribute. The program then descends into block 804 when it
does receive a request to redistribute. In 804 the program tests if it
has extra capacity. This is done by checking the aggregate bandwidth 512
in Table 500 for that access point. If there is no additional bandwidth
the request is denied in block 808. If there is extra capacity the

40 program descends into 806 whereat the access point must determine which
client devices are within range. This is accomplished by the access point

listening to devices that are transmitting data. The program then



programtests if redistribution flag 510 is set in Table 500 (Figure 5). 10
If the flag is not set the programcontinues to loop until the flag is set
and t he pwogoesogxicts al ong the Y path into 704 wher eat PCITSGER0@H0ATZY
decides which client to attenpt to redisgribute. To make this

determ nation the access point executes an al gorithm agai nst each client

in Tabl e 500. The algorithmis designed to identify which clients need to

15 be noved to reduce aggregate bandw dth bel ow the threshold. The
al gor i t hnflescends spteeli0gHaresd REt AFAFES tRPIAHVIEELETRTE WaCPoR 6Pt S and

| ow bandit dah @leebces Thﬁs frieawiciear turgfing k@ al gor thmrei ¢etelhoime whidi gure 10
and  desceieds Neneboalol8d wi2hbdel 898:r£A4:i i1 @nPrL2geMNpEesC @aPSciitht O FAGbre

uhereat a, ROAUESLiLO b heB%ﬂta%t;ghb%e TSRAAG S S80tilg - Adlacent

access. p0| nt cont ai ns, anong ot her things, the contents of
TaBl e 500 for the |dent| f| ed clients or client. The programthen descends
i nto 708 wher eAftterwdé¢ttesmfromg whichsporses thlkeAquesgrmint heen desspénds into 710
where it ghgpksSe hik8sZ 1683a5Sthe hind BE dIRSPOIGE tiHtposd hibvesd Peidy egham

exits al On(gzelpg 81! Egt& t'ﬁ@h?'z%&&egtjlﬁgvﬁb% gétPog.HLe access point sends the

client netwo assi gne access point information including MAC address for
the new access point. The infornmation is stored in the Forced Roam Tabl e
330 (Figure 3)Fifureh® shoyd enflatehaxte fot fa pHogiape kharl bs tdrecrieashonsiers s

negat i ve, cliR@cpfOGhédr 30r |feops Matind.0 T2 pasyaneqge@ats inheopraadi disskyds

descri bed; pyy 09@?%,hé££acaslt JRbGY @08 &@gmo%mmgommrt lgfaoﬂepgmﬁ@rehex@cut ed
in the access tors (%lsponds t ues

redistri b??f"’i“‘&ﬁlrpm k: 1tpr°’8rgr1§rﬁ:%l§r 333]1 eatésgé‘ﬁﬁ% ateftl ln8812‘guwhere it

waits to receive a 35 request to redistribute. The programthen descends
i nso bl ock 8041Meacé troahi®@Si$ emeiatﬁlaaweenuﬁstprb@rahedbcadsri bt éorden 804 t he

programtg §H¢,f s %ctl%éea%hé %r%&pe@&'e&yts -glfﬂbﬁg ltﬁe %@epé}yl eheckbnGHchsat

aggregat e in Table oint, If t ere is no

addi ti ona'fheoéﬁh%td?ﬁvw?h%lrrséqff@?f t_losQialéerfméﬁe at;" b?val TS RS Si  extra
capaci ty ¥#nge40 I5r Begrameureseernds ¥vidaBos a@‘\h%ﬁ‘rsea‘?lnttﬁet%ééés?eﬁbflrﬁ must

det er m neaddeks hpoiat i et gV iceserastx woéhin range. This is acconplished by
thg access point listening to devices that are transmtting data. The
program t hen W0 804/ 004226, PCT/ GBZOOB/ 29the13rodgscelnds i n?g 10 wher eat
the access poiht HetFHFhES Whi€H e F‘é% e?n ce Pt an

requi res 2999AF Rpiak @ gErilehke (8o dEOSFHT 11 thi%eh al@P?e‘ﬁ‘tesY%gaﬁab]é J15’1’59ed

Wi t hout ower tvaxitdag tHee catsessstpbl tthesapddinkywitki gur @ccess point to which

it is forced.
25
Figure 10 is a flowchart for a program executed on the Access Point
to identify the client/clients to be removed to control congestion. The
algorithm starts at 1000 and descends to 1002 whereat the table 502 is
scanned and sorted based on signal strength of the devices. Subsequently
30 in step 1004 the client devices with low signal strength (in this case
lower 10%) are selected as candidates to force roam - since these devices
given lower signal strength are most likely to have errors in
transmissions resulting in retries. 1In step 1006 , 10% of devices with
. highest bandwidth in the subset of lower signal strength are selected.
35
Figure 11 is a flowchart for an algorithm executed on the Access
Point to determine which client the Access Point can accept. Starting in
1100 flow descends to 1102 whereat the extra capacity is determined by
difference between the Max. Capacity and the aggregate capacity 512. In
40 step 1104 of devices within range (check in step 806) the highest bandwith
device is selected and the extra capacity is decrease based on this

addition in step 1106. In step 1108 a determination if adding this device



11 (described hereinafter) is a flowhart of the algorithm 5 After
determ ning which clients the Access Point can accept a response nessage
listing tWe newm4226 the client that the Access Point camCTaB2e@00322 s
sent to the requesting Access Point. 104kigure 9 shows a flowhart for a
programthat is executed in the <client to check for force roam ng. The
programstarts in 900 and descends into 902 whereat it checks for force
roam ng. This is done by the client examining a bit set in table (331) in
the cli entXqeefushe aeRarity i §ie &cgess pging. fBg CEBPROEHN MYy &9t 19k tiSvat ed
t he progrstmppedpisn 1110.f ort extoamapgeity actdivateg téd cprogranemnedt $n al ong
the Yes paidy i nhi 204 wWaeILALe1dh@aCld Qﬂé Meggtce,aﬁavrlaths&e@age thldet&rtm ne

the available, ggce%ecp%agéflmnn e ot § Lhen gognaces: dhe.aual 1ahleg

access poffrS Hh TheEHaeiTic Hecess assigned In net

t hé acces%ndpéifn‘fapia§1%tlsa‘%”é‘| Falise there lﬁr%ﬁj’teaﬁ?q oBpst20r f ”ﬁ‘?eme%’(?ée%% poi nt

i s avai | abdtapt be apregraam istivben 308h adapagi thhenddowperrci it devBEd . wher eat t he
client establishes a link with the access point to which it is forced. 25

Figure 10 is a.flowcharf fsort%;ag;'i&&ha@es %%HE&C{OQ”O% Qge AGGESS Ro Ql‘n”fabléo

identify the c TRt/ ¢l iTent's e remved. contr ongest1 on.
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hi ghest bamdeidtte imditcaee sigedeto dhré¢cowesmsi gnal strength are selected. 35
Fiijgure 11 is a flowhart for an algorithm executed on the Access Point to
determ ne which client the Access Point can accept. Starting in 1100 fl ow
descends to 1102 whereat the extra capacity is determ ned by difference
bet ween the Max. Capacity and the aggregate capacity 512. In 40 step 1104
of devices wthin range (check in step 806) the highest bandwith device is
sel ected and the extra capacity is decrease based on this addition in step
1106. In step 1108 a determnation if adding this device



WO 2004/ 004226 PCT/ GB2003/ 002729 14 exceed the capacity of the access
point. If capacity is exceed flowis stopped in 1110. If extra capacity
remai ns twe 2demioeR6i s accepted in 1112. The next devi ceCcTaimo03®2729 t he

| owest bandwi dth device 1114, extra capacity is decreased in 1116, check
of avail able capacity occurs in 1118, 5 and if capacity is available then
is accepted in 1120. The nethod is setup to alternate between high
capacity and | ow capacity devices. re 12 shows a graphica
representation of the Forced Roan1TabI OV|ded in aclient device to
accept forced roaminformation froman 10 Access Point. Table 1200 i ncl udes

entries for CUAMRALoAGHEESSadD0:THNcd 202 f F 81 d nNE WoaREESS t PR heBRsk I MRS, DY
forced ro %”ghi%gﬁn%&%%t%g%& BGCESH RO 3L tfﬁ)as%({%' é‘fleegmlfev%ggé ebseiﬁé are

mai nt ai ne respectivel ent devi cC

i NSt r uct eBPPEERRAM B fPAG NeSW LRt "l? (PRE2Y %at 81‘frﬁai"c‘ét°§ ?Feaé"dapd’ f or ce roam

15 WO 2004i394226dPEIJEB2ZBG3LH02P29 1085, GhAl M3hod. coprbtimgdtiic skersl ofal ance
traffic in a communi cati ons network (118, 120) including nobile client

devices (122, 124)._said,&lle0i, 0 n ahle.t Q. net wor k
via one of a p u%")ét“ﬁlatsl?'y é:As"ﬁg‘ljljia %Yd %gfs'sé%qug%%gpcgggs q%l?lljti% ‘Zi‘;&‘? 106),

the nmet hoBPXRGny? itePHy “BRE: Jt8hY 8’?‘ ng g %FmtBHﬁS' Yh 8Y SR g HNY nt ai ni ng
(802, 606)508) nusad P cess Fdent dealdzealelseoqwte% Mlltbt%aldamsoﬁqqeﬁ t hi ngs,
t he average bandwi dth 10 (508) used by each client device associated with

sai d Access Poﬁug'xg.’torl%m(é&r)l led( QQ@ag@%ﬂld@ygghaggageagg%a@hhoy%ﬁgeclq n@aCh

of the client evices; and 15 forcing (60 | east one client
devi ce t o3 §8HNABEt from sai d Access Poi nt i f aggregat e bandw dt h usage
at said access point exceeds a predeterm ned threshold. 2. The method of

Clzai m 1 wher ei fodcheg t@bb e dfiar tdiey dnakade sne -liidentdel i @attbodi seonneach

client deﬂo%et#éﬁﬁcéé?ssa% @S5t %@g&&%g }sa%d@m ugal%oa& sqew £&80%.dihe

signal stren each evice. 3. The nethod of Claim2 wherein

clie
the si gnaf* ?%r‘?g?ﬁe‘?%eﬁﬁltnﬁﬁl r}?@ah‘?Jr?r each cI i ent device. 25

2. The method of Claim 1 wherein the table further includes
20 identification for each client device, the IP address assigned to each

client device and the signal strength for each client device.

3. The method of Claim 2 wherein the signal strength is normalized for
each client device. )

25
4. The method of Claim 2 wherein the table further includes a flag
which is activated if the predetermined threshold value is exceeded and

sub-field in which aggregate bandwidth utilization is recorded.

30 5. The method of any preceding claim wherein the monitoring act further
includes summing the bandwidth utilization of the client devices to

generate aggregate bandwidth usage.

6. The method of Claim 5 further including the act of activating a
35 Force Roam Flag if the aggregate bandwidth usage exceeds the predetermined
threshold.

7. The method of Claim 6 wherein the predetermined threshold is set to
allow for extra capacity on the network to handle a burst in client device

40 activity.



4. The nmethod of Claim2 wherein the table further includes a flag which
is activated if the predeterm ned threshold value is exceeded and

sub- f i el dworzomdnioateeaggr egat e bandwi dth utilization is recarcido3/®9725. The
met hod of any preceding claimwherein the nonitoring act further includes
sunmm ng the bandwi dth utilization of the client devices to generate
aggregat e bandwi dth usage. 6. The nethod of Caimb5 further including the
act of activating a 35 Force Roam FIa |f t regat e bandw dt h usage
exceeds the prEtfoPEFHthan SWhPEERGIT S 72 "THESTRE R Of gl 16 WHEFS! n ¢ he
pr edet er mMnvéddeshdeséroiiding thetatt deasy powaeﬁnteﬁpr@%amﬁzqtry on the network
to handle a burst in client device 40 activity. WO 2004/ 004226

PCT/ GB2003/ 00255-% ratfhba R%%e@@%@%ﬁ@tﬁ%t@rﬁ%ﬁgé ngn&' ai m wherein the
forcing act fur _|ncI

> gl ntgf%’ Ckeet E ac%nz client to <
di Sconnect ; geﬁW&F‘il’rft? SREGESS" FD FET TP BUPE Packet®t ARt s OPOARERH ng
t he Reque%qmt:o redi stribute packet to at | east one Access Point. 9. The
nmet hod of Claim8 wherein the Request to redistribute packet includes

identity,g|P aﬂ@ﬁé&odswrt%lﬁtsr SR and ]y ffeagetao@e@lﬂtqwu&f padiktt he at
| east one, cli

| ncI ud t a ts of
recei vi ngmélu‘s 68ﬁ1§te1t5ac?ef‘é€%esfheSl%quesferfgo it ST |ﬁ§ut%ar%acgerf (E
affl yzi ngtiehet riespbrare phicieét ; and i nform ng the at | east one client to
force roamif the response packet indicates the at |east one Access Point

accepts tfie Regiliesteddd of @dLshrd M&ler2&c1&d1n5hehmbbg¢mte@1wlm ecedi ng

cl ai mfurt her i ncl ulEc)I ng tt}le ct sesof o Legeivin iatd Access Point a
Request t0 PeUTSPRTH & packeefqu detef NI hy |F 4 d Access Point has

excess capacity; and 25 accepting the request if sal d Access Point has
exgess capaci tanal¥2inglhie mesbodeopadBeat mndl further including the acts of
determning if <client devices identified in the Request to Redistribute

paCket are w tPnlfrclrmlng rt.:gen%% Peas%aéxge Aflen Stg)%lo[z-lgé r%a.rq if the response

packet indicates the at least one Access Point accepts the Reguest to

redistribute.
20
11. The method of any preceding claim further including the acts of
receiving in said Access Point a Request to redistribute packet;
determining if said Access Point has excess capacity; and
25
accepting the request if said Access Point has excess capacity.
12. The method of Claim 11 further including the acts of determining if
client devices identified in the Request to Redistribute packet are within
30 range of said Access Point; and
determining if said Access Point can accept the client devices.
13. The method of Claim 12 further including the acts of generating an
35 accept response packet if both conditions are positive; and
transmitting the accept response packet.
14. The method of any preceding claim further including the acts of
40 receiving in said Access Point a Request to Redistribute packet;

determining if said Access Point has excess capacity; and



determning if said Access Point can accept the client devices. 13. The
nmet hod of Caim12 further including the acts of generating an 35 accept
response wacketoosizébot h conditions are positive; and tr@cIraRr2003ny2120e
accept response packet. 14. The nethod aff any preceding claimfurther
including the acts of 40 receiving in said Access Point a Request to

Redi stribute packet; determning if said Access Point has excess capacity;
and WO 2004/ 004226 PCT/ GB2003/002729. 17 denying the request if said Access
Poi nt does not SPFTRI dPCeETUCEHpi{cFRIA 2E5°SSARC I 88 BOF M*YGe¥EEST or
connecti ngarelcient devices to a network 5 including: a controller (202); a
first adapter (222) providing an interface for a nobile client 10 device
to a wireless adapt V, f a wred
L " TiTar Bhdepda foR e B AT LR BRI B T hEeh
coftrol | ef314A#% second bus (234) interconnecting the controller to the
second adapter, wherein said controller is effective to execute at |east
one program thadontedices eoedjent device (122, 124) to roamif the

bandwi dth 20 utilization in said devi ce exceeds a pr edet erm ned t hreshol d.
16. The device of CI aim 15 where J\t;]e control | r}c udes é ranmabl e
processor; 25 a Te Naﬁ’%@(z%ﬁ?ef’ﬁ?‘f el Lot a‘fe §5ld“}3pbce§ ¥ progr am
stl8r age (Q@G)CEC‘Im@aWImeﬂlgSff LANware with instructions allowing the processor
to execute prograns to support the wired and wireless LANs; and 30 an
interface f'O\Ascs%%ﬁ@lahsgteQZ%)mcgfwla $@i fhR0LRSE9Ms t@rsdirdy; first bus
and sai d second bus. The devi ce of aim 16 wherein the nmenory further
includes a table 35 partltloned into a first sub-field in which identities
of client devizdsrsedraufideat igraptiecsing thefleet a0eri¥céPde® a second
sub-fi el dedm@ro®EGEr dandl P addr esses of said client devices, a third sub-field
to record signal strength information for said client devices, fourth

sub-field to rEHggggkd bus (234) interconnecting the controller to the second

adapter, wherein said controller is effective to execute at least one
program that forces a client device (122, 124) to roam if the bandwidth

20 utilization in said device exceeds a predetermined threshold.

16. The device of Claim 15 wherein the controller includes a

programmable processor;
25 a memory (204) operatively coupled to said processor;

program storage (208) containing firmware with instructions allowing

the processor to execute programs to support the wired and wireless LANs;

and
30
an interface flow controller (206) coupling said processor to said
first bus and said second bus.
17. The device of Claim 16 wherein the memory further includes a table
35 partitioned into a first sub-field in which identities of client devices

communicating with said device are recorded, a second sub-field to record
IP addresses of said client devices, a third sub-field to record signal )
strength information for said client devices, fourth sub-field to record
average bandwidth utilization for each of the client devices, and fifth

40 sub-field to record aggregate bandwidth utilization.



average bandwi dth utilization for each of the client devices, and fifth 40
sub-field to record aggregate bandw dth utilization. W 2004/ 004226

PCT/ GB200wbQ0@/%922618 18. The device of any of C ains 1PCTASB20080002729f urt her
including indicia to indicate status ofgbandwi dth utilization in said
device. 19. The device of any of Cains 15 to 18 wherein the first adapter
5 includes an RF transducer; a first FIFO operatively coupled to said RF
transducer; a second FIFO operatl vely coupled to said RF transducer; .and
10 a cont &l | eFhoogeriad A§ W aE CoriBhis: vihst And BEED SRS | 15O @it SRUCAR
speci fi cate andbpekeastatekyoft dapivadtt ottt hizaEXok | iIBOsaid dRK d&.FO. 20. The

devi ce of any of Clains 15 to 19 wherein the second adapter 15 includes a

physi cal ye | i g _sal ds nd a e FI FO
operati ve#%1 coupﬁ ég f’ﬁ anb’hyglccga gégéro 18 n‘ﬁ'ﬁg ]3(_)!} Ij—%go%grggtl VEF%& coupl ed
t o5t he phyxileaes [aayRF ; traﬁ%FUCEB a |VEdI um Access Controller (MAC) operating
in accordance with a protocol specification for wired LAN operatively
coupl ed to they BX El F@roaddbriiJehFQougbed o Jhi@ fEWraRsdfceEl ai m 20 wherein
the protocol speci fi cati on for wwred LAN includes |IEEE 802.3 ethernet
speci fication. uter program roduct i.ncludin 30 a first code
set that moni t%r?cﬁ%ﬁ ngtcf?eﬁ’[‘ Ve RieBN %5y ta 57561 fe B Sldélﬁfrdéf/‘fice
cananect abl e through one of a plurality of Access Points to a netwrk and
activates a flagontrdiaedwgdicheitg it zatoamnexcaedsIEEE pradeberifeness LaN
t hreshol d t t I evices to other
Access e%,?gf‘cla]ﬁgrg %&ﬁ,ei? coslgg%di (%ﬁdeé%cg%ld%gkgsaﬁl?eg}g?telf% ned t hreshol d;
and a th| rd code set that nonitors Request to Redistribute nessage packets
and i ssue#d.a ctrdidevioeabf reegpohseaim0lP3o Thevhsreyr ahe presdnet2adgpted ai m 22
wher ei n theathést sREa csetialuf tdaplinigned ilidescamadeddpeer ciceat wingdaranabl e
partitioned into sub-fields for witing WO 2004/ 004226 PCT/ GB2003/ 002729

19 .
a TX FIFO operatively coupled to the physical layer;

an RX FIFO operatively coupled to the physical layer; and

20
a Medium Access Controller {(MAC) operating in accordance with a
protocol specification for wired LAN operatively coupled to the RX FIFO
and TX FIFO.
25 21. The device of Claim 20 wherein the protocol specification for wired
LAN includes IEEE 802.3 ethernet specification.
22. A computer program product including:
30 a first code set that monitors bandwidth utilization by a mobile
client device connectable through one of a plurality of Access Points to a
network and activates a flag if bandwidth utilization exceeds a
predetermined threshold;
35 a second code set that redistributes client devices to other Access
Points if bandwidth utilization exceeds a predetermined threshold; and
a third code set that monitors Request to Redistribute message
packets and issues a conditional response.
40

23. The program product of Claim 22 wherein the first code set further

includes code for creating a table partitioned into sub-fields for writing



each client's device ID, |IP address, Signal Strength and average bandw dth
utilization; code to calculate the average bandwi dth utilization by each
client 5Swoeviems2260ode for witing attributes in said seoTféRbagotm each
client's devices; 10 code for aggregating the bandw dth of the client
devices; and code to conpare the aggr edﬁte bandw dth with a threshold. 24.
The program product of Claim22 or Caim23 wherein the second code 15 set
further includes code to check status of redistribution flag; code to

det er m neesdt ehi&lti-endevieyime 1o akedessdt, r siphe; strafgttndad tareei®@abendviReguUest
to Redistyipyte . packet; and code to create a packet inform ng selected
clients to force roam 25 25. The program product of any of Clains 22 to 24
wherein the third code set further includes code to nonitor for Request to
Redi stri but e paedeets;cadndlatzted deerayedrieivifie ubkbigasionpaceaqp. client

5 device;

code for writing attributes in said sub-fields for each client’s

devices;
10 code for aggregating the bandwidth of the client devices; and
code to compare the aggregate bandwidth with a threshold.

24. The program product of Claim 22 or Claim 23 wherein the second code

15 set further includes
code to check status of redistribution flag;

code to determine which client device to redistribute;

20
code to create a Request to Redistribute packet; and
code to create a packet informing selected clients to force roam.
25 25. The program product of any of Claims 22 to 24 wherein the third code

set further includes
code to monitor for Request to Redistribute packets; and

30 code to determine excess capacity.



