. e3eB| @6TB( ¢ SHARED DATA PURI FYI NG APPARATUS AND SHARED DATA PURI FYI NG

METHOD Field of the Invention 5 The present invention rel mr ed
data purifying apparatus for and shared data purifying matzmg m&wm yi ng
at a for

shared data containing errors so as to produce errorless s me\\g \
communi cati on using quantum cryptography or the like. 10 Backg*|‘53hnd of the
I nvention For exanpl e, &HAMIEGr DATR @URAEYIOGr éCPAGATISt AD® for use with
guantum crypt ography is disclosed in "I NTRODUCTI ON TO QUANTUM COVPUTATI ON
AND | NFORVATI ON' (EDI TOR  HOHAKGR AT, PERIBY ING MpREODr ot ocol s defi ni ng

procedures are proposed to 15 inplenment the quantum cryptography, and anong
them BB84 protocol is currently assuned to be a standard protocol for the

guantum crypt.ography. . After that, this protocol has been inproved and is
provi ded as@I&eg‘rdgto c&heef&sléfcetnit\}@heven in noisy realistic communication

paths . Zhe inpro 4 : ' Nt r |- s m
Crypt ogrgphy" (C E.ﬁ%eﬁﬁg??l?{ g%bq%glstéé%e?g%gqélreggg%rad,Shg.i‘%glC&/ﬁtpgﬁc}@ja%tr?unl in,
J. Crypt ol ogypYRlraaudPFod 284 UGl dGeRS iptirS fAfi nloWaheRRAIES o fa puriFlying
procedure for sharing physically-safe initial data using a quantum

comuni cat i ghapaichdatd corsedaridigeseedsrs hert€ probaatiengr st De ss 2hared uded
inthe initial data by using an error correction nethod on a public line
(i.e., a cl asdiacibrpeanmunigat faor usédgciwgn Bun ol nyps agraphfoerathod Ukeaki ng
tothird parties in terns of information theory. The first procedure of
roughly sharing data by using a quantum conmuni cation path is unrel ated

di rectl;i030]§a%]ggr}%£lr Soefntth'emﬁ%r\]}e'n q.onThe BB84 protocol is referred to as

For example, a prior art error correction method for use
with quantum cryptography is disclosed in "INTRODUCTION TO
QUANTUM COMPUTATION AND INFORMATION" (EDITOR: Hoi-Kwong Lo, et
al.). Some protocols defining procedures are proposed to

15 implement the quantum cryptography, and among them BB84
protocol is currently assumed’to be a standard protocol for the
quantum cryptography. After that, this protocol has been
improved and is provided as a protocol effective even in noisy
realistic communication paths. The improved BB84 protocol

20 described in "Experimental Quantum Cryptography" (C.H.Bennett,
F.Bessette, G.Brassard, L.Salvail and J.Smolin, J.Cryptology
Vol.5, pp.3-28) roughly consists of two parts: a first procedure
for sharing physically-safe initial data using a quantum
communication path and a second procedure for correcting errors

26 included in the initial data by using an error correction method
on a public line (i.e., a classical path), and for reducing a
volume of information leaking to third parties in terms of
information theory. The first procedure of roughly sharing
data by using a quantum communication path isunrelated directly

30 to the present invention. The BB84 protocol is referred to as
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2 thi S inproved BB84 protocol fromhere on. The present invention relates
to "the second procedure for correcting errors included in the initial
data, and for reducing a volune of infornation leaking to third parties in
terms of information theory” . The 5 prior art nmethod can be expl ai ned as
follows. Wth the current state of the art, the shared data that appear in
the first halHioimphev8B®Sdrotototol nfcrbm:teem ool s Tihmpreseut iatventrisire of
about 10. These errors result fromthe accuracy or the like of the

appar at us t Hestldtesat ¢ édtheds pgond Hagsdvats 6a5, Cosustrtdaa ABFARF Imsligledand
reflected Iight, which appear in the comunication path. Third party

i nvol verent Jdarkha §81Eééied%’ﬁaerf?‘réﬁ foy weeGHGhe EPb‘é’é%toﬁéé’cﬂPr%“ad:floc%e

vl verent LR EPor b PR S%E‘Pff'a%’m% fletTaete c18nc PESREY andie as
previ ouslgy ?&dlorbeldc ddtHsh |é’g}10§%éy a)ﬁi age t%a q]otM%judge whet her the

occurrence an error 1S caused ends into the | evel of

a rate of errors Ga4sL¢naPENLABREUSENLOTo D HAE , PRREYshAVOH VB tthat
Furt hernore, although according to the BB84 prot ocol the transmtter

roughly 20 sdygsesr daf ahe FhrihiehaeEeb¥ethe t BIES 4 Vit €10 cOESi moludy aperdns
function in nost cases if the shared data include errors that occur at a
rate as nuchtlest becuvhen & trretshrafezbcdm a%i.s Tkesle axrdaps dasalitnfcomtdre key
cryptographi c schenme, for exa it is to be understood at once that even
a singl e- bi tAaRFHHCY Op5thet 1i @l @cfecth% aprasHatedtBat aisTeffsIoked Hiv

or ovent Mg it hﬁiﬁﬁb%%nsr'%% e R Ro L ctsuppeRa o ke 56SB6e Siied
S1 mul t aneously. S qw g aua LLAIVTRL B0 .Leakah QNG NADL Wbment can

e
comuni cati o Sp, al’l ng on ata’between ransm er and

the recei Verals:rch' Saw®s had 'e%r%%' | ed 18HRigh &&%I&&éé@nféaguﬁ?é' Y)%Cyche
anplification. The principle of the error correction nmethod is sinple. In

accordance Wuidntie dmidtashrdghy Siassiaed t had ddwyidls shalatkdattthird
containing sone errors between the transmtter and the 5 receiver. The

shared dat a pariy virded venentsare dnl cokyr,anthasi mgdye-ds tt ey ivrides drdeal
conpared with each other for each block. At this tine, because a public
line is lesed:itqumsinrine sgendsaPrgvasyah¥dmenaionpe, pa\'cuw ingerskiomican
be al so | eaked. to V\nretagﬁers Therefore, in this case the vol une of |eaked

10 i nf or mat i Oht§ §T29B;i 0 I HOPErTREIST hP6r Bt HETERFRGTyan ST O hF caused

by a leakage that blends into the level of a rate of errors caused
spontaneously or by third party involvement. Furthermore,
although according to the BB84 protocol the transmitter roughly
20 shares data with the receiver, the system does not properly
function in most cases if the shared data include errors that
occur at a rate as much as 1%. When the shared data is used
as key data in common key cryptographic scheme, for example,
it is to be understood at once that even a single-bit error is
25 not included in the shared data. To solve this problem, there
has been provided a method of removing errors while preventing
information from leaking to wiretappers as much as possible,
simultaneously throwing away information leaked during quantum
communications, and sharing only safe data between the

30 transmitter and the receiver. This method is called error



of the roughly-shared data being held nowis thrown away to nmake them

bal ance each other out. The processing on bl ocks whose parities agree with
t.hose of corresponding blocks is then tergrinated for the tinme being. Each
bl ock whose parity does 15 not agree with that of the correspondi ng bl ock
i.s further divided into equal halves, and a simlar parity check is then
per f or med orcceadttdfort kewd phvioraarvareap lsdraatiiingr.i s repeatedly carried out
until an erroneous bit is detected, and this erroneous bit is finally
corrected. Thus, ([hieeprinbéplefopdilia prrorresrasedonorethedtip-Bimpdeh
searching + 1 ) bits are thrown away, and remaining bits are defined as a

candi dat e ofIt RECSRARREE MHdr FRe Methothi 5t iis aRTUNRR tRAE L RET Ve FARRSer of

errors are i | uded ,i n each bl ock of th har ed ,dat a t he rities r.ee
Wi th each TRl KETVRA it S G Fo4 BRI S Tt Hy AR e g A,
and t hat rbei by e Lver. .and ngerrar; G ot t d, d
t her ef org i nf%cé(}giegrdncerrh% tsﬁ%'%%éj giralt%r qgr ;al%to%gd qﬁ%s So tﬁ%os as‘ra'ecfrggt a

are appr opr it de-Jgieph et 884 81 0RO Dlti $ had £ois Bl BkY FEMBYEH Hlbck.
repeating the sane processing fromthe beginning several times. In

accordance 30 whib tiee pbecatiscaaphidliicaling ieubed, £vemn betdenerally
above-nentioned error correction is carried out, there is a possibility
that there eodsimdi tshathathhaverdtly bedvmettdotred-as ker ehgoud eikiest even
when a wiretapper taps the shared data, though the bits are few in nunber.

To prevent tHEQERRIT t FIRIFIQRAt B EhS | BR8P nkhPOVOBEMSg Afapfdtkedach
Ctror ovi -t e SR By L Ser g RS H R I Ghaete s ABPoh it

i nf ti i.ng t l.ue, as. fi - _Thi d
o Che soocat SRR L PP Ua 8 MELED pit B A £ 080 el |8 BB
for use in theprdHlaid errgat;h%h\@fﬂ oue expL abAeLe beregfdem1dcits whd¥wl ean

function: Z 2"n ->Z 2"m ( m , where Z 2 i's Z2 and nis the n-th power
of 2. By defgavitids ifeeéagtthhahhdsd obatanceshbdndiggublabke) 155 trmans
that a reverse image f» {-1 } (y) of f has 2 {n-n} elenents for all mbit
strings y. Temsnideftied tficon tihee ddmievdlegmiy .t oE&ble Hhotk thiadsevhear Wty sdeas
output and an input x is chosen at random P (y) beconmes 2" {-n} for all

m bit stlfi ngly, agseantaght ket f pilwapprresperdingxplogk. iy jfumhey
\-/I:B?g,s a;:g?&f{‘%é illjrllttoS ecc);];la hﬁai\r}ggE gt(n naP%tinfi(a.afr %g%ikbxgg'ecknigtt eern
performed on each of them. Two-branch searching is repeatedly

carried out until an erroneous bit is detected, and this
erroneous bit is finally corrected. Thus, (the number of parity

20 Dbits used for the two-branch searching + 1) bits are thrown away,

and remaining bits are defined as a candidate of the shared
information. This is because when an even number of errors are

included in each block of the shared data the parities agree

with each other between the shared data being held by the

256 transmitter and that being held by the receiver and no error

cannot be detected, and therefore in accordance with the prior

art method bits of the shared data are appropriately inverted

and erroneous bits are surely removed by repeating the same

processing from the beginning several times. In accordance

30 with the privacy amplification method, even if the



x {i 1} - ¢ 1, ..., x{i t} - ct wherex { i 1} isx~~andc 1is ci, and
x.{ 1 t }isx~t and ct is ct. 25 Assune that P(y ~ x {i 1} =c¢ 1, ..., X
{i t} =ct) is the probability of f(x) -4y on condition that x {i 1}

1, ..., x {i t} - ct. By definition, the fact that f is correlation-inmmune
of order t nmeans that P(y ~x {i 1} =c 1, ..., x {i t} =ct) =P(y) 30 is
est abl i shed drvestent,igned elrrqr Zorrectdmh c g .carffddh aute dhmre is a
description, 2*{-n} nmeans 2-m is to be understood through intuition

that even tHSUgHRL i1 thatt F\Eeﬁeb%l%‘i hife thiads hasrened heghdatected

W retapper, the probabiljty that t W reta r can estimte f is 5
made tg becc?r%eﬁ(r;?)“eouﬁﬂ{’ f-/rf ed‘ﬁrblwgﬁﬁ‘k?ﬁbl]? ‘%&RP% taps ﬁggi% %‘g?%ﬁi@ ./ This

probabil ity d;s, J%} t%%”&%‘ﬁnt O{“fekﬁiﬁ%ﬁn&?ﬁe progag%?fe'&%“i?hé‘%%‘sts‘ib%ﬂrﬁet;} ©

l'i ght to the W Tt apper her wor Ity i3

Regar dl egs ofr %?Ehﬁr tﬁé o rmaft floh BE1h8& A lud, ShERRE »‘ShQacSrangﬁﬁtttcérl I ght

to the wretapper, an 10 mbit shared key has an mbit entropy ( the

estimated prahabhkl t&césvedf Lol Byolitld Bgotedsto PFuUlrt@ e Dhbrstihgthe when
viewed fromthe wiretapper. By definition, the fact that f is a t-resilient

functi on neasfdthat by | $mpakmenedngndai sha=dr r ebatriaddonnmune tife orgdetrdd . 15
This definition is equivalent to the fact that P(yl x { i 1} =c¢1,..., X
{ it} = cinfermgetiomipndsasstabhoshiee Hagh aplysoesi biralashatidglata.
to be understood through intuition that f is nade to act on the n-bit

string x evelis mFhe |3tss t(b(e 5% scac;flqdeﬁl)lwyofant%ﬁ%%ﬁp@ttr@q i ght
{0,C1e Wy et 2pPer 59,0143t e DLbckengl Dot ey ShEL ke, Lo Sl ened
n- bi t will be explained hereafter.
f is a Boolean function: Z 2*n ->Z 2"m (n >m), where Z 2
is Z2 and 2”n is the n-th power of 2.
By definition, the fact that f is balanced (or equitable)
156 means that a reverse image £~ {-1}(y) of f has 2" {n-m} elements
for all m-bit strings vy.
This definition is equivalent to the fact that when y is
an output and an input x is chosen at random, P(y) becomes 2" {-m}
for all m-bit strings y, assuming that the probability of f (x)
20 =y is P(y). Then, assume that t bits of the input x input to
f are fixed. In other words, assume that
x {i 1} =c 1, .., x_ {i t} =c t
where x_{i_1} is %u and c_1 is c1, and x_{i_t} is x« and c_t
is ct.
25 Assume that P(y | x_{i_1} =c 1, .., x_{i_t} =c_t) is the
probability of f(x) = y on condition that x {i 1} =c 1, .,
x {i t} = c_t.
By definition, the fact that f is correlation-immune of
order t means that P(y | x {i 1} =c 1, .., x {i_t}=c t) =Pl(y)

30 is established for all x, y, ¢ 1, c 2,., and c_t.



string) have cone to light to the wiretapper, the probability of estimating
the n-bit string x becones snaller than 2*{-n} 25 when viewed fromthe

wi retapper. In other words, the conplete,safety is not achieved (the

conpl ete safety of the n-bit string x neans that the probability of
estimating the n-bit string x nust be just 2*{-n}). On the other hand, for
y =f (x) (i . eIn thkeabobitdskeirigkion302thempr abahsl ptv. of the

W retapper estimating y is just 2"{-m . 6 In other words, there is
entropy of m bitsItTherefbeaindersscasshiedugb et wil tieod fratofvemdhowaber of
bits that can be tapped by Eve in the quantum communi cation while being
buried in erybi&s <A£ctémnnaw,sthbn@aﬁ Bésofore s tl 1gbtstaet athatedrer,
according to_the error, rate, Therefore, {f n is detern ned i s determned
accordi ng td:ri%é’r@ﬁoﬁgrllﬂg‘tyth?ﬁeEP?r@%FF#@BPeFuﬁ@Pi %%t}rlgai%rfisﬁ)uc"t ed,*®and

the comyni ¢aldon pratagal Pi(ﬁ;l) dgsbgﬁ‘@ﬂt}sngQét ﬂlﬁg%fié@o‘%{‘tﬂrﬁee';@r&%

even if sone bits are Teake 0 a W retapper during rnitial

exchangi ng, s_tﬁ}qrf%gﬁpl efye SpLebyb it heycophetamial tondtht NitHe/h¥e RBRNS t hat
the probability that the wretapper estimates a key of mbits nust be just

20 {-m if idotISrRsEEFRGD tbAk 4B Loghe to sheuritet ARsanet n) o ther e ratshi eved
by using the t-resilient function. 15 By the way, a nethod of constructing
the t-resil ittt ptoubebidntyays Bé (kmdwn Regaheless etfappethet monledr t vortds,
the t-resilient function is public information. A problem encountered with
the prior araf redchodbiis shaing X has come to light to the wiretapper, an
10 m-bit sharedkeyhas anm-bit entropy (the estimated probability
is 2~{-m}) by making f act on the n-bit string x when viewed
from the wiretapper.
By definition, the fact that f is a t-resilient function
means that f is balanced and is correlation-immune of order t.
15 This definition is equivalent to the fact that P(yl
x {11y=c1,., x {i t}=c_t) =2"{-m} is established for all
possible variables.
It is to be understood through intuition that f is made
to act on the n-bit string x even if some bits (t bits or less)
20 of them have come to light to the wiretapper, so that the bit
length of the shared key is shortened from n bits to m bits.
At this time, because some bits of x (i.e., the n-bit
string) have come to light to the wiretapper, the probability
of estimating the n-bit string x becomes smaller than 2" {-n}
25 when viewed from the wiretapper. In other words, the complete
safety is not achieved (the complete safety of the n-bit string
x means that the probability of estimating the n-bit string x
must be just 2"*{-n}).

On the other hand, for y = f(x) (i.e., the m-bit string),

30 the probability of the wiretapper estimating y is just 27 {-m}.



while a t-resilient function is nade to act on data to be 20 transnitted to
inprove the safety of transm ssion, there doesn't exist a proper nethod of
constructing the t-resilient function ingall cases, depending on the bit

|l ength of the input data, the output bit length, and security paraneters.
The present invention is proposed to solve the 25 above-nenti oned probl em
and it is tHer efthree aworalsjetheske tilse eprteopyt cfnvebtiten to provi de a net hod
that can deal with all the above-nentioned cases by using a general
function, such asThRAeforsrherlis REFUMSCeSP| P mﬁefﬁ@ﬂlﬂbﬁg.ﬂp% ffoLher

obj ect of the present invention rovide 30 a qgthod that can make .t he

to
saf oty when BS&Tdb Ret &30 FREEPPPAPY BT Rt Bhe ARt U CRREURLEBE oD FitHe
Ver nam ci pher_.enc t.i an,, _and_t hat ovides hjgher safety in ter o]
i nf or mat i gn%[er}él@r . %IiiegicIlBSSFgo&s‘t C??ﬁ/(gﬁ?joﬁ’ gtl'f% Vaaels‘%earogkd tdétltrlrl;st be
purifying a%acreaftrﬂgﬁeid'n a%%gqugl%c%ovw R thepr esgat invention, after m xing
each purification ock by using a ﬁanning i stance anplification effect, a

transmtter Vernammererypes £AGhiRUAEEEERIhaD, B 06kian dhnih spesireitat a
and transmts it to a receiver. 10 As a result, the shared data purifying

appar at us oftfeetsearmdvantage-hof tredsdilngnthtundtsiomfi sdadms benoged apped. | n
a shared data purifying apparatus in accordance with the present invention,
each of a trtdresedrmenieatien psosieed (3 designediny tatan bs pudifigiegtly
apparatus) divides 15 tenporarily-shared data into one _or nore purification
bl ocks and orf& % rﬁi’f%ldirgp%@‘a%llélﬁ otke, 1edkeRatCadHuAFPAGPERSt S nd

bet . i i fication blocks being hel d by the.t it g d
he T ooduer T Kuh SFBBAeBPGarHE0a. tatem ) BRSS! | P it B S Fect .

20 As a res"ga{[fetty}]eiﬁtﬂﬁﬁ@gvgiigla rﬁ)é‘éliléyiﬂ}gatapiaﬁ'éatﬂfo}%f)fifty that the

wiretapper estimates a key of m bits must be just 2"{-m} if it
is assumed that m to be a security parameter) can be achieved
by using the t-resilient function.

15 By the way, a method of constructing the t-resilient
function may be known to the wiretapper. In other words, the
t-resilient function is public information.

A problem encountered with the prior art method is that
while a t-resilient function is made to act on data to be

20 transmitted to improve the safety of transmission, there
doesn't exist a proper method of constructing the t-resilient
function in all cases, depending on the bit length of the input
data, the output bit length, and security parameters.

The present invention 1is proposed to solve the

25 above-mentioned problem, and it is therefore an object of the
present invention to provide a method that can deal with all
the above-mentioned cases by using a general function, such as
SHA-1, other than t-resilient functions.

It is another object of the present invention to provide

30 a method that can make the safety when sending and receiving



an advantage of easily determ ning whether tenporarily-shared data being
held by the transmtter is identical with or different fromthat being held
by the receiver. 25 Brief Description of sthe Figures Fig. 1 is a diagram
showi ng a shared data purifying systemin accordance with enbodi ment 1 of
the present invention; Fig. 2 is a block diagram show ng a data processing
means Y of tdedashesedtdin &hpuskfpitrgo §ySteMeirmaaccbpbancanan Yyt 3, and
enbodi ment 1 of the present invention 8 Fig. 3 is a flow chart show ng
an oper at i ortheft e vdidesed ighes padietyl g Spstemaitn iadesradica wherry.
enbodi nent 1 of the present invention; Fig. 4A is a diagram show ng
division of 5 tenporarily-shared data X into purification data and

di sposabl e ltac in accordance Vr\{i\;[erﬁten%()di ment 1 of the present invention;
Fig. 4B is &' GHGHRSHMNG Vit 0f tenmporarily-shared data Y into

urificaki on datasan I i C i | :1,.0f
ltohe pr estgnt i nventIlﬂo%;glii??\)][:)(lgz)?%34.)5!1:2i flgg&gfgﬁggr gﬁ?%ﬁ%&mﬁﬁ\é\i%%p%nt a RAIrltzl-,%lul ts

of the m Xi RhePprEgEABNGE &t Bhashk tbwnglk Ong Fdhlpukli@icBtisnafdompghart
showi ng an operation of a shared data purifying systemin accordance with

enbodi nent 2isding heHpmasant di aventé camp 1bf Fegtidn i sf Beditt 0w dharisrdhdwirng an
operation of a shared data purifying systemin accordance wth enbodi nent 3
of the preséfrnanemdroptsFegchg8purifacdtagnapl éok wikpt alidpapab s deddur e
for generating a Vernamencrypted block X froma purification block 20 in
accor dance VAtth t&#BEE et (3 16 & R€GSi@eant invention; Fig. 8B is a diagram

for expl.aining a procedure for_.generatin Ver nam encrypt ed bl ock .Y froma
buri £10dP! on bl ocBE) A SEEGH A WEeH COnHBaR MRFEL 3V G9 (P P EEers

i nvention; F.g. i di_agr. far | _ai_ni i . erroneous
positions irléngcaé%raégr?%g v%%?r&e@#bcg&g%%te c??&gtoﬁfgd%?%sg%{lh!%nn&% i%?ri; Fig. 10
is a flow chart showhngh#Fe@REIA bR %k iAgShppadatatai PHIdordh &Y SLHem i n

accordance with enbodi nent 4 of the présent invention; 30 Fig. 11 is a flow
chart show nheamprepamt iioveftianshazeth of a transmitter and a receiver
(i.e., a shared data purifying apparatus) divides
15 temporarily-shared data into one or more purification blocks
and one or more disposable blocks, so that a Hamming distance
between corresponding purification blocks being held by the
transmitter and the receiver is enlarged by using a Hamming
distance amplification effect.
20 As a result, the shared data purifying apparatus offers
an advantage of easily determining whether temporarily-shared

data being held by the transmitter is identical with or

different from that being held by the receiver.

256 Brief Description of the Figures
Fig. 1] is a diagram showing a shared data purifying system
in accordance with embodiment 1 of the present invention:
Fig. 2 is a block diagram showing a data processing means
Y of the shared data purifying system in accordance with

30 embodiment 1 of the present invention;



9 data purifying systemin accordance w th enbodi nent 5 of the present
invention; Fig. 12A is a diagram show ng division of tenporarily-shared
data X into purification data and di sposaple 5 data in accordance wth
enbodi nent 5 of the present invention; Fig. 12B is a di agram show ng

i vision of tenporarily-shared data Y into purification data and di sposabl e
data in accordancdiwit B esfsodilawmhar bishowd ngr aserneyatiam edntheithanglis a
di agram showi ng a shared data purifying system 10 in accordance with

embodi ment G&fa tHE IfrEdehts VishPEnFoACCAREARFE. Wikhi eBod B hhrat I ng
an operation of tfH’S shared data purifying systemin accordance with

enbodi nent  PTISHHe HEEMCY nventi on. 15 Preferred Enbodi nents of the

I nvention In order..t eXﬁ:AaLQi%he Rr esgg%g%%%ew%ﬁ%%?%gre&t@rsgﬁai I(jf t he

preferred enbodi msFrﬁ W _ escribed’l \ eference 10 the
acconpanyi ng: i QWur6s; 1 SOt eahcdx gﬁtgbgn%i%_i'c%téoﬂ' (ifagtfaagha%v!ﬂgfboa?kﬁ“ar ed

data purifying systemaccording to this enbodinment, Fig. 2 is a

di agram of aj4led anpsOEEE8ANEGe MRS etboldiinengharerl téat proyeh £ Viimgriyisdrsm
Fig. 3is a flowchart show ng an operation of this shared data purifying
system and Fi gs. Fi4g.and 48B arne di agr adsaghami ngs&wihyi sidivigion of
tenporarily-shared data X and Y into purification data and di sposabl e data.
In Fig. 1, rednparel iimrareddabpot értapurdddeation datd apdibisnaaadrlda 2
denotes a receiver, reference nuneral 3 denotes a quantum conmuni cation

line that cdifiettd 2RECEBRRFaTEMGR eBPodienk 1 RE Lo8ahTesent e B ence

I 10 d . publ i K t.h ' 1
W th thdOr ccei ver B9 ARAR (1 G PLAOOMED RORBT A e RE"ACHOPRECR Of The

conmuni cat i %i‘ﬁ‘?&‘spe?%f% 4 3 2%%}%?3&{?65 s]HA—V!“i ch is connected

W th 5_ a communi cat’i on neans 21 1 ( In the recei’'ver 2. Each _of t he
comuni cation nmeans gX kliand fhew cHERNistRAIIOY BBaBpeYa?lofadf COmiredOt h

a quantum contuni cati on nmeans and a public conmuni cati on nmeans. The quantum
communi cat i adeta Ml hana isflenpdsasiebcbrrtignce with embodiment 2 of the
present invention;

15 Fig. 7 is a flow chart showing an operation of a shared
data purifying system in accordance with embodiment 3 of the
present invention;

Fig. 8A is a diagram for explaining a procedure for
generating a Vernam-encrypted block X froma purification block

20 in accordance with embodiment 3 of the present invention:

Fig. 8B is a diagram for explaining a procedure for
generating a Vernam-encrypted block Y from a purification block
in accordance with embodiment 3 of the present invention;

Fig. 9 is a diagram for explaining an estimation of

25 erroneous positions in accordance with embodiment 3 of the
present invention;

Fig. 10 is a flow chart showing an operation of a shared
data purifying system in accordance with embodiment 4 of the
present invention;

30 Fig. 11 is a flow chart showing an operation of a shared



10 that errors of about 1 percent occur during transm ssion of data. In the
public network 4, an error correction code, such as a Reed-Sol onon code, is
added to data by either of the communicatg on neans X 11 and the

conmmuni cation nmeans Y 21, and data can be corrected even if the data

i-ncl udes errors. 15 Reference nunerals 12 and 22 denote a data processing
means X and detdatrupriotieesisvg tesads ¥crhadaace wWhthueedodimene ? rahsiiater
1 and the receiver 2, respectlvely, each of them consisting of a CPU, a
RAM and so R SS: ey Hifveral s 13 and 23 denote a data storage rreans X

and a data storag neans é Y that are j.ncluded IP‘ the trapsmtter g
the receiver ctiv tach df HEH EGhsi SPPHYEf e?%%%ﬁl%nvol ile

h a5, :
hard di sk drige vﬁwp% SR04 85 BB U 25 gy L 09 e °
generat i gg m’ln QESJSE&QEcQW@'em%%@u%B@ 6% £ t8@l By 85 Xh PG fRANSon ;

reference nuneral 223 denote a decrypted bl ock generati ng neans, reference

numeral 224 denotesign idestitysjudgmentiReans, kRbeiagce @mwanZEQf
denotes an error correcting neans, and these conponents are included in the

data 30 pr ocessponpmeagnssha 2] dataYlifThe pueddiivert 12ni dataa shdrdicsmdatable
purifying apparatus. Next, an operation of the shared data purifying system
will be expl@arrednwrerordapeertcth embpeimesy &l thef pFegeng irensties/ al |,
in step 101, the communication nmeans X 11 5 tranﬁgﬁgls dat a,for transm ssion

stored in the datd Fotigé %Qéﬁgr?(ml%h%flqgn@ tedreit bR PUE Y I PAS YRR ver
2 by using quantum.c ogr.aph t hr ough uant um
comuni Cgtl gln 155 r§{a¥Pﬁn i gg‘elgver ggbf \?g;%thhl gr‘ag?3£ VA at ot hand

communi cation neang o 2} P%‘t Rl c%ta‘i}rteéh&l?fn Ay rééfoﬂ%t@tﬁg s%é)fe?cﬂe

neans Y 23. As a result the transmtter and the receiver

share the dajatd %uﬁfmﬁg SHisteniMihh agask dahker withee@bb8ideROSS Of Imtey
that this shared data in the transmtter 1 is not conpletely identical to

t he shared datesemt theveretceirwver 2 due to errors that occur while the shared
data 15 is transmtted fromthe transm’tter 1 to the receiver 2 or trapping
by a third party. This is expressed by "tenporary sharing” in Fig. 3.
Hereafter, the data for transm ssion stored in the data storage neans X 13
i s ref erifed REPERT FRAPIRAFINANIRISY e AD¥AHE Ihe data for transnission

d 20 h f d
tsfa?nragr aril ;/ns}]aseg[arij:?%&% a‘% g{%Pgﬁan EgSr %f%%eﬁq:geélﬁfte%&iondlj\ﬂ o%rseaﬁ'ueer
tenporarily ghaled A)C(E%gn %f&‘@f&&'bﬁ%{bf‘oé}a Oars%'lh ﬁé‘%lre%%fl%e%it £814Q% i dht o

purification data I Sposa x use to generate
reference to the accompanying figures.

Embodiment 1.

20 Fig. 1 is adiagram showing a shared data purifying system
according to this embodiment, Fig. 2 is a block diagram of a
data processing means of this shared data purifying system, Fig.
3 is a flow chart showing an operation of this shared data
purifying system, and Figs. 4A and 4B are diagrams showing

256 division of temporarily-shared data X and Y into purification
data and disposable data.

In Fig. 1, reference numeral 1 denotes a transmitter,
reference numeral 2 denotes a receiver, reference numeral 3
denotes a quantum communication line that connects the

30 transmitter 1 with the receiver 2, and reference numeral 4



25 Vernamencrypted data, as shown in Fig. 4A, and the receiver 2, in step
110, divides the tenporarily shared data Y, which are tenporarily shared in
step 101, into purification data Ay and ggsposabl e data By used to generate
Ver nam encrypted data, as shown in Fig. . Fig. 4A is a diagram show ng
the division 30 of the tenporarily shared data X. In the figure, reference
12 nurneral 3EndswtRepubhéctmepeorakithatstanee atst ahX, trehenenter nunedrtd 302
denotes the purification data Ax, reference nuneral 303 denotes the

di sposabl e ddte BCeIMRY r%ef er ence numeral 304 denotes a renai nder.

Furthernore, Fig. 4B is, a, di a%ram showing 5 the_division of the tenporarily
shared data Y. |nXhed¢iier, TedrEeOREe SRttt L HENfO R SO rily
shared data Y, reference. nuner 306 _denotes _the purification data Ay

Cofer ence. ndiea obTRGEARHCR The OraRSEahFar dn A iRt Bl e a
308 denotzes SR - t [XeTo! [ 0, : ryes t he
di vi si ont5of a'flhcreo t enﬂr}%ﬁw%se%g}sggpggt gﬁilﬂgre]é tlﬁgeg?it ée%(rgjdggés% ng %egélns Y
22 (1 . e .of thdkeahudengtabhNge S8R3NS)1 ICANE R O8bmhS 8h¥ish e s tthe
tenporarily-shared data Y. In addition, the purification data Ax of the
tenporarily 25 csmacedtdahooth 2 dushden d¢dormumi @attidn eafarenahbos ksabAxire (r =
1 to n) each having an equal bit nunber P, and the disposable data Bx is

di vi ded i nt ccommiirsipeastaioire idaovks Bxr (r = 1 to n) each having an equal bit
nunber Q Siml| arlﬁﬁﬂthe purification data Ay of the tenporarily shared
data Y is divided GUANEETMPEPTRLRAER BHROD| kS SAPA Sed dht Ha RS 141 lddual

bit number P, and the di l.e_dat i s divided into n di b
ol ocks B R REVPRG S SBAHAIT BFECADBIAASS SYRONRI TRy TOPpar it | on
bl ocks Ax Lyral i di | ina RAM

i thin the a4 Surddh peb B haRo g ol B5tEe Brlofl Fedt i AT et on

bl ocks Ayr apdhd-heo RinBRl idoelf dispogabhe tl ocdex Bybyar 8ishoredsf N 1 RAM
within the data processing neans Y 22. As an alternative, the plurality of
purificati oncdimekiscAxioram@ahlzex pl Uadld tieotomivspdsabl en bleeeles YBXI, camd be
stored in the data storage neans X 13, and the 30 plurality of purification
bl ocks Ayr atata heaplhe alanneafed dBmdiisddebldats doksliBlas canrdyss .stored in
the data storage neans Y 23. Because the nunber of bits of the tenporarily
shared d& a X is &fffiranse mamegfalishd 2 emsbrid idapoditareedlafa Proceiindf 5

themcan be L bits, as can be seen fromFigs. 4A _and 4B, .th unber of
bl ocks n i nt®e3F ¢h28gch %’ftw,roé‘)?,ssﬁﬁg E‘HgnBintshalﬁ \ﬁrﬁeanc(iugegbln the

transmitter 1 and the receiver 2, respectively, each of them

consisting of a CPU, a RAM, and so on. Reference numerals 13

and 23 denote a data storage means X and a data storage means

20 Y that are included in the transmitter 1 and the receiver 2,

respectively, each of them consisting of either a volatile

memory such as a RAM or a nonvolatile memory such as a flash
memory or a hard disk drive.

In Fig. 2, reference numeral 221 denotes a block

26 generating means, reference numeral 222 denotes a data mixing

means, reference numeral 223 denote a decrypted block

generating means, reference numeral 224 denotes an identity

judgment means, reference numeral 225 denotes an error

correcting means, and these components are included in the data

30 processing means Y 22.



can be obtained fromthe followi ng equation. L = (P + Q n + a (a<P+Q 10
ln this case, the remainder of a bits is not used. The division is thus
carried out according to such a predeteryd ned division rule. The rate of
errors that occur between the purification 15 bl ocks Axr and Ayr at the
sanme suffix r and between the disposable blocks Bxr and Byr at the sane
suffix r depends Qhet recgtakirt 2 a6 thehguadt deteopmunifgahgoapbenet8sand can
be assuned to be about 1 percent. Steps 103 and later of the transmtter 1
are carried out 2¥ekf,parabperatiion ohethmotliagied slataadnrddifing sygicen 1 to
n), and steps 111 and |ater of the receiver 2 are also carried out in
paral | el witHldnEeapsphainedrvibl ratarence tor therfigwngharh &k e wirds,

th i denti | [ i | | i h of.the t Lttt

and the recei ver FHREtoaed b it S35k WiLr| the CRBRGHEACHER CATE X He
transmtger tjragl%%itééedéﬁ gg\fe{ra%qsgw s, QEEEFHC_@} tg@ ¢ C$§o€§<ﬁe aad ayr,
respectively, by using a mmng di'stance anplificatron effect,”such as a
hash functigng3x(iof€tne26eahdhgtbe & Q@t@uéﬁf‘é%@ixféﬂ &) bR i @anFud Ng

them convert them 30 into m xed bl ocks Cxr and Cyr in steps 103 and 111,
respecti vel yorypthyaatly 6bmhtini dhxeenbloks:Xehanguytruhasn@uibiicatidhe
data processing neans X 12 and the data processing neans Y 22 (i . a. , a
data m xi ng Ineensy. cafhy oecetiese Lomezkion phbsedsss, hyeswert pfelthe 5
The Hanmi ng di stance between two digital data is the nunber of bit

posi tions i CONAUEH aatd anwaieangi ¥a?l R tdiegagtes esThEeHaRRR il dila side
ol F1.G5¢1 o Shect, ol 0, 450, T & HRIIg 0 stance nctsase Lundti on
e e 11 (Bl 30 CRhos 90, LGS 40K 936 LGN o L1 i o
other, there is a possibility that this shared data in the
transmitter 1 is not completely identical to the shared data
in the receiver 2 due to errors that occur while the shared data
15 is transmitted from the transmitter 1 to the receiver 2 or
trapping by a third party. This is expressed by "temporary
sharing" in Fig. 3. Hereafter, the data for transmission stored
in the data storage means X 13 1s referred to as
temporarily-shared data X and the data for transmission stored
20 in the data storage means Y 23 1is referred to as
temporarily-shared data Y.

The transmitter 1, in step 102, divides the temporarily
shared data X, which are temporarily shared in step 101, into
purification data Ax and disposable data Bx used to generate

25 Vernam-encrypted data, as shown in Fig. 4A, and the receiver
2, in step 110, divides the temporarily shared data Y, which
are temporarily shared in step 101, into purification data Ay
and disposable data By used to generate Vernam-encrypted data,
as shown in Fig. 4B. Fig. 4A is a diagram showing the division

30 of the temporarily shared data X. In the figure, reference



| onger than d, F(s) and F(r) being respectively mappings of an arbitrary
bhit string s and each of all bit strings r having a Hamm ng di stance equal
to or shorter than a small nunber a that 45 exists for the arbitrary bit
string s, where d 1. (b) Exclusive-OR en%ropy enhancenment function: that
i-ncreases the entropy of the logical exclusive-OR of two bit strings. The
reason why thimerproc@dstdagotsascaiei eshpotamd 1 diea2dd edqiiaaixnedelfereakker

In other words, while the Hanm ng di stance anplification effect on two

i dentical datuzmeredud®3 demottiesi Fherppiidds afdeinnde théxs anel egee nuRe rBdnmi ng
di stance anplification effect on two data, which are different frqomeach
other at |ea93 8aBOBRE BbRidipaahledrts Bul 2R84 T iHetRCO R URASSHngs 4

havi ite diff t I . That ] it . be thought. t hat t Hanmi

i st ance of PR HBFL R eehl BRSHTPTB o wAPa ] § S Uha B8 THe one
hat i b - hal ' ze. Jhis.i .

nvent i of, 15 RCZapaRi 17 A GRIBPRAELER: siRkia i ook M 9% cona

puri fication ek cd AemRYahf 563t §OR0PLOCK: V¥ eriSo Bt T Plsha e Rl vgati on
bl ock, the di sr?osalg:lee blmoclil Bxr is aosecond diesp%%abl e %Isocakr, t he .

di sposabl e Hegek Bye | Sunefilst3ol spesabks Wrackpukheiabkednbldoka Cay,is a
second m xed bl ock, and the m xed block Cyr is a first m xed block. 5
Because t he rsifeerepfcecauimaxfalt h20 i dedobkecksheOdispukadire bdzioaeBy16@nki t s
if "SHA-1" that is a well-known hash function is used as the Hanm ng

di st ance anplaffeireaceopureratB0fidenotesma mwruaindsd ng Thel @ta poosesgdng
Therefore, each of L e di sposabl e Blo ks, Bxr aqg §é£ has to have 160 hits.
10 Next 0as &R i h2 FFAFT S W CRENSHY ¢ EePP 10k iRLITETBSTa T ANaSRERGRber

sequence o s o sbasgble: Dotk BLCHaYIRN e 212038 (M salred |

bl ock Cxr, een m Xe i mpl’€ment s~ ah exclru

(XCOR) - operalycn ar i Thess Pl 0esrPXbsanddine fhaPosalle RoCko BXT LRY

using the d processi ng neans e transmtter 1 then sends the

cal cul ati on gegpdriariasy - redamsiassi,on bl ock Dr, to the receiver 2 by way
of the public network 4 by using the comruni cation means X 11. In other

wor ds, the transninteadditsendshchpucalfcubat bondates @kt odsthéeteamoereriyyt ed
data. The 20 transm ssion block Dr has a size of Q bits.
15 shared data X is divided into n purification blocks Axr (r =
1 to n) each having an equal bit number P, and the disposable
data Bx is divided into n disposable blocks Bxr (r = 1 to n)
each having an equal bit number Q. Similarly, the purification
data Ay of the temporarily shared data Y is divided into n
20 purification blocks Ayr each having an equal bit number P, and
the disposable data By is divided into n disposable blocks Byr
each having an equal bit number Q. The plurality of
purification blocks Axr and the plurality of disposable blocks
Bxr are stored in a RAM within the data processing means X 12,
26 and the plurality of purification blocks Ayr and the plurality
of disposable blocks Byr are stored in a RAM within the data
processing means Y 22. As an alternative, the plurality of
purification blocks Axr and the plurality of disposable blocks

Bxr can be stored in the data storage means X 13, and the

30 plurality of purification blocks Ayr and the plurality of



Vernam encrypted data is encrypted data in which safety has been proven in
terms of information theory when a bit string to be transmtted has the
sanme | ength as a random nunber sequence tl%uat is the other one on which an
XOR operation is inplenmented. 25 At this tinme, the random nunber sequence
can be used only once . The transm ssion block Dr is an encrypted bl ock.
When t he recEispersablreebdiovds Bhe tsarsdrisssirend hhotkeDilaby sweyrafe tdeamns
comuni cation neans Y 21, the receiver 2 inplenents an XOR operation on the
transm ssi of¥f Bck Dr and the di sposable 30 block Byr by using the data

processing neans Y 22 (i.e., a 16 decrypted bl ock generating nmeans and an
i dentity judgment BeCANSE Fhe Sumbersed Pl i otTHee tedEorar iilneRhaEed d(aﬁé‘

| cul ati It t f t
rade- T or: ver! A BOCkoEr Sh LRt HEvAP KH: Y ot %&eaﬁatﬁ?{)?ar ® i,
OR Dr
= oor xch piteEe R oty 8e B R R R B S PR R
'f Bxr and Byfmddeok $ARHKEa 1Wtbmﬁé}he91§:ﬂ‘%ff’ﬁ<h%xc%‘§aﬁ%h§1% betywpudde

made-for-verification block Er and the m xed block Cyr is equivalent to the
conmpari son keineen ddwe ifexe d dinpakse %11M@requ%a:tlt¢al ly, there is a

possibility that the di sposable 20 bl ocks Bxr and Byr are not identi cal
with each other in a strict sense, but have an error rate of about 1
percent, as preV|oust ment i oned.
L (P + Q) ' n+ o (a<P+Q)
10
In this case, the remainder of o bits is not used. The division
is thus carried out according to such a predetermined division
rule.
The rate of errors that occur between the purification
15 blocks Axr and Ayr at the same suffix r and between the disposable
blocks Bxr and Byr at the same suffix r depends on the quality
of the quantum communication line 3 and can be assumed to be
about 1 percent.
Steps 103 and later of the transmitter 1 are carried out
20 in parallel with one another for each suffix r (r = 1 to n),
and steps 111 and later of the receiver 2 are also carried out
in parallel with one another for each suffix r (r = 1 to n).
In other words, the n identical processes progress in parallel
in each of the transmitter and the receiver. The case of r =
26 r will be explained hereafter.
The transmitter 1 and the receiver 2 mix the purification
blocks Axr and Ayr, respectively, by using a Hamming distance
amplification effect, such as a hash function, (i.e., according

to a data mixing rule), and, after mixing them, convert them

30 intomixedblocks Cxr and Cyr in steps 103 and 111, respectively.



The made-for-verification block Er is a decrypted block, and it is a
decrypting rule to inplenent an XOR operation on 25 the transm ssion bl ock
Dr and the disposable block Byr. Becausejjhe size of each of the m xed

bl ocks Cxr and Cyr becones 160 bits if "SHA-1" that is a well-known hash
function is used as the Hanmm ng di stance anplification effect, Q = 160.
Theref ore, dasth off tifee dibpeodablechs oCks Brd &yd Bps Kadittes .halde3@are0
bits. 17 Furthernore, if the purification blocks Axr and Ayr are quite
the same datRFsesEdely BERBE X el &t BREQKRT XS ahtd @pafedote (duit-e t he
same data. If the purification blocks Axr an?l1 Ayr have even a single bit
error, the DI B O CFRIEY hBESNE "GEFt EOBIVEES -OR RFAGE ar t he
i nfluence ofr tshe CI:Claqu rilg di stance anplification effect in steps 103 and
111. Fig. 5 <SHQE experinental results showing the performance of nixing

data by the hash fwnct;j DR i g of;sthe_in 1§ to
512 bi ts%i nthis %egggﬁl#%l]ﬁ%aen%gﬁééwé ow%vv(\)/mg%&?ﬁgh I—lgﬁ’r%lan;isdit)sf%gnce
bet ween t he st rafi i E@s&%&bh‘st id3ina drhaheaivis dithlienenda £ 4 emLagteat her
at only 1 bit position thereof is with a histogramof 10 mllion sanples.
The verti calThaximansliows dii seguerc eeplidinaktizadeffebtt he entuse aitrieer aof
sanpl es. Therefore, the 15 probability of occurrence of the Hanm ng

di st ance of BOmingpdistanseeintpeade sfungiardmiEnt as tdasf imeth ivallae, (99 ans
79. 999550 and the standard deviation (a) is 6.327267. W further carried
out experi Mt %o VEs QFo eRIFSOPY bR PR AEM SRRt UM Hfimiasgdaf sPaAckR X&) -

bet ween lbhe out puts of two 51$.- bit dat.a that are different_from each, other

at only Pwo bit pddi't FOREIPHTEDTARSS ST SATd TPRE CHRRNT hot f s PErde 458t ween
t he outputs .0 56- bi t di.f fe f each roat..only
one bit posiatﬁigh%@ﬁérgﬁgtlg%ggl%% osr%a%::(gs egfl&tagp)te&&h%@rpe%t% ?gé%ﬁ%@gﬁgw a
normal 25 dildidduithan dave 9 anteans) il gy e splreitti 34 yaRbppiahansaragh

devi ation of about 6. 3 . In other words, it has been proven that al nost
every pair ofrduitraaty bagssktgiagnyesni®ceddt @ faapai bief sbringéri ngssiayiang no
correlation to each other and a Hanm ng di stance of about 80 . Furthernore,
as can be sdsnufimgndihéagraphquad tcher aahmnite ithear & amed 1 sunbalk| « &ddtt her e
is a peak at the Hamm n 18 di stance of about 80 while the total nunber
of bitsPs ®OTis Lor |tgleg@ﬁé>rléqr,a%é>rlst ¥ i8¢ sa ¥8&FS O >mdrgin as a
confidence interval. The widith of_the confidence interval cap,be s to 6
S Ba T hat i 11 B gaHEr LA o pBBU g Yy S nC Reml FYSCBLaR A AT
Hanm ng di st, t LS. e S e - entd o ri ment
using S 1 RS R o R o e e A B
di stance is as- gy, low as 1 or 2. Therefore, in the case of using SHA-1,
80 - 38 = 42 bits can be set to be a threshold used for judgi ng whet her 10
or not two arbitrahe hicasshr Whgs tarie ipderidsedngmitsh ceach eat ert. win lotdeer
wor ds, when SHA-1 is chosen as a function having the Hamm ng di stance

anpl i fi &8t i axwffiessd hereafitbe. assimedthieat wonds, x whiliet htlae v éieynmiiingh
possibility if the Hamm ng di stance_ between f(x 1) and f(x 2) is 42 or |ess
for the two Cﬁ@"lﬂf’ccesﬁmp%ggl%ailaﬁoe&f%t R BYn Wendeddnf fafat FRSwbevd ™

d i ption,_when the Hamm di st bet th i.ficati .bl.ocks Ax
and Ayr 15 TS dbePRET RUTH o PORSPLEF ¢ AR SABTHARY e taRee

nunber of bi fs el udadd 88880 B chBSHP | (hSahi 0. Bi05KS AX £ AT AV,

other at least one bit position thereof, results in their

256 mappings having quite different values. That is, it can be
thought that the Hamming distance of 1 bit or more between two
different data is enlarged to the one that is about one-half

of their data size. This is a feature of the present invention.

In this specification, the purification block Axr is a

30 secondpurificationblock, thepurificationblockAyr isa first



20 (e.g., 1/100 or less), the hash function SHA-1 m xes the purification

bl ocks Axr and Ayr so that the Hamm ng di stance between the m xed bl ocks
Cxr and Cyr becones |onger than that betwgen the purification blocks Axr
and Ayr. Furthernore, assumng that the brt nunmber of each of the 25
purification blocks Axr and Ayr is LA, the Hamm ng di stance between themis
HA, the bit pwnbBrcaffieachlotki hehe xdidsid ookle Crloghd BByr is BC sddmd
Hamm ng di stance between themis HC, a before-m xi ng Hanm ng di stance ratio

is HA/ LA ardisprsstls bhpgkndheadhfngsdpse MockRYT ésia THcsEcisgrarRife 30
bef ore-m xi mmi di st e ratio,exceeds and | 9 s [ cientl

amal | o1t harb P Goq 68 T bR LGrk ity S § RECAPEat iR DhgHariithG PBISCiL e
ratio becogﬁgﬁé%g@ retih n tﬂer%ef irfe-c{n_B(loanK'Hamn ng di stance ratio, and

becones 0. n 1 he contidence interval is assuned to be 6f17, for

exampl e, 5 10 (Nl 96856 $H6100,L % ARIAKLIRLA By Blodth Bd0lAhemyd n

this enbodinent, in consideration of a rat out 19 of errors that” occur

bet ween t he wh spesahled B eskst ByHmand Bubt PeGAUS2142nd60 nabh fletHid0 . 4
the m xed bl ocks Cxr and Cyr are the sane as each other and therefore the

10 purifi cationskdosk s hAxHamnitnfydi sttandedenpil CAi cat i bneaftfeat et el | e
Hamm ng di stance between the nmade-for-verification block Er and the m xed
bl ock Cyr i sdatite ovidiegsrithest e =1120 . anthehelf ot a qpdc efsthy diemmsab 1
then judges that "they are identical with each other”. In other words, the

data procestHRF R BPd B jhaR)d thite "t He P i dentical with each
ther" if th hysi cal te i s. | [ | t ts.
Purther B e bocadeaund? ShevBadf Radar ot anbe beTuEBhETeb T eaTelHEE" S
de-for- i fi i i | i xed
D1 ks O - dhd P E s et &8 KRB e U0 X EE R fBnk " €

purificati onsdHOCKsS, s @A s Wi x@epNBEK! B8R | GRL M hAs 8866h Gidihed t fy data
processing neans Y 22 judges that "they are different with each other".

Therefore, imitdds, embdnpeainehiie anredelesivaratk vVialore" opkrialie obasmi tige
di stance in step 112 of Fig. 3 is 40. 25 Wen the data processing neans Y
22 judges t hatxed feypcdr Exirdenditdes diisploseddle bihek"Bxn Int gging2thedata
receiver 2 notifies the transmtter 1 that they are identical with each

ot her byldwaypTfcesipibPeenfietwordk: 4 BYyeudirag stHé tedmunteari s arid ey 21
(17, 2LeP, 119053 The. (86! Vet 2! VAot 21 oLeR ke 30, P2t 18! Gt A
receiver 2 by way of the public network 4 by using the
communication means X 11. In other words, the transmitter 1
sends the calculation result as Vernam-encrypted data. The
20 transmission block Dr has a size of Q bits.
Vernam~encrypted data is encrypted data in which safety
has been proven in terms of information theory when a bit string
to be transmitted has the same length as a random number sequence
that is the other one on which an XOR operation is implemented.
256 At this time, the random number sequence can be used only once.
The transmission block Dr is an encrypted block.
When the receiver 2 receives the transmission block Dr
by way of the communicationmeans Y 21, the receiver 2 implements

an XOR operation on the transmission block Dr and the disposable

30 Dblock Byr by using the data processing means Y 22 (i.e., a



20 area (not shown in the figure) , which is specified by the value of the
suffix r, within the data storage neans Y 23 (in step 114) , and finishes
the process about this block (in step 11% . The transmitter 1 receives the
judgnment result sent 5 thereto fromthe receiver 2 by way of the

communi cation nmeans X 11, and then checks the judgnent result by using the
dat a processiaunrymat XLdek (pgeansrepihgsSpeanghemnd hanj ddgmEit yr esidgment

i ndicates "They are identical with each other"”, the transmtter 1 finishes
t he process Rgft) t BAEsHl obk Eherst &p2106) Thas zeaeiveisylthen hgets the
purification bl ocks Axr and Ayr_that are identical, wth each aqther are

stored in t RSB 35 9 ® Fedsnd Ihe StidrifF ity ol dr, and
respectively [o70) et el shar bet n.the.gr ARA 1l a he
receiver 2. Q@%eg :‘i%/l %ﬁaaarc}eed"fyonrzg%sr%tﬁlaqaﬁogj tk%l&ncsﬁmEﬁ{]z{Httf‘ S{Ihf t quef%

receiver g2 hol g he,;same data. The data processing neans X 12 and the data
processing neans Y 22 store information indicating which purification

bl ocks can be comleiinershaied between the transnmitter and the receiver,
i.e., the value of the suffix r of the purification 20 bl ocks Axr and Ayr
that can be conpletely shared between the transmtter and the receiver in
their respective "conpl ete bl ock nunber registers” (not shown in the
figure) in the order =t it XOke Byanpl ete sharing of the purification bl ocks
Axr and Ayr are conplete. Furthernore, each of the data_processing 25 neans
X 12 and the data proces¥PfgenteRs s¥o¥s EHGnLECLRE INGTHBr OBLIBELPY cat i on
bl ocks HBat have been conpletely shared between the transmtter and the
recei ver, and, when the nunber of conpletely-shared purification bl ocks

becones n, qfé%%géw% that,.ald-d he purification bl ocks are conpletely

shared bet ween the transmtter and the receiver and therefore the
purification 21 data ¢ anghrAxorapyke conpletely shared between the
transmtter and the receiver.

= (Cxr XOR Bxr) XOR Byr

15 Because Er = Cxr if Bxr and Byr are identical with each
other, the comparison between the made-for-verification block
Er and the mixed block Cyr is equivalent to the comparison
between the mixed blocks Cxr and Cyr.
Actually, there is a possibility that the disposable
20 Dblocks Bxr and Byr are not identical with each other in a strict
sense, but have an error rate of about 1 percent, as previously
mentioned.
The made-for-verification block Er is a decrypted block,
and it is a decrypting rule to implement an XOR operation on
25 the transmission block Dr and the disposable block Byr.
Because the size of each of the mixed blocks Cxr and Cyr
becomes 160 bits if "SHA-1" that is a well-known hash function
is used as the Hamming distance amplification effect, Q = 160.
Therefore, each of the disposable blocks Bxr and Byr has to have

30 160 bits.



When the data processing nmeans Y 22 judges that "they are different from
each other" in step 112, the receiver 2 notifies 5 the transmtter 1 that
they are different fromeach other by way-of the comunication neans Y 21
and waits for an error correction code for the purification block Axr to be
sent fromthe transmtter 1 (in step 116). The transmtter 1 receives the

j udgment result senhtrtheridoerest o f tloenpine 1ol er b2 doksway rofndiheyr are
comuni cation neans X 11, and checks the judgnent result by using the data
processi ng meakse the( banstdnrales)ean athmy,, thesnibped 04 0¢genErat @Rd &ivier r or
correction code Arc for the purification block Axr (correction |nfornat|on)

when the judifiRaite ABSGRt thagagg datehatlf kg Riel AECa 9 RdRCks B¥T edch

th Thi t de A f t d.t k
pur 111 cat el QR eAgY SHgt o8 T 1 oS FLPFY | CAT PO Bl B Cher CHA FRMG™

h
oot L1 01 W40, LA EcBcLEMGANL 0C ! S AR TS L psalil
hereafter. FRifStan@sSii {halaid ReeseSalonmn odss anG-@P)1dis, used. In

addi ti on, assunme that errors are not burst errors but randomerrors, and

the average bit ermigf. bahewsSedPer AneEled ragind tBashAvindg £hdGel)fdriasce?5 8
= 2040 bits on this descriptor, and 2040 0.01 ~ 21 error bits exist therein

on average. ASswiwing tdwta Dwitigl eedElt BrradricocCWWRPEY. 1 synbol (= 1 byte
inthis case) , it is understood that there is an error in each of 21 bytes
of 255 bytes. At tﬂhesbtltnbengh]@ e ioputhbe ki siembdios 5tlﬁab1§f5el%léﬁ‘hwed
for the 30 Reed- Solonnn c t he Ien E of the redundant cade
becones #2 FARRIIMERT s T %Jeg‘érse P‘QPdévﬁ? 2% Sﬁaé‘gnlngrﬁéFEFBFE b‘%‘?ﬂeceﬁb

case that tq: Coqllﬂﬁ%?ﬁgi§%22§g b E%sgaéheE ?gggt 4 %g’%% §n%%§:bytes

and the reduntan en meen hem

is about 1 :, %.redtV\Bﬁ aPFB sﬁttl%‘i %hé?éo@‘){é%ﬁ&?[éhﬂ?hggg?am of 10

Reed- SolonDn co to t o iment, 1n accordance w

above- nment i anerd st t |d’hﬁn§1fe§.he r@héo,véiu@ape@s&ar YsHowgenaiahrities
redundant code having a | ength of about 20 percent of the target code to be

corrected, amlnial Sasdl witthagha aet haememdsepiofdsaengdeealt eThempf@nenttiheg 10
an XOR operation on the redundant code and a random nunber sequence,
dependi g orPxdlealsi Yt wmed biccusikeocer af etlod Hamming distance of 80 is 6%

or more.

In this experiment, the mean value (m) is 79.999550 and
the standard deviation (o) is 6.327267. We further carried out
experiments so as to also determine what the Hamming distance

20 Dbetween the outputs of two 512-bit data that are different from
each other at only two bit positions thereof is, and what the
Hamming distance between the outputs of two 256-bit data that
are different from each other at only one bit position thereof
is. In those cases, the experiment results show a normal

26 distribution having a means value of about 80 and a standard
deviation of about 6.3. In other words, it has been proven that
almost every pair of bit strings is converted into a pair of
bit strings having no correlation to each other and a Hamming
distance of about 80. Furthermore, as can be seen from the graph,

30 the amount of variance is small and there is a peak at the Hamming



descriptor, of course. Wile the transmtter 1 inplenents an excl usive-OR
operation on the error correction code Arc and data ( i . a . , data 15 for
encryption) having the same length as thegerror correction code Arc, and
transmts the exclusive-OR result, as Vernamencrypted data, to the
receiver 2, in step 107, the receiver 2 has to have the sane data for
encryption. ditErgndehe fdataupBicessl aghrehosaX Mithlreead$ ites dsal 6estitone s
of the nunmbers 20 (i.e., the values of suffixes r) of other blocks that
have al r eadylTheENdGHp| a1s@nF Sivdy &G T Bo et idhowangdm iaghad confidence
"Conpl et el y- shared bl ock nupher req{ster",,and reads the_purification block

Axs havi ng tHE9IGk ndRBelIdth o ihte coatfd SSrGradBtRENAd K2R P THRE d& a
processing neans X 12. then. i mpl enen an _exclusiyve-OR operation.qon data
el udi g a hiahber Sof ot 1 M5 B B Ae BGEEPTEat bon b otk A LAg
nunber of; | eading ik s hEANG, LAe, SATE. dendheaBUBDEL 0h Bhbs kgl Wdedyn the
error correction code Arc, and the error correction code Arc so as to
generat e VerduygeMdntilddb dakger Rt Lansy §8alt 1304 ﬁ%n@f‘tﬁ@@rﬁé@tﬂe@&yer ror
correction code, to the receiver 2 23 through the public network 4 by

usi ng the camMmiccatricoirared@nshX hinihtmadginhing, dideasies ai Praassing oeans
X 12 stores the block nunber s in the "Conpl etel y-shared bl ock nunber

regi ster" 5 ahd iawriZenefiherefieraunbertioé pase foatdiornn BRRcKs, tdtat- Bdve been
conpl etely shared between the transmtter and the receiver., The receiver 2,
in step 117,47 &ddisveant Ressehciy g antbreshodarreedi Brr cowy s whptdrent he
comuni cation neans Y 21, .and the data processi means Y, 22 rraQr
correct Ml HEaRGE SP A2kis ARy BhhItarionese e ThHbEreeT b @ theghe

val ues of suffixes.r b Seithad -ha ONRl&L

shared fromthe aggpéFﬁ%ﬁg%gﬁ%H M%%ﬁﬁ?%?é%ﬁggﬁg?%%ﬁgﬁgékPﬁﬁﬁggr réﬁb@@gﬂﬁ
and reads t RénhdPWahdli6df @B thheekamy$i havhgohher PLOEK IUMIET 1 fs@Midle
data storage neans Y 23. The data 15 processing neans Y 23 then inplenents
an excl usi vecHaR oper at i an2owidat a (ersy. hidat dokeribdedryptiiforthd Mamtdingg a
nunber of |eading bits of the purification block Ays, the nunmber of |eading
bits being tdis tsame &= tweenndrtized ) obnbi f4xi ALl UsledR ior tles s evai ek two
encryption error correction code, and the received 20 encryption error
correctilén Vde s imgs & de@tX_2he Vernam encrypted data, makes an error

correction to the rification_block Ayr using the decrypted error .
correction code APE CHMASHISTLEPRENS F0RVE BFPELEA Bir (TITAE RBABIGOR Ayr

correcti on co DA _. ,
23 storee (K6 VAR BP RS AT Sip ity Batbpiigbhe AT TRl opEe Y, FRANS

" Conpl et el ypghat egh PliackyrerBeEnt @Yl shel 1eanthd N eB s tde tHyThekeEk

purification blocks that have been conpletely shared. The above-nenti oned
data for encrfyptieniedthdd® 130 ab\er rRat honetl clat ford @ A8 XRE| 4y afe
identical with each 24 other. As previously explained, in steps 107 and
117, théO0dat e @.0cebbl®y prardsssdadsthdehsrhl Ifesictdoa sSHA-I heiresbéhs of
ot her bl ocks that have already been conpletely shared fromthe 5

above- ment i GitEd FiCHRH BlpcdisafEd BREckYAusderhatedig damming distance

between the mixed blocks Cxr and Cyr becomes longer than that
between the purification blocks Axr and Ayr.

Furthermore, assuming that the bit number of each of the

25 purification blocks Axr and Ayr is LA, the Hamming distance

between them is HA, the bit number of each of the mixed blocks

Cxr and Cyr is LC, the Hamming distance between them is HC, a

before-mixing Hamming distance ratio 1is HA/LA, and an

after-mixing Hamming distance ratio is HC/LC, when the

30 before-mixing Hamming distance ratio exceeds 0 and 1is



At that time, when there is no purification block that has already been
conpletely shared and therefore the "Conpl etel y-shared bl ock nunber
register” is enpty, the data processing ﬁans interrupts the processing of
step 107 until 10 it conpletes the conpléetely sharing of either of

remai ni ng purification blocks and stores the correspondi ng bl ock nunber in
t he " Conpl etslfyfistiarad Wl swkl banbehanegd sk er(e.g.n thedfl ov chass) pf thieg. 3,
step 101 is a tenporarily-shared data transm ssion step, step 102 is a
second 15 blafdiegremisriatd dlamstisyy, dstsdpnies rad i decomesribeegey dhlen the
generation step, step 104 is an encrypted bl ock generation step, step 105
is a secondt § i iy EEm igyde sl1 ss e el 08 tile  agneh iesgrsse P - S5 ép 2007 i s
a correction_information transni ssion_step, step, 11Q is a first block
Gener at 1 on S0 CAEGPRAIHEES I PLTA30 ARSI EIDER e AéPat Foh SPBRL St ep
112 is aRp i (AR me tep,. st 4 are a first

purifi ca'ltgi ogﬁgl%lc C S %%dg?8s/tsle6g)? Tt é"lg’%%fé‘]@s?%%qﬁ l]%grggr%t%‘resul t transm ssion
step, and step 117%n §4@aR+8bhO! i ROFK L6t dRFoSLEPh £ ASi AT ONRG ABQYE o B
accordance with this enbodi nent, 25 because the shared data purifying
appar at us perdte e terrgr cod@eiisOfthalt! oS Heltweess ithlee dighdshele
transmtter and the receiver to conpletely share the sane data w t hout

t hrowi ng awadl cadsoBxofartth By r¢ dvgpaseske Wi2t-1 60he@ .[orli erd (ard tabkanikedatlacks
purifying nmethod. Wen the hash function SHA-1 is used as the Hanm ng 30
di stance anp$i¥d izedi oMrekirectthef ozanxanpl eacht dthesstamat sbdereferenshet he
hash function SHA-1 can generate a 160-bit hash value fromdata of 264-1

bits or PesPUirEaionty BLEGKS FrTiand doFrad et hdentheahathth (RRIN 6 PSFA- 1
t . -bit _hash | f dat f 10,000 bits.. t ,
aseune that thererpato s AP ac SRR R s AdnaT P Bs v En s B E B E B Bt hougn
this error ral g eannal nbeelr0Ysdecin R GRERL GHER! U SEYPI OO AR the
a foll W t hi

experinments, owi ng explanatio | be made based o S assunpti on)

Data of 1Qat@0Prbbksseal Mames gbpritnene eagek . tIRacaune vt iiee Hash tialaue has
160 bits, disposable data that is used as 10 Vernamencrypted data w ||

have | 60 bi tvalthlfeercdf atder"f. NDnestiver i words) udes datd herctatss iofg M2an300
bits, because 160 bits are thrown away and 9,840 bits are shared between
the trandnm t1 &2 dudaelse thetel' tbey dnealdawt hgahboitth 989lorothmrd' Gff tthe

| ength of the original data can be picked up as shared data. 15 In
contrast, WRYIKSIdEZNERTGedSepBRs, tarerien! kon riddn g o6geenss.

ted f th t f 10, D00 hits . As ' that f.h b
Corroctod vith o FEATMEIND CodBoRAUPRG ABBUE SOUB The IOl DR DT
original datg, Iciﬁadia%afb?% ’rﬁ'iéaoci%(:‘rpq)]%gé]%h% e%nQOQhQ' hiééé block Cyr

Ver nam encrypte the receiver. ore, the disposa

finally has chdetis340008e mikedlBOobks TN addlcyanGhe asrackeatl tromadh 70%
of the original data can be saved because 6, 840 bits of the original data

can be <0ar extHzet wadnttdmwe forn sihtet peri fhdka t hen bdoeikeehx r Fid AgEnare noitn
accordance with this enbodi nent, each of 25 the transmtter and the

recei ver (i.lddentimalsvacbeagdt atheri fiendabppaosess)ingi neéaes Y 22 judges
tenmporarily-shared data intg a plurality of purification blocks and a
plurality ofthfitspdsl &15 stidderemt ety et REMB&nm ng di st ance bet ween
correspondi ng purification bl ocks. being)%&hel d.b

recei ver by usi ngT S rﬁg 4 st & lf"leflga\g{]%rt}epe%%[ge(r‘}ise@wéd %gqutehe >0
of the Hamming distance in step 112 of Fig. 3 is 40.
25 When the data processing means Y 22 judges that "they are
identical with each other" in step 112, the receiver 2 notifies
the transmitter 1 that they are identical with each other by
way of the public network 4 by using the communication means

Y 21 (in step 113). The receiver 2 further stores the

30 purification block Ayr at a positionof a purified-data storing



26 a result, the present enbodi nent offers an advantage of easily judging
whet her the tenporarily-shared data stored in the transmtter is identical
with or different fromthat stored in thgyreceiver. 5 Particularly, when
each block that is tenporarily shared between the transmtter and the
recei ver has a Hamm ng di stance sufficiently smaller than 50% of its data
si ze, becausedahdnbHanshogn dirsthackiguerenl ahdeth a$tsgredine dyl bykthes valved,
the shared data purifying apparatus judges whether the 10 _

t enrpor ar i | y-shded sadtfd %stror #d thant hget ahanpterprgesmeqienty it Win Btep
different fromthat stored in the receiver nore effectively. Furthernore,

i n accor dancde it RPEhE R &FBBEI TR PTOCRE St PAAL R tih BT PARE X Ranr T’ Vet carry

out error corrections when 15 the fenporarily-shared.data stored _in the
transmitter is identd cafdwith et d#f Eglcgr]rtveisr o h?a‘tldglf‘%l%dr?ﬁusﬁe sen

recei Ver s Ayt ASYIdon BRCPLESENLe DY URY! 00! LRL S A ARNAN ASE s Bk ng

it possi bl or the transmtter and e receiver to share many pieces o

identical dataw tdheagherPtdiRickLdHd AR/MYdAN . r d 0 18C B FANGR) WH dafti=s
enbodi ment, the transmtter Vernamencrypts each purification block with

di sposabl e datccesuliig aeanist® 12 (o sbeprer®) vemhaht ehe njuddigereaaesult
purification block by using the Hanm ng di stance anplification effect. As a
result, the iprdistteseibdiyreeret 1d6nbitat widoeheh cdthexit,atiee dfr anesthiditrey t he
ri sk of data being tapped. Furthernore, in accordance with this enmbodi nment,

each of the % riddsifihasethen®rogesceabritér thati BésckhéirerpePal P bl - sHE &d
data int | | i f bl ock i f | it 30 i fi.catli
bl ocks dild A h5 BETHF Spobhth B kAR i Ay ¥ngt g Adengigat °"
present enb "E'Ff%tac%f fo%graggghgﬁo@ggair}g 9 (&fa&ga%!tggabg RossLbl e § g, 4 he
transnitter to transmt an error correction code (i.e.; COFfection

i nformation)tfOstBeabRGR NS YOY3 USeRPedRliFcq , 0fNeH il 86KS) LPaly have Leen
conpletely shared 5 Successfully, thereby inproving the safety of hiding of

data. In addidiwden ithacoordadiasad tih did cehedidivir, 2.n each of the
transmtter and the receiver there is provided a conpletel y-shared bl ock
nunber regi ster irfGonpdletele ababed? mdfard dbles thatt teensmibderr ¢ oapd dthe v
shared successfully are

receiver 2 hold the same data.

The data processing means X 12 and the data processing
means Y 22 store information indicating which purification
blocks can be completely shared between the transmitter and the
receiver, i.e., the value of the suffix r of the purification

20 Dblocks Axr and Ayr that can be completely shared between the
transmitter and the receiver in their respective "complete
block number registers" (not shown in the figure) in the order
that the complete sharing of the purification blocks Axr and
Ayr are complete. Furthermore, each of the data processing

256 means X 12 and the data processing means Y 22 counts the number
of purification blocks that have been completely shared between
the transmitter and the receiver, and, when the number of
completely-shared purification blocks becomes n, determines

that all the purification blocks are completely shared between

30 the transmitter and the receiver and therefore the purification



10 stored. As a result, the present enbodi nent offers another advantage of
speedi ng up the process of Vernamencrypting and transmtting error
correction codes. Furthermore, in accordgpce with this enbodi ment, the
shared data purifying apparatus determ nes whether the first 15
purification block and the second purification block are identical with or
di f ferent frdataeadchand Rar chy hesicngpilkeéeBgnsiiaged iksttares beevieemdntiecter
decrypted bl ock and the first m xed block. As a result, the present

enbodi nent cf@rEharmerivetdvant age of being able to erX| bly change t he

judgment reliabili ty bg 20_changing a reference val ue (i "
predet er ni ned val J& pedata ® Pﬁ@s]s&@@n’ﬁﬁ?n%fY \%ﬁeftlllfé‘ie%rthr?&t ER8Y 1 ng

ermhoal ront, AHSLEL oF -ERGSHOETIRA, i hAd C?{Fﬁ%ﬁf%ﬁ%ﬁ A i
hash fungtiom&an fny ec q q}%atth@hggn'g}@gdg ?ﬁ@ APDY! ééc‘?ﬁtldlt%{%ffﬂlfg 3

Al though it 1s assune a the "pre termne In step

to be 40, thgpredetrs %@ﬁﬂuﬂ@bs.l@l@anmeanéhb@@auaa &3 taufddrCifnterror
rel | ability can be provided even though the predeterm ned value is 42

(i.e., the cenfieenioen icoider Yal 30 plurGE)i cas ipnekiloukl Axexj Bensenhastom t he
experinental results . 28 In addition, in the case of using another hash
functi on ot higre ttreansmniet teasH f Uinetstoep SHA )L, the predeterm ned threshol d
can be another val ue according to the nunber of output bits and _data n xing
characteristi cs hﬁJrW@W’@tel’E hé H@rﬁﬁlﬂﬁsdlfsh%mblédahﬁntf ir€&Mildn stect
only has to sof mxmg%data |sntF£|mtedtoa hash

functi oY For ee&%% oML FRENERGHEY B 4 (hEi3dn© B sSTOTEA SR Thh TIRAPS

encryptions, C | i

RSA, can be u??eddhaar?tcﬁgglsg Nﬁgég ?gnce %gtkrg%:ﬁlg ?nﬁ%ﬁglg?f ectéé]sicg]lriaé
addi tion, i mageondance Mddbbi sarbadiren stlpe; sharge data Puhi dyd
apparatus carries out quantum crypt ogr aphy comnuni cations so that the

transmtter dowmfstiiieh ede NEE £b1CaReShar £f Tied o ovt h oekChx ot irreétstion
previously 15 nentioned. The shared data purifying apparatus can carry out
conmmuni cat i oirsfarea @i gubviben the judymadt ofegulantimiicaysisoghaphyhey are
comuni cations, and can alternatively use comuni cations ot her than

crypt ogrléphydh%fﬁm’éaﬁ%seaqfh Withesf- words, the transmitter 1 onIy has to

transmt data to t 20 receive |no er to, sharethe dat a
receiver 2 in steﬁrq%erﬂéﬁcl‘?érr ¢ AgF Rt RtPgmaEirp ervﬁ%

t_he_ transm s }J@ﬂo FUI(J%ES \gﬂ:ﬁ ’E]:?e t;n?r d&é%’f&n %{]hocil%

limted to t nes men |oneé) abov érnore, 1 n-accoraance
enbodi nent, ;B(Ja.nd 25 Q can be so determined that n = 1. In this case, the
first purification data and the first purification block are identical with

each other, the fix sbudhsasabkite dabd ardlehgthioSh ridpnEald eobkadki @ e
i dentical with each other, the second purification data and the second
20 makes it possible to carry out error correction using a

Reed-Soclomon code will be made hereafter. First, assume that
a Reed-Solomon code on GF(28) is used. In addition, assume that
errors are not burst errors but random errors, and the average
bit error rate is 1%. A coded word has 255 (= 28-1) bytes -
256 8 = 2040 bits on this descriptor, and 20400+ 0.01 ~ 21 error
bits exist thereinon average. Assuming that a single-bit error
occurs per 1 symbol (= 1 byte in this case), it is understood
that there is an error in each of 21 bytes of 255 bytes. At
this time, the number of check symbols that are defined for the

30 Reed-Solomon code, i.e., the length of the redundant code



30 purification block are identical with each other, and the second 29
di sposabl e data and the second di sposable block are identical with each
other. In addition, in accordance with thys enbodi nent, in steps 107 and
117 of the flow chart of Fig. 3, the transmtter and 5 the receiver use
parts of the purification blocks as data for encryption and data for
decrypti on, e fediyiesshpiels iy axphaioredls 2Asbahesl t dhvaafinge in
step 112, the shared data purifying apparatus can assune that the

di sposabl e bibdke grEepBiheicedeohphethlis 2par BYtBEL e Y HO TR tt er
d the 10 i ver, t he Hamming di st th di

DUri cat orl B1dka s 270, bRERS ARt (e PR T RET G Ep0Sabt OBt Sk S
d B ta f i . tion, tivel v

B ot o o G Rl REL I O S CRU RGO JESLHDL L 902 { RRERLN ing,

of the transidt @k rbrPr OSLSSESIGH € LAY e Ged sPaimid ebolet heoneanot her
for all suffixes r (r =1 ton) , and i'n steps 111 and later of the

receiver 2 phogesisemtgr enahseoeashtedyDtt thie pBbaklRbnwibheanse@hdidieys f or
all suffixes r (r - 1 ton) , as previously nmentioned. As an alternative,
t hose 20 prodessedicanibel £ ardesdamyt teegprestatad lay redunbentr dede dfauting

bl ock nunbers r, starting fromr =1, in each of the transmtter 1 and the
recei ver 2. 3 aephits eha®oukhéh narqentdef s hadgeRatode tar bp corxreqtinsy are
different fromeach other"” for a certain bl ock nunber u, and there is no

ot her purif i3 it%h SEPGCR tt REt 22%CRRTHRRAL ¥BHPT et 1§ aHfed HHeneing
"Conpl et.el y-sh bl ock_ nunmb ister” i ty, t bout th
o ook nilborsmh FE | RS IR OB nhE hEefrBeatt " aRBN: 2PHe narr bl R fbor
ill be star Then, t el { ng: ;of h el i i on
\ll)viock schi f%%ﬂleb%/&g’no? er Jflg%kgﬁgﬂn%gr%\#ieg%d E%lngl %?g(g}a%ttgﬁgfnh elr \Y;

of the othergdguudftat, Or bagkd s 30 stored in "Conpl etely-shared bl ock
nunber register”, the process about the block nunber a is restarted and the
error correction ¢dd e stMer nmamamemdriteiredl byimpsliengrittsre pur idfxdadatd ioreHgRock
specified by the block nunber v and is then decrypted. 5 Enbodi ment 2. As
previ ousl y repgladhied onnthéergiear edrdachipurdads Agcsamnd datian (heeor daice

wi th enbodinent 1, the transmtter 1 generates and transmts an erraor
correctildn ciotle SREF YRALRT 0D PYE DY i TRt FERChI RATR ¢ hbBer REEP Y O &5l P hen

the receiver 2. compares a made-for-verification block Er. with a.m xed bl ock
Ot and thorf9iiget $hat 308 he b TAPEUEFT bRt FROMIGANR GRheresully  as

contrast, irVéEﬁgﬁuéﬁ%fygﬁE&“H§€§dr@bsyﬁéepé£giver 2, in step 107, the
receiver 2 has to have the same data for encryption. Then, the
data processingmeans X 12 reads the smallest one s of the numbers

20 (i.e., the values of suffixes r) of other blocks that have
already been completely shared from the above-mentioned
"Completely-shared block number register"™, and reads the
purification block Axs having the block number s from the data
storage means X 13. The data processing means X 12 then

256 implements an exclusive-OR operation on data including a number
of leading bits of the purification block Axs, the number of
leading bits being the same as the number of bits included in

the error correction code Arc, and the error correction code

Arc so as to generate Vernam-encrypted data, and transmits it,

30 as an encryption error correction code, to the receiver 2



accordance with enbodinment 2, a transmtter 1 generates and 15 transmts an
error correction code for every purification block to a receiver 2. The
shared data purifying systemin accordangg with this enbodi ment has the
sanme structure as that of Fig. 1 as explalined in Enbodi nent 1. Furthernore,
each of the transmtter and 20 receiver of the shared data purifying system
di vi des t enporzoudly -tdisapebldat aetwo ok plkiyf usdnigohhdatemawel de shos atangat a,
as shown in Figs. 4A and 4B, like that of enbodinment 1. Fig) 6 is a flow
chart showi gy ]g‘n operation of the shared data purifying systemin
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n
the 31 transnmitter ig. processes are carried out in para

one anot her d&ippdte BpfdHaeasd odtweernl e Mrangiicdtdy droPshll raad deat.er of
the receiver 2 processes are also carried out in parallel with one another

for all suffixes ITHa receitvem)2, 5d rstodherl ormsseittes nchikedrnaghption
processes progress in parallel in each of the transmtter 1 and the
receiver 2. Sfroxgprrsictiion cogel bybeay i dhsegonpradfadionangans ¥ 21,
processing means X 12 of the transmtter enerates an erraor, correction

1
code Axrc fotRq N puFa e RAIGIEDIVERSRAS 10 990 KHPRERT IR gt fpeans)
reads, the snall est, one t of [{fe

[ 12 then, i 202
umber s 0 Foats "t uiilianst oBE°8, 7 ok PHRar i REre bt ochE (HASh o
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t from a datsh$t&d ageoftafse X abdve it iidhedt epPcefg1 8t cU9NehatEag Kb &¢I or
correction code Axtc for the purification block Axt, the data processing
means X 12 imqohlesentesyiateaX'cl asbvee &8s (XERpuapdriatitdionoblacki Xgsl Hdvwaalg Cxr
and a di sposabl e block Bxr, and 20 defines the XOR operation result as a
transmi ssi onthg ddlodl numpke s hatorofthendedirngherage Imeanklit 28n, Tihe dba
processi ng nmeans X 12 inpl enents an exclusive-OR operation on the

above- nERt | FNRFLTT 01 BERPECE P RPUEBPARPENRAPTIARKE L UgdéVPRER BFF PFpétat i on

Fecei ver 2 (7 olghta BuBTT ¢ AR BIECETT ot r CRERTELMEnoneMiBX £ The
oo T PLorPesl ORI R 18] IR e SOk YIPeCisPeplit g e
and : 2;:; le;rermiazdﬂeg 30 tImReh Ot hBUE Ak CAd 1101 Bhatks bhabibavenal dgadyibeen
“omp the received encryption error correction code, and the received

20 encryption error correction code so as to decrypt the
Vernam-encrypted data, makes an error correction to the
purification block Ayr using the decrypted error correction
code Arc, and stores the error-corrected purification block Ayr
in the data storage means Y 23.

25 In addition, the data processing means Y 23 stores the
value of the suffix r (i.e., the block number s) in the
"Completely-shared block number register"”" and increments the
number of purification blocks that have been completely shared.

The above-mentioned data for encryption and the

30 above-mentioned data for decryption are identical with each



shared. \When the receiver 2 receives the above-nentioned transm ssion bl ock
Dr and the above-nentioned correction code G for transm ssion by way of a
comuni cation nmeans Y 21, the 5 receivergg inplenents an XOR operation on
the transm ssion block Dr and a di sposablze bl ock Byr by using a data
processing neans Y 22 (i . e . , a decrypted block generating neans and an
identity juddient. neans) in step 112, defines the XOR operation result as a
made-for-verification block Er, and conpares this 10 nmade-for-verification
bl ock Er with a nmfgeBrBrdekrstyrexpl&itnehatiniste®sodOieandll l hdhig wata
Hanm ng di stance between the made-for-verification block Er and %he m xed

bl ock Cyr i PTEGFASHNT BEAPRLE AN 2 SPREdECErTAHNEP VARGETR S CA@ ethe

data processi.ng.neans_Y 22. in.step, 112, judges.that "they 1 re identical
W th Bach otHeE et R hiver doteh CEPTRAT A)Y arerenrrem T
each ot her ) r en i fi.cafl k r i tical
wth eac o%r‘g]ﬁ]e%{:tgrﬂ reast, elnéttcﬁleﬁ} _I‘iﬂin%w)ﬁl ér)% %llé%%ngg%é%m%rﬁq tér%%'
made- f or - verdd i@t ofidd oGk & emdlrd hes mhyedubli@ekaybni 13 xIt@AkEhalshan
the predeterm ned value (e. g., 40), the data processing neans Y 22 judges
that "they arleddidyf er &rtenf r ooomptbtellher "shecadse die mttedk-dficasks ®te and
Cyr are different fromeach other and therefore the purification bl ocks Axr
and Ayr ar e "iompldgretlivcahagiechbédack ouhber 289Watert his denrt Y ddes slatg
means Y 22, in step 112, judges that "they are identical with each other",
the recei vePIRGESSEY MREnSULREREAEPER BPBCRT 2geSatng dbsitteron bf vatil
purified-datg storing are not shown in the,figure) ., which is specified
byt he vl uel or ISR | e TCOpRIR LY asbaTLPBrabebithRE ¢ L 3T %, ep
114), and finj.s t i | o i a
result, the lC;|3‘{urfl| %caaﬁﬁggggﬁggésgﬁ%gta% s,sbxflr?let %é#%?%gé(ggrﬁ?i%%%t each
other are stjgf adhd Mddip ¢l SisW=30Q BRIk Nukbeand @ telkorage means Y 23,
respectively, and are conpletely shared between the transmtter 1 and the
receiver 5 2. The Igat el ocfissd ng-heans of 22Fsgor 3, t hetbpock onuntier ian a
"Conpl et el y-shared bl ock nunber register” and increments the nunber of
purificati ortdipedes itlhatshenesl deba toamsrdtssl iprshiaerd ste® The idgat second
processing nmeans Y 22 ( i, .. e . , an error correcting neans) of the

recei verl52 rdfysk taeneharient sége/t R héOdunbera Eecond tREXGaA| HdocH

suffixes r) of other bl ocks that ve al read een .conpl etely shared from
The " Comol RN oS EF e ThBTH LRt R ey P La At e REL B LP R FLGRY | on

bl ock Yt 15.413v169 sthe Blasls muher S (hambhbe gt Ao 01008 MEANRAN AP

The data processing means S an ror correction co

for this purdddCaticap BbOCKs AYbokirBc3t6R 2AEdrmd BEodald RGeS HRANS Y
22 (i . e . , the error correcting nmeans) further inplenents an

excl usi ve- ORtHp aper aki &Ifixstt beo2® gbny¥eatibohiongs calepediions codd r@t for
transm ssion and the above-nentioned error correction code Aytc (in step
212) as 2ol Imived ElockGgeXORabyor {ider & DER1AEPE esamtisient igxe JusiowentR 25
operation) Because G = Axrc XOR Axtc, H = G XOR Aytc - (Axrc XOR Axtc)
XOR Aytc. A&TERangtapscld? endidati ebf il séabnr of hertberduech dpragear e
generated f rsotrgg,hgtggriié (::Lastéojrlll glm%% Sré)s({[llgncdfb\a}gsgipsescilgr{ %gep,?)af'nd step
117 is an error correction step.

As mentioned above, in accordance with this embodiment,

26 because the shared data purifying apparatus performs an error
correction, it makes it possible for the transmitter and the
receiver to completely share the same data without throwing away
a lot of data compared with the prior art shared data purifying
method. When the hash function SHA-1 is used as the Hamming

30 distance amplification effect, for example, it is estimated



by the bl ock nunmber t, which have already been conpletely shared, in steps
202 and 211, respectively. Therefore, H = Axrc, where Hr is the error
correction code for the purification blogk Axrc. 5 The data processing
means Y 22 nakes a correction to the purification data Ayr having errors by
using Hr, and stores the corrected purification data Ayr in the data

st orage nearthaX 2Be(hasktmAliln SHERE dat aperacEssiangéfelns e PR vstlorees

t he bl ock nunber in the "Conpl etel y-shared bl ock nunber register” and 10

i ncrenment s tiromdateroHR2%yur bLEeary desisl.ocKsr e andraie iben tcbns sstualed
shared, and, after that, finishes the process about this block number (in

step 214). IHathEhehashcRUREt 691 SH - loueRerptodp 1 S0P REGHD ot PR dEo%h

i nformation neratiqn step.2 i.s a second share 5 correctign

|t or mat | on Garerk: H9n00ERLed: elrddhd € ARBERRORP R ht DR Re TE TATE
encrypi gn sieRsange AG01Y &G 10N JENLALABLS Gt & T ANTRIIOPRIESRer S GRRAL 1S
a first shared corrgc?lon intormation generdtion step,” step 2 s a
correction idd{dmbb ¥ HRGPLh Ege%%ﬁ,q@é‘rﬂ:xﬁﬁ @Pyﬁ%égﬁpﬁg_e‘%{ﬁ&ﬁn@:ts,
correction step. As mentioned above, in accordance with this enbodi nent,
the transm td €6l loWwhiagSdrdlsares (G @611l de made Kisédont tRNS rassSinpt ias )wel |
as a transm ssion block Dr to the receiver 2. As a result, the present
enbodi ment didter 9fahl a@V@mMidgecan [#H7ebbriutadhaEntny .neBessusy e hawd

receiver 2 to respond to any data transm ssion fromthe transmtter 1, and
t her ef ore r 8thidichg Nafe VSCunPi6E t r diFPespbilfecdatdentbreaus® tHsRnidssi on
of data hetween themis carried out, with one-way traffic framthe,

Cr anam Bor (R Sead G2 i T ntl it PSRy i fPoned,
in the shared dat %%ﬁé:i%ﬁh%g Y FrambRase or daniae i th sopod g%{‘éo bidde
transmtter T genérates and transm S “an errdr correction code Tor each 5
purification ogk bant he i CeIner o2gWien,ihe r8cei UBErEqCOPALESH @ the
made-for-verification block Er wwth a m xed bl ock Cyr and then judges that
"they are difdgrenitddroandache ddediver,| dakashatvedqgdadup sl grngo sy sifem i n
accordance with this enbodi nent 3, when a receiver 2 judges that "they are
di f ferent 10tHe dengébhobttherdriginahcetat cen e pontedtsp eschhaued fdadat.i on
bl ock Axr into Vernamencrypted data and transmits it to the receiver 2,
and t he 1PecelivePnEF3aste dhirlt theedla pciliicdest ¢ BFOBS 0GR AY¥OFr Micgrection

Ver nam encry t‘ﬁ’g data so ccur.

s tg estinate bit sitions where errors
15 The shar tf PEREEFRE g%t%"ﬁ?i&?%@cﬁrg n@8O0wPE RSt hifsS BHYRA L has

the sane strycture_as_that of Fig. as._explained i.n Enbodi nent_1.

Fur t hor or o, CHEEh S5O R Bh ekt hat R e HEd gt FRORE dFdip digpgut
purifying sysdemediyi des, Hamer ans lorighaiadydata ntq puekbigati on Ldata and
di sposabl e 20 data, as shown in Figs. 4A and 4B, |1ke that of enbodi nent 1.
Fig. 7 is addtewaorhayr,ooshbwitBgasnvepesmat endrohtédedstariesl wlad aduiivar.ng
systemin accordance with this enbodinment. In the flow chart of Fig. 7, in
st eps deé¥i grititeatk fiprd,héheadespesah baca reudénalld yasashioath +i 8, #09.= 3,166
shared data purifying 25 systemcarries out the_same processes as those
done by t hatbigfs éﬁbégilmeﬁﬂdi,a%lrﬁj neferlds o edotife V8% pp AnEre GiF iFindos@ta

rocesses wll pe omtted hereafter. Even_in this enmbodi nent, jn steps. 103
P ater ofCTHBS s T ERRoS o PRI S0 L DaBhR t AP hared

paral l el 30 ]W%évpee nettl'ﬁenq;r%%{sn{i I8 %H%Jfgﬂex%secrei = 1ton) , and in steps
36 111 and later o e Tecelver processes are al'so carried out in

parallel wth one @AQRenkd, &by ldatRS !lkéléﬁ thils %EﬁbeBimeh‘E,%Q&E ofor ds,

the n identical processes progress In paral in each of the transmtter 1

and the greceineer t2andhet€ease £fd the receiver (i.e., the shared data
purifying apparatus) divides temporarily-shared data into a
plurality of purification blocks and a plurality of disposable
blocks, and enlarges the Hamming distance between corresponding
purification blocks being held by the transmitter and the

30 receiver by using a Hamming distance amplification effect. As



5r =r will be explained hereafter. The transmtter 1 receives a judgnment
result sent thereto fromthe receiver 2 by way of a conmuni cati on neans X
11, and then checks the judgnment result by using a data processing neans X
12 (in step 105) . Wen the judgnment result indicates "they 10 are
different fromeach other", the data processing neans X 12, in step 607 as
shown in Fi ¢ r8ALLE: Vil PrarenjurmbpdaieBh &f ks A% afHestrpes?f &3¢ 1decond
equal hal ves, and inplenents _an excl usive-OR operati on_all bits of the
first half oRdRmGIAETT s bORAITIREEES 18- CHE *6ec ST haf FOES adht 61
generate 15 Nernym.angy yot g dat &, i<, The L anspliler dLhefatransnid sy hi s
Ver nam encr yp AP AT A X POt THe T etei Vet 2 by way of the conmuni cation neans
X 11. The reaggl w&I-A JHeceives this Vernamencrypted data X by way of a
comuni cation neans Y 21, and a data processing neans 20 Y 22, divides the
purificai on bl ocloaAy cunta@ 1k, M shednd GeB0Pd e UA 1Rat ¥RSor @51 BP@MAred Fi g.
8B, and inplenents an exclusive-OR operation on all bits of the first half
of Ayr and dmtwespoodengrdridmsi ofert Badsecome ckaverdtaas Hamgengrddtstance
Vernam encrypted data Y. Although this Vernamencrypted data 25 Y is not
transm tted suf igisindd t mmaldesi vdrar? Sathe ddits idatealdiad " aesapscedh¢at a"

for conveni ence' sake. Although the Vérnan}encrggted data X and the
Ver nam encr YRBH DY Histtaies deht ¢ r98d n2Eeh BhRePlPFkt A6 Bdredy cdfi®on

bl ocks Axr and Ayr are identical wth each other, .30,in thi se t

Ver nam encr fg'taeruélc{jat dak@and e V11§, V%P]ﬂ%ﬁ?éﬂﬁr Py ar‘@ﬁﬁg eTTﬁde%%iecal
wth ea ot Ca i ; : and . isndi;cat e
R S o
the receiverygan g8t idwBiR ehitChrPbh ROSKl idnsrad 1he thurbbéeablomddeock
Ayr differ fromthe corresponding bits of the purification block Axr from
the bit posidffwscinkdigh the digits differ between the Vernamencrypted X
and the Vernamencrypted Y. To this end, the data processi ng neans

i npl enents an 10 ékglthsirmer@R dperationdance helver hhirsegobpgptiagnk, ardiet he
Vernamencrypted Y, as shown in Fig, 9, so as to generate verification
data. For exarsienitfifeh ang' thppeef el wer (4 Ml ouf BrEOBfCORT_CHARRS N on

data, the dat i tinate that either the bl-th bit of
Che TiraP hafe OF SERGE 16 bl SRRES] G IR OLKOT5H OF (TF bEfERSBHECOF e

second half .o e, putj.ficati ' rr I i i of

t he sane bitl%ﬁA{%ﬁé%éﬁ$#ﬁg%t?g%P%?%%iﬁ%§¥#%ﬁﬁghgeggggl%%qggégégéﬁg%ﬂfhe
b2-th bit ofpd he yerhiicationsdatantt BRrdat ReRE06$8EY REARY 6RAGR! A arly
estimate that either the b2-tﬁ bit of the 20 first half of the purification
bl ock Ayr omdiiend2ttigodditbiaf rbbheciseeontshatteofaddiehpwdddicaid oo shaoek Ayr
is erroneously an inversion of the sane bit of the purification block Axr.
The recei vemahyagridass qut iden tbmle -dedrat iwirtdd qarabceddheaf. generating the
Vernam encrypted Y and t he above-nenti oned 25 process of estimating
erroneo® bit posifi Gfdidiiahe Purrererdanee bVoER ARSI fPCEdmeRE, T

receiver 2 then inverts ﬁgther one of . the bi.t posi,ti.on uri f.i

. .of th i
bl ock Ayr wHi AN HEVE: Boel SERaMTAPEa vPEohawe br POFS Ty S04 PRy ¥ 1R Bard i
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generate a tenporary puri
each purification block by using the Hamming distance

amplification effect. As a result, the present embodiment

25 offers another advantage of reducing the risk of data being
tapped.

Furthermore, in accordance with this embodiment, each of

the transmitter and the receiver divides the temporarily-shared

data into a plurality of blocks (a pair of a plurality of

30 purification blocks and a plurality of disposable blocks). As



bl ock Ayr2, and then m xes this tenporary purification block Ayr2 through
t-he same Hanm ng di stance anplification effect as that used in step 111 so
as to generate a tenporary mxed block Cg¢2 (in step 618). 5 The data
processi ng means Y 22 conpares this tenporary mxed block Cyr2 with a
made-for-verification block Er determned in step |12, and checks to see
whet her t he H&REWHG ditdeansespatweshodhvant so8§ans are ey exdvarizage of

predet erm ned val ue (e. g., 40 in this enbodinent). Because the data 10
processi ng M&EHNY o R%’%%Jaké]seur?@rt Hdte tHERSTHddrSr yF DU TRt G RGEE Ayr 2

is identical with the pur.ifjcation data,Axr when the, Haom ng, di stance i s
t £
equal to or SHEETHAR PREC oo A AGH LoaPLAR TOFRA EY R PoERS ST Hisine v
22 st t hi s X | ) e ¢
ot ea dny SSIROLALY GHdiHEbl AR Qe Mve bReR B93h1L00 Olsithrea

speci fied byside st wf thide esyf iingrbvidgems %ﬂmﬁo&gh@h%gwﬁ dedaeen

the tenporary m xed block Cyr2 and the made-for-verification block Er is
greater than the predatecibngdiyaldi@rdanecdat 8hpriocesxibogimeans Yn22ad0
inverts all bits included in one of varying conbinations of all bits of the
purificati ombl bbk Apmanswtt teaveah@erthest rexee Eder o thave ers opspvédgd, a
inverts some other bits of the purification block Ayr that have been

estimat ed t FHEAS G orshaedd iaskyaiebare rgdishpsr ARyWRLER fF Rt @ ock

Ayr2, or sinultane | 5.nverts all bit f the ificatio | ock Ayr

e hove” bath EGHE ha® S Bear gambLeke e Y | SR AT I oy et ot
til t 1 di st t th 1. |

lrjrgdle-forﬁ)yle_‘?glgq cati B%‘sg%g%fbs%rl\%g:c%&r?e?%quaq fe{)n%ooiﬂlgﬁeg}\feo%r%r rﬂ{e‘:qqélhe

predet er m negwal Heye ereptggeﬁa @@%é@ﬂcﬁs@n% PELMERDeA BEyE EIROT A Y

m xed bl ock Cyr and the or-verification block Er becones equal

to or short efrdrham i tien predederds et vidriesodde, data processing neans Y 22
stores the tenporary purification block Ayr2 in a position of the purified
data storing area Birthemdates simorageomdamse Yw28h whiish embiosl igyeend, f i gtk by
the value of the suffix r (in step 619), and then finishes the processing
about this bitwteh@daier purd fstiag apBpratig dpgermonecehdhether Aike fArsk ep

607 is correctjion informpati on transm ssion step, and steps 617 to 619 are
an erro%510 Ry G 3 ot ch\s a&?@nt?%ﬁe&%ﬁ&@e,&??ﬂ %‘?chgrth}ﬁF h 31 s

erbod o, S B BREREbeshiE AASELLER AR PRY 805
distance between the decrypted block and the first mixed block.
As a result, the present embodiment offers another advantage
of being able to flexibly change the judgment reliability by
20 changing a reference value (i.e., a predetermined value) for
use in the judgment of whether or not the Hamming distance
exceeds the predetermined value.

In accordance with this embodiment, instead of the
above-mentioned hash function SHA-1, another hash function can

25 be used as the Hamming distance amplification effect.
Although it is assumed that the "predetermined value" in
step 112 of Fig. 3 to be 40, the predetermined value can be 42
because the sufficient reliability can be provided even though

the predetermined value is 42 (i.e., the confidence interwval

30 of 60) as previously explained as to the experimental results.



that have already been transmtted thereto. As a result, the 15 present
enbodi nent offers an advantage of being able to effectively use transmtted
data. The transmtter and the receiver negd not calculate error correction
codes, and, therefore, need not send and receive these error correction
codes. As a result, the present 20 enbodi nent offers another advantage of
sinplifying procedsi agdfibiosyrbn o rasctd edsusEnboghpehner frasts wrehious| y
mentioned, in the shared dataqurifyin 25 systemin accordance wth
enbodi nent Ptherethpaidid besh Pr\f&wglfméhcwfmprﬁﬁeagrrahnﬁqi&éwea@hoh%to a
Ver nam encrypt ed bl ock an ransmts it to tt‘%le recei ver %B\Q/gen t he receiver
i I

d
2 conpares &3hOE-307ERRY VELYE PORCHALER B Thic AUEPHT A Bk ®yrs 2% t hen
j udges t hat Je{@ae%i%{i%iigﬁc?qaeﬂegj{%ﬂ eaph other™ . 30 In a shared data
S of

purifying systemin-a ance W Ti's 40 enbodi nent 4, a transmitter 1

convertsgeach of bl il cat LAB Bhaksy! 8 o anernam enciypiad diag and

transmts it to a recelver 2. ared data purifyrng systemin

accordance Wiy thiss t2 BEbodhaRNE dBmibhi SR aShhUCi U RoBSlimBte®ftdiyy. 1
as explained in Enbodi ment 1. Furthernore, each of the transmtter and

recei ver of Hdeh §hacetlodat &quekéyphg, syséeor v vl defuhetrponafdt wsehartdd
data into purification data and di sposable data, as shown in Figs. 4A and
4B, |ike thaomforedsyderenypriions, Fych 1805 iDE Sy ahidoMI ERYr t aBG WG @rkey
operation of the shared data purli)\%xi ng systemin accordance with this

enbodi nent . SHFERE AT SHEDt a8t RERg. Camp P HS&Ceps Bl AR RE B S Sane
referen nuner.al s. as .sho in . Figs. 3 and 7 the shared data purifying
systen1g§rri%ﬁp%ﬁﬁEQ§k§%ﬁ;%}ﬁﬁp cesses as those 15 done by those of _
empodiments 1 and 13 apgd hef ef 9 & LAS- EXRLANGEERNL AT st RABBIRTRREESSaHAM ||

be omtted hereafter.
shared data purifying apparatus carries out gquantum

cryptography communications so that the transmitter 1 and the
receiver 2 can share data with each other, as previously

15 mentioned. The shared data purifying apparatus can carry out
communications via a public line instead of gquantum
cryptography communications, and can alternatively use
communications other than cryptography communications. In
other words, the transmitter 1 only has to transmit data to the

20 receiver 2 in order to share the data with the receiver 2 in
step 101l. Neither the format of data to be transmitted nor the
transmission method of transmitting the data to the receiver
are limited to the ones mentioned above.

Furthermore, in accordance with this embodiment, P and

26 Q can be so determined that n = 1.

In this case, the first purification data and the first
purification block are identical with each other, the first
disposable data and the first disposable block are identical
with each other, the second purification data and the second

30 purificationblock are identical with eachother, and the second



Even in this enbodinment, in steps 103 and |l ater of the transmtter 1 of
Fig. 10 processes are carried out in parallel with one another for all
suffixes r (r =1 ton) , and in steps 285111 and |later of the receiver 2
processes are also carried out in parallel with one another for all

suffixes r (r =1 ton) . In other words, the n identical processes
progress i n Jspesdaglle dasacandftheeaqomdsdispesablandleodk aredideatizalThe
case of r = r will be explained hereafter. 25 The transmitter 1, in step

901, divi dediddcIeasdr iofih&&t-i on bl ock Axr into first and second equal

hal , h i.n Fig,, 8A d inpl ts, | usi ve-.OR ti

all bits of the fiPstaREFHols TR@CENATETT BT8HF BLE 1B el RELERE hal f
f Ax te Vi d X+ 3 dn t

of otep toa e 133 B ShECRLSRCEHRE e £ U T ek P, |

step 9025 calfuhaiesvar’ ﬁgg%f‘ﬂ%t&?ﬂl t3RAKERES i 28 tAoH BPOSRB! £5 HIAGK B

havi ng the sane size as a mXxed ock Cxr, and inplenents an exclusive-OR
(XOR) oper atdrgt y@t ildhea i ¥ed abf &€ KeC¥pandn| he Hsiasadllyg b ealevdeiisi yoy
using a data processing nmeans . The transmitter 1 then sends the
cal cul ati on exgsldinedas ast nansditesnanibkpcknDstepo lilRe rtheeishare? lbptway of
a public network 4 by using a conmmuni cation neans X 11. As nentioned above,
i N accor dancuindifivincheppreibsdisnear, asdgintdhatahbai di spogakhe kemishiBxn he
Vernamencrypted X as well as the transy ssion block Dr to,the receit\ﬁ%r. As
e

aresult, tr?é‘dplBé@eﬂ’EeéF@%}r%?&YoﬁhfW ﬁtH&\‘?&nFaﬁet’b‘?n%’Pﬁﬁ%ﬁrﬁjg
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transm tter Tcan t heref ore re ev et ieem t hem

because transiSsi iy gabakReiwesn JNemaSuGar pheds 0% Ud [iARRAd) e

traffic fromthe transmtter to the receiver. As nentioned abové, in

accordance WitdtKBRr QHOBN AR da €Y €8 ridn&f fi ior08 84 da i €o F RIRIMPIT iGAY)
estimate and correct 20 positions where the errors occur only from

puri fi cati onrddpmaksi wdiat, have al ready been transmitted thereto. As a
result, the present enbodi ment offers an advantage of being able to
effectively use t Fardhierned edatmacThedangasvith ehiampbdid meadei verstsesd not
cal cul ate error 25 correction codes, and, therefore, need not send and

recei ve Phesd barsh lébereeti bhechHRasmARLar rbRAICCIIRS Frie GRT Tarsb AdFent
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purifying and in steps 111 and later of the receiver 2 processes are also
carried out in parallel with one another for all suffixes r (r
= 1 to n), as previously mentioned. As an alternative, those
20 processes can be carried out sequentially in the order of the
block numbers r, starting fromr =1, in each of the transmitter
1 and the receiver 2. In this case, when it is determined that
in step 112 "they are different from each other" for a certain
block number u, and there is no other purification block that
256 has been completely shared and the "Completely-shared block
number register" is empty, the process about the block number
u is interrupted and the process about the next block number
will be started. Then, when the completely sharing of another
purification block specified by another block number v is

30 completed and the number v of the other purification block is



systemin accordance with enbodinent 1, the transmtter 1 converts the

m xed block Cxr into a transm ssion block Dr and then transmts it to the
receiver 2. In contrast, in a shared 5 dgfa purifying systemin accordance
with this enbodinment, a transmtter 1 transmts a mxed block Cxr to a
r-ecei ver 2. The shared data purifying systemin accordance with this

enbodi ment kdorede sand Completedy-ashatrkat oiodk gnubhbas expdbstped’ i nthe
Enbodi mrent 1. 10 Fig. 11 is a_ flow chart showi ng an operation of the shared
dat a purif yiP¥QCepst ot ddeobdarke NHPR Tt i § SefBsdiererd apdgsdhel1 2AreKd 128
are diagrans showi ng divisions of tenporarily-shared data X and .Y into

puri ficati oif OF&es HiyPaELer dbh e TR YRR BY Rt D9 | 12§ RETHigGAE I on

ref erence 15 .nuneral s .310 .and 1 denot e renni nders. each,havin i_.ze of
(orr) bits. BRGTaRRsid eanBY ahe RRaTk iR NGk 2 iR - 3RTHEE o e
desi gnatgd by the sane reference nunerals, and therefore the explanation of
those elenments will be omtted hereafter. 20 In the flow chart of Fig. 11,
in steps desmrtie@dnhy ot.he sane reference nunerals as shown in Fig. 3 the
shared data purifying systemcarries out the sane processes as those done
by those of enbodihsemteliocandyt henefioned) heénexpkasatbired dbhthhpseifydaesses
Wil be omtted hereafter. 25 Even in this enbodi nent, in steps 103 and

| ater of thewstamsnintaccarddngegwith prbosdyesntarle chlrei davamithepardal | el
wi th one another for all suffixes r (r = 1ton) , and in steps 111 and

| ater of th&MEEEteSr aPr bERRIBLL B 8NaleFE OFarG e TGO nCPde afPEl eFiCth one

anot et T S AE ok 7o A e A GBI B ey B her
and the r eceéo\ﬁ{farar%'s Ehﬁa8@§?o9f—v5rffﬁc%hbnbﬁlgé@ﬂ Q?ldc}bedr %ﬁfie%r block
Cyr and then judges that "they are different from each other".

In contrast, in a shared data purifying system in

accordance with embodiment 2, a transmitter 1 generates and
15 transmits an error correction code for every purification block
to a receiver 2.

The shared data purifying system in accordance with this
embodiment has the same structure as that of Fig. 1 as explained
in Embodiment 1. Furthermore, each of the transmitter and

20 receiver of the shared data purifying system divides
temporarily-shared data into purification data and disposable
data, as shown in Figs. 4A and 4B, like that of embodiment 1.

Fig. 6 is a flow chart showing an operation of the shared

data purifying system in accordance with this embodiment.

25 In the flow chart of Fig. 6, in steps designated by the
same reference numerals as shown in Fig. 3 the shared data
purifying system carries out the same processes as those done
by that of embodiment 1, and therefore the explanation of those
processes will be omitted hereafter.

30 Even in this embodiment, in steps 103 and later of the



The transmtter 1 and the receiver 2, in steps 901 and 911, divide
tenporarily-shared data X and tenporarily-shared 5 data Y, which are
tenporarily shared in step 101, into n pgyification blocks Axr (r =1 to n)
and n purification blocks Ayr (r = 1to n) , these purification blocks Axr
and Ayr havi ng equal nunbers P of bits, as shown in Figs. 12A and 12B,
respecti vel yeraremitd gy dr afi Fig of6 punodessatsi emebtackiedxoutariay pageddeln a
RAM within a data processing nmeans X 12, and the plurality of purification
bl ocks Ayr aHelsodeednPRhar R vithhiswtd iggSarpfbcessitRghheatRd Y IR BLEeRS an
alternative, the pluralit purification bl ocks Axr can be stored in a
Gata ororagdHoand 150 OF Lasitbhel Brbr S AT SUAF| Lt Gir th ik S Ay

oo et 1 S R LS8 TR 25 AURYIOLAEL %5 0y

tenporarily ata he sane bi
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obtained fromthe 20 follow ng equati on. n this case,

the remai ndem @fachebr) thet srassmottased.anb threrkakevel err orfise tdiade @aTUr
between the purification blocks Axr and Ayr at the sanme suffix r depends on

t he qual ity mof= a qudrit e comhaiineat herdafiterd and can be assuned to be
about 1 percent. Steps 103 and later of the transmtter 1 are carried out
30 in parallel w ®rdafrprapcersinpdreaguch 1S9 f thertyansmit hay hgenerpfesnd
steps 911 and later of the receiver 2 are_also carried out in parallel with
one anot her FoRTERh COGEECE 1PN Fode1A¥ECnfor | g el fndiadsion R aFh dedt i cal
processel§ priorgrqises izg) parallel . The transmtter 1, in step 902, transmts
the 5 above=neritione 1rﬁxed bl ock Cxr to the receiver 2 through a public
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the smallest one t of the numbers (i.e., the values of suffixes

r) of other blocks that have already been completely shared from

a "Completely-shared block number register", and reads the

15 purification block Axt having the block number t from a data

storage means X 13. Then, in step 203 of generating an error

correction code Axtc for the purification block Axt, the data

processing means X 12 implements an exclusive-OR (XOR)

operation on a mixed block Cxr and a disposable block Bxr, and

20 defines the XOR operation result as a transmission block Dr,

like that of embodiment 1. In addition, the data processing

means X 12 implements an exclusive-OR operation on the

above-mentioned error correction codes Axrc and Axtc, defines

the operation result as a correction code Gr for transmission,

256 and transmits it to the receiver 2 through a public network by
using a transmission means X 11.

The data processing means X 12 further stores the block

number specifying the purification block Axt in the

"Completely-shared block number register", and increments the

30 number of purification blocks that have already been completely



bl ock Cxr by way of a communication neans Y 21, the receiver 2 conpares
this m xed block Cxr with a m xed bl ock Cyr by using 10 the data processing
means Y 22, in step 912. The processing §s thus carried out hereafter, as
in the case of enbodinent 1, and the purification blocks Axr and Ayr are
conpl etely shared between the transmtter 1 and the receiver 2. 15 In

accor dance wiharadi s enbodi nent, the transnitter 1 transmits the mixed data
Cxr to the receiver 2 without Vernamencrypting it and the receiver 2
conpares it with Whes8d §hea THFeiWehowt CERISAYRP odtreanpPRVEcESELIRTERe
recei ved m xed dat.a Cxr. As resul t he,_present enbodi nent offers an 20
vant age of TGP LRER VD b G SRREST OB ADThas i £y 22

menti oned, | .dat rifyvi y .k ¢ it

embodi meni £F (RS LR SRS FRLBnBh LIy B B BLARLL D BE S0 WA0EE 4 Dt 785 the
receiver 52. JdyGQRdY 89 np liethed tSNA RBRAD & AU ¥h R SYSL8M1 &s BSE BN darce
with enbodinent 6, a transmtter 1 and a receiver 2 independently acquire
tenpor ari | y-ahanada dét gho sl & be olc®CBiY &by 2 sEhRCKSA4 ©a SR ey melniss

hol di ng the sanme shared data as that being 30 held by the transmtter 1.

45 Fig. 13 ix22 diagram skonypgethel shireshatatta mumehpsngng yest endentiity
accordance with this enbodinent, and Fig. 14 is a flow chart show ng _an
oper ati on ofiudemestiamedngat &n pilred Wildy spsiass Fhe QR oreratamp rgsubécause
t he conponents and steps designated 5 t.he sane reference nuneral s .as

p 5 by
shown in Fi §& # aRads SpH Yerekpfarted it EhbolFmenthd HIRHELSare&s

t hose of,.emod] ”n—]?r{]tre—(ly%zli@eic%tecg%i_nl %ﬂeoes Iﬂng}%%n aoﬁ_ni&g@s%l%%rﬁp%s,%r]ts and

st eps vvilpl BE O erea are ata puritying systém shown in

Fig. 13 is the 10L51@<%'3rtg%t”‘t?§ Hpsanpdh et dnas Eﬂgmah\ﬂiﬁggdi]sta‘ﬂicteh t he

exception that the sha data purifying systemof this enbodi nent does not

include a quastvdBre @RBURM @t £ Oh-Jd Mef pat ToriFbldock4Er tdiRl thansigdd enotkand
the receiver 2, in steps 1001 and 1002, acquire tenporarily-shared data X

and 15 tenpdahariilyeghatl eitb dat de¥s tlespecbireckyeriénedf ta&lve aks.une #dat,
there exists a data supply apparatus not shown in the figure, for exanple,

i denti cal ddthe dedasppptéeding Myoins Yhd2i ramsfien é121 hwdded bt M"ébevwver 2
as the tenporarily-shared data X and the tenporarily-shared data Y from

this datld s y9apparal ustBoeart ateest Hecduss bhadtiasst Blagksfeansnrd 13

di dat t Y. 23, tively. B th i .
0SS bi 11ty CHAE T HOEE oot A PGy Gl BN AT T RecHbo Paricy SBirPB
data ¥ are oo GATBLAL el 8Nt eAl dihi) 2ACH (AN 8L Aeealse of errors or
the Iike that 25 occurs on a transm ssion path tromthe data supply

apparatus, they are cabheehst!ewpenarily - abahetgdatiztande ascondancene th
the present invention, the tenporarily-shared data X is second

t empor ar i | y-nedur-eftb atesr idhictattfient ésfpoelarEr yastarceke dat:eedy hiodkrsyr is
tenmporarily-shared data, 30 and the receiver 2 is a shared data purifying
appar at #9. gz tAfn ekhamathet beetdeirsmiinedr vedie e aut, ptocestbs ofotat eps
102, 103 and 104, like that of enbodinment 1, and transnits a transm ssion
bl ock Dr gerR¥iesfing Beaps 1042t buqddes d@di vepey are different from each

other" because the mixed blocks Cxr and Cyr are different from
each other and therefore the purification blocks Axr and Ayr
are not identical with each other.

25 When the data processing means Y 22, in step 112, judges
that "they are identical with each other", the receiver 2 stores
the purification block Ayr at a position of a purified-data
storing area (not shown in the figure), which is specified by
the value of the suffix r, within a data storage means Y 23 (in

30 step 114), and finishes the process about this block (in step



5 The receiver 2 carries out processes of steps 110, 111 and 112, |ike that
of enbodinent 1, and, in step 112, generates a nmade-for-verification block
Er and conpares it with a m xed bl ock Cygggenerated in step 111. Wen the
Hamm ng di stance between the m xed bl ock Cyr and 10 the
made-for-verification block Er exceeds a predeterm ned value, in step 112,
the recei verll®) i nAst apressltir BRsnPusifhfat heR i oo ¢heli ey i afd “AHeyhate
different fromeach other” to the transmtter

1 as a,'wﬂgne t result
Lhrough a putie o JRAGA. "iHken SRS PRABReRTSr SERTEY | HAli Uit 648 54 AP RA%E
different 15 from %h other", each of the t mtter 1 and the receiver 2
recei ves a SUPHIY ofl dATY FPENPLAGAHAAORRRT o Mo i SHAEE BBl ¥ S Fifeat s
t he above- nent.i i i i ; sul 1 & ndi " y
are identicéﬂﬁafgﬁgggé%ﬁgéﬁﬁpg?%&%gh %Eg Fggﬁgﬁg£5%§tgn%%ﬁlﬁﬂ%ﬁﬁé?%ﬁiggzAxed
bl ock Cyr and 20 the made-for-verification block Er is equal to or |ess
than the predeterm ned value, in step 112, the receiver 2, in step 113,
transm ts informatlihen dandi pabcegsihbeyeans ¥ dentdicatesv tie daicdtiotrhebert 0
the transmtter 1 as the judgnment result through the public network. 25
Because t he inr an§fbmpéetél gndhahedriebetk erumdeghaegishersaard dateramantsach
ot her when the judgnment result indicates "they are identical wth each
other", the tha qrero T i iGatohan diasksyridipty e atdHs e ki ng
this shared data as a key for conmon key encryption systens, for exanple.
30 As nenti 'ove, because the receiver according to 47 this
enbodi t checks o et her_ . ily-shared |
tenporgﬁl%l y shar eJIhV\en ?%g?ﬁgek%%a%sslﬁn&ﬁnégﬂlgg ?%eL i%m a\;?\ln g%ﬁe&%edt%ng
tenmporarily-sdia£d o¢atRe heig el 8 ypdhentransniddiebne P £ EREINMAILLAN be
called either a shared data 5 verification apparatus or a shared data
aut henti cati on @ppatipd Usa l el tHEr SBEEixes agcorfdamnte rwidladkal s herdedivent ,
each of the transmitter and the receiver (i.e., the shared data purifying
appar at us) diMiahdy theen eopopbetélyshharddddtram rihe 1I'Tanglalral vi-tsheagfed
purification blocks and a plurality of disposable blocks, and enlarges the
Hammi ng di stlrek pamieah regisdsgondipnd parfifi Eheiviar bf bexkioeimp dHelfy by
the transm tter, and the receiver bg using a anning di st ance angéifi ation
effect, 1 kd'aHd9 EPegﬁ\Jdb‘a‘fﬁél ef t AFop thedata PhETRPESIAT R fbodi €15

of fers an adyant age of easil|y_judgi ether the tenporarily-shared data
Stored |n CHETS SRGReeearY BlebEnt i 2 AR Her AR rPar B b THAC S eq
in the receiysie Ayt AckHr dance WMAfe {0 S Modideniye datp é%é;ﬁrzltlha._“ the
tenporarily-shared data are sent and’recelved by way of the 20 public

network. | n accor danRcea b tdroldee spmheseddnd IVENt(H 0B, , the: brRerda shtitcihglat a
other than the tenporarily-shared data are sent and received is not |limted
to the publ imearet Wdiuc.thas ampakmenhat anesxdatsl w1 Hrhapethéion on the

tenporarily-shared data can be sent and received by way of a privately used
line or By rakpe-wEFEanakGairectipracasildic o thranamst ssgdiafshtthezhen

generating and Vernamencrypting an errar, correction code, the transmtter
Sel ects t e SHRTTEUD GIRAGS QR0 RS 01oTbI GG AWHCCh ave-&R 2y Heen

conpletely s rfgkgetmeen the transmtter and the receiver as data for
encryption. viever, 30 in accordance with the present invention, the
sel ect ed nunber

Hr = Gr XOR Aytc (where XOR represents an exclusive-OR
25 operation)
Because Gr = Axrc XOR Axtc,
Hr = Gr XOR Aytc
= (Axrc XOR Axtc) XOR Aytc.
Axtc and Aytc are identical with each other because they

30 aregenerated fromthe purificationblocks Axt and Ayt specified



48 is not limted to the smallest one of the nunbers of blocks which have
al ready been conpletely shared between the transmtter and the receiver as
data for encryption. As an alternative, Bhe transmtter can select either
one of the nunbers of blocks which 5 have al ready been conpletely shared
et ween the transmtter and the receiver. In this case, both the

transmtter RihBhekd acdcrimpler (lseWhi ok ks Vst at heady e siurdiP L ¢ EabE STRITEEKks
havi the s bi t t.hat of t ti de). 10
"mdustri o ASpIGRS 1At SRS iy GRARSSEGVE Sine shared dat a puti f yi ng
apparatus and shagped dat %e‘?uﬁgu!Mr?tmgriﬁfccgrﬁ?ence%r‘%f Qﬁtrt}% Rrezent
or're h of 1 q data

. . .T%%
invention are suitaple r uci ng e rls errporarlly-s are

bei ng tapped,apd il NghAihe datia 1a i effective data when renoving

errors fromthe data tenporarily shared between the transmitter and the
receivers 49 C gnBddtalobbhed Ssh kot o irf ¥2 gk 180Par abUsc60MPAI 5 e 2
bl ock generating neans for dividing tenporarily-shared 5 data transmtted
from a trangnditfdrcaadcor dahg Ayx hapieded erarsnéy dsvngiHm aodestsoras the
generate a first purification block and a first disposable block; a data
m xi ng meansdwreatied pyrédidatipnt dpue iXYan bhe Hlajek sdeceod hgans v 23
predeterm ned data mixing rule sop as to 10 generate_a first m xed Rl ock,

sai d data m Xith§tRBaAsS n xiTh§ BAER RECTSW HFbPerRSyY digstaredatie tHeckar e
at a Hamm ng_ di.stance of Q,fro ach ot her that t ener at ed i xed, dat a
are at a Ha%’ﬂ“l’?gerdilﬁ a{%cee 0 Ht?ni]fereC A i%&ocg&”ﬁpoﬁ%nﬁegé Gf
arbitrany dig t 1. st f from
cach ot hr o pfmdfd AP nAlRe ok RIS O BISRE, Shat pete et

di stance of cJongﬂer&rley Ehameaacin @} hette rat ABRANSE 10f 1 AL ithieNGr §Fe £8 GHREtE

bl ock generated according a predeterm ned encryption rule based on a second
m xed bl ock,thitd ddidck gentrext ed rbystpki2igi)a second purification 20 bl ock,

which said transmtter generates together with a second disposable bl ock by
di vi di ng tenpor ar illnytshddew cmrt ohdtigabdstep 201 is a second correction

information generation step, step 202 is a second shared
16 correction information generation step, step 203 is a

correction information encryption step and a correction

information transmission step, step 211 is a first shared

correction information generation step, step 212 is a

correction information decrypting step, and step 213 is an error
20 correction step.

As mentioned above, in accordance with this embodiment,
the transmitter 1 transmits a correction code Gr for
transmission as well as a transmission block Dr to the receiver
2. BAs a result, the present embodiment offers an advantage of

256 eliminating the necessity for the receiver 2 to respond to any
data transmission from the transmitter 1, and therefore
reducing the volume of traffic between them because
transmission of data between them is carried out with one-way
traffic from the transmitter to the receiver.

30



transmtter has transmtted according to the predeterm ned division rule,
according to the predeterm ned data m xing rule, and based on the second
di sposabl e bl ock; 25 a decrypted bl ock gggerating nmeans for decrypting the
encrypted block with the first disposable block according to a

predet erm ned decrypting rule corresponding to said predeterm ned

encrypti on riiodigent t generate a decrypted bl ock; and 30 an identity

j udgnment neans for. conparing said decrypted 50 block with said fjrst

mi xed bl ock so as 5o Br&idOUmmet AR tderedri fidy Ths ishaded Gt &K Hdnvd " d
second purification,block are identical with or different fromeach other
Sccordi ng. t GUERApH | SEROPRSRFE . e t5” oM LR trat BEBUEFPORHG ChSarat us
according t i r i i.n t i u r r

conpri ses a%cfgtegtla{s?ie(])sr a%%érrgg%fs?,ghgﬁ sagi gg&eﬁﬁ%@ﬁ%ﬁﬁengo%aﬁgaﬁ%ﬁ es
the decr ypt gohbi e tidih bheck kst tHexesebh 06ks aNGHdiloEse t habesdbs L0
first purification block is identical with said second purification block
and stores smnpdidsta paderifoatvenilflieakibh BabdkdBt avbtlorage tehns odken a
Hanm ng di stance between said decrypted bl ock and said first m xed block is
equal to or Jwssndhbhen jurdakst éhaitnbthenlame dif ferefitefshureachiatther”.
purifying apparatus according to Claim1, characterized in that said
transmitter transf3a %que%ﬁéﬁé?qq%ﬁw 8dS§alal? RCsegRageant Lk this

t h uni i . 20 4 , Th h d t i fyi , t
Scoording  GHCHNRER Endfied & TIERLTFE thaReuap d oA Caeuat T e et

[ .n h i i t. i ,
Cdent | ty10] U AR e a e b TREmBBER S of P BTaR wadh i HiRet 9

25 bl ock ang,jdidgesd Rak ot B rhbnSEenBYLbtbaalihen Bh@Ck-dssi {4 efents frrm the
second purification block when the conparison result indicates that a

Hamm ng di strgws et wseandhehdeceypi edr b Dek @ntlvdies fdacdi priried dtdeh
exceeds a predeterm ned val ue, and, when a judgnent result fromsaid
identity judgimerk Agpansni3) Veharetesctyrited hdatar st par itbi eattiioatlel ddk i s
"different” from 51 the second purification block, said error correcting
means acqui rs idorqer tWhet g rfsiohs icsiFUsed to make said first purification
bl ock ag{rﬁee with said second purification block, and corrects said first

purificaPi on bl ocKN5a8BATEH I BULILYeadi DR F A orhAFFBRISBCEHAL ER 4l & i r st

purification hlock agrees wth_said second puri.fication block. 5. The
shar ed dataep%? lﬁmng aﬁf)at\r%a ﬁgmgcs(%orru |Ctnugr% %S&%?tmog,kolc%arla%? eerxl%zlea&nler?that

sai d apparatys gls e GOTP! | SESy Gl b AL | 0£2ERT FECELART LTBARS t3RG SARIL
decrypted bl ock generating neans acquires correction information used to

make the finsdcqgiwrdd | Gt | Ahdl Aarashi elatsal gudiansmd t ey gener alies &s wel |
as the encrypted bl ock, agree with the second purification block, and said
identity | udmpmniramians stemeat dsthhinite puyptfdddiliorkdata and disposable
20 data, as shown in Figs. 4A and 4B, like that of embodiment 1.
Fig. 7 is a flow chart showing an operation of the shared
data purifying system in accordance with this embodiment. 1In
the flow chart of Fig. 7, in steps designated by the same
reference numerals as shown in Fig. 3 the shared data purifying
25 system carries out the same processes as those done by that of
embodiment 1, and therefore the explanation of those processes
will be omitted hereafter.
Even in this embodiment, in steps 103 and later of the

transmitter 1 of Fig. 7 processes are carried out in parallel

30 with one another for all suffixes r (r = 1 to n), and in steps



15 with the first m xed block and judges that the first purification block
is different fromthe second purification block when the conparison result
indicates that a Hanm ng di stance betweepgthe decrypted bl ock and the first
m xed bl ock exceeds a predeterm ned val ue, and, when a judgnent result from
20 said identity judgnent neans indicates that the first purification block
is "differentll pndnleher setdhe pecefiveat 2 @rdstasses sdiedadsporarvie@@litng
means corrects said _first purification block based on the correction

i nf or mat i on idb Peal 16di Hifpr ere pine thehtivn ok ddress rwilt h=shitP $econd

25 ificat] | ock. 6. Th h d_dat i fyi t [ t

Cralm 4, chePhBEBFRAEAr sy (R SUHRS b ¢ BLER S9N RADECR P B Aol
ti Qde f h Lfpcati I , id

Corr ecti ng RaRERoProbts caruohtFirt of Ry et Sestile ?- 5,8 TR or ror

correctign code., 4,4 1hhe,sharad dala Hirdfatidlg apparatus according to Caim

4, characterized in that salrd apparatus encrypts the correction 5
information by i nunenepih&gi e £XCLEGEVEER 9PFALHDT HulitheefOriIRNtdtaN
information and data being held by both said transmtter and a data storage
means, and s@&iah éhreorecedirect 2 ngy nean faequomasnandtdecr ypasst Kiel enandt ed
correction information by inplenmenting an excl usive-OR operation on this 10
encrypt ed cdirestcheakpiths radewaname I HE BHIUS dehaidadd ProAfsail g daans
storage neans, _and corrects_said first purification b]ock %gésed on .t he

decrypt ed caf rtéct'tBnSFRPok Pt i oS &t J8APBSRFr 5eSPht i F1ERF FF bl &Y
it h id. d i fi i bl 1 . Ih h d_dat j fyi
Sobar at 00 actos GitoePatel bR path aPudt BF neife e oS e prara B2, Y M
b . h ' . . i . . | ! - H _
operat; on or e p A SAEMRILR B BAE| SN Sl e e Er R ack

divided, 20 ohd sptél €irot GaHr &Eddidll NEaNS]. JeAerat £Saf@MpaplsMents an
information that is a result of an exclusive-OR operation inplenmented on
equal hal vessxaitus iwd-cOR saedatioatopuwlilf béasioh thleofkrss i M dédAxesindrat es
bit positions in where said first and second purification bl ocks disagree
from sai d corameasrandRng npbtaatifontadd segoade dnphlf | §6n dnf bp neten®¥,aténd
corrects said first purification block so that said first purificatiaon

bl ock adPees’ SR A WdSshe2pari-f i aei oIk a3y Lithesy EF RSB £8 ¥ Ssai d
(17t pUrt T eatl g blockals Uhe, ot Bl el . RO 10,5y ArSTAS0
communication means X 11.
The receiver 2 receives this Vernam-encrypted data X by
way of a communication means Y 21, and a data processing means
20 Y 22, divides the purification block Ayr into first and second
equal halves, as shown in Fig. 8B, and implements an
exclusive-OR operation on all bits of the first half of Ayr and
corresponding bits of the second half so as to generate
Vernam-encrypted data Y. Although this Vernam-encrypted data
25 Y isnot transmittedtooutside the receiver 2, the datais called
"encrypted data" for convenience' sake.
Although the Vernam-encrypted data X and the
Vernam-encrypted Y must be identical with each other if the

purification blocks Axr and Ayr are identical with each other,

30 in this case the Vernam-encrypted data X and the



53 tenporarily-shared data transmtted froma transmtter, divides the
tenporarily-shared data according to a predetermned division rule so as to
generate a first purification block and gyfirst disposable block, mxes
said 5 first purification block according to a predeterm ned data m xi ng
rrule so as to generate a first m xed bl ock, acquires an encrypted bl ock
gener at ed adtEsdTRENE PiRE@Et &r A gedobntdgpt i onl rwil teh add dher Hecandeni xed

bl ock, which.is generated by.m xi ng a second rification block, which is
gener at ed t dg¥t RSP Eesélgéc%ﬁgstcﬁ%&?;oﬁg‘%b%ékllb?rl‘a"f‘%d‘i’%‘?dt w@ey
tenporarily-shared data.that_said transmntt has, transmtted accordi to
L he or adet SAREs TAeTFRtoRTPT: Sr e A Tl AR thr BRETR bR GRS i ng
rule, and b ec dj e , r ; i.d. e d
block wih cif feceltete 0ot NespRRaphe PhOcK. MEer sl oRld, P Y R

decrypti Bg g8 GIFaRORAiRE hQrsak drpredeber ihdesh SRCydd Oy Idiltes & as

to generate a decrypted bl ock, and conpares said decrypted block with said
first m xed o186 1% tion wdge wwreirherosaitthe ibist gasiitfioeat iwbiidh atlke and
said purification block are identical with each other or 20 different from
each ot her aticprtdi nglitffeaxr cdrgiardeson thes uMerngireregiar yadeot diXng angl sdaihg dat a
m xi ng rul e, said apparatus m xes each of two arbitrary digital data that

are at a HanfAipwieRchddest Y0 from each other so that two generated ni xed

data are at 26 a ing distance of O fromeach other, and m xes each of
two arbitrary di g:??)g}?k&% £h attcté? edata JPERRRPRYEi LPahte lB‘PTfm8PtﬁD|aél from
each othar s .V\Q%_Rge 1 xed a t 1 RQ

di st ancg%of e%%l_ﬁlas_tnlo‘{ee roﬁﬁéeg%ﬁg% h)eér%. %Sé ;Hgggaglhgﬁgg§égf g p%rimﬁ?l r%l ©
appar at us camil-Mhcryped Y| 0K grpRhatihngneans, for divicdi n@fdr=le
tenporarily-shared data being held by a shared data purifying apparatus
anong t enporaddilficidedddaba tRopanidle, shaead' by apddaansatties bandhsai d
shared data purifying apparatus 5 according to a predeterm ned division

rule so as twiigefethtie sekifstapipnfdedsi ohhdl daka apwbeeds it nbiasposan e
bl ock; a data mi xing nmeans for mxing said first purification block

accordi ng t ¢ igraddettdrah mddhest £he Blnd iy Hid of ddea Figatelmld @5 ithsy

m xed bl gck, said data m xi ng noeans m xi each .10 of two arbitrary_digital
Gt ot et a A o OO ARACT oFd T i G O% FbP SSEPhbA b0 OF
enerated m.xed a.are.a 1 .dj n f from . ot her . ,and
g‘i Xi ng each %}e \?1\%&%1 %Iat% P 8?1;/8%1?‘3%%”9&2% %Et% ﬁglt% O%rs égla? n&?ﬁ%ﬂ%\%ﬁ djlef;ttzglr?ce of

1 or more fromeash 9khale $ALLRALAUBRIENSERIASL M ¥edrdaja A & abpkara have
a Hanm ng distance of 1 or nore fromeach other; a neans of acquiring an

encrypt ed blgicknhegeper eh e negot B nge @i Predetef dated eneryptd @roddse ibased
on a second m xed bl ock, which is generated by m xing a second purification
bl ock, whi cmesaisd cemapsmilltelygeseinies thogetdidihen theab8etbndi2®f the

di sposabl e bl ock by dividing second tenporarily-shared data bein%éreld by
sai d tr&Asmiikal dddigofhéheenpsi AiFRry1SRaPLAChAEr tehpdramd s bdite@ tby

said transmtter and sai g shar g dat a, uri{: i n arat us, accordi ng to the
pr edet er m nddUISAEASh A0 Tt B8 BEAYL L6 EHER i Lok dh¥A et SHeRSAbaLg
rule, and b%%’legn%grggo}lhoef EE%OA‘aqnedbiEoéS@tBhS pbdlofﬁcation block Axr. The
receiver 2 carries out the above-mentioned process of
generating the Vernam-encrypted Y and the above-mentioned
26 process of estimating erroneous bit positions of the

purification block Ayr in step 617.

The receiver 2 then inverts either one of the bit positions
of the purification block Ayr which have been estimated to have
errors by using the data processing means Y 22 (i.e., an error

30 correcting means) so as to generate a temporary purification



a decrypted bl ock generating nmeans for decrypting said encrypted block with
said first disposable block according to a predeterm ned decrypting rule
corresponding to said predeterm ned encrygption rule so as to generate a
decrypted 30 bl ock; and 55 an identity judgnent neans for conparing said
decrypted block with said first m xed block so as to judge whet her said
first purifidadlodwiZockngngheni dipesifihiattiempdrack rd §ig@itiarablsickh or
different from each other according to a 5 conparison result. 11, The
shared dat a B4 £HFRYIBPERE SoTe BeRBi e (i t'enguprPt 1 fdraraerett et i@® t hat

i Sposabl e BBtk 3P8 SRGCPLO TS bie AErBereT ar & HeNBraasy &l i T ook
encryption rule igs p gﬂ.gé)e 6alnceéo_rdi ng to whi ch said apparatus inplenments an
nt

excl usi ve- oper at'1 on second m xed bl ock and the second di sposabl e

bl ock ang the predgleyrinedrdeesy¥Phiyndebtkeyi 52 a-dih £ &€ A G rahieh

sai d decrypted bl ock generating neans inplenents an 15 excl usive-OR

operati on onmnixl endbymrt edybp ocki tand at hpalibrsbrdireposabheibhoakiodR. Ekhe
shared data purifying apparatus according to Claim9, characterized in that
the first didgosabiredliockiephel 2 avet aidakiskéd beeckhetingr tthe $gurichg

di sposabl e bl ock are_equal in bit nunber, and the predeterm ned encryption
rule is a r distanes getyeed Whekh Sgiddadpparal dssisnphefenicregdetem@insd/e- OR

operation on the second m xed bl ock, and the secqond di sposabl e pl ock, and t he
of edot er i NGt Tyt Bg 1l e P Gl STRCHTERY 25 B8CaNReh SaF d dats
decrypt bl aock erat i S, | n excl usive:- at_i on
the onoript f BOaTaneeie 77 Sen e othbne S fet Bt Erp B T

purifying appayat o rQCfQ{i%liéeﬂg:itSc%l?’Qigx aiyg ﬂagaiﬁtﬂeag%ﬁrag@&@ M@% e

first disposable block, second m Xxed bl ock, and the secon

di sposabl e 06k ey &l@alcd N Hidquiney o raned dhe Hredete HdRE aRaGmERt | on
rule is a rule according to which said apparatus inplenments an excl usi ve-OR
oper ati on orvalhes,sedundiatiax go daleski ranchetames  Sfe AN s tah rsymo Sdtilse tenyloaek vand
the predeterm ned decrypting rule is a rule according to which said
decrypt ed bIREK et hgorkdgrd hplechent S1an afe ilvidedRdapersdtdrdmdon
the encrypted bl ock and the first disposable block. 10 14. The shared data
puri fyi appfatUs tadededishgregecPraritly ehardier i X2 FReF1 R the the

pr edet er m ne@ dataén'tgil ngirrﬁj.e i.s a rule according to which said data

m Xi ng nmeans iKethe' §i1s 1ﬁhrri‘fi cation block so that a Hanm ng di stance

between the Tirst yid S8R AR QlRGkRd HdAlAs dhAt il e yReRdS
said first and second purification ocks when the mm ng “di st ance bet ween
the first anshs@eeigPund t6at h9hebEoeksetsricatipBrLISed B iifrcitent |y
| ess than one half of a bit nunber of each of the first and second
purificationthdrodks predetermined value, the data processing means Y 22
20 inverts all bits included in one of varying combinations of all
bits of the purification block Ayr that have been estimated to
have errors, e.g., inverts some other bits of the purification
block Ayr that have been estimated to have errors so as to
generate a temporarypurificationblock Ayr2, or simultaneously
256 inverts all bits of the purification block Ayr that have been
estimated to have errors, and repeats the inversion process
until the Hamming distance between the temporary mixed block
Cyr and the made-for-verification block Er becomes equal to or

shorter than the predetermined value. When the Hamming

30 distance between the temporary mixed block Cyr and the



20 15. The shared data purifying apparatus according to Caim?9,
characterized in that the predeterm ned data mxing rule is a rule
according to which said data m xi ng neanggm xes the first purification

bl ock so that a Hanm ng di stance between the first and second m xed bl ocks
is larger than that between 25 said first and second purification bl ocks
when t he HamfAdfr idstvatdd isabhioenbt aek fiy Becangs Ssteddtp @t sheatebriisiocks

is 1 or nmore_.and is sufficientl l e than one half, of a bit_n r of each
b The 1 st g e BetRam B Ve ol Boke oot ate ik atans Lo atpres
purifying apparatus according 1.0, .57 im1 haracteri_z .n t the

P et o o BB A A Bk Har R BRI Ry 20 AG! BLled 8ol off Hnd

m xi g Meang, ixatd Bechidcio iy LELAASS PRMACK 38, LRy ao ko 80 il sshance

bet ween the first second mxed bl ocks is larger than tha en 5
said first an spRead QU ithat banukl egksnvhgnr e Hapm noc &b sdance et ween
the first and second purification blocks is 1 or nore and is sufficiently

| ess t han orghdmlffindishesbthe npides s ofngeadiowf thie biosk mmdbsecaitd step
purification blocks. 10 17. The shared data purifying apparatus according
to aim1, cfaracterized in that the predetermined data mixing rule is a

hash function. 18. The shared data purifying apparatus according to 15
Caim9, characterfifzdds Floarcherd SleddiGer nirndds®ate? nidd iy FUAHEEGER hash

function. 19. The hareﬁ data.purifying a rat us rdi to Claim 10,
char act e i 26 THF IO HES BPBHEE 67 TP aaTa THOHTHBL 50 Bf 8 '€ AN IREAPE
functioq_0 qufgéggy%Htﬁg% purifying nethod for use in a shared data
puri fying systen1|né1u I a transnitter and_a receiver, cpnprising t he
steps of: 25 eachp@f magtdoheanswddd ori AR S*dntRCHE VRt S NG diment,
even 1f errors occur, the receiver can estimate and correct
positions where the errors occur only from purification blocks
that have already been transmitted thereto. As a result, the
15 present embodiment offers an advantage of being able to
effectively use transmitted data.
The transmitter and the receiver need not calculate error
correction codes, and, therefore, need not send and receive
these error correction codes. As a result, the present

20 embodiment offers another advantage of simplifying processing

for error corrections.

Embodiment 4.
As previously mentioned, in the shared data purifying
26 system in accordance with embodiment 3, the transmitter 1
converts each purification block Axr into a Vernam-encrypted
block and transmits it to the receiver 2 when the receiver 2
compares a made-for-verification block Er with a mixed block
Cyr and then judges that "they are different from each other".

30 In a shared data purifying system in accordance with this



predeterm ned data mxing rule said transmtter transmtting
tenporarily-shared data to said receiver; said receiver dividing the
t-enporarily-shared data 30 received therapy according to a predeterm ned
division rule so 58 as to generate a first purification block and a first
di sposabl e bl ock; said receiver mxing said first purification block

accor di ng t CPRAReRte ferdritaad sHata ef kicogviedts 9aCaS Tt alb RygHd aat 101 | r st
m xed bl ock; said transmitter dividing the t rarily-shared data

[t Ansri £ o R EDy SR of o BEPE PHEr TP bt BE APt 7 SSRoLdl & Fagoa to
generate a sgcond purd fication block and a second disposable block; 10 said
transmitter niXxing said second purification block according to the

predeterm ned dat ayd éhagea%&ée;mffyqn@eg%%ﬁ & 3ee8Rdaflcxed: bhaglis said

transmtter generating an encrypted bllock fromthe second m xed bl ock and

the second dimpasaidre Bhackhaeened eidButd ag PiLeetrer g nada ensipiptindd rul e
and then transmtting the encrypted block to said receiver; said receiver

recei vi ng t hin emiebypimentl dck, Fdechyphong, t becenofyphed tHlaockn iwitter tarel
first disposable block according to a predeterm ned decrypting rule
correspondi reeedivs d @0 prredetsdratiared datey ypumrf rinle stysfen o djenglest e a
decrypted bl ock, conparing the decrypted block with the first m xed _hl ock
so as to det&MRNE et Hidta etk dpitesi nhpPwedohi® hnn Aréat #oh bihasebde

I dentical with or AITLSLent koL SR 195,295 A% of embodiment 1.

10 Fig. 10 is a flow chart showing an operation of the shared
data purifying system in accordance with this embodiment.

In the flow chart of Fig. 10, in steps designated by the
same reference numerals as shown in Figs. 3 and 7 the shared
data purifying system carries out the same processes as those

15 done by those of embodiments 1 and 3, and therefore the
explanation of those processes will be omitted hereafter.

Even in this embodiment, in steps 103 and later of the
transmitter 1 of Fig. 10 processes are carried out in parallel
with one another for all suffixes r (r = 1 to n), and in steps

20 111 and later of the receiver 2 processes are also carried out
in parallel with one another for all suffixes r (r = 1 to n).
In other words, the n identical processes progress in parallel
in each of the transmitter 1 and the receiver 2. The case of
r = r will be explained hereafter.

25 The transmitter 1, in step 901, divides each purification
block Axr into first and second equal halves, as shown in Fig.
8A, and implements an exclusive-OR operation on all bits of the
first half of Axr and corresponding bits of the second half of
AXr so as to generate Vernam-encrypted data X.

30 Next, as in the case of step 104 of Fig. 3 explained in



to a conparison result, and advancing to either of follow ng 25 steps (a)
and (b) according to a judgnent result; (a) when the judgnent result

i-ndi cates that "the first and second purgfication blocks are identical to
each other"”, transmtting the judgnent result indicating the fact to said
transm tter and storing the first purification block in a data 30 storage
nmeans; SQQHBOQM%9$QEiyjﬁhﬁnﬁﬁﬂnﬁm%ﬁﬂQrihdié%téEePhQPZVtﬁélFPﬂ§ﬁe§n@
second purification bl ocks are different fromeach other”, transmtting the
udgnent  r eAPCOTHBFBAEF RF TURDRARE & G SR TR0+ SRR BEE PRV BGITRF SRS ¢ t er

advancing to et hgra %filxzegl llngV\‘c]Q%xsrt egﬁd(i (Plaeqrge td%ggﬁ%grﬂlﬁ 09,4 OOI%\ R%OR

recei ved judﬁﬁ%%? resu wheéen 't he recei ved' j SUTt di"Cat es

that "the fi I &b Gart j j t
a e !dp’i%ra%&%é%ﬁ%ﬁe%ﬂ%&%dé\}ﬂ c’%'r‘)%?mél é‘ﬁ@_&ﬁ%&%é&@ie B SAC By r

ot her™, finishing processing; en the received judgnment result

i ndi categ t hat ustiRg 4 dath BPElcS€SDNE mlaisf.i cahboirdH Helkist o @ Ehéih eevats from
each other", generating and transmtting correction information used to
make t he seddred quirddlataicroncddudck aapy e® wwahsmhesionsblpuaki Drgatioomhlel ock
to said receiver; 15 said receiver correcting the first purification bl ock
by using theasmirvegt 2dwy Walyor frét Pobliecsitivad ¥ Adoy Isiid ot 2 mesmuntigratdent hat
the first purification block agrees with the second purification block; and
accordi ng t @93 g édet erni ned data nixing rule, nixing 20 each of two

arbyrary JTgtal doantIale s Bl 2 PTG stalee, O . Lramsa ot he
o o0 T S8R0 e et ! Bhrs il flag i g
at as the transmission block Dr to the receiver. As a result, the
present embodiment offers an advantage of eliminating the
necessity for the receiver 2 to respond to any data transmission
from the transmitter 1, and therefore reducing the volume of
15 traffic between them because transmission of data between them
is carried out with one-way traffic from the transmitter to the
receiver.
As mentioned above, in accordance with this embodiment,
even if errors occur, the receiver can estimate and correct
20 positions where the errors occur only from purification blocks
that have already been transmitted thereto. As a result, the
present embodiment offers an advantage of being able to
effectively use transmitted data.
The transmitter and the receiver need not calculate error
25 correction codes, and, therefore, need not send and receive
these error correction codes. As a result, the present
embodiment offers another advantage of simplifying processing

for error corrections.

30 Embodiment 5.



25 a have a Hanm ng distance of 1 or nore fromeach other. 21. A shared
data purifying nethod for use in a shared data purifying systemincluding a
t-ransmtter and a receiver, conprising the steps of: 30 each of said
transmtter and said receiver using a 60 predeterm ned data m xing rul e;
gaid transmtter transniptin% tenporarily-shared data to said receiver,
sai d receiver' di Wsdiragvilieastlanpengiiongds hdne dh¢atsias ede saitee puridvding
according to a predeterm ned division rule so as to generate a first
purificati or?yo?%é‘k Hhd2GCPFHRRCR| ¥pbSamP B IRIPL shi dtRecEFFBEMHELRRG 1t he
first purification block accqrding to the predeterm ned.dat.a m Xxi rul e so
as Lo 10 gerfeiNe & FAFsPIRER BT OGET UG fr GhEnPRLer LarVLT Ty Thend
tenporarily-shar %Qagggllf{’ts\’\@c% aﬁ?fedrEEéﬁéglété.er T t%ﬁda %%ra‘[j' ng

to the predetermne vi'sion rule so as génerate a secbnd purification

bl ock ang a #RGORMAAiSAGRAR R R0Gk b2 o3It dd ANTH tthels Wmbod meditd second
purification bloCk according to the predeterm ned data mxing rule so as to

generate a sacoihidtead bltacismSaisd d AR Wiicky@er ald Rg reekieetd on
information used to nake the second purification block agree with the first
20 purification bIThekshapedtdetspuondyponi $yshemdm btookdancerwli iy tthd sa
predeterm ned correction information generation rule; said transmtter

gener ati ng &rkasimanteda|tdeksanem i iistoad thated bl stk lang edpd addeshd

di sposabl e blo&k acgordin to a predeterm ned encryption rule and then
transmtting™ gred bl ock and the correction information to said

0 Ve S SRR TP T Ly YA

encryptég bl ock wi't rs I Sposab cor

predet er mi negl [deGhyntd NG 4 W Al esReRdRG R $aid 39 iR edelsifened
encryption rule so as to generate a decrypte 61

Figs. 12A and 12B are diagrams showing divisions of

temporarily-shared data X and Y into purification data in

accordance with this embodiment. In the figure, reference

15 numerals 310 and 311 denote remainders each having a size of
B bits. Furthermore, the same elements as shown in Figs. 4A
and 4B are designated by the same reference numerals, and
therefore the explanation of those elements will be omitted
hereafter.

20 In the flow chart of Fig. 11, in steps designated by the
same reference numerals as shown in Fig. 3 the shared data
purifying system carries out the same processes as those done
by those of embodiment 1, and therefore the explanation of those
processes wWill be omitted hereafter.

25 Even in this embodiment, in steps 103 and later of the
transmitter 1 of Fig. 11 processes are carried out in parallel
with one another for all suffixes r (r =1 ton), and in steps
111 and later of the receiver 2 processes are also carried out

in parallel with one another for all suffixes r (r = 1 to n).

30 In other words, the n identical processes progress in parallel



bl ock, conparing the decrypted block with the first m xed bl ock so as to
j.udge whether the first and second purification blocks are identical with
or different fromeach other according te3a conparison result, and
advancing to either of following steps 5 (e) and (f) according to a
jrudgment resul t; cé]ﬁ) when the judgnent result indicates that "the first and
second puri fitt £BH OB| BBRstBrRSNHERET chiand (hecdeResVREr 2, SRR iGRFQ I
first purification hlock in dat tora means (f) when the judgnent
resul t indi cates t‘ﬁgtl %%@Xﬁ%e%o c?a%g:ce&nd purification blocks are
different from eagh o tLoscorrecti j riyfigcaty] | ek

using the correct ﬁrcf)llr? ft%?%;%t%?g% ?e%glgvéggf%%%ﬂs‘é?% ( a%gn%@{bﬁ és:&(;l tall%i[ t he
first purifigati Qﬂvkild%clEeﬁBB?Qa?iWEyLQhEP_@dS@Q@Q@( P4 feaiid @ shl arddd 15
according to the predeterm ned data m xing rule, mxing each of two
arbitraryg didgitalydawaithatarer ecaipcrdiamy nghdirsianee siferd f0DM eaeb of her
so that two generated m xed data are at a Hanm ng di stance of 0 from each
ot her, and muiing cegciloroblowiisakbrt frary 1dtgint)akndat putiafi cateiat kd dddmm ng
di stance of 1 or 20 nore fromeach other so that two generated m xed data
are at a havem (Harmmi rip @i st Gheseafuni Hicapien frlonksadhroehdrAyp havimg
shared data purifying nethod according to ¢ aim 20, characterized in_that
the correct iGHanfBYRRRTBNFi L25LEBEai AEd WP hpLRmERESng aft exBudidfe- OR
operation on equal, .hal.ves into which said second purification block is

di vi ded, and§ escaﬁld’eclé’r'r ecting step said receiver generates conparison

i nf or matihon that ing a4k bt Qf &n ckusLvex t4 | Isecrggg'ét on
equal halioves i ntoT\?\}ﬁi é’ﬁ%zgrl t i ?gt pgﬁ????%g??ﬁ%&ﬁo}%ﬁpl%{% Vi e(fqn
estinmates bid RROSWLItOAR BNAWRE! BreéabdsihfSheand§ ang, sREPAG P WIkiraqattyon
bl ocks di sagree fromsaid correction information and said conpari son

i nf or mat i on,ofAamhrddrircadtions dildckisr Ay rparef starednibl o @AM ovitthraiin saidditfa r st
purification block agrees with said second purification block by inverting
bits 5 of sanbddgssingpuedriscat izdh bPscknat lttegnedtivieat edhebintl wrediittivores .

23. The shared data puri f)ii ng met hod according to Caim 21, characterized
in that sai PYedeiGAlFad lechst BXEt erade PEaFSd R dfate ctta@Ippeans

i nf ti t t aid 10 t itt th t ed
correct '8 PHEgH A GBS L5k SHeRL I St G El TPy BCBR b Fan Bh 0 e
correction iyfq r@gao%%ﬁ%aqg RQ el d by both said transmitter and

sai d data storage neans an hen transm'ts the encrypted correction

information to saind<@G@lgvehat &tk tRnPAIrE reNkoshhP a0l €St RE sStIEP el
recei ver acquires and decrypts the encrypted correction information by

i npl enent i ngian nexbletsi Yee ORL ettt iaen thie tempoeact ypteHacedr&gta ofy as
information and the data acquired fromsaid data storage neans, and
corrects thedr rise ren ffreni Bhodl otRAbasddldh, t heidecbyptiogd2@roor rtdet i on
information so that the first purification block agrees with the second
puri fi c20i orf bllUdng equation.

.AS@AS. A& A A A A AF.A& A A A AAALAAAA . A ALAS. ASHA A A %A . As.
AAAAS A ALA%AAS.AS.AS. A& %A LA .A %As. A& %ALI. A %A .As. A%
A&L9. AL% A99. AL9. %&__A% Ac& % @&‘ A 9. @By%ﬁ s. A&L' D] Qp#\ OE=ABDA

In this case, the remainder of B bits is not used.

25 The rate of errors that occur between the purification
blocks Axr and Ayr at the same suffix r depends on the quality
of a quantum communication line 3 and can be assumed to be about
1 percent.

Steps 103 and later of the transmitter 1 are carried out

30 in parallel with one another for each suffix r (r = 1 to n),
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1096& () 5, #IWE&G sl etdrence numerals as shown in Figs. 1 and 3 and
1055! | &9#10965& () -! Hf f 51 10%%555&' () -ff5! 10%& () -! N1f #10% 5;

5& () -f010% R expd@i ht@Yn&EMpoMient 1 are the same as those of embodiment
1055!1 &S! 10%&' () - @ 109%& () -109%& ()-9z10%& ()-s109%& ()- 1055 1055 N
dBH/ 1, the detailed explanation of those components and steps will

be omitted hereafter.

The shared data purifying system shown in Fig. 13 is the

10 same as that of embodiment 1 as shown in Fig. 1, with the
exception that the shared data purifying system of this
embodiment does not include a quantum communication line 3.

In Fig. 14, the transmitter 1 and the receiver 2, in steps

1001 and 1002, acquire temporarily-shared data X and

15 temporarily-shared data Y, respectively. Hereafter, assume
that there exists a data supply apparatus not shown in the figure,
for example, identical data are supplied toboth the transmitter
1 and to the receiver 2 as the temporarily-shared data X and
the temporarily-shared data Y from this data supply apparatus

20 and are stored in a data storage means X 13 and in a data storage
means Y 23, respectively.

Because there is a possibility that these temporarily
shared-data X and temporarily-shared data Y are not completely
identical with each other because of errors or the like that

25 occurs on a transmission path from the data supply apparatus,
they are called, "temporarily-shared data".

In accordance with the present invention, the
temporarily-shared data X is second temporarily~shared data and

the temporarily-shareddata¥Y is first temporarily-shareddata,

30 and the receiver 2 is a shared data purifying apparatus.
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INluj _@1055!71: 10 {ﬁ‘ne(r? th%%n%noi@lg distance between the mixed block Cyr and

10 the made-for-verification block Er exceeds a predetermined
value, in step 112, the receiver 2, in step 116, transmits
information indicating "they are different from each other" to
the transmitter 1 as a judgment result through a public network.

When the judgment result indicates "they are different

15 from each other", each of the transmitter 1 and the receiver
2 receives a supply of data from the data supply apparatus again
and repeats the above-mentioned processing until the judgment
result indicates "they are identical with each other".

When the Hamming distance between the mixed block Cyr and

20 the made-for-verification block Er is equal to or less than the
predetermined value, in step 112, the receiver 2, in step 113,
transmits information indicating "they are identical with each
other" to the transmitter 1 as the judgment result through the
public network.

25 Because the transmitter 1 and the receiver 2 share the
same data with each other when the judgment result indicates
"they are identical with each other", the transmitter can carry
out cryptography communications by using this shared data as
a key for common key encryption systems, for example.

30 As mentioned above, because the receiver according to
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blocks, and enlarges the Hamming distance between corresponding

purification blocks being held by the transmitter and the

receiver by using a Hamming distance amplification effect, like

that of embodiment 1. As a result, the present embodiment

15 offers an advantage of easily Jjudging whether the

temporarily-shared data stored in the transmitter is identical
with or different from that stored in the receiver.

In accordance with this embodiment, data other than the

temporarily-shared data are sent and received by way of the

20 public network. In accordance with the present invention, the

line via which data other than the temporarily-shared data are

sent and received is not limited to the public network. As an

alternative, data other than the temporarily-shared data can

be sent and received by way of a privately used line or by radio.

25 Furthermore, in accordance with this embodiment, when

generating and Vernam-encrypting an error correction code, the

transmitter selects the smallest one of the numbers of blocks

which have already been completely shared between the

transmitter and the receiver as data for encryption. However,

30 in accordance with the present invention, the selected number
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As mentioned above, the shared data purifying apparatus
and shared data purifying method in accordance with the present
invention are suitable for reducing the risk of
temporarily-shared data being tapped and enlarging the ratio

156 of effective data when removing errors from the data temporarily

shared between the transmitter and the receiver.
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a data mixing means for mixing said first purification

block according to a predetermined data mixing rule so as to

10 generate a first mixed block, said datamixingmeans mixing each
of two arbitrary digital data that are at a Hamming distance
0f 0 from each other so that two generated mixed data are at
a Hamming distance of 0 from each other, and mixing each of two
arbitrary digital data that are at a Hamming distance of 1 or

16 more from each other so that two generated mixed data are at
a have a Hamming distance of 1 or more from each other;

a means of acquiring an encrypted block generated
according a predetermined encryption rule based on a second
mixed block, which is generated by mixing a second purification

20 block, which said transmitter generates together with a second
disposable block by dividing temporarily-shared data that said
transmitter has transmitted according to the predetermined
division rule, according to the predetermined data mixing rule,
and based on the second disposable block;

2b a decrypted block generating means for decrypting the
encrypted block with the first disposable block according to
a predetermined decrypting rule corresponding to said
predetermined encryption rule so as to generate a decrypted
block; and

30 an identity judgment means for comparing said decrypted
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2. The shared data purifying apparatus according to Claim

1, characterized in that said apparatus further comprises a data
storage means, and said identity judgment means compares the
decrypted block with the first mixed block, and judges that said

10 first purification block is identical with said second
purification block and stores said first purification block in
said data storage means when a Hamming distance between said
decrypted block and said first mixed block is equal to or less

than a predetermined value.

15
3. The shared data purifying apparatus according to Claim
1, characterized in that said transmitter transmits the
temporarily-shared data through quantum cryptography
communications.
20

4. The shared data purifying apparatus according to Claim

1, characterized in that said apparatus further comprises an
error correcting means, and characterized in that said identity
judgment means compares the decryptedblock with the first mixed

25 block and judges that the first purification block is different
from the second purification block when the comparison result
indicates that a Hamming distance between the decrypted block

and the first mixed block exceeds a predetermined value, and,
when a judgment result from said identity judgment means

30 indicates that the first purificationblock is "different" from
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5. The shared data purifying apparatus according to Claim
2, characterized in that said apparatus further comprises an
error correcting means, and said decrypted block generating
means acquires correction information used to make the first
purification block, which said transmitter generates as well
as the encryptedblock, agree with the secondpurificationblock,
and said identity judgment means compares the decrypted block
with the first mixed block and judges that the first
purification block is different from the second purification
block when the comparison result indicates that a Hamming
distance between the decrypted block and the first mixed block
exceeds a predetermined value, and, when a judgment result from
said identity Jjudgment means indicates that the first
purification block is "different" from the second purification
block, said error correcting means corrects said first
purification block based on the correction information so that
said first purification block agrees with said second

purification block.

6. The shared data purifying apparatus according to Claim
4, characterized in that the correction information is an error
correction code for the second purification block, and said

error correcting means corrects said first purification block
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5 information by implementing an exclusive—OR operation on the
correction information and data being held by both said
transmitter and a data storage means, and said error correcting
means acquires and decrypts the encrypted correction
information by implementing an exclusive-OR operation on this

10 encrypted correction information and the data acquired from
sald data storage means, and corrects said first purification
block based on the decrypted correction information so that said
first purification block agrees with said second purification
block.

16

8. The shared data purifying apparatus according to Claim
4, characterized in that said apparatus obtains the correction
information by implementing an exclusive-OR operation on equal
halves into which said second purification block is divided,

20 and said error correcting means generates comparison
information that is a result of an exclusive-OR operation
implemented on equal halves into which said first purification
block is divided, estimates bit positions in where said first
and second purification blocks disagree from said correction

25 information and said comparison information, and corrects said
first purification block so that said first purification block
agrees with said second purification block by inverting bits

of said first purificationblock at the estimatedbit positions.

30 9. A shared data purifying apparatus that receives
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predetermined division rule, according to the predetermined

data mixing rule, and based on the second disposable block,

decrypts said encrypted block with said first disposable block

15 according to a predetermined decrypting rule corresponding to

said predetermined encryption rule so as to generate a decrypted

block, and compares said decrypted block with said first mixed

block so as to judge whether said first purification block and

said purification block are identical with each other or

20 different from each other according to a comparison result,

wherein

according to said data mixing rule, said apparatus mixes

each of two arbitrarydigital data that are at a Hamming distance

of 0 from each other so that two generated mixed data are at

26 a Hamming distance of 0 from each other, and mixes each of two

arbitrary digital data that are at a Hamming distance of 1 or

more from each other so that two generated mixed data are at

a have a Hamming distance of 1 or more from each other.

30 10. A shared data purifying apparatus comprising:
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arbitrary digital data that are at a Hamming distance of 1 or
more from each other so that two generated mixed data are at

15 a have a Hamming distance of 1 or more from each other;

a means of acquiring an encrypted block generated
according a predetermined encryption rule based on a second
mixed block, which is generated by mixing a second purification
block, which said transmitter generates together with a second

20 disposable block by dividing second temporarily-shared data
being held by said transmitted among the temporarily-shared
data temporarily sharedby said transmitter and said shared data
purifying apparatus according to the predetermined division
rule, according to the predetermined data mixing rule, and based

26 on the second disposable block;

a decrypted block generating means for decrypting said
encrypted block with said first disposable block according to
a predetermined decrypting rule corresponding to said

predetermined encryption rule so as to generate a decrypted

30 Dblock; and
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11. The shared data purifying apparatus according to

Claim 1, characterized in that the first disposable block, the
second mixed block, and the second disposable block are equal

10 in bit number, and the predetermined encryption rule is a rule
according to which said apparatus implements an exclusive-OR
operation on the second mixed block and the second disposable
block and the predetermined decrypting rule is a rule according

to which said decrypted block generating means implements an

15 exclusive-OR operation on the encrypted block and the first

disposable block.

12. The shared data purifying apparatus according to

Claim 9, characterized in that the first disposable block, the

20 second mixed block, and the second disposable block are equal
in bit number, and the predetermined encryption rule is a rule
according to which said apparatus implements an exclusive-OR
operation on the second mixed block and the second disposable
block and the predetermined decrypting rule is a rule according

25 to which said decrypted block generating means implements an
exclusive-OR operation on the encrypted block and the first

disposable block.

13. The shared data purifying apparatus according to

30 Claim 10, characterized in that the first disposable block, the
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the first purification block so that a Hamming distance between
the first and second mixed blocks is larger than that between

15 said first and second purification blocks when the Hamming
distance between the first and second purification blocks is

1 or more and is sufficiently less than one half of a bit number

of each of the first and second purification blocks.

20 15. The shared data purifying apparatus according to
Claim 9, characterized in that the predetermined data mixing
rule is a rule according to which said data mixing means mixes
the first purification block so that a Hamming distance between
the first and second mixed blocks is larger than that between

25 said first and second purification blocks when the Hamming
distance between the first and second purification blocks is
1 or more and is sufficiently less than one half of a bit number

of each of the first and second purification blocks.

30 16. The shared data purifying apparatus according to



105& 3S#109%& () -, ! N& 3S#10% 5;

5& () -, 333. 44b55"<~_@ ! | &S#H1096565& ()-!1f#109%6565& ()--! Df #1094515&' ()--10
& ()-SF109%B& ()-s3 #109%B& () -56697x7758%7[ 9~ @ ! N& f #10% 5;

5& ()-y, ! 10%& ()-! p&f #109% 5] 5& () - lf&f#lO%S&' ()-%10%& ()-!;

&SH10% 5(5&'é 588 999999: ~ @! N@&! 10%& ()-: ~10%& ()- 105 105 | |

1059: S#10%% & i;tllpﬂrq,oqg@r(a)dﬁear&qe#ilemg ‘E(I)e predetermined data mixing

L -~ @ 158 158 0 1 109 1 1096& () -
#10%&d(E) @Eg& g‘iﬁsﬁé‘ eﬁ%&p@%‘_‘%@)&%‘ 0w )igajcioc((s QlX?LnjcjomﬁégLn(s)mls}%es

igg; ?gﬁggﬁﬁ %%ﬁo%qiﬁﬁé%&ﬁagﬁgb}%é %Of@ég’t QH ng distance between

HE () - MB&! 10RGIEE { ) s 3L QU )nlxéé#ﬁﬂo/@%@f?s (ﬁa%%ﬁ% n( }n2 2 GIOeB [ 9mb
Cl ! a@ y#10%Habg () - LI, #y#10% H H& () - T NV, #y#1004\ llO%—l&()-ll\lf#l

0%-HH& () -55&! é@%&fiksBUEB@J%@oﬂMﬂﬁG}ﬁiﬁQda&mlﬂ%i&)dﬁs v&lQ%ﬂl 1M+ Hamming

10H: SH109%4&' () - SF5& 109%1& () - nf 3! 10%4&' () - @ y#10%4&' () - LPCDDDEQEFaBnbhCl ! a@
& 10%& () - f 1884 € ) be tvb o HOWDHDMSE t pnndsBecond purification blocks is
s10%4&' () - SF109%44& () - @& 10%4& () - F(F+FFFGH <nbCl T L*f #109% Hf H&' () -

I aML* f #10%a Hh KR fopre and is sufficiently less than one half of a bit number

(109%4& () -! VSLI & 109%HHE () - 10918 () - S10%H& () -HXLYI ZI [ 1M QIrPCHH T L*f #1098
"10% " & () - Pf 1@@gh8pf)th%1@@g%p §nd1@¢qu@Fpprlf1catlon blocks.

10HH! D8S#10%H&' () - J) KbLIMNOOOz X9. C

10" 9, 5g#10% & () - '\ HO, 5g#109%6"6" & () - &#10% & ()- I S&#10% "-"& () -!1 &#10%¢"

B8 ()1 XCRH100R" 20 & ( p 8 (
“100B& ()2 ff1 10968 ( H %hé/ﬁ&g!';%gg@ag%&' ?S% SL10 a)p%%atd*'s RS Emv
S& 10%f$ claim 1, characterlzed in that the predetermined data mixing
10988 ()-f#1 1098& () - 91 109%6& () - & 1096&' () - S&&I 1096&' () - R&YSH109B&' () - PSSST
T: WUJEMY  rule is a hash function.

S&! 109%f @! 109%6& ()-f 3! 1096& () - &1@10%& () - SL*&! 10%6& ()-M (f#10%& ()-S
& 10%& () - W\WUUUUUUUVD @

18. The shared data purifying apparatus according to
15 Claim 9, characterized in that the predetermined data mixing

rule is a hash function.

19. The shared data purifying apparatus according to
Claim 10, characterized in that the predetermined data mixing

20 rule is a hash function.

20. A shared data purifying method for use in a shared
data purifying system including a transmitter and a receiver,
comprising the steps of:

25 each of sald transmitter and said receiver using a
predetermined data mixing rule;

said transmitter transmitting temporarily-shared data to
said receiver;

sald receiver dividing the temporarily-shared data

30 received thereby according to a predetermined division rule so
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said transmitter dividing the temporarily-shared data
transmitted thereby according to the predetermined division
rule so as to generate a second purification block and a second
disposable block;

10 said transmitter mixing said second purification block
according to the predetermined data mixing rule so as to
generate a second mixed block;

said transmitter generating an encrypted block from the
second mixed block and the second disposable block according

15 to a predetermined encryption rule and then transmitting the
encrypted block to said receiver;

said receiver receiving the encrypted block, decrypting
the encrypted block with the first disposable block according
to a predetermined decrypting rule corresponding to said

20 predetermined encryption rule so as to generate a decrypted
block, comparing the decrypted block with the first mixed block
so as to determine whether the first and second purification
blocks are identical with or different from each other according
to a comparison result, and advancing to either of following

256 steps (a) and (b) according to a judgment result;

(a) when the judgment result indicates that "the first
and second purification blocks are identical to each other”,
transmitting the judgment result indicating the fact to said

transmitter and storing the first purification block in a data

30 storage means;
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) said transmitter advancing to either of following steps
(c) and (d) according to the received judgment result;

(c) when the received judgment result indicates that "the
first and second purification blocks are identical to each
other", finishing processing;

10 (d) when the received judgment result indicates that "the
first and second purification blocks are different from each
other", generating and transmitting correction information
used to make the second purification block agree with the first
purification block to said receiver;

15 said receiver correcting the first purification block by
using the correction information received from said transmitter
so that the first purification block agrees with the second
purification block; and

according to the predetermined data mixing rule, mixing

20 eachof two arbitrarydigital data that are at a Hamming distance
of 0 from each other so that two generated mixed data are at
a Hamming distance of 0 from each other, and mixing each of two
arbitrary digital data that are at a Hamming distance of 1 or
more from each other so that two generated mixed data are at

25 a have a Hamming distance of 1 or more from each other.

21. A shared data purifying method for use in a shared
data purifying system including a transmitter and a receiver,
comprising the steps of:

30 each of said transmitter and said receiver using a
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sald receiver mixing the first purification block
according to the predetermined data mixing rule so as to

10 generate a first mixed block;

said transmitter dividing the temporarily-shared data,
which said transmitter has transmitted, according to the
predetermined division rule so as to generate a second
purification block and a second disposable block;

15 said transmitter mixing said second purification block
according to the predetermined data mixing rule so as to
generate a second mixed block;

said transmitter generating correction information used
to make the second purification block agree with the first

20 purificationblock fromthe secondpurificationblock according
to a predetermined correction information generation rule;

said transmitter generating an encrypted block from the
second mixed block and the second disposable block according
to a predetermined encryption rule and then transmitting the

26 encrypted block and the correction information to said
receiver;

said receiver receiving the encrypted block, decrypting
the encrypted block with the first disposable block according

to a predetermined decrypting rule corresponding to said

30 predetermined encryption rule so as to generate a decrypted
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purification block agrees with the second purification block;
and
15 according to the predetermined data mixing rule, mixing
each of two arbitrary digital data that are at a Hamming distance
of 0 from each other so that two generated mixed data are at
a Hamming distance of 0 from each other, and mixing each of two
arbitrary digital data that are at a Hamming distance of 1 or

20 more from each other so that two generated mixed data are at

a have a Hamming distance of 1 or more from each other.

22. The shared data purifying method according to Claim

20, characterized in that the correction information 1is

26 obtained by implementing an exclusive-OR operation on equal
halves into which said second purification block is divided,

and in said correcting step said receiver generates comparison
information that is a result of an exclusive-OR operation
implemented on equal halves into which said first purification

30 Dblock is divided, estimates bit positions in where said first
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and second purification blocks disagree from said correction
information and said comparison information, and corrects said
first purification block so that said first purification block
agrees with said second purification block by inverting bits

of said first purificationblock at the estimated bit positions.

23. The shared data purifying method according to Claim
21, characterized in that said receiver has a data storage means,
in said correction information generating step, said
transmitter encrypts the generated correction information by
implementing an exclusive-OR operation on the correction
information and data being held by both said transmitter and
said data storage means and then transmits the encrypted
correction information to said receiver, and in said error
correcting step said receiver acquires and decrypts the
encrypted correction information by implementing an
exclusive-OR operation on this encrypted correction
information and the data acquired from said data storage means,
and corrects the first purification block based on the decrypted
correction information so that the first purification block

agrees with the second purification block.



