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[0005] However, the increased use of biometric data has raised several
privacy and ethical issues. Such issues include, without limitation: (a) using human
subjects for potentially speculative results, (b) extrapolating the results of biometric

testing beyond the reasonable scope of the tests, (c) establishing a framework within



2 which to cause or increase discrimnation against
protected classes, and (d) using and discl osing

w@essoembs y | dentifiable information beyond thePCHUS®E3/041662
of any use authorized by the natural person providing
the information and/or relevant privacy |aws. [0006]

SQUREHH ch&dator P REBiskERirfifbA aBARAIb1BEed £10589Rd Q) @ing and
conmbi nation of the followng to authenticate a natural

péissloning (pa)sosdlyeititrtifipbieaformation heyopd teossorn eiwny eeguthorized
- phr. | g-on. .

et bRt e G R N SR e R

0 g oS PHhdE BT

?g&gmn‘aﬁé’ﬁ of fhE PEIRRARE & AfReritatt RGN IYeRonP@) 86ething the

eystroke cadence). Sone of the neans are |ess )
r ahtusdipersbh &nows (veg. spaaswiordemasnplmgses alog eugumdwng, (Ppyomething

to b | i abl [ hi :
C R R PR steS e PuBHER 0 B SO Crobas e i
C YEr83htatiys bEIR ndfeal PefsoM €6.81, Blotntios) bb(@ RMWeBavioral
encryption or encodi ng or other

al gorithm (e.qg.,

alrgpoesentatipafl &ﬁ ngrelipersoB e85 Belystrgke prdeped) giSARIC af demeans are
such_as, usin r i.on. ' ' i ati :
-8Rl PGSRl FEEASAR by BEASFL BL Wi rte
used phedditt gheresitaibiyoigainsi ahydaémitg fanges based upon

several factors, such as illness, stress, hygiene or

ext r acpeuy] v asbabb@sent EpdterBX i Rverdile @yptognbhicalgihm (e.g.,
system may use a fingerprint of the natural erson

d lg:nq:rbfgthnoreqncgthg@ﬁ ot ebqtlg@l@tbgl ‘{Vblcb p@lbb@ gevgrsed to the original data,
caorne [ i.:N i | at.e. T d .
CILGERR) A0S Bfled TRAR g D RELSF: abns

t hemplateg &Y piphite (IWded bedatissmbtdtdémeteic datal chahges dased upon several

variability qr even physical changes, such as burns,
biacterer yich 3¢ Hipess, 8l5esS oy HRDLOT SRR Variless Hoggxample, an

h Ltine . T
SR 3 B19A0S 81 ATRR g . vl
C ppdasseic frepuyen porresponttihg fihgerphint teinphpts. PFhientaftegtid stseem may
Lgﬁgtg% ﬁ%g}r‘;d:]%{?gcn mog%ggprr{dﬁhgt 0 tggéqh ﬂn%elr@?t ! Calit?fvgﬂzg\lg sa&leJerzc?lto collection
Stakihitityest ev@ﬁ?ﬁﬁ'idl? clRh e8!, BEdh dsubey, BlistOk, doRRcIR¥ SRR, which
and the ‘tenplate, the natural person identity is _
awthees thecmswtingdata &) lecinechsisténg as evoparedioeearlier captured fingerprint

c R B2 PR R BPeLB Bo igo  SalErti ROl

t rRRsInining WUEhENS a0QfHeBiihe thRinaflilpetsod aDRpediingdepon the
reversed and anal yzed to determ ne whether the
p deErmaters §6.84 stafdicsynattarns gR aiheF factass)od iy syplemping the template,

a i . ( . .

Uﬁ?%( ?z&ﬁlls Zf)%ﬁm% 1?1?12@[& i S@gﬁ%n%éﬁtreg ot re?é’c?&f e r@v&mble’ﬂyﬁﬁ graphic
algorithm is used with the template for confidentiality purposes (e.g., while the data is
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whether the parameters of the system and/or the template are appropriate.

[0008] Some current systems (e.g., NT or Unix) use an irreversible
cryptographic algorithm (e.g., a one-way function, such as MD-5 or other algorithm
having the effect of a one-way function, such as using a reversible cryptographic
algorithm and destroying the corresponding decryption key) in conjunction with

password storage to authenticate the natural person, such as prior to access to a secure
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[0013] A data processing system 10 for processing data is illustrated in
Figures 1-2. The system 10 includes at least one conventional computer 12 having a
processor 14 and memory 16. The memory 16 is used both for storage of the
. executable software to operate the system 10 as well as for storage of the datain a
database and random access memory. However; the software can be stored or
provided on any other computer readable medium, such as a CD, DVD or floppy disc.

The computer 12 receives inputs from a plurality of sources 181 - 13n.

[0014] The system 10 performs an enrollment process (i.€., process to
receive and verify data corresponding with a natural person, such as in association
with employment, a facility, a system and/or a privileged program like a frequent

traveler program or a loyalty club program) 20 and an authentication process (i.e.,
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(e.g., strung together, re-organized in a standard way, constant data introduced in a

standard way, or other means to combine) the Enrollment Biometric Data and the
Enrollment Personal Key (“Combined Data”)in step 30, (e) pfocesses the Combined
Data through a second irreversible cryptographic algorithm (which can be the first
irreversible cryptographic algorithm), sometimes after adding salt (i.e., additional data
used to pad, modify, skew, or coat) to the Combined Data, causing the resulting data
(“Processed Combined Data”) to be undecipherable and irreversible (e.g., pre-image

resistant), in step 32, (f) associates the Primary Key with the Processed Combined
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effectively becomes the secondary irreversible cryptographic algorithm).

[0018]  Still using the example of the trusted traveler program, the system 20
then identifies and/or assigns the Primary Key (e.g., an alphanumeric value that can
be known or unknown to the passenger), and processes the Primary Key through the
cryptographic algorithm. The trusted traveler system then combines the Enrollment
Biometric Data and the Enrollment Personal Key (not the Primary Key) forming the
Combined Data.

[0019] The trusted traveler system then adds salt to the Combined Data and
processes the salted Combined Data through the second irreversible cryptographic
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result that can be processed through the first irreversible crypto graphic algorithm)

(“Authentication Data™) in step 40 and, consistent with the confidentiality
circumstances in the enrollment process, processes the Authentication Data through
the first irreversible cryptographic al gorithm (i.e., the same first irreversible
cryptographic algorithm used in the enrollment process in step 24), (b) receives a
second personal key, which if received pursuant to the natural person’s authorization,
is the Enrollment Personal Key (“Authentication Personal Key”), and, also consistent
with the confidential circumstances in the enrollment process, processes the
Authentication Personal Key through the cryptographic algorithm, in step 42, (c)
identifies a second primary key (e.g., if the second primary key identified is not the

Primary Key, the system can reject the natural person identity initially)



systemor (b) a box unit that self-destroys the unit

upon any tanpering, such as an |BM 4758 cryptographic
w@osopneessor. [ 0022] The | ocation of the RepoBCT/O83003841662

is less critical because the Enrollnment Bionetric

Data, the Enroll nment Personal Key and the Conbi ned

Dt AutheAA8bn PEnBRFKBYY gﬁ %tgP g:ﬁ)’@"}_%&ﬂb&%s %%%Mﬂérﬁi@atfi&f’ﬁhta and

t he Associ at ed Processeé wever, t
Ashodutitcetication Pessrd gt (ACnmpitsd Aigkehticatoncatpdrinstep 46, (e)

: 023],.T henti cat i .22 .
" febiraes tut pGoralen BlaiBrui torereld PGS wvpiegraghic
S LI HInRI (PEEIE IsEm6l 88Bnd R R BTSIE 3P0 2ROl cBILeh used in the
secondary variants (which can be the one or nore

v anrelment pragessrinsisp 3¢) aker addmgehe sadt iddhaCpmbined Authentication

it R cabinageGATER  Bufe Rl ion Rt e

prpdessesdatlb aadifeveRbIE, iih Step UB! @) £k6diRktHeAMRIhOBicaIH Rrimary
algorithm _("Authentication Data") in step 40 and, ,

c 3rey Witk Hie Ripedssadnautbenticetien Datyl (“Agsociatedcdiptbentivetien Data”),

t e , 0 . t [.Gat

e PRl AR AERE o G GREAR Al OF DAY AGHeh AR Persona
allger addnPeribined Authlegticdior Diatd, $i step 56V gplransfers the Associated
cr ographic algorithmused in the enroll nment_ process

i r{X‘Eti“@%lC? gm Deig)io thedaqppaidony 38Serenvapanispa BhiisP kay,

which if received pursuant to the natural person's

aut hor i [2834lon For examphe retiyning tedhe trpeted Gaggleraggram, the

T . . g .
i SRS H Al PPERAR: o Binolanel Wher@lnle BB Bl
prantdestcatpr @@easesurbiyersofutt hehtdkeiatstaiionPe asompliteKeystem without
throygh the cryptographic algorithm in step 42, (c

i &élaftfﬁ a&éntarféég SrRBtsp ﬁhé?@ﬂq@ww gagjenger s epfpdlmeat Bﬁi\e trusted
or, L dent b fLo i Dr o _ _

D RLY g 25 e B ke TR it i) i
i b theaduthentiv@oLhe 4¢ad GE&8nRAT (ST FDRhMdyEEXhe Fame value as the

C ) BB gE e e Y PO e st ghe ! personal key Ge,
Auhd aRittehatdton PREOASNGy fiRof té afPPlRic R ARNER teC@ 8 aphic
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Conbi ned Aut hentication Data, causing the resulting

d dessopalpkeyapd sempage Nath the det sloreshinghg Reppsiary.
undeci pherabl e and irreversible, in step 48, (f) o
associ d08%5]t h&urherment ithadatohaPequidbg used to identify the primary key

in the trusted traveler program can be a frequent flyer number, a confirmation code or
some other data for the system to identify the passenger. Thereafter, the salt is added
to the Combined Authentication Data (e.g., in the same manner as the enrollment
process) and the salted Authentication Data is associated with the Authentication

Primary Key.

[0026] Once the Associated Authentication Data reaches the Repository 38,
the system within the Repository 38 would compare the Associated Authentication
Data with the database of other enrollment data in a cryptographic format in step 54.

Based upon the comparison, the system within the Repository 38 would determine
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("Associ ated Authentication Data"), elimnating all
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Aut henti cation Personal Ke& and Conbi ned

Aut hentication Data, in step 50, and (g) transfers the
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[0030] From the foregoing, it will be observed that numerous variations and
modifications may be effected without departing from the spirit and scope of the
invention. It is to be understood that no limitation with respect to the specific
apparatus illustrated herein is intended or should be inferred. It is, of course, intended
to cover by the appended claims all such modifications as fall within the scope of the

claims.



predom nant matches) in step 56 and provi de a response
confirmng authentication in step 58 or indicating no
wa@uodoheetebgati on in step 60. [0027] Returni ng tRPCT/N82003/041662
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5. The method of claim 1 further comprising adding salt to the first biometric
data and the first persqnal key.

6. The method of claim 1 further comprising processing the first personal key
through a cryptographic algorithm prior to processing the first biometric data
and the first personal key through the irreversible cryptographic algorithm.

7. The method of claim 1 further comprising associating a first primary key to
the first processed data.

8. The method of claim 1 further comprising associating a second primary key to
the second processed data.

9. The method of claim 1 wherein receiving the first biometric data and the first

personal key occurs during an enrollment process.



9 WHAT IS CLAIMED I'S: 1. A nethod for processing data
conprising: receiving a first bionetric data and a

wo 2e03061868 sonal key; processing the first bi oneCT/U82003/041662
data and the first personallokey through an
i rreversible cryptographic algorithmto forma first
prigces 513{% Héhéd oﬁf&éﬁﬁi ¥ Breth REGORE tﬁé QUBhA blonfit @A End the
a second personal key; processing the second bionetric
dat a amdcdridgesenarictypecwe datink ety autherdiggihort precess.

i bl | thm t
ordcessds mahal EAARLF R e eitond syPel BEliuf BEEEE,
the firghiRhRrASIEA #8tRiheABEbnIGRRERI dAth BatShNBE first

pertaining to the conparison of the second processed
data trgogelsedfdatast processed data. 2. The method of
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flrst bi apmty.i ¢ data and the first personal key

through the irreversible cryptographlc al gorithm

THE. met Fhsdnethod phglaim 1 ¥ whetsty issbinghe Fenfirgagen sieatl é\lﬂgwa access to
second Y skﬁﬁt from the second bionetric data prior

to processing the second bionetric data and the
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cryptog[aphlc al gori nmet hod of claiml
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t hysoug AERONIRENn] | HEYRE 8bBbSsiRE ¥tBhﬁ? RS Cprogessed data in a
-al gorit n1pr|or to processing "the first bionetric

dat a anthtdblase.second bionetric data through the
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bi onet rirgcess@d dutand the first personal key. 6. The

nmet hod of claim 1 further conprising processing the
first personal key through a cryptographic al gorithm
prior to processing the first bionetric data and the
first personal key through the irreversible '
cryptographic algorithm 7. The nethod of claim1l
further conprising associating a first primary key to
the first processed data. 8. The nethod of claim1
farther conprising associating a second primary key to




the second processed data. 9. The nethod of claim1l
wherein receiving the first bionetric data and the

wo poogioeieper sonal key occurs during an enrol | nePCT/US2003/041662
process. WD 2004/ 061668 PCTiUS2003/ 041662 10 10. The
met hod of claim 1l wherein receiving the second

bijget i e@dl Fordnecdséifg dswcomngriiagsonal key occurs
during an authentication process. 11. The net hod of

cl ai m teoghvéngbinmgtisetatn adp persanghls®y:i ncl udes i ssuing a

£ oS anal uh :
ot ched i g EpRmaied 4 BEGAAS,ANAGRASEE Al Rversible
ckajpRgtdphih gpeiithni ®FUimg processflidatmbndn si gnal al | ows

access to a facility. 13. The method of claim 11
wher ei sompatRgige Rracered datte serosfyateal | ons access to

aqgyst %@ein}eglixoudy}eclﬁﬁlt ORREr Sk MAELELE 298RS HdnDthe

a signal in es ISsuing a rejectio si ghal when the
second bjumeeads datd peiat & moessingthetibmktrichiatd andghe personal key
processed data. 15. The nethod of claim1 further
conpr i $iRYel theAxrRYETERlS CRYRIQE IBE{%’E‘ ‘data in a

dahabaseg, _Iﬂé?od-r&eclaqﬁlt fmniﬂér Qnﬁ%rﬁ}rﬂg’—:’prﬂ%ﬁi@g fhd Hl8metric data

dat abase includes a plurality o I'Tst ~ processed
dat a. \WRoRGID4 5060668 IPCEIIIF2008 QL 41FEQ algotithnyprigy to processing

met hod for. processin ata conpri sind., ..recejvyi .
o oot A1 HoBEPE G BEbEsRATREL JO B b EER Y IR gptosraphic
bi omet rjjgri@ha and the personal key through an
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key occurs during an authentication process.

22.  The method of claim 17 further comprising associating a primary key with the
biometric data and the personal key.

23.  The method of claim 17 wherein the secondary data includes a secondary
biometric data and a secondary personal key.

24.  The method of claim 23 wherein the secondary biometric data and the
secondary personal key is received during an enrollment process.

25.  The method of claim 17 further comprising generating a signal corresponding
to the comparison of the processed data to the secondary data.

26.  The method of claim 25 wherein generating a signal includes issuing a
confirmation message when the processed data matches at least a portion of
secondary data.

27.+ The method of claim 25 wherein generating a signal includes issuing a denial
message when the processed data does not match at least a portion of
secondary data.

28.  The method of claim 25 wherein generating a signal allows entry into a

facility when the processed data matches the secondary data.



19. The nethod of claim 17 further conprising
processing the bionetric data through a secondary
WO peoaersss bl e cryptographi c al gorithm prior toPCT/US2003/041662
processing the bionetric data and the personal key
through the irreversible cryptographic algorithm 20.
The nmethod of claim 17 further conprising adding salt
to the bionmetric data and the personal key prior to
oce é tﬁd@leonKMSrWEergxﬁtg%n@fﬁﬂné heigharslonalentrk 8o a system
roug e Irreversible cryptographic algorithm 21.
The rm‘ﬂianm@ro@dsmdﬂala?nm@ﬂ%ﬁhn seeondiryidaty t he bi ometric
data and the personal Kkey occurs during an
aut henti cati on process. 22. The nethod of claim 17
further conprising associating a primary key with the
bi onetric data and the personal key. 23. The nethod of
claim 17 wherein the secondary data includes a
secondary bionetric data and a secondary persona
key. 24. The nethod of claim 23 wherein the secondary
bi onetric data and the secondary personal key is
recei ved during an enroll nment process. 25. The nethod
of claim 17 further conprising generating a signa
corresponding to the conparison of the processed data
to the secondary data. 26. The nmethod of claim25
wherei n generating a signal includes issuing a
confirmati on message when the processed data matches
at least a portion of secondary data. 27. The nethod
of claim 25 wherein generating a signal includes
i ssuing a denial nessage when the processed data does
not match at |east a portion of secondary data. 28.
The met hod of claim25 wherein generating a signa
allows entry into a facility when the processed data
mat ches the secondary data. WO 2004/ 061668
PCT/ US2003/ 041662 12 29. The nethod of claim25
wherein generating a signal allows entry into a system
when the processed data matches the secondary data. WO
2004/ 061668 PCT/ US2003/ 041662



13 30. For a systemfor processing data and a conputer

readabl e nedi um containing programinstructions for
wex@a6i66 by a conputer for perform ng the neP¢iDUS2008041662

processi ng data conprising:i13receiving a first

bi ometric data and a first personal key; processing
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through an “irreve e cryptographic algorit
f or m a progsin jpsiveE®ae braatationdyei ODI[I[I@I’CE& fegmofotiming the method
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t he secORETISFHHL JaLCHIRLIKd t he second personal key
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forma secon§ processed data; comparing thé second
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the nmethod of claim30 further risi ng genérating
a

a firstppegssasths seepmd bi@mtrr%dataaa £ s¢cond acrgopal koy through the
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persona I'Treversi a’phl c

al gori tdompadidg tﬂ'dlecclﬁimldb@l‘sed éaganihe fﬂﬁ@lrmsfedfdata and
perform ng the' net hod of claim30 further  conprisin
gener at $§r4Ng 8 Sial ReAIIRE tofthe ROMPFIHB S HIF qﬁpmrpw@sed data

d%%h&ﬁfs@fgroc&%e@&&tﬁess' ng the second bionetric data
and the s personal key through the irreversible

cr3pt ogtlapdnngpuddrgeadablemeB8m fohygerfoomng the nretiamdiadd] odaim 30 further

medi um f or perform of cl 30 further
conpri siW }nggaﬁgggggstmapgqtq‘m &F{:&B’Qteglct‘{ﬁ‘fadﬂb% to
a seco nﬂ@&é’ssﬂng ﬁl@é’ﬁfs@bleﬁ@tn&dﬁ@ﬁrﬁﬁhé Biidt HeRbAA K |ﬁffbugh the
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et um T et b e ot PR PR i 30 uther
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cl 3. m 3Dhd eomgueer readable medium for performing the method of claim 30 further
comprising processing the first biometric data through a secondary irreversible
cryptographic algorithm prior to processing the first biometric data and the
second biometric data through the irreversible cryptographic algorithm.

34.  The computer readable medium for performing the method of claim 30 further
comprising adding salt to the first biometric data and the first personal key
prior to processing the first biometric data and the second biometric data

“through the irreversible cryptographic algorithm.

35.  The computer readable medium for performing the method of claim 30 further
comprising processing the first personal key through a reversible
cryptographic algorithm prior to processing the first biometric data and the
first personal key through the irreversible cryptographic algorithm.

36.  The computer readable medium for performing the method of claim 30 further

comprising associating a first primary key to the first processed data.



conprising processing the first personal key through a
reversible cryptographic algorithmprior to

w@r@edmesrsg the first bionmetric data and the PCT/EB2003/041662
personal key through the in#eversible cryptographic
algorithn1 36. The conputer readabl e nmedi um for
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45.  The computer readable medium for performing the method of claim 44

wherein the database includes a plurality of first processed data.



15 46. For a systemfor processing data and a conputer

readabl e nedi um containing programinstructions for
wex@a6i66 by a conputer for perform ng the neP¢iDUS2008041662

processi ng data conprising:15receiving bionetric data

and a personal key; processing the bionetric data and

the personal key through an irreversible

cay.pt 0PbRPHsendfd@rddelind ath Bhd BoRpRELTERM 1AL PMhtaining

conmparing the processed data to secondary data. 4/.
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the personal key through the irreversible )
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per sonbionietyc ¢ata ard the peyspnd dsg thrgugthtbe iroweedible eryghad @aphic
and th er.sonal key through the irreversible

cryptogggﬂ rc algorithm 50. The conmputer readable

gl UNTHOEoRAIEeAIABG: hBGuiEPA @ nifd HeMdfod YNELR 45 further
receiving the bionmetric data and the personal key

occur sceiupiisieg piecessupgibmbionwtricotetpihoammbs sebdndafihereversible
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cfi m Fhe ooppeyie tRadable wedivmdar perfumang Whelnutead of claim 46 further
second o é@%%f%t{ﬁcsaﬂqg Al gﬁﬁ:;% 38 m%f%é%( p&g&?ag F% Rréor to

key. 53. er reada per
t he mepilooeksifg the Biomeh#: data and the personal key through the irreversible

cryptographic algorithm.

50.  The computer readable medium for performing the method of claim 46
wherein receiving the biometric data and the personal key occurs during an
authentication process.

51.  The computer readable medium for performing the method of claim 46 further
comprising associating a primary key with the biometric data and the personal
key.

52.  The computer readable medium for performing the method of claim 46
wherein the secondary data includes a secondary biometric data and a
secondary personal key.

53.  The computer readable medium for performing the method of claim 52
wherein the secondary biometric data and the secondary personal key is
received during an enrollment process.

54.  The computer readable medium for performing the method of claim 46 further
comprising generating a signal corresponding to the comparison of the

processed data to the secondary data.
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